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[57] ABSTRACT 
A system for controlling and accounting for retrieval of 
data from a CD-ROM memory containing encrypted 
data files from which retrieval must be authorized. The 
system includes an authorization and key distribution 
terminal and a plurality of customer data retrieval ter­
minals having such memories loaded therein. The au­
thorization terminal authorizes retrieval of data by au­
thorized customer terminals by providing to the autho­
rized customer terminals an encryption key for enabling 
retrieval of the data and a authenticated credit signal for 
use in limiting the amount of data to be retrieved from 
the files. The encryption key is encrypted for communi­
cation to the customer terminals in unique unit keys that 
are stored in the respective customer terminals. The 
customer terminal limits the amount of data retrieved 
from the files in accordance with the credit signal; re­
cords the amount of data retrieved from the files; and 
provides to the authorization termimal an authenticated 
report of the recorded amount of data retrieved from 
said files. The memory includes data files of different 
data vendors; and the customer terminal separately 
records the retrieval of data from the files of the differ­
ent vendors. 

43 Claims, S Drawing Sheets 

FILE USE REQUEST AND UNIT ID 

'--12 

ENCRYPTED FILE KEY 
'-13 

AUTHENTICATED CREDIT DATA 

'-14 

AUTHORIZATION AND CUSTOMER 

KEY DISTRIBUTION INTERROGATION DATA 

TERMINAL '-61 RETRIEVAL 
TERMINAL 

AU THEN TICA TED ll~At:F" REPORT AND UNIT ID 
'-53 

AUTHENTICATED CREDIT AND 
DEBIT STATUS REPORT AND UNIT ID 

'--64 . 
REFRESH REGISTERS COMMAND 

'-70 
r--10 11-

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


APPLE EXHIBIT 1081 
APPLE v. PMC 
IPR2016-01520 

Page 2

U.S. Patent Apr. 23, 1991 Sheet 1 of 5 5,010,571 

FIG 1 • 
FILE USE REQUEST AND UNIT ID 

12 

ENCRYPTED FILE KEY 
'-13 

AUTHENTICATED CREDIT DATA 
'-14 

AUTHORIZATION AND 
CUSTOMER 

INTERROGATION DATA 
KEY DISTRIBUTION 

'-61 
RETRIEVAL 

TERMINAL TERMINAL 

AU THEN TICA TEO USAGE REPORT ANO UNIT ID 

--

'-10 

KEY aJ 

I 

2 
COMPANY NAME 

AND ADDRESS 
I 

I 

31 
I 
' 

"-63 

AUTHENTICATED CREDIT AND 
DEBIT STATUS REPORT AND UNIT ID 

'-64 

REFRESH REGISTERS COMMAND 

KEY bJ 

I 

ZIP CODE 
I 

KEY CJ 
I 
I 

I 

fl OF 
EMPLOYEES 

I 

~70 

I 

PLANT 
AREA 

I 

TIER A 

'II ' I 'I TIER B 

FIG. 7 TIER C 

11__.... 

I I 

ANNUAL 
ID REVENUE 

I I 

I 

' I 111 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


APPLE EXHIBIT 1081 
APPLE v. PMC 
IPR2016-01520 

Page 3

U.S. Patent Apr. 23, 1991 Sheet 2 of 5 5,010,571 

r 37 
ROM 

FIG. 2 FILE A I BLK 1 BLK 21BLK 3 BLK 4IBLK 5 
FILE B I BLK 1 BLK 21BLK 3 BLK 4IBLK 5 

ENCRYPTED . .,..-16 
44-...; ADDRESS 4S- ...... 

'" DATA 
BLOCK ID 

DECRYPT DAT~ 
34, KEYBOARD r35 DATA 

~8 
12"' FILE USE FILE r33 '-..47 

REQUEST ACCESS I 

I COMMAND 48-.. 
I r-49 FILE 39__.. r17 KEY ,, . Fl ADORE~ UNIT 10 ENCRYPTED FILE KEY RAM DECRYPT .. 

'13.-/ . - i.:.:.::.J) FILE KEY I\ ... 50 
~g 2s-,'( CREDIT 42---9 r24 .. 

... DATA AUll-lENTICA TE 

'14_.I 
CREDIT -~1 UNIT KEY 
DATA MEMORY 

,-42 ,,.-48 
AUll-lENTICA TE 

COST COST 

DATA DATA 

22--.... 

RETRIEVAL CONTROL UNIT 

6 

UNIT ID . 27 (_54 r31 
'~39 ,,..-20 66 lfriCREDI~; ~ 4 GENERA TE \... I ...-29 COM- ENABLE LOGIC 
~ AUll-lENTICA TED1c: !jACCUMULA TEl,I:-/ '-56 

CREDIT ANO a? DEBIT STATUS !Cl ~ ..... ~2 53 i--55 
REPORT DEBIT: -

t, ....... I E:NABI F' 

42~, 
cn~T OATA UNIT KEY 

UN~~ ID 51../ 
ENABLE 

....-39 r21 23, 
GENERATE 

;r-62 USE AUTHENTICATED BLOCK ID ~ 

a? USAGE -
'--so 

HISTORY -
\_47' REPORT STORAGE 

,..42 ,, 
UNIT KEY 

.. INTERROGATION ,61 
, 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


A
PPLE EXH

IB
IT 1081 

A
PPLE v. PM

C
 

IPR
2016-01520 

Page 4

87 

UNIT. DESIRED 

I 
I 
I 
I _.., 

ID UNIT FILE ID 
KEY l,-11 

,78 

GENERATE · 
.UTHENTICA TEDI 9 

FILE USE 
REQUEST 

DECRYPT UNIT 
ID ANO 
FILE ID 

LOOK UP 
FILE KEY 

79 

8 

UNIT 
KEY 

78 . 

DECRYPT 
FILE KEY 

'"'2 

------

ENCRYPT 
FILE KEY 

91 

95 

ERROR 
ESSAGES 

ENCRYPTED 
DATA FILE 

I 
96 

DECRYPT 
FILE 

HEADER 

9 

NO 

94 

YES 

CUSTOMER DATA 
RETRIEVAL 
TERMINAL 

100 
1.2. 

99 

DECRYPT 
DATA 
FILE 

FIG. 3 

AUTHORIZATION AND 
KEY DISlRIBUTION 

TERMINAL 

101 

GENERATE 
TRANSACTION 

REPORT 

1J. 

1.02. Bl'-~..ING TERMINAL 

~ • 00 
• 
~ 
fO .... 
tD = .... 

> 
'= :, 
~ 

JN ... 
~ ... 

r:Jl 
::r' 
ti) 
ti) .... 
w 
0 ..., 
UI 

OI ... 
0 ..... 
0 ... 
OI 
....:a ..... 

f  

F
in

d
 a

u
th

e
n
tic

a
te

d
 c

o
u
rt d

o
c
u
m

e
n
ts

 w
ith

o
u
t w

a
te

rm
a
rk

s
 a

t d
o
c
k
e
ta

la
rm

.c
o
m

. 

https://www.docketalarm.com/


A
PPLE EXH

IB
IT 1081 

A
PPLE v. PM

C
 

IPR
2016-01520 

Page 5

UNIT ID 
.J 

109 

USE HISTORY 
STORAGE 

115 

UNIT KEY 
I 

117 

DEBIT AND 
CREDIT REGISTERS 

116 

107 HJ , , ,,118 
' 

FIG. 4 

GENERATE 
AUTHORIZATION 

REQUEST 

GENERATE 
AUTHENTICATED I ~9 , DISPLAY ERROR 

REPORTS MESSAGES 

·108 

LOOK UP 
UNIT KEY 

09 

12 

11 
AU THEN TICA TED 
INTERROGATION 

COMMAND 

110 
YES 

, ·128 125 , , ~1-----1 I I 
CREDi~i~OKUP ~tea~-.. 

~29 

BAD CREDIT UST 

STORE USE 
HISTORY 

.f25a 

REPORT FOR BILLING 

136 137 
UPDATE CREDIT 

REGISTER 
ENABLE 

DECRYPTION 

133 

132 

UNIT KEY 
CUSTOMER 

DATA 
RETRIEVAL 
TERMINAL 106 
---------

AUTHORIZATION 
TERMINAL 
~ 

GENERATE 
AU THEN TICA TED 

CREDIT 
DATA SIGNAL 

130 ......... 110 

UNIT 
KEY 

BILLING 
12.6. TERMINAL · 

0 • 
r.11 
• 
i-c:, 
D) 
~ 
('I) 

= ~ 

~ 
N .. ~ 
~ 

~ 
~ 

00. =­tD 
tD .... 
.,:. 
Q .... 
U1 

UI ,.. 
0 .... 
0 ,.. 
UI 
-...l .... 

f  

F
in

d
 a

u
th

e
n
tic

a
te

d
 c

o
u
rt d

o
c
u
m

e
n
ts

 w
ith

o
u
t w

a
te

rm
a
rk

s
 a

t d
o
c
k
e
ta

la
rm

.c
o
m

. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


