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(571 ABSTRACT

A system for controlling and accounting for retrieval of
data from a CD-ROM memory containing encrypted
data files from which retrieval must be authorized. The
system includes an authorization and key distribution
terminal and a plurality of customer data retrieval ter-
minals having such memories loaded therein. The au-
thorization terminal authorizes retrieval of data by au-
thorized customer terminals by providing to the autho-
rized customer terminals an encryption key for enabling
retrieval of the data and a authenticated credit signal for
use in limiting the amount of data to be retrieved from
the files. The encryption key is encrypted for communi-
cation to the customer terminals in unique unit keys that
are stored in the respective customer terminals. The
customer terminal limits the amount of data retrieved

~ from the files in accordance with the credit signal; re-

cords the amount of data retrieved from the files; and
provides to the authorization termimal an authenticated
report of the recorded amount of data retrieved from
said files. The memory includes data files of different
data vendors; and the customer terminal separately
records the retrieval of data from the files of the differ-
ent vendors.
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