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[57] ABSTRACT 

A method of controlling the simultaneous broadcast of 
enciphered digital information signals, for example in a 
radio or television broadcast environment, to a plurality 
of subscribers provides several levels of enciphering 
keys. The broadcast digital information signal is in a 
broadcast common service enciphering key and com­
munication between the transmitter and subscribers 
may take place in a box key or in a group enciphering 
key common to a group of subscribers having a com­
mon interest in the reception of broadcast signals of a 
particular type. Each receiver will decipher the broad­
cast digital information in a specific service key which 
is common to that broadcast. The service key may be 
changed at one or more subscribers by communicating 
the change in the service key to the subscribers by 
means of the group enciphering key. Further, the group 
enciphering key may be changed at one or more sub­
scribers or new groups may be formed among subscrib­
ers by communicating to the subscribers in one or more 
group endphering keys. 

5 Claims, 3 Drawing Figures 
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1 
4,531,020 

MULTI-LAYER ENCRYPTION SYSTEM FOR THE 
BROADCAST OF ENCRYPTED INFORMATION 

2 
placed in digital form and hence can be enciphered and 
deciphered by the control system described herein. 

It is important in broadcast systems of the type re­
ferred to above to insure secrecy or privacy of the com-

SUMMARY OF THE INVENTION 5 munications, as customarily such broadcasts are on a· 
subscription basis and it is mandatory that privacy be 
retained or the concept of a subscription broadcast 
system is destroyed. To that end various schemes have 

The present invention relates to a system for enci­
phering and deciphering digital information signals and 
has application in the field of broadcast television, al­
though the principles disclosed herein should not be so 10 
limited. Specifically, audio information and/or text 
information for display on a video screen may be placed 
in digital form and enciphered. Such signals may be part 
of a cable television system (CATV), a subscription 
television system (STV) or a direct broadcast satellite 15 
television system (DBS). 

A primary purpose of the invention is a system for 
enciphering digital information signals in the environ­
ment described in which there are multiple layers of 
enciphering keys to insure security of the broadcast 20 
information. 

Another purpose is an enciphering and deciphering 
system of the type described in which communication 
between the broadcast station and a plurality of sub­
scribers may take place in a box key peculiar to an 25 
individual subscriber, a group key peculiar to a group of 
subscribers having a common interest, or in a service 
key which is common for a specific broadcast and 
which may be changed from time to time through either 
the group or box keys. 30 

Another purpose is a simply reliable and completely 
secure enciphering and deciphering system for use in 
the broadcast of digital information signals. 

Another purpose is a method for controlling the 
broadcast of digital information signals in which there 35 

are layers or levels or tiers of keys to insure system 
security and in which the keys may be changed by 
communication to subscribers in one or more of the 
layers of keys. 

40 Other purposes will appear in the ensuing specifica­
tion, drawings and claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention is illustrated diagrammatically in the 45 
following drawings wherein: 

FIG. 1 is a block diagram of a transmitter for use in 
the control system described herein, 

FIG. 2 is a block diagram of the receiver, and 
FIG. 3 is a diagrammatic illustration of typical mes- 50 

sage structures used in the system disclosed herein. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

been proposed to insure the security of those portions of 
the signals which can be placed in digital form. The 
present invention provides a first level of security by 
enciphering the digital information signals in what is 
termed a service key, which key is provided to all sub­
scribers who are to receive a specific broadcast or a 
specific type of broadcast. For example, the service key 
may be peculiar to a specific program, but more com-
monly it will be used for a specific channel when the 
system is used in a television environment. To insure 
privacy and security the service key must be periodi­
cally changed. To change the service key it is necessary 
to communicate with each of the subscribers and this 
communication takes place in what is called the group 
key which is common to a group of subscribers, all of 
whom are to receive a specific type of broadcast. There 
may be a substantial number of groups associated with a 
specific communication system and an individual sub-
scriber may itself belong to more than one or a plurality 
of groups. Specifically, to change the service key for a 
particular type of broadcast, the broadcaster will com­
municate to all of the subscribers in the group key and 
the group key is used to change the service key. As an 
alternative, a large number of service keys may be 
stored in each decoder and the broadcast station selects 
a specific service key by communicating with the sub­
scriber in the group key. 

From time to time subscribers' tastes and desires in 
programming change and thus it is necessary to change 
groups, to reform groups and to add or delete subscrib­
ers from a particular group. Again, this may be accom­
plished by communicating to the subscribers in the 
group key. The group key itself may be changed and 
subscribers may be added or deleted from the group, or 
in fact new groups may be formed by communicating to 
the subscribers in the group key. 

In addition to communicating in the group key, it is 
necessary to have addresses which are peculiar to an 
individual subscriber and peculiar to a group. For exam­
ple, each subscriber may have its own individual ad­
dress which is peculiar to that subscriber. That address 
will be stored in the subscriber's decoder. In addition, 
the subscriber may belong to one or more groups, each 
of which will have a specific address for that group 
with these addresses being temporarily stored in the 
subscribers decoder. Thus, the broadcaster may com-

55 municate to the subscriber by providing the subscriber's 
group address or the subscriber's individual address and 
by communicating to the subscriber in the group key 
peculiar to the group with which the broadcaster is 

The present invention has utility in CATV, STV and 
DBS television systems in which the video signal is 
coded. The specific enciphering and deciphering sys­
tem disclosed herein is primarily applicable to the audio 
portion of the video signal as the audio signal is readily 
susceptible of being placed in a digital format. It is also 60 
applicable to those video signals in which alphanumeric 
text information is transmitted, such as the VIDEO­
TEXT system now in commercial use by Oak Industries 
Inc., assignee of the present application or other types 
of digital or digitized data such as computer software, 
games, radio programs, computer data bases, etc. which 
may be delivered via such communication system. Sig­
nals of that type are also readily susceptible to being 

specifically concerned at that moment. 
As a final means for insuring security and privacy, 

each subscriber will have what is known as a box key 
and that is a key peculiar to a specific subscriber. If the 
broadcaster wishes to communicate in complete pri­
vacy with an individual subscriber, it may do so in the 

65 subscriber's box key. For example, if the broadcaster 
feels that one or more groups of keys have been com­
promised and the only way to reform groups is to com­
municate to each individual subscriber in its box key, 

f 
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