
APPLE EXHIBIT 1062 
APPLE v. PMC 
IPR2016-01520 

Page 1

United States Patent c191 

Pailen et al. 

[54] PROTECTED SOF'IWARE ACCESS 
CONTROL APPARATUS AND METIIOD 

[75] Inventors: William Pailen, Derwood; Jim L 
Harper, Olney, both of Md. 

[73) Assignee: Remote Systems, Inc., Vienna, Va. 

[21] Appl. No.: S46,2(1{i 

[22) 

[51] 
[52] 

[58] 

[56] 

Filed: Oct. 27, 1983 

Int. Cl.4 .......................... H04Q 5/00; H04L 9/00 
U.S. Cl . ........................................ 364/200; 380/4; 

380/24 
Field of Search ... 364/200 MS File, 900 MS File; 

340/825.3, 825.31, 825.34; 178/22 

References Cited 

U.S. PATENT DOCUMENTS 

3,611,293 10/1971 Constable et al. .............. 340/149 A 
3,761,883 9/1973 Alvarez ............................... 364/200 
3,798,605 3/1974 Feistel ................................. 364/200 
3,846,622 11/1974 Meyer ............................ 235/61.7 B 
3,892,948 7/1975 Constable ....................... 340/149 R 
3,956,615 5/1976 Anderson et al. ............. 235/61.7 B 
3,985,998 10/1976 Crafton .......................... 235/61.7 B 
3,996,449 12/1976 Attanasio et al .............. 235/61.7 R 
4,025,760 5/1977 Trenkarnp ...................... 235/61.7 B 
4,123,747 10/1978 Lancto et al ................... 340/149 A 
4,193,131 3/1980 Lennon et al ........................... 375/2 
4,214,230 7/1980 Fak et al ......................... 340/149 A 
4,218,738 8/1980 Matyas et al ........................ 364/200 
4,223,403 9/1980 Konheim et al .•...•........•..•.•.... 375/2 
4,227,253 10/1980 Ehrsam et al ....................... 364/200 
4,238,853 12/1980 Ehrsam et al ....................... 364/200 
4,238,854 12/1980 Ehrsam et al ........................... 375/2 
4,259,720 3/1981 Campbell ........................ 364/200 X 
4,264,782 4/1981 Konheim ............................... 178/22 
4,268,715 5/1981 Atalla .................................... 178/22 
4,281,215 7/1981 Atalla ............................... 178/22.08 
4,283,599 8/1981 Atalla ................................. 178/22.1 
4,288,659 9/1982 Atalla ............................... 178/22.08 
4,310,720 1/1982 Check, Jr ......................... 178/22.08 
4,315,101 2/1982 Atalla ............................... 178/22.08 
4,317,957 3/1982 Sendrow .......................... 178/22.08 
4,326,098 4/1982 Bouricius et al. ................ 178/22.08 

[t t] Patent Number: 

[45] Date of Patent: 

4,652,990 
Mar. 24, 1987 

4,386,234 5/1983 Ehrsam et al. ................... 178/22.09 
4,438,824 4/ 1984 Mueller-Schloer .. ............ 178/22.08 
4,471,163 9/1984 Donald et al ....................... 364/200 

Primary Examiner-David Y. Eng 
Attorney, Agent, or Firm-Neuman, Williams, Anderson 
&Olson 

[57) ABSTRACT 

A software access control system is disclosed for con
trolling access to a protected application program. The 
software access control system comprises first and sec
ond processors, each having a terminal or port adapting 
its processor to be coupled with the other. The first 
processor is programmed to permit access to the pro
tected application program and comprises a first mem
ory storing the protected application program, a pro
gram identification manifestation and a customer identi
fication manifestation. The second processor comprises 
a second memory for storing a program identification 
manifestation and a customer identification manifesta
tion, as assigned to the second processor. A user termi
nal is actuated to transmit an access request message 
including a requested program identification manifesta
tion to the first processor requesting permission to exe
cute a particular application program. There is dis
closed a two-step process of granting access to a pro
tected application program. First, the requested pro
gram identification manifestation, as entered on the user 
terminal, is compared with a program identification 
manifestation retained within the second processor. If 
there is a first match, a customer authentication message 
is transmitted from the first processor to the second 
processor. In response, the second processor transmits 
its assigned customer identification manifestation to the 
first processor, wherein a comparison is made between 
the retained customer identification manifestation and 
the assigned customer identification transmission. If 
there is a second match, access to use and to execute the 
application program is granted. 

12 Claims, 18 Drawing Figures 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


APPLE EXHIBIT 1062 
APPLE v. PMC 
IPR2016-01520 

Page 2

U.S. Patent Mar. 24, 1987 Sheet 1 of12 4,652,990 

F/6-IA 

" 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


A
PPLE EXH

IB
IT 1062 

A
PPLE v. PM

C
 

IPR
2016-01520 

Page 3

1--------- ------------

' 

PROGlfAM STOllAGlt M&PIOM 011!.VICE. APPLICATION 
lt)C.5C.UTIHCio 

I Cll1-ToMaR I D -# coMPUTIIUC -1 '2 

1
4n 

I 
I 
I 
I 
I 
l4lc 

APPLICATtoN PROeililAM 8 

C 

,4.0c 
TllAN&P&R.5~ ON 

U&afl .. AIIQ~55T -----------
,4()1, 

36 

I .._ ______________ -..J 

44 
I 
I I I IOP&fCA,., .. G 

I 
I 
I 
I 
I 

SVSTR.M '5of'T-NARli 

CPU 

MaNIOAV 'J. 

,~ COMMt,JN ICA"flOH 
PORT' 

4'-64 

46b J COMMUNICATION 
I I poa-r 

46c I ( J coM11,hJrt•c,i,.·no,.. 
POQT 

4Bc 

APPUCATIOH 

PAot.RA9'11 
Marw\OQY 

'ZOQ. 

IS, 

1e,,c. 

~ 

F/G . ./8 

Kev CARR• &A - 14a. I l&a. 

s2 I 
CAaR,aR: llh'PA&~ D 

5WITCH I 

I 
I 
I 
I 
I 
I 
I 

so 56 

KE.Y CARR lalit. 

MIC:120 PROC.e'$•oa 

,-------
PAoc•••oa. Kev 

4 INPO A 

PROc:a&~Q. i<av 
~ INFO 8 

L--~,~,~·~•MIPaoca ... o~ Kev 

I !>O 
___ _J 

t;. INFO C 

I 
I 
I 
I 
I 

'20 

PROGoa.a.M U5£2S 
Tl!RMINAL 

l'-A 

16b 

lfi:tc 

~ 
r.l.l • 
~ 
et a 
:: 
~ 
~ ... -\0 
00 
-l 

Cll r ..... 
N 

~ -N 

~ ... 
°' l.11 
N ... 
\0 

8 

f  

F
in

d
 a

u
th

e
n
tic

a
te

d
 c

o
u
rt d

o
c
u
m

e
n
ts

 w
ith

o
u
t w

a
te

rm
a
rk

s
 a

t d
o
c
k
e
ta

la
rm

.c
o
m

. 

https://www.docketalarm.com/


APPLE EXHIBIT 1062 
APPLE v. PMC 
IPR2016-01520 

Page 4

U.S. Patent Mar. 24, 1987 Sheet3 of12 4,652,990 

/:IG-JC 
16a. 

MtC!tOPl:tOC E.$ SOR. 

i<a-.. c:•aa,att 
M1c:~0Ptt.oc•••oa 

START Z.0'1 

lO 

Mlt.MOR.V 

'200 FIG-2A 

US&" ATT.MP'TS ~O 
•>c. l!C\n'I!. PAOTI!.C T1!0 
?-.oa.a.AM 

'204 

PttoeRAh\ APPS.IQ\lll CMIIC.K~ POR 
p~-~·NC· OP '1<ay•cA11•1•R 01'4 
ONS 01' $aYaftA'- Po•1uaU1 
C:OMMUNICATIOM POSITS 011" 
~ e, C'CIM ~T~I& 

" .. l<•Y' C:Alil11t.1aa, 1$ 

Pll.&S•N~. S1!NO$ 

ACKNONL.aQ1!MeNT. 

PRO.aAM A~CI\J& 
GftA"T• A RANOOM 
S••o Al'tO :s•MOS 
,,. -ro"1<ev .. c:AR1&1•2 

~A.AM A"\.IQIJ• 
9W NDS P1&0C.II.AM 
11).NTI 11111 CA"'1'10N 

TO "l(ay• CAIUlla,a 

Pt:tOGIIAM APP1.IQ\Ja 

SeNOS ;tANOO!lo1 
A\.GOqlTMM 
:,&\.lk:TION N\JM9Wr& 

'Zlo 

7.1 '2 

'Zl6 

PIIOT&C:T&O ._N_• ____ __ 

No"Kwv· C"ctia1•~ 
p ......... ~. "40 
AC:KNOWL..<i,& "'49HT 
51!!NT, 

'l.o& 

Dl~A•1..• 
Pi:tOG&AM 

lt,tl!.CUT& 

236 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


APPLE EXHIBIT 1062 
APPLE v. PMC 
IPR2016-01520 

Page 5

U.S. Patent Mar. 24, 1987 Sheet4 ofl2 4,652,990 

FIIJ-ZII • A 
1<av cAtta,a ca iracw.Ne. s - 'ltS PllOIIRAM 10£MT\PICATIOfll1 

"ANDO"" 111!.lt.O AND 
"L60AITMM SELKT\OH 
NUM ... a 

~ 
•K~"CAIERI•& CM&CIC• ,,...110 
FO& pt1K&l'4CW 0 .. 

~8Q\JSST&O KLY 

~ 
NO ... 

Kl!.Y ~a•••NT L 
_. 

'1.1."J. 

i 
.... ,..°°""' 11.aao PMSeo 
l!N' • t<av" CA•••• & TO 

"t<•v" P•cc&••o•, 
TIZ-.NSMIT \<8.V 

__ ,'14 

•L.GO&ITMM 

J, 
i,cav .,tllOC&'S•o• 

aNe&v~ CU.TOMS11 
__..1.~ t O IJSI ... llANOOM 

M\IMa&• ""'O S8L.aCT90 
COM"'-->C. Al"O v4ciaeo 
SMC&VPTION AU1Ca1TMM 

i 
aNC~O l:USTOM&I& _.'Z.'28 10 ,~ PM~&o 'TCI 
"Kav'' CAa&t&a AHO 
rtaTUaN.-o it, 

PltOC.11.AM A•L1Qu8. 

~ 2.32.') 
234 

MO ,, I 
cu•ToM- 10 IS ,;'l?to 
OIIC~O .... O&C.lt"f'PT&O cusn,MaC, ALL.OY,1 

P.o.llAM APP\.1Qua ... 1D M"TCH S'TOll&O ~ Pt&O•RAM 

USINO S&&.eCT&O .. CIJ6TC)Maa. 10 &X&CU"t'ION 

AL.GOIIIT"HM ANO 
11ANOOM $l!aO 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


