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Introduction 

 
This document describes the Lan Manager Server Message Block (SMB) file sharing protocol.  Client 
systems use this protocol to request file,  print, and communications service from server systems over a 
network. 
 
There are several different versions and sub-versions of this protocol, a particular version is referred to as a 
dialect.  When two machines first come into network contact they negotiate the dialect to be used.  For 
example, two NT systems would agree to use the NT-specific protocol dialect, while a Windows For 
Workgroups client communicating with an NT server might negotiate a Windows For Workgroups dialect.  
Different dialects can include both new messages as well as changes to the fields and semantics of existing 
messages in other dialects. 
 

Resource Sharing Connections 

Each server makes a set of resources available to clients on the network.  A resource being shared may be a 
directory tree, named pipe, printer, etc.  So far as clients are concerned, the server has no storage or service 
dependencies on any other servers; a client considers the server to be the sole provider of the file (or other 
resource) being accessed. 
 
The SMB protocol requires server authentication of users before file accesses are allowed, and each server 
authenticates its own users.  A client system must send authentication information to the server before the 
server will allow access to its resources. 
 
The SMB protocol defines two methods which can be selected by the server for security:  share level and 
user level: 

• A share level server makes some directory on a disk device (or other resource) available.  An optional 
password may be required to gain access.  Thus any user on the network who knows the name of the 
server, the name of the resource and the password has access to the resource.  Share level security 
servers may use different passwords for the same shared resource with different passwords allowing 
different levels of access.  Windows for Workgroups and Windows 95 servers, for instance, implement 
the share level security model. 

• A user level server makes some directory on a disk device (or other resource) available but in addition 
requires the client to provide a user name and corresponding user password to gain access.  NT servers 
and LM/U servers implement this security model and do not support the share level model. User level 
servers are preferred over share level servers for any new server implementation, since corporations 
generally find user level servers easier to administer as employees come and go. 

 
When a user level server validates the account name and password presented by the client, an identifier 
representing that authenticated instance of the user is returned to the client in the Uid field of the response 
SMB.  This Uid must be included in all further requests made on behalf of the user from that client.  A 
share level server returns no useful information in the Uid field. 
 
The user level security model was added after the original dialect of the SMB protocol was issued, and 
subsequently some clients may not be capable of sending account name and passwords to the server.  A 
server in user level security mode communicating with one of these clients will allow a client to connect to 
resources even if the client has not sent account name and password information: 
 
1. If the client's computer name is identical to an account-name known on the server, and if the password 

supplied to connect to the shared resouce matches that account’s password, an implicit "user logon" 
will be performed using those values. 

 If the above fails, the server may fail the request or assign a default account name of its choice. 
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