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Introduction

This document describes the Lan Manager Server Message Block (SMB) file sharing protocol. Client
systems use this protocol to request file, print, and communications service from server systems over a
network.

There are several different versions and sub-versions of this protocol, a particular version is referred to as a
dialect. When two machines first come into network contact they negotiate the dialect to be used. For
example, two NT systems would agree to use the NT-specific protocol dialect, while a Windows For
Workgroups client communicating with an NT server might negotiate a Windows For Workgroups dialect.
Different dialects can include both new messages as well as changes to the fields and semantics of existing
messages in other dialects.

Resource Sharing Connections

Each server makes a set of resources available to clients on the network. A resource being shared may be a
directory tree, named pipe, printer, etc. So far as clients are concerned, the server has no storage or service
dependencies on any other servers; a client considers the server to be the sole provider of the file (or other
resource) being accessed.

The SMB protocol requires server authentication of users before file accesses are allowed, and each server
authenticates its own users. A client system must send authentication information to the server before the
server will allow access to its resources.

The SMB protocol defines two methods which can be selected by the server for security: share level and

user level:

® A share level server makes some directory on a disk device (or other resource) available. An optional
password may be required to gain access. Thus any user on the network who knows the name of the
server, the name of the resource and the password has access to the resource. Share level security
servers may use different passwords for the same shared resource with different passwords allowing
different levels of access. Windows for Workgroups and Windows 95 servers, for instance, implement
the share level security model.

® A user level server makes some directory on a disk device (or other resource) available but in addition
requires the client to provide a user name and corresponding user password to gain access. NT servers
and LM/U servers implement this security model and do not support the share level model. User level
servers are preferred over share level servers for any new server implementation, since corporations
generally find user level servers easier to administer as employees come and go.

When a user level server validates the account name and password presented by the client, an identifier
representing that authenticated instance of the user is returned to the client in the Uid field of the response
SMB. This Uid must be included in all further requests made on behalf of the user from that client. A
share level server returns no useful information in the Uid field.

The user level security model was added after the original dialect of the SMB protocol was issued, and
subsequently some clients may not be capable of sending account name and passwords to the server. A
server in user level security mode communicating with one of these clients will allow a client to connect to
resources even if the client has not sent account name and password information:

1. If the client's computer name is identical to an account-name known on the server, and if the password
supplied to connect to the shared resouce matches that account’s password, an implicit "user logon"

will be performed using those values.

If the above fails, the server may fail the request or assign a default account name of its choice.

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




