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I. INTRODUCTION
Pursuant to the provisions of 35 U.S.C. § 311 and § 6 of the Leahy-Smith

America Invents Act (“AlIA”), and to 37 C.F.R. Part 42, Blue Coat Systems, Inc.,
(“Petitioner”) hereby requests review of United States Patent No. 8,677,494 to
Edery et al. (hereinafter “the 494 patent,” EX1001) that issued on March 18,
2014, and is currently assigned to Finjan, Inc. (“Patent Owner”). This Petition
demonstrates that there is a reasonable likelihood that Petitioner will prove by a
preponderance of the evidence that claims 7-9 and 16-18 of the *494 patent are
unpatentable for failing to distinguish over prior art. Thus, claims 7-9 and 16-18 of
the 494 patent should be found unpatentable and canceled.

The Board has previously instituted inter partes review of the *494 patent,
including of the independent claims from which claims 7-9 and 16-18 depend, in
Nos. IPR2015-01892 and [PR2016-00159. This Petition presents essentially the
same disclosure and arguments for those independent claims. The additional
requirements of the challenged dependent claims 7-9 and 16-18 are insufficient to
lend them patentability.

The challenged claims generally recite systems and methods for detecting
suspicious “Downloadables” (executable application programs), including: (1)
receiving a Downloadable software program, (2) deriving Downloadable security
profile data (“DSP data”) for the Downloadable; and (3) saving that DSP data in a
database. EX1002 {[16. Similar systems and methods, however, were known in the
art since as late as 1995. For example, a system that analyzed executable programs

to derive a DSP was demonstrated in in “Dynamic Detection and Classification of
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Computer Viruses Using General Behaviour Patterns,”

by Morton Swimmer et al.

(“Swimmer,” EX1003, Abstract). The DSP contained a list of suspicious

operations that may be attempted by the Downloadable, as shown highlighted

below:

<CS=39211 Type=0] Fn=30
<C8=3911 Type=0] Fn=29
<CS=3911 Type=0] Fn=64
<CS=3911 Type=0] Fn=51
<C&8=3911 Type=0] Fn=51
<C8=3911 Type=0] Fn=45
<C8=3911 Type=0] Fn=73
<CS8=3911 Type=0] Fn=27
<C8=3211 Type=0] Fn=47
<CS=3911 Type=0] Fn=50
<CS8=3911 Type=0] Fn=48
<CS=39211 Type=0] Fn=50
<CS=3811 Type=0] Fn=48
<CS8=3211 Type=0]|Fn=74
<CS=3911 Type=0]Fn=46
<CS=3911 Type=0]Fn=51

arg() ret( AX=5)>

arg() ret( BX=128 ES=3%211)>

arg{ AL=61 CL=3 strl=*.COM) ret( AL=0 CF=0)>

arg{ AL=0 strl=COMMAND.COM) ret( AL=0 CX=32 CF=0)>

arg( AL=1l strl=COMMAND.COM) ret( AL=0 CX=32 CF=0)>

arg( AL=2 CL=32 strl=COMMAND.COM) ret( AL=0 AX=5 CF=0)>
arg( BX=5) ret( CX=10241 DX=6206 CF=0)>

arg() ret( CX=5121 DX=8032)>

arg( BX=5 CX=3 DX=828 DS=3911) ret( AX=3 CF=0)>

arg( AL=2 BX=5 CX=0 DX=0) ret( AL=0 AX=50031 DX= CF=0)>
arg( BX=5 CX=648 DX=313 DS=3911) ret( AX=648 CF=0)>
arg( AL=0 BX=5 CX=0 DX=0) ret( AL=0 AX=0 DX=0 CF=0)>
arg( BX=5 CX=3 DX=831 DS=3911) ret( aX=3 CF=0)>

arg( BX=5 CX=10271 DX=6206) ret( CF=0)>

arg( BX=5) ret( CF=0)>

arg( AL=1 ND.CCOM) ret( AL=0 CX=32 CF=0)>

IDs of suspicious operations
Figure 3: Excerpt from an audit trail for the Vienna virus

EX1003 at FIG. 3; Ex. 1002 {67.

strl=COMMA

It was also well-known in the art that a number of specific types of

information could be utilized when detecting suspicious code. Based on the

foregoing, the specific components of the DSP required by the challenged

dependent claims (i.e., a URL, a digital certificate, or disassembled Downloadable

code) also fail to render those claims patentable over the prior art as described in

more detail below. Accordingly, the systems and methods claims in the ‘494

patent were well known and obvious. EX1002 {q 55-109.
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