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[57] ABSTRACT 
A system and method are provided for monitoring the 
connection of electronic equipment, such as remote 
computer workstations, to a network via a communica 
tion link and detecting the disconnection of such equip 
ment from the network. The system includes current 
loops internally coupled to protected pieces of equip 
ment so that each piece of associated equipment has an 
associated current loop. A low current power signal is 
provided to each of the current loops. A sensor moni 
tors the current ?ow through each current loop to de 
tect removal of the equipment from the network. Re 
moval of a piece of hardware breaks the current ?ow 
through the associated current loop which in turn may 
activate an alarm. This invention is particularly adapted 
to be used with an existing 10BaseT communication link 
or equivalent thereof, employing existing wiring to 
form the current loops. 

19 Claims, 3 Drawing Sheets 
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1 

NETWORK SECURITY SYSTEM FOR DETECTING 
REMOVAL OF ELECTRONIC EQUIPMENT 

BACKGROUND OF THE INVENTION 

1. Technical Field 
This invention relates generally to theft protection 

security systems and, more particularly, to a network 
security system for detecting the unauthorized removal 
of remotely located electronic equipment from a net 
work. 

2. Discussion 
There has been an ever increasing need to provide 

security for electronic equipment against the unautho 
rized removal or theft thereof. Computer systems have 
become a major capital expenditure for users which 
commonly include businesses, educational institutions 
and governmental entities, among other users. Ad 
vancements in technology have signi?cantly reduced 
the size and weight of complex computer equipment, 
thus making expensive computer equipment more easily 
portable. As a consequence, modern computer equip 
ment is generally more compact and more easily trans 
portable, which further makes it more difficult to secure 
against the unauthorized removal or theft thereof. 
Today, computer network systems are frequently 

employed to provide efficient computing capabilities 
throughout a large work area. Existing computer net 
work systems generally include a number of remotely 
located work stations coupled via a data communica 
tion link to a central processing center. For instance, 
many educational institutions such as universities com~ 
monly provide a large number of individual work sta 
tions at different locations throughout the university 
campus so as to allow easy computing access to the 
computer network system. However, the wide dissemi 
nation of such equipment at remote locations has made 
the equipment an accessible target for computer thieves. 

Accordingly, a number of methods have been devel 
oped for guarding against the unauthorized removal of 
electronic equipment. Early methods of protection have 
included the physical attachment of a security cord to 
each piece of protected equipment. However, the secu 
rity cord generally may be cut or physically detached 
from its secured position and is usually considered to be 
a non-appealing aesthetic addition to the equipment. 
Another method of protection includes the attachment 
of a non-removal tag to the equipment which also re 
quires cooperating sensing devices responsive to the tag 
which are properly located at exit locations from the 
premises. However, this approach requires rather ex 
pensive sensing devices and is generally not very feasi 
ble especially when multiple exit points exist. 

Other methods of theft protection have included 
installing a special electronic card inside each computer 
machine which responds to polls from an external moni 
toring station. Upon removal of the machine, the card 
stops responding to the polling of the central station and , 
an alarm is initiated. Another approach involves mount 
ing a sensing device on or into the machine to detect 
movement of the machines. These approaches, how 
ever, are generally undesirable since they require the 
incorporation of additional components into each ma 
chine. 
More recent methods of theft protection have in 

cluded the sensing of a current loop coupled to the 
protected equipment. One such method is discussed in 
U.S. Pat. No. 4,654,640 issued to Carll et al which dis 
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2 
closes a theft alarm system for use with a digital signal 
PBX telephone system. This method includes a plural 
ity of electronic tethers which are connected to individ 
ual pieces of protected equipment by way of connectors 
which in turn are bonded to the surface of the protected 
equipment. Each tether includes a pair of conductors 
which are connected together to form a closed current 
loop via a series resistor and conductive foil which is 
adhesively bonded to the outside of the equipment. 
However, this method requires the addition of an exter 
nally mounted current loop, and it is conceivable that 
the current loop may be carefully removed without any 
detection. 

It is therefore desirable to provide for an enhanced 
network security system which detects unauthorized 
removal of remotely located pieces of hardware from a 
network. More particularly, it is desirable to provide for 
such a security system which feasibly employs separate 
current loops provided through an existing data com~ 
munication link to monitor the presence of remotely 
located computer equipment. In addition, it is desirable 
to provide for a security network system which may be 
easily and inexpensively implemented in an existing 
network system and may not be easily physically re 
moved or detached from tile system without detection. 

SUMMARY OF THE INVENTION 

In accordance with the teachings of the present in 
vention, a security system is provided for detecting 
unauthorized removal of electronic equipment from a 
network. The system includes current loops internally 
coupled to protected pieces of equipment so that each 
piece of associated equipment has an associated current 
loop. A low current power signal is applied to each of 
the current loops. A detector monitors current flow 
through each of the current loops so as to detect a drop 
in current ?ow which represents removal of equipment 
from the network. Detection of removal of a piece of 
equipment may in turn activate an alarm. This invention 
is particularly adapted to be used in conjunction with a 
computer network having an existing communication 
wiring scheme coupling each piece of equipment to the 
network, and which may be used to form the current 
loops. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Other objects and advantages of the present invention 
will become apparent to those skilled in the art upon 
reading the following detailed description and upon 
reference to the drawings in which: 
FIG. 1 is a block diagram which illustrates a network 

security system coupled in to a computer network in 
accordance with the present invention; 
FIG. 2 is a circuit diagram which illustrates the net 

work security system coupled to the computer network 
in accordance with the present invention; and 
FIG. 3 is a schematic diagram which illustrates instal 

lation of the network security system into an existing 
computer network in accordance with the present in 
vention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

Turning now to FIGS. 1 and 2 a network security 
system 24 is provided therein for achieving theft protec 
tion of electronic computer equipment associated with a 
computer network 10. In general, the network security 
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