Net wor k Wor ki ng Group T. Dierks

Request for Comments: 2246 Certicom
Cat egory: Standards Track C. Allen
Certicom

January 1999

The TLS Protoco
Version 1.0

Status of this Meno
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O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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Abst ract
Thi s docunent specifies Version 1.0 of the Transport Layer Security
(TLS) protocol. The TLS protocol provides conmuni cations privacy over
the Internet. The protocol allows client/server applications to
conmmunicate in a way that is designed to prevent eavesdroppi ng,
tanpering, or nessage forgery.

Tabl e of Contents

1. I nt roducti on 3
2. Coal s 4
3. Goal s of this docunent 5
4, Presentati on | anguage 5
4.1 Basi ¢ bl ock size 6
4.2 M scel | aneous 6
4.3 Vectors 6
4.4 Nunber s 7
4.5 Enuner at eds 7
4.6. Constructed types 8
4.6.1. Vari ants 9
4.7 Cryptographic attributes 10
4.8 Const ant s 11
5. HVAC and t he pseudorandom function 11
6. The TLS Record Protocol 13
6. 1. Connection states 14
Dierks & Allen St andards Track [ Page 1]

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

RFC 2246

WWNNNNNN
WwWwNE

-

PhrAARAAABBRAAADDONDNDNE

CONNNopUbLNRRREE

e
N

°

PONE

OWPPPPPPPPPPPROOOOONNNNNNNNNNNNNNNNNNNNNOOOOO0 O OO
ScurbrAARONE

The TLS Protocol Version 1.0

Record | ayer

Fragnent ati on

Record conpressi on and deconpressi on
Record payl oad protection

Nul I or standard stream ci pher

CBC bl ock ci pher

Key cal cul ation

Export key generation exanpl e

The TLS Handshake Protoco

Change ci pher spec protoco

Al ert protocol

Closure alerts

Error alerts

Handshake Protocol overview
Handshake protoco

Hel | o messages

Hel | o request

Client hello

Server hello

Server certificate

Server key exchange nessage
Certificate request

Server hell o done

Client certificate

dient key exchange nessage

RSA encrypted prenaster secret nessage
Cient Diffie-Hellman public val ue
Certificate verify

Fi ni shed

Crypt ogr aphi ¢ conput ati ons
Conputing the naster secret

RSA

Diffie-Hellmn

Mandat ory G pher Suites
Appl i cation data protoco

Prot ocol constant val ues

Record | ayer

Change ci pher specs nessage

Al ert nessages

Handshake protoco

Hel | o messages

Server authentication and key exchange nessages
dient authentication and key exchange nessages
Handshake finalization nessage

The G pherSuite

The Security Paraneters

d ossary

Ci pher Suite definitions

Dierks & All en St andards Track

DOCKET

_ ARM

January 1999

16
16
17
18
19
19
21
22
23
24
24
25
26
29
32
33
33
34
36
37
39
41
42
43
43
44
45
45
46
47
47
48
48
48
48
49
49
50
50
51
51
52
53
54
54
56
57
61

[ Page 2]

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

RFC 2246
D
D. 1.
D. 2.
D. 3.
D. 4.
E
E 1.
E. 2.
F.
F. 1.
F.1.1.
F.1.1.1.
F.1.1.2.
F.1.1.3.
F.1.2.
F.1.3.
F.1.4.
F.1.5.
F. 2.
F. 3.
G

The TLS Protocol Version 1.0

| mpl enent ati on Notes

Tenporary RSA keys

Random Nunber Generation and Seedi ng
Certificates and authentication

Ci pher Suites

Backward Conpatibility Wth SSL

Version 2 client hello

Avoi di ng man-in-the-mddl e version roll back
Security analysis

Handshake protoco

Aut henti cati on and key exchange

Anonynmous key exchange

RSA key exchange and aut hentication
Diffie-Hellman key exchange with authentication
Version rol | back attacks

Det ecting attacks agai nst the handshake protocol
Resum ng sessions

MD5 and SHA

Protecting application data

Fi nal notes

Pat ent St at enent

Security Considerations

Ref er ences

Credits

Comment s

Ful I Copyright Statenent

1. Introduction

January 1999

64
64
64
65
65
66
67
68
69
69
69
69
70
71
71
72
72
72
72
73
74
75
75
77
78
80

The prinmary goal of the TLS Protocol is to provide privacy and data

integrity between two communicating applications.

The protocol is

conposed of two layers: the TLS Record Protocol and the TLS Handshake

Pr ot ocol

At the lowest level, layered on top of sone rel

i abl e

transport protocol (e.g., TCP[TCP]), is the TLS Record Protocol. The

TLS Record Protoco

properties:

- The connection is private. Symmetric cryptography is
data encryption (e.g., DES [DES], RC4 [RC4], etc.) The keys for
this symmetric encryption are generated uni quely for each
connection and are based on a secret negotiated by anot her
protocol (such as the TLS Handshake Protocol). The Record
Prot ocol can al so be used wi thout encryption.

provi des connection security that has two basic

used for

- The connection is reliable. Message transport includes a nessage
integrity check using a keyed MAC. Secure hash functions (e.g.

MD5, etc.) are used for MAC conputations. The Record

Protocol can operate without a MAC, but is generally

SHA,
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this nmode while another protocol is using the Record Protocol as
a transport for negotiating security paraneters.

The TLS Record Protocol is used for encapsul ati on of various higher

| evel protocols. One such encapsul ated protocol, the TLS Handshake
Protocol, allows the server and client to authenticate each other and
to negotiate an encryption al gorithmand cryptographi c keys before
the application protocol transmts or receives its first byte of

data. The TLS Handshake Protocol provides connection security that
has three basic properties:

- The peer’'s identity can be authenticated using asymmetric, or
public key, cryptography (e.g., RSA [RSA], DSS [DSS], etc.). This
aut hentication can be nade optional, but is generally required
for at |east one of the peers.

- The negotiation of a shared secret is secure: the negotiated
secret is unavailable to eavesdroppers, and for any authenticated
connection the secret cannot be obtained, even by an attacker who
can place hinself in the niddle of the connection

- The negotiation is reliable: no attacker can nodify the
negoti ati on communi cation w thout being detected by the parties
to the communi cati on.

One advantage of TLS is that it is application protocol independent.
Hi gher | evel protocols can layer on top of the TLS Protoco
transparently. The TLS standard, however, does not specify how
protocol s add security with TLS; the decisions on howto initiate TLS
handshaki ng and how to interpret the authentication certificates
exchanged are left up to the judgnent of the designers and

i mpl ementors of protocols which run on top of TLS

2. Coals
The goals of TLS Protocol, in order of their priority, are:

1. Cryptographic security: TLS should be used to establish a secure
connection between two parties.

2. Interoperability: |Independent programers should be able to
devel op applications utilizing TLS that will then be able to
successful | y exchange cryptographic paraneters w thout know edge
of one another’s code.

3. Extensibility: TLS seeks to provide a framework into which new
public key and bul k encryption nethods can be incorporated as
necessary. This will also acconplish two sub-goals: to prevent
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the need to create a new protocol (and risking the introduction
of possi bl e new weaknesses) and to avoid the need to inplenment an
entire new security library.

4. Relative efficiency: Cryptographic operations tend to be highly
CPU intensive, particularly public key operations. For this
reason, the TLS protocol has incorporated an optional session
caching schene to reduce the nunber of connections that need to
be established fromscratch. Additionally, care has been taken to
reduce network activity.

3. CGoals of this docunent

This docunent and the TLS protocol itself are based on the SSL 3.0
Prot ocol Specification as published by Netscape. The differences
between this protocol and SSL 3.0 are not dramatic, but they are
significant enough that TLS 1.0 and SSL 3.0 do not interoperate

(al though TLS 1.0 does incorporate a nechani smby which a TLS

i mpl enentati on can back down to SSL 3.0). This docunent is intended
primarily for readers who will be inplenenting the protocol and those
doi ng cryptographic analysis of it. The specification has been
witten with this in nmind, and it is intended to reflect the needs of
those two groups. For that reason, many of the al gorithm dependent
data structures and rules are included in the body of the text (as
opposed to in an appendi x), providing easier access to them

This docunent is not intended to supply any details of service
definition nor interface definition, although it does cover select
areas of policy as they are required for the maintenance of solid
security.

4. Presentation | anguage

This docunent deals with the formatting of data in an externa
representation. The follow ng very basic and somewhat casually
defined presentation syntax will be used. The syntax draws from
several sources in its structure. Although it resenbles the
programmi ng | anguage "C' in its syntax and XDR [ XDR] in both its
syntax and intent, it mould be risky to draw too many parallels. The
pur pose of this presentation | anguage is to docunent TLS only, not to
have general application beyond that particul ar goal
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