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the personal views of that individual rather than the formal position, explanation, or interpretation of the IEEE.
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P.O. Box 1331
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NOTE—Attention is called to the possibility that implementation of this standard may require use of subject
matter covered by patent rights. By publication of this standard, no position is taken with respect to the
existence or validity of any patent rights in connection therewith. The IEEE shall not be responsible for
identifying patents for which alicense may be required by an |EEE standard or for conducting inquiriesinto the
legal validity or scope of those patents that are brought to its attention.

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive,
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Introduction

(Thisintroduction isnot part of |EEE Std 802.16-2004, |EEE Standard for Local and metropolitan area
networ ks—Part 16: Air Interface for Fixed Broadband Wireless Access Systems.)

This standard specifies the air interface of fixed broadband wireless access (BWA) systems supporting
multimedia services. The medium access control layer (MAC) supports a primarily point-to-multipoint
architecture, with an optional mesh topology. The MAC isstructured to support multiple physical layer (PHY)
specifications, each suited to a particular operational environment. For operational frequencies from 10-66
GHz, the WirelessMAN-SC PHY, based on single-carrier modulation, is specified. For frequencies below 11
GHz, where propagation without adirect line of sight must be accommodated, three aternatives are provided:
WirelessMAN-OFDM (using orthogonal frequency-division multiplexing), WirelessMAN-OFDMA (using
orthogonal frequency-division multiple access), and WiredlessMAN-SCa (using single-carrier modulation).
This standards revises and consolidates | EEE Standards 802.16-2001, 802.16a-2003, and 802.16¢-2002.

Conformance test methodology

The multipart conformance test documents for IEEE Standard 802.16 by “IEEE Standard 802.16/
ConformanceX X”. For example, thefirst part of the conformance specification for IEEE 802.16 is designated
“1EEE Standard 802.16/Conformance01.”

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. The |EEE shall not be responsible for identifying
patents or patent applications for which a license may be required to implement an IEEE standard or for
conducting inquiriesinto the legal validity or scope of those patents that are brought to its attention. A patent
holder or patent applicant has filed a statement of assurance that it will grant licenses under these rights
without compensation or under reasonable rates and nondiscriminatory, reasonable terms and conditions to
applicants desiring to obtain such licenses. The IEEE makes no representation as to the reasonableness of
rates, terms, and conditions of the license agreements offered by patent holders or patent applicants. Further
information may be obtained from the |EEE Standards Department.

Notice to users

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http:/
standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for
errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.i eee.org/reading/ieeelinterp/
index.html.

iv Copyright © 2004 |IEEE. All rights reserved.
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IEEE Standard for _
Local and metropolitan area networks

Part 16: Air Interface for Fixed
Broadband Wireless Access Systems

1. Overview

1.1 Scope

This revised standard specifies the air interface, including the medium access control layer and multiple
physical layer specifications, of fixed BWA systems supporting multiple services. It consolidates |EEE Std
802.16™, IEEE Std 802.16a™, and |IEEE Std 802.16¢c™, retaining all modes and major features without

adding modes. Content is added or revised to improve performance, ease deployment, or replace incorrect,
ambiguous, or incomplete material, including system profiles.

1.2 Purpose
This standard enables rapid worldwide deployment of innovative, cost-effective, and interoperable multi-
vendor BWA products, facilitates competition in broadband access by providing aternatives to wireline

broadband access, encourages worldwide spectrum alocation, and accelerates the commercialization of
BWA systems.

1.3 Frequency bands

The applications depend on the spectrum to be used. The primary bands of interest are as follows:

1.3.1 10-66 GHz licensed bands

The 10-66 GHz bands provide a physical environment where, due to the short wavelength, line-of-sight
(LOS) isrequired and multipath is negligible. In the 10-66 GHz band, channel bandwidths of 25 MHz or 28
MHz are typical. With raw data rates in excess of 120 Mb/s, this environment is well suited for PMP access

serving applications from small office/lhome office (SOHO) through medium to large office applications.

The single-carrier modulation air interface specified herein for 10-66 GHz shall be known as the
“WirelessMAN-SC®” air interface.

Copyright © 2004 |IEEE. All rights reserved. 1

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

37



IEEE Std 802.16-2004 IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS—PART 16:

1.3.2 Frequencies below 11 GHz

Frequencies below 11 GHz provide a physica environment where, due to the longer wavelength, LOS is not
necessary and multipath may be significant. The ability to support near-LOS and non-LOS (NLOS)
scenarios requires additional PHY functionality, such as the support of advanced power management
techniques, interference mitigation/coexistence, and multiple antennas.

Additional MAC features such as mesh topology and automatic repeat request (ARQ) are introduced.

1.3.3 License-exempt frequencies below 11 GHz (primarily 5-6 GHz)

The physical environment for the license-exempt bands below 11 GHz is similar to that of the licensed
bands in the same frequency range, as described in 1.3.2. However, the license-exempt nature introduces
additional interference and co-existence issues, whereas regulatory constraints limit the allowed radiated
power. In addition to the features described in 1.3.2, the PHY and MAC introduce mechanisms such as
dynamic frequency selection (DFS) to detect and avoid interference.

1.3.4 Air interface nomenclature and PHY compliance

Table 1 summarizes the nomenclature for the various air interface specificationsin this standard.

Table 1—Air interface nomenclature

Additional .
. . T . Duplexing
Designation Applicability PHY MAC Options alternative
requirements
WirelessMAN-SC™ 10-66 GHz 8.1 TDD
FDD
WirelessMAN-SCa™ Below 11 GHz 8.2 AAS (6.3.7.6) TDD
licensed bands ARQ (6.3.4) FDD
STC(8.21.4.3)
WirelessMAN-OFDM™ | Below 11 GHz 8.3 AAS (6.3.7.6) TDD
licensed bands ARQ (6.3.4) FDD
Mesh (6.3.6.6)
STC (8.3.8)
WirelessMAN-OFDMA Below 11 GHz 8.4 AAS (6.3.7.6) TDD
licensed bands ARQ (6.3.4) FDD
STC (8.4.8)
WirelessHUMAN™ Below 11 GHz | [8.2,8.3, DFS(6.3.15) | AAS(6.3.7.6) TDD
license-exempt or 84] ARQ (6.3.4)
bands and 8.5 Mesh (6.3.6.6)
(with 8.3 only)
STC(8.2.1.4.3/8.3.8/
8.4.8)

All implementations of this standard shall comply with the requirements of Clause 6 and Clause 7.

Implementations of this standard for any applicable frequencies between 10 GHz and 66 GHz shall comply
with the WirelessMAN-SC PHY as described in 8.1.
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Implementations of this standard for licensed frequencies below 11 GHz (such as those listed in B.1) shall
either comply with the WirelessMAN-SCa PHY as described in 8.2, the WirelessMAN-OFDM PHY as
described in 8.3, the WirelessMAN-OFDMA PHY as described in 8.4, or the WirelessMAN-SC PHY as
described in 8.1 for licensed frequencies above 10 GHz.

Implementations of this standard for license-exempt frequencies below 11 GHz (such as those listed in B.1)
shall comply with the WirelessMAN-SCa PHY as described in 8.2, the WirelessMAN-OFDM PHY as
described in 8.3, or the WirelessMAN-OFDMA PHY as described in 8.4. They shall further comply with the
DFS protocols (6.3.15) and with 8.5.

1.4 Reference model
Figure 1 illustrates the reference model and scope of this standard.

The MAC comprises three sublayers. The Service-Specific Convergence Sublayer (CS) provides any
transformation or mapping of external network data, received through the CS service access point (SAP),
into MAC SDUs received by the MAC Common Part Sublayer (CPS) through the MAC SAP. Thisincludes
classifying external network service data units (SDUs) and associating them to the proper MAC service flow
identifier (SFID) and connection identifier (CID). It may also include such functions as payload header
suppression (PHS). Multiple CS specifications are provided for interfacing with various protocols. The
internal format of the CS payload is unique to the CS, and the MAC CPS is not required to understand the
format of or parse any information from the CS payload.
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‘ CS SAP K |
! . - ol Management Entit !
\ Service-Specific o I 9 y -
: Convergence Sublayer b . - ‘
! ! Service-Specific :
| (CS) Iyl |
| o Convergence Sublayers | c
| 1 I Q
2 ‘ —— MAC SAP ) o ‘ 5
= | MAC Common Part Sublayer o : @
[ (=
| (MAC CPS) - = Management Entity } e
: L MAC Common Part Sublayer ™| ‘ %
I Security Sublayer T \ | <
' ‘ - =  Security Sublayer : =
- ———+——~C PHAYSAP ) L | x
1 | | [ | g
| . (I I %
- | Physical Layer o v — | S
I Y anagement Entity |
o PHY I -
| (Pr) A EHE PHY "
| [ |
¢ | | : | |
: e Management Plane :
| Data/Control Plane o |
Figure 1—IEEE Std 802.16 protocol layering, showing SAPs
Copyright © 2004 IEEE. All rights reserved. 3

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

39



IEEE Std 802.16-2004 IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS—PART 16:

The MAC CPS provides the core MAC functionality of system access, bandwidth allocation, connection
establishment, and connection maintenance. It receives data from the various CSs, through the MAC SAP,
classified to particular MAC connections. An example of MAC CPS service definition isgivenin Annex C.
Quality of Service (QoS) is applied to the transmission and scheduling of data over the PHY.

The MAC also contains a separate security sublayer providing authentication, secure key exchange, and
encryption.

Data, PHY control, and statistics are transferred between the MAC CPS and the PHY via the PHY SAP
(which isimplementation specific).

The PHY definition includes multiple specifications, each appropriate to a particular frequency range and
application. The various PHY specifications supported are discussed in Clause 8.
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3. Definitions

For the purposes of this standard, the following terms and definitions apply. The Authoritative Dictionary of
|EEE Sandards Terms, Seventh Edition [B23] ,10 should be referenced for terms not defined in this clause.

3.1 adaptive antenna system (AAS): A system adaptively exploiting more than one antenna to improve the
coverage and the system capacity.

3.2 adaptive modulation: A system’s ability to communicate with another system using multiple burst
profiles and a system’s ability to subsequently communicate with multiple systems using different burst
profiles.

3.3 automatic repeat request (ARQ) block: A distinct unit of data that is carried on an ARQ-enabled
connection. Such a unit is assigned a sequence number, and is managed as a distinct entity by the ARQ state
machines. Block size is a parameter negotiated during connection establishment.

3.4 bandwidth stealing: The use, by a subscriber station (SS), of a portion of the bandwidth allocated in
response to a Bandwidth Reguest for a connection to send another Bandwidth Request rather than sending
data

3.5 base station (BS): A generalized equipment set providing connectivity, management, and control of the
subscriber station (SS).

3.6 basic connection: Connection that is established during subscriber station (SS) initial ranging and used
to transport delay-intolerant medium access control (MAC) management messages.

3.7 broadband: Having instantaneous bandwidths greater than around 1 MHz and supporting data rates
greater than about 1.5 Mb/s.

3.8 broadband wireless access (BWA): Wireless access in which the connection(s) capabilities are
broadband.

3.9 burst profile: Set of parameters that describe the uplink or downlink transmission properties associated
with an interval usage code. Each profile contains parameters such as modulation type, forward error
correction (FEC) type, preamble length, guard times, etc. See also: interval usage code.

3.10 channel identifier (ChID): An identifier used to distinguish between multiple uplink channels, all of
which are associated with the same downlink channel.

3.11 concatenation: The act of combining multiple medium access control (MAC) protocol data units
(PDUs) into asingle PHY SDU.

3.12 connection: A unidirectional mapping between base station (BS) and subscriber station (SS) medium
access control (MAC) peers for the purpose of transporting a service flow’s traffic. Connections are
identified by a connection identifier (CID). All traffic is carried on a connection, even for service flows that
implement connectionless protocols, such as Internet Protocol (1P). See also: connection identifier.

3.13 connection identifier (CID): A16-bit value that identifies a connection to equivalent peersinthe MAC
of the base station (BS) and subscriber station (SS). It maps to a service flow identifier (SFID), which

defines the Quality of Service (QoS) parameters of the service flow associated with that connection.
Security associations (SAs) also exist between keying material and CIDs. See also: service flow identifier.

10T he numbers in brackets correspond to those of the bibliography in Annex A.
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3.14 DC subcarrier: In an orthogonal frequency division multiplexing (OFDM) or orthogonal frequency
division multiple access (OFDMA) signal, the subcarrier whose frequency would be equal to the RF center
frequency of the station.

3.15 directed mesh (DM): The redization of a physical mesh using substantially directiona antennas. See
also: mesh.

3.16 downlink: The direction from the base station (BS) to the subscriber station (SS).

3.17 downlink burst transition gap (DLBTG): Gap included on the trailing edge of each allocated down-
link burst so that ramp down can occur and delay spread can clear receivers.

3.18 downlink channel descriptor (DCD): A MAC message that describes the PHY characteristics of a
downlink channel.

3.19 downlink interval usage code (DIUC): An interval usage code specific to a downlink. See also:
interval usage code.

3.20 downlink map (DL-MAP): A MAC message that defines burst start times for both time division
multiplex and time division multiple access (TDMA) by a subscriber station (SS) on the downlink.

3.21 dynamic frequency selection (DFS): The ability of a system to switch to different physical RF
channels between transmit and receive activity based on channel measurement criteria.

3.22 dynamic service: The set of messages and protocols that alow the base station (BS) and subscriber
station (SS) to add, modify, or delete the characteristics of a service flow.

3.23 fixed wireless access: Wireless access application in which the location of the base station (BS) and
subscriber station (SS) are fixed in location during operation.

3.24 frame: A structured data sequence of fixed duration used by some PHY specifications. A frame may
contain both an uplink subframe and a downlink subframe.

3.25 frequency division duplex (FDD): A duplex scheme in which uplink and downlink transmissions use
different frequencies but are typically simultaneous.

3.26 frequency offset index: An index number identifying a particular subcarrier in an orthogonal
frequency division multiplexing (OFDM) or orthogonal frequency division multiple access (OFDMA)
signal, which isrelated to its subcarrier index. Frequency offset indices may be positive or negative.

3.27 initial ranging connection identifier: A well-known CID that is used by a subscriber station (SS)
during the initial ranging process. This CID is defined as constant val ue within the protocol since an SS has
no addressing information available until the initial ranging process is complete.

3.28 interval usage code: A code identifying a particular burst profile that can be used by a downlink or
uplink transmission interval.

3.29 mesh (M SH): Network architecture, wherein systems are capable of forwarding traffic from and to
multiple other systems.

3.30 minislot: A unit of uplink bandwidth allocation equivalent to n physical slots (PSs), where n = 2™ and

misan integer ranging from O through 7.
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3.31 multicast polling group: A group of zero or more subscriber stations (SSs) that are assigned a
multicast address for the purposes of polling.

3.32 node: A term associated with a mesh network station. A node, dueto the nature of mesh, may behave as
aBS, SS, or both, and will generate and forward data to other nodes.

3.33 packing: The act of combining multiple service data units (SDUs) from a higher layer into a single
medium access control protocol data unit (PDU).

3.34 payload header suppression (PHS): The process of suppressing the repetitive portion of payload
headers at the sender and restoring the headers at the receiver.

3.35 payload header suppression field (PHSF): A string of bytes representing the header portion of a
protocol data unit (PDU) in which one or more bytes are to be suppressed (i.e, a snapshot of the
uncompressed PDU header inclusive of suppressed and unsuppressed bytes).

3.36 payload header suppression index (PHSI): An 8-bit mask that indicates which bytes in the Payload
Header Suppression Field (PHSF) to suppress and which bytes to not suppress.

3.37 payload header suppression size (PHSS): The length of the suppressed field in bytes. Thisvaueis
equivalent to the number of bytes in the Payload Header Suppression Field (PHSF) and aso the number of
valid bits in the Payload Header Suppression Mask (PHSM).

3.38 payload header suppression valid (PHSV): A flag that tells the sending entity to verify al bytes that
are to be suppressed.

3.39 physical dot (PS): A unit of time, dependent on the PHY specification, for allocating bandwidth
3.40 point to point (PtP): A mode of operation whereby alink exists between two network entities.

3.41 primary management connection: A connection that is established during initial subscriber station
(SS) ranging and used to transport delay-tolerant medium access control (MAC) management messages.

3.42 privacy key management (PKM) protocol: A client/server model between the base station (BS) and
subscriber station (SS) that is used to secure distribution of keying material.

3.43 protocol data unit (PDU): The data unit exchanged between peer entities of the same protocol layer.
On the downward direction, it is the data unit generated for the next lower layer. On the upward direction, it
is the data unit received from the previous lower layer (see Figure 2).

3.44 RF center frequency: The center of the frequency band in which a base station (BS) or SSis intended
to transmit.

3.45 receive/transmit transition gap (RTG): A gap between the uplink burst and the subsequent downlink
burst in atime division duplex (TDD) transceiver. This gap allows time for the base station (BS) to switch
from receive to transmit mode and SSsto switch from transmit to receive mode. During this gap, the BS and
SS are not transmitting modulated data but simply allowing the BS transmitter carrier to ramp up, the
transmit/receive (Tx/Rx) antenna switch to actuate, and the SS receiver sections to activate. Not applicable
for FDD systems.

3.46 secondary management connection: A connection that may be established during subscriber station
(SS) registration that is used to transport standards-based (SNMP, DHCP, etc.) messages.
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Figure 2—PDU and SDU in a protocol stack

3.47 security association (SA): The set of security information a base station (BS) and one or more of its
client subscriber stations (SSs) share in order to support secure communications. This shared information
includes traffic encryption keys (TEKSs) and cipher block chaining (CBC) initialization vectors.

3.48 security association identifier (SAID): An identifier shared between the base station (BS) and
subscriber station that uniquely identifies a security association (SA).

3.49 service access point (SAP): The point in a protocol stack where the services of a lower layer are
available to its next higher layer.

3.50 service data unit (SDU): The data unit exchanged between two adjacent protocol layers. On the
downward direction, it is the data unit received from the previous higher layer. On the upward direction, itis
the data unit sent to the next higher layer (see Figure 2).

3.51 service flow (SF): A unidirectional flow of medium access control (MAC) service data units (SDUSs)
on aconnection that is provided a particular Quality of Service (QoS).

3.52 service flow identifier (SFID): A 32-bit quantity that uniquely identifies a service flow to both the
subscriber station and base stetion (BS).

3.53 SSRx/Tx gap (SSRTG): The SSRTG is the minimum receive to transmit turnaround gap. SSRTG is
measured from the time of the last sample of the received burst to the first sample of the transmitted burst, at
the antenna port of the SS.

3.54 SS Tx/Rx gap (SSTTG): The SSTTG is the minimum transmit to receive turnaround gap. SSTTG is

measured from the time of the last sample of the transmitted burst to the first sample of the received burst, at
the antenna port of the SS.
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3.55 subcarrier index: Anindex number identifying a particular used subcarrier in an orthogonal frequency
division multiplexing (OFDM) or orthogonal frequency division multiple access (OFDMA) signal.
Subcarrier indices are greater than or equal to zero.

3.56 subscriber station (SS): A generdlized equipment set providing connectivity between subscriber
equipment and a base station (BS).

3.57 time division duplex (TDD): A duplex scheme where uplink and downlink transmissions occur at
different times but may share the same frequency.

3.58 time division multiple access (TDMA) burst: A contiguous portion of the uplink or downlink using
PHY parameters, determined by the Downlink Interval Usage Code (DIUC) or Uplink Interval Usage Code
(UIUC), that remain constant for the duration of the burst. TDMA bursts are separated by preambles and are
separated by gapsin transmission if subsequent bursts are from different transmitters.

3.59 time division multiplexing (TDM) burst: A contiguous portion of a TDM data stream using PHY
parameters, determined by the Downlink Interval Usage Code (DIUC), that remain constant for the duration
of the burst. TDM bursts are not separated by gaps or preambles.

3.60 transport connection: A connection used to transport user data.

3.61 transport connection identifier: A unique identifier taken from the CID address space that uniquely
identifies the transport connection.

3.62 turbo decoding: Iterative decoding, using soft inputs and soft outputs.

3.63 transmit/receive transition gap (TTG): A gap between the downlink burst and the subsequent uplink
burst in atime division duplex (TDD) transceiver. This gap allows time for the base station (BS) to switch
from transmit to receive mode and SSsto switch from receive to transmit mode. During this gap, the BS and
SS are not transmitting modulated data but simply allowing the BS transmitter carrier to ramp down, the
transmit/receive (Tx/Rx) antenna switch to actuate, and the BS receiver section to activate. Not applicable
for FDD systems.

3.64 typellength/value (TLV): A formatting scheme that adds a tag to each transmitted parameter
containing the parameter type (and implicitly its encoding rules) and the length of the encoded parameter.

3.65 uplink: The direction from a subscriber station to the base station (BS).

3.66 uplink channel descriptor (UCD): A medium access control message that describes the PHY
characteristics of an uplink.

3.67 uplink interval usage code (UIUC): An interval usage code specific to an uplink.
3.68 uplink map (UL-MAP): A set of information that defines the entire access for a scheduling interval.

3.69 user data: PDUs of any protocol above a Service Specific Convergence Sublayer received over the CS
SAP.

3.70 wireless access: End-user radio connection(s) to core networks.
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4. Abbreviations and acronyms

3-DES triple data encryption standard
AAS adaptive antenna system

AGC automatic gain control

AK authorization key

ARQ automatic repeat request

ATDD adaptive time division duplexing
ATM asynchronous transfer mode
BCC block convolutiona code

BE best effort

BER bit error rate

BPSK binary phase shift keying

BR bandwidth request

BS base station

BSN block sequence number

BTC block turbo code

BW bandwidth

BWA broadband wirel ess access

@) carrier-to-interference ratio

CIN carrier-to-noiseratio

CA certification authority

CBC cipher block chaining

CcC confirmation code

CCl co-channel interference

CCs common channel signaling

ccv clock comparison value

CDMA code division multiple access
CEPT european conference of postal and telecommuni cations administrations
ChiD channel identifier

CID connection identifier

CINR carrier-to-interference-and-noise ratio
CIR channel impulse response

CLP cell loss priority

CP cyclic prefix

CPS common part sublayer

CRC cyclic redundancy check

Cs convergence sublayer

CSCF centralized scheduling configuration
CSCH centralized scheduling

DAMA demand assigned multiple access
DARS digital audio radio satellite

DCD downlink channel descriptor
DES data encryption standard

DFS dynamic frequency selection
DHCP dynamic host configuration protocol
DIUC downlink interval usage code
DL downlink

DM directed mesh

DSA dynamic service addition

DSC dynamic service change

DSCH distributed scheduling

DSCP differentiated services codepoint
DSD dynamic service deletion
Copyright © 2004 IEEE. All rights reserved. 13
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DSx dynamic service addition, change, or deletion
EC encryption control

ECB €lectronic code book

EDE encrypt-decrypt-encrypt

EESS earth exploratory satellite system

EIRP effective isotropic radiated power

EKS encryption key sequence

EVM error vector magnitude

FC fragmentation control

FCH frame control header

FDD frequency division duplex or duplexing
FEC forward error correction

FFT fast fourier transform

FPC fast power control

FSH fragmentation subheader

FSN fragment sequence number

FSS fixed satellite service

GF gdoisfield

GPS global positioning system

GS guard symbol

HCS header check sequence

HEC header error check

H-FDD hal f-duplex frequency division duplex
HMAC hashed message authentication code
HT header type

HUMAN high-speed unlicensed metropolitan area network
I inphase

IANA internet assigned numbers authority

IE information element

IFFT inverse fast fourier transform

IP internet protocol

ITU international telecommunications union
IWF interworking function

KEK key encryption key

LAN loca area network

LFSR linear feedback shift register

LLC logical link control

LOS line-of -sight

LSB least significant bit

MAC medium access control layer

MAN metropolitan area hetwork

MBd megabaud

MBd/s megabaud per second

Mb/s megabit per second

MDS multipoint distribution service

MIB management information base

MIC message integrity check

MMDS multichannel multipoint distribution service
MPEG moving pictures experts group

MSB most significant bit

MSH mesh

NCFG network configuration

NENT network entry

NLOS non-line-of-sight
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NNI network-to-network interface (or network node interface)
nrtPS non-real-time polling service

OFDM orthogonal frequency division multiplexing
OFDMA orthogonal frequency division multiple access
OoID object identifier

PBR piggyback request

PDU protocol data unit

PHS payload header suppression

PHSF payload header suppression field
PHSI payload header suppression index
PHSM payload header suppression mask
PHSS payload header suppression size
PHSV payload header suppression valid
PHY physical layer

PKM privacy key management

PM poll-me bit

PMD physical medium dependent

PMP point-to-multipoint

PPP point-to-point protocol

PRBS pseudo-random binary sequence

PS physical slot

PSH packing subheader

PTI payload type indicator

PtP point to point

PvC permanent virtua circuit

Q quadrature

QAM guadrature amplitude modulation
QoS quality of service

QPSK guadrature phase-shift keying

REQ request

RLAN radio local access network

RNG ranging

RS Reed-Solomon

RSP response

RSS receive signa strength

RSSI receive signal strength indicator

RTG receive/transmit transition gap

rtPS real-time polling service

Rx receiver

RxDS receiver delay spread clearing interval
SA security association

SAID security association identifier

SAP service access point

SAR synthetic aperture radar

SC single carrier

SCTE society of cable telecommunications engineers
Sbu service data unit

SF service flow

SFID service flow identifier

SHA secure hash algorithm

Sl dlip indicator

SNMP simple network management protocol
SNR signal-to-noise ratio

SS subscriber station
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SSTG subscriber station transition gap
STC space time coding

SvC switched virtual circuit

TC transmission convergence sublayer
TCM trellis coded modulation

TCP transmission control protocol

TDD time division duplex or duplexing
TDM time division multiplexing

TDMA time division multiple access
TEK traffic encryption key

TFTP trivial file transfer protocol

TLV type/length/value

TTG transmit/receive transition gap

TX transmitter

UCD uplink channel descriptor

UDP user datagram protocol

UGS unsolicited grant service

uluc uplink interval usage code

UL uplink

UNI user-to-network interface or user-network interface
U-NII unlicensed national information infrastructure
uTC universal coordinated time

uw unique word

VC virtual channel

VCl virtual channel identifier

VLAN virtual local area network

VP virtual path

VPI virtual path identifier

WirelessMAN Wireless Metropolitan Area Networks
WirelessHUMAN  Wireless High-speed Unlicensed Metropolitan Area Networks
XOR exclusive-or
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5. Service-specific CS

The service-specific CS resides on top of the MAC CPS and utilizes, via the MAC SAP, the services
provided by the MAC CPS (see Figure 1). The CS performs the following functions:

— Accepting higher-layer protocol data units (PDUs) from the higher layer
— Performing classification of higher-layer PDUs

— Processing (if required) the higher-layer PDUs based on the classification
— Délivering CS PDUs to the appropriate MAC SAP

— Receiving CS PDUs from the peer entity

Currently, two CS specifications are provided: the asynchronous transfer mode (ATM) CS and the packet
CS. Other CSs may be specified in the future.

5.1 ATM CS

The ATM CSisalogical interface that associates different ATM services with the MAC CPS SAP. The ATM
CS accepts ATM cells from the ATM layer, performs classification and, if provisioned, PHS, and delivers
CS PDUs to the appropriate MAC SAP.

5.1.1 CS service definition

The ATM CS is specifically defined to support the convergence of PDUs generated by the ATM layer
protocol of an ATM network. Since ATM cell streams are generated according to the ATM standards, no
ATM CS service primitiveis required.

5.1.2 Data/Control plane

5.1.2.1 PDU formats

The ATM CS PDU shall consist of an ATM CS PDU Header, defined in Table 2, and the ATM CS PDU

payload. The ATM CS PDU payload shal be equal to the ATM cell payload. The ATM CS PDU is
illustrated in Figure 3.

Table 2—ATM CS PDU header

Syntax Size Notes
ATM_CS PDU_Header (){
if (no PHS) {
ATM_Header 40 bits | Thefull ATM cell header
}
eseif (VP-switched) {
PTI 3 bits From the ATM cell header
CLP 1 bit From the ATM cell header
reserved 4 bits Shall be set to zero
VCI 16 bits | From the ATM cell header
}
ese (VC-switched) {
PTI 3 bits From the ATM cell header
Copyright © 2004 IEEE. All rights reserved. 17
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Table 2—ATM CS PDU header (continued)

Syntax Size Notes
CLP 1 bit From the ATM cell header
reserved 4 bits Shall be set to zero
}
}
ATM CS PDU ATM CS PDU Payload (48 bytes)
Header

Figure 3—ATM CS PDU format

5.1.2.2 Classification

An ATM connection, which is uniquely identified by a pair of values of virtua path identifier (VPI) and
virtual channel identifier (VCl), is either Virtual Path (VP) switched or Virtual Channel (VC) switched. In
VP-switched mode, al VCls within one single incoming VPI are automatically mapped to that of an
outgoing VPI. In VC-switched mode, input VPI/VCI values are individually mapped to output VPI/VCI
values. Thus, when performing PHS, the ATM CS differentiates these two types of connections and
performs the suppression accordingly.

A classifier isa set of matching criteria applied to each ATM cell entering the ATM CS. It consists of some
ATM cell matching criteria, such as VPI and VCI, and a reference to a CID. If an ATM cell matches the
specified matching criteria, it is delivered to the MAC SAP for delivery on the connection identified by the
CID.

5.1.2.2.1 VP-switched mode

For VP-switched mode, the VPI field, 12 bits for a network-to-network interface (NNI) and 8 bits for a
user-to-network interface (UNI), is mapped to the 16-bit CID for the MAC connection on which it is
transported. Since the QoS and category of service parameters for the connection are set at connection
establishment, this mapping of VPI to CID guarantees the correct handling of the traffic by the MAC.

5.1.2.2.2 VC-switched mode

For V C-switched mode, the VPI and VCI fields, 28 bits total for an NNI and 24 bits total for a UNI, are
mapped to the 16-bit CID for the MAC connection on which it is transported. Since the QoS and category of
service parameters for the connection are set at connection establishment, this mapping of VPl and VCI to
CID guarantees the correct handling of the traffic by the MAC. Note that the full range of VPI/VCI
combinations (up to 228 for NNI and 22* for UNI) cannot be simultaneously supported in this mode.

5.1.2.3 PHS

In PHS, arepetitive portion of the payload headers of the CS SDUs is suppressed by the sending entity and
restored by the receiving entity. On the downlink, the sending entity is the ATM CS on the BS and the
receiving entity is the ATM CS on the SS. On the uplink, the sending entity isthe ATM CS on the SS, and
the receiving entity is the ATM CS on the BS. To further save bandwidth, multiple ATM cells (with or
without PHS) that share the same CID may be packed and carried by a single MAC CPS PDU. Note that
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when PHS is turned off, no part of any ATM cell header including Header Error Check (HEC) field shall be
suppressed. This provides an option for protecting the integrity of the cell header. Whether or not PHS is
applied to an ATM connection is signaled in the Dynamic Service Addition (DSA) Request (DSA-REQ)
message at the connection’s creation. Similarly, the VPI (for VP-switched connections) or the VPI/VCI (for
V C-switched connections) is aso signaled in the classifier settings of the DSA-REQ message at connection
creation.

5.1.2.3.1 PHS for VP-switched ATM connections

In VP-switched mode, the VPI is mapped to a CID. This allows the disposal of the remainder of the ATM
cell header except for the VCI, Payload Type Indicator (PTI), and Cell Loss Priority (CLP) fields. These
fields shall be encapsulated in the CS PDU header.

Figure 4 shows a CS PDU containing a single VP-switched ATM cell with the cell header suppressed and
the format of the ATM CS PDU Header for VP-switched ATM connections.

ATM CS ATM Cell Payload (48 bytes)
Header
PTI CLP reserved VCI
(3 bits) (1 bit) (4 bits) (16 bits)

Figure 4—CS PDU format for VP-switched ATM connections

5.1.2.3.2 PHS for VC-switched ATM connections

In VC-switched mode, the VPI/VCI combination is mapped to a CID. This allows the disposa of the
remainder of the ATM cell header except for the PTI and CLP fields. These fields shall be encapsulated in
the CS PDU Header.

Figure 5 shows a CS PDU containing a single V C-switched ATM cell with the cell header suppressed and
the format of the ATM CS PDU header for VC-switched ATM connections.

ATM CS ATM Cell Payload (48 bytes)
Header

PTI CLP reserved
(3 bits)  |(1 bit) (4 bits)

Figure 5—CS PDU format for VC-switched ATM connections
5.1.2.4 Signaling procedure

ATM interfaces support three types of connections, switched virtua circuit (SVC), permanent virtua circuit
(PVC), and soft PV C. SV Cs are established and terminated dynamically on demand by the use of signaling.
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The word “permanent” signifies that the circuit is established administratively. Although both PV C and soft
PVC are established administratively, PVCs are established by provisioning process, and soft PVCs are
established by the use of signaling.

ATM networks use common channel signaling (CCS), where signaling messages are carried over a
connection completely independent of user connections and where one signaling channel can carry signaling
messages for a number of user connections. Per nonassociated signaling (ATM as-sig-0061.000), by default,
the signaling channel on VPI = 0 controls al VPs on the same physica interface. In other words, except
when the optional proxy signaling capability (Annex 2 of ATM as-sig-0061.000) or when the optiona
Virtual UNI capability (Annex 8 of ATM as-sig-0061.000) is used, the signaling channel is identified by
VPl = 0 and VCI = 5. Note that this specification does not support associated signaling (ATM af-uni-
0010.002), where VCI = 5 of each VP is used as the signading channel for al VCs on the same VP. In
addition, this specification does not support either proxy signaling or virtual UNI.

To establish an SVC, it isthe responsibility of the calling party to initiate the signaling procedure by issuing
the appropriate signaling messages. Either end can establish or release the SVC. Details on how to use these
signaling messages are available in ATM as-sig-0061.000. It shal be the responsibility of the
implementation of the BSto map ATM signaling messages to corresponding MAC CPS service primitives.

To establish a soft PVC, the network management system provisions one end of the soft PVC with the
address identifying the egress ATM interface of the ATM network. The calling end has the responsibility for
establishing and releasing the connection. It is also the responsibility of the caling party (if necessary) to
reestablish the connection in case of switching system or link failure. It shall be the responsibility of the
implementation of the BSto map ATM signaling messages to corresponding MAC CPS service primitives.

On the downlink direction, the signaling starts at an “end user” of the ATM backhaul network that
implements an ATM UNI and terminates at the BS that shall implement either an ATM UNI or an ATM
NNI. The signaling may be mapped by an interworking function (IWF) and extended to some user network
on the SS-side. On the uplink direction, the signaling starts at the ATM interface of the BS and ends at the
ATM UNI of an “end user.” In addition, the signaling may be originated by an “end user” of some user
network and mapped by the IWF. Note that mapping of data units carried by the air link shall be limited to
only cell-level convergence (5.1.2.2). If required by a user network, other levels of mappings (e.g., the
convergence of, say, an Ethernet packet to ATM cells) shall be handled by the user network's IWF
exclusively.

During the provisioning process, each SSjoining the IEEE Std 802.16 system shall request a dedicated CID
as the signaling connection corresponding to the CCS connection used by ATM networks. Any CID
provisioned for this purpose shall not be dynamically changed or terminated. Each |EEE Std 802.16 system
shall provision aset of CIDs for this purpose.

5.2 Packet CS

The packet CS resides on top of the IEEE Std 802.16 MAC CPS. The CS performs the following functions,
utilizing the services of the MAC:

a) Classification of the higher-layer protocol PDU into the appropriate connection
b)  Suppression of payload header information (optional)

c) Deélivery of theresulting CS PDU to the MAC SAP associated with the service flow for transport to
the peer MAC SAP

d) Recept of the CSPDU from the peer MAC SAP
e) Rebuilding of any suppressed payload header information (optional)
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The sending CSis responsible for delivering the MAC SDU to the MAC SAP. The MAC isresponsible for
delivery of the MAC SDU to peer MAC SAP in accordance with the QoS, fragmentation, concatenation,
and other transport functions associated with a particular connection’'s service flow characteristics. The
receiving CS is responsible for accepting the MAC SDU from the peer MAC SAP and delivering it to a
higher-layer entity.

The packet CS is used for transport for all packet-based protocols such as Internet Protocol (IP),
Point-to-Point Protocol (PPP), and |EEE Std 802.3 (Ethernet).

5.2.1 MAC SDU format

Once classified and associated with a specific MAC connection, higher-layer PDUs shall be encapsulated in
the MAC SDU format asillustrated in Figure 6. The 8-bit Payload Header Suppression Index (PHSI) field
shall be present when a Payload Header Suppression (PHS) rule has been defined for the associated
connection.

Payload Header Suppression is described in 5.2.3.

/ L
7 7/

MAC SDU

/ L
7/

N

PHSI

) Packet PDU
(optional)

Figure 6—MAC SDU format

5.2.2 Classification

Classification is the process by whichaMAC SDU is mapped onto a particular connection for transmission
between MAC peers. The mapping process associates aMAC SDU with a connection, which also creates an
association with the service flow characteristics of that connection. This process facilitates the delivery of
MAC SDUs with the appropriate QoS constraints.

A classifier is a set of matching criteria applied to each packet entering the IEEE Std 802.16 network. It
consists of some protocol-specific packet matching criteria (destination | P address, for example), aclassifier
priority, and a reference to a CID. If a packet matches the specified packet matching criteria, it is then
delivered to the SAP for delivery on the connection defined by the CID. Implementation of each specific
classification capability (as, for example, IPv4 based classification) is optional. The service flow
characteristics of the connection provide the QoS for that packet.

Severd classifiers may each refer to the same service flow. The classifier priority is used for ordering the
application of classifiers to packets. Explicit ordering is necessary because the patterns used by classifiers
may overlap. The priority need not be unique, but care shall be taken within a classifier priority to prevent
ambiguity in classification. Downlink classifiers are applied by the BS to packets it is transmitting and
uplink classifiers are applied at the SS. Figure 7 and Figure 8 illustrate the mappings discussed in the
previous paragraph.
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It is possible for a packet to fail to match the set of defined classifiers. In this case, the CS shall discard the

o]

Upper Layer Entity (e.g., bridge, router, host)

N

SDuU

SAP

Reconstitution
(e.g., undo PHS)

==

{sbu, CID, ,,,}

SS
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802.16 MAC CPS

Figure 7—Classification and CID mapping (BS to SS)
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Figure 8—Classification and CID mapping (SS to BS)
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5.2.3 PHS

In PHS, arepetitive portion of the payload headers of the higher layer is suppressed in the MAC SDU by the
sending entity and restored by the receiving entity. Implementation of PHS capability is optional. On the
uplink, the sending entity is the SS and the receiving entity isthe BS. On the downlink, the sending entity is
the BS and the receiving entity isthe SS. If PHS is enabled at MAC connection, each MAC SDU is prefixed
with a PHSI, which references the Payload Header Suppression Field (PHSF).

The sending entity uses classifiers to map packets into a service flow. The classifier uniquely maps packets
to its associated PHS Rule. The receiving entity uses the CID and the PHSI to restore the PHSF. Once a
PHSF has been assigned to aPHSI, it shall not be changed. To change the value of a PHSF on a service flow,
anew PHS rule shall be defined, the old rule is removed from the service flow, and the new rule is added.
When a classifier isdeleted, any associated PHS rule shall aso be deleted.

PHS has a Payload Header Suppression Valid (PHSV) option to verify or not verify the payload header
before suppressing it. PHS has also a Payload Header Suppression Mask (PHSM) option to allow select
bytes not to be suppressed. The PHSM facilitates suppression of header fields that remain static within a
higher-layer session (e.g. IP addresses), while enabling transmission of fields that change from packet to
packet (e.g. IP Tota Length).

The BS shall assign al PHSI values just as it assigns all CID values. Either the sending or the receiving
entity shall specify the PHSF and the Payload Header Suppression Size (PHSS). This provision alows for
preconfigured headers or for higher level signaling protocols outside the scope of this standard to establish
cache entries.

It is the responsibility of the higher-layer service entity to generate a PHS Rule that uniquely identifies the
suppressed header within the service flow. It is aso the responsibility of the higher-layer service entity to
guarantee that the byte strings that are being suppressed are constant from packet to packet for the duration
of the active service flow.

5.2.3.1 PHS operation

SS and BS implementations are free to implement PHS in any manner as long as the protocol specified in
this subclause is followed. Figure 9 illustrates the following procedure.

A packet is submitted to the packet CS. The SS appliesits list of Classifier rules. A match of the rule shall
result in an Uplink Service Flow, CID, and aPHS Rule. The PHS Rule provides PHSF, PHSI, PHSM, PHSS,
and PHSV. If PHSV is set or not present, the SS shall compare the bytes in the packet header with the bytes
in the PHSF that are to be suppressed as indicated by the PHSM. If they match, the SS shall suppress al the
bytes in the Uplink PHSF except the bytes masked by PHSM. The SS shall then prefix the PDU with the
PHSI and present the entire MAC SDU to the MAC SAP for transport on the uplink.

When the MAC PDU is received by the BS from the air interface, the BS MAC layer shall determine the
associated CID by examination of the generic MAC header. The BSMAC layer sends the PDU to the MAC
SAP associated with that CID. The receiving packet CS uses the CID and the PHSI to look up PHSF, PHSM,
and PHSS. The BS reassembles the packet and then proceeds with normal packet processing. The
reassembled packet contains bytes from the PHSF. If verification was enabled, then the PHSF bytes equal
the original header bytes. If verification was not enabled, then there is no guarantee that the PHSF bytes
match the original header bytes.

A similar operation occurs on the downlink. The BS appliesits list of Classifiers. A match of the Classifier
shall result in a Downlink Service Flow and a PHS Rule. The PHS Rule provides PHSF, PHSI, PHSM,
PHSS, and PHSV. If PHSV is set or not present, the BS shall verify the Downlink Suppression Field in the
packet with the PHSF. If they match, the BS shall suppress all the bytes in the Downlink Suppression Field
except the bytes masked by PHSM. The BS shall then prefix the PDU with the PHSI and present the entire
MAC SDU to the MAC SAP for transport on the downlink.

Copyright © 2004 IEEE. All rights reserved. 23

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

59



IEEE Std 802.16-2004 IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS—PART 16:

The SS shdll receive the packet based upon the CID Address filtering within the MAC. The SS receives the
PDU and then sendsiit to the CS. The CS then uses the PHSI and CID to lookup PHSF, PHSM, and PHSS.
The SS reassembles the packet and then proceeds with normal packet processing.

Figure 10 demonstrates packet suppression and restoration when using PHS masking. Masking allows only

bytes that do not change to be suppressed. Note that the PHSF and PHSS span the entire suppression field,
included suppressed and unsuppressed bytes.
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Figure 9—PHS operation
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Figure 10—PHS with masking

5.2.3.2 PHS signaling

PHS requires the creation of the following three objects:

a) Serviceflow
b) Classifier
c) PHSrule

These three objects may be created either simultaneously or in separate message flows.

PHS Rules are created with DSA or Dynamic Service Change (DSC) messages. The BS shall define the
PHSI when the PHS Rule is created. PHS rules are deleted with the DSC or Dynamic Service Deletion
(DSD) messages. The SS or BS may define the PHSS and PHSF. To change the value of a PHSF on a service
flow, a new PHS rule shall be defined, the old rule is removed from the service flow, and the new rule is
added.

Figure 11 shows the two ways to signal the creation of a PHSrule.

It is possible to partialy specify a PHS rule (in particular the size of the rule) at the time a service flow is
created. As an example, it is likely that when a service flow is first provisioned, the header fields to be
suppressed will be known. The values of some of the fields [for example: |P addresses, User Datagram
Protocol (UDP) port numbers, etc.] may be unknown and would be provided in a subsequent DSC as part of
the activation of the service flow (using the“ Set PHS Rule” DSC Action). If the PHS rule is being defined in
more than one step, each step, whether it is a DSA or DSC message, shall contain both the SFID (or
reference) and a PHS index to uniquely identify the PHS rule that is being defined.
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Figure 11—PHS signaling example

5.2.4 IEEE Std 802.3/Ethernet-specific part
5.2.4.1 IEEE Std 802.3/Ethernet CS PDU format
The |IEEE Std 802.3/Ethernet PDUs are mapped to MAC SDUs according to Figure 12 (when header

suppression is enabled at the connection, but not applied to the CS PDU) or Figure 13 (with header
suppression).

PHSI=0 IEEE 802.3/Ethernet PDU

Figure 12—IEEE 802.3/Ethernet CS PDU format without header suppression

Header-Suppressed

PHSI=0
IEEE 802.3/Ethernet PDU

Figure 13—IEEE 802.3/Ethernet CS PDU format with header suppression

5.2.4.2 IEEE Std 802.3/Ethernet CS classifiers
The following parameters are relevant for IEEE Std 802.3/Ethernet CS classifiers:

Logical link control (LLC) classification parameters—zero or more of the LLC classification parameters
(destination MAC address, source MAC address, Ethertype/SAP).

For IP over IEEE 802.3/Ethernet, IP headers may be included in classification. In this case, the IP
classification parameters (11.13.19.3.4.2-11.13.19.3.4.7) are allowed.

Copyright © 2004 |EEE. All rights reserved. 27

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

63



IEEE Std 802.16-2004 IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS—PART 16:

5.2.5 IEEE Std 802.1Q-1998 virtual local area network (VLAN) specific part

This CS shall be employed when |EEE Std 802.1Q-1998 tagged VLAN frames are to be carried over the
|EEE Std 802.16 network.

5.2.5.1 IEEE Std 802.1Q-1998 VLAN CS PDU format
The format of the IEEE Std 802.1Q-1998 VLAN CS PDU shall be as shown in Figure 14 (when header

suppression is enabled at the connection, but not applied to the CS PDU) or Figure 15 (with header
suppression).

PHSI=0 IEEE802.1Q VLAN tagged frame

Figure 14—I|EEE 802.1Q VLAN CS PDU format without header suppression

Header-Suppressed

PHSIZ0 IEEE802.1Q VLAN tagged frame

Figure 15—IEEE 802.1Q VLAN CS PDU format with header suppression

5.2.5.2 IEEE Std 802.1Q-1998 CS classifiers
The following parameters are relevant for IEEE Std 802.1Q-1998 CS classifiers:

LC classification parameters—zero or more of the LLC classification parameters (Destination MAC
address, source MAC address, Ethertype/SAP).

IEEE Std 802.1D-1998 Parameters—zero or more of the I|EEE classification parameters
(IEEE Std 802.1D-1998 Priority Range, |EEE Std 802.1Q-1998 VLAN ID).

For IP over IEEE Std 802.1Q-1998 VLAN, IP headers may be included in classification. In this case, the IP
classification parameters (11.13.19.3.4.2—11.13.19.3.4.7) are allowed.

5.2.6 IP specific part

This subclause applies when IP (IETF RFC 791, IETF RFC 2460) is carried over the
|EEE Std 802.16 network.

5.2.6.1 IP CS PDU format

The format of the IP CS PDU shall be as shown in Figure 16 (when header suppression is enabled at the
connection, but not applied to the CS PDU) or Figure 17 (with header suppression).
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PHSI=0 IP Packet (including header)

Figure 16—IP CS PDU format without header suppression

PHSI=0 Header-Suppressed IP Packet

Figure 17—IP CS PDU format with header suppression

5.2.6.2 IP classifiers

IP classifiers operate on the fields of the IP header and the transport protocol. The parameters
(11.13.19.3.4.2-11.13.19.3.4.7) may beused in IP classifiers.
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6. MAC common part sublayer

A network that utilizes a shared medium shall provide an efficient sharing mechanism. Two-way PMP and
Mesh topology wireless networks are examples for sharing wireless media. Here, the medium is the space
through which the radio waves propagate.

Though the MAC specification invokes | P protocols, they are required only as a standard basis for element
management rather than MAC operation, since, in all practicality, element management is necessary in this
type of network.

6.1 PMP

The downlink, from the BSto the user, operates on aPMP basis. The |IEEE Std 802.16 wireless link operates
with a central BS and a sectorized antenna that is capable of handling multiple independent sectors
simultaneously. Within a given frequency channel and antenna sector, al stations receive the same
transmission, or parts thereof. The BS is the only transmitter operating in this direction, so it transmits
without having to coordinate with other stations, except for the overall time division duplexing (TDD) that
may divide time into uplink and downlink transmission periods. The downlink is generally broadcast. In
cases where the DL-MAP does not explicitly indicate that a portion of the downlink subframe is for a
specific SS, all SSs capable of listening to that portion of the downlink subframe shall listen. The SSs check
the CIDsin the received PDUs and retain only those PDUs addressed to them.

Subscriber stations share the uplink to the BS on a demand basis. Depending on the class of service utilized,
the SS may be issued continuing rights to transmit, or the right to transmit may be granted by the BS after
receipt of arequest from the user.

In addition to individually addressed messages, messages may also be sent on multicast connections (control
messages and video distribution are examples of multicast applications) aswell as broadcast to all stations.

Within each sector, users adhere to a transmission protocol that controls contention between users and
enables the service to be tailored to the delay and bandwidth requirements of each user application. Thisis
accomplished through four different types of uplink scheduling mechanisms. These are implemented using
unsolicited bandwidth grants, polling, and contention procedures. Mechanisms are defined in the protocol to
alow vendors to optimize system performance by using different combinations of these bandwidth
allocation techniques while maintaining consistent interoperability definitions. For example, contention may
be used to avoid the individual polling of SSsthat have been inactive for along period of time.

The use of polling simplifies the access operation and guarantees that applications receive service on a
deterministic basisiif it is required. In general, data applications are delay tolerant, but real-time applications
like voice and video require service on a more uniform basis and sometimes on a very tightly-controlled
schedule.

The MAC is connection-oriented. For the purposes of mapping to services on SSs and associating varying
levels of QoS, dl data communications are in the context of a connection. Service flows may be provisioned
when an SSisinstalled in the system. Shortly after SS registration, connections are associated with these
service flows (one connection per service flow) to provide a reference against which to request bandwidth.
Additionally, new connections may be established when a customer’s service needs change. A connection
defines both the mapping between peer convergence processes that utilize the MAC and a service flow. The
service flow defines the QoS parameters for the PDUs that are exchanged on the connection.

The concept of a service flow on a connection is central to the operation of the MAC protocol. Service flows
provide a mechanism for uplink and downlink QoS management. In particular, they are integra to the
bandwidth allocation process. An SS requests uplink bandwidth on a per connection basis (implicitly
identifying the service flow). Bandwidth is granted by the BSto an SS as an aggregate of grantsin response
to per connection requests from the SS.
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Connections, once established, may require active maintenance. The maintenance requirements vary
depending upon the type of service connected. For example, unchannelized T1 services require virtually no
connection maintenance since they have a constant bandwidth allocated every frame. Channelized T1
services require some maintenance due to the dynamic (but relatively slowly changing) bandwidth
requirements if compressed, coupled with the requirement that full bandwidth be available on demand. IP
services may require a substantial amount of ongoing maintenance due to their bursty nature and due to the
high possibility of fragmentation. As with connection establishment, modifiable connections may require
maintenance due to stimulus from either the SS or the network side of the connection.

Finally, connections may be terminated. This generaly occurs only when a customer’s service contract
changes. The termination of a connection is stimulated by the BS or SS.

All three of these connection management functions are supported through the use of static configuration
and dynamic addition, modification, and deletion of connections.

6.2 Mesh

The main difference between the PM P and optional Mesh modesisthat in the PMP mode, traffic only occurs
between the BS and SSs, while in the Mesh mode traffic can be routed through other SSs and can occur
directly between SSs. Depending on the transmission protocol algorithm used, this can be done on the basis
of eguality using distributed scheduling, or on the basis of superiority of the Mesh BS, which effectively
results in centralized scheduling, or on a combination of both.

Within a Mesh network, a system that has a direct connection to backhaul services outside the Mesh
network, istermed aMesh BS. All the other systems of a Mesh network are termed Mesh SS. In general, the
systems of a Mesh network are termed nodes. Within Mesh context, uplink and downlink are defined as
traffic in the direction of the Mesh BS and traffic away from the Mesh BS, respectively.

The other three important terms of Mesh systems are neighbor, neighborhood and extended neighborhood.
The stations with which a node has direct links are called neighbors. Neighbors of a node shall form aneigh-
borhood. A node's neighbors are considered to be “one hop” away from the node. An extended neighbor-
hood contains, additionally, all the neighbors of the neighborhood.

In aMesh system not even the Mesh BS can transmit without having to coordinate with other nodes. Using
distributed scheduling, all the nodes including the Mesh BS shall coordinate their transmissionsin their two-
hop neighborhood and shall broadcast their schedules (available resources, requests and grants) to all their
neighbors. Optionally the schedule may also be established by directed uncoordinated requests and grants
between two nodes. Nodes shall ensure that the resulting transmissions do not cause collisions with the data
and control traffic scheduled by any other node in the two-hop neighborhood. There is no difference in the
mechanism used in determining the schedule for downlink and uplink.

Using centralized scheduling, resources are granted in a more centralized manner. The Mesh BS shall gather
resource requests from all the Mesh SSs within a certain hop range. It shall determine the amount of granted
resources for each link in the network both in downlink and uplink, and communicates these grantsto all the
Mesh SSs within the hop range. The grant messages do not contain the actual schedule, but each node shall
compute it by using the predetermined algorithm with given parameters.

All the communications are in the context of alink, which is established between two nodes. One link shall
be used for all the data transmissions between the two nodes. QoS is provisioned over links on a message-
by-message basis. No service or QoS parameters are associated with a link, but each unicast message has
service parameters in the header. Traffic classification and flow regulation are performed at the ingress node
by upper-layer classification/regulation protocol. The service parameters associated with each message shall
be communi cated together with the message content viathe MAC SAP.
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Mesh systems typically use omnidirectional or 360° steerable antennas, but can also be co-located using
sector antennas. At the edge of the coverage area of the Mesh network, where only a connection to a single
point is needed, even highly directional antennas can be used.

6.3 Data/Control plane
6.3.1 Addressing and connections
6.3.1.1 PMP

Each SS shall have a 48-bit universal MAC address, as defined in IEEE Std 802%-2001. This address
uniquely defines the SS from within the set of all possible vendors and equipment types. It isused during the
initial ranging process to establish the appropriate connections for an SS. It is also used as part of the
authentication process by which the BS and SS each verify the identity of the other.

Connections are identified by a 16-bit CID. At SS initialization, two pairs of management connections
(uplink and downlink) shall be established between the SS and the BS and a third pair of management
connections may be optionally generated. The three pairs of connections reflect the fact that there are
inherently three different levels of QoS for management traffic between an SS and the BS. The basic
connection is used by the BS MAC and SS MAC to exchange short, time-urgent MAC management
messages. The primary management connection is used by the BS MAC and SS MAC to exchange longer,
more delay-tolerant MAC management messages. Table 14 specifies which MAC Management messages
are transferred on which of these two connections. Finally, the Secondary Management Connection is used
by the BS and SS to transfer delay tolerant, standards-based [Dynamic Host Configuration Protocol
(DHCP), Trivia File Transfer Protocol (TFTP), SNMP, etc.] messages. These messages are carried in |P
datagrams, as specified in 5.2.6. Messages carried on the Secondary Management Connection may be
packed and/or fragmented. For the SCa, OFDM, and OFDMA PHY layers, management messages shall
have CRC. Use of the secondary management connection isrequired only for managed SS.

The CIDs for these connections shall be assigned in the RNG-RSP and REG-RSP messages. The message
dialogs provide three CID vaues. The same CID value is assigned to both members (uplink and downlink)
of each connection pair.

For bearer services, the BS initiates the set-up of connections based upon the provisioning information
distributed to the BS. The registration of an SS, or the modification of the services contracted at an SS,
stimulates the higher layers of the BS to initiate the setup of the connections.

The CID can be considered a connection identifier even for nominally connectionless traffic like IP, since it
serves as a pointer to destination and context information. The use of a 16-bit CID permits a total of 64K
connections within each downlink and uplink channel.

Requests for transmission are based on these CIDs, since the allowable bandwidth may differ for different
connections, even within the same service type. For example, an SS unit serving multiple tenantsin an office
building would make requests on behalf of al of them, though the contractual service limits and other
connection parameters may be different for each of them.

Many higher-layer sessions may operate over the same wireless CID. For example, many users within a
company may be communicating with Transmission Control Protocol (TCP)/IP to different destinations, but
since they all operate within the same overall service parameters, al of their traffic is pooled for request/
grant purposes. Since the original local area network (LAN) source and destination addresses are
encapsulated in the payload portion of the transmission, there is no problem in identifying different user
sessions.
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The type of service and other current parameters of a service are implicit in the CID; they may be accessed
by alookup indexed by the CID.

6.3.1.2 Mesh

Each node shall have a 48-bit universal MAC address, as defined in IEEE Std 802-2001. The address
uniquely defines the node from within the set of all possible vendors and equipment types. This address is
used during the network entry process and as part of the authorization process by which the candidate node
and the network verify the identity of each other.

When authorized to the network the candidate node shall receive a 16-bit node identifier (Node ID) upon a
request to the Mesh BS. Node ID is the basis for identifying nodes during normal operation. The Node ID is
transferred in the Mesh subheader, which follows the generic MAC header, in both unicast and broadcast

messages.

For addressing nodes in the local neighborhood, 8-bit link identifiers (Link 1Ds) shall be used. Each node
shall assign an ID for each link it has established to its neighbors. The Link IDs are communicated during
the Link Establishment process as neighboring nodes establish new links. The Link ID is transmitted as part
of the CID in the generic MAC header in unicast messages. The Link IDs shall be used in distributed
scheduling to identify resource requests and grants. Since these messages are broadcast, the receiver nodes
can determine the schedule using the transmitter’s Node ID in the Mesh subheader, and the Link ID in the
payload of the MSH-DSCH (Mesh Mode Schedule with Distributed Scheduling) message.

The Connection ID in Mesh mode is specified as shown in Table 3 to convey broadcast/unicast, service
parameters, and the link identification.

Table 3—Mesh CID construction

Syntax Size Notes

CID {

if (Xmt Link 1D == OxFF) {

Logical Network 1D 8 bits 0x00: All-net Broadcast
} else{
Type 2 bits 0x0: MAC Management
0x1: IP
0x2-0x3: Reserved
Reliability 1 bit 0x0: No retransmissions
0x1: Up to 4 retransmissions
Priority/Class 3 bits
Drop Precedence 2 bits
}
Xmt Link ID 8 hits OxFF: MAC management broadcast
}

Priority/Class
Priority field indicates message class.
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Drop Precedence

Messages with larger Drop Precedence shall have higher dropping likelihood during congestion.
Xmt Link ID

The Link ID is assigned by the transmitter node to the link to the receiver node.
6.3.2 MAC PDU formats

MAC PDUs shall be of the form illustrated in Figure 18. Each PDU shall begin with a fixed-length generic
MAC header. The header may be followed by the Payload of the MAC PDU. If present, the Payload shall
consist of zero or more subheaders and zero or more MAC SDUs and/or fragments thereof. The payload
information may vary in length, so that aMAC PDU may represent a variable number of bytes. This allows
the MAC to tunnel various higher-layer traffic types without knowledge of the formats or bit patterns of
those messages.

aQ s
0
b= 9
/S L
Va4
Generic MAC header Payload (optional) CRC (optional)
/ L
7/

Figure 18—MAC PDU formats

A MAC PDU may contain a CRC, as described in 6.3.3.5. Implementation of CRC capability is mandatory
for SCa, OFDM and OFDMA PHY layers.

6.3.2.1 MAC header formats

Two MAC header formats are defined. The first is the generic MAC header that begins each MAC PDU
containing either MAC management messages or CS data. The second is the bandwidth request header used
to request additional bandwidth. The single-bit Header Type (HT) field distinguishes the generic MAC
header and bandwidth request header formats. The HT field shall be set to zero for the Generic Header and
to one for a bandwidth request header.

The MAC header formats are defined in Table 4.

Table 4—MAC header format

Syntax Size Notes
MAC Header() {
HT 1 bit 0= Generic MAC header
1 = Bandwidth request header
EC 1 bit IfHT=1,EC=0
if HT==0){
Type 6 bits
reserved 1 bit Shall be set to zero
Cl 1 bit
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Table 4—MAC header format (continued)

Syntax Size Notes

EKS 2 bits
reserved 1 bit Shall be set to zero
LEN 11 bits

}

else{
Type 3 bits
BR 19 bits

}

CID 16 hits

HCS 8 bits

}

6.3.2.1.1 Generic MAC header

The generic MAC header isillustrated in Figure 19.

%)
)
=
S)
— O EKS | & LEN
B Type () 12| o |5]| wsse
R ¢ |G 2
LEN LSB (8) CID MSB (8)
CID LSB (8) HCS (8)
Figure 19—Generic MAC header format
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The fields of the generic MAC header are defined in Table 5. Every header is encoded, starting with the HT
and encryption control (EC) fields. The coding of these fields is such that the first byte of a MAC header
shall never have the value of OXFX, where“X” means“don’t care.” This prevents false detection on the stuff
byte used in the Transmission Convergence sublayer.

Table 5—Generic MAC header fields

Length I
Name (bits) Description

CRC Indicator

Cl 1 1=CRCisincluded in the PDU by appending it to the PDU Payload after encryption, if any
0=No CRCisincluded

CID 16 Connection identifier
Encryption Control

EC 1 0 = Payload is not encrypted
1 = Payload is encrypted
Encryption Key Segquence

EKS 2 Theindex of the Traffic Encryption Key (TEK) and Initialization Vector used to encrypt the
payload. Thisfield is only meaningful if the EC field isset to 1.
Header Check Sequence

An 8-bit field used to detect errors in the header. The transmitter shal calculate the HCS
value for the first five bytes of the cell header, and insert the result into the HCS field (the
HCS 8 last byte of the MAC header). It shall be the remainder of the division (Modulo 2) by the
generator polynomial g(D = D8+ D?+ D + 1 of the polynomial D% multiplied by the content
of the header excluding the HCSfield. (Example: [HT EC Type]=0x80, BR=0xAAAA,
CID=0x0FOF; HCS should then be set to 0xD5).

HT 1 Header Type. Shall be set to zero.

LEN 1 Length. The length in bytes of the MAC PDU including the MAC header and the CRC if
present.

Type 6 Thisfield indicates the subheaders and special payload types present in the message payload.

The definition of the Type field isindicated in Table 6.

Table 6—Type encodings

Type bit Value
#5 Mesh subheader
most significant bit (MSB) | 1 = present, 0 = absent
#4 ARQ Feedback Payload
1 = present, 0 = absent
#3 Extended Type
Indicates whether the present Packing or Fragmentation Subheaders, is
Extended
1 = Extended
0 = not Extended. Applicable to connections where ARQ is not enabled
#2 Fragmentation subheader
1 = present, 0 = absent
#1 Packing subheader
1 = present, 0 = absent
#0 Downlink: FAST-FEEDBACK Allocation subheader

least significant bit (LSB) Uplink: Grant M anagement subheader
1 = present, 0 = absent
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6.3.2.1.2 Bandwidth request header

The Bandwidth Request PDU shall consist of bandwidth request header aone and shall not contain a
payload. The bandwidth request header isillustrated in Figure 20.
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BRLSB (8) CID MSB (8)
CID LSB (8) HCS (8)

LSB

Figure 20—Bandwidth request header format

The Bandwidth Request shall have the following properties:

a) Thelength of the header shall dways be 6 bytes.

b) TheECfield shal be set to 0, indicating no encryption.
¢) TheCID shall indicate the connection for which uplink bandwidth is requested.
d) TheBandwidth Request (BR) field shall indicate the number of bytes requested.

e) Theallowed types for bandwidth requests are “000” for incremental and “001” for aggregate.

An SS receiving a bandwidth request header on the downlink shall discard the PDU.

The fields of the bandwidth request header are defined in Table 7. Every header is encoded, starting with the
HT and EC fields. The coding of these fieldsis such that the first byte of a MAC header shall never have the
value of OXFX. This prevents fal se detection of the stuff byte.

Table 7—Bandwidth request header fields

Length —
Name (bits) Description

Bandwidth Request

BR 19 The number of bytes of uplink bandwidth requested by the SS. The bandwidth request is for
the CID. The request shall not include any PHY overhead.

CID 16 Connection identifier

EC 1 Always set to zero

HCS 8 Header Check Sequence
Same usage as HCS entry in Table 5

HT Header Type=1

Type 3 Indicates the type of bandwidth request header

38

Copyright © 2004 IEEE. All rights reserved.

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

74



AIR INTERFACE FOR FIXED BROADBAND WIRELESS ACCESS SYSTEMS IEEE Std 802.16-2004

6.3.2.2 MAC subheaders and special payloads

Five types of subheaders may be present. The per-PDU subheaders (i.e., Mesh, Fragmentation, FAST-
FEEDBACK _Allocation, and Grant Management) may be inserted in MAC PDUs immediately following
the Generic MAC header. If both the Fragmentation subheader and Grant Management subheader are
indicated, the Grant Management subheader shall come first. If the Mesh subheader is indicated, it shall
precede all other subheaders. The FAST-FEEDBACK Allocation subheader shall always appear as the last
per-PDU subheader.

The only per-SDU subheader is the Packing subheader. It may be inserted before each MAC SDU if so
indicated by the Type field. The Packing and Fragmentation subheaders are mutually exclusive and shall not
both be present within the sasme MAC PDU.

When present, per-PDU subheaders shall always precede the first per-SDU subheader.

6.3.2.2.1 Fragmentation subheader

The Fragmentation subheader is shown in Table 8.

Table 8—Fragmentation subheader format

Syntax Size Notes

Fragmentation Subheader() {

FC 2 bits Indicates the fragmentation state of the payload:
00 = no fragmentation

01 = last fragment

10 = first fragment

11 = continuing (middle) fragment

if (ARQ-enabled Connection)

BSN 11 bits Sequence number of first block in the current
SDU fragment.
dse{
if (Type bit Extended Type) See Table 6
FSN 11 bits Sequence number of the current SDU fragment.

Thisfield increments by one (modulo 2048) for
each fragment, including unfragmented SDUs.

else
FSN 3 bits Sequence number of the current SDU fragment.

Thisfield increments by one (modulo 8) for each
fragment, including unfragmented SDUs.

}

reserved 3 bits Shall be set to zero

}
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6.3.2.2.2 Grant Management subheader

The Grant Management subheader is two bytes in length and is used by the SS to convey bandwidth
management needs to the BS. This subheader is encoded differently based upon the type of uplink
scheduling service for the connection (as given by the CID). The use of this subheader is defined in 6.3.6.
The Grant Management subheader is shown in Table 9. Its fields are defined in Table 10. The capability of
Grant Management subheader at both BS and SSis optional.

Table 9—Grant Management subheader format

Syntax Size Notes
Grant Management Subheader() {
if (scheduling service type == UGS) {
Sl 1 bit
PM 1 bit
reserved 14 bits Shall be set to zero
}
dse{
PiggyBack Request 16 bits
}
}
Table 10—Grant Management subheader fields
Length I
Name (bits) Description
PiggyBack Reguest
PBR 16 The number of bytes of uplink bandwidth requested by the SS. The bandwidth request is for
the CID. The request shall not include any PHY overhead. The request shall be incremental.
Pall-Me
PM 1 0=No action
1 = Used by the SSto request a bandwidth poll.
Slip Indicator
Sl 1 0=Noaction
1= Used by the SSto indicate a slip of uplink grants relative to the uplink queue depth.
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6.3.2.2.3 Packing subheader
When Packing (see 6.3.3.4) is used, the MAC may pack multiple SDUs into a single MAC PDU. When

packing variable-length MAC SDUs, the MAC precedes each one with a Packing subheader. The Packing
subheader is defined in Table 11.

Table 11—Packing subheader format

Syntax Size Notes

Packing Subheader() {

FC 2 bits I ndicates the fragmentation state of
the payload:

00 = no fragmentation

01 = last fragment

10 = first fragment

11 = continuing (middle) fragment

if (ARQ-enabled Connection)

BSN 11 bits Sequence number of first block in the
current SDU fragment.
ese{
if (Type bit Extended Type) See Table 6.

FSN 11 bits Sequence number of the current SDU
fragment. Thisfield increments by
one (modulo 2048) for each fragment,
including unfragmented SDUs.

ese

FSN 3 bits Sequence number of the current SDU
fragment. This field increments by
one (modulo 8) for each fragment,
including unfragmented SDUs.

}
Length 11 bits

6.3.2.2.4 ARQ feedback

If the ARQ Feedback Payload bit in the MAC Type field (see Table 6) is set, the ARQ Feedback Payload
shall be transported. If packing isused, it shall be transported as the first packed payload. See 6.3.3.4.3.
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6.3.2.2.5 Mesh subheader

The Mesh subheader is specified in Table 12. When using Mesh mode, the Mesh subheader always follows
the generic MAC header as specified in 6.3.2.2.

Table 12—Mesh subheader format

Syntax Size Notes

Mesh Subheader {

Xmt Node Id 16 bits

6.3.2.2.6 FAST-FEEDBACK allocation subheader
The format of the FAST-FEEDBACK allocation subheader is specified in Table 13. The FAST-FEEDBACK

alocation subheader, when used, shall always be the last per-PDU subheader as specified in 6.3.2.2. The
support of the FAST-FEEDBACK allocation subheader is PHY specification specific.

Table 13—FAST-FEEDBACK allocation subheader format

Syntax Size Notes

FAST-FEEDBACK allocation Subheader {

Allocation offset 6 hits

Feedback type 2 bits 00 — Fast DL measurement

01 — Fast MIMO feedback, antenna #0

10 — Fast MIMO feedback, antenna #1

11 — MIMO mode and permutation mode
feedback

Allocation offset
Defines the offset, in units of slots, from the beginning of the FAST-FEEBACK uplink bandwidth
alocation (8.4.5.4.9), of the slot in which the SS servicing the CID appearing in the MAC generic
header, must send an FAST-FEEBACK feedback message for the connection associated with the
CID value. Range of vaues 0 to 63. The allocation applies to the UL subframe of the next frame.

6.3.2.3 MAC Management messages

A set of MAC Management messages are defined. These messages shall be carried in the Payload of the
MAC PDU. All MAC Management messages begin with a Management Message Type field and may
contain additional fields. MAC Management messages on the Basic, Broadcast, and Initial Ranging
connections shal neither be fragmented nor packed. MAC Management messages on the Primary
Management Connection may be packed and/or fragmented. For the SCa, OFDM, and OFDMA PHY layers,
management messages carried on the Initial Ranging, Broadcast, Basic, and Primary Management
connections shall have CRC usage enabled. The format of the Management message is given in Figure 21.
The encoding of the Management Message Type field is given in Table 14. MAC management messages
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shall not be carried on Transport Connections. MAC management messages that have a Type val ue specified
in Table 14 as “reserved,” or those not containing all required parameters or containing erroneously encoded

parameters, shall be silently discarded.

Management

Management Message Payload
Message Type

Figure 21—MAC Management message format

Table 14—MAC Management messages

Type M essage name M essage description Connection
0 ucb Uplink Channel Descriptor Broadcast
1 DCD Downlink Channel Descriptor Broadcast
2 DL-MAP Downlink Access Definition Broadcast
3 UL-MAP Uplink Access Definition Broadcast
4 RNG-REQ Ranging Request Initial Ranging or Basic
5 RNG-RSP Ranging Response Initial Ranging or Basic
6 REG-REQ Registration Request Primary Management
7 REG-RSP Registration Response Primary Management
8 reserved
9 PKM-REQ Privacy Key Management Request Primary Management
10 PKM-RSP Privacy Key Management Response Primary Management
11 DSA-REQ Dynamic Service Addition Request Primary Management
12 DSA-RSP Dynamic Service Addition Response Primary Management
13 DSA-ACK Dynamic Service Addition Acknowledge Primary Management
14 DSC-REQ Dynamic Service Change Request Primary Management
15 DSC-RSP Dynamic Service Change Response Primary Management
16 DSC-ACK Dynamic Service Change Acknowledge Primary Management
17 DSD-REQ Dynamic Service Deletion Request Primary Management
18 DSD-RSP Dynamic Service Deletion Response Primary Management
19 reserved
20 reserved
21 MCA-REQ Multicast Assignment Request Primary Management
22 MCA-RSP Multicast Assignment Response Primary Management
23 DBPC-REQ Downlink Burst Profile Change Reguest Basic
24 DBPC-RSP Downlink Burst Profile Change Response Basic
25 RES-CMD Reset Command Basic
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Table 14—MAC Management messages (continued)

Type M essage name M essage description Connection
26 SBC-REQ SS Basic Capability Request Basic
27 SBC-RSP SS Basic Capability Response Basic
28 CLK-CMP SS network clock comparison Broadcast
29 DREG-CMD De/Re-register Command Basic
30 DSX-RVD DSx Received Message Primary Management
31 TFTP-CPLT Config File TFTP Complete Message Primary Management
32 TFTP-RSP Config File TFTP Complete Response Primary Management
33 ARQ-Feedback Standa one ARQ Feedback Basic
34 ARQ-Discard ARQ Discard message Basic
35 ARQ-Reset ARQ Reset message Basic
36 REP-REQ Channel measurement Report Request Basic
37 REP-RSP Channel measurement Report Response Basic
38 FPC Fast Power Control Broadcast
39 MSH-NCFG Mesh Network Configuration Broadcast
40 MSH-NENT Mesh Network Entry Basic
41 MSH-DSCH Mesh Distributed Schedule Broadcast
42 MSH-CSCH Mesh Centralized Schedule Broadcast
43 MSH-CSCF Mesh Centralized Schedule Configuration Broadcast
44 AAS-FBCK-REQ AAS Feedback Request Basic
45 AAS-FBCK-RSP AAS Feedback Response Basic
46 AAS Beam_Select | AASBeam Sdlect message Basic
47 AAS BEAM_REQ | AASBeam Request message Basic
48 AAS BEAM_RSP | AAS Beam Response message Basic
49 DREG-REQ SS De-registration message Basic
50-255 reserved

During the adaptive antenna system (AAS) portion of the frame, DL-MAP, UL-MAP, DCD, UCD, and
CLK-CMP messages may be sent using the basic CID.
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6.3.2.3.1 Downlink Channel Descriptor (DCD) message

A DCD shall be transmitted by the BS at a periodic interval (Table 342) to define the characteristics of a
downlink physical channel.

Table 15—DCD message format

Syntax Size Notes
DCD_Message Format() {
Management M essage Type=1 8 hits
Downlink channel 1D 8 bits
Configuration Change Count 8 hits
TLV Encoded information for the overall channel variable TLV specific
Begin PHY Specific Section { See applicable PHY section
for (i=1;i<=n;i++) { For each downlink burst profile 1 to
n
Downlink_Burst_Profile PHY specific
}
}
}

A BS shall generate DCDs in the format shown in Table 15, including all of the following parameters:

Configuration Change Count

Incremented by one (modulo 256) by the BS whenever any of the values of this channel descriptor
change. If the value of this count in a subsequent DCD remains the same, the SS can quickly decide
that the remaining fields have not changed and may be able to disregard the remainder of the
message.
Downlink Channel ID

The identifier of the downlink channel to which this message refers. This identifier is arbitrarily
chosen by the BS and is unique only within the MAC domain. This acts as a local identifier for
transactions such as ranging.

The following WirelessMAN-OFDM PHY-specific parameter shall be included in the DCD message:

Frame Duration Code
FrameNumber

The message parameters following the Configuration Change Count shall be encoded in a TLV form
(see 11.4). All channel encodings (see 11.4.1) shall appear first before the Downlink_Burst_Profile
encodings.

The Downlink_Burst_Profile is a compound TLV encoding that defines, and associates with a particular
Downlink Interval Usage Code (DIUC), the PHY characteristics that shall be used with that DIUC. Within
each Downlink_Burst_Profile shall be an unordered list of PHY attributes, encoded as TLV values (see
11.4.2). Each intervd is assigned a DIUC by the DL-MAP message. A Downlink_Burst_Profile shall be
included for each DIUC to be used in the DL-MAP unless the PHY’s Downlink_Burst_Profile is explicitly
known.

Downlink_Burst_Profile contents are defined separately for each PHY specification in Clause 8.
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6.3.2.3.2 Downlink map (DL-MAP) message

The DL-MAP message defines the access to the downlink information. If the length of the DL-MAP
message is a non-integral number of bytes, the LEN field in the MAC header is rounded up to the next
integral number of bytes. The message shall be padded to match this length, but the SS shall disregard the
four pad bits.

A BS shall generate DL-MAP messages in the format shown in Table 16, including al of the following
parameters:

PHY Synchronization
The PHY synchronization field is dependent on the PHY specification used. The encoding of this
field is given in each PHY specification separately.
DCD Count
Matches the value of the configuration change count of the DCD, which describes the downlink
burst profiles that apply to this map.
Base Station 1D
The Base Station ID is a 48-bit long field identifying the BS. The Base Station ID shall be
programmable. The most significant 24 bits shall be used as the operator ID. This is a network
management hook that can be combined with the Downlink Channel 1D of the DCD message for
handling edge-of-sector and edge-of-cell situations.

The encoding of the remaining portions of the DL-MAP message is PHY-specification dependent and may
be absent. Refer to the appropriate PHY specification.

Table 16—DL-MAP message format

Syntax Size Notes

DL-MAP_Message Format() {

Management M essage Type =2 8 bits

PHY Synchronization Field variable See appropriate PHY specification.

DCD Count 8 bits

Base Station ID 48 bits

Begin PHY Specific Section { See applicable PHY section.
for(i=1;i<=n;i++){ For each DL-MAP element 1 to n.

DL-MAP_IE() variable See corresponding PHY specification.

}

}

if !(byte boundary) {
Padding Nibble 4 bits Padding to reach byte boundary.

}

}
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6.3.2.3.3 Uplink Channel Descriptor (UCD) message

A UCD shall be transmitted by the BS at a periodic interval (Table 342) to define the characteristics of an
uplink physical channel.

A BS shall generate UCDs in the format shown in Table 17, including all of the following parameters:

Configuration Change Count
Incremented by one (modulo 256) by the BS whenever any of the values of this channel descriptor
change. If the value of this count in a subsequent UCD remains the same, the SS can quickly decide
that the remaining fields have not changed and may be able to disregard the remainder of the
message. Thisvalueis aso referenced from the UL-MAP messages.

Ranging Backoff Start
Initial backoff window size for initial ranging contention, expressed as a power of 2. Values of
n range 0-15 (the highest order bits shall be unused and set to 0).

Ranging Backoff End
Final backoff window size for initiad ranging contention, expressed as a power of 2. Values of
n range 0—15 (the highest order bits shall be unused and set to 0).

Request Backoff Start
Initial backoff window size for contention BW requests, expressed as a power of 2. Values of n
range 0-15 (the highest order bits shall be unused and set to 0).

Request Backoff End
Final backoff window size for contention BW requests, expressed as a power of 2. Values of n
range 0-15 (the highest order bits shall be unused and set to 0).

Table 17—UCD message format

Syntax Size Notes
UCD_Message Format() {
Management M essage Type=0 8 bits
Configuration Change Count 8 bits
Ranging Backoff Sart 8 bits
Ranging Backoff End 8 hits
Request Backoff Start 8 hits
Request Backoff End 8 bits
TLV Encoded information for the overall channel variable TLV specific.
Begin PHY Specific Section { See applicable PHY section.
for(i=1;i<=n;i++){ For each uplink burst profile 1 to n.
Uplink_Burst_Profile variable PHY specific.
}
}
}

To provide for flexibility, the remaining message parameters shall be encoded ina TLV form (see 11.3). All
Channel encodings (see 11.3.1) shall appear first before the Uplink_Burst_Profile encodings.

The Uplink_Burst_Profileisacompound TLV encoding that defines, and associates with a particular UIUC,
the PHY characteristics that shall be used with that UIUC. Within each Uplink_Burst_Profile shall be an
unordered list of PHY attributes, encoded as TLV values (see 11.3.1.1 for an example applicable to the
1066 GHz PHY specification). Each interval is assigned a UIUC by the UL-MAP message. An
Uplink_Burst_Profile shall be included for each UIUC to be used in the UL-MAP.

Uplink_Burst_Profile contents are defined separately for each PHY specification in Clause 8.
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6.3.2.3.4 Uplink map (UL-MAP) message

The UL-MAP message allocates access to the uplink channel. The UL-MAP message shall be as shown in
Table 18.

Table 18—UL-MAP message format

Syntax Size Notes

UL-MAP_Message Format() {

Management M essage Type =3 8 bits

Uplink Channd ID 8 bits

UCD Count 8 bits

Allocation Start Time 32 bits

Begin PHY Specific Section { See applicable PHY section.
for (i=1;i<=n;i++){ For each UL-MAP element 1 to n.

UL-MAP_IE() variable See corresponding PHY specification.

}

}

if I(byte boundary) {

Padding Nibble 4 bits Padding to reach byte boundary.

The BS shall generate the UL-MAP with the following parameters:

Uplink Channel ID
The identifier of the uplink channel to which this message refers.
UCD Count
Matches the value of the Configuration Change Count of the UCD, which describes the uplink
burst profiles that apply to this map.
Allocation Start Time
Effective start time of the uplink alocation defined by the UL-MAP
(units are PHY-specific, see 10.3).
Map IEs
The contents of aUL-MAP |E is PHY-specification dependent.

IEs define uplink bandwidth allocations. Each UL-MAP message shall contain at least one | E that marks the
end of the last allocated burst. Ordering of |Es carried by the UL-MAP is PHY-specific.

The CID represents the assignment of the |E to either a unicast, multicast, or broadcast address. When
specifically addressed to all ocate a bandwidth grant, the CID shall be the Basic CID of the SS. A UIUC shall
be used to define the type of uplink access and the uplink burst profile associated with that access. An
Uplink_Burst_Profile shall be included in the UCD for each UIUC to be used in the UL-MAP.
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6.3.2.3.5 Ranging request (RNG-REQ) message

An RNG-REQ shal be transmitted by the SS at initialization and periodically to determine network delay
and to request power and/or downlink burst profile change. The format of the RNG-REQ message is shown
in Table 19. The RNG-REQ message may be sent in Initial Ranging and data grant intervals.

Table 19—RNG-REQ message format

Syntax Size Notes

RNG-REQ_Message Format() {

Management M essage Type =4 8 hits
Downlink Channel 1D 8 bits
TLV Encoded I nfor mation variable | TLV specific

The CID field in the MAC header shall assume the following values when sent in an Initial Ranging interval:

a) Initia ranging CID if the SSis attempting to join the network.

b) Initia ranging CID if the SS has not yet registered and is changing downlink (or both downlink and
uplink) channels.

¢) Inall other cases, the Basic CID is used as soon as oneis assigned in the RNG-RSP message.
If sent in adata grant interval, the CID is aways egual to the Basic CID.

An SS shall generate RNG-REQ messages in the format shown in Table 19, including the following
parameter:

Downlink Channel ID
Theidentifier of the downlink channel on which the SS received the UCD describing the uplink on
which this ranging request message is to be transmitted. Thisis an 8-bit field.
All other parameters are coded as TLV tuples as defined in 11.5.

The following parameters shal be included in the RNG-REQ message when the SSis attempting to join the
network:

Requested Downlink Burst Profile
SSMAC Address

The following parameters shall be included in the RNG-REQ message when transmitted during initial
ranging on the SS's Basic connection:

MAC Version (11.1.3)

The following parameters may be included in the RNG-REQ message after the SS has received an RNG-
RSP addressed to the SS:

Requested Downlink Burst Prdfile
Ranging Anomalies

The following parameter may be included in the RNG-REQ message:

AAS broadcast capability
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6.3.2.3.6 Ranging response (RNG-RSP) message

An RNG-RSP shall be transmitted by the BS in response to a received RNG-REQ. In addition, it may also
be transmitted asynchronously to send corrections based on measurements that have been made on other
received data or MAC messages. As aresult, the SS shall be prepared to receive an RNG-RSP at any time,
not just following an RNG-REQ transmission.

To provide for flexibility, the message parameters following the Uplink Channel ID shall be encoded in a
TLV form.

A BS shall generate RNG-RSPs in the form shown in Table 20, including all of the following parameters:
Uplink Channel ID
The identifier of the uplink channel on which the BS received the RNG-REQ to which this
response refers. Thisisan 8-bit quantity.

All other parameters are coded as TLV tuples, as defined in 11.6.

Table 20—RNG-RSP message format

Syntax Size Notes

RNG-RSP_Message Format() {

Management M essage Type=5 8 bits
Uplink Channd ID 8 bits
TLV Encoded I nformation variable | TLV specific

The following parameters shall be included in the RNG-RSP message:
Ranging Status
The following parameters may be included in the RNG-RSP message:

Timing Adjust Information
If thisfield is not included, no adjustment shall be made
Power Adjust Information
If thisfield is not included, no adjustment shall be made
Downlink Frequency Override
Uplink Channel ID Override
Downlink Operational Burst Profile
Basic CID
A required parameter if the RNG-RSP message is being sent on the Initial Ranging CID in response
to aRNG-REQ message that was sent on the Initial Ranging CID.
Primary Management CID
A required parameter if the RNG-RSP messageis being sent on the Initial Ranging CID in response
to aRNG-REQ message that was sent on the Initial Ranging CID.
SSMAC Address (48-bit)
A required parameter when the CID in the MAC header isthe Initial Ranging CID.
Frequency Adjust Infor mation
AAS broadcast permission
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The following WirelessM AN-SCa or WirelessM AN-OFDM PH Y-specific parameters may aso be included
in the RNG-RSP message:

Frame Number
Frame number in which the corresponding RNG-REQ message or subchannelized initial ranging
indication (for OFDM) was received. When Frame Number isincluded, SS MAC Address shall not
appear in the same message.

Initial Ranging Opportunity Number
Initial Ranging opportunity within the frame in which the corresponding RNG-REQ message or
subchannelized initial ranging indication (for OFDM) was received. If not provided, and Frame
Number isincluded in the message, Initial Ranging Opportunity is assumed to be one.

The following WirelessMAN-OFDM PHY-specific parameter may also be included in the RNG-RSP
message:

Ranging Subchannel
The OFDM ranging subchannel index that was used to transmit the initial ranging message.

The following WirelessMAN-OFDMA PHY specific parameters shall be included in the RNG-RSP
message when an initial ranging message based on code division multiple access (CDMA) is received, in
which case the RNG-RSP shall use theinitial ranging CID.

Ranging code attributes

Indicates the OFDMA time symbols reference, subchannel reference, and frame number used to

transmit the ranging code, and the ranging code index that was sent by the SS.
6.3.2.3.7 Registration request (REG-REQ) message
An REG-REQ shall be transmitted by an SS at initialization. An SS shall generate REG-REQs in the form
shown in Table 21.

Table 21—REG-REQ message format

Syntax Size Notes

REG-REQ_Message Format() {

Management M essage Type =6 8 hits

TLV Encoded I nformation variable TLV Specific

An SS shall generate REG-REQs including the following parameters:
Primary Management CID (in the generic MAC header)
The CID inthe generic MAC header is the Primary Management CID for this SS, as assigned in the
RNG-RSP message.

All other parameters are coded as TLV tuples.
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The REG-REQ shall contain the following TLVs:

Hashed Message Authentication Code (HM AC) Tuple
Shall be final attribute in the message’s TLV attribute list (11.1.2).
In Mesh Mode, message digest is calculated using HMAC_KEY _U.

For PMP operation, the REG-REQ shall contain thefollowing TLVs:

Uplink CID Support (11.7.6)
SS management support (11.7.2)
IP management mode (11.7.3)

In Mesh Mode, the REG-REQ shall contain the following TLVs:

SSMAC Address
MAC Version (11.1.3)
The MAC version implemented in the Candidate Node.

The REG-REQ may contain the following TLVS:

IP Version (11.7.4)

SS Capabilities Encodings (11.7.8)

Vendor |D Encoding (11.1.5)

Vendor-specific information (11.1.6)

Convergence Sublayer Capabilities (11.7.7)

ARQ Parameters(11.7.1)

ARQ and fragmentation parameters desired by the SS for establishing the secondary management
connection. When the TLV is not supplied, the SSisindicating its desire to not support ARQ on the
connection. For purposes of the parameter negotiation dialog, the parameters supplied in this
message are equivalent to those supplied in the DSA-REQ message.

6.3.2.3.8 Registration response (REG-RSP) message
A REG-RSP shall be transmitted by the BSin response to received REG-REQ.

To provide for flexibility, the message parameters following the response field shall be encoded in a TLV
format.

A BS shall generate REG-RSPs in the form shown in Table 22, including both of the following parameters:

CID (in the generic MAC header)
The CID in the generic MAC header is the Primary Management CID for this SS.
Response
A 1 byte quantity with one of the two values:
0=0K
1 = Message authentication failure
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Table 22—REG-RSP message format

Syntax Size Notes

REG-RSP_Message Format() {

Management M essage Type=7 8 bits
Response 8 bits
TLV Encoded I nformation variable | TLV specific

The REG-RSP shall contain the following TLVs:

SS management support (11.7.2)
Response to REG-REQ indicating the mode of SS management operation.
Secondary Management CID (11.7.5)
Present only if the SS has indicated in the REG-REQ that it is a managed SS.
HMAC Tuple (11.1.2)
The HMAC Tuple attribute shall be the final attribute in the message’s TLV attribute list.
In Mesh Mode, message digest is calculated using HMAC_KEY _D.

In Mesh Mode, the REG-RSP shall contain the following TLVs:

Node ID
MAC Version (11.1.3)
MAC Version used in the network

The REG-RSP may contain the following TLVs:

SS Capabilities Encodings (11.7.8)
Response to the capabilities of the requester provided in the REG-REQ. Included in the response if
the request included capabilities information. The response indicates whether or not the capabilities
may be used. If acapability is not recognized, the response indicates that this capability shall not be
used by the requester. Capabilities returned in the REG-RSP shall not be set to require greater
capability of the requester than isindicated in the REG-REQ.

IP Version (11.7.4)

Vendor ID Encoding (of theresponder; 11.1.5)

Vendor-specific infor mation (11.1.6)
Included if the RNG-REQ contained the Vendor 1D Encoding of the requestor.

ARQ Parameters (11.7.1)
ARQ and fragmentation parameters specified by the BS to complete ARQ parameter negotiation
for the secondary management connection. This information is only included in the message if
ARQ Parameters where supplied by the SSin the original REG-REQ message. For purposes of the
parameter negotiation dialog, the parameters supplied in this message are equivalent to those
supplied in the DSA-RSP message.

IP management mode (11.7.3)
Response to REG-REQ indication of whether or not the requester wishes to accept | P-based traffic
on the Secondary Management Connection, once the initialization process has completed.
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6.3.2.3.9 Privacy key management (PKM) messages (PKM-REQ/PKM-RSP)

PKM employs two MAC message types: PKM Reguest (PKM-REQ) and PKM Response (PKM-RSP), as
described in Table 23.

Table 23—PKM MAC messages

Type Value M essage name M essage description
9 PKM-REQ Privacy Key Management Request [SS -> BS]
10 PKM-RSP Privacy Key Management Response [BS -> SS]

These MAC management message types distinguish between PKM requests (SS-to-BS) and PKM
responses (BS-t0-SS). Each message encapsulates one PKM message in the Management Message
Payload.

PKM protocol messages transmitted from the SS to the BS shall use the form shown in Table 24. They are
transmitted on the SSs Primary Management Connection.

Table 24—PKM request (PKM-REQ) message format

Syntax Size Notes

PKM-REQ_Message Format() {

Management M essage Type=9 8 hits
Code 8 bits
PKM Identifier 8 bits
TLV Encoded Attributes variable | TLV specific

PKM protocol messages transmitted from the BS to the SS shall use the form shown in Table 25. They are
transmitted on the SSs Primary Management Connection.

Table 25—PKM response (PKM-RSP) message format

Syntax Size Notes
PKM-RSP_Message Format() {
Management M essage Type = 10 8 bits
Code 8 bits
PKM ldentifier 8 bits
TLV Encoded Attributes variable | TLV specific
}
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The parameters shall be as follows:

Code
The Code is one byte and identifies the type of PKM packet. When a packet is received with an
invaid Code, it shall be silently discarded. The code values are defined in Table 26.

PKM ldentifier
The Identifier field is one byte. An SS uses the identifier to match a BS response to the SS's
requests.

The SS shall increment (modulo 256) the Identifier field whenever it issues a new PKM message.
A “new” message is an Authorization Request or Key Request that is not a retransmission being
sent in response to a Timeout event. For retransmissions, the ldentifier field shall remain
unchanged.

The Identifier field in Authentication Information messages, which are informative and do not
effect any response messaging, shall be set to zero. The Identifier field in a BS's PKM-RSP
message shall match the Identifier field of the PKM-REQ message the BS is responding to. The
Identifier field in TEK Invalid messages, which are not sent in response to PKM-REQs, shall be set
to zero. The Identifier field in unsolicited Authorization Invalid messages shall be set to zero.

On reception of a PKM-RSP message, the SS associates the message with a particular state
machine (the Authorization state machine in the case of Authorization Replies, Authorization
Rejects, and Authorization Invalids; a particular TEK state machine in the case of Key Replies,
Key Rejects, and TEK Invalids).

An SS shall keep track of the identifier of its latest, pending Authorization Request. The SS shall
discard Authorization Reply and Authorization Reject messages with Identifier fields not matching
that of the pending Authorization Request.

An SS shall keep track of the identifiers of its latest, pending Key Request for each SA. The SS
shall discard Key Reply and Key Reject messages with Identifier fields not matching those of the
pending Key Request messages.

Attributes
PKM attributes carry the specific authentication, authorization, and key management data
exchanged between client and server. Each PKM packet type has its own set of required and
optional attributes. Unless explicitly stated, there are no requirements on the ordering of attributes
within a PKM message. The end of the list of attributes is indicated by the LEN field of the MAC

PDU header.
Table 26—PKM message codes
MAC M anagement
Code PKM message type message hame

0-2 reserved —

3 SA Add PKM-RSP
4 Auth Request PKM-REQ
5 Auth Reply PKM-RSP
6 Auth Reject PKM-RSP
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Table 26—PKM message codes (continued)

Code PKM message type Mfﬂ%"aggi%eg:m

’ Key Request PKM-REQ
8 Key Reply PKM-RSP
9 Key Reject PKM-RSP
10 Auth Invalid PKM-RSP
1 TEK Invalid PKM-RSP
12 Auth Info PKM-REQ
13-255 reserved _

Formats for each of the PKM messages are described in the following subclauses. The descriptions list the
PKM attributes contained within each PKM message type. The attributes themselves are described in 11.9.
Unknown attributes shall be ignored on receipt and skipped over while scanning for recognized attributes.

The BS shall silently discard al requests that do not contain ALL required attributes. The SS shall silently
discard all responses that do not contain ALL required attributes.

6.3.2.3.9.1 SA Add message

This message is sent by the BSto the SS to establish one or more additional SAs.

Code: 3

Attributes are shown in Table 27.

Table 27—SA Add attributes

Attribute

Contents

Key-Sequence-Number

Authorization key (AK) sequence number.

(one or more) SA-
Descriptor(s)

Each compound SA-Descriptor attribute specifiesan SA identifier (SAID)
and additional properties of the SA.

HMAC-Digest

Keyed secure hash a gorithm (SHA) message.

The HMAC-Digest attribute shall be the final attribute in the message's attribute list.

6.3.2.3.9.2 Authorization Request (Auth Request) message

Code: 4

Attributes are shown in Table 28.
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Table 28—Auth Request attributes

Attribute Contents
SS-Certificate Contains the SS's X.509 user certificate.
Security-Capabilities Describes requesting SS's security capabilities.
SAID SS'sprimary SAID equd to the Basic CID.

The SS-certificate attribute contains an X.509 SS certificate (see 7.6) issued by the SS's manufacturer. The
SS's X.509 certificateis a public-key certificate that bindsthe SS's identifying information to its RSA public
key in a verifiable manner. The X.509 certificate is digitally signed by the SS's manufacturer, and that
signature can be verified by a BS that knows the manufacturer’s public key. The manufacturer’s public key
is placed in an X.509 certification authority (CA) certificate, which in turnis signed by a higher-level CA.

The Security-Capabilities attribute is a compound attribute describing the requesting SS's security
capabilities. This includes the data encryption and data authentication algorithms the SS supports.

An SAID attribute contains a Privacy SAID. In this case, the provided SAID isthe SS'sBasic CID, whichis
equal to the Basic CID assigned to the SS during initial ranging.

6.3.2.3.9.3 Authorization Reply (Auth Reply) message

Sent by the BS to aclient SS in response to an Authorization Request, the Authorization Reply message
contains an AK, the key’s lifetime, the key’s sequence number, and alist of SA-Descriptors identifying the
Primary and Static SAs that the requesting SS is authorized to access and their particular properties (e.g.,
type, cryptographic suite). The AK shall be encrypted with the SS's public key. The SA-Descriptor list shall
include a descriptor for the Basic CID reported to the BS in the corresponding Auth Request. The SA-
Descriptor list may include descriptors of Static SAIDs that the SSis authorized to access.

The Auth Reply may also contain PKM configuration settings that override the default timer values.
Code: 5
Attributes are shown in Table 29.

Table 29—Auth Reply attributes

Attribute Contents
AUTH-Key Authorization (AUTH) Key, encrypted with the target client SS's public key.
Key-Lifetime AK’sactive lifetime.
K ey-Sequence-Number AK sequence number.
(one or more) SA- Each compound SA-Descriptor attribute specifies an SAID and additional properties of
Descriptor(s) the SA.
PKM Configuration PKM timer values.

settings (optional)
Operator Shared Secret Mesh Mode Only. Key known to all.

Key-Sequence-Number Mesh Mode Only. Sequence number of the Operator Shared Secret.
Key-Lifetime Mesh Mode Only. Lifetime of the Operator Shared Secret.

Copyright © 2004 |EEE. All rights reserved. 57

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

93



IEEE Std 802.16-2004 IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS—PART 16:

6.3.2.3.9.4 Authorization Reject (Auth Reject) message

The BS responds to an SS's authorization request with an Authorization Reject message if the BS rejects the
SS's authorization request.

Code: 6

Attributes are shown in Table 30.

Table 30—Auth Reject attributes

Attribute Contents

Error-Code Error code identifying reason for rejection of authorization request.

Display-String (optional) Display String providing reason for rejection of authorization request.

The Error-Code and Display-String attributes describe to the requesting SS the reason for the authorization
failure.

6.3.2.3.9.5 Key Request message

Code: 7

For PMP operations, attributes are shown in Table 31.

Table 31—Key Request attributes

Attribute Contents

K ey-Sequence-Number AK sequence number.

SAID Security association identifier.

HMAC-Digest Keyed SHA message digest.

When operating in Mesh Mode, the attributes of the Key Reguest message shall be those of Table 32.

Table 32—Key Request attributes for Mesh Mode

Attribute Contents

SS Certificate X.509 Certificate of the Node.

SAID SA identifier.

HMAC-Digest | HMAC using HMAC_KEY_S.

The HMAC-Digest attribute shall be the final attribute in the message's attribute list.
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Inclusion of the keyed digest allows the BS to authenticate the Key Regquest message. The HMAC-Digest’s
authentication key is derived from the AK or Operator Shared Secret.

6.3.2.3.9.6 Key Reply message

Code: 8

Attributes are shown in Table 33.

Table 33—Key Reply attributes

Attribute Contents

K ey-Sequence-Number AK segquence number.

SAID Security Association ID.

TEK-Parameters “Older” generation of key parameters relevant to SAID.
TEK-Parameters “Newer” generation of key parameters relevant to SAID.
HMAC-Digest Keyed SHA message digest.

The TEK-Parameters attribute is a compound attribute containing all of the keying material corresponding to
aparticular generation of an SAID’s TEK. This would include the TEK, the TEK's remaining key lifetime,
its key sequence number, and the cipher block chaining (CBC) initialization vector. The TEK is encrypted.
See 11.9.8 for details.

At all times the BS maintains two sets of active generations of keying material per SAID. (A set of keying
material includesa TEK and its corresponding CBC initialization vector.) One set correspondsto the “ older”
generation of keying material, the second set corresponds to the “newer” generation of keying material. The
newer generation has a key sequence number one greater than (modulo 4) that of the older generation.
Subclause 7.4.1 specifies BS requirements for maintaining and using an SAID’s two active generations of
keying material.

The BS distributes to a client SS both generations of active keying material. Thus, the Key Reply message
contains two TEK-Parameters attributes, each containing the keying material for one of the SAID’s two
active sets of keying material.

The HMAC-Digest attribute shall be the final attribute in the message’s attribute list.

Inclusion of the keyed digest allows the receiving client to authenticate the Key Reply message and ensure
SSand BS have synchronized AKs. The HMAC-Digest's authentication key is derived from the AK. See 7.5
for details.

6.3.2.3.9.7 Key Reject message

Receipt of aKey Reject indicates the receiving client SSis no longer authorized for a particular SAID.

Code: 9
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Attributes are shown in Table 34.

Table 34—Key Reject attributes

Attribute Contents

K ey-Sequence-Number AK seguence number.

SAID Security Association ID.

Error-Code Error code identifying reason for rejection of Key Request.

Display-String (optional) | Display string containing reason for Key Reject.

HMAC-Digest Keyed SHA message digest.

The HMAC-Digest attribute shall be the final attribute in the message’s attribute list.

Inclusion of the keyed digest alows the receiving client to authenticate the Key Reject message and ensure
SS and BS have synchronized AKs. The HMAC-Digest’s authentication key is derived from the AK. See 7.5
for details.

6.3.2.3.9.8 Authorization Invalid message

The BS may send an Authorization Invalid message to aclient SS as:

@) Anunsolicited indication, or

b) A responseto amessage received from that SS.
In either case, the Authorization Invalid message instructs the receiving SSto reauthorize with its BS.
The BS sends an Authorization Invalid in response to a Key Request if (1) the BS does not recognize the SS
as being authorized (i.e., no valid AK associated with the requesting SS) or (2) verification of the Key
Request’s keyed message digest (in HMAC-Digest attribute) failed, indicating aloss of AK synchronization
between SS and BS.
Code: 10

Attributes are shown in Table 35.

Table 35—Authorization Invalid attributes

Attribute Contents

Error-Code Error code identifying reason for Authorization Invalid.

Display-String (optional) | Display String describing failure condition.
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6.3.2.3.9.9 TEK Invalid message

The BS sends a TEK Invalid message to a client SS if the BS determines that the SS encrypted an uplink
PDU with an invalid TEK (i.e., an SAID’s TEK key sequence number), contained within the received
packet's MAC Header, is out of the BS's range of known, valid sequence numbers for that SAID.

Code: 11

Attributes are shown in Table 36.

Table 36—TEK Invalid attributes

Attribute Contents

K ey-Sequence-Number AK sequence number.

SAID Security Association ID.

Error-Code Error code identifying reason for TEK Invalid message.

Display-String (optional) | Display string containing vendor-defined information.

HMAC-Digest Keyed SHA message digest.

The HMAC-Digest attribute shall be the final attribute in the message's attribute list.

Inclusion of the keyed digest allows the receiving client to authenticate the TEK Invalid message and ensure
SS and BS have synchronized AKs. The HMAC-Digest’s authentication key is derived from the AK. See 7.5
for details.

6.3.2.3.9.10 Authentication Information (Auth Info) message

The Auth Info message contains a single CA-Certificate attribute, containing an X.509 CA certificate for the
manufacturer of the SS. The SS's X.509 user certificate shall have been issued by the CA identified by the
X.509 CA certificate.

Auth Info messages are strictly informative; while the SS shall transmit Auth Info messages as indicated by
the Authentication state model (7.2.4), the BS may ignore them.

Code: 12

Attributes are shown in Table 37.

Table 37—Auth Info attributes

Attribute Contents

CA-Certificate Certificate of manufacturer CA that issued SS certificate.

The CA-certificate attribute contains an X.509 CA certificate for the CA that issued the SS's X.509 user
certificate. The external CA issues these CA certificates to SS manufacturers.
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6.3.2.3.10 DSA-REQ message

A DSA-REQ issent by an SSor BSto create a new service flow.

Table 38—DSA-REQ message format

Syntax Size Notes

DSA-REQ_Message Format() {

Management M essage Type =11 8 hits
Transaction I1D 16 bits
TLV Encoded I nformation variable | TLV specific

An SS or BS shall generate DSA-REQ messages in the form shown in Table 38, including the following
parameters:

CID (in the generic MAC header)
SS's Primary Management CID.
Transaction 1D
Unique identifier for this transaction assigned by the sender.

All other parameters are coded as TLV tuples.
A DSA-REQ message shall not contain parameters for more than one service flow.
The DSA-REQ message shall contain the following:
Service Flow Parameter s (see 11.13)
Specification of the service flow’s traffic characteristics and scheduling requirements.
Conver gence Sublayer Parameter Encodings (see 11.13.19)
Specification of the service flow’s CS specific parameters
HMAC Tuple (see 11.1.2)
The HMAC Tuple attribute contains a keyed message digest (to authenticate the sender). The
HMAC Tuple attribute shall be the final attribute in the DSx message’s attribute list.
6.3.2.3.10.1 SS-Initiated DSA
Service Flow ID shall not be present in the DSA message; at the BS the service flow within the DSA-REQ
shall be assigned a unique Service Flow 1D, which will be sent back in the DSA-RSP message. SS-initiated
DSA-REQs may use the Service Class Name in place of some, or al, of the QoS Parameters.
6.3.2.3.10.2 BS-Initiated DSA
BS-initiated DSA-REQ may also include a CID. CIDs are unique within the MAC domain.

BS-initiated DSA-REQs for named Service Classes shall include the QoS Parameter Set associated with that
Service Class. BS-initiated DSA-REQs shall also include the SA-Descriptor for the service flow.
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6.3.2.3.11 DSA-RSP message

A DSA-RSP shall be generated in response to areceived DSA-REQ. The format of a DSA-RSP shall be as
shown in Table 39.

Table 39—DSA-RSP message format

Syntax Size Notes

DSA-RSP_Message Format() {

Management M essage Type = 12 8 bits

Transaction |D 16 bits

Confirmation Code 8 bits

TLV Encoded I nformation variable TLV specific

Parameters shall be asfollows:

CID (in the generic MAC header)
SS's Primary Management CID.
Transaction 1D
Transaction ID from corresponding DSA-REQ.
Confirmation Code (see 11.13)
The appropriate Confirmation Code (CC) for the entire corresponding DSA-REQ.

All other parameters are coded as TLV tuples.
If the transaction is successful, the DSA-RSP may contain the following:

Service Flow Parameters (see 11.13)
The complete specification of the service flow shall be included in the DSA-RSP if it includes a
newly assigned CID or an expanded Service Class Name or to point to specific parameter that
caused rejection of connection creation (only in the case CC = “reject-notsupported-parameter-
value’ or “reject-not-supported-parameter”).

CS Parameter Encodings (see 11.13.19)
Specification of the service flow’s CS specific parameters.

If the transaction is unsuccessful, the DSA-RSP shall include:
Service Flow Error Set (see 11.13)
A Service Flow Error Set and identifying service flow reference/SFID shall be included for every
failed service flow in the corresponding DSA-REQ message. Every Service Flow Error Set shall
include every specific failed QoS Parameter of the corresponding service flow (see 11.13). This
parameter shall be omitted if the entire DSA-REQ is successful.

Whether successful or unsuccessful, the message shall include the following:
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HMAC Tuple (see 11.1.2)
The HMAC Tuple attribute contains a keyed message digest (to authenticate the sender). The
HMAC Tuple attribute shall be the final attribute in the DSx message's attribute list.

6.3.2.3.11.1 SS-Initiated DSA

The BS's DSA-RSP for service flows that are successfully added shall contain an SFID. The DSA-RSP for
successfully Admitted or Active uplink QoS Parameter Sets shall also contain a CID.

The BS's DSA-RSP shall also include the SA-Descriptor for the service flow. If the corresponding
DSA-REQ uses the Service Class Name (see 11.13.3) to request service addition, a DSA-RSP shall contain
the QoS Parameter Set associated with the named Service Class. If the Service Class Name is used in
conjunction with other QoS Parameters in the DSA-REQ, the BS shall accept or reject the DSA-REQ using
the explicit QoS Parameters in the DSA-REQ. If these service flow encodings conflict with the Service
Class attributes, the BS shall use the DSA-REQ values as overrides for those of the Service Class.

If the transaction is unsuccessful, the BS shall use the origina service flow reference to identify the failed
parameters in the DSA-RSP.

6.3.2.3.11.2 BS-Initiated DSA

If the transaction is unsuccessful, the SS shall use the SFID to identify the failed parameters in the DSA-
RSP

6.3.2.3.12 DSA-ACK message

A DSA-ACK shall be generated in response to a received DSA-RSP. The format of aDSA-ACK shall be as
shown in Table 40.

Table 40—DSA-ACK message format

Syntax Size Notes

DSA-ACK_Message Format() {

Management M essage Type =13 8 hits

Transaction 1D 16 bits

Confirmation Code 8 bits

TLV Encoded Infor mation variable | TLV specific

Parameters shall be asfollows:

CID (in the generic MAC header)

SS's Primary Management CID.
Transaction ID

Transaction ID from corresponding DSA-RSP.
Confirmation Code (see 11.13)

The appropriate CC for the entire corresponding DSA-RSP.
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All other parameters are coded TLV tuples.

Service Flow Error Set (see 11.13)
The Service Flow Error Set of the DSA-ACK message encodes specifics of any failed service flows
in the DSA-RSP message. A Service Flow Error Set and identifying service flow reference shall be
included for every failed QoS Parameter of every failed service flow in the corresponding DSA-
REQ message (see 11.13). This parameter shall be omitted if the entire DSA-REQ is successful.
HMAC Tuple (see 11.1.2)

The HMAC Tuple attribute contains a keyed message digest (to authenticate the sender). The
HMAC Tuple attribute shall be the fina attribute in the DSx message's attribute list.

6.3.2.3.13 DSC Request (DSC-REQ) message

A DSC-REQ is sent by an SS or BSto dynamically change the parameters of an existing service flow.

An SS or BS shall generate DSC-REQ messages in the form shown in Table 41, including the following
parameters:

CID (in the generic MAC header)
SS's Primary Management CID.
Transaction 1D
Unique identifier for this transaction assigned by the sender.

All other parameters are coded as TLV tuples.

Table 41—DSC-REQ message format

Syntax Size Notes

DSC-REQ_Message Format() {

Management M essage Type =14 8 bits
Transaction 1D 16 hits
TLV Encoded Infor mation variable TLV specific

A DSC-REQ message shall not carry parameters for more than one service flow.
A DSC-REQ shall contain the following:

Service Flow Parameter s (see 11.13)
Specifies the service flow’s new traffic characteristics and scheduling requirements. The Admitted
and Active QoS Parameter Sets currently in use by the service flow. If the DSC messageis success-
ful and it contains service flow parameters, but does not contain replacement sets for both Admitted
and Active QoS Parameter Sets, the omitted set(s) shall be set to null. The service flow parameters
shdll contain a SFID.

HMAC Tuple (see 11.1.2)
The HMAC Tuple attribute contains a keyed message digest (to authenticate the sender). The
HMAC Tuple attribute shall be the fina attribute in the DSx message's attribute list.

Copyright © 2004 IEEE. All rights reserved. 65

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

101



IEEE Std 802.16-2004 IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS—PART 16:

6.3.2.3.14 DSC Response (DSC-RSP) message

A DSC-RSP shall be generated in response to a received DSC-REQ. The format of a DSC-RSP shall be as
shown in Table 42.

Table 42—DSC-RSP message format

Syntax Size Notes

DSC-RSP_Message Format() {

Management M essage Type = 15 8 bits

Transaction |D 16 bits

Confirmation Code 8 bits

TLV Encoded I nformation variable TLV Specific

Parameters shall be asfollows:

CID (in the generic MAC header)

SS's Primary Management CID.
Transaction 1D

Transaction ID from corresponding DSC-REQ.
Confirmation Code (see 11.13)

The appropriate CC for the corresponding DSC-REQ.

All other parameters are coded as TLV tuples.
If the transaction is successful, the DSC-RSP may contain the following:

Service Flow Parameters (see 11.13)
The complete specification of the service flow shall be included in the DSC-RSP only if it includes
a newly assigned CID or an expanded Service Class Name. If a Service Flow Parameter Set
contained an uplink Admitted QoS Parameter Set and this service flow does not have an associated
CID, the DSC-RSP shall include a CID. If a Service Flow Parameter Set contained a Service Class
Name and an Admitted QoS Parameter Set, the DSC-RSP shall include the QoS Parameter Set
corresponding to the named Service Class. If specific QoS Parameters were also included in the
Classed service flow request, these QoS Parameters shall be included in the DSC-RSP instead of
any QoS Parameters of the same type of the named Service Class.

CS Parameter Encodings (see 11.13.19)
Specification of the service flow’s CS specific parameters.

If the transaction is unsuccessful, the DSC-RSP shall contain the following:

Service Flow Error Set (see 11.13)
A Service Flow Error Set and identifying CID shall beincluded for every failed service flow in the
corresponding DSC-REQ message. Every Service Flow Error Set shall include every specific failed
QoS Parameter of the corresponding service flow (see 11.13). This parameter shall be omitted if the
entire DSC-REQ is successful.
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Whether successful or unsuccessful, the message shall include the following:
HMAC Tuple (see 11.1.2)
The HMAC Tuple attribute contains a keyed message digest (to authenticate the sender). The
HMAC Tuple attribute shall be the final attribute in the DSx message's attribute list).
6.3.2.3.15 DSC Acknowledge (DSC-ACK) message

A DSC-ACK shall be generated in response to a received DSC-RSP. The format of a DSC-ACK shall be as
shown in Table 43.

Table 43—DSC-ACK message format

Syntax Size Notes

DSC-ACK_Message Format() {

Management M essage Type =16 8 hits

Transaction I1D 16 bits

Confirmation Code 8 bits

TLV Encoded I nfor mation variable | TLV specific

Parameters shall be asfollows:

CID (in the generic MAC header)

SS's Primary Management CID.
Transaction ID

Transaction ID from the corresponding DSC-REQ.
Confirmation Code (see 11.13)

The appropriate CC for the entire corresponding DSC-RSP.

All other parameters are coded TLV tuples.

Service Flow Error Set (see 11.13)
The Service Flow Error Set of the DSC-ACK message encodes specifics of any failed service flows
in the DSC-RSP message. A Service Flow Error Set and identifying SFID shall be included for
every failled QoS Parameter of each failed service flow in the corresponding DSC-RSP message
(see 11.13). This parameter shall be omitted if the entire DSC-RSP is successful.

HMAC Tuple (see 11.1.2)
The HMAC Tuple attribute contains a keyed message digest (to authenticate the sender). The
HMAC Tuple attribute shall be the final attribute in the DSx message’s attribute list.
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6.3.2.3.16 DSD-REQ message

A DSD-REQ is sent by an SS or BS to delete an existing service flow. The format of aDSD-REQ shall be as
shown in Table 44.

Table 44—DSD-REQ message format

Syntax Size Notes

DSD-REQ_Message Format() {

Management M essage Type = 17 8 bits

Transaction |D 16 bits

Service Flow 1D 32 hits

TLV Encoded I nformation variable TLV specific

Parameters shall be asfollows:

CID (in the generic MAC header)
SS's Primary Management CID.
Service Flow ID
The SFID to be deleted.
Transaction 1D
Unique identifier for this transaction assigned by the sender.

All other parameters are coded as TLV tuples.
HMAC Tuple (see 11.1.2)

The HMAC Tuple attribute contains a keyed message digest (to authenticate the sender). The
HMAC Tuple attribute shall be the final attribute in the DSx message’s attribute list.
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6.3.2.3.17 DSD-RSP message

A DSD-RSP shall be generated in response to areceived DSD-REQ. The format of a DSD-RSP shall be as
shown in Table 45.

Table 45—DSD-RSP message format

Syntax Size Notes

DSD-RSP_Message Format() {

Management M essage Type = 18 8 bits

Transaction I1D 16 bits

Confirmation Code 8 bits

Service Flow 1D 32 bits

TLV Encoded I nformation variable | TLV specific

Parameters shall be asfollows:

CID (in the generic MAC header)

SS's Primary Management CID.
Service Flow 1D

SFID from the DSD-REQ to which this response refers.
Transaction ID

Transaction ID from the corresponding DSD-REQ.
Confirmation Code (see 11.13)

The appropriate CC for the corresponding DSD-REQ.

All other parameters are coded as TLV tuples.
HMAC Tuple (see 11.1.2)

The HMAC Tuple attribute contains a keyed message digest (to authenticate the sender). The
HMAC Tuple attribute shall be the final attribute in the DSx message's attribute list.
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6.3.2.3.18 Multicast Polling Assignment Request (MCA-REQ) message

The MCA-REQ message is sent to an SSto assign it to or remove it from a multicast polling group. The
format of the message is shown in Table 46.

Table 46—MCA-REQ message format

Syntax Size Notes

MCA-REQ_Message Format() {

Management M essage Type = 21 8 bits
Transaction |1D 16 bits
TLV Encoded I nfor mation variable TLV specific

Parameters shall be asfollows:
CID (in the generic MAC header)
SS's Primary Management CID.
Transaction 1D
Unique identifier for this transaction assigned by the sender.
All other parameters are coded as TLV tuples.

Multicast CID (see 11.10)
Assignment (see 11.10)

6.3.2.3.19 Multicast Polling Assignment Response (MCA-RSP) message

The MCA-RSP is sent by the SS in response to a MCA-REQ. The message format shall be as shown in
Table 47.

Table 47—MCA-RSP message format

Syntax Size Notes
MCA-RSP_Message Format() {
Management M essage Type = 22 8 hits
Transaction I1D 16 bits
Confirmation Code 8 bits
}
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Parameters shall be asfollows:

CID (in the generic MAC header)

SS's Primary Management CID.
Transaction ID

Unique identifier for this transaction assigned by the sender.
Confirmation Code

Zero indicates the request was successful. Non-zero indicates failure.

6.3.2.3.20 Downlink Burst Profile Change Request (DBPC-REQ) message

The DBPC-REQ message is sent by the SS to the BS on the SS's Basic CID to reguest achange of the down-
link burst profile used by the BS to transport data to the SS. Note that a change of downlink burst profile
may also be requested by means of a RNG-REQ message as defined in 6.3.2.3.5.

The DBPC-REQ message shall be sent at the current operational Data Grant Burst Type for the SS. If the SS

detects fading on the downlink, the SS uses this message to request transition to a more robust Data Grant
Burst Type. The message format shall be as shown in Table 48.

Table 48—DBPC-REQ message format

Syntax Size Notes

DBPC-REQ_Message Format() {

Management M essage Type = 23 8 bits
reserved 4 bits Shall be set to zero
DIUC 4 bits
Configuration Change Count 8 bits

Parameters shall be asfollows:

DIUC
Data grant DIUC vaues. (PHY specific: SC—Table 145, SCa—Table 193, OFDM—Table 237,
OFDMA—Table 276)
Configuration Change Count
Value of Configuration Change Count provided in DCD defining the burst profile associated with
DIUC.

6.3.2.3.21 Downlink Burst Profile Change Response (DBPC-RSP) message
The DBPC-RSP message shall be transmitted by the BS on the SS's Basic CID in response to a DBPC-REQ
message from the SS. If the DIUC parameter is the same as requested in the DBPC-REQ message, then the

reguest was accepted. Otherwise, if the request is rejected, the DIUC parameter shall be the previous DIUC
at which the SSwas receiving downlink data. The message format shall be as shown in Table 49.
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Table 49—DBPC-RSP message format

Syntax Size Notes

DBPC-RSP_Message Format() {

Management M essage Type = 24 8 bits
reserved 4 bits Shall be set to zero
DiuC 4 bits
Configuration Change Count 8 bits

Parameters shall be asfollows:

DIUuC
Data grant DIUC vaues. (PHY specific: SC—Table 145, SCa—Table 193, OFDM—Table 237,
OFDMA—Table 276)

Configuration Change Count

Value of Configuration Change Count provided in DCD defining the burst profile associated with
DIUC.

6.3.2.3.22 Reset Command (RES-CMD) message
The RES-CMD message shall be transmitted by the BS on an SS's Basic CID to force the SSto reset itself,
reinitialize its MAC, and repeat initial system access. This message may be used if an SSis unresponsive to

the BS or if the BS detects continued abnormalities in the uplink transmission from the SS.

The MAC Management Message Type for this message is given in Table 14. The RES-CMD message for-
mat is shown in Table 50.

Table 50—RES-CMD message format

Syntax Size Notes

RES-CMD_Message_Format() {

Management M essage Type = 25 8 bits

TLV encoded information variable

The RES-CMD shall include the following parameters encoded as TLV tuples:

HMAC Tuple (see 11.1.2)
The HMAC Tuple shall be the last attribute in the message.
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6.3.2.3.23 SS Basic Capability Request (SBC-REQ) message

The SS SBC-REQ shall be transmitted by the SS during initialization. An SS shall generate SBC-REQ
messages in the form shown in Table 51.

Table 51—SS SBC-REQ message format

Syntax Size Notes

SBC-REQ_Message Format() {

Management M essage Type = 26 8 bits

TLV Encoded Information variable | TLV specific

An SS shall generate SS SBC-REQs including the following parameter:

Basic CID (in the MAC Header)
The CID inthe MAC Header isthe Basic CID for this SS, as assighed in the RNG-RSP message.

All other parameters are coded as TLV tuples.
Basic Capability Requests contain those SS Capabilities Encodings (11.7.8) that are necessary for effective
communication with the SS during the remainder of the initialization protocols. Only the following

parameters shall be included in the Basic Capabilities Request:

Physical Parameters Supported (see 11.8.3)
Bandwidth Allocation Support (see 11.8.1)

6.3.2.3.24 SS Basic Capability Response (SBC-RSP) message
The SS SBC-RSP shall be transmitted by the BS in response to areceived SBC-REQ.

To provide flexibility, the message parameters following the Response field shall be encoded in a TLV
format.

Table 52—SS SBC-RSP message format

Syntax Size Notes

SBC-RSP_Message Format() {

Management M essage Type = 27 8 bits
TLV Encoded Attributes variable | TLV specific
}
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A BS shall generate SS SBC-RSPs in the form shown in Table 52, including both of the following
parameters:

CID (in the MAC Header)
The CID inthe MAC Header isthe Basic CID for this SS, as appears in the RNG-REQ message.

The following parameters shall be included in the SBC-RSP if found in the SS SBC-REQ:

Physical Parameters Supported (see 11.8.3)

Bandwidth Allocation Support (see 11.8.1)
The BS response to the subset of SS capabilities present in the SBC-REQ message. The BS
responds to the SS capabilities to indicate whether they may be used. If the BS does not recognize
an SS capability, it may return this as “off” in the SBC-RSP.

Only capabilities set to “on” in the SBC-REQ may be set “on” in the SBC-RSP, as this is the
handshake indicating that they have been successfully negotiated.

6.3.2.3.25 Clock Comparison (CLK-CMP) message

In network systems with service flows carrying information that requires the SSs to reconstruct their
network clock signals (e.g., DS1 and DS3), CLK-CMP messages shall be periodically broadcast by the BS.
When these services are not supported by the SS, the implementation of the CLK-CMP message at the SS
shall be optional. If provisioned to do so, the BS shall take a clock difference measurement at every periodic
interval (within the tolerance of the 10MHz reference defined in the definition of the Clock Comparison
Value) defined in Table 342 and generate and transmit one CLK-CMP message according to the format
shown in Table 53.

Table 53—CLK-CMP message format

Syntax Size Notes
CLK-CMP_Message Format() {
Management M essage Type = 28 8 hits
Clock Count n 8 bits
for(i=1;i<=n;i++) { For each clock signal 1 through n
Clock IDJi] 8 hits
Sequence Number[i] 8 bits
Comparison Value][i] 8 bits
}
}

CLK-CMP messages shall include the following parameters where Clock 1D, Sequence Number, and Clock
Comparison Value (CCV) shall be repeated for each clock signal:

Clock Count
This 8-bit value shall be the number of CCVsincluded in the CLK-CMP message.

Clock 1D
This 8-bit value shall be the unique identifier for each clock signal from which the CCV s are gener-
ated by the BS.
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Sequence Number
This 8-bit value shall be incremented by one (modulo the field size, 256) by the BS whenever a
new CLK-CMP message is generated. This parameter is used to detect packet losses.
Clock Comparison Value
This 8-bit value shal be the difference (modulo the field size, 256) between the following two
reference clock signals: (1) a 10 MHz reference clock locked to the symbol clock of the airlink
[such as a global positioning satellite (GPS) reference used to generate the symbol clock], and
(2) an 8.192 MHz reference clock locked to the network clock.

6.3.2.3.26 De/Re-register Command (DREG-CMD) message

The DREG-CM D message shall be transmitted by the BS on an SS's Basic CID to force the SSto changeits
access state. The BS may transmit the DREG-CMD unsolicited or in response to an SS DREG-REQ mes-
sage. Upon receiving a DREG-CMD, the SS shall take the action indicated by the action code.

The MAC Management Message Type for this message is given in Table 14. The format of the message is
shown in Table 54.

Table 54—DREG-CMD message format

Syntax Size Notes

DREG-CMD_Message Format() {

Management M essage Type = 29 8 hits
Action Code 8 bits
TLV encoded parameters variable

The Action Code values and the corresponding actions are specified in Table 55.

Table 55—Action Codes and actions

Action Code Action
0x00 SS shall leave the current channel and attempt to access another
channd.
0x01 SSshall listen to the current channel but shall not transmit until an

RES-CMD message of DREG_CMD with an Action Code that
allows transmission is received.

0x02 SS shall listen to the current channel but only transmit on the Basic,
Primary Management, and Secondary M anagement Connections.
0x03 SS shall return to normal operation and may transmit on any of its
active connections.
0x04 SS shall terminate current Normal Operations with the BS; the BS shall
transmit this action code only in response to any SS DREG-REQ
message.
0x05-0xFF reserved
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The DREG-CMD shall include the following parameters encoded as TLV tuples:

HMAC Tuple (see 11.1.2)
The HMAC Tuple shall be the last attribute in the message.

6.3.2.3.27 DSx Received (DSX-RVD) message
The DSX-RVD message shall be generated by the BS in response to an SS-initiated DSx-REQ to inform the
SSthat the BS has received the DSx-REQ message in a more timely manner than provided by the DSx-RSP

message, which shall be transmitted only after the DSx-REQ is authenticated. The format of the DSX-RVD
shall be as shown in Table 56.

Table 56—DSX-RVD message format

Syntax Size Notes

DSX-RVD_Message Format() {

Management Message Type = 30 8 bits
Transaction ID 16 bits
Confirmation Code 8 bits

Parameters shall be asfollows:

CID (in the generic MAC header)
SS's Primary Management CID.
Transaction ID
Transaction |D from corresponding DSx-REQ.
Confirmation Code (see 11.13)
The appropriate CC indicating the integrity of the corresponding DSx-REQ.

6.3.2.3.28 Config File TFTP Complete (TFTP-CPLT) message

The Config File TFTP-CPLT message shall be generated by the SS when it has successfully retrieved its
configuration file from the provisioning server (see 6.3.9.12). If the SS does not need a config file it shall
send the TFTP-CPLT message to the BS anyway, to indicate that it has completed secondary management
connection initialization and is ready to accept services. The format of the TFTP-CPLT shall be as shownin
Table 57.

Table 57—TFTP-CPLT message format

Syntax Size Notes

TFTP-CPLT_Message Format() {

Management Message Type = 31 8 hits

TLV encoded information variable
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Parameters shall be asfollows:

CID (in the generic MAC header)
SS's Primary Management CID.

The TFTP-CPLT shall include the following parameters encoded as TLV tuples:

HMAC Tuple (see 11.1.2)
The HMAC Tuple shall be the last attribute in the message.

6.3.2.3.29 Config File TFTP Complete Response (TFTP-RSP) message

The Config File TFTP-RSP message shall be generated by the BS in response to a TFTP-CPLT message
from the SS (see 6.3.9.12). The format of the TFTP-RSP shall be as shown in Table 58.

Table 58—Config File TFTP-RSP message format

Syntax Size Notes

TFTP-RSP_Message Format() {

Management M essage Type = 32 8 hits

Response 8 bits

Parameters shall be asfollows:

CID (in the generic MAC header)
SS's Primary Management CID.
Response
A 1 byte quantity with one of the two values:
0=0K
1 = Message authentication failure

6.3.2.3.30 ARQ Feedback message
A system supporting ARQ shall be able to receive and process the ARQ Feedback message.
The ARQ Feedback message, as shown in Table 59, can be used to signal any combination of different ARQ

ACKs (cumulative, selective, selective with cumulative). The message shall be sent on the appropriate basic
management connection.

Table 59—ARQ Feedback message format

Syntax Size Notes

ARQ_Feedback_Message_Format() {
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Table 59—ARQ Feedback message format (continued)

Syntax Size Notes
Management M essage Type =33 8 bits
ARQ_Feedback_Payload variable See6.3.34.3.

ARQ_Feedback_Payload field shall be either sent using this ARQ Feedback message or by packing (“piggy-
backing”) the ARQ_Feedback_Payload as described in 6.3.3.4.3.

6.3.2.3.31 ARQ Discard message
This message is applicable to ARQ-enabled connections only.
The transmitter sends this message when it wants to skip a certain number of ARQ blocks. The ARQ Dis

card message shall be sent as a MAC management message on the basic management connection of the
appropriate direction. Table 60 shows the format of the Discard message.

Table 60—ARQ Discard message format

Syntax Size Notes

ARQ _Discard Message Format() {

M anagement Message Type = 34 8 hits

Connection 1D 16 bits | CID to which this message refers.
reserved 5 hits Shall be set to zero.
BSN 11 bits Sequence number of the last block

in the transmission window that the
transmitter wants to discard.

6.3.2.3.32 ARQ Reset message

This message is applicable to ARQ-enabled connections only.

The transmitter or the receiver may send this message. The message is used in a dialog to reset the parent
connection’s ARQ transmitter and receiver state machines. The ARQ Reset message shall be sentasaMAC

management message on the basic management connection of the appropriate direction. Table 61 shows the
format of the Reset message.
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Table 61—ARQ Reset message format

Syntax Size Notes

ARQ_Reset Message Format() {

Management M essage Type = 35 8 bits

Connection ID 16 bits CID for which this message refers to.

Type 2 bits 00 = Original message from Initiator
01 = Acknowledgment from Responder
10 = Confirmation from Initiator

11 = Reserved

reserved 6 hits Shall be set to zero.

6.3.2.3.33 Channel measurement Report Request/Response (REP-REQ/RSP)

If the BS, operating in bands below 11 GHz or a DM-configured BS operating at any frequency, requires
RSSI and CINR channel measurement reports, it shall send the channel measurements Report Request
message. In license-exempt bands, it shal additionally be used to request the results of the DFS
measurements the BS has previously scheduled. Table 62 shows the REP-REQ meassage.

Table 62—Channel measurements Report Request (REP-REQ) message format

Syntax Size Notes

Report_Request_Message Format() {

Management Message Type = 36 8 hits

Report Request TLV's variable

The REP-REQ message shall contain the following TLV encoded parameters:
Report Request

The channel measurement Report Response message shall be used by the SS to respond to the channel
measurements listed in the received Report Requests. In license-exempt bands, the SS shall also send a REP-
RSP in an unsolicited fashion upon detecting a Primary User on the channel it is operating in. The SS may
aso send a REP-RSP containing channel measurement reports, in an unsolicited fashion, or when non-
primary user interference is detected above a threshold value. Table 63 shows the REP-RSP message.
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Table 63—Channel measurement Report Response (REP-RSP) message format

Syntax Size Notes

Report_Response_ Message_Format {

Management M essage Type = 37 8 hits

Report Response TLVs variable

The REP-RSP shall contain the following TLV encoded parameters:

Report
Compound TLV that shall contain the measurement Report in accordance with the Report Request
(see 11.11).

6.3.2.3.34 Fast Power Control (FPC) message

Power control shall be effected by the use of periodic ranging. In addition, the BS may adjust the power
levels of multiple subscribers simultaneously with the Fast Power Control (FPC) message. SSs shall apply
the indicated change within the “ SS downlink management message processing time.” FPC shall be sent on
the broadcast CID. This message shall only apply to SCa, OFDM, and OFDMA PHY specifications. See
Table 64.

Table 64—Fast power control message format

Syntax Size Notes

Fast_Power_Control message format () {

M anagement message type = 38 8 hits

Number of stations 8 bits

for (i=0;i<Number of stations;i++) {

Basic CID 16 bits

Power adjust 8 hits

Number of stations
Number of CID and Power Adjust tuples contained in this message.
Basic CID
Basic connection identifier associated with the SS.
Power Adjust
Signed integer, which expresses the change in power level (in multiples of 0.25 dB) that the SS
shall apply to its current transmission power.
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6.3.2.3.35 MSH-NCFG message

MSH-NCFG messages provide a basic level of communication between nodes in different nearby networks
whether from the same or different equipment vendors or wireless operators. All the nodes (BS and SS) in
the Mesh network shall transmit MSH-NCFGs as described in 6.3.7.5.5.

All the nodes shall generate MSH-NCFGs in the format shown in Table 65, including al of the following
parameters:

Table 65—MSH-NCFG message format

Syntax Size Notes

MSH-NCFG_Message Format() {

Management Message Type = 39 8 bits
NumNbrEntries 5 bits
NumBSEnNtries 2 bits
Embedded Packet Flag 1 bit 0 = Not present, 1= present
Xmt Power 4 bits
Xmt Antenna 3 bits
NetEntry MAC Address Flag 1 bit 0= Not present, 1= present
Network base channel 4 bits
reserved 4 bits Shall be set to zero
NetConfig Count 4 bits
Timestamp
Frame Number 12 bits
Network Control Slot Number in frame | 4 bits See8.2.3.2
Synchronization Hop Count 8 bits
NetConfig scheduleinfo
Next Xmt Mx 3 bits
Xmt Holdoff Exponent 5 bits

if (NetEntry MAC Address Flag)
NetEntry MAC Address 48 bits

for (i=0; i< NumBSEnNtries; ++i) {

BSNode ID 16 bits
Number of hops 3 bits
Xmt ener gy/bit 5 bits

}

for (i=0; i< NumNbrEntries; ++i) {
Nbr Node ID 16 bits
M SH-Nbr_Physical_|E() 16 bits See Table 66
if (Logical Link Info Present Flag) 16 bits See Table 66

M SH-Nbr_L ogical_| E() See Table 67
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Table 65—MSH-NCFG message format (continued)

Syntax Size Notes
}
if (Embedded Packet Flag) variable
M SH-NCFG_embedded_data() See Table 68

NumNbrEntries
Number of neighbors reported on in the message. The number of neighbors reported on may be a
fraction of the whole set of neighbors known to this node. A node can report on subsequent subsets
of neighborsin its subsequent MSH-NCFG transmissions.

The following procedure is used to select the list neighbors of which only the Physical IE is
reported:
i)  All neighbor entries with the “ Reported Flag” set to TRUE are excluded as defined below
in this subclause.
ii) Theremaining neighbor entries are ordered by the Next Xmt Time and those with the Next
Xmt Time the furthest in the future are reported in this MSH-NCFG packet. (In general,
learning of nodes with Next Xmt Times furthest into the future is more valuable than
learning of nodes with Next Xmt Times approaching soon, since the neighbors will have
more time to use thisindligibility information before it is stale.)
The “Reported Flag” for al neighbors in either of the above neighbor lists is set to TRUE upon
transmission of this MSH-NCFG packet. It is set to FAL SE as described in 6.3.7.5.5.8.
N270umBSEntries
Number of Mesh BS neighbors reported on in this message.
Xmt Power
In 2 dBm steps, starting from 8 dBm. (i.e., 1111 indicates 38 dBm).
Xmt Antenna
The logical antenna used for transmission of this message. This allows for support for up to eight
antenna directions.
Network base channel
The base channel being used in this node's network, which is the logical number of the physical
channel (see 8.5.1), shall be used to broadcast schedule control information. A subset of the possi-
ble physical channel numbers is mapped to logical channelsin the Network Descriptor.
Netconfig count
Counter of MSH-NCFG packets transmitted by this node. Used by neighbors to detect missed
transmissions. Incremented by 1 for every MSH-NCFG transmission by this node.
Frame Number
A modulo 22 number, which shall be increased by one for every frame.
Network Control Slot Number in frame
See 8.35.3.
Synchronization hop count
This counter is used to determine superiority between nodes when synchronizing the network.
Nodes can be assigned as master time keepers, which are synchronized externadly (for example
using GPS). These nodes transmit a Synchronization hop count of 0. Nodes shall synchronize to
nodes with lower synchronization hop count, or if counts are the same, to the node with the lower
Node ID.
Netconfig schedule info
See Xmt Holdoff Exponent and Next Xmt Mx.
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Xmt Holdoff Exponent
The Xmt Holdoff Timeisthe number of MSH-NCFG transmit opportunities after Next Xmt Time
(there are MSH-CTRL-LEN — 1 opportunities per network control subframe, see 8.3.5.3), that this
nodeis not eligible not transmit M SH-NCFG packets (see 6.3.7.5.5.6).

Xmt Holdoff Time= 2(th Holdoff Exponent + 4) (1)
Next Xmt Mx
Next Xmt Time is the next MSH-NCFG dligibility interval for this neighbor and computed as the
range:

Xmt Holdoff Exponent Xmt Holdoff Exponent

2 -Next Xmt Mx < Next Xmt Time < 2 - (Next Xmt Mx +1) (2

For example, if Next Xmt Mx = 3 and Xmt Holdoff Exponent = 4, then the node shall be consid-
ered eligible for its next MSH-NCFG transmission between 49 and 64 (due to the granularity)
transmission opportunities away and ineligible before that time.

If the Next Xmt Mx field is set to Ox1F (all ones), then the neighbor should be considered to be
eligible to transmit from the time indicated by this value and every MSH-NCFG opportunity there-
after (i.e., treat Xmt Holdoff Time= 0).

NetEntry MAC Address
Indicates presence or sponsorship of new node. See Mesh Network Entry (MSH-NENT) message
in 6.3.2.3.36 and Mesh network entry in 6.3.7.5.5.4.

BSnodelD
Node ID of the Mesh BS node reported on.

Number of hops
Number of hops between the reporting node and the reported Mesh BS node.

Xmt ener gy/bit factor
Indication of energy/bit needed to reach Mesh BS through this node. Xmt energy/bit is computed
asin Equation (3).

min
E = P Ni[EjA)i+Ej] mW- ps ©)
where

N is the set of neighbors reporting the Mesh BS and E
P, isthetransmission power in mW from nodei to node j,

i—] = PTx/Ri_)j ’
R _,; isthe datarate in Mb/s from nodei to nodej. E; isthe Xmt ener gy/bit reported by neighbor j.

The reported Xmt energy/bit factor is the computed Xmt energy/bit divided by
2(><mtEnergyUn|tE><ponent —4) ]

XmtEnergyUnitExponent is a4-bit field reported in the Network Descriptor.

Nbr node 1D
Node ID of the neighbor node reported on.
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6.3.2.3.35.1 Nbr Physical IE

Table 66—Nbr Physical IE

Syntax Size Notes

MSH-Nbr_Physical_IE() {

Logical Link Info Present 1 bit 0= Not present, 1 = present

Logical Link Requested 1 bit 0=No,1=VYes

Logical Link Accepted 1 bit 0=No,1=Yes

Hopsto Neighbor 1 bit 0 =1 hop (direct neighbor), 1 = 2 hops

Estimated propagation delay 4 bits inus

Nbr Next Xmt Mx 5 bits

Nbr Xmt Holdoff Exponent 3 bits
}

6.3.2.3.35.2 Nbr Logical IE

Table 67—Nbr Logical IE

Syntax Size Notes

MSH-Nbr_Logical_IE() {

Rcv Link Quality 3 bit

Nbr burst Profile 4 bit Burgt profile Nbr shall usein next
transmission to this node

Excess Traffic Demand 1 bit 0=No, 1=Yes

Nbr Xmt Power 4 bits

Nbr Xmt Antenna 3 bits

Short Preamble flag 1 bit 0=Don't use, 1 = Use Requested/Use

Confirmed

Rcv Link Quality
Measure of the receive link reliability, indicating the reliability of MSH-NCFG size packets using
the indicated burst profile. Thisis an estimated measure.

The reliability isindicated in Equation (4):

Reliability = 100 - (1 —107(Re Hk Quaityr)/4) of, (4)
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Nbr burst profile
Indicates the burst profile the indicated node should use when sending data bursts to the reporting
node.

Excess traffic demand
May be used to indicate to the neighbor that the current schedule is insufficient to transfer pending
traffic.

Nbr Xmt Power
The suggested transmit power for this neighbor to use for thislink in 2 dBm steps, starting from 8
dBm. (i.e.,, 1111 indicates 38 dBm).

Short Preamble flag
A node may optionally set this bit to notify the neighbor to use the short preamble (see 8.3.3.6) for
transmissions in the data portion of the frame. Capability to transmit the short preamble is
mandatory. Capability to receive the short preambleis optional.

6.3.2.3.35.3 MSH-NCFG embedded data

Table 68—MSH-NCFG embedded data

Syntax Size Notes
MSH-NCFG_embedded_data() {
Extended embedded_data 1 bit Indicates whether this embedded IE is
followed by another one.
0=No, 1=Yes
reserved 3 bits Shall be set to zero
Type 4 bits
Length 8 bits Length of embedded_|E in bytes, exclusive
this header
Embedded_data_|E() variable Type dependent
}
Type
The following types are defined:
0x0: Reserved
0x1: Network Descriptor
0x2: Network Entry Open
0x3: Network Entry Reject
0x4: Network Entry Ack (Embedded_data |E() == NULL)
0x5: Neighbor Link Establishment Protocol
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The Network Descriptor shall contain the parameters listed in Table 69:

Table 69—Network Descriptor IE

Syntax Size Notes

MSH-NCFG_embedded data. |E() {

Frame Length Code 4 bits 4 L SB of Frame Duration Code. See Table 232.

MSH-CTRL-LEN 4 bits Control subframe length (see 8.3.5.3).

MSH-DSCH-NUM 4 bits Number of DSCH opportunitiesin schedule control
subframe (see 8.3.5.3).

MSH-CSCH-DATA-FRACTION 4 bits

Scheduling Frames 4 bits Defines how many frames have a schedule control

subframe between two frames with network control
subframes (see 8.3.5.3) in multiples of four frames.
0 =0 frames,

1= 4 frames etc.

Num_Burst_Profiles 4 bits Number of burst profile definitions. If not set to
zero, shall total all defined burst profiles.

Operator ID 16 bits

XmtEnergyUnitsExponent 4 bits

Channées 4 bits Number of logical channels. A value of O indicates
the channel information isnot carried in this
message.

MinCSForwardingDelay 7 bits Number of OFDM symbols delay inserted between
receiving and forwarding control packets.

ExtendedNeighborhoodType 1 bit 0 = 2-hop neighborhood
1 = 3-hop neighborhood

if (Channels) variable

MSH-NCFG_Channel_I E()

for (i=0;i < Num_Burst_Profiles;i++) {

FEC Code Type 8 bits See Table 362.
Mandatory Exit Threshold 8 bits See Table 362.
Mandatory Entry Threshold 8 bits See Table 362.

MSH-CSCH-DATA-FRACTION
Maximum percentage (value x 6.67) of minislots in the data-subframe allocated to centralized
scheduling. The number of minislots is rounded to the nearest whole number of minislots and
allocated starting from the beginning of the data subframe. The remainder of the data subframe, as
well as any minislots not occupied by the current centralized schedule, may be used for distributed
scheduling.
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ExtendedNeighbor hoodType
If value 0, then only nodes with Hops to Neighbor = 0 (see 6.3.2.3.35.1) are reported; if value 1,
then also nodes with Hopsto Neighbor = 1 are reported.
MinCSForwardingDelay
The minimum delay in OFDM symbols that shall be inserted between the end of reception and the
start of transmission of a centralized scheduling message (i.e., MSH-CSCH and MSH-CSCF) by
any node. See Table 70 and Table 71.

Table 70—MSH-NCFG Channel IE (license-exempt)

Syntax Size Notes

MSH-NCFG_Channd_I1E() { For license-exempt channels.

for (i=0; i< Channels; ++i)

Physical Channel code 8 hits Physica channel (see 8.5.1) thelogical channel i is
mapped to. Ordered with channels with same
regulatory rules successive.

Channel reuse 3 bits Minimum number of hops of separation between links,
before a channel can be reused by the centralized
scheduling algorithm. Range is 1 hop to 7 hops, 0 for

Nno reuse.
Peak/Aver age flag 1 bit Regulatory limits are peak or average.
reserved 2 bits Shall be et to zero.
NumChannelM aps 2 bits
for (i=0; i< NumChannelMaps; ++i) {
Number of Channels 8 hits Nodes in channel map to which rules apply.

Max. xmt power at antenna port 6 bits Regulatory limit in dBm.

Max. EIRP 6 bits Regulatory limit in dBm.
}
}
Table 71—MSH-NCFG Channel IE (licensed)
Syntax Size Notes
MSH-NCFG_Channd_IE() { For licensed channels.

for (i=0; i< Channels; ++i) {

Physical Channel center 24 bits | Positiveinteger in kHz.
frequency
Physical Channel width 8 hits Positive integer in 100 kHz.
}
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Table 71—MSH-NCFG Channel IE (licensed) (continued)

Syntax Size Notes

Channed Reuse 3 bits Minimum number of hops of separation between links,
before a channel can be reused by the centralized
scheduling algorithm. Range is 1 hop to 7 hops, O for
no reuse.

reserved 5 bits Shall be set to zero.

The Network Entry Open, which is used to respond to MSH-NENT request messages, shall contain the
parameters listed in Table 72:

Table 72—Network Entry Open IE

Syntax Size Notes
MSH-CNFG_embedded_data 1E() {
Minislot Start 8 hits Schedule start for upper layer network entry.
Minislot Range 8 bits Schedule range for upper layer network entry.
Frame number 12 bits Frame number this schedule becomes valid.
Channel 4 bits Logical channel for new node to Xmt in above
Minislot Range.
Schedule validity 12 bits | Validity of Schedulein frames.
Channel 4 hits Logical Rev channel for new node.
Estimated Propagation Delay 4 bits Measured in ps.
reserved 4 bits Shall be set to zero.
}

The Network Entry Reject, which is used to reject MSH-NENT requests, shall contain the parameters listed
in Table 73:

Table 73—Network Entry Reject |IE

Syntax Size Notes

MSH-NCFG_embedded_data. |E() {

Rejection Code 8 bits

Rej ection Reason 160 bits | ASCII string
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Rejection Code
0x0: Operator Authentication Value Invalid
0x1: Excess Propagation delay
0x2: Select new sponsor

Neighbor Link Establishment IE is givenin Table 74.

Table 74—Neighbor Link Establishment IE

Syntax Size Notes

MSH-NCFG_embedded_data. IE() {

Action Code 2 bits 0x0 Challenge
0x1 Challenge response
0x2 Accept
0x3 Reject

reserved 6 bits Shall be set to zero.

if (Action Code == 0x0 or 0x1)

Nbr Authentication value 32 bits

if (Action Code == 0x1 or 0x2)

Link 1D 8 bits Transmitting node's link ID for thislink.

Nbr Authentication value
HMAC{AK | frame number | own Node ID, Node ID of other node} where the AK is a secret key
(obtained from Operator).

6.3.2.3.36 MSH-NENT message

MSH-NENT messages provide the means for a new node to gain synchronization and initial network entry
into a Mesh network.

When aMSH-NENT message is sent, the Mesh subheader is set to 0x0000 until the node has been assigned

anode ID. In the Mesh CID, the Network ID is set the sponsor’s network code or to 0x0000 if not known
and the Link ID is set to OxFF (Broadcast). See Table 75.

Table 75—MSH-NENT message format

Syntax Size Notes

MSH-NENT_Message Format() {

M anagement Message Type = 40 8 bits
Type 3 bits 0x0 Reserved
0x1 NetEntryAck
0x2 NetEntryRequest
0x3 NetEntryClose
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Table 75—MSH-NENT message format (continued)

Syntax Size Notes

Xmt counter for thisType 3 bits For NetEntryAck,
thisis the Type being
acknowledged.

reserved 2 bits Shall be set to zero.

Sponsor Node ID 16 bits

Xmt Power 4 bits

Xmt Antenna 3 bits

reserved 1 bit Shall be set to zero.

if (Type==0x2)

MSH-NENT_Request_IE() variable
}

Sponsor Node 1D
ID of the node sought to assist the requesting node in entering the network.
Xmt Power
In 2 dBm steps, starting from 8 dBm. (i.e., OxF indicates 38 dBm).
Xmt Antenna
The logical antenna used for transmission of this message. This allows for support for up to eight
antenna directions.

The MSH-NENT _request_IE is given in Table 76.

Table 76—MSH-NENT Request IE

Syntax Size Notes
MSH-NENT_Request_IE() {
MAC Address 48 hits
OpConflnfo 64 bits
Operator Authentication Value 32 hits
Node serial Number 32 bits
}
MAC Address
MAC Address of the new node sending the request.
OpConfinfo

Operator Configuration Information (obtained from Operator).
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Operator Authentication Value
HMAC{MAC Address | Node Serial Number | AK}

where the AK is asecret key (obtained from Operator).
6.3.2.3.37 MSH-DSCH message

M SH-DSCH messages shall be transmitted in Mesh mode when using distributed scheduling. In coordinated
distributed scheduling, all the nodes shall transmit a MSH-DSCH at a regular interval to inform all the
neighbors of the schedule of the transmitting station. This transmission time is determined by the same algo-
rithm used for MSH-NCFG messages (see 6.3.7.5.5.6). In both coordinated and uncoordinated scheduling,
MSH-DSCH messages shall be used to convey resource requests and grants to the neighbors. Further, the
M SH-DSCH messages shall be used to convey information about free resources that the neighbors can issue
grants in. This message shall not be fragmented. The MSH-DSCH message format is given in Table 77.

Table 77—MSH-DSCH message format

Syntax Size Notes

MSH-DSCH_Message Format() {

Management Message Type =41 8 bits

Coordination Flag 1 bit

Grant/Request Flag 1 bit

Sequence counter 6 bits

No. Requests 4 bits

No. Availabilities 4 bits

No. Grants 6 bits

reserved 2 bits Shall be set to zero.

if (Coordination Flag == 0)

M SH-DSCH_Scheduling_I E() variable

for (i=0; i< No_Requests; ++i)

M SH-DSCH_Request_I E() 16 bits

for (i=0; i< No_Availabilities; ++i)

M SH-DSCH_Availability_| E() 32 bits

for (i=0; i< No_Grants; ++i)

MSH-DSCH_Grant_|E() 40 bits

Coordination Flag
0 = Coordinated
1 = Uncoordinated
Coordinated MSH-DSCH transmissions take place in the control subframe (see 8.3.5.3).
Uncoordinated MSH-DSCH transmissions take place in the data subframe (see 8.3.5.3). Both the
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cases require a threeway handshake (Request, Grant, and Grant confirmation) to establish a valid
schedule. Uncoordinated scheduling may only take place in minislots that cause no interference
with the coordinated schedule.

Grant/Request Flag
0 = Request message
1 = Grant message (al so used as Grant confirmation)
The Request Type indicates that a new Request is made of one or more other nodes. The No.
Requests shall be nonzero in this case. The message may also contain Availabilities and Grants.

The Grant Type indicates that one or more Grants are given or confirmed. The No. Grantsshall be
nonzero in this case. The message may also contain Availabilities and Requests. Requests in this
type of message indicate pending demand to the indicated node(s), but do not solicit a Grant from
this node.

Thisflag is aways set to O for coordinated distributed scheduling.

Sequence Counter

Sequentially increased counter for solicit messages in uncoordinated scheduling (used as multiple
solicits might be outstanding). In coordinated scheduling, it alows nodes to detect missed
scheduling messages.

Independent counters are used for the coordinated and uncoordinated messages.

No. Requests
Number of Request IEsin the message.
No. Availabilities
Number of Availability IEsin the message. The Availability |Es are used to indicate free minislot
ranges that neighbors could issue Grantsiin.
No. Grants
Number of Grant I1Es in the message.

6.3.2.3.37.1 MSH-DSCH Scheduling IE

The Coordinated distributed scheduling information carried in the MSH-DSCH message shall be used to
distribute information needed to determine transmission timing of the MSH-DSCH messages with
coordinated distributed scheduling. Each node shall report the two related parameters both of its own and all
its neighbors. The scheduling information shall include all of the following parameters:

Next Xmt Mx
Next Xmt Time is the next MSH-DSCH €dligibility interval for this node and computed as the
range:

XMt Holdoff Exponent e X mt Mx < Next Xmt Time < 2™ HAldoff Bxponent ot X mt Mx-+1) (5)

For example, if Next Xmt Mx = 3 and Xmt Holdoff Exponent = 4, then the node shall be
considered eligible for its next MSH-DSCH transmission between 49 and 64 (due to the
granularity) transmission opportunities away and ineligible before that time.

If the Next Xmt Mx field is set to Ox1F (all ones), then the neighbor should be considered to be

eligible to transmit from the time indicated by this value and every MSH-DSCH opportunity there-
after (i.e., treat Xmt Holdoff Time = 0).
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Neighbor Next Xmt Mx
Advertises the Next Xmt M x as reported by this neighbor.

Xmt Holdoff Exponent
The Xmt Holdoff Timeisthe number of MSH-DSCH transmit opportunities after Next Xmt Time
(there are MSH-CTRL-LEN —1 opportunities per network control subframe, see 8.3.5.3) that this
nodeisnot eligible to transmit MSH-DSCH packets (see 6.3.7.5.5.6).

Xmt Holdoff Time = 2(Xmt Holdoff Exponent+ 4) (6)

Neighbor Xmt Holdoff Exponent

Advertises the Xmt Holdoff Exponent as reported by this neighbor.
No. SchedEntries

Number of Neighbor MSH-DSCH Scheduling Entries in the message. See Table 78.
Neighbor Node ID

The Node ID of the neighbor being reported on.

Table 78—MSH-DSCH Scheduling IE

Syntax Size Notes

MSH-DSCH_Scheduling_1E() {

Next Xmt M x 5 bits
Xmt holdoff exponent 3 bits
No. SchedEntries 8 bits

for (i=0; i< No_SchedEntries; ++i) {

Neighbor Node ID 16 bits

Neighbor Next Xmt M x 5 bits

Neighbor Xmt holdoff exponent | 3 bits

6.3.2.3.37.2 MSH-DSCH Request IE

The Requests carried in the MSH-DSCH message shall convey resource requests on per link basis. The
Requests shall include all of the parameters listed in Table 79:

Table 79—MSH-DSCH Request IE

Syntax Size Notes
MSH-DSCH_Request_IE() {
Link ID 8 bits
Demand L eve 8 bits
Demand Persistence 3 bits
reserved 1 bit Shall be set to zero.
}
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Link ID
The ID assigned by the transmitting node to the link to this neighbor that this request involves.
Demand L evel
Demand in minislots (assuming the current burst profile).
Demand Persistence
Persistency field for demands. Number of frames wherein the demand exists.
0 = cancel reservation
1=singleframe
2=2frames
3=4frames
4 = 8frames
5 =32 frames
6 = 128 frames
7 = Good until cancelled or reduced

6.3.2.3.37.3 MSH-DSCH Availabilities |IE

The Availabilities carried in the MSH-DSCH message shall be used to indicate free minislot ranges that
neighbors could issue Grants in. The Availabilities shall include al of the parameters listed in Table 80:

Table 80—MSH-DSCH Availability IE

Syntax Size Notes

MSH-DSCH_Availability 1E() {

Start Frame number 8 bits 8 LSB of Frame number.
Minidot start 8 bits
Minidot range 7 bits
Direction 2 bits
Persistence 3 bits
Channel 4 bits

Sart Frame number
Availability start:
Indicates lowest 8 bits of frame number in which the availability starts.
Minislot start
The start position of the availability within a frame (minislots as time unit, see 8.3.5.3 for
definition).
Minislot range
The number of minislots free for grants
Direction
0= Minislot rangeis unavailable.
1= Available for transmission in this minislot range.
2 = Available for reception in this minislot range.
3 = Availablefor either transmission or reception
Persistence
Persistency field for Availabilities. Number of frames over which the Availability is valid.
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0 = cancel availability
1 =single frame
2=2frames
3=4frames
4 = 8 frames
5= 32 frames
6 = 128 frames
7 = Good until cancelled or reduced
Channel
Logical channel number, which is the logical nhumber of the physical channel. A subset of the
possible physical channel numbersis mapped to logical channelsin the Network Descriptor.

6.3.2.3.37.4 MSH-DSCH Grants IE
The Grants carried in the MSH-DSCH message shall convey information about a granted minislot range

selected from the range reported as available. Grants shall be used both to grant and confirm a grant. The
Grants shall include all of the parameters listed in Table 81.:

Table 81 —MSH-DSCH Grants IE

Syntax Size Notes
MSH-DSCH_Grants IE() {
Link ID 8 bits
Sart Frame number 8 bits 8 LSB of Start Frame number.
Minislot start 8 bits
Minislot range 8 bits
Direction 1 bit
Persistence 3 bits
Channel 4 bits
}
Link ID

The ID assigned by the transmitting node to the neighbor that this grant involves.
Sart Frame number
Schedule start:
Indicates lowest 8 bits of frame number in which the schedule is granted.
Minislot start
The start position of the reservation within a frame (minisots as time unit, see 8.3.5.3 for
definition).
Minislot range
The number of minislots reserved.
Direction
0= From requester (i.e., to granter)
1=To requester (i.e., from granter)
Per sistence
Persistency field for grants. Number of frames over which the grant is alocated.
0 = cancel reservation
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1=single frame
2 =2 frames
3=4frames
4 = 8 frames
5= 32 frames
6 = 128 frames
7 = Good until cancelled or reduced
Channel
Logica channel number, which is the logical number of the physical channel. A subset of the
possible physical channel numbers is mapped to logical channels in the Network Descriptor.

6.3.2.3.38 Mesh centralized scheduling (MSH-CSCH) message

A MSH-CSCH message shall be created by a Mesh BS when using centralized scheduling. The BS shall
broadcast the MSH-CSCH message to all its neighbors, and all the nodes with hop count lower than
HRpresholg Shall forward the MSH-CSCH message to their neighbors that have a higher hop count. In all
these cases, the Grant/Request Flag = 0. HRypresholg iS @ configuration val ue that need only be known to the
Mesh BS, as it can be derived by the other nodes from the M SH-CSCF message.

Nodes can use MSH-CSCH messages to request bandwidth from the Mesh BS setting the Grant/Request
Flag = 1. Each node reports the individual traffic demand requests of each “child” node in its subtree from
the BS. The nodes in the subtree are those in the current scheduling tree to and from the Mesh BS, known to
al nodesin the network, and ordered by node ID.

The BS shall generate MSH-CSCHs in the format shown in Table 82, including al of the following
parameters:

Configuration sequence number
Indicates the configuration that shall be used to interpret this packet. It refers to the configuration
number in the M SH-CSCF packet.
Grant/Request Flag
0 = Grant (transmitted in downlink)
1 = Request (transmitted in uplink)
Configuration Flag
Indicates which centralized scheduling control message type (CSCH or CSCF) will be transmitted
next by the Mesh BS. This bit may be set to aid the nodesin computing the validity of the schedule
indicated in the current message (see 6.3.6.6.2).
Flow Scale Exponent
Determines scale of the granted bandwidth. Its value typically depends on the number of nodesin
the network, the achievable PHY bit rate, the traffic demand, and the provided service.

For the downlink, this gives the absolute values of flow granted, so the total minislot range alowed
for centralized scheduling need not be used if not needed, with the remainder set aside for distrib-
uted scheduling.

For uplink, the lowest exponent possible is used at each hop, with quantization of forwarded
reguests rounded up (e.g., avoids reducing any requeststo zero).

Num_Link_updates
Link updates are inserted by the Mesh BS if the number of link tree changes does not warrant a
MSH-CSCF broadcast. The Mesh BS shall repeat the a link update in every MSH-CSCH either
until the update becomesinvalid, or until the change is reflected in a M SH-CSCF message.
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NumFlowEntries
Number of 8-bit assignment fields followed, ordered according to appearance in MSH-CSCF. This
number shall match the number of entriesin the most recent M SH-CSCF message.

UplinkFlow
Base of the granted/requested bandwidth as bitg/s for the uplink traffic of the node in the BS's
scheduling tree. The allocation is the same as for Downlink Flow.

DownlinkFlow
Parameter used, as shown in Equation (7), to compute the granted/requested bandwidth as bits/s for
the downlink traffic of the node in the BS's scheduling tree. The flow indicates only traffic that
initiates or terminates in the node itself (i.e., forwarded traffic is not included), except for traffic
forwarded from/to nodes not part of the MSH-CSCF tree. The actua granted/requested bandwidth
shall be calculated as

Flowscale Exponent+14

BW, sfictops = UplinkFlow - 2 bits/s

Flowscale Exponent+14 . (7)
bits/s

BW, ficfromes = DownlinkFlow - 2
The assignments in the list are ordered according to the order in the MSH-CSCF message (see
6.3.2.3.39).

Frame scheduleflag
If thisflag is set, the allocation of flows shall occur over two frames, rather than one.
Sponsor Node Request
Three parameters (Sponsor Node, and Downlink Burst Profile, and Uplink Burst Profile) shall be
set to 0, except by nodes that wish to reserve an allocation for the “upper MAC initialization” as
specified in 6.3.9.14.3. A node may only set these valuesiif al its children report these values as 0.
The Mesh BS shall in response provide agrant to Node Index 0x00, which shall be reserved for this
purpose.

Table 82—MSH-CSCH message format

Syntax Size Notes

MSH-CSCH_Message Format() {

Management Message Type = 42 8 bits

Configuration sequence number 3 bits Last M SH-CSCF sequence number.

Grant / Request Flag 1 bit 0 = Grant,1 = Request.

Frame schedule Flag 1 bit

Configuration Flag 1 bit 0 = Next schedule control message is MSH-CSCH.
1 = Next schedul e control message is MSH-CSCF.

reserved 2 bits Shall be set to zero.

NumFlowEntries 8 bits

for (i=0; i< NumFlowEntries; ++i) {

UplinkFlow 4 bits
if (Grant / Request Flag == 0)
DownlinkFlow 4 bits
}
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Table 82—MSH-CSCH message format (continued)

Syntax Size Notes
Flow Scale Exponent 4 bits
Padding Nibble 4 bits

if (Grant/Request Flag = =0) {

No_link_updates 4 hits

for (i=0; i< No_link_updates; ++i) {

Node Index self 8 bits Index in MSH-CSCF list.
Node Index parent 8 bit Index in MSH-CSCF list.
Uplink Burst Profile 4 bit
Downlink Burst Profile 4 hit

}

} else{ Sponsor Node Request.
Sponsor Node 8 hits Index in node tree.
Downlink Burst Profile 4 bits
Uplink Burst Profile 4 bits

6.3.2.3.39 Mesh centralized scheduling Configuration (MSH-CSCF) message

A M SH-CSCF message shall be broadcast in Mesh mode when using centralized scheduling. The Mesh BS
shall broadcast the M SH-CSCF message to al its neighbors, and all nodes shall forward (rebroadcast) the
message according to its index number specified in the message. The BS shall generate MSH-CSCFsin the
format shown in Table 83.

Table 83—MSH-CSCF message format

Syntax Size Nodes

MSH-CSCF_Message Format() {

Management M essage Type = 43 8 bits
Configuration sequence number 4 bits
Number OfChannels 4 bits

for (i=0; i< NumberOfChannels; ++i) {

Channel index 4 bits

}
Padding Nibble Oor 4bits | Pad till byte boundary.
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Table 83—MSH-CSCF message format (continued)

Syntax Size Nodes

Number OfNodes 8 bits

for (i=0; i< NumberOfNodes; ++i) {

Nodel D 16 bits Node index for thisnodeisi.

NumOfChildren 8 bits

for (j=0; j< NumberOfChildren; ++j) {

Child Index 8 hits Index of jth child node.
Uplink Burst Profile 4 hits Burst profile from jth child node.
Downlink Burst Profile 4 bits Burst profiletojth child node.

Configuration sequence number
Number of the configuration. With each new configuration message, the number is incremented by
1
Number OfChannels
Number of channels available for centralized scheduling.
Channel Index
Thelogical index of the Physical channel, as reported in M SH-NCFG:NetworkDescriptor.
Number OfNodes
Number of nodesin scheduling tree.

Each entry of the scheduling tree shall include al of the following parameters:

Node D
Unique node identifier assigned to node.

Number OfChildren
Number of child nodes for this node. A child node is a neighbor with a hop count, which is one
higher than this nodes hop count.

ChildIndex

Number Of Children index in this table of child node.
Uplink/Downlink Burst Profile

Burst profile of link from/to child node.
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6.3.2.3.40 AAS Channel Feedback Request/Response (AAS-FBCK-REQ/RSP)

The AAS Channel Feedback Request message shall be used by a system supporting AAS. This message
serves to request channel measurement that will help in adjusting the direction of the adaptive array. See
Table 84.

Table 84—AAS Feedback Request (AAS-FBCK-REQ) message format

Syntax Size Nodes

AAS-FBCK-REQ Message Format() {

Management M essage Type =44 8 hits

Message body variable See 8.2, 8.3, or 8.4.

The AAS Channel Feedback Response message shall be sent as aresponse to the AAS-FBCK-REQ message
after the indicated measurement period has expired. See Table 85.

Table 85—AAS Feedback Response (AAS-FBCK-RSP) message format

Syntax Size Nodes

AAS-FBCK-RSP_Message Format() {

M anagement Message Type = 45 8 bits

M essage body variable See 8.2,8.3, or 84.

6.3.2.3.41 AAS Beam Select message

The AAS Beam Select message may be used by a system supporting AAS. This message may be sent by the
SS in an unsolicited manner, to inform the BS about the preferred beam for the AAS SS sending this
message. The AAS Beam Select message shall be sent on the basic CID.

Table 86—AAS_Beam_Select message format

Syntax Size Notes
AAS _Beam_Select message format() {
Management message type = 46 8 hits
AAS beam index 6 bits
reserved 2 bits Shall be set to zero.
}
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AAS beam index
This index shal correspond to the direction the AAS beam is pointing at during the
AAS DL_Scan_lE() preferred by the SS (see 8.4.4.6).

6.3.2.3.42 SS De-registration Request (DREG-REQ) message
An SS may send a DREG-REQ message to a BS in order to notify the BS of SS de-registration from Normal

Operation service from the BS. The MAC Management Message Type for this message is given in Table 14.
The format of the message is shown in Table 87.

Table 87—DREG-REQ message format

Syntax Size Notes

DREG-REQ message format() {

M anagement message type = 49 8 bits

Deregistration_Request_Code 8 bits 0x00 = SS de-registration request from BS
and network
0x01-0xFF = Reserved

TLV encoded parameters variable

An SS shall generate SS DREG-REQs including the following parameters:
De-registration_Request_Code
Request code identifying the type of de-registration request:
0x00 = SS de-registration request for de-registration from BS
0x01 — OxFF = reserved
The DREG-REQ shall include the following parameters encoded as TLV tuples:

HMAC Tuple (see 11.1.2)
The HMAC Tuple shall be the last attribute in the message.

6.3.2.3.43 H-ARQ MAP message

This subclause describes the H-ARQ MAP message, which is designed for H-ARQ enabled SS. This IE
shall only be used by a BS supporting H-ARQ, for SS supporting H-ARQ.

6.3.2.3.43.1 H-ARQ MAP message format

The H-ARQ MAP message format is presented in Table 88. This message includes Compact DL/UL-
MAP_IE and defines the access information for the downlink and uplink burst of H-ARQ enabled SS. This
message shall be sent without a generic MAC header.

BS may broadcast multiple H-ARQ MAP messages using multiple burst after the MAP message. Each H-

ARQ MAP message should have a different modulation and coding rate. If the frame contains DCD or UCD
message following the MAP message, the H-ARQ MAP should follow DCD or UCD message.
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The DL-MAP_IEs in the MAP message describe the location and coding and modulation schemes of the
bursts. The order of DLMAP_IEs in the MAP message and the bursts for H-ARQ MAP messages is
determined by the coding and modulation scheme of the burst. The burst for H-ARQ MAP message with
lower rate coding and modulation should be placed before other bursts for H-ARQ MAP message.

The presence of the H-ARQ MAP message format is indicated by the contents of the three most significant
bits of the first data byte of aburst. These bytes overlay the HT and EC bits of a generic MAC header. When
these bits are both set to 1 (an invalid combination for a standard header) and followed by 1 bits of 1, the
Compact DL-MAP format is present.

Table 88—H-ARQ MAP message format

Syntax Size Notes

H-ARQ_MAP message format() {

H-ARQ MAP Indicator = 111 3 bits Set to Ob111.

H-ARQ_UL-MAP appended 1 bit

CRC appended 1 bit

Map message length 9 bits Length of H-ARQ MAP in bytes.
DL | E count 6 bits Number of DL IE in the burst.

for (i=0; i < DL IE count; i++){

Compact DL-MAP I E() variable

}
If (Compact_UL-MAP appended ==1){

while (map data remains) {

Compact DL-MAP | E() variable
}
}
if 1(byte boundary) {
Padding nibble 4 hits
}

H-ARQ MAP Indicator
The value of 0b111 means this message isa H-ARQ MAP Message.

Compact UL-MAP appended
A value of 1 indicates a compact UL-MAP is appended to the current compact DL-MAP data
structure.

CRC appended
A vaue of one indicates a CRC-32 value is appended to the end of the H-ARQ MAP data. The
CRC is computed across all bytes of the H-ARQ MAP starting with the byte containing the H-ARQ
MAP indicator through the last byte of the map as specified by the Map message length field. The
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CRC calculation is the same as that used for standard MAC messages. A value of zero indicates
that no CRC is appended.

M AP message length
This value specifies the length of the H-ARQ M AP message beginning with the byte containing the
H-ARQ MAP indicator and ending with the last byte of the H-ARQ MAP message. The length
includes the computed 32-bit CRC value if the CRC appended indicator is on.

DL | E count
Thisfield holds the number of |E entriesin the following list of DL-MAP IEs.

Table 89 and Table 90 represent the types of compact DL/UL MAP IE.

Table 89—Compact_DL-MAP IE types

Compact DL-MAP Type Description
0 Norma subchannel
1 Band AMC
2 Safety
3 DIUC
4 Format_Configuration_IE
5 H-ARQ ACK_BITMAP _IE
6 reserved
7 Extension

Table 90—Compact_UL-MAP IE types

Compact UL-MAP Type Description

Normal subchannel

Band AMC

Safety
uiuc

H-ARQ_Region_|IE

CQI_Region_IE

reserved

N o o~ W ||| O

Extension
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6.3.2.3.43.2 Format Configuration
Table 91 represents the format of Format_Configuration_|E that configures CID type, safety pattern,

maximum logical bands, and frame structure. The format should be set to default value at the start of each
frame.

Table 91—Format configuration IE

Syntax Size Notes

Compact_DL-MAP_IE(){

DL-MAP Type=4 3 hits Format_Configuration_|E

New Format | ndication 1 bit 0 = Use the format configured by the latest
Format_Configuration_|E
1 = New format

if (New Format Indication == 1) {

CID Type 2 hits 00 =Normal CID

01 = RCID11 (default)
10 = RCID7

11 =RCID3

Safety Pattern 10 bits

Subchannel type for Band AMC 2 bits See Band AMC specification (8.4.6.3).
00 = Default type (default)

01 = 1x6 type

10 = 2x3 type

11 = 3x2 type

Max L ogical Bands 2 hits 0 =3 bands,

1 =6 bands,

2 =12 bands (default)
3 =24 bands

No. Symbolsfor Broadcast 4 bits No. Symbol, (default = 0)

No. Symbolsfor DL Band AMC 4 hits No. Symbol, (default = 0)

No. Symbolsfor UL Band AMC 4 bits No. Symbol, (default = 0)

New Format Indication
If this value set to 0, the format should be configured by the latest Format Configuration_IE in the
previous frames. Otherwise, all parameters in Format Configuration |E should be configured. The
configured parameters are valid for the following Compact_ DL/UL_MAP_IE. At the start of each
frame all parameters are set to default values.

CID Type
This value specifies CID type used in the Compact_DL/UL_MAP_IE.

Safety Pattern
If this value is less than 16, the number of safety binsis 12 and the indices of allocated bins for
safety are 16m+x, where X is the value of Safety Pattern and m =0 ... 11. If this value is not less
than 16, the number of safety binsis 24 and the indices of allocated bins for safety are 16m+x’ and
16m+ (X' +8), wherex' = x—16 and m=0...11.
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Subchannel Type for Band AMC

This value specifies the subchannel type for Band AMC subchannel. See related PHY
specification.

No. Symbolsfor Broadcast

This specifies the number of symbols alocated for Broadcast subchannel.

No. Symbolsfor DL Band AMC

This specifies the number of symbols allocated for DL Band AMC subchannel. The other DL
symbols excluding the symbols for Broadcast and DL Band are allocated for the DL Normal
subchannel.

No. Symbolsfor UL Band AMC

This specifies the number of symbols allocated for UL Band AMC subchannel. The other UL
symbols excluding the symbolsfor UL Band are allocated for the UL Normal subchannel.

Max Logical Bands

This value specifies the maximum number of logical bands for Band AMC. The size of 3 fields
(No. Selected Bands, Band BITMAP and Band Index) in the DL/UL-MAP_IE for Bands AMC
depends on thisvalue. Table 92 represents the fields in the DL/UL-MAP_IE and specific values.

Table 92—Field length for Band AMC MAP_IE

L ogical Bands 24Bands | 12Bands | 6Bands 3 Bands
Max Logical Bands 11 10 01 00
Nb-Band (# of bitsfor No. Selected Bands) | 4 bits 4 bits 4 bits 0 bits
Nb-BITMAP (# of bitsfor Band BITMAP) | 24 bits 12 hits 8 bits 4 bits
Nb-Index (# of bitsfor Band Index) 8 bits 4 bits 4 bits 0 bits

6.3.2.3.43.3 Reduced CID

Figure 93 presents the format of reduced CID. BS may use reduced CID instead of basic CID or multicast
CID to reduce the size of HARQ MAP message. The type of reduced CID is determined by BS considering
the range of basic CIDs of SS connected with the BS and specified by the RCID_Type field of the Format
Configuration |E.

The reduced CID is composed of 1 bit of prefix and n-bits of LSB of CID of SS. The prefix is set to 1 for the
broadcast CID or multicast CID and set to O for basic CID. The reduced CID cannot be used instead of
transport CID, primary management CID, or secondary management CID.

Figure 22 shows the decoding of reduced CID when the RCID_Typeis set to 3.
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Prefix = 0, Basic CID

RDC11 m‘1‘0‘1|1‘0‘0‘1‘1’1|1‘0‘

“ A

E \\\\\\ \\\

1 A .

| \\\\ \\

1 “ AN
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Prefix = 1, Multicast or Broadcast CID

RDC11 3‘1‘0‘1|1‘0‘0’1‘1’1|1‘0‘

A N

: RN N
RN N
I Y N
1 AN N
1 A Y N
“ N
! “ N
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Figure 22—Reduced CID Decoding

Table 93—RCID_IE format

Syntax Size Notes
RCID_IE () {
if (RCID_Type==0) { RCID_Typeis specified in
Format_Configuration |IE
CID 16 bits Normal CID
} else{
Prefix 1 bit For multicast, AAS, Padding and broadcast
burst temporary disable RCID
if (Prefix == 1){
RCID 11 11 bits 11 LSB of Multicast, AAS or Broadcast CID
} elsef
if (RCID_Type==1) {
RCID 11 11 bits 11 LSB of Basic CID
} elseif (RCID_Type==2){
RCID 7 7 bits 7 LSB of Basic CID
} elseif (RCID_Type==3){
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Table 93—RCID_IE format (continued)

Syntax Size Notes
RCID 3 3 bits 3LSB of Basic CID
}
}
}
}
CID
Normal 16 bits CID.

Prefix

A value of 1 indicates that 11 bits RCID for broadcast and multicast follows the prefix. Otherwise,
the n-bits RCID for basic CID follows the prefix. The value of n is determined by the RCID_Type
field in Format_Configuration_IE.

RCIDn
n-bits LSB of CID.

6.3.2.3.43.4 H-ARQ control IE

The format of H-ARQ_Control_| E, which includes encoding/decoding information for H-ARQ enabled DL/
UL bursts, is presented in Table 94. This|E shall be located in the compact DL/UL MAP_IE.

Table 94—H-ARQ_Control IE format

Syntax Size Notes
H-ARQ_Control_IE ()
Prefix 1 bit 0 = Temporary disable H-ARQ
1 =enable H-ARQ
if (Prefix ==1) {
Al_SN 1 bit H-ARQ ID Seq. No
SPID 2 bits Subpacket ID
ACID 4 hits H-ARQCH ID
}else{
reserved 3 bits Shall be set to zero
}
}
Prefix

Indicates whether H-ARQ is enabled or not.

Copyright © 2004 IEEE. All rights reserved. 107

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

143



IEEE Std 802.16-2004 IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS—PART 16:

Al_SN
Defines ARQ ldentifier Sequence Number. This is toggled between “0” and “1” on successfully
transmitting each encoder packet with the same ARQ channel.

SPID
Defines SubPacket ID, which is used to identify the four subpackets generated from an encoder
packet.

ACID
Defines H-ARQ Channel 1D, which is used to identify H-ARQ channels. Each connection can have
multiple HARQ channels, each of which may have an encoder packet transaction pending.

6.3.2.3.43.5 CQICH Control IE

The format of CQICH Control IE is presented in Table 95.

Table 95—H-ARQ_Control IE format

Syntax Size Notes

CQICH_Control_IE () {

CQICH indicator 1 bit If theindicator is set to 1, the
CQICH_Control |E follows.

if (CQICH indicator == 1) {

Allocation I ndex 6 bits Index to the channel in aframe the CQI
report should be transmitted by the SS.

Period (p) 2 bits A CQI feedback is transmitted on the CQI
channelsindexed by the (CQI Channel
Index) by the SSin every 2P frames.

Frame offset 3 bits The M SS starts reporting at the frame of
which the number has the same 3 LSB asthe
specified frame offset. If the current frameis
specified, the M SS should start reporting in
8 frames

Duration (d) 4 bits A CQI feedback is transmitted on the CQI
channelsindexed by the (CQI Channel
Index) by the SSfor 204D frames. If dis
0b0000, the CQICH isde-dlocated. If dis
Ob1111, the M SS should report until the BS
command for the MSS to stop.

}else{

reserved 3 hits Shall be set to zero

Allocation Index

Indicates its position from the start of the CQICH region.
Period

Informs the SS of the period of CQI reports.
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Frame offset
Informs the SS of when to start. The SS starts reporting at the frame of which the number has the
same 3 LSB as the specified frame offset. If the current frame is specified, the SS should start
reporting in 8 frames.

Duration
Indicates when the SS should stop reporting unless the CQICH allocation is refreshed beforehand.
If duration d == 0b0000, the BS is intended to de-all ocate the CQICH. If d == 0b1111, the CQICH
is allocated indefinitely and the SS should report until the BS commands the SSto stop, which hap-
pens it receives another MAP_IE with d =0b0000.

6.3.2.3.43.6 Compact DL-MAP IE
6.3.2.3.43.6.1Compact DL-MAP IE for normal subchannel

The format of Compact DL-MAP IE for normal subchannel is presented in Table 96.

Table 96—H-ARQ Compact_DL-MAP IE format for normal subchannel

Syntax Size Notes

Compact_DL-MAP_IE () {

DL-MAP Type=0 3 bits

UL-MAP append 1 bit

RCID_IE variable

Ngp code 4 bits Code of encoder packet bits (see 8.4.9.2.3.5)
Ngcy code 4 bits Code of allocated subchannels (see 8.4.9.2.3.5)
H-ARQ_Control_IE variable

CQICH_Control_IE variable

if (UL-MAP append) {

Ngp code for UL 4 bits
NgcH codefor UL 4 bits
H-ARQ_Control_IE for UL variable

}

}
DL-MAP Type
This value specifies the type of the compact DL-MAP IE. A value of O indicates the Normal
Subchannel.

UL-MAP append
A value of 1 indicates the uplink access information is appended to the end of the DL-MAP IE.
RCID_IE
Represent the assignment of the |E.
NEP code, Ny code
The combination of Ngp code and Ng- code indicates the number of alocated subchannels and
scheme of coding and modulation for the DL burst.
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Ngp code for UL, Ng- code for UL
The combination of Ngp code and Ng- code indicates the number of allocated subchannels and
scheme of coding and modulation for the UL burst.

6.3.2.3.43.6.2Compact DL-MAP IE for Band AMC Subchannel

The format of Compact DL-MAP |E for Band AMC Subchannel is presented in Table 97.

Table 97—H-ARQ Compact_DL-MAP IE format for band AMC

Syntax Size Notes

Compact_DL-MAP._IE () {

DL-MAP Type=1 3 bits
reserved 1 bit Shall be set to zero
RCID_IE variable
Ngp code 4 hits Code of encoder packet bits (see 8.4.9.2.3.5)
Ngcn code 4 bits Code of allocated subchannels (see 8.4.9.2.3.5)
Nband Nb-Band bits Number of bands, 0 = use BITMAP instead
if (Nband == 0) {
Band BITMAP Nb-BITMAPbits | n-thLSB is1if n-th band is selected
} else{

for (i=0;i< Nband; i++)

Band Index Nb-Index bits Band selection.
}
Allocation Mode 2 bits Indicates the subchannel allocation mode.
00 = same number of subchannels for the
selected bands
01 = different number of subchannelsfor the
selected bands
10 = tota number of subchannels for the
selected bands determined by Ng- code
and Ngp code
11 = reserved
reserved 2 hits Shall be set to zero
if (Allocation Mode == 00){
No. Subchannels 8 bits
} eseif (Allocation Mode == 01){
for (i=0;i< band count; i++) If Nband is 0, band count is the number of “1”
in Band BITMAP. Otherwise band count is
Nband.
No. Subchannels 8 hits
}
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Table 97—H-ARQ Compact_DL-MAP IE format for band AMC (continued)

Syntax Size Notes
H-ARQ_Control_IE variable
CQICH_Control_IE variable
}

DL-MAP Type
This value specifies the type of the compact DL-MAP IE. A value of 1 indicates the Band AMC
Subchannel.

RCID_IE
Represents the assignment of the |E.

NEp code, Ng~p code
The combination of Ngp code and Ng-p code indicates the number of alocated subchannels and
scheme of coding and modulation for the DL burst.

Nband
Indicates the number of bands selected for the burst. If this value is set to O, the Band BITMAP is
used to indicate the number and the position of selected bands instead. The number of the
maximum logical bands determines the length of thisfield.

Band BITMAP
ThisBITMAP isvalid when Nband is 0. The n-th LSB of the Band BITMAP is set to 1 when the
n-th logical band is selected for the burst. If the number of the maximum logical bandsis 12 then
the length of the Band BITMAP is 12 bits. The band count is set to the number of “1”sin the Band
BITMAP. The number of the maximum logical bands determines the length of this field.

Band I ndex
Thisvalue indexes the selected band offset and is valid when Nband is larger than 0. The number of
the maximum logical bands determines the length of thisfield.

Allocation M ode
This value indicates the subchannel allocation mode in the selected bands. The value is set to
binary 00 when the same numbers of subchannels are allocated in the selected bands by the “No.
Subchannels’ field. The value is set to 01 when different numbers of subchannels are alocated in
each selected bands by the following fields “No. Subchannels.” The value is set to 10 when the
total number of subchannels allocated in the selected bands is defined by Ng-~ code and Ngp code.
The subchannels fill from the bands with lowest index. The alocation mode variant is shown in
Figure 23.

No. Subchannels
This value indicates the number of subchannels allocated for this burst.
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Na. Sub ] No. Subct

Allocation Mode = 00 Allbcation Mode = 01 Allbcation Mode = 10
Mep and Nsch determines the wtal number
of subchannels (a+ bt o+ d)

I:l Available regions in the selected band

Occupied region by others

Allocated region

Figure 23—Subchannel allocation modes of Compact DL-MAP_IE for Band AMC

6.3.2.3.43.6.3Compact DL-MAP IE for safety subchannel

The format of Compact DL-MAP |E for safety subchannel is presented in Table 98.

Table 98—H-ARQ Compact_DL-MAP IE format for safety

Syntax Size Notes
Compact_DL-MAP_IE () {

DL-MAP Type =2 3 hits
UL-MAP append 1 bit
RCID_IE variable
NEgp code 4 bits Code of encoder packet bits (see 8.4.9.2.3.5)
Ngcp code 4 bits Code of allocated subchannels (see 8.4.9.2.3.5)
BIN offset 8 bits
H-ARQ_Control_IE variable
CQICH_Control_IE variable
if (UL-MAP append) {

Ngp code for UL 4 bits Code of encoder packet bits (see 8.4.9.2.3.5)
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Table 98—H-ARQ Compact_DL-MAP IE format for safety (continued)

Syntax Size Notes
Ngc code for UL 4 bits Code of allocated subchannels (see 8.4.9.2.3.5)
BIN offset for UL 8 bits
H-ARQ_Control_IE for UL variable
}
}
DL-MAP Type
This value specifies the type of the compact DL-MAP IE. A value of 2 indicates the Safety
Subchannel.
RCID_IE

Represent the assignment of the |E.
NEgp code, Ngo code
The combination of Ngp code and Ng- code indicates the number of allocated subchannels and
scheme of coding and modulation for the DL burst.
BIN Offset
The offset of the BIN alocated for thisDL burst. See appropriate specification.
Ngp code for UL, Ngopy code for UL
The combination of Ngp code and Ngy code indicates the number of alocated subchannels and
scheme of coding and modulation for the UL burst.
BIN Offset for UL
The offset of the BIN allocated for this UL burst. See appropriate specification.

6.3.2.3.43.6.4Compact DL-MAP IE for DIUC subchannel

The format of Compact DL-MAP |E for DIUC subchannel is presented in Table 99.

Table 99—H-ARQ Compact_DL-MAP IE format for DIUC subchannel

Syntax Size Notes

Compact_DL-MAP_IE () {

DL-MAP Type=3 3 bits

reserved 1 bit Shall be set to zero

DiuC 4 hits

RCID_IE variable

No. Subchannels 8 bits The number of subchannels allocated by the |IE
}

DL-MAP Type
This value specifies the type of the compact DL-MAP IE. A value of 3 indicatesthe DIUC type.
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DIuC
This value indicates the usage of this burst.
RCID_IE
Represent the assignment of the |E.
No. Subchannels
This value indicates the number of subchannels allocated by the | E.

6.3.2.3.43.6.5Compact DL-MAP IE for H-ARQ ACK BITMAP

The H-ARQ_ACK_Bitmap information for the H-ARQ enabled UL bursts is delivered through the
Compact_DL-MAP_IE as shown in Table 100. The hit position in the bitmap is determined by the order of
the H-ARQ enabled UL bursts in the UL-MAP. The frame offset between the UL burst and the H-ARQ-
ACK-BITMAP s specified by “H-ARQ_ACK_Delay for UL Burst” field in the DCD message.

For example, when an SS transmits a H-ARQ enabled burst at i-th frame and the burst is j-th H-ARQ

enabled burst in the MAP, the SS should receive H-ARQ ACK at j-th bit of the BITMAP, which is sent by
the BS at i+(frame offset)-th frame.

Table 100—H-ARQ Compact_DL-MAP IE format for H-ARQ BITMAP

Syntax Size Notes
Compact_DL-MAP_IE () {
DL-MAP Type=5 3 bits
reserved 1 bit Shall be set to zero
BITMAP Length 4 bits Length in bytes
BITMAP variable
}
DL-MAP Type
Defines the type of Compact DL-MAP. If the type valueis 5, the Compact DL-MAPisfor H-ARQ-
ACK-BITMAP
BITMAP Length
Specifies the length of the following BITMAPfield.
BITMAP
Includes H-ARQ ACK information for H-ARQ enabled UL bursts. The size of BITMAP should be
equal or larger than the number of H-ARQ enabled UL-bursts.
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6.3.2.3.43.6.6Compact DL-MAP IE for extension

The format of Compact DL-MAP |E for extension is presented in Table 101.

Table 101—H-ARQ Compact_DL-MAP IE format for extension

Syntax Size Notes

Compact_DL-MAP_IE () {

DL-MAP Type=7 3 bits

DL-MAP subtype 5 bits Extension subtype

Length 4 bits Length of the IE in bytes

Payload variable Subtype dependent payload
}

DL-MAP Type

This value specifies the type of the compact DL-MAP IE. A value of 7 indicates the extension type.
DL-MAP Subtype
This value specifies the subtype of the compact DL-MAP |E.
Length
This indicates the length of this IE in bytes. If an SS cannot recognize the DL-MAP Subtype, it
skipsthe |E.
Payload
The payload depends on the value of DL-MAP Subtype. The length of payload is Length — 1 bytes.

6.3.2.3.43.7 UL-MAP_IE
6.3.2.3.43.7.1Compact UL-MAP IE for normal subchannel

The format of Compact UL-MAP |E for normal subchannel is presented in Table 102.

Table 102—H-ARQ Compact_UL-MAP IE format for normal subchannel

Syntax Size Notes

Compact_UL-MAP_IE () {
UL-MAP Type=0 3 bits
reserved 1 bit Shall be set to zero
RCID_IE variable
Ngp code 4 hits Code of encoder packet hits (see 8.4.9.2.3.5)
Ngcy code 4 bits Code of allocated subchannels (see 8.4.9.2.3.5)
H-ARQ_Control_IE variable

}
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UL-MAP Type
This value specifies the type of the compact UL-MAP IE. A value of 0 indicates the Normal
Subchannel.

RCID_IE
Represent the assignment of the |E.

Ngp code, Ngcy code
The combination of Ngp code and Ng~ code indicates the number of allocated subchannels and
scheme of coding and modulation for the UL burst.

6.3.2.3.43.7.2Compact UL-MAP IE for Band AMC Subchannel

The format of Compact UL-MAP |E for Band AMC Subchannel is presented in Table 103.

Table 103—H-ARQ Compact_UL-MAP IE format for band AMC

Syntax Size Notes
Compact_UL-MAP_IE () {

UL-MAP Type =band 3 bits

reserved 1 bit Shall be set to zero

RCID_IE variable

Ngp code 4 bits Code of encoder packet hits (see 8.4.9.2.3.5)

NgcH code 4 bits Code of allocated subchannels (see 8.4.9.2.3.5)

Nband Nb-Band bits Indicates the number of selected bands.
0 = BITMAP indicates the number and offset
of selected bands

if (Nband ==0) {

Band BITMAP Nb-BITMAPbits | n-thLSB is1if n-th band is selected
}ese{

for (i=0;i< Nband; i++)

Band | ndex Nb-Index bits Band selection.
}
Allocation M ode 2 hits Indicates the subchannel allocation mode.
00 = same number of subchannels for the
selected bands
01 = different number of subchannels for the
selected bands
10 = total number of subchannels for the
selected bands determined by Ng~ code
11 = reserved
reserved 2 bits Shall be set to zero
if (Allocation Mode == 00){
No. Subchannds 8 hits
} eseif (Allocation Mode == 1){
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Table 103—H-ARQ Compact_UL-MAP IE format for band AMC (continued)

Syntax Size Notes
for (i=0;i< band count; i++) If Nband is 0, band count is the number of “1”
in Band BITMAP. Otherwise band count is
Nband.
No. Subchannels 8 bits
}
H-ARQ_Control_IE variable
}

UL-MAP Type
This value specifies the type of the compact UL-MAP |E. A value of 1 indicates the Band AMC
Subchannel.

RCID_IE
Represent the assignment of the |E.

Ngp code, Ngop code
The combination of Ngp code and Ng-p code indicates the number of allocated subchannels and
scheme of coding and modulation for the UL burst.

Nband
Indicates the number of bands selected for the burst. If this value is set to 0, the Band BITMAP is
used to indicate the number and the position of selected bands instead. The number of the
maximum logical bands determines the length of thisfield.

Band BITMAP
ThisBITMAP isvalid when Nband is 0. The n-th LSB of the Band BITMAP is set to 1 when the n-
th logical band is selected for the burst. 1f the number of the maximum logical bandsis 12, then the
length of the Band BITMAP is 12 bits. The band count is set to the number of “1”sin the Band
BITMAP. The number of the maximum logical bands determines the length of this field.

Band I ndex
Thisvalue indexes the selected band offset and isvalid when Nband is larger than 0. The number of
the maximum logical bands determines the length of thisfield.

Allocation M ode
This value indicates the subchannel allocation maode in the selected bands. The vaue is set to
binary 00 when the same numbers of subchannels are allocated in the selected bands by the
following field “No. Subchannels.” The value is set to 01 when different numbers of subchannels
are dlocated in each selected bands by the following fields “No. Subchannels.” The value is set to
10 when the total number of subchannels allocated in the selected bands is defined by Ng~ code
and Ngp code. The subchannels fill from the bands with lowest index. The allocation mode variant
is shown in Figure 23.

No. Subchannels
This value indicates the number of subchannels allocated for this burst.
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6.3.2.3.43.7.3Compact UL-MAP IE for safety subchannel

The format of Compact UL-MAP | E for safety subchannel is presented in Table 98.

Table 104—H-ARQ Compact_UL-MAP IE format for safety

Syntax Size Notes
Compact_UL-MAP_IE () {
UL-MAP Type =2 3 bits
reserved 1 bit Shall be set to zero
RCID_IE variable
NEgp code 4 bits Code of encoder packet bits (see 8.4.9.2.3.5)
NgcH code 4 bits Code of allocated subchannels (see 8.4.9.2.3.5)
BIN offset 8 hits
H-ARQ_Control_IE variable
}
UL-MAP Type
This value specifies the type of the compact UL-MAP IE. A vaue of 2 indicates the Safety
Subchannel.
RCID_IE

Represents the assignment of the |E.
NEgp code, Ng~p code
The combination of Ngp code and Ng- code indicates the number of allocated subchannels and
scheme of coding and modulation for the UL burst.
BIN Offset
The offset of the BIN allocated for this UL burst.

6.3.2.3.43.7.4Compact UL-MAP IE for UIUC subchannel

The format of Compact UL-MAP |E for UIUC subchannel is presented in Table 105.

Table 105—H-ARQ Compact_UL-MAP IE format for UIUC subchannel

Syntax Size Notes

Compact_UL-MAP_IE () {

UL-MAP Type=4 3 bits
reserved 1 bit Shall be set to zero
uluc 4 bits
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Table 105—H-ARQ Compact_UL-MAP IE format for UIUC subchannel (continued)

Syntax Size Notes
RCID_IE variable
No. Subchannels 8 bits The number of subchannels allocated by the |IE
}
UL-MAP Type
This value specifies the type of the compact UL-MAP IE. A value of 3 indicatesthe UIUC type.
ulucC
This value indicates the usage of this burst.
RCID_IE

Represents the assignment of the |E.
No. Subchannels
This value indicates the number of subchannels allocated by the | E.

6.3.2.3.43.7.5Compact UL-MAP IE for H-ARQ Region allocation

The H-ARQ ACK region information is delivered through the Compact UL-MAP_IE as shown in
Table 106. SS sends ACK information for H-ARQ enabled DL bursts in the H-ARQ region specified by the
IE.

The subchannels in the H-ARQ region are divided into two half-subchannels. The first half-subchannel is
composed of first, third, and fifth tiles, and the second half-subchannel is composed of second, fourth, and
sixth tiles. In the H-ARQ Region, the 2n-th half-subchannd is the first half-subchannel and the (2n+1)-th
half-subchannel is the second half-subchannel of the n-th subchannel.

The H-ARQ enabled SS that receives H-ARQ DL burst at i-th frame should transmit ACK signal through
the half-subchannel in the H-ARQ region at (i+]j)-th frame. The frame offset “j” is defined by the “H-ARQ
ACK Delay for DL Burst” field in the UCD message. The half-subchannel offset in the H-ARQ Region is
determined by the order of H-ARQ enabled DL burst in the H-ARQ MAP. For example, when an SS
receives a H-ARQ enabled burst at i-th frame and the burst is n-th H-ARQ enabled burst in the H-ARQ
MAP, the SS should transmit H-ARQ ACK at n-th half-subchannel in H-ARQ Region that is alocated by
the BS at the (i+))-th frame.

Table 106—H-ARQ Compact_UL-MAP IE format for H-ARQ Region allocation

Syntax Size Notes

Compact_UL-MAP_IE () {

UL-MAP Type=4 3 bits

H-ARQ Region Change Indication 1 bit 0: no region change
1: region changed

if (H-ARQ Region Change Indication == 1) {

OFDMA Symbol offset 8 hits
Subchannel offset 8 bits
No. OFDMA Symbols 8 bits
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Table 106—H-ARQ Compact_UL-MAP IE format for H-ARQ Region allocation (continued)

Syntax Size Notes

No. Subchannels 8 bits

UL-MAP Type
Defines the type of Compact UL-MAP. If the type value is 4, the Compact UL-MAP isfor H-ARQ
Region allocation.

H-ARQ Region Change Indication
Indicates whether the region for H-ARQ ACK is changed or not.

OFDMA Symbol offset

Subchannel offset

No. OFDMA Symbols

No. Subchannels
Specify the start symbol offset, the start subchannel offset, the number of alocated symbols, and
the number of subchannels for the H-ARQ acknowledgement region respectively.

6.3.2.3.43.7.6Compact UL-MAP |E for CQICH Region allocation

The CQI region information is delivered through the Compact_UL-MAP_IE as shown in Table 107. SS
sends CQI report in CQI region.

Table 107—H-ARQ Compact_UL-MAP IE format for CQI Region allocation

Syntax Size Notes

Compact_UL-MAP_IE () {

UL-MAP Type=5 3 hits

CQI Region Change I ndication 1 bit 0: no region change
1: region changed

if (CQI Region Change Indication == 1) {

OFDMA Symbol offset 8 bits

Subchannel offset 8 bits

No. OFDMA Symbols 8 bits

No. Subchannels 8 bits

}
}

UL-MAP Type
Defines the type of Compact UL-MAP. If the type value is 5, the Compact UL-MAP is for CQI
Region allocation.

120 Copyright © 2004 IEEE. All rights reserved.

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

156



AIR INTERFACE FOR FIXED BROADBAND WIRELESS ACCESS SYSTEMS IEEE Std 802.16-2004

CQI Region Change I ndication
Indicates whether the region for CQI is changed or not.

OFDMA Symbol offset

Subchannel offset

No. OFDMA Symbols

No. Subchannels

Specify the start symbol offset, the start subchannel offset, the number of alocated symbols, and
the number of subchannels for the CQI report region respectively.

6.3.2.3.43.7.7Compact UL-MAP IE for extension

The format of Compact UL-MAP |E for extension is presented in Table 108.

Table 108—H-ARQ Compact_UL-MAP IE format for extension

Syntax Size Notes

Compact_UL-MAP_IE () {

UL-MAP Type=7 3 bits

UL-MAP subtype 5 bits Extension subtype

Length 4 bits Length of the IE in bytes

Payload variable Subtype dependent payload
}

UL-MAP Type

Specifies the type of the compact UL-MAP IE. A vaue of 7 indicates the extension type.
UL-MAP Subtype
Specifies the subtype of the compact UL-MAP IE.
Length
Indicates the length of this|E in bytes. If an SS cannot recognize the UL-MAP Subtype, it skipsthe
IE.
Payload
The payload depends on the value of UL-MAP Subtype. The length of payload is Length — 1 bytes.

6.3.3 Construction and transmission of MAC PDUs
The construction of aMAC PDU isillustrated in Figure 24.
6.3.3.1 Conventions

Data shall be transmitted in accordance with the following rules:

a) Fieds of MAC messages are transmitted in the same order as they appear in the corresponding
tables in this standard.

b) Fieldsof MAC messages and fields of TLV's, which are specified in this standard as binary numbers
(including CRC and HCS), are transmitted as a sequence of their binary digits, starting from M SB.
Bit masks (for example, in ARQ) are considered numerical fields. For signed nhumbers MSB is
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alocated for the sign. Length field in the “definite form” of ITU-T X.690 is aso considered a
numerical field.

c) Fieds specified as SDUs or SDU fragments (for example, MAC PDU payloads) are transmitted in
the same order of bytes as received from upper layers.

d) Fields specified as strings are transmitted in the order of symbolsin the string.

In cases c) and d), bits within a byte are transmitted in the order “MSB first.”

NOTE: “Fragment/SDU fits?” means:
“Does the fragment left over from the
last time, or the next SDU if no
fragment was left over, fit in the
available bandwidth?”

Yes No

Add Fragmenta-
tion subheader

Add Packing
subheader;
add SDU or

SDU fragment

Fragment SDU;
add Packing
subheader;
add fragment

No
. Add Fragmenta-

%:‘:_‘;‘g':é’ tion subheader
SDUSs? Add SDU to & SDU fragment

payload to payload L

Fragment the Add fragmented
No SDU fragment & SDU fragment
add to payload to payload
v
Prepend
other
subheaders No
Yes
Include CRC
length in header
length field
Encrypt Calculate
and append
l CRC
o Apply Generic
» MACHeader [~ Concatenate
PDU to up/down-
link burst
Figure 24—Construction of a MAC PDU
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6.3.3.2 Concatenation

Multiple MAC PDUs may be concatenated into a single transmission in either the uplink or downlink
directions. Figure 25 illustrates this concept for an uplink burst transmission. Since each MAC PDU is
identified by a unique CID, the receiving MAC entity is able to present the MAC SDU (after reassembling
the MAC SDU from one or more received MAC PDUSs) to the correct instance of the MAC SAP. MAC
Management messages, user data, and bandwidth request MAC PDUs may be concatenated into the same
transmission.

Uplink Burst #n >< Uplink Burst #n+1

User Bandwidth Management User User
PDU Request PDU PDU PDU PDU
CID = 0x2301 CID = 0x0399 CID = 0x0EF1 CID = 0x5F3E CID = 0x2555

Figure 25—MAC PDU concatenation showing example CIDs

6.3.3.3 Fragmentation

Fragmentation is the process by which aMAC SDU isdivided into one or more MAC PDUs. Thisprocessis
undertaken to allow efficient use of available bandwidth relative to the QoS requirements of a connection’s
service flow. Capabilities of fragmentation and reassembly are mandatory.

The authority to fragment traffic on a connection is defined when the connection is created by the MAC
SAP. Fragmentation may beinitiated by aBS for downlink connections and by an SS for uplink connections.

Fragments are tagged with their position in their parent SDU in accordance with Table 1009.

Table 109—Fragmentation rules

Fragment Fragmentation control (FC)
First Fragment 10
Continuing Fragment 11
Last Fragment 01
Unfragmented 00

6.3.3.3.1 Non-ARQ Connections

For non-ARQ connections, fragments are transmitted once and in sequence. The sequence number assigned
to each fragment alows the receiver to recreate the original payload and to detect the loss of any
intermediate packets. A connection may be in only one fragmentation state at any given time.

Upon loss, the receiver shall discard all MAC PDUs on the connection until a new first fragment is detected
or anon-fragmented MAC PDU is detected.
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6.3.3.3.2 ARQ-Enabled Connections

For ARQ-enabled connections, fragments are formed for each transmission by concatenating sets of ARQ
blocks with adjacent sequence numbers (see 6.3.4.2). The BSN value carried in the fragmentation subheader
isthe BSN for the first ARQ block appearing in the segment.

6.3.3.4 Packing

If packing is turned on for a connection, the MAC may pack multiple MAC SDUs into asingle MAC PDU.
Packing makes use of the connection attribute indicating whether the connection carries fixed-length or
variable-length packets. The transmitting side has full discretion whether or not to pack a group of MAC
SDUsin asingle MAC PDU. The capability of unpacking is mandatory.

The construction of PDUs varies for ARQ and non-ARQ connections with respect to packing and
fragmentation syntax. The packing and fragmentation mechanisms for both the ARQ and non-ARQ
connections are specified in 6.3.3.4.1 through 6.3.3.4.3.

6.3.3.4.1 Packing for non-ARQ connections
6.3.3.4.1.1 Packing fixed-length MAC SDUs

For connections that do not use ARQ and are indicated by the fixed-length versus variable-length SDU
indicator (11.13.15), to carry fixed-length MAC SDUSs, the packing procedure described in this subclause
may be used. For all other non-ARQ connections, the variable length packing algorithm described in
6.3.3.4.1.2 shall be used.

For packing with fixed-length blocks, the Request/Transmission Policy (11.13.12) shall be set to allow
packing and prohibit fragmentation, and the SDU size (11.13.16) shall be included in DSA-REQ message
when establishing the connection. The length field of the MAC header implicitly indicates the number of
MAC SDUs packed into asingle MAC PDU. If the MAC SDU sizeis n bytes, the receiving side can unpack
simply by knowing that the length field in the MAC header will be nxk+j, where k is the number of MAC
SDUs packed into the MAC PDU and j isthe size of the MAC header and any prepended MAC subheaders.
A MAC PDU containing a packed sequence of fixed-length MAC SDUs would be constructed asin Figure
26. Note that there is no added overhead due to packing in the fixed-length MAC SDU case, and a single
MAC SDU is simply a packed sequence of length 1.

k MAC SDUs
3T
s X Fixed-length Fixed-length Fixed-length Fixed-length
T, MAC SDU MAC SDU MAC SDU LEL L MAC SbuU
2 5 length=n length=n length=n length=n
p=g

Figure 26—Packing fixed-length MAC SDUs into a single MAC PDU

6.3.3.4.1.2 Packing variable-length MAC SDUs

When packing variable-length SDU connections, such as 802.3/Ethernet, the nxk+j relationship between the
MAC header’s length field and the higher-layer MAC SDUs no longer holds. This necessitatesindication of
where one MAC SDU ends and another begins. In the variable-length MAC SDU case, the MAC attaches a
Packing subheader to each MAC SDU. This subheader isdescribed in 6.3.2.2.3.
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A MAC PDU containing a packed sequence of variable-length MAC SDUs is constructed as shown in
Figure 27. If more than one MAC SDU is packed into the MAC PDU, the type field in the MAC header
indicates the presence of Packing subheaders (PSHs). Note that unfragmented MAC SDUs and MAC SDU
fragments may both be present in the same MAC PDU (see Figure 28).

k MAC SDUs '

Qo
s S N o ~
T .—0O + . + . + .
Sug @ | variable-length < lvariable-length Q variable-length
Sl T 1 ] Tl
I E S| o g MAC SDU @ ﬁ, MAC SDU mumE | O %, MAC SDU
Q I = = =
- o < length=a s length = b s length=c
b = = - =
'_

Figure 27—Packing variable-length MAC SDUs into a single MAC PDU

Simultaneous fragmentation and packing allows efficient use of the airlink, but requires guidelines to be
followed so it is clear which MAC SDU is currently in a state of fragmentation. To accomplish this, when a
Packing subheader is present, the fragmentation information for individual MAC SDUs or MAC SDU
fragments is contained in the corresponding Packing subheader. If no PSH is present, the fragmentation
information for individual MAC SDU fragmentsis contained in the corresponding Fragmentation subheader
(FSH). Thisis shown in Figure 28.
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Figure 28—Packing with fragmentation

Note that whileit islegal to have continuation fragments packed with other fragments, the circumstances for
creating continuation fragments would preclude this from happening.
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6.3.3.4.2 Packing for ARQ-enabled connections

The use of Packing subheaders for ARQ-enabled connections is similar to that for non-ARQ connections as
described in 6.3.3.4.1.2, except that ARQ-enabled connections shall set the Extended Type bit (see Table 6)
in the generic MAC header to 1. If packing is turned on for aconnection, the MAC may pack multiple MAC
SDUs into a single MAC PDU. The transmitting side has full discretion whether or not to pack a group of
MAC SDUs and/or fragmentsin asingle MAC PDU.

The packing of variable-length MAC SDUs for the ARQ-enabled connectionsis similar to that of non-ARQ
connections, when fragmentation is enabled. The BSN of the Packing subheader shall be used by the ARQ
protocol to identify and retransmit lost fragments.

For ARQ-enabled connections, when the type field indicates Packing subheaders are in use, fragmentation
information for each individual MAC SDU or MAC SDU fragment is contained in the associated Packing
subheader. When the type field indicates that packing is not in use, fragmentation information for the MAC
PDU’s single payload (MAC SDU or MAC SDU fragment) is contained in the fragmentation header appear-
ing in the message. Figure 29 illustrates the use of Fragmentation subheader without packing.

Generic MAC Other Fragmentation Payload (One SDU or fragment| CRC-32
Header subheaders subheader of an SDU)

Figure 29—Example MAC PDU with extended Fragmentation subheaders

Figure 30 illustrates the structure of a MAC PDU with ARQ Packing subheaders. Each of the packed MAC
SDU or MAC SDU fragments or ARQ feedback payload requires its own Packing subheader and some of
them may be transmissions while others are retransmissions.

Generic | Grant Manage-| Packing | Payload (One SDU or Packing Payload
MAC | ment subheader| subheader | SDU fragment or aset of | .| subheader | (One SDU or SDU CRC-32
header (UL only) ARQ Feedback |Es) fragment)

Figure 30—Example MAC PDU with ARQ Packing subheader

A MAC SDU may be partitioned into multiple fragments that are then packed into the same MAC PDU for
the first transmission. MAC PDUs may have fragments from the same or different SDUSs, including a mix of
first transmissions and retransmissions. The 11-bit BSN and 2-bit FC fields uniquely identify each fragment
or non-fragmented SDU.

6.3.3.4.3 Packing ARQ Feedback IEs
An ARQ Feedback Payload (see Table 110) consists of one or more ARQ Feedback IEs (see 6.3.4.2). The

ARQ Feedback Payload may be sent on an ARQ or non-ARQ connection; however, policies based onimple-
mentation and/or QoS constraints may restrict the use of certain connections for transporting ARQ Feedback
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Payload. The ARQ Feedback Payload is treated like any other payload (SDU or fragments) from the packing
perspective, except that only one ARQ Feedback Payload shall be present within a single MAC PDU.

Table 110—ARQ Feedback Payload format

Syntax Size Notes

ARQ_Feedback Payload Format() {

do

ARQ_Feedback_|E(last) variable Insert as many as desired, until last==TRUE.
See6.3.4.2.

until (last)

The presence of an ARQ Feedback Payload in aMAC PDU isindicated by the value of the ARQ Feedback
Payload bit in the Type field (see Table 6) in the generic MAC header. When present, the first packed
payload shall be the ARQ Feedback Payload. The Packing subheader preceding the ARQ Feedback Payload
indicates the total length of the payload including the Packing subheader and all ARQ Feedback 1Eswithin
the payload. The FSN/BSN field of the Packing subheader shall be ignored for the ARQ Feedback Payload
and the FC bits shall be set to 00.

6.3.3.5 CRC calculation

A service flow may require that a CRC be added to each MAC PDU carrying data for that service flow
(11.13.12). In this case, for each MAC PDU with HT=0, a CRC (as defined in IEEE Std 802.3), shall be
appended to the payload of the MAC PDU; i.e., request MAC PDUs are unprotected. The CRC shall cover
the generic MAC header and the Payload of the MAC PDU. The CRC shdll be calculated after encryption;
i.e., the CRC protects the Generic Header and the ciphered Payload.

6.3.3.6 Encryption of MAC PDUs

When transmitting a MAC PDU on a connection that is mapped to an SA, the sender shall perform
encryption and data authentication of the MAC PDU payload as specified by that SA. When receiving a
MAC PDU on a connection mapped to an SA, the receiver shall perform decryption and data authentication
of the MAC PDU payload, as specified by that SA.

The generic MAC header shall not be encrypted. The Header contains all the Encryption information
[EC Field, encryption key sequence (EKS) Field, and CID] needed to decrypt a Payload at the receiving
station. Thisisillustrated in Figure 31.

/ L
7 7/

. CRC
Generic MAC header Pay'oad (OptionaD (Opt|0na|)

/ L
v

~
Encrypted portion of the MAC PDU

Figure 31—MAC PDU encryption
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Two bits of aMAC Header contain a key sequence number. Note that the keying material associated with an
SA hasalimited lifetime, and the BS periodically refreshes an SA’'s keying material. The BS manages a 2-bit
key sequence number independently for each SA and distributes this key sequence number along with the
SA’s keying material to the client SS. The BS increments the key sequence number with each new
generation of keying material. The MAC Header includes this sequence number to identify the specific
generation of that SA keying material being used to encrypt the attached payload. Being a 2-bit quantity, the
sequence number wraps around to 0 when it reaches 3.

Comparing a received MAC PDU’s key sequence number with what it believes to be the “current” key
sequence number, the SS or the BS can easily recognize aloss of key synchronization with its peer. An SS
shall maintain the two most recent generations of keying material for each SA. Keeping on hand the two
most recent key generations is necessary for maintaining uninterrupted service during an SA'skey transition.

Encryption of the payload is indicated by the EC bit field. A value of 1 indicates the payload is encrypted
and the EKS field contains meaningful data. A value of O indicates the payload is not encrypted. Any
unencrypted MAC PDU received on a connection mapped to an SA requiring encryption shall be discarded.

6.3.3.7 Padding

Allocated space within a data burst that is unused shal be initialized to a known state. This may be
accomplished by setting each unused byte to the stuff byte value (OXFF). If the size of the unused regionis at
least the size of aMAC header, the region may aso beinitialized by formatting the unused space asan MAC
PDU. When doing so, the MAC header CID field shall be set to the value of the Padding CID (see Table
345), the CI, EC, HT, and Type fields shall be set to zero, the length field shall be set to the number of
unused bytes (including the size of the MAC header created for the padding MAC PDU) in the data burst,
and the HCS shall be computed in the normal way.

6.3.4 ARQ mechanism
ARQ shall not be used with the PHY specification defined in 8.1.

The ARQ mechanismisa part of the MAC, which is optiona for implementation. When implemented, ARQ
may be enabled on a per-connection basis. The per-connection ARQ shall be specified and negotiated during
connection creation. A connection cannot have a mixture of ARQ and non-ARQ traffic. Similar to other
properties of the MAC protocol the scope of a specific instance of ARQ is limited to one unidirectiona
connection.

For ARQ-enabled connections, enabling of fragmentation is optional. When fragmentation is enabled, the
transmitter may partition each SDU into fragments for separate transmission based on the vaue of the
ARQ_BLOCK_SIZE parameter. When fragmentation is not enabled, the connection shall be managed as if
fragmentation was enabled. In this case, regardless of the negotiated block size, each fragment formed for
transmission shall contain al the blocks of data associated with the parent SDU.

The ARQ feedback information can be sent as a standalone MAC management message on the appropriate
basic management connection, or piggybacked on an existing connection. ARQ feedback cannot be
fragmented. The implementation of ARQ is optional.

6.3.4.1 ARQ Block Usage
A MAC SDU islogically partitioned into blocks whose length is specified by the connection TLV parameter
ARQ_BLOCK_SIZE. When the length of the SDU is not an integer multiple of the connection’s block size,

the final block of the SDU is formed using the SDU bytes remaining after the final full block has been
determined.
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Once an SDU is partitioned into a set of blocks, that partitioning remains in effect until all blocks of the
SDU are successfully delivered to the receiver, or the SDU is discarded by the transmitter state machine.

Sets of blocks selected for transmission or retransmission are encapsulated into a PDU. A PDU may contain
blocks that are transmitted for the first time as well as those being retransmitted. Fragmentation shall occur
only on ARQ block boundaries. If a PDU is not packed, al the blocks in that PDU must have contiguous
block numbers. When a PDU is packed, the sequence of blocks immediately between MAC subheaders and
the sequence of blocks after the last packing subheader must have contiguous block numbers.

If ARQ is enabled at the connection, Fragmentation and Packing subheaders contain a BSN, which is the
sequence number of the first ARQ block in the sequence of blocks following the subheader. It is a matter of
transmitter policy whether or not a set of blocks once transmitted as a single PDU should be retransmitted
aso asasingle PDU. Figure 32 illustrates the use of blocks for ARQ transmissions and retransmissions; two
options for retransmission are presented—with and without rearrangements of blocks.

SDU #1 SDU #2
Frag 0 Frag 1 Frag 0 Frag1
-t » - -
5 [ e | 7 8 [ 9 J]1wo]u 12 1314 ] 15716

Two consecutive SDUs presented to MAC for the same connection

PDU #1 Packed PDU #2
Frag 0 of SDU #1 Frag 1 of SDU Frag 0 of SDU #2
———— P P

[5] s | 6 | 7 |[8] 8| 9 10{u1fi2p12 ] 13| 14
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Figure 32—Block usage examples for ARQ with and without rearrangement
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6.3.4.2 ARQ Feedback IE format
Table 111 defines the ARQ Feedback IE used by the receiver to signal positive or negative

acknowledgments. A set of IEs of this format may be transported either as a packed payload
(“piggybacked”) within apacked MAC PDU or as a payload of a standalone MAC PDU.

Table 111—ARQ Feedback IE

Syntax Size Notes
ARQ_feedback_IE (LAST) { variable
CID 16 bits The ID of the connection being referenced
LAST 1 bit 0= More ARQ feedback IE in thelist

1= Last ARQ feedback IE in thelist

ACK Type 2 bits 0x0 = Selective ACK entry

0x1 = Cumulative ACK entry

0x2 = Cumulative with Selective ACK entry

0x3 = Cumulative ACK with Block Sequence Ack

entry

BSN 11 bits

Number of ACK Maps 2 bits If ACK Type==01, thefield isreserved and set to 00.
Otherwise the field indicates the number of ACK
maps.

0x0=1,0x1=2,0x2=3,0x3=4

if (ACK Typel= 01) {

for (i=0; i< Number of
ACK Maps + 1; ++i) {

if (ACK Type!=3){

Selective ACK Map 16 bits

}

dse{ Start of Block Sequence ACK Map definition (16 bits)
Sequence Format 1 bit Number of block sequences associated with descriptor

0: 2 block sequences 1: 3 block sequences

if (Sequence Format = 0) {

Sequence ACK Map 2 bits
Sequence 1 Length 6 bits
Sequence 2 Length 6 bits
Reserved 1 bit

}

else{
Sequence ACK Map 3 bits
Sequence 1 Length 4 bits
Sequence 2 Length 4 bits
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Table 111—ARQ Feedback IE (continued)

Syntax Size Notes

Sequence 3 Length 4 bits

} End of Block Sequence ACK Map definition

BSN
If (ACK Type == 0x0): BSN value corresponds to the most significant bit of the first 16-bit ARQ
ACK map.

If (ACK Type == 0x1): BSN value indicates that its corresponding block and all blocks with lesser
(see 6.3.4.6.1) values within the transmission window have been successfully received.

If (ACK Type == 0x2): Combines the functionality of types 0x0 and Ox1.

If (ACK Type == 0x3): Combines the functionality of type Ox1 with the ability to acknowledge
reception of ARQ blocks in terms of block sequences. A block sequence is defined as a set of ARQ
blocks with consecutive BSN values. With this option, members of block sequences are identified
and associated with the same reception statusindication.

Selective ACK Map
Each bit set to one indicates the corresponding ARQ block has been received without errors. The
bit corresponding to the BSN value in the IE, isthe most significant bit of the first map entry. The
bits for succeeding block numbers are assigned | eft-to-right (MSB to L SB) within the map entry. If
the ACK Type is 0x2, then the most significant bit of the first map entry shall be set to one and the
IE shall be interpreted as a cumulative ACK for the BSN value in the IE. The rest of the bitmap
shall be interpreted similar to ACK Type 0xO0.

Sequence ACK Map
Each bit set to one indicates the corresponding block sequence has been received without error. The
MSB of the field corresponds to the first sequence length field in the descriptor. The bits for
succeeding length fields are assigned left-to-right within the map entry.

Since the block sequence described by the first descriptor of the first map entry of the IE
corresponds to the sequence of blocks immediately after the Cumulative ACK, the ACK map bit
for this sequence shall be zero indicating this sequence has not yet been received.

Sequence Length
This value indicates the number of blocks that are members of the associated sequence.

The BSN of thefirst block of the block sequence described by the first descriptor of thefirst |IE map
entry is the value of the Cumulative ACK plus one. The BSN of the first block of each block
sequence is determined by adding the BSN of the first block of the previous block sequence to the
length of that sequence. Within a map entry, Sequence Map/Length ordering follows the rule
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specified in the definition of Sequence ACK Map. Across map entries, ordering moves from the
first map entry (i = 0) to the last map entry (i = Number of ACK Maps).

6.3.4.3 ARQ parameters

6.3.4.3.1 ARQ_BSN_MODULUS

ARQ BSN_MODULUS s equal to the number of unique BSN values, i.e., 2.

6.3.4.3.2 ARQ_WINDOW_SIZE

ARQ_WINDOW_SZE is the maximum number of unacknowledged ARQ blocks at any given time. An
ARQ block is unacknowledged if it has been transmitted but no acknowledgment has been received.

ARQ_WINDOW_SZE shall be less than or equal to half of the ARQ_BSN_MODULUS,

6.3.4.3.3 ARQ_BLOCK_LIFETIME

ARQ_BLOCK_LIFETIME isthe maximum time interval an ARQ block shall be managed by the transmitter
ARQ state machine, once initia transmission of the block has occurred. If transmission (or subsequent
retransmission) of the block is not acknowledged by the receiver before the time limit is reached, the block
is discarded.

6.3.4.3.4 ARQ_RETRY_TIMEOUT

ARQ_RETRY_TIMEOUT is the minimum time interval a transmitter shall wait before retransmission of an
unacknowledged block for retransmission. The interval begins when the ARQ block was last transmitted.

6.3.4.3.5 ARQ_SYNC_LOSS_TIMEOUT

ARQ SYNC LOSS TIMEOUT is the maximum time interval ARQ TX WINDOW START or
ARQ_RX_ WINDOW_START shall be alowed to remain at the same value before declaring a loss of
synchronization of the sender and receiver state machines when data transfer is known to be active. The
ARQ receiver and transmitter state machines manage independent timers. Each has its own criteria for
determining when data transfer is “active’ (see 6.3.4.6.2 and 6.3.4.6.3).

6.3.4.3.6 ARQ_RX_PURGE_TIMEOUT

ARQ_RX_PURGE_TIMEOUT is the time interval the receiver shall wait after successful reception of a
block that does not result in advancement of ARQ_RX WINDOW_START, before advancing
ARQ_RX_WINDOW_START (see 6.3.4.6.3).

6.3.4.3.7 ARQ_BLOCK_SIZE

ARQ_BLOCK_SZE is the length used for partitioning an SDU into a sequence of ARQ blocks prior to
transmission (see 6.3.4.1)

6.3.4.4 ARQ procedures
6.3.4.4.1 ARQ state machine variables

All ARQ state machine variables are set to 0 at connection creation or by an ARQ reset operation.
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6.3.4.4.1.1 Transmitter variables
ARQ_TX_WINDOW_START: All BSN up to (ARQ_TX_WINDOW_START - 1) have been acknowledged.

ARQ _TX NEXT BSN: BSN of the next block to send. This value shal reside in the interval
ARQ_TX_WINDOW_START to (ARQ_TX_WINDOW_START + ARQ_WINDOW_SZE), inclusive.

6.3.4.4.1.2 Receiver variables

ARQ_RX WINDOW_START: All BSN up to (ARQ_RX WINDOW_START — 1) have been correctly
received.

ARQ_RX HIGHEST_BSN: BSN of the highest block received, plus one. This value shall reside in the
interval ARQ_RX_WINDOW_START to (ARQ_RX_ WINDOW_START + ARQ_WINDOW_SIZE),
inclusive.

6.3.4.5 ARQ-enabled connection setup and negotiation

Connections are set up and defined dynamically through the DSA/DSC class of messages. CRC-32 shall be
used for error detection of PDUs for all ARQ-enabled connections. All the ARQ parameters (see 6.3.4.3)
shall be set when an ARQ-enabled connection is set up. The transmitter and receiver variables (defined in
6.3.4.4.1) shall be reset on connection setup.

6.3.4.6 ARQ operation
6.3.4.6.1 Sequence number comparison

Transmitter and receiver state machine operations include comparing BSNs and taking actions based on
which is larger or smaller. In this context, it is not possible to compare the numeric sequence number values
directly to make this determination. Instead, the comparison shall be made by normalizing the values
relative to the appropriate state machine base value and the maximum value of sequence numbers,
ARQ BSN_MODULUS, and then comparing the normalized values. Normalization is accomplished by
using Equation (8).

bsn' = (bsn — BSN_base) mod ARQ_BSN_MODULUS (8)

The base values for the receiver and transmitter state machines are ARQ_TX WINDOW_START and
ARQ_RX_WINDOW_START, respectively.

6.3.4.6.2 Transmitter state machine

An ARQ block may be in one of the following four states—not-sent, outstanding, discarded, and waiting-
for-retransmission. Any ARQ block begins as not-sent. After it is sent it becomes outstanding for a period of
time termed ACK_RETRY_TIMEOUT. While a block is in outstanding state, it is either acknowledged and
discarded, or transitions to waiting-for-retransmission after ACK_RETRY_TIMEOUT or NACK. An ARQ
block can become waiting-for-retransmission before the ACK_RETRY_TIMEOUT period expires if it is
negatively acknowledged. An ARQ block may also change from waiting-for-retransmission to discarded
when an ACK message for it is received or after atimeout ARQ_BLOCK_LIFETIME.

For a given connection the transmitter shall first handle (transmit or discard) blocks in “waiting-for-
retransmission” state and only then blocks in “non-sent” state. Blocks in “outstanding” or “discarded” state
shall not be transmitted. When blocks are retransmitted, the block with the lowest BSN shall be
retransmitted first.
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The ARQ transmit block state sequence is shown in Figure 33.

Retransmit

Transmit —
Not sent Outstanding Waiting for
retransmission

ARQ_RETRY_TIMEOUT
or NACK

ACK

Discarded

Figure 33—ARQ transmit block states

MAC PDU formation continues with a connection’s “not-sent” MAC SDUs. The transmitter builds each
MAC PDU using the rules for fragmentation and packing as long as the number of blocksto be sent plusthe
number of block already transmitted and awaiting retransmission does not exceed the limit imposed by
ARQ_WINDOW_SZE. As each “not-sent” block is formed and included in a MAC PDU, it is assigned the
current value of ARQ_TX_NEXT_BSN, which is then incremented.

When an acknowledgment is received, the transmitter shall check the validity of the BSN. A valid BSN is
oneintheinterva ARQ_TX WINDOW_START to ARQ_TX NEXT_BSN —1 (inclusive). If BSN is not vaid,
the transmitter shall ignore the acknowledgment.

When a cumulative acknowledgment with a valid BSN is received, the transmitter shall consider all blocks
in the intervd ARQ_TX WINDOW _START to BSN (inclusive) as acknowledged and set
ARQ_TX_WINDOW_START to BSN + 1.

When a selective acknowledgment is received, the transmitter shall consider as acknowledged all blocks so
indicated by the entriesin the bitmap for valid BSN values. Asthe bitmap entries are processed in increasing
BSN order, ARQ_TX_WINDOW_START shall be incremented each time the BSN of an acknowledged block
is equal to the value of ARQ_TX_WINDOW_START.

When ARQ_TX_WINDOW_START has been advanced by either of the above methods and acknowledgment
of reception has aready been received for the block with the BSN value now assigned to
ARQ_TX_WINDOW_START, the value of ARQ_TX_WINDOW_START shall be incremented until an BSN
value is reached for which no acknowledgment has been received.

A bitmap entry not indicating acknowledgement shall be considered a NACK for the corresponding blocks.
When a cumulative with selective acknowledgment and a valid BSN is received, the transmitter performs
the actions described above for cumulative acknowledgment, followed by those for a selective
acknowledgment.

All timers associated with acknowledged blocks shall be cancelled.
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A Discard message shall be sent following violation of ARQ_BLOCK_LIFETIME. The message may be sent
immediately or may be delayed up to ARQ_RX_PURGE_TIMEOUT + ARQ_RETRY_TIMEOUT. Following
the first transmission, subsequent discard orders shall be sent to the receiver a intervals of
ARQ_RETRY_TIMEOUT until an acknowledgment to the discarded BSN has been received. Discard orders
for adjacent BSN values may be accumulated in a single Discard message.

The actions to be taken by the transmitter state machine when it wantsto initiate areset of the receiver ARQ
state machine are provided in Figure 34. The actions to be taken by the transmitter state machine when an
ARQ Reset message is received are also provided in Figure 34.

Transmitter Receiver
Disable ARQ Reset
transmission Type = 0x0
.
ARQ Reset Disable
Type = 0x0 reception
ARQ_
Set T22 RX_WINDOW_
START=0
Wait for
¢RQ ?855;[ Discard all
ype =0x incomplete SDUs
Deliver all
i ARQ Reset
> Timeout T22 Tyrg “oxt complete SDUs
I b
Yes Enabl N
Clear T22 nable reception
Ai} Send
TX_WINDOW_ ARQ Reset
Error: START =0 Type = 0x1

Re-initialize
MAC

b

Discard SDUs with
blocks in
Discarded state

b

Enable
transmission

End
ARQ Reset

Figure 34—ARQ Reset message dialog—transmitter initiated

End
ARQ Reset

Synchronization of the ARQ state machines is governed by a timer managed by the transmitter state
machine. Each time ARQ_TX_WINDOW_START is updated, the timer is set to zero. When the timer exceeds
the value of ARQ_SYNC_LOSS TIMEOUT, the transmitter state machine shall initiate a reset of the
connection’s state machines as described in Figure 35.
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'
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Receiver
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<
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v
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RX_WINDOW_
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Re-initialize
MAC

complete SDUs
! ]

Enable Enable reception
transmission

End
ARQ Reset

Send
ARQ Reset
Type = 0x2

\4
End
ARQ Reset

Figure 35—ARQ Reset message dialog—receiver initiated

A Discard message may be sent to the receiver when the transmitter wants to skip ARQ blocks up to the
BSN vaue specified in the Discard message. Upon receipt of the message, the receiver updates its state
information to indicate the specified blocks were received and forwards the information to the transmitter
through an ARQ Feedback |E at the appropriate time.
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6.3.4.6.3 Receiver state machine

When a PDU is received, its integrity is determined based on the CRC-32 checksum. If a PDU passes the
checksum, it is unpacked and de-fragmented, if necessary. The receiver maintains a sliding-window defined
by ARQ_RX_WINDOW_START state variable and the ARQ_WINDOW_SIZE parameter. When an ARQ
block with a number that falls in the range defined by the sliding window is received, the receiver shall
accept it. ARQ block numbers outside the sliding window shall be rejected as out of order. The receiver
should discard duplicate ARQ blocks (i.e., ARQ blocks that where already received correctly) within the
window.

Arrival of
ARQ block

A

Add BSN to list of
BSNs to be ACKed

ARQ_RX_HIGHEST_BSN
=BSN+1

Block
duplicated?

No

Reset Timer
ARQ_RX_PURGE_TIMEOUT
for this BSN

Update
ARQ_RX_WINDOW_START

! |

(Re)Set Timer Reset Timer
ARQ_RX_PURGE_TIMEOUT | | ARQ_SYNC_LOSS_TIMEOUT
for this BSN
\ |
v v
Discard Store
block block

v

Done

Figure 36—ARQ block reception

The dliding window is maintained such that the ARQ_RX_WINDOW_START variable always points to the
lowest numbered ARQ block that has not been received or has been received with errors. When an ARQ
block with a number corresponding to the ARQ_RX_WINDOW_START isreceived, the window is advanced
(i.e, ARQ_RX WINDOW_START is incremented modulo ARQ BSN _MODULUS) such that the
ARQ_RX_ WINDOW_START variable points to the next lowest numbered ARQ block that has not been
received or has been received with errors. The timer associated with ARQ_SYNC _LOSS TIMEOUT shall be
reset.

As each block is received, atimer is started for that block. When the value of the timer for a block exceeds
ARQ_RX_PURGE_TIMEOUT, the timeout condition is marked. When the timeout condition is marked,
ARQ_RX_WINDOW_START is advanced to the BSN of the next block not yet received after the marked
block. Timers for delivered blocks remain active and are monitored for timeout until the BSN values are
outside the receive window.
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When ARQ_RX_WINDOW_START is advanced, any BSN values corresponding to blocks that have not yet
been received residing in the interval between the previous and current ARQ_RX_WINDOW_START value
shall be marked as received and the receiver shal send an ARQ Feedback |E to the transmitter with the
updated information. Any blocks belonging to complete SDUs shall be delivered. Blocks from partial SDUs
shall be discarded.

When a discard message is received from the transmitter, the receiver shall discard the specified blocks,
advance ARQ_RX_WINDOW_START to the BSN of the first block not yet received after the BSN provided
in the Discard message, and mark all not received blocks in the interval from the previous to new
ARQ_RX_WINDOW_START values as received for ARQ feedback | E reporting.

For each ARQ block received, an acknowledgment shall be sent to the transmitter. Acknowledgment for
blocks outside the sliding window shall be cumulative. Acknowledgments for blocks within the sliding
window may be either for specific ARQ blocks (i.e., contain information on the acknowledged ARQ block
numbers), or cumulative (i.e., contain the highest ARQ block number below which al ARQ blocks have
been received correctly) or a combination of both (i.e., cumulative with selective). Acknowledgments shall
be sent in the order of the ARQ block numbers they acknowledge. The frequency of acknowledgment
generation is not specified here and isimplementation dependent.

A MAC SDU isready to be handed to the upper layers when all of the ARQ blocks of the MAC SDU have
been correctly received within the time-out values defined.

When ARQ_DELIVER IN_ORDERis enabled, aMAC SDU is handed to the upper layers as soon as al the
ARQ blocks of the MAC SDU have been correctly received within the defined time-out values and all
blocks with sequence numbers smaller than those of the completed message have either been discarded due
to time-out violation or delivered to the upper layers.

When ARQ_DELIVER_IN_ORDER is not enabled, MAC SDUs are handed to the upper layers as soon as all
blocks of the MAC SDU have been successfully received within the defined time-out values.

The actions to be taken by the receiver state machine when an ARQ Reset message isreceived are provided
in Figure 34. The actions to be taken by the receiver state machine when it wants to initiate a reset of the
transmitter ARQ state machine are provided in Figure 35.

Synchronization of the ARQ state machines is governed by a timer managed by the receiver state machine.
Each time ARQ_RX WINDOW_START is updated, the timer is set to zero. When the timer exceeds the value
of ARQ_SYNC_LOSS TIMEOUT the receiver state machine shall initiate a reset of the connection’s state
machines as described in Figure 35.

6.3.5 Scheduling services

Scheduling services represent the data handling mechanisms supported by the MAC scheduler for data
transport on a connection. Each connection is associated with a single data service. Each data service is
associated with a set of QoS parameters that quantify aspects of its behavior. These parameters are managed
using the DSA and DSC message dialogs. Four services (11.13.11) are supported: Unsolicited Grant Service
(UGS), Real-time Polling Service (rtPS), Non-real-time Polling Service (nrtPS), and Best Effort (BE). The
following text provides a brief description of each of the supported scheduling services, including the
mandatory QoS parameters that shall be included in the service flow definition when the scheduling service
is enabled for a service flow. A detailed description of each QoS parameter is provided in 11.13.

The UGS is designed to support rea-time data streams consisting of fixed-size data packets issued at
periodic intervals, such as TI/E1 and Voice over |P without silence suppression. The mandatory QoS service
flow parameters for this scheduling service are Maximum Sustained Traffic Rate (11.13.6), Maximum
Latency (11.13.14), Tolerated Jitter (11.13.13), and Request/Transmission Policy (11.13.12). If present, the
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Minimum Reserved Traffic Rate parameter (11.13.8) shall have the same value as the Maximum Sustained
Traffic Rate parameter.

The rtPS is designed to support real-time data streams consisting of variable-sized data packets that are
issued at periodic intervas, such as moving pictures experts group (MPEG) video. The mandatory QoS
service flow parameters for this scheduling service are Minimum Reserved Traffic Rate (11.13.8),
Maximum Sustained Traffic Rate (11.13.6), Maximum Latency (11.13.14), and Request/Transmission
Policy (11.13.12).

The nrtPS is designed to support delay-tolerant data streams consisting of variable-sized data packets for
which a minimum data rate is required, such as FTP. The mandatory QoS service flow parameters for this
scheduling service are Minimum Reserved Traffic Rate (11.13.8), Maximum Sustained Traffic Rate
(11.13.6), Traffic Priority (11.13.5), and Request/Transmission Policy (11.13.12).

The BE service is designed to support data streams for which no minimum service level is required and
therefore may be handled on a space-available basis. The mandatory QoS service flow parameters for this
scheduling service are Maximum Sustained Traffic Rate (11.13.6), Traffic Priority (11.13.5), and Request/
Transmission Policy (11.13.12).

6.3.5.1 Outbound transmission scheduling

Outbound transmission scheduling selects the data for transmission in a particular frame/bandwidth
alocation and is performed by the BS for downlink, and SSfor uplink. In addition to whatever other factors
the scheduler may deem pertinent, the following items are taken into account for each active service flow:

— The scheduling service specified for the service flow.

— Thevalues assigned to the service flow’s QoS parameters.
— Theavailability of datafor transmission.

— The capacity of the granted bandwidth.

6.3.5.2 Uplink request/grant scheduling

Uplink request/grant scheduling is performed by the BS with the intent of providing each subordinate SS
with bandwidth for uplink transmissions or opportunities to request bandwidth. By specifying a scheduling
service and its associated QoS parameters, the BS scheduler can anticipate the throughput and latency needs
of the uplink traffic and provide polls and/or grants at the appropriate times.

Table 112 summarizes the scheduling services and the poll/grant options available for each. The following
subclauses define service flow scheduling services for uplink operations.

Table 112—Scheduling services and usage rules

Scheduling PiggyBack Bandwidth Pollin
type Request stealing 9
PM bit is used to request a unicast poll for bandwidth
UGS Not allowed Not allowed needs of non-UGS connections.
rtPS Allowed Allowed Scheduling only allows unicast polling.

Scheduling may restrict a service flow to unicast
nrtPS Allowed Allowed polling via the transmission/request policy; otherwise
all forms of polling are allowed.

BE Allowed Allowed All forms of polling alowed.

Copyright © 2004 IEEE. All rights reserved. 139

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.
175



IEEE Std 802.16-2004 IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS—PART 16:

6.3.5.2.1 UGS

The UGS is designed to support real-time service flows that generate fixed-size data packets on a periodic
basis, such as T1/E1 and Voice over | P without silence suppression. The service offers fixed-size grants on a
real-time periodic basis, which eliminate the overhead and latency of SS requests and assure that grants are
available to meet the flow’s real-time needs. The BS shall provide Data Grant Burst IEs to the SS at periodic
intervals based upon the Maximum Sustained Traffic Rate of the service flow. The size of these grants shall
be sufficient to hold the fixed-length data associated with the service flow (with associated generic MAC
header and Grant management subheader) but may be larger at the discretion of the BS scheduler. In order
for this service to work correctly, the Request/Transmission Policy (see 11.13.12) setting shall be such that
the SSis prohibited from using any contention request opportunities for this connection. The key service IEs
are the Maximum Sustained Traffic, Maximum Latency, the Tolerated Jitter, and the Request/Transmission
Policy. If present, the Minimum Reserved Traffic Rate parameter shall have the same value as the Maximum
Sustained Traffic Rate parameter.

The Grant Management subheader (6.3.2.2.2) is used to pass status information from the SS to the BS
regarding the state of the UGS service flow. The most significant bit of the Grant Management field is the
Slip Indicator (SI) bit. The SS shall set this flag once it detects that this service flow has exceeded its
transmit queue depth. Once the SS detectsthat the service flow’stransmit queue is back within limits, it shall
clear the Sl flag. The flag alows the BS to provide for long term compensation for conditions, such as lost
maps or clock rate mismatches, by issuing additional grants. The poll-me (PM) bit (6.3.6.3.3) may be used to
request to be polled for a different, non-UGS connection.

The BS shall not allocate more bandwidth than the Maximum Sustained Traffic Rate parameter of the Active
QoS Parameter Set, excluding the case when the SI bit of the Grant Management field is set. In this case, the
BS may grant up to 1% additional bandwidth for clock rate mismatch compensation.

6.3.5.2.2 rtPS

The rtPS is designed to support real-time service flows that generate variable size data packets on aperiodic
basis, such as moving pictures experts group (MPEG) video. The service offers real-time, periodic, unicast
request opportunities, which meet the flow’s real-time needs and allow the SS to specify the size of the
desired grant. This service requires more request overhead than UGS, but supports variable grant sizes for
optimum data transport efficiency.

The BS shall provide periodic unicast request opportunities. In order for this service to work correctly, the
Request/Transmission Policy setting (see 11.13.12) shall be such that the SS is prohibited from using any
contention request opportunities for that connection. The BS may issue unicast request opportunities as
prescribed by this service even if prior requests are currently unfulfilled. This results in the SS using only
unicast request opportunities in order to obtain uplink transmission opportunities (the SS could still use
unsolicited Data Grant Burst Types for uplink transmission as well). All other bits of the Request/Transmis-
sion Policy areirrelevant to the fundamental operation of this scheduling service and should be set according
to network policy. The key service IEs are the Maximum Sustained Traffic Rate, the Minimum Reserved
Traffic Rate, the Maximum Latency and the Request/Transmission Policy.

6.3.5.2.3 nrtPS

The nrtPS offers unicast polls on a regular basis, which assures that the service flow receives request
opportunities even during network congestion. The BStypically pollsnrtPS CIDs on an interval on the order
of one second or less.

The BS shall provide timely unicast request opportunities. In order for this service to work correctly, the

Request/Transmission Policy setting (see 11.13.12) shall be set such that the SSis allowed to use contention
request opportunities. This resultsin the SS using contention request opportunities as well as unicast request
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opportunities and unsolicited Data Grant Burst Types. All other bits of the Request/Transmission Policy are
irrelevant to the fundamental operation of this scheduling service and should be set according to network

policy.
6.3.5.2.4 BE service

The intent of the BE service is to provide efficient service for best effort traffic. In order for this service to
work correctly, the Request/Transmission Policy setting shall be set such that the SS is alowed to use
contention request opportunities. This results in the SS using contention request opportunities as well as
unicast request opportunities and unsolicited Data Grant Burst Types. All other bits of the Request/
Transmission Policy are irrelevant to the fundamental operation of this scheduling service and should be set
according to network policy.

6.3.6 Bandwidth allocation and request mechanisms

Note that during network entry and initialization every SSis assigned up to three dedicated CIDs for the
purpose of sending and receiving control messages. These connection pairs are used to allow differentiated
levels of QoS to be applied to the different connections carrying MAC management traffic. Increasing (or
decreasing) bandwidth requirements is necessary for al services except incompressible constant bit rate
UGS connections. The needs of incompressible UGS connections do not change between connection
establishment and termination. The requirements of compressible UGS connections, such as channelized T1,
may increase or decrease depending on traffic. Demand Assigned Multiple Access (DAMA) services are
given resources on a demand assignment basis, as the need arises.

When an SS needs to ask for bandwidth on a connection with BE scheduling service, it sends a message to
the BS containing the immediate requirements of the DAMA connection. QoS for the connection was
established at connection establishment and is looked up by the BS.

There are numerous methods by which the SS can get the bandwidth request message to the BS. The
methods are listed in 6.3.6.1 through 6.3.6.6.

6.3.6.1 Requests

Requests refer to the mechanism that SSs use to indicate to the BS that they need uplink bandwidth
alocation. A Request may come as a stand-alone bandwidth request header or it may come as a PiggyBack
Request (see 6.3.2.2.2). The capability of Piggyback Request is optional.

Because the uplink burst profile can change dynamically, all requests for bandwidth shall be made in terms
of the number of bytes needed to carry the MAC header and payload, but not the PHY overhead. The
Bandwidth Request message may be transmitted during any uplink allocation, except during any initia
ranging interval.

Bandwidth Requests may be incremental or aggregate. When the BS receives an incremental Bandwidth
Request, it shall add the quantity of bandwidth requested to its current perception of the bandwidth needs of
the connection. When the BS receives an aggregate Bandwidth Request, it shall replace its perception of the
bandwidth needs of the connection with the quantity of bandwidth requested. The Type field in the
bandwidth request header indicates whether the request is incremental or aggregate. Since Piggybacked
Bandwidth Requests do not have a type field, Piggybacked Bandwidth Requests shall aways be
incremental. The self-correcting nature of the request/grant protocol requires that SSs shall periodically use
aggregate Bandwidth Requests. The period may be afunction of the QoS of a service and of the link quality.
Due to the possibility of collisions, Bandwidth Requests transmitted in broadcast or multicast Request |1Es
should be aggregate requests.
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Additional bandwidth request mechanismsinclude the focused bandwidth requests (see 6.3.6.4) and CDMA
bandwidth requests (see 6.3.6.5).

6.3.6.2 Grants

For an SS, bandwidth requests reference individua connections while each bandwidth grant is addressed to
the SS's Basic CID, not to individual CIDs. Since it is nondeterministic which request is being honored,
when the SS receives a shorter transmission opportunity than expected (scheduler decision, request message
lost, etc.), no explicit reason is given. In all cases, based on the latest information received from the BS and
the status of the request, the SS may decide to perform backoff and request again or to discard the SDU.

An SS may use Request |Es that are broadcast, directed a a multicast polling group it is a member of, or
directed at its Basic CID. In all cases, the Request IE burst profile is used, even if the BS is capable of
receiving the SS with a more efficient burst profile. To take advantage of a more efficient burst profile, the
SS should transmit in an interval defined by a Data Grant IE directed at its Basic CID. Because of this,
unicast polling of an SS would normally be done by alocating a Data Grant IE directed at its Basic CID.
Also note that, in a Data Grant | E directed at its Basic CID, the SS may make bandwidth requests for any of
its connections.

The procedure followed by SSsis shown in Figure 37.
6.3.6.3 Polling

Polling is the process by which the BS allocates to the SSs bandwidth specifically for the purpose of making
bandwidth requests. These allocations may be to individual SSs or to groups of SSs. Allocationsto groups of
connections and/or SSs actually define bandwidth request contention |Es. The allocations are not in the form
of an explicit message, but are contained as a series of 1Es within the UL-MAP.

Note that polling is done on SS basis. Bandwidth is always requested on a CID basis and bandwidth is
alocated on an SS basis.

6.3.6.3.1 Unicast

When an SS is polled individually, no explicit message is transmitted to poll the SS. Rather, the SS is
alocated, in the UL-MAR, bandwidth sufficient to respond with a Bandwidth (BW) Request. If the SS does
not need bandwidth, the allocation is padded in accordance with 6.3.3.7. SSs that have an active UGS
connection of sufficient bandwidth shall not be polled individually unless they set the PM bit in the header
of apacket on the UGS connection. This saves bandwidth over polling all SSsindividually. Note that unicast
polling would normally be done on a per-SS basis by allocating a Data Grant | E directed at its Basic CID.

142 Copyright © 2004 IEEE. All rights reserved.

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

178



AIR INTERFACE FOR FIXED BROADBAND WIRELESS ACCESS SYSTEMS IEEE Std 802.16-2004

Start

p )

Await SDU
Arrival

.

Incremental BW
request for CIDx

l

process UL-MAP
information
elements

No Grant for

Basic
CID?

Process UL-MAP
and assign
bandwidth to the
outstanding
requests

Timer

No for aggregate Unsatisfied
requests requests?
expired?

i Yes No
Build Incremental Build Aggregate
Requests Requests

' b

\ 4

y

Send data (and
requests)

NOTE—The SS local scheduler decides which connections get the granted bandwidth.

Figure 37—SS Request/Grant flow chart
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The information exchange sequence for individual polling is shown in Figure 38.
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Figure 38—Unicast polling

6.3.6.3.2 Multicast and broadcast

If insufficient bandwidth is available to individually poll many inactive SSs, some SSs may be polled in
multicast groups or a broadcast poll may be issued. Certain CIDs are reserved for multicast groups and for
broadcast messages, as described in Table 345. As with individua polling, the poll is not an explicit
message, but bandwidth allocated in the UL-MARP. The difference is that, rather than associating allocated
bandwidth with an SS's Basic CID, the allocation isto amulticast or broadcast CID. An exampleis provided
in Table 113.
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The information exchange sequence for multicast and broadcast polling is shown in Figure 39.

When the poll is directed at a multicast or broadcast CID, an SS belonging to the polled group may request
bandwidth during any request interval allocated to that CID in the UL-MAP by a Request IE. In order to
reduce the likelihood of collision with multicast and broadcast polling, only SS's needing bandwidth reply;
they shall apply the contention resolution algorithm as defined in 6.3.8 to select the slot in which to transmit
the initial bandwidth request. Zero-length bandwidth (BW) requests shall not be used in multicast or
broadcast Request Intervals.

The SS shall assume that the transmission has been unsuccessful if no grant has been received in the number
of subsequent UL-MAP messages specified by the parameter Contention-based reservation timeout (see
11.3.1). Note that, with a frame-based PHY with UL-MAPs occurring at predetermined instants, erroneous
UL-MAPs may be counted towards this number. If the rerequest is made in a multicast or broadcast
opportunity, the SS continues to run the contention resolution algorithm in 6.3.8. Note that the SS is not
restricted to issuing the rerequest in amulticast or broadcast Request Interval.

Table 113—Sample UL-MAP with multicast and broadcast IE for SC and SCa

UL-MAP IE fields
Interval description cID uluC Offset
(16 bits) (4 bits) (12 bits)
Initial Ranging 0000 2 0
Multicast group OXFFC5 Bandwidth Request OXFFC5 1 405
Multicast group OXFFDA Bandwidth Reguest OxFFDA 1 605
Broadcast Bandwidth Request OxFFFF 1 805
SS5 Uplink Grant 0x007B 4 961
SS 21 Uplink Grant 0x01C9 7 1136
* * * *
* * * *
* * * *
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Figure 39—Multicast and broadcast polling
6.3.6.3.3 PM bit

SSs with currently active UGS connections may set the PM bit [bit PM in the Grant Management subheader
(6.3.2.2.2)] in a MAC packet of the UGS connection to indicate to the BS that they need to be polled to
request bandwidth for non-UGS connections. To reduce the bandwidth requirements of individual polling,
SSs with active UGS connections need be individually polled only if the PM bit is set (or if the interval of
the UGS istoo long to satisfy the QoS of the SS's other connections). Once the BS detects this request for
polling, the process for individua polling is used to satisfy the request. The procedure by which an SS
stimulates the BSto poll it is shown in Figure 40. To minimize the risk of the BS missing the PM bit, the SS
may set the bit in all UGS MAC Grant Management subheaders in the uplink scheduling interval.
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6.3.6.4 Contention-based focused Bandwidth Requests for WirelessMAN-OFDM

The WirdessMAN-OFDM PHY supports two contention-based Bandwidth Request mechanisms. The
mandatory mechanism alows the SS to send the bandwidth request header as specified in 6.3.6.1 during a
REQ Region-Full. Alternatively, the SS may send a Focused Contention Transmission during a REQ
Region-Focused. This transmission consists of a Contention Code modulated on a Contention Channel
consisting of four carriers. The selection of the Contention Code is done with equal probability among the
eight possible codes. The selection of the Contention Channel is done with equal probability among the
time/frequency transmit opportunities applicable to the SS. Upon detection, the BS shall provide an uplink
alocation for the SSto transmit a Bandwidth Request MAC PDU and optionally additional data, but instead
of indicating a Basic CID, the broadcast CID shal be sent in combination with an OFDM
Focused_Contention_|E, which specifies the Contention Channel, Contention Code, and Transmit
Opportunity that were used by the SS. This allows an SS to determine whether it has been given an
alocation by matching these parameters with the parametersit used. See also 8.3.7.3.3.

6.3.6.5 Contention-based CDMA Bandwidth Requests for WirelessMAN-OFDMA

The WirddessMAN-OFDMA PHY supports two mandatory contention-based Bandwidth Reguest
mechanisms: the SS shall either send the bandwidth request header as specified in 6.3.6.1, or use the
CDMA-based mechanism as specified in the following paragraphs of this subclause.

As specified in 6.3.10.3, the OFDMA-based PHY specifies a Ranging Subchannel and a subset of Ranging
codes that shall be used for contention-based Bandwidth Requests. The SS, upon needing to request
bandwidth, shall select, with equal probability, a Ranging Code from the code subset allocated to Bandwidth
Reqguests. This Ranging Code shall be modulated onto the Ranging Subchannel and transmitted during the
appropriate uplink alocation.

Upon detection, the BS shall provide (an implementation dependent) uplink allocation for the SS, but
instead of indicating a Basic CID, the broadcast CID shal be sent in combination with a
CDMA_Allocation_IE, which specifies the transmit region and Ranging Code that were used by the SS.
This allows an SS to determine whether it has been given an alocation by matching these parameters with
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the parameters it used. The SS shall use the allocation to transmit a Bandwidth Request MAC PDU and/or
data The SS may only omit the Bandwidth Request PDU when the BS indicated so in the
CDMA_Allocation_IE (see Table 290).

If the BS does not issue the uplink allocation described above, or the Bandwidth Request MAC PDU does
not result in a subsequent allocation of any bandwidth, the SS shall assume that the Ranging Code
transmission resulted in a collision and follow the contention resolution as specified in 6.3.8.

6.3.6.6 Optional Mesh topology support

The WirelessHUMAN system provides optional support for Mesh topology. Unlike the PMP mode, there are
no clearly separate downlink and uplink subframes in the Mesh mode. Each station is able to create direct
communication links to a number of other stations in the network instead of communicating only with aBS.
However, in typical installations, there will still be certain nodes that provide the BS function of connecting
the Mesh network to the backhaul links. In fact, when using Mesh centralized scheduling (described below),
these BS nodes perform much of the same basic functions as do the BS in PMP mode. Thus, the key
difference is that in Mesh mode all the SSs may have a direct links with other SSs. Further, there is no need
to have direct link from an SS to the BS of the Mesh network. This connection can be provided via other
SSs. Communication in all these links shall be controlled by a centralized agorithm (either by the BS or
“decentralized” by all nodes periodically), scheduled in a distributed manner within each node's extended
neighborhood, or scheduled using a combination of these.

6.3.6.6.1 Distributed scheduling

The stations that have direct links are called neighbors and shall form a neighborhood. A node's neighbors
are considered to be “one hop” away from the node. A two-hop extended neighborhood contains,
additionally, al the neighbors of the neighborhood. In the coordinated distributed scheduling mode, al the
stations (BS and SSs) shall coordinate their transmissionsin their extended two-hop neighborhood.

The coordinated distributed scheduling mode uses some or the entire control portion of each frame to
regularly transmit its own schedule and proposed schedule changes on a PMP basis to all its neighbors.
Within a given channel @l neighbor stations receive the same schedule transmissions. All the stations in a
network shall use this same channel to transmit schedule information in a format of specific resource
requests and grants.

Coordinated distributed scheduling ensures that transmissions are scheduled in a manner that does not rely
on the operation of aBS, and that are not necessarily directed to or from the BS.

Within the constraints of the coordinated schedules (distributed or centralized), uncoordinated distributed
scheduling can be used for fast, ad-hoc setup of schedules on alink-by-link basis. Uncoordinated distributed
schedules are established by directed reguests and grants between two nodes, and shall be scheduled to
ensure that the resulting data transmissions (and the request and grant packets themselves) do not cause
collisions with the data and control traffic scheduled by the coordinated distributed nor the centralized
scheduling methods.

Both the coordinated and uncoordinated distributed scheduling employ a three-way handshake.

— MSH-DSCH: Reguest is made along with MSH-DSCH:Avalabilities, which indicate potentia slots
for replies and actual schedule.

— MSH-DSCH: Grant is sent in response indicating a subset of the suggested availabilities that fits, if
possible, the request. The neighbors of this node not involved in this schedule shall assume the
transmission takes place as granted.
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— MSH-DSCH:Grant is sent by the origina requester containing a copy of the grant from the other
party, to confirm the schedule to the other party. The neighbors of this node not involved in this
schedule shall assume the transmission takes place as granted.

The differences between coordinated and uncoordinated distributed scheduling are as follows: In the
coordinated case, the MSH-DSCH messages are scheduled in the control subframe in a collision free
manner; whereas, in the uncoordinated case, MSH-DSCH messages may collide. Nodes responding to a
Request should, in the uncoordinated case, wait a sufficient number of minislots of the indicated
Availabilities before responding with a grant, such that nodes listed earlier in the Request have an
opportunity to respond. The Grant confirmation is sent in the minislots immediately following the first
successful reception of an associated Grant packet.

6.3.6.6.2 Centralized scheduling

The schedule using centralized scheduling is determined in more of a centralized manner than in the
distributed scheduling mode.

The network connections and topology are the same as in the distributed scheduling mode described in
6.3.6.6.1, but the scheduled transmissions for the SSs shall be defined by the BS. The BS determines the
flow assignments from the resource requests from the SSs. Subsequently, the SSs determine the actual
schedule from these flow assignments by using acommon algorithm that divides the frame proportionally to
the assignments. Thus, the BS actsjust like the BS in a PMP network except that not all of the SSs have to
be directly connected to the BS, and the assignments determined by the BS extends to those SSs not directly
connected to the BS. The SS resource requests and the BS assignments are both transmitted during the
control portion of the frame.

Centralized scheduling ensures that transmissions are coordinated to ensure collision-free scheduling over
the links in the routing tree to and from the BS, typically in a more optimal manner than the distributed
scheduling method for traffic streams (or collections of traffic streams that share links), which persist over a
duration that is greater than the cycle time to relay the new resource requests and distribute the updated
schedule.

A simple example of the use of the centralized scheduling flow-mechanism in MSH-CSCH is provided in
Figure 42. The requested flows for the network are shown in Figure 41. For simplicity of notation, the data
rate is assumed to be the burst profile number.
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Figure 41—MSH-CSCF schedule example
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The link fractions shown in Figure 42 are multiplied with (2FlowScale Exponent+1dy ang with the frame
duration, then rounded up to the nearest duration of a whole number of minislots required to transmit this
fraction (including preamble).

Each node shall ensure that the duration of all resulting minislot allocations per channel does not exceed the
available minislot space (in one or two frames depending on the Frame schedule flag) by reducing all
alocations proportionaly. Each node shall then recursively round down the number of minislots of the
alocation with the smallest decimal fraction and add another minislot to the allocation with the largest
decimal fraction. Before transmitting the schedule, the Mesh BS shall ensure that this computation does not
result in nonzero allocations smaller than required to transmit a preamble and one data symbol.

@ MSH-CSCH  Uplink Downlink
Flowlist fraction from fraction to

L(Qu. 900 L (QutOustOud/fun 1t (Jur+Gastaa)/Tan
@ ( ) @ 2 Op 9 2 9wl 2: 992" ap
/ 9u1: Y1 O o) |3 O %) 3 0ulha 3 Jaal" a3

F 4 (9ua» 9aa) 4 GudTus 4: Qgaltga

()]

(9us 9ad) @ (Yuar 9aa)

Figure 42—MSH-CSCH flow usage example

The number of frames during which the CSCH schedule is valid is limited by the number of frames it takes
to aggregate and distribute the next schedule.

Each node uses the newly received schedule to compute the following:

— The time the node shall transmit this schedule (if eligible) for nodes further down the transmission
tree.

— The frame where the last node in the transmission tree will be receiving this schedule.

— Theoriginal transmission time by the Mesh BS of this schedule.

To compute this, the node uses the routing tree from the last M SH-CSCF messages as modified by the link
updates of the last MSH-CSCH message (which dictates the size of MSH-CSCH messages) and the
following steps:

Step 1) The Mesh BS transmitsfirst in anew frame.

Step 2) Then, the éigible children of the Mesh BS (i.e., nodes with a hop count equals 1), ordered
by their appearance in the routing tree, transmit.

Step 3) Then, the eligible children of the nodes from Step 2) (i.e., nodes with a hop count that
equals 2), also ordered by their appearance in the routing tree, transmit.

Step 4) The process continue until all eligible nodes in the routing tree have transmitted.
Nodes shall fragment their message if it does not fit entirely before the end of the control subframe and at
least the preamble and one data symbol fit. All nodes are eligible to transmit the grant schedule, except those

that have no children. If a node's order requires it to transmit immediately after receiving, a delay of
MinCSForwardingDelay usisinserted.

150 Copyright © 2004 IEEE. All rights reserved.

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

186



AIR INTERFACE FOR FIXED BROADBAND WIRELESS ACCESS SYSTEMS IEEE Std 802.16-2004

Each node shall also compute the timing of the uplink requests. Uplink requests start in the last frame where
anode received the previous schedule. All nodes are eligible to transmit requests, except the Mesh BS. The
request transmission order is reverse in hopcount (i.e., largest hopcount first), but retains the transmission
order aslisted in the routing tree for nodes with the same hopcount.

Thetime between the first frame in which a node sends the request schedule and the last frame where a node
receives the new grant schedule marks the validity of the previous grant schedule. This validity time
overrides the Frame schedule flag two frame usage at the end of the validity time. Note that M SH-CSCF
messages may be sent after the last request is received and before the grant schedule is transmitted by the
Mesh BS.

validity of previous schedule

- [
- ! o

Tree 0]
depth 17 (2] (1]
[312] (2] [31[4] =

| INI INI W—‘l’\lilw—‘ INI

control subframe
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Figure 43—MSH-CSCH schedule validity

6.3.7 MAC support of PHY

Severd duplexing techniques are supported by the MAC protocol. The choice of duplexing technique may
affect certain PHY parameters as well asimpact the features that can be supported.

6.3.7.1 FDD

In an FDD system, the uplink and downlink channels are located on separate frequencies and the downlink
data can be transmitted in bursts. A fixed duration frame is used for both uplink and downlink transmissions.
Thisfecilitates the use of different modulation types. It also allows simultaneous use of both full-duplex SSs
(which can transmit and receive simultaneously) and optionaly haf-duplex SSs (which cannot). If half-
duplex SSsare used, the bandwidth controller shall not alocate uplink bandwidth for a half-duplex SS at the
same time that it is expected to receive data on the downlink channel, including allowance for the
propagation delay, SS transmit/receive transition gap (SSTTG) and SS receive/transmit transition gap
(SSRTG).

Figure 44 describes the basics of the FDD mode of operation. The fact that the uplink and downlink
channels utilize a fixed duration frame simplifies the bandwidth allocation algorithms. A full-duplex SSis
capable of continuously listening to the downlink channel, while a half-duplex SS can listen to the downlink
channel only when it is not transmitting in the uplink channel.

Copyright © 2004 IEEE. All rights reserved. 151

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

187



IEEE Std 802.16-2004 IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS—PART 16:

Downlink h % h m %//////////%
Uplink %&\\\\\\\\\\\\\

l«——— frame ——»

)
.

_

time

\J

. Broadcast Half Duplex SS #1

\
Full Duplex Capable SS & Half Duplex SS #2

Figure 44—Example of Burst FDD bandwidth allocation

6.3.7.2 TDD

In the case of TDD, the uplink and downlink transmissions occur at different times and usually share the
same frequency. A TDD frame (see Figure 45) has a fixed duration and contains one downlink and one
uplink subframe. The frameis divided into an integer number of PSs, which help to partition the bandwidth
easily. The TDD framing is adaptive in that the bandwidth allocated to the downlink versus the uplink can
vary. The split between uplink and downlink is a system parameter and is controlled at higher layers within
the system.

6.3.7.3 DL-MAP
The DL-MAP message defines the usage of the downlink intervals for a burst mode PHY.
6.3.7.4 UL-MAP

The UL-MAP defines the uplink usage in terms of the offset of the burst relative to the Allocation Start Time
(units PHY-specific).

6.3.7.4.1 Uplink timing
Uplink timing is referenced from the beginning of the downlink subframe. The Allocation Start Timein the
UL-MAP is referenced from the start of the downlink subframe and may be such that the UL-MAP

references some point in the current or afuture frame (see 6.3.7.5). The SS shall always adjust its concept of
uplink timing based upon the Timing Adjustments sent in the RNG-RSP messages.
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n = (Rate” x Frame Duration)/4
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[*] for SC, SCaq, the Rate isthe Symbol Rate; for OFDM, OFDMA, the Rate is the nominal sampling frequency (Fs).

Figure 45—TDD frame structure.

6.3.7.4.2 Uplink allocations

For the SC and SCa PHY layers, the uplink bandwidth allocation map (UL-MAP) uses units of minislots.
The size of the minislot is specified as afunction of PSsand is carried in the UCD for each uplink channel.

For the OFDM and OFDMA PHY layers, the uplink bandwidth allocation map (UL-MAP) uses units of
symbols and subchannels.

6.3.7.4.3 Uplink interval definition

All of the IEs defined in 6.3.7.4.3.1 through 6.3.7.4.3.5 shall be supported by conformant SSs. Conformant
BS may use any of these | Es when creating a UL-MAP message.

6.3.7.4.3.1 Request IE

Via the Request |E, the BS specifies an uplink interval in which requests may be made for bandwidth for
uplink data transmission. The character of this |E changes depending on the type of CID used in the IE. If
broadcast or multicast, thisis an invitation for SSs to contend for requests. If unicast, thisis an invitation for
a particular SS to request bandwidth. Unicasts may be used as part of a QoS scheduling scheme that is
vendor dependent. For any uplink alocation, the SS may optionally decide to use the allocation for data or
requests (or requests piggybacked in data). PDUs transmitted in thisinterval shall use the bandwidth request
header format (see 6.3.2).

For bandwidth request contention opportunities, the BS shall alocate a grant that is an integer multiple of
the value of “Bandwidth request opportunity size,” which shall be published in each UCD transmission.
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6.3.7.4.3.2 Initial Ranging IE

Via the Initial Ranging IE, the BS specifies an interval in which new stations may join the network. An
interval, equivalent to the maximum round-trip propagation delay plus the transmission time of the RNG-
REQ message, shall be provided in some UL-MAPsto allow new stations to perform initial ranging. Packets
transmitted in thisinterval shall use the RNG-REQ MA C Management message format (see 6.3.2.3.5).

For ranging contention opportunities, the BS shall allocate a grant that is an integer multiple of the value of
“Ranging request opportunity size,” which shall be published in each UCD transmission.

6.3.7.4.3.3 Data Grant Burst Type IEs
The Data Grant Burst Type |Es provide an opportunity for an SS to transmit one or more uplink PDUSs.
These IEs are issued either in response to a request from a station, or because of an administrative policy,

such as unicast polling, providing some amount of bandwidth to a particular station.

The number of Data Grant Types available is PHY specific. Each Data Grant Burst Type description is
defined in the UCD message.

6.3.7.4.3.4 End of map IE

An end of map |IE terminates all actual allocationsin the IE list. It is used to determine the length of the last
interval.

6.3.7.4.3.5 Gap |IE
The Gap |E indicates pausesin uplink transmissions. An SS shall not transmit during a Gap |E.
6.3.7.5 Map relevance and synchronization

Timing information in the DL-MAP and UL-MAP is relative. The following time instants are used as a
reference for timing information:

— DL-MAP: The start of the first symbol (including the preamble if present) of the frame in which the
message was transmitted.

— UL-MAP: The start of the first symbol (including the preamble if present) of the frame in which the
message was transmitted plus the value of the Allocation Start Time.

Information in the DL-MAP pertains to the current frame (the frame in which the message was received).
Information carried in the UL-M AP pertainsto atimeinterval starting at the Allocation Start Time measured
from the beginning of the current frame and ending after the last specified allocation. This timing holds for
both the TDD and FDD variants of operation. The TDD variant is shown in Figure 46 and Figure 47. The
FDD variant is shown in Figure 48 and Figure 49.
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Figure 46—Maximum time relevance of DL-MAP and UL-MAP(TDD)
Frame n-1 Frame n Frame n+1 Frame n+2
DL-MAP n-1 DL-MAP n DL-MAP n+1 DL-MAP n+2
UL-MAP n-1 UL-MAP n UL-MAP n+1 UL-MAP n+2
ATDD Split / ATDD Split / ATDD Split / ATDD Split
Frame
Control
Downlink
Subframe
Uplink
e ]]]]1 ]]]]1 ]]]]1 ]]]]1
Figure 47—Minimum time relevance of DL-MAP and UL-MAP (TDD)
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Figure 48—Maximum time relevance of DL-MAP and UL-MAP (FDD)
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Figure 49—Minimum time relevance of DL-MAP and UL-MAP (FDD)

6.3.7.5.1 WirelessMAN-SC PHY
Allocation Start Time shall be subject to the following limitations: For FDD, the minimum Allocation Start
Time value shall be the round trip delay + Tpyoc, and the maximum Allocation Start Time valueis T (i.e, the

beginning of the next frame). For TDD, the Allocation Start Time value shall be either the ATDD split or the
ATDD split + T¢. The alocation shall be within asingle frame.

6.3.7.5.2 WirelessMAN-SCa PHY

Thefirst burst appearing in the downlink portion of aframe shall be the frame control header. The FCH shall
contain one DL-MAP message, one UL-MAP message for each associated uplink channel, and optionaly, a
DCD message and a UCD message for each associated uplink channel. The order of appearance of the
messages in an FCH burst shall be DL-MAP, UL-MAP, DCD, and UCD.

The first burst description appearing in a DL-MAP shall specify the start of the burst immediately following
the FCH.

Each UL-MAP shall describe the content of the uplink portion of a single frame.
Allocation Start Time shall be subject to the following limitations:

— Minimum vaue: Allocation Start Time > T¢
— Maximum vaue: Allocation Start Time < 2 x T¢

6.3.7.5.3 WirelessMAN-OFDM PHY
Allocation Start Time shall be subject to the following limitations:

— For FDD, the minimum Allocation Start Time value shall be the round trip delay + Ty, and the
maximum Allocation Start Time valueis T; (i.e., the beginning of the next frame).

— For TDD, the Allocation Start Time value shall be either the ATDD split, or the ATDD split + Ty; and
the allocation shall be within a single frame.
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6.3.7.5.4 WirelessMAN-OFDMA PHY
Allocation Start Time shall be subject to the following limitations:

— Minimum value: Allocation Start Time > T
— Maximum value: Allocation Start Time < 2 x T;

6.3.7.5.5 Optional Mesh mode

Only TDD is supported in Mesh mode. Contrary to the basic PMP mode, there are no clearly separate
downlink and uplink subframes in the Mesh mode. Stations shall transmit to each other either in scheduled
channels or in random access channels asin PMP mode. The frame structure is described in 8.3.5.3.

6.3.7.5.5.1 Physical neighborhood list

All the basic functions like scheduling and network synchronization are based on the neighbor information
that al the nodes in the Mesh network shall maintain. Each node (BS and SS) maintains a physica
neighborhood list with each entry containing the following fields:

MAC Address
48-bit MAC address of the neighbor.

Hop Count
Indicates distance in hops of this neighbor from the present node. If a packet has been successfully
received from this neighbor it is considered to be 1 hop away.

Node | dentifier
16-bit number used to identify this node in a more efficient way in M SH-NCFG messages.

Xmt Holdoff Time
The minimum number of MSH-NCFG transmit opportunities that no MSH-NCFG message
transmission is expected from this node after Next Xmt Time (see 6.3.2.3.35 for detailed
definition).

Next Xmt Time
The MSH-NCFG transmit opportunity(ies) when the next MSH-NCFG from this node is expected
(see 6.3.2.3.35 for detailed definition).

Reported Flag
Set to TRUE if this Next Xmt Time has been reported by this node in a MSH-NCFG packet. Else
set to FALSE.

Synchronization hop count
This counter is used to determine superiority between nodes when synchronizing the network.
Nodes can be assigned as master time keepers, which are synchronized externally (for example,
using GPS). These nodes transmit Synchronization hop count of 0. Nodes shall synchronize to
nodes with lower synchronization hop count, or if counts are the same, to the node with the lower
Node ID.

6.3.7.5.5.2 Schedule relevance with distributed scheduling

When using coordinated distributed scheduling all the stations in a network shall use the same channel to
transmit schedule information in a format of specific resource requests and grants in MSH-DSCH messages.
A station shall indicate its own schedule by transmitting a MSH-DSCH regularly. The MSH-DSCH
messages shall be transmitted during the control portion of the frame. Relevance of the MSH-DSCH is
variable and entirely up to the station. An example caseis given in Figure 50, in which Schedule Frames =
0x2 (8 frames) has been assumed.

MSH-DSCH messages are transmitted regularly throughout the whole Mesh network to distribute nodes
schedules and (together with network configuration packets) provide network synchronization information.
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Figure 50—Time relevance example of MSH-DSCH in distributed scheduling
An SSthat has adirect link to the BS shall synchronize to the BS while an SSthat is at least two hops from
the BS shall synchronize to its neighbor SSs that are closer to the BS.

The control portion of every [Schedule Frames + 1] frames (see MSH-NCFG:Network Descriptor,
6.3.2.3.35.3) isreserved for communication of MSH-NCFG and MSH-NENT packets.

6.3.7.5.5.3 Schedule relevance with centralized scheduling

When using centralized scheduling the BS shall act as a centralized scheduler for the SSs. Using centralized
scheduling, the BS shall provide schedule configuration (M SH-CSCF) and assignments (M SH-CSCH) to all
SSs.

The validity of a MSH-CSCH schedule is computed by each node as specified in 6.3.6.6.2. The BS
determines the assignments from the resource requests received from the SSs. Intermediate SSs are
responsible for forwarding these requests for SSs (listed in the current routing tree as specified by the last
M SH-CSCF modified by the last MSH-CSCH update) that are further from the BS (i.e., more hops from the
BS) as needed. All the SSs shall listen and compute the schedule. Further, they shall forward the M SH-
CSCH message to their neighbors that are further away from the BS.

Additionally, as with distributed scheduling, the control portion of every [ Schedule Frames+ 1] frames (see
MSH-NCFG:Network Descriptor, 6.3.2.3.35.3) is reserved for communication of MSH-NCFG and M SH-
NENT packets.

Frame Frame Frame Frame Frame Frame Frame Frame
n n+1 n+2 n+7 n+8 n+9 n+10 n+11

Network I
control

MSH-CSCH §§\§§\ §
ke--<lin Nin BIE Rghalsh ARh BAM BRE ERE B

Figure 51—Time relevance example of MSH-CSCH in centralized scheduling

6.3.7.5.5.4 Mesh network synchronization

Network configuration (MSH-NCFG) and network entry (MSH-NENT) packets provide a basic level of
communication between nodes in different nearby networks whether from the same or different equipment
vendors or wireless operators. These packets are used to synchronize both centralized and distributed control
Mesh networks.
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This communication is used to support basic configuration activities such as: synchronization between
nearby networks used (i.e, for multiple, co-located BSs to synchronize their uplink and downlink
transmission periods), communication and coordination of channel usage by nearby networks, and discovery
and basic network entry of new nodes.

MSH-NCFG, MSH-NENT, and MSH-DSCH can assist a node in synchronizing to the start of frames. For
these messages, the control subframe, which initiates each frame, is divided into transmit opportunities (see
8.3.5.3). The first transmit opportunity in a network control subframe may only contain MSH-NENT
messages, while the remainder MSH-CTRL-LEN-1 may only contain MSH-NCFG messages. In
scheduling control subframes, the MSH-DSCH-NUM transmit opportunities assigned for MSH-DSCH
messages come last in the control subframe. The MSH-NCFG messages also contain the number of its
transmit opportunity, which allows nodes to easily cd culate the start time of the frame.

6.3.7.5.5.5 MSH-NCFG/MSH-NENT transmission timing

MSH-NCFG and MSH-NENT packets are scheduled for transmission during control subframes. To ensure
that al nearby nodes receive these transmissions, the channel used is cycled through the available channels
in the band, with the channel selection being based on the Frame number. So, for frame number i, the
channel is determined by the array lookup shown in Equation (9).

NetConfigChannel=L ogical channel list[(Frame Number / (Scheduling Frames - 4 + 1) )%Channels] 9

where the Logical channd List, Channels, and Scheduling Frames are derived from the MSH-
NCFG:Network Descriptor (see 6.3.2.3.35.3). The location within frames, burst profile etc. of MSH-NCFG
and MSH-NENT packets are described in 8.3.5.3.

6.3.7.5.5.6 Scheduling next MSH-NCFG transmission

During the current Xmt Time of a node (i.e., the time slot when a node transmits its MSH-NCFG packet),
the node uses the following procedure to determine its Next Xmt Time:

Order its physical neighbor table by the Next Xmt Time.

For each entry of the neighbor table, add the node’'s Next Xmt Time to the node’s Xmt Holdoff

Timeto arrive at the node’s Ear liest Subsequent Xmt Time.

Set TempXmtTime equal to this node's advertised Xmt Holdoff Time added to the current Xmt

Time.

Set success equal to false.

While success equals false do:
Determine the eligible competing nodes, which isthe set of all nodesin the physical-neighbor list
with a Next Xmt Time €eligibility interval that includes TempXmtTime or with an Earliest
Subsequent Xmt Time equal to or smaller than TempXmtTime.

Hold a Mesh Election among this set of eligible competing nodes and the local node using
TempXmtTime and the list of the Node IDs of all eligible competing nodes as the input:
MeshElection (TempXmtTime,MyNodel D,CompetingNodel DsList [ ] )

If (this node does not win Mesh el ection)

Set TempXmtTimeequa to next MSH-NCFG opportunity.
Else:

Set success equal to true.

Set the node’s Next Xmt Time equal to TempXmtTime.
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The Mesh Election procedure determines whether the local node is the winner for a specific TempXmtTime
among al the competing nodes. It returns TRUE, if the local node wins, or otherwise FAL SE. The agorithm
works as follows:

boolean MeshElection (uint32 XmtTime,uint16 MyNodel D,uint16 NodelDList [ ])) {

uint32 nbr_smear_val,smear_vall,smear_val2;
smear_vall =inline_smear(MyNodelD * XmtTime));
smear_val2 =inline_smear(MyNodel D +XmtTime);
For each Node ID nbrsNodel D in NodelDList Do {

nbr_smear_val =inline_smear(nbrsNodelD » XmtTime));

if(nbr_smear_val >smear_vall) {

return FAL SE;//This node loses.
}

elseif(nbr_smear_va ==smear_vall) {
/11st tie-breaker.
nbr_smear_val =inline_smear(nbrsNodelD +XmtTime);
if(nbr_smear_val >smear_val2) {
return FAL SE;//This node loses.

elseif(nbr_smear_val ==smear_val2) {
/If we still collide at this point Break the tie based on MacAdr
if (XmtTimeiseven && (nbrsNodelD >MyNodel D))||
(XmtTimeis odd && (nbrsNodelD <MyNodelD ))) {
return FALSE;//This node |ooses.

}
}

/IThis node won over this competing node
}/End for all competing nodes
//Thisnode is winner,it won over all competing nodes.
return TRUE;

}
/I Convert auniform 16-bit value to an uncorrelated uniform 16-bit hash value, uses mixing.

uint32 inline_smear(uint16 val) {
val +=(val <<12);
va "=(val >>22);
val +=(val <<4);
va "=(val >>9);
va +=(va <<10);
va "=(val >>2);
va +=(va <<7);
va "=(val >>12);
return(val);

}

6.3.7.5.5.7 Scheduling MSH-NENT messages
The NetEntry scheduling protocol provides the upper-layer protocol an unreliable mechanism to access the

NetEntry slot(s), so that new nodes, which are not yet fully-functional members of the network, can
communicate with the fully-functional members of the network.
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In the NetEntry slots, new nodes shall transmit MSH-NENT messages using the following two step
procedure;

1) Theinitial MSH-NENT packet with request |E is sent in arandom, contention-based fashion in
a free network entry transmission slot immediately following MSH-NENT transmission
opportunity after the targeted sponsor sends a MSH-NCFG. with sponsored MAC address
0x000000000000

2) After the sponsor advertises the new nodes MAC Address in a MSH-NCFG message, the new
node may send aMSH-NENT immediately following MSH-NENT transmission opportunity.

A new node uses the algorithm specified by the following C-like pseudocode to access NetEntry
transmission slots:

[*Variable Definitions */

Pkt *MSH-NENT_MsgQ =NULL ;//MSH-NENT Message queue

uint SponsorsState =UNAVAILABLE;//SponsorsState and OthersState record the NetEntry

uint OthersState =BUSY;

// Addressin the MSH-NCFG packet form the sponsor or other nodes,

// which can be used to determine the availability of the next NetEntry transmission opportunity
//SponsorsState can be UNAVAILABLE,AVAILABLE and POLLING.

/IOthersState can be AVAILABLE and BUSY.

uint OthersMaxMacAdr =OxFFFFFFFF;

uint OthersMinMacAdr =0x00000000;

void RecvOutgoingM SH-NENT_Msg (Pkt *MSH-NENT_Msg) {
MSH-NENT_MsgQ->enqueue (MSH-NENT_Msg);
}

void RecvincomingM SH-NCFG_Msg (Pkt * MSH-NCFG_Msg) {
if (MSH-NCFG_Msg->sourceMacAdr ==sponsorsMacAdr) {
switch (MSH-NCFG_Msg->NetEntryAddress)

{
case 0x000000000000: SponsorsState =AVAILABLE; break;
case myMacAdr:  SponsorsState =POL LING; break;
default: break;
}
} else{
switch (MSH-NCFG_Msg->NetEntryAddress)
{
case 0x000000000000: break;
default:OthersState =BUSY;
if (OthersMaxMacAdr <MSH-NCFG_Msg->NetEntryAddress)
OtherMaxMacAdr=M SH-NCFG_Msg->NetEntryAddress;
if (OthersMinMacAdr >MSH-NCFG_Msg->NetEntryAddress)
OtherMinMacAdr =M SH-NCFG_Msg->NetEntryAddress,
}

}

void NetworkControl SubframeStart () {
boolean xmt =FAL SE;
if (MSH-NENT_MsgQ->gLength()) {
if (SponsorsState ==AVAILABLE) {
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if (OthersState =BUSY) {
xmt =TRUE;
}
}
elseif (SponsorsState ==POLLING) {
if (OthersState '=BUSY) {
xmt =TRUE;
}
else
{
if (((mayMacAdr >OthersMaxMacAdr)& & (even supperframe))||

((mayMacAdr <OthersMinMacAdr)& & (odd supperframe))) {
xmt =TRUE;

}

}

if (xmt) {
Pkt* MSH-NENT_Msg =M SH-NENT_MsgQ->getHead();
MSH-NENT_MsgQ->dequeue(M SH-NENT_Msg);
SendOutPkt (MSH-NENT_Msg,nextNetEntryslot);

}

SponsorsState =UNAVAILABLE;

OthersState =AVAILABLE;

OthersMaxMacAdr =0x000000000000;

OthersMinMacA dr =OxFFFFFFFFFFFF;

}

6.3.7.5.5.8 MSH-NCFG Reception Procedure
When a MSH-NCFG packet is received from a neighbor, the following is performed:

The hop count field in the Physical Neighborhood List (see 6.3.7.5.5.1) for the neighbor itself is set to 1.
The hop count field for other nodes listed in the MSH-NCFG message is set to Hops to Neighbor
+2 (see Table 66) unlessthey are already listed with alower hop count.

TheNext Xmt Time and Xmt Holdoff Time of the transmitting node and all reported nodes are updated.
The “Reported Flag” for each entry in the Physical Neighbor Table that was modified is set to FAL SE.
6.3.7.6 Optional MAC AAS Support of WirelessMAN-SCa, OFDM, and OFDMA
6.3.7.6.1 AAS MAC services

AAS (see [B4], [B36], [B37], and [B3] for generic literature), through the use of more than one antenna
element, can improve range and system capacity by adapting the antenna pattern and concentrating its
radiation to each individual subscriber. The spectral efficiency can be increased linearly with the number of
antenna elements. This is achieved by steering beams to multiple users simultaneously so as to realize an
inter-cell frequency reuse of one and an in-cell reuse factor proportional to the number of antenna elements.
An additional benefit is the signal-to-noise ratio (SNR) gain reaized by coherently combining multiple
signals, and the ability to direct this gain to particular users. Another possible benefit is the reduction in
interference achieved by steering nulls in the direction of co-channel interferers. Combining the benefits of
increasing the SNR of certain subscribers and steering nulls to others, enables bursts to be concurrently
transmitted to spatially separated SSs. For the uplink direction the same principle can be applied in a
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reciprocal fashion. A concurrent transmission of bursts does not necessarily increase the system’s range but
may enhance system capacity.

Support mechanisms for AAS are specified, which allow a system to deliver the benefits of adaptive arrays
while maintaining compatibility for non-AAS SSs.

The design of the AAS option provides a mechanism to migrate from anon-AAS system to an AAS enabled
system in which theinitial replacement of the non-AAS capable BS by an AAS capable BS should cause the
only service interruption to (non-AAS) SSs.

Thisisachieved by dedicating part of the frame to non-AAS traffic and part to AAS traffic. The allocation is
performed dynamically by the BS. Non-AAS SSs shall ignore AAS traffic, which they can identify based on
the DL-MAP/UL-MAP messages.

The AAS part of the DL frame begins with an AAS specific Preamble, see Figure 52 and Figure 53.

Regular DL Bursts

5] = B B = AASDL z
Qo Q

- T | Burst urst | 0 one
bL 2 58| m | » |5

gx o

Regular UL Bursts
UL
AASUL Zone
Figure 52—AAS Zone, FDD
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Figure 53—AAS Zone, TDD

For bandwidth request/allocation, AAS enabled SSs may use dedicated private DL-MAP/UL-MAP
messages as well as tools specific for AAS (see specific PHY sections), which can be used to facilitate
avoidance of callisionswith non-AAS traffic.

Special considerations apply to those parts of the frame that are not scheduled, e.g., initial-ranging and
Bandwidth-request, as discussed in 6.3.7.6.3 and 6.3.7.6.6.

6.3.7.6.2 MAC control functions

The control of the AAS part of the frame may be done by unicasting private management messages to
individual SSs. These messages shall be the same as the broadcast management messages, except that the
basic CID assigned to the SSiis used instead of the Broadcast CID.

If AAS enabled SSs can decode the broadcast DL-MAP and DCD messages, the BS may specify concurrent
bursts by means of the extended concurrent transmission |E format as described in 8.2.1.9.2.7, 8.2.1.9.3.5,
and 8.3.6.2.6.

6.3.7.6.3 AAS downlink synchronization

When the SSfirst attempts to synchronize to the downlink transmission, the BS is unaware of its presence,
and therefore is not aiming the adaptive array at its direction. Nevertheless, the frame start preamble is a
repetitive well-known pattern, and SS may utilize the inherent processing gain associated with it in order to
synchronize timing and frequency parameters with the BS. The BS may further employ active scanning or
diversity methods to speed up and enhance the process of downlink synchronization. These methods are
PHY-specific, and described in the respective PHY section.

6.3.7.6.4 Alerting the BS about presence of a new SS in an AAS system

In a non-AAS system, after synchronizing to the downlink, an SS attempts to obtain the downlink
parameters by decoding the DL-MAP and DCD messages. In an AAS system, an SS may be able to obtain
the downlink parameters if it receives the broadcast channel with enough energy so it can decode the DL-
MAP and DCD messages. If thisisthe case, the SS can continue with the network entry process just like the
non-AAS case, and the BSwill get the chance to tune the adaptive array to it during the ranging process.

Alternatively, an AAS SS may use the following procedure to alert the BS to its presence, so the BS can
adapt its antenna array to the SS position.
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An AAS BS may reserve a fixed, pre-defined part of the frame as initial-ranging contention slots for this
alert procedure. The number of contention slots and their location in the frame is PHY specific (see
8.2.1.9.3,8.3.7.2, 8.4.4.2, respectively). These contention slots shall be called AAS-dert-slots.

When an AAS SS has synchronized to the downlink, yet is unable to obtain the downlink parameters
because it cannot decode the DL-MAP and DCD messages, it shall attempt initial ranging on the AAS-alert-
slots. Unlike usual initia ranging, the SS shall use all available contention slots, in order to alow the BS
adaptive array enough time and processing gain to shape the beam for it. After such an attempt the SS shall
wait for a transmission containing DL-MAP and DCD messages from the BS, and shall continue the
network entry process like anon-AAS SS.

If the DL-MAP and DCD messages fail to arrive, the SS shall use an exponential backoff algorithm for
selecting the next frame in which to attempt alerting the BS to its presence. The agorithm shall be the same
as that used for initial ranging by non-AAS stations (see 6.3.8).

6.3.7.6.5 FDD/TDD support

Adaptive Arrays use channd state information in the PHY at both downlink and uplink. When channel state
of the downlink is required at the BS, there are two ways to obtain it:

— By relying on reciprocity, thus using the uplink channel state estimation as the downlink channel
state.
— By using feedback, thus transmitting the estimated channel state from the SS to BS.

The first method is simpler and is well suited for TDD systems. The second method is more suitable for
FDD systems, where reciprocity does not apply (due to the large frequency separation between uplink and
downlink channels). The second method may also be used for TDD systems.

Channel state information is obtained by using two MAC control messages: AAS-FBCK-REQ and AAS-
FBCK-RSP (see 6.3.2.3.40). The request instructs the SS to measure, the results of which shall be returned
in the response after the measurement period has ended. The BS shall provide an uplink alocation to enable
the SS to transmit this response. Using FDD, the BS shall issue AAS-FBCK-REQ messages. Using TDD,
the BS may issue AAS-FBCK messages.

6.3.7.6.6 Requesting bandwidth

AAS subscribers might not be able to request bandwidth using the usual contention mechanism. This
happens because the adaptive array may not have abeam directed at the SS when it is requesting bandwidth,
and the Bandwidth Request will be lost. In order to avoid this situation, an AAS SSis directed by the BS as
to whether or not it may use broadcast allocations for requesting bandwidth. The BS may change its
direction dynamically using the AAS broadcast permission TLV, which is carried by the RNG-RSP message.
The SS shall signify by using the AAS broadcast capability TLV in the RNG_REQ message whether or not
it can receive the broadcast messages.

When an SSis directed not to use the broadcast CID to request bandwidth, it is the responsibility of the BS
to provide a polling mechanism to |earn about the SS bandwidth requirements.

6.3.8 Contention resolution
The BS controls assignments on the uplink channel through the UL-MAP messages and determines which
minislots are subject to collisions. Collisions may occur during Initial Ranging and Request intervals

defined by their respective IEs. The potential occurrence of collisions in Request Intervals is dependent on
the CID in the respective |E. This subclause describes uplink transmission and contention resolution. For
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simplicity, it refersto the decisions an SS makes. Since an SS can have multiple uplink service flows (each
with its own CID), it makes these decisions on a per CID or per service QoS basis.

The mandatory method of contention resolution that shall be supported is based on a truncated binary
exponential backoff, with the initial backoff window and the maximum backoff window controlled by the
BS. The values are specified as part of the UCD message and represent a power-of-two value. For example,
avalue of 4 indicates awindow between 0 and 15; a value of 10 indicates a window between 0 and 1023.

When an SS has information to send and wants to enter the contention resolution process, it setsits internal
backoff window equal to the Request (or Ranging for initial ranging) Backoff Start defined in the UCD
message referenced by the UCD Count in the UL-MAP message currently in effect.™

The SS shall randomly select a number within its backoff window. This random value indicates the number
of contention transmission opportunities that the SS shall defer before transmitting. An SS shall consider
only contention transmission opportunities for which this transmission would have been eligible. These are
defined by Request IEs (or Initial Ranging IEs for initial ranging) in the UL-MAP messages. Note that each
IE may consist of multiple contention transmission opportunities.

Using bandwidth requests as an example, consider an SS whose initial backoff window is 0 to 15 and
assume it randomly selects the number 11. The SS must defer a total of 11 contention transmission
opportunities. If the first available Request IE is for 6 requests, the SS does not use this and has 5 more
opportunitiesto defer. If the next Request IE isfor 2 requests, the SS has 3 more to defer. If the third Request
IE isfor 8 requests, the SS transmits on the fourth opportunity, after deferring for 3 more opportunities.

After a contention transmission, the SS waits for a Data Grant Burst Type |E in a subsequent map (or waits
for a RNG-RSP message for initial ranging). Once received, the contention resolution is complete.

The SS shall consider the contention transmission lost if no data grant has been given within T16 (or no
response within T3 for initial ranging). The SS shall now increase its backoff window by a factor of two, as
long asit is less than the maximum backoff window. The SS shall randomly select a number within its new
backoff window and repeat the deferring process described above.

This retry process continues until the maximum number (i.e., Request Retries for bandwidth requests and
Contention Ranging Retries for initial ranging) of retries has been reached. At this time, for bandwidth
requests, the PDU shall be discarded. For initial ranging, proper actions are specified in 6.3.9.5. Note that
the maximum number of retriesisindependent of the initial and maximum backoff windows that are defined
by the BS.

For bandwidth requests, if the SS receives a unicast Request |E or Data Grant Burst Type |IE at any time
while deferring for this CID, it shall stop the contention resolution process and use the explicit transmission
opportunity.

The BS has much flexibility in controlling the contention resolution. At one extreme, the BS may choose to
set up the Request (or Ranging) Backoff Start and Request (or Ranging) Backoff End to emulate an
Ethernet-style backoff with its associated simplicity and distributed nature as well as its fairness and
efficiency issues. This would be done by setting Request (or Ranging) Backoff Start = 0 and Request (or
Ranging) Backoff End = 10 in the UCD message. At the other end, the BS may make the Request (or
Ranging) Backoff Start and Request (or Ranging) Backoff End identical and frequently update these values
in the UCD message so that all SS are using the same, and hopefully optimal, backoff window.

UThe map currently in effect is the map whose allocation start time has occurred but which includes IEs that have not occurred.
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6.3.8.1 Transmission opportunities

A transmission opportunity is defined as an alocation provided in a UL-MAP or part thereof intended for a
group of SSs authorized to transmit bandwidth requests or Initial Ranging requests. This group may include
either all SSs having an intention to join the cell or al registered SSs or a multicast polling group. The
number of transmission opportunities associated with a particular 1E in a map is dependent on the total size
of the allocation as well asthe size of an individual transmission.

The size of an individual transmission opportunity for each type of contention |E shall be published in each
transmitted UCD message. The BS shall always allocate bandwidth for contention IEs in integer multiples
of these published values.

As an example, consider contention-based bandwidth requests for a WirelessMAN-SC system where the
PHY protocol has a frame duration of 1 ms, 4 symbols for each PS, 2 PSs for each minislot, an uplink
preamble of 16 symbols (i.e., 2 minislots), and an SStransition gap (SSTG) of 24 symbols (i.e., 3 minislots).
Thus, assuming quadrature phase-shift keying (QPSK) modul ation, each transmission opportunity requires 8
minidots: 3 for the SSTG, 2 for the preamble, and 3 for the bandwidth request message. This payload
requirement would be specified as a value of 16 assigned to the UCD TLV “Bandwidth request opportunity
Size”.

If the BS schedules a Request | E of, for example, 24 minislots, there will be three transmission opportunities
within this |E. Details of the three transmission opportunities are shown in Figure 54.

One Request IE >

Transmission Transmission Transmission
Opportunity #1 Opportunity #2 Opportunity #3
- - = ~ —
- ™~
- - ™~ ~
Preamble B/W Request message SSTG
(2 minislots) (3 minislots) (3 minislots)

Figure 54—Example of Request IE containing multiple transmission opportunities

6.3.9 Network entry and initialization

Systems shall support the applicable procedures for entering and registering a new SS or a new node to the
network. All network entry procedures described hereunder through and including 6.3.9.13 apply only to
PMP operation. The network entry procedure for Mesh operation is described in 6.3.9.14.

The procedure for initialization of an SS shall be as shown in Figure 55. This figure shows the overal flow
between the stages of initialization in an SS. This shows no error paths and is shown simply to provide an
overview of the process. The more detailed finite state machine representations of the individual sections
(including error paths) are shown in the subsequent figures. Timeout values are defined in 10.1.

The procedure can be divided into the following phases:

a) Scanfor downlink channel and establish synchronization with the BS
b) Obtain transmit parameters (from UCD message)
c) Perform ranging
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Implementation of phases g), h), and i) at the SSis optional. These phases shall only be performed if the SS
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Figure 55—SS Initialization overview
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Authorize SS and perform key exchange

Perform registration
Establish | P connectivity
Establish time of day
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has indicated in the REG-REQ message that it is a managed SS.
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Each SS contains the following information when shipped from the manufacturer:

a)

b)
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A 48-bit universal MAC address (per |IEEE Std 802-2001) assigned during the manufacturing
process. Thisisused to identify the SS to the various provisioning servers during initiaization.

Security information as defined in Clause 7 (e.g., X.509 certificate) used to authenticate the SS to
the security server and authenticate the responses from the security and provisioning servers.
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6.3.9.1 Scanning and synchronization to the downlink

On initialization or after signal loss, the SS shall acquire adownlink channel. The SS shall have nonvolatile
storage in which the last operational parameters are stored and shall first try to reacquire this downlink
channel. If this fails, it shall begin to continuously scan the possible channels of the downlink frequency
band of operation until it finds avalid downlink signal.

Once the PHY has achieved synchronization, as given by a PHY Indication, the MAC shall attempt to
acquire the channel control parameters for the downlink and then the uplink.

6.3.9.2 Obtain downlink parameters

The MAC shall search for the DL-MAP MAC management messages. The SS achieves MAC
synchronization once it has received a least one DL-MAP message. An SS MAC remains in
synchronization as long as it continues to successfully receive the DL-MAP and DCD messages for its
Channel. If the Lost DL-MAP Interval (Table 342) has elapsed without avalid DL-MAP message or the T1
interval (Table342) has elapsed without a valid DCD message, an SS shall try to reestablish
synchronization. The process of acquiring synchronization is illustrated in Figure56. The process of
maintaining synchronization isillustrated in Figure 57.
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Figure 56—Obtaining downlink synchronization
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Figure 57—Maintaining downlink synchronization

6.3.9.3 Obtain uplink parameters

After synchronization, the SS shall wait for a UCD message from the BS in order to retrieve a set of
transmission parameters for a possible uplink channel. These messages are transmitted periodically from the
BSfor all available uplink channels and are addressed to the MA C broadcast address.

If no uplink channel can be found after a suitable timeout period, then the SS shall continue scanning to find
another downlink channel. The process of obtaining uplink parametersisillustrated in Figure 58.

The SS shall determine from the channel description parameters whether it may use the uplink channel. If
the channel is not suitable, then the SS shall continue scanning to find another downlink channel. If the
channel is suitable, the SS shall extract the parameters for this uplink from the UCD. It then shall wait for the
next DL-MAP message and extract the time synchronization from this message. Then, the SS shall wait for
abandwidth allocation map for the selected channel. It may begin transmitting uplink in accordance with the
MAC operation and the bandwidth allocation mechanism.

The SS shall perform initia ranging at least once, per Figure 60 and Figure 61. If initial ranging is not
successful, the procedure is restarted from scanning to find another downlink channel.

The SSMAC isconsidered to have vaid uplink parameters aslong as it continues to successfully receive the

UL-MAP and UCD messages. If at least one of these messages is not received within the time intervals
specified in Table 342, the SS shall not use the uplink. Thisisillustrated in Figure 59.
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Figure 59—Maintain uplink parameters

6.3.9.4 Message flows during scanning and uplink parameter acquisition
The BS shall generate UCD and DCD messages on the downlink at periodic intervals within the ranges

defined in Table 342. The BS may generate UL-MAP and DL-MAP at intervals as specified in a particular
PHY specification. These messages are addressed to all SSs. Refer to Table 114.

Table 114—Message flows during scanning and uplink parameter acquisition

BS SS
clock timetosend DL-MAP oo DL-MAP---------------- > |
clock timetosend UCD and DCD ~ -------------- UCD and DCD--------------- > |
I
clock timeto send DL-MAP oo DL-MAP-----------e---- > |

| Example of aUCD and DCD
| cycle prior to SS power-on

clock timeto send DL-MAP  —-meememeeeee DL-MAP--------m-mem-- > |
|
clock timeto send DL-MAP  —ommememeeeeeee DL-MAP-----------eno-- > |
clock timeto send DL-MAP  —--mememeeeeeee DL-MAP-------omnmemee- >
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Table 114—Message flows during scanning and uplink parameter acquisition (continued)

BS SS
clock timetosend UCD and DCD | ---------------- UCD and DCD------------- >
clock timeto send DL-MAP  —oemeememmeeeeee DL-MAP-------mnmenoo- >
power on sequence complete
clock timeto send DL-MAP  —-omememeeeeeee DL-MAP--------mnmmmee- >
clock time to send DCD DCD >
establish PHY synchronization
& wait for UCD
clock timeto send DL-MAP  —--memeemeeee- DL-MAP---------mmmmmoo- >
clock timeto send DL-MAP DL-MAP: >
clock time to send UCD uUCD >
obtain parameters for this uplink
channel to use for initiaization
clock timeto send DL-MAP DL-MAP: >
extract slot info for uplink &
wait for transmission
opportunity to perform ranging
clock timeto send DL-MAP DL-MAP: >
clock timeto send UL-MAP UL-MAP: >
start ranging process

6.3.9.5 Initial ranging and automatic adjustments

Ranging is the process of acquiring the correct timing offset and power adjustments such that the SS's
transmissions are aligned to a symbol that marks the beginning of a minislot boundary in SC and Sca PHY,
or aligned with the BS receive frame for OFDM and OFDMA PHY, and received within the appropriate
reception thresholds. The timing delays through the PHY shall be relatively constant. Any variation in the
PHY delays shall be accounted for in the guard time of the uplink PHY overhead.

6.3.9.5.1 Contention based Initial ranging and automatic adjustments
First, an SS shall synchronize to the downlink and learn the uplink channel characteristics through the UCD

MAC management message. At this point, the SSshall scan the UL-MAP message to find an Initial Ranging
Interval. The BS shal dlocate an Initid Ranging Interval consisting of one or more transmission
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opportunities. For SC, SCa, and OFDM PHY, the size of each transmission opportunity shall be as specified
by the UCD TLV, Ranging request opportunity size.

For SC, SCa, and OFDM PHY, the SS shall put together a RNG-REQ message to be sent in an Initial
Ranging Interval. The CID field shall be set to the non initialized SS value (zero). For the OFDMA PHY, the
initial ranging process shall begin by sending initial-ranging CDMA codes on the UL allocation dedicated
for that purpose (for more details see 6.3.10.3), instead of RNG-REQ messages sent on contention slots.

Ranging adjusts each SS'stiming offset such that it appears to be co-located with the BS. The SS shall set its
initial timing offset to the amount of internal fixed delay equivalent to colocating the SS next to the BS. This
amount includes delays introduced through a particular implementation and shall include the downlink PHY
interleaving latency, if any.

When the Initial Ranging transmission opportunity occurs, the SS shall send the RNG-REQ message (or a
CDMA code in case of the OFDMA PHY). Thus, the SS sends the message as if it were colocated with the
BS.

The SS shall calculate the maximum transmit signal strength for initial ranging, Prx |r max. from Equation
(10). T

PTX_I R_MAX = El RXPIR,max"' BS EIRP-RSS (10)

where the EIRXP|g max @and BS_EIRP are obtained from the DCD, and RSS is the measured RSSI, by the
SS, as described in the respective PHY.

In the case that the receive and transmit gain of the SS antennae are substantially different, the SS shall use
Equation (11).

Prx_ IR MAx = EIRX PR max + BS_EIRP —RSS +(Gry_ss—Grx s9)- (11)

where

Grx_ssisthe SSreceive antennagain,
Gry_ssisthe SStransmit antenna gain.

In the case that the EIR X Pjg s and/or BS_EIRP arefis not known, the SS shall start from the minimum
transmit power level defined by the BS

NOTE—The EIRXP|g max iS the maximum equivalent isotropic received power, which is computed for a simple single-
antenna receiver as RSSg max - GANT_BS_RX, where the RSS|g 15 is the received signal strength at antenna output
and GANT_BS Rx is the receive antenna gain. The BS_EIRP is the equivalent isotropic radiated power of the base
station, which is computed for a simple single-antenna transmitter as P, + GANT_BS Tx, where Py is the transmit
power and GANT_BS Tx is the transmit antenna gain.

For SC, SCa, and OFDM PHY, the SS shall send the RNG-REQ at a power level below Pty |r maX:
measured at the antenna connector. If the SS does not receive a response, the SS shall resend the RNG-REQ
a the next appropriate Initial Ranging transmission opportunity at one step higher power level. If the SS
receives a response containing the frame number in which the RNG-REQ was transmitted, it shall consider
the transmission attempt unsuccessful but implement the corrections specified in the RNG-RSP and issue
another RNG-REQ message after the appropriate backoff delay. If the SS receives a response containing its
MAC Address, it shall consider the RNG_RSP reception successful.

When a WirelessM AN-SCa or WirelessMAN-OFDM BS detects a transmission in the ranging slot that it is
unable to decode, it may respond by transmitting a RNG-RSP that includes transmission parameters, but
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identifies the frame number and frame opportunity when the transmission was received instead of the MAC
Address of the transmitting SS.

For OFDMA, the SS shall send a CDMA code at a power level below Pry |gr max. Mmeasured at the antenna
connector. If the SS does not receive aresponse, the SS shall send anew CDMA code at the next appropriate
Initial Ranging transmission opportunity at one step higher power level. If the SS receives a RNG-RSP
message containing the parameters of the code it has transmitted and status continue, it shall consider the
transmission attempt unsuccessful but implement the corrections specified in the RNG-RSP and issue
another CDMA code after the appropriate backoff delay. If the SSreceives an UL-MAP containinga CDMA
dlocation |E with the parameters of the code it has transmitted, it shall consider the RNG_RSP reception
successful, and proceed to send a unicast RNG-REQ on the alocated BW. More details on this procedure
can be found in 6.3.10.3.

Once the BS has successfully received the RNG-REQ message, it shall return a RNG-RSP message using
the initial ranging CID. Within the RNG-RSP message shall be the Basic and Primary Management CIDs
assigned to this SS. The message shall also contain information on RF power level adjustment and offset
frequency adjustment as well as any timing offset corrections. At this point the BS shall start using invited
Initial Ranging Intervals addressed to the SS's Basic CID to complete the ranging process, unless the status
of the RNG-RSP message is success, in which case the initial ranging procedure shall end.

If the status of the RNG-RSP message is continue, the SS shall wait for an individua Initial Ranging interval
assigned to its Basic CID. Using this interval, the SS shall transmit another RNG-REQ message using the
Basic CID aong with any power level and timing offset corrections.

The BS shall return another RNG-RSP message to the SS with any additional fine tuning required. The
ranging request/response steps shall be repeated until the response contains a Ranging Successful
notification or the BS aborts ranging. Once successfully ranged (RNG-REQ is within tolerance of the BS),
the SS shall join normal data traffic in the uplink. In particular, state machines and the applicability of retry
counts and timer values for the ranging process are defined in Table 342.

NOTE—The burst profile to use for any uplink transmission is defined by the Uplink Interval Usage Code (UIUC). Each
UIUC is mapped to a burst profile in the UCD message.

For SC, SCa, and OFDM PHY, the message sequence chart (Table 115) and flow charts (Figure 60,
Figure 61, Figure 62, and Figure 63) on the following pages define the ranging and adjustment process that
shall be followed by compliant SSs and BSs. For OFDMA PHY, these details can be found in 6.3.10.3.

Table 115—Ranging and automatic adjustments procedure

BS SS

[timeto send the Initial Ranging
opportunity]

send map containing Initial ~ ---eeeee UL-MAP-------=--—- >
Ranging |E with a broadcast
Connection ID

Smmmmmee- RNG-REQ------- transmit ranging packet in con-
tention mode with Connection
ID parameter =0

9[if detect un-decodable ranging
packet]
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Table 115—Ranging and automatic adjustments procedure (continued)

BS SS

8send ranging response, includ-
ing Frame Number, Frame
Opportunity, CID=0  —emeeee- RNG-RSPA------ >

8 recognize frame number/
opportunity when packet was
sent]
Adjust parameters, prepare to
transmit another RNG-REQ
at next opportunity

[else receive decodable ranging
packet]

alocate Basic and Primary
Management Connection ID

sendranging response  seeeeeee- RNG-RSP------->

add Basic Connection ID to [recognize own MAC Address]
poll list store Basic Connection ID
and adjust other parameters

[time to send the next map]

send map with Initial Ranging ~ -------—-- UL-MAP------------ > [recognize own Basic Connec-
IE to SSusing Basic CID tion ID in map]
O RNG-REQ------- reply to Initial Ranging
opportunity poll
sendranging response . —emeemeee- RNG-RSP------- >

adjust local parameters

send periodic transmit opportu- ~~ ------------ UL-MAP----------- >
nity to broadcast address

AWirelessM AN-SCa and WirelessMAN-OFDM PHY only.

NOTES

1—The BS shall alow the SS sufficient time to have processed the previous RNG-RSP (i.e., to modify the transmitter
parameters) before sending the SS a specific ranging opportunity. This is defined as SS Ranging Response Processing
Timein Table 342.

2—For multichannel support, the SS shall attempt initial ranging on every suitable uplink channel before moving to the
next available downlink channel.

On receiving a RNG-RSP instruction to move to a new downlink frequency and/or uplink channel ID, the
SS shall consider any previously assigned Basic, Primary Management, and Secondary Management CIDs
to be deassigned, and shall obtain new Basic, Primary Management, and Secondary Management CIDs via
initial ranging and registration.

It is possible that the RNG-RSP may be lost after transmission by the BS. The SS shall recover by timing out
and reissuing its Initial RNG-REQ. Since the SSis uniquely identified by the source MAC address in the
Ranging Request, the BS may immediately reuse the Basic, Primary Management, and Secondary
Management CIDs previously assigned. If the BS assigns new Basic, Primary Management, and Secondary
Management CIDs, it shall make some provision for aging out the old CIDs that went unused.
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6.3.9.6 Ranging parameter adjustment

Adjustment of local parameters (e.g., transmit power) in an SS as aresult of the receipt (or non receipt) of a
RNG-RSP is considered to be implementation-dependent with the following restrictions:

a) All parameters shall be within the approved range at all times.

b) Power adjustment shall start from the initial value selected with the algorithm described in 6.3.9.5
unless a valid power setting is available from nonvolatile storage, in which case this value may be
used as the starting point.

¢) Power adjustment shall be capable of being reduced or increased by the specified amount in
response to RNG-RSP messages.

d) If, during initialization, power isincreased to the maximum value (without aresponse from the BS)
it shall wrap back to the minimum

On receiving a RNG-RSP, the SS shall not transmit until the RF signal has been adjusted in accordance with
the RNG-RSP and has stabilized.

Wait for Initial
Ranging
opportunity

|

Timeout UL-MAP with
T2 Ranging
opportunity
A 4

Mark DL Send
channel unusable RNG-REQ

Start T19 Start T3

Scan for

Downlink

Channel

Wait for
RNG-RSP

Figure 60—Initial Ranging—SS (part 1)
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Figure 61—Initial Ranging—SS (part 2)
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Figure 62—Initial Ranging—BS
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For systems operating below 11 GHz, the BS may in addition respond to undecodable messages in an Initial
Ranging slot as shown in Figure 64.

Wait for
RNG-REQ in Initial
Ranging slot

Undecodable
message in
Initial Ranging
slot

Send RNG-RSP
(rerange) with
Frame Number

(and Opportunity)

Figure 64—Initial ranging—BS response to undecodable message

6.3.9.7 Negotiate basic capabilities

Immediately after completion of ranging, the SS informs the BS of its basic capabilities by transmitting an
SBC-REQ message with its capabilities set to “on” (see Figure 65). The BS responds with an SBC-RSP
message with the intersection of the SS's and the BS's capabilities set to “on” (see Figure 66 and Figure 67,
respectively).

Negotiate
Basic
Capabilities

SBC-REQ

Start T18

Wait for
SBC-RSP

Figure 65—Negotiate Basic Capabilities—SS
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Figure 66—Wait for SBC-RSP—SS
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Figure 67—Negotiate Basic Capabilities—BS
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6.3.9.8 SS authorization and key exchange

The BS and SS shall perform authorization and key exchange as described in 7.2.

6.3.9.9 Registration

Registration is the process by which the SSis allowed entry into the network and a managed SSreceivesits
Secondary Management CID and thus becomes manageable. To register with aBS, the SS shall send a REG-
REQ message to the BS. The BS shall respond with a REG-RSP message. For an SS that has indicated being
amanaged SS in the REG-REQ message, the REG-RSP message shall include the Secondary Management
CID.

Figure 68 shows the procedure that shall be followed by the SS.

Register with
BS

Start T6

Wait for
REG-RSP

Figure 68—Registration—SS
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Once the SS has sent a REG-REQ to the BS, it shall wait for a REG-RSP to authorize it to forward traffic to
the network. Figure 69 shows the waiting procedure that shall be followed by the SS.

Wait for
REG-RSP

Timeout T6 REG-RSP
No Yes
\ 4 Response
oK? ¢
No Retries
exhauste
2 Yes Managed__N°
SS?
\ 4 v
Send Error: Re-initialize Establish Secondary
REG-REQ MAC Management
Connection
| A 4
Wait for Establish Setup
REG-RSP IP connectivity provisioned
connections
Figure 69—Wait for REG-RSP—SS
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The BS shall perform the operations shown in Figure 70.
Waiting for
REG-REQ

, )

Timeout
REG-REQ T17

! }

Release and age out
Stop T17 Basic and Primary
Management CIDs

Calculate HMAC
over REG-REQ Stop

No REG-RSP with
Response = 1
(Message Auth. Failure)

Yes

Set SS
capabilities
supported in

REG-RSP v

Waiting for
REG-REQ
No Yes REG-RSP
Managed

»| with Response

SS? =0 (OK)
v l
REG-RSP
with Response Start T13
=0 (OK)
Establish
provisioned

connections3

TFTP-CPLT
Figure 70—Registration—BS

For managed SS, upon sending a REG-RSP, the BS shall wait for a TFTP-CPLT. If timer T13 (defined in
Table 342) expires, the BS shall both deassign the management CIDs from that SS and make some provision
for aging out those CIDs (see Figure 71 and Figure 72).

6.3.9.9.1 IP version negotiation

The SS may include the IP Version (11.7.4) parameter in the REG-REQ to indicate which versions of IP it
supports on the Secondary Management Connection. When present in the REG-REQ, the BS shall include
the IP Version parameter (11.7.4) in the REG-RSP to command the SS to use the indicated version of 1P on
the Secondary Management Connection. The BS shal command the use of exactly one of the IP versions
supported by the SS.

186 Copyright © 2004 IEEE. All rights reserved.

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

222



AIR INTERFACE FOR FIXED BROADBAND WIRELESS ACCESS SYSTEMS IEEE Std 802.16-2004

The omission of the IP Version parameter in the REG-REQ shall be interpreted as 1Pv4 support only.
Conseguently, omission of the IP Version parameter in the REG-RSP shall be interpreted as a command to
use |Pv4 on the Secondary Management Connection.

6.3.9.10 Establish IP connectivity
At this point, the SS shall invoke DHCP mechanisms (IETF RFC 2131) in order to obtain an |P address and
any other parameters needed to establish IP connectivity. If the SS has a configuration file, the DHCP

response shall contain the name of afile that contains further configuration parameters. Establishment of 1P
connectivity shall be performed on the SS's Secondary Management Connection (see Table 116).

Table 116—Establishing IP connectivity

SS/Node DHCP
Send DHCP request to
broadcast address
---------------- DHCP discover------------>
Check SSMAC address and
respond
e DHCP offer -----------------
Choose server
---------------- DHCP request-------------->
Process request
L e DHCP response--------------
Set up IP parameters from
DHCP response

6.3.9.11 Establish time of day

The SS and BS need to have the current date and time. Thisis required for time-stamping logged events for
retrieval by the management system. This need not be authenticated and need be accurate only to the nearest
second.

The protocol by which the time of day shall be retrieved is defined in IETF RFC 868. Refer to Table 117.
The reguest and response shall be transferred using UDP. The time retrieved from the server [universa
coordinated time (UTC)] shall be combined with the time offset received from the DHCP response to create
the current local time. Establishment of time of day shall be performed on the SS's Secondary Management
Connection.
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Table 117—Establishing time of day

SS Time Server

send request to time server

process request

set up / correct time of day
from response

Successfully acquiring the Time of Day is not mandatory for a successful registration, but is necessary for
ongoing operation. The specific timeout for Time of Day Requests is implementation dependent. However,
the SS shall not exceed more than three Time of Day requests in any five-minute period.

6.3.9.12 Transfer operational parameters
After DHCP is successful, the SS shall download the SS Configuration File (9.2) using TFTP on the SS's
Secondary Management Connection, as shown in Table 118 if specified in the DHCP response. The TFTP

Configuration File server is specified by the “siaddr” field of the DHCP response. The SS shal use an
adaptive timeout for TFTP based on binary exponential backoff (IETF RFC 1123, IETF RFC 2349).

Table 118—Transfer of Operational Parameters

SS BS TFTP Server

Initiate TFTP Get protocol

< TFTP Config File >

Inform BS of completion

L 1 0 =y N ——— >
Acknowledge
completion
< TFT-RSP
Establish
provisioned
connections

The parameter fields required in the DHCP response and the format and content of the configuration file
shall be as defined in 9.2. Note that these fields are the minimum required for interoperability.
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When the configuration file download has completed successfully, the SS shall notify the BS by transmitting
a TFTP-CPLT message on the SS's primary management connection. Transmissions shall continue

periodically until a TFTP-RSP message is received with “OK” response from the BS (see Figure 71 and
Figure 72) or the SS terminates retransmission due to retry exhaustion.

Wait For

TFTP-CPLT

A

Timeout T13 TFTP-CPLT
Deassign
management TFTP-RSP
SS CIDs
Establish
provisioned
connections

Figure 71—Wait for TFTP-CPLT—BS
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T
v v v
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Retries provisioned
Response h
exhausted - OK ? connection
?

v

Error:

TFTP-CPLT

Re-initialize
MAC

Wait for

provisioned
connections

Wait for
TFTP-RSP

Figure 72—Wait for TFTP-RSP—SS
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6.3.9.13 Establish provisioned connections

After the transfer of operational parameters (for managed SS) or after registration (for unmanaged SS), the
BS shall send DSA-REQ messages to the SS to set up connections for preprovisioned service flows belong-
ing to the SS. The SS responds with DSA-RSP messages. This is described further in 6.3.14.7.1.

6.3.9.14 Network Entry and synchronization in Mesh mode

Node initialization and network entry procedures in Mesh mode are in some aspects different from thosein
PMP mode. A new node entering the Mesh network obeys the following procedures. The whole entry pro-
cess to the stage when the node can start scheduled transmissions can be divided into the following phases:

a) Scanfor active network and establish coarse synchronization with the network
b)  Obtain network parameters (from MSH-NCFG messages)

c) Open Sponsor Channel

d) Node authorization

e) Perform registration

f)  Establish IP connectivity

g) Establishtime of day

h)  Transfer operationa parameters

The entry processis depicted in Figure 56, Figure 74, and Figure 75.
Each node contains the following information when shipped from the manufacturer:

— A 48-bit universal MAC address (per IEEE Std 802) assigned during the manufacturing process.
This is used to identify the node to the various provisioning servers during initialization and
whenever performing authentication with a neighbor node.

6.3.9.14.1 Scanning and coarse synchronization to the network

On initiadization or after signal loss, the node shall search for MSH-NCFG messages to acquire coarse
synchronization with the network. Upon receiving a MSH-NCFG message the node acquires the network
time from the Timestamp field of the message. The node may have nonvolatile storage in which all the last
operational parameters are stored and shall first try to re-acquire coarse synchronization with the network. If
thisfails, it shall begin to continuously scan the possible channels of the frequency band of operation until a
valid network is found.

Once the PHY has achieved synchronization, the MAC shall attempt to acquire network parameters. At the
same time the node shall build a physical neighbor list.

6.3.9.14.2 Obtaining network parameters

A node shall remain in synchronization as long as it receives MSH-NCFG messages. A node shall
accumulate MSH-NCFG messages at least until it receives a MSH-NCFG message from the same node
twice and until it has received a MSH-NCFG:Network Descriptor with an operator ID matching (one of) its
own if it has any. In parallel, the new node shall build a physical neighbor list (see 6.3.7.5.5.1) from the
acquired information.

From the established physical neighbor list, the new node shall select a potential Sponsoring Node out of all

nodes having the Logical Network ID of the node for which it found a suitable Operator 1D. The new node
shall then synchronize its time to the potential sponsor assuming O propagation delay after which it shall
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send a MSH-NENT:NetEntryRequest including the Node ID of the potential sponsor. To determine a
suitable transmission time, the node shall adhere to 6.3.7.5.5.7.

Until the node has obtained an unique Node ID (see 6.3.9.14.5), it shall use temporary Node ID (0x0000) as
Transmitter’'s Node ID in all transmissions.

Once the Candidate Node has selected a Sponsoring Node, it shall use the Sponsoring Node to negotiate
basic capabilities and to perform authorization. For that purpose the Candidate Node shall first request the
Sponsoring Node to open Sponsor Channel for more effective message exchange.

6.3.9.14.3 Open Sponsor Channel

Once the new node has selected one of its neighbors as the candidate Sponsoring Node it becomes a
Candidate Node. To get further in the initialization procedure, the Candidate Node shall request the
candidate Sponsoring Node to establish a temporary schedule that could be used for further message
delivery during the Candidate Node initialization. The temporary schedule requested is termed Sponsor
Channel.

The processisinitiated by the Candidate Node, which transmits a M SH-NENT:NetEntryRequest message (a
MSH-NENT message with Type set to 0x2) to the Sponsoring Node.

Upon reception of the MSH-NENT:NetEntryRequest message with the Sponsor Node ID equal to Node ID
of its own, the candidate Sponsoring Node shall assess the request and either opens the Sponsor Channel or
rejects the request. The response is given in a MSH-NCFG message with an Embedded Data as defined in
6.3.2.3.35.3. If the candidate Sponsoring Node does not advertise the Candidate Node's MAC addressin the
sponsor’s next MSH-NCFG transmission, then the procedure is repeated MSH_SPONSOR_ATTEMPTS
times using a random backoff between attempts. If these attempts all fail, then a different Candidate
Sponsoring Node is selected and the procedure repeated (including re-initializing coarse network synchroni-
zation). If the selected candidate Sponsoring Node does advertise the Candidate Node's MAC address, it
shall continue to advertise this MAC address in dl its MSH-NCFG messages until the sponsorship is
terminated.

Once the Candidate Node has received a positive response (a NetEntryOpen message) in from the candidate
Sponsoring Node in the MSH-NCFG message, it shall acknowledge the response by transmitting a M SH-
NENT:NetEntryAck message (a MSH-NENT message with Type set to 0x1) to the Sponsoring Node at the
first following network entry transmission opportunity (see 8.3.5.3). Before that the Candidate Node shall
perform fine time synchronization. It makes a correction to its transmission timing by the Estimated
propagation delay indicated in the embedded M SH-NCFG: NetEntryOpen message.

If the Sponsoring Node accepts the request and opens a Sponsor Channel, the channel is ready for use
immediately after the transmission of the acknowledgment message. At the same time, the candidate
Sponsoring Node becomes the Sponsoring Node.

If the candidate Sponsoring Node embeds a M SH-NCFG:NetEntryReject, the new node shall perform the
following action based on the rejection code:

0x0: Operator Authentication Value Invalid
The Candidate Node shall select a new candidate Sponsoring Node with a different operator
ID.

Ox1: Excess Propagation delay
The Candidate Node shall repeat its MSH-NENT:NetEntryRequest in the following network
entry transmission opportunity to the same candidate Sponsoring Node.

0x2: Select new sponsor
The Candidate Node shall select a new candidate Sponsoring Node.
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If the candidate Sponsoring Node embedded neither MSH-NCFG:NetEntryOpen nor MSH-
NCFG:NetEntryReject, the Candidate Node shall wait (with timeout time T23), for the next MSH-NCFG
with NetEntryOpen from the candidate Sponsoring Node and resend the MSH-NENT: NetEntryRequest on
timeout.

The Candidate Node and the Sponsoring Node use the schedule indicated in the NetEntryOpen message to
perform message exchanges described in 6.3.9.14.4 through 6.3.9.14.9. After this is completed, the
Candidate Node shall terminate the entry process by sending a MSH-NENT:NetEntryClose message to the
Sponsoring Node in the network entry transmission immediately following a MSH-NCFG transmission
from the Sponsoring Node, which shall Ack termination with MSH-NCFG:NetEntryAck.
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Figure 73—Mesh network synchronization and entry—New node—I
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Table 119 displays the message transfer sequence during a successful network entry without repetitions or
timeouts.

Table 119—Successful network entry message exchange

Sponsor node New node
Nodes in network routinely MSH-NCEG:
advertise network with Network Network Descriptor

Descriptor (see 6.3.7.5.5.4).
ptor ( ) New node at startup searches for

M SH-NCFG messages with

MSH-NENT: Network Descriptor (see aso
. NetEntrvRequest Figure 73).
Node can decide to respond - niryrequ
negatively with NetEntryReject
or can respond positively with
NetEntryOpen reporting new
node’'s MAC address and
schedule allocation for higher-
layer authentication and
i ; M SH-NCFG:
configuration exchange. NetEntryOpen
|
New nodesends ACK to confirm
M SH-NENT: schedule.
NetEntryAck

Security sublayer and basic capability exchange operations

M SH-NENT: After aughenti)cation andI ccér&fig-
uration have been completed,

- NetEntryClose node closes the entry procedure.
Sponsor ACK'’s closure of
sponsorship.
In following MSH-NCFG
packets, node sends all-zero
NetEntry MAC address
(indi cating ready to sponsor new MSH-NENT: . .
node) or sets NetEntry MAC NetEntryAck Node is now regular node in the
addressflag to 0. p network.

6.3.9.14.4 Negotiate basic capabilities

In Mesh mode, the basic capabilities shall be negotiated as described in 6.3.9.7 after alogical link has been
established between two nodes. The node that requested the logical link (see 6.3.1.2) shall act as the SS and
initiate the SBC-REQ.

6.3.9.14.5 Node authorization

The new node shall perform authorization as described in 7.2. The new node shall act asthe SS. The sponsor
node upon reception of the Auth Info and Auth Request shall tunnel the messages as described in 6.3.16 to
the Authorization Node. The Authorization Node, acting asthe BS, shall verify the SS Certificate of the new
node and determine whether the new node is authorized to join the Network. Upon receiving tunneled PK M-
RSP MAC messages from the Authorization Node the Sponsor shall forward the messages to the new node.
6.3.9.14.6 Node registration

Registration is the process where a node is assigned its Node I D. The sponsoring node upon reception of the

REG-REQ shall tunnel the message as described in 6.3.16 to the Registration Node. Upon receiving
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tunneled REG-RSP MAC messages from the Registration Node the Sponsor shall forward the messages to
the new node. The new node shall follow the procedure in Figure 76 and Figure 77. The Registration Node

shall follow the procedure in Figure 70.
Register with
Network

v
Send
REG-REQ

Wait for
REG-RSP

Figure 76—Registration—Candidate node

Wait for
REG-RSP

v v

> Timeout T6 REG-RSP

Implementation
Dependent

Send Error: Re-initialize Establish
REG-REQ MAC Node ID

Wait for Establish IP
REG-RSP connectivity

Figure 77—Wait for registration response—Candidate node
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v A
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l

Start T17

v

Wait for
REG-REQ

Figure 78—Registration—Registration node

6.3.9.14.7 Establish IP connectivity

The Node shall acquire an |P address using DHCP. The procedure is shown in Table 116 and takes place
over the Sponsor Channel.

6.3.9.14.8 Establish time of day

The Nodes in a Mesh network shall retrieve the time of day using the protocol defined in IETF RFC 868.
The messages shall be carried over UDP in the Sponsor Channel.

6.3.9.14.9 Transfer operational parameters
After successfully acquiring an IP address via DHCP, the Node shall download a parameter fileusing TFTP.

The procedure is described in 6.3.9.12. The Node shall use the Sponsor Channel for this purpose instead of
the Secondary Management connection.
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6.3.9.14.10 Setup provisioned traffic parameters

Using Mesh, QoS is provisioned on a packet-by-packet basis using the Mesh CID. Hence, the connection-
based QoS provisioning using the DSx messages defined in 6.3.14 are not used. A Mesh node obtains its
AuthorizedQoSParamSet during the transfer of operational parameters.

6.3.9.14.11 Establishing links to neighbors

After entering the network, a node can establish links with nodes other than its sponsor by following the
secure process as defined in Table 120. This process uses the MSH-NCFG:Neighbor Link Establishment |E.

a) Node A sends a challenge (action code = 0x0) containing:

HMAC{ Operator Shared Secret, frame number, Node ID of node A, Node ID of node B}
where the Operator Shared Secret is a private key obtained from the provider (which is aso
used to enter the network) and the frame number is the last known frame number in which
Node B sent a M SH-NCFG message.

b) Node B, upon reception, computes the same value (it may also attempt some earlier frame numbers
where it sent MSH-NCFG messages, in case hode A missed the last of its MSH-NCFGs) in item &)
and compares. If the values do not match, arejection (action code = 0x3) is returned. If a match is
achieved, Node B sends, implicitly accepting the link, a challenge response (action code=0x1)
containing:

HMAC{ Operator Shared Secret, frame number, Node ID of node B, Node ID of node A}
where the frame number is the frame number in which Node A sent the MSH-NCFG message
with challenge. It also randomly selects and includes an unused link 1D, which shall from this
point forward indicate the link from node B to node A.

¢) Node A, upon reception, computes the same value in item b) and compares. If the values do not
match, a rejection (action code = 0x3) isreturned. If a match is achieved, Node A sends an Accept.
It also randomly selects and includes an unused link 1D, which shall from this point forward indicate
the link from node A to node B.

Table 120—Establishing link connectivity

Node A Node B
send challenge
(action code=0x0)
Challenge >
if HMAC{} match, send
challenge response
(action code=0x1)
N Challenge response-----------------
if HMAC{} match, send
Accept
(action code=0x2)
Accept >
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6.3.10 Ranging

Ranging is a collection of processes by which the SS and BS maintain the quality of the RF communication
link between them. Distinct processes are used for managing uplink and downlink. Also some PHY modes
support ranging mechanisms unique to their capabilities.

6.3.10.1 Downlink burst profile management

The downlink burst profile is determined by the BS according to the quality of the signal that is received by
each SS. To reduce the volume of uplink traffic, the SS monitors the CINR and compares the average value
against the allowed range of operation. This region is bounded by threshold levels. If the received CINR
goes outside of the allowed operating region, the SS requests a change to a new burst profile using one of
two methods. If the SS has been granted uplink bandwidth (a data grant allocation to the SS's Basic CID),
the SS shall send a DBPC-REQ message in that allocation. The BS responds with a DBPC-RSP message. |f
agrant is not available and the SS requires a more robust burst profile on the downlink, the SS shall send a
RNG-REQ message in an Initiadl Ranging interval. With either method, the message is sent using the Basic
CID of the SS. The coordination of message transmit and receipt relative to actual change of modulation is
different depending upon whether an SS is transitioning to a more or less robust burst profile. Figure 79
shows the case where an SSis transitioning to a more robust type. Figure 80 shows transition to a less robust
burst profile.

The SS applies an algorithm to determine its optimal burst profile in accordance with the threshold
parameters established in the DCD message in accordance with Figure 81.
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Figure 79—Transition to a more robust burst profile
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Figure 80—Transition to a less robust burst profile
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Figure 81—Burst profile threshold usage
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6.3.10.2 Uplink periodic ranging

Uplink ranging consists of two procedures—initial ranging and periodic ranging. Initial ranging (see 6.3.9.5)
alows an SS joining the network to acquire correct transmission parameters, such as time offset and Tx
power level, so that the SS can communicate with the BS. Following initial ranging, periodic ranging allows
the SS to adjust transmission parameters so that the SS can maintain uplink communications with the BS.

The following summarizes the general algorithm for periodic ranging availableto all PHY layers. Diagrams
of the SS and BS processes are provided in Figure 82, Figure 83, and Figure 84. CDMA-based ranging for
OFDMA systemsiis described in 6.3.10.3.

1) For each SS, the BS shall maintain a T27 timer. At each expiration of the timer, the BS shall
grant bandwidth to the SSfor an uplink transmission. The timer is restarted each time a unicast
grant is made to the SS. As a result, as long as the SS remains active, the BS does not
specifically grant bandwidth to the SS for a ranging opportunity.

2) Each SS shall maintain a T4 timer. The expiration of this timer indicates to the SS that it has
not been given the opportunity to transmit to the BS for an extended period of time. Operating
on the assumption that its uplink transmission parameters are no longer usable, the SSinitiates
arestart of its MAC operations

3) For each unicast uplink burst grant, the BS determines whether or not a transmitted signal is
present. If no signal is detected in a specified number of successive grants, the BS shall
terminate link management for the associated SS.

4)  For each unicast uplink burst grant in which asignal is detected, the BS makes a determination
asto the quality of the signal. If the signal is within acceptable limits and the data carried in the
burst includes the RNG-REQ message, the RNG-RSP message shall be issued with a status of
success. If the signal is not within acceptable limits, the RNG-RSP message shall be issued that
includes the appropriate correction data and a status of continue. If a sufficient number of cor-
rection messages are issued without the SS signal quality becoming acceptable, the BS shall
send the RNG-RSP message with a status of abort, and terminate link management of the SS.

5) The SS shall process each RNG-RSP message it receives, implementing any PHY corrections
that are specified (when the status is continue) or initiating a restart of MAC activities (when
the status is abort).

6) The SSshall respond to each uplink bandwidth grant addressed to it. When the status of the last
RNG-RSP message received is continue, the RNG-REQ message shall be included in the
transmitted burst. When the status of the last RNG-RSP message received is success, the SS
shall use the grant to service its pending uplink data queues. If no datais pending, the SS shall
respond to the grant by transmitting a block of padded data.
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Figure 84—Periodic Ranging—SS

6.3.10.3 OFDMA-based ranging

The WirelessMAN-OFDMA PHY specifies a Ranging Subchannel and a set of special pseudonoise Ranging
Codes. Subsets of codes shall be alocated in the UCD Channel Encoding for Initia Ranging, Periodic
Ranging and Bandwidth Requests, such that the BS can determine the purpose of the received code by the
subset to which the code belongs. An example of Ranging Channel in OFDMA frame structure is specified
in Figure 218.
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SSsthat wish to perform one of the aforementioned operations shall select, with equal probability, one of the
codes of the appropriate subset, modulate it onto the Ranging Subchannel, and subsequently transmit in
ranging slot selected with equal probability from the available ranging slots on the UL subframe. Details on
the modul ation and Ranging Codes are specified in 8.4.7.

6.3.10.3.1 Contention based initial ranging and automatic adjustments
A SSthat wishes to perform initial ranging shall take the following steps:

— The SS, after acquiring downlink synchronization and uplink transmission parameters, shall choose
randomly a Ranging Slot (with the use of a binary truncated exponent algorithm to avoid possible
re-collisions) at the time to perform the ranging, then it chooses randomly a Ranging Code (from the
Initial Ranging domain) and sendsit to the BS (asa CDMA code).

— TheBS cannot tell which SS sent the CDMA ranging request; therefore, upon successfully receiving
a CDMA Ranging Code, the BS broadcasts a Ranging Response message that advertises the
received Ranging Code as well as the ranging slot (OFDMA symbol number, subchannel, etc.)
where the CDMA Ranging code has been identified. Thisinformation is used by the SSthat sent the
CDMA ranging code to identify the Ranging Response message that corresponds to its ranging
request. The Ranging Response message contains all the needed adjustment (e.g., time, power, and
possibly frequency corrections) and a status notification.

— When the BS receives an initial-ranging CDMA code that results in sending an RNG-RSP message
with success status, the BS shall provide BW dlocation for the SS using the CDMA_Allocation_|E
to send an RNG-REQ message.

— Upon receiving a Ranging Response message with continue status, the SS shall continue the ranging
process as done on the first entry with ranging codes randomly chosen from the Periodic Ranging
domain.

— Using the OFDMA ranging mechanism, the periodic ranging timer is controlled by the SS, not the
BS.

Adjustment of local parameters (e.g., transmit power) in an SS as a result of the receipt (or nonreceipt) of a
RNG-RSP is considered to be implementation-dependent with the following restrictions:

a) All parameters shall be within the approved range at all times.

b) Power adjustment shall start from the initial value selected with the algorithm described in 6.3.9.5
unless a valid power setting is available from nonvolatile storage, in which case this value may be
used as the starting point.

¢) Power adjustment shall be capable of being reduced or increased by the specified amount in
response to RNG-RSP messages.

d) If, during initialization, power isincreased to the maximum value (without aresponse from the BS)
it shall wrap back to the minimum.

On receiving an RNG-RSP, the SS shall not transmit until the RF signal has been adjusted in accordance
with the RNG-RSP and has stabilized.

The message sequence chart (Table 121) and flow charts (Figure 85, Figure 86, and Figure 87) on the
following pages define the ranging and adjustment process that shall be followed by compliant SSs and BSs.
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Table 121—CDMA initial Ranging and automatic adjustments procedure

BS SS

[timeto send the CDMA Initid
Ranging opportunity]

send map containing CDOMA ~ —=---—— UL-MAP------------ >
Initial Ranging IE with a
broadcast Connection ID

<emmmmee- Ranging Code------- Transmit randomly selected
Initial Ranging codein aran-
domly selected Ranging Slot
from available Ranging Region

[Receive Ranging Code]

Send RNG-RSPwith e RNG-RSP------- >
Time & Power Corrections

and original Ranging Code and

Ranging Slot

Status = Continue

Receive RNG-RSP message
with Ranging Code and
Ranging Slot matching sent
values Adjust Time & Power

parameters
[timeto send the CDMA Initia
Ranging opportunity]
send map containing COMA ~ —---mm- UL-MAP------------ >
Initial Ranging |E with a
broadcast Connection ID
Lo Ranging Code------- Transmit randomly selected

Periodic Ranging codein a
randomly selected Ranging
Slot from available Ranging
Region

[Receive Ranging Code]

Send RNG-RSPwith - RNG-RSP------- >
Time & Power Corrections

and original Ranging Code and

Ranging Slot

Status = Success

Receive RNG-RSP message
with Ranging Code and Rang-
ing Slot matching sent values
Adjust Time and Power
parameters
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Table 121—CDMA initial Ranging and automatic adjustments procedure (continued)

BS SS
[time to send the next map]
send map containing  ~ -mmeemee- UL-MAP------------ >
anonymous BW dlocation
with original Ranging Code
and Ranging Slot
e RNG-REQ------- Transmit RNG-REQ and
continue with regular Initial
network entry

Wait for Initial
Ranging
opportunity

Timeout UL-MAP with
T2 Ranging
opportunity
Mark DL Send Ranging
channel unusable Codein
Ranging Slot
Start T19 Start T3

Wait for

Scan for
Downlink
Channel

anonimous
RNG-RSP

Figure 85—CDMA Initial Ranging—SS (part 1)
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Figure 86—CDMA Initial Ranging—SS (part 2)
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Figure 87—CDMA Initial Ranging—BS

6.3.10.3.2 Periodic ranging and automatic adjustments
An SS that wishes to perform periodic ranging shall take the following steps:

— The SS, shall choose randomly a Ranging Slot (with the use of a binary truncated exponent
algorithm to avoid possible re-collisions) at the time to perform the ranging, then it chooses
randomly a Ranging Code (from the Periodic Ranging domain) and sends it to the BS (asa CDMA
code).

— The BS cannot tell which SS sent the CDMA ranging request; therefore, upon successfully receiving
a CDMA Ranging Code, the BS broadcasts a Ranging Response message that advertises the
received Ranging Code as well as the ranging slot (OFDMA symbol number, subchannel, etc.)
where the CDMA Ranging code has been identified. Thisinformation is used by the SSthat sent the
CDMA ranging code to identify the Ranging Response message that corresponds to its ranging
request. The Ranging Response message contains all the needed adjustment (e.g., time, power, and
possibly frequency corrections) and a status notification.

— Upon receiving a Ranging Response message with continue status, the SS shall continue the ranging
process with further ranging codes randomly chosen from the Periodic Ranging domain.

— Using the OFDMA ranging mechanism, the periodic ranging timer is controlled by the SS, not the
BS.

— The BS may send an unsolicited RNG-RSP as a response to a CDMA-based bandwidth-request or
any other datatransmission from the SS.
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When the SS receives an unsolicited RNG-RSP message, it shall reset the periodic ranging timer and adjust
the parameters (timing and power, etc.) as notified in the RNG-RSP message.

CDMA
Periodic Ranging -
BS

Wait for UL Data
from SS

v

Ranging Code
not
received

RNG-RSP without Send
corrections RNGTRSP
(Note 2) (continue)

Ranging Code
received

Good
Enough?

Yes

A 4

Send Send
RNG-RSP RNG-RSP
(continue) (success)

|
NOTES

ﬂ
1—Means ranging is within the tolerable limits of the BS.

2—In this case, the RNG-RSP message is sent in order to initiate the SSto send ranging code.

Figure 88—Periodic CDMA ranging—BS
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Figure 89—Periodic ranging—Received ranging code—BS
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Table 122 describes the ranging adjustment process.

Send Continue
Ranging code

Ranging
Status
Code?

Error:
Re-initialize MAC

Success or Continue

Adjust local
parameters per
RNG-RSP

l

Adjustment
Successful?

No
Error:
Re-initialize MAC

Ranging
Status
Code?

Figure 90—Periodic CDMA ranging—SS

Table 122—CDMA periodic Ranging and automatic adjustments procedure

BS

[time to send next map]

Send map containing Ranging
Region Information

Transmit randomly selected

SS

Ranging code in arandomly
selected Ranging Slot from
available Ranging Region
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Table 122—CDMA periodic Ranging and automatic adjustments procedure (continued)

BS SS
[Receive Ranging Code]

Send Ranging Responsewith ~ —-memeeeee RNG-RSP------- >
Time & Power Correctionsand

origina Ranging Code and

Ranging Slot

Status = Continue

Receive RNG-RSP message
with Ranging Code and Rang-
ing Slot matching sent values
Adjust Time & Power
parameters

State = Continue

[time to send next map]

Send map containing Ranging ~ ----—------ UL-MAP------------ >
Region Information

S S—— Ranging Code------- Transmit randomly selected
Ranging code in arandomly
selected Ranging Slot from
available Ranging Region

[Receive Ranging Code]

Send Ranging Responsewith ~ —--eeemee- RNG-RSP------- >
Time & Power Correctionsand

origina Ranging Code and

Ranging Slot

Status = Success

Receive RNG-RSP message
with Ranging Code and Rang-
ing Slot matching sent values
Adjust Time & Power
parameters

State = Success

6.3.11 Update of channel descriptors

The channd descriptors (i.e., the UCD and DCD messages) are transmitted at regular intervas by the BS.
Each descriptor contains the Configuration Change Count, which shall remain unchanged as long as the
channel descriptor remains unchanged. All UL-MAP and DL-MAP messages allocating transmissions and
receptions using burst profiles defined in a channel descriptor with a given Configuration Change Count
value shall have a UCD/DCD Count value equal to the Configuration Change Count of the corresponding
channel descriptor.

The procedure to transition from one generation of the channel descriptors (and, as a consequence, the set of
burst profiles) to the next is shown in Table 123 and Table 124, for the uplink and downlink, respectively.
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The Configuration Change Count shall be incremented by 1 modulo 256 for every new generation of
channel descriptor. After issuing a DL-MAP or UL-MAP message with the Configuration Change Count
equal to that of the new generation, the old channel descriptor ceasesto exist and the BS shall not issue UL -
MAP and DL-MAP messages referring to it. When transitioning from one generation to the next, the BS
shall schedule the transmissions of the UCD and DCD messages in such a way that each termina has the
possibility to hear it at least once.

Table 123—UCD update

BS SS

send UL-MAPwithUCD Count=1i  ------m---- UL-MAP------------ > descriptor with UCD Count =i
previoudy stored in SS

< data: Transmit using burst profiles
defined in UCD with
Configuration Change Count =i

[change of channel descriptor com-

manded|
send UL-MAPwithUCD Count=i ----------- UL-MAP------------ > descriptor with Configuration
Change Count =i still stored in
SS
send UCD message with Configura- ucCD > store new descriptor with
tion Change Count = (i+1 MOD Configuration Change Count =
256) (i+1 MOD 256)
< data: Transmit using burst profiles
defined in UCD with
Configuration Change Count =i
send UL-MAPwithUCD Count=i -—----m-m-- UL-MAP------------ > descriptor with Configuration
Change Count =1 still stored in
SS
Retransmit UCD message with ucD > store new descriptor with
Configuration Change Count = (i+1 Configuration Change Count =
MOD 256) (i+1 MOD 256)
[UCD transition interval start]
< data: Transmit using burst profiles

defined in UCD with
Configuration Change Count = i

send UL-MAPwithUCD Count=i --------m-- UL-MAP--------—--- > descriptor with UCD Count =i
previoudy stored in SS

< data: Transmit using burst profiles
defined in UCD with
Configuration Change Count =i

[UCD transition interval expired)]

send UL-MAPwithUCD Count= ——---mmmm- UL-MAP--------—--- > delete descriptor with
(i+1 MOD 256) Configuration Change Count =i
< data Transmit using burst profiles

defined in UCD with
Configuration Change Count =
(i+1 MOD 256)
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Table 124—DCD update

IEEE Std 802.16-2004

BS SS

send DL-MAPwith DCD Count ~ ----------- DL-MAP------------ > descriptor with Configuration

=i Change Count = i previously
stored in SS

Transmit using burst profiles data: > Receive using burst profiles

defined in DCD with Configura- defined in DCD with

tion Change Count =i Configuration Change Count = i

[change of channel descriptor

commanded]

send DL-MAPwithDCD Count ~ -—-------—- DL-MAP--------—--- > descriptor with Configuration

=i Change Count =i till stored in
SS

send DCD message with Configu- DCD > store new descriptor with

ration Change Count = (i+1MOD Configuration Change Count =

256) (i+1 MOD 256)

Transmit using burst profiles data: > Receive using burst profiles

defined in DCD with defined in DCD with

Configuration Change Count =i Configuration Change Count = i

send DL-MAPwithDCD Count ~ -=-----m-- DL-MAP------------ > descriptor with Configuration

=i Change Count =i till stored in
SS

Retransmit DCD message with DCD > store new descriptor with Con-

Configuration Change Count = figuration Change Count = (i+1

(i+1MOD 256) MOD 256)

[DCD transition interval start]

Transmit using burst profiles data: > Receive using burst profiles

defined in DCD with defined in DCD with

Configuration Change Count =i Configuration Change Count = i

[DCD transition interva expired]

send DL-MAP with Configuraa  ~ ==---—-———- DL-MAP--------—-- > delete descriptor with

tion Change Count = (i+1 MOD Configuration Change Count =i

256)

Transmit using burst profiles data: > Receive using burst profiles

defined in DCD with defined in DCD with

Configuration Change Count = Configuration Change Count =

i+1 (i+1 MOD 256)

6.3.12 Assigning SSs to multicast groups

The BS may add an SS to a Multicast polling group by sending an MCA-REQ message with the Join
command. Upon receiving an MCA-REQ message, the SS shall respond by sending an MCA-RSP message.
The protocol isshown in Figure 91 and Figure 92.
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Figure 91—Multicast polling assignment—SS
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Figure 92—Multicast polling assignment—BS
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6.3.13 Establishment of multicast connections

The BS may establish a downlink multicast service by creating a connection with each SS to be associated
with the service. Any available traffic CID value may be used for the service (i.e., there are no dedicated
CIDsfor multicast transport connections). To ensure proper multicast operation, the CID used for the service
isthe samefor all SSs on the same channel that participate in the connection. The SSs need not be aware that
the connection is a multicast connection. The data transmitted on the connection with the given CID shall be
received and processed by the MAC of each involved SS. Thus, each multicast SDU is transmitted only once
per BS channel. Since a multicast connection is associated with a service flow, it is associated with the QoS
and traffic parameters for that service flow.

ARQ isnot applicable to multicast connections.

If adownlink multicast connection isto be encrypted, each SS participating in the connection shall have an
additional security association (SA), allowing that connection to be encrypted using keys that are
independent of those used for other encrypted transmissions between the SSs and the BS.

6.3.14 QoS
This standard defines several QoS related concepts. These include the following:

a) Service Flow QoS Scheduling
b)  Dynamic Service Establishment
c¢) Two-phase Activation Model

6.3.14.1 Theory of operation

The various protocol mechanisms described in this document may be used to support QoS for both uplink
and downlink traffic through the SS and the BS. This subclause provides an overview of the QoS protocol
mechanisms and their part in providing end-to-end QoS.

The requirements for QoS include the following:

a) A configuration and registration function for preconfiguring SS-based QoS service flows and traffic
parameters.

b) A signaling function for dynamically establishing QoS-enabled service flows and traffic parameters.

c) Utilization of MAC scheduling and QoS traffic parameters for uplink service flows.

d) Utilization of QoS traffic parametersfor downlink service flows.

e) Grouping of service flow propertiesinto named Service Classes, so upper-layer entities and externa

applications (at both the SS and BS) may request service flows with desired QoS parametersin a
globally consistent way.

The principal mechanism for providing QoS is to associate packets traversing the MAC interface into a
service flow as identified by the CID. A service flow is a unidirectional flow of packets that is provided a
particular QoS. The SS and BS provide this QoS according to the QoS Parameter Set defined for the service
flow.

The primary purpose of the QoS features defined here is to define transmission ordering and scheduling on

the air interface. However, these features often need to work in conjunction with mechanisms beyond the air
interface in order to provide end-to-end QoS or to police the behavior of SSs.
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Service flows exist in both the uplink and downlink direction and may exist without actually being activated
to carry traffic. All service flows have a 32-bit SFID; admitted and active service flows also have a 16-bit
CID.

6.3.14.2 Service flows

A service flow is a MAC transport service that provides unidirectional transport of packets either to uplink
packets transmitted by the SS or to downlink packets transmitted by the BS12 A service flow is
characterized by a set of QoS Parameters such as latency, jitter, and throughput assurances. In order to
standardize operation between the SS and BS, these attributes include details of how the SS requests uplink
bandwidth allocations and the expected behavior of the BS uplink scheduler.

A service flow is partialy characterized by the following attri butes: 13

a) Service Flow ID: An SFID is assigned to each existing service flow. The SFID serves as the
principal identifier for the service flow in the network. A service flow has at least an SFID and an
associated direction.

b) CID: Mapping to an SFID that exists only when the connection has an admitted or active service
flow.

c) ProvisionedQoSParamSet: A QoS parameter set provisioned via means outside of the scope of this
standard, such as the network management system.

d) AdmittedQoSParamSet: Defines a set of QoS parameters for which the BS (and possibly the SS) are
reserving resources. The principal resource to be reserved is bandwidth, but this also includes any
other memory or time-based resource required to subsequently activate the flow.

e) ActiveQoSParamSet: Defines a set of QoS parameters defining the service actually being provided
to the service flow. Only an Active service flow may forward packets.

f)  Authorization Module: A logica function within the BS that approves or denies every change to
QoS Parameters and Classifiers associated with a service flow. As such, it defines an “envelope”
that limits the possible values of the AdmittedQoSParamSet and A ctiveQoSParamSet.

The relationship between the QoS Parameter Sets is as shown in Figure93 and Figure94. The
ActiveQoSParamSet is always a subset!* of the AdmittedQoSParamSet, which is always a subset of the
authorized “envelope.” In the dynamic authorization model, this envelope is determined by the
Authorization Module (labeled as the AuthorizedQoSParamSet). In the provisioned authorization model,
this envelope is determined by the ProvisionedQoSParamSet.It is useful to think of three types of service
flows:

1) Provisioned: Thistype of service flow is known via provisioning by, for example, the network
management system. Its AdmittedQoSParamSet and A ctiveQoSParamSet are both null.

12 service flow, as defined here, has no direct relationship to the concept of a“flow” as defined by the IETF Integrated Services
(intserv) Working Group (IETF RFC 2212). An intserv flow is acollection of packets sharing transport-layer endpoints. Multiple
intserv flows can be served by a single service flow.

1350me attributes are derived from the above attribute list. The Service Class Nameis an attribute of the ProvisionedQoSParamSet. The
actaigt/ation state of the service flow is determined by the ActiveQoSParamSet. I f the ActiveQoSParamSet is null, then the service flow is
inactive.
1470 say that QoS Parameter Set A is a subset of QoS Parameter Set B the following shall be true for all QoS Parametersin A and B:

if (asmaller QoS parameter value indicates | ess resources, e.g., Maximum Traffic Rate)

A isasubset of B if the parameter in A is less than or equal to the same parameter in B

if (alarger QoS parameter value indicates | ess resources, e.g., Tolerated Grant Jitter)

A isasubset of B if the parameter in A is greater than or equal to the same parameter in B

if (the QoS parameter is not quantitative, e.g., Service Flow Scheduling Type)

A isasubset of B if the parameter in A is equa to the same parameter in B
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(SFID & CID)
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(SFID) :
|

AuthorizedQoSParamSet
(BS only, not known by SS)

AdmittedQoSParamSet
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ActiveQoSParamSet
(SFID & Active CID)

Figure 94—Dynamic authorization model “envelopes”
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2) Admitted: This type of service flow has resources reserved by the BS for its
AdmittedQoSParamSet, but these parameters are not active (i.e., its ActiveQoSParamSet is
null). Admitted Service Flows may have been provisioned or may have been signalled by some
other mechanism.

3) Activee This type of service flow has resources committed by the BS for its
ActiveQoSParamSet, (e.g., is actively sending maps containing unsolicited grants for a UGS-
based service flow). Its ActiveQoSParamSet is non-null.

6.3.14.3 Object model

The major objects of the architecture are represented by named rectangles in Figure 95. Each object has a
number of attributes; the attribute names that uniquely identify it are underlined. Optional attributes are
denoted with brackets. The relationship between the number of objects is marked at each end of the
association line between the objects. For example, aservice flow may be associated with from 0 to N (many)
PDUs, but a PDU is associated with exactly one service flow. The service flow is the central concept of the
MAC protocol. It is uniquely identified by a 32-bit (SFID). Service flows may be in either the uplink or
downlink direction. Admitted and active service flows are mapped to a 16-bit CID.

Outgoing user datais submitted to the MAC SAP by a CS process for transmission on the MAC interface.
The information delivered to the MAC SAP includes the CID identifying the connection across which the
information is delivered. The service flow for the connection is mapped to MAC connection identified by
the CID.

The Service Class is an optional object that may be implemented at the BS. It is referenced by an ASCII
name, which isintended for provisioning purposes. A Service Classis defined in the BSto have a particular
QoS Parameter Set. The QoS Parameter Sets of a service flow may contain areference to the Service Class
Name as a “macro” that selects al of the QoS parameters of the Service Class. The service flow QoS
Parameter Sets may augment and even override the QoS parameter settings of the Service Class, subject to
authorization by the BS.

Service flow
MAC PDU Connection
SFID
SEID N 1 Direction 1 0,1 | ConnectionID
[Service Class] [CID] QoS Parameter Set
CID [ProvisionedQoSParamSet]
Payload [AdmittedQoSParamSet]
[ActiveQoSParamSet]
N
0,1

Service Class

Service Class Name
QoS Parameter Set

Figure 95—Theory of Operation Object Model
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6.3.14.4 Service classes
The Service Class serves the following purposes:

a) It alows operators, who so wish, to move the burden of configuring service flows from the
provisioning server to the BS. Operators provision the SSs with the Service Class Name; the
implementation of the name is configured at the BS. This alows operators to modify the
implementation of a given service to local circumstances without changing SS provisioning. For
example, some scheduling parameters may need to be tweaked differently for two different BSs to
provide the same service. As another example, service profiles could be changed by time of day.

b) It allows higher-layer protocols to create a service flow by its Service Class Name. For example,
telephony signaling may direct the SS to instantiate any available provisioned service flow of class
“G711.”

NOTE—Service classes are merely identifiers for a specific set of QoS parameter set values. Hence, the use of service
classes is optional. A service identified by a service classis treated no differently, once established, than a service that
has the same QoS parameter set explicitly specified.

Any service flow may have its QoS Parameter Set specified in any of three ways:

— By explicitly including all traffic parameters.
— By indirectly referring to a set of traffic parameters by specifying a Service Class Name.
— By specifying a Service Class Name along with modifying parameters.

The Service Class Name is “expanded” to its defined set of parameters at the time the BS successfully
admits the service flow. The Service Class expansion can be contained in the following BS-originated
messages. DSA-REQ, DSC-REQ, DSA-RSP, and DSC-RSP. In al of these cases, the BS shall include a
service flow encoding that includes the Service Class Name and the QoS Parameter Set of the Service Class.
If an SS-initiated request contained any supplemental or overriding service flow parameters, a successful
response shall also include these parameters.

When a Service Class name is given in an admission or activation request, it is possible that the returned
QoS Parameter Set may change from activation to activation. This can happen because of administrative
changes to the Service Class's QoS Parameter Set at the BS. If the definition of a Service Class Name is
changed at the BS (e.g., its associated QoS Parameter Set is modified), it has no effect on the QoS
Parameters of existing service flows associated with that Service Class. A BS may initiate DSC transactions
to existing service flows that reference the Service Class Name to affect the changed Service Class
definition.

When an SS uses the Service Class Name to specify the Admitted QoS Parameter Set, the expanded set of
TLV encodings of the service flow shall be returned to the SS in the response message (DSA-RSP or
DSC-RSP). Use of the Service Class Name later in the activation request may fail if the definition of the
Service Class Name has changed and the new required resources are not available. Thus, the SS should
explicitly request the expanded set of TLV s from the response message in its later activation request.

6.3.14.5 Authorization

Every change to the service flow QoS Parameters shall be approved by an authorization module. This
includes every DSA-REQ message to create a new service flow and every DSC-REQ message to change a
QoS Parameter Set of an existing service flow. Such changes include requesting an admission control
decision (e.g., setting the AdmittedQoSParamSet) and requesting activation of a service flow (e.g., setting
the ActiveQoSParamSet). Reduction requests regarding the resources to be admitted or activated are also
checked by the authorization module.
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In the static authorization model, the authorization module stores the provisioned status of al “deferred”
service flows. Admission and activation requests for these provisioned service flows shall be permitted, as
long as the Admitted QoS Parameter Set is a subset of the Provisioned QoS Parameter Set, and the Active
QoS Parameter Set is a subset of the Admitted QoS Parameter Set. Requests to change the Provisioned QoS
Parameter Set shall be refused, as shall requests to create new dynamic service flows. This defines a static
system where all possible services are defined in the initial configuration of each SS.

In the dynamic authorization model, the authorization module also communicates through a separate
interface to an independent policy server. This policy server may provide the authorization module with
advance notice of upcoming admission and activation requests, and it specifies the proper authorization
action to be taken on those requests. Admission and activation requests from an SS are then checked by the
Authorization Modul e to ensure that the ActiveQoSParamSet being requested is a subset of the set provided
by the policy server. Admission and activation requests from an SS that are signalled in advance by the
external policy server are permitted. Admission and activation requests from an SSthat are not presignalled
by the external policy server may result in areal-time query to the policy server or may be refused.

Prior to initial connection setup, the BS shall retrieve the Provisioned QoS Set for an SS. This is handed to
the Authorization Module within the BS. The BS shall be capable of caching the Provisioned QoS Parameter
Set and shall be able to use thisinformation to authorize dynamic flows that are a subset of the Provisioned
QoS Parameter Set. The BS should implement mechanisms for overriding this automated approval process
(such as described in the dynamic authorization model). For example it could:

a) Deny al requests whether or not they have been preprovisioned.
b) Definean internal table with aricher policy mechanism but seeded by the Provisioned QoS Set.
c¢) Refer al requeststo an externa policy server.

6.3.14.6 Types of service flows

It is useful to think about three basic types of service flows. This subclause describes these three types of
service flows in more detail. However, it is important to note that there are more than just these three basic
types (see 11.13.4).

6.3.14.6.1 Provisioned service flows

A service flow may be provisioned but not immediately activated (sometimes called “deferred”). That is, the
description of any such service flow contains an attribute that provisions but defers activation and admission
(see 11.13.4). The network assigns a SFID for such a service flow. The BS may also require an exchange
with a policy module prior to admission.

As a result of external action beyond the scope of this specification, the SS may choose to activate a
provisioned service flow by passing the SFID and the associated QoS Parameter Sets to the BS in the
DSC-REQ message. If authorized and resources are available, the BS shall respond by mapping the service
flow toaCID.

Asaresult of externa action beyond the scope of this specification, the BS may choose to activate a service
flow by passing the SFID as well as the CID and the associated QoS Parameter Sets to the SS in the DSC-
REQ message. Such a provisioned service flow may be activated and deactivated many times (through DSC
exchanges). In all cases, the original SFID shall be used when reactivating the service flow.

6.3.14.6.2 Admitted service flows

This protocol supports a two-phase activation model that is often utilized in telephony applications. In the
two-phase activation model, the resources for a “call” are first “admitted,” and then once the end-to-end
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negotiation is completed (e.g., called party’'s gateway generates an “off-hook” event), the resources are
“activated.” The two-phase model serves the following purposes:

1) conserving network resources until a complete end-to-end connection has been established,

2) performing policy checks and admission control on resources as quickly as possible, and in
particular, before informing the far end of a connection request, and

3) preventing severa potential theft-of-service scenarios.

For example, if an upper-layer service were using UGS, and the addition of upper-layer flows could be
adequately provided by increasing the Maximum Sustained Traffic Rate QoS parameter, then the following
procedure might be used. When the first higher-layer flow is pending, the SS issues a DSA-REQ with the
admitted Maximum Sustained Traffic Rate parameter equal to that required for one higher-layer flow, and
the active Maximum Sustained Traffic Rate parameter equa to zero. Later when the higher-layer flow
becomes active, it issues a DSC-REQ with the instance of the active Maximum Sustained Traffic Rate
parameter equal to that required for one higher-layer flow. Admission control was performed at the time of
the reservation, so the later DSC-REQ, having the active parameters within the range of the previous
reservation, is guaranteed to succeed. Subsequent higher-layer flows would be handled in the same way. If
there were three higher-layer flows establishing connections, with one flow already active, the service flow
would have admitted Maximum Sustained Traffic Rate equal to that required for four higher-layer flows,
and active Maximum Sustained Traffic Rate equal to that required for one higher-layer flow.

An activation request of a service flow where the new ActiveQoSParamSet is a subset of the
AdmittedQoSParamSet shall be allowed, except in the case of catastrophic failure. An admission request
where the AdmittedQoSParamSet is a subset of the previous AdmittedQoSParamSet, so long as the
ActiveQoSParamSet remains a subset of the AdmittedQoSParamSet, shall succeed.

A service flow that has resources assigned to its AdmittedQoSParamSet, but whose resources are not yet
completely activated, isin atransient state. It is possible in some applications that along-term reservation of
resources is necessary or desirable. For example, placing a telephone call on hold should alow any
resources in use for the call to be temporarily allocated to other purposes, but these resources shall be
available for resumption of the call later. The AdmittedQoSParamSet is maintained as “soft state” in the BS;
this state shall be maintained without releasing the nonactivated resources. Changes may be signaled with a
DSC-REQ message.

6.3.14.6.3 Active service flows

A service flow that hasanon-NULL ActiveQoSParamSet is said to be an active service flow. It isrequesting
(according to its Request/Transmission Policy, as in 11.13.12) and being granted bandwidth for transport of
data packets. An admitted service flow may be activated by providing an ActiveQoSParamSet, signaling the
resources actually desired at the current time. This completes the second stage of the two-phase activation
model (see 6.3.14.6.2).

A service flow may be provisioned and immediately activated. Alternatively, a service flow may be created
dynamically and immediately activated. In this case, two-phase activation is skipped and the service flow is
available for immediate use upon authorization.

6.3.14.7 Service Flow Creation
The provisioning of service flows is done via means outside of the scope of this standard, such as the
network management system. During provisioning, a service flow isinstantiated, gets a service flow ID and

a“provisioned” type. For some service flows it may be specified that DSA procedure must be activated by
Network Entry procedure. Enabling service flows follows the transfer of the operational parameters, as

224 Copyright © 2004 IEEE. Al rights reserved.

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

260



AIR INTERFACE FOR FIXED BROADBAND WIRELESS ACCESS SYSTEMS IEEE Std 802.16-2004
shown in Figure 55. In this case, the service flow type may change to “admitted” or to “active;” in the latter
case, the Service Flow is mapped onto a certain connection.

Service flow encodings contain either a full definition of service attributes (omitting defaultable items if
desired) or a service class name. A service class name is an ASCII string, which is known at the BS and

which indirectly specifies a set of QoS Parameters.

Triggers, other than network entry, also may cause creation, admission, or activation of service flows. Such
triggers lay outside the scope of the standard.

Capability of handling each specific Service Flow parameter is optional.
6.3.14.7.1 Dynamic service flow creation
6.3.14.7.1.1 Dynamic service flow creation—SS-initiated

Creation of service flows may be initiated by either BS (mandatory capability) or by SS (optiona
capability).

The SS-initiated protocol isillustrated in Figure 96 and described in detail in 6.3.14.9.3.1.

A DSA-REQ from an SS contains a service flow reference and QoS Parameter set (marked either for
admission-only or for admission and activation).

BS responds with DSA-RSP indicating acceptance or rejection. In the case when regjection was caused by
presence of non-supported parameter of non-supported value, specific parameter may be included into DSA-

RSP,

_RVD
pSXR BS
DSA-RSP

DSA-ack

Figure 96—DSA message flow—SS-initiated

SS

6.3.14.7.1.2 Dynamic service flow creation—BS-initiated
A DSA-REQ from a BS contains an SFID for either one uplink or one downlink Service flow, possibly its

associated CID, and a set of active or admitted QoS Parameters. The protocol isillustrated in Figure 97 and
is described in detail in 6.3.14.9.3.3.
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SS responds with DSA-RSP indicating acceptance or rejection. In the case when regjection was caused by
presence of non-supported parameter of non-supported value, specific parameter may be included into DSA-
RSP

DSA-REQ
BS
Dsa-rsp

ss\
W

Figure 97—DSA message flow—BS-initiated

6.3.14.8 Dynamic service flow modification and deletion

In addition to the methods presented in 6.3.14.7 for creating service flows, protocols are defined for
modifying and deleting service flows; see 6.3.14.9.4 and 6.3.14.9.5.

Both provisioned and dynamically created service flows are modified with the DSC message, which can
change the Admitted and Active QoS Parameter sets of the flow.

A successful DSC transaction changes a service flow’s QoS parameters by replacing both the Admitted and
Active QoS parameter sets. If the message contains only the Admitted set, the Active set is set to null and the
flow is deactivated. If the message contains neither set (“000” value used for QoS Parameter Set type, see
11.13.4), then both sets are set to null and the flow is de-admitted. When the message contains both QoS
parameter sets, the Admitted set is checked first, and if admission control succeeds, the Active set in the
message is checked against the Admitted set in the message to ensure that it is a subset. If all checks are
successful, the QoS parameter sets in the message become the new Admitted and Active QoS parameter sets
for the service flow. If either of the checks fails, the DSC transaction fails and the service flow QoS
parameter sets are unchanged.

6.3.14.9 Service flow management
6.3.14.9.1 Overview

Service flows may be created, changed, or deleted. This is accomplished through a series of MAC
management messages referred to as DSA, DSC, and DSD. The DSA messages create a new service flow.
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The DSC messages change an existing service flow. The DSD messages del ete an existing service flow. This
isillustrated in Figure 98.

DSC
A/DSD\
DSA »| [ Operational

Figure 98—Dynamic service flow overview

The Null state impliesthat no service flow exists that matches the SFID and/or Transaction ID in a message.
Once the service flow exists, it is operational and has an assigned SFID. In steady-state operation, a service
flow residesin aNominal state. When DSx messaging is occurring, the service flow may transition through
other states, but remains operational. Since multiple service flows may exist, there may be multiple state
machines active, one for every service flow. DSx messages only affect those state machines that match the
SFID and/or Transaction ID. Both the SS and BS shall verify the HMAC-Digest on al DSx messages before
processing them, and discard any messages that fail.

Transaction I1Ds are unique per transaction and are selected by the initiating device (SS or BS). To help
prevent ambiguity and provide simple checking, the Transaction ID number space is split between the SS
and BS. The SS shall select its Transaction |Ds from the first half of the number space (0x0000 to Ox7FFF).
The BS shall select its Transaction IDs from the second half of the number space (0x8000 to OXFFFF).

Each DSx message sequence is a unique transaction with an associated unique transaction identifier. The
DSA/DSC transactions consist of a request/response/acknowledge sequence. The DSD transactions consist
of a request/response sequence. The response messages shall return a CC of OK unless some exception
condition was detected. The acknowledge messages shall return the CC in the response unless a new
exception condition arises. A more detailed state diagram, including transition states, is shown in Figure 99
through Figure 105. The detailed actions for each transaction shall be given in the following subclauses.

6.3.14.9.2 Dynamic Service Flow state transitions

The Dynamic Service Flow state transition diagram (Figure 99) is the top-level state diagram and controls
the general service flow state. As needed, it creates transactions, each represented by a Transaction state
transition diagram, to provide the DSA, DSC, and DSD signaling. Each Transaction state transition diagram
communicates only with the parent Dynamic Service Flow state transition diagram. The top-level state
transition diagram filters DSx messages and passes them to the appropriate transaction based on SFID,
service flow reference number, and Transaction I1D.

There are six different types of transactions, which are locally initiated or remotely initiated for each of the
DSA, DSC, and DSD messages (Figure 100-Figure 105). Most transactions have three basic states—
pending, holding, and deleting. The pending state is typically entered after creation and is where the
transaction is waiting for a reply. The holding state is typically entered once the reply is received. The
purpose of this stateisto allow for retransmissionsin case of alost message, even though the local entity has
perceived that the transaction has completed. The deleting state is only entered if the service flow is being
deleted while atransaction is being processed.
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The flow diagrams provide a detailed representation of each of the states in the Transaction state transition
diagrams. All valid transitions are shown. Any inputs not shown should be handled as a severe error
condition.

With one exception, these state diagrams apply equaly to the BS and SS. In the Dynamic Service Flow
Changing-Local state, there is a subtle difference in the SS and BS behaviors. Thisis called out in the state
transition and detailed flow diagrams.

NOTE—The “Num Xacts” variable in the Dynamic Service Flow state transition diagram is incremented every time the
top-level state diagram creates a transaction and is decremented every time a transaction terminates. A dynamic service
flow shall not return to the Null state until it is deleted and all transactions have terminated.

The inputs for the state diagrams are identified below.

Dynamic Service Flow state transition diagram inputs from unspecified local, higher level entities:

a Add
b) Change
c) Delete

Dynamic Service Flow state transition diagram inputs from DSx Transaction state transition diagrams:

a) DSA Succeeded

b) DSA Failed
c) DSA-ACK Lost
d) DSA Erred
e) DSA Ended

a) DSC Succeeded

b) DSC Failed
c) DSC-ACK Lost
d) DSCErred
e) DSC Ended

a) DSD Succeeded
b) DSD Erred
c) DSD Ended

DSx Transaction state transition diagram inputs from the Dynamic Service Flow state transition diagram:

a) SFAdd
b) SF Change
¢) SFDdete

a) SFAbort Add

b) SF Change-Remote
¢) SFDeete-Local

d) SF Deete-Remote

a) SFDSA-ACK Lost
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b) SFDSC-REQ Lost
¢) SFDSC-ACK Lost
d) SFDSC-REQ Lost

a) SF Changed
b) SFDeleted

The creation of DSx transactions by the Dynamic Service Flow state transition diagram is indicated by the
notation:

DSx —[ Local | Remote] (initial_input)

where initia_input may be SF Add, DSA-REQ, SF Change, DSC-REQ, SF Delete, or DSD-REQ,
depending on the transaction type and initiator.

State transitions (i.e., the lines between states) are labeled with <what causes the transition>/<messages and
eventstriggered by the transition>. If there are multiple events or messages before the slash “/” separated by
acomma, any of them can cause the transition. If there are multiple events or messages listed after the slash,
all of the specified actions shall accompany the transition.

For example, “DSD-REQ/SF Delete Remote, DSD-Remote(DSD-REQ)” should be read as follows: Once

DSD-REQ is received, it triggers sending a “SF Delete Remote” event to transactions running for this
service flow AND starting the “DSD-Remote’ transaction and pass the event DSD-REQ to it.
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\

DSAREQ /

Add DSA-Local( SF Add) DSA-Remote(

RSAREQ) DSC-REQ / SF DSA-ACK Lost

DSA Ended /

Add
(DSA Failed /) Falled DSA Failed /
Delete / SF Abort Add)

DSA Succeeded /

Adding
Remote

(DSA Erred /
DSA Succeeded / DSD-Local( SF Delete ) )

( Delete / SF Delete-Local,
\ DSD-Local ( SF Delete) )

( DSC-REQ/ [BS Only] ) DSD Ended &&

( DSA ACK Lost / Num Xacts == 0/
SF DSC_REQ Lost) Change / DSC-REQ/

(DSC ACK Lost/ DSC-Local SF Change-Remote, New DSC-REQ /

SF DSC-REQ Lost) (SF Change) DSC-Remote( DSC REQ ) SF DSC-ACK Lost

( DSC Succeeded / ( DSC Succeeded /
SF Changed ) SF Changed )
(DSC Failed / ( DSC Failed /

SF Change) SF Changed)
. - DSC-REQ SF Change-Remote, - —
Changing\ — DSC-Remote( DSC REQ SS Only])

—

Changing

(Change/SF Change-Local) - Remote
— (SF Change) [BSOnly] — —
(DSC-REQ/)

Delete /
SF Delete-Local (DSAACK Lost/ (DSC Erred / SF Delete Local
DSD-Local (SF Delete) (DSC Erred / SF Delete Local SF DSD-REQ Lost)

DSD-Local ( SF Delete) ) ( DSC ACK Lost/ DSD-Local ( SF Delete) )

(Delete / SF Delete-Local SF DSD-REQ Lost) ( Delete / SF Delete-Local,

DSD-Local( SF Delete) ) \ DSD-Local( SF Detete))

\ Deleting /

DSD-REQ / SF Delete-Remote, DSD-Remote (DSD-REQ)
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(DSD Succeeded / SF Deleted)
(DSD Erred / SF Deleted,

)
DSD Succeeded / SF Deleted

Deleted J

Figure 99—Dynamic Service Flow state transition diagram
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Begin

SF Add / DSA-REQ

DSA-RSP
Pending

(( Timeout T7 || Timeout T14 )
&& Retries Available / DSA-REQ )
(DSX-RVD /)

(( Timeout T7 || Timeout T14)
&& Retries Exhausted /)

( DSA-RSP / DSA Succeeded, DSA-ACK )
( DSA-RSP / DSA Failed, DSA-ACK )
( SF Abort Add )

DSA-RSP/
DSA ACK Lost

DSA-RSP / DSA-ACK, DSA ACK Lost

Down SF Delete-Local /
(DSA-RSP / DSA Succeeded, DSA-ACK
(DSA-RSP / DSA Failed, DSA-ACK))

('SF Abort Add /)

Deleting
Service
Flow

Retries
Exhausted

( Timeout T10/ DSA Ended )
( SF Changed / DSA Ended )
( SF Change-Remote / DSA Ended )

( Timeout T10 / DSA Ended )

Timeout T10/
( SF Deleted / DSA Ended )

DSA Erred, DSA Ended

( SF Delete-Remote / DSA Ended )

Figure 100—DSA—Locally Initiated Transaction state transition diagram
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( DSA-REQ / DSX-RVD, DSA-RSP)
( DSA-REQ / DSA Failed, DSA-RSP )

( Timeout T8 && Retries Available / DSA-RSP)

( DSA-REQ && Retries Available / DSX-RVD, DSA-RSP )
( DSA-REQ && Retries Exhausted /)

( SF DSA-ACK Lost && Retries Available / DSA-RSP)
DSA-ACK ( SF DSA-ACK Lost && Retries Exhausted /)

Pending

SF Delete-Local /

( DSA-ACK / DSA Succeeded )
( DSA-ACK / DSA Failed )

(DSAREQ/)
(DSA-ACK /)

Deleting
Service
Flow

i DSA-ACK /
( Timeout T8 && Retries Exhausted / DSA Erred, DSA Ended ) Holding ( SF Delete-L)ocaI 1)

( SF Delete-Remote|/ DSA Ended ) Down ( SF Change-Remote /)

( Timeout T8 / DSA Ended )
( SF Changed / DSA Ended )

( SF Deleted / DSA Ended )

( SF Change-Remote / DSA Ended )

( Timeout T10 / DSA Ended )
( SF Deleted / DSA Ended )
( SF Delete-Remote / DSA Ended )

Figure 101—DSA—Remotely Initiated Transaction state transition diagram
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Begin

SF Change / DSC-REQ

(( Timeout T7 || Timeout T14) && Retries Available / DSC-REQ )
( SF DSC-REQ Lost && Retries Available / DSC-REQ )

( SF DSC-REQ Lost && Retries Exhausted /)

(DSX-RVD /)

DSC-RSP

Pending

Shange-Remote / DSC Ended [SS only] N

((Timeout T7 || Timeout T14)
&& Retries Exhausted /)
(SF Delete Local/)

(DSC-RSP / DSC Succeeded, DSC-ACK )
(DSC-RSP / DSC Failed, DSC-ACK)

(SF Delete Locall) DSC-RSP/

DSC ACK Lost

A
Retries ‘@ding DSC-RSP / Deleting
Exhausted "\ Down DSC-ACK, DSC ACK Lost Service

{ DSC-RSP / DSC Succeeded, DSC-ACK Flow

( DSC-RSP / DSC Failed, DSC-ACK )

(SF Delete Local/)

( Timeout T10 / DSC Ended )
( SF Changed / DSC Ended )
( SF Change-Remote / DSC Ended )

( Timeout T10 / DSC Ended )

Timeout T10 / ( SF Deleted / DSC Ended )

DSC Erred, DSA Ended

( SF Delete-Remote / DSC Ended )

Figure 102—DSC—Locally Initiated Transaction state transition diagram
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( Timeout T8 && Refries Exhausted / DSC Erred, DSC Ended )
( SF Delete-Remote}/ DSC Ended ) Down
(SF Change Local/) [BS only]
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Begin

DSC-REQ/ DSX-RVD, DSC-RSP

( Timeout T8 && Retries Available / DSC-RSP )
(DSC-REQ && Retries Available / DSX-RVD, DSC-RSP )
(DSC-REQ && Retries Exhausted /)

( SF DSC-ACK Lost && Retries Available / DSC-RSP )

( SF DSC-ACK Lost && Retries Exhausted /)

DSC-ACK
Pending

F Delete-Local /

(DSC-ACK / DSC Succeeded )
(DSC-ACK / DSC Failed )

(DSC-REQ/)
(DSC ACK /)

(DSC-ACK /)
. ( SF Delete-Local /)
Holding ( SF Change-Remote /)

Deleting
Service
Flow

( Timeout T8/ DSC Ended )
( SF Changed / DSC Ended )

( SF Deleted / DSC Ended )

( SF Delete-Remote / DSC Ended )
(SF Change Local/) [BS only]

( Timeout T10 / DSC Ended )

( SF Deleted / DSC Ended )

( SF Delete-Remote / DSC Ended )
(SF Change Local/) [BS only]

Figure 103—DSC—Remotely Initiated Transaction state transition diagram
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SF Delete / DSD-REQ

( Timeout T10 && Retries Available / DSD-REQ )
DSD-RSP ( SF DSD-REQ Lost && Retries Available / DSC-REQ )
( SF DSD-REQ Lost && Retries Exhausted /)

Pending

(DSD-RSP / DSD Succeeded )
( SF Delete-Remote /)

\
Holdi (DSD-RSP / DSD Succeeded )
Timeout T10 && Retries Exhausted / DSD Erred, DSD Ended DO Ing (SF Deleted /)
own

Timeout T10 / DSD Ended

Figure 104—DSD—Locally Initiated Transaction state transition diagram
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Begin

DSD-REQ / DSD Succeeded, DSD-RSP

Holding
Down

DSD-REQ / DSD-RSP

( Timeout T10 / DSD Ended )
( SF Deleted / DSD Ended )

Figure 105—DSD—Remotely Initiated Transaction state transition diagram

6.3.14.9.3 DSA
6.3.14.9.3.1 SS-initiated DSA

An SS wishing to create either an uplink or downlink service flow sends a request to the BS using a DSA-
REQ message. The BS checks the integrity of the message and, if the message is intact, sends a message
received (DSX-RVD) response to the SS. The BS checks the SS's authorization for the requested service and
whether the QoS requirements can be supported, generating an appropriate response using a DSA-RSP
message. The SS concludes the transaction with an acknowledgment message (DSA-ACK). This processis
illustrated in Table 125.

Table 125—DSA initiated from SS

SS BS

New service flow needed

Check if resources are available

Send DSA-REQ ---DSA-REQ--> Receive DSA-REQ
Set Timers T7 and T14
Timer T14 Stops <-- DSX-RVD-- DSA-REQ integrity valid
Check whether SSis authorized for
Service?
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Table 125—DSA initiated from SS (continued)

SS BS
Check whether service flow QoS can be
supported
Create SFID

If uplink AdmittedQoSParamSet is
non-null, map service flow to CID

If uplink ActiveQoSParamSet is non-null,
Enable reception of data on new uplink

service flow
Receive DSA-RSP <--DSA-RSP--- Send DSA-RSP
Timer T7 Stops
If ActiveQoSParamSetisnon-null, Enable
transmission and/or reception of dataon
new service flow
Send DSA-ACK ---DSA-ACK--> Recelve DSA-ACK

If downlink ActiveQoSParamSet is
non-null, Enable transmission of data on
new downlink service flow

8A uthorization happens prior to the DSA-REQ being received by the BS. The details of BS signaling to anticipate a DSA-REQ are
beyond the scope of this standard.

6.3.14.9.3.2 BS-initiated DSA

A BS wishing to establish either an uplink or a downlink dynamic service flow with an SS performs the
following operations. The BS checks the authorization of the destination SS for the requested class of
service and to determine whether the QoS requirements can be supported. If the service can be supported,
the BS generates a new SFID with the required class of service and informs the SS using a DSA-REQ
message. If the SS checks that it can support the service, it responds using a DSA-RSP message. The
transaction completes with the BS sending the acknowledge message (DSA-ACK). This process is
illustrated in Table 126.

Table 126—DSA initiated from BS

SS BS

New service flow required for SS
Check whether SSisauthorized for Service

Check whether service flow(s) QoS can be
supported

Create SFID

If AdmittedQoSParamSet is non-null, map
service flow to CID

Receive DSA-REQ <--DSA-REQ--- Send DSA-REQ
Set Timer T7
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Table 126—DSA initiated from BS (continued)

SS BS

Confirm that SS can support service flow
Add Downlink SFID (if present)

Enable reception on any new downlink

service flow

Send DSA-RSP ---DSA-RSP--> Receive DSA-RSP
Timer T7 Stops
Enable transmission (downlink) or reception
(uplink) of data on new service flow

Receive DSA-ACK <--DSA-ACK--- Send DSA-ACK

Enable transmission on new uplink

service flow
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6.3.14.9.3.3 DSA state transition diagrams

DSA state transition diagrams are shown in Figure 106—Figure 114,

DSA-Local
Begin

SF Add

DSA-REQ

Start timer
T7

l

[SS Only]
Start timer
T14

|

Save transmitted
DSA-REQ

)

Set DSA-REQ
Retries available
to ‘DSx Request
Retries’

DSA-Local
DSA-RSP
Pending

Figure 106—DSA—Locally Initiated Transaction Begin state flow diagram
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DSA-Local
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DSA-Local
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Save transmitted
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Figure 107—DSA—Locally Initiated Transaction DSA-RSP Pending state flow diagram
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DSA-Local
Holding Down

A4 A4 A4 A
SF Changed,
SF Change-Remote, Timeout T10 SF Delete-Local DSA-RSP

SF Delete-Remote

}

DSA-Local Saved
Stop T10 Timer Deleting DSA-ACK
Service Flow
DSA ACK
Lost

DSA Ended

DSA-Local

Holding Down
DSA-Local
End

Figure 108—DSA—Locally Initiated Transaction Holding state flow diagram
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Figure 109—DSA—Locally Initiated Transaction Retries Exhausted state flow diagram
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DSA-Local

Deleting
Service Flow

l A\

SF Deleted, N
SF Delete-Remote Timeout T10 DSA-RSP
. DSA ACK
Stop T10 Timer o
DSA-Local
Y Deleting
Service Flow
DSA Ended
DSA-Local
End

Figure 110—DSA—Locally Initiated Transaction Deleting Service Flow state flow diagram
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Figure 111—DSA—Remotely Initiated Transaction Begin state flow diagram
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Figure 112—DSA—Remotely Initiated Transaction DSA-ACK Pending state flow diagram
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DSA-Remote
Holding Down
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SF Deleted, Timeout T8 SF Delete-Local, DSA-ACK

SF Delete-Remote SF Change-Remote

} |

Stop T8 Timer

v

DSA-Remote

Holding Down

DSA Ended

DSA-Remote
End

Figure 113—DSA—Remotely Initiated Transaction Holding Down state flow diagram
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DSA Ended
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Figure 114—DSA—Remotely Initiated Transaction Deleting Service state flow diagram
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6.3.14.9.4 DSC

The DSC set of messages is used to modify the flow parameters associated with a service flow. Specificaly,
DSC can modify the service flow Specification.

A single DSC message exchange can modify the parameters of either one downlink service flow or one
uplink service flow.

To prevent packet loss, any required bandwidth change is sequenced between the SS and BS.

The BS controls both uplink and downlink scheduling. The timing of scheduling changes is independent of
direction AND whether it is an increase or decrease in bandwidth. The BS always changes scheduling on
receipt of aDSC-REQ (SS-initiated transaction) or DSC-RSP (BS-initiated transaction).

The BS also controls the downlink transmit behavior. The change in downlink transmit behavior is always
coincident with the change in downlink scheduling (i.e., BS controls both and changes both simultaneously).

The SS controls the uplink transmit behavior. The timing of SS transmit behavior changes is a function of
which device initiated the transaction AND whether the change is an “increase” or “decrease” in bandwidth.

If an uplink service flow’s bandwidth is being reduced, the SS reduces its payload bandwidth first and then
the BS reduces the bandwidth scheduled for the service flow. If an uplink service flow’s bandwidth is being
increased, the BS increases the bandwidth scheduled for the service flow first and then the SS increases its
payload bandwidth.

Any service flow can be deactivated with a DSC command by sending a DSC-REQ message, referencing
the SFID, and including a null ActiveQoSParamSet. However, if a Basic, Primary Management, or
Secondary Management Connection of an SS is deactivated, that SS is deregistered and shall re-register.
Therefore, care should be taken before deactivating such service flows. If a service flow that was
provisioned is deactivated, the provisioning information for that service flow shall be maintained until the
service flow is reactivated.

An SS shall have only one DSC transaction outstanding per service flow. If it detects a second transaction
initiated by the BS, the SS shall abort the transaction it initiated and allow the BS-initiated transaction to
complete.

A BS shall have only one DSC transaction outstanding per service flow. If it detects a second transaction
initiated by the SS, the BS shall abort the transaction that the SS initiated and allow the BS-initiated
transaction to complete.

The following service flow parameters may not be changed, and shall not be present in the DSC-REQ or
DSC-RSP messages:

— Service Flow Scheduling Type

— Request/Transmission Policy

— Convergence Sublayer Specification

— Fixed-Length versus Variable-L ength SDU Indicator

— SDU Size

— ATM switching (ATM Services only)

— ARQ parameters, in accordance with individual TLV definitions

NOTE—Currently anticipated applications would probably control a service flow through either the SS or BS, and not
both. Therefore, the case of a DSC being initiated simultaneously by the SS and BS is considered as an exception
condition and treated as one.
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6.3.14.9.4.1 SS-initiated DSC
An SS that needs to change a service flow definition performs the following operations.

The SSinformsthe BS using aDSC-REQ. The BS checks the integrity of the message and, if the messageis
intact, sends a message received (DSX-RVD) response to the SS. The BS shall decide if the referenced
service flow can support this modification. The BS shall respond with a DSC-RSP indicating acceptance or
rejection. In the case when rejection was caused by presence of non-supported parameter of non-supported
value, specific parameter may be included into DSC-RSP. The SS reconfigures the service flow if
appropriate, and then shall respond with a DSC-ACK. This processisillustrated in Table 127.

Table 127—SS-initiated DSC

BS SS

Service flow requires modifying

Receive DSC-REQ S DSC-REQ ---------- Send DSC-REQ

Set Timers T7 and T14
DSC_REQ integrity vaid ~ —--meme- DSX-RVD --------- > Timer T14 Stops
Validate Request

Modify service flow

Increase Channel Bandwidth if

Required
SendDSC-RSP e DSC-RSP -------- > Receive DSC-RSP
Timer T7 Stops
Modify service flow
Adjust Payload Bandwidth
Receive DSC-ACK e DSC-ACK ---------- Send DSC-ACK

Decrease Channel Bandwidth if
Required

6.3.14.9.4.2 BS-initiated DSC

A BS that needs to change a service flow definition performs the following operations.

The BS shall decideif the referenced service flow can support this modification. If so, the BS informs the SS
using a DSC-REQ. The SS checks that it can support the service change, and shall respond using a
DSC-RSP indicating acceptance or rejection. In the case when rejection was caused by presence of non-
supported parameter of non-supported value, specific parameter may be included into DSC-RSP. The BS
reconfigures the service flow if appropriate, and then shall respond with a DSC-ACK. This process is
illustrated in Table 128.

6.3.14.9.4.3 DSC state transition diagrams

DSC state transition diagrams are shown in Figure 115-Figure 123.
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Table 128—BS-initiated DSC

BS SS

Service flow requires modifying

SendDSC-REQ @~ e DSC-REQ --------- > Receive DSC-REQ
Set Timer T7

Validate request
Modify service flow
Decrease Payload Bandwidth if Required

Receive DSC-RSP R DSC-RSP ---------- Send DSC-RSP
Timer T7 Stops

Modify service flow
Adjust Channel Bandwidth
Send DSC-ACK e DSC-ACK --------- > Receive DSC-ACK

Increase Payload Bandwidth if Required
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Figure 115—DSC—Locally Initiated Transaction Begin state flow diagram
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Figure 116—DSC—Locally Initiated Transaction DSC-RSP Pending state flow diagram
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Figure 117—DSC—Locally iNitiated Transaction Holding Down state flow diagram
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Figure 118—DSC—Locally Initiated Transaction Retries Exhausted state flow diagram
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Figure 119—DSC—Locally Initiated Transaction Deleting Service Flow state flow diagram
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Figure 120—DSC—Remotely Initiated Transaction Begin state flow diagram
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Figure 121—DSC—Remotely Initiated Transaction DSC-ACK Pending state flow diagram
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Figure 122—DSC—Remotely Initiated Transaction Holding Down state flow diagram
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Figure 123—DSC—Remotely Initiated Transaction Deleting Service Flow state
flow diagram
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6.3.14.9.5 Connection release

Any service flow can be deleted with the DSD messages. When a service flow is deleted, all resources
associated with it are released. If a service flow for aprovisioned serviceis deleted, the ability to re-establish
the service flow for that service is network management dependent. Therefore, care should be taken before
deleting such service flows. However, the deletion of a provisioned service flow shall not cause an SS to
reinitialize.

6.3.14.9.5.1 SS-initiated DSD
An SSwishing to delete a service flow generates a delete request to the BS using a DSD-REQ message. The

BS removes the service flow and generates a response using a DSD-RSP message. This processisillustrated
in Table 129. Only one service flow can be deleted per DSD-REQ.

Table 129—DSD-initiated from SS

SS BS

Service flow no longer needed

Delete service flow

Send DSD-REQ ---DSD-REQ--> Receive DSD-REQ
Verify SSis service flow “owner”
Delete service flow

Receive DSD-RSP <--DSD-RSP--- Send DSD-RSP

6.3.14.9.5.2 BS-initiated DSD
A BS wishing to delete a dynamic service flow generates a delete request to the associated SS using a DSD-

REQ. The SS removes the service flow and generates a response using a DSD-RSP. This process is
illustrated in Table 130. Only one service flow can be deleted per DSD-REQ.

Table 130—DSD-initiated from BS

SS BS

Service flow no longer needed
Delete service flow

Determine associated SSfor this

service flow
Receive DSD-REQ <---DSD-REQ-- Send DSD-REQ
Delete service flow
Send DSD-RSP ---DSD-RSP--> Receive DSD-RSP
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6.3.14.9.5.3 DSD state transition diagrams

DSD state transition diagrams are shown in Figure 124—Figure 128.
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Figure 124—DSD—Locally Initiated Transaction Begin state flow diagram
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Figure 125—DSD—Locally Initiated Transaction DSD-RSP Pending state flow diagram
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Figure 126—DSD—Locally Initiated Transaction Holding Down state flow diagram

Copyright © 2004 IEEE. All rights reserved. 261

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

297



IEEE Std 802.16-2004 IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS—PART 16:

DSD-Remote
Begin

DSD-REQ

Disable
service flow

}

DSD
Succeeded

DSD-RSP

Start T10 Timer

)

Save transmitted
DSD-RSP

DSD-Remote
Holding Down

Figure 127—DSD—Remotely Initiated Transaction Begin state flow diagram
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Figure 128—DSD—Remotely Initiated Transaction Holding Down state flow diagram

6.3.15 DFS for license-exempt operation
6.3.15.1 Introduction

DFSismandatory for license-exempt operation. Systems should detect and avoid primary users. Further, the
use of channel selection algorithms is required, which result in uniform channel spreading across a
minimum number of channels. This specification is intended to be compliant with the regulatory
requirements set forth in ERC/DEC/(99)23 [B10]. The timing parameters used for DFS are specified by
each regulatory administration.

The DFS procedures provide for:

— Testing channels for primary users (6.3.15.2)

— Discontinuing operations after detecting primary users (6.3.15.3)
— Detecting primary users (6.3.15.4)

— Scheduling for channel testing (6.3.15.5).

— Reguesting and reporting of measurements (6.3.15.6)

— Sdlecting and advertising a new channel (6.3.15.7)

6.3.15.2 Testing channels for primary users

A BSor SS shall not use a channel that it knows contains primary users or has not been tested recently for
the presence of primary users. A BS shall test for the presence of primary usersfor at least the following:

— Startup Test Period before operating in a new channel if the channel has not been tested for primary
users for at least Startup Test Period during the last Startup Test Valid.
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— Startup Test Period before operating in a new channel if a channel was previously determined to
contain primary users during the last Sartup Test Valid.

— Operating Test Period (where the period is only accumulated during testing) of each Operating
Test Cycle period while operating in a channel. Testing may occur in quiet periods or during normal
operation.

An SS may start operating in anew channel without following the above start-up testing procedures if:

— The SS moves to the channel as aresult of the receipt of a Channel Switch Announcement from the
BS.

— The SS is initializing with a BS that is not currently advertising, using the Channel Switch
Announcement that it is about to move to a new channel.

A BS may start operating in a new channel without following the above start-up testing proceduresiif it has
learned from another BS by means outside the scope of this standard that it is usable.

6.3.15.3 Discontinuing operations after detecting primary users

If aBS or an SSis operating in a channel and detects primary users, which interference might be caused in
the channel, it shall discontinue any transmission of the following:

— MAC PDUs carrying data within Max Data Oper ations Period.
— MAC PDUs carrying MAC Management messages within M anagement Operations Period.

6.3.15.4 Detecting primary users

Each BS and SS shall use a method to detect primary users operating in a channel that satisfies the
regulatory requirements. The particular method used to perform the primary user detection is outside the
scope of this specification.

6.3.15.5 Scheduling for channel testing

A BS may measure one or more channels itself and request any SS to measure one or more channels on its
behalf, either in a quiet period or during normal operation.

To request the SSs to measure one channel, the BS shall include in the DL-MAP a Report Measurement |E
as specified in 8.3.6.2.3. The BS that requests the SSs to perform a measurement shall not transmit MAC
PDUsto any SS during the measurement interval. If the channel measured is the operationa channel, the BS
shall not schedule any uplink transmissions from SSsto take place during the measurement period.

Upon receiving a DL-MAP with the DFS Measurement |IE, an SS shall start to measure the indicated
channel no later than Max. Channel Switch Time after the start of the measurement period. An SS may
stop the measurement no sooner than Max. Channel Switch Time before the expected start of the next
frame or the next scheduled uplink transmission (of any SS). If the channel to be measured is the operating
channel, Max. Channel Switch Time shall be equal to the value of RTG, as specified in Table 358. M ax.
Channel Switch Time shall not exceed 2 ms.

6.3.15.6 Requesting and reporting of measurements
The SS shall, for each measured channel, keep track of the following information:

— Frame Number of the frame during which the first measurement was made
— Accumulated time measured
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— Existence of a Primary User on the channel
—  Whether aWirelessHUMAN using the same PHY system was detected on the measured channel

— Whether unknown transmissions [such as radio local area network (RLAN) transmissions] were
detected on the channel

The BS may request a measurement report by sending a REP-REQ message. Thisistypically done after the
aggregated measurement time for one or more channels exceeds the regulatory required measurement time.
Upon receiving a REP-REQ the SS shall reply with a REP-RSP message and reset its measurement counters
for each channel on which it reported.

If the SS detects a primary user on the channel it is operating during a measurement interval or during
normal operation it shall immediately cease to send any user data and send at the earliest possible
opportunity an unsolicited REP-RSP. The BS shall provide transmission opportunities for sending an
unsolicited REP-RSP frequently enough to meet regulatory requirements. The SS may also send, in an
unsolicited fashion, a REP-RSP when non-primary user interference is detected above athreshold value.

6.3.15.7 Selecting and advertising a new channel

A BS may decide to stop operating in a channel at any time. The algorithm used to decide to stop operating
in achannd is outside the scope of this standard, but shall satisfy any regulatory requirements.

A BS may use a variety of information, including information learned during SS initialization and
information gathered from measurements undertaken by the BS and the SSs, to assist in the selection of the
new channel. The algorithm to choose a new channel is not standardized but shall satisfy any regulatory
requirements, including uniform spreading rules and channel testing rules. If a BS would like to move to a
new channel, a channel supported by all SSsin the sector should be selected.

A BSshall inform its associated SSs of the new channel using the Channel Nr in the DCD message. The new
channel shall be used starting from the frame with the number given by the Channel Switch Frame Number
in the DCD message. The BS shall not schedule any transmissions during the last Max. Channel Switch
Time before the channel change is to take place.

The uplink burst profiles used on the old channel defined shall be considered valid also for the new channel,
i.e., the BS need not define new uplink Burst Profiles when changing channels. When operating in license-
exempt bands, the BS shall not send the Frequency (Type=3) parameter as a part of UCD message.

6.3.16 MAC Management message tunneling in Mesh Mode

In Mesh networks during network entry, certain MAC message protocols take place between entities
separated by multiple hops. In these cases, the Sponsor Node shall relay the MAC messages from the New
Node acting as the SS to the peer performing the duties of the PMP BS. The sponsor shall aso relay the
messages from the BS entity to the New Node.

The Sponsor shall tunnel the MAC messages received from the New Node (SS), listed in Table 131 over
UDP as shown in Figure 129, to the entity performing the BS part of the protocol. The sponsor shall aso
extract the MAC messages from the UDP packets arriving from the BS entity and transmit them over the air
to the New Node.
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Table 131—MAC Management messages tunneled over UDP during network entry

M essage Action of sponsor Direction of message
PKM-REQ:Auth Request Tunnel SStoBS
PKM-REQ:Auth Info Tunnel SStoBS
PKM-RSP:Auth Reply Extract BSto SS
PKM-RSP:Auth Reject Extract BSto SS
REG-REQ Tunnel SStoBS
REG-RSP Extract BSto SS
IP header(s) | UDP Header Tunnel MAC message including headers
subheader

Figure 129—MAC over UDP/IP tunneling

The format of the Tunnel subheader is defined in Table 132.

Table 132—Tunnel subheader Format

Syntax Size Notes

Tunnel_Subheader(){

Type 1 byte 0 = Reserved
1= WirelessMAN MAC header
2-255 = Reserved

Also, MAC messages may need to be tunneled end-to-end in cases when the protocol takes place between
peers separated by several hops. The packet format in Figure 129 shall be used in these cases with the
Tunnel subheader format defined in Table 132.

6.3.17 MAC support for H-ARQ

Hybrid automatic repeat request (H-ARQ) scheme is an optional part of the MAC and can be enabled on a
per-termina basis. H-ARQ may be supported only for the OFDMA PHY. The per-terminal H-ARQ and
associated parameters shall be specified and negotiated during initialization procedure. A burst cannot have
amixture of H-ARQ and non-H-ARQ traffic.

One or more MAC PDUs can be concatenated and an H-ARQ packet formed by adding a CRC to the PHY
burst. Figure 130 shows how the H-ARQ encoder packet is constructed.
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Figure 130—Construction of H-ARQ encoder packet

Each H-ARQ packet is encoded according to the PHY specification, and four subpackets are generated from
the encoded result. A subpacket identifier (SPID) is used to distinguish the four subpackets. In case of down-
link communication, a BS can send one of the subpacketsin a burst transmission. Because of the redundancy
among the subpackets, SS can correctly decode the original encoder packet even before it receives dl four
subpackets. Whenever receiving the first subpacket, the SS attempts to decode the original encoder packet
fromit. If it succeeds, the SS sends an ACK to the BS, so that the BS stops sending additional subpackets of
the encoder packet. Otherwise, the SS sends a NAK, which causes the BS to transmit one subpacket selected
from the four. These procedures go on until the SS successfully decodes the encoder packet. When the SS
receives more than one subpacket, it tries to decode the encoder packet from ever-received subpackets.

The rule of subpacket transmission is asfollows,

1) Atthefirst transmission, BS shall send the subpacket labeled '00'.

2) BSmay send one among subpackets labeled '00', '01', '10', or '11' in any order.

3) BScan send more than one copy of any subpacket, and can omit any subpacket except the subpacket
labeled '00".

In order to specify the start of a new transmission, one-bit H-ARQ identifier sequence number (AI_SN) is
toggled on every successful transmission of an encoder packet on the same H-ARQ channel. If the Al_SN
changes, the receiver treats the corresponding subpacket as a subpacket belongs to a new encoder packet,
and discards ever-received subpackets with the same ARQ identifier.

The H-ARQ scheme is basically a stop-and-wait protocol. The ACK is sent by the SS after a fixed delay
(synchronous ACK) defined by H-ARQ DL ACK delay offset, which is specified in DCD message. Timing
of retransmission, however, is flexible and corresponds to the asynchronous part of the H-ARQ. The ACK/
NAK is sent by the BS using the H-ARQ Bitmap IE, and sent by an SS using the fast feedback UL
subchannel.

The H-ARQ scheme supports multiple H-ARQ channels per a connection, each of which may have an
encoder packet transaction pending. The number of H-ARQ channels in use is determined by BS. These
ARQ channels are distinguished by an H-ARQ channel identifier (ACID). The ACID for any subpackets can
be uniquely identified by the control information carried in the MAPs.

H-ARQ can be used to mitigate the effect of channel and interference fluctuation. H-ARQ renders
performance improvement due to SNR gain and time diversity achieved by combining previously
erroneously decoded packet and retransmitted packet, and due to additional coding gain by Incremental
Redundancy (IR).
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6.3.17.1 Subpacket generation

H-ARQ operates at the FEC block level. The FEC encoder is responsible for generating the H-ARQ sub-
packets, as defined in the relevant PHY section. The subpackets are combined by the receiver FEC decoder
as part of the decoding process.

6.3.17.2 DL/UL ACK/NAK signaling

For DL/UL H-ARQ, fast ACK/NAK signaling is necessary. For the fast ACK/NAK signaling of DL H-ARQ
channel, adedicated PHY layer ACK/NAK channel is designed in UL. For the fast ACK/NAK signaling of
UL fast feedback, H-ARQ ACK messageis designed.

6.3.17.3 H-ARQ parameter signaling

The parameters for each subpacket should be signaled independent of the subpacket burst itself. The
parameters for each subpacket include

— SPID: The BS shall set this field to the subpacket identifier for the subpacket transmission.
— ACID: The BS shall set thisfield to the ARQ channel identifier for the subpacket transmission.

— AI_SN: Thistoggles between “0” and “1” on successfully transmitting each encoder packet with the
same ARQ channel.

For the signaling of those parameters, H-ARQ Allocation IE is defined and the IE is to be placed in aDL-
MAP or UL-MAP for aburst where H-ARQ is used.

6.3.17.4 CQICH Operations

This subclause describes the operation scenarios and requirements of CQICH, which isdesigned for H-ARQ
enabled SS. After an SS turns on its power, the only appropriate subchannels that can be allocated to the
MSS are normal subchannels. To determine the M/C level of normal subchannels, the average CINR
measurement is enough for the BS to determine the M/C levels of uplink and downlink. As soon as the BS
and the SS know the capabilities of both entities modulation and coding, the BS may allocate a CQICH
subchannel using a CQICH Control IE. Then, the M SS reports the average CINR of the BS preamble. From
then on, the BS is able to determine the M/C level. A CINR measurement is quantized into 32 levels and
encoded into 5 information bits.

At any time, the BS may de-allocate the SS' CQICH by putting another CQICH Control 1E with Duration
d = 0000. Before the CQICH life timer (which is set at the receipt of the CQICH Control 1E expires) sending
another CQICH Control |1E overwrites al the information related to the CQICH such as Allocation Index,
Period, Frame offset, and Duration. Hence, unless the BS refreshes the timer, the SS should stop reporting as
soon as the timer expires. However, in case of sending the MAP |E for re-allocation or deallocation, the BS
should make sure if the previous CQICH isreleased before it isre-allocated to another SS.

The SS sends the REP-RSP message in an unsolicited fashion to BS to trigger Band AMC operation. The
triggering conditions are given by TLV encodings in UCD messages. The REP-RSP (see 11.12 for the TLV
encodings) includes the CINR measurements of five best bands. Only when an SS reports its BS the CINR
measurements of Band AMC channels, its logical definition is made differently, asfollows. If the number of
bands is 48 (2048 FFT in 20 MHz), the two contiguous bands are paired and renumbered the same as a 24
band system. Then, if the LSB of an SSMAC addressis 1, it only uses the odd-numbered bands. If not, it
only uses the even-numbered bands. Hence, for example, the LSB of an SS MAC address is 1, (4m+2,
4m+3) bands are paired and the paired band is the m-th band of the SS. Similarly, for an even-numbered SS,
(4m, 4m+1) bands are paired and the paired band is the m-th band of the SS.
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The BS acknowledges the trigger by alocating Band AMC subchannels. From the next frame when the SS
sent the REP-RSP, the SS starts reporting the differential of CINR five selected bands (increment: 1 and
decrement: 0 with a step of 1 dB) on its CQICH. If the BS does not allocate the Band AMC subchannels
within the specified delay (CQICH Band AMC Transition Delay) in the UCD message, the SS reports the
updated average CINR of the preamble for normal subchannel alocations.

When the BS wants to trigger the transition to Band AMC mode or update the CINR reports, it sends the
REP-REQ message (see 11.11 for the TLV encodings). When the SS receives the message, it replies with
REP-RSP. When the BS receives the REP-RSR, it should synchronize the selection of bands reported and
their CINR. Unless the BS allocates normal subchannels, the SS reports the differential increment compared
to the most up-to-date report from the next CQI reporting frame.
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7. Security sublayer

Security provides subscribers with privacy across the fixed broadband wireless network. It does this by
encrypting connections between SS and BS.

In addition, security provides operators with strong protection from theft of service. The BS protects against
unauthorized access to these data transport services by enforcing encryption of the associated service flows
across the network. Privacy employs an authenticated client/server key management protocol in which the
BS, the server, controls distribution of keying material to client SS. Additionaly, the basic privacy
mechanisms are strengthened by adding digital-certificate-based SS authentication to its key management
protocol.

If during capabilities negotiation, the SS specifies that it does not support |IEEE 802.16 security, step of
authorization and key exchange shall be skipped. The BS, if provisioned so, shall consider the SS
authenticated; otherwise, the SS shall not be serviced. Neither key exchange nor data encryption performed.

7.1 Architecture
Privacy hastwo component protocols as follows:

a) An encapsulation protocol for encrypting packet data across the fixed BWA network. This protocol
defines (1) a set of supported cryptographic suites, i.e., pairings of data encryption and
authentication algorithms, and (2) the rules for applying those algorithmsto aMAC PDU payload.

b) A key management protocol (PKM) providing the secure distribution of keying data from BSto SS.

Through this key management protocol, the SS and the BS synchronize keying data; in addition, the
BS uses the protocol to enforce conditional access to network services.

7.1.1 Packet data encryption

Encryption services are defined as a set of capabilities within the MAC security sublayer. MAC Header
information specific to encryption is allocated in the generic MAC header format.

Encryption is always applied to the MAC PDU payload; the generic MA C header is not encrypted. All MAC
management messages described in 6.3.2.3 shall be sent in the clear to facilitate registration, ranging, and
normal operation of the MAC.

The format of MAC PDUs carrying encrypted packet data payloads is specified in 6.3.3.6.
7.1.2 Key management protocol

An SS uses the PKM protocol to obtain authorization and traffic keying material from the BS, and to support
periodic reauthorization and key refresh. The key management protocol uses X.509 digital certificates
(IETF RFC 3280), the RSA public-key encryption algorithm [PKCS #1], and strong encryption a gorithms
to perform key exchanges between SS and BS.

The PKM protocol adheresto aclient/server model, where the SS, aPKM “client,” requests keying material,
and the BS, a PKM “server,” responds to those requests, ensuring that individual SS clients receive only
keying materia for which they are authorized. The PKM protocol uses MAC management messaging, i.e.,
PKM-REQ and PKM-RSP messages defined in 6.3.2.3.

The PKM protocol uses public-key cryptography to establish a shared secret (i.e., an AK) between the SS
and the BS. The shared secret is then used to secure subsequent PKM exchanges of TEKs. This two-tiered
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mechanism for key distribution permits refreshing of TEKs without incurring the overhead of computation-
intensive public-key operations.

A BS authenticates a client SS during the initial authorization exchange. Each SS carries a unique X.509
digital certificate issued by the SS's manufacturer. The digital certificate contains the SS's Public Key and
SS MAC address. When requesting an AK, an SS presents its digital certificate to the BS. The BS verifies
the digital certificate, and then uses the verified Public Key to encrypt an AK, which the BS then sends back
to the requesting SS.

The BS associates an SS's authenticated identity to a paying subscriber, and hence to the data services that
subscriber is authorized to access. Thus, with the AK exchange, the BS establishes an authenticated identity
of aclient SSand the services (i.e., specific TEKS) the SSis authorized to access.

Since the BS authenticates the SS, it can protect against an attacker employing acloned SS, masquerading as
a legitimate subscriber’s SS. The use of the X.509 certificates prevents cloned SSs from passing fake
credentials onto aBS.

All SSs shall have factory-installed RSA private/public key pairs or provide an internal agorithm to
generate such key pairs dynamically. If an SS relies on an internal algorithm to generate its RSA key pair,
the SS shall generate the key pair prior to its first AK exchange, described in 7.2.1. All SSs with factory-
installed RSA key pairs shall also have factory-installed X.509 certificates. All SSs that rely on internal
algorithms to generate an RSA key pair shall support a mechanism for installing a manufacturer-issued
X.509 certificate following key generation.

The PKM protocol is defined in detail in 7.2.
7.1.3 Security Associations

A Security Association (SA) isthe set of security information aBS and one or more of itsclient SSssharein
order to support secure communications across the IEEE Std 802.16 network. Three types of SAs are
defined: Primary, Satic, and Dynamic. Each manageable SS establishes a Primary Security association
during the SSinitialization process. Static SAs are provisioned within the BS. Dynamic SAs are established
and eliminated, on the fly, in response to the initiation and termination of specific service flows. Both Static
and Dynamic SAs can be shared by multiple SSs.

An SA’s shared information shall include the Cryptographic Suite employed within the SA. The shared
information may include TEKs and Initialization Vectors. The exact content of the SA is dependent on the
SA's Cryptographic Suite.

SAsareidentified using SAIDs.

Each manageable SS shall establish an exclusive Primary SA withits BS. The SAID of any SS's Primary SA
shall be equal to the Basic CID of that SS.

Using the PKM protocol, an SS requests from its BS an SA's keying materia. The BS shall ensure that each
client SSonly has access to the SAs it is authorized to access.

An SA’s keying material [e.g., Data Encryption Standard (DES) key and CBC Initialization Vector] has a
limited lifetime. When the BS delivers SA keying material to an SS, it also provides the SS with that
material’s remaining lifetime. It is the responsibility of the SS to request new keying material from the BS
before the set of keying material that the SS currently holds expires at the BS. Should the current keying
material expire before a new set of keying material is received, the SS shall perform network entry as
described in 6.3.9. The PKM protocol specifies how SS and BS maintain key synchronization.
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7.1.4 Mapping of connections to SAs
The following rules for mapping connectionsto SAs apply:

1) All Transport Connections shall be mapped to an existing SA.

2) Multicast Transport Connections may be mapped to any Static or Dynamic SA.

3) The Secondary Management Connection shall be mapped to the Primary SA.

4) TheBasic and the Primary Management connections shall not be mapped to an SA.

The actual mapping is achieved by including the SAID of an existing SA in the DSA-xxx messages together
with the CID. No explicit mapping of Secondary Management Connection to the Primary SA is required.

7.1.5 Cryptographic Suite

A Cryptographic Suite is the SA's set of methods for data encryption, data authentication, and TEK
exchange. A Cryptographic Suite is specified as described in 11.9.14. The Cryptographic Suite shall be one
of the oneslisted in Table 378.

7.2 PKM protocol
7.2.1 SS authorization and AK exchange overview
SS authorization, controlled by the Authorization state machine, is the process of

a) TheBSauthenticating aclient SS'sidentity.

b) The BS providing the authenticated SS with an AK, from which a key encryption key (KEK) and
message authentication keys are derived.

¢) TheBS providing the authenticated SS with the identities (i.e., the SAIDs) and properties of primary
and static SAsthe SSis authorized to obtain keying information for.

After achieving initial authorization, an SS periodically seeks reauthorization with the BS; reauthorization is
also managed by the SS's Authorization state machine. An SS must maintain its authorization status with the
BSin order to be able to refresh aging TEKs. TEK state machines manage the refreshing of TEKSs.

An SS begins authorization by sending an Authentication Information message to its BS. The
Authentication Information message contains the SS manufacturer’s X.509 certificate, issued by the
manufacturer itself or by an external authority. The Authentication Information message is strictly
informative; i.e., the BS may chooseto ignoreit. However, it does provide amechanism for aBSto learn the
manufacturer certificates of itsclient SS.

The SS sends an Authorization Request message to its BS immediately after sending the Authentication
Information message. Thisis arequest for an AK, as well as for the SAIDs identifying any Static Security
SAsthe SSis authorized to participate in. The Authorization Request includes

a) A manufacturer-issued X.509 certificate.

b) A description of the cryptographic agorithms the requesting SS supports; an SS's cryptographic
capabilities are presented to the BS as a list of cryptographic suite identifiers, each indicating a
particular pairing of packet data encryption and packet data authentication algorithms the SS
supports.

¢) The SS'sBasic CID. The Basic CID is the first static CID the BS assigns to an SS during initial
ranging—the primary SAID isequal to the Basic CID.
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In response to an Authorization Request message, a BS validates the requesting SS's identity, determines the
encryption algorithm and protocol support it shares with the SS, activates an AK for the SS, encryptsit with
the SS's public key, and sends it back to the SSin an Authorization Reply message. The authorization reply
includes:

a) AnAK encrypted with the SS' s public key.

b) A 4-bit key sequence number, used to distinguish between successive generations of AKs.

c) A key lifetime.

d) Theidentities (i.e., the SAIDs) and properties of the single primary and zero or more static SAs the
SSis authorized to obtain keying information for.

While the Authorization Reply shall identify Static SAsin addition to the Primary SA whose SAID matches
the requesting SS's Basic CID, the Authorization Reply shall not identify any Dynamic SAs.

The BS, in responding to an SS's Authorization Request, shall determine whether the requesting SS, whose
identity can be verified via the X.509 digital certificate, is authorized for basic unicast services, and what
additional statically provisioned services (i.e., Static SAIDs) the SS's user has subscribed for. Note that the
protected services a BS makes available to a client SS can depend upon the particular cryptographic suites
the SS and the BS share support for.

An SS shall periodically refresh its AK by reissuing an Authorization Request to the BS. Reauthorization is
identical to authorization with the exception that the SS does not send Authentication Information messages
during reauthorization cycles. The description of the authorization state machine in 7.2.4 clearly indicates
when Authentication Information messages are sent.

To avoid service interruptions during reauthorization, successive generations of the SS's AKs have
overlapping lifetimes. Both SS and BS shall be able to support up to two simultaneously active AKs during
these transition periods. The operation of the Authorization state machine’s Authorization Request
scheduling algorithm, combined with the BS's regimen for updating and using a client SS's AKs (see 7.4),
ensures that the SS can refresh TEK keying information without interruption over the course of the SS's
reauthorization periods.

7.2.2 TEK exchange overview
7.2.2.1 TEK exchange overview for PMP topology

Upon achieving authorization, an SS starts a separate TEK state machine for each of the SAIDs identified in
the Authorization Reply message. Each TEK state machine operating within the SS is responsible for
managing the keying material associated with its respective SAID. TEK state machines periodically send
Key Request messages to the BS, requesting a refresh of keying material for their respective SAIDs.

The BS responds to a Key Request with a Key Reply message, containing the BS's active keying materia
for a specific SAID.

The TEK isencrypted using appropriate KEK derived from the AK.

Note that at al times the BS maintains two active sets of keying material per SAID. The lifetimes of the two
generations overlap such that each generation becomes active halfway through the life of it predecessor and
expires hafway through the life of its successor. A BSincludesinits Key Replies both of an SAID’s active
generations of keying material.

The Key Reply provides the requesting SS, in addition to the TEK and CBC initialization vector, the
remaining lifetime of each of the two sets of keying material. The receiving SS uses these remaining
lifetimes to estimate when the BS will invalidate a particular TEK, and therefore when to schedule future
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Key Requests such that the SS reguests and receives new keying materia before the BS expires the keying
material the SS currently holds.

The operation of the TEK state machine’'s Key Request scheduling algorithm, combined with the BS's
regimen for updating and using an SAID’s keying material (see 7.4), ensures that the SS will be able to
continually exchange encrypted traffic with the BS.

A TEK state machine remains active as long as

a) The SSisauthorized to operate in the BS's security domain, i.e., it hasavalid AK, and

b) The SSis authorized to participate in that particular SA, i.e,, the BS continues to provide fresh
keying material during rekey cycles.

The parent Authorization state machine stops all of its child TEK state machines when the SS receives from
the BS an Authorization Reject during a reauthorization cycle. Individual TEK state machines can be started
or stopped during areauthorization cycleif an SS's Static SAID authorizations changed between successive
re-authorizations.

Communication between Authorization and TEK state machines occurs through the passing of events and
protocol messaging. The Authorization state machine generates events (i.e., Stop, Authorized, Authorization
Pending, and Authorization Complete events) that are targeted at its child TEK state machines. TEK state
machines do not target events at their parent Authorization state machine. The TEK state machine affects the
Authorization state machine indirectly through the messaging a BS sends in response to an SS's requests. a
BS may respond to a TEK machine's Key Requests with a failure response (i.e., Authorization Invalid
message) to be handled by the Authorization state machine.

7.2.2.2 TEK exchange overview for Mesh Mode

Upon achieving authorization, a Node starts for each Neighbor a separate TEK state machine for each of the
SAIDsidentified in the Authorization Reply message. Each TEK state machine operating within the Nodeis
responsible for managing the keying material associated with its respective SAID. The Node is responsible
for maintaining the TEKs between itself and all nodes it initiates TEK exchange with. Its TEK state
machines periodically send Key Request messages to the Neighbors of the node, requesting a refresh of
keying material for their respective SAIDs.

The Neighbor replies to a Key Request with a Key Reply message, containing the BS's active keying
material for a specific SAID.

The TEK inthe Key Reply isencrypted, using the node’s public key found in the SS-Certificate attribute.

Note that at al times the node maintains two active sets of keying material per SAID per neighbor. Thelife-
times of the two generations overlap such that each generation becomes active halfway through the life of its
predecessor and expires halfway through the life of its successor. A neighbor includes in its Key Replies
both of an SAID’s active generations of keying material.

The Key Reply provides the requesting Node, in addition to the TEK, the remaining lifetime of each of the
two sets of keying material. The receiving Node uses these remaining lifetimes to estimate when the
Neighbor invalidates a particular TEK, and therefore when to schedule future Key Requests. The transmit
regime between the initiating Node and the Neighbor provides for seamless key transition.

7.2.3 Security capabilities selection

As part of their authorization exchange, the SS provides the BS with a list of all the cryptographic suites
(pairing of data encryption and data authentication agorithms) the SS supports. The BS selects from thislist
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a single cryptographic suite to employ with the requesting SS's primary SA. The Authorization Reply the
BS sends back to the SS includes a primary SA-Descriptor that, among other things, identifies the
cryptographic suite the BS selected to use for the SS's primary SA. A BS shall reject the authorization
request if it determines that none of the offered cryptographic suites are satisfactory.

The Authorization Reply aso contains an optional list of static SA-Descriptors; each static SA-Descriptor
identifies the cryptographic suite employed within the SA. The selection of a static SA’s cryptographic suite
is typically made independent of the requesting SS's cryptographic capabilities. A BS may include in its
Authorization Reply static SA-Descriptors identifying cryptographic suites the requesting SS does not
support; if this is the case, the SS shall not start TEK state machines for static SAs whose cryptographic
suites the SS does not support.

7.2.4 Authorization state machine

The Authorization state machine consists of six states and eight distinct events (including receipt of
messages) that can trigger state transitions. The Authorization finite state machine (FSM) is presented below
in agraphical format, as a state flow model (Figure 131), and in atabular format, as a state transition matrix
(Table 133).

The state flow diagram depicts the protocol messages transmitted and internal events generated for each of
the model’s state transitions; however, the diagram does not indicate additional internal actions, such as the
clearing or starting of timers, that accompany the specific state transitions. Accompanying the state
transition matrix is a detailed description of the specific actions accompanying each state transition; the state
transition matrix shall be used as the definitive specification of protocol actions associated with each state
transition.

The following legend appliesto the Authorization State Machine flow diagram depicted in Figure 131.

a) Ovalsare states.

b) Eventsareinitalics.

¢) Messagesarein normal font.

d) State transitions (i.e, the lines between states) are labeled with <what causes the
transition>/<messages and events triggered by the transition>. So “timeout/Auth Request” means
that the state received a “timeout” event and sent an Authorization Request (“Auth Request”)
message. If there are multiple events or messages before the slash “/” separated by a comma, any of
them can cause the transition. If there are multiple events or messages listed after the slash, all of the
specified actions shall accompany the transition.
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Figure 131—Authorization state machine flow diagram

Table 133—Authorization FSM state transition matrix
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The Authorization state transition matrix presented in Table 133 lists the six Authorization machine statesin
the topmost row and the eight Authorization machine events (includes message receipts) in the leftmost
column. Any cell within the matrix represents a specific combination of state and event, with the next state
(the state transitioned to) displayed within the cell. For example, cell 4-B represents the receipt of an
Authorization Reply (Auth Reply) message when in the Authorize Wait (Auth Wait) state. Within cell 4-B is
the name of the next state, “Authorized.” Thus, when an SS's Authorization state machine is in the Auth
Wait state and an Auth Reply message is received, the Authorization state machine will transition to the
Authorized state. In conjunction with this state transition, several protocol actions shall be taken; these are
described in the listing of protocol actions, under the heading 4-B, in 7.2.4.5.

A shaded cell within the state transition matrix implies that either the specific event cannot or should not
occur within that state, and if the event does occur, the state machine shall ignore it. For example, if an Auth
Reply message arrives when in the Authorized state, that message should be ignored (cell 4-C). The SS may,
however, in response to an improper event, log its occurrence, generate an SNMP event, or take some other
vendor-defined action. These actions, however, are not specified within the context of the Authorization
state machine, which simply ignores improper events.

7.2.4.1 States

a) Sart: Thisistheinitial state of the FSM. No resources are assigned to or used by the FSM in this
state—e.g., all timers are off, and no processing is schedul ed.

b)  Authorize Wait (Auth Wait): The SS has received the “ Communication Established” event indicating
that it has completed basic capabilities negotiation with the BS. In response to receiving the event,
the SS has sent both an Authentication Information and an Auth Request message to the BS and is
waiting for the reply.

c) Authorized: The SS has received an Auth Reply message that contains alist of valid SAIDs for this
SS. At thispoint, the SShas avalid AK and SAID list. Transition into this state triggers the creation
of one TEK FSM for each of the SS's privacy-enabled SAIDs.

d) Reauthorize Wait (Reauth Wait): The SS has an outstanding reauthorization request. The SS was
either about to expire (see Authorization Grace Time in Table 343) its current authorization or
received an indication (an Authorization Invalid message from the BS) that its authorization is no
longer valid. The SS sent an Auth Request message to the BS and is waiting for a response.

e) Authorize Reect Wait (Auth Reject Wait): The SS received an Authorization Reject (Auth Reject)
message in response to its last Auth Request. The Auth Reject’s error code indicated the error was
not of a permanent nature. In response to receiving this reject message, the SS set a timer and
transitioned to the Auth Reject Wait state. The SSremainsin this state until the timer expires.

f)  Slent: The SS received an Auth Reject message in response to its last Auth Request. The Auth
Reject’s error code indicated the error was of a permanent nature. This triggers a transition to the
Silent state, where the SSis not permitted to pass subscriber traffic. The SS shall, however, respond
to management messages from the BS issuing the Perm Auth Reject.
7.2.4.2 Messages
Note that the message formats are defined in detail in 6.3.2.3.9.
Authorization Request (Auth Reguest): Request an AK and list of authorized SAIDs. Sent from SSto BS.

Authorization Reply (Auth Reply): Receive an AK and list of authorized, static SAIDs. Sent from BSto SS.
The AK is encrypted with the SS's public key.

Authorization Reject (Auth Reject): Attempt to authorize was rejected. Sent from the BS to the SS.
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Authorization Invalid (Auth Invalid): The BS may send an Authorization Invalid message to a client SS as
follows:

a) Anunsolicited indication, or
b) A responseto amessage received from that SS.

In either case, the Auth Invalid message instructs the receiving SSto re-authorize with its BS.

The BS responds to a Key Request with an Auth Invalid message if (1) the BS does not recognize the SS as
being authorized (i.e., no valid AK associated with SS) or (2) verification of the Key Request's keyed
message digest (in HMAC-Digest attribute) failed. Note that the Authorization Invalid event, referenced in
both the state flow diagram and the state transition matrix, signifies either the receipt of an Auth Invalid
message or an internally generated event.

Authentication Information (Auth Info): The Auth Info message contains the SS manufacturer’s X.509
Certificate, issued by an external authority. The Auth Info messageis strictly an informative message the SS
sends to the BS; with it, aBS may dynamically learn the manufacturer certificate of client SS. Alternatively,
aBS may require out-of-band configuration of itslist of manufacturer certificates.

7.2.4.3 Events

Communication Established: The Authorization state machine generates this event upon entering the Start
state if the MAC has completed basic capabilities negotiation. If the basic capabilities negotiation is not
complete, the SS sends a Communication Established event to the Authorization FSM upon completing
basi c capabilities negotiation. The Communication Established event triggers the SS to begin the process of
getting its AK and TEKs.

Timeout: A retransmission or wait timer timed out. Generally arequest is resent.

Authorization Grace Timeout (Auth Grace Timeout): The Authorization Grace timer timed out. This timer
fires a configurable amount of time (the Authorization Grace Time) before the current authorization is
supposed to expire, signalling the SS to reauthorize before its authorization actually expires. The
Authorization Grace Time takes the default value from Table 343 or may be specified in a configuration
setting within the Auth Reply message.

Reauthorize (Reauth): SS's set of authorized static SAIDs may have changed. This event is generated in
response to an SNMP set and meant to trigger a reauthorization cycle.

Authorization Invalid (Auth Invalid): This event is internally generated by the SS when there is a failure
authenticating aKey Reply or Key Reject message, or externally generated by the receipt of an Auth Invalid
message, sent from the BS to the SS. A BS responds to a Key Request with an Auth Invalid if verification of
the request's message authentication code fails. Both cases indicate BS and SS have lost AK
synchronization.

A BS may also send to an SS an unsolicited Auth Invalid message, forcing an Auth Invalid event.

Permanent Authorization Reject (Perm Auth Reject): The SSreceives an Auth Reject in response to an Auth
Request. The error code in the Auth Reject indicates the error is of a permanent nature. What is interpreted
as a permanent error is subject to administrative control within the BS. Auth Request processing errors that

can be interpreted as permanent error conditions include the following:

a) Unknown manufacturer (do not have CA certificate of the issuer of the SS Certificate).
b) Invalid signature on SS certificate.
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¢) ASN.1parsing failure.

d) Inconsistencies between datain the certificate and data in accompanying PKM data attributes.

€) Incompatible security capabilities.
When an SS receives an Auth Reject indicating a permanent failure condition, the Authorization State
machine moves into a Silent state, where the SS is not permitted to pass subscriber traffic. The SS shall,
however, respond to management messages from the BS issuing the Perm Auth Regject. The SS shall aso
issue an SNMP Trap upon entering the Silent state.

Authorization Reject (Auth Reject): The SS receives an Auth Reject in response to an Auth Request. The
error code in the Auth Reject does not indicate the failure was due to a permanent error condition. As a
result, the SS's Authorization state machine shall set a wait timer and transition into the Auth Reject Wait
State. The SS shall remain in this state until the timer expires, at which time it shall reattempt authorization.
NOTE—The following events are sent by an Authorization state machine to the TEK state machine:

[TEK] Sop: Sent by the Authorization FSM to an active (non-START state) TEK FSM to terminate the
FSM and remove the corresponding SAID’s keying materia from the SS's key table.

[TEK] Authorized: Sent by the Authorization FSM to a nonactive (START state), but valid TEK FSM.

[TEK] Authorization Pending (Auth Pend): Sent by the Authorization FSM to a specific TEK FSM to place
that TEK FSM in await state until the Authorization FSM can complete its reauthorization operation.

[TEK] Authorization Complete (Auth Comp): Sent by the Authorization FSM to a TEK FSM in the
Operational Reauthorize Wait (Op Reauth Wait) or Rekey Reauthorize Wait (Rekey Reauth Wait) states to
clear the wait state begun by a TEK FSM Authorization Pending event.

7.2.4.4 Parameters

All configuration parameter values take the default values from Table 343 or may be specified in the Auth
Reply message.

Authorize Wait Timeout (Auth Wait Timeout): Timeout period between sending Authorization Request
messages from Auth Wait state (see 11.9.19.2).

Authorization Grace Timeout (Auth Grace Timeout): Amount of time before authorization is scheduled to
expire that the SS starts reauthorization (see 11.9.19.3).

Authorize Reject Wait Timeout (Auth Reject Wait Timeout): Amount of time an SS's Authorization FSM
remains in the Auth Reject Wait state before transitioning to the Start state (see 11.9.19.7).

7.2.4.5 Actions
Actions taken in association with state transitions are listed by <event> (<rcvd message>) --> <state> below:
1-A Start (Communication Established) — Auth Wait

a)  Send Auth Info message to BS
b)  Send Auth Request messageto BS
c) Set Auth Request retry timer to Auth Wait Timeout

280 Copyright © 2004 IEEE. Al rights reserved.

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

316



AIR INTERFACE FOR FIXED BROADBAND WIRELESS ACCESS SYSTEMS IEEE Std 802.16-2004

2B Auth Wait (Auth Reject) — Auth Reject Wait

a) Clear Auth Request retry timer
b) Set await timer to Auth Reject Wait Timeout

2D Reauth Wait (Auth Reject) — Auth Reject Wait

a) Clear Auth Request retry timer
b) Generate TEK FSM Stop events for al active TEK state machines
c) Setawait timer to Auth Reject Wait Timeout

3B Auth Wait (Perm Auth Regject) — Silent

a) Clear Auth Request retry timer
b) Disableal forwarding of SStraffic

3-D Reauth Wait (Perm Auth Reject) — Silent

a) Clear Auth Request retry timer
b) Generate TEK FSM Stop events for al active TEK state machines
c) Disableal forwarding of SStraffic

4-B Auth Wait (Auth Reply) — Authorized

a) Clear Auth Request retry timer
b) Decrypt and record AK delivered with Auth Reply

c) Start TEK FSMs for all SAIDs listed in Authorization Reply (provided the SS supports the
cryptographic suite that is associated with an SAID) and issue a TEK FSM Authorized event for
each of the new TEK FSMs

d) Set the Authorization Grace timer to go off “Authorization Grace Time” seconds prior to the
supplied AK’s scheduled expiration

4-D Reauth Wait (Auth Reply) — Authorized

a) Clear Auth Request retry timer
b) Decrypt and record AK delivered with Auth Reply

c) Start TEK FSMsfor any newly authorized SAIDs listed in Auth Reply (provided the SS supports the
cryptographic suite that is associated with the new SAID) and issue TEK FSM Authorized event for
each of the new TEK FSMs

d) Generate TEK FSM Authorization Complete events for any currently active TEK FSMs whose
corresponding SAIDs were listed in Auth Reply

e) Generate TEK FSM Stop events for any currently active TEK FSMs whose corresponding SAIDs
were not listed in Auth Reply

f)  Set the Authorization Grace timer to go off “Authorization Grace Time” seconds prior to the
supplied AK’ s scheduled expiration
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5-B

a)
b)
0)

5-D

a)
b)

5-E
a)
6-C

a)
b)

7-C

a)
b)
0)
d)

8-C

a)
b)
0)

Auth Wait (Timeout) — Auth Wait

Send Auth Info message to BS
Send Auth Request message to BS
Set Auth Request retry timer to Auth Wait Timeout

Reauth Wait (Timeout) — Reauth Wait

Send Auth Request message to BS
Set Auth Request retry timer to Reauth Wait Timeout

Auth Reject Wait (Timeout) — Start
No protocol actions associated with state transition
Authorized (Auth Grace Timeout) — Reauth Wait

Send Auth Request messageto BS
Set Auth Request retry timer to Reauth Wait Timeout

Authorized (Auth Invalid) — Reauth Wait

Clear Authorization Grace timer
Send Auth Request messageto BS
Set Auth Request retry timer to Reauth Wait Timeout

If the Auth Invalid event is associated with a particular TEK FSM, generate a TEK FSM
Authorization Pending event for the TEK state machine responsible for the Auth Invalid event (i.e.,
the TEK FSM that either generated the event, or sent the Key Request message the BS responded to
with an Auth Invalid message)

Reauth Wait (Auth Invalid) — Reauth Wait

If the Auth Invalid event is associated with a particular TEK FSM, generate a TEK FSM
Authorization Pending event for the TEK state machine responsible for the Auth Invalid event (i.e.,
the TEK FSM that either generated the event, or sent the Key Request message the BS responded to
with an Auth Invalid message)

Authorized (Reauth) — Reauth Wait

Clear Authorization Grace timer
Send Auth Request messageto BS
Set Auth Request retry timer to Reauth Wait Timeout

7.2.5 TEK state machine

The TEK state machine consists of six states and nine events (including receipt of messages) that can trigger
state transitions. Like the Authorization state machine, the TEK state machine is presented in both a state
flow diagram (Figure 132) and a state transition matrix (Table 134). As was the case for the Authorization
state machine, the state transition matrix shall be used as the definitive specification of protocol actions
associated with each state transition.
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Shaded states in Figure 132 (Operational, Rekey Wait, and Rekey Reauthorize Wait) have valid keying
material and encrypted traffic can be passed.

The Authorization state machine starts an independent TEK state machine for each of its authorized SAIDs.

As mentioned in 7.2.2, the BS maintains two active TEKs per SAID. The BS includes in its Key Replies
both of these TEKs, along with their remaining lifetimes. The BS encrypts downlink traffic with the older of
its two TEK's and decrypts uplink traffic with either the older or newer TEK, depending upon which of the
two keys the SS was using at the time. The SS encrypts uplink traffic with the newer of its two TEKs and
decrypts downlink traffic with either the older or newer TEK, depending upon which of the two keysthe BS
was using at the time. See 7.4 for details on SS and BS key usage requirements.

Through operation of a TEK state machine, the SS attempts to keep its copies of an SAID’s TEKs
synchronized with those of its BS. A TEK state machine issues Key Requests to refresh copies of its SAID’s
keying material soon after the scheduled expiration time of the older of its two TEKs and before the
expiration of its newer TEK. To accommodate for SS/BS clock skew and other system processing and
transmission delays, the SS schedules its Key Requests a configurable number of seconds before the newer
TEK'’s estimated expiration in the BS. With the receipt of the Key Reply, the SS shall dways update its
records with the TEK Parameters from both TEKs contained in the Key Reply message. Figure 132
illustrates the SS's scheduling of its key refreshes in conjunction with its management of an SA’s active
TEKS.

Stop/
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Key Request
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Figure 132—TEK state machine flow diagram
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Table 134—TEK FSM state transition matrix

Sate (A) ®) (©) (D) G) Ricey
Event or Revd Sart Op Wait Op Reauth Op Rekey Wait Reauth
Message Wait Wait
(1)
Sop
2
Authorized
(©)] Op Reauth Rekey
Auth Pend Wait Reauth Wait
4 Op Wait Rekey Wait
Auth Comp
5) Op Wait Op Wait Op Reauth
TEK Invalid Wait

(6) Op Wait
Timeout
(7)

TEK Refresh Timeout

Rekey Wait
8 Operationa Operationa
Key Reply
(©)] Start Start
Key Reect

7.2.5.1 States

Sart: Thisistheinitial state of the FSM. No resources are assigned to or used by the FSM in this state—e.g.,
al timers are off, and no processing is scheduled.

Operational Wait (Op Wait): The TEK state machine has sent itsinitial request (Key Request) for its SAID’s
keying material (TEK and CBC initialization vector), and is waiting for areply from the BS.

Operational Reauthorize Wait (Op Reauth Wait): The wait state the TEK state machineis placed in if it does
not have valid keying material while the Authorization state machine is in the middle of a reauthorization

cycle.

Operational: The SS has valid keying material for the associated SAID.

Rekey Wait: The TEK Refresh Timer has expired and the SS has requested a key update for this SAID. Note
that the newer of its two TEK's has not expired and can still be used for both encrypting and decrypting data
traffic.

Rekey Reauthorize Wait (Rekey Reauth Wait): The wait state the TEK state machineis placed in if the TEK

state machine has valid traffic keying material, has an outstanding request for the latest keying material, and
the Authorization state machine initiates a reauthorization cycle.
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7.2.5.2 Messages
Note that the message formats are defined in detail in 6.3.2.3.9.

Key Request: Request a TEK for this SAID. Sent by the SSto the BS and authenticated with keyed message
digest. The message authentication key is derived from the AK.

Key Reply: Response from the BS carrying the two active sets of traffic keying material for this SAID. Sent
by the BS to the SS, it includes the SAID’s TEKSs, encrypted with a KEK derived from the AK. The Key
Reply message is authenticated with a keyed message digest; the authentication key is derived from the AK.

Key Reject: Response from the BSto the SS to indicate this SAID is no longer valid and no key will be sent.
The Key Regject message is authenticated with a keyed message digest; the authentication key is derived
from the AK.

TEK Invalid: The BS sends an SSthis message if it determines that the SS encrypted an uplink PDU with an
invalid TEK, i.e.,, an SAID’s TEK key sequence number, contained within the received PDU’s MAC Header,
is out of the BS's range of known, valid sequence numbers for that SAID.

7.2.5.3 Events

Sop: Sent by the Authorization FSM to an active (non-START state) TEK FSM to terminate TEK FSM and
remove the corresponding SAID’s keying materia from the SS's key table. See Figure 131.

Authorized: Sent by the Authorization FSM to a nonactive (START state) TEK FSM to notify TEK FSM of
successful authorization. See Figure 131.

Authorization Pending (Auth Pend): Sent by the Authorization FSM to TEK FSM to place TEK FSM in a
wait state while Authorization FSM completes re-authorization. See Figure 131.

Authorization Complete (Auth Comp): Sent by the Authorization FSM to a TEK FSM in the Operational
Reauthorize Wait or Rekey Reauthorize Wait states to clear the wait state begun by the prior Authorization
Pending event. See Figure 131.

TEK Invalid: This event is triggered by either an SS's data packet decryption logic or by the receipt of a
TEK Invalid message from the BS.

An SS's data packet decryption logic triggers a TEK Invalid event if it recognizes a loss of TEK key
synchronization between itself and the encrypting BS. For example, an SAID’s TEK key sequence number,
contained within the received downlink MAC PDU Header, is out of the SS's range of known sequence
numbers for that SAID.

A BS sends an SS a TEK Invalid message, triggering a TEK Invalid event within the SS, if the BS's
decryption logic recognizes aloss of TEK key synchronization between itself and the SS.

Timeout: A retry timer timeout. Generally, the particular request is retransmitted.
TEK Refresh Timeout: The TEK refresh timer timed out. This timer event signals the TEK state machine to
issue anew Key Request in order to refresh its keying material. The refresh timer is set to fire a configurable

duration of time (TEK Grace Time) before the expiration of the newer TEK the SS currently holds. Thisis
configured viathe BS to occur after the scheduled expiration of the older of the two TEKSs.
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7.2.5.4 Parameters

All configuration parameter values take the default values from Table 343 or may be specified in Auth Reply
message.

Operational Wait Timeout: Timeout period between sending of Key Request messages from the Op Wait
state (see 11.9.19.4).

Rekey Wait Timeout: Timeout period between sending of Key Request messages from the Rekey Wait state
(s, 11.9.19.5).

TEK Grace Time: Time interval, in seconds, before the estimated expiration of a TEK that the SS starts
rekeying for anew TEK. TEK Grace Time takes the default value from Table 343 or may be specified in a
configuration setting within the Auth Reply message and is the same across al SAIDs (see 11.9.19.6).
7.2.5.5 Actions

Actions taken in association with state transitions are listed by <event> (<rcvd message>) --> <state>:

1-B Op Wait (Sop) — Start

a) Clear Key Request retry timer
b) Terminate TEK FSM

1-C Op Reauth Wait (Stop) —» Start
a) Terminate TEK FSM
1-D Operational (Sop) — Start

a) Clear TEK refresh timer, whichistimer set to go off “ TEK Grace Time” seconds prior to the TEK's
scheduled expiration time

b) Terminate TEK FSM
¢) Remove SAID keying material from key table

1-E Rekey Wait (Sop) — Start

a) Clear Key Request retry timer
b) Terminate TEK FSM
¢) Remove SAID keying material from key table

1-F Rekey Reauth Wait (Sop) — Start

a) Terminate TEK FSM
b) Remove SAID keying material from key table

2-A Start (Authorized) — Op Wait

a) Send Key Request message to BS
b) Set Key Reguest retry timer to Operational Wait Timeout
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3B Op Wait (Auth Pend) — Op Reauth Wait
a) Clear Key Request retry timer

3E Rekey Wait (Auth Pend) — Rekey Reauth Wait
a) Clear Key Request retry timer

4-C Op Reauth Wait (Auth Comp) — Op Wait

a) Send Key Request message to BS
b) Set Key Request retry timer to Operational Wait Timeout

4-F Rekey Reauth Wait (Auth Comp) — Rekey Wait

a) Send Key Request message to BS
b) Set Key Request retry timer to Rekey Wait Timeout

5-D Operational (TEK Invalid) — Op Wait

a) Clear TEK refresh timer

b) Send Key Request message to BS

Cc) Set Key Request retry timer to Operational Wait Timeout
d) Remove SAID keying material from key table

5E  Rekey Wait (TEK Invalid) — Op Wait

a) Clear TEK refresh timer

b) Send Key Request message to BS

c) Set Key Request retry timer to Operational Wait Timeout
d) Remove SAID keying material from key table

5-F Rekey Reauth Wait (TEK Invalid) — Op Reauth Wait
a) Remove SAID keying material from key table
6-B Op Wait (Timeout) — Op Wait

a) Send Key Request message to BS
b) Set Key Request retry timer to Operational Wait Timeout

6-E Rekey Wait (Timeout) — Rekey Wait

a) Send Key Request message to BS
b) Set Key Request retry timer to Rekey Wait Timeout

7-D Operational (TEK Refresh Timeout) — Rekey Wait

a) Send Key Request message to BS
b) Set Key Request retry timer to Rekey Wait Timeout
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8-B Op Wait (Key Reply) — Operational

a) Clear Key Request retry timer
b)  Process contents of Key Reply message and incorporate new keying material into key database

c) Set the TEK refresh timer to go off “TEK Grace Time” seconds prior to the key's scheduled
expiration

8-E Rekey Wait (Key Reply) — Operational

a) Clear Key Request retry timer
b)  Process contents of Key Reply message and incorporate new keying material into key database

c) Set the TEK refresh timer to go off “TEK Grace Time” seconds prior to the key’s scheduled
expiration

9-B Op Wait (Key Reject) — Start

a) Clear Key Request retry timer
b) Terminate TEK FSM

9-E Rekey Wait (Key Reject) — Start

a) Clear Key Request retry timer
b) Terminate TEK FSM
¢) Remove SAID keying material from key table

7.3 Dynamic SA creation and mapping
Dynamic Security Associations are SAsthat a BS establishes and eliminates dynamically in response to the

enabling or disabling of specific downlink service flows. SSs learn the mapping of a particular
privacy-enabled service flow to that flow’s dynamically assigned SA through the exchange of DSx

messages.
7.3.1 Dynamic SA creation

The BS may dynamically establish SAs by issuing an SA Add message. Upon receiving an SA Add
message, the SS shall start a TEK state machine for each SA listed in the message.

7.3.2 Dynamic mapping of SA

When creating anew service flow, an SS may request an existing SA be used by passing the SAID of the SA
in a DSA-REQ or DSC-REQ message. The BS checks the SS's authorization for the requested SA and
generates appropriate response using a DSA-RSP or DSC-RSP message correspondingly.

With BS-initiated dynamic service creations, a BS may also map anew service flow to an existing SA that is

supported by a specific SS. The SAID of the SA shall be communicated to the SS in a DSA-REQ or
DSC-REQ message.
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7.4 Key usage
7.4.1 BS key usage

The BS is responsible for maintaining keying information for all SAs. The PKM protocol defined in this
specification describes a mechanism for synchronizing this keying information between a BS and its client
SS.

7.4.1.1 AK key lifetime

After an SS completes basic capabilities negotiation, it shall initiate an authorization exchange with its BS.
The BS'sfirst receipt of an Auth Request message from the unauthorized SS shall initiate the activation of a
new AK, which the BS sends back to the requesting SS in an Auth Reply message. This AK shall remain
active until it expires according to its predefined AK Lifetime, a BS system configuration parameter.

The AK’s active lifetime a BS reports in an Authorization Reply message shall reflect, as accurately as an
implementation permits, the remaining lifetimes of AK at the time the Authorization Reply message is sent.

If an SSfails to reauthorize before the expiration of its current AK, the BS shall hold no active AKsfor the
SS and shall consider the SS unauthorized. A BS shall remove from its keying tables all TEKs associated
with an unauthorized SS's Primary SA.

7.4.1.2 AK transition period on BS side

The BS shall always be prepared to send an AK to an SS upon request. The BS shall be able to support two
simultaneously active AKs for each client SS. The BS has two active AKs during an AK transition period;
the two active keys have overlapping lifetimes.

An AK transition period begins when the BS receives an Auth Request message from an SS and the BS has
asingle active AK for that SS. In response to this Auth Request, the BS activates a second AK [see point (a)
and (d) in Figure 133], which shall have a key sequence number one greater (modulo 16) than that of the
existing AK and shall be sent back to the requesting SS in an Auth Reply message. The BS shall set the
active lifetime of this second AK to be the remaining lifetime of the first AK [between points (a) and (c) in
Figure 133], plus the predefined AK Lifetime; thus, the second, “newer” key shall remain active for one AK
Lifetime beyond the expiration of the first, “older” key. The key transition period shal end with the
expiration of the older key. Thisis depicted on the right-hand side of Figure 133.

Aslong asthe BSisin the midst of an SS's AK transition period, and thus is holding two active AKs for that
SS, it shall respond to Auth Request messages with the newer of the two active keys. Once the older key
expires, an Auth Request shall trigger the activation of a new AK, and the start of a new key transition
period.
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7.4.1.3 BS usage of AK
The BS shall use keying material derived from the SS's AK for the following:

a) Verifying the HMAC-Digests in Key Request messages received from that SS,

b) Calculating the HMAC-Digests it writes into Key Reply, Key Reject, and TEK Invalid messages
sent to that SS, and

c) Encrypting the TEK in the Key Reply messages it sendsto that SS.

A BS shall use an HMAC_KEY_U (see 7.5.4.3) derived from one of the SS's active AKs to verify the
HMAC-Digest in Key Request messages received from the SS. The AK Key Sequence Number
accompanying each Key Request message allows the BS to determine which HMAC_KEY_U was used to
authenticate the message. If the AK Key Sequence Number indicates the newer of the two AKs, the BS shall
identify this as an implicit acknowledgment that the SS has obtained the newer of the SS's two active AKs
[see points (b) in Figure 133].

A BS shall use an HMAC_KEY_D derived from the active AK selected above (see aso 7.5.4.3) when
calculating HMAC-Digestsin Key Reply, Key Reject, and TEK Invalid message. When sending Key Reply,
Key Reject, or TEK Invalid messages within a key transition period (i.e., when two active AKs are
available), if the newer key has been implicitly acknowledged, the BS shall use the newer of the two active
AKs. If the newer key has not been implicitly acknowledged, the BS shall use the older of the two active
AKsto derive the KEK and the HMAC_KEY _D.

The BS shall use a KEK derived from an active AK when encrypting the TEK in the Key Reply messages.
The right-hand side of Figure 133 illustrates the BS's policy regarding its use of AKs, where the shaded
portion of an AK'’s lifetime indicates the time period during which that AK shall be used to derive the
HMAC_KEY_U, HMAC_KEY_D, and KEK.

For calculating the HMAC-Digest in the HMAC Tuple attribute, the BS shall use the HMAC_KEY_U and
HMAC_KEY_D derived from one of the active AKs. For signing messages, if the newer AK has been
implicitly acknowledged, the BS shall use the newer of the two active AKsto derivethe HMAC_KEY_D. If
the newer key has not been implicitly acknowledged, the BS shall use the older of the two active AKs to
derive the HMAC_KEY_D. The HMAC Key Sequence Number in the HMAC Tuple, equal to the AK’s
sequence number from whichthe HMAC_KEY _D was derived, enablesthe SSto correctly determine which
HMAC_KEY_D was used for message authentication.

When receiving messages containing the HMAC Tuple attribute, the BS shall use the HMAC_KEY_U
indicated by the HMAC Key Segquence Number to authenticate the messages.

7.4.1.4 TEK lifetime

The BS shall maintain two sets of active TEK's (and their associated I nitialization Vectors, or 1Vs) per SAID,
corresponding to two successive generations of keying material. The two generations of TEKs shall have
overlapping lifetimes determined by TEK Lifetime, a predefined BS system configuration parameter. The
newer TEK shall have akey sequence number one greater (modulo 4) than that of the older TEK. Each TEK
becomes active halfway through the lifetime of its predecessor and expires halfway through the lifetime of
its successor. Once a TEK's lifetime expires, the TEK becomes inactive and shall no longer be used.

The Key Reply messages sent by a BS contain TEK parameters for the two active TEKs. The TEKS' active

lifetimes a BSreportsin a Key Reply message shall reflect, as accurately as an implementation permits, the
remaining lifetimes of these TEK's at the time the Key Reply message is sent.
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7.4.1.5 BS usage of TEK

The BS transitions between the two active TEKs differently, depending on whether the TEK is used for
downlink or uplink traffic. For each of its SAIDs, the BS shall transition between active TEK's according to
the following rules:

a) At expiration of the older TEK, the BS shall immediately transition to using the newer TEK for
encryption.

b) The uplink transition period begins from the time the BS sends the newer TEK in a Key Reply
message and concludes once the older TEK expires.

It is the responsibility of the SS to update its keys in a timely fashion; the BS shall transition to a new
downlink encryption key regardless of whether aclient SS has retrieved a copy of that TEK.

The BS uses the two active TEK s differently, depending on whether the TEK is used for downlink or uplink
traffic. For each of its SAIDs, the BS shall use the two active TEK s according to the following rules:

a) TheBS shal usethe older of the two active TEKs for encrypting downlink traffic.
b) TheBSshal beableto decrypt uplink traffic using either the older or newer TEK.

Note that the BS encrypts with agiven TEK for only the second half of that TEK’s total lifetime. The BSis
able, however, to decrypt with a TEK for the TEK’s entire lifetime.

The right-hand side of Figure 134 illustrates the BS's management of an SA's TEKS, where the shaded
portion of a TEK's lifetime indicates the time period during which that TEK shall be used to encrypt MAC
PDU payloads.

7.4.1.6 Node re-authorization in Mesh Mode during normal operation

When re-authorizing with the network, the re-authorizing node shall tunnel the authorization messages as
shown in Figure 131 over UDP.

7.4.2 SS key usage

The SSis responsible for sustaining authorization with its BS and maintaining an active AK. An SS shall be
prepared to use its two most recently obtained AK's according to the following manner.

7.4.2.1 SS reauthorization

AKshavealimited lifetime and shall be periodically refreshed. An SSrefreshesits AK by reissuing an Auth
Request to the BS. The Authorization State Machine (7.2.4) manages the scheduling of Auth Requests for
refreshing AKs.

An SS's Authorization state machine schedules the beginning of reauthorization a configurable duration of
time, the Authorization Grace Time, [see points (x) and (y) in Figure 133], before the SS's latest AK is
scheduled to expire. The Authorization Grace Time is configured to provide an SS with an authorization
retry period that is sufficiently long to allow for system delays and provide adequate time for the SS to
successfully complete an Authorization exchange before the expiration of its most current AK.

Note that the BS does not require knowledge of the Authorization Grace Time. The BS, however, shal track
the lifetimes of its AKs and shall deactivate akey once it has expired.
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Figure 134—TEK management in BS and SS
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7.4.2.2 SS usage of AK

An SS shall use the HMAC_KEY_U derived from the newer of its two most recent AKs when calculating
the HMAC-Digestsit attachesto Key Request messages.

The SS shall be able to use the HMAC_KEY_D derived from either of its two most recent AKs to
authenticate Key Reply, Key Reject, and TEK Reject messages. The SS shall be ableto decrypt an encrypted
TEK in a Key Reply message with the KEK derived from either of its two most recent AKs. The SS shall
use the accompanying AK Key Sequence Number to determine which set of keying material to use.

The left-hand side of Figure 133 illustrates an SS's maintenance and usage of its AKs, where the shaded
portion of an AK’s lifetime indicates the time period during which that AK shall be used to decrypt TEKS.
Even though it is not part of the message exchange, Figure 133 aso shows the implicit acknowledgment of
the reception of anew AK viathe transmission of a Key Request message using the key sequence of the new
AK.

An SS shall use the HMAC_KEY _U derived from the newer of its two most recent AKs when calculating
the HMAC-Digests of the HMAC Tuple attribute.

7.4.2.3 SS usage of TEK

An SS shall be capable of maintaining two successive sets of traffic keying material per authorized SAID.
Through operation of its TEK state machines, an SS shall request a new set of traffic keying materia a
configurable amount of time, the TEK Grace Time [see points (x) and (y) in Figure 134], before the SS's
latest TEK is scheduled to expire.

For each of its authorized SAIDs, the SS

a) Shall usethe newer of itstwo TEKsto encrypt uplink traffic, and
b)  Shall be able to decrypt downlink traffic encrypted with either of the TEKSs.

The left-hand side of Figure 134 illustrates the SS's maintenance and usage of an SA's TEKs, where the
shaded portion of a TEK’s lifetime indicates the time period during which that TEK shall be used to encrypt
MAC PDU payloads.

7.4.2.4 TEK usage in Mesh Mode
For each of its SAIDs, the Neighbor shall transition between active TEK s according to the following rules:

a) At expiration of the older TEK, the Neighbor shall immediately transition to using the newer TEK
for encryption.

b) The Neighbor that generated the TEK shall use the older of the two active TEKs for encrypting
traffic towards the Node that initiated the TEK exchange.

¢) The Neighbor that generated the TEK shall be able to decrypt traffic from each Node using either
the older or newer TEK.

For each of its authorized SAIDs, the initiator Node

a)  Shall usethe newer of itstwo TEKsto encrypt traffic towards its Neighbors with which it initiated a
TEK exchange, and

b) Shall be able to decrypt traffic from the Neighbor encrypted with either of the TEKSs.
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7.4.2.5 Node usage of the Operator Shared Secret in Mesh Nodes

Each node shall be capable of maintaining two active Operator Shared Secrets. A Node shall use the
Operator Shared Secret to calculate a HMAC-Digest for the Key Request and Key Reply messages when
exchanging TEK s with its neighboring nodes.

7.5 Cryptographic methods

This subclause specifies the cryptographic agorithms and key sizes used by the PKM protocol. All SS and
BS implementations shall support the method of packet data encryption defined in 7.5.1.1, encryption of the
TEK as specified in 7.5.2, and message digest calculation as specified in 7.5.3.

7.5.1 Data Encryption methods
7.5.1.1 Data encryption with DES in CBC mode

If the data encryption agorithm identifier in the cryptographic suite of an SA equals 0x01, data on
connections associated with that SA shall use the CBC mode of the US Data Encryption Standard (DES)
agorithm (FIPS 46-3, FIPS 74, FIPS 81) to encrypt the MAC PDU payloads.

The CBC IV shal be calculated as follows: in the downlink, the CBC shall be initidized with the
exclusive-or (XOR) of (1) the IV parameter included in the TEK keying information, and (2) the content of
the PHY Synchronization field (right justified) of the latest DL-MAP. In the uplink, the CBC shall be
initialized with the XOR of (1) the IV parameter included in the TEK keying information, and (2) the
content of the PHY Synchronization field of the DL-MAP that is in effect when the UL-MAP for the uplink
transmission is created/received.

Residual termination block processing shall be used to encrypt the final block of plaintext when the final
block isless than 64 bits. Given afinal block having n bits, where n is less than 64, the next-to-last cipher-
text block shall be DES encrypted a second time, using the electronic code book (ECB) mode, and the most
significant n bits of the result are XORed with the fina n bits of the payload to generate the short final cipher
block. In order for the receiver to decrypt the short final cipher block, the receiver DES encrypts the
next-to-last ciphertext block, using the ECB mode, and XORs the most significant n bits with the short fina
cipher block in order to recover the short fina cleartext block. This encryption procedure is depicted in
Figure 9.4 of Schneier [B42].

In the specia case when the payload portion of the MAC PDU is less than 64 bits, the 1V shall be DES
encrypted and the most significant n bits of the resulting ciphertext, corresponding to the number of bits of
the payload, shall be XORed with the n bits of the payload to generate the short cipher block.15

7.5.1.2 Data encryption with AES in CCM mode

If the data encryption algorithm identifier in the cryptographic suite of an SA equals 0x02, data on
connections associated with that SA shall use the CCM mode of the US Advanced Encryption Standard
(AES) dgorithm (NIST Special Publication 800-38C, FIPS-197) to encrypt the MAC PDU payloads.

15/ two or more PDUs with less than 8 byte payl oads are transmitted in the same frame using the same SA, the XOR of the payload
plaintexts can be found easily. In practice, this situation is very unlikely to occur, as payloads are typically larger than 8 bytes. In the
case that multiple payloads of less than 8 bytes are to be transmitted in the same frame on the same SA and service, packing of the short
SDUs into asingle PDU will eliminate this weakness. If the SDUs are for different services, packing the SDUs with zero-length
fictitious SDUs allows the use of the Packing subheader to extend the size of the PDU to at |least 8 bytes.
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7.5.1.2.1 PDU Payload Format

The PDU payload shall be prepended with a 4-byte PN (Packet Number). The PN shall be transmitted in
little endian byte order. The PN shall not be encrypted.

The plaintext PDU shall be encrypted and authenticated using the active TEK, according to the CCM
specification. This includes appending an 8-byte ICV (Integrity Check Value) to the end of the payload and
encrypting both the plaintext payload and the appended ICV.
The ciphertext ICV istransmitted in little endian byte order.

The processing yields a payload that is 12 bytes longer than the plaintext payload.

Payload before encryption
L Bytes
- -
Plaintext payload
Payload after encryption
L+12 Bytes
- -
4 Bytes 8 Bytes
- -
PN Ciphertext Payload Ciphertext ICV

Figure 135—TEK management in BS and SS

7.5.1.2.2 PN (Packet Number)

The PN associated with an SA shall be set to 1 when the SA is established and when anew TEK isinstalled.
The PN shall be transmitted in little endian order in the MAC PDU as described in 7.5.1.2.1. After each
PDU transmission, the PN shall be incremented by 1. On uplink connections, the PN shall be XORed with
0x80000000 prior to encryption and transmission. On downlink connections, the PN shall be used without
such madification.

Any tuple value of { PN, KEY} shall not be used more than once for the purposes of transmitting data.*” The
SS shall ensure that a new TEK is requested and transferred before the PN on either the SS or BS reaches
OX7FFFFFFF. If the PN in either the SS or BS reaches Ox7FFFFFFF without new keys being installed,
transport communications on that SA shall be halted until new TEKs are installed.

7.5.1.2.3 CCM Algorithm

The NIST CCM specification defines a number of algorithm parameters. These parameters shall be fixed to
specific values when used in SAs with a data encryption algorithm identifier of 0x02.

16T his achieves the splitting of the PN space. 000000001 — Ox7FFFFFFF for the downlink and 0x80000001 — OXFFFFFFFF on the
uplink, preventing a PN collision between the uplink and downlink

17Sending two packets encoded with the same key and PN will eliminate all security guarantees of CCM mode.
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The number of octets in the authentication field M shall be set to 8. Consistent with the CCM specification
the 3 bit binary encoding of M shall be 011.

The size of the length field shall be set to 2. Consistent with the CCM specification, the 3-bit binary encod-
ing of the DLEN size field shall be 001.

The length of the additional authenticated data string 1(a) shall be set to 0.

The nonce shall be 13 bytes long. Bytes 1 through 5 shall be set to the first five byte of the GMH (thus
excluding the HCS). Bytes 6 through 9 are reserved and shall be set to 0x00000000. Bytes 10 through 13
shall be set to the value of the PN. Byte 10 shall take the least significant byte and byte 13 shall take the most
significant byte.

Consistent with the CCM specification, the initial block Bg is formatted as shown in Figure 136.

Byte within MIC_IV 0 1 51|16 9 10 13 (14 15
Byte Significance:

Bytes 1 5 4 4 2

Field Flag GMH reserved PN DLEN

Length of data

First 5 bytes of 0x00000000 RSN header field :
Contents
0x19 generic MAC header from payload part not |n(_:| ud-
ing padding
> ~ / T~ - o /
~ N / ~ - /
> -
ros < // Tt~ s -
/ ~ / T~
/ > ~ / T~
/ AN T~
/ I~ T
/ / ~ T~
/ it
/ e 1 1 3 3
/
Byte Significance ’ Fields
least significant first %// 0 HDAT |[MIC_LEN | DLEN
most significan/t’first « / = y
/ | - |
/ ; | , / PRe , ’ |
// /’ | ’ e ’ !
K / Contents ololo|l1]1]0]o0]1
/ //
/ /
/
/ / <« DIEN 5
Packet | GMH PN Data Icv CRC
transmit —
order first . ] last
- sy - -

Figure 136—Initial CCM Block By

Note the big endian ordering of the DLEN value is opposite that of the normal little endian representation.
Thisisto remain compliant with the letter of the NIST CCM specification.

The sixth byte of the GMH is not included in the nonce since it is redundant.
Copyright © 2004 IEEE. All rights reserved.

297

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

333



IEEE Std 802.16-2004

IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS—PART 16:

Consistent with the NIST CCM specification the counter blocks A; are formatted as shown in Figure 137.

Byte within CTR(i) 0 1 5 9 10 13|14 15
Byte Significance:
Bytes 1 5 8 8 2
Field Flag GMH reserved PN C
Contents 0x01 First 5 bytes of 0x00000000 Packet number from Le?gtht of ?at;
generic MAC header payload part not inciua-
ing padding
B ~ / - ~ < ’
AN AR
/ N / T~
/ ~ R // -~ - _
/ N -~
7 \/\ -~
/ ARENR -~
I , -~
,/ /Bits 1 1 3 3
Byte Significance’ - resarved | reserved
least significant t?rst _ ),/ Feds ©) 0 0 L (1)
most significant first S | y — - |
/l 4 | ,/ e ’ ,’ I
,/ // ! 4 e ’ l
Do hot include final ’ Contents 0 0 0 1 1 0 0 1
HCD octet inthe CTR
block.
! /
N L’ <« DIEEN 5
Packet | GMH PN Data IcV CRC
transmit — =
order firs -¢ Security Security last
Header b il

Figure 137—Construction of A;

7.5.1.2.4 Receive Processing Rules

On receipt of aPDU thereceiving SS or BS shall decrypt and authenticate the PDU consistent with the NIST
CCM specification configured as specified in 7.5.1.2.3.

Packets that are found to be not authentic shall be discarded.

Receiving BS or SSs shall maintain a record of the highest value PN receive for each SA. If a packet is
received with a PN that is equal to or less than the recorded maximum for the SA is protected under, then the
packet shall be discarded as areplay attempt.

7.5.2 Encryption of TEK

Thefollowing options listed in 7.5.2.1 through 7.5.2.3 may be used.
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7.5.2.1 Encryption of TEK with 3-DES

This method of encrypting the TEK shall be used for SAs with the TEK encryption algorithm identifier in
the cryptographic suite equal to 0x01.

The BS encrypts the value fields of the TEK in the Key Reply messages it sends to client SS. Thisfield is
encrypted using two-key 3-DES in the EDE mode (Schneier [B42]):

encryption: C = EK1[Dk2[Ek1[P]]]
decryption: P = Dk1[Ek2[Dk1[C]]]

P = Plaintext 64-bit TEK

C = Ciphertext 64-bit TEK

k1 = leftmost 64 bits of the 128-bit KEK
k2 = rightmost 64 bits of the 128-bit KEK
E[ ] = 56-bit DES ECB mode encryption
D[ ] = 56-bit DES ECB decryption

Subclause 7.5.4 describes how the KEK is derived from the AK.
7.5.2.2 Encryption of TEK with RSA

The RSA method of encrypting the TEK (PKCS #1 v2.0) shall be used for SAs with the TEK encryption
algorithm identifier in the cryptographic suite equal to 0x02.

7.5.2.3 Encryption of TEK-128 with AES

This method of encrypting the TEK-128 shall be used for SAswith the TEK encryption algorithm identifier
in the cryptographic suite equal to 0x03.

The BS encrypts the value fields of the TEK-128 in the Key Reply messagesit sends to client SS. Thisfield
is encrypted using 128-bit AES in ECB mode.

encryption: C = EK1[P]

decryption: P= DK1[C]

P = Plaintext 128-bit TEK

C = Ciphertext 128-bit TEK

k1 = the 128-bit KEK

E[ ] = 128-bit AES ECB mode encryption
D[ ] = 128-bit AES ECB decryption

Subclause 7.5.4 describes how the KEK is derived from the AK.
7.5.3 Calculation of HMAC-Digests

The calculation of the keyed hash in the HMAC-Digest attribute and the HMAC Tuple shall use the HMAC
(IETF RFC 2104) with the secure hash algorithm SHA-1 (FIPS 180-1). The downlink authentication key
HMAC_KEY_D shal be used for authenticating messages in the downlink direction. The uplink
authentication key HMAC_KEY_U shall be used for authenticating messages in the uplink direction.
Uplink and downlink message authentication keys are derived from the AK (see 7.5.4 for details). The
HMAC Sequence number in the HMAC Tuple shall be equal to the AK Sequence Number of the AK from
which the HMAC_KEY _x was derived.
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In Mesh Mode HMAC-Digests calculated with the key HMAC_KEY_S shall be supported. When
calculating the digest with this key the HMAC sequence Number in the HMAC tuple shall be equal to the
Operator Shared Secret Sequence Number.

The digest shall be calculated over the entire MAC Management message with the exception of the
HMAC-Digest and HMAC Tuple attributes.

7.5.4 Derivation of TEKs, KEKs, and message authentication keys

The BS generates AKs, TEKs, and IVs. A random or pseudo-random number generator shall be used to
generate AKs and TEKs. A random or pseudo-random number generator may also be used to generate 1Vs.
Regardless of how they are generated, IVs shall be unpredictable. Recommended practices for generating
random numbers for use within cryptographic systems are provided in IETF RFC 1750 [B30].

7.5.4.1 DES Keys

FIPS 81 defines 56-hit DES keys as 8-byte (64-bit) quantities where the seven most significant bits (i.e.,
seven leftmost hits) of each byte are the independent bits of a DES key, and the least significant bit (i.e.,
rightmost bit) of each byte is a parity bit computed on the preceding seven independent bits and adjusted so
that the byte has odd parity.

PKM does not require odd parity. The PKM protocol generates and distributes 8-byte DES keys of arbitrary
parity, and it requires that implementations ignore the va ue of the least significant bit of each.

7.5.4.2 3-DES KEKs
The keying material for two-key 3-DES consists of two distinct (single) DES keys.

The 3-DES KEK used to encrypt the TEK is derived from a common AK. The KEK shall be derived as
follows:

KEK = Truncate(SHA(K_PAD_KEK | AK),128)
K_PAD_KEK = 0x53 repeated 64 times, i.e., a 512-bit string.

Truncate(x,n) denotes the result of truncating x to its leftmost n bits.
SHA(X]y) denotes the result of applying the SHA-1 function to the concatenated bit stringsx and y.

The keying material of 3-DES consists of two distinct DES keys. The 64 most significant bits of the KEK
shall be used in the encrypt operation. The 64 |east significant bits shall be used in the decrypt operation.

7.5.4.3 HMAC authentication keys

The HMAC authentication keys are derived as follows:
HMAC_KEY_D = SHA(H_PAD_DJAK)
HMAC_KEY_U = SHA(H_PAD_UJAK)
HMAC_KEY_S=SHA(H_PAD_D|Operator Shared Secret)

with

D = 0x3A repeated 64 times

H_PAD |
H_PAD_U = Ox5C repeated 64 times
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7.5.5 Public-key encryption of AK

AKsin Auth Reply messages shall be RSA public-key encrypted, using the SS's public key. The protocol
uses 65537 (0x010001) as its public exponent and a modulus length of 1024 bits. The PKM protocol
employs the RSAES-OAEP encryption scheme (PKCS #1). RSAES-OAEP requires the selection of a hash
function, a mask-generation function, and an encoding parameter string. The default selections specified in
PKCS #1 shall be used when encrypting the AK. These default selections are SHA-1 for the hash function,
MGF1 with SHA-1 for the mask-generation function, and the empty string for the encoding parameter
string.

7.5.6 Digital signatures

The Protocol employs the RSA Signature Algorithm (PKCS #1) with SHA-1 (FIPS 186-2) for both of its
certificate types.

As with its RSA encryption keys, Privacy uses 65537 (0x010001) as the public exponent for its signing

operation. Manufacturer CAs shall employ signature key modulus lengths of at least 1024 bits and no
greater than 2048 bits.

7.6 Certificate profile
7.6.1 Certificate format
This subclause describes the X.509 (IETF RFC 2459) Version 3 certificate format and certificate extensions

used in |IEEE 802.16-compliant SSs. Table 135 summarizes the basic fields of an X.509 Version 3
certificate.

Table 135—Basic fields of an X.509 Version 3 certificate

X.509 v3 field Description
tbsCertificate.version I ndicates the X.509 certificate version. Always set to v3 (value of 2).
tbsCertificate.serial Number Unique integer the issuing CA assigns to the certificate.
tbsCertificate.signature Object identifier (OID) and optional parameters defining algorithm used to

sign the certificate. Thisfield shall contain the same agorithm identifier as
the signatureAlgorithm field.

tbsCertificate.issuer Distinguished Name of the CA that issued the certificate.
tbsCertificate.vaidity Specifies when the certificate becomes active and when it expires.
thsCertificate.subject Distinguished Name identifying the entity whose public key is certified in

the subjectpublic key information field.

tbsCertificate.subjectPublicKeyInfo | Field contains the public key material (public key and parameters) and the
identifier of the algorithm with which the key is used.

tbsCertificate.issuerUniquel D Optional field to allow reuse of issuer names over time.
tbsCertificate.subjectUnique ID Optional field to allow reuse of subject names over time.
tbsCertificate.extensions The extension data.

Copyright © 2004 IEEE. All rights reserved. 301

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

337



IEEE Std 802.16-2004 IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS—PART 16:

Table 135—Basic fields of an X.509 Version 3 certificate (continued)

X.509 v3 field Description

signatureAlgorithm OID and optional parameters defining al gorithm used to sign the certificate.
Thisfield shal contain the same algorithm identifier as the signature field
in tbsCertificate.

signatureValue Digital signature computed upon the ASN.1 DER encoded tbsCertificate.

All certificates described in this specification shall be signed with the RSA signature algorithm using
SHA-1 as the one-way hash function. The RSA signature algorithm is described in PKCS #1; SHA-1 is
described in FIPS 180-1. Resdtrictions posed on the certificate values are described in the following
subclauses:

7.6.1.1 tbsCertificate.validity.notBefore and tbsCertificate.validity.notAfter

SS certificates shall not be renewable and shall thus have a validity period greater than the operational
lifetime of the SS. A Manufacturer CA certificate's validity period should exceed that of the SS certificates
it issues. The vaidity period of an SS certificate shall begin with the date of generation of the device's
certificate; the validity period should extend out to at least 10 years after that manufacturing date. Validity
periods shall be encoded as UTCTime. UTCTime values shall be expressed Greenwich Mean Time (Zulu)
and shall include seconds (i.e., times are YYMMDDHHMMSSZ), even where the number of seconds is
zero.

7.6.1.2 tbsCertificate.serialNumber

Serial numbers for SS certificates signed by a particular issuer shall be assigned by the manufacturer in
increasing order. Thus, if the tbsCertificate.validity.notBefore field of one certificate is greater than the
tbsCertificate.validity.notBefore field of another certificate, then the serial number of the first certificate
shall be greater than the serial number of the second certificate.

7.6.1.3 tbsCertificate.signature and signatureAlgorithm

All certificates described in this specification shall be signed with the RSA signature algorithm, using
SHA-1 as the one-way hash function. The RSA signature algorithm is described in PKCS #1; SHA-1 is
described in FIPS 180-1. The ASN.1 OID used to identify the “SHA-1 with RSA” signature agorithmis

sha-1WithRSAEncryption OBJECT IDENTIFIER ::=
{ 1s0(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkes-1(1) 5}

When the sha-1WithRSAEncryption OID appears within the ASN.1 type Algorithmlidentifier, asis the case
with both thsCertificate.signature and signatureAlgorithm, the parameters component of that type is the
ASN.1 type NULL.

7.6.1.4 tbsCertificate.issuer and tbsCertificate.subject
X.509 Names are SEQUENCES of RelativeDistinguishedNames, which are in turn SETs of
AttributeTypeAndValue. AttributeTypeAndValue is a SEQUENCE of an AttributeType (an OBJECT

IDENTIFIER) and an AttributeValue. The value of the countryName attribute shall be a two-character
PrintableString, chosen from SO 3166; al other AttributeValues shall be encoded as either
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T.61/TeletexString or PrintableString character strings. The PrintableString encoding shall be used if the
character string contains only characters from the PrintableString set. Specifically:

abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXYZ
0123456789

"()+,—/:=?and space

The T.61/TeletexString shall be used if the character string contains other characters. The following OIDs
are needed for defining issuer and subject Namesin PKM certificates:

id-at OBJECT IDENTIFIER ::= {joint-iso-ccitt(2) ds(5) 4}
id-at-commonName OBJECT IDENTIFIER ::= {id-at 3}
id-at-countryName OBJECT IDENTIFIER ::= {id-at 6}
id-at-localityName OBJECT IDENTIFIER ::={id-at 7}
id-at-stateOrProvinceName OBJECT IDENTIFIER ::={id-at 8}
id-at-organizationName OBJECT IDENTIFIER ::= {id-at 10}
id-at-organizationalUnitName OBJECT IDENTIFIER ::={id-at 11}

The following subclauses describe the attributes that comprise the subject Name forms for each type of
PKM certificate. Note that the issuer name form is the same as the subject of the issuing certificate.
Additional attribute values that are present but unspecified in the following forms should not cause a device
to reject the certificate.

7.6.1.4.1 Manufacturer certificate

countryName=<Country of Manufacturer>
[stateOrProvinceName=<state/province>]
[localityName=<City>]

organizationName=<Company Name>
organizationalUnitName=WirelessMAN

[organi zational UnitName=<M anufacturing L ocation>]
commonName=<Company Name> <Certification Authority>

The countryName, organizationName, and commonName attributes shall be included and shall have the
values shown. The organizationalUnitName having the value “WirelessMAN” shal be included. The
organizationalUnitName representing manufacturing location should be included. If included, it shall be
preceded by the organizationalUnitName having value “WirelessMAN.” The stateOrProvinceName and
localityName may be included. Other attributes are not allowed and shall not be included.

7.6.1.4.2 SS certificate

countryName=<Country of Manufacturer>
organizationName=<Company Name>
organizational UnitName=<manufacturing |ocation>
commonName=<Serial Number>
commonName=<MAC Address>

The MAC address shall be the SS's MAC address. It is expressed as six pairs of hexadecimal digits
separated by colons (:), e.g., “00:60:21:A5:0A:23.” The Alpha HEX characters (A—F) shall be expressed as
uppercase |etters.

The organizationalUnitName in an SS certificate, which describes the modem’s manufacturing location,
should be the same as the organizationalUnitName in the issuer Name describing a manufacturing location.
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The countryName, organizationName, organizationalUnitName, and commonName attributes shall be
included. Other attributes are not allowed and shall not be included.

7.6.1.5 tbsCertificate.subjectPublicKeyInfo
The tbsCertificate.subjectPublicKeylnfo field contains the public key and the public key agorithm
identifier. The tbsCertificate.subjectPublicKeylnfo.algorithm field is an Algorithmldentifier structure. The
Algorithemldentifier’s algorithm shall be RSA encryption, identified by the following OID:

pkcs-1 OBJECT IDENTIFIER ::={ iso(1) member-body(2) us(840)

rsadsi(113549) pkecs(1) 1}

rsaEncryption OBJECT IDENTIFIER ::={ pkcs-1 1}

The Algorithmlidentifier's parameters field shall have ASN.1 type NULL. The RSA public key shall be
encoded using the ASN.1 type RSAPublicKey:

RSAPublicKey ::= SEQUENCE {
modulus INTEGER, -- n
publicExponent INTEGER, -- e-- }

where modulus is the modulus n, and publicExponent is the public exponent e. The DER encoded
RSAPublicKey isthe value of the BIT STRING tbsCertificate.subjectPublicK eylnfo.subjectPublicK ey.

7.6.1.6 tbsCertificate.issuerUniquelD and tbsCertificate.subjectUniquelD

The issuerUniquel D and subjectUniquel D fields shall be omitted for both of the PKM’s certificate types.
7.6.1.7 tbsCertificate.extensions

7.6.1.7.1 SS certificates

SS certificates may contain noncritical extensions; they shall not contain critical extensions. If the Key-
Usage extension is present, the keyAgreement and keyEncipherment bits shall be turned on, keyCertSign
and cRL Sign bits shall be turned off, and all other bits should be turned off.

7.6.1.7.2 Manufacturer certificates

Manufacturer certificates may contain the Basic Constraints extension. If included, the Basic Constraints
extension may appear as a critical extension or as a noncritical extension. Manufacturer certificates may
contain noncritical extensions; they shall not contain critical extensions other than, possibly, the Basic
Constraints extension. If the KeyUsage extension is present in a Manufacturer certificate, the keyCertSign
bit shall be turned on and all other bits should be turned off.

7.6.1.8 signhatureValue

In al three PKM certificate types, the signatureValue contains the RSA (with SHA-1) signature computed
over the ASN.1 DER encoded thsCertificate. The ASN.1 DER encoded thsCertificate is used as input to the
RSA signature function. The resulting signature value is ASN.1 encoded as a bit string and included in the
Certificate's signatureVal ue field.

7.6.2 SS certificate storage and management in the SS

Manufacturer-issued SS certificates shall be stored in SS permanent, write-once memory. SSs that have
factory-installed RSA private/public key pairs shall also have factory-installed SS certificates. SSsthat rely
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on internal algorithms to generate an RSA key pair shall support a mechanism for installing a manufacturer-
issued SS certificate following key generation. The CA certificate of the Manufacturer CA that signed the
SS certificate shall be embedded into the SS software. If a manufacturer issues SS certificates with multiple
Manufacturer CA certificates, the SS software shall include ALL of that manufacturer’s CA certificates. The
specific Manufacturer CA certificate installed by the SS [i.e., advertised in Authentication Information
messages and returned by the management information base (MIB) object] shall be that identifying the
issuer of that modem’s SS certificate.

7.6.3 Certificate processing and management in the BS
PKM employs digita certificatesto allow BSsto verify the binding between an SS’s identity (encoded in an
X.509 digital certificate’s subject names) and its public key. The BS does this by validating the SS

certificate’s certification path or chain. Validating the chain means verifying the Manufacturer CA
Certificate through some means.
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8. PHY

8.1 WirelessMAN-SC PHY specification
8.1.1 Overview

This PHY specification, targeted for operation in the 10-66 GHz frequency band, is designed with a high
degree of flexibility in order to allow service providers the ability to optimize system deployments with
respect to cell planning, cost, radio capabilities, services, and capacity.

In order to allow for flexible spectrum usage, both TDD and FDD configurations (8.1.3) are supported. Both
cases use a burst transmission format whose framing mechanism (8.1.4.1) supports adaptive burst profiling
in which transmission parameters, including the modulation and coding schemes, may be adjusted
individually to each SS on aframe-by-frame basis. The FDD case supports full-duplex SSs as well as half-
duplex SSs, which do not transmit and receive simultaneously.

The uplink PHY is based on a combination of TDMA and DAMA. In particular, the uplink channel is
divided into a number of time slots. The number of slots assigned for various uses (registration, contention,
guard, or user traffic) is controlled by the MAC in the BS and may vary over time for optimal performance.
The downlink channel is TDM, with the information for each SS multiplexed onto a single stream of data
and received by all SSswithin the same sector. To support half-duplex FDD SSs, provision is also made for
aTDMA portion of the downlink.

The downlink PHY includes a Transmission Convergence sublayer that inserts a pointer byte at the
beginning of the payload to help the receiver identify the beginning of aMAC PDU. Data bits coming from
the Transmission Convergence sublayer are randomized, FEC encoded, and mapped to a QPSK, 16
quadrature amplitude modulation (QAM), or 64-QAM (optional) signal constellation.

The uplink PHY is based upon TDMA burst transmission. Each burst is designed to carry variable-length
MAC PDUs. The transmitter randomizes the incoming data, FEC encodes it, and maps the coded bits to a
QPSK, 16-QAM (optional), or 64-QAM (optional) constellation.

8.1.2 Framing

ThisPHY specification operatesin a framed format (6.3.7). Within each frame are a downlink subframe and
an uplink subframe. The downlink subframe begins with information necessary for frame synchronization
and control. In the TDD case, the downlink subframe comes first, followed by the uplink subframe. In the
FDD case, uplink transmissions occur concurrently with the downlink frame.

Each SS shall attempt to receive dl portions of the downlink except for those bursts whose burst profile is
either not implemented by the SS or is less robust than the SS's current operational downlink burst profile.
Half-duplex SSs shall not attempt to listen to portions of the downlink coincident with their allocated uplink
transmission, if any, adjusted by their Tx time advance.

8.1.2.1 Supported frame durations

Table 136 indicates the supported frame durations.

8.1.3 Duplexing techniques and PHY Type parameter encodings

Both FDD and TDD are supported. The duplexing method shall be reflected in the PHY Type parameter
(11.4.1) as shown in Table 137.
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Table 136—Frame durations and frame duration codes

Frame duration code (4 bits) Frameduration (Tg) Units
0x01 0.5 ms

0x02 1 ms

0x03 2 ms

0x04 - OxOF reserved

Table 137—PHY Type parameter encoding

PHY Type Value
TDD 0
FDD 1

8.1.3.1 FDD operation

In FDD operation, the uplink and downlink channels are on separate frequencies. The capability of the
downlink to be transmitted in bursts fecilitates the use of different modulation types and allows the system to
simultaneously support full-duplex SSs (which can transmit and receive simultaneously) and half-duplex
SSs (which do not). Note that the downlink carrier may be continuous, as demonstrated in Figure 138 (third
frame). Figure 138 describes the basics of the FDD operation.

In the case of a half-duplex SS, transition gaps, as described in 8.1.3.2.1 and 8.1.3.2.2, apply.

Downlink h % h m %////////%§

«— frame ——p

NN\

time >
7
. Broadcast % Half Duplex SS #1
\
Full Duplex Capable SS & Half Duplex SS #2
Figure 138—Example of FDD bandwidth allocation
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8.1.3.2 TDD operation

In the case of TDD, the uplink and downlink transmissions share the same frequency but are separated in
time, as shown in Figure 139. A TDD frame also has a fixed duration and contains one downlink and one
uplink subframe. The TDD framing is adaptive in that the link capacity allocated to the downlink versus the
uplink may vary.

n = (Symbol Rate x Frame Duration) / 4

A
\

Downlink Subframe Uplink Subframe
Iy
-
PS 0O Adaptive PS n-1
Framej-2 | Framej-1 Frame| | Framej+1 | Frame j+2

Figure 139—TDD frame structure

8.1.3.2.1TTG

The TTG isagap between the downlink burst and the subsegquent uplink burst. This gap allows time for the
BS to switch from transmit to receive mode and SSs to switch from receive to transmit mode. During this
gap, the BS and SS are not transmitting modulated data but simply alowing the BS transmitter carrier to
ramp down, the transmit/receive (Tx/Rx) antenna switch to actuate, and the BS receiver section to activate.
After the gap, the BS receiver shall look for the first symbols of uplink burst. This gap is an integer number
of PS durations and starts on a PS boundary.

8.1.3.2.2RTG

The RTG is a gap between the uplink burst and the subsequent downlink burst. This gap allows time for the
BS to switch from receive to transmit mode and SSs to switch from transmit to receive mode. During this
gap, the BS and SS are not transmitting modulated data but simply alowing the BS transmitter carrier to
ramp up, the Tx/Rx antenna switch to actuate, and the SS receiver sectionsto activate. After the gap, the SS
receivers shall look for the first symbols of QPSK modulated data in the downlink burst. This gap is an
integer number of PS durations and starts on a PS boundary.

8.1.4 Downlink PHY
The available bandwidth in the downlink direction is defined with a granularity of one PS. The available

bandwidth in the uplink direction is defined with a granularity of one minislot, where the minisiot length is
2™ PSs (m ranges from O through 7). The number of PSs with each frame is a function of the symbol rate.
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The symbol rate is selected in order to obtain an integral number of PSs within each frame. For example,
with a 20 MBd symbol rate, there are 5000 PSs within a1 ms frame.

8.1.4.1 Downlink subframe

The structure of the downlink subframe using TDD is illustrated in Figure 140. The downlink subframe
begins with a Frame Start Preamble used by the PHY for synchronization and equalization. Thisis followed
by the frame control section, containing DL-MAP and UL-MAP stating the PSs at which bursts begin. The
following TDM portion carries the data, organized into bursts with different burst profiles and therefore
different level of transmission robustness. The bursts are transmitted in order of decreasing robustness. For
example, with the use of a single FEC type with fixed parameters, data begins with QPSK modulation,
followed by 16-QAM, followed by 64-QAM. In the case of TDD, a TTG separates the downlink subframe
from the uplink subframe.

Each SS receives and decodes the control information of the downlink and looks for MAC headers
indicating data for that SSin the remainder of the downlink subframe.

TDM Portion
% Broadcast
€ |Control | TDM TDM TDM
§ |bluc=o |DIUCa |DIUCb |DIUCC v
o

N

TTG

DL-MAP | UL-MAP

Preamble| - -

Figure 140—TDD downlink subframe structure

In the FDD case, the structure of the downlink subframeisillustrated in Figure 141. Like the TDD case, the
downlink subframe begins with a Frame Start Preamble followed by a frame control section and a TDM
portion organized into bursts transmitted in decreasing order of burst profile robustness. This TDM portion
of the downlink subframe contains data transmitted to one or more of the following:

— Full-duplex SSs
— Half-duplex SSsscheduled to transmit later in the frame than they receive
— Half-duplex SSs not scheduled to transmit in this frame

The FDD downlink subframe continues with a TDMA portion used to transmit data to any half-duplex SSs
scheduled to transmit earlier in the frame than they receive. This allows an individua SS to decode a
specific portion of the downlink without the need to decode the entire downlink subframe. In the TDMA
portion, each burst begins with the Downlink TDMA Burst Preamble for phase resynchronization. Burstsin
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the TDMA portion need not be ordered by burst profile robustness. The FDD frame control section includes
amap of both the TDM and TDMA bursts.

TDM Portion
2= |Broadcast ]
E Control TDM TDM TDM TDMA Portion
g piuC=0 | DIUCa | DIUCb DIUC ¢
o

TDMA
DIUC g

TDMA
DIUC f

TDMA
DIUCe

TDMA
DIUC d

-
-
-
Preamble

Preamble

Preamble

Preamble

' ' Burst Start Points

DL-MAP | UL-MAP

Preamble

Figure 141—FDD downlink subframe structure

The TDD downlink subframe, which inherently contains data transmitted to SSs that transmit later in the
frame than they receive, isidentical in structure to the FDD downlink subframe for aframein which no half-
duplex SSsare scheduled to transmit before they receive.

8.1.4.1.1 Downlink burst preambles

As shown in Table 138, two downlink burst preambles are used. The Frame Start Preambl e shall begin each
downlink frame. The Downlink TDMA Burst Preamble shall begin each TDMA burst in the TDMA portion

of the downlink subframe.

Table 138—Downlink burst preambles

Preamble name Burst profile Preamble type Modulation type
Frame Start Preamble TDM Burst 1 QPSK
Downlink TDMA Burst Preamble | TDMA Burst 2 QPSK

Both preambles use QPSK modulation and are based upon +45 degrees rotated constant amplitude zero
autocorrelation (CAZAC) sequences (Milewski [B38]). The amplitude of the preamble shall depend on the
downlink power adjustment rule (8.1.4.4.7). In the case of the constant peak power scheme (power
adjustment rule = 0), the preamble shall be transmitted such that its constellation points coincide with the
outermost constellation points of the modulation(s) scheme in the burst. In the case of the constant mean
power scheme (power adjustment rule = 1), it shall be transmitted with the mean power of the constellation

points of the modulation scheme(s) in the burst.
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The Frame Start Preamble (Table 139) consists of a 32-symbol sequence generated by repeating a
16-symbol CAZAC sequence. The Downlink TDMA Burst Preamble (Table 140) consists of a 16-symbol
seguence generated by repeating an 8-symbol CAZAC sequence.

Table 139—Frame start preamble

Symbol I Q B(1) B(2)
land 17 1 1 0 0
2and 18 1 1 0
3and 19 -1 1 1 0
4 and 20 -1 -1 1 1
5and 21 -1 1 1 0
6 and 22 1 -1 0 1
7 and 23 -1 1 1 0
8and 24 1 1 0 0
9and 25 -1 -1 1 1
10 and 26 -1 -1 1 1
11 and 27 -1 1 1 0
12 and 28 -1 -1 1 1
13and 29 1 -1 0 1
14 and 30 -1 1 1 0
15and 31 -1 1 1 0
16 and 32 1 1 0 0

Table 140—Downlink TDMA burst preamble

Symbol | Q B(1) B(2)
land9 -1 -1 1 1
2and 10 -1 1 1 0
3and 11 -1 -1 1 1
4 and 12 1 1 0 0
5and 13 1 1 0 0
6 and 14 -1 1 1 0
7 and 15 1 1 0 0
8 and 16 1 1 0 0
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8.1.4.1.2 Frame control section

The frame control section is the first portion of the downlink frame following the preamble. It is used for
control information destined for all SSs. This control information shall not be encrypted. The information
transmitted in this section always uses the well-known downlink burst profile with DIUC=0.

The frame control section shall contain a DL-MAP message (6.3.2.3.2) for the channel followed by one UL-
MAP message (6.3.2.3.4) for each associated uplink channel. In addition, it may contain DCD and UCD
messages (6.3.2.3.1 and 6.3.2.3.3) following the last UL-MAP message. No other messages shall be sent in
the frame control section.

8.1.4.1.2.1 DL-MAP elements
The |IEs as defined in Table 141 follow the Number of DL-MAP Elements field of the DL-MAP message, as

described in 6.3.2.3.2. The Map |Es shall be in chronological order. Note that this is not necessarily DIUC
order (as DIUC numbering does not necessarily reflect robustness of the burst profile) or CID order.

Table 141—SC DL-MAP_IE

Syntax Size Notes
DL-MAP_IE() {
DIUC 4
SartPS 16 The starting point of the burgt,
in units of PS wherethe first PS
in agiven frame has StartPS=0

if (CID use enabled by burst profile) {

CID 16 bits Unicast, multicast, or broadcast
value

8.1.4.1.2.2 DL-MAP PHY synchronization field definition

The format of the PHY Synchronization Field of the DL-MAP message, as described in 6.3.2.3.2, isgivenin
Table 142.

Network Configuration Type

Defines the network configuration type. If the network is DM then an FCH expected field is
included. This is a 16-bit field that defines when the frame preamble and FCH will next be
transmitted. As this transmission will be directed to a given SS, it is effectively a private
transmission to that SS.

Frame Duration Code

Defined in Table 136.
Frame Number

Incremented by 1 each frame and eventually wraps around to zero.
FCH expected

The FCH expected will indicate the transmission of a DL-MAP, UL-MAP, DCD or UCD. For
network entry of DM it is possible to increase the frequency of occurrence of FCH transmission to
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assist new nodes to enter the network. The frequency can be reduced for the case of steady state
network operation.

Table 142—SC PHY synchronization field

Syntax Size Notes

PHY Synchronization Field() {

Network Configuration Type (NCT) 4 hits Flag to indicate network
configuration Type
0=PMP,
1=DM,
2=PtR
3—15 Reserved

Frame Duration Code 4 bits

Frame Number 24 hits

if (NCT == DM) {

FCH expected 16 bits The number of frames before the
Frame Preamble and FCH will be
transmitted again.

8.1.4.1.2.3 UL-MAP allocation start time definition

The allocation start time is the effective start time of the uplink allocation defined by the UL-MAP in units
of minidots. The start timeisrelative to the start of the frame in which the UL-MAP message is transmitted.

8.1.4.1.2.4 Required DCD parameters
The following parameters shall be included in the DCD message:

— BSTransmit Power
NOTE—to be used by SSsto validate radio link conditions

— PHY type
— FDD/TDD frame duration

8.1.4.1.2.5 Downlink_Burst_Profile
Each Downlink_Burst_Profile in the DCD message (6.3.2.3.1) shall include the following parameters:

— Modulation type

— FEC Code Type

— Last codeword length

— DIUC mandatory exit threshold
—  DIUC minimum entry threshold
—  Preamble Presence
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If the FEC Code Typeis 1, 2, or 3 (RS codes), the Downlink_Burst_Profile shall aso include

— RSinformation bytes (K)
— RS parity bytes (R)

If the FEC Code Typeis 2, the Downlink_Burst_Profile shall also include
— BCC code type
If the FEC Code Typeis 4, the Downlink_Burst_Profile shall also include

— Block Turbo Code (BTC) row code type
— BTC column code type
— BTC interleaving type

The mapping between Burst Profile and DIUC is given in Table 143.

Table 143—Mapping of burst profile to DIUC

Burst profile DIUC
Downlink Burst Profile 1 0
Downlink Burst Profile 2 1
Downlink Burst Profile 3 2
Downlink Burst Profile 4 3
Downlink Burst Profile 5 4
Downlink Burst Profile 6 5
Downlink Burst Profile 7 6
Downlink Burst Profile 8 7
Downlink Burst Profile 9 8
Downlink Burst Profile 10 9
Downlink Burst Profile 11 10
Downlink Burst Profile 12 11
Downlink Burst Profile 13 12
reserved 13
Gap 14
End of DL-MAP 15

The Downlink Burst Profile 1 (DIUC = 0) parameters defined in 8.1.4.4.5 shall be stored in the SS and shall
not be included in the DCD message.

The Gap Downlink Burst Profile (DIUC = 14) indicates a silent interval in downlink transmission. It is
well-known and shall not be defined in the DCD message.
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The End of DL-MAP Burst Profile (DIUC = 15) indicates the first PS after the end of the downlink
subframe. It is well known and shall not be included in the DCD message.

Table 144 defines the format of the Downlink_Burst_Profile, which isused in the DCD message (6.3.2.3.1).
The Downlink_Burst_Profileis encoded with a Type of 1, an 8-bit length, and a4-bit DIUC. The DIUC field
is associated with the Downlink Burst Profile and Thresholds. The DIUC value is used in the DL-MAP
message to specify the Burst Profile to be used for a specific downlink burst.

Table 144—SC Downlink_Burst_Profile format

Syntax Size Notes
Type=1 8 hits
Length variable
reserved 4 bits Shall be set to zero
DIUC 4 bits
TLV encoded information variable TLV Specific

8.1.4.2 Downlink burst allocation

The downlink data sections are used for transmitting data and control messages to the specific SSs. The data
are always FEC coded and are transmitted at the current operating modulation of the individual SS. In the
TDM portion, data shall be transmitted in order of decreasing burst profile robustness. In the case of a
TDMA portion, the data are grouped into separately delineated bursts that need not be in robustness order
(see 8.1.4.1). The DL-MAP message contains a map stating at which PS the burst profile changes occur. In
the case of TDMA, if the downlink data does not fill the entire downlink subframe, the transmitter is shut
down. FEC codewords within a burst are arranged in a compact form aligned to bit-level boundaries. This
implies that, while the first FEC codeword shall start on the first PS boundary, succeeding FEC codewords
may start even within a modulation symbol or within a PS if the succeeding FEC codeword ended within a
modulation symbol or within a PS. The exact alignment conditions depend on the burst profile parameters.

In the case of shortening the last FEC block within a burst (optional, see 11.4.2), the DL-MAP provides an
implicit indication.

In general, the number of PSsi (which shall be an integer) alocated to a particular burst can be cal culated
from the DL-MAP, which indicates the starting position of each burst as well as the burst profiles. Let n
denote the minimum number of PSs required for one FEC codeword of the given burst profile (notethat nis
not necessarily an integer). Then, i = kn +j + g, where k is the number of whole FEC codewords that fit in
the burst, j (not necessarily an integer) is the number of PSs occupied by the largest possible shortened
codeword, and g (0 < q < 1) is the number of PSs occupied by pad bits inserted at the end of the burst to
guarantee that i is an integer. In Fixed Codeword Operation (8.1.4.4.4.1), j is always 0. Recall that a
codeword can end partway through a modulation symbol as well as partway through a PS. When this occurs,
the next codeword shall start immediately, with no pad bitsinserted. At the end of the burst (i.e., when there
is no next codeword), then 4q symbols are added as padding (if required) to complete the PS allocated in the
DL-MAP. The number of padding bits in these padding symbols is 4q times the modulation density, where
the modulation density is 2 for QPSK, 4 for 16-QAM, and 6 for 64-QAM. Note that padding bits may be
required with or without shortening. Either k or j, but not both, may be zero. The number j implies some
number of bits b. Assuming j is nonzero, it shall be large enough such that b is larger than the number of
FEC bits, r, added by the FEC scheme for the burst. The number of bits (preferably an integral number of
bytes) available for user data in the shortened FEC codeword is b—. Any bits that may be left over from a
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fractional byte are encoded as binary 1 to ensure compatibility with the choice of OxFF for pad. A codeword
cannot have less than six information bytes. Thisisillustrated in Figure 142.

[«— Number of modulation symbols =4i ———¥

le——— Numberof PSsi=y—-x=kn+j +q ————»

4—— N —>P¢——n —r¢——n —><«— | —»(Q
FEC FEC FEC Shortened Reme}lnder q
Codeword Codeword Codeword FEC a (fraction of a PS)
Codeword 4q padding symbols
Map entry m Map entry m+1
starts on PS = x startson PS =y

b-r data bits | r redundancy bits

<+——— jPSs=bbits ——»
Figure 142—DL-MAP usage with shortened FEC blocks—TDM case

In the case of TDMA downlink, a burst includes the Downlink TDMA Burst Preamble of length p PSs, and
the DL-MAP entry pointsto its beginning (Figure 143).

8.1.4.3 Downlink Transmission Convergence sublayer

The downlink payload shall be segmented into blocks of data designed to fit into the proper codeword size
after the CS pointer byte is added. Note that the payload length may vary, depending on whether shortening
of codewordsis allowed or not for this burst profile. A pointer byte shall be added to each payload segment,
asillustrated in Figure 144.

p gﬂtgr?eg %L{rgga;rg?/isous First MAC PDU that Second MAC PDU that starts
TC packet starts in this TC packet in this TC packet
< Transmission Convergence sublayer (TC) PDU »

P = 1 byte pointer field

Figure 144—Format of the downlink Transmission Convergence sublayer PDU
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l«<—  Number of modulation symbols = 4i ————»

IR TR R

«——— Number of PSsi=y—x=p+kn+ +q —— q

l«— P —>»<«—n re——N ——r¢——N ——p<— J —»q
Shortened Remainder q
Preamble FEC FEC FEC FEC (fraction of a PS)
Codeword Codeword Codeword A .
Codeword 4q padding symbols

\ \

Map entry m Map entry m+1
starts on PS =x starts on PS =y

b-r data bits | r redundancy bits

«— jPSs=bbhits —»

Figure 143—DL-MAP usage with shortened FEC blocks—TDMA case

The pointer field identifies the byte number in the packet, which indicates either the beginning of the first
MAC PDU to start in the packet or the beginning of any stuff bytes that precede the next MAC PDU. For
reference, the first byte in the packet is referred to as byte number 1. If no MAC PDU or stuff bytes beginin
the CS packet, then the pointer byte is set to 0. When no data is available to transmit, a stuff_byte pattern
having a vaue (OxFF) shall be used within the payload to fill any gaps between the IEEE 802.16 MAC
PDUs. This value is chosen as an unused value for the first byte of the IEEE 802.16 MAC PDU, which is
designed to never have this value.
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8.1.4.4 Downlink PMD sublayer

IEEE Std 802.16-2004

The downlink PHY coding and modulation for this mode is summarized in the block diagram in Figure 145.

: Randomization . ToRF
Data . EECd ) E:eamntzle ’\SAymbo: > Ealseband Mnoddulator ' Channel
e . coder| | epe > appe! ulse || and
. Shaping Physical '
\ ™ Interface | '
. Base Station -
From RF . | Ph sical " izati :
Channel | inerface » Mﬁ;crhed Sémzm er |, Ezgoder Pe-Randomization | | pata
and and PP > ——
Burst Demod Equalizer [ ™

Figure 145—Conceptual block diagram of the downlink PMD sublayer

8.1.4.4.1 Burst profile definitions

The downlink channel supports adaptive burst profiling on the user data portion of the frame. Up to twelve
burst profiles can be defined. The parameters of each are communicated to the SSs via MAC messages
during the frame control section of the downlink frame (see 8.1.4.1). The downlink channel and burst
profiles are communicated to the SSs via the MAC messages described in 6.3.2.3.1.

The use of DIUCs shall be constrained as shown in Table 145.

Table 145—SC DIUC allocation

DIucC

Usage

frame control (well known, not in DCD message)

1-6

TDM Burst Profiles (no preamble)

7-12

TDMA Burst Profiles (preamble prefixed)

13

reserved

14

Gap (well known, not in DCD message)

15

End of Map

8.1.4.4.2 Downlink PHY SS capability set parameters

Since there are optional modulation and FEC schemes that can be implemented at the SS, a method for
identifying the capability to the BS is required (i.e., including the highest order modulation supported, the
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optional FEC coding schemes supported, and the minimum shortened last codeword length supported). This
information shall be communicated to the BS during the subscriber registration period.

8.1.4.4.3 Randomization

Randomization shall be employed to minimize the possibility of transmission of an unmodulated carrier and
to ensure adequate numbers of bit transitions to support clock recovery. The stream of downlink packets
shall be randomized by modulo-2 addition of the data with the output of the pseudo-random binary sequence
(I;I?BS) generator, as illustrated in Figure 146. The generator polynomial for the PRBS shall be c(x) = x*° +
X+ 1.

initialization sequence

——{ 1| 2‘ 3‘ 4| 5‘ 6‘ 7| 8‘ 9‘10‘11‘12‘13‘14‘15‘

00000011 ... ((

L > , Randomized
" data output
Serialized data input
(MSB first)

Figure 146—Randomizer logic diagram

At the beginning of each burst, the PRBS register is cleared and the seed value of 100101010000000 is
loaded. A burst corresponds to either a TDM burst beginning with the Frame Start Preamble or a TDMA
burst beginning with a Downlink TDMA Burst Preamble (8.1.4.1.1). The seed value shall be used to
calculate the randomization bits, which are combined in an XOR operation with the seriaized bit stream of
each burst. The randomizer sequence is applied only to information bits.

8.1.4.4.4 Downlink FEC

The FEC schemes are sel ectable from the types in Table 146.

Table 146—FEC Code Types

Code Type Outer Code Inner Code
1 Reed—Solomon over Galois field (GF) (256) None
2 Reed—Solomon over GF(256) (24,16) Block convolutional code
3 (Optional) Reed—Solomon over GF(256) (9,8) Parity check code
4 (Optional) BTC —
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Implementation and use of Code Types 3 and 4 is optional. Code Types 1 and 2 shall be implemented by all
BSs and SSs. Code Type 2 shall not be used except in the case of QPSK modulation. In the case of QPSK,
any of the four Code Types may be used, with one exception: Code Type 2 shall always be used for the
control channel (DIUC=0).

Following is a summary of the four Code Types:

a) Code Type 1: Reed—Solomon only: This case is useful either for a large data block or when high
coding rate is required. The protection could vary betweent=0tot = 16.

b) Code Type 2: Reed-Solomon + Block convolutional code (soft decodable): This case is useful for
low to moderate coding rates providing good carrier-to-noise ratio (C/N) enhancements. The coding
rate of the inner block convolutional code (BCC) is 2/3. Note: The number of information bytes
shall be even in this case.

¢) Code Type 3: Reed-Solomon + Parity check: This optional code is useful for moderate to high
coding rates with small to medium size blocks (i.e., K = 16, 53, or 128). The code itself is a smple
bit wise parity check operating on byte (8 bit) level. The parity code can be used for error correction,
preferably employing a soft decoder.

d) Code Type 4: BTC: This optiona code is used to significantly lower the required carrier-to-

interference ratio (C/1) level needed for reliable communication, and can be used to either extend the
range of a BS or increase the code rate for greater throughput.

8.1.4.4.4.1 Outer code for Code Types 1-3, downlink

The outer block code for Code Types 1-3 shall be a shortened, systematic Reed—Solomon code generated
from GF(256) with information block length K variable from 6-255 bytes and error correction capability T
able to correct from 0 to 16 byte errors. The specified code generator polynomials are given by:

Code Generator Polynomial: g(x) = (x + u%)(x + ut)(x + u?) ... (x + u?™1), where i = 02,5,

Field Generator Polynomial: p(x) =&+ x*+x3+ %+ 1

The specified code has a block length of 255 bytes and shall be configured as an RS(255,255-R) code with
information bytes preceded by (255-N) zero symbols, where N is the codeword length and R the number of
redundancy bytes (R = 2xT ranges from 0 to 32, inclusive).

The value of K and T are specified for each burst profile by the MAC. Both Fixed Codeword Operation and
Shortened Last Codeword Operation, as defined below, are allowed.

When using Code Type 2, the number of information bytes K shall always be an even number so that the
total codeword size (K+R) is also an even number. Thisis dueto the fact that the BCC code requires apair of
bytes on which to operate.

a) Fixed Codeword Operation

In Fixed Codeword Operation, the number of information bytes K is the same in each Reed—Solomon
codeword. If the MAC messages in a burst require fewer bytes than are carried by an integral number of
codewords, stuff bytes (FFy,) shall be added between MAC messages or after the last MAC message so that
the total message length is an integral multiple of K bytes.

The SS determines the number of codewords in its downlink burst from the DL-MAP message, which
defines the beginning point of each burst, and hence the length. The BS determines the number of
codewords in the downlink as it scheduled this transmission event and is aware about its length. Using the
burst length, both the SS and the BS cal culate the number of full-length RS codewords that can be carried by
each burst.
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The process used by the BS to encode each burst is described below:

When the number of randomized MAC message bytes (M) entering the FEC process is less than K bytes,
Operation A shall be performed:

A1) Add (K-M) stuff bytes (FF,o,) to the M byteblock asa suffix.

A?2) RS encode the K bytes and append the R parity bytes.

A3) Serializethe bytes and transmit them to theinner coder or the modulator most significant
bit first.

When the number of randomized MA C message bytes (M) entering the FEC processis greater than or equal
to K bytes, Operation B shall be performed:

B1) RS encode thefirst K bytes and append the R parity bytes.

B2) Subtract KfromM (Let M =M —K).

B3) If thenew M isgreater than or equal to K, then repeat with the next set of bytes (go to B1).
B4) If the new M iszero, then stop; otherwise go to step Al above and process the M <K case.

b) Shortened Last Codeword Operation

In the Shortened Last Codeword Operation, the number of information bytes in the final Reed—Solomon
block of each burst is reduced from the normal number K, while the number of parity bytes R remains the
same. The BS tailors the number of information bytes in the last codeword in order to minimize the number
of stuff bytes to add to the end of the MAC message. The length of the burst is then set to the minimum
number of PSsrequired to transport al of the burst’s bytes, which include preamble, information, and parity
bytes. The BS implicitly communicates the number of bytesin the shortened | ast codeword to the SS via the
DL-MAP message, which defines the starting PS of each burst. The SS uses the DL-MAP information to
calculate the number of full-length RS codewords and the length of the shortened last codeword that can be
carried within the specified burst size. The BS performs a similar calculation as the SS for its encoding
purposes.

To alow the receiving hardware to decode the previous Reed—Solomon codeword, no Reed—Solomon
codeword shall have less than 6 information bytes. The number of information bytes carried by the
shortened last codeword shall be between 6 and K bytes, inclusive. If the number of information bytes
needing to be sent by the BS is less than 6 bytes of data, stuff bytes (FF,) shall be appended to the end of
the data to bring the total number of information bytes up to the minimum of 6.

When using Code Type 2, the number of information bytesin the shortened last codeword shall always be an
even number so that the total codeword size is also an even number. If an odd number of information bytes
needs to be sent, a stuff byte (FFe,) shall be appended to the end of the message to obtain an even number
of bytes.

The process used by the BS to encode each burst is described below:

First, the full-sized Reed—Solomon codewords that precede the burst’s final codeword are encoded asin the
Fixed Codeword Mode above. The number of bytes allocated for the shortened last codeword by the UL-
MAP is k" bytes, which shall be between 6 and K bytes. The remaining M bytes of the message are then
encoded into these k™ bytes using the following procedure:

A1) Add (K-k") zero bytesto the M byte block as a prefix.

A?2) RS encode the K bytes and append the R parity bytes.

A3) Discard all of the (K-k) zero RS symbols.

A4) Serialize the bytes and transmit them to theinner coder or the modulator most significant
bit first.

Ab) Perform theinner coding operation (if applicable).
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8.1.4.4.4.2 Inner code for Code Type 2, downlink

The inner code in Code Type 2 consists of short block codes derived from a 4-state, nonsystematic,
punctured convolutional code (7,5). The trellis shall use the tail-biting method, where the last 2 bits of the
message block are used to initialize the encoder memory, in order to avoid the overhead required for trellis
termination. Thus, the encoder has the sameinitial and ending state for a message block.

For this concatenated coding scheme, the inner code message block is selected to be 16 bits. The puncturing
pattern is described in Table 147 for the (24,16) case.

Table 147—Parameters of the inner codes for the BCC

Puncture pattern
Inner coderate Gl=7 G2=5
2/3 11,10
Figure 147 describes the exact encoding parity equations.
b0
Data from bi3
omatom - T T T T I I I I I I 11 11]
c0 c23
Data from
oaatrom T I I I I I I I I I I I I T I TT]
€23=b15@® b0 @ bl c11=b7 ® b8 ® b9

16 bits of data enter the inner

2213 @bl clo=b7© b BCC coder, b15 (MSB) first.
21=b14 ® b15 @ b0 €9=b6 @ b7 ® b8 i : g
¢20=b13 ® b14 @ b15 ¢8=b5 ® b6 ® b7 24 bits of data exit the inner
¢192b13 ® b15 o7=b5 @ b7 coder, c23 (MSB) first.
c18=b12® b13 @ bl4 ¢6=b4 ® b5 @ b6 ¢ o represents “XOR”
c17=b11 ® b12@b13 5=b3 @ b4 ® b5

c16=b11 @ b13 c4=b3 @ b5

c15=b10 ® b11 @ b12 3=b2 ® b3 ® b4

cl4=b9 ® b10 ® bl 1 c2=bl ® b2 ® b3

c13=b9 @ b1 cl=bl @ b3

¢c12=b8 ® b9 D b10 c0=b0 ® bl ® b2

Figure 147—Inner code for Code Type 2 in the downlink

The number of information bytes shall be even since the BCC code operates on byte pairs.
8.1.4.4.4.3 Inner code for Code Type 3, downlink

For Code Type 3, a parity check bit is added to each Reed—Solomon (RS) symbol individually and inserted
asthe L SB of the resulting 9-bit word. The parity is an XOR operation on all 8 bits within the symbol.
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8.1.4.4.4.4 Code Type 4, downlink

Code Type 4, the BTC, is a Turbo decoded Product Code (TPC). The idea of this coding scheme is to use
extended Hamming block codes in a two-dimensional matrix. The two-dimensional code block is depicted
in Figure 148. The k, information bits in the rows are encoded into n, bits, by using an extended Hamming
binary block (ny.ky) code. Likewise, ky information bits in the columns are encoded into ny bits, by using the
same or possibly different extended Hamming binary block (nyk,) code. The resultant code block is com-
prised of multiple rows and columns of the constituent extended Hamming block codes.

For this standard, the rows shall be encoded first. After encoding the rows, the columns are encoded using
another block code (ny,ky), where the check bits of the first code are also encoded. The overall block size of
such a product code is n = ny x ny; the total number of information bits k, x ky; and the code rate is R = Ry x
Ry, where R =ki/njandi =xory.

_ Ny -
- kl -
A
Ko information checks
bits
np
checks
checks on
v checks

Figure 148—Two-dimensional product code matrix

Table 148 provides the generator polynomials of the constituent Hamming codes used in this specification.

Table 148—SC Hamming code generator polynomials

n k Generator polynomial
31 26 xP+x2+1
63 57 xG+x+1

The composite extended Hamming code specified requires addition of an overall even parity check bit at the
end of each codeword.

The encoder for aBTC is composed of linear feedback shift registers (LFSRs), storage elements, and control
logic. An example row (or column) encoder is shown here for clarification. The order of transmission is
important so that the decoder may match for proper decoding. This specification mandates that the resultant
code block be transmitted row by row, left to right, top to bottom, for the case when no interleaving is used
(Interleaver Type 1 described bel ow).
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Figure 149 shows a sample LFSR based on a XA+ x+1 Hamming code polynomial to encode a (15,11)

Hamming code. Also shown is an even parity computation register that results in an extended Hamming
code. Note that encoders for the required (64,57) and (32,26) codes follow the same design concept. This
figure is shown for clarification of the BTC encoder design and does not depict an actual design

implementation.
Overall Parity C
Computation
‘
AB ( Encoded

L/O_® \ Bits

Data Bits cO

O
A
B,C
Hamming ECC O ’O
Computation

r\O_ A,B
“ \

o
1 X
—>@—> — —

Figure 149—Example encoder for a (16,11) extended Hamming Code

B,C

The example circuit begins with all toggle switches in position A. Data to be encoded is fed as input one bit
per clock (LSB first) to both the Hamming error correction code (ECC) computation logic and the overall
even parity computation logic. Extended Hamming codes are systematic codes, so this data is also fed
through as output on the encoded bit output. After all k bits are input, the toggle switches are moved to
position B. At this point, data from the Hamming ECC logic is shifted out on the encoded bits bus. Findly,
the overall parity bit is shifted out when the output select switch is moved to position C.

In order to encode the product code, each data bit is fed asinput both into arow LFSR and a column LFSR.
Note that only one row LFSR is necessary for the entire block, since data is written as input in row order.
However, each column of the array shall be encoded with a separate L FSR. Each column LFSR is clocked
for only one bit of the row, so a more efficient method of column encoding is to store the column LFSR
states in a ky x (ny - ky) storage memory. A single LFSR can then be used for all columns of the array. With
each bit input, the appropriate column LFSR state is read from the memory, clocked, and written back to the
memory.

The encoding process is demonstrated here with an example. Assume a two-dimensional (8,4)x(8,4)
extended Hamming product code is to be encoded. This block has 16 data bits, and 64 total encoded bits.
Table 149 shows the original 16 data bits denoted by Dy,, where y corresponds to a column and x
correspondsto a row.

Thefirst four bits of the array are fed into the row encoder input in the order Dqq, Do, D3q, Dyq. Each bit is
aso fed asinput into a unique column encoder. Again, asingle column encoder may be used, with the state
of each column stored in a memory. After the fourth bit is fed into the input, the first row encoder ECC bits
are shifted out.

This process continues for all four rows of data. At this point, 32 bits have been taken as output from the
encoder, and the four column encoders are ready to shift out the column ECC bits. This data is shifted out at
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Table 149—Original data for encoding

Dy D2 Da Dy
Di2 D22 D32 D2
D13 Do3 Da3 Da3
Dy Doy D3y Dy

the end of the row. This continues from the remaining three rows of the array. Table 150 shows the final
encoded block with the 48 generated ECC bits denoted by E,,.

Table 150—Encoded block

Dn Dx D3 Dy Esy Ea En Ea
D12 D2 D32 Dg2 Esz Es2 E7 Esz
D13 D23 D33 Da3 Ess Ees Ezs Egs
Diq D24 D4 Dag Esq = Ez Egs
Eis =13 Ess Ess Ess Ees Ezs Egs
Eis Ez Ess Ess Ese Ees Ezs Ess
Ei7 Ex Es7 Ex Es7 Ee7 Ex Eg7
Eis Ezs Ess Ess Esg Ees Ezs Egs

Transmission of the block over the channel occursin alinear manner; all bits of the first row are transmitted
left to right, followed by the second row, etc. This allows for the construction of anear zero-latency encoder,
since the data bits can be sent immediately over the channel, with the ECC bits inserted as necessary. For the
(8,4)x(8,4) example, the output order for the 64 encoded bitsis Dq1, D51, D31, D4y, Esq, Eg1, E71, Eg1y D12y

D22,

For easier readability, the following notation is used:

a)

326

The codes defined for the rows (x-axis) are binary (ny,k,) block codes.
The codes defined for the columns (y-axis) are binary (ny,ky) block codes.
Data bits are noted Dy, and parity bits are noted E, ,.

Shortened BTC: To match packet sizes, removing symbols from the array shortens a product code.
In general, rows or columns are removed until the appropriate size is reached. Codes selected shall
have an integral number of information bytes. Different shortening approaches are applicable for
BTC. In one method, rows and columns are deleted completely from an initial BTC array. For
example, a 253 byte code is generated by starting with (64, 57) constituent codes and deleting
thirteen rows and eleven columns. Another method uses a more systematic two-dimensional
shortening. For example, a 128 byte BTC code is composed of (64,57) constituent codes which are
shortened by 25 rows and 25 columns, as described in Figure 150. The end result is a
(39,32)x(39,32) array, which is capable of encoding 32 x 32 = 1024 bits (128 bytes) of data.
Table 151 summarizes these example codes. A method for determining codes for payload sizes
different than these examplesis given at the end of this subclause.

Copyright © 2004 IEEE. All rights reserved.

Authorized licensed use limited to: Fish & Richardson. Downloaded on March 25,2016 at 14:06:38 UTC from IEEE Xplore. Restrictions apply.

362



AIR INTERFACE FOR FIXED BROADBAND WIRELESS ACCESS SYSTEMS IEEE Std 802.16-2004

- _ Srhbits _ __ Thits_

Unshortened '
Block T | I |
| . |

57 bits |

| Data :

| Bits -

| 3

y | !

l_ ____________________

. . Shortened
7 bits | ECC Bits Block
L —
» X
\

Figure 150—Structure of shortened 2 D block

Modifications to the encoder to support shortening are minimal. Since shortened bits are always zero, and
zeros input to the encoder LFSR result in a zero state, the shortened bits can simply be ignored for the
purpose of encoding. The encoder simply needs to know how many bits per row to input to the row LFSR
before shifting out the result. Similarly, it must know the number of columns to input to the column
encoders.

Transmission of the resultant code block shall start with thefirst data bit in the first row, proceed | eft to right
and then row by row from top to bottom.

Table 151—Required block codes for the BTC option for the downlink channel

Code (39,32)x(39,32) (53,46)x(51,44)
Aggregate Code Rate 0.673 0.749
Uplink/Downlink/Both Downlink Downlink

Block size (payload bits) 1024 (128 bytes) 3136 (392 bytes)

b) Interleaving: When using the Block Turbo Coding, two modes of bit interleaving shall be supported.
The interleaver mechanism shall be implemented by writing information bits into the encoder
memory and reading out the encoded bits as follows:

1) Interleaver type 1: No interleaver. In this mode, the encoded bits are read from the encoder row
by row, in the order that they were written.

2) Interleaver type 2: Block interleaver. In this mode, the encoded bits are read from the encoder
after the first k, rows (Figure 148) are written into the encoder memory. The bits are read
column by column, proceeding from the top position in the first column.

3) Interleaver type 3: Reserved. It is expected that other interleaving methods may yield better
performance in some cases. So, this Interleaver type 3 has been reserved for future definition.

c) Block mapping to the signal constellation: The first encoded bit out shall be the LSB, which is the
first bit written into the encoder.
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d) Method for determining codes for payload size different than the listed examples: The following text
describes a method for performing additional codeword shortening when the input block of data
does not match exactly the codeword information size.

1) Taketherequired payload as specified in bytes and convert it to bits (i.e., multiply by 8).
2) Take the square root of the resultant number.
3) Round the result up to the next highest integer.

4) Select the smallest base constituent code from the available list that has ak value equal to or
greater than the value determined in step 3).

5) Subtract the value determined in step 3) from the k value selected in step 4). This value
represents the number of rows and columns that need to be shortened from the base constituent
code selected in step 4).

This method will generally result in a code block whose payload is dightly larger than required in step 1
above. In order to address the residual bits, the column dimension (ny,ky) should be shortened as needed and,
as needed, zero bits may be stuffed into the last bits of the last row of the resulting code matrix. The zero bits
in the last row should be discarded at the receiver.

Example: If a 20 byte payload code is desired, a (32,26)x(32,26) code is shortened by 13 rows and by 13
columns, resulting in a (19,13)x(19,13) code. There are 9 bits | eft over that are stuffed with zeros. Datainput
to the defined encoder is 160 data bits followed by 9 zero bits. The code block is transmitted starting with
the bit in row 1 column 1 (the L SB), then left to right, and then row by row.

8.1.4.4.5 Definition of parameters for burst profile (DIUC=0)

The burst profile with DIUC=0 shall be configured with the parameters in Table 152.

Table 152—Parameters for burst profile (DIUC=0)

Parameter Value Comment
Modulation type 1 QPSK
FEC Code Type 2 RS+BCC
RS information bytes (K) 26
RS parity bytes (R) 20
BCC Code Type 1 (24,16)
Last codeword length 1 fixed

8.1.4.4.6 Coding of the control portion of the frame

The frame control section of the downlink frame (as defined in 8.1.4.1) shall be encoded with afixed set of
parameters known to the SS at initialization in order to ensure that all SSs can read the information. The
modulation shall be QPSK, and the data shall be encoded with an outer (46,26) Reed—Solomon code and an
inner (24,16) convolutional code. There shall be a minimum of two codewords per control portion of the
frame when adownlink alocation map is present. When a UL-MAP is present, it shall be concatenated with
the Downlink Allocation map to increase efficiency. This operation mode shall be designated as TDM Burst

Profile 1 (DIUC = 0). Stuff bytes (FF,g,) shall be appended as necessary to the end of the control messages
to fill up the minimum number of codewords.
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8.1.4.4.7 Downlink modulation

To maximize utilization of the airlink, the PHY uses a multilevel modulation scheme. The modulation
constellation can be selected per subscriber based on the quality of the RF channel. If link conditions