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networking between two or more computers is disclosed. The invention
provides a robust and flexible means to readily establish a secure connection
between two or 111ore computers using insecure pllblic or private network
colmections, while eliminating most of the difficulties and issues a user typ-
ically experiences with varying virtual private networks ("VPN") and firewall
configurations. The inventive system can be adapted to route traffic across
multiple network connections based on a variety of criteria, including
without limitation, the inlportance of any given data, the cost of each means
of connection, and/or the performance of each possible means of connecting
to the client system.
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SECURE REMOTE COMPUTER NETWORK

Field of the Invention

The present invention relates generally to the field of computer networks, and in

more particularity, relates to secure, high speed networking between two or more

computers using insecure public or private network connections. The secure, remote

network provides for the configuration of an encrypted “tunnel” on a user's private network

for data packets to pass through an insecure public network without risk of exposure.

Computers can communicate with one another only when connected together using

some form of a communications network. The internet is one such network, which has

grown extensively over the past decade, and has the distinct advantage of being able to

connect computers together from anywhere in the world. Another type of communications

network is a local area networks (“LAN”), which are private networks that typically exist

between only a few trusted computers, usually in an office or home. A further example of a

computer communications network is a wide area network (“WAN”), which is usually used

as a means of communications access to the internet via a wireless radio protocol.

There are many possible reasons to want remote computers to join a LAN. A LAN

itself is often secure, it may contain or have access to important corporate resources at the

office, or access to one's personal media or data files in a residential setting. However, once

a user attaches to a LAN via a direct internet connection, the LAN is no longer secure. For

this reasons, the Virtual Private Network (“VPN”) was created. The VPN is software that

appears to be another LAN adapter, but uses encryption technology and methods, and

internet connections, to bridge remote computers onto a local area network, without risk of

directly connecting the LAN to the public and insecure internet.

Fig. 1 illustrates a prior art classic Virtual Private Network 100. In such a network,

predefined or rolling algorithms allow a secure connection between a computer 102 and a

corporate server 116. This connection is made over any network 114, which may also be

the internet, with security managed by the VPN layer on the client 108 and the server 118.

Any software clients 104 on the client computer 102 will see the VPN layer 108 as a virtual

network interface 106, appearing no different than the driver for a physical network

—Pagel~—
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interface 112. The VPN encapsulates all traffic sent to it as encrypted, private data, then

sends it via a standard network interface and driver 110 to a physical network interface

device 112, such as a Wi—Fi or Ethernet device.

The VPN data is secure over the unsecured network 114, using strong encryption.

This type of encryption is superior to other standard forms of encryption, because even the

structure of the data is hidden from any resource outside of the VPN. The classic VPN

typically has pre—shared keys; an administrator will create encryption keys for each client

computer 102, which are also known to the server 116. This prevents unauthorized users

of the same VPN technology to connect, and it allows an administrator to de—authorize any

given user. Some simple VPNs use only a single shared key for all connections.

The classic prior art VPN routes data to a server 116, which is also physically

interfaced 112 to the external, insecure network 114. The server 116 communicates via an

driver interface 110 to the server part of the VPN 118. It is only within this part of the

system that the encrypted data is decrypted. In the classic VPN, the VPN server 118 is

responsible for authenticating VPN clients 108. It will, of course, reply to said clients with

encrypted packets, so the communication and traffic is encrypted in both signal directions

and is two-way secure.

On the server 116, the VPN server 118 will also appear as a normal networking

device to the server host operating system (“OS”), allowing access to the server's network

software layer 110 and network software clients 104 within the server computer, and

usually, out via a physical interface 112 to a secure corporate network 120.

The effect of the classic prior art VPN is that the remote client computer 104

behaves as if it is in the same building, connected to the secure corporate network 120, as

the server 118 and other client computers 104. Yet, the data from the client 104 is secure,

and the corporate network 120 is not subject to risk of attack via an open internet 114 or

other insecure connection. A big disadvantage of a classic VPN is its complexity of use. A

network administrator is usually needed, to hand out keys, to manage fire walls, etc.

Moreover, it is dependent on the central authority for all VPN certifications. Even in a

business scenario, managing a VPN and keeping it functional for all remote users can be a

complex and problematic task.

— Page 2-
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In response to these type of issues, and to enable simpler VPNs for home users, a

new kind of VPN management has become popular. This new VPN eliminates some or all

aspects of a single central server, replacing it with a central manager for VPN certifications,

which will let VPN clients rendezvous with one another, but then, at least to some extent,

run peer—to—peer as long as the VPN is operating. Fig. 2 illustrates an example prior art

embodiment of this modified VPN 200, which has enjoyed some success as a personal VPN.

In this architecture, there is no corporate intranet, simply clients 102 that wish to merge

their local networks together via a VPN.

This network architecture still enlists a management server 202, but in this instance

the server is only for management purposes. A client 102 will establish a connection to a

web or similarly accessible front end 204, which will allow it to define a VPN connection and

other clients. The web front end 204 informs the VPN Manager of the connection, and it

proceeds to direct the clients to establishing a peer—to—peer, authenticated VPN connection.

Some VPNs designed this way will continue to route some traffic through the VPN

Manager 206, while others drop the management interface entirely and leave the clients to

operate entirely peer—to-peer.

Another limitation of the typical VPN user is the network itself. Some client devices

may have multiple internet connections: WAN, LAN, Wi—Fi, etc. But each of these

connections are not necessarily useful at all times, particularly over the course of a day for a

traveler. For example, while a Wi—Fi connection may be the best communication means at

one location, a WAN may be better for signal transmission at a different location. It may be

complex to switch the VPN from interface to interface, and there is usually no way to take

advantage of the speed of multiple interfaces when they are available.

There is a history for using multiple physical interfaces and treating them as a single

faster interface. This has historically been called “network bonding.” The use ofa bonded

set of slower physical interfaces 112 to create one large, virtual interface is fairly well

documented. Fig. 3 shows a typical prior art bonded network interconnect 300. In this

system, there is a computer 102 with client applications 104 and a network interface layer

106 that needs to be connected to the internet or other fast network 114. However, it only

has access to slow connections 304.

— Page 3 ~
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Using either a network layer or a device layer abstraction 302, such a system splits

network traffic in some agreed—upon way over multiple point~to—point connections, such as

phone lines, to a service provider 306. That service provider 306 contains a similar

network layer or device layer 302, which can reassemble the traffic, delivering it to a

standard network layer protocol 110, and ultimately, interfaced 112 to the target network

114. Examples of this type of architecture include the Integrate Services Digital Network

(“ISDN”) standard, and various systems for bonding analog phone modems such as

Microsoft Modem Bonding, FatPipe, and others.

To improve upon this prior art, a number of additional features can be built into a

VPN system. A more flexible means of establishing the VPN connection, with the option of

using readily available public resources and standards is a tangible advancement. Using

standards allows the user a choice between public or private resources for this connection.

A further goal of the inventive system is an even greater simplification of the VPN setup,

and taking the need for a proprietary central server out of the system as a further

improvement. A further objection and advancement is to establish a novel means by which

the VPN can route though firewalls that can often hinder VPN use in the field. And a final

advancement allows dynamic use of any and all available interfaces, optimizing performance

across all means of connection between two points on the VPN, and allowing rules to factor

in the cost of any interface‘s use as well.

Based on the typical complexity of creating, establishing, and maintaining a VPN,

there is plenty of room for improvement in this field. Specifically, a VPN can be created

dynamically, without the need for expert configuration of the VPN, firewalls, routers, and

other networking components. Coupling this with the ability to intelligently use all available

bandwidth, and make the best of potentially faulty connections readily permits the ability to

create a more ideal VPN for use by remote clients.

OFT E I V IQN.

The primary elements of the secure remote computer network include means to

configure an encrypted “tunnel” for data packets on a private network to pass through an

insecure public network without risk of exposure. In preferred embodiments, the inventive

systems and methods provide a robust and simple configuration mechanism, based on

— Page 4 -
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existing open standards for internet “instant” messaging and media delivery that will

remove the complexity and unreliability often associated with current VPNs.

More particularly, the present invention overcomes the disadvantages of the prior art

and fulfills the needs described above by providing, in a preferred embodiment, a computer

communications network system, comprising (a) at least one switchboard computer in a

hub mode in communication connectivity with an external network; (b) at least one

switchboard computer in a client mode in communication connectivity with an external

network; and (c) a directory service in communication connectivity with an external

network; wherein said at least one switchboard computer in a hub mode initiates a

connection with said directory service to be registered and made available for said at least

one switchboard computer in a client mode to dynamically communicate with said at least

one switchboard computer in a hub mode through an external network.

Another embodiment of the present invention is a computer communications network

system, comprising (a) at least one switchboard computer in a hub mode in communication

connectivity with an external network, said at least one switchboard computer further

comprising a discovery server to monitor external activity, a management data base to

record current network communication statistics, a plurality of network address translators,

a virtual network interface to communicate with a plurality of client computers, and a virtual

private network to encrypt data prior to transmitting said encrypted data to one of said

network address translators; (b) at least one switchboard computer in a client mode in

communication connectivity with an external network, said at least one switchboard

computer further comprising a discovery server to monitor external activity, a management

data base to record current network communication statistics, a plurality of network address

translators, a virtual network interface to communicate with a plurality of client computers,

and a virtual switch and router in communication connectivity with a virtual private network

to encrypt data prior to transmitting said encrypted data to one of said network address

translators; and (c) a directory service in communication connectivity with an external

network; wherein said at least one switchboard computer in a hub mode initiates a

connection with said directory service to be registered and made available for said at least

one switchboard computer in a client mode to communicate with said at least one

switchboard computer in a hub mode through an external network.

— Page 5 ~
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Still another embodiment of the present invention is a method for creating a flexible

and secure network connection between two or more computers, having at least one

switchboard computer in a hub mode in communication connectivity with an external

network; and at least one switchboard computer in a client mode in communication

connectivity with an external network; and a directory service in communication

connectivity with an external network; the method comprising the steps of (a)initiating from

said at least one switchboard computer in a hub mode a connection with said directory

service; and (b) registering said at least one switchboard computer in a hub mode a

connection with said directory service as available for said at least one switchboard

computer in a client mode to dynamically communicate with said at least one switchboard

computer in a hub mode through an external network.

.|.3.».r.i.e.f...E.2.s=..-..s..<:...r.i:2.t.i9n..gt.m 

Fig. 1 illustrates an example prior art computer network architecture having a single

VPN client and single VPN server;

Fig. 2 illustrates an example prior art computer network architecture having more

than one VPN client connected to a management server through the internet;

Fig. 3 illustrates an example prior art computer network architecture having a client

computer connected to the internet through a service provider;

Fig. 4 illustrates the main components ofa preferred embodiment of a

“Switchboard” VPN network;

Fig. 5 illustrates the internal design of a preferred embodiment of the Switchboard

module;

Fig. 6A illustrates a preferred embodiment of one mode of client to hub connection

via the XMPP or other directory protocol;

Fig. 6B illustrates another preferred embodiment of another mode of client to hub

connection via the XMPP or other directory protocol through a two-hop network; and

~‘ Page 6 —
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Fig. 7 illustrates an exemplary embodiment of a large private network with multiple

hub access points.

Other features and advantages of the present invention are provided in the following detailed

description ofthe invention, which refers to the accompanying drawings.

D.e..t.a1iegl..Qesgtiption..Qt.Ets:te.tr.eQ..Embmm_e@.

The present invention provides in various exemplary embodiments, methods and

systems for transmitting data between two computer networks, using multiple, potentially

insecure or unreliable connections to deliver the effect of unifying the two networks as one

secure network. In addition, it provides an improved method of establishing a virtual

private network over insecure or unreliable connections.

An exemplary embodiment of a switchboard network 400 system according to the

present invention is illustrated in Fig. 4. The network consists of at least one switchboard

in hub mode 404, one or more switchboards in client mode 402, and at least one an

Extensible Messaging and Presence Protocol (“XMPP”) or other similar directory service 406.

The switchboard hub mode 404 is similar in some ways to a traditional VPN server, but

more so it conceptually functions as a hub, similar to that in an Ethernet network. As such,

the hub is not necessarily unique in a switchboard network, and there may be multiple hubs

as well as multiple clients. The directory service can be an XMPP 406 or something similar

in concept. The directory service can be completely private, hosted on a server appliance

computer, or hosted on a public server such as Google Talk.

To describe the operation of an exemplary embodiment of the present inventive

switchboard network, the computer 102 in hub mode 404 initiates making a connection to

a directory service such as an XMPP 406, and registering that it (the computer 102 in hub

mode 404) is available. The XMPP is an open protocol for real—time (e.g., instant)

messaging over computer networks. The switchboard is well suited to using the XMPP

protocols for directory-based discovery, but this is not the only possible service. Another

similar service that might be used by the Switchboard is the Light Directory Access Protocol

(“LDAP”). Potential clients may then access that service based on other security protocols,

as applicable, and request connection to the switchboard network 400, via any number of

— Page 7 v-
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independent physical interfaces 112 connected to one or more external public or private

networks, such as the internet 114.

The detailed internals of an exemplary embodiment of the switchboard module 502

are shown in Fig. 5. The switchboard interface appears to a host computer as another

Network Interface Card, via a virtual network interface 504 for the host operating system.

A Management Interface process 512 is presented to adjust the behavior of the switchboard

network, based on a local client 104 interface 510, such as an XML remote procedure call

(“XML—RPC”). Behaviors are also modified by changes in the active system, discovery of

clients or hubs via the Discovery Server 536, or statistics and other data, which is tracked

in the Management Database 520.

The purpose of the Discovery Server 536 is to monitor external activity. The

Discovery Server 536 will communicate with the centralized XMPP service 406, record

changes to the clients 104 attached to a switchboard in server mode, and complete similar

management functions.

The purpose of the Management Database 520 is to record current statistics and

other information useful to the network. For example, the database 520 knows the cost,

current performance, and expected reliability of every way of connecting between any two

nodes in the network. Thus, as illustrated in Fig. 4, for a client 402 with two physical

interfaces 112 connected to the Internet 114, communicating to a hub 404 with three

physical interfaces 112 also connected to the Internet 114, the database 520 would track

statistics on the six possible ways of establishing a connection between the client 402 and

the hub 404.

The actual switchboard module 502 starts, as mentioned, with the virtual network

interface 504. Traffic is routed 506 through a network address translation layer (“NAT”)

508, which allows the host network address space to be independent of the internal routing

decisions made by switchboard. The NAT 508 feeds 514 a virtual router/switch 518, which

in the case of client mode will be bypassed. Data 524 from the Management Database 520

and the discovery server 536 inform the Socket Packet Scheduler 526. This Scheduler 526

takes into account quality of service, the number of active links between the hub and each

client, the efficiency and cost of each link, and the global load on each hub link, to provide

an optimal, packet by packet routing to each client over each available interface.

n Page 8 —.
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It is important to note that each physical link 114 to a client or hub is inherently

dynamic. Interfaces may be added, removed, or simply go unreliable, and the switchboard

system quickly adapts to any lost or added interfaces 112. So in a practical case, a laptop

computer running a Switchboard client over Wi—Fi could be plugged into a gigabit Ethernet

connection, and immediately boost the performance of on—going transactions. Or, a PC-Card

or USB-based 3D modem could be added, and the laptop computer could then be taken

mobile, again without disruption in on—going network transactions.

The output of the router 528 passes through an optional compression module 530.

This layer will compress traffic 532 to the VPN 534 that will benefit from compression, and

in the other signal direction, expand traffic 532 from the VPN 534 into the router. The

VPN 534 itself applies encryption to each packet, then sends it down the appropriate

Internet Protocol tunnel 538 to another Network Address Translator 542. This second NAT

translates the VPN packet addresses to match the network conventions of the physical

network interfaces 112. VPN packets are then sent 110 to the appropriate NICs 112, and

then on to each respective network 114.

A packet being received by a hub 404 or client 402 follows this path in reverse. The

external network 114 delivers a packet to one or more of the physical interfaces 112.

These are VPN packets, which contain the encrypted private network packets. These run

through a NAT 542 and on to the VPN 534 manager. This layer will dismantle the VPN,

decrypt the payload, and collect complete data packets. These are then sent on 532 to the

compression module 530 and decompressed if possible.

If operating in a hub mode node, the packet is sent 528 to the router module 518,

and perhaps sent back out to another client node, depending on the routing information for

that node. Again, this is optimized in the packet scheduler 526, by analysis of the

performance for all possible links, the quality of service for the particular packet, reliability

of each outgoing link, and load balancing of all traffic across the hub.

When the switchboard module is in client mode, the router 518 is bypassed and the

packet is sent directly to the local side NAT 508. Similarly, if this is a packet destined for

the hub's local network, the router directs it on 514 to the local side NAT 508. Network

addresses are rationalized here for the local network 106, and eventually get routed to local

client programs, or possibly back to the internet via a hub firewall.

— Page9 ~
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Fig. 6A and Fig. 6B illustrate some aspects of the discovery server 536 described

above. As shown in Fig. 6A, a peer—to-peer 600 network may be established between any

two of the multiple connections possible on switchboard enabled devices. The hub 602

registers 604 with an XMPP service 606, which can be public or private. The client 612 will,

at a later time, contact the XMPP or other directory service 606 and ask for a connection to

the switchboard hub 602. These are general purpose protocols inherent in XMPP. In other

words, the XMPP service 606 knows nothing specific about the network being established by

the switchboard.

In the case of XMPP, the XMPP service 606 will interrogate the client 612 and hub

602, and attempts to establish a peer—to-peer link 614 between the two computers. This

uses the Jingle protocol, which is intended to encapsulate multimedia data between two

systems. Since the Jingle protocol itself does not care about specific contents, the

switchboard is taking advantage of this mechanism for real—time streaming to make the VPN

connection 614 without the usual complexity of setup.

Jingle connections are set up via the open Interactive Connectivity Establishment

(“ICE”) methodology, which can usually manage the complexities of NAT traversal, and thus

create the peer—to-peer connection 614 shown in Fig. 6A. But when ICE cannot establish

the connection, the XMPP service 606 can act as an intermediary, creating a two—hop

network 620, as shown in Fig. 6B. Based on the fact that the client 612 and hub 602 have

connected to the XMPP service, the ICE protocols can manage a hop 622 through the XMPP

service 606, because the XMPP service 606 device can be seen by, or be communicating

with, both the client 612 and hub 602.

It is important to note that the Jingle protocol establishes rapid transport protocol

(“RTP”) connections, which are ideal for media streaming, not Transmission Control

Protocol/Internet Protocol (“TCP/IP”) connections. TCP/IP connections are normally desired

for 2-way data communications, where every data packet sent is acknowledged as received.

Such acknowledgement of receipt is not undertaken with RTP connections. This would

normally be a problem for a data link such as the switchboard VPN. However, the

Switchboard VPN is already managing the possibility of faulty links, and is doing so at a high

level. As such, this equates to being an advantage to the switchboard protocol.
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The TCP/IP protocol works great for a reliable or mostly reliable connection. But as

packet failures increase, a network can get swamped by retry packets. Moving the

management of these problems to a higher, mu|ti—network view in a switchboard, more

intelligent decisions can be made about lost packets. Such lost packets could get routed via

a different network connection. For example, a lower priority connection might receive a

request for multiple missing packets, for transmission efficiency. Similarly, a critical

channel that has not yet failed may be moved to a more reliable connection, lowering the

traffic burden on the failing connection. In short, the media-friendly connection is actually

an advantage for switchboard’s means of implementing the VPN.

A final aspect of the invention is, as mentioned, the non—uniqueness of the hub,

versus a server in some prior VPN systems. As shown in Fig. 7, the switchboard

architecture can be readily scaled up to very larger networks. A large private network 702

may have many different points of access, via switchboard hubs 602, to a public network

such as the internet 704. A switchboard client 612 may accordingly gain access to the

private network via any hub 602.

In such a network, the directory service 606 will automate the optimization of this

connection. The directory 606 itself is periodically updated with statistical information about

each hub it lists, including performance and load statistics. The client 612, when engaged

with the directory service 606 in the discovery process, will be able to select an optimal hub

602, based on the load of the hub 602 and the cost and performance of connection

between client 612 and hub 602.

As described above, the inventive system and methods are able to improve the

performance of the VPN connection. This is in part resulting from the ability of the computer

network to dynamically schedule virtual network traffic over any and / or all available

network interfaces, on a packet-by-packet basis. Moreover, in preferred embodiments, the

inventive computer network is capable of monitoring its own performance, and using point-

to—point performance of each system—to—system path, monitor overall load of the entire

VPN, as well as cost and reliability of each connection, and priority of each socket

connection to automatically create optimized networks that can significantly improve

performance, cost, and reliability of the VPN connections.
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While the present invention is described herein with reference to illustrative

embodiments for particular data communication applications, it should be understood that

the invention is not limited to those embodiments described. Those having ordinary skill in

the art and access to the teachings provided herein will recognize additional applications

and embodiments, further modifications, and certain substitution of equivalents, all of which

are understood to be within the scope of the claimed invention. Accordingly, the invention

is not to be considered as limited by the foregoing description.

-~ Page 12 -~

PETITIONER APPLE INC. EX. 1004-19



PETITIONER APPLE INC.     EX. 1004-20

WO 2013/120069 PCT/US2013/025559

CLAIMS

What we claim is:

1. A computer communications network system, comprising:

(a) at least one switchboard computer in a hub mode in communication

connectivity with an external network;

(b) at least one switchboard computer in a client mode in communication

connectivity with an external network; and

(c) a directory service in communication connectivity with an external network;

wherein said at least one switchboard computer in a hub mode initiates a connection

with said directory service to be registered and made available for said at least one

switchboard computer in a client mode to dynamically communicate with said at

least one switchboard computer in a hub mode through an external network.

2. The computer communications network system, as described in claim 1, wherein the

external network is a global communications network.

3. The computer communications network system, as described in claim 1, wherein the

external network is the internet.

4. The computer communications network system, as described in claim 1, wherein the

directory service is an Extensible Messaging and Presence Protocol (“XMPP”).

S. The computer communications network system, as described in claim 1, wherein the

directory service is a Light Directory Access Protocol.

6. The computer communications network system, as described in claim 1, wherein the

directory service is hosted on a server appliance computer.

7. The computer communications network system, as described in claim 1, wherein the

directory service is hosted on a public server.

8. The computer communications network system, as described in claim 1, which uses

the XMPP-related Jingle protocol to exchange data packets between the at least one

— Page 13 ~
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switchboard computer in a client mode client, and the at least one switchboard

computer in a hub mode.

A computer communications network system, comprising:

(a) at least one switchboard computer in a hub mode in communication

connectivity with an external network, said at least one switchboard computer

further comprising a discovery server to monitor external activity, a management

data base to record current network communication statistics, a plurality of network

address translators, a virtual network interface to communicate with a plurality of

client computers, and a virtual private network to encrypt data prior to transmitting

said encrypted data to one of said network address translators;

(b) at least one switchboard computer in a client mode in communication

connectivity with an external network, said at least one switchboard computer

further comprising a discovery server to monitor external activity, a management

data base to record current network communication statistics, a plurality of network

address translators, a virtual network interface to communicate with a plurality of

client computers, and a virtual switch and router in communication connectivity with

a virtual private network to encrypt data prior to transmitting said encrypted data to

one of said network address translators; and

a directory service in communication connectivity with an external network;(C)

wherein said at least one switchboard computer in a hub mode initiates a connection

with said directory service to be registered and made available for said at least one

switchboard computer in a client mode to communicate with said at least one

switchboard computer in a hub mode through an external network.

The computer communications network system, as described in claim 9, which uses

the XMPP—related Jingle protocol to exchange data packets between the at least one

switchboard computer in a client mode client, and the at least one switchboard

computer in a hub mode.

The computer communications network system, as described in claim 9, wherein the

external network is a global communications network.

V~ Page 14
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12. A virtual private network for computer communications, comprising:

13.

14.

15.

16.

17.

at least one switchboard computer in a hub mode in communication(a)

connectivity with an external network;

at least one switchboard computer in a client mode in communication(b)

connectivity with an external network; and

a directory service in communication connectivity with an external network;(C)

wherein said at least one switchboard computer in a hub mode initiates a connection

with said directory service to be registered and made available for said at least one

switchboard computer in a client mode to dynamically communicate with said at

least one switchboard computer in a hub mode through an external network.

The virtual private network for computer communications, as described in claim 12,

wherein said directory service is an XMPP and uses at least one Interactive

Connectivity Establishment protocol to establish the connection between the at least

one switchboard computer in a hub mode, and the at least one switchboard

computer in a client mode.

The virtual private network for computer communications, as described in claim 12,

wherein said directory service is an XMPP and creates a connection between the at

least one switchboard computer in a hub mode, and the at least one switchboard

computer in a client mode, using the XMPP service as a two-hop relay point.

The virtual private network for computer communications, as described in claim 12,

which uses the XMPP-related Jingle protocol to exchange data packets between the

at least one switchboard computer in a client mode client, and the at least one

switchboard computer in a hub mode.

The virtual private network for computer communications, as described in claim 12,

further comprising protocols that allow said at least one switchboard computer in a

client mode to select an optimal access hub from a plurality of access hubs.

A method for creating a flexible and secure network connection between two or more

computers, having at least one switchboard computer in a hub mode in
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communication connectivity with an external network; and at least one switchboard

computer in a client mode in communication connectivity with an external network;

and a directory service in communication connectivity with an external network; the

method comprising the steps of:

initiating from said at least one switchboard computer in a hub mode a(a)

connection with said directory service; and

(b) registering said at least one switchboard computer in a hub mode a

connection with said directory service as available for said at least one switchboard

computer in a client mode to dynamically communicate with said at least one

switchboard computer in a hub mode through an external network.

The method for creating a flexible and secure network connection between two or

more computers, as described in claim 17, further comprising the steps of:

(c) monitoring data for one or more of connection cost, point—to—point

performance analysis, point—to—point reliability, packet importance, and overall

connection load; and

(d) analyzing said data for one or more of connection cost, point—to—point

performance analysis, point—to—point reliability, packet importance, and overall

connection load to determine an optimal routing of virtual network traffic across

multiple network interfaces.

19.The method for creating a flexible and secure network connection between two or

20.

more computers, as described in claim 18, wherein the analyzing step to determine

an optimal routing of virtual network traffic across multiple network interfaces is

made for each data packet being transmitted.

The method for creating a flexible and secure network connection between two or

more computers, as described in claim 18, further comprising the step of:

posting to the directory service at least one of the data analyzed in step (d).(e)
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other device is a fixed meter device, and if the other device is a fixed meter
device, the device acknowledges the other device is detecting media.
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MONITORING MEDIA CONSUMPTION HABITS

Claim of Priorig

[0001] This application claims priority to U.S. Provisional Patent Application

Number 61/716742, filed October 22, 2012, entitled “Monitoring Media Consumption

Habits,” now pending. This patent application contains the entire Detailed

Description of US. Provisional Application Number 61/716,742.

Background

[0002] A measurement system monitors media consumption habits by a media

consumer. Thus, by being cognizant of the media consumption habits, a content

provider may effectively determine prices for advertisements, or determine whether

certain content displayed or presented at a specific time is effective. Media

consumption may refer to a viewing a program, listening to an audio program,

reading a web site, for example.

[0003] In recent times, certain media, such as television, is consumed outside of

the home in greater frequencies. The advent of internet TV and other smart devices

allows a media consumer to view programs over the internet, which traditionally have

been distributed through cable or antenna based broadcasts.

[0004] Various techniques have been developed to monitor media consumption

habits. One such technique is a fixed meter system. In a fixed meter system, a

device is installed at the home. The device serves to monitor various media

consumers who may reside at the home. Prior to watching, or while watching a

program, each media consumer individually indicates that they are present. Further,

a media consumer indicates when they leave the room as well. In this way, the fixed

meter system may correlate the program being broadcast from a device with the

number of media consumers indicating their presence. Thus, the device can provide
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a measurement if only one, some or all the media consumers who reside in the

home watch a program.

[0005] In another technique, a media consumer may be provided a portable

metering system to monitor the media consumer’s media consumption. Thus, if the

media consumer walks into an establishment with a radio program being broadcast,

the portable metering system may detect that the media consumer is exposed to the

radio program. The portable metering system may be equipped with the capability of

detecting the radio program by various techniques, such as detecting a digital

watermark embedded in the audio or matching the detected audio with audio

fingerprints stored in a database. Unlike the fixed metering system, the portable

metering system allows for monitoring of consumption habits both inside and outside

a home.

Summag

[0006] A device to monitor media consumption, includes a data store comprising

a computer readable medium storing a program of instructions for monitoring media

consumption; a processor that executes the program of instructions; a user

registration module to register a user associated with the device; a media detection

module to detect media being consumed by the user; an interfacing module to

interface with another device; and a communication module to communicate the

media detection to an outside source the interfacing module is configured to

automatically detect that the other device is a fixed meter device, and if the other

device is a fixed meter device, the device acknowledges the other device is detecting

media.

Descrigtion of the__Qrawing§_,

[0007] The detailed description refers to the following drawings, in which like

numerals refer to like items, and in which:

[0008] FIG. 1 is a high—level block diagram illustrating an example computer;

[0009] FlG. 2 illustrates an example of a system for monitoring media

consumption habits;

[0010] FlG. 3 illustrates an example of a method for monitoring media

consumption; and
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[0011] FIG. 4 illustrates an example implementation of the system of FIG. 2.

Detailed Description

[0012] With respect to known techniques for monitoring media consumption

habits, several issues exist preventing or limiting an accurate data measurement.

Also, various inconveniences to users exist, thereby preventing an easy and

seamless experience. Further, in situations with multiple implementations existing

for monitoring at-home consumption versus remote consumption, duplicate

detections for a single media consumption event are likely.

[0013] For example, in a fixed metering system, every media consumer who

resides in the home logs in and registers as a present viewer while consuming media

(e.g. viewing a television program). Over time, some media consumers may find this

process to be inconvenient. Thus, to work around the fixed metering system, only

one media consumer may login as a registered viewer, while other media consumers

viewing the program may avoid this process because they find it to be inconvenient.

Thus, the fixed metering system, due to its perceived inconvenience, may not

provide an accurate indication of media consumption for all individuals in a

household.

[0014] in the portable meter system, a media consumer entering a room or

location where a fixed meter system is also installed may be registered as a media

consumer with both the fixed meter system and the portable metering system. The

media consumer may be registered as present by an operator of a remote control

that interfaces with the fixed meter system. In this case, with overlapping fixed and

portable metering systems, the media consumer is detected twice (by the fixed meter

system and the portable metering system), while only viewing one program, thereby

confounding the accuracy of detection.

[0015] Disclosed herein are methods and systems for monitoring media

consumption. The aspects disclosed herein provide a user—friendly technique for

monitoring media consumption, while maintaining and improving the accuracy of

detection. The aspects disclosed herein allow for the integration of a fixed meter

system with a portable metering system, and may obviate a media consumer

manually logging-in to a fixed meter system to denote presence while consuming

media.
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[0016] In situations in which the systems discussed here collect personal

information about users, or may make use of personal information, the users will be

provided with an opportunity to control whether programs or features collect user

information (e.g., information about a user’s social network, social actions or

activities, a user’s preferences, or a user’s current location), or to control whether

and/or how to receive content from the content server that may be more relevant to

the user. In addition, certain data may be treated in one or more ways before it is

stored or used, so that personally identifiable information is removed. For example, a

user’s identity may be treated so that no personally identifiable information can be

determined for the user, or a user’s geographic location may be generalized where

location information is obtained (such as to a city, ZlP code, or state level), so that a

particular location of a user cannot be determined. Thus, the user will have control

over how infonnation is collected about the user and used by a content server.

[0017] FlG. 1 is a high-level block diagram illustrating an example computer 100.

The computer 100 includes at least one processor 102 coupled to a chipset 104.

The chipset 104 includes a memory controller hub 120 and an input/output (I/O)

controller hub 122. A memory 106 and a graphics adapter 112 are coupled to the

memory controller hub 120, and a display 118 is coupled to the graphics adapter

112. A storage device 108, keyboard 110, pointing device 114, and network adapter

116 are coupled to the l/O controller hub 122. Other aspects of the computer 100

may have different architectures.

[0018] The storage device 108 is a non-transitory computer—readab|e storage

medium such as a hard drive, compact disk read—only memory (CD-ROM), DVD, or a

solid—state memory device. The memory 106 holds instructions and data used by

the processor 102. The pointing device 114 is a mouse, track ball, or other type of

pointing device, and is used in combination with the keyboard 110 to input data into

the computer system 100. The graphics adapter 112 displays images and other

information on the display 118. The network adapter 116 couples the computer

system 100 to one or more computer networks.

[0019] The computer 100 is adapted to execute computer program modules for

providing functionality described herein. As used herein, the term "module" refers to

computer program logic used to provide the specified functionality. Thus, a module

can be implemented in hardware, finnware, and/or software. in one aspect, program
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modules are stored on the storage device 108, loaded into the memory 106, and

executed by the processor 102.

[0020] The types of computers used by the entities and processes disclosed

herein can vary depending upon the aspect and the processing power required by

the entity. The computer 100 may be a mobile device, tablet, smartphone or any

sort of computing element with the above—listed elements. For example, a video

corpus, such as a hard disk, solid state memory or storage device, might be stored in

a distributed database system comprising multiple blade servers working together to

provide the functionality described herein. The computers can lack some of the

components described above, such as keyboards 110, graphics adapters 112, and

displays 118.

[0021] FlG. 2 illustrates an example of a system for monitoring media

consumption habits 200. The system 200 includes a user registration module 210, a

media detection module 220, an interfacing module 230, a communication module

240, and a mode selection module 250.

[0022] The system 200 may be installed on the computer 100, as shown in FlG.

1. The computer 100 may be a portable device, such as a smart phone or tablet,

and thus, the media consumer may incorporate the computer 100 as an accessory

that normally accompanies them.

[0023] The user registration module 210 allows the system 200 to register a

specific user as the media consumer associated with system 200. The user

registration module 210 may be equipped with a login screen that allows a specific

user to register as the media consumer. Alternatively, the user registration module

210 may automatically detect that the owner associated with computer 100 (that the

system 200 is implemented on) is the media consumer.

[0024] The media detection module 220 detects media that the media consumer

identified by the user registration module 210 may come in contact with. Media may

include television programs, advertisements, radio broadcasts, movies, movies, for

example. The media detection module 220 may employ various techniques for

detecting media. In one instance, the media detection module 220 may

automatically detect the media being consumed by uploading the audio associated

with the media, and comparing it with audio stored in a database. Alternatively, or in

‘U?
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addition to, the media detection module 220 may allow a user to manually enter an

acknowledgement that a specific media item is being consumed.

[0025] The interfacing module 230 interfaces with other metering systems in a

general proximity of the system 200. The interfacing module 230 may employ

various communication techniques, such as short-range communication, near field

communication, infrared communication, for example. The system 200 may

determine that media consumption detected by the media detection module 220

occurs in a location with an established fixed meter system, such as a second

system 200 set to stationary mode, for example. In this case, the interfacing module

230 may override the media detection module 220, and control the system 200 to not

record media detection when in the presence of a fixed meter system. As explained

above, the overriding prevents a double recordation of media detection.

[0026] The interfacing module 230 may automatically detect that a fixed meter

system is in the same location where the media consumption occurs. Alternatively,

or in addition to, the interfacing module 230 may allow the media consumer to

manually indicate that the system 200 is in the same location as a fixed meter

system.

[0027] Thus, the interfacing module 230 allows the system 200 to acknowledge

that other metering systems (such as a fixed meter system) may also be recording

media consumption of the media consumer associated with the system 200. The

interfacing module 230 may use this acknowledgment to disable or edit the

recordation of media consumption when the system 200 is in the presence of

another metering system.

[0028] The communication module 240 communicates the media detection to an

outside source, such as a ratings agency, that tracks media consumption. The

communication module 240 may communicate data pertaining to the media

consumed, the media consumer, the location of the media consumption, or other

data associated with the system 200. The communication module 240 may employ

various communication techniques. The communication module 240 may also delay

communication based on predefined conditions, such as the availability of a WiFi

connection, or at certain user-defined time periods.

[0029] The mode selection module 250 may allow the system 200 to toggle

between operating in a stationary mode (ie. a fixed meter system) or in a portable
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mode (i.e. a portable metering system). Depending on the implementation, the

system 200 may be set to one of the modes based on the application. In this way,

both a fixed meter system and a portable metering system may be implemented on a

device such as a smart phone implementing system 200. By providing the mode

selection module 250, separate devices do not need to be manufactured for a fixed

meter system and a portable metering system.

[0030] The user registration module 210 and the interfacing module 230 may

operate differently in the stationary mode versus the portable mode. For example, if

a second system 200 (in stationary mode) is located near a media producing device,

the interfacing module 230 may detect that a smart phone associated with a media

consumer is in a nearby location. The interfacing module 230 may detect that

metering systems associated with a media consumer are nearby, by employing

various communication techniques, such as short range communication, near field

communication, infrared communication, for example. Thus, the interfacing rnodule

230 may communicate to the user registration module 210 that a media consumer is

in the presence of a media device associated with the system 200 (in stationary

mode). Thus, based on the media consumer identified by the interfacing module

230, the system 200 (in stationary mode) may identify that the media consumer is at

a nearby location.

[0031] By allowing the second system 200 (in stationary mode) to automatically

perform a user registration based on a detection by the interfacing module 230 that a

system 200 associated with a media consumer is nearby, a media consumer may

not have to perform a manual registration to denote the media consumer’s presence.

Further, the second system 200 is more likely to register multiple media consumers,

due to the second system 200 recognizing each media consumer’s personal device.

[0032] As explained above, the second system 200 may identify the media

consumer by detecting the device via the interfacing module 230. The system -ESE}

may store a database that associates various devices with a respective media

consumer. Alternatively, the system 200 may request or prompt that a media

consumer manually login when it detects that a media consumer is nearby. The

device associated with the media consumer may or may not implement system 200.
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[0033] FIG. 3 illustrates an example of a method for monitoring media

consumption 300. The method 300 may be implemented on the system 200

depicted in FlG. 2.

[0034] In operation 310, the system 200 registers a media consumer. The

registration can occur through an automatic detection based on the operation of the

computer 100, or through a manual process of allowing the media consumer to enter

relevant information, such as the media consumers identity or an authentication.

[0035] in operation 320, the system 200 detects media consumption. As

explained in reference to FIG. 2, the media consumption detection may be either

automatic or manually performed. If the media consumption is detected

automatically, a user may ascertain whether the system 200 was correct in

identifying and detecting the media.

[0036] Thus, if the system 200, implemented on computer 100, is worn or carried

by a media consumer who enters into an establishment with a popular radio or

television program being broadcast, in operation 320, the program may be identified

and the system 200 may record data pertaining to the media consumption by the
usen

[0037] in operation 330, the system 200 interfaces with any devices that may be

at a nearby location. in performing the interfacing, the system 200 may determine if

a fixed meter system, for example a second system 200 (in stationary mode), also

detected the media consumption recorded in operation 320. if in operation 330 a

determination is made that the second system 200 is at a nearby location, and the

second system 200 also records media consumption, the system 200 may determine

that the data recorded in operation 320 is redundant. Accordingly, the system 200

may delete data pertaining to the recordation of media consumption.

[0038] in operation 340, the system 200 may communicate the data recorded to a

reporting or monitoring entity. As explained in operation 330, the data recorded in

operation 320 is verified to be a unique recordation or a redundant recordation. The

system 200 may delay the reporting of the data until the system 200 is in the range

of a specific communication protocol, such as WiFi.

[0039] FlG. 4 illustrates an example implementation of the system 200, As

shown in FlG. 4, a smart phone 400A (implemented with a system 200 set to

stationary mode) is placed near a media device 410. A media consumer 420 carries
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a smart phone 400B (implemented with a system 200 set to portable mode), and

actively views and listens to media sourced from the media device 410.

[0040] in the example shown in FlG. 4, the smart phone 400A detects that smart

phone 400B is at a nearby location. Thus, smart phone 400A may automatically

register media consumer 420, and record media consumption by media consumer

420.

[0041] Further, the smart phone 400B detects that smart phone 400A is in a

nearby position, and that smart phone 400B is capable of media detection. Smart

phone 400B may not perform any recordation of media consumption while smart

phone 400B is in a nearby location to smart phone 400A.

[0042] Based on the systems and methods disclosed herein, an accurate

metering of media consumption is realized by ensuring that multiple metering

systems work together to avoid multiple recordation of a single media consumption

event. Further, because the aspects disclosed herein are implemented on a device

such as a smart phone, a convenience to the user is realized due to the process of

manually registering one’s presence prior to media consumption recordation being

obviated.

[0043] In addition to the above, various modifications to the aspects disclosed

herein may be implemented. For example, if a user authorizes usage of the aspects

disclosed herein with a location detection unit, the location detection unit may be

incorporated with the media detection disclosed herein. Thus, an entity that monitors

data may ascertain where media is being consumed along with the actual detection.

[0044] Additionally, the aspects disclosed herein may be incorporated with an

automatic payment system. For example, if the media consumer pays for an item at

a store using a portable device, the same portable device may be used to detect

media consumption. In this way, information about media consumption and

commerce may be correlated.

[0045] Certain of the devices shown in Figure 1 include a computing system. The

computing system includes a processor (CPU) and a system bus that couples

various system components including a system memory such as read only memory

(ROM) and random access memory (RAM), to the processor. Other system memory

may be available for use as well. The computing system may include more than one

processor or a group or cluster of computing system networked together to provide
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greater processing capability. The system bus may be any of several types of bus

structures including a memory bus or memory controller, a peripheral bus, and a

local bus using any of a variety of bus architectures. A basic input/output (BIOS)

stored in the ROM or the like, may provide basic routines that help to transfer

information between elements within the computing system, such as during start-up.

The computing system further includes data stores, which maintain a database

according to known database management systems. The data stores may be

implemented in many forms, such as a hard disk drive, a magnetic disk drive, an

optical disk drive, tape drive, or another type of computer readable media which can

store data that are accessible by the processor, such as magnetic cassettes, flash

memory cards, digital versatile disks, cartridges, random access memories (RAMs)

and, read only memory (ROM). The data stores may be connected to the system

bus by a drive interface. The data stores provide nonvolatile storage of computer

readable instructions, data structures, program modules and other data for the

computing system.

[0046] To enable human (and in some instances, machine) user interaction, the

computing system may include an input device, such as a microphone for speech

and audio, a touch sensitive screen for gesture or graphical input, keyboard, mouse,

motion input, and so forth. An output device can include one or more of a number of

output mechanisms. In some instances, multimodal systems enable a user to

provide multiple types of input to communicate with the computing system. A

communications interface generally enables the computing device system to

communicate with one or more other computing devices using various

communication and network protocols.

[0047] The preceding disclosure refers to a number of flow charts and

accompanying descriptions to illustrate the aspects represented in Figure 3. The

disclosed devices, components, and systems contemplate using or implementing

any suitable technique for performing the steps illustrated in these figures. Thus,

Figure 3 is for illustration purposes only and the described or similar steps may be

performed at any appropriate time, including concurrently, individually, or in

combination. In addition, many of the steps in these flow charts may take place

simultaneously and/or in different orders than as shown and described. Moreover,

1i}
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the disclosed systems may use processes and methods with additional, fewer,

and/or different steps.

[0048] Aspects disclosed herein can be implemented in digital electronic circuitry,

or in computer software, firmware, or hardware, including the herein disclosed

structures and their equivalents. Some aspects can be implemented as one or more

computer programs, i.e., one or more modules of computer program instructions,

encoded on a tangible computer storage medium for execution by one or more

processors. A computer storage medium can be, or can be included in, a computer-

readable storage device, a computer-readable storage substrate, or a random or

serial access memory. The computer storage medium can also be, or can be

included in, one or more separate tangible components or media such as multiple

CDs, disks, or other storage devices. The computer storage medium does not

include a transitory signal.

[0049] As used herein, the term processor encompasses all kinds of apparatus,

devices, and machines for processing data, including by way of example a

programmable processor, a computer, a system on a chip, or multiple ones, or

combinations, of the foregoing. The processor can include special purpose logic

circuitry, e.g., an FPGA (field programmable gate array) or an ASlC (application-

specific integrated circuit). The processor also can include, in addition to hardware,

code that creates an execution environment for the computer program in question,

e.g., code that constitutes processor firmware, a protocol stack, a database

management system, an operating system, a cross-platform runtime environment, a

virtual machine, or a combination of one or more ofthem.

[0050] A computer program (also known as a program, module, engine, software,

software application, script, or code) can be written in any form of programming

language, including compiled or interpreted languages, declarative or procedural

languages, and the program can be deployed in any form, including as a stand-alone

program or as a module, component, subroutine, object, or other unit suitable for use

in a computing environment. A computer program may, but need not, correspond to

a file in a file system. A program can be stored in a portion of a file that holds other

programs or data (e.g., one or more scripts stored in a markup language document),

in a single file dedicated to the program in question, or in multiple coordinated files

(e.g., files that store one or more modules, sub—programs, or portions of code). A
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computer program can be deployed to be executed on one computer or on multiple

computers that are located at one site or distributed across multiple sites and

interconnected by a communication network.

[0051] To provide for interaction with an individual, the herein disclosed aspects

can be implemented using an interactive display, such as a graphical user interface

(GUI). Such GUl’s may include interactive features such as pop-up or pull-down

menus or lists, selection tabs, scannable features, and other features that can

receive human inputs.

[0052] The computing system disclosed herein can include clients and servers. A

client and server are generally remote from each other and typically interact through

a communications network. The relationship of client and server arises by virtue of

computer programs running on the respective computers and having a client-server

relationship to each other. In some aspects, a server transmits data (e.g., an HTML

page) to a client device (e.g., for purposes of displaying data to and receiving user

input from a user interacting with the client device). Data generated at the client

device (e.g., a result of the user interaction) can be received from the client device at

the server.
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We claim:

1. A device to monitor media consumption, comprising:

a data store comprising a computer readable medium storing a program of

instructions for monitoring media consumption;

a processor that executes the program of instructions;

a user registration module to register a user associated with the device;

a media detection module to detect media being consumed by the user;

an interfacing module to interface with another device; and

a communication module to communicate the media detection to an outside

source,

the interfacing module is configured to automatically detect that the other

device is a fixed meter device, and if the other device is a fixed meter device, the

device acknowledges the other device is detecting media.

2. The device according to claim 1, wherein the user registration module

registers the user via an authentication process.

3. The device according to claim 1, wherein the user registration module

automatically registers the user based on prior information associated with the

device.

4. The device according to claim 1, further comprising a mode switching module

to set the device in a stationary mode or a portable mode.

5. The device according to claim 4, wherein the device is a mobile device.

13
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6. The device according to claim 1, the interfacing module interfaces with other

devices via short range communication.

7. The device according to claim 1, wherein if the other device is a fixed meter

device, the device deactivates the media detection module.

8. The device according to claim 1, wherein if the other device is a fixed meter

device, the device allows the user to manuaiiy deactivate the media detection

module.

9. A method for monitoring media consumption via a device, comprising:

registering a user associated with the device;

detecting media being consumed by the user;

interfacing with another device to meter the media being consumed;

communicating the media detection to an outside source; and

detecting that the other device is a fixed meter device, and if the other device

is a fixed meter device, acknowiedging to the user via the device that the other

device is detecting media,

the method being performed by a processor.

10. The method according to ciaim 9, wherein the registration is performed via an

authentication process.
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11. The method according to claim 9, wherein the registration automatically

registers the user based on prior information associated with the device.

12. The method according to claim 9, further comprising allowing the user to set

the device in a stationary mode or a portable mode.

13. The method according to claim 12, wherein the device is a mobile device.

14. The method according to claim 9, wherein the interfacing is performed via

short range communication.

15. The method according to claim 9, wherein if the other device is a fixed meter

device, the device deactivates the detection of media consumption.

16. The method according to claim 9, wherein if the other device is a fixed meter

device, the device allows the user to manually deactivate the detection of media

consumption.

17. A system for monitoring media consumption, comprising:

a first detection device associated with a user to detect media consumption of

the user; and

a second detection device associated with a media device to detect media

consumption of the user,
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when the first detection device and the second detection device are proximal

to each other, either the first detection device or the second detection device

disables the detection of media.

18. The system according to claim 17, wherein the first detection device and the

second detection device are mobile devices.

19. The system according to claim 17, wherein the first detection device and the

second detection device communicate to each other via short range communication.

20. The system according to claim 17, wherein the media device is an internet

television.
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CORRESPONDING TO THE FIRST PLMN ID
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(57) Abstract: Provided in an embodiment of the present in-
vention a1'e a routing domain selection method, device and
system, the routing domain selection method comprising: a
source node transmits a first public land mobile network
identity (PLMN ID) to a target node, the PLMN ID being the
same PLMN ID in any one of the source nodes and the des-
tination nodes; if the target node receives the 1l1'S1 PLMN ID,
then the source node receives a reply message transmitted by
the target node; and the source node transmits a message re-
questing establishnient of a communication interface to the
target node Via a r0uti11g domain Corresponding to the first
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system provided in the embodiment of the present invention
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PLMN ID, Selected TAI UP 22%;‘ eNodeB iiiéétifil €16 PLMN IDO

&%@BWMfifi%fimfiE&fi%%fifl%fl%®B%HmmHLfififi

fi%&Wm£fi&£awmB¢%,&Wu£aw@Bfifia£%%fifiK
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PETITIONER APPLE INC. EX. ‘IOO4-62



PETITIONER APPLE INC.     EX. 1004-63

10

15

20

25

30

WO 2014/117599 PCT/CN2013/089785
7

m,fiwumm$%%wm%m&%$%fi%i%m%m%$1m%&&

«E90
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$32,, W]é.5Z.~‘1’é‘J1§c/1‘iE4§35,3-li537fi‘ E1 i3é43IPi11Li1L, 42935/I\i§I%‘$,:3,é<3 11> Imt
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£L§c/I\E€,~cJaiz-’fa~’I).~"~L~/I‘ PLMN ID, fit, §J,%«?—:‘fiI€*fi.%QzI‘EU
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9fi75,§fiT»XJ§_X17‘;‘fi§,:5,é6 PLMN ID Wis if-.&‘«-/I\7IaI€Jé:<3 PLMN ID, 53
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E121:11a, ;EE1=111<3*;?,E,é§E%;i,/E‘-I’v'.E,2%;ié11!1%«~ PLMN ID, 111 E1 a<1*1?,E,E1

>[Efiv*.r5,7§;i£1EI§.i‘E1’,E’;, 4%’*El é‘1fiv*.:E,Ef%1/iéfiié,=%'%fi’s:i£éé»\i[fiv*.:E,, iZ1EI§.iE1’.E~
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$;iia6:‘E1EaE;’z:r sa1EWé<=1=, 1,31% 23% 11> i’&,i1};€1fi3€~Ia‘3izii1=%

1%, Es/1\:‘éE%E<i E1 EL%M1Eé,<cbE’:;=1=é5 IP i’1e1i1};, avg:/1\ PLMN ID 51-Jr/fir-/1\

Eécbiéi, 1x71éé.U1’é‘1v§c/1\:‘E1E*1’5,:E,ié17E E1 666 IP hut, 421%/1\:‘fi1Efiv*.:EE!1 IP

ifimtéztf 151 */1‘If€~Ii7i2’f«“l’ 2“ €1‘13:E71E1ifi4'%.:, $03-~?—®4%fi5,sS. EF£,L7a“ 3 Efiéxivififi,

91".E'—v§c/1‘3€~I¥1is5i>‘°Jf/ii”/1‘ PLMN ID, 11;, aunt-%fi1Efia*,E,‘<1‘rH

:‘E1.4%?v*,s5,7FW Q 7E1‘fi4%?v*,:E,‘<1‘EU%$ia‘a’E 13 £13‘, £5 iiiéif €11/1‘fi4€fiv*,sS, rfl 7FE1 151

as PLMN ID, 'vTw,;‘1<)$JiZ PLMN ID :11; fififiéixbisi, 4a{1$11zEé,<rE1Ei=1211<3 IP

Iwitfii W1 EM‘: :1 a‘=’r

$225151, 4fE:‘a1Efiv*.:E1‘EUa‘a2uém$::‘iv1E.‘1=, ifiiiiiééz/E*1’v’,:E,ia E1116

“1“v*.s3,é1fi”/1‘7FE E1116 PLMN ID, 17712 PLMN ID x»Jy;§a@E§,<c1;1,1;;$isa

4515:? 1‘E‘11a‘% 13 , T ftfifléfisfi, [EU iii W1 ééiiéé E191 , iiifiiifii éfififirhiéi

Eifiufiflfi,

1% 3 £13 6 191% ,7~?23,42,4§v1% E PLMN ID a6E121<73‘~;E,

[E 3 7bi’\fis‘;EVJ §"E2$,43,4§rJ1%4é’;—éfi3,Z~Ii:isiiié%7‘7~2% §'<7}E,457']E_é151'§4\‘};’1;T..7F§@ ,

£12951 3 E1153 7i’\$a3@4§1Jé67‘?>‘%e’1%:%:

S301, eNodeB zfa eNodeB PLMN ID 5 E1116

eNodeB E6 PLMN ID 71313, 151%./E eNodeB 1:6 PLMN ID,

—,El—47lVi’&, eNodeB in E] €16 eNodeB iii. X2 3% V3 BEL, eNodeB Ei,

%"1EFr*+1éfi1s1§1a£1E.E.»1= [=1 E6 eNodeB E6i:‘é%El1 PLMN ID eNodeB€15i

PLMN ID fi’§71El15J, ;E*-71313, 11»1iié%i,/E eNodeB PLMN

ID,

S302, eNodeB E1 E1 E6 eNodeB B Eafii£4%'>‘E1’ £111’ @145
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PETITIONER APPLE INC. EX. ‘IOO4-65



PETITIONER APPLE INC.     EX. 1004-66

20

25

30

WO 2014/117599 PCT/CN2013/089785
10

eNodeB €6 PLMN TDD

,flJ21:1»J;, eNodeB €21 B 116 eNodeB 9 EE1%Z.i§’l’l§"«E’.:> E? “P ‘we SON

iEI>1<4é.€3~, ifavtéia E1 €16 eNodeB EU 1%; 9 2111171 151%, 12 a $3131? EL-11°

eNodeB 7% H €16 eNodeB €16 Selected TAI1'%fL “P %[5 fliéi}? eNodeB €16

PLMN ID, 12 9 eefiiie E’; 11916 X2 TNL Configuration Info 4371 1? aw:

eNodeB 3‘fiis’i€16‘/‘J?! eNodeB PLMN ID >141/E €16E’Z~1€3i2’SL€16 11> 1131110

S303, E1 €16 eNodeB E1 eNodeB B fia3§;gg41§ 3., M2 E11;

SON 1E1§d%.E~, Selected TAI 1? é1a%>/E eNodeB €16 PLMN ID,

—,EU4\i1lL, E] €16 eNodeB «1%1l>’C?v‘J‘/5”‘ eNodeB $;%€16 E] P31ff1§.i’£’l’§7€J'13.~)73, éhl

eNodeB 5§;:‘é€16 Q maize; @511’ Selected TAI1'€7’E/L7/g\€16 PLMN ID

2E€.7J§"’TJ’€] 7 55 H €16 eNodeB TJTIX ti}? Selected TAI 437?, “F €16 eNodeB iii

PLMN ID 1:11;; 1:, 1111»&€1 eNodeB E1 Eaiiiilt EM 151 féfti

H5] eNodeB ii€3'E‘€16>E’~ eNodeB PLMN ID X6’/:7‘L€163i5§1:’r3i35Z§$fL W £5

15213 , 12 E1 Efiafiiiet 9E1’ E 11" we SON lE1§J'?§’.~, ii E1 eafiiiile .E~11=

eN0deB 7F1=' E] €16 eNodeB €16 Selected TAI l%7'LEP %‘F‘fl191%>ffi eNodeB €16

PLMN ID, 152 E] fit§_:i§:*l’%$‘€J' “P €16 X2 TNL Configuration Info {€73 “F 333326

E1 €16 eNodeB ?fiis’t€16 eNodeB PLMN ID 2915?: e@Eé<1E1 E1166 11> 1131111

S304, E1 €16 eNodeB #121,111 eNodeB lifil eNodeB €16 PLMN

ID F91/FL €16Eé<1i1i2’f«:‘&4’fifi4€ O

—,EU4\i1lL, eNodeB $3 3 €16 eNodeB 1&4? €11 E3131??? 5‘€1' €16 ifidé‘, ‘/11

ii? 1;» E1 €16 IP 1143111, 1111111 1241111 £2 IP 1»@1IEx~’I/ii €16E5é1§rZ1€E-iiifiifilé, IE1; 1112.112

eN0deB iv El €16 eNodeB Z15] €16 X2 13% U iiifiiifi D

E 4 ii: 7i’\7s‘;H}J $Iz‘»W1J31%4%E€16FE€~14:1is’SLii%$‘7‘7i4:~ %e1;«1r:L1aM:/e\~;,.»‘=_v1,E@ ,

£212 4 151173 i’\%$€«.4§1J€167‘a">‘=£€1é'v3‘:

S401, eNodeB EE1 eNodeB €16 PLMN ID 5 E3 116

eNodeB 116i:‘£%”r%<I‘ PLMN 1D 2< 151 , a‘*rJ=:L E1 116 eNodeB 116i:‘:%E3I‘ PLMN 1D

la ifE.11,sE. €164?c- PLMN ID rm 151, iiéééa €16 eNodeB €16 efifi PLMN IDO

—,EU4U’&1, eNodeB $11’ E] €16 eNodeB iii. X2 1% 5' Eli‘ » eNodeB fit.

%11EfI4EfiEEa§L4€.E.E4= E1 116 eNodeB PLMN ID ME eNodeB €161

PLMN 1D i%§7lEll5], 9;-2<E1, 111 E1 116 eNodeB E16

PLMN ID La eNodeB IE E1@,fi11e PLMN ID riiérla 151, eNodeB €16 PLMN
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66 eNodeB PLMN ID.,
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,flc121:6t16, eNodeB 61 El 66 eNodeB 6 6636346 an E It @316 SON

i%i6%.Et, ifiiifi E3 66 eNodeB [EU iii a éfllfiliiéie, 6‘; Q Eafi1"i4%>“€1’éed"

eNodeB fin El €15 eNodeB €15 Selected TAI 437?. ‘1’%‘[55fl1i3? E] €15 eNodeB €15iié”Ef

PLMN ID0 ii E] P31E_%',i£'T*§-i‘€]’ ‘1’ €15 X2 TNL Configuration Info 45734’ €71

21696 eNodeB fiiiy’t€15 B 66 eNodeB PLMN ID id’/:7’A€55§§I€3i:§.fi5 11>
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s403, E1 66 eNodeB €1 eNodeB Q Etfiifltt E» E14" 366

SON 13131636, selected TAI It €L>}*’a E 66 eNodeB 66 PLMN ID6

E12616, E1 66 eNodeB %%4>’c?JJ eNodeB 7;i%€15 a Eefiiflt 116’ E23, 6'11

eNodeB f1;iié€15 6 fiifiiz’i4€}“5‘€J' 35> selected TA1 6:7’; @666 PLMN ID

f3'.7J§"’TJ$1 , % E] €15 eNodeB ’°Tl1 ti)? Selected TAI 43$? €15 E] €15 eNodeB i

PLMN ID 1:166 1:, 1111>@€1 eNodeB a 6cfi:‘§465‘€1’.%, E1

46161 eNodeB iii>"r—‘€15 a 66 eNodeB PLMN ID >‘<€I/£'A€15IFZ\1i3ia5i§$i

W1é.é’.~a‘a?e 1: , 12 6 fitfii£4%i‘€1' It 3:16 SON 1:1;Z1€.E~, ii 6 defiiie It

eNodeB fin E] €15 eNodeB €15 Selected TAI 4§7'L‘1’%‘[5€71i4€3 E] €15 eNodeB €151

PLMN IDQ 12 Q Eafiifltt Ed 16> 66 X2 TNL Configuration Info 6:7’;

It @6676 El 66 eNodeB fi‘iiy’:€15 a 66 eNodeB PLMN ID ild’/§’L€155Z~é3

16666 11> i’&il};t,

s404, E166 eNodeB 662.16 eNodeB 46161 a 66 eNodeB 66

PLMN ID 66E.€~6:1is%Ai&fi:fi6Et

~f3:44‘i’&, eNodeB 7FE' B €15 eNodeB ii??? E] fiE§.i§4>?7€J' €15 iiilé, 6%

$35,561 66 11> 666616, 1111?? 12491161 ii 11> i*&lil};5I~’f/3 66Eé¢chi6’sLi&4Iifi6E, 61;E16‘i.JI>.
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L5 004.?» PLMN ID I925 I51 , eNOdeB 00 PLMN ID 5 #1 00

eNOdeBé13 PLMN ID ?4.Ie»:?aI-:1 I10 PLMN ID,

—,El—l4Vi’&5, eNOdeB fin El €16 eNOdeB iii. X2 34?: I3 33”, eNodeB ‘Si
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eNOdeB fir‘? El €16 eNOdeB €16 Selected TAI 437?, “P $75 €15?‘/E1 eNOdeB Zffl E66 61%
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(57) Multicasting within a switch is utilized to

promiscuously monitor switched communication

networks. The switch routes data packets from input

ports to data output ports and routes copies of the data

packets to a monitor output poit. A monitor processor is

connected to the switch to receive copies of all data

packets received at the switch, and thereby monitor the
communication network.
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Promiscuous Network Monitoring Utilizing

Multicasting Within a Switch

ABSTRACT OF THE DISCLOSURE

Multicasting within a switch is utilized to

promiscuously rnonitor switched communication networks.

The switch routes data packets from input ports to data

output ports and routes copies of the data packets to a

monitor output port. A monitor processor is connected to

the switch to receive copies of all data packets received

at the switch, and thereby monitor the communication

network.
DC:1l5763
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Promiscuous Network Monitoring Utilizing

Multicasting Within a Switch

FIELD OF THE INVENTION

The

monitoring of communication networks.

present invention relates to promiscuous

this

invention relates to a method and apparatus for providing

Specifically,

promiscuous monitoring of a communication network through

the use of multicasting within an ATM switch.

BACKGROUND

A communication network needs to be monitored to

evaluate its performance and to diagnosis any potential

problems. communicationTypically, an end—station

is connected to the network in such a manner

that the end—station(s)

the

monitoring.

device(s)

receive all the data transmitted

within network: this is known as

The by which

monitoring can be performed will vary depending upon the

promiscuous

configurations promiscuous

type of network.

Multi—access networks, such as an FDDI (fiber

distributed data interface) and Ethernet local—area

network (LAN),

multi—access networks,

established

allow multiple points of access. In these

a monitoring point can be easily

all of the

In such. a case,

through which network

communication traffic passes. an end-

station can be connected to the network to easily perform

promiscuous monitoring of the network. By disabling the
end-station's filtering functions, it can receive and

PETITIONER APPLE INC. EX. 1004-147
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all

transmitted over the network.

with

switched

promiscuously monitor communication traffic

asynchronous transfer mode (ATM) and other

switchednetworks, such Fasthowever,

or switched FDDI,

as

Ethernet promiscuous monitoring cannot

be as easily performed because the links are point to

point. Thus, in such networks, no one place exists

within the network where a promiscuous monitor can be

located to receive all the data packets/frames. A

typical prior art approach is to promiscuously monitor

each link going out of a switch output port by inserting

a T—connector, such as an optical splitter, into the

link.

Fig. l illustrates a prior art approach for

promiscuous monitoring of a communication network.

Sender communication devices 100a and lOOb are connected

to switch llO which is connected to receiver

communication devices 120a and l20b on links 130a and

l30b, respectively. The communication network shown in

Fig. 1 is simplified for illustrative purposes; thus, a

typical communication network has a vast number of nodes

with switches, sender and receiver communication devices,

the Unlike the

simple case shown in Fig. 1 having a single switch 110,

and links interconnecting switches.

communication data sent by a sender communication device

will

reaching a receiver communication device.

l40a and l40b, a

packets transmitted on links 130a and 130b,

typically pass through multiple switches 110 before

Using T—connector copy of the

respectively,

will be received by not only the intended receiver, 120a

and 120b, respectively, but also can be received by an

end—sta:ion performing promiscuous monitoring. Within a

communication network, the point of access for

promiscuous monitoring is usually selected at the switch

through which most of the communication traffic passes.

Promiscuous monitors 150a and l50b are connected to each

T—connector 140a and l40b, respectively, thereby

monitoring links 130a and l30b, respectively.

Alternatively, a single promiscuous monitor can be

PETITIONER APPLE INC. EX. 1004-148
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connected to multiple T-connectors through multiple input

ports in the promiscuous monitor thereby monitoring

several individual links at the same monitor.

The prior art configurations present several

shortcomings. As the number of switch output ports

increases, the necessary number of T—connectors

increases, and correspondingly the required number of

monitoring end—stations or input ports at the monitoring

end—s:ation also increases. Of course, with such a

monitoring configuration,

of

monitoring costs will increase

as the number switch output ports increase.

Additionally, such hardware—based monitoring techniques

lack the flexibility to change as the network

characteristics change. For example, although the amount

the

configuration of the monitoring systems can be modified

5 .

t:afLlC over certain links may change over time,

only inconveniently by changing the hardware connections

of

reception of the

or by having a large number T—connectors and

selectively enabling the ports in the

promiscuous monitor.

SUMMARY OF THE INVENTION

The present invention utilizes multicasting within a

switch to promiscuously monitor a switched communication

network at a single point in the network. At least one

port per switch is established as a monitor port, where

the switch has sufficient capacity to allow the port to

be The input

ports, and monitor output ports. An

interconnection network within the switch is connected to

the

used for monitoring. switch comprises

data output ports,

input ports, the data output ports, and the monitor

The data

packets from input ports to data output ports and routes

output port. interconnection network routes

copies of the data packets to the monitor output port. A

monitor processor is connected to the switch at the

monitor output port to receive copies

at the

network.

of data packets

the

can

received and

The

receive copies of all data packets received at the switch

switch, thereby monitor

communication promiscuous monitor
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or receive copies of just a selective set of data packets

received at the switch.

In another embodiment of the present invention, the

switch routes copies of the data packets from some of the

input ports or output ports to one nwnitor output port

and routes copies of the data packets arriving at the

remahung input ports or output ports, torespectively,

another monitor output port. The present invention can

also allow modification of which input ports’ or output

ports’ data packet copies are routed to which monitor

output ports. Of course, the present invention can be

configured with more than two monitor output ports.

BRIE? DESCRIPTION

Fig. l

OF THE DRAWINGS

illustrates a prior art approach for

promiscuous monitoring of a communication network.

2 shows a wide area network illustrative of the
4»:
Lg.

config ration and operation of a contemporary
communications network.

Fig. 3 illustrates a switch and promiscuous monitor

according to an embodiment of the present invention.
Fig. 44

illustrates a multicasting routing

methodology to perform promiscuous monitoring within the

switch shown in Fig. 3.

Figs. 5A and 5B shows a switch with multiple monitor

output ports according to a second embodiment of the

present invention.

Fig. 6 shows a switch with multiple monitor output

ports and output port—based monitoring according to a

third embodiment of the present invention.

DETAILED DESCRIPTION

Networks are a principal means of exchanging or

transferring information (e.g , data, voice, text, video,

etc.) among communications devices (i.e., devices for

inputting and/or outputting information such as computer

terminals, multimedia workstations, fax machines,

printers, servers, telephones, videophones, etc.)

connected to the network(s). A network typically
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Acomprises switching nodes connected to each other, and to

communication devices,

Fig.

configuration

by links.

2 shows a wide area network illustrative of the

and operation of a contemporary

communications network. Network 10 comprises a plurality

of switching nodes 20 and links 30. Each of the

switching nodes 20 may also have associated therewith a

buffer of predetermined size and each of the links 30

will have associated therewith a predetermined traffic

handling capacity. Note that the depiction of a network

comprising only five switching nodes is for convenience

of illustration, and that an operating network may have a

much larger number of switching nodes and associated

connecting links.

Various switching nodes are shown illustratively

connected to communications devices 40. It should be

understood that the single communications devices shown

connected to the switching nodes in the figure are used

of that

implementation of such a network would ordinarily have a
of

switching nodes.

for simplicity illustration, and an actual

number devices

well,

also

communications connected at such

that the illustrated

represent

Note, as

communications devices may another

network, such as a LAN, which is connected to network 10.

Each communications device 40 generates information

for use by, or receives information from, other

communications devices in the network. The term

“information” as used herein is intended to include data,

text, voice,

40

and/or rate parameters related to network link and buffer

video, etc. Information from communications

device is characterized by a set of transmission

requirements needed to accommodate transmission of such

information. Control information can be communicated

front communication device 40 to a switch at

node 20 to specify the rate/buffer requirements.

Communications networks will often use a networking

switching

protocol called Asynchronous Transfer Mode (ATM). In

these networks, all communication at the ATM layer is in

terms of fixed-size information segments, called “cells”

PETITIONER APPLE INC. EX. 1004-151



PETITIONER APPLE INC.     EX. 1004-152

15

20

25

30

35

CA 02218218 1997-10-14

in ATM terminology. An ATM cell consists of 48 bytes of

payload and 5 bytes for the ATM—layer header. Routing of

cells is accomplished through cell switches. Packets of

information may be broken up (or segmented) into multiple

cells, each cell carrying the 48 bytes of

The

received into the original packet.

information

sequentially. thedestination reassembles cells

ATM cells can be carried on a virtual circuit

be up such that

routed to multiple ports

be

switched VC connections,

(VC)

that can bemust set received cells

switch. Permanent VC

up through

however,

at a

connections can set switcheasily

management; need to be

set up on a more dynamic basis.

Fig. 3 illustrates a switch and promiscuous monitor

according to an embodiment of the present invention. As

3,

data output ports,

shown in Fig. switch 200 has three input ports, three

Although

3 has a certain number of ports
the

equally applicable for any switch having any number of

ports.

Input links 201,

200 a:

connected

and a monitor output port.

switch 200 shown in Fig.

for illustrative purposes, present invention is

202 and 203 are connected to switch

2 and 3,

interconnection

input ports l,
to

which are

210.

Interconnection network 210 is connected to data output

1, 2 and 3. Output links 221, 222 and 223 are

connected to data output ports l, 2 and 3,

Interconnection network 210 is also connected to monitor

respectively,

network

ports

respectively.

port 1 which is connected to promiscuous monitor

processor 230.

Interconnection network 210 routes data packets

received at an input port to the appropriate destination

data output port(s). The number of input ports and/or

output ports for switch 200 can exceed the number of

links of the network connected to switch 200. Additional

output ports therefore are available for connecting one

or more promiscuous monitors. In addition to switching

communication data packets between the input ports and

the data output ports, interconnection network 210 also

PETITIONER APPLE INC. EX. 1004-152



PETITIONER APPLE INC.     EX. 1004-153

l0

l5

20

25

30

CA 02218218 1997-10-14

routes a copy of data packets received at each input port

or output port to the monitor output port 1 through the

use of known point—to—multipoint multicasting techniques

within a single switch. Point—to—multipoint multicasting

is the routing of a single message to multiple

recipients, Typically, multicasting is utilized to allow

a single sender to transmit a message, through the

various switches of a network, to multiple senders

connected to the network at various locations. To

support such multicasting, switches incorporate internal

mechanisms to multicast

at
incoming data to more than one

output port; least one of these additional output

The

invention takes advantage of this multicasting capability

ports can then act as a monitor port. present

of the network by treating traffic on each input port of

the switch as being from a

than

receivers

Thus, by

the network data traffic

be

sender which has

downstream on more one output port.

multicasting within the switch,

that passes through this switch can promiscuously
monitored.

Fig. 4 illustrates a multicasting routing

methodology to perform promiscuous monitoring within the

switch shown in Fig. 3. As a data packet is received at

input port 2, interconnection network 210 routes the data

packet to the destination data output port, for example,

data output port 1; this is represented in Fig. 4 as a

dotted line. Interconnection network 210 also routes a

copy of the data packet to monitor output port l; this is

represented in Fig. 4 as a solid line. Similarly, as a

data packet is received at input port 1,
210

data output port,

interconnection

network theroutes the data packet to destination

for example, data output port 3; this

4 as a dotted line.

network 210 also routes

is represent in Fig. Interconnection

a copy of the data packet to

monitor output port 1; this is represented in Fig. 4 as a

solid line. Although not shown in Fig. 4,

interconnection network 210 routes each data packet

received at each input port to the appropriate

destination data output port(s), while also routing a

PETITIONER APPLE INC. EX. 1004-1 53
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copy of all data packets or routing a selective set of

data packets to monitor output port 1.

In a second embodiment of the present invention,

multiple monitor output ports are connected to the

5 switch. By configuring the switch with multiple monitor

output ports, the present invention can perform load

balancing to better distribute the data packets copied

for promiscuous monitoring among multiple monitor output

ports. Thus, if certain input ports receive more

10 communication data traffic than other input ports, the

task of promiscuously monitoring these input ports having

heavy communication traffic can be divided among the

various monitor processors connected to the various

monitor output ports of the switch. A similar function

5 can be used to balance the load among output ports as

well. Therefore, no one monitor processor is

disproportionally monitoring more communication data than

the cther monitor processors.

Figs. SA and SB shows a switch with multiple monitor

20 output ports according to the second embodiment of the

present invention. Switch 300, as shown in Figs. SA and

SB, has three input ports, three data output ports and

two monitor output ports. Fig. SA illustrates a

configuration where as a data packet is received at input

25 port 1 and forwarded to the proper destination data

output port(s) (not shown), interconnection network 310

also routes a copy of the data packet to monitor output

port 2. Also shown in Fig. SA, as a data packet is

received at either input port 2 or input port 3 and

30 forwarded to the proper destination output port(s) (not

shown), interconnection network 3l0 also routes a copy of

the data packet to monitor output port 1. The routing of

the data packet copies to the nmnitor output ports are

shown in Fig. SA as solid lines.

35 Fig. SB illustrates an alternative configuration

where as a data packet is received at either input port 1

or input port 2 and forwarded to the proper destination

data output port(s) (not shown), interconnection network

310 also routes a copy of the data packet to monitor

PETITIONER APPLE INC. EX. 1004-154



PETITIONER APPLE INC.     EX. 1004-155

1O

20

25

30

35

CA 02218218 1997-10-14

output port 2. Also shown in Fig. 5B, as a data is

received at input port 3 and forwarded to the proper

destination data output port(s) (not shown),

interconnection network 310 also routes a copy of the

packet to monitor output port 1.

In a third embodiment of the present invention, the

multicasting can be based on the data packets having been

forwarded to output ports, rather than the data packets

4, SA

switch with multiple monitor

received at input ports as was the case with Figs.

and SB. 6 shows aFig.

output ports and output port—based nwnitoring according

to the third embodiment of the present invention.

400, 6,

data output ports and two monitor output ports.

data at

interconnection network 4lO routes

to data port

6 as dotted lines.

network 410 also routes a copy of the data packet to

2; this

Switch

as shown in Fig. has three input ports, three

As a

2,

a copy of the data

1; this

Interconnection

packet is received input ports 1 and

packet destination output is

represented in Fig.

monitor isoutput port represented as solid

lines. Similarly, as a data packet is received at input

ports 1 and 3, interconnection network 410 routes a copy

of the data packet to destination data output port 3;

this dotted lines.

410 also routes a copy of the data packet to

output port 2;

is represented as Interconnection

network

monitor
this is represented in Fig. 6 as

solid lines.

of the

multiple monitor output ports,

In embodiments present invention having

the characteristics of the

interconnection network controlling the routing of data
be

modified as the traffic patterns of the connected links

change over time.

between input ports and monitor output ports can

Modifications to the interconnection

network can be performed easily because the routing of

data is controlled through software rather than through

the hardware configurations of the prior art, such as

optical splitters, which are comparatively inflexible.

It should, of course, be understood that while the

present invention has been described in reference to

PETITIONER APPLE INC. EX. 1004-155
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switches having particular characteristics, switches of

other characteristics should be apparent to those of

ordinary skill in the art. For example, the switch can

have any number of input ports, data output ports and

monitor output ports, Similarly, any number of

promiscuous monitor processors can be connected to the

switch on monitor output ports, or in other words, output

ports not being utilized. The present invention is

equally applicable for any type of switch, such as an

input—buffered switch, output—buffered switch and shared-

memory switch.
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What is claimed is:

l. A switch, within a switched communication network,

for enabling promiscuous monitoring, comprising:

a plurality of input ports including a first input

port, said plurality of input ports receiving a plurality

of data packets including a first data packet and a

second data packet;

a plurality of data output ports including a first

data output port and a second data output port;

a first monitor output port; and

an connected to i) saidinterconnection network

plurality of input ports, ii) said plurality of output

ports, and iii) said first monitor output port, said

first data

from the first input port to the first data output port,

interconnection network routing the packet

said interconnection network routing a copy of the first

data packet to said first monitor output port.

2. The switch of claim 1, wherein a copy of each data

packet of the plurality of data packets is routed to said

first monitor output port.

3. The switch of claim 1, wherein a copy of a subset of

the plurality of data packets is routed to said first

monitor output port.

4. The switch of claim 1, wherein said interconnection

network routes a copy of each data packet received at the

first input port to said first monitor output port.

5. The switch of claim 1, wherein said interconnection

network selects a subset of the plurality of data packets

received at the first input port and routes a copy of the

subset to said first monitor output port.

6. The switch of claim 5, wherein said interconnection

network selects the subset on a dynamic basis.

PETITIONER APPLE INC. EX. 1004-157
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7. The switch of claim 5, wherein said interconnection

network selects the subset on a virtual circuit basis.

8. The switch of claim 1, wherein said interconnection

network routes to said first monitor output port a copy

of each data packet forwarded to the first data output

port.

9. The switch of claim l, wherein said interconnection

network selects a subset of the plurality of data packets

forwarded to the first data output port and routes a copy

of the subset to said first monitor output port.

l0.

network selects the subset on a dynamic basis.

The switch of claim 9, wherein said interconnection

ll. The switch of claim 9, wherein said interconnection

network selects the subset on a virtual circuit basis.

12. The switch of claim l, further comprising:

a second monitor output port connected saidto

interconnection network;

said interconnection network routes the second data

packet from the second input port to the second data

output port and routes a copy of the second data packet

to said second monitor output port.

13.

network selects a first subset of the plurality of data

The switch of claim l2, wherein said interconnection

packets and routes ad copy of the first subset to said

first monitor output port, said interconnection network

selects a second subset of the plurality of data packets

and routes a copy of the second subset to said second

monitor output port.

14. The switch of claim 13, wherein said interconnection

network balances the load between data packets routed to

said first monitor output port and data packets routed to

said second monitor output port.

PETITIONER APPLE INC. EX. 1004-158
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15. The switch of claim 13, wherein said interconnection

network selects the first subset or second subset on a

dynamic basis.

16. The switch of claim 13, wherein said interconnection

network selects the first subset or second subset on a

virtual circuit basis.
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ABSTRACT

A telephone system and method allowing a user to set up landline calls using a
mobile telephone. A user initiates outgoing calls by inputting into the mobile phone the

phone numbers of a remote phone of a called party and a local landline phone

5 convenient for use by the user. A message containing these phone numbers is sent by
the mobile telephone to a remote telephone call origination platform, which establishes

a bridging connection between the remote phone and the local phone. An incoming call

is received by signaling the user of an incoming call on the mobile phone. The user

inputs the number of a convenient landline phone into the mobile phone. which in turn

10 signals the remote telephone call origination platform to forward the incoming call to the

designated landline phone. The system and method are adaptable to PBX systems.

Advantages of both mobile and landline phones are combined. and calling card-like

billing/charging can be provided without the inconvenience of inputting calling card
numbers and identification codes.

15

20

25

C.‘.WF' docs 2DDO\ClD0016 pat (BR03 1-021 util aPP).wpd

PETITIONER APPLE INC. EX. ‘IOO4-‘I66



PETITIONER APPLE INC.     EX. 1004-167

10

15

20

25

CA 02299037 2000-02-21

1

METHOD AND APPARATUS FOR PROVIDING

QUASI-MOBILE TELEPHONE SERVICE

<;LS§REF , ENCE TO RELATED APPLICATION

This application claims the benefit of U.S. Provisional PatentApplication Serial

No. 60/120,925, filed February 22, 1999, the entire scope and content of which is

hereby incorporated herein by reference.

TECHNICAL FIELD

The present invention relates generally to telephone systems and related

telephone service methods and apparatus, and in particular relates to a system and

method combining features and advantages of mobile telephone, landline telephone,

and calling card telephone systems and methods.

BACKGROUND OF THE INVENTION,

Currently, in many areas of the world there is limited competition in local, long

distance, and international long distance telephone service. This limited competition

may be due to several causes, such as regulatory constraints, exclusive concessions

of the public switched telephone networks, the high cost of service a widely disbursed

population in some locations, etc. In most instances, limited competition causes the

local, long distance, and/or international long distance rates to the subscriber to be

substantially higher than exist in competitive markets.

In a number of these areas around the world, there exists a local cellular carrier

that competes with the local (landline) service provider. Oftentimes, these cellular

carriers compete for a higher tier service (customers who can pay a higher cost) by

providing mobility to the customer. Many of these cellular carriers desire to offer service

to lower tier customers (customers with rather limited financial means). However, the

higher cost of the infrastructure for cellular carriers and/or the restricted capacity of

voice channels on cellular networks limit the ability of the cellular carriers to effectively

reach these lower tier customers.
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in the past, cellular carriers have attempted several methods to reach this lower

tier customer group. Cellular carriers have used, for example, pricing packages that

offer free air time during off-peak hours, pre—paid services, or restricted use packages

(e.g. no roaming, inbound calling only, etc.) Most of these promotional techniques

have met with limited success in attracting the lower tier customer groups. This is

mainly due to the limited functionality of these cellular service packages as well as the

continued high cost of the infrastructure required to offer such services. Thus, it has

been found that a need exists for improved systems and methods of providing

telephone service combining the lower rates typical of landline service with the mobility
of cellular service.

In addition, it has been found that many mobile cellulartelephone users prefer

to use a standard landline telephone when available, rather than a mobile phone. This

preference can be due to actual or perceived differences in connection quality or

service reliability, lower cost, or certain additional features provided by landline service

as compared to mobile service. Also, many users prefer to use landline service

provided through a private branch exchange (“PBX") system or switchboard, when

available. Because many users store frequently called telephone numbers in the

memory of their mobile phones, however, itwould be desirable to permit a userto utilize

the automatic dialing features and stored number menus of their mobile phone when

placing a call over a landline phone.

Many users also find it desirable to place calls utilizing a calling card, which may

be a prepaid calling card or a periodically billed calling card. These calling cards permit

users to take advantage of more favorable rates and/or consolidated billing for calls

originated from different mobile and/or landline telephones. The use of a calling card,

however, is often inconvenient as the user typically must input a calling card number

and personal identification number ("PIN") when placing a call for billing, identification

and fraud-prevention purposes. Many times, a calling card user must also dial a service

provider access numberto originate a calling card call. It would be desirable to provide

a system and method enabling users to obtain the benefits of calling card calling without

suffering the disadvantages and inconveniences typically related thereto,
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Accordingly, it can be seen that a need yet remains for a method and apparatus

for providing telephone service that is similar or in some ways comparable to mobile

telephone service, but which can be provided at substantially lower cost. There is also

a need for a system and method permitting a user to utilize memory and otherfeatures

of a mobile phone to set up a landline call. In addition, a need remains for a system

and method for providing calling card~like features without a number of the

inconveniences typically found to result from the use of a calling card. It is to the

provision of a method, system and associated apparatus meeting these and other

needs that the present invention is primarily directed.

_flS;lMMARY F EINVENTI N

Briefly described, in a first preferred form the present invention comprises a

method for providing quasi-mobile telephone service using a mobile telephone, a data

network, and a Remote Telephone Call Origination (“RTCO”) platform. The mobile

telephone is of the type which is capable of communicating with the data network. The

method includes the steps of using the mobile telephone to dial a first telephone

number and a second telephone number. The first and second telephone numbers are

captured by the mobile telephone and are transmitted in a data message to a data

network. The data message is relayed from the data network to the RTCO platform.

The RTCO platform places a first call from the RTCO platform to the first telephone

number. RTCO platform also places a second call from the RTCO platform to the

second telephone number in a manner to connect the first and second calls to each

other.

Preferably, the mobile telephone uses short messaging for communicating with

the data network.

Stated another way, preferably a cellulartelephone is modified and is specially

programmed to allow the user to specify not only the call (destination) telephone

number(the firsttelephone number), but alsothe calling (origination) telephone number

of a convenient, nearby landline phone. The mobile telephone is programmed to

originate a short message containing the calling number and the called number. This

short message is transmitted to a platform that is programmed to originate a call to the
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calling telephone number (such as a nearby landline phone) that was specified by the

user. The platform is programmed to originate another call to the called telephone

number specified by the subscriber. The platform is programmed to connect (bridge)

the two calls together in order to allow the call to be completed. This allows the user

to use the cellular telephone to setup and initiate a call, and then to use a standard

(lower cost) landline telephone to actually complete the voice path of the call.

In another aspect, the present invention comprises a system for providing

communication between a local device and a remote device. The system preferably

includes an initiating device for receiving an input identifier of the remote device, and

communicating a message containing the identifier of the remote device to a

telecommunications network. The system preferably also includes remote telephone

call origination means for receiving the message containing the identifier of the remote

device from a telecommunications network, and for effecting a bridging connection

between the local device and the remote device.

In still another aspect, the present invention comprises a system for providing

communication between a remote device and a local device. The system preferably

includes remote telephone call origination means for receiving an incoming call from the

remote device over a telecommunications network and for communicating a message

to announce the incoming call to an initiating device. The initiating device preferably

includes means for inputting an identifier of the local device and communicating a

message containing the identifier of the local device to the remote telephone call

origination means. The remote telephone call origination means preferably receives the

message containing the identifier ofthe local device and effects a bridging connection

between the local device and the remote device.

In another aspect, the present invention comprises a method of establishing

communication between a local device and a remote device. The method preferably

includes inputting an identifier of the remote device into an initiating device,

communicating a message containing the identifier of the remote device via a

telecommunications network to a remote telephone call origination means, and effecting

a bridging connection between the local device and the remote device.
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In yet another aspect, the present invention comprises a method for providing

communication between a remote device and a local device. The method preferably

includes receiving an incoming call from the remote device, via a telecommunications

network, into a remote telephone call origination means. The method preferably also

includes communicating a message to announce the incoming call to an initiating

device, inputting into the initiating device an identifier of the local device, and

communicating a message containing the identifier of the local device to the remote

telephone call origination means, whereby a bridging connection can be effected

between the local device and the remote device.

In another aspect, the present invention comprises a method of charging for the

cost of a telephone call. The method preferably includes initiating a telephone call

between a local device and a remote device using an initiating device, communicating

a message containing information identifying the initiating device to a communications

network, effecting a bridging connection between the local device and the remote

device, and collecting billing information regarding the telephone call and charging at

least a portion of the cost of the communication to an account associated with the

initiating device.

By allowing the user to setup and initiate the call using a cellular network and to

actually complete the call using standard Public Switch Telephone Network ("PSTN"),

the user can have the benefits of both technologies. It provides the user with

substantial mobility similar to a cellular service, while allowing the user to enjoy the

lower cost and dependable voice transmission over the public switch telephone

network.

The system and method of the present invention also advantageously enables

a user to utilize the automatic calling menus, memory—stored telephone number

registers and other features of their cellular mobile phones when placing (and/or

receiving) calls over a Iandline phone, including a PBX or switchboard connected

Iandline phone. For example, the user can remotely originate a landline telephone

connection using their mobile phone, taking advantage ofany automatic calling menus,

memory-stored telephone number registers or other features available through the

mobile phone.
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The system and method of the present invention can also function as a “Virtual

Calling Card,” whereby the user obtains many benefits typically associated with a

standard calling card without suffering many of the typical disadvantages and

inconveniences of a calling card. Because the Iandline connection is remotely

originated though a cellular mobile phone, the caller’s identity can be automatically

validated through the carrier's home location register (“HLR") prior to completing the

Iandline connection. This eliminates the need for the caller to input a calling card

number and PIN with every call. The user can establish service with one or more

carriers of their choice to obtain the rate structure and service plan best suited to their

needs. The user's calls can be billed to the customer in a single statement, regardless

of the point of connection.

The system and method of the present invention eliminate the need for the

carrier to maintain a dedicated toll-free access network to offer “calling card" type

services. The carrier can also select the most cost-effective location worldwide to

originate telephone calls. As a result, carriers can pass along their savings to users in

the form of lower rates, and/or can increase profit margins. In addition, the present

invention allows cellular carriers to obtain revenue from Iandline calling.

In use, a user would take advantage of the method and apparatus of the present

invention by keeping his mobile telephone with him as he moves from place to place.

When the user wants to place a call from his current location, he would find a

convenient, nearby landline telephone and determine its telephone number. The user

would then dial the destination telephone number and the nearby landline telephone

number into the mobile telephone. The mobile telephone would then transmit this

information in a message and ultimately the RTCO platform would call both the

destination telephone number and the convenient, nearby landline telephone and

connect the two calls together. in this way, the user could use a nearby landline

telephone to complete a call. and have the charges routed to his own personal account,

even though the landline telephone is not his telephone. For example, the landline

telephone may be a public pay phone, a hotel phone, or another person's phone. in

addition to allowing a user to move about and use whatever telephone is nearby and

convenient, this method and apparatus allows multiple users to share a single Iandline
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telephone and each user to have his or her own account for charging or billing

purposes. For example, migrant workers who are living temporarily in migrant housing

could use an available "house" landline telephone and share the telephone, with each

migrant worker having his or her own phone account. This would allow a large number

of people to effectively share a telephone. Moreover, as the migrant worker would

move from one job location to another, they would still have continuous, uninterrupted

telephone service by virtue of the quasi-mobile service provided herein.

The present invention is also useful for receiving an incoming telephone call,

whereby an incoming telephone call is re-routed from the user's mobile telephone to

instead be directed to a nearby landline telephone. The cellular telephone is modified

to be specially programmed to allow the phone to receive a data message (such as the

standard ring command for cellular telephones) to indicate thatthere is an inbound call

being attempted. The mobile telephone would then prompt the user to key in (input) the

desired destination telephone number of a convenient, nearby landline phone. The

mobile telephone would then put together a data message and communicate it (such

as by using the short message service (“SMS") capabilities of the global system for

mobile communications (“GSM”) network) containing at least a destination telephone

number of the nearby landline telephone that the user desires to receive the incoming

telephone call with and identifying the called number. The data message is then routed

to a platform that would receive the incoming call and the outbound call to the mobile

telephone. The platform would be programmed to bridge these calls together to form

a complete conversation.

While the present invention preferably uses a data network to relay messages

from the mobile telephone to the RTCO platform, those skilled in the art will recognize

that it is possible to have the mobile telephone communicate directly with the RTCO

platform. Moreover, while a mobile telephone is preferred for initiating and rerouting

calls (largely because of the widespread availability and low cost of such devices),

those skilled in the art will also recognize that other devices could be employed to

initiate and reroute calls. U.S. Patent No. 5,546,444 of Roach, etal., which is hereby

incorporated herein by reference, discloses a way in which a control channel of a

cellular mobile telephone can be used communicate data.
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 ESCRlPT|ON OF THE DRAWINGS

Fig. 1 is a schematic illustration depicting a method and system for providing

quasi-mobile telephone service according to a preferred form of the present invention,

and specifically depicting the remote origination of telephone calls thereby.

Fig. 2 is a flow chart depicting the origination oftelephone calls using the method

and system of the present invention.

Fig. 3 is a schematic illustration of a method and system for providing quasi-

mobile telephone service according to a preferred form of the present invention, and

specifically depicting termination of an incoming telephone call.

Fig. 4 is a flow chart depicting the termination of telephone calls using the

method and system of the present invention.

Fig. 5 is a schematic illustration of a method and system, according to a

preferred form of the present invention, for establishing a telephone connection

between a calling phone connected to a PBX or switchboard and a called phone, using

a mobile phone to establish the connection.

Fig. 6 is a schematic illustration of a method and system, according to another

preferred form of the present invention, for providing calling card-like calling features

when placing a call between a calling phone and a called phone using a mobile phone

to establish the connection.

DETAILED DESCRIPTION OF PREFERRE_D_IE_MBQDlMENl§

Referring now to the drawing figures, in which like reference numerals represent

like parts throughout, the present invention comprises a method and system 10 for

providing quasi-mobile telephone service, using an initiating device 12 to establish a

connection between a local device 14 and a remote device 16. The system of the

present invention preferably comprises one or more computers and associated software

for controlling the operation and switching according to the manner described herein.

The associated software can be programmed into the memory ofthe computer or can

be stored in a computer-readable medium according to known techniques. The method

and system 10 preferably combine many of the advantages typical of one or the other
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of mobile or landline telephone service, while eliminating many ofthe disadvantages of

each. Particular embodiments and applications of the method and system of the

present invention are described in greater detail below. Although the present invention

is described herein primarily with reference to example embodiments directed to voice

transmission applications conducted between telephones, it will be understood that the

present invention is equally applicable to data transmission applications conducted

between data transmission devices such as, for example, fax machines, computer

modems, orthe like.

In a preferred form of the present invention, described with particular reference

to Figs. 1 and 2, a user (in this instance, the "calling party”) utilizes a portable call

initiating device 12 to establish a connection between a local (i.e., accessible for use

by the caller) device 14 and a remote device 16. In preferred embodiments, the call

initiating device 12 comprises a mobile cellular telephone or another device capable of

receiving and sending signals to and from a remote location, the local device 14

comprises a local PSTN landline telephone in the vicinity of the calling party, and the

remote device 16 comprises a landline or mobile telephone available to a remote party

(in this instance, the “called party"). To initiate an outgoing call using the method and

system of the present invention, the calling party (or a third party initiating the call)

preferably enters the telephone number or other unique identifier of the remote phone

16 on the mobile phone 12, as by using the mobile phones keypad or a menu of phone

numbers stored in the mobile phones memory. The telephone number or other unique

identifier of the local phone 14 is optionally entered by the calling party into the mobile

phone 12, or can be stored in the memory of the mobile phone for automatic

transmission upon initiation of a call. Alternatively, a default local phone number can

be associated with the calling party on the calling party’s home carrier network, the

remote origination gateway, or elsewhere in the system. If a default local phone

number is provided. the system can be configured to allow the calling party to override

the default by inputting an override local phone number, or alternatively can require that

all calls be conducted from the default local phone for security or other reasons. The

mobile phone 12 formats a message including data identifying the remote number and

optionally the local number, and transmits the message according to a standard

electronic data communication protocol to an existing telecommunications network,
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such as a cellular telephone network. The message can be directly transmitted to the

calling party’s home cellular carrier network 20 or indirectly transmitted via a visited

cellular carrier through one or more mobile switching centers (“MSCs") 22. The

message preferably is transmitted over the network 20 using GSM SMS messaging.

In a preferred form, the message is transmitted from the carrier network 20, preferably

via an SMS gateway 24, to a remote origination gateway 26 comprising the RTCO

platform. An SS7 message box is preferably provided, and the gateway is capable of

originating voice and/ordata telephone calls. The remote origination gateway 26 places

a call to the local phone 14. A timer can be utilized to terminate the connection if the

local phone 14 is not answered within a predetermined time interval, or if the local

phone is busy. The calling party preferably answers the local phone 14, establishing

a connection with the remote origination gateway 26. Upon completion of the

connection with the local phone. the mobile phone can be disconnected automatically

or manually by the calling party. The remote origination gateway 26 also places a call

to the remote phone 16, simultaneously with or sequentially before or after the call is

placed to the local phone 14. A timer can be utilized to terminate the connection ifthe

remote phone 16 is not answered within a predetermined time interval. The called party

preferably answers the remote phone 16, establishing a connection with the remote

origination gateway 26. Upon connection with both the local phone 14 and the remote

phone 16, the remote origination gateway 26 establishes a bridging connection between

the local phone 14 and the remote phone 16, permitting voice or data transmission

therebetween. The remote origination gateway 26 preferably monitors the call for

disconnect at either the local phone 14 or the remote phone 16, and thereupon

terminates the call. The system 10 can be configured for billing purposes to allocate

all or a portion of the cost of the call to the account(s) of one or more of the initiating

device 12, the local device 14, the remote device 16, and/or one or more third—party

payers. According to optional and further preferred embodiments, the remote

origination gateway 26 can be configured for conference calling. For example, users

of one or more of the initiating device 12, the local device 14, and/or the remote device

16 can input the telephone number(s) or other unique identifiers of one or more

additional parties to be conferenced in with the calling party and the called party.
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Additionally or alternatively, one or more additional parties can call in to the remote

origination gateway 26 to be conferenced in with the calling party and the called party.

Referring now with particular reference to Figs. 3 and 4, the method and system

10 of the present invention can be seen to also enable the connection of an incoming

call from a remote party at a remote phone or other remote device 16' (in this instance,

the “calling party") to a user (in this instance, the “called party") at the local phone or

other local device 14, via the user's mobile phone or other initiating device 12. An

incoming call from the remote phone 16', directed to a telephone number or other

unique identifier associated with the mobile phone 12 via an existing

telecommunications network, is received at the mobile switching center (MSC) 22 ofthe

user's home cellular carrier network 20. The MSC preferably fonrvards the incoming call

tothe remote origination gateway 26 on a ‘‘call fon/varding-don’t answer" (“CFDA") basis,

connecting the remote phone 16 with the remote origination gateway 26. The remote

origination gateway 26 preferably receives the incoming call and places the calling party

on hold pending connection with the local phone 14. Live or recorded music or other

entertainment, informational messages, advertising or other audible material can be

broadcast to the parties while on hold. Simultaneously with or sequentially before or

after forwarding the incoming call to the remote origination gateway 26, the MSC

announces the call to the called party via the mobile phone 12, typically by means of

a ring or other audible, tactile or visual signal, according to standard

telecommunications protocol. Preferably, the mobile phone is configured to prevent the

user from answering the call on the mobile phone, or is switchable to selectively permit

or prevent answering calls on the mobile phone. A timer can be provided to terminate

the call if the called party does not respond within a predetermined interval of time.

Preferably, the called party acknowledges the incoming call signal and inputs the

telephone number or other unique identifier of the local phone 14 to be used for

receiving the incoming call, as by using the mobile phone's keypad or the menu of

phone numbers stored in the mobile phone's memory. The mobile phone 12 transmits

a message containing the local telephone numberto be used for receiving the incoming

call to the MSC, which signals the remote origination gateway 26 via the SMS gateway

to place a call to the local phone 14. Alternatively, a default local phone number

associated with the called party is transmitted to the MSC, which signals the remote
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origination gateway 26 to place a call to a default local phone 14. As discussed above,

the default local phone number can be mandatory or subject to override. The called

party then answers the local phone 14 to complete the connection between the local

phone and the remote origination gateway 26. Upon connection between the local

phone 14 and the remote origination gateway 26, the mobile phone 12 can be

automatically or manually disconnected. The remote origination gateway 26 then

establishes a bridging connection between the local phone 14 and the remote phone

16, permitting voice or data transmission therebetvveen. The remote origination

gateway 26 preferably then monitors the call for disconnect at either the local phone 14

or the remote phone 16, and thereupon terminates the call. As described above, the

system 10 optionally can be configured for conference calling with additional parties.

Figure 5 shows another preferred embodiment of the present invention, wherein

the local phone 14 is part of a PBX or other switchboard type of network 50. Preferably,

the system, method and components of this embodiment of the invention are

substantially as described above, with certain specific additions or modifications that will

now be described. The user (in this instance, the "calling party") preferably initiates an

outgoing call to a remote user (in this instance, the "called party”) using the mobile

cellular phone 12. A short message containing information regarding the telephone

number of the remote phone 16 and the PBX switchboard 50 containing the user’s local

phone 14 is transmitted from the mobile phone 12 over a cellular communications

network to a location server/messaging server 42. The location server/messaging

server 42 communicates with the user's home carrier network 20 and the remote

origination switch 26 substantially in the manner described above. The remote

origination switch 26 places calls to the remote phone 16 and the PBX switchboard 50

substantially in the manner described above. In addition, the remote origination switch

26 places a temporary call to the mobile phone 12. A temporary bridging connection

is established between the mobile phone 12 and the PBX switchboard 50, permitting

the user to communicate with the PBX 50, via the mobile phone 12, to connect the call

through the PBX to the local phone 14. This connection can be accomplished, for

example, by keying in the PBX extension number of the local phone 14 on the keypad

of the mobile phone 12 in the case of an automated switchboard; or alternatively, can

be accomplished by voice in the case of an operator—answered switchboard. Upon
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connection ofthe local phone 14 to the remote origination switch 26, the temporary call

from the remote origination switch to the mobile phone 12 is manually or automatically

disconnected. The remote origination switch 26 then completes the bridging connection

between the local phone 14 and the remote phone 16 substantially in the manner

described above.

Figure 6 shows another preferred embodiment of the method and system of the

present invention that is particularly adapted to provide telecommunication services

having characteristics in the nature of an enhanced calling card. The user (in this

instance, the “calling party”) preferably initiates an outgoing call to a remote user (in this

instance, the “called party”) using the memory menu of the mobile cellular phone 12.

A short message containing information regarding the telephone number of the remote

phone 16 and the user's local phone 14 is transmitted from the mobile phone 12 over

a cellular communications network, via a mobile switching center of a visited cellular

carrier 40, to a location server/messaging server 42. In preferred form, the location

server/messaging server 42 comprises an SS7-IP gateway. The SS7-IP gateway

converts an SS7 message to Internet protocol, and preferably carries out any necessary

logic operations. Alternatively, logic operations can be completed on an SS7 box. The

user's home carrier network 20 communicates with the location server/messaging

server 42 to send routing information and user authorization, and to collect information

for billing or charging the call to a prepaid service package. The home location register

(H LR) ofthe home carrier network 20 validates the identity ofthe calling party according

to standard cellulartelecommunications fraud—prevention protocol, eliminating the need

for the user to key in a calling card number and PIN for every call. in addition, because

the call is set up using the existing cellular communications network, the need for a

dedicated toll-free access network is eliminated. The location server/messaging server

42 communicates with the remote origination switch 26, which places calls to the local

phone 14 and the remote phone 16, and completes the bridging connection between

the local phone 14 and the remote phone 16 substantially in the manner described

above.

A number of advantages and increased efficiencies are obtained by the present

invention. Billing information collected by the user’s home carrier network 20 permits
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the user to be billed for all calls on a single statement, or permits all calls to be charged

to a prepaid service plan, regardless of the locations of the one or more local phones

14 used to complete the calls, in much the same manner as is permitted with calling

card systems. Because the connection between the local phone 14 and the remote

phone 16 is maintained by the bridging connection provided by the remote origination

switch 26, the system and method of the present invention permit a cellular carrier to

obtain revenue from whatwould otherwise be a non-revenue generating, wholly Iandline

connection. Consumers, however, can benefit from rates lower than standard calling

card rates for Iandline connections, as the cellular carrier can route calls and manage

billing more efficiently using the method and system of the present invention than is the

case with standard Iandline connections using calling cards. In addition, consumers

benefit from increased convenience, as the present invention enables Iandline calls to

be initiated using calling information stored in the memory registers of a mobile phone,

and obviates the need for remembering and dialing access numbers, calling card

numbers and P|Ns. The system and method of the present invention also,

advantageously, are not reliant on the touch tone quality of the local phone. Some

hotels, for example, modify the touch tone signals of room phones to prevent users

from using calling cards and thereby require them to pay the hotel’s rates for phone

connections. The present invention allows the call to be initiated using a mobile phone,

bypassing any effect of altered touch tone quality of a local phone within a hotel’s PBX

network.

According to optional and further preferred embodiments, the system 10

comprises voice mail messaging means, whereby an incoming call is directed to a

recording device for recording a message from the calling party for later playback by the

called party. The voice mail messaging means is preferably automatically activated in

the event that the mobile phone 12 or the local phone 14 are in use at the time of the

incoming call. The voice mail messaging means can preferably be selectively activated

by the called party by signaling the MSC, via the mobile phone 12, to forward the call

to voice mail upon receiving an incoming call signal. The system 10 optionally also

comprises caller ID means for identifying the calling party to the called party upon

signaling an incoming call on the mobile phone 12, permitting the called party to screen

incoming calls.
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One unique application of the present invention is the enablement and

implementation of a region-wide prepaid service providing significant advantages over

existing calling-card systems or prepaid service plans. Since both incoming and

outgoing calls are routed through the remote origination platform, a cellular carrier can

provide a prepaid service (local, long distance and international long distance) on a
region-wide or worldwide basis. This is a significant improvement over the standard

prepaid service offered by cellular carriers in that it can be extended beyond the

subscriber’s local service coverage area. Moreover, with this invention a cellular carrier

can prohibit or selectively restrict the use of the cellular voice channels. The carrier can

restrict the usage on a time of day basis, originating network basis (restrict roaming

capabilities or home zone only capabilities), the input of an access code, etc. The

restriction of voice channel capabilities can be remotely programmed using a data

channel such as the short message service channel. In this embodiment, the mobile

phone or other initiating device 12 functions solely as a control device for the system

10. This capability can be provided on a specially made device or on a standard

cellular phone modified with special programming, such as a GSM phone using a

subscriber identification module (“SlM") toolkit. The method and system ofthe present

invention advantageously utilize the home location register (HLR) database, or other

pre-existing user verification system ofa cellular carrierto identify the mobile telephone

or other initiating device from which the incoming call to the cellular network is being

placed. By identifying the calling party upon receiving an incoming call to the network

in this manner, the carrier can confirm that the calling party is an authorized user,

collect information for billing and charging purposes, control the terms of connection,

and conduct a variety of other operations. For example, the carrier can limit the

duration of calls, specify authorized call destinations, limitthe time periods during which

calls can be placed, specify the types of calls (e.g., voice, data), etc.

The call set—up time for this quasi-mobile service may be slightly longer than

standard call set-up times using existing wireless networks. This extra time will most

likely result from the necessity of requesting and receiving user input to complete the

conversation. A cellular carrier may desire to offer voice announcements during a call

set-up. These announcements can be provided either to the originating party or the

terminating party during the call set-up.
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Once the phone conversation is established through the remote origination

gateway (RTCO) it is possible to provide other features through the cellular telephone.

These features optionally include advanced call conferencing, call forwarding, special

announcements, or any other telephony features. For mobile originated calls it is

possible for the cellular carrier to populate the calling line ID field, from the remote

gateway, with the telephone number of the user's mobile telephone (i.e., the initiating

device 12), the user's home telephone number, or another designated telephone

number or identification field, regardless of the location and telephone number of the

local phone 14 that is the actual destination of the telephone call used by the calling

party to complete the call. This will allow the called party to receive the calling line ID

of the calling party, and will allow the calling party to have the appearance of

maintaining a consistent telephone number regardless of their location and regardless

of the telephone number of the local phone actually used by the calling party.

Optionally, the calling line ID of the calling party can be transmitted from the remote

gateway to the calling party's local phone 14, as well as the remote phone 16, in order

to identify the incoming call to the calling party for call screening purposes.

While the present invention has been described with reference to various

preferred embodiments, itwill be readily apparent to those ofordinary skill in the art that

many additions, deletions and modifications can be made thereto without departing

from the spirit and scope of the invention as broadly defined in the claims which follow.
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CLAIMS

M-JLQAWLMED IS:

1. A method of providing quasi-mobile telephone service using an RTCO platform,

a data network, and a mobile telephone of the type capable of communicating with the

data network, the method comprising the steps of:

using the mobile telephone to dial a first telephone number and a second

telephone number;

capturing the first telephone number and a second telephone number;

transmitting a data message to the data network, with the data message

including the first and second telephone numbers;

relaying the data message from the data network to the RTCO platform;

placing a first call from the RTCO platform to the first telephone number; and

placing a second call from the RTCO platform to the second telephone number

in a manner to connect the first and second calls to each other.

2. A method as claimed in Claim 1 wherein the mobile telephone uses short

messaging for communicating with the data network.

3. A method as claimed in Claim 1 wherein the mobile telephone is used to reroute

incoming calls to another telephone by detecting that an incoming call is being placed

to the mobile telephone and sending a message to the RTCO platform to redirect the

incoming call to the other telephone.

1

4. A method as claimed in Claim 1 wherein the data network identifies the mobile

telephone through a home location register.

5. A method as claimed in Claim 1 wherein the data network transmits caller

identification information to at least one of the first and second telephone numbers.
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6. A method of providing quasi-mobile telephone service using an RTCO platform

and a mobile telephone, the method comprising the steps of:

using the mobile telephone to dial a first telephone number and a second

telephone number;

capturing the first telephone number and a second telephone number;

transmitting a data message to the RTCO platform, with the data message

including the first and second telephone numbers;

placing a first call from the RTCO platform to the first telephone number; and

placing a second call from the RTCO platform to the second telephone number

in a manner to connect the first and second calls to each other.

7. A method as claimed in Claim 6 wherein the RTCO platform identifies the mobile

telephone through a home location register.

8. A method as claimed in Claim 6 wherein the RTCO platform transmits caller

identification information to at least one of the first and second telephone numbers.

9. A system for providing communication between a local device and a remote

device, said system comprising:

an initiating device for receiving an input identifier of the remote device, and

communicating a message containing the identifier of the remote device to a

telecommunications network;

remote telephone call origination means for receiving the message containing

the identifier of the remote device from a telecommunications network, and for effecting

a bridging connection between the local device and the remote device.

10. The system of Claim 9, wherein said initiating device comprises a mobile

telephone.

11. The system of Claim 10, wherein said local device comprises a landline

telephone.
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12. The system of Claim 9, wherein said initiating device receives input identifiers of

the local device and the remote device and communicates a message containing both

identifiers to the telecommunications network, and wherein said remote telephone call

origination means receives the message containing both identifiers and effects the

bridging connection by calling the local device and the remote device.

13. The system of Claim 12, wherein the telecommunications network identifies the

initiating device through a home location register.

14. A method as claimed in Claim 12 wherein the telecommunications network

transmits caller identification information to at least one of the local and remote devices.

15. The system of Claim 9. wherein said remote telephone call origination means

effects connection of at least one additional device with the local device and the remote

device for conference communications.

16. The system ofC|aim 9, further comprising means for charging at least a portion

of the cost of the communication to an account associated with said initiating device.

17. The system of Claim 16, wherein said means for charging at least a portion of

the cost of the communication to an account associated with said initiating device

comprises means for identifying said initiating device without the need for inputting

identification information into said initiating device.

18. The system of Claim 9, wherein said remote telephone call origination means

comprises a remote origination gateway.
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19. The system of Claim 9, wherein said initiating device further comprises a

signaling device for announcing an incoming call from a remote calling device, and

means for communicating a message to said remote telephone call origination means

containing an identifier of a local receiving device; and wherein said remote telephone

call origination means comprises meansfor effecting a bridging connection between the

remote calling device and the local receiving device.

20. The system of Claim 9, wherein the local device is one of a plurality of devices

within a network, and wherein said initiating device communicates a message through

said remote telephone call origination means to specify the local device and effect said

bridging connection.

21. A system for providing communication between a remote device and a local

device, said system comprising remote telephone call origination means for receiving

an incoming call from the remote device over a telecommunications network and for

communicating a message to announce the incoming call to an initiating device,

wherein said initiating device comprises means for inputting an identifier of the local

device and communicating a message containing the identifier of the local device to

said remote telephone call origination means, whereby the remote telephone call

origination means receives the message containing the identifier ofthe local device and

initiates a bridging connection between the local device and the remote device.

22. The system of Claim 21, further comprising voice mail messaging means for

recording a message from the remote device if the bridging connection is not

completed.

23. A method of establishing communication between a local device and a remote

device, said method comprising:

inputting an identifier of the remote device into an initiating device;

communicating a message containing the identifier of the remote device via a

telecommunications network to a remote telephone call origination means; and

effecting a bridging connection between the local device and the remote device.
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24. The method of Claim 23, comprising inputting identifiers of the local device and

the remote device into the initiating device, and communicating a message containing

both identifiers via the telecommunications network to the remote telephone call

origination means.

25. The method of Claim 23. further comprising connecting at least one additional

device with the local device and the remote device to establish a conference

communication.

26. The method of Claim 23, further comprising collecting billing information

regarding the communication and charging at least a portion of the cost of the

communication to an account associated with the initiating device.

27. The method of Claim 26, wherein the step of charging at least a portion of the

cost of the communication to an account associated with the initiating device comprises

identifying the initiating device without inputting identification information into the

initiating device.

28. The method ofC|aim 23, further comprising communicating a message from the

initiating device to the remote telephone call origination means to specify the local

device among a plurality of devices within a network.

29. The method of Claim 23, further comprising identifying the initiating device

through a home location register of the telecommunications network.

30. The method of Claim 23, further comprising transmiting caller identification

information to at least one of the local and remote devices.
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31. A method for providing communication between a remote device and a local

device, said method comprising:

receiving an incoming call from the remote device, via a telecommunications

network, into a remote telephone call origination means;

communicating a message to announce the incoming call to an initiating device;

inputting into the initiating device an identifier of the local device; and

communicating a message containing the identifier of the local device to the

remote telephone call origination means, whereby a bridging connection can be

effected between the local device and the remote device.

32. The method of Claim 31, further comprising recording a message from the

remote device on a recording device if the bridging connection is not effected.

33. A method of charging for the cost of a telephone call comprising:

initiating a telephone call between a local device and a remote device using an

initiating device;

communicating a message containing information identifying the initiating device

to a communications network;

effecting a bridging connection between the local device and the remote device;

and

collecting billing information regarding the telephone call and charging at least

a portion of the cost of the communication to an account associated with the initiating

device.

34. The method of Claim 33, comprising identifying the initiating device via a home

location register of the communications network.
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Cross Reference to Related Applications

This application claims priority to United States Provisional Patent

Application serial number 60/239,048, filed October 10, 2000, entitled LAWFUL

INTERCEPT VIA CENTRALIZED REPLICATOR and is incorporated herein by

this reference.

Background of the invention

in law enforcement, it is sometimes necessary to monitor an individual or

group of individuals to support allegations of illegal activity. indeed, many

countries mandate that telecommunications service providers and equipment

manufacturers provide a law enforcement agency the ability to perform lawful

interception of telecommunications to and from a subject being monitored.

Historically, lawful intercept consisted of using alligator clips which a law

enforcement agency would physically clip to, thereby tapping into, the

telecommunication line of a subject (the monitored party) and monitor calls to or

from an associate (a party calling or being called by the subject.)

There are two categories of intercept, call data and call content. Call data

intercept includes monitoring call events, for example, monitoring if the subject

originates a call, or if a call is terminated on the subject, or if a call is fon/varded

elsewhere. This type of monitoring, known as pen register, provides the phone

number of both the person called and the person calling, along with call events

and time—date stamps of when the events occurred. In contrast, call content

includes the actual content of the call, i.e., the conversation that takes place, plus
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call data. Call content is transmitted to the law enforcement agency in real time

so that the law enforcement agency can monitor the conversation as it happgns.

This transmission must be transparent to the subject and the associates so that

they are not aware that they are being monitored.

As telecommunications equipment evolved, modules were provided in the

telecommunication switch that provided the law enforcement agency the ability to

lawfully intercept telecommunications. For example in a Time Division

Multiplexed (TDM) switch such as the Nortel Networks DMS -100, a switch

network fabric provides an access point that allows a law enforcement agency to

tap the subject’s phone line. This type of centrally located access point is known

as an intercept Access Point (IAP). The resulting information is then provided to.

the law enforcement agency.

As telecommunications have evolved to packet based communications, to

include Internet Protocol (IP) and Asynchronous Transfer Mode (ATM) protocols,

the changing architecture of the telecommunications switches has necessarily

made the interception of content more difficult.

In September of 1998, the Federal Communications Committee (FCC)

ruled that new TDM equipment must have lawful intercept capability built in. :

Moreover, in August of 1999 the FCC ruled that packet communications

interception capability will be required by September 30, 2001.‘

Accordingly, there is a need to be able to intercept voice over packet

communications in a manner that satisfies governmental requirements, is’

fa.)
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transparent to the subject and the associate, in real time, and works with

standard protocols such as IP and ATM applications.

Summary of the Invention

The invention results from the realization that a truly efficient and effective

system and method for intercepting voice over packet communications is

achieved in which a packet communication signal directed to or from a subject is

received by a centralized replicator. The header is stripped from the packet

leaving only the payload, the payload is replicated, a header is added to the

replicated payload and the replicated payload is transmitted to a Law

Enforcement Agency. A header is added to the original payload and the packet

is retransmitted to the intended recipient. Alternatively, the entire packet can be

replicated and the headers stripped off both the original packet and the replicated

packet and a new header added to each payload. The payloads are then

transmitted to the intended recipient and the Law Enforcement Agency.

in one embodiment, there is provided a method of intercepting a

telecommunication signal including receiving a telecommunication packet

comprising a predetermined header and a payload, removing the predetermined

header from the packet, replicating the payload, adding a new header to

replicated payload and directing the replicated payload to the address associated

with the new header.
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It can be determined whether a telecommunication packet is to be

monitored. The new header can be associated with one of an intended recipient

and a law enforcement agency. The predetermined header can be replaced with

a second predetermined header. This replacement can occur before or after

replication of the payload. The second predetermined header can be associated

with the other of the intended recipient and the law enforcement agency. The

payload can be directed to the address associated with the second

predetermined header.

In another embodiment there is provided a system for intercepting a

telecommunication signal. The system includes an audio sewer, responsive to a

telecommunication signal, for receiving a telecommunication packet comprising a

predetermined header and a payload, a termination point for removing the

predetermined header from the packet, for replicating the payload and for adding

a new header to replicated payload and a relay point for directing the replicated

payload to the address associated with the new header.

The new header can be associated with one of an intended recipient and

a law enforcement agency. There can be a media gateway for directing the

telecommunication signal to the audio server and also a media gateway

controller, responsive to the media gateway, for determining that the

telecommunication packet is to be intercepted. The media gateway controller

can include a call discriminator, responsive to the telecommunications signal, for

determining that the telecommunication signal is subject to interception. There

can be a second termination point for adding a second predetermined header to

PETITIONER APPLE INC. EX. 1004-204
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the payload. The second predetermined header can be associated with the other

of the intended recipient and the law enforcement agency. There can be a

second relay point for directing the payload to the address associated with the

second predetermined header.

in yet another embodiment, there is provided a method for intercepting a

telecommunication signal by receiving a telecommunication packet comprising a

predetermined header and a payload, removing the predetermined header from

the packet, replicating the payload, adding a new header to replicated payload

and directing the replicated payload to the address associated with the new

headen

It can be determined whether the telecommunication packet is to be

intercepted. The new header can be associated with one of an intended

recipient and a law enforcement agency. The predetermined header can be

removed from the payload and replaced with a second predetermined header.

This replacement can occur before or after replication of the payload. The

second predetermined head er can be associated with the other of the intended

recipient and the law enforcement agency. The payload can be directed to the

address associated with second predetermined header.

There is further provided a method of redirecting a telecommunication

signal. The method includes receiving a telecommunication packet comprising a

header and a payload, removing the predetermined header from the packet,

adding a second predetermined header to payload and directing the replicated

payload to the address associated with the second predetermined header.
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It can be determined whether a telecommunication packet is to be

redirected. The second predetermined header can be associated with one of an

intended recipient and a law enforcement agency. The payload can be

replicated. This replication can occur before or after the predetermined header is

removed. A new header can be added to the replicated payload and the

replicated payload can be directed to the address associated with second

predetermined header. The new header can be associated with the other of the

intended recipient and the law enforcement agency.

There is still further provided a method of monitoring a telecommunication

signal to or from a subject being monitored from or to an associate. The method

includes determining that a telecommunication signal is subject to being

monitored, establishing a connection between a first gateway associated with

one of a subject being monitored and an associate and a first termination point

representing a second gateway associated with the other of the associate and

the subject, establishing a connection between the second gateway and a

second termination point representing the first gateway and establishing a

connection between the first termination point and the second termination point

to establish a bearer channel between the subject and the associate wherein the

first and second gateways appear to be connection directly.

A connection can be established from at least one of the first termination

point and the second termination point to a gateway associated with other than

the subject and the associate concurrently with the connection between the first

termination point and the second termination point.
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There is provided even still further a method of redirecting a

telecommunications signal intended for one of a subject and an associate by

associating a first termination point with a first intended termination point of a first

media gateway, associating a second termination point with a second intended

termination point of a second media gateway, establishing a connection between

the first intended termination point and the second termination point, establishing

a connection between the second intended termination point and the first

termination point and establishing a connection between the first termination

point and the second termination point wherein the first intended termination

point and the second termination point appear to be connected directly.

Brief Description of the Drawings

Figure 1 is a schematic block diagram generally representing a system for

intercepting packet communications including a centralized replicator according

to the present invention;

Figure 2 is a more detailed schematic block diagram, similar to Figure 1,

including a media gateway controller associated with each media gateway for

implementing the necessary connections to affect interception of packet

communications;

Figure 3 is a schematic block diagram, similar to Figure 1, demonstrating

the actual and ephemeral connections when implementing the call intercept

according to one aspect of the present invention;
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Figure 4 is a schematic block diagram demonstrating associated

connections internal to the centralized replicator for affecting bearer channel

tandeming for intercepting packet communications;

Figure 5 is a schematic block diagram representing bearer channel

5 tandeming by the call discriminator in response to a requirement to intercept

packet communications;

Figure 6 is a flow chart representing one method of intercepting packet

communications according to the present invention;

Figure 7 is a schematic block diagram, similar to Figure 2, in which a

10 second associate establishes a call to a subject being monitored and a call

waiting feature is invoked;

Figure 8 is a schematic block diagram, similar to figure 4, demonstrating

the connection topology within the centralized replicator when the call-waiting

feature is invoked; and

15 Figure 9 is a schematic block diagram, similar to Figure 8, demonstrating

the connection topology within the centralized replicator when a conference call

feature is invoked.

20 Detailed Description

According to the present invention there is generally provided a system

10, Figure 1, which can intercept a packet telecommunication signal to or from a

subject 12 being monitored, for example, by a Law Enforcement Agency (LEA)
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14. There is a first, or subject, media gateway 16 associated with subject 12

being monitored and a second, or associate, media gateway 18 associated with

an associate 20 who is calling or being calied by subject 12. There can also be a

wireless associate media gateway 18’ where an associate 20’ is communicating

with subject 12 over a wireless phone.

A call is initiated between subject 12 and associate 20. it is determined

that the telecommunication signal is one targeted for monitoring and is to be

intercepted. Accordingly, for a call from associate 20 to subject 18, the

telecommunication signal, rather than being sent directly to the intended

associate media gateway 18, is redirected from subject media gateway 16 to a

centralized replicator 22 which may, for example, comprise a universal audio

server associated with LEA 14. When centralized replicator 22 receives the

telecommunication signal, comprised of individual packets with each packet

including a header and a payload, centralized replicator 22 removes the header

from the packet leaving the payload intact. Centralized replicator 22 replicates

the payload, adds a header to the replicated payload and transmits the replicated

payload to a law enforcement agency gateway 24. Once the payload has been

replicated a header is added to the original payload and that packet is

retransmitted by centralized replicator 22 to associate media gateway 18118’ for

delivery to associate 20/20’.

Alternatively, the entire incoming packet can be replicated, including

header and payload. Once the packet has been replicated, the headers of the_

original and replicated packets are removed. A new header is added to the
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replicated payload for delivery to law enforcement agency 14 and a new header

is added to the original payload for delivery to the respective intended recipient,

subject 12 or associate 20.

Referring now to Figure 2, associated with each media gateway 16, 24

and 18, can be a media gateway controller 26, 28 and 30, respectively. As used

herein, a media gateway controller refers to one or more devices whose

functionality can include performing media gateway control signaling and call

processing functions. Each associated gateway controller can include a call

discriminator 32 comprising call processing software that determines that a call

from or between associated gateways, for example subject media gateway 16 to

associate media gateway 18, is in fact subject to monitoring. There can be

included within discriminator 32, for example, a lawful intercept database that

identifies subscribers, e.g., subject 12, who are subject to a surveillance order.

Once it has been determined that the call is subject to monitoring, subject

media gateway controller 26 sends a first message, for example using Media

Gateway Control Protocol (MGCP) or H.248 protocol, to LEA media gateway 28

to effect a connection between subject media gateway 16 and centralized

replicator 22 and another message to effect a connection between associate

media gateway 18 and centralized replicator 22. The redirection of the call

through centralized replicator 22 is transparent to call processing and service

functions and the call appears to be set up normally as if subject media gateway

16 and associate media gateway 18 were connected directly. The above

example assumes that subject 12 and associate 20 do not share a common

‘ID
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gateway. However, a shared gateway would not change the operation of the

subject invention as call discrimination and packet replication would take place in

the same manner, transparent to the caller.

LEA Media gateway controller 28 effects redirection of the call from the

intended recipient and instructs centralized replicator 22 to make internal

connections, referred to as bearer channel tandemlng, in order to facilitate packet

replication as will be discussed further in reference to Figure 4. Once media

gateway controller 28 has established the necessary connections between

subject media gateway 16, centralized replicator 22 and associate media

gateway 18, media gateway controller 28 initiates the connections between

centralized replicator 22 and law enforcement agency media gateway 24 which is

then connected to LEA 14.

Accordingly, a call subject to monitoring will contain packets whose

headers have been altered or substituted such that instead of the packetéibeing

transmitted to and from gateways 16 and 18 directly (the intended recipients), the

packets are redirected to centralized replicator 22 for replication. Media gateway

controller 28 alters the address information of the messages such that it appears

to subject media gateway 16 that the message is coming from associate media

gateway 18 and messages sent to associate media gateway 18 appear to come

from subject media gateway 16.

As shown in Figure 3, subject media gateway controller 26 sends a

message 27 with the session description information, for example using a

protocol such as the Session Description Protocol (SDP), of subject media

1‘?
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gateway 16 to LEA media gateway controller 28. Media gateway controller 28

sends a message 29 including the session information of media gateway 16 to

associate media gateway controller 30, but with the address of centralized

replicator 22.

Similarly, associate media gateway controller 30 sends a message 31

acknowledging the session description of media gateway 16 with the session

_ description of associate media gateway 18. LEA media gateway controller 28

sends a message 33 acknowledging the session description of subject media

gateway 16 with the session description of associate media gateway 18, but with

the address of centralized replicator 22.

Accordingly, a communication path from subject media gateway 16 to

associate media gateway 18 is tandemed through centralized replicator 22, but is

transparent to subject 12 or associate 20.

Figure 4 further demonstrates how bearer channel tandeming can be

accomplished through centralized replicator 22 by modifying the association

between packet streams and endpoints to affect the connections and

representations demonstrated in Figure 3.

Packet streams 34, 36, 38 and 40 originate from associated endpoints 42,

44, 46 and 48, respectively. Accordingly, the respective transmit and receive

streams 34/36 of endpoint 42, while appearing to be associated with endpoint 46

(associate media gateway 18), are associated with end point 44 within

centralized replicator 22. Similarly, respective transmit and receive streams

38/40 of endpoint 46 are associated with end point 48 while appearing to be

12
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associated with end point 42 (subject media gateway 16). Finally, internal

streams 50 and 52 are associated with end points 44 and 48. Connections to

end points 42, 44, 46 and 48 are initiated from media gateway controller 28

(Figure 3) where endpoints 42 and 46 are the recognized originator and

terminator endpoints.

Endpoints 42 and 46 are typically configured to convert the TDM

information from subject 12 or associate 20 into, for example, IP or ATM packets

or cells depending upon the fabric of centralized replicator 22. Similarly,

information received at these endpoints from centralized replicator 22 is

converted from IP/ATM to TDM. In contrast, endpoints 44 and 48 within

centralized replicator 22 are typically configured only as packet relay points and

do not provide any transcoding orjitter correction in order to minimize latency

and reduce the risk of detection by subject 12 or associate 20 of the monitoring.

Flow control buffers (not shown) can be provided to avoid loosing packets.

Packet relay endpoints 44 and 48, respectively, strip the header off

incoming packet streams 34 and 38 that they receive from respective endpoints

42 and 46, replicate the payload, add a new header to the replicated payload and

transmit replicated packet streams 54 and 56 to law enforcement agency

gateway 24 via endpoints 58 and 60. Packet relay endpoints 44 and 48 also

transmit the original payload via streams 50 and 52, respectively, to each other,

adding new headers directing the packets to respective gateways 16 and 18.

Alternatively, the entire packet may be replicated, then the replicated headers are

13
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stripped off and new headers added to redirect the replicated packets to their

respective gateways.

In order to ensure transparency to subject 12 and associate 20 of the

intercept, streams 54 and 56 destined for law enforcement agency 14 should be

unidirectional. Accordingly, endpoints 58 and 60 should be configured as send

only in the direction of law enforcement agency gateway 24. Endpoints 58, 60

should be from the same resource pool as endpoints 44 and 48 so that the

resource pools reflect what endpoints within centralized replicator 22 have

internal connections between them so that media gateway controller 28 can send

the appropriate connectivity messages to centralized replicator 22. Accordingly,

a resource manager 62 is provided. Moreover, endpoints 58 and 60, as with

packet relay endpoints 44 and 48, should achieve a transmission time between

endpoints that maintains low latency such that the total trip delay of the packets,

including time to traverse centralized replicator 22, does not exceed the

engineered threshold of the echo cancellers of the respective media gateways.

Resource manager 62 performs several basic functions to include

allocation of resources, returning resources to a free pool and reporting on

resources. Resource manager 62 can provide an interface to operating

personnel to indicate what resources in centralized replicator 22 are to be used

for bearer channel tandeming. The connection to law enforcement agency 14

can occur in several forms to include dedicated lines, switched local links,

dedicated trunks or switched remote links without departing from the scope of the

invention.

14
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A monitoring point 64 within law enforcement agency 14, which may

include an audio device, can receive the call content via a TDM multiplexed

mixing bridge 66. Monitoring point 64 receives the call content in real time, thus

at the same time subject 12 hears the ring from associate 20, law enforcement

agency 14 also hears the ring back. As will be apparent to those skilled in the

art, law enforcement agency gateway 24 should be able to support all possible

CODEC’s that can be negotiated between a subject 12 and an associate 20.

While system 10 has been described as only performing a single

replication for a single law enforcement agency, it should be understood that this

is not a limitation of the present invention, as the incoming packet streams can

be replicated at endpoints 44 and 48 multiple times, depending on the number of

law enforcement agencies monitoring subject 12, by configuring the hardware

comprising endpoints 44 and 48 for multiple replications.

Despite the changes in the connection messages as described above,

neither subject 12 nor associate 20 are provided an indication that the call is

being redirected through centralized replicator 22.

When it is determined that a call is to be monitored, the standard

connectivity message from the call server can either be altered to perform the

appropriate connection or the message can be split into multiple messages to

perform the requested connection.

By way of example, the connection operation from the call server

requesting a connection between subject 12 and associate 20 is modified into

three separate connectivity operations. This is done by requesting separate

PETITIONER APPLE INC. EX. 1 004-21 5
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connections from endpoints 42 and 44, from endpoints 46 and 48 and from

endpoints 44 to 48.

As shown in Figure 5, a call agent or call processing 68, in response to

electronic surveillance software 69, issues a connectivity message 70 to call

discriminator 32 to make a subject to associate connection from a discriminator

Eayer in connectivity software 72 to bearer channel tandeming connectivity

software 74 which issues three separate media gateway control messages. A

first message 76 can initiate a connection from subject media gateway 16 (Figure

4) to centralized replicator 22. A second message 78 can initiate a connection

from associate media gateway 18 to centralized replicator 22. A third message

80 can instruct centralized replicator 22 to make an internal association between

the centralized replicator 22 to subject media gateway 16 connection and the

centralized replicator 22 to associate media gateway 18 connection.

Once the associated connection between subject 12 and associate 20 has

been configured, media gateway controller 28 (Figure 3) initiates the respective

connections to law enforcement media gateway 24 by requesting two

connections from endpoints 44 to 58 and 48 to 60 (Figure 4) within centralized

replicator 22 to law enforcement media gateway 24, where endpoints 58 and 60

connect to law enforcement media gateway 24, as illustrated in Figure 4 above.

A flowchart of the present invention is presented in Figure 6. A call is

initiated between a subject and an associate, Block 82. The media gateway

controller associated with the subject being monitored determines that the call is

to be monitored, Block 84, and redirects the call to the media gateway controller

16
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of the LEA by associating the LEA media gateway with the destination

(associate) media gateway, Block 86. The media gateway controller associated

with the law enforcement agency effects bearer channel tandeming by

associating the endpoints of the subject and associate media gateways with

endpoints within the centralized replicator, Block 88.

Once tandeming of the bearer channel has been affected, packets to and

from the subject are redirected to the centralized replicator, Block 90, where the

payload is replicated, Block 92, and new headers added to both the replicated

payload and the original payload, Block 94. The respective payloads are then

transmitted to the recipient subject or associate and the LEA, Block 96.

Figure 7' represents generally the situation where a call-waiting feature is

invoked. For illustrative purposes, each agent is serviced by a different media

gateway controller. A call is originated between subject 12 and first associate 20,

as discussed above, until subject 12 and first associate 20 enter the talking state

as discussed above with the law enforcement agency 14 receiving the call

content.

A second associate 20’ originates a call to subject 12. Associate media

gateway controller 30’ performs call processing routing the call to subject media

gateway 16 and it is determined that the call is subject to interception.

Centralized replicator 22 recognizes that subject 12 is engaged in an existing

call. LEA media gateway controller 28 instructs media gateway 16 to play a call

waiting tone to subject 12.

17
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Referring now to Figure 8, subject 12 invokes a feature flash to receive the

call originated by second associate 20’. Subject media gateway controller 26

(Figure 7) instructs centralized replicator 22 to break the connection between

subject 12 and first associate 20. However, Tandeming Connectivity software 74

(Figure 5) intercepts this message, and alters it to only break the connection

between endpoints 42 and 44 (shown in phantom). Electronic Surveillance

software 69 (Figure 5) further requests the connections with LEA 14 be broken

and thus the connections between endpoint 44 and 58 and 48 and 60 are broken

(shown in phantom), but the connection between endpoints 44 and 48 and 48

and 46 remain in tact.

Tandeming Connectivity software 74 obtains two more endpoints 44’ and

.48’ from resource manager 62 to tandem the call between subject 12, second

associate 20’ and LEA 14. Tandeming Connectivity software 74 initiates a

connection between end points 42 and 44’. Tandeming Connectivity software 74

further initiates a connection between endpoints 44’ and 48’ within centralized

replicator 22. The session description information of endpoints 42 and 44’ are

exchanged, and the session description information of 44’ and 48' are exchanged

to facilitate the completion of the bearer channel.

Subject media gateway controller 26 acknowledges endpoint 46’ and

responds with the session information of endpoint 48’, in order to facilitate the

completion of the bearer channel configuration.

At this point a bearer channel is configured between end points 42 and

44’, 44‘ and 48’ and 48’and 46’. Subject 12 and second associate 20’ now enter

18
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the talking state with law enforcement agency 14 receiving the call content.

Second associate 20’ terminates the call and subject 12 invokes a feature flash

to return to first associate 20. Subject media gateway controller 26 sends a

message to break the connection between subject 12 and the message is

intercepted and altered to only break the connection between end points 42 and

44’. The connection with Law enforcement agency 14 is also broken, but the

connections between endpoints 44’ and 48’ and 48’ and 46’ remain intact. Second

associate media gateway controller 30’ (not shown) passes a clear forward

message to subject media gateway controller 26 instructing connectivity to break

the connection with second associate 20’. Tandeming Connectivity software 74

(Figure 5) intercepts the message and, determining that the other external agent

has been removed from,the bearer channel tandem, instructs a break of the

connections between end points 44’ and 48’, and 48’ and 46’.

Endpoints 44’ and 46’ are returned to resource manager 62 to be

reentered into the free pool. Subject media gateway controller 26 (Figure 7)

sends a message to reestablish a connection between subject 12 and first

associate 20. Tandeming Connectivity software 74 (Figure 5) intercepts this

message, determines the given communication is already associated with a

tandemed connection, and retrieving the endpoints in use, issues connectivity

messages to reestablish the connection between endpoints 42 and 44.

The session information of end points 42 and 44 are exchanged as

previously discussed completing the bearer channel tandem. Electronic

Surveillance software 69 (Figure 5) requests notification of the endpoints being

19
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used to tandem the bearer channel through centralized replicator 22. Endpoints

58 and 60 are then connected to LEA media gateway 24 in order to provide

capture of the call content. Subject 12 and associate 20 are again in a talking

state through a bearer channel established via endpoints 42 and 44, 44 and 48

and 48 and 46.

Referring to Figure 7 once again, a conference call feature is established

in a manner similar to call waiting. A call is originated between subject 12 and

first associate 20. Subject media gateway controller 26 determines that the call

is subject to monitoring and bearer channel tandeming is initiated connecting

subject media gateway 16 and associate media gateway 18 via centralized

replicator 22 as discussed above by LEA media gateway controller 26

associating respective end points within centralized replicator 22 with subject

media gateway 16 and associate media gateway 18. A connection is then

initiated between end points within centralized replicator 22.

Associate media gateway 18 acknowledges the associated endpoint

within centralized replicator 22, as if it were acknowledging subject media

gateway 16, as discussed above with reference to Figure 3, and responds with

the session description information of associate media gateway 18 and a bearer

channel is configured between endpoints 42, 44, 46 and 48 (Figure 4).

A connection between law enforcement agency gateway 24 and end

points within centralized replicator 22 as discussed in Figure 4 above, is

established. Subject 12 and associate 20 now enter a talking state and law

20
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enforcement agency 14 receives the replicated packet streams and monitors the

call.

Referring again to Figure 8, subject 12 can invoke a flash feature and _

originate or receive a call with a second associate 20’. Subject media gateway

controller 26 (Figure 7) receives a message from the call agent of subject 12 to

break the connection with first associate 20, which is intercepted due to the

bearer channel tandeming, and media gateway controller 28 sends a modified

message to centralized replicator 22 (rather than to associate media gateway 18)

to break the connectivity of endpoints 42 and 44 (shown in phantom). Electronic

Surveillance software 69 (Figure 5) further requests the connections with LEA 14

be broken and thus the connections between endpoint 44 and 58 and 48 and 60

are broken (shown in phantom), but the connection between endpoints 44 and 48

and 48 and 46 temporarily remain in tact.

With respect to the new caller, the media gateway determines that the call

is subject to monitoring, and two more endpoints 44’ and 48’ within centralized

replicator 22 are allocated by resource manager 62 and configured to tandem the

call to second associate 202 A connection is then initiated between endpoints 42

and 44’ and media gateway controller 28 passes the endpoint of 48’ to the media

gateway controller 30' associated with second associate 20’. A connection is

then initiated between 44’ and 48’ within centralized replicator 22. The session

description information of 42 and 44’ are exchanged and the session description

information of 44’ and 48' are exchanged to facilitate the completion of the bearer

channel tandeming.

21
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At this point a bearer channel is configured between 42 and 44’, 44’ and

48’, and 48’ and 46’. A connection is then initiated from centralized replicator 22

to LEA 14 via endpoints 44’and 58’ and 48’ and 60’. Subject 12 can now talk

with second associate 20’ and LEA 14 can intercept the content. Subject 12 then

invokes a feature flash to join first associate 20 in a three—way call. Connectivity

software (Figure 5) requests that all connections associated with the previous

legs be broken (shown in phantom) to enable the three—way call. Accordingly,

the connection of end points 44 and 48, 48 and 46 and 44’ and 48’ and 48’ and

46’ are broken along with the corresponding LEA connection and all resources

are returned to the resource pool. Media gateway controller 28 requests a

A connection between subject 12, first associate 20 and second associate 20’

through conferenced ports 98, 100 and 102, as shown in Figure 9.

22
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Claims

What is claimed is:

1 1. A method of intercepting a telecommunication signal, the method

2 comprising:

3 (a) receiving a telecommunication packet comprising a predetermined

4 header and a payload;

5 (b) removing the predetermined header from the packet;

6 (c) replicating the payload;

7 (d) adding a new header to replicated payload; and

8 (e) directing the replicated payload to the address associated with the

9 new header.

1 2. The method of claim 1 further comprising the step of determining that a

2 telecommunication packet is to be monitored.

1 3. The method of claim 1 further comprising the step of associating the new

2 header with one of an intended recipient and a law enforcement agency.

1 4. The method of claim 3 further comprising the step of replacing the

2 predetermined header with a second predetermined header.

23

PETITIONER APPLE INC. EX. ‘IOO4-223



PETITIONER APPLE INC.     EX. 1004-224

1 .

CA 02437275 2003-07-28

W0 02/082782 PCT/US0l/31548

5. The method of claim 4 further comprising the step of associating the

second predetermined header with the other of the intended recipient and the law

enforcement agency.

6. The method of claim 4 in which the step of replacing occurs after the step

of replicating.

7. The method of claim 5 further comprising the step of directing the payload

to the address associated with the second predetermined header.

24
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8. A system for intercepting a telecommunication signal, the system

comprising:

(a) an audio server, responsive to a telecommunication signal, for

receiving a telecommunication packet comprising a predetermined header

and a payload;

(b) a termination point for removing the predetermined header from the

packet, for replicating the payload and for adding a new header to

replicated payload; and

(c) a relay point for directing the replicated payload to the address

associated with the new header.

9. The system of claim 8 further comprising a media gateway for directing

the telecommunication signal to the audio server.

10 The system of claim 8 in which the new header is associated with one of

an intended recipient and a law enforcement agency.

11. The system of claim 9 further comprising a media gateway controller,

responsive to a media gateway, for determining that a telecommunication packet

is to be intercepted.
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1 12. The system of claim 11 in which the media gateway controller includes a

2 call discriminator, responsive to the telecommunications signal, for determining

3 that the telecommunication signal is subject to interception.

1 13. The system of claim 12 further comprising a second termination point for

2 adding a second predetermined header to the payload.

1 14. The system of claim 13 in which the second predetermined header is

2 associated with the other of the intended recipient and the law enforcement

3 agency.

1 15. The system of claim 14 further comprising a second relay point for

E0 directing the payload to the address associated with second predetermined

3 header.

26
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16. A method of intercepting a telecommunication signal, the method

comprising:

(a) receiving a telecommunication packet comprising a predetermined

header and a payload;

(b) removing the predetermined header from the packet;

(c) replicating the payload;

(d) adding a new header to replicated payload; and

(e) directing the replicated payload to the address associated with the

new header.

17. The method of claim 16 further including the step of determining that a

telecommunication packet is to be intercepted.

18. The method of claim 16 further comprising the step of associating the new

header with one of an intended recipient and a law enforcement agency.

19. The method of claim 18 further including the step of replacing the

predetermined header removed from the payload with a second predetermined

headen
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20. The method of claim 19 further comprising the step of associating the

second predetermined header with the other of the intended recipient and the law

enforcement agency.

21. The method of claim 19 in which the step of replacing occurs after the step

of replicating.

22. The method of claim 20 further comprising the step of directing the

payload to the address associated with second predetermined header.
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1 23. A method of redirecting a telecommunication signal, the method

2 comprising:

3 (a) receiving a telecommunication packet comprising a header and a

4 payload;

5 (b) removing the predetermined header from the packet;

6 (c) adding a second predetermined header to payload; and

7 (cl) directing the replicated payload to the address associated with the

8 second predetermined header.

1 24. The method of claim 23 further comprising the step of determining that a

2 telecommunication packet is to be redirected.

1 25. The method of claim 23 further comprising the step of replicating the

2 payload.

1 26. The method of claim 25 wherein the step of replicating includes replicating

2 the payload before the predetermined header is removed.

1 27. The method of claim 23 further comprising the step of associating the

2 second predetermined header with one of an intended recipient and a law

3 enforcement agency.

29

PETITIONER APPLE INC. EX. 1004-229



PETITIONER APPLE INC.     EX. 1004-230

CA 02437275 2003-07-28

W0 02/082782 PCT/US0l/31548

28. The method of claim 27 further comprising the step of adding a new

header to the replicated payload.

29. The method of claim 28 further comprising the step of associating the new

header with the other of the intended recipient and the law enforcement agency.

30. The method of claim 29 further comprising the step of directing the

replicated payload to the address associated with the new header.

3%
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31. A method of monitoring a telecommunication signal to or from a subject

being monitored from or to an associate, the method comprising the steps of:

(8)

(b)

(d)

determining that a telecommunication signal is subject to being

monitored;

establishing a connection between a first gateway associated with

one of a subject being monitored and an associate and a first

termination point representing a second gateway associated with

the other of the associate and the subject;

establishing a connection between the second gateway and a

second termination point representing the first gateway; and

establishing a connection between the first termination point and

the second termination point to establish a bearer channel between

the subject and the associate wherein the first and second

gateways appear to be connection directly.

32. The method of claim 31, further comprising the step of establishing a

connection from at least one of the first termination point and the second

termination point to a gateway associated with other than the subject and the

associate concurrently with the connection between the first termination point

and the second termination point.
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1 33. A method of redirecting a telecommunications signal intended for one of a

2 subject and an associate, the method comprising:

3; (a) associating a first termination point with a first intended termination

4 point of a first media gateway;

5 (b) associating a second termination point with a second intended

6 termination point of a second media gateway;

7 (c) establishing a connection between the first intended termination

8 point and the second termination point;

9 (d) establishing a connection between the second intended termination

10 point and the first termination point; and

11 (e) ‘establishing a connection between the first termination point and

12 the second termination point wherein the first intended termination point

13 and the second termination point appear to be connected directly.
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SYSTEM AND METHOD FOR INDICATING EMERGENCY CALL BACK To USER

EQUIPMENT

CROSS-REFERENCE TO RELATED APPLICATIONS

The present application claims priority to U.S. Provisional Patent Application No.

60/944,258, filed 6/ 15/07 by Pumadi et al., entitled “System and Method for Indicating HVIS

Emergency Call Back to User Equipment” which is incorporated by reference herein as if

reproduced in its entirety.

BACKGROUND

The IP (Internet Protocol) Multimedia Subsystem (IMS) is a standardized architecture

for providing both mobile and fixed multimedia services that many telephony service providers

are beginning to implement. The IMS architecture can include a collection of different

functions (i. e., network elements) that communicate using standard protocols.

A user of an IMS network using a mobile device or any user equipment (UE) may place

an emergency call, such as a 911 call (in North America) or a 112 call (in most of Europe).

Such calls are typically handled by a Public Safety Answering Point (PSAP), which might

coordinate an appropriate response to the emergency. Afier an emergency call is terminated,

the PSAP may place a call back to the user for various reasons. For example, if the emergency

call appears to have terminated abnormally, the PSAP might call the user back to determine if

the user wishes to convey any additional infonnation. Alternatively, the PSAP might call the

user back to ask for information that was inadvertently not requested in the initial call. Other

reasons for a call back from a PSAP to an emergency caller afier the termination of an

emergency call may be familiar to one of skill in the art.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of this disclosure, reference is now made to the

following brief description, taken in connection with the accompanying drawings and detailed

description, wherein like reference numerals represent like parts.

Figure l is a diagram of an illustrative IP network including a user equipment and a

Public Safety Answering Point according to an embodiment of the disclosure.
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Figure 2 is a sequence diagram illustrating a call flow according to an embodiment of

the disclosure.

Figure 3 is a diagram of a wireless communications system including user equipment

operable for some of the various embodiments of the disclosure.

Figure 4 is a block diagram of user equipment operable for some of the various

embodiments of the disclosure.

Figure 5 is a diagram of a software environment that may be implemented on user

equipment operable for some of the various embodiments of the disclosure.

Figure 6 is an illustrative general purpose computer system suitable for some of the

various embodiments of the disclosure.

DETAILED DESCRIPTION

It should be understood at the outset that although illustrative implementations of one or

more embodiments of the present disclosure are provided below, the disclosed systems and/or

methods may be implemented using any number of techniques, whether currently known or in

existence. The disclosure should in no way be limited to the illustrative implementations,

drawings, and techniques illustrated below, including the exemplary designs and

implementations illustrated and described herein, but may be modified within the scope of the

appended claims along with their full scope of equivalents.

In an embodiment, a method is provided for indicating an IMS (Internet Protocol

Multimedia Subsystem) emergency call back to a user equipment and an access network. The

method comprises including in a message from a PSAP (Public Safety Answering Point) to the

user equipment and the access network an indication that the emergency call back is from the

PSAP.

In another embodiment, a user equipment is provided that includes a processor

configured to recognize an IMS (Internet Protocol Multimedia Subsystem) call as an emergency

call back from a PSAP.

In another embodiment, a system is provided that includes one or more processors and

instructions. The instructions when executed by the one or more processors promote providing

an emergency call back indicator in a message from a PSAP to user equipment (UE).
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When a PSAP attempts an IMS call back to a UE after an IMS emergency call from the

UE to the PSAP is terminated, undesirable results may occur if the UE does not recognize that

the call back is from the PSAP. For example, the UE may treat the call back as a regular call

and place it on hold or call waiting, the call back could be blocked, or the UE might otherwise

5 fail to respond appropriately to the call back. The present disclosure provides for indicating an

IMS emergency call back from a PSAP to a UE by including in the call back an indication to

the UE that the call back is from the PSAP. This allows the UE to distinguish between

emergency call backs and regular calls. The indication or indicator that identifies the call to the

UE as a call back from a PSAP may be associated with the call in various manners, some of

10 which will be discussed in greater detail below. Others will readily suggest themselves to one

skilled in the art in light of the present disclosure. Other techniques are provided in U.S. Patent

Nos. 7,050,785 and 7,139,549, both by Islam et al, which are incorporated herein by reference

for all purposes.

Figure 1 illustrates a system 10 including an IP (Internet Protocol) network 12, which

15 may also include one or more components of an IMS network. A UE 14 is shown and may

include any end user device or system (e.g., mobile phone, mobile wireless device (including

digital, cellular, or dual mode devices) personal digital assistant, laptop/tablet/notebook

computer, desktop computer, etc.) that connects to an IMS network. A CSCF (Call Session

Control Function) (not explicitly shown) is a well known element in an IMS network

20 responsible, for example, for maintaining a SIP (Session Initiation Protocol) call and providing

session control for subscribers accessing services within an IMS network.

The UE 14 communicates via an access network 15 with a P—CSCF (Proxy CSCF) 16.

The access network 15 might be any well known set of components, such as base stations and

other radio transmission and reception equipment, that can promote wireless connections to

25 subsequent network components. The P—CSCF 16 is a SIP proxy that may be the first point of

contact for the IMS terminal and may be located in the visited network in full IMS networks or

in the home network if the visited network is not yet IMS—compliant. The P—CSCF 16

communicates with an S—CSCF (Serving CSCF) 18. The S—CSCF 18 is a SIP server that may

be located in the home network and that may perform session control, downloading and

30 uploading of user profiles, and other functions. The S—CSCF 18 communicates with an E-

1.9..‘
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CSCF (Emergency CSCF) 20. The E-CSCF 20 provides session control functions for a

PSAP (Public Safety Answering Point) 22, which may be a 911 system or another emergency

call center or system.

To make an emergency or 911 call, the UE 14 might communicate with the PSAP 22

via the P—CSCF 16, S—CSCF 18, and E-CSCF 20. However, communication via the P—CSCF 16

might occur only when the U13 14 is roaming. When the UE 14 is in its home network, there

may be no need for the P—CSCF 16, and the U13 14 might communicate directly with the S-

CSCF 18. Hereinafier, any communication that is described as occurring via the P—CSCF 16

should be understood as possibly occurring without the presence of the P—CSCF 16.

Current 3GPP (3rd Generation Partnership Project) and 3GPP2 (3rd Generation

Partnership Project 2) specifications (TS 23.167 in 3GPP and X.P0049 in 3GPP2) do not

specify a method for the UE 14 to determine whether an incoming call is in fact a call back

from an emergency system, such as the PSAP 22. According to one embodiment, the PSAP 22

provides an ]1\/IS emergency call back message 30, such as a SIP Invite, that includes an

emergency call back indication or indicator 32. The UE 14 can use the indicator 32 to identify a

call as an IMS emergency call back from the PSAP 22 and can then respond appropriately to the

call back. For example, the UE 14 might use the indicator 32 to set a proper priority during

bearer setup with the access network 15, might drop and block other calls if necessary, or might

take other actions to promote or increase the likelihood of successfully completing the

emergency call back. The indicator 32 may also allow the UE 14 to provide events, such as

audible or video displayed alerts, that notify the UE user about the incoming emergency call

back.

The UE 14 may also use the indicator 32 to trigger an action if the UE user has not

responded to the call back after a certain time has elapsed. A failure to answer an emergency

call back in a timely manner might be an indication that the user is incapacitated or is otherwise

in need of emergency services. When no response to an emergency call back occurs within a

predefined length of time afier the indicator 32 is received, the UE 14 might initiate an

automatic reply to the PSAP 22 that indicates that the user is unable to respond, might send the

location coordinates of the UE 14, might send an automated message to another emergency

system, or might trigger other actions. For example, the UE 14 might complete the call without
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physical input from the user, which might be useful when the user is unable to physically

activate the UE 14 to receive the call. The P-CSCF 16 can provide the emergency call back

indicator 32 to the access network 15 and the access network 15 can use the emergency call

back indicator 32 to prepare and prioritize the appropriate resources for the emergency call

back.

The emergency call back indicator 32 may be conveyed based on the current

specifications in a variety of manners. However, the present disclosure is not so limited and is

applicable in a variety of different systems and environments. In one embodiment, the indicator

32 may be provided by including the PSAP public identifier (PSAP PUID) in a SIP message

sent from the PSAP 22 to the UE 14 after termination of an emergency call from the UE 14.

More specifically, the PSAP PUID could be included in a SIP Invite message as the indicator

32. In this case, it may be useful for the PSAP PUID to have a standard naming convention or

format, such as name@sos.domain, psap@domain, and so on, that identifies the PSAP 22 as an

emergency-related entity. That is, words or arrangements of letters, numbers, or other

characters, such as 'psap', 'sos', or ‘emergency’, might be used in the SIP Invite to indicate that

the message 30 is from an emergency system, such as the PSAP 22.

The PSAP PUID may be provided in various locations in the SIP Invite message sent

from the PSAP 22 to the UE 14. For example, the PSAP PUID could be placed in the ‘From

Header‘ that typically provides information on the identify of the sender of a SIP message. The

standardized PSAP PUID format in the SIP Invite ‘From Header’ may make the SIP Invite

readily recognizable by the UE 14 as a message associated with an emergency call back from

PSAP 22. That is, the UE 14 might check the ‘From Header’ for a name or string, such as

'psap', 'sos', or ‘emergency’, that indicates that the SIP Invite is from the PSAP 22. If such a

string is found, the UE 14 knows that the message is from the PSAP 22 and responds

accordingly. The UE 14 might check every SIP Invite message for the name or string or might

check only for some period of time after the UE 14 places a 911 or other emergency call.

In another embodiment, the UE emergency public idcntifier (ePUID) may be used as the

indicator 32. As background, the UE 14 currently obtains an ePUID, which is different from

the standard PUID, only when it performs an IMS emergency registration. However, under the

current guidelines, the UE 14 performs an IMS emergency registration only when the UE 14
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places an emergency call while outside its home network or only when the UE 14 does not

have enough credentials to perform IMS regular registration. Therefore, the ePU1D might not

always be available for use as the indicator 32.

The present embodiment provides that the UE 14 performs an emergency IMS

5 registration whenever the UE 14 places an emergency call, regardless of whether it is in its

home network or roaming and regardless of whether it has enough credentials for regular

registration. The UE 14 would then have an ePUID even when it makes an emergency call

from within its home network and could provide the ePUID to the PSAP 22 whenever it makes

an emergency call. When the PSAP 22 makes an emergency call back to the UE 14, the PSAP

10 22 could then use the ePUID as the indicator 32 in the message 30. More specifically, the

ePUID could be placed in the SIP l11vite ‘To Header’, which identifies the rccipient of a SIP

message. When the UE 14 receives a message that includes its own ePUlD, such as a SIP

Invite that has the UE ePUID in the ‘To Header’, the UE 14 could recognize the message as

being associated with an emergency call back from the PSAP 22 and could respond

15 appropriately.

In other embodiments, the emergency call back indicator 32 may be included in a SIP

Invite from the PSAP 22 to the UE 14 in numerous other ways. For example, an explicit new

emergency call back header might be added, or an implicit emergency call back indicator 32

might be placed inside an existing header, such as the P—Asserted—Identity header.

20 Alternatively, other messages 30 may include or may be used as the indicator 32, or a myriad of

other ways or techniques could be employed which will readily suggest themselves to one

skilled in the art in view of the present disclosure.

Figure 2 illustrates an exemplary call flow diagram for a UE 14 that has previously

initiated an IMS emergency call session using its standard PUID. In this embodiment, when the

25 emergency call is terminated, the PSAP 22 attempts an emergency call back to the UE 14 using

a SIP Invite message. The SIP Invite includes the UE PUID in the ‘To Header’ and includes a

standardized or recognized PSAP PUID, such as name@sos.domain, in the ‘From Header’. The

standardized PSAP PUID format used in the ‘From Header‘ is recognized by the P-CSCF 16 (or

the S-CSCF 18 when the P-CSCF 16 is not present) and by the UE 14 as an indication of an

30 emergency call back from the PSAP 22. The P-CSCF 16 or S-CSCF 20 triggers the access
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network 15 so UE 14 and the access nctwork 15 may then set the highest priority for the call to

ensure a successful emergency call back and/or may perform other actions, as discussed above.

At event 202, responsive to abnormal emergency call termination, or for some other

reason, the PSAP 22 initiates a call back to the UE 14. The PSAP 22 forms a SIP Invite

message that includes the UE PUID in the ‘To Header‘ and uses the standardized or recognized

PSAP PUID format as the indicator in the ‘From Header‘. In this example, the PSAP PUID uses

name@sos.domain as the standard format. The ‘sos’ in the SIP Invite originating from the

PSAP 22 indicates to the UE 14 that this is an emergency call back. However, other parameters

placed in other locations in the SIP Invite message or in other messages may also be used as the

indicator. The SIP Invite formed in this manner is then sent to the E—CSCF 20.

At event 204, the E—CSCF 20 forwards the SIP Invite to the S-CSCF 18. At event 206,

the S-CSCF 18 forwards the SIP Invite to the P-CSCF 16. At event 208, the P-CSCF 16

forwards the SIP Invite to the UE 14. The P-CSCF 16 may use the emergency call back

indicator as a trigger to inform an access network to prepare and prioritize resources for the

emergency callback. At event 210, the UE 14 examines the ‘From Header‘ in the incoming SIP

Invite and recognizes 'sos‘ as the standardized format indicating that the SIP Invite is from the

PSAP 22 and is associated with an emergency call back. The UE 14 may then use this

indication to put the call in the highest priority to assure a successfixl emergency call back. The

UE 14 may take other actions as well, including dropping other ongoing calls, setting proper

priority during the radio bearer setup procedure, and so on.

At event 212, the UE 14 forms a SIP 2000K message to respond to the SIP Invite. The

UP. 14 places the PSAP PUID in the ‘To Header’ and its own UE PUID in the ‘From Header‘.

The SIP 2000K is then sent to the P-CSCF 16. As a note, according to the 3GPP2

specification, the P-CSCF 16 may not allow an emergency call initialization by means of a SIP

Invite that has a PSAP PUID in the ‘To Header’. However, the message sent at event 212 is not

a SIP Invite initialization message, but instead may be a SIP 2000K. Therefore, as indicated at

event 214, the P-CSCF 16 does allow the message that has the PSAP P[.'.:‘..I1'.} in the ‘To Header‘.

It should be noted that the P-CSCF 16 typically needs to be aware of and ready to receive the

SIP 2000K or else it might reject the SIP 2000K. Afier the P-CSCF 16 has received the SIP
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Ir1vite from the PSAP 22, the P-CSCF 16 can be made aware that the UE 14 might send the

2000K.

At events 216, 218, and 220, the P-CSCF 16 routes the SIP 2000K, via the S—CSCF 18

and the E-CSCF 20, to the PSAP 22. At event 222, the PSAP 22 forms a SIP ACK message to

respond to the SIP 2000K. The PSAP 22 puts the UE PUID in the 'To Header‘ and its own

PSAP PUID in the ‘From Header’ and sends the SIP ACK to the E-CSCF 20. At events 224,

226, and 228, the SIP ACK is then routed via the S—CSCF 18 and the P-CSCF 16 to the UE 14.

At this point, the setup of the emergency call back is complete, as indicated at event 230. It

should be appreciated that Figure 2 is merely illustrative of one call flow for one embodiment of

the present disclosure and that the present disclosure is not limited to only the illustrated call

flow. Other call flows would occur for the numerous other embodiments disclosed herein.

Figure 3 illustrates a wireless communications system including an embodiment of the

UE 14. The UE 14 is operable for implementing aspects of the disclosure, but the disclosure

should not be limited to these implementations. Though illustrated as a mobile phone, the UE

14 may take various forms including a wireless handset, a pager, a personal digital assistant

(PDA), a portable computer, a tablet computer, or a laptop computer. Many suitable devices

combine some or all of these functions. In some embodiments of the disclosure, the UE 14 is

not a general purpose computing device like a portable, laptop or tablet computer, but rather is a

special-purpose communications device such as a mobile phone, a wireless handset, a pager, a

PDA, or a telecommunications device installed in a vehicle. In another embodiment, the UE 14

may be a portable, laptop or other computing device. The UE 14 may support specialized

activities such as gaming, inventory control, job control, and/or task management functions, and

so on.

The UE 14 includes a display 402. The UE 14 also includes a touch-sensitive surface, a

keyboard or other input keys generally referred as 4041 for input by a user. The keyboard may

be a full or reduced alphanumeric keyboard such as QWERTY, Dvorak, AZERTY, and

sequential types, or a traditional numeric keypad with alphabet letters associated with a

telephone keypad. The input keys may include a trackwheel, an exit or escape key, a trackball,

and other navigational or fimctional keys, which may be inwardly depressed to provide further
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input function. The UE 14 may present options for the user to select, controls for the user to

actuate, and/or cursors or other indicators for the user to direct.

The UE 14 may further accept data entry from the user, including numbers to dial or

various parameter values for configuring the operation of the UE 14. The UE 14 may further

execute one or more software or firmware applications in response to user commands. These

applications may configure the UE 14 to perform various customized functions in response to

user interaction. Additionally, the UE 14 may be programmed and/or configured over—the—air,

for example from a wireless base station, a wireless access point, or a peer UE 14.

Among the various applications executable by the UE 14 are a web browser, which

enables the display 402 to show a web page. The web page may be obtained via wireless

communications with a wireless network access node, a cell tower, a peer UE 14, or any other

wireless communication network or system 400. The network 400 is coupled to a wired

network 408, such as the Internet. Via the wireless link and the wired network, the UE 14 has

access to information on various servers, such as a server 410. The server 410 may provide

content that may be shown on the display 402. Altemately, the UE 14 may access the network

400 through a peer UE 14 acting as an intermediary, in a relay type or hop type of connection.

Figure 4 shows a block diagram of the UE 14. While a variety of known components of

UEs 14 are depicted, in an embodiment a subset of the listed components and/or additional

components not listed may be included in the UE 14. The UE 14 includes a digital signal

processor (DSP) 502 and a memory 504. As shown, the UE 14 may further include an antenna

and front end unit 506, a radio frequency (RF) transceiver 508, an analog baseband processing

unit 510, a microphone 512, an earpiece speaker 514, a headset port 516, an input/output

interface 518, a removable memory card 520, a universal serial bus GJSB) port 522, a short

range wireless communication subsystem 524, an alert 526, a keypad 528, a liquid crystal

display (LCD), which may include a touch sensitive surface 530, an LCD controller 532, a

charge—coupled device (CCD) camera 534, a camera controller 536, and a global positioning

system (GPS) sensor 538. In an embodiment, the UE 14 may include another kind of display

that does not provide a touch sensitive screen. In an embodiment, the DSP 502 may

communicate directly with the memory 504 without passing through the input/output interface

518.
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The DSP 502 or some other form of controller or central processing unit operates to

control the various components of the UE 14 in accordance with embedded software or

firmware stored in memory 504 or stored in memory contained within the DSP 502 itself. In

addition to the embedded software or firmware, the DSP 502 may execute other applications

stored in the memory 504 or made available via information carrier media such as portable data

storage media like the removable memory card 520 or via wired or wireless network

communications. The application sofiware may comprise a compiled set of machine—readable

instructions that configure the DSP 502 to provide the desired functionality, or the application

software may be high-level software instructions to be processed by an interpreter or compiler

to indirectly configure the DSP 502.

The antenna and front end unit 506 may be provided to convert between wireless signals

and electrical signals, enabling the UE 14 to send and receive information from a cellular

network or some other available wireless communications network or from a peer UE 14. In an

embodiment, the antenna and front end unit 506 may include multiple antennas to support beam

forming and/or multiple input multiple output (MIMO) operations. As is known to those skilled

in the art, MIMO operations may provide spatial diversity which can be used to overcome

difficult charmel conditions and/or increase channel throughput. The antenna and front end unit

506 may include antenna tuning and/or impedance matching components, RF power amplifiers,

and/or low noise amplifiers.

The RF transceiver 508 provides frequency shifting, converting received RF signals to

baseband and converting baseband transmit signals to RF. In some descriptions a radio

transceiver or RF transceiver may be understood to include other signal processing filnctionality

such as modulation/demodulation, coding/decoding, interleaving/deinterleaving,

spreading/despreading, inverse fast Fourier transforming (IFFT)/fast Fourier transforming

(FFT), cyclic prefix appending/removal, and other signal processing functions. For the

purposes of clarity, the description here separates the description of this signal processing from

the RF and/or radio stage and conceptually allocates that signal processing to the analog

baseband processing unit 510 and/or the DSP 502 or other central processing unit. In some

embodiments, the RF Transceiver 508, portions of the Antenna and Front End 506, and the

10
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analog baseband processing unit 510 may be combined in one or more processing units and/or

application specific integrated circuits (ASICS).

The analog baseband processing unit 510 may provide various analog processing of

inputs and outputs, for example analog processing of inputs from the microphone 512 and the

headset 516 and outputs to the earpiece 514 and the headset 516. To that end, the analog

baseband processing unit 510 may have ports for connecting to the built-in microphone 512 and

the earpiece speaker 514 that enable the UE 14 to be used as a cell phone. The analog baseband

processing unit 510 may further include a port for connecting to a headset or other hands-free

microphone and speaker configuration. The analog baseband processing unit 510 may provide

digital-to-analog conversion in one signal direction and analog—to—digital conversion in the

opposing signal direction. In some embodiments, at least some of the functionality of the

analog baseband processing unit 510 may be provided by digital processing components, for

example by the DSP 502 or by other central processing units.

The DSP 502 may perform modulation/demodulation, coding/decoding,

interleaving/deinterleaving, spreading/despreading, inverse fast Fourier transforming

(IFFT)/fast Fourier transforming (FFT), cyclic prefix appending/removal, and other signal

processing functions associated with wireless communications. In an embodiment, for example

in a code division multiple access (CDMA) technology application, for a transmitter function

the DSP 502 may perform modulation, coding, interleaving, and spreading, and for a receiver

function the DSP 502 may perform despreading, deinterleaving, decoding, and demodulation.

In another embodiment, for example in an orthogonal frequency division multiplex access

(OFDMA) technology application, for the transmitter function the DSP 502 may perform

modulation, coding, interleaving, inverse fast Fourier transforming, and cyclic prefix

appending, and for a receiver function the DSP 502 may perform cyclic prefix removal, fast

Fourier transforming, deinterleaving, decoding, and demodulation. In other wireless technology

applications, yet other signal processing fiinctions and combinations of signal processing

functions may be performed by the DSP 502.

The DSP 502 may communicate with a wireless network via the analog baseband

processing unit 510. In some embodiments, the communication may provide Internet

connectivity, enabling a user to gain access to content on the Internet and to send and receive e-

11
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mail or text messages. The input/output interface 518 interconnects the DSP 502 and various

memories and interfaces. The memory 504 and the removable memory card 520 may provide

software and data to configure the operation of the DSP 502. Among the interfaces may be the

USB interface 522 and the short range wireless communication sub-system 524. The USB

interface 522 may be used to charge the UE 14 and may also enable the UE 14 to function as a

peripheral device to exchange information with a personal computer or other computer system.

The short range wireless communication sub-system 524 may include an infrared port, a

Bluetooth interface, an IEEE 802.11 compliant wireless interface, or any other short range

wireless communication sub-system, which may enable the UE 14 to communicate wirelessly

with other nearby mobile devices and/or wireless base stations.

The input/output interface 518 may further connect the DSP 502 to the alert 526 that,

when triggered, causes the UE 14 to provide a notice to the user, for example, by ringing,

playing a melody, or vibrating. The alert 526 may serve as a mechanism for alerting the user to

any of various events such as an incoming call, a new text message, and an appointment

reminder by silently vibrating, or by playing a specific pre—assigned melody for a particular

caller.

The keypad 528 couples to the DSP 502 via the interface 518 to provide one mechanism

for the user to make selections, enter information, and otherwise provide input to the UE 14.

The keyboard 528 may be a full or reduced alphanumeric keyboard such as QWERTY, Dvorak,

AZERTY and sequential types, or a traditional numeric keypad with alphabet letters associated

with a telephone keypad. The input keys may include a trackwheel, an exit or escape key, a

trackball, and other navigational or fimctional keys, which may be inwardly depressed to

provide further input function. Another input mechanism may be the LCD 530, which may

include touch screen capability and also display text and/or graphics to the user. The LCD

controller 532 couples the DSP 502 to the LCD 530.

The CCD camera 534, if equipped, enables the UE 14 to take digital pictures. The DSP

502 communicates with the CCD camera 534 via the camera controller 536. In another

embodiment, a camera operating according to a technology other than Charge Coupled Device

cameras may be employed. The GPS sensor 538 is coupled to the DSP 502 to decode global

positioning system signals, thereby enabling the UE 14 to determine its position. Various other

12
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peripherals may also be included to provide additional functions, e.g., radio and television

reception.

Figure 5 illustrates a software environment 602 that may be implemented by the DSP

502. The DSP 502 executes operating system drivers 604 that provide a platfonn from which

the rest of the sofiware operates. The operating system drivers 604 provide drivers for the

wireless device hardware with standardized interfaces that are accessible to application

software. The operating system drivers 604 include application management services (“AMS”)

606 that transfer control between applications running on the UE 14. Also shown in Figure 5

are a web browser application 608, a media player application 6l 0, and Java applets 612. The

web browser application 608 configures the UE 14 to operate as a web browser, allowing a user

to enter information into forms and select links to retrieve and view web pages. The media

player application 6l0 configures the UE 14 to retrieve and play audio or audiovisual media.

The Java applets 612 configure the UE 14 to provide games, utilities, and other functionality. A

component 614 might provide functionality related to emergency calls.

The UE 14, P—CSCF l6, S-CSCF 18, E-CSCF 20, and PSAP 22, as well as other

components described herein, may be implemented in whole or part on, or may include, a

general-purpose computer with sufficient processing power, memory resources, and network

throughput capability to handle the necessary workload placed upon it. Figure 6 illustrates a

typical, general-purpose computer system 700 that may be suitable for implementing one or

more embodiments disclosed herein. The computer system 700 includes a processor 720

(which may be referred to as a central processor unit or CPU) that is in communication with

memory devices including secondary storage 750, read only memory (ROM) 740, random

access memory (RAM) 730, input/output (I/O) devices 710, and network connectivity devices

760. The processor may be implemented as one or more CPU chips.

The secondary storage 750 is typically comprised of one or more disk drives or tape

drives and is used for non-volatile storage of data and as an over-flow data storage device if

RAM 730 is not large enough to hold all working data. Secondary storage 750 may be used to

store programs which are loaded into RAM 730 when such programs are selected for execution.

The ROM 740 is used to store instructions and perhaps data which are rcad during program

execution. ROM 740 is a non-volatile memory device which typically has a small memory

13
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capacity relative to the larger memory capacity of secondary storage. The RAM 730 is used to

store volatile data and perhaps to store instructions. Access to both ROM 740 and RAM 730 is

typically faster than to secondary storage 750.

I/O devices 710 may include printers, video monitors, liquid crystal displays

(LCDS), touch screen displays, keyboards, keypads, switches, dials, mice, track balls, voice

recognizers, card readers, paper tape readers, or other well-known input devices.

The network connectivity devices 760 may take the form of modems, modem banks,

ethemet cards, universal serial bus (USB) interface cards, serial interfaces, token ring cards,

fiber distributed data interface (FDDI) cards, wireless local area network (WLADD cards, radio

transceiver cards such as code division multiple access (CDMA) and/or global system for

mobile communications (GSM) radio transceiver cards, and other well-known network devices.

These nctwork connectivity 760 devices may enable the processor 720 to communicate with an

lntemet or one or more intranets. With such a network connection, it is contemplated that the

processor 720 might reccive infonnation from the network, or might output information to the

network in the course of performing the above—described method steps, Such infonnation,

which is often represented as a sequence of instructions to be executed using processor 720,

may be received from and outputted to the network, for example, in the form of a computer data

signal embodied in a carrier wave.

Such information, which may include data or instructions to be executed using

processor 720 for example, may be received from and outputted to the network, for example, in

the form of a computer data baseband signal or signal embodied in a can°ier wave. The

baseband signal or signal embodied in the carrier wave generated by the network connectivity

760 devices may propagate in or on the surface of electrical conductors, in coaxial cables, in

waveguides, in optical media, for example optical fiber, or in the air or free space. The

information contained in the baseband signal or signal embedded in the carrier wave may be

ordered according to different events, as may be desirable for either processing or generating

the information or transmitting or receiving the information. The baseband signal or signal

embedded in the carrier wave, or other types of signals currently used or hereafter developed,

referred to herein as the transmission medium, may be generated according to several methods

well known to one skilled in the art.

l.~’l
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The processor 720 executes instructions, codes, computer programs, scripts which

it accesses from hard disk, floppy disk, optical disk (these various disk based systems may all be

considered secondary storage 750), ROM 740, RAM 730, or the network connectivity devices

760. Although only one processor 720 is shown, multiple processors may be present.

Instructions or processing discussed as accomplished by the processor may be simultaneously,

serially, or otherwise a processed by one or more processors.

While several embodiments have been provided in the present disclosure, it should

be understood that the disclosed systems and methods may be embodied in many other specific

forms without departing from the spirit or scope of the present disclosure. The present

examples are to be considered as illustrative and not restrictive, and the intention is not to be

limited to the details given herein. For example, the various elements or components may be

combined or integrated in another system or certain features may be omitted, or not

implemented.

Also, techniques, systems, subsystems and methods described and illustrated in the

various embodiments as discrete or separate may be combined or integrated with other systems,

modules, techniques, or methods without departing from the scope of the present disclosure.

Other items shown or discussed as coupled or directly coupled or communicating with each

other may be indirectly coupled or communicating through some interface, device, or

intermediate component, whether electrically, mechanically, or otherwise. Other examples of

changes, substitutions, and alterations are ascertainable by one skilled in the art and could be

made without departing from the spirit and scope disclosed herein.
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CLAIMS

What is claimed is:

l. A method for indicating an IMS (lntemet Protocol Multimedia Subsystem) emergency call

back to a user equipment and an access network, comprising:

including in a message from a PSAP (Public Safety Answering Point) to the user

equipment and the access nctwork an indication that the emergency call back is

from the PSAP.

2. The method of claim 1, wherein the message is a SIP (Session Initiation Protocol) Invite

message.

3. The method of claim 1, wherein the indication is included in a From Header.

4. The method of claim 1, wherein the indication is a string of characters that identifies the

PSAP as an emergency-related entity.

5. The method of claim 1, wherein the indication is included in a To Header.

6. The method of claim 1, wherein the indication is an emergency public identifier of the user

equipment.

7. The method of claim 6, wherein the emergency public identifier is created whenever the

user equipment initiates an IMS emergency call.

8. The method of claim 1, further comprising the user equipment and the access network

responding to the indication in a manner that promotes a successful completion of the emergency

call back.

9. The method of claim 1, further comprising the user equipment triggering an autonomous

action when the user equipment does not receive an input in response to the emergency call back

within a predefined length of time after the user equipment receives the indication.

115.
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10. The method of claim 9, wherein the autonomous action is at least one of:

sending an automated message to the PSAP;

sending a location of the user equipment to the PSAP; and

sending an automated message to an emergency—related entity other than the PSAP.

11. The method of claim 2, wherein the user equipment inspects all incoming SIP Invite

messages for the indication, and wherein a Proxy Call Session Control Function inspects all

incoming SIP Invite messages for the indication to inform the access network to prepare and

prioritize resources for the emergency call back.

12. The method of claim 2, wherein the user equipment inspects incoming SIP Invite messages

for the indication only for a predefined length of time after the user equipment initiates an IMS

emergency call to the PSAP.

13. A user equipment, comprising:

a processor configured to recognize an IMS (Internet Protocol Multimedia Subsystem) call

as an emergency call back from a PSAP (Public Safety Answering Point).

14. The user equipment of claim 13, wherein the processor recognizes the IMS call as the

emergency call back from the PSAP by the IMS call including an emergency call back indicator.

15. The user equipment of claim 14, wherein the emergency call back indicator is a string of

characters that identifies the PSAP as an emergency-related entity and that is included in a SIP

(Session Initiation Protocol) Invite message from the PSAP to the user equipment.

16. The user equipment of claim 14, wherein the emergency call back indicator is included in a

From Header.

17. The user equipment of claim 14, wherein the emergency call back indicator is an

emergency public identifier of the user equipment that is included in a To Header.
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The user equipment of claim 17, wherein the emergency public identifier is created

whenever the user equipment initiates an IMS emergency call.

19. The user equipment of claim 14, wherein the user equipment triggers an autonomous

5 action when the user equipment does not receive an input in response to the emergency call back

within a predefined length of time after the user equipment receives the emergency call back

indicator.

20.

10

21.

The user equipment of claim 19, wherein the autonomous action is at least one of:

sending an automated message to the PSAP;

sending a location of the user equipment to the PSAP; and

sending an automated message to an emergency—related entity other than the PSAP.

The user equipment of claim 14, wherein a Proxy Call Session Control Function inspects

15 all incoming SIP Invite messages for the emergency call back indicator to inform the access

network to prepare and prioritize resources for the emergency call back.

22.

20

23.

25

30

A system, comprising:

one or more processors; and

instructions that when executed by the one or more processors promote providing an

emergency call back indicator in a message from a PSAP (Public Safety Answering

Point) to user equipment.

The system of claim 22, wherein the emergency call back indicator is one of:

a string of characters that identifies the PSAP as an emergency-related entity and that is

included in a From Header of a SIP (Session Initiation Protocol) Invite message

from the PSAP to the user equipment; and

an emergency public identifier of the user equipment that is included in a To Header of the

SIP Invite message and that is created whenever the user equipment initiates an

IMS emergency call.

155'

PETITIONER APPLE INC. EX. ‘IOO4-262



PETITIONER APPLE INC.     EX. 1004-263

CA 02690236 2009-12-09

WO 2008/151406 PCT/CA2007/002176

24. The system of claim 22, wherein the user equipment triggers an autonomous action when

the user equipment does not receive an input in response to the emergency call back within a

predefined length of time after the user equipment receives the emergency call back indicator.

25. The system of claim 24, wherein the autonomous action is at least one of:

sending an automated message to the PSAP;

sending a location of the user equipment to the PSAP; and

sending an automated message to an emergency-related entity other than the PSAP.

1'5)‘
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MmvfifiW%&%N%mfi%fl£&mP%b%%%ufimfifib

&%%,fi&fi£%fi£(mm)%fi5mfi%LmNfii%

M$D%B,$flfiNmN &flmN$m,fifiM%&#H$mfi

fi=i'l/Ii)iF.%~2E.i%‘.%9‘f.a‘f~?‘°I‘iZ)%‘3)"o 921% .€’-.éa7E.4?rfFJ)"é‘J MDN 1:»/I‘

1’s9:7ffi=7‘b)¥l)*1%%é‘J$3Ii§L41%i4‘F‘|’«fi44€.*é»éEH&%~%%..
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xa‘ MDN in MSID 4stfi%5'Hiz~3'-IE:xa‘1“a‘“E=;*é.%é>9E:%a’9‘ré<J. list

L, 4: TIA/EIA-41 .¥.%‘1=, 4§#Et%4wM3é1i2E.#¥%I%(LRN) ink»

7fv17£lI‘71<‘i‘§";3i (IR) ;‘?IJv,;Eé%;4‘3-Iflfiraféfitst (WNP) .23‘u3SL’rJk~"rI¥i'a~;:

;4{%(TBNP)Z,fi'1‘, 2I§£lré:é!Jvf§z‘9b1aii,r<«‘3-H; (MIN) 1% MDN #916‘-1.

afllfii WNP in TBNP, MDN M?r?Iyx1,k——4\Jk%~4’s%4;t7%~i “ $3

fi”fi5i. “ 'iEf‘:”§'l95—~4\&ké$~4’e%41’efi. 1&1? MSID $?Ivf§fi3i.~;£

4%, Ffivx#cz&%ik%i%4#.~‘x%ix¢mP%aar‘%7E7&fiA23Lfii£%a€1 MDN

é‘J%E?'rMSID.

Q Fa'<i§-’:2‘i¥4iLi§4i MSID if: MDN é:\%. 121% MIN £#a‘e.:-;%ut;‘é%

%7‘r%é§ 10 MDN wbléfi 10 Liitfi’-~‘3-1%, 49:»%;‘T':m$I%1\%.1‘£

§%"’3‘7‘f%§‘J-fi'rfl’»El§fi’J‘E1T%'/;¥5J'5J"éL'%7F1ti4‘-F\- MDN 5f=s‘at’TElI‘-i1}!

5116*: MIN #&;K.. £1»/:\#$;1: MSID 2% IMSI. 1‘»:rHf+HM~£u-(1

TIA/EIA-41 again GSM mat. IMSI £ 15 Liatt?—~?I2:, Iihtt, I

’§'é.}¥H’F 10 MDN.

JMLJ-_, 4: MDN la MIN 7l‘fiF‘1H-i, MIN FI7E.4%.i'x‘é§'] PSAP, «:3

I1’-Iyxfi)4’§EJv>|«‘,’-IE}. izn.J'_F)'ri£, iza%#?r MIN La MDN &:\%,

£9143: MDN 4’F2‘b#:z:luav*I~"rIi‘:iaiv*lfiJ)3'filJ MSID —fi4%ié;IJ

PSAP. ¥*'?1i"—¥’_i“3i53UJE.iifi'?k7'F¥7|‘Fl:’I‘:fi‘Jl'5I7%.. i£1‘=fl;-*’££, EH5.

%~.%%*-Tfs'E4:L4i MSID ia"*I“'*I*rE%i££'J PSAP, :m$4iiv=*|fiHf' 6‘:

MDN %i£§I] PSAP. fl.‘-“[’**i’*l§.Ell37FF»%7l‘-'$>fi§§iJi!. MsII)— MDN 5}

%;U?tnE.%~ TIA/EIA- 41 .%éx‘.'=irfa*‘a$i% WNP. TBNP 21

IR, ii’.é§"2T<7'i3, 7’€iCi£}iE.é‘:‘§.%‘Ifi?E1"s=‘§ MIN La MDN #91-=11. £9:

ii.%%%£?Ié'E$4suiEfiFFlPdk%~1%2IL($>%y1 M])N 16%»)! MIN

7“Ja‘é£€$fi‘J) Wfiiififizizéfi MDN. Elabiirwl, ?'I‘v1$2"c.i5fii=E)fl

f’4i)¥l23‘§I1Hké‘%, i‘i:%%éfiiLi+4MI1*¥"*|E.%.~flk%~. Elfin,

.¥.2£.:12i “ 9- 1 — 1 ” 66-;%;i5%fi1P%?r4st4tbs-3L&téfim?"*|r*rz'¥7E MSID 37:59:75

MDN‘f%i£§']PSAP. But, xirfiaiiifxavfl.

—-/I\ia‘%r WNP in IR é‘J%Tivi)i5.%~%.é9t?IfiE$’§%4% MDN ‘rt-ii
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fl1&w.w%iH%%éi&%fl&H&%fi%fi(mw,EEK

fiTfi%%W%fi%%%fl),W%ii£fi%%u%%,HFfiW

miImRflfi%fiWmN%WP£%fi%%EEfi%%%Zfii$

&%%Mw

@%&fimP%mMwmNwm%$Pmy£$@%%flu%fi

flE$wfi%i%E(EuJfl%mP.#ffi%$i$Efi%fl&

flfiT%fi%A%i$W%%%iWEflfi&%Pym,fi$i*+

$m%\&fi%i£%fi$%fi&f%.%%,$%%é%Efi

1m(§£@%aiR&%wfi&$)%flPmymf@%

fifl%Hfl%»#&$u%%&fi%%$,fiNmN$WmH,

%9-L1+iflfi%€%%%Efl%(Mm)W%7fi%ifl

Iww,#%wH%%.$%fiWmmffiPmP%Em%%%mw

iflWP.fi£$%fifiW%%Wfi%fi“9-k1£mNV,E

Hi; “9— 1- 1+ ESN7”7Ffs??.}fl‘T‘Zv’;fl:EI"*l.,

tam:

fi%$£%%aH$%#£&Wm%fi+§&m%R»+fi%

$%%mfi#%@(mmNLE£&WW%*+§fim&fi%%fl

%Wfi%fl&mk%fi§+m(mMUH,fiififli%£fi%$

%$mfi#%E#fiiflfi%E(@HU,%%fi%é%fimfi

mmm)%flI&w.w%Eé#fl+fi,mPmyflmmifi%

¥&ri7i2E.5F1"r1‘£’:4’E7‘€12¥."'17‘5'v";IE:(CdPN)iifitélml. %fi'i, 4stfl‘.%“¥

fl&%fi€%Wi#flP%P%i&fl&&fiEfl.HMPfi%fifi

fiéfifiifiixfifiiiédiziéfimu ii MsIDI¥Jf«?"°I=J£»'fi6‘J7f§2‘s!1".3.. xii

$7iL3}3fi‘J*/l‘§:z‘{M§'J‘1’, PSAP $tiifiFIiiv,iaLi;<$t‘1=:lé'r7f§2‘sIJ:’3ira'ni,‘<4*<’fzv*;

%fl£&mu

&§&m&&¢aaw¢%awx§é$%$m¢%%mw,

fii&mmm&éafl%m,%%%flm5fiEé$mi#%&fii

&»ls’Lé‘J7f§fJJ’a#ii;<4‘?iR;3'lé*J7T§%lJ’a.. i’E71'\ZiH}3”4‘i—z‘€?.4§'J‘P» ii-4‘
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mRN£miCwNH,i&mfi%£aflfi%%fi£fimk££w

4£%~é%t5t£9.:%., PsAPi5ii:f§z‘s7J*.’a‘*§v%fri$a%4fi£—:E.

Fh‘E~;;‘£H)%

mmaTfi$iwm&w#m%%ugafififimmwwa,

Wa£%@&£fl$i%,£¢fi%%E¢%fifi%%%i£m%§

#%%,%Q@%:

E 1 i 6 in‘:rliiffiifizliiaifvfiéfiEJ"’liiiz’eé‘Jiéfi'fi‘.=f£é‘Jfi4'%:$f€..*£

R

#F»2}2%2lS-¢;:H}§fr‘J1EJ"*l7‘i~;i~ia‘2E%i@4%§.é9‘E.P‘Jfi‘Ja§r'1‘§i$5UI1LHid

h,fi%§fi¢®(MKfl)%R$*W$Wfi%%Efl%E.a

?%%%@%%“fié$%$mfi%%@”iEM.Waa%

mmN5%T$%i%%@W%fifi(wMwi&+%%Emfi

(Tmw)afifi+$%ifim%&w;m$mfi%%E(um)é

M.fifi,mRN?afl%Wfi%fl%fifi%@%ififl,fi+§&

m%Eum%$r%,&H£$Wfifi%.

fimbfi,fi§%€fifi§%#flW,fi%5H%#flfl%%

$%€fififi(M$DLpWfi,M$D£fi%fifi%@(Mm).

mf%&$%f%%%%fi%fia%1wfi#$%&%10&fi$Efi

ii-;2‘o’i2f§z‘s’:1=$i)’~%Ifl: (IRM). EEEJP-T-fi§€7Jfi1P#-'m‘R»fi (IMSI). ii

£%%%%~+i&m&&$Qfi%€%mi&finmNwfiaéfi

fié%fl(w¢,m1—1#H)w,ai&m%fi§&m%Eum

.i%flw%fii&m%&m&%fl§¢®(Pmm)°fiiflmfifi

ELRN 4’fi2‘biv="173«";Ifl; (CgPN) , .vafl:‘é4%%§i»':é,~1s-!: MSID $%4;%é=e

I&W.flfi,EJfiWfiH&fi£fi(QW)¢i%MflR

#%§%%fl?%,mI&w$M3m3NW%fiflfi%@

umm)&fiaM.%¥,&%&ééflMfi%é$mfi%fl
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PSAP fi’J§Us'€7bL«¥%1ii1‘£E=J"’1.. PSAP i£4?r1‘i#§2‘;’J‘é»‘é‘J:fii;<4*<‘f$;i£é'JiZ

Nita, i51:=Jw1«-fiiiizmri ISUP fifiithkéisfi (GAP) Uri

1‘£MSID..

tLs*u&2bL&»I!c4’F:‘b7&"'i73%I!:€r§J$Li.%;¥3xizi2t.éfa%%I%Ha‘, iii

#t7bLiR£']}i.%~E’3"’Hfi‘7}t., 7“f«?mf>f'l)%£J ELRN 7FH9‘:%E-Jlififi MSID ix

£'JéM§z‘iJ’a, 2*:/3, fiifiééfilwi. 511+ ELRN :}i.>ii=‘<E?Iv11£39‘J&

7bL‘1’¥%¢1‘fi.5E.£U1FFk, £‘l’5*L:fa’€7}7Ly1rb;3é4tE‘”f"’14?c%~r?=’%fi‘5/df.5t£BJrt£

@fl%fl.fi#,W&fifiifim%£%%%%,%Wflfi%fi%@

fl%&£$1%fi,&%wmfifi%%fi&fiTfi$,@£&m&i

~;£?rv14sL&FP»fxiJ~i§‘.fi MDN ii MDN XT=IfHéH§z‘iJ:f::$;:i:

1111”

Q 1 i 6 ;‘é#§-:la%2lSJ:i")ifi!JrEJ"*liri%fi‘Jiéfii3‘.>fa‘éfi‘Ji§4%fi.7fa"éE.

aura 1 fifivfi, s*1=3—#§z‘i:é: MS1 5;mEL.%.-"=f"*1, 11112924;-J+:‘9 9-1-

1, MSC «i1%1Ii1‘Z)£VL.%"¥"’1.. wt, aéM7‘r%I2u: 9—1~1, .z311:‘£4%

é?3—#§z‘iJ’a MS1 95 MSID1 iiéll MSC.. .€»§/5:, MSC 4abz‘:15&.%-‘=?"*1¥z~

xi::ii$$‘§uJ»i£H&%~ PSAP. a‘£"*l7‘r%I'~i’:fi:a% 9- 1 —

1, :13 MSC ELRN ‘#36 .§-pLlfi.E1J_Eo MSC i£i£i&fiHi&.&1t£<§t

(GAP) “Pi3%4;é?i=*w-#§z‘i1é: MS1 #1 MSID1.

&nfi'i1‘i.5-':.~"=I="*l “M1, 1111 PSAP #1111312: ELRN +F2‘b$."’17‘I%I£'ai£

firavnl, Ililibiri ELRN ES7§:i£iI] PSAP 4’;;'@;‘_v~|7‘y«",-E1. ,4a.%.-xiii

raw11&d1i2U¥édMsC, am 2 Ffifia, am 2 ii”/Ffififi, iauawifi

£45180? GAP =P$;i£%—v1§fiJé:é<J MSID1. Jznfl :sfifi-‘F, MSC #11

#1 §i~f§z‘iJ :’-2 MS1 66 MSID1 %'"=?fi=5*-#§z‘95/a MS1 9H¥fiiZI'?J"’1.

4aiJl£J£i£EJ"’1§?3*#§z‘iJ’a MS1 Ha‘, 2%:-fiézib-3 MS2 :53}: 9-

1-1 L?'L.%-*=f"*l, saw 4 FI'rn'=. i3%*#§%b’a MS1$;$E..%"’F"’1fi‘J'F§

>>L»2Ff—, 35; 23b’; MS2 «rE:§;x‘£J$i§z‘i1’a#$ix4*«? MSID2 ivfaé-1°}

"‘1(4i'Hzu, 7é§vZ"’173"'€‘53:7‘€7 9-1-1) .. .9493, MSC 4stL‘i.%.~=°f"*1¥z~x&:

x‘ifi.a‘%=i'J PSAP. ziiifiifiué-*1fi#£‘P, 7&v*|7‘i*‘$-Ifl:4:Hf«*r 9~1—1, .15

MSC i%#~;9‘.— ELRN +F:‘bi"*|7}”%Es.. MSC i£4%fi‘E3:‘-2f§=‘iJ’a MS2 #1
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nmm2%wPmLI%mI4fi$nmC%fl~+iflfi%@

(W,m£N)%flMMPfiffi%+fi%%fl.

w%%;E%éfl+fi;m1&w#MmmRNW%fiflf%E

fifimfl,E%ammm¢a&%flPmrW%iM$%Eo%%£

&%;aw%mfi#flhmQ:wE5m%°wE5fi«fim%,5

%:aH~£&mmmy+i%%:fi%é%Mwm.%@6m

MSC vfdfil fi=5:—#§2‘sb€.: MS2 #5 MSID2 3-v=h*a:—#§=‘iJé~ MS2 éfii

i§iZEJ"'1.,

#%$£%%fi%aflfi%%%éfl$Efi%€%&+E%#

fl%—+W$mfi#%wM%Efi%%1&w.fifiwfi,mmNi

#¢mf&»+i%§+fié&%afl%mfi#fl%£i&m(M

w,Man%%E.%fl£&fi€Wmf#flE%#fl%$&nmN

M,fi%ii&m%EmNi%flPmP%%iH$%fl

(CgPN) .,

zut;'é%-‘:5-7‘r%=P, ELRN 2% 10 4-i£:«‘i=-‘-3-IE. (NAP-NXX-

Xflm),%¢%6fifi$(mw-Mm)£fiYfifi%$fi#fifi

x;&zw&+$w§&mfi~%mw.5@w4&a$ii&mé

'1-:ffiié:\§t#-5. fiI'ri£fl‘.%EJwI7‘i';i—?ryx»iFflfLif1*f2?~%»&iv.fi‘J&

mifim.afiifi,mmN%fi%T&%fl$mfi%fl%£ifim

fifi%&HEi%%fi%%%%&$a%%,WflEfl&Hfifii%

i£&%Afii.EmEéafl%&u

fifi%aflfi%5%EW%fifi#%Em%£i.fi&W%%

flR&Tfi%5fifi%ii%%fi%%Efii%IRN'R?W%$

fi#flEm%i&m%$w$mfi#%E(uJ%%.5zfim,

m3N5fi%%Ei%,a5§fimfi%.

M%#€Xi%,mRNE&mWW%¢miMf%$%%E

wgfifi&$%$$%mfi#%@(um),mw,€m;%wwu

#%&%§éfl$mfi%fi%i§&m%$*%E.$5,$%ifi

fi&%$§%umm&éfl$mfi%fl£&%mmCmfiwEum.
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aw,&m¢&awmPmy%mfi%fl&&%nwc%fiflfi%E

(CwN)fi,m3NWaw%fiTfi$$%%%fi%EWfififi&

%fi§w%&£%HwPfi@#fl%%fi(mHL

#i%i,m£N5&W%iNmN$fi%,€flf&@Wfi&

%mfi%fl&fi%i&m,&#b%$%.mmN&fi$%%I&w

flmNmNfifiEé@floX%%%Tfififi%%%$Wfi%EW,

E#%fl€fi%fiE&m%%(MMUfifi%ihmNiIfimkt

%,fix%£fifiE%b%%%i%@%éw%aw$%Ewwflfi

&fifiFufi#%fi9T€¢,$%THflfiflfi%Ti%%W$

fi.w%,$ifi1mmm—Mflfl%#%%%H&fi%&

(Tum),i%X%EGm4Wfl%#%£fi%€$mfi#%E

(M$mJ*&aflAfiE$%$mfi#flfi&%%%.fififififi

T€¢,$%THMfifl$%£%%nmNiM$m.

&%fi#fi$iw&fiT%w,fi£i%,Wuu%§fi£fi

fififiii.Wauwfi&fi£%f$i%%i&fiE,fifififlfi

%fi£&%&a%fi%%flfl%i%i%%a%
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Q1

fiééfla)

MS1 -----------------------------> MSC --------------------------> PSAP

CdPN=9-1-1 CdI’N=9-1-1

MSTD1 CgPN=ELRN
GAP = MSID1

E3 "*1 (1)

M51 MSC <--------------------------------—‘— PSAP

CdPN=ELRN

GAP=MSID1

Q 3

E1 ml (1)
MSC <—————————————————————-- PSAP

%v§= =MSID1 CdPN=ELRN

GAP-MSID1

E 4

El "*1 (1)

M31 <-------------------------—- MSC <----------------------------— PSAP

3-v3'==MSID1 CdPN=ELRN
GAP=MSID1

E2 E9”? "*1 (2)

M82 ----------------------------> MSC ———————————————————————-- > PSAP

CdPN=9-1-1 CdPN=9—1-1

MSID2 CgPN=ELR'§*~I
GAP = MSID2
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E5

‘E3 “B 3P3 [511 fiaz/zfi

E1 "'1 (1)

MS1<——————————————————————————— —— MSC <-------------------------—— PSAP

3-"=? =MSID1 CdPN=ELRN
GAP=MSID1

El mi (2)

M52 MSC <----------------------------- PSAP

CdPN=ELRN

GAP=MSID2

Q 6

IE? "'1 (1)

M51 <----------------------------- MSC PSAP

3% =MSID1 CdPN=ELRN
GAP=MSID1

E1 ‘"1 (2)

M52 <---------------------------- MSC <------------—--«-—-------- PSAP

% xv} =MSID2 CdPN=ELRN
GAP=MSID2
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2T’:J¥J ziiéfi DN7'F='MSID%1‘3:\€r‘Jfi21‘E€r‘J"é‘>k/,,.‘9T'fiil’I.7i'31%/E’-tE.‘°

;=Hrbé<J2‘a2iaAL»9I-&és‘9t4stJ¥1 ii—a‘i2i<., °£'éé, ¢»2§t:-fia;;*s—f

»iuwz»aa%-22: (“LRN”) 7‘rs£7¥~=QI£i~;§;i2%$ (“IR”) ér4uE.9E-‘%Ii':é4J'vT7I§#fi

+1: (“WNP”) 23‘wa‘—T-é_:1-‘%I£s9:b (“TBNP”) ‘zfifr, ab££$ztér4J7I§r‘9WrM<

*3-Iflaia -—-:A'- 7?. em DN -49:, #%=£1J £1: vb TIA/EIA-417F7In;1i§J~’Lfé‘J fr. 9% “P.

Ra“? WNP in TBNP, MDN 9‘;:‘b/>k»/HaE.%~$%4;*.~7B“£IJ7":' a/M3535

«‘vE’f3*:7$"“"‘]'5F§7EE5€r‘J”>"3i.$“"‘*T)\?@»f!‘J”. xiv-I MSID ‘arm 7r~;%?H§Itfié3i.'"T)\

itbfifi, —?7i‘c*l4E€r‘JHF.§z‘3D‘-€43‘:-7E"f;E'"T»1 VXAU (ported-in) i3i.ii’l-‘F'€r‘J MDN 7"?

R1 F5a\&a-—/Hkfréla MSID.

Q r%f«;%;i6Hv.i&4xt MSID iv MDN éa\$ 91-aft. £~.4t;‘é£&%7‘I$:ér<a 10 Ii

MDN 2.1.-3-, MIN dzifiz 10 Ii-3-IE5, 270*} 7r~I'61 E1 s?«$%“:3-7‘:'$ér<J9‘-i-46;-.151 i

éfiiflfé"/A51 vraaxnfiutm F 64: DN €’r'?@ F&~iR£IJéfi MIN ifiii. 7% ~/I‘

7Fa'=>1ié4J MSID )3. IMSL -F‘:-"=T»7.1£é_*Iié4y TIA/EIA-41 in GSM 3. éi"f.“F'4i

#1. IMSI ;¥.—/hivf ITU-T ;$i>‘L=P$ E.212 66 15 4ié4:4F’-vT#.-‘3--‘5-flu, {£1

1kb7Ffi"a’f’F7“7 10 iiéév MDN.

‘?-19%, 2.5 MDN iv MIN 2faI€1€r*IBvH§, '=‘r»xKn PSAP-CC MIN

a‘I’-J%LJ=¥'=T»1a‘r;:'r.)¥J4’FEI"*lw“:"IEa. &aJ;fifr:‘i, Ffiais MIN in MDN é%\%,

7¥,’I’=n PSAP-CC MDN 4’F7‘b%Ji.ié!Jv=J*v*|%zE:, »M.4%i£"%"*l$‘ér4J

MSID. :‘i§;t;#»I£-/:\I‘5J;%@, i5ii"fi~?2"&7‘f$f?‘J¥3€.7h'§‘:. */I‘7}‘@2=EHE.

%~r‘séa‘I.'=T»xi&‘.7£a‘"3‘"*l%é<J MDN, rm>‘L7h‘ MSID $I‘fi%"3*"*|$%’;4;#2.£>

PSAP-CC. 53-/MEI, a*§¢m>1:, iaaa\%é<: MSID-MDN é‘J9?7Iv€7‘f5VFT

96. J’: -/5?. IEHE-TF1 Iffi PSAP-CC /r%ii"€=°*1 #3 Wlfiawiiu 7r~fl7'n‘-fiat):

ii DN in MSID iii‘, /Ii-IA-'|‘§‘>iL.'F, %§.;%?c:§~é<J DN

-/I‘%€r‘JBE.%~ TIA/EIA-41 é. %?J’€iE7F~ia% WNP. TBNP 23% IR.

izfivzfavé-:%é§BE.%~§. éiuvfiiil MIN in MDN xi-—#é4y. :%é‘J 5% 37%-E—£T~4EU
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ifiizu46Ii£)¥1PaE.%~§ais‘L4+“I=%#%\%é!3 MDN ($‘ff'J5K1‘}i., %2\ MIN

a$£wmNLm+fi—mfl,xm%fi&mP&m£mm%,m£%

mA%&mfifi%ém%W%w.%%,§£*+m%%%+w,fih

“9-1-1”“*5""‘l 64Ji§;i6‘?7E‘I‘fi:E"%"*1#e MSID r7I:J7r‘)% MDN +%x‘$£'J $sAI>—CC

“I-". #EJ)fifi<J, 7r~?Ifi‘»1:fi4fl€J"*I ..

*‘/I‘i7¥"ré‘J)3E.%‘»?éJ'f.;% WNP $2111, Jfirfiéififitxéa PSAP-CC

nnm.£~%m%ii,w%%w%z%$m£fiE&Mm%fi%%&

%w($w*%,fiam+%%#w%fi%@%xfi&£fiiiwu%

7‘€7—=lF)¥lf’E13"J (“NSI”) éfifiié. &’L75"‘J"fi'é‘.J5|’: HLR Ifl 63% DN é411¥lPHE.

%~§i:is‘U+=nfi/3.)iE.%~»‘% éaizfifi‘, Pr‘) F EI£é4£:a“I T ‘.1?-’r.%.~"€*"'1. Ewstxfi

PSAP-CC $%4¥e3' E1"*1I¥J 64139?) DN, —Ju=:Ti1¥l )‘=ia"TFfr7h“1\E:°‘a‘*"*i7E'137h“"‘a"

w%&m%a%w%mPfi—+mw&w.fiHfim%%flafi%%w

fl-iirfil féuvrk E1 PSAP-CC é<a2\Eu2w1 , fifiz DN 6661”! 4%rr~é*F

at. Mr, azua'au2:w»1—‘;~z2n%i!a‘-4\J14:x;rdé.é4:I:JFisifiifi, PSAP-CC 4%

’.'#"r?—E—$§i=}T-/1‘I—1"sJI‘7T~\%¢'£‘.. —:.t§ PSAP-CC ‘J"ri‘é.3F~£L%~IEI"‘1"’I‘EJI‘:T~"'"a‘/‘E’:

€r‘J’:3E*.iJ., Itbfih 4a”:i”6h’SLF$"*?"*ifi4Jii7F.%‘1"i4E7FTI*7lJ$§~«f#13?£§5L:E‘3£iE.é4J)iLF&,

iiX=]’v)LE.Bfl’(I‘J7‘f3'§.5I1:fl¥T.%.~$4‘l‘f€“|“éJ\3f57?‘J641. «:5: PSAP-CC %£z‘2;

mixhfififiaiw‘$&%2&%fih&M$&%w.

E1 I%i9%;iv‘$~7i%“é4:E1 "*1 DN#%7»‘%‘&—PsAP-cC #1:}?-/Mil I%i~°'a‘*"*l:1‘<ah?‘cié.1:‘L

J$7.l'\1=&a'.1?-’.‘.%'.~HE.%~h¥.a‘Ff=‘ (“ESZ”) é411¥Jf=. :‘ii¢fifi"a?>r~$i#IIEF&~v’aiéé4J

PSAP-CC ins: —I-'.1§~.‘.%.~ El a‘J%>1iiEFE7"*i4€,E'.~é4Ji1J¥J r?af=;7r~;1$ R

aa‘£L£.5;\?I$fi$>k7‘;$. Iv}, azufi PSAP-CC 45L§L3=3= 10 #5/1*

MDN ( éaéaéél ilflmi 1*: ii 15 Li) Brut X~$»%43#$.4> PSAP-CC Ifi WW1:

&fiW%mEfifi#%%£%¥i%%§ww&Mm%%%%.%

%,W%fifi5%%$fifi%fi%DNi%%%fl£%$i¢%$k

MsID—:‘:2l*¥64J2?.£éil‘#7’c.a‘*1i>ffi=:‘€7 NSI fifiavaié, 7>‘$4§-J:T<i:‘£., :“Ur’r.i‘é:;%I£l7‘€7

(a) NSI vaié/>k5l'<2‘a‘i“a"§*ie. (7h“4>‘L)¥l—I-11?-’:.%'.-"‘o“"*Ié4J=t=n‘:§ ), (b) W.-i

%%#fl£$w&%&%%m%m,u)£ma&fim%flNm@%x

$:—‘a)i§.s’*$~4s%4¥e7E‘>§1‘a, 2&7? (d) 11'§=2t£é‘J~‘?’r-ék SIM —F%i‘ aiifiist
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%‘4>‘L4>’Ul’<?=:%2\é3L7E‘ E'..z‘9i=f§F%.

*%%fiii&i#@%EM$D#DN¢%Wfi%%HPfiflfi

ikWKmMfl§$flFfi%fi%UNMW.%%KmMfi%$M$

E%%§¢,%&Wam%fim»¢%%%fl°%fi,$%I&w£c

fifi@%i%fi%%%#fi%DNi%M$DW%@fl%%.

&+wma&w+m%fifi%a£%%+%#*%fi%&éfim%

a(WmmW.MmN?#£,$M$%,EAMWHNH&M%%W

fim%%%Efl%%(mmWLfi£fixEM%%¢&m%E%fi%fi

é%%(flMMW.MmNflifM$D#DN.fi%ifl%WW%@,

MHNME?EL%¥i#h%%%%§flzW%%fi%é%%.iw

fifi,%%&fiifl#fl%%E,MmN?umfi%%%%$.

§%m%£&mP%ai%%xWmw,x&%$fi%%%flfi$

‘%%®mmm%%®+HMmN%iéww%%mfl%%%%fi.

§%fi%%fi%f&%PmmcCfi%fi#fl&fi?m%¥mmfl%%,

i2~%LHMmN%i&7&wMmNn”$%$*fim#N(fiwfi

%,%§%é#fl?uflfififl%w+uwmmW%fim)%fl$%fi

fiW%%m.fi£mf®+uMmD%ié7fi%$@%%§%Nmm,

%flE%$£$*%.

§%i@%fi%%I&W£Cfifi7*%&fifi£%$i%%%E

N%fi&,am%éE—%%fi.$M$%,£%z%%T,£%$t

wmfl%%?uaa£*+%EmPfi£&%%%%%.fifiw,%%

*#%%%%%%%ifl®+v#fl%i&$ifi%%%@fl%&%fi

%#w%%%.

iwmg

$i%fi%T—fi%%%%%£fiw+V#fl%L%$ifi%¥%

mfl%E%$%%w%%w.£%%$%,$i%%%Ef£V—+%

1l7f7J‘=-if‘/T3"(tag identifier), 4i/fi1l%:‘9’£U7l1i&;/z.\4*:B§.%‘/:"L%'{,s5f'."’3‘“‘l 4"”

(q&wc0nM%W+m%@g¢w%,xw£%ww+w%fl%£
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fifiififiifififififififihfi.%T£fliifi%.%&fimfiW

afififfizi5$fl%W%&$—%%Wfi§,%#$M%%fi%%

%R,flfi%fifi$flfifii%£fii%fi&¢ii%KW&%.fifi

w,%flfimfi?u@%fi&%Ew*+fi%§+$%%%$,%w%

é#W%fi$i%%ém%fi&§%,$M%%.mm,mi%flfim

fiWafifif%%m%%m%%$\$%&%%é%%\%%%%%@.

fi%&%fim%%,$M$%.

¢$iww»+;%m+,wi£%awww£y*+L%$m&

%Tfi%w$%.mifi%@%¢%fi%a£9*+£%$iw%é%

W%wfi,%&£9*¢%flfimfi%f%.»,&&T%i%fifim

fi,i%5mfi+a£9~¢%mfimfi%x&aw%&.fifizfia

%&%fi§£%%%M%fi%Wu%&m£%afimfi%flfifiD&u

i%£%@w%E.

«E$i%%fi*¥%w¢,fi%T’fiEflfi%%%fl%fi$%fi

%%%+,%:m£9*+£%$m£flw%%%w%$%.mfiim

efiww¢ww$a£9—+L%$im%a%wwmfia@im&u,

M5£&*+£%$mfi%fi%fi%§&+©i%£&*¢%fifim

E.fiffiflfimififiwififl,%&fimfi?u@fi%é%W%fi

$%§%%%$.w%,%fifimfi?umfif%ém%%m%%$‘

$m&%w§%m\%%gwu&fi%&%fim%&+%£y»+,w

6,i%%#fifi%H%fiA%%%fl%fi$($M%%,fl%%%%

@%w%%$&%&%m%fi§g%é%fl%%$L

fi$i%w§—£%$%m¢.fi%T’fiEfl€%%#W%fi$

wfi%%%¢,%im£&*+£%$ififl%%éENWfi%.mi

$%@%fiim&uA%§%w%fi%i%£9*+%afimfiafik

%i%fifi%fi%fl%%%A&%$»%#%%fl%%E¥¢.wéfi

fif%A%%flfi%fi,%$%é@fl.

E$i%%X—fi%¥%w¢,fi%T»fiE%fi%é%Efl%¥

wwfi%%%+,$:m£9—+£%$i£fiw%aaMw$%.m
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£$%afififim&u&K%a#é%fl%fi$%£w*+%&fimH

%%fi%A%%fl%fi&¥¢.wémfif%Aw£9*+%%A%%

mfimfi,%i%$mfl.

fi$i%%fi—%w¥%m+,&%T«fi%im5fi%§fi+w

w%&%£w—+x%$mi£w%%%fl%xmomix%@fi¢%

fi*B£9*+ifi$i%%é#fl%Wfl,M5£&*$%fi$fifi

%&%fi%i&#w@»+%%m%$¢i%£9—+%mfimfi.a

$%@%fifiD%UM%%fi%%&¥%ifi5£V*+£fi$ifii

Hsééé 1:-J "*1v‘r‘=v¢ii4€.§.L, fifrwa ='*| fiv¢ii4%.€.~7l=a;fi fiw‘ —-/u\#%=i£2f$i;<I«‘h

fifim&T@w£w%w%%%WM%afl%i&%wE,£%#

%%%fi%$%Wfif$fiffi%fi&fiAfifi€%£%fi%9\%f

gfi%.

wa%m

fifi$%wEu&W&Ti+#mi&%£%$%w%%£%%£

%%£%$i%,fi¢:

E1#2am7$iw—+%w%%wwwz%w%ma@;ma

E3%4amT$iwz—&w§%mmw%%w%maa.

Efifi%%£,$¢%%WE$£&mW%fiflfl£Efiifi,E

%%$m%i%$i%%%ifl%,fi&flfifi$&%i#%wfi,%

@W$%fi%%fi&fiAfi%fi%%i.

flwifififi

$iwfi%T—#%%%%%i£w+v#H%£fi$ifi%¥%

aw%aw$%¢¢a%w.i&w$m,$aw%%§+£y—+%

ufimfi,&fi%w$%&%w%E§g%fl+w(fl&w£O0w%

fl#m%%B%@fl,$%£%%m+w%fi%£fifi£&fi£fi&fi

%k%fi$%.%T£flifiBfi,%fifimfiWmfififfizfi5$

fifiw%%fi—i%%fi§,%w,#M$%,fi%%%fi.mfi%,
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2005100544228 HE 3P} E13,‘?/13E

%&fimfiWua%fi&%¢%*+fi%§+é%%fi$,%w,%é

%w%%$a%%&m%%&$w,$mk%°a%,m£%&fia%

-‘=I»x>ra*/~=1+:%2aa2~:ssxaaaeea=:‘~\ 4<+1,4.\4=e-M~%z2s\ +a=v%(paging>ém>
ix:/s3‘u:‘r§='s2b«;;r’:-§—fi«;;-.—‘-.’.-52:, wnlaikiit.

éififi 1 in 2, am 77$/'1J".”}1€?1J*“£H.§":Z‘r$..1§'1., fiffi 1157:“, 5:5: 3’

§.a‘%:f§%v5'.&€:.§~)3E.%~é4J Wléa-2§*fi$=F%f+! (“NRM”) €I‘J'14‘27=i’.==‘-‘71‘1~3 10, an‘: E 2 5:

$ T:farifE 1 M: NRM fi1J7‘%J'o§7.-‘?;1l'a’1iEl00oi~,E':11>‘I?1'7T§"a E 1 zua 2 64:

fiswwl-'-aalE='a‘*"*|2faa‘é4%/a‘ (“NCAS”) =}i7K7FJ‘9‘E, fifrii NCAS éiziilflf

i§='i1?:ifi1J-1%‘? #1"?-"*1 “1"'<»‘1%:‘£°€‘"*I, r?r':7r~?¥3£-ifi:‘:t~;£é‘s’1£‘i#a"cU 5<t£;‘£#4f

i"3""'1Ffr%’ér~’J&%%.

am 1 F/'rrT=, 5: $ 3’ Fr] —H=344&% 2221*: 10 5&1f“9-1-1”“’1""‘1i&1€t-'r4J7E.?JE

$23 20. 29 3’ 4Ui;E91F)’r/2.\91‘€r*J E1 64:, “9-1-1”°€="*1;%2'a‘/~11-1-/u\i1%.‘=~.'«"%-"*1

:wa%ém%w%i($w%%,¥%%.%w&.&%$@.#@fi;

325$ )1. giéyjtééiiiizt 20 flaififlv‘, ifi:'i§=1=¢£n Um, ééctw»/»*:$

as 30 /rt-i£ivJ:1§='9bs'E#a*e=I= -as 40 (“MSC” ). uéafisfi éé-#1 10 i£fi“9—1-1”“?

"*1 i§1?6‘J"‘/1"¥‘i5*1’/5'L‘T’@ 2 F)’rrI=€r4J@fi# 100 ‘=1=€r<:i%i.é=.~~;,.*.. 110.

«-9. MSC 40 «wk? “9—1-1”"?-"*1 , iaytéiizt. 20 21:1 5'EH9‘:fi‘J15=iR’1T%‘.§1-

=l?r4%i£iIJa£-’L%~%2;t 50 érfi i1s%‘.%'.—"a‘*v*l -%¥4—'f~2§ ( “ECR-SS” ) =P. fa ECR-SS 50

4%:‘£4€.é7.~é4J+,i’7—%'a‘/3-fa 2 €r¥J>‘%i.@.~~;,%. 120. ii!-44*51'ti}‘f,, i5L2§.$7'L 20

#I'e1aé$é€r4M€.é7.- ma, 71%] 51'<i3f,, 7?§'§7.'7‘i§i§-71‘i=‘i,"~"';’v‘*‘3'J( ‘‘MEIN’’ ). fa ECR-SS

50 MEIN 43:11: MSC 40 :‘&:‘2‘.%—— NRM «Eu E, >1’<%Mf.

MEIN, 21 1%: ECR-SS 50 wvxiafia l‘»f~71§7‘5z‘7i§t%§H5:‘( “IMEI” ).

12%)? id-%fla( “ESN” M34: ESN( “pESN” )7?”/§3i.71§I’9.‘1i§';%-§}’45}( “MEID”)

15% MEIN MSC 40 »&LFIv,u’a: ECR-SS 50 4%i2€.4%“€-$149

(“PGID”) 4’F>‘9>‘%1"§~~;1t 120 fi"J"“9|35:\.. 11* E1 5E.:éa;$z'c, 20 e5¥r‘9-1-1”=a‘*

"*1/>k£=fi.l; 30 iv MSC 40 %ééifi;Lz’s“HiFr9“F—‘-5-1$€r4Ji$a*£-€r‘J'|=%“>)L‘F, PGID 1=Tv><

E1 aT<‘r%°%-Méiizt 20. ab '1'1i"€="*i %£éi23L7E‘r:E'ffl-:‘$«i§*=ér4J'f-§>)7.‘F4%°%££éi

$21 20, %‘;—2— MSC 40 é4J2Mz.4.\4*:-5??-‘:3-IE: (“LPN”) 51%“?-‘7F$i)2HF.§~
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']*“9-1-1”"=I*°*| :3‘ (7‘=+'-<1§I]9‘i’<1‘)‘i., fiE.£=§.$7'L 20) 641 swwz... LPN Prvxiaiiak

E1 —I~6a\0r-.£e.\ MSC 40 ¢:*12H2Lé5L:E‘aF4sU%%IEaé11iké6PI$i%%IM<3’:I'Jl.

LPN "?1‘,L7E1‘B2?I‘I”#$i;"\ ECR-SS 50 v>L)§.‘-£1 13*“! 114102110 10 1?

91-‘:%:iaE«Ha‘1’s1“9-1—1”"i*"*I7E‘%;i;E1§I "'1.

1H:.5r]~x-r«I— LPN, '.1€:.%~BE.%~fla»1t1 iéfifr‘ (“ESRK”) »JL'6I»;Lz'v§:)¥1 éivfi

—-fi~i;'1“9-1—1”°Li*"*l7E‘, ii-‘r1E2“a E 2 é0>‘%1’.€'.-~;,fi 120 é‘J"“9l‘5\. 3-5 i5“9-1-1”

=*%"*I#a 9633690“, ESRK ‘my. iééiéiizt 20 é<a4U0.4%.€.Lé0ia4%. %’<—‘?v«ia%

4% ESRK €20 Wéfiztifwéain '=Tv>L, xi’-/u*%z‘€4§vJ 4", 4131?] m#1‘ér‘JiE4:%‘=F$

izuififrii, PGID ?J‘1;L;%i4"§ 2%»-T:‘é4€#$>1£é~’J#$iP.f$‘1" €141-/1*, izvifi

“9-1-1”"’3"“"| %é=.\ié5L:£‘r£'H’r:‘$éa%, Ffri£fiiK4*$§.#J=’r$'°*T-2E.é’Ji.?‘?’—7't. 20

»/.\2\j.I_;v%w1. X0“I*2§«I~ GSM €20 %.s11,r?a',=:, 2té%E$fc. 20 Prwaiiwhyt

siixézt 20 134110 E] I‘»'T~7f}#J:§~fi$§H5:‘ (“IMSI” ), is IMSI #0 114660“

:f§fiJ2$fi.!:§f4é} (“TMSI”) in/éshfli E3 atéiifc 20 6‘: IMEI :T<4%°'o“.. /E

CDMA 2000 §.éab11=, :‘i—-+#"i*+/F!JréPIvx4st)?r17f§%*J#$i;<~“5-IE: (“MIN” ).

IMSL at E1 am P B#1(«NsP’)#12t£%;i1izté!a4=J<22i»1§#a9:2~as£r49>

(“dMSID” ). 11% E1 )E.?i$7’L 20 00 ESN in/§5i.1iJfiE.9:€$7't. 20 11' :10 MEID

izihéfi pESN

20‘-I-is 2t2&3iic. 20 #11 a“:Hééé0Ak MSC 40 «E-*l§Lé‘J7Fi=iR4'é?.§7;, SS-ECR 50

‘Tvliéiifilééwiifi E,=}%i£4€.€J;§E1€7§di§&—3=‘:)iE.%~i£Z$$,:!3. 70( “PSAP”)

rtaaéfiaééfiifi —-/u\£1?:.%~"€”*I%”f/?’a*‘~2§ (“ECR” ). i:——~;%#JXn‘EL—I~E 2 6650‘ 3’.-

~;,.*.. 130. ifaliiéfi, MEIN. LPN. dMSID in/ESL ESRK "5J‘1‘,L/Bk SS-ECR 55
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