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1E 3.0 applets will earn certification
By Norvin Leach and Michael Moeller
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As a result, users of Internet Explorer 3.0 will be able to identify the
creator of an Internet-based applet before downloading it,

But for some IS managers, this annroach misgses the noint of Internet security
13 Y nanagers, g approacn migses 1ne point of 1nicrmet securly
e o Tanig ahat MAang any thay ara lacy intaraatrad 10 Temvmosing whea hidle o

Uy @iong Snol. Many say ey are 1e5s Inieresied il knowing wiho ouiil a
component than in providing seamiess protection for users, as the Java
"sandbox" modei does.

The Microsoft model, designed to provide users with the same level of
security found in shrink-wrapped software, is based primarily on a level of
trust and market pressure to I(F‘F‘ﬁ 18Vs hnne-:t
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future, other certificate authorities wiil issue di &,ltal certificates to T‘s Vs
for a $20 fee. Several hundred ActiveX controls will be digitally signed by
the time Internet Explorer 3.0 ships, sources said.

But such a certificate does not authenticate the specific applet--it only

certifies that the vendor has nledsed not to build anv malicicus code into its
certifies that the vender has pledged not to butld any malicious code into its
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never go back to that vendor again,” said Rob Price, group product manager for

Internet security at Microsoft.

Bevond the
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credibility aspect, the signature concept raises a broader issue
anagers,

i

for SOt

DOC KET

_ ARM

s by Lol

Jerry Seinfeld
Jerry Seinfeld concert

tickets Close to Stage
sloselsings, som

derry Seinfeld Tickets
Jerry Seinfeld Tickets.
Vihere Fans Buy & Sell
Tickets.

swhany St W, som

Take the Seinfeld iz
Think you know all about
Seinfeld? Take the quiz &

see if you can win
TrivinSiarGearah gom

derry Seinfeld
Everything to do with
Jerry Seinfeld items.

RELSEE

Fastivus Supplies

Your Cne Stop Shop For
Festivus Find Tees, Mugs
& More Here!

Led TR P TaEs Oom

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

"TJust the fact that they have to create this kind of workaround causes me
concern,” said Eric Goldreich, information manager with Sheppard, Mullin,
Richter & Hampton, a Los Angeles law firm.
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Internet Explorer 3.0 will modity a user's system files to detect digital
certificates as components are downloaded. Once found, a dialog box will
appear, stating where the component came from and asking if users want to
continue downloading the component.

System administrations will be able to restrict users froim downloading any
components, and users will be able to list "trusted” companies that can ioad
components onto their client machine without confirmation.
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The issue of componeni security has not been widely discussed because the
technology is only beginning to mature; Internet Explaorer 3.0 is the first
browser to apply the digital signature approach.
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"Digital signatures are just a part of the answer, not the whole solution,"
said Jeft Treuhaft, director of security at Netscape, of Mountain View, Calif,
"Resides, you m—\erl to <:1m1 the code, not the vendnr
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