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Case 1:15-cv—O0615-RGA Document 8 Filed 09/09/15 Page 2 of 2 Page|D #: 263

PATENT OR DATE OF PATENTTRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
US 6,961,369 B1 TD
US8,718,158B2 Tilj
US 9,014,243 B2  TQ Delta, LLC
US 7,83 5,430 B2  TQ Delta, LLC
US 8,238,412 B2 
US 8,432,956 B2

US 8,611,404 B2
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Case 6:14—cv-01027—ACC—KRS Document 73 Filed 09/09/15 Page 1 of 1 PagelD 721
A0 120 (Rev. 08/10

REPORT ON THE

.].0_ Mail Stop 8' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT ORP.O. Box 1450

Alexandria, VA 22313-1450 TRADEMARK

ll 16 you are hereby advised that a court action has beenth 35 U.S.C. § 290 and/or 15 U.S.C.§ on the followingIn Compliance wi
Middle District of Florida, Orlando Divisionfiled in the U.S. District Court

:1 Trademarks or M Patents. ( E] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT6:14—cv-1027 6/26/2014 Middle District of Florida, Orlando DivisionDEFENDANT
PLAINTIFI"

Orlando Communications LLC
LG Electronics, lnc., et al

PATENT OR DATE OF PATENT - ,

l 5.687,1296  James Arthur Proctor, Jr., James Carl Otto
2 6,0009,553 12/28/0199 Dennis Martinez, Thomas Hengeveld, Mlchael Axford

In the above~entitled case, the following patent(s)/ trademark(s) have been included:
INCLUDED BY

E] Amendment

PATENT OR HOLDER OF PATENT OR TRADEMARK
TRADEMARK NO.

In the above~entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT

Order of Dismissal

CLERK (BY) DEPUTY CLERK DATE V
Sheryl Loesch R. Olsen 9/9/2015

Copy l—Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director
Copy 2——Upon filing document adding patent(s), mail this copy to Director Copy 4——Case file copy
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Case 6:14-cv-O1026—ACC-KRS Document 75 Filed 09/09/15 Page 1 of 1 PagelD 749
A0 120(Rev 08/10

REPORT ON THE

TU Mail Stop 8' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT ORP.0. Box 1450

Alexandria, VA 22313-1450 TRADEMARK
on has been

5 U.S.C. § 290 and/or 15U.S.C. § ll16 you are hereby advised that a court acti on the followingIn Compliance with 3
Middle District of Florida, Orlando Divisionfiled in the US. District Court

I:I Trademarks or MPatents. ( El the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT6:14—cv-1026 6/26/2014 Middle District of Florida, Orlando DivisionDEFENDANT _
PLAINTIFF

Orlando Communications LLC LG Electronics, lnc., et al

PATENT OR DATE OF PATENT .TRADEMARK N0 OR TRADEMARK HOLDER OT PATENT OR TRADEMARK
1 5,68’/,1296  James Arthur Proctor, Jr., James Can Otto

Dennis Martinez, Thomas Hengeveld, Michael Axford
2 6,0009,553 12/28/0199

In the aboVe—entitled case, theifollowing patent(s)/ trademaIk(s) have been included:

DATE INCLUDED INCLUDED BY [3 Cross Bill E] Other PleadingD Amendment E] Answer

.lR:f3E:];,l;gR?£\,0 %‘;T§‘R(:FDI;§\E§I£ HOLDER or PATENT OR TRADEMARK

In the above—~cntitled case, the following decision has been rendered or judgement issued:
DECISION/J UDGEMENT

Order of Dismissal

(BY) DEPUTY CLERK DATE
R. Olsen 9/9/2015

Copy 5—Upon termination of action, mail this copy to Director
Copy l——Upon initiation of action, mail this copy to Director Copy 4——Case file copy
Copy 2—-Upon filing document adding patent(s), mail this copy to Director
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Case 1:15-cv—OO616-RGA Document 8 Filed 09/09/15 Page 1 of 2 PagelD #: 279
A0120 Rev 08/10)

REPORT ON THE

TO. Mail Stop 8’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK

§ 290 and/or 15 U.S.C. 9] I116 you are hereby advised that a court action has beenon the following
District of Delaware

S.C. § 292.):

In Compliance with 35 U.S.C.
filed in the US. District Court

I] Trademarks or I] Patents. ( El the patent action involves 35 U.

DOCKET NO. DATE FILED U.S. DISTRICT COURT15-cv-616—RGA 7/17/2015 District of DelawareDEFENDANT
PLAINTIFF

Verizon Communications Inc, Verizon Services Corp., Verizon
TQ Delta, LLC Online LLC, Verizon Business Network Services lnc., Verizon

Delaware LLC, and Verizon Information Technologies LLC

DATE lNC9:IéJI2J(l)F.1l)5 INCLUDED BYI Amendment I] Answer B Cross Bill D Other Pleading
PATENT OR DATE OF PATENTTRADEMARK N0 OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

In the aho\'e~entit1cd case, the following decision has been rendered or judgement issued:

(BY) DEPUTY CLERK

Copy 3—Upon termination of action, mail this copy to Directorto Director
Copy 4-—Case file copyCopy ]—Upon initiation of action, mail this copy mail this copy to Director

Copy 2——Upon filing document adding patent(s),
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)

US 9,014,243 B2

US 7,835,430 B2

US 8,238,412 B2

US 8,432,956 B2

US 8,611,404 B2
TQ Delta, LLC
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Case 6:14—cv-01028-ACC-KRS Document 84 Filed 09/09/15 Page 1 of 1 PagelD 790

REPORT ON THE

T0_ Mail Stop 8' Director ofthe U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT ORPO. Box 1450

Alexandria, VA 22313-1450 TRADEMARK
has been

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § I116 you are hereby advised that a court action on the following

filed in the U.S. District Court Middle District of Florida, Orlando Division
El Trademarks or MPatents. ( [I the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT6:14-cv-1028 6/26/2014 Middle District of Florida, Orlando DivisionDEFENDANT
PLAINTIFF

Orlando Communications LLC HTC Corporation, et al

0. HOLDER OF PATENT OR TRADEMARK
I 5587,1296  James Arthur Proctor, Jr., James Carl Otto
2 6,0009,553 12/28/0199 Dennis Martinez, Thomas Hengeveld, Michael Axford

PATENT OR HOLDER OF PATENT OR TRADEMARK
TRADEMARK

In the above——entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT

Order of Dismissal

CLERK (BY) DEPUTY CLERK DATE
Sheryl Loesch R. Olsen 9/9/2015

to Director Copy 3——Upon termination of action, mail this copy to Director
Copy l~Upon initiation of action, mail this copy mail this copy to Director Copy 4——Case file copy
Copy 2——Upon filing document adding patcnt(s),
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Case 1:15-cv—00616—RGA Document 3 Filed 07/17/15 Page 1 of 2 PagelD #: 121
A0 120 Rev.O8/TU

Mail Stop 8 REPORT ON THE
Director of the US. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

T0:

In Compliance with 35 U.S.C. § 290 and/or 15 USC. § l 116 you are hereby advised that a court action has been

filed in the U.S. District Court District of Delaware on the following

3 Trademarks or MPatents. ( C} the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT
7/17/2015 District of Delaware

PLAINTIFF DEFENDANT

TQ Delta, LLC Verizon Communications |nc., Verizon Services Corp., Verizon
Online LLC, Verizon Business Network Services Inc, Verizon
Delaware LLC, and Verizon Information Technologies LLC

PATENT OR DATE OF PATENT , \ . . . . . , . . .

TRADEMARK N0‘ OR TRADEMARK HOLDER OT- PATENT OR TRADEMARK.

1 See Attached

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE TNCLUDED INCLUDED BY

Cl Amendment :1 Answer E] Cross Bill C] Other Pleading
PATENT OR DATE OF PATENT . , ,

TRADEMARK NO. OR TRADEMARK HOLDER OT" PATENT OR TRADEMARK

_
—
—
—

In the abovcwcntitlcd case, the following decision has been rendered orjudgement issued:
DECISION/JUDGEMENT

(BY) I)ET’U'T‘Y CLERK

Copy l—Upon initiation of action, mail this copy to Director Copy 3—L'pon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4——Case file copy
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Case 1:15-cv—OO616—RGA Document 3 Filed 07/17/15 Page 2 of 2 PageID #: 122

PATENT OR DATE OF PATENT .

5 US 8,238,412 B2 8/7/2012 TQ Delta, LLC

6 US 8,432,956 B2 4/30/2013 TQ Delta, LLC

7 US 8,611,404 B2 I2/l7/2013 TQ Delta, LLC
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Case 1:15-cv-12975-WGY Document 2 Filed 07/17/15 Page 1 of 1

Mai] stop 3 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.0. Box 1450 ACTION REGARDING A PATENT OR
Alexandria. VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a count action has been

filed in the U.S. District Court Massachusefls on the following G Patents or G Trademarks:

DOCKET NO. DATE 1-'l]7E/'l|]7/2015 U.S. DISTRICT COURT Massachusetts
PLAINTIFF DEFENDANT

BOSTON PROPERTIES LIMITED PARTNERSHIP CLAUDETTE MOUSSA,
dlbla Boston Properties Advisors

——
——
——
——

In the above——cntitled case, the following patent(s)/ trademarl<(s) have been included:
DATE INCLUDED INCLUDED BY

G Amendment G Answer G Cross Bill G Other Pleading

PATELVATRERNO Ié)’;T1‘§R‘3\FD’;E‘1:/fplfgg HOLDER or PATENT on TRADEMARK

_——
——
——
——
——

In the above~—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy l~Upon initiation of action, mail this copy to Director Copy I#Upon termination of action, mail this copy to Director
Copy 2-—Upon filing document adding patent(s), mail this copy to Director Copy 4——Case file copy
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Case 1:13-cv-01533-GMS Document 39 Filed 07/17/15 Page 1 of 1 Page|D #: 216

Case 1:13-cv-01533-GMS Document 3 Filed 09/04/13 Page 1 of 1 Page|D #: 29
A0 I20 Rev. 08/10

To Mail stop 8 REPORT ON THE‘ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box I450 ACTION REGARDING A PATENT OR

Alexand ria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or I5 U.S.C. § I I I6 you are hereby advised that a court action has been
filed in the U.S. District Court Delaware on the following

I] Trademarks or HI Patents. ( C] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT
9/4/2013 Delaware

PLAINTIFF DEFENDANT

ROCHE PALO ALTO LLC and WATSON LABORATORIES, INC. — FLORIDA
GENENTECH, INC.

PATENT OR DATE OF PATENT

I 6,083,953 7/4/2000 Roche Palo Alto LLC

2

DATE INCLUDED INCLUDED BY

E] Amendment I] Answer I: Cross Bill CI Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK N0. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

_—
—
—
—
—

In the above—entitIcd case, the following decision hm been rendered orj udgemeni issued:
DECISION/JUDGEMENT

Emm:

CLERK John A Ceiino, Clerk (BY) DEPUTY c RK

United States District Court 4 /,
I ' ' ' _ : o ' g 4"’

Vwlmington. DE 1 801 . , _ _ _ _Copy l—Upon lI'lI iiition of action, mail this copy to Director opy 3——Upon termination ofaction, mail this copy to Director
Copy 2-Upon filing document adding paIent(s), miiil this copy to Director Copy 4——Case file copy
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re the Application of: Marcos C. Tzannes ; Patent No.: 6,961,369

Application No.: 09/710,310 Issued: November 1, 2005

Filed: November 9, 2000 % Examiner: NGUYEN, DungX

Atty. Filc No.: 6936-47 Confirmation No.1 5605
For: SYSTEM AND METHOD FOR SCRAMBLING THE PHASE OF THE CARRIERS IN

A MULTICARRIER COMMUNICATIONS SYSTEM

NOTIFICATION OF LOSS OF ENTITLEMENT OF

SMALL ENTITY STATUS UNDER

37 CFR §§ 1.27 (g)(2) and 1.28(c)

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Madam:

On November 7, 2012, Applicants filed an Assertion of Entitlement to Small Entity Status in

the referenced application. Applicants filed the Assertion in good faith, and paid the fees associated

with the application as a small entity in good faith. It was later discovered that the Applicant should

not have been entitled to small entity status and the Assertion was established in error.

Pursuant to 37 CFR §§ l.27(g)(2) and l.28(c), Applicants are informing the Office that the

referenced application is no longer entitled to Small Entity Status.

Furthermore, pursuant to 37 C.F.R. §l.28(c)(l)(2), on December 28, 2012, Applicants

submitted a payment of $2900 at the large entity rate for the 7.5 year maintenance fee and then on

January 4, 2013 Applicants requested a refund indicating the payment was made erroneously at the

large entity and should have been paid at the small entity rate of $1450.00. Applicants are now

submitting that the referenced patent is no longer a small entity and the 7.5 year maintenance fee

should be paid at the large entity rate.

The current fee for the 7.5 year maintenance fee is $3600. Therefore, the Commissioner

is hereby authorized to charge to deposit account number 19-1970 $2,150.00 for the deficiency

owed.
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The Commissioner is also hereby authorized to charge to deposit account number 19-

1970 any fees under 37 CFR § 1.16 and 1.17 that may be required by this paper and to credit any

overpayment to that Account.

Respectfully submitted,

SHERIDAN ROSS P.C.

Date: March 25 2013 By: /Jason H. Vick/
Jason H. Vick

Reg. No. 45,285

1560 Broadway, Suite 1200
Denver, Colorado 80202

Telephone: 303-863-9700
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Electronic Acknowledgement Receipt

15346190

International Application Number:

Confirmation Number:

SYSTEM AND METHOD FOR SCRAMBLING THE PHASE OF THE CARRIERS IN A

ml‘ °f l""°"l'°"‘ MULTICARRIER COMMUNICATIONS SYSTEM

First Named Inventor/Applicant Name: MARCOS C. TZANNES

Customer Number: 62574

Filer Authorized By: Jason Vick

Attorney Docket N um ber: 6936-47

Filing Date: 09-NOV-2000

Time Stamp: 16:30:38

Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

File Listing:

Document Document Descri tion File Size(Bytes)/
Number P Message Digest Part /.zip (if appl.)

71478
Notification of loss of entitlement to Loss_of_Entit|ement_of_Sma||

small entity status Entity_Status.pdf 74910[llJlJB67iLaedele689e4lJ637338MOS
Sflbiq

Warnings:

Information:
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Total Files Size (in bytes)

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage ofan international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
Ifa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and ofthe International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

g Patent No.: 6,961,369

Application No.: 09/710,310 3 Issued: November 1, 2005

Filed: November 9, 2000 3 Examiner: NGUYEN, Dung X

Atty. File No.: 6936-47 5 Confirmation No.: 5605
For: SYSTEM AND METHOD FOR SCRAMBLING THE PHASE OF THE CARRIERS IN

A MULTICARRIER COMMUNICATIONS SYSTEM

In Re the Application of: Marcos C. Tzannes

REQUEST FOR REFUND OF MAINTENANCE

~ FEE UNDER § 37 C.F.R. 1.26

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Madam:

This Request for Refund is filed pursuant to 37 U.S.C. 1.26 and MPEP 607.02.

On December 28, 2012, Applicants erroneously paid the 8"‘ year Maintenance Fee payment

for the referenced patent as a large entity when it should have been paid as a small entity. On

November 7, 2012, Applicants submitted an “Assertion of Entitlement to Small Entity Status” with

the USPTO. A copy of the Assertion is attached herewith. Applicants’ status is now Small Entity

and therefore should have paid $1450.00 for the 8"‘ year maintenance fee instead of the $2900.00.

Applicants respectfully request a refund of $1450.00 in the above-referenced patent.

Applicant respectfully requests that the $1450.00 be refunded to Deposit Account No. 19-

1970 (6936-47).

Respectfully submitted,

SHERIDAN ROSS P.C,

By:
son H. Vick

Reg. No. 45,285

1560 Broadway, Suite 1200
Denver, Colorado 80202

Telephone: 303-863-9700
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Electronic Acknowledgement Receipt

EFS ID: 14170370

Application Number: 09710310

International Application Number:

Confirmation Number:

SYSTEM AND METHOD FOR SCRAMBLING THE PHASE OF THE CARRIERS IN A

“"°°fmV°"fi°“‘ MUUKMRWERCOMMUNKANONSSYMEM

First Named Inventor/Applicant Name: MARCOS C. TZANNES

Customer Number: 181

Filer: Jason Vick/Joanne Vos

Filer Authorized By: Jason Vick

Attorney Docket Number: AWR—01 7 (457/19)

Receipt Date: 07-NOV~2012

Filing Date: 09-Nov-2000

Time Stamp: 14:16:36

Application Type: Utility under 35 USC111(a)

Payment information:

Submitted with Payment

FHeLBfing:

Document Document Description File Size(Bytes)l
Number Message Digest Part /.zip (if appl.)

EntityStatus_373c_w_POA.pdf S06-1Z6549iBSa97594§0a bb4746aad (d5) 1
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Multipart Description/PDF files in .zip description

Document Description

Miscellaneous Incoming Letter

Assignee showing of ownership per 37 CFR 3.73.

Power of Attorney

Warnings:

Information:

Total Files Size (in bytes)l 418846

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)—(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1 810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.



Page 19 of 379

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re the Application of: Marcos C. Tzannes 5 Patent No.: 6,961,369

Application No.: 09/710,310 5 Issued: November 1,2005

Filed: November 9, 2000 g Examiner: NGUYEN, Dung X

Atty. File No.: 6936-47 3 Confirmation No.: 5605

For: SYSTEM AND METHOD FOR SCRAMBLING THE PHASE OF THE CARRIERS IN
A MULTICARRIER COMMUNICATIONS SYSTEM

ASSERTION OF ENTITLEMENT TO SMALL ENTITY STATUS

Commissioner for Patents
PO. Box 1450

Alexandria, VA 22313-1450

Madam:

In accordance with MPEP §§ 509.02 and 50903 and 37 CFR 1.27, this document is

being filed to inform the US, Patent Office of the change of status for the abovc—identit'1ed patent

from large entity status to small entity status. All fees paid to date have been paid as large entity

status. No fees have yet been paid as small entity status. Due to the sale of the referenced patent,

the Applicant is now entitled to small entity status. I

We respectfully request that small entity status be granted for the above-referenced

patent. A

Please contact the undersigned if there are any questions regarding this notification.

Respectfully submitted,

SHERIDAN ROSS P.C.

1560 Broadway, Suite 1200
Denver, Colorado 80202

Telephone: 303~863-9700
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PTO/AIA/96 (0842)
Approved ior use through Oi/3t/2013. OMB 065143081

US. Patent and Trademark Oiilce; U.S. DEPARTMENT OF COMMERCE
Under the Paerwcrk Reduction Act oi 1995, no ereons are rsuired to resend to a collection of information unless it disie s a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c[

App|ioanUPatent Owner: TQ DELTAI LLC

Application No./Patent No.1 6v951v359 Filed/issue Date:  L~____
med. SYSTEM AND METHOD FOR SCRAMBLING THE PHASE OF THE CARRIERS IN A MULTICARRIER COMMUNICATIONS SYSTEM

TQ DELTA, LLC ' a Corporation
(Name at Asslgnee) (Type of Assignoe. e.g.. corporation, partnership, university, government agency. etc.)

states that, forthe patent application/patent identified above, it is (choose one of options 1. 2, 3 or 4 below):

i. The assignee of the entire right, title, and interest.

2. E] An assignee of less than the entire right, title, and interest (check applicable box):

[__i The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership Interest.

C] There are unspeciiied percentages of ownership. The other parties, including Inventors, who together own the entire
right, title and interest are: '

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. [:1 The assighee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right. title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. E] The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified documentts) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose o_rte of options A or B below):

A. D An assignment from the inventor(s) of the patentapplication/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Best , Frame *, or forwhich a copythereof is attached.

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1_ From. Marcos C. Tzannes To; AWARE, iNC.

The document was recorded in the United States Patent and Trademark Office at

Reel 010877 . Frame 0307 , or for which a copy thereof is attached.
2' From, AWARE, lNC. T0. TQ DELTA, LLC

The document was recorded in the United States Patent and Trademark Office at

Root 029154 , Frame 0937 ,or for which a copy thereof is attached.

[Page i of 2]
This collection oi iniormatlon is required by 37 CFR 3.713(1)). The information is required to obtain or retain a beneiit by the public which is to tile (and by the USPTO to
process) an application. Confidentiality is governed by 85 U.S.O. 122 and 37 CPR 1.11 and 1,14. This collection is estimated to take 12 minutes to complete, including
gathering» Preparing. and submitting the completed application form to the USPTO. Time will van’ depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Ohiei information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, F’.O. Box 1450, Alexandria, VA 22313-1460. DO NOT SEND FEES OR COMPLETED FORMS TO Tiiis ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in completing Iheform, call l~800~PTO~9I99 and select option 2.
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PTO/AIA/96 (084 2)
Approved for use through 01/31/2013. OMB 0651-0031

US. Patent and Trademark Oiiice; US. DEPARTMENT OF COMMERCE
Under the Paerwork Reduction Act oi 1995 no ereons are reulred to resend to a collection of lnlormatlon unless it dis is s a valid OMB control number.

STATEMENT UNDER 37 CFR 3.7310}

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

To: _

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded In the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

L] Additional documents in the chain of title are listed on a supplemental sheet(s).

[7] As required by 37 CFR 3.73(c)(i)(|), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy 0.6., a true copy of the original assignment documenttsi) must be submitted to Assignment
Division in accordance with 37 CFR Part 3. to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supil - e = ewiisafltfiofifssfto act on behalf of the asslgnee.

rt/ow ".1
Si . . “ - Date

Jason H. ViCk 45,235
Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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PTOIAINBO (0742)
Approved for use through 11l8tJ/2014, OMB 0tl61~OO3G

U.S. Patent and Trademark Oiticet U.S DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995. no person: are required to respond to a collection oi information unless it displays a valid OMB control number.

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

l hereby revoke all previous powers of attorney given in the application identified in the attached statementunder 87 CFR 3.73 o .

l hereby appoint:

El :)r:tit|oners associated with Customer Number: 4
1:] Praotitionerte) named below (if more than ten patent practitioners are to be named. then a customer number must be used):

As atlorneyls) or agenl(s) to represent the undersigned before the United States Patent and Trademark Otiloe (USPTO) in connection with
any and all patent applications assigned only to the undersigned according to the USPTO assignment records or assignments documents
attached to this form in accordance with 37 CFR 3.73(o).

Please change the correspondence address for the application Identified in the attached statement under 37 CFR 3.‘/3(0) to:

E! The address associated with Customer Number: 624
OR

Firm or
individual Name

Telephone

Asslgnee Name and Address: TQ DELTA, LLC
805 Las Clmas Parkway, Suite 240
Austin, Texas 78746

A copy ofthls form. togetherwlth a statement under 37 CFR 3.73(c) (Form PTOIAIA/96 or equivalent) is required to be
Filed in each application in which this form is used. The statement under 37 CFR 3.73to) may be completed by one of
The practitioners appointed in this form. and must identify the application in which this Power of Attorney is to be filed.

SIGNATURE of Auslgnee of Record
The individual whose signature and title is supplied below is authorized to act on behalf of the assignee

Signature ‘ « _ . Date re /1//,» 7:

Telephone 51 2~609~1 810

This collection ciinfermetlon is required by 37 CFR1.31, 1.52 and 1.33. The intcnnation Is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes
to complete, including gathering, preparing. and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Anycomments on the amount of time you require to complete this ionn and/or suggestions for reducing this burden. should be sent to the Chiet lnlormallon Otficert
U.S. Patent and Trademark Office. U.S. Department orcommeroe, R0. Box 1450. Alexandria. VA 22313-1460. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

It you need assistance in completing the form. call 1-800-PTO-9199 and select option 2.
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Electronic Acknowledgement Receipt

14614805

International Application Number:

Confirmation Number:

SYSTEM AND METHOD FOR SCRAMBLING THE PHASE OF THE CARRIERS IN A

ml‘ °f l""°"l'°"‘ MULTICARRIER COMMUNICATIONS SYSTEM

First Named Inventor/Applicant Name: MARCOS C. TZANNES

Customer Number: 62574

Filer Authorized By: Jason Vick

Attorney Docket N um ber: 6936-47

Filing Date: 09-NOV-2000

Time Stamp: 11:34:06

Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

File Listing:

Document Document Descri tion File Size(Bytes)/
Number P Message Digest Part /.zip (if appl.)

661 799

Z61S03071e5i42lJi lJZ97684ellJ61Ll5a7eiJa
26857

Refund Request Request_for_Refund.pdf

Warnings:

Information:
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Total Files Size (in bytes) 661799

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage ofan international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
Ifa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and ofthe International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES EATENT AND TRADEMARK OFFICE II\ |'I'I‘I|) S'I'A'|'I4IS I)|<IPA|I'I‘V||1I\I'I'()I4'(7()M 1\’I|‘IIH‘|<I
United States Patent and Trademark Office
Address COMMISSIONER FOR PATENTSPa Rm mo

AIexa11d.na,V11g1rua 22313-1450wwwuspto gm

APPLTCATTON N'U'1VITiF.R F1T,1\I('E OR 3"/I (C) DATE FIRST NAMET) APPLTCANT ATTY. T)(’)CKF1T NO./TITTE

09/710,310 11/09/2000 MARCOS C. TZANNES AWR-017 (457/19)
CONFIRMATION NO. 5605

181 POWER OF ATTORNEY NOTICE
MILES & STOCKBRIDGE PC

1751 PINNACLE om 111111111I1111ug111111111111g1;11111g111111111111111SUITE 500

MCLEAN, VA 22102-3833
Date Mailed: 11/26/2012

/dgbut1cr/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES EATENT AND TRADEMARK OFFICE lI\ |'I'IlI|) S'I'A'|'IlIS I)|<IPA|I'I'V| |<I\I'I' ()Il' (TOM l\’I|‘IIH‘|<I
United States Patent and Trademark Office
Adckess COMMISSIONER FOR PATENTSPa Rm mo

AIexa11d.tm,V1Iglrua 22313-1450wwvruspto gm’

APPI,ICATT01\7 NTTIVIRFR F1T,T\I('l OR 3"/I (C) DATE FIRST NAMET) APPLTCANT ATTY. T)(7)CKF1T N(7)./TITLE

09/710,310 11/09/2000 MARCOS C. TZANNES
CONFIRMATION NO. 5605

62574 POA ACCEPTANCE LETTER
Jason H. Vick

Sheridan Ross, pc lllllllllllllllllllllllllulllwllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
Suite # 1200 57774938

1560 Broadway
Denver, CO 80202

Date Mailed: 11/26/2012

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 1 1/07/2012.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/jtfitzhugh sr/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES EATENT AND TRADEMARK OFFICE II\ I'I'Il1I) S'I'A'I'ICS I)|‘1PAII'I'VI IC\I'I' ()Il' (TOM M I‘IIH‘I‘I
United States Patent and Trademark Office
Adckess COMMISSIONER FOR PATENTSPo Rm mo

AIexa11d.tm,V1Ig:irua 22313-1450wwvruspto gm’

APPI,1CAT101\7 NTTIVIRFR F1T,1\I('E OR 3"/I (C) DATE FIRST NAMET) APPLTCANT ATTY. T)(7)CKET N(7)./TITLE

09/710,310 11/09/2000 MARCOS C. TZANNES AWR-017 (457/19)
CONFIRMATION NO. 5605

181 POWER OF ATTORNEY NOTICE
MILES & STOCKBRIDGE PC

1751 PINNACLE DRIVE ll||||||||||11|||||1||||Ufl!11w[L[[|fl)[[|lLI!|!||1|1|||||||||11||U|||||||1||||||1||||||||
SUITE 500 7774398
MCLEAN, VA 22102-3833

Date Mailed: 11/26/2012

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 1 1/07/2012.

- The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

/jtfitzhugh sr/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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PTO/AIA/80 (O7-12)
Approved for use through itl30/2014. OMB 0651-0035

U.S. Patent and Trademark Office; US DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

I hereby revoke all previous powers of attorney given in the application identified in the attached statement
under 37 CFR 3.73(g).
i hereby appoint:

E :e;:itioners associated with Customer Number:
i:i Praotlt|oner(s) named below (if more than ten patent practitioners are to be named, then a customer number must be used):

Name Registration Registration
Number

As attorneyts) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with
any and all patent applications assigned only to the undersigned according to the USPTO assignment records or assignments documents
attached to this form in accordance with 37 CFR 3.73( ).

Please change the correspondence address for the application identified in the attached statement under 37 CFR 8.73(o) to:

E The address associated with Customer Number.
OR

Firm or
individual Name

Address

City

Country

Telephone

Assignee Name and Address: TQ DELTA‘ LLC
805 Las Cimas Parkway, Suite 240
Austin, Texas 78746

A copy of this form, together with a statement under 37 CFR 3.73(c) (Form PTO/A|AI96 or equivalent) is required to be
Filed in each application in which this form is used. The statement under 37 CFR 3.73(c) may be completed by one of
The practitioners appointed in this form, and must identify the application in which this Power of Attorney is to be filed.

SIGNATURE of Assignee of Record

The individual whose signature and title iejuppiled below is authorized to act on behalf of the assignee

Z2"/Z C"€,/\.._,e-£.—/t‘

Mark K. Roche i Telephone 512~609—181O
Managing Director

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to tile (and
by the USPTO to process) an application. Confidentiality is governed by 35 U,S.C. 122 and 37 CFR 1.11 and H4. This collection is estimated to take 3 minutes
to complete, including gathering. preparing. and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer.
US. Patent and Trademark Office. US. Department ofcommeroe, PO. Box 1450. Alexandria, VA 223‘l 3-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Eiox1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, cell 1-800~PTO-9199 and select option 2.
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Electronic Acknowledgement Receipt

14170370

International Application Number:

Confirmation Number:

SYSTEM AND METHOD FOR SCRAMBLING THE PHASE OF THE CARRIERS IN A

ml‘ °f l""°"l'°"‘ MULTICARRIER COMMUNICATIONS SYSTEM

First Named Inventor/Applicant Name: MARCOS C. TZANNES

Filer Authorized By: Jason Vick

Attorney Docket Number: AWR-017 (457/19)

Filing Date: 09-NOV-2000

Time Stamp: 14:16:36

Application Type: Utility under 35 USC111(a)

Payment information:

Submitted with Payment

File Listing:

Document Document Descri tion File Size(Bytes)/
Number P Message Digest Part /.zip (if appl.)

41 8846

yes
306426S49iB5e9759490dlJl)4746ddLlLLl510

USASL
EntityStatus_373c_w_POA.pdf
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Multipart Description/PDF files in .zip description

Assignee showing of ownership per 37 CFR 3.73.
Power of Attorney

Warnings:

Information:

Total Files Size (in bytes) 418846

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
lfa new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date ofthe application.

National Stage of an International Application under 35 U.S.C. 371
lfa timely submission to enter the national stage ofan international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/D0/E0/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
lfa new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and ofthe International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re the Application of: Marcos C. Tzannes 5 Patent No.: 6,961,369

Application No.: 09/710,310 irssuedz November 1,2005

Filed: November 9, 2000 3 Examiner: NGUYEN, Dung X

Atty. File N0.: 6936-47 g Confirmation No.: 5605

For: SYSTEM AND METHOD FOR SCRAMBLING THE PHASE OF THE CARRIERS IN

A MULTICARRIER COMMUNICATIONS SYSTEM

ASSERTION OF ENTITLEMENT TO SMALL ENTITY STATUS

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Madam :

In accordance with MPEP §§ 509.02 and 509.03 and 37 CFR 1.27, this document is

being filed to inform the U.S. Patent Office of the change of status for the above—identified patent

from large entity status to small entity status. All fees paid to date have been paid as large entity

status. No fees have yet been paid as small entity status. Due to the sale of the referenced patent,

the Applicant is now entitled to small entity status.

We respectfully request that small entity status be granted for the above-referenced

patent.

Please contact the undersigned if there are any questions regarding this notification.

Respectfully submitted,

SHERIDAN ROSS P.C.

fl_y,MW..M,.. kg/. AVV «-

By:‘....—w~“j_‘ ,,.—»~“;,ii..,i»w--»~~ 11 " "
¥<las‘6E H. Vick

/ 1 Reg. No. 45,285
1560 Broadway, Suite 1200
Denver, Colorado 80202

Telephone: 303-863—9700



Page 32 of 379

PTO/AIA/96 (084 2)
Approved for use through 01/31.i2Ut3. OMB 06510031

US. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paerwork Reduction Act of 1995, no rsons are reuired to resend to a collection of information unless it disia s a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73:0)

Applicant/Patent Owner: TQ DE]-TAv Li-C

Application No./Patent No.2 3951 359 Fiiedllssue Date: N°Vembei ii 2005
Titled. SYSTEM AND METHOD FOR SCRAMBLING THE PHASE OF THE CARRiERS IN A MULTICARRIER COMMUNICATIONS SYSTEM

TQ DELTA, LLC ‘a Corporation
(Name of Assignee) (Type o1Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, forthe patent application/patent identified above, it is (choose _o_r1g of options 1, 2, 3 or 4 below):

1. The assignee of the entire right, title, and interest.

2. 3 An assignee of less than the entire right, title, and interest (check applicable box):

The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
olding the balance of the interest must be submitted to account for 100% of the ownership interest.

There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statementls) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. i_i The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The in erest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose _o_rE of options A or B below):

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame ,__ , or forwhich a copy
thereof is attached.

A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1_ From. Marcos C. Tzannes TO: AWARE, INC.

The document was recorded in the United States Patent and Trademark Office at

Real 010877 , Frame 0307 , orfor which a copy thereof is attached.

2_ From. AWARE, lNC. M T0. TQ DELTA, LLC
The document was recorded in the United States Patent and Trademark Office at

Reel 029154 Frame 0937 , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which Is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 GFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time Will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, US. Patent and Trademark
Office, US. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OFl COMPLETED FORMS TO THlS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou. need assistance in completing the farm, call I-800-PTO-9] 99 and select option 2.
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PTO/A|A/96 (0842)
Approved for use through 01/31/2013. OMB 0651-0031

Ll.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Underthe Paerwork Reduction Act of 1995, no ersons are reuired to resend to a collection of information unless it disla a vaiid OMB control number.

STATEMENT UNDER 37 CFR 3.73§cl

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

Additional documents in the chain of title are listed on a supplemental sheet( ).

As required by 37 CFR 3.73(c)(t)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3,11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO, See MPEP 302.08}

The undersigned (whose title is suppJLedbelew)“isaUtfioriied"to act on behalf of the assignee.
./~~«~»W*::::=* ""“ ,

Mwfi ‘:3’ fi"§/luv *5’ “Z
Date

//,/M ason H. VlCk 45,235
Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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L2“I.\1 I1‘ l'l"a\-E4‘bJ’ .:l\£“LVD1Vlll 1:114K. »

‘is form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
~33 Commissioner for Patents
9_: P.0. Box 1450
3 Alexandria, Virginia 22313-1450

Q? or Q (703) 746-4000

_ _ » orm should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required)’. Blocks 1 throuyi 5 should be completed whererip ropn .-1.2 - ' -— r correspondence including the Patent, advance orders and notification of maintenance fees will e mailed to the current corres ondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate " EE ADDRESS" formaintenance fee notifications.

CUR”-M" CORRESPONDENCE ADDRESS ("mi U“ 31°“ ' f"”"‘>' “hm” °f““d""“) Note: A certificate of mailin can only be used for domestic mailings of the
Fee(s) Transmittal. This certi icate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must000 I81 7590 07/05/2005 ave its own certificate of mailing or transmission.

MILES & STOCKBRIDGE PC Certificate ol' Mailing or TransmissionIh b rt” tbtth'F T ’ttal'b‘ d 'td 'thtl1U‘td

1751 PINNACLE DRIVE saiéi o§§.i‘ efVIa(:e\Klls[Il:‘\?lSlCIer:I1:)x(I)1Sl[ e'Sror°}3§:c‘i§§§?.§.-iaiwal. m§nv$lL,‘§e
SUITE 500 addressed to the Mail Sto ISSUE FE address above, or bein facsunile

1 transmitted to the USPTO 03 746-4000, on the date indicated be OW.

oa/zo/aoos iotsma oooooo-12 09710310 “""“““°“"““"“’
(Signature)

01 FC:150l 1400.00 DP
(Um)

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

09/710,310 ll/09/2000 MARCOS C. TZANNES AWR-017 (457/I9) 5605

TITLE OF INVENTION: SYSTEM AND METHOD FOR SCRAMBLING THE PHASE OF THE CARRIERS IN A MULTICARRIER COMMUNICATIONS SYSTEM

APPLN. rm-: SMALL ENTITY ISSUE FEE PUBLICATION FEE TOTAL 555(5) DUE
nonprovisional NO $1400 $0 $1400 I0/05/2005

EXAMINER ART UNIT CLASS-SUBCLASS

NGUYEN, DUNG X 2638 375-220000

1. Chan e of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR1‘ 63)‘ (1) the names of up to 3 registered patent attorneys l j-les5‘ Stockbrid e P ' C '

D Chan e of corres ondence address (or Change of Correspondence or agents OR, alternatively,
Address om PTO, B/122) attached‘ (2)_Lbe name ofa single firm (having as a member a zjason H ' Vick
El "Fee Address" indication (or "Fee Address“ Indication form 1'9815I_€1'¢d 300313)’ 0‘ agent) and the 11311195 0f “P 1.0
PTOISBI47; Rev 03-02 or more recent) attached. Use of ii Customer 2 registered patent attorneys or agents. If no name is 3Number is required, listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assi ee is identified below,_ no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CF 311. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Aware, Inc. Bedford, Massachusetts

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual El Corporation or other private group entity D Government
4a. The following fee(s) are enclosed: /ob. Payment of Fce(s):

Q Issue Fee a A check in the amount of the fee(s) is enclosed.
C] Publication Fee (No small entity discount permitted) D Payment by credit card. Form PTO-2038 is attached.

D Advance Order - # of Copies E The Director is hereby auithojzeg by charge the required fee(s), or credit any ove ayment, toDeposit Account Number - (enclose an extra copy of this form .
5. Change in Entity Status (from status indicated above)

D a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. D b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2)_
The Director of the USPTO is requested to a ly the Issue Fee and Publication Fee (if any) or to re—a ply any previously paid issue fee to the application identified above.
NOTE: The Issue Fee and Publication Fee (i required) will not be accepted from anyone oth applicant; a registered attorney or agent; or the assignee or other party ininterest as shown by the records of the United States Patent and T k 0

Authorized Signature Date August 25 , 2005

Typed or printed it as 01'! H . Vick Registration No. ___i_j

' of information is required by 37 CFR 1.311. The information is re uii-ed to obtain or retain a benefit b die public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. T is collection is estimated to take 1 minutes to complete, including gathei-inghprepaiing, and
submitting the completed application form to the USPTO. Time im'll V8.3’ d ending upon the individual case. Any comments on the amount of time you require to com letethis form and/or su estions for reducing this burden, should be sent to e ief In orrnation Officer, U.S. Patent and Trademark Office, US. Department of Commerce. .0.
Box 1450. Alexan_ ia, Vir inia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,Alexandria, Virginia 2231 -1450.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENI’ OF COMM§EUnited States Patent and Trademark 0IIi:e
Address: COMMISSIONER FOR PATENTSP.0. Ba: 1450

Alzurxlriz, Virginia 27313-1450WWW-uswn-cw

NOTICE OF ALLOWANCE AND FEE(S) DUE

000 181 7590 07/05/2005 EXAMINER

MILES & STOCKBRIDGE PC NGUYEN. DUNG x
1751 PINNACLE DRIVE

ART UNIT PAPER NUMBER

MCLEAN, VA 22102-3833 2533

DATE MAILED: o7/os/zoos

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

09/710,310 11/09/2000 MARCOS C. TZANNES AWR-017 (457/19) S605

TITLE OF INVENTION: SYSTEM AND METHOD FOR SCRAMBLING THE PHASE OF THE CARRIERS IN A MULTICARRIER COMMUNICATIONS SYSTEM

SMALL ENTITY ISSUE FEE PUBLICATION FEE TOTAL FEE(S) DUE DATE DUE
N0 sououprovisional $1400 $1400 10/05/2005

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXANIINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
RESEQILTIQN QN Ifl IEEEIS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT _I_3_I_il EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE

REFLECTS A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE APPLIED IN THIS APPLICATION. THE PTOL—85B (OR
AN EQUIVALENT) MUST BE RETURNED WITHIN THIS PERIOD EVEN IF NO FEE IS DUE OR THE APPLICATION WILL
BE REGARDED AS ABANDONED.

HOW TO REPLY TO THIS NOTICE:

1. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box Sb on Part B - B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL should be completed and returned to the United States Patent and Trademark Office (USPTO) with
your ISSUE FEE and PUBLICATION FEE (if required). Even if the fee(s) have already been paid, Part B - Fee(s) Transmittal should be
completed and returned. If you are charging the fee(s) to your deposit account, section "4b" of Part B - Fee(s) Transmittal should be
completed and an extra copy of the form should be submitted.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3

PTOI.-85 (Rev. 12/04) Approved for use through 04/30/2007.



Page 36 of 379

lt“.I\.l 1)‘ l'l'4I:I\LJ) L.l\£‘.|‘|Jil.V1.IL l!‘«Ll

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEECommissioner for Patents
P.0. Box 1450

Alexandria, Virginia 22313-1450
or fit; (703) 746-4000

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if Blocks 1 through 5 should be completed wherernpriate. All further corrixpondence including the Patent, advance orders and_notification of maintenance fees will e mailed to the current c ondence address as
in 'cated unless corrected below or directed otherwise in Block I. by (a) specifying a new correspondence address; and/or (b) indicaimg a separate " EE ADDRESS“ formaintenance fee notifications.

CU“-RF-”TC°R-“ESPOVDENCE “DD”-55 ""°“‘”‘° 3'°°" ‘ f°"“Y""’“-'~' °“‘“’°§’ Note: A certificate of mailin can only be used for domestic mailings of the
Fee(s) Transmittal. This certi irate cannot be used for any other accompanying
pipers. Each additional paper. such as an assignment or formal drawing, mustoooisi 7590 07/05/2005 ve its own certificate of mailing or transmission.

MILES & STOCKBRIDGE PC Certificate of Mailing or Transmission
I hereb certi that th's F s Transmittal is being deposited with the United

1751 PINNACLE DRIVE States ostal ervice viiith sti cient postage for first class mail in an envelope
SUITE 500 addressed to the Mail Stop ISSUE FEE address above, or bein facsimiletransmitted to the USPTO( 03) 746-4000, on the date indicated he OW.

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

09/710,310 11/09/2000 MARCOS C. TZANNES AWR-017 (457/19) S605

TITLE OF INVENTION: SYSTEM AND METHOD FOR SCRAMBLING THE PHASE OF THE CARRIERS IN A MULTICARRIER COMMUNICATIONS SYSTEM

APPLN. TYPE SMALL ENTITY ISSUE FEE PUBLICATION FEE TOTAL FEE.(S) DUE DATE DUE

rionprovisional NO $1400 $1400 _ 10/05/2005
$0

mw~a< cmsswecmss
NGUYEN, DUNG X 2638 375-220000

1. Chan e of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list

CFR 1‘ 63)‘ (1) the names of up to 3 registered patent attorneys
D Chan e of eorres ondence address (or Change of Correspondence or agents OR, alternatively,
Addmss om PTO] B/122) amched‘ (2) the name of a single firm (having as a member a
0 "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is
Number is required. , listed, no name will be printed

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assi ee is identified below, no assignee data will appear on the patent. If an assignec is identified below, the document has been filed for
recordation as set forth in 37 CF 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME or ASSIGNEE (B) RESIDENCE: (CITY and STATE on COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [3 Individual D Corporation or other private group entity D Government
4a The following fee(s) are enclosed: 4b. Payment of Fee(s):

D Issue Fee D A check in the amount of the fee(s) is enclosed.
[3 Publication Fee (No small entity discount permitted) D Payment by credit card Form PTO-2038 is attached.

D Advance Order - # of Copies D The Director is hereby authorized by charge the required fee(s), or credit any ove ayment, to
Deposit Account Number (enclose an extra copy of this form .

5. Change In Entity Status (from status indicated above)

D a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. D b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR I.27(g)(2).

The Director of the USPTO is requested to apply the Issue Fee and Publication Fee (if any) or to re-apply any previously paid issue fee to the application identified above.' (i requiredNOTE: The Issue Fee and Publication Fee ) will not be accepted from anyone other than_ _ e applicant; ii registered attorney or agent; or the assignee or other party ininterest as shown by the records of the United States Patent and Trademark Ofiice.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1311. The information is re uired to obtain or retain a benefit b the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. I22 and 37 CFR 1.14. T is collection is estimated to take 1 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vag d endin upon the individual case. Any comments on the amount of time you re uire to com letethis form and/or su estions for reducing this burden, should be sent to e ief In ormation Officer, U.S. Patent and Trademark Oflice. U.S. Departmt o Commerce, .0.
Box 1450, Alexan a, Vir ‘ ia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Comrrussioner for Patents, PO. Box 1450.Alexandria, Virginia 2231 -1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 12/04) Approved for use through 04/30/2007. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Oflice
Addrus: COMMISSIONER FOR PATENTSFDA Box I450

Itltnndrh. Virginia 27.3 I3-I450WWW-"SW0-B?"

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

09/710,310 lllO9/2000 MARCOS C. TZANNES AWR-017 (457/I9) S605

ooom 7590 07/05/2005
MILES & STOCKBRIDGE PC NGUYEN. DUNG x
1751 PINNACLE DRIVE

sU1TE500
MCLEAN, VA 22102-3833 2638

DATE MAILED: 07/05/2005

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)

(application filed on or after May 29, 2000)

The Patent Tenn Adjustment to date is 99] day(s). If the issue fee is paid on the date that is three months afier the

mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 991 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571) 272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at (703) 305-8283.

Page 3 of 3

PTOL-85 (Rev. 12/04) Approved for use through 04/30/2007.



Page 38 of 379

Appliwtion No. Applicant(s)

_ _ _ O9/710,310 TZANNES. MARCOS C.
Notice ofAllowability Examine, M unit

Dung x. Nguyen 2631 -
-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address»

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed ), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. IX This communication is responsive to amendment filed on 07 September 2004.

2. IX The allowed c|aim(s) is/are 40 - 51, renumbered as 1 - 12, resgectivey.

3. I2 The drawings filed on 09 November 2000 are accepted by the Examiner.

4. IX Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a) X All b) I] Some‘ c) U None of the:

1. E Certified copies of the priority documents have been received.

2. I] Certified copies of the priority documents have been received in Application No. __

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application. -
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. E] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMlNER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

6. [:1 CORRECTED DRAWINGS ( as “replacement sheets") must be submitted.

(a) El including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached

1) E] hereto or 2) E] to Paper No./Mail Date __

(b) [I including changes required by the attached Examiner's Amendmentl Comment or in the Office action of
Paper No./Mail Datej

Identifying lndicla such as the application number (see 37 CFR 1.84(c)) should be written on the drawings In the front (not the back) at
each sheet. Replacement sheet(s) should be labeled as such In the header according to 37 CFR 1.121(d).

7. E] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. D Notice of References Cited (PTO-892) 5. C] Notice of Informal Patent Application (PTO-152)

2. El Notice of Draftperson's Patent Drawing Review (PTO-948) 6. IE Interview Summary (PTO-413),
Paper No./Mail Date .

3. CI Information Disclosure Statements (PTO-1449 or PTO/SB/O8), 7. IX Examiner's Amendment/Comment
Paper No./Mail Date

4. E] Examiner's Comment Regarding Requirement for Depo ’ 8. C] Examiner's Statement of Reasons for Allowance

of Biological Material 9. Cl Other .

DXN

June 15, 2005
PRIMARY EXAMINER

US. Patent and Trademark Office

PTOL-37 (Rev. 1-04) ' ' Notice of Allowablllty Part of Paper No./Mail Date 1
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Application/Control Number: 09/710,310

Art Unit: 2631

Response to Arguments

1. Applicant’s arguments filed on September 07, 2004 have been fully considered and are

persuasive. The Rejection(s) of the Office action filed on March 30, 2004 has been withdrawn.

Claims 1 — 39 have been canceled. Claims 40 — 51 have been added.

Examiner ’s Amendment

2. An examiner’s amendment to the record appears below. Should the changes and/or

additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR

1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the

payment of the issue fee.

Authorization for this examiner’s amendment was given in a telephone interview with

Jason H. Vick on June 15, 2005.

IN THE CLAIMS:

Regarding claim 46, the statement of “an array of pseudo-random numbers;” as recited in

line 4 has been changed to “A generator generates an array of pseudo-random numbers;”.
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Application/Control Number: O9/710,3 10

Art Unit: 2631

Allowable Subject Matter

3. Claims 40 — 51 are allowed, renumbered as 1 - 12, respectively. The following is an

examiner’s statement of reasons for allowance:

Regarding to the claimed invention, the prior art of record fails to show or render obvious

of a method and its corresponding apparatus of randomizing the phase characteristics of the

carriers in a multi-carrier modulation communication utilizing a plurality of QAM-modulated

carrier signals, each carrier having a phase characteristic based on a QAM modulation,

comprising:

Generating an array of pseudo-random numbers;

Determining a phase shift for each carrier signal by multiplying a value from the

array of pseudo random numbers with 1:/m mod 271:, Where In is an integer, and

Adding the determined phase shift for each carrier signal to the phase characteristic of

each carrier signal.

Any comments considered necessary by applicant must be submitted no later than the

payment of the issue fee and, to avoid processing delays, should preferably accompany the issue

fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”
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Application/Control Number: O9/710,310

Art Unit: 2631

Contact Information

4. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Dung X. Nguyen whose telephone number is (571) 272-3010.

The examiner can normally be reached on Monday through Friday from 8:00 AM to 17:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, -Mr. Vanderpuye Kenneth N. can be reached on (571) 272-3078. The fax phone

numbers for this group is (571) 273-3021.

Any inquiry of a general nature or relating to the status of this application or proceeding

should be directed to the receptionist whose telephone number is (571) 272-2600.

D)fl\I

June 15, 2005

ETH VANDERPUYE

PRIMARY EXAMINER
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Application No. Applicant(s)

_ 09/710,310 TZANNES, MARCOS C.

Interview Summary Ex , M Unitaminer

Dung X. Nguyen 2631 -
All participants (applicant, applicant's representative, PTO personnel):

(1) Dung X. Nguyen. (3) .

(2) Jason H. Vick, the aggIicant's attorney. (4) .

Date of lnten/iew: 15 June 2005.

Type: a)lZ Telephonic b)EI Video Conference
c)l:I Personal [copy given to: 1)l:] applicant 2)l:] applicant's representative]

Exhibit shown or demonstration conducted: d)lZ Yes e)|:l No.
If Yes, brief description: The statement of "an array of gseudo-random numbers," as recited in line 4 of claim 46
has been changed to "A generator generates an array of gseudo-random numbers,"’.

C|aim(s) discussed: Claim 46.

Identification of prior art discussed: Claim 46 is a device claim, the statement of "an array of gseudo-random
numbers” as recited in line 4 is not aggrogriated.

Agreement with respect to the claims f)lZ was reached. g)D was not reached. h)D N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was
reached, or any other comments: Claim 46 is a device claim, therefore, the statement of "an array of gseudo-random
numbers," as recited in line 4 is not aggrogriated. The agg/icant's attorney agrees to change to "A generator
generates an array of Qseudo-random numbers," on June 15, 2005.

(A fuller description, if necessary. and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims

allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE

INTERVIEW. (See MPEP Section 713.04). It a reply to the last Office action has already been filed, APPLICANT IS
GIVEN ONE MONTH FROM THIS INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY
FORM, WHICHEVER IS LATER, TO FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See
Summary of Record of Interview requirements on reverse side or on attached sheet.

Examiner Note: You must sign this form unless it is an

Attachment to a signed Office action. Examiner's signature, if required
US. Patent and Trademark Oliioe

PTOL-413 (Rev. 04-03) Interview Summary
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Application/Control No. Applicant(s)IPatant under
Reexamination

09/710,310 TZANNES, MARCOS C.

cnoss REFERENCE(S)

SUBCLASS (one SUBCLASS PER BLOCK)

Total Claims Allowed 12

Part of Paper No. 1

..m.

um
n

AnneUQMN.mXmm_uD

ISSUE CLASSIFICATION

12347012345678912378..66666777777777788888

Issue Classification

ORIGINAL
SUBCLASS

.. . éfiflfi’(Leg Instruments Examiner ( ate)

5.
m

D.2;

INTERNATIONAL CLASSIFICATION

U.S. Patent and Trademark Office
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Applicationlcontrcl No. A plicant s Patent under
Search Notes R:examin(at)i,on

09/710,310 TZANNES, MARCOS C.
Examiner Art Unit

Dung X. Ngu en 2631

SEARCH NOTES

swecusmreev»
— W

 
Name Inventor Search DXN

DXN I
DXN

U.S. Patent and Trademark Office Part of Papa; No_ 1
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App|int(s)IPatent under
Reexamination

TZANNES, MARCOS C.
Art Unit

2631

Part of Papa: No. 1

0.Nmn0CN.mmM.PA

09/710,310
Examiner

Dun X. Nu en

(Through numeral)
Cancelled

Restncted

III

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIEllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Index of Claims

US, Patent and Trademark Office
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V Page 1 of I
Conmssouzn FOR Pnur-rs

‘ ,_ + umrzn sums Faun AND 11un:MARx Ornc:
\‘1__.i _ vasm-cc-nu. cc. 2023-

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII WWW
Bib Data Sheet

FILING DATE RN Y
SERIAL NUMBER 11/09/2ooo °R°”" “R7 "N" oAc:Tg2E1'Eo.

o9n1o.31o
RULE _ 2631 AWR-017 (457/19)

PPLICANTS

MARCOS C. TZANNES_ ORINDA, CA ;

- I iIIII lIII IIII
THIS APPLN CLAIMS BENEFIT OF 60/1.64.134 11/09/1999

' ' FOREIGN APPLICATIONS “"M%M"““'

IF REQUIRED. FOREIGN FILING LICENSE GRANTED

Dyesno
US‘C119(a-d)condlllons E] Yes Q no E] Meme, STATE OR. , COUNTRY’

- . JDMJ CA

YSTEM AND METHOD FOR SCRAMBLING THE PHASE OF THE CARRIERS IN A MULTICARRIER
OMMUNICATIONS SYSTEM '

CI 1.16 Fees ( Filing)

EES: Authority has been giveI1in Paper  No. to chargelcredit DEPOSIT ACCOUNT time I

o. _____ for following:  
O

file ://C:\APPS\PreExam\correspondence\I_A.xmI 2/ 1 7/01
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ER)

PTO/SB/I22 (09—04)
Approved for use through 07/31/2006 OMB 0651-0035

US. Patent and Trademark Ofiice; U.S. DEPARTMENT OF COMMERCE
Under the P - rwork Reduction Act of 1995, no - ns are reuircd to re 1 nd to a collection of information unless it disla s a valid OMB control number.

CHANGE OF
CORRESPONDENCE ADDRESS _

App,,ca,,0,, TZANNES, Mnzcos c.
Art Unit

Address to:

Commissioner for Patents F-X3m'“°T Name
9.0.13 1450

A1exan(¢)1)iia VA 22313-1450 A“°”‘°’ D°°"°’N“‘“b°’ T3553'3962US°1

Please change the Correspondence Address for the above-identified patent application to:

The address associated with
Customer Number: 000 1 81

D Firm orIndividual Name

Telephone
This form cannot be used to change the data associated with a Customer Number. To change the data associated with an
existing Customer Number use “Request for Customer Number Data Change” (PTO/SB/124).

I am the:

Applicant/Inventor

Assignee of record of the entire interest.
Statement under 37 CFR 3.73(b) is enclosed. (Form PTO/SB/96).
Attorney or agent of record. Registration Number: 45,285

Registered practitioner named in the application transmittal letter '- - - -
executed oath or declaration. See 37 CFR 1.33 . . ' egistration Number

3

Signature/ 
Typed e ae: Iason H. Vick
.,.bruary 3, 2005 Telephone: (703) 903-9000

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required.
Submit multi le forms if more than one signature is re uired, see below*.

*Total of forms are submitted.

This collection of information is required by 37 CFR 1.33. The infonnation is required to obtain or retain a benefit by the public which is to tile (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S1C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to 3 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, US. Department of Commerce, PO. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, PO. Box 1450, Alexandria, VA 22313-1450.
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Attorney Docket No. T3653-8962US01

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application for:

First Inventor: TZANNES, MARCOS C. Group Art Unit: 2631

Appln. No.: 09/710,310 Examiner: D. Nguyen

For: SYSTEM AND METHOD FOR Confirmation No.: 5605

SCRAMBLING THE PHASE OF THE

CARRIERS IN A MULTICARRIER

COMMUNICATIONS SYSTEM

RECEIVED

AMENDMENT SEP 1 0 2004

Commissioner for Patents T6ChnOi0gy Center
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

In response to the Office action dated May 4, 2004, please amend the above-

identified application as follows:

Amendments to the Claims begin on page 2 of this paper.

Remarks begin on page 5 of this paper.
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AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions and listings of claims in

the application.

Listing of Claims:

1 — 39. (Cancelled)

40. (New) In multicarrier modulation communications utilizing a plurality

of QAM-modulated carrier signals, each carrier signal having a phase characteristic

based on a QAM modulation, a method of randomizing the phase characteristics of

the carriers comprising:

generating an array of pseudo-random numbers;

determining a phase shift for each carrier signal by multiplying a value from

the array of pseudo-random numbers times (7:/m) mod 27:, where m is

an integer; and

adding the determined phase shift for each carrier signal to the phase

characteristic of each carrier signal.

41. (New) The method of claim 40, wherein the method is performed in a

multicarrier transmitter.

42. (New) The method of claim 40, wherein the method is performed in a

multicarrier receiver.

43. (New) In multicarrier modulation communications utilizing a plurality

of QAM-modulated carrier signals, each carrier signal having a phase characteristic
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based on a QAM modulation, a system for randomizing the phase characteristics of

the carriers comprising:

means for generating an array of pseudo-random numbers;

means for determining a phase shift for each carrier signal by multiplying a

value from the array of pseudo-random numbers times (rt/m) mod 21:, where m is an

integer; and

means for adding the detemiined phase shift for each carrier signal to the

phase

characteristic of each carrier signal.

44. (New) The system of claim 43, wherein the system is associated with a

multicarrier transmitter.

45. (New) The method of claim 43, wherein the system is associated with

a multicarrier receiver.

46. (New) In multicarrier modulation device utilizing a plurality of QAM-

modulated carrier signals, each carrier signal having a phase characteristic based on a

QAM modulation, the device configured to randomize the phase characteristics of the

carriers comprising:

an array of pseudo-random numbers;

a modulator adapted to determine a phase shift for each carrier signal by

multiplying a value from the array of pseudo-random numbers times (rt/m) mod 21:,

where m is an integer and to add the determined phase shift for each carrier signal to

the phase characteristic of each carrier signal.
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47. (New) The device of claim 46, wherein the device is a transmitter.

48. (New) The device of claim 46, wherein the device is a receiver.

49. (New) In multicarrier modulation communications utilizing a plurality

of QAM-modulated carrier signals, each carrier signal having a phase characteristic

based on a QAM modulation, an information storage media having information stored

thereon that randomizes the phase characteristics of the carriers comprising:

information that generates an array of pseudo-random numbers;

information that determines a phase shift for each carrier signal by multiplying

a value from the array of pseudo-random numbers times (1:/rn) mod 21:, where In is an

integer; and

information that adds the determined phase shift for each carrier signal to the

phase characteristic of each carrier signal.

50. (New) The media of claim 49, wherein the information operates in a

multicarrier transmitter.

51. (New) The media of claim 49, wherein the information operates in a

multicarrier receiver.



Page 53 of 379

Application No. 09/710,310
Docket No. T3653-8962US01

Page 5

REMARKS

By this amendment, claims 139 have been cancelled without prejudice nor

disclaimer nor without concession as to the propriety of the outstanding Office Action

in favor of newly added claims 40-51.

In particular, newly added claim 40 recites, inter alia, generating an array of

pseudo-random numbers, determining a phase shift for each carrier signal by

multiplying a value from the array of pseudo-random numbers times (11:/rn) mod 211:,

where m is an integer and adding the determined phase shift for each carrier signal to

the phase characteristic of each carrier signal.

US. Patent No. 5,748,677 to Kumar and U.S. Patent No. 6, 704,317 to

Dobson were cited with reference to the outstanding 35 U.S.C. § l02(b) and lO3(a)

rejections. Kumar discloses a reference signal communication method and system

and the ability to linearly sum a reference signal 27 with a composite subcarrier signal

20 at 23 to form an overall composite signal 22. Dobson is directed toward a
multicarrier LAN modem server.

However, neither of the references teach or suggest randomizing the phase

characteristics as recited in independent Claim 40. As will be readily apparent, the

remaining claims are also clearly distinguishable from the references of record.

With all outstanding rejections having been overcome, an early notice of

allowance is respectfully solicited. Should the Examiner believe anything further is

desirable in order to place the application in even better condition for allowance, the

Examiner is encouraged to contact Applicant’s undersigned representative at the

telephone number listed below.

Respectfully submitted,

stra-tion 0. 45,285

Miles & Stockbridge P.C.
1751 Pinnacle Drive

Suite 500

McLean, Virginia 22102-3833

(703) 903-9000
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COMBINED AMENDMENT & PETITION =_.

TIME UNDER 37 CFR 1:136(a)a.,aI-g

In Re Application Of. Marcos C. TZANNES

Application No. Filing Date ~ Customer No. Group Art Unit Confirmation No.

09/710,310 11/9/2000 . 181

invention: SYSTEM AND METHOD FOR SCRAMBLING THE PHASE OF THE CARRIERS IN A

MULTICARRIER COMMUNICATIONS SYSTEM RECE ED

SEP 1 0 2004

Technology Center 2600
COMMISSIONER FOR PATENTS:

This is a combined amendment and petition under the provisions of 37 CFR 1.136(a) to extend the period for filing a
response to the Office Action of  inthe above—identified application.Date

The requested extension is as follows (check time period des_ired):

IE One month CI Two months CI Three months CI Four months Cl Five months

from: August 4, 2004 until: Septembel4, 2004
Date Date

The fee for the amendment and extension of time has been calculated as shown below:

CIAIMS AS AMENDED

CLAIMS REMAINING HIGHEST # NUMBER EXTRA ' ADDITIONAL

-I
 l
‘ml

FEE FOR AMENDMENT I $0.00
FEE FOR EXTENSION OF TIME $110.00

TOTAL FEE FOR AMENDMENT AND EXTENSION OF TIME I $110.00

0/08/2004 I-IDEHESSI 00000097 501165 09710310
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_ COMBINED AMENDMENT & PETITION FOR EXTENSION OF Docket No.
TIME UNDER 37 CFR 1.136(a) (Large Entity) T3653-8962Us01

The fee for the amendment and extension of time is to be paid as follows:

C] A check in the amount of 511000 for the amendment and extension of time is enclosed.

Please charge Deposit Account No. 50-1165 in the amount of $110.00

® The Director is hereby authorized to charge payment of the following fees associated with this

communication or credit any’ overpayment to Deposit Account No. 50-1165 ‘

Any additional filing fees required under 37 CFR. 1.16.

Any patent application processing fees under 37 CFR 1.17.

If an additional extension of time is required. please consider this a petition therefor and charge any additional
fees which may be required to Deposit Account No. 50-1165

Payment by credit card. Form PTO-2038 is attached.

WARNING: Information on this form may become public. Credit card information should not be
included on this form. Provide credit card infomiation and authorization on PTO-2038.

Dated: September 7, 2004

“stoma. N0_ 181 I hereby certify that _ this correspondence is being

Miles &StockbridgePC deposited with the United States Postal Service with_ _ . sufficient postage as first class mail in an envelope
1751 Plfln3¢l9Dl'1V9sS|l|t€ 500 addressed to the "Commissioner for Patents. P.O. Box
NICLEZIII, VA 22102 1450, Alexandria, VA 22313-1450" 37 CFR 1.8 a 0,

Telephone: (703) 903-9000 (Date)

Signature ofPerson Mailing Correspondence

Typed or Printed Name ofPerson Mailing Corrapandznce
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"UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Add:-es: COMMISSIONER FOR PATENTS

P.O. Box I450
Alexzmtrix. Virginia ZLI lJ»I45OW‘V'W~'-I593’-90V

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION N0.

09/7l0.3I0 lllO9I2000 MARCOS C. TZANNES AWR-OI7 (457119) 5605

mm mo om»
NIXON PEABODY, LLP . NGUYEN. DUNGX
40! 9TH STREET, NW

sums 900 .
WASINGTON, DC 20004-2128 263I

DATE MAILED: 05/04/2004 CI

Please find below and/or attached an Office communication concerning this application or proceeding.

PTO-90C (RCVA I0/03)
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Application No. I‘ Applicant(s)
09/710,310 TZANNES, MARCOS C.

Office Action Summary Examiner Art Unit

Dung X Nguyen 2631

- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE Q MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

Extensions ol time may be available under the provisions of 37 CFR 1.136(a). In no event. however, may a reply be timely filed
afler SIX (6) MONTHS from the mailing date of this communication.

- If the period for reply specified above is less than thirty (30) days. a reply within the statutory minimum oi thirty (30) days will be considered timely.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will. by statute. cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication. even if timely filed. may reduce any
earned patent term adjustment. See 37 CF R 1.704(b).

Status

HE Responsive to communication(s) filed on 09 November 2000.

2a)I:I This action is FINAL. 2b) This action is non-final.

3)I:I Since this application is in condition for allowance except for formal matters. prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)® CIaim(s)1;3‘_Q islare pending in the application.

4a) Of the above c|aim(s) is/are withdrawn from consideration.

5)I:I Claim(s) ___ islare allowed.

6)|Z Claim(s) 1_-Q is/are rejected.

7)|j Claim(s)j is/are objected to.

8)E] Claim(s) __ are subject to restriction and/or election requirement.

Application Papers

9)I:] The specification is objected to by the Examiner.

10)® The drawing(s) filed on 25 January 2001 is/are: a)® accepted or b)I:] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)l:] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO—152.

Priority under 35 U.S.C. § 119

12)I:I Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)D All b)l:] Some ‘ c)l:] None of:

Certified copies of the priority documents have been received.

Certified copies of the priority documents have been received in Application No. __

Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

' See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) [2] Notice of References Cited (PTO-892) 4) I] Interview Summary (PTO4113)
2) El Notice or Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)IMaiI Date. __.
3) IX] information Disclosure Statement(s) (PTO-1449 or PTOISBIOB) 5) CI Notice of Informal Patent App|ication (PTO-152)

Paper No(s)IMail Date g,_6. 6) El Other: .
US. Patent and Trademark Office

PTOL-326 (Rev. 1-04) Office Action Summary Part of Paper No.lMai| Date 9
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DETAILED ACTION

Claim Rejections - 35 USC § 102

1. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country

or in public use or on sale in this country, more than one year prior to the date ofapplicationfor

patent in the United States.

2. Claims 1, 20, and 37 are rejected under 35 U.S.C. 102(b) as being anticipated by

Kumar (US patent # 5,748,677).

Regarding claim 1, Kumar discloses:

— Associating each carrier signal (column 4, lines 32 — 37 and column 13, lines 39 — 42)

with a value determined independently of any input bit value carried by the carrier

signal (column 2, line 65 to column 3, line 1); '

Computing a phase shifi for each canier signal based on the value associated with

that carrier signal (column 1, lines 51 — 59 and column 5, lines 3 — 11);

Combining a phase shifi computed for each carrier (column 2, lines 5 — 9 and column

4, line 66 to column 5, line 3) with the phase characteristic of that carrier signal

(column 1, lines 51 — 59) so as to scramble the phase characteristics of the plurality of

carrier signals (column 3, lines 34 — 47).

Regarding claim 20, Kumar discloses:

— Associating each carrier signal (column 4, lines 32 — 37 and column 13, lines 39 — 42)

with a value determined independently of any input bit value canied by the carrier

signal (column 2, line 65 to column 3, line 1);

Computing a phase shifi for each carrier signal based on the value associated with

that canier signal (column 1, lines 51 — 59 and column 5, lines 3 — I 1);
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- Demodulating the transmission signal for each carrier signal (column 6, lines 58 — 61,

column 2, lines 5 — 9 and column 4, line 66 to column 5, line 3) based on the value

associated with that carrier signal (colunm 13, lines 39 — 45).

Regarding claim 37, the limitations are analyzed in the same manner set forth as claim 1.

Claim Rejections - 35 USC § 103

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as

set forth in section 102 of this title, if the dmerences between the subject matter sought to be

patented and the prior art are such that the subject matter as a whole would have been obvious at

the time the invention was made to a person having ordinary skill in the art to which said subject

matter pertains. Patentability shall not be negatived by the manner in which the invention was
made.

4. Claims 2 — 19, and 21 — 36, 38, and 39 are rejected under 35 U.S.C. 103(a) as being

unpatentable over by Kumar (US patent # 5,748,677), and further in View of Dobson (US patent

# 6,704,317 B1).

Regarding claim 2, Kumar differs from the instant claimed invention that it does not

show wherein the apparatus analyzed in claim 1 further comprising modulating bits of the input

stream onto the carrier signals having the scrambled phase characteristic to produce a

transmission signal with a reduced peak-to—average power ratio.

However, Dobson discloses the modulating bits of the input stream onto the carrier

signals (column 3, lines 1 — 5) having the scrambled phase characteristic (column 3, lines 29 —

33) to produce a transmission signal with a reduced peaked—to-average power ratio (column 15,

lines 1- 4 and columnl 1, lines 33 — 34).
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Therefore, it would have been obvious to one of ordinary skill in the art at the time of the

invention was made to combine Kumar and Dobson to provide the apparatus analyzed in claim 1

further comprising modulating bits of the input stream onto the carrier signals having the

scrambled phase characteristic to produce a transmission signal with a reduced peak-to-average

power ratio for providing connectivity to devices and networks outside the home (column 1,

lines 7 — 14 of Dobson).

Regarding claims 3 and 4, Kumar differs from the instant claimed invention that it does

not show wherein the apparatus analyzed in claim 1 further comprising independently deriving

and transmitting the value associated with each carrier signal at each transceiver, respectively.

But, it discloses that wherein the apparatus analyzed in claim 1 further comprising independently

deriving the value associated with each carrier signal (column 4, lines 33 ~ 37).

However, Dobson discloses that independently deriving and transmitting the value

associated with each carrier at each transceiver (column 3, lines 1 — 5 and lines 55 — 58).

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the

invention was made to combine Kumar and Dobson to provide the apparatus analyzed in claim 1

further comprising independently deriving the value associated with each carrier signal at each

transceiver for providing connectivity to devices and networks outside the home (column 1, lines

7 — 14 of Dobson).

Regarding claim S, Kumar differs from the instant claimed invention that it does not

show wherein the apparatus analyzed in claim 1 further comprising maintaining synchronization

between the transceiver using the value associated with each carrier signal. But, it discloses that

wherein the apparatus analyzed in claim 1 further comprising maintaining synchronization

between the receiver and the transmitter using the value associated with each carrier signal

(column 8, lines 28 — 48).

However, Dobson discloses that transmitting the value associated with each carrier at

each transceiver (column 3, lines 1 — 5 and lines 55 — 58).
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Therefore, it would have been obvious to one of ordinary skill in the art at the time of the

invention was made to combine Kumar and Dobson to provide the apparatus analyzed in claim 1

funher comprising maintaining synchronization between the transceiver using the value

associated with each carrier signal for providing connectivity to devices and networks outside the

home (column 1, lines 7 — 14 of Dobson).

Regarding claim 6 and 7, Kumar differs from the instant claimed invention that it does

not show wherein the apparatus analyzed in claim 1 further comprising the value varies with

each carrier signal or with each DMT symbol, respectively.

However, Dobson discloses that the value varies with each carrier signal or with each

DMT symbol, respectively (column 2, lines 36 — 60).

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the

invention was made to combine Kumar and Dobson to provide the apparatus analyzed in claim 1

fiirther comprising the value varies with each DMT symbol for providing connectivity to devices

and networks outside the home (colunm 1, lines 7 — 14 of Dobson).

Regarding claim 8, Kumar further discloses that wherein the value is derived from a

predetermined parameter (column 14, lines 47 — 51).

Regarding claim 9, Kumar differs from the instant claimed invention that it does not

show wherein the predefined parameter is a carrier number.

However, in a digital system, each predetennined sequence must be one and/or zero.

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the

invention was made to recognize Kumar to provide the apparatus analyzed in claim 1 further

comprising the predefined parameter is a carrier number.

Regarding claim 10, Kumar further discloses wherein the predefined parameter is a

symbol count (column 16, lines 58 — 61).



Page 62 of 379

Application/Control Number: 09/710,310 Page 6

Art Unit: 2631

Regarding claims 11 and 12, Kumar differs from the instant claimed invention that it

does not show wherein the predefined parameter is a hyperframe count or a superframe count,

respectively.

However, since Kumar has disclosed wherein the predefined parameter is a symbol count

(column 16, lines 58 — 61), the predefined parameter is a hyperfiame count or a superframe count

is just a designed choice.

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the

invention was made to recognize Kumar to provide the apparatus analyzed in claim 1 further

comprising the predefined parameter is a hypeframe count or superframe count for a designed

choice.

Regarding claim 13, Kumar discloses wherein the apparatus analyzed in claim 1 further

comprising scrambling the bits of the output stream (column 3, lines 31 — 47).

Regarding claim 14, Kumar discloses wherein the apparatus analyzed in claim 1 further

comprising a predetermined transmission when the amplitude of the transmission signal exceeds

a certain level (column 6, lines 50 — 57).

Regarding claim 15, Kumar inherently discloses wherein the predetennined transmission

signal comprises a predetermined pattern of bits (column 6, line 58 to column 7, line 3).

Regarding claim 16, Kumar inherently discloses wherein the predetennined transmission

signal comprises a pilot tone (column 6, lines 30 — 33).

Regarding claim 17, Kumar differs from the instant claimed invention that it does not

show wherein the pilot tone is used to maintain synchronization between the first transceiver and

the second transceiver. But, it discloses that wherein the pilot tone further comprising

maintaining synchronization between the receiver and the transmitter using the value associated

with each carrier signal (column 8, lines 28 — 48).
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However, Dobson discloses that transmitting the value associated with each transceiver

(column 3, lines 1 — 5 and lines 55 — 58).

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the

invention was made to combine Kumar and Dobson to provide wherein the pilot tone is used to

maintain synchronization between the first transceiver and the second transceiver for providing

connectivity to devices and networks outside the home (column 1, lines 7 — 14 of Dobson).

Regarding claim 18, Kumar inherently discloses wherein each bit value in the

predetermined pattern of bits is a zero value (column 7, lines 10 — 12).

Regarding claim 19, Kumar discloses wherein the predetennined pattern of bits is

pseudo—random sequence pattern (column 5, lines 28 - 67).

Regarding claim 21, the limitations are analyzed in the same manner set forth as claim 3.

Regarding claim 22, the limitations are analyzed in the same manner set forth as claim 4.

Regarding claim 23, the limitations are analyzed in the same manner set forth as claim 5.

Regarding claim 24, the limitations are analyzed in the same manner set forth as claim 6

Regarding claim 25, the limitations are analyzed in the same manner set forth as claim 7.

Regarding claim 26, the limitations are analyzed in the same manner set forth as claim 8.

Regarding claim 27, the limitations are analyzed in the same manner set forth as claim 9.

Regarding claim 28, the limitations are analyzed in the same manner set forth as claim 10.

Regarding claim 29, the limitations are analyzed in the same manner set forth as claim 11.

Regarding claim 30, the limitations are analyzed in the same manner set forth as claim 12.
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Regarding claim 31, the limitations are analyzed in the same manner set forth as claim 14.

Regarding claim 32, the limitations are analyzed in the same manner set forth as claim 15.

Regarding claim 33, the limitations are analyzed in the same manner set forth as claim 16.

Regarding claim 34, the limitations are analyzed in the same manner set forth as claim 17.

Regarding claim 35, the limitations are analyzed in the same maimer set forth as claim 18.

Regarding claim 36, the limitations are analyzed in the same manner set forth as claim 19.

Regarding claim 38, the limitations are analyzed in the same manner set forth as claim 2.

Regarding claim 39, Kumar discloses:

- Receiving over the communication channel a transmission signal (column 14, line 63

to column 15, line 3) comprised a sequence of symbols that each have a bit-value

pattern (column 5, lines 28 — 67);

Comparing the bit-value of each received symbol with a predetermined bit value

pattern (column 2, lines 32 — 36, column 9, lines 29 — 41, and column 12, lines 17 -

22);

Discarding a given one of the received symbols (column 11, lines 64 — 67 and column

18, lines 39 — 42) in the sequence of symbols if the bit-value pattern of that symbol

matches (column 9, lines 2 — 6,and column 11, lines 46 — 52) the predetermined bit-

value pattern, otherwise demodulating that symbol (column 6, lines 58 — 61, column

7, lines 38 — 42, and column 8, lines 39 — 41).

Kumar differs from the instant claimed invention that it does not show wherein the

apparatus analyzed in the instant claimed invention further comparing the each DMT symbol

with a predetennined bit-value’ pattern, discarding it when it has the same value of a

predetermined bit-value pattern, otherwise demodulating it.
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However, Dobson discloses that the value varies with each carrier signal or with each

DMT symbol, respectively (column 2, lines 36 — 60).

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the

invention was made to combine Kumar and Dobson to provide the apparatus analyzed in the

instant claimed invention further comparing the each DMT symbol with a predetermined bit-

value pattern, discarding it when it has the same value of a predetermined bit-value pattern,

otherwise demodulating it for providing connectivity to devices and networks outside the home

(column 1, lines 7 — 14 of Dobson).

Conclusion

5. The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure.

Dobson (US patent # 6,507,585 B1) discloses a multi—carrier adapter device using

frequency domain equalizer.

Rhind (US patent # 4,985,900) discloses a non-intrusive channel-impaimient analyzer.

Lyon et al. (US patent # 3,955,141) discloses synchronizing circuit for modems in a data

communication network.

Contact Information

6. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Dung X. Ngiyen whose telephone number is (703) 305-4892.

The examiner can nonnally be reached on Monday through Friday from 8:30 AM to 5:30 PM.



Page 66 of 379

Application/Control Number: 09/710,310 Page 10

A11 Unit: 2631

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Mr. Ghayour Mohammad H. can be reached on (703) 306-3034. The fax phone

numbers for this group is (703) 872-9314.

Any inquiry of a general nature or relating to the status of this application or proceeding

should be directed to the receptionist whose telephone number is (703) 305-3800.

DXN

April 15, 2004
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Nflmfi 0f P3155159 0|’ Document Relevant Passages or RelevantApplicant of Cited Document MM.DD.YYYY

2330 491 04-21-1999 ’

OTHER PRIOR ART - NON PATENT LITERATURE DOCUMENTS

Examiner ‘ Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate). title ofthe
lnitials' . item (book, magazine, journal, serial, symposium, catalog, etc.)., date, page(s), volume-issue number(s),

publisher. city and/or country where published.

Exa r Date

- 4///Vice» »
‘EXAMINER: Initial if reference considered, whether or not citation is in confomiance with MPEP 609. Draw line through citation if not
in conformance and not considered. Include copy ofthis form with next communication to applicant.

' Unique citation designation number. 2 See attached Kinds of U.S. Patent Documents. 3 Enter Office that issued the document, by the two:
letter code (WIPO Standard ST.3). ‘ For Japanese patent documents, the indication ofthe year ofthe reign of the Emperor must precede the
serial number of the patent document. 5 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard
ST.l6 ifpossible. ° Applicant is to place a check mark here if English language Translation is attached.

Burden Hour Statement: This form is estimated to take 2.0 hours to complete. Time will vary depending upon the needs of the individual
case. Any comments on the amount of time you are required to complete this form should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, Washington, DC 2023l. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, Washington, DC 20231.

NVA2l4l07.l
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‘ideas? type a plI'L\§ sign (+) inside this box —> [+] PTOISBIOSA (08-00)Approved for use through 10/31/2002. OMB 0651-0031
US. Patent and Tradermrk Office: US. DEPARTMENT OF COMMERCE

Under the Pa 'ork Reduction Act of 1995. no - rsons are ' - nd to a collection ofinforrnacion unless it contains a valid OMB control number.

sum-«ewe

mam

081513-41

P385: Columns, Lines, Where Relevant
Passages or Relevant Figuru Appear

FOREIGN PATENT DOCUMENTS

Foreign Patent Docummt Date of Publication ol'Ci1ed Pages, Columns, Lina, Where
NEW: 0‘ Piflmwc 0' Document Relevant Passages or Relevant

Kjnd cod; Applicant of Cited Document MM.[)D.YYYY Figufcs Appcar
Number‘ (rflmown)

Industrial Co. Ltd. ,-I°“9°°“ 1"“ 2°= ‘9‘’‘ Z
I99/29078 1June 10 1999 O

70 Technoloies Inc. II"“’”°“ — “"”3*‘”8 :1
—l@--_
—C:--_—__

OTHER PRIOR ART — NON PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the
item (book. magazine. joumal, serial, symposium, catalog, etc.)., date, page(s), vo1ume~issue number(s),

publisher, city and/or country where published.

Bauml R. W. et al.: “Reducing The Peak-To-Average Power Ratio Of Multicarrier
Modulation By Selected Mapping” Electronics Letters, GB, IEE Stevenage, Vol.32,
no.22, 24 October 1996, pages 2056-2057, XP000643915 ISSN: 0013-5194.

Copy of Annex to Form PCT/ISA/206 for PCT/USO0/30958, 23 March 2001.

4» /we/Loo, -
‘EXAMINER: Initial ifreference considered, whether or not citation is in confomtance with MPEP 609. Draw line through citation ifnot
in conformance and not considered. Include copy of this fonn with next communication to applicant.

' Unique citation designation number. 1 See attached Kinds of U.S. Patent Documents. 3 Enter Office that issued the document, by the two-
letter code (WIPO Standard ST.3). ‘ For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the
serial number of the patent document. ’ Kind of document by the appropriate symbols as indicated on the document under WIPO Standard
ST.16 if possible. ‘ Applicant is to place a check mark here if English language Translation is attached.

Burden Hour Statement: This form is estimated to take 2.0 hours to complete. Time will vary depending upon the needs of the individual
case. Any comments on the amount of time you are required to complete this form should be sent to the Chief lnfomtation Officer, US.
Patent and Trademark Office, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, Washington, DC 20231.

NVAl78l 72.1
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. UNITED STATES PATENT AND TRADEMARK OFFICE COMMISSEONEF-‘l FOR PATENTS
UNITED STATES PATENT AND TRADEMARK OFFICE

Vusnmcwou, D.C. 2023!
wwwusptczgov

APPLICATION NUMBER FILING DATE

09/710,310 11/09/2000 MARCOS C. TZANNES AWR-017 (457/19)

CONFIRMATION NO. 5605

ggggg PEABODY. M, A lllllllllllfllflllllllllflfllllllllllllfllllmllllllillllllllll
8180 GREENSBORO DRIVE '°°°°°°°°°°8°3°37°'
sum: aoo

MCLEAN, VA 22102

Date Mailed: 05/06/2002

NOTICE REGARDING POWER OF ATTORNEY

This is in response to the Power of Attorney filed 04/29/2002.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

%z@ 2 1
DAVINA G BUTLER

2600 (703) 308-9455
OFFICE COPY
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UNITED S'I‘A'lTES PATENT AND TRADEMARK OFFICE COMMISSIONER FOR PATENTS
UNITED STATES PATENT AND TRADEMARK OFFICE

Vlhsnmcron. D.C. 20 23I
www.usp‘lugov

APPLICATION NUMBER FILING DATE FIRST NAMED APPLICANT ATTY. DOCKET NOJTITLE

09/710,310 1 1/09/2000 MARCOS C. TZANNES AWR-017 (457/19)

CONFIRMATION NO. 5605

KEV“ RUSSELL lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllCORPORATE COUNSEL . .

4o MIDDLESEX TURNPIKE °°°°°°°°°°8°3°363
AWARE, INC.
BEDFORD, MA 01730

Date Mailed: 05/06/2002

NOTICE REGARDING POWER OF ATTORNEY

This is in response to the Power of Attorney filed 04/29/2002.

o The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

DAVINA G BUTLER

2600 (703) 308-9455
OFFICE COPY
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Please type a plus sign (+) inside this box —> [+] PTOISBIZI (08-O0)
Approved for use through 10/31/2002. OMB 065l—003l

US. Patent and Tradermrk Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of I995. no person: are required to respond to a collection ofinfomiation unless it displays a valid OMB control ltllnlblr.

TRANSMITTAL °9’“°’3 1°
FORM November 9, 2000

(to be usedfor all correspondence after initinlfiling) Marcos C. Tzannes
2621
Not yet assigned

_08151341
ENCLOSURES (check all that apply)

Assignment Papers D After Allowance Communication to GroupDD Fee Transmittal Fonn
(for an Application) Q other;

. Sig; 1! deg }Zg;E 3.233112)
Dmwmg“) t merit n Ri lia'n ae

U Fee Attached

D Ammdmem l Reply Licensing~related Papers
D After Final Petition

Petition to Convert to a
Provisional Application

Power ofAttomey, Revocation 0 -‘I.
Change of Correspondence

D Express Abandonment Request Address center
D IIlf0l'l’Tl3IIOl'I Disclosure Statement

DUDE
El Affidavits/declaration(s)

D Extension of Time Request I

Terminal Disclaimer

Request for Refund

CD, Number of CD(s)
D Certified Copy of PriorityDocument(s) DUB
D Response to Missing Partsl

Incomplete Appficalion BI The Commissioner is hereby authorized to charge any additional feesrequired or credit any overpayment; to Deposit Account No. 19-2380 for

D Ruponse [0 Missing pans the above identified docket number.
under 37 CFR L52 or I.53

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT

Finn Vic

°' Nixon Peabody LLP
‘”dlV‘°“3‘ "am 8180 Greensboro Drive

Suite 800

McLean, VA 22012

CERTIFICATE OF MAILING

I hereby cenify that this correspondence is being deposited with the United States Postal Service with sufficient postage as first class mail in an

envelope addressed to: Commissioner for Patents, Washington, DC 20231 on this date:  I
TYDe or p..-mt name  

—
Burden Hour Statement: This form is estimated to take 0.2 hours to complete. Time will vary depending upon the needs of the individual
case. Any comments on the amount of time you are required to complete this form should be sent to the Chief lnfomiation Officer, U.S.
Patent and Trademark Otfice, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, Washington, DC 2023l.

NVA223860. I
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?l’H‘E‘UNITED STATES PATENT AND TRADEMARK OFFICE

REVOCATION/APPOINTN'IENT or POWER OF ATTORNEY

RECEIVED

MAY n 1 2002

Technology came, 2600

Commissioner for Patents

Washington, D.C. 20231

Sir:

In the matters listed on the attached sheet (21 US.» issued patents and 22 U.S.

pending patent applications), we hereby revoke all Powers of Attorney heretofore given

by us and appoint as our Attorneys the Practitioners at Customer Number 22204 with full

power of substitution, association, and revocation, to prosecute said application and to

transact all business in the Patent and Trademark Office connected therewith.

Furthermore, please change the correspondence address for the cases listed on the

attached sheet to Jason H. Vick, NIXON‘ PEABODY LLP, 8180 Greensboro Drive, Suite

800, McLean, VA 22102.

I am the:

D Applicant/Inventor. ‘

E Assignee of record of the entire interest. See 37 CFR 3.71.
Statement under 37 CFR 3. 73 a is enclosed. Form PT0/SB/96 .

SIGNATURE of Applicant or Assignee of Record 

—
Jfll—

NVAI 89897.1
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PTO/SB/96 (08-O0)
Appmved for use thiough10I31I‘2002. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
ujmd in ... .i... in a collection ofinfoririation unless it -~- ii valid OMB control number.

STATEMENT UNDER 3.7 CFR 3.73

Applicant/Patent Owner: AWARE Inc.

Application No./Patent No.:  mT_Filed/Issue Date: See Attached Sheet

Entitled: See Attached Sheet

WARE Inc. a coggoration ‘
(Nun: of Assisntt) (Type of Assignee, e.g.. eorponfion. partnership, university, government agency. etc.)

states that it is:

1. E the assignee of the entire right, title, and interest; or

2. D an assignee of less than the entire right, title and interest.
The extent (by, percentage) of its ownership interest is __j%

in the patent application/patent identified above by virtue of either: nferzsao
A. [X] An assignment from the inventor(s) of the patent "application/patent identified above. The assignment was

recorded in the United States Patent and Trademark Office at Reel See Attached Sheet, Frame See Attached
Sheet, or for which a copy thereof is attached.

OR

B. [ ] A chain of title from the inventor(s), of the patent application/patent identified above, to the current
assignec as shown below:

1. From: To:
The document was recorded in the United States Patent and Trademark Office at

Reel Frame or for which a copy thereof is attached.

From: To:
The document was recorded in the United States Patent and Trademark Office at

Reel Frame or for which a copy thereof is attached.

From: To:
The document was recorded in the United States Patent and Trademark Office at

Reel , Frame or for which a copy thereof is attached.

[ ] Additional documents in the chain of title are listed on a supplemental sheet.

[ ] Copies of assignments or other documents in the chain of title are attached.
|[\_lO1_E: A separate copy (i. e., the original assignment document or true copy of the original document)-must be
submitted to Assignment Division in accordance with 37 CFR Part 3, if the assignment is to be recorded in the
records of the USPTO. 1MPEP 302.08]

The undersigned ( hose title is supplied below) is authorized to act on behalf of the assignee.

2; 3 81¢ ( - _ . .Date
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SLANT PATH

LENGTH 39,482km
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FIG. 3

SLANT PATH LENGTH FROM T\NO EMS IN GEOSTATIONARY
EUROPEAN CITIES TO EMS ORBIT AT 10.2°E
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DIGITAL BROADCAST SYSTEMS

This invention relates to digital broadcast systems

(DAB) and in particular tosuch as digital audio broadcast

a system which enables digital broadcasts from two or more

different broadcasters to be combined in a single broad
band transmission.

The Eureka-147 DAB system which has been proposed as

a practical implementation of digital audio broadcasting

operates by using a coded orthogonal frequency division

In this,(COFDM) a large number ofmultiplexed system.

carriers are spread over a broad frequency band to carry

digital data. Each carrier is modulated with the data so

as to carry two bits of data by using quadrature phase

(QPSK). Groups of these carriers are thenshift keying

transformed to the time domain by a Fast Fourier transform

to produce what is known as a DAB symbol. A plurality of

these symbols are assembled and between them are able to

carry data from a large number of channels. The symbols

are transmitted together in a DAB frame or multiplex

comprising a series of symbols and which commences and

terminates with a null symbol for synchronisation. A

typical transmission bandwidth of 1.53 MHZ can typically
accommodate 5 or 6 channels.

Satellite delivery of digital broadcasts is seen as

an attractive option for international broadcasters

because it provides coverage of large areas at relatively
low costs.

Because a Eureka-147 DAB ensemble carries not just

one but several audio channels or other services, several

co-operating broadcasters would need to share an ensemble

between them, This can be relatively easily accomplished

at a national level where there are both national and
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local broadcasters by leaving free symbols in national

broadcasts into which local broadcasters can insert data.

These would typically be combined at a single site and can

then be transmitted over the relevant area.

Where it is desired to combine broadcasting over a

number of different countries, e.g. UK, France, Germany

and Austria, and transmit them as a single DAB ensemble

over all of those countries, the combination at a single

terrestrial uplink site becomes impractical because of the

cost of terrestrial data lines.

One solution is to use a dedicated satellite with an

on—board processor to which all the broadcasters transmit.

The satellite then combines all the data and produces a

single DAB ensemble from this. The problem with this, of

course, is that a dedicated satellite has to be launched

in order for the system to become operational.

A preferred embodiment of the present invention

provides a system in which a_number of different

broadcasters each transmit a section of a COFDM ensemble

from an uplink site to a conventional satellite in time

division multiplex slots. The satellite then amplifies

and frequency shifts the received signals before

transmitting them over its area of coverage. No on—board

processing is involved other than would be used for a,

conventional radio transmission. Each uplink site would

need to be adequately synchronised to the others so that

the resulting composite COFDM signal appeared seamless

when transmitted by the satellite. This can easily be

achieved using the global position system (GPS).

The invention is defined with more precision in the

appended claims to which reference should now be made.
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The invention will now be described in detail by way

of example with reference to the accompanying drawings in
which:

Figure 1 shows schematically a number of uplink sites

transmitting signals to a conventional satellite in time

division multiplex (TDM) slots for retransmission over the

satellite's area of coverage in an embodiment of the

invention;

Figure 2 shows schematically the combination of DAB

symbols from three different uplink sites in accordance

with an embodiment of the invention;

Figure 3 shows schematically the different slant path

lengths from two European cities to a satellite in

geostationary orbit;

Figure 4 shows the differential range for a satellite

in geostationary orbit;

Figure 5 is a graph showing the relationship between

differential path length and the distance moved by the
satellite;

Figure 6 is a histogram showing relative timings

between 2 GPS receivers; and

Figure 7 is a block diagram of an uplink site of the

type shown in Figure 1.

It is envisaged that in an embodiment of this

invention a multiplexed uplink system would involve two or

more uplink sites of the type shown in Figure 1. These

can be receiving one or more signals, coding them with

COFDM and transmitting them in preassigned time slots to a

satellite. Each uplink site provides a portion of the

COFDM signal directly to the satellite. The multi carrier

nature of the Eureka DAB signal with its frequency and

time interleaving means that mapping of a particular bit
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pair onto a particular carrier is very complex. whilst it

would be technically possible to identify which carriers

are associated with each uplink contribution, it would

then be necessary to be able to suppress each carrier on

an individual basis. This would be considerably more

difficult than switching all of the carriers on and off

simultaneously at single symbol boundaries. As will be

seen, this is not a severe constraint and greatly

simplifies the handover process.

A time division multiplex system of the type

embodying the present invention requires a fairly radical

rethink of the requirements of the DAB transmission chain.

The TDM system requires complete shutdown of the

transmitters RF output at frequent and regular intervals.

At present there is no structure to enable the COFDM

generator to switch off all the carriers at selective

times. Inserting zeros into the multiplex is not the

solution since the carriers are phase modulated and this

would generate a symbol representing a digital zero.

Therefore, TDM operation produces a requirement for a 3-

stage control of the COFDM transmitter output, a digital

one, a digital nought, and a suppressed carrier. This can

be done in two ways.

In the first method, the symbols which are not going

to be transmitted from the specified uplink are filled

with dummy data and the RF output of the COFDM generator

is switched off for the duration of the other

contributions. As the contributing uplink sources only

need to switch at a symbol boundary, this option is

relatively simple. A small amount of logic is required to

count through the symbols of each frame and switch at the

appropriate time.
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‘adequately the COFDM generator.

The second method is to configure the multiplexer and

COFDM generator internally to switch off the unwanted

carriers for the required time. The configuration is

controlled from the multiplexing unit and a new interface

to the COFDM generator. A new control mechanism would be

required if the multiplexer was to be able to control

This requires access to

the software on both devices.

In the TDM uplink arrangement, the transition points

between the separate uplink signals as received at the

satellite deserve special consideration. Apart from the

problems of synchronisation, there is the problem

introduced by the use of differential QPSK modulation.

The receivers which are proposed for use with the signal

decode each symbol in the ensemble with reference to the

phase of the previous symbol (except for the first symbol

of every transmission frame which is the fixed reference

symbol).

the master,

This is transmitted by uplink station number 1,"

and is shown in Figure 2.

The other uplink sites are called slaves. Data

uplinked by these slave stations cannot be differentially

decoded from the beginning because the previous symbol

will originate from a different uplink site and will

therefore have no useful phase relationship. Because of

this, the first symbol of a slave contribution cannot be

differentially decoded to provide any useful data.

However, its phase state does then become the reference

for the second symbol, thereby allowing the remaining

symbols from that uplink contribution to be decoded as
normal.

To solve this problem,-a dummy phase reference symbol

is inserted at the start of each slave contribution as

shown in Figure 2. The multiplexer can easily be
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configured to insert a dummy service component occupying

just a single symbol which it fills with random data or

any other data. As the system is differentially

modulated, the following symbol will be demodulated with

reference to the dummy symbol.

The system of Figure 2 shows three multiplex uplink

sites carrying contributions of 128 K—bits/s and 64 K-

bits/s as part of a TDM arrangement. The lower line of

the diagram shows how the dummy phase reference signals

inserted by each slave uplink site become part of the

overall composite signal received and retransmitted by the

satellite.

Loss of the first symbol of each uplink contribution

is not a great problem. In Mode III DAB there is a low

data-rate per symbol and this means that only 384 bits are

lost for each slave uplink. This amounts to just under

0.7% per symbol and an arrangement using 10 geographically

separate uplink sites (i.e. one master and nine slaves)

would reduce the user capacity by only 6.25%.

Although a transitional dummy phase reference symbol

cannot be used to carry any useful data, it may be used

for carrying status information between uplink sites (by

using a non-standard receiver).

The composite signal transmitted from the satellite

will be the combined result of the several different

uplink stations. However, it must not exhibit any

artefacts of its TDM origination. Three fundamental

parameters which must be kept as constant as possible are:

synchronisation

uplink frequency

power level.



Page 94 of 379

BNSDOCID: <GB:2$£91A_|_>

'or gaps in the signal,

The handover between uplinks must not create overlaps

the power level must be constant

throughout the transmission frame, and the frequency for

each uplink must be the same so as not to create any

discontinuity. That is to say. the final signal reaching

the receiver must appear to be the result of a single

transmission chain, rather than the combination of several

contributing uplinks.

At the handover point between contributing uplinks,

the timing error needs to be accurate to within a fraction

of a symbol duration. For Mode III DAB the total symbol

duration is 156 microseconds, (which includes a guard

interval of 31 ps). Any “data collision" arising from a

mis—aligned uplink would probably cause the loss of some

data from both uplinks. In addition, such a data

collision would increase the input power to the satellite

by 3 dB. Given the finite power capability of a satellite

transponder, and the fact that it is likely to be

operating close to saturation, this could affect other

users of the transponder or even drive the HPA into an

overload condition.

A lack of data at the appropriate time could also

create problems. In particular, the Eu-147 system uses

the null symbol for coarse synchronisation in the time

domain, therefore a data gap in the composite signal could

be misinterpreted as a null symbol, thereby causing

complete synchronisation failure at the receiver,

resulting in none of the services on that multiplex being

received. Therefore, it is also equally important that a

contributing uplink does indeed fill its allocated time-

slot.



Page 95 of 379

Various factors must be considered and corrected for

to insure that the uplink contributions arrive at the

satel1ite’s input antenna at the exact time required.

An uplink site suitable for use in the present

invention is shown in figure 7. In this particular

example the uplink site is combining two local audio

signals for uptransmission to a satellite. Each audio

signal is first fed to an MPEG audio coder 12} This

compresses the audio data. It is next synchronised in a

sub—multiplexor unit 14 which receives a synchronising

signal from a global positioning system (GPS) clock

receiver 16 which receives the GPS signal via an antenna

18. The multiplexor audio signal is then passed to a

buffer delay 20 which feeds them at appropriate intervals

to a COFDM modulator 22. This produces a frame of COFDM

symbols.

These symbols are supplied to an IF switching unit

24. This counts through the earth COFDM symbols in the

frame in response to a clock signal which is supplied by

the COFDM modulator 22 in its I/Q bus. The switching by

the IF switching unit 24 makes sure that only symbols

containing data relating to the two audio signals 10 are

passed to an upconverter and high power amplifier 26 which

then sends them to an antenna 28 for transmission to the

satellite of Figure 1.

It will thus be appreciated that the system of Figure

1 comprises six uplink units similar to that of Figure 7.

Four of these are handling only one audio signal, one is

handling two audio signals and a final one is handling

three audio signals. Each will be synchronised by its GPS

clock receiver unit 16 and thus will insert audio data in

symbols at different time periods to those used by other
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uplink stations such that at the satellite a complete

frame of data will be received.

If a more sophisticated receiver is used, the dummy

symbol could carry other information. The first portion

could be used as the phase reference. For example, a

specific data pattern could be included. This could then

be monitored by the various uplink sites to aid

synchronisation of uplink contributions.

The dummy symbol could also be used as a data channel

to feed back, to the uplink site providing the first

contribution for each frame, information to go into the

Fast Information Channel (PIC) which the first transmitter

compiles and which describes the structure of the frame.

Thus, it describes which symbols contain data for each

channel and, clearly, which symbols are dummy symbols.

Thus, the data is fed to the transmitter compiling

the PIC via the satellite. No land line is required.

Other data which could be included in the dummy

symbol are an audio channel for communication between the

uplink sites or additional data for various commercial

‘services.

Furthermore, at each uplink site a receiver can be

provided to monitor the timing and frequency of the dummy

symbol it transmitted to the satellite. This can then be

used to adjust the timing and frequency of the signal

provided by the transmitter.

Slant Path Length Compensation

The uplink stations will be located at arbitrary locations

on the Earth's surface and will all experience different

path lengths to the satellite. In order to create a

seamless composite DAB signal the uplink sites with short
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path lengths will need compensating delays so that their

contributions do not arrive too early._

Given the orbital location of the satellite, and the

latitude and longitude of the uplink station, the path

length can be readily calculated. Taking a European

example, as illustrated in Figure 5:

For a satellite at: 10.2° East

Uplink 1: Lisbon 39°N 9°W

Uplink 2: Bergen 61°N 5°E.

The nominal difference in the slant path range

between the two earth stations and the satellite is

1,749 km, which corresponds to a delay of 5.83 ms.

This could easily be compensated for by delaying the

transmission from the Lisbon uplink site (which is closer

to the satellite) by an equal amount. (This then allows

the placement of the contributing signal at any point in

the DAB transmission frame.)

The maximum possible slant path length would be

experienced by an earth station on the very edge of the

uplink coverage zone where the elevation angle is lowest.

It is generally accepted that a minimum earth station

antenna elevation angle of 5 degrees is required, and at

such a location this gives a maximum possible slant path

length of around 41,130 km (corresponding to a one—way

propagation time of 138 ms). On the other hand, the

shortest possible slant path distance would be from an

earth station exactly at the sub—satellite point at a

range of 35786 km, corresponding to a delay of 120 ms.

The location of any uplink site can therefore be

compensated for using a delay of no more than 18 ms, the
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exact figure depending on its geographical location

relative to the satellite.

The BBC COFDM generator (CDZM/44) has a built in

compensating delay of up to 4 ms, adjustable in increments

of 488 ns. while the Marconi—Eddystone COFDM generator can

manage a delay of up to 476 ms, adjustable in steps of

approximately 1 us.

while the difference in the slant path length is the

obvious (and major) consideration in synchronising the

uplink stations, there are several other factors which

affect the accuracy of the timing of each contribution.

some effects will create a common variation in the

propagation delay between all the earth stations and the

satellite, causing the whole DAB signal to arrive at the

incorrect time. Other effects will cause differential

errors which adversely change the synchronisation between

the uplinked contribution signals.

Although termed “Geostationary”, a satellite in GEO

orbit will always have a tendency to wander a little, due

to the Earth's gravitational irregularities, the influence

of the sun and Moon and solar pressure. These

perturbations in the satellite's intended position

complicate the uplinking of a TDM based system. As the

satellite wanders about, the path length from the

geographically separate contributing uplink sites will

obviously vary. The normal satellite station keeping

tolerance is usually quoted as +/—0.05° in each plane,

corresponding to maintaining the satellite's position

within a cube of sides approximately 80 km. This movement

can therefore give the calculated slant path length an

error of around +/— 40 km.

If this path length variation was identical for every

uplink site then each uplink contribution would arrive at
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the satellite slightly ‘early’ or ‘late’ but would

‘maintain its place in the DAB frame. The whole broadcast
signal would then arrive a few microseconds ‘late’ or

‘early’ but there would be no overall effect on

synchronisation between the uplinks.

But, while the path length change between various

uplink sites and the satellite is indeed largely the same,

any station keeping error will usually create a small but

significant differential change in these path lengths,

which means a synchronisation error would be introduced

between the various signals arriving at the satellite.

This is illustrated in Figure 4 where dd and d2 are the

original distances from the uplink sites to the satellite,

and A, and Azare the changes in distance due to orbital

drift. If A1 is then different to A; then a

synchronisation error will be introduced.

Satellite station keeping errors can be resolved into

three orthogonal planes — latitudinal — i.e. North/South,

longitudinal - i.e. East/West, or radial - i.e. towards or

away from the Earth. The magnitude of the differential

change varies widely depending on the satellite's plane of

movement, the location of the uplink sites and the

magnitude of the error in the satellite's station keeping.

The maximum possible differential range would be

between two uplinks at the extreme (5° elevation) and

opposite edges of a global uplink coverage zone, with the

satellite moving in the same plane. This would give a

differential timing change of 1 us/km of satellite

movement. In practice, very few uplink sites operate at

these extremes and it is likely that most would be within

a couple of thousand miles of each other.

Taking the Bergen/Lisbon/EMS example again, the

nominal path length difference was shown to be 1,749 km

ausoocno: <GB__2330491A_l_>
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corresponding to a 5.83 ms fixed delay. Figure 5 shows

the differential distance variation between the Bergen and

Lisbon uplink paths for variations of the orbital position

over the range +/- 0.05° or +/- 40 km in each of the three

planes.

For a change in the satellite’s latitude, Lisbon,

being further south than Bergen, experiences a smaller

rate of change of path length than Bergen, and at the

extremes the error can be +/- 1344 metres, corresponding

to +/- 4.5 us (which at 0.06 us is a long way short of the

theoretical maximum shown above). For a change in the

satellite’s longitude a similar magnitude of differential

error is experienced, while for a radial change in

position, both uplink sites experience very similar

changes, resulting in little differential error.

i The maximum change in timing would therefore occur

when the satellite is at its maximum latitudinal error,

and maximum longitudinal error and maximum radial error,

combined with two uplink sites located in the same plane

as the satellite’s positional error. For uplink sites

exclusively within Europe and a satellite station-keeping

accuracy of +/- 0.0S°, this would result in a maximum

variation of around +/- 10 us, equivalent to +/-3 km. For

worldwide uplinking the error could reach +/- 20 km (+/-

67 us).

Slant path calculations are generally based on the

assumption that the Earth is a uniform sphere. In reality

it is an irregular ellipsoid, with a polar radius of

6256.74 km, and an equatorial radius of 6278.12 km,

meaning the Earth is slightly ‘wider’ E-W than it is

‘tall’ N-S. While slant path length calculations

generally use an average figure for the radius, this is

not accurate enough for the TDM application. In addition,

BNSUXID. <GB_23£!)49IA__l_>
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the ‘radius’ of the Earth varies along any circumference

due to further irregularities in the geodetic sphere.

Therefore, if the Earth is incorrectly assumed to be a

regular sphere, then the slant path distance may be in

error by perhaps +/— 10 km, equivalent to a timing error

of +/- 33 us.

Several geodetic models have been proposed to

approximate the Earth's shape, with GPS for example using

“WGS 84". This enables erors due to ellipsoid geometry
to be reduced to just a few metres.

The Earth station's height above sea level can also

contribute to a timing error if it is located near the

sub-satellite point. Mexico City, the uplink location for
our first Eu-147 DAB satellite tests, is at an altitude of

around 2 km above sea level.

Each of the contributing uplinks will need to be

synchronised to a common time reference. The Global

Positioning System (GPS) is a relatively low cost method

of global timekeeping and_can provide synchronisation to
an accuracy of around 1 us anywhere in the world. with

this application in mind, a pair of GPS based master

reference clocks were tested and a histogram produced is

shown in Figure 6.

The samples were taken over a period of several

weeks, at irregular intervals of at least 15 minutes. As

can be seen, there is a distinct fixed offset between the

two receivers (an average of 130 ns) but excluding this

offset, around 97% of the results show the receivers to be

within 175 ns of each other._ while the standard GPS

specification provides a dithered signal accurate to

within +/-340 ns of GPS time/UTC for 95% of the time, the

affect of the GPS receiver's flywheel circuitry smooths

out the short term phase noise giving a better result.

BNSDOCI D: <G.B__2330491 A_l_>
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~will be common to all contributions.

While the antennas of the two GPS receiver used for

the test were located only 0.3 metres apart, the

manufacturers claim that similar results would be obtained

if the receivers were thousands of miles apart.

The effect of the ionosphere varies depending mainly

on sunspot activity, time of day, and path length through

the ionosphere (which in turn depends on the satellite's

elevation angle). The error contribution for the downlink

path at 1.5 Ghz is likely to be less than 20 metres and

Atmospheric

refraction on the uplink paths (typically 14 Ghz) is

likely to be less than 1 metre (3 ns) and so will have a

negligible affect on any particular uplink contribution.

Even a transparent transponder satellite will

experience a small throughput delay, due mainly to

filtering. This delay will be common to all

contributions.

It has been shown above that there are several

factors which will influence the accuracy which is

achievable from a slant path distance calculation, and

these are summarised in the table below. some factors

only cause an overall delay to the composite signal which

is of little importance. Others (marked with a *) create

a synchronisation error which may need to be compensated

for. The figures given are ‘typical worse case’ examples.

Parameters: Distance

Error

lrregular ellipsoid geometry

of Earth 10 km

Height of earth station 2 km

a.s.l.
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Atmospheric refraction 20 metres

(downlink @ 1.5 Ghz) _
Satellite processing delay 3.3 ps

Station keeping accuracy 266 us
of satellite

[Differential error due to 20 ps*]
station keeping]

6. synchronisation clock 300 metres* 1 ps*

*Differential errors km 21 ps
(creating synchronisation errors)

Therefore, under poor conditions the timing change

between two uplink stations in widely separated locations

could be double this figure at 42as.

While several factors cause a delay common across all

uplinks this can be compensated for with a fixed delay,

but the time—varying differential error due to satellite

drift and GPS receiver clock error will always remain and,

depending on the uplink location, this could be

significant. Using DAB transmission Mode III the guard

interval is only 31 us, and in a hybrid satellite /

terrestrial gap filler system, the erosion of the guard

interval due to synchronisation errors would be

particularly detrimental. V

While the fixed components can all be compensated for

by using the programmable internal delay of the COFDM

generator, the time varying components may need to be

eliminated by some form of closed loop control system

based on the composite broadcast signal received at each

slave uplink site as discussed earlier.

In a single uplink application the up—converter which

mixes the signal to its final uplink frequency need not be

.'soocm: <GB_23ao49u A__I_>
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particularly stable as the receiver's AFC is capable of

compensating for some error. However, in the COFDM uplink

multiplexing system, the receiver's AFC and phase

reference circuitry operate only on the first symbol of

to the masterthe DAB frame, and therefore only “tune in”

station. Switching to a different signal (i.e. a slave

contribution) part way through the frame means a step

change in the frequency, and any frequency difference

gives rise to a loss of ruggedness of the signal.

Therefore, each uplink site must employ a highly stable

up-converter; The fact that Eu-147 uses differential

coding is of benefit here, as it is the phase change

between symbols which is important rather than absolute

(1000phase. A frequency reference with a short term

seconds) frequency accuracy of <5 in 10” is typically

available from GPS clock receives which could assist in

frequency matching of all slave stations.

Doppler Shift

Geostationary satellites do not normally create any

significant doppler shift of their own due to their fixed

orbit (but a mobile terrestrial receiver will experience

some doppler shift due to its own velocity unless the

satellite is directly overhead). However, doppler shift

may be a problem during a repositioning manoeuvre (when

compensating for orbital drift), when the satellite may

have to move many kilometres in a short period of time.

The frequency shift is caused by two components. The

frequency of the uplink transmission

band,

(typically at Ku

14 Ghz) will appear to be slightly altered, while

the frequency of the downlink (broadcast signal) will also

and in the same direction,change, compounding the

problem. However, because doppler shift is proportional
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to frequency, the uplink accounts for around 90% of any

frequency change. A fixed frequency error throughout the

transmission frame is not a problem as it can be tracked

by the AFC circuitry in the consumer's receiver. But in

an uplink multiplexing arrangement, the doppler could

create a step change in frequency part way through the

frame, thereby degrading the quality of the slave
contributions. I

As the satellite undergoes its repositioning

manoeuvre, each uplink signal may experience a different

doppler shift, the magnitude of which will vary with the

direction of movement of the satellite. The difference

between the frequency shifts of the transmissions from the

individual uplink sites depends on their geographical

separation (in a similar way to the change in time

synchronisation with satellite movement).

Again, the frequency change is dependant on the

satellite's velocity (i.e. speed and direction) and the

geographical location of the uplink sites. The worse case

situation would be between two uplinks at the extreme (5°
elevation) and opposite edges of a global uplink coverage

zone, with the satellite moving in the same plane. This
could create a frequency step of approximately 15V Hz,

where V is the velocity in metres/sec, (however this is a

rather extreme and unlikely case). Monitoring the

frequency transmitted by the satellite at each uplink site

enables automatic feedback control of the uplink
transmission to be achieved.

Repositioning is only likely to occur every few weeks

and it may be possible to request that it happens at a

convenient time of the night when audience figures are low
(e.g. 04.00 am).
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For a power limited system such as this where the

link margin may well be just 2 dB, it is vital that the

downlink power budget is maximised, and so the satellite

must operate at its optimum power output. This requires

that the power level of each contribution to the COFDM

transmission frame should be matched to within a fraction

of a dB when it arriveslat the satellite’s input antenna.

Gain compensation for incorrect uplink power levels will

not be possible at the satellite, and so each uplink site

will have the responsibility of ensuring that its own

power level matches that of the master station.

The signal levels received at the satellite will

depend on several factors — nominal uplink power setting.

amplifier efficiency, transmitting antenna misalignment,

equipment ageing. satellite receiving antenna gain

(due to thevariation with direction, spreading loss

geographical location of the uplink site). In addition to

these “fixed” variables the effect of atmospheric

attenuation, and in particular the affects of local rain

can change the effective uplink power level by 1 or 2 dB

in only a few seconds.

The simplest way of achieving a constant envelope

would be to monitor the broadcast signal at each slave

site, and adjust the local uplink power as required. This

would then take into account all the above variables and

can be done automatically with a feedback loop.

MULTIPLEX CONFIGURATION AND THE PAST INFORMATION CHANNEL

In a normal single transmission chain system, the

multiplex can be reconfigured dynamically, with the

corresponding Multiplex Configuration Information (MCI)

being signalled in the Fast Information Channel (FIC). In

the TDM uplinking system it is not possible to time
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multiplex the FIC data and so the master uplink station

alone would provide the FIC and hence the MCI. This leads

to some limitations in the way the multiplex can be

reconfigured. For the multiplex to operate correctly it

is essential that the data supplied by the MCI matches the

actual configuration transmitted by each of the slave

uplink sites.

The simplest method is obviously for all parties to

agree on a semi-permanent multiplex configuration. The MCI

will therefore only need to be changed on the rare

occasion when a radical reconfiguration is required, and a

suitable scheme could be developed to ensure that all

parties complied with the pre—agreed changes.

Where a multiplex reconfiguration is limited to an

internal change at one uplink site only, so that the

capacity transmitted from that site (i.e. the total number

of symbols) remained constant, only the master and that

particular slave site need to make any changes. However,

a multiplex reconfiguration may require a change in the

total capacity contributed by a particular site, and this

would involve notifying the other affected sites of the

impending change.

when the total number of symbols per frame

transmitted by an uplink is to change, a complication

arises. The multiplex reconfiguration is not an instant

event due to the affect of the time interleaving process,

and to comply thoroughly with the Eu-147 specification,

would require that some of the data would continue to‘

originate from the first uplink even after the second

uplink had started to contribute to its newly acquired

symbol. The mapping of bits onto carriers and the

necessary switching is extremely complex and while such a
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scheme would not be impossible to implement, the benefits

would be perhaps marginal.

It is worth noting that while terrestrial DAB will

experience roughly the same change in demand across all

services through the day, for satellite DAB the situation

is different. The different time zones covered by a

single beam could mean that a particular service aimed

primarily at the eastern edge of its coverage may require

a larger proportion of the multiplex at the peak listening

time of the day, and a few hours later may wish to

relinquish some of its capacity to an uplink site

primarily serving the western edge of the downlink beam as

this region approaches its own peak listening time.

One of the disadvantages with any TDMA like scheme is

that the transmission equipment must be rated for the peak

power levels, even though the average power output may be

relatively low. For example, the normal RF power

requirement for a DAB uplink, supplying a full multiplex,

is typically around 10 watts. However, the amplifier

would need to be backed off by several dB from saturation

(to prevent non—linear distortion), and so will need to be

rated at around 30 watts. A single uplink of 128 kbits/s

contributing to the 1.152 Mbits/s DAB multiplex will only

be operating at 11% duty cycle - in this case with an

average power of 1.1 watts but even so the amplifier used

must still be rated at 30 Watts.

For each of the specified DAB operating modes, the

carrier spacing is approximately proportional to the

transmitting frequency. This means that the affects of

oscillator phase noise and doppler shift, which scale with

frequency, also remain constant. While for DAB Mode III

the carrier spacing of 8 kHz is adequate for the

transmitting frequency of around 1.5 Ghz, the uplink
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frequency is likely to be several times greater than this,

with most uplinks operating at around 6 Ghz (C-band) and

14 Ghz (Ku-band). Any phase noise in the up-converter

therefore contributes to a degradation of the DAB signal,

and so this component must be carefully chosen.

with any time multiplexed system it is vital that

every contributing source is operating correctly

synchronised so that it only transmits during its

allocated period, otherwise errors will occur. It was

pointed out in the section describing timing accuracy that

a data collision may not only cause a data loss, and in

severe cases may also cause amplifier overload or a

reduction in available power for other users of the

transponder.

In particular, the first few data bits of every MPEG

audio frame carry the very important MPEG header bits used

for audio frame synchronisation. This data is mapped into

the first symbol of the DAB audio frame, and so even a one"

symbol overlap due to an incorrect configuration may cause

a complete loss of audio for the second contribution.

(Although the ETSI standard uses a 16-bit time

interleaving process to shuffle the data around between

frames, it does not change the relative position of the

data within the frame, making the data particularly

sensitive to frame rate effects).

In the Eu-147 system, the null symbol is essential

for coarse synchronisation in the time domain and so if a

slave uplink fault condition creates a gap, this can be

misinterpreted as a null symbol, thereby preventing the

receiver from acquiring synchronisation, and therefore

resulting in non of the services on that multiplex being
received.
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In the event of a slave uplink being unable to

provide a correctly timed signal at the correct frequency

and with an appropriate power level it would be wise for

it to drop out immediately, and be replaced by the master

uplink for the duration of the fault. Therefore the

master uplink station needs the flexibility to allow it to

cover for fault conditions at any of the slave sites.

The cost of the additional equipment required to

implement a time division multiplexed uplink, as described

is relatively small. on the top of the usual equipment

‘hub’ earth station (multiplexer, COFDMrequired for_a

generator, upconverter and power amplifier), the only two

extra pieces of equipment required for TDM operation are

the GPS master clock receiver, costing around £2,000 and

an RF switching unit, which if manufactured commercially

would cost approximately £2,000.
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1. A method for transmitting a multi—carrier

signal having a regular frame structure and symbol rate

comprised of contributions from a plurality of different

transmitters comprising the steps of:

a) transmitting the contributions from each

transmitter to a central transmitter in preassigned time
slots;

b) retransmitting the thus received contributions

as a single signal over a predetermined area of coverage;
and

C) inserting at the start of each contribution a

dummy symbol for use as a phase reference for demodulating
succeeding symbols in that contribution.

2. A method according to claim 1 in which the

central transmitter comprises a satellite in geostationary

orbit and the plurality of transmitters comprise earth
based transmitters.

3. A method according to claim 1 in which the

central transmitter comprises a stratospheric platform in

geostationary orbit and the plurality of transmitters

comprise Earth based transmitters.

4. A method according to claim 2 or 3 including

the step of providing a timing reference signal to each

earth based transmitter.

5. A method according to claim 4 in which the step

of providing a timing reference comprises detecting a
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global timing signal transmitted by a global positioning

system (GPS).

6. A method according to claim 2 or 3 comprising

the step of providing common frequency reference signals

to each Earth based transmitter.

7. A method according to any preceding claim

including the step of delaying transmission of signals

from each Earth station to the satellite in dependence on

the position on the Earth's surface of each Earth station.

8. A method according to claim 7 including the

step of monitoring at each Earth station the COFDM signal

from the satellite and adjusting the delay applied to

transmissions from the Earth station to compensate for any

timing errors caused by other factors.

9. A method according to claim 8 in which timing

errors are caused by the relative position and velocity of

the satellite or stratospheric platform.

10. A method according to any preceding claim

including the step of monitoring at each transmitter the

timing and frequency of the contribution supplied by that

transmitter after re-transmission by the central

transmitter, and adjusting the timing and frequency of the

signal to be transmitted in dependence on the received

signal.

11. A method according to claim 10 in which the

dummy symbol includes a predetermined pattern of data

BNSDQZID 4381233491 A__l_>
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which are used for monitoring the timing and frequency of

signals received at each transmitter.

12. A method according to any preceding claim in

which at least part of the dummy symbol is used to

transmit data to dedicated receivers.

13. A method according to claim 12 in which the

data for dedicated receivers is used as data for voice

communication channel between Earth stations.

14. A method according to any preceding claim in

which at least part of the dummy symbol is used as a data

channel to supply data to the transmitter providing the

first contribution in each frame of data for inclusion in

an information signal defining the structure of the frame.
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6) Method and apparatus for reducing the peak power of data sequences.

@ This application concerns the reduction of the peak power of data sequences. particularly for use in a CIAM
radio relay system. The peak power reduction leads to fewer problems with non-linear distortion, whether caused
by the channel, or by the transmitter power amplifier.

The power reduction is achieved by using a shaping code, which replaces sequences with high power, by
sequences with lower power.

DATA ENCODER I NON UNEAR
SOURCE MODULATOR DISTORSION

LINEAR
CHANNEL

DE CODE R I
DE MODULATOR

9 69EP0584534A1
Fig. 1

Rank Xerox (UK) Business Servics
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The present invention relates to a method of reducing the peak power of the signal at the output of the
transmit filter of a digital link, e.g. a microwave one. Such reduction allows to minimize the effects of the
transmit channel nonlinearity, including in it eventual nonlinearities of the transmit amplifier.

State of the art

The present digital transmission systems try to obtain high spectral efficiencies through gradually more
complex modulation formats. The higher spectral efficiency is counterbalanced by the need of increasing
the transmitted power to obtain a prefixed BER (Bit Error Rate: number of wrong bits to total number of bits
ratio) value at the receiver. The power delivered by the transmitter generally is limited by the final power
amplifier, which has a greatly nonlinear behaviour. ‘ '

Therefore a serious problem arises with regard to the best exploitation of the nonlinear part of the input-
output characteristic of the "channel", including in the latter the final amplifier of the transmitter. At present
the problem is faced in one of the following ways (see e.g. the papers of G. Karam, H. Sari, "Analysis of
predistortion, equalization and ISI cancellation techniques in digital radio systems with nonlinear transmit
amplifier", IEEE Transaction on Communications, vol. 37, n. 12, Dec. 1989): -

1) data predistortion: one tries to modify the constellation used for driving the nonlinear amplifier through
a signal such as to obtain the desired constellation at its output;
2) analog signal predistortion: a nonlinear circuit having a characteristic opposite to the one of the above-
defined "channel", is inserted in the path of the analog signal; .
3) channel equalization and nonlinear cancellation of the ISI: the receive equalizer tries to cancel the
interferences connected with nonlinearity from the present signal sample (through a suitable nonlinear
combination of pre- and post-cursors);

4) use of "circular" constellations so as to reduce the ratio between the peak power and the average
power of the not-filtered signal.

All the above solutions, under special circumstances, can provide unsatisfactory features. In particular the
first three ones are not much efficient in the presence of hard limiter characteristic of the transmitter final
amplifier; the last one gives rise to gains anyway slight which can be not sufficient in case of reception filterwith very narrow band.

§u_m_m_ar_v_°£ tbs Lnteetton

It is an object of the invention to individuate a base-band system which - at parity of other conditions -
reduces the peak power of the filtered signal, i.e. at the input of the nonlinear channel defined above.

It has been found, inter alia, that such reduction is to advantage of radio relay systems links, e.g. allowing
the use of smaller antennas or the transmission over longer path sections.

The outstanding features of the invention are set forth in the claims while the various aspects and
advantages of the invention will become more apparent from the following description (not limiting).
General solution

The basic idea of the invention is based upon the possibility.(other conditions such as minimum
distance between transmitted points, average transmitted power, etc. being equal) of avoiding transmission
of sequences which a high peak power of the filtered signal is associated with, replacing them with more
suitable ones (ie with a lower peak power of the filtered signal).

The possibility of carrying out this replacement is given by the increasing of the dimension of the alphabet
of the transmitted points. In reception the unwanted sequences, suppressed in transmission, are recon-
stituted in their original form.

By reducing in this way the peak power of the filtered signal it is possible to exploit in a much more
efficient manner the nonlinear characteristic of the above—defined "channel". _

Fig. 1 illustrates the schematic block diagram of a generic digital transmission system (blocks I, ll, IV, V,
VI, VII, IX, X) in which blocks II and VIII, subject of this invention, are inserted. In particular, fig. 1 shows:

- the DATA SOURCE (ref. I) which provides the numeric sequence to be transmitted at its output;
- an ENCODER/MODULATOR block (ref. II) which receives at the input the numeric sequence to be

transmitted and carries out the standard encoding operations designed for BER reduction (block,
convolutional, Trellis Code Modulation, etc., type encoding) and modulation operations, providing at its

2
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output one of the points of the constellation to be transmitted;
a PRE block (ref. III), subject of the invention along with block VIII, which eliminates from the

transmission the unwanted sequences in terms of_ peak power of the filtered signal, i.e. of the signal at
the output of block IV described below;
the transmission filter HTx (f) (ref. IV) which provides at its output the analog signal to be transmitted;
a NONLINEAR DISTORTION block (ref. V) representing an unwanted nonlinear distortion on the signal
path. It can be due to the nonlinear characteristic of the final amplifier of the transmitter (as it happens
e.g. in microwave links) or, more in general, to a nonlinear behaviour of the information channel;
the information channel proper (ref. VI) identified as "LINEAR CHANNEL", which outputs a signal
constituted by the signal at its input added to and/or combined with disturbances of various kind;
the reception filter HRx (f) (ref. VII) which receives the signal from the transmit channel and carries out
a suitable filtering;
a PFlD block (ref. VIII), subject of the invention along with block III. which reconstitutes the signal in its
original form containing the unwanted sequences suppressed in transmission by block III;
a DECODER/DEMODULATOR block (ref. IX) which receives the outgoing signal from block VIII
demodulates it and carries out the above-mentioned standard decoding operations, providing the user
with the numeric sequence subject of the transmission;

- the USER (ref. X) which receives the numeric sequence.
In an advantageous and therefore preferred embodiment, blocks PFlE (Ill) and PRD (VIII) in accordance

with the invention are realized in the form of digital encoders. As an example, fig. 2 shows a block diagram
illustrating how it is possible to realize the PRE in case of a radio relay system transmission using a

-quadrature amplitude modulation (QAM). Let M be the points of the two-dimensional constellation to be
transmitted in the conventional case (hereinafter "standard" constellation) and MR be the redundance points
necessary for the encoding (carried out in PRE) subject of the invention; the resulting constellation is
composed of (M + MR) points (hereinafter "expanded" constellation).
Typically: 1 < (M+ MR)/M <1.2.
In fig. 2 there is shown the preferred embodiment of PHE; it includes:

- A delay element T (ref. XIII) which receives as its input the last two-dimensional element of the block
of N outgoing two-dimensional symbols from XII and outputs it with a delay equal to one channel
symbol interval. Such output will be indicated as "state" of the machine in the following.
A map identified as "(M +MFl) MAP" (ref. XI) which receives at its input a block of N symbols of the
"standard" constellation and provides (M+MR) blocks of N two-dimensional symbols of the "ex-
panded" constellation. Each output block is relative to a particular "state" of the system and
represents the best sequence to be transmitted (in the presence of that particular "state" of the
machine) in terms of peak power of the filtered signal.
A multiplexer “MUX“ (ref. XII) having (M+MR) inputs and one output which, on the basis of the
"state" at the output of block XIII selects (among the M + MR present at its input) the suitable block of
N symbols to be provided at the output.

It remains to be defined what is the meaning of "best sequence in terms of peak power of the filtered
signal". According to one particular aspect — even if not limiting - of the invention. the calculation is
arranged as follows. Let hTX(t) be the impulse response of the transmission filter IV of fig. 1, T the symbol
time, d"" (k=1,2...., (M+MFl) ) the "state" of the system, Ci = (ci. ci+1, cN-1) the generic block of N
two-dimensional symbols. the "weight" w of block Ci = (ci. ci+ 1, cN-1) given the state d(k), can be
defined as the quantity:

(k) (L) N~1 2

w(-:1 ,l:i) = max I-.T:-i(t..:.—T) .3 + Z )-.*r',«-:u~,.;.+,rT) .-:5
-NT$t.<NT _j—i:i

then meaning that the best sequences Ci (in terms of peak power of the filtered signal) are those having a
lower "weight" w(d"", Ci).

The PHD can be realized through a circuit quite similar to the one shown in fig. 2 for PRE; its
description in terms of block diagram (being within the reach of those skilled in the art. in the light of what
has been set forth hereinbefore) will be omitted for oonciseness‘ sake.

Reference has been made to specific embodiments represented in figs. 1 and 2 for simplicity and
illustrative clearness reasons; therefore it is evident that these are susceptible to those variations,
modifications, replacements and the like which, being within the reach of those skilled in the art. naturally

3
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fall within the sphere and the spirit of the scope of the invention.

The following possible variants are here mentioned by way of an example:

- in equation (1) a "state" constituted by several two-dimensional symbols could be envisaged;
- blocks XI and XII of fig. 2 could be replaced by a combinatory algebra, thus transforming the structure

of PRE into a convolutional one. .

— N could be taken great enough to be able to eliminate in fig. 2 the reaction through block Xlll thus
transforming the structure of PRE into a "block" structure.

Claims

1. Method of transmitting and receiving numerical signals in which:

- in transmission, data from a numeric or numerized source are modulated, the modulated signal is
filtered and transmitted through a nonlinear channel (where the nonlinearity may be due to the
nonlinear characteristic of the final amplifier of the transmitter. or more in general to a nonlinear
behaviour of the transmit channel proper),

in reception the received signal is filtered and demodulated in order to reconstruct the transmitted
numeric sequence

characterized in that:

- in transmission, the unwanted sequences in terms of peak power of the filtered signal are
eliminated from the modulated signal before filtering and replaced with suitable sequences,

- in reception, the received and filtered signal is restored in its original form (i.e. containing the
unwanted sequences suppressed in transmission) and then sent to the demodulator.

Method according to claim 1. characterized in that:

- the link is a digital, radio relay system link and uses a quadrature amplitude modulation (OAM),
— the replacement of said sequences is carried out through a base-band digital encoder.

Method according to claim 2, characterized in that a "recurring" coding, i.e. using previously transmit-
ted symbols for individuating the symbol to be transmitted, is used. '

Method according to claim 3. characterized in that the individuation of the sequences to be replaced is '
carried out on the basis of equation (1) or of relations equivalent thereto.

Method substantially as hereinbefore described and represented.

System for implementing the method of the preceding claims, including:
- in transmission, a data source. an encoder/modulator, a transmit filter and a nonlinear amplifier;
- in reception, a filter and a decoder/demodulator,

characterized in that:

- in transmission, an encoder for reducing the peak power of the filtered signal is inserted upstreamof the transmit filter, '

- in reception, a decoder for reducing the peak power of the filtered signal is inserted downstreamof the receive filter.

System according to claim 6, characterized in that the decoder is of "recurrent" type.

System according to claim 7, wherein the encoder comprises at least a map and a multiplexer.

System according to claim 8, characterized in that the map generates the sequences to be transmitted
on the basis of equation (1) or of relations equivalent thereto.
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Description

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to an orthogonal fre-
quency division multiplexing (hereinafter referred to as
OFDM) transmission method. and more specifically, it
relates to a method of transmitting data between a trans-
mission side and a receiving side through a wire or wire-
less transmission path with an orthogonal frequency
division multiplex signal including symbols of prescribed
lengths and guard intervals of prescribed lengths which
are arranged between the symbols.

Description of the Background Art

As well known in the art. an OFDM transmission sys-
tem is adapted to divide coded data and sort the same
into at least hundreds of carriers. for multiplexing and
transmitting the data. In relation to digital sound broad-
casting for movable terminals or terrestrial digital televi-
sion broadcasting, communication through an OFDM
signal is recently watched with interest. The OFDM sig-
nal can transmit a large quantity of data at a high speed
while its characteristics are hardly deteriorated by
reflected waves even if no waveform equalizer is pro-
vided. Further, this signal hardly causes a crossfire to
another service since its signal waveform is close to that
of a random noise.

A transmission system employing such an OFDM
signal is disclosed in "Suitable for Mobile Receiving of
OFDM Digital Broadcasting Employing at least Hun-
dreds of Carriers" by Hajime Fukuchi of the Communi-
cations Research Laboratory, the Ministry of Posts and
Telecommunications of Japan, "Data Compression and
Digital Modulation", Nikkei Electronics Books, issued on
October 1, 1993, pp. 207 to 222.

Fig. 13 is a block circuit diagram showing the struc-
ture of a conventional transmitter 5 for an OFDM signal
which is disclosed in the aforementioned literature, and
Fig. 14 illustrates the structure of an OFDM signal which
is transmitted from the transmitter 5 shown in Fig. 13.
Fleferring to Fig. 13. the transmitter 5 comprises a serial-

. to-parallel converter 52. an inverse Fourier transformer
53. a parallel-to-serial converter 54. a digital-to-analog
converter 55. and a low-pass filter 56. Referring to Fig.
14, (a). (b) and (c) show direct, reflected and composite
waves of the OFDM signal respectively, and (d) shows a
time window W.

The serial-to-parallel converter 52 of the transmitter
5 is supplied with an input symbol train. The input symbol
train is formed by digitally modulated transmission data,
and each transmission symbol includes a plurality of data
values. The digital modulation is performed by QPSK
(quadriphase phase shift keying) modulation or 16 QAM
(quadrature amplitude modulation). The serial-to-paral-
lel converter 52 serial-to-parallel converts the input sym-

n'Mon4-uno I .

55

bol train in every symbol. to obtain a plurality of symbol
trains of a lower speed. The degree of parallelism is iden-
tical to the number (such as 512, for example, in the
range of tens to thousands) of a plurality of carriers.
which are orthogonal in phase to each other. employed
in the inverse Fourier transformer 53. Due to this opera-
tion, the serial-to-parallel converter 52 outputs a group
of carrier modulation signals for deciding the amplitudes
and phases of the plurality of carriers which are
employed in the inverse Fourier transformer 53.

The inverse Fourier transformer 53 allots the carrier

modulation signals to the respective carriers which are
lined up on the frequency axis in every symbol so that
data for one symbol is transformed to a multiplex signal
on the frequency axis, and collectively performs inverse
Fourier transformation on the signals. thereby transform-
ing the same to a multiplex signal (parallel digital signal
in this stage) on the time axis.

The parallel-to-serial converter 54 parallel-to-serial
converts the multiplex signal on the time axis. thereby
forming a OFDM signal. The digital-to-analog converter
55 converts the OFDM signal to an analog OFDM base-
band signal. The low-pass filter 56 limits the band of the
OFDM baseband signal. so that no channel-to-channel
interference is caused by aliasing.

Following the aforementioned series of operations.
the transmitter 5 outputs the OFDM signal including
guard intervals Gm and symbols Sm to the transmission
path. as shown in Fig. 14. A demodulator (not shown)
carries out signal processing which is reverse to that of
the modulator 5 on the OFDM signal received through
the transmission pam. to reproduce an output symbol
train which is identical to the input symbol train.

The so-called multipath is caused on the transmis-
sion path. Therefore, the receiver receives direct waves
of the OFDM signal transmitted from the transmitter and
reflected waves which are time-delayed from the direct
waves in superposition. If a reflected wave (see (la) in

‘ Fig.‘1'4) by the multipath is superposed on a direct wave
(see (a) in Fig. 14) in the symbol Sm. for example. an
interference part am with the guard interval Gm of the
reflected wave is caused on afront end partof the symbol
Sm of a composite wave (see (c) in Fig. 14), while an
interference part pm with a symbol Sm-1 of the reflected
wave is caused on a front end part of the guard interval
Gm. At this time, the interference part pm which is dis-
placed from the time window W exerts no influence on
Fourier transformation of the symbol Sm. However, the
interference part am is caused in the time window W
while the data component of the guard interval Gm is "O",
and hence waveform distortion is disadvantageously
caused on the data component of each symbol Sm on
the frequency axis after the Fourier transformation.

On the other hand, a time delay is caused in the .
OFDM signal before the same reaches the receiver from
the transmitter. due to delay characteristics of the trans-
mission path. deviation in sampling timing resulting from '
mismatching between clocks of the digital-to-analog
converter on the transmission side and an analog-to-dig-
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ital converter on the receiving side. and the like. In the
receiver. therefore. the time window W must disadvanta-
geously be adjusted on the time axis.

The carrier modulation signals which are outputted
from the serial-to-parallel converter 52 may not be out of
phase with each other, but may be completely in phase
with each other. For example. the carrier modulation sig-
nals are completely in phase with each other when a
silent state is transmitted in excess of one symbol period

in cfigital sound broadcasting or when a monochromatic
picture is transmitted in excess of one symbol period in
terrestrial digital television broadcasting. Also in the case
of transmitting a sounding state or a multicolor picture.
the carrier modulation signals tend to be completely in
phase with each other in a digital modulation system
such as the QPSK modulation or the 16 QAM. due to a

limited number of signal points which are out of phase
with each other.

When the carrier modulation signals are completely
in phase with each other as described above and these
signals are subjected to inverse Fourier transformation.
nodes of the respective carriers match with each other
on the time axis and addition/increase parts are concen-
trated to one portion on the time axis. and hence the
OFDM signal has an impulsive signal waveform on the
time axis, to cause power concentration. Figs. 15(a) to
15(d) show this situation.

Referring to l-"lg. 15(a). a group of n carrier modula-
tion signals for modulating n carriers which are orthogo-
nal to each other respectively are completely in phase
with each other on a complex plane. Ftelerring to Fig.
15(b). the n carriers which are modulated by the n carrier
modulation signals shown in Fig. 15(a) are multiplexed
on the time axis. When the carrier modulation signals are
thus completely in phase with each other, the OFDM sig-
nal becomes an impulsive waveform signal. Referring to
Fig. 15(c), on the other hand. a group of n carrier mod-
ulation signals for modulating n carriers which are
orthogonal to each other respectively_are at random in
phase on a complex plane. Referring to l-‘lg. 15(d). the n
carriers which are modulated by the n carrier modulation
signals shown in Fig. 15(c) are multiplexed on the time
axis. When the carrier modulation signals are thus com-
pletely out of phase from each other. the OFDM signal
is enenly diffused on the time axis. and becomes a ran-
dom waveform signal.

. As hereinabove described. the OFDM signal has an

impulsive waveform to extremely increase the maximum
power when the carrier modulation signals are com-
pletely in phase with each other. and hence the OFDM
signal is disadvantageously readily influenced by nonlin-
earity of the transmitter. the receiver. a relay amplifier
such as a satellite or a CATV included in the transmission

_ path and the like. In this case. the dynamic ranges of the
transmitter. the receiver. the relay amplifier and the like
may be increased to exert no influences of nonlinearity
on the impulsive OFDM signal, while the cost for the
transmitter. the receiver. the relay amplifier and the like
is disadvantageously increased in this case.

BNSDOCID: <EP__0719004A2_|_>
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Awordingly. an object of the present invention is to
provide a method of transmitting an OFDM signalwhich
causes no waveform distortion in a data component of
each symbol on the frequency axis after Fourier trans-
formation even if a reflected wave is superposed on a
direct wave through a multipath, and a transmitter and a
receiver therefor.

Another object of the present invention is to provide
a method of transmitting an OFDM signal which n
readily adjust a time window on the time axis even if a
time delay is caused in the OFDM signal beforethe same
reaches a receiving side from a transmission side, and
a transmitter and a receiver therefor. .

Still another object of the present invention is to pro-
vide a method of transmitting an OFDM signal which can
reduce an influence of nonlinearity on the OFDM signal
in a low-priced structure. and a transmitter and a receiver
therefor.

A first aspect of the present invention is directed to
a method of transmitting an orthogonal frequency divi-
sion multiplex signal in every symbol of a prescribed
length from a transmission side to a receiving side
through a wire or wireless transmission path. and the
method comprises: ,

a first step of transforming a carrier modulation
signal group deciding the phases and amplitudes of a
plurality of carriers which are orthogonal to each other
on the frequency axis to the orthogonal frequency divi-
sion multiplex signal on the time axis by performing
inverse Fourier transformation in every symbol; and

a second step of adding front and rearguard inter-
vals. including data which are identical to those of rear
and front end parts of each symbol of the orthogonal fre-
quency division multiplex signal. to front and rear parts
of the symbol respectively and transmitting the same to
me receiving side. _

_ According to the first aspect of the present invention.
as hereinabove described. the front and rear guard inter-
vals including the data which are identical to those of
parts of each symbol are added to the front and rear
parts of the symbol in transmission of each symbol of the
OFDM signal. whereby all data components in a single
symbol interval which are lined up on the time axis can
be reproduced on the receiving side even if a time win-
dow in the Fourier transformation is slightly displaced
from the symbol interval of the received signal. There-
fore. it is not necessary to correctly coincidethetime win-
dow with the symbol interval even if a time delay is
caused in the OFDM signal before the same reaches the
receiving side from the transmission side. whereby the
time window can be readily adjusted on the time axis.
Even if a symbol interval of a direct wave is superposed
with a guard interval of a reflected wave due to a multi'-"
path. further. amplitudelphase distortion of each data
component appearing on the frequency axis after the
Fourier transformation on the receiving side is homoge-
neous in every symbol. Therefore. such waveform dis-
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tortion can be readily removed from data components on
the frequency axis of one symbol interval on the receiv-
ing side by simple arithmetic processing such as multi-
plication or addition.

In a preferred embodiment of the aforementioned
first aspect. the carrier modulation signal group is com-
plex-multiplied by a reference complex signal group on
the frequency axis. so that the complex multiplication
result is transformed to an OFDM signal and transmitted
to the receiving side. On the receiving side. on the other
hand. the OFDM signal which is transmitted from the
transmission side is transformed to a receiving carrier

modulation signal group so that this receiving carrier
modulation signal group is complex-divided by the refer-
ence complex signal group on the frequency axis. Even
if atime delay is caused in the OFDM signal between the
transmission side and the receiving side. therefore. mod-
ulated data can be obtained on the receiving side with
no influence by the time delay.

As to the reference complex signal group for com-
plex-multiplying the carrier modulation signal group. a
result of complex multiplication which is carried out in
advance of a constant symbol may be employed with
respect to each symbol of the carrier modulation signal
group.

Alternatively, the reference complex signal group
may be prepared from a complec signal group having a
predetermined specific pattern with signals which vary
in phase at random. In this case. a complex multiplication
result which is obtained in a third step is ordinarily trans-
formed to an OFDM signal. while the reference complex
signal group is periodically transformed to an OFDM sig-
nal. Thus, the absolute reference phases of the respec-
tive signals of the carrier modulation signal group are
random values, whereby the OFDM signal obtained by
the inverse Fourier transformation can be suppressed

from time concentration of power. Thus. it is not neces-
sary to increase the dynamic ranges of the transmitter.
the receiver and the transmission path but influences
exerted by nonlinearity of the transmitter, the receiver
and a relay amplifier on the OFDM signal can be reduced
through a low-priced structure.

A second aspect of the present invention is directed
to a transmitterfor an orthogonal frequency division mul-
tiplex signal. which is an apparatus for transmitting the
orthogonal frequency division multiplex signal to a
receiving side in every symbol of a prescribed length
through a wire or wireless transmission path. and the
transmitter comprises:

a memory part storing a reference complex signal
group: ‘

a complex multiplication part. cornp|ex-multiply-
ing a carrier modulation signal group deciding the
phases and amplitudes of a plurality of carriers which are
orthogonal to each other on the frequency axis. by the
reference complex signal group stored in the memory
part on the frequency axis. for outputting a transmission
carrier modulation signal group:

an inverse Fourier transformation part performing

BNSDOClD:<EP O719004A2 l >

an inverse Fourier operation on the transmission carrier
modulation signal group which is outputted from the
complex multiplication part in every symbol thereby
transforming the transmission carrier modulation signal
group to the orthogonal frequency division multiplex sig-
nal on the time axis;

a guard intenml addition part adding front and rear
guard intervals. including data which are identical to
those of rear and front end parts of each symbol of the
orthogonal frequency division multiplex signal outputted
from the inverse Fourier transformation part. to front and
rear parts of the symbol respectively; and

a transmission part transmitting the orthogonal
frequency division multiplex signal having the added
front and rear guard intervals to the receiving side in
every symbol.

ln a preferred embodiment of the aforementioned
second aspect, the memory part stores a complex mul-
tiplication result of the complex multiplication part which
is precedent to a constant symbol as the reference com-
plex signal group.

ln another preferred embodiment of the aforemen-
tioned second aspect. the memory part stores a prede-
termined complex signal group as the reference complex
signal group. On the other hand. the complex multiplica-
tion part complex-multiplies the carrier modulation signal
group by the reference complex signal group which is
stored in the memory part on the frequency axis and out-
puts the result. Further. the inverse Fourier transforma-
tion part ordinarily transforms the complex multiplication
result which is outputted from the complex multiplication V
part to an orthogonal frequency division multiplex signal
in every symbol. and periodically transforms the refer-
ence complex signal group which is outputted from the
memory part to an orthogonal frequency division multi-
plex signal.

According to the aforementioned second aspect. the

V V‘ memory part may hold an output of a pseudo-noise sig-
nal generation part generating a pseudo-noise signal or
that of a frequency sweep signal generation part gener-
ating a frequency sweep signal as the reference complex
signal group.

A third aspect of the present invention is directed to
a receiver for an orthogonal frequency division multiplex
signal. which is an apparatus for receiving the orthogonal
frequency division multiplex signal transmitted from a
transmission side in every symbol of a prescribed length
through a wire or wireless transmission path. and the
receiver comprises:

a Fourier transformation part perfonning a Fourier
transformation operation on the orthogonal frequency
division multiplex signal on the time axis in every symbol
thereby transforming the orthogonal frequency division
multiplex signal to a receiving carrier modulation signal
group on the frequency axis;

a memory part storing the receiving carrier mod-
ulation signal group which is outputted from the Fourier
transformation part in every symbol as a receiving refer-
ence complex signal group; and
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a complex division part cornplex-dividing the
receiving carrier modulation signal group which is out-
putted from the Fouriertransfomtation part bythe receiv-
ing reference oornplec signal group which is stored in the
memory part on the frequency axis.

A fourth aspect of the present invention is directed
to a method of transmitting an orthogonal frequency divi-
sion multiplex signal from a transmission side to a receiv-
ing side in every symbol of a prescribed length through
a wire or wireless transmission path. and the method
comprises:

a first step of forming a carrier modulation signal
group for deciding the phases and amplitudes of a plu-
rality of caniers which are orthogonal to each other on
the frequency axis in every symbol;

a second step of generating a complex signal
group having a predetermined specific pattern with sig-
nals varying in phase at random:

a third step of cornplex-multiplying the carrier
modulation signal group by the complex signal group on
the frequency axis in every symbol. thereby randomizing
phases of respective signals of the carrier modulation
signal group: and

a fourth step of ordinarily transforming the carrier
modulation signal group having the signals which are
randomized in phase in the third step to an orthogonal
frequency division multiple: signal on the time axis by
inverse Fourier transformation in every symbol. and peri-
odically transforming the complex signal group to an
orthogonal frequency division multiplex signal by inverse
Fourier transformation. for transmitting the same to the
receiving side respectively.

The foregoing and other objects. features. aspects
and advantages of the present invention will become
more apparent from the following detailed description of
the present invention when taken in conjunction with the
accompanying drawings.

_ BRIEF DESCRIPTION OF_THE DRAWINGS ,____ -

Fig. 1 is a block diagram showing the structure of a
transmitter 1 according to a first embodiment of the
present invention;
Fig. 2 is a block diagram showing the structure of a
receiver 2 according to the first embodiment of the
presentinvention:
Fig. 3 illustrates the structure of an OFDM signal
which is transmitted from the transmitter 1 shown in

Hg. 1;
Hg. 4 illustrates operations of a memory 14 and a
complex multiplier 13 shown in Fig. 1:
Fig. 5 illustrates operations of an envelope wave
detector 23 and a synchronous reproducer 24 of the
receiver 2 with respect to the OFDM signal which is
outputted from the transmitter 1 shown‘ in Fig. 1;
H9. 6 illustrates operations of a memory 26 and a
complex divider 27 shown in Fig. 2;
Fig. 7 illustrates comparative results of a simulation
for comparing a conventional system and the system
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according to the first embodiment with each other in
relation to influences exerted by delayed waves by
multipaths;

Hg. 8 illustrates results of a simulation for comparing
the conventional system and the system according
to thefirst embodiment with each other in relation to

influences exerted by time delays through transmis-
sion paths etc.;
Hg. 9 is a block diagram showing the structure of a
transmitter according to a second embodiment of
the present invention: _
Hg. 10 illustrates the situation of a complex multipli-
cation of a carrier modulation signal group by a com-
plex signal group in a complex multiplier 13 shown
in Fig. 9;
Hg. 11 illustrates operations of a memory 14 and
the complex multiplier 13 shown in Fig. 9:
Fig. 12 is a signal structural diagram showing the
structure of an OFDM signal which is transmitted
from the transmitter shown in Rug. 9;
Fig. 13 is a block diagram showing the structure of
a conventional transmitter 5 for an OFDM signal:

Fig. 14 illustrates the structure of the OFDM signal
which is transmitted from the transmitter 5 shown in

HQ. 13; and
Figs. 15(a) to 15(d) are signal waveform diagrams
showing the relations between phase states of car-
rier modulation signal groups aliotted to carriers
which are orthogonal to each other and OFDM sig-
nals respectively.

DESCRIPTION OF THE PREFERRED EMBODI-
MENTS

Vlfith reference to the drawings, description is now
made on embodiments of a method of transmitting an

OFDM signal, and a transmitter anda receiver employed
therefor according to the present invention.

Fig. 1 is a block diagram showing a transmitter 1
according to afirst embodiment of the present invention.
Fig. 2 is a block diagram showing the structure of a
receiver 2 according to the first embodiment of the
present invention. and Fig. 3 illustrates an exemplary
structure of an OFDM signal which is employed in the
present invention. Referring to Fig. 3. (a) and (b) show
direct and reflected waves of the OFDM signal respec-
tively and (c) and (d) show direct and reflected waves of
the OFDM signal causing time delays respectively, while
(e) shows a time window W.

The transmitter 1 shown in Fig. 1 and the receiver 2
shown in Fig. 2 are connected with each other through
a transmission path (not shown) such as a coaxial cable
or an optical fiber cable. The transmitter 1 and the
receiver 2 are employed in a digital CATV system, for
etample. The transmitter 1 is adapted to transmit picture‘
data for multiple channels of a television. for example; to
the receiver 2 through an OFDM signal.

Fleferringto l-‘rg. 1. thetransmitter 1 comprises acar-
rier modulation signal generator 12. a complex multiplier
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13. a memory 14. an inverse Fourier transformer 15. a
guard interval insertion part 16. a synchronizing signal

_mu|tip|exing part 17. a digital-to-analog converter 18.
and a low-pass filter 19.

The carrier modulation signal generator 12 of the
transmitter 1 receives transmitted digital data (bit stream

signal) to be transmitted to the receiver 2. ‘The carrier
modulation signal generator 12 digital-modulates the
inputted transmitted digital data and serial-to-parallel
converts the same in every symbol interval. thereby con-
verting the data to a carrier modulation signal group
including n (512. for example. in the range of tens to thou-
sands) carrier modulation signals for modulating n carri-
ers which are orthogonal to each other. The digital
modulation is performed by QPSK modulation or 16
QAM. The carrier modulation signal group in this stage
is similar to that outputted from the serial-to-parallel con-
verter 52 (see Fig. 13) of the conventional transmitter.
The carrier modulation signal group which is outputted
from the carrier modulation signal generator 12 is sup-
plied to the complex multiplier 13. The memory 14 can
store such a carrier modulation signal group D'm output-
ted from the complex multiplier 13 for one symbol. When
a carrier modulation signal group Dm is inputted in the
complex multiplier 13. the memory 14 outputs a carrier

_ modulation signal group D'm-1. which is precedent to
one symbol. stored therein to the complex multiplier 13
as a prescribed reference complex signal group. The
complex multiplier 13 complex-multiplies the inputted
transmission signal group Dm by the reference complex
signal group D'm-1 which is precedent by one symbol on
the frequency axis. thereby forming the following carrier
modulation signal group:

D'm (D'm = Dm x D'm-1)

Assuming that Dm[k]real represents the real
number part of a k-th (k = 1. 2. n) carriefmodulation
signal of the carrier modulation signal group. including n
carrier modulation signals. which is inputted in the com-
plex multiplier 13 and Dm[k]imag represents the imagi-
nary number part thereof while D'm-1[k]reaI represents
the real number part of the k-th carrier modulation signal
which is stored in the memory 14 and D'm-1[k]imag rep-
resents the imaginary number part thereof. the complex
multiplier 13 carries out multiplication processing as to
the real and imaginary number parts of each carrier mod-
ulation signal. for outputting:

D'm[k]rea| = Dm[k]real x D'm~1[k]real

D'm[k]imag = Dm[k]imag x D'm-1[k]imag

The memory 14 stores the carrier modulation signal D'm
(including D'm[k]real and D'm[k]imag) of the real and
imaginary numbers outputted from the complex multi-
plier 13.-As shown in Fig. 4. the memory 14 and the com-
plex multiplier 13 repeatedly execute the aforementioned
operations.

nvunmuno I _
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The inverse Fourier transformer 15 successively
allots the respective carrier modulation signals included
in the carrier modulation signal group D'm which is out-
putted from the complex multiplier 13' to the respective
carriers which are lined up on the frequency axis in every
symbol interval. collectively pertorrrs inverse Fourier
transformation thereon. and further performs paral|el-to-
serial conversion. thereby transforming the carrier mod-
ulation signal group multiplexed with the respective data
components on the frequency axis to an OFDM signal
D'rnt multiplexed with the respective data components
on the time axis.

The guard interval insertion part 16 temporarily
stores the digital OFDM signal D'mt which is outputted
from the inverse Fourier transformer 15 in its internal

buffer in every symbol interval. Then. the guard interval
insertion circuit 16 adds front and rear guard intervals
Ghm and Gem to front and rear parts of each symbol Sm
(see Fig. 3). Time lengths tg1 and tg2 of the front and
rear guard intervals Ghm and Gem are prescribed in
consideration of time difference between direct and indi-

rect waves due to a multipath caused in the transmission
path and time delays resulting from sampling deviation
between the digital-to-analog converter 18 of the trans-
mitter 1 and an analog-to-digital converter 22 of the
receiver 2. Further. the front and rear guard intervals
Ghm and Gem include data D’emt and D'hmt which are

identical to those of rear and front end parts Sem and
Shm ofthe corresponding symbol Sm respectively. Thus.
the substantial symbol length is extended to
tg1 + ts + tg2 . The guard interval insertion part 16 suc-
cessively outputs the data D'emt. D'm and D'hmt through
the front guard interval Ghm. the symbol Sm and the rear
guard interval Gem.

The synchronizing signal multiplexing part 17 multi-
plexes a synchronizing signal on the OFDM signal to
which the guard intervals are added on the time axis in
every symbol in order to indicate the breakpoint of the
symbol, and outputs the signal to the digital-to-analog
converter 18. The synchronizing signal is formed by a
periodically known nonmodulated carrier. a suppression
signal etc. with respect to the OFDM signal. as shown at
(a) in Hg. 5. for example.

The digital-to-analog converter 18 converts the
OFDM signal of the digital data, to which the guard inter-
vals and the synchronizing signal are added. outputted
from the synchronizing signal multiplexing part 17 to an
analog OFDM baseband signal. The low-pass filter 19
limits the band of the OFDM baseband signal. so that no
channel-to-channel imerference is caused by aliasing.

As the result of the aforementioned series of opera-
tions, the transmitter 1 outputs the OFDM signal includ-
ing the guard intervals and the synchronizing signal to
the transmission path.

Referring to Fig. 2. the receiver 2 comprises a low-
passfilter 21 . the analog-to-digital converter 22. an enve-
lope detector 23. a synchronous reproducing part 24. a
Fourier transformer 25. a memory 26. a complex divider
27. and a transmission data reproducer 28.
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The low-pass filter 21 removes unnecessary spec-
tral components of a high-frequency region from the
OFDM signal which is received through the transmission
path.

in consideration of a time delay At caused by the
multipath or the delay characteristics of the transmission
path. the OFDM signal which is received in the receiver
2 is represented by ZD'mt, where Z representsthe signal
delay as follows:

2 = expj2nfcAt

The analog-to-digital converter 22 converts data
ZD‘emt. ZD'mt and ZD'hmtwhich are included in the front
guard interval Ghm. the symbol Sm and the rear guard
interval Gem of the analog OFDM signal respectively to
those of a digital OFDM signal. ,

The envelope detector 23 envelope-detects the
OFDM signal. thereby outputting an envelope detection
signal shown at (b) in Fig. Sin every symbol. The syn-
chronous reproducing part 24 outputs a reference timing
signal shown at (c) in Fig. Sin every symbol on the basis
of the envelope detection signal outputted from the enve-
lope detector 23. This reference timing signal is inputted
in the Fourier transformer 25 and the memory 26.

The Fourier transformer 25 observes the OFDM sig-

nal which is outputted from the analog-to-digital con-
verter 22 in synchronization with the reference timing
signal through the time window W (see (e) in Fig. 3) of
the same length as the symbol length ts. thereby extract-
ing only necessary data parts of the respective symbols.
The Fourier transformer 25 further performs Fourier
transformation operations on the extracted data parts.
thereby transforming the OFDM signal on the time axis
to a receiving carrier modulation signal group on thefre-
quency axis.

The memory 26 stores the receiving carrier modu-
lation signal group which is outputted from the Fourier

._ transformer 25 tor_one symbol. When the transmitter 1
transmits data D'm. the memory 26 stores data ZD'm as
corresponding data. The data ZD'm is obtained by add-
ing a time delay 2 caused by the multipath or the trans-
mission path to the data D'm. as follows:

ZD'm = D'm x expj2r:fcAt

The memory 26 outputs the data ZD'm to the complex
divider 27 in synchronization with the reference timing
signal. The complex divider 27 establishes synchroniza-
tion, and then complex-divides data ZD'm+1 of a symbol
Sm+1 which is outputted from the Fourier transformer 25
by the data ZD'm held in the memory 26. Namely. the
complex divider 27 perlomts the following operation:

ZD'm+1/ZD'm = D'm+1/D'm = Dm'+1

As shown in Fig. 6. the Fourier transformer 25, the mem-
ory 26 and the complex divider 27 repeatedly execute
the aforementioned operations.
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As hereinabove described. a relative time delay is
- caused between the direct and reflected waves shown

at (a) and (b) in l-‘lg. 3, due to the multipath. Further. spe-
cific time delays are caused in the direct and reflected
waves. due to the difference in sampling tinting between
thedigital~to-analog converter 18 of the transmitter 1 and
the analog-to-digital converter 22 of the receiver 2 (see
(c) and (cl) in Fig. 3). These time delays are not taken
into consideration in the Fourier transformer 25 as to the

reference timing signal. and hence positions of the
receiving side time window W on the time axis are dis-
placed from the symbol intervals of the received signal.
as shown at (e) in Fig. 3.

Even if the time window W is tfisplaced from correct
symbol intervals in the Fourier transformer 25 of the
receiving side. however. the data observed through the
time window W include all data ZD'mt on the time axis

which must be originally included in one symbol interval
since the front and rear guard intervals Ghm and Gem
include the data ZD'emt and ZD'hmt respectively. There-
fore. the time delays and superposition of the reflected
waves appear as uniform amplitude/phase distortion in
every data component on the frequency axis. When the
timedelays and the characteristics of the reflected waves
are uniform. the values of the amplitude/phase distortion
in the respective symbol intervals are equal to each
other. According to this embodiment, the complex divider
27 complex-divides the data ZD'm+1 of the symbol
Sm+1 which is outputted from the Fourier transformer 25
by the data ZD'm held in the memory 26. thereby cance-
ling the data delay 2 and obtaining the original carrier
modulation signal group Dm+1 with no delay. Namely,
the amplitude/phase distortion is canceled by the follow-
ing operation of the complex divider 27: ‘

ZD'm+1/ZD'm = D'm+1lD'm = Dm+1

Thus. data Drn having no phaselamplitude distortion can
be obtained as to each symbol.

According to this embodimem, as hereinabove
descrbed, the guard intervals including the data which
are identical to those of the front and rear end parts of
each symbol are added to the front and rear parts of the
symbol respectively for transmitting the data. whereby all
data components in one symbol interval which are lined
up on the time axis can be reproduced on the receiving
side as to both of the direct and reflected waves in the
time window W. Therefore, the respective data compo-
nents appearing on the frequency axis after the Fourier
transformation are uniform in amplitude/phase distortion '
even if the reflected waves are superposed on the direct
waves by the multipath to result in superposition of the
symbol intervals of the direct waves and the guard inter-
vals of the reflected waves. Therefore. waveform distor-

tion can be readily removed from the receiving carrier
modulation signal group on the frequency axis of one
symbol interval by executing proper operations (multipli-
cation and division) on the transmission and receiving
sides.
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According to this embodiment, further. demodulated
data can be obtained with no time delay even if a time

_ delay is caused in the OFDM signal between the trans-
mission and receiving sides, by complex-multiplying and
cornplex-dividing the receiving carrier modulation signal
group by the prescribed reference complex signal group
on the frequency axis. Consequently. it is-not necessary
to correctly coincide the time window with "the symbol
interval.

The transmission data reproducer 28 demaps signal
points of the receiving ‘carrier modulation signal group
Dm which is outputted from the complex divider 27 on a
complex plane and decides the signal points. thereby
obtaining a receiving digital signal group which is identi-
cal in value to the transmission digital signal group of the
transmitter 1. As hereinabove described. phase distor-
tion and amplitude’ distortion are removed from the
receiving carrier modulation signal group Dm. Therefore.
the transmission data reproducer 28 can correctly and
readily determine the original data from the mapping
positions on the complex plane.

‘ The inventors have made simulations of comparing
the system according to this embodiment with the con-
ventional system with respect to influences exerted by
waves delayed by multipaths and those exerted by time
axis delays respectively through a calculator. Each sim-
ulation was executed on such conditions that the carrier

number was 512, only data of a 256-th carrier had an
amplitude "1" and a phase "0". and all data of the remain-
ing carriers were "0".

Fig. 7 illustrates the results of the simulation forcom-
paring the system according to this embodiment with the
conventional system as to the influences exerted by
waves delayed by multipaths. Referring to Fig. 7. (a). (b).
(c) and (d) show data distortion states in the case of
transforming direct. indirect, composite and composite
waves in the conventional system to signals on the fre-
quency axis by Fourier operations respectively. On the
other hand. (a). (f). (g) and (h) show datadistortion states ’
in the case of converting direct. indirect. composite and
composite waves in the system according to this embod-
iment to signals on the frequency axis by Fourier opera-
tions respectively.

in the conventional system, no data is inserted in any
guard interval (see a1 at (b) in Hg. 7). and hence an inter-
ference part a2 appears in a time window W of the com-
posite wave (see (c) in Fig. 7). When the composite wave
is transformed to a signal on the frequency axis by a Fou-
rier operation in the time window W. therefore. the spec-
trum of the data of the 256-th carrier is spread and the
data of the remaining carriers, which must have originally
been "0". are distorted. Thus. the transmission data
reproducer 28 readily causes an erroneous determina-
tion. Further. the transmission data reproducer 28 also
readily causes erroneous determinations as to other car-
riers._ In the system according to this embodiment. on the
other hand. data are inserted in the guard intervals and
hence no influences are exerted on the data of the
remaining carriers.
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Hg. 8 illustrates the results ofthe simulation for com-
paring the system according to this embodiment with the
conventional system as to the influences arerted by time
delays caused by transmission paths etc. Referring to
Fig. 8. (a) shows a spectrum obtained under such con-
ditions that only the data of the 256-th carrier had an
amplitude '1" and a phase "0". and (b) shows a signal
waveform in the case of transforming the data at (a) to a
signal on the time axis by an inverse Fourier operation.
Referring to Fig. 8, further. (c) and (of) show data distor-
tion states in the case of transforming composite and
composite waves causing time delays in the conven-
tional system to signals on the frequency axis by Fourier
operations respectively. On the other hand. (9) and (0
show data distortion states in the case of transforming
composite and composite waves causing time delays in
the system according to this embodiment to signals on
the frequency axis by Fourier operations respectively.

lnthe conventional system. no data is inserted in any
guard interval (see :11 at (c) in Fig. 8), and hence an inter-
ference part <22 appears in a time window W of the com-
posite wave, similarly to the case shown at (c) in Fig. 7.
When the composite wave is transformed to a signal on
the frequency axis by a Fourier operation in the timewin-
dow W. therefore, the spectrum of the data of the 256-th
carrier is spread and the data of the remaining carriers,
which must have originally been '0", are distorted. as
shown at (d) in Fig. 8. Thus, the transmission data repro-
ducer 28 readily causes erroneous determinations also
as to other carriers. In the system according to this
embodiment. on the other hand. data are inserted in the
guard intervals and hence no influences are exerted on
the data of the remaining carriers.

Hg. 9 is a block diagram showing the structure of a
transmitter 3 according to a second embodiment of the
present invention. In the transmitter 3 shown in Fig. 9.
portions corresponding to those of the transmitter 1

'shown in Fig. 1 are denoted by._the same reference
' numerals, to omit redundant description. As to the

embodiment shown in Fig. 9. it is to be noted that a mem-
ory 14 holds an output of a specific pattern generator 31,
i.e.. a complex signal group D0 having a predetermined
specific pattern with signals which mutually vary in phase
at random. Such a complex signal group D0 can be
formed by a pseudo-noise signal generator comprising
a PN series pseudo-random signal generator for gener-
ating a pseudo-random signal which is at a level between
zero and 1 and a multiplier for multiplying the pseudo-
random signal by 21: for generating a unit vector signal
in a phase having a random value in the range of zero to
21: and an amplitude of 1. for example. Alternatively. the
complex signal group D0 can be formed by a frequency
sweep signal generator for generating a known fre-
quency sweep signal in a phase having a random value , ,_
in the range of zero to Zn. -

A complex multiplier 13 oomplat-multiplies data Dm
of each symbol interval by data Do on the frequency axis
every time data Dm is inputted for forming data D'm
(D'm = Dm x D0 ), thereby randomizing mutual phases
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of respective carrier modulation signals included in a car-
rier modulation signal group to specific patterns.

Fig. 1 0 illustrates a complex muttiplication operation
in the complex multiplier 13. In particular. (a) in Fig. 10
shows arrangement of signal points which can be taken
by the tnnier modulation signals when 16 QAM is
employed as a modulation system, (b) shows a unit vec-
tor i whose phase varies at random. and (c) shows a car-
rier modulation signal whose phase is randomized to a
specific pattern. '

Referring to (a) in Fig. 10. it is assumed that a carrier
modulation signal included in a carrier modulation signal
group which is allotted to one carrier is arranged at a sig-
nal point A on a complex plane. The signal A has a real
number part of 3 and an imaginary number part of 1. It
is also assumed that the unit vector i has a phase angle
of 3n/4 at this time. A carrier modulation signal A’ shown
_at (c) in Hg. 10 is obtained as the result of a complex
multiplication. The carrier modulation signal A‘ has a real
number part of - 2.8 and an imaginary number part of
1.4. and takes a signal point which is not present in the
arrangement of the 16 QAM. Thus, the phase of the unit
vector i varies at random. and hence the complex multi-
plier 13 outputs a canier modulation signal group having
signals whose phases are mutually randomized to an
inverse Fourier transformer 15 even if respective carrier
modulation signals included in a carrier modulation sig-
nal group which is outputted from a canier modulation
signal generator 12 are in phase with each other.

The complex multiplier 13 repeats such an operation
for a prescribed period. Further. the complex multiplier
13 periodically outputs only the data D0. Fig. 11 shows
a series of such operations. Assuming that So repre-
sents a symbol in which the data D0 is inserted. the
transmitter 3 periodically outputs the data D0 of the sym-
bol So while outputting data Dm of a symbol Sm in other
case. as shown in Fig. 12. The inverse Fourier trans-
former 15 allots the carrier modulation signal group D'm
tb respective caniers which are lined up on the frequency
axis in every symbol, and collectively performs inverse
Fourier transformation and parallel-to-serial conversion
thereon. thereby converting the same to a digital OFDM
signal. Consequently, absolute reference phases of the.
canier modulation signal group are at random values in
the range of zero to 21: whereby the OFDM signal out-
putted from the inverse Fourier transformer 15 can be
suppressed from power concentration. Thus. it is not
necessary to increase the dynamic ranges of the trans-
mitter 3 and a receiver but influences exerted on the

OFDM signal by nonlinearity of me transmitter. the
receiver, a relay amplifier etc. can be reduced through a
low-priced structure. The remaining circuit blocks in the
transmitter 3. i.e.. those from a guard interval insertion
part 16 to a low-pass filter 19, operate similarly to those
in the transmitter 1. '

The guard interval insertion part 16 inserts a data
component D0 which is identical tothat of a rear end pan
of the symbol SO in a corresponding front guard intenml.
while inserting a data component which is identical to
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that of a front end part of the symbol S0 in a correspond-
ing rear guard interval. similarlytothe case of the symbol
Sm.

When the transmitter 3 shown in Fig. 9 is employed.
a receiver of the same structure as the receiver 2 shown

in Hg. 2 can basically be employed. in this case. how-
ever, a memory 26 of the receiver stores receiving data
ZDO of a reference complex signal group 00 which is
stored in the memory 14 of the transmitter 3.

Also in the embodiment shown in Fig. 9, an effect
similar to that of the aforementioned first ernbodimem
can be attained. Namely, amplitudelphase distortion of

a receiving carrier modulation signal group appearing on
the frequency axis after Fourier transformation is entirely
uniform even it reflected waves are superposed on direct
waves by a multipath and symbol intervals of the direct
waves are superposed with guard intervals of‘ the
reflected waves. and can be removed by simple opera-

tions (multiplication and division). Further. demodulated
data can be obtained with no influence by a time delay

even it such a time delay is caused in the OFDM signal... _ ’
between the transmission and receiving sides.- whereby . ~_
a time window can be readily adjusted on the time axis.

While the data are transmitted through wire trans-
mission paths in the aforementioned embodiments. the
present invention is not restricted to this but data may
alternatively be transmitted through a wireless transmis-
sion path. While television picture data for multichannels
are canied on the respective carriers in the aforemen-
tioned embodiments, picture data for one channel may
alternatively be time-shared and sequenced in a parallel
manner, to be allotted to respective carriers. Further,
voice data, text data or the like may be carried on the
respective carriers. in place of the picture data. In addi-
tion, the present invention may alternatively be canted
out in another system such as LAN or WAN, in place of
the CATV. _

While the reference complex signal group outputted
from the memory 14 is periodically inputted in the inverse
Fourier transformer 15 through the complex multiplier 13
in the transmitter 3 shown in Fig. 9, the reference com-
plex signal group may alternatively be directly inputted
in the inverse Fourier transformer 15.

While the transmitter 3 shown in Fig. 9 employs the
complex signal group D0 inctuding signals having a pre-
determined spedfic pattern and phases which mutually
vary at random as the reference complex signal group to
be included in the carrier modulation signal group, fur-
ther, the reference complex signal group to be included
in the canier modulation signal group may alternatively
be formed by a complex signal group including signals
having a predetennined specific pattern which are in
phase with each other under a situation causing no
power concentration in the OFDM signal..Also in this
case, amplitudelphase distortion can be removed by’
simple operations (multiplication and division), simiiarly
to the first embodiment.

Although the present invention has been described
and illustrated in detail. it is clearly understood that the
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same is by way of illustration and example only and is
not to be taken by way of limitation, the spirit and scope

_of the present invemion being limited only by the terms
of the appended claims.

claims

1.

|'2NQI'\(\l".ln- r=D

A method of transmitting an orthogonal frequency
division multiplex signal from a transmission side to
a receiving side in every symbol of a prescribed
length through a wire or wireless transmission path,
said method comprising:

a first step of transforming a carrier modula-
tion signal group deciding the phases and ampli-
tudes of a plurality of carriers being orthogonal to
each other on the frequency axis to said orthogonal
frequency division multiplex signal on the time axis
by performing inverse Fourier transformation in
every symbol: and

a second step of adding front and rear guard
intervals. including data being identical to those of
rear and front end parts of each symbol of said
orthogonal frequency division multiplex signal, to
front and rear parts of said symbol respectively and
transmitting the same to said receiving side.

The method of transmitting an orthogonal frequency
division multiplex signal in accordance with claim 1,
further comprising a third step of complex-multipIy-
ing said carrier modulation signal group by a refer-
ence complex signal group on the frequency axis.

said first step being adapted to transform a
complex multiplication result being obtained in said
third step to said orthogonal frequency division mul-
tiplex signal.

The method of transmitting an orthogonal frequency
division multiplar signal in accordance with claim 2,
wherein said third step is adapted to comp|ex-multi-
ply each said carrier modulation group by a result of
complex muitiplication. being carried out in adircince
of a constant symbol. serving as said reference com-
plex signal group with respect to each said symbol
of said carrier modulation signal group.

The method of transmitting an orthogonal frequency
division multiplex signal in accordance with claim 2.
further comprising a fourth step of generating a com-
plex signal group having a predetermined specific
pattern with signals varying in phase at random,

said third step employs said complex signal
group being obtained in said fourth step as said ref-
erence complex signal group with respect to each
said symbol of said carrier modulation signal group,
and

said first step ordinarily transforms said com-
plex multiplication result being obtained in said third
step to said orthogonal frequency division multiplex
signal. while periodically transforming said refer-
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ence complex signal group to said orthogonal fre-
quency division multiplex signal.

The method of transmitting an orthogonal frequency
division multiplex signal in accordance with claim 2,
further comprising:

a fifth step of transforming said orthogonal
frequency division multiplex signal being transmitted

from said transmission side to a receiving carrier
modulation signal group corresponding to said car-
rier modulation signal group in every symbol of said
prescribed length, and

a sixth step of complexdividing said receiv-
ing signal group being obtained in said fifth step by
a prescribed reference complex signal group on the
frequency axis.

A transmitter for an orthogonal frequency division
multiplex signal, being an apparatus for transmitting
said orthogonal frequency division multiplex signal
to a receiving side in every symbol of a prescribed
length through a wire or wireless transmission path,
said transmitter comprising:

memory means storing a reference complex
signal group;

complex multiplication means complex-mu|ti-
plying a carrier modulation signal group deciding the
phases and amplitudes of a plurality of carriers being
orthogonal to each other on the frequency axis by
said reference complex signal group being stored in
said memory means on the frequency axis, for out-
putting a transmission carrier modulation signal
group;

inverse Fourier transformation means per-
forming an inverse Fourier operation on said trans-
mission carrier modulation signal group being
outputted from said complex multiplication means in
every symbol thereby transforming said transmis-
sion carrier modulation signal group to said orthog-
onal frequency division multiplex signal on the time
axis;

guard interval addition means adding front
and rear guard intervals, including data being iden-
tical to those of rear and front end parts of each sym-
bol of said orthogonal frequency division multiplex
signal outputted from said inverse Fourier transfor-
mafion means. to front and rear parts of said symbol
respectively; and

transmission means transmitting said orthog-
onal frequency division multiplex signal having
added said front and rear guard intervals to said
receiving side in every synbol.

The transmitter for an orthogonal frequency division , _
multiplex signal in accordance with claim 6, wherein
said memory means stores a complex multiplication
result of said complex multiplication means in
advance of a constant symbol as said reference
complex signal group.
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The transmitl_er for an orthogonal frequenw division
multiplex signal in accordance with claim 6. wherein
said memory means stores a predetermined com-
plex signal group as said reference complex signal
QFOUD.

said complat multiplication means complex-
multiplies said carrier modulation signal group by
said reference complex signal group being stored in
said memory means on the frequency axis for out-
putting the same, and

said inverse Fourier transformation means

ordinarily transforms a complex multiplication result
being outputted from said complex multiplication
means to said orthogonal frequency division multi-
plex signal in every symbol. while periodically trans-
forming said reference complex signal group being
outputted from said memory means to said orthog-
onal frequency division multiplex signal.

The transmitter for an orthogonal frequency division
multiplex signal in accordance with claim 8. wherein
said memory means holds an output of pseudo-
noise signal generation means generating a
pseudo-noise signal as said reference complex sig-
nal group.

. The transmitter for an orthogonal frequency division
multiplex signal in accordance with claim 8. wherein
said memory means holds an output of frequency
sweep signal generation means generating a fre-
quency sweep signal as said reference complex sig-

_ nal group.

. A receiver for an orthogonal frequency division mul-
tiplex signal, being an apparatus for receiving said
orthogonal frequency tfivision multiplex signal being
transmitted froma transmission side in every symbol

of a prescribed length through a wire or wireless
‘transmission path. said receiver comprising:

Fourier transformation means performing a
Fourier transformation operation on said orthogonal
frequency division multiplex signal on the time axis
in every symbol. thereby transforming said orthogo-
nal frequency division multiplex signal to a receiving
carrier modulation signal group on the frequency
axis;

memory means storing said receiving carrier
modulation signal group being outputted from said
Fourier transformation means every constant sym-

bol as a receiving reference complex signal group:
and

complex division means complex-dividing
said receiving carrier modulation signal group being
outputted from said Fourier transformation means
by said receiving reference complex signal group
being stored in said memory means on the fre-
quency axis.

BNSDOCID‘. <EP___07 I 900-1A2_I_>

12. A method of transmitting an orthogonal frequency
division multiplex signal from a transmission side to
a receiving side in every symbol of a prescribed
length through a wire or wireless transmission path,
said method comprising:

afirst step of forming acarrier modulation sig-
nal group for deciding the phases and amplitudes of
a plurality of carriers being orthogonal to each other
in every symbol on the frequency axis;

a second step of generating a complex signal
group having a predetermined specific pattern with
signals varying in phase at random:

a third step of cornplex-multiplying said car-
rier modulation signal group by said complex signal
group in every symbol on the frequencyaxis. thereby
randomizing the phases ofrespective signals ofsaid
carrier modulation signal group; and

a fourth step of ordinarily transforming said
carrier modulation signal group having said signals
being randomized in phase in said third step to said
orthogonal frequency division multiplexsignal on the
time axis by performing inverse Fourier transforma-
tion in every symbol while periodically transforming
said complex signal group to said orthogonal fre-
quency division multiplex signal by" inverse Fourier
transformation. for transmitting the same to said
receiving side respectively.
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(57) Abstract

The present invention simplifies known data scramblers by making use of the synchronisation frames, nonnally used for measuring
channel characteristics, as a source of pseudo—random data which can be combined with incoming user data. The present invention has
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Improvements in, or Relating to, Data scramblers

The present invention relates to data scramblers and descramblers,

suitable for use with a multi-carrier transmission system, multi-carrier transmission

systems incorporating data scramblers and de-scramblers. and methods for

scrambling and descrambiing data in multi-carrier transmission systems.

Most telecommunications transmission systems are designed to give

optimum performance when uncorrelated data is transmitted over them.

Unfortunately, user data is not usually uncorrelated and may. for example. include

relatively long strings of binary "0"s, or “1"s. If such data is transmitted over a

transmission system intended for uncorrelated data, it can result in saturation. i.e.

too large a dynamic range, synchronisation drift, etc.. This problem has long been

recognised by telecommunications engineers and the conventional solution is to

scramble the incoming user data so that it behaves as though it was uncorrelated
data.

Known data scramblers employ an algorithm to combine user data with a

random data string, thereby producing an uncorrelated data stream for

transmission.

The present invention simplifies known data scramblers by making use of

the synchronisation frames, nonnally used for measuring channel characteristics,

as a source of pseudo—random data which can be combined with incoming user
data.

The present invention has particular application to multi-canier transmission

systems. including copper based transmission systems such as ADSL. VDSL and

HDSL which employ DMT, andlor radio based transmission systems employing

OFDM. Many of these transmission systems send known data. usually referred

to as synchronisation frames, to measure channel characteristics such as signal

to noise ratio. The known data contained in a synchronisation frame is selected

to have a suitable statistical distribution. e.g. pseudo-random. In a typical DMT



Page 168 of 379

BNSDOCID: <WO

WO 99/29078

qnoanwmo I \

A’

PCT/SE98/02 1 93

-2-

system, used at the present time, the known synchronisation frame data comprises

two bits per sub-carrier. In other words, a predeterminecl 4-QAM signal is I
transmitted on each sub-carrier.

In the present invention, user data bits are combined with the known

synchronisation frame data bits, typically the two most significant bits, using an

exclusive-OR function. This results in a statistically and computationally efficient
scrambling of the user data.

According to a first aspect of the present invention, there is provided a data

scrambler, for use in a multi-carrier transmission system in which synchronisation

frame data is periodically transmitted from a transmitter to a receiver to measure

transmission channel characteristics, characterised in that combiner means are

provided to combine user data with frame synchronisation data.

Said combiner means may have a XOR function.

Said frame synchronisation data is pseudo random.

Said combiner means may be adapted to combine said user data with the

two most significant bits of a synchronisation frame.

According to a second aspect of the present invention, there is provide a

data descrambler, for use in a multi-camer transmission system in which

synchronisation frame data is periodically transmitted from a transmitter to a

receiver to measure transmission channel characteristics, and transmitted data is

scrambled using a data scrambler as claimed in any of claims 1 to 4, characterised

in that combiner means are provided to combine received data with frame
synchronisation data.

Said combiner means may have a XOR function.

Said frame synchronisation data may be pseudo random.
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Said combiner means may be adapted to combine said received data with
the two most significant bits of a synchronisation frame.

According to a third aspect of the present invention, there is provided a

multi-carrier transmission system in which synchronisation frame data is

periodically transmitted from a transmitter to a receiver to measure transmission

channel characteristics, characterised in that said transmission system

incorporates a data scrambler as set forth in any preceding paragraph, connected

to said transmitter.

Said receiver may be connected to a data descrambler as set forth in any

preceding paragraph.

Said multi-carrier transmission system may employ DMT.

Said multi-carrier transmission system may employ OFDM.

Means may be provided for transmitting frame synchronisation data from

said data scrambler to said data descrambler.

According to a fourth aspect of the present invention, there is provided, in

a multi-carrier transmission system in which synchronisation frame data is
periodically transmitted from a transmitter to a receiver to measure transmission

channel characteristics, a method of scrambling user data prior to transmission,

characterised by combining user data with frame synchronisation data.

User data maybe combined with frame synchronisation data by mean of

an XOR function.

Said frame synchronisation data may be pseudo random.

Said user data may be combined with the two most significant bits of a

synchronisation frame.
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According to a fifth aspect of the present invention, there is provided, In a

multi-carrier transmission system in which synchronisation frame data is
periodically transmitted from a transmitter to a receiver to measure transmission

channel characteristics, a method of descrambling received data which has been

scrambled by a scrambling method as set forth in preceding, characterised by
combining received data with frame synchronisation data.

Received data may be combined with frame synchronisation data using an
XOR function.

Said frame synchronisation data may be pseudo random.

Said received data may be combined with the two most significant bits of
a synchronisation frame.

Said muiti-carrier transmission system may employ DMT.

Said muIti—carrier transmission system may employ OFDM.

Embodiments of the invention will now be described, by way of example,
with reference to the accompanying drawing, in which:

Figure 1 illustrates data scramblers and descramblers, according to the
present invention, in a multi-carrier transmission system

In order to facilitate an understanding of the present invention a glossary
of terms used in the description of the present invention is provided below:

A/D: Analogue to Digital

Asynchronous Digital Subscriber Line

Digital to Analogue
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Digital Multi Tone

Fast Fourier Transform

High bit rate Digital Subscriber Line

Inverse Fast Fourier Transform

Orthogonal Frequency Division Multiplex

Quadrature Amplitude Modulation

Very high bit rate Digital Subscriber Line

Exclusive OR

Figure 1 shows a transmitter and receiver, in a multi-carrier transmission

system, linked by a communications channel. The communications channel may

be a copper pair (VDSL etc.), or a radio channel (OFDM). Incoming user data,

intended for transmission over the communications channel, is passed via a sync

frame switch, to a XOR gate. The sync frame switch permits one of the inputs to

the XOR gate to be switched between user data and a string of "O"s. The second

input to the XOR gate receives the known synchronisation frame data. When the

string of “0"s is passed to the XOR gate, the output from the XOR gate is the

synchronisation data, i.e. the “known data“ appears at the output of the XOR gate.

The incoming user data will almost certainly be far from random, i.e. it will

be highly correlated. The incoming user data is combined with the “known data"

in the XOR gate. The “known data” is pseudo random, i.e. uncorrelated. The

output from the XOR gate will, therefore, also be uncorrelated, i.e. will itself be

pseudo-random. This data has the necessary properties to permit good
transmission over the transmission channel.

The scrambled data is then passed to the receiver where it is first
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processed by an Inverse Fast Fourier Transform unit, lFl-‘I’, converted from parallel

form to serial form. passed to a digital to analogue convertor,_ D/A, prior to QAM
modulation and transmission over the channel. Details of the multiplexing

techniques and modulation techniques used in multi-carrier transmission systems

will be familiar to those skilled in the art and are not described in detail in this
patent specification.

The signal received from the transmission channel is demodulated and

demultiplexed in the receiver by, inter alia, an A/D convertor, a serial to parallel

convertor, and a fast Fourier transform unit FFT. The received data is, of course,

scrambled. The received scrambled data is passed to the XOR gate, where it is

combined with the "known data", i.e. the same data that was mixed into the signal
in the transmitter. The output from the XOR gate will contain the user data. or a

string of “O"s depending on the setting of the sync frame switch in the transmitter.

The sync frame switch in the receiver is used for synchronisation purposes, i.e.

when the reoeiveris properly synchronised with the transmitter, and a sync frame

is transmitted, rather than user data, the output from the XOR gate will be a string

of "0"s. Details of transmitter and receiver synchronisation in multi-carrier systems
will be well known to those skilled in the art.

It should, however, be noted that synchronisation frame data is stored in

both the transmitter and receiver, so the receiver always has prior knowledge of
the "known data" used by the transmitter.

In summary, the present invention scrambles user data by mixing that data
with known data normally used in a synchronisation frame, typically the two most

significant bits of the synchronisation frame data, using an exclusive-OR function.

This results in both statistically and computationally efficient scrambling.
Descrambling is achieved by the reverse process, i.e. combining the received

scrambled data with the same known data used for scrambling in an exclusive-OR
function.

The present invention results in a much improved statistical distribution of

modulated sub-carriers, in a multi-carrier transmission system. compared to the
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case where no scrambling is used for correlated, or null data situations.

As synchronisation data must be present in a multi—carrier receiver and

transmitter for use in the synchronisation process, the scrambling technique of the

present invention does not increase system complexity.

Transmission of the known data is very simple because it only needs to be

combined with a string of "0"s.

The scrambler of the present invention can be used in all transmission

systems that measure channel characteristics by sending known data from

transmitter to receiver and use OFDM, DMT, or related multiplexing techniques to

spread out the transmitted data over a number of sub-carriers, i.e. multi—carrier

transmission techniques.
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CLAIMS

1. A data scrambler, for use in a multi-carrier transmission system in which

synchronisation frame data is periodically transmitted from a transmitter to a

receiver to measure transmission channel characteristics. characterised in that

combiner means are provided to combine user data with frame synchronisation
data.

2. A data scrambler, as claimed in claim 1, characterised in that said combiner
means has a XOR function.

3. A data scrambler, as claimed in either claim 1, or claim 2, characterised in

that said frame synchronisation data is pseudo random.

4. A data scrambler, as claimed in any previous claim, characterised in that

said combiner means is adapted to combine said user data with the two most

significant bits of a synchronisation frame.

5. A data descrambler, for use in a multi-carrier transmission system in which

synchronisation frame data is periodically transmitted from a transmitter to a

receiver to measure transmission channel characteristics, and transmitted data is

scrambled using a data scrambler as claimed in any of claims 1 to 4, characterised

in that combiner means are provided to combine received data with frame
synchronisation data.

6. A data descrambler, as claimed in claim 5, characterised in that said

combiner means has a XOR function.

7. A data descrambler, as claimed in either claim 5, or claim 6, characterised

in that said frame synchronisation data is pseudo random.

8. A data descrambler, as claimed in any of claims 5 to 7, characterised in

that said combiner means is adapted to combine said received data with the two
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most significant bits of a synchronisation frame.

9. A multi—carrier transmission system in which synchronisation frame data

is periodically transmitted from a transmitter to a receiver to measure transmission

channel characteristics, characterised in that said transmission system

incorporates a data scrambler as claimed in any of claims 1 to 4, connected to said
transmitter.

_ 10. A multi-canier transmission system, as claimed in claim 9. characterised in

that said receiver is connected to a data descrambler as claimed in any of claims
5 to 8.

11. A multi-carrier transmission system, as claimed in claim 10, characterised

in that said multi-carrier transmission system employs DMT.

12. A multi-carrier transmission system, as claimed in claim 10, characterised

in that said multi-carrier transmission system employs OFDM.

13. A multi-carrier transmission system, as claimed in any of claims 10 to 12,

characterised in that means are provided for transmitting frame synchronisation

data from said data scrambler to said data descrambler.

14. In a multi-carrier transmission system in which synchronisation frame data

is periodically transmitted from a transmitter to a receiver to measure transmission

channel characteristics, a method of scrambling user data prior to transmission,

characterised by combining user data with frame synchronisation data.

15. A method, as claimed in claim 14, characterised by combining user data

with frame synchronisation data by mean of an XOR function.

16. A method, as claimed in either claim 14, or claim 15, characterised by said

frame synchronisation data being pseudo random.

17. A method, as claimed in any of claims 14 to 16, characterised by combining
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said user data with the two most significant bits of a synchronisation frame.

18. In a multi-carrier transmission system in which synchronisation frame data

is periodically transmitted from a transmitter to a receiver to measure transmission

channel characteristics, a method of descrambling received data which has been

scrambled by the method claimed in any of claims 14 to 17, characterised by
combining received data with frame synchronisation data.

19. A method, as claimed in claim 18, characterised by combining received
data with frame synchronisation data using an XOR function.

20. A method, as claimed in either claim 18, or claim 19, characterised by said
frame synchronisation data being pseudo random.

21. A method, as claimed in any of claims 18 to 20, characterised by combining
said received data with the two most significant bits of a synchronisation frame.

22. A method, as claimed in any of claims 14 to 21, characterised by said multi-
carrier transmission system employing DMT.

23. A method, as claimed in any of claims 14 to 21, characterised by said multi-
carrier transmission system employing OFDM.
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IMPROVED NETWORK SECURITY DEVICE 

Related Application

This patent claims the benefit of Provisional Patent, Application

Serial Number 60/033,995 entitled "lmproved Network Security Device", filed

on January 3, 1997 for Dr. Aharon Friedman and Dr. Eva Bozoki. This patent

application is directed to improvements in the invention described in U.S. Patent

Application Serial No. 08/529,497 entitled "Network Security Device" and filed

on September 18, 1995. The contents of these two documents are

incorporated herein by reference.

Field of the Invention

The present invention is directed to improvements in a network security

device that is connected between a protected computer("the client") and a

network and/or a protected local area network (LAN) and a wide area network

(WAN) as well as a method for using the network security device.

Background of the Invention

A. Network Architecture

An Internet communications network 100 is depicted in H6. 1 including five

transmit or backbone networks A,B,C,D, and E and three stub networks R, Y, and

Z. A "backbone" network is an intermediary network which conveys

communicated data from one network to another network. A "stub" network is

a terminal or endpoint network from which communicated data may only initially

originate or ultimately be received. Each network, such as the stub network R,

includes one or more interconnected subnetworks l, J, L, and M. As used herein,

the term "subnetworkr" refers to a collection of one or more nodes, e.g., (c,w), (d),

la), (b,x,y), (q,v), (r,z), (s,u), (e,f,g),(h,i),(j,k,l),(m,n), and (o,p), interconnected by
wires and switches for local internodal communication. Each subnetwork may be

a local area network (or "LAN"). Each subnetwork has one or more interconnected

nodes which may be host computers ("hosts") u,v,w,x,y,z (indicated by triangles)

or routers a,b,c,d’,e,f,g,h,i,j,k,l',m,n,o,p,q,r,s (indicated by squares). A host is an

endpoint node from which communicated data may initially originate or ultimately
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b_e received. A router is a node which serves solely as an intermediary node

between two other nodes; the router receives communicated data from one node

and retransmits the data to another node. Collectively, backbone networks, stub

networks, subnetworks, and nodes are referred to herein as ''Internet systems".

FIG. 2 shows a block diagram of a host or router node 10. As shown, the

node may include a CPU 11, a memory 12 and one or more l/O ports (or network

interfaces) 13-1, 13-2,. . ., 13—N connected to a bus 14. lllustratively, each I/O

port 13-1, 13-2,. . ., 13—N is connected by wires, optical fibers, and/or switches

to the l/O port of another node. . The I/O ports 13-1, .13-2,. . ., 13—N are for

transmitting communicated data in the form of abitstream organized into one or

more packets to another node and for receiving a packet from another node. if the

host 10 is a host computer attached to a subnetwork which is an Ethernet, then

the host will have an l/O port which is an Ethernet interface. _

A host which initially generates a packet for transmission to another node

is called the source node and a host which ultimately receives the packet is called

a destination node. Communication is achieved by transferring packets via a

sequence of nodes including the source node, zero or more intermediary nodes,

and the destination node, in a bucket brigade fashion. For example a packet may

be communicated from the node w to the node c, to the node d, to the node b,

and to the node x.

Q An exemplary packet 40 is shown in FIG. 3A having a payload 41 which
contains communicated data (i.e., user data) and a header 242 which contains

control and/or address information. Typically, the header information is arranged

in layers including an IP layer and a physical layer.

The IP layer typically includes an IP source address, an IP destination

address, a checksum, and a hop count which indicates a number of hops in a

multihop network. A physical layer header includes a MAC (Media Access

Contronaddress (hardware address) of the source and a MAC address of the

destination.

The user data may include a TCP (Transfer Control Protocol) packet

including TCP headers or a UDP (User Data Protocol) packet including UDP

headers. These protocols control among other things," the packetizing of
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information to be transmitted, the reassembly of received packets into the

originally transmitted information, and the scheduling of transmission and reception
of packets (see e.g., D. Commer, "Internetworking With TCP/IP", Vol. 1 (1991);
D. Commer and D. Stevens, "lnternetworking With TCP/lP'.', Vol. 2 (1991)).

As seen in FIG. 3B, in an exemplary Internet protocol (IP), each node of the

Internet 100 is assigned an Internet address (IP address) which is unique over the

entire Internet 100 such as the Internet address 30 for the node v shown in FIG.

3B. See, Information Sciences Institute, RFC 791 "Internet Protocol", September,

1981. The IP addresses are assigned in an hierarchical fashion; the Internet (IP)

10 address 30 of each node contains an address portion 31 indicating the network of
the node, an address portion 32 indicating a particular subnetwork of the node,
and a host portion 33 which identifies a particular host or router and discriminates

between the individual nodes within a particular subnetwork.

In an Internet system 100 which uses the IP protocol, the IP addresses of

15 the source and destination nodes are placed in the packet header 42 (see FIG. 3A)

by the source node. A node which receives a packet can identify the source and

destination nodes by examining these addresses.

In an Internet system, it is the IP address of a destination that is known, and

the physical address (i.e., MAC address) to be placed in the MAC frame header is
20 to be determined. If the destination host is on the same local area subnetwork

(and this is easily determined by observing that the network part in both the source

and destination IP addresses is the same), then the destination address that is to

. go into the MAC header destination address field is simply the physical address of
the destination host. The MAC destination address may be found by means of the

25 ARP (Address Resolution Protocol) which comprises having the source host

broadcast an ARP request packet with the IP address of the destination host and

having the destination host respond with its hardware (MAC) address. This MAC

address may be placed in the MAC frame (physical layer) headers.

Encryption Techniques

Eavesdropping in a network, such as the Internet system 100 of FIG. 1, can

be thwarted through the use of a message encryption technique. A message

Bhlsmllj-a\‘J’\ o9'nv\::.»_7 n ,
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encryption technique employs an encipherment function which utilizes a number

referred to as a session key to encipher data (i.e., message content). Only the pair

of hosts in communication with each other have knowledge of the session key, so

that only the proper hosts, as paired on a particular conversation, can encrypt and

decrypt digital signals. Three examples of encipherment functions are (1) the

National Bureau of Standards Data Encryption Standard (DES) (see e.g., National

Bureau of Standards, "Data Encryption Standard", FlP_S—PUB-45, 1977), (2) Fast

Encipherment Algorithm (FEAL)(see e.g., Shimizu and S. Miyaguchi, "FEAL—Fast

Data Encipherment Algorithm," Systems and Computers in Japan, Vol. 19, No.7,

1988 and S. Miyaguchi, "The FEAL Cipher Family", Proceedings of CRYPTO '90,

Santa Barbara, Calif., Aug., 1990); and (3) International Data Encryption

Algorithm (”|DEA") (see e.g., X. Lai, "On the Design and_Security of Block

Ciphers," ETH Series in Information Processing, v.1, Konstanz: Hartung - Gorre

Verlag 1992). One way to use an encipherment function is the electronic

codebook technique. In this technique a plain text message m is encrypted to

produce the cipher text message c using the encipherment function f by the

formula c=f(m,sk) where sk is a session key. The message c can only be

decrypted with the knowledge of the session key sk to obtain the plain text

message m =f(c,sk).

Session keyagreement between two communicating hosts may be achieved

using public key cryptography.

5,299,263).

(See e.g., U.S. Patent Nos.’5,222,14O and

Before discussing public key cryptographic techniques, it is useful to provide

some background information. Most practical modern cryptography is based on

two notorious mathematical problems believed (but not proven) to be hard (i.e.,

not solvable in polynomial time, on the average). The two problems are known as

Factorization and Discrete—Log. The Factorization problem is defined as follows:

lnput: N, where N =pq where p and q are large prime numbers

Output: p and/or q.

The Discrete—Log problem is defined as follows:

lnput: P,g,y, where ysg‘ mod P, and P is a large prime number

Output: x.

a:'mn:::.9 I \
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(The Discrete-Log problem can be similarly defined with a composite-

modulus N = pq).

Based on the Factorization and Discrete—Log-problems, some other problems

have been defined which correspond to the cracking problems of a cryptographic

system.

One system of such a problem which has previously been exploited in

cryptography (see, e.g., H.C. Williams, "A Modification of RSA Public-Key
Encryption", IEEE Transactions on information Theory, Vol. lT—26, No. Nov. 6,
1980) is the Modular Square Root problem, which is defined as follows:

Input: N,y, where y-=-x2 mod N, and N =pg, where p and q are large primes

Output: x.

Calculating square roots is easy if p and q are known but hard if p~and q are

not known. When N is composed of two primes, there are in general four square

roots mod N. As used herein-, zax/—x mod N is defined to mean that x-is the

smallest integer whereby zzax mod N.

Another problem is known as the Composite Diffie—Hellman (CDH) problem,

which is defined as follows:

Input: N, g, g" mod N, g" mod N, where Napq and p and q are large primes.

Output: g"" mod N. E.

It has been proven_ mathematically that the Modular Square Root and

Composite Diffie—Hellman problems are equally difficult to solve as the above-
mentioned factorization problem (see, e.g., M.O. Rabin, "Digitalized Signatures and

Public Key Functions as intractable as Factorization", M|T Laboratory for Computer

Science, TR 212, Jan. 1979; Z. Shmuely, "Composite Diffie-Hellman Public Key

Generating Schemes Are Hard To Break", Computer Science Department of
Technion, lsrael, TR 356, Feb. 1985; and K.S. McCurley, "A Key Distribution

System Equivalent to Factoring", Journal of Cryptology, Vol. 1, No. 2, 1988, pp.
95-105).

In a typical pub|ic—key cryptographic system, each user I has a public key P,

(e.g., a modulus N) and a secret key S, (e.g., the factors p and q). A message to

user I is encrypted using a public operation which makes use of the public key

known to everybody (e.g., squaring a number mod N). However, this message is
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decrypted using a secret operation (e.g., square root mod N) which makes use of

the secret key (e.g., the factors p and q).

C. Network Security Devices

At present, existing network security products are categorized into two

classes: (1) firewalls, such as Janus and ANS, and (2) software products, such as

encrypted mail, secured http, one time password, etc.

A firewall is a dedicated computer, usually running a Unix operating system.

lt acts as a filter for incoming and outgoing communications. The firewall is placed

as a router between the local area network (LAN) and the outside world. The

decision whether to pass a packet is made based on the source and/oridestinaltion

IP address, and the TCP port number. , Some firewalls also have_the' ability to

encrypt data, provided that both sides of the communication employ the same

brand of firewall. Some firewalls have a personal authentication feature.

Software products are based on the premise that the computer on which

they are installed are secure, and protection is only needed outside on the

network. Thus, such software products can easily be bypassed by breaking into

the computer. A typical scheme is when an intruder implants a "Trojan Horse" on

a computer which sends him an unencrypted copy of every transaction.

Sometimes, it is even done as a delayed action during the off—hours when the

computer is not likely to be supervised.

in addition, there are authentication products designed to maintain the

integrity of the computer against intrusion. These products are based on the

premise thatithe products are 100% secure. Once the product is compromised,

it becomes totally ineffective. Sometimes, careless use by one user may

jeopardize all other users of the product.

Firewalls are more effective in maintaining network security. However they

are very expensive. Their price range is between $10,000 and $50,000, plus the

price of the hardware. They require a high level of expertise to install and

maintain. The most sophisticated and effective firewalls require a specially trained

technician or engineer for their maintenance. The special training cost is up to
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$10,000 per person, and the salary adds $60,000 to $120,000 or more per

annum to the cost.

Firewalls have to be constantly maintained, modified, and monitored in order

to yield reasonable security. They only cover the TCP part of the Internet Protocol

and "not the UDP part. Thus, they do not provide security to NFS (Network File

Services) and many client/server applications.

The firewall is a full service computer which can be logged into for

maintenance and monitoring. Thus, it can be broken into.
Once a firewall is

compromised it loses its effectiveness and becomes a liability rather than a

security aid. Firewalls only protect the connection between a LAN and a WAN

(Wide Area Network). It does not protect against intrusion into a particular host

from within the LAN.

In view of the foregoing, it is an object of the present invention to provide

a network security device which overcomes the shortcomings of the prior‘art

network security devices. .

It is another object of the present invention to provide a hardware device to

provide network security for individual hosts attached to a network.

it is a further object of the present invention to provide a hardware device

to provide network security for a local area network connected to a wide area

network.

Summary of the Invention

The present invention provides improvements to the Network Security

Device described in U.S. Patent Application Serial Number O8/529,497. These

improvements include (1) modifications in the device which adapt it to protect a

LAN, (2) improved key generation, (3) an improved key exchange algorithm, and

(4) improved packet handling procedures which provide double integrity checks.

A preferred embodiment of the inventive network security device comprises

a first network interface connected to a protected client, a second network

interface connected to a portion of a network, and a processing circuit connected

to both interfaces.

':‘E32'.“.=-’-'5 ' >
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A communication from the protected client goes from the client, to the first

interface, to the processing circuit, to the second interface and into the network.

Similarly, a communication’ received from the network goes from the second

interface, to the processing circuit, to the first interface and to.the protected
client.

A preferred embodiment of the present invention has four keys associated

with it: x

(1) aistatic (permanent) private key;

(2) dynamic (changing) private key;

(3) a static public key; and

(4) a dynamic public key.

In a preferred embodiment, the public keys are exchanged between two network

security devices in order to establish a common secret key. The common secret

.key is the key which is used to encrypt/decryptfall messages between two
particular devices. This key should not be transmitted.

The static keys are permanent keys unique to, each device. The dynamic

keys have a predetermined lifespan and are replaced periodically, such as every 24

hours. Preferably, the static keys are generated using a seed derived from the

host's IP address, MAC address of the network interface connected between the

protected host and the network security device, and the security device's serial

number. Preferably, the dynamic keys are generated using seeds derived from
current date and time information.

Packets "received from the protected client are encrypted using an

encipherment function such as lDEA, FEAL, or DES before being transmitted via

the network to a destination. Similarly encrypted packets received from a

destination are decrypted. Such encryption and decryption requires a common

session key to be possessed jointly by the protected client and the destination (the

destination being a protected client of another network security device located

4 someplace else in the network).

The common crypto key (i.e., the common secret key) is obtained using a

public key cryptography technique. To aid in the key exchange, the network

security device maintains two databases. A static database (SDB) contains

9832065‘-\2 l -
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information about secured hosts or nodes in the network. A secured host or node

is a host or node that is protected by a network security device. Each entry in the

static database contains information about a particular secured host, i.e., the host-

IP address, time entered in the database, and the host's permanent public key.

A dynamic data base (DDB) contains information about secured and

unsecured hosts. Each entry in the dynamic database includes a host's IP address,

the time that the host's dynamic key was generated, a flag indicating whether or

not the host is secured, a flag indicating whether the host is in transition (i.e., in

the middle of a key exchange), and a pointer to a common secret session key.

The protocol used by the network security device of host i to agree on a

common crypto key with a network security device of host j is as follows.

Consider a communication from host i to host]. The communication arrives

at the network security device of host i from host i. The network security device

checks if host j is in the dynamic database. If host j is in the dynamic database,

it is determined if the dynamic database has a common crypto key for -

communication between host i and host j. If there is such a common session key,
the communication from host i is encrypted using the common crypto key and

transmitted to host j. If there is no common crypto key, then host i sends the

dynamic part of its public key P, to host j and hostj replies by sending the dynamic

part of its public key Pi to host i. The exchange of dynamic parts of the public

keys may be encrypted using the static part of the public keys, which may be

obtained from the static databases at host i and host j. The common crypto key

is then calculated according to a Diffie~He|lman technique.

Because the dynamic keys of each network security have a particular

lifespan, such as 24 hours, there may be a time difference between times when
two device's keys expire. Thus, it is possible that one device's dynamic key may

expire before the packet is received. One way to prevent this occurrence is to
take into account this. time difference. The DDB may correct the time difference

between the time the packet was sent and the time the packet is received. Also,

the DDB time generation entry indicates to the network security device when the

other party's dynamic key expires. Thus, when a communication between the

9E3?"€5-‘-2 I >
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nodes is initiated, it may be determined whether a new dynamic key exchange is

warranted, rather than attempting to use an expired common dynamic key.

Note that this assumes that there is an entry for hostj in the static database

of host i. If there is not, the exchange of dynamic public keys is preceded by an

exchange of static public keys and the forming of a database entry for host j in the

static database at host l. Moreover, if there is no entry for hostj in the dynamic

database of host I, such an entry will be generated before the dynamic key

exchange.

‘A packet received by the network security device and the connected host

is preferably processed in the following manner. The IP and MAC headers from

the packet are copied into a new IP packet. The client host's physical address

(e.g., the MAC address of the network interface between the client and the

network security device) is replaced with the network security device's MAC

address (e.g., the MAC address of the network interface between the network

security device and the network). The new IF‘ packet includes a proprietary header

and proprietary tail. Information about the packet is stored in the proprietary tail,

including check sum information. The data and proprietary tail are then encrypted.

The proprietary header is then filled in, including check sum information for the

encrypted data. This packet is then transmitted into the network.

This processing method provides a double integrity check. The check sum

which was" calculated after encryption is checked by the

decryption, providing an integrity test of the encryptedsdata in transit. The check

sum in the‘ proprietary tail was calculated before encryption and checked by the

received after decryption. .This checksum provides a means of strong

authentication because the static and dynamic keys used to encrypt the checksum

are known only to the two communicating hosts. This check sum will differ if the

common secret key is not identical on both sides and also provides an integrity

test of the actual data. Note that if the check sum is replaced with a secured hash

function, after the packet is encrypted, it becomes a digital signature. ' l I

should be noted that encryption takes place at the IP level so that -TCP and UDP

packets are encoded.

1"|: - -ml-,2 A -5

receiver before‘



Page 197 of 379

' wd 9s/32o'ss Pc:rrUs97rz42'o1

In short, the inventive network security device has a number of~significant»

advantages.

Like a firewall, the inventive network security device is a hardware/software

combination in a preferred implementation. However, it is a sealed "box" and

5 cannot be logged into. Hence, it cannot be compromised the way a firewall can.
Thus, each node in the LAN can be equipped

e. The
It is much cheaper than a firewall.

with it. This way, it provides protection inside the LAN as well as outsid

network security device works directly at the IP level. It therefore, covers all types
configuration to different networkof IP protocols and requires no special

Thus-, the inventive network security device is maintenance free.10 applications.

Brief Description of the Drawings

The present invention isdescribed with reference to the following figures:

FIG. ‘I schematically illustrates an Internet system.

FIG. 2 schematically illustrates the architecture of a host in the network of

FIG. ‘I.

FIGS. 3A and 3B illustrate the format of a packet transmitted in the network

of FIG. 1.

FIG. 4A illustrates a network security device for use with a host in the

20 network of FIG. 1 in accordance with an embodiment of the present invention.

FIG. 4B illustrates a network security device for use with a LAN in

accordance with an embodiment of the present invention._

FIG. 5 illustrates an entry in a static database maintained by the network

security device of FlG..4.‘

FIG. 6 illustrates an entry in a dynamic database maintained by the network

security device of FIG. 4.

FIG. 7‘is a flow chart illustrating an activation method used by the network

security device of FIG. 4.

FIG. 8 is aflowchart illustrating a key exchange method used by the

30 network security device of FIG. 4. V

FIG. 9 is a flow chart illustrating an IP packet handling algorithm utilized by

the network security device of FIG. 4.

n...-vsrv-in. -l'l'\ o9rnn::;g 1 ,



Page 198 of 379

wo 93/32055 PCT/US97/24201

FIG. 10 illustrates an IP packet received from a connected host by the

network security device and an IP packet transmitted from the network security
device into a network.

FIG. 11 is a flowchart illustrating a method of processing the packets of FIG.
10.

Detailed Descrigtion of the Invention

Overview of the Invention’

FIG. 4A schematically illustrates a network security device for protecting a

host according to an embodiment of the invention. The security device 400
comprises a first interface 402 which is connected to the client host 404-.

Specifically, the interface 402 is connected to a network interface in the client

host 404 (e.g., an interface 13 of Fig. 2) via a cable or wire 406. The security

device 400 comprises a second interface 408 which is connected to a portion of

a network 100. lllustratively, the interface 408 is connected to an Ethernet so

that the interfaces 402, 408 are Ethernet interfaces such as SMC Elite Ultra
Interfaces.

FIG. 4B schematically illustrates a network security device 400’ for

protecting a LAN according to an embodiment of the invention. As seen in FIG.

4B, a network security device 400' according to the invention is connected

between a LAN 450,'such as an Ethernet network (including, for example, a file 1

server 452 and a'wo'rk‘station 454), and a router 456 which‘routes

communications between the LAN 450 and a WAN 100, such as the Internet. As

discussed in detail below, several modifications are made in the Network Security»

Device to adapt it for usenin protecting a LAN. As also seen in FIG. 48, network

security devices may be arranged in a cascaded topology. Note that workstation

454 is associated with a network security device 400. '

Returning to FIG. 4A, a CPU 410 is connected to the interfaces 402, 408.

The CPU is, for example, an Intel 486 DX 62-66 or Pentium. Alternatively, the
processing circuit may be implemented as one or more ASlCs (Application Specific

Integrated Circuits) or a combination of ASICs and a CPU. A static memory 412

le.g., flash EEPROIVII is also connected to the CPU 410 and a dynamic memory

12
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cted to the CPU 410. An optional encryption module
416 (e.g., RAM) is conne

large number arithmetic
418 may be provided to

operations. The encryption un

perform encryption- and

it may be implemented as. a programmable logic

array. Alternatively, the encryption module 418 may be omitted and its function
5 may be carried out using a.software program which is executedby the CPU 410.

However, because certain encryption functions are calculation intensive, it may be
preferable to separate the encryption functions from other functions of the
Network Security Device 400.

The software executed by the CPU 11 preferably has three components: (1)
g system, (2) networking system, and

putation algorithms. The operating system and th
art of a Unix-like kernel. The key computation al

m. The operating

10 operatin

(3) key com

may both be p

e networking system

gorithms reside in

memory and are si

system is a lobotomize

15 disk, and Ethernet interfa
In a preferred embodiment, the key

exchange, encryption, configuration, etc. This shifts

computation software may run independently of the other software.
the computationally intensive task of key computation away from the operating
system and networking system.

abases. One database is a static database
20 The CPU 410 maintains two dat

such as a Flash ROM 412.
(SDB) 412 preferably stored in a permanent memory,
FIG. 5 illustrates one entry in the SDB 412. The SDB may have an entry for the

As seen in FIG. 5, the static database entry
client host as well as other hosts.

500 contains permanent information about the network security device 400 and
entry 500 may include

red nodes in the network. The static database
er node's IP address

25 other secu

g information about another secured node: the oththe followin

502, time that this other node was entered into the database 604, the node's
shared by the

y 506, and a pointer to the static common key
The staticpermanent public ke

network security device 400 and the other node's device 508.

connected host 510.
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A second database is a dynamic database (DDB) 416, which may be stored

in a volatile memory, such as a RAM. FIG. 6 illustrates one entry in the DDS 416.

As seen in FIG. 6, theidynamic database entry 600- contains information about

secured and unsecured nodes, i.e., the other node's iP address 602, the time a last

packet was sent from that other node 604, a time the other node's dynamic key

was generated 606, a pointer to a common secret key shared with that node, time

last updated, a secured flag indicating whether the node is secured (e.g.,has its

own network security device) 602, and a transition flag indicating whether the

node is in transition (i.e., in the middle of a key exchange).

Briefly, a preferred embodiment of the present invention operates in the

following manner. The interface 402 is put in a promiscuous mode. In this mode,

the interface 402 passes all communications from the client host 404 that are

sensed on the cable 406 to the CPU 410. The network connection is via*the

interface 408 which is set to the same IP address as the client 404. The network

security device 400 responds to the Address Resolution Protocol by sending its

own (rather than the client's) MAC address. This adds a level of security by

blocking attempts to bypass the device 400 using the Ethernet protocol.

Received communications are checked to see if they are from a secured

host. First, the DDB entry 600 is checked to determine‘ if there is a current

dynamic common key shared with the node sending the communication. If yes,

this key is used to encrypt and decrypt subsequent packets. If no, if thesegnodes

have communicated previously, a dynamic key exchange is performed. If it is the

first time these nodes have communicated, a static key exchange is performed to

obtain a static dynamic key. This static key is used to encrypt and decrypt the

dynamic key exchange communications.

Activation and Initialization

In a preferred embodiment, the network security device 400 is a sealed box

which cannot be logged into. The network security device 400 senses the IP

(and/or MAC) address of the client host 404 and locks itself to it. Once the

network security device is locked to the address, the client 404 is prevented by

the network security device 400 from changing its IP (and/or MAC) address.

nojvvnkfil? . ,
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Preferably, before the network security device 400 is placed into service,

it is activated. The role of activation is to allow or disallow burning the host's 404

IP address into an entry 500 in the static database 41 2. As discussed above, the

SDB 412 may have an entry 500 for the connected client host.

The network security device's serial number (element 510) and the time of

activation (element 504) may also be burned into the static database entry 500.

As discussed below, these values may be used to generate a seed for the network

security device's static private key.

FIG. 7 is a flowchart 700 illustrating a preferred activation method. First,

an "activation packet" containing an activation) string in the payload may be sent

from a connected computer, such as‘ a host 404, through the network security

device 400 (step 702). The packet is received by the device 400, which

determines whether it has been activated (step 704). If it has notbeen activated,

the IP address and other information are written into the flash memory (step 706),

as described above, and an acknowledgment packet is returned to the computer

(step 708). The device 400 may also generate a confirmation message for display_

on a monitor of the connected computer (step 710). The Address Resolution

Protocol (ARP) is the protocol which is used to resolve an IP address into a

matching Ethernet machine (MAC) address which is the actual address to which

the network interface responds. As discussed above, the inventive network

security device uses ARP (Address Resolution Protocol) to configure itself and hide

the client host. The manner in which the network security device processes an

ARP request is described in related application Serial No. 08/529,497, the

contents of this description are incorporated herein by reference.

Key Calculation .
A preferred embodiment of the present invention has four. keys associated

with it:

(1) a static (permanent) private key;

(2) dynamic (changing) private key;

(3) a static public key; and

(4) a dynamic public key.

ura'Y)ni:: L 7 V s
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In a preferred embodiment, the private keys are 128 bits long and are known only

to that network security device. In a pref_erred embodiment, the public keys are

512 bits long and are revealed to others. Public keys, as described above, are

exchanged» between two network security devices in order to establish a 128 bit

long common secret key. The common secret key is the key which is used to

encrypt/decrypt all messages between two particular devices. The common secret

keys should never be transmitted.

In a preferred embodiment, the keys are generated when the device 400 is

turned on. As described in detail below, the static keys are permanent keys

unique to each device and the dynamic keys have a predetermined lifespan and are

replaced periodically, such as every 24 hours.

Static Keys

Keys are generated using a "seed", or number, which is then processed to

generate a key. The seed for a randomly generated static -private key for a

particular network security device 400 is derived from the device's lP—address,

MAC—address, serial number, and a time—stamp. The seed may be determined in

the following manner:

seed = IP + MAC, + MAC“ + serial + time

where:

MAC, is the low_ four bytes of the device's six byte MAC address;

MAC,, is the high two bytes of the MAC address.

Using this seed, a private key (preferably 128 bits long), is then randomly

generated using a random number generator, such as the GNU Multiple Precision

library copyrighted ‘by Free Software Foundation Inc. (1996), Boston,

Massachusetts, 02111. If the box is non—activated, the seed is the present time,

thus it will be different every time the box is turned-on. On the other hand, for

activated boxes, the static private key is a property of the box, it will not change

by turning the box on/off.

Dynamic Keys

The dynamic private key is randomly generated at predetermined intervals.

For example, dynamic keys may be generated every 24 hours. Preferably, the

dynamic keys are derived from a random seed obtained from seconds, minutes,

16
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and hours of the. present time. The dynamic secret key may be processed from
the seed using a random number generator, such as the GNU Multiple Precision
library

Public Keys

The static and-dynamic public keys are calculated from the private keys

according to the equation:

Xis q"‘(mod n)

where:

X, is the public key;

x, is the private key;

and q and n prime numbers which are preferably installed in each network security
device.

Key Exchanges

The first time a client 404 or LAN 450 sends a message to another network

security device, a protocol is executed by which the two devices li) exchange
static public keys (unencrypted), (ii) generate a static common key, and then (iii)
exchange dynamic public keys encrypted with their static common key. PG
8 is a flowchart 800, illustrating the key exchange algorithm.

Consider the case where the host client wants to send a communication to

a node in the network whose IP = A. When the communication arrives at the
network security device of the host client the dynamic data base 416 (DDB) is
checked to determine if there is an entry 600 for node A in the dynamic data base

(step 702).

Note that the DDB includes an entry for a

"transition"

"secured" flag 612 and a

flag 614. The secured flag indicates the current security status
between the two network security devices. Preferably, the secured flag may be

in one of five states:

0 —_-

1 =

2 —_-

unsecured

secured

other party was secured, but now does not respond to dynamic key

exchange request (i.e., other party has an entry in the SDB 500 but

no current entry in the DDB 600)

17
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3 the device's dynamic key has expired and must renegotiate all

dynamic keys

4 = cannot allocate key storage for the other party's key

The transition flag 614 indicates the status of a key exchange. Preferably, the

5 transition flag maybe in one of four states:

0 not in transition

i S N waiting to receive a dynamic public key packet

waiting for a dynamic common key calculation

waiting for static public key packet

10 -(N + 2) waiting for a static commonlkey calculation

where N is the maximum number of tries, and i is the actual number of tries. As

discussed in detail below, if there is no entry 600 in the DDB 416, the SDB 412

is searched for an entry 500 corresponding to node A.

The databaseisearches return:

(i) a transition flag; and

(ii) and a reference to the entry number in the database.

The "transition" and "secured" flags in the DDB may then be set accordingly. The

following table sets out possible outcomes of a‘DDB/SDB search.
Possible Outcomes of Database Search.

Need dynamic Need static Not asking Comments

key key. for any key
have

nothing to

decrypt
with

3l\¢"><">i"l" A-in ou"'>i'*.==A') l
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Need static

key.
have

nothing to

decrypt
with

Need dynamic

key

Not’ asking Comments

for any key _

have nothing to

en/decrypt with

(no entry in DDB)
use st-key to

en/decrypt

use dyn-key to
enldecrypt

have st-key in DB, but

no dyn-key response

(do not encrypt, but

use st-key to decrypt)

-(i+1)

_+(i+’l)

-(DB size+
i+1)

Where DB size is the number of entries i for node A in the entry number in the

dynamic database.

Returning to FIG. 8, if there is an entry for node A in the dynamic data base,
a check is made to see if a common dynamic key for node A and the protected

client has expired (step 803).

If, for example, there is an entry for node A and the secured flag = 1, then
node A is secured. Thus, the common dynamic key has not expired and the
packet is encrypted using the session key and an encipherment function such as
lDEA‘(step 806).

If the common dynamic key has expired, the dynamic data base entry for
= (3 and the transition flag is isN (step 804)the node lP=A has a secured flag

which means a key exchange is taking place.

The exchange of the dynamic parts of the public keys of the host client and
the node with IP =A proceeds as follows. The host client (i.e., the source) sends
its dynamic public key and IP address to the node with lP=A (the destination)
(step 808) and waits for a reply (step 810). The dynamic public key-of the host
may be encrypted with the static public key of the node with lP=A. The reply is
the dynamic public key of the destination node with IP = A.» This may be encrypted

9i5A2_l_>
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with the static public key of the host client. Steps 808 and 810 may be repeated

several times, such as three times.

If no reply is received (step 81_2) from the destination, the source network

security device sets the secured flag to 2 and the transition flag to 0 (step 814)

in the DDB entry for the destination. If the packet to be encrypted originated from

the host (step 816), the packet may be dropped (step 818). If the packet

originated from another party, the network security device may try to decrypt the

packet using the static private key(step 820).

If a reply is received, the transition flag for the destination node in the DDB

entry 600 of the network security device of the host is set to N-+2 (step 822),

indicating that the common dynamic key is being calculated. Then a common

dynamic (crypto) key for the source and destination is calculated by the network

security -device of the source (step 824) using, for example, a Diffie—Hellman

technique as described above. The common session key is then entered into the

DDB entry 600 of the source network security device (step 826) and the transition

flag for this DDB entry is marked 0 (step 828)because the transition is complete.

The secured flag = 1.

The exchange of dynamic public keys and the calculation of a common

crypto key assumes that there is an entry for the destination node with IP =A in

the static data base 412 (SDB) of the sourceynetwork security device and in the

dynamic data base 416 ofithe source network security device. That is, that these
two network security devices havecommunicated before. If these entries do not

exist (i.e., these two devices have not previously communicated), they may be

created prior to the dynamic public key exchange (steps 708-722 described
aboveL

If there is no DDB entry for node IP =A (step 802), an entry is created (step

830), the secured flag = O, and the transition flag is marked —i2-N (step 832).

The SDB 500 is checked to determine if the source network security device has

an entry for node lP=A (step 834).

if there is such an entry, proceed with the dynamic key exchange (steps

808-822), the secured flag is set to 1 and the transition flag is set as described

above.
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If there is no entry for node A in the SDB, then the network security device

400 sends its static public key inca key—packet to node A and drops the original IP-

packet (step 836). The device waits a predetermined time, suc
Steps 836 and 838 may be repeated several, e.g., three

-iZ—N. If a reply is

h as five seconds,

for a reply (step 838).

5 times. While waiting for a response, the transition flag is

received (step 840), an entry is created in the SDB (step 842), the secured flag‘ =
‘l and the transition flag is 0. When the static key is received, the network

alculates a common static key using its static key and a standard
Once the static

security device c

Diffie—Hellman technique. The transition flag is set to —(N +2).

10 common key is calculated, it is used to encrypt the dynamic key exchange (steps
808-822). The inventive device preferably uses the well—known Diffie-Hellman key

exchange protocol.

If no reply is received, the secured flag = 2 and the transition flag in the

entry in the DDB is 0 because the transition off (step 814).
Both the static and the dynamic key request maybe repeated NW times at

not less then tame time intervals (in a preferred embodiment they are set to 8 tries
and 2 ms, respectively). Note that entries in the SDB are burned in and are

Entries in the DDB may be volatile, that is, the entries may bepermanent.

overwritten or lost if the device 400 is turned off.
4, theNote that if the second flag for another node is set at either 2, 3, or

network security device will continue toiattempt a dynamic key exchange every

predetermined period, such as every five minutes.

Expiration of the Dynamic Keys and Synchronization
n. For

As indicated above, the dynamic keys have a predetermined lifespa

25 example, new dynamic keys may be generated every 24 hours. When the lifespan
expires, all of the dynamic common key entries, which were calculated using an
expired dynamic key, for other nodes are incorrect. Thus, all secured flags in the
DDB are marked as secured=3. When the dynamic key of a network security

device's 24 hours expires, a new dynamic key is generated. The secured flag is

30 then changed back to 1 (or 2) when the next packet (sent to or received from that
lP—address) initiates a successful dynamic key exchange.

§N§QQQ|Q'5WOA 983205552 | >
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Because the dynamic keys of each network security device have a particular

lifespan, such as 24 hours, there may be a time.difference between times when

two device's keys expire. For example, if two devices in different time zones are

both programmed to generate new dynamic keys at midnight, there may be several

hours difference between key expiration times. Thus, it is possible that one

device's dynamic key may expire during a communication. Also, because Internet

communications are connectionless, that is, the receiving party does not have to

be connected to the sending party when the packet is transmitted, one or the

other party's dynamic key may have expired before the packet is received.

One way to prevent this occurrence is to take into account this time

difference. Referring back to FIG. 6, the DDB entry 600 contains an entry "time

generated" 606, which indicates the time that the other device's dynamic key was

generated. This is done by correcting the "time generated" entry by the time

difference between the time the packet was sent (the time stamp entry 604 in the

DDB entry) and the time the packet is received (the present time).

Also, the time generated 606 entry indicates to the network security device

400 when the other party's dynamic key expires. Thus, when a communication

between the nodes is initiated, it may be determined whether a new dynamic key

exchange is warranted, rather than attempting to use an expired common dynamic

key.

. During a dynamic key exchange, one party may have received the other

' party's dynamic key. The other side, "however, may be calculating the common

dynamic key and sending dynamic key requests encrypted with the static common

key. To avoid having to drop the packet, if a received packet cannot be decrypted

with a dynamic key, the device tries to decrypt the packet using the static _key.

As a result, the packet is dropped only if the packet cannot be decrypted with the

static key, that is, if it is an illegal packet.

Receiving a Key Packet

When a network security device receives an lP—packet containing another

party's static or dynamic public key (sent either as a reply to a key-request or as

an initiation for a key exchange), the public key is extracted from the packet and

sent to either the CPU 410 or the encryption module 41 8 for further processing.

22
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There the shared se<:ret~key is calculated from the device's own private key and
the other party's just received-public key.

As discussed above, these tasks are calculation-intensive, and it may be
preferable to provide a separate structure, such as the encryption module 418, so

5 that the throughput of the entire device is not affected.
Packet Processing

Fig. 9 is a flowchart 900 illustrating a packet han
lllustratively, the

dling algorithm utilized by

the inventive network security device. packet arrives with the
e address IP = C (step 901). The packet may arrive fro

ace 402 or from the network at interface 408.

sourc m the connected host
10 at interf

First consider the case where the packet arrives from th

packet carries an»lCMP (Internet Control Message Pro

e host at interface

tocol) or IGMP
402. If the

the packet is
(lnternet Gate

terface 408 without encryption. However,passed to the in

15 address in the packet is translated to the MAC address of interface 408 (stepher

904). ICMP and IGMP Packets are not addressed to a destination host. Rat
these packets are utilized by intermediate entities in the network, e.g., routers, for
various functions. The source IP address is checked to make sure that it is the
same as the entry burned into the SDB 412 for the connected host. This prevents

e connected host to gain access to secure
20 an adversary from posing as th

"|P spoofing" and is described in detailcommunications. This is called preventing

in U.S. Patent Application Serial No. 08/529,497. The discussion of preventing
lP spoofing is incorporated herein by reference.

If the destination to which the packet is addressed is insecure, the packet

25 is dropped (step 906, 908). The device may be in
in such case the packet will be sent unchanged.

a message that has

a secured/unsecured mode

(special order).

Next, it is determined if the packet contains a part of
If the packet contains a fragment, the fragments arebeen fragmented (step 91 O).

912) and the message is encrypted (step 914). The encryptioncollected (step
if the

he common session key and an encipherment function.30 takes place using t

0 long for the particular LAN (step 916), it is fragmentedencrypted message is to

BNSDOCID: <W0___9BfQ06SA2_l_>
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(step 918). An encrypted packet is then transmitted to interface 408 for

transmission into the network 100 (step 920).

An encrypted packet carries a signature in the protocol part of the IP header.

This indicates that the packet is encrypted. The IP address of a packet is not

encrypted, otherwise the packet could not be routed through the network.

The case where the packet arrives via the network at interface 408 is now

considered. If the packet is an ICMP or IGMP packet (step 940) no decryption is

necessary and the packet is sent to the first interface 402 (step 942). If the packet

is a key exchange packet (step 944) the packet is processed according to the key

exchange protocol (step 946). If the packet is not encrypted (step 948) the packet

is dropped (step 950). The device may be in a secured/unsecured mode (special

order). In such a case the packet will be sent to the client unchanged. If the

packet is encrypted but the network security device does not have the key (step

952), the key exchange protocol is carried out (step 954) and the packet is

dropped (step 956). If the key is available in the dynamic data base of the

network security device, the packet is decrypted (step 958) and sent to interface

402 (step 960).

For packets received from the network the MAC address of the network

security device is translated into the MAC address of the client. For packets

received from the protected client, the MAC address of the client is translated into

the MAC address of the network security device.

Outgoing Packets

As discussed above, the network security device 100 receives an IP-packet

on the first interface 402, processesit, and sends it onto network 100 via the
second interface 408.

FEG. 10 illustrates an IP packet 1010 (IP,,,) received from host 404, an IP

packet (IPM) 1010 prepared by the network security device 400, and an encrypted

IPOU, packet 1030 transmitted by the second interface 408. As seen in FIG. 10,

the IP,,, packet 1000 includes a MAC header 1002, containing the host's 404 MAC

’ address, an IP header 1004, containing the host's IP address, and a payload 1006

containing data. The IPW, packet 1010 includes a MAC header 1012 containing

the network security device's MAC address, an IP header 1014 containing the

24
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host's 404 IP address, a proprietary header 1016, a payload 111 8 containing the

data, and a proprietary tail 1020. Preferably, the data in the payload 1118 is

compressed and the proprietary tail 1 120 includes packet length, protocol

fragment, and checksum information. The encrypted |P°u, packet 1030 preferably

5 has everything after the proprietary header 1016 encrypted, including the

compressed data 1018 and the proprietary tail 1020.

FIG. 11 is a flowchart 1100 illustrating theprocessing of IP,,, and IPM.

(a) Packet (Pin 1000 is received from the host 404 at the

first interface 402 (step 1102).

The IP and MAC headers are copied from lPi,, to IPW, (step 1104).

The destination MAC address in IP,,, is replaced by the client's MAC-

address (step 1106)._ 1

1 Skip over the proprietary-header (step 1108).

Compress the data from lP,,, to (PW, (step 1110). Preferably, the data

is compressed using the LZRW1 compression algorithm.

Save original length, protocol, frag—info from (Pin into the proprietary

tail (step 1112).

In the IPW, header, set do not frag =off, and set lP°u,—protoco| 99

(indicating proprietary protocol) (step 1114).

Calculate the checksum and save it in the proprietary tail 1120(step

1116).

Encrypt everything from after the proprietary header until the end of

IPM (step 1118). 1

Fill the proprietary—header in IPM; set protocol = 191 (encrypted

packet) and calculate the header—checksum (step 1120).

Incoming Packets

For incoming packets, steps lb)-(j) are performed-in reverse order.

Double Integrity Checks

The method illustrated in FIG. 11 provides a double integrity check. The

checksum in the proprietary-header on the sender's side is calculated fir the

encryption and checked on the receiver's side big decryption, thus providing an

integrity test of the encrypted data in transit.

25
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The checksum in the proprietary-tail on the sender's side is calculated before

encryption and checked on the receiver's side gf_t_e_r_ decryption. This checksum

provides strong authentication because the static and dynamic keys used .to

encrypt the checksum are known only by the two communicating devices. (Strong

authentication is where one can prove it knows a secret without revealing the

secret.) By using a decrypted checksum that agrees with the packet proves the

sender and receiver share the same key.

If the encrypted tail checksum is replaced with a secure hash function, such

as the weli—known MD5 algorithm, after the packet is encrypted, it becomes a

digital signature. Where the tail checksum is encrypted with a static common key,

it verifies that the dynamic public key originated from, the sender, thus

authenticating the sender, When the tail checksum is encrypted with a dynamic

common key, it also verifies that the packet originated from the sender,

authenticating that the packet originated from the sender.

Modifications for Use With LANS

Referring again to FIG. 4B, the network security device 400’ may be

modified to protect a LAN 450 instead of a single host. These modifications are

described below. In this illustrative embodiment, the network security device may

protect a Class—C LAN having up to 254 clients (i.e., workstations 454, server

452, etc.), but other LAN types, such as Class—A and Class-B, are also

contemplated by the invention.

During activation, the IP address burned into the flash memory 412 is the

Class—C post of» the client LAN’s IP address. A default MAC address, such as Oxf

may also be burned into the flash memory 412. This default MAC address is used

in the static key generation. Recall that the MAC address is used in the static key

seed generation.

A LAN—type network security device 400’ may build a MAC-table 460 which

contains its clients’ IP and MAC addresses. This table serves two functions. First,

it prevents IP spoofing of any of the LAN device's 400' clients. Thus, if a packet

is received on the first interface 402 that does not have an lP or MAC address of

one of the nodes in the LAN, that packet is dropped.

BNlSDOC1D' <WO__9832065A2_l >
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Second, it facilitates the delivery of packets to clients connected to the LAN
d client to another without

450. This permits packets to be sent from one protecte

the packet app

In short, a unique n

earing at the secondyinterface 408.
etwork security device has been disclosed. F

nvention are intended to be illustrative only.

inally, the

above described embodiments of the i

Numerous alternative embodiments may be devised by those skilled in the art
departing from the scope of the following claims".without
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CLAIMS

1. A network security device configured to protect at least one particular node,

the node having a first physical layer address and an Internet address and

which communicates via a network, comprising:

8.

an-mac: a '-

a first interface connected to the at least one particular node and

having said first physical layer address of the node;

a second interface connected to the network and having a second

physical layer address, and

a processing circuit connected to said first and second interfaces,

said processing circuit:

(1) for a packet received at said first interface from said one

particular node and the packet having a header containing a

source address that is the Internet address of the at least one

particular node and said first physical layer address of said one

particular node, the circuit configured to:

A. replace the first physical layer address contained in the

received packet header with the second physical layer

address;

determine a checksum verifying the packet and saving

the determined checksum in the packet; and

encrypting the packet including the checksum, but

leaving the Internet address unencrypted and its position

in the packet header unchanged;

for a packet received at said second interface from said"

network and the packet having a header containing a

destination address that is the lnternet address of the at least

one particular node and said second physical layer address of

said second interface, the circuit configured to:

A. decrypt the packet including a received checksum

determine if the checksum verifies the packet; and

28
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replace the second physical layer address contained in

the received.packet header with said first physical layer

address of said at least one particular node before said

packet is transmitted to the at least one particular node,

and leaving the Internet address unencrypted and its

position in the packet header unchanged.

The network security device of claim ‘I, wherein the processing circuit is

further configured to:

a. for a packet received at the first interface:

(1) determine a second checksum verifying the encrypted packet;

and

(2) save the second checksu_m in an unencrypted portion ofthe

packet; and

for a packet received at the second interface:

(‘ll determine if the second checksum verifies the encrypted

packet.

A method for transmitting a packet into a network comprising the steps of:

a. generating a packet having a header containing a first media access

control (MAC) address, an IP address of a destination, and user data,

in a network security device which does no routing and is connected

to said network, translating said first MAC address into a second

MAC address of said network security device,

determining a checksum for the packet and saving the checksum in

the packet

encrypting the user data and the checksum, but not the IP address

and retaining as unchanged said IP address and its position in said

header, and

transmitting said packet into said network.

BNSDOCID: <wo_9332ossA2 _l->
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4. The method of claim 3, further comprising the steps of:

a. determining a second checksum for the packet, including the

encrypted user data and checksum;

saving the second checksum in an unencrypted portion of the packet.

A network security device connected between: (1) a node having an

lnternet address and (2) a communication network, the device comprising:

(a) a first interface connected to at least one node, the first interface

having a first media access control (MAC) address;

a second interface connected to the communication network and

having-a second MAC address;

a processor connected to the first and second interfaces, the

processor configured to:

(1) receive a packet from the first interface, the packet having a

transport layer header, a network layer header, and the first

MAC address; the processor configured to:

A. replace the first MAC address with the second MAC

address in the received packet,

determine a first checksum verifying the received packet

and save the first checksum in the packet;

encrypt the received transport layer header and the first

checksum, and to not encrypt the received network

layer header; and to transmit the packet to the second

interface; and

receive a packet from the second interface, the packet having

an encrypted transport layer header and second checksum, an

unencrypted network layer header, and the second MAC

address; the processor configured to:

A. replace the second MAC address with the first MAC

address in the received packet;

decrypt the packet including the transport layer header

and the second checksum; and

so
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C. to transmit the packet to the first interface.

vice
A method for generating a secret key for a network security de
configured to protect at least one host, the secret key being unique to that
network security 'device, the method comprising the steps of:

a. deriving a seed based on at least one of an Internet protocol (IP) and
physical layer address of the at least one host; and

generating a random number based on the seed.

The method of claim 6, wherein the step of deriving the seed further

comprises deriving the seed according to:
seed = IP + MAC, + MAC,, + serial + time

where:

IP = an IP address for the host;

MAC, is a least significant portion of a physical layer address of the host;
MAC,, is a most significant portion of host's physical layer address;
serial is a serial number of the network security device; and

time is a time the seed is derived.

The method of claim 6, wherein the step of generating a random number
further comprises supplying the seed to a random number generator and
using an output of the random number generator as the secret key.

A method for synchronizing a key exchange between a first network
ce having a first dynamic key and a second network secu

said first and second dynamic keys

security devi rity
device having a second dynamic key,

having a predetermined lifespan and in which at least a first dynamic key of
the first network security device may expire before being received by the

second network security device, the method comprising:
a. including with the first dynamic key a time stamp indicating a time

that the dynamic key was transmitted and a time that the dynamic

key was generated;

BNSDOCID <wo_9a32os5A2_r_>
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b. the second network security device receiving the first dynamic key,

time stamp, and time the first dynamic key was generated;

maintaining in the second network security device a database

containing the received timeisitamp and time the first dynamic key
was generated; and

determining a difference between a time indicated in the received

time stamp and a current time; and

correcting the time that the first dynamic key was generated by the

determined difference.

A network security device configured to protect a local area network (LAN)

having a plurality of nodes, each node having a physical layer address and

an lnternet address, the LAN being in ‘communication with a second

network, the network security device comprising:

a first interface connected to the LAN;

a second interface connected to the second network and having a

second physical layer address, and

a processing circuit connected to said first and second interfaces,

said processing circuit including a table of physical layer and Internet

addresses of each of the pluraiity of nodes in the LAN;

(1) for a packet received at said first interface from one of the

plurality of nodes in the LAN and the packet having a header

containing a source address that is the Internet address of the

one of the plurality of nodes, a physical layer address of the

one of the plurality of nodes, and a destination address, the

circuit configured to:

A. determine if the destination address is an Internet

address of another node in the LAN;

i. if so, transmit the packet to the destination node

using the first interface;

if not, then replace the first physical layer address

contained in the received packet header with the

32
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second physical layer address; and encrypt the

packet Ieavingythe Internet address unencrypted

and its position in the packet header unchanged;

(2) for a packet received at said second interface from said

network and the packet having a header containing a

destination address that is the Internet address of one of the

plurality of nodes and said second physical layer address of

said second interface, the circuit configured to:

A. decrypt the packet;

B. replace the second physical layer address contained in

the received packet header with said physical layer

address of said one of the plurality of nodes before the

packet is transmitted to the one of the plurality of

particular nodes.

The network security device of claim 10, wherein when a packet is received

on the first interface, the processing circuit is further configured to compare

at least one of the physical layer address and the Internet address in the

received packet with the physical layer and Internet addresses in the table
packet originated from one of the plurality ofto determine whether the

nodes and, if not, dropping the packet.
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LIMITING AN OF CARRIER CANCELLATION AND REDUCING ERRORS CAUSED BY INTERSYMBOLINTERFERENCE DURING A SIMUDCAST TRANSMISSION .
5

Field of the Invention

This invention relates in-general to radio communication systems,

and more specifically to a method and apparatus in a messaging system

for limiting an interval of carrier cancellation and for reducing errors

caused by intersymbol interference during a simulcast transmission.

Background of the Invention

Radio messaging systems have utilized simulcast transmissions

from multiple transmitters for providing radio coverage to large

geographic areas. During a simulcast transmission a receiver positioned

midway between two transmitters often can receive signals from both

transmitters. The resultant instantaneous sum of the two signals

depends upon their relative phase, and can be either larger or smaller

than either signal alone. For example, if the two signals are substantialiy

equal in amplitude and phase at the receiver, their resultant sum will be

about twice the amplitude of either signal alone. If, however, the two

signals are substantially equal in amplitude and 180 degrees out of phase,

their resultant sum can be so small as to be undetectable by the receiver,

due to destructive cancellation of the two signals. “ * “"4”-

Modem messaging systems utilize forward error correcting codes

and bit interleaving to allow messages to be transmitted successfully in

the presence of brief fades and noise bursts. Thus, an error-free message

can be received even in the presence of intervals of destructive

cancellation, provided that the intervals of destructive cancellation are

sufficiently brief. To ensure that the intervals of destructive cancellation

are sufficiently brief, the prior art messaging systems have employed a

technique of permanently offsetting the carrier frequencies of adjacent
transmitters with respect to one another by a small, fixed amount, e.g., 15
to 100 Hz.

A problem with the technique of permanently offsetting the carrier
frequencies of adjacent transmitters is that it requires additional system

-1.
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planning and effort in setting up the radio messaging system.

Furthermore, the technique can cause difficulties when adding new

transmitters to an existing system, because the frequency offsets of many

of the existing transmitters may have to be readjusted. In addition, some

specific frequency offsets between adjacent transmitters, e.g., 200 Hz, are

known to cause a higher word error rate, and should be avoided.

Good simulcast transmission has always required some form of

delay equalization or launch time synchronization to ensure that the

transmissions from different transmitters begin at the same time. For

low speed data, having the transmissions begin at the same time has

usually been sufficient. For the high speed data which is becoming more

prevalent today, having the transmissions begin at the same time is

necessary, but not sufficient. The reason is that differential transmission

delay introduced in the air links can become a significant fraction of the

symbol period when the symbol_rate is high. When differential

transmission delay becomes a significant fraction of the symbol period,

intersymbol interference can occur when two or more simulcast signals

arrive at the receiver with similar amplitudes. Such intersymbol

interference can cause a high error rate in the received signal.

Thus, what is needed is a method and apparatus for limiting the

intervals of destructive cancellation during simulcast transmissions. The

method and apparatus preferably will limit the intervals of destructive

cancellation without utilizing the prior art technique of permanently

offsetting the carrier frequencies of adjacent transmitters with respect to

I one another.

What is further needed is a method and apparatus that can reduce

errors caused by intersymbol interference during a simulcast

transmission when two or more simulcast signals are received at similar

amplitudes with different transmission delays. The method and

apparatus preferably will operate without requiring a custom tuning

adjustment during installation and system setup.

Summary of the Invention

An aspect of the present invention is a method in a messaging

system having a plurality of base transmitters, the method for limiting an

interval of carrier cancellation at a reception point during a simulcast

-2.
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transmission.‘ The method comprises the step of providing a plurality of

pseudorandom sequence generators for the plurality of base transmitters,

the plurality of pseudorandom sequence generators arranged to ensure

that they generate a plurality of pseudorandom sequences having sub-

sequences that are different from one another during concurrent '
transmissions by the plurality of base transmitters. The method further

comprises the step of adjusting a cancellation-affecting parameter of the

plurality of base transmitters in accordance with the plurality of

pseudorandom sequences during the simulcast transmission from the

plurality of base transmitters. T

Another aspect of the present invention is a base transmitter in a

messaging system having a plurality of base transmitters, the base

transmitter for limiting an interval of carrier cancellation at a reception

point during a simulcast transmission. The base transmitter comprises a

transmitter element for transmitting a message, and a processing system

coupled to the transmitter element for controlling the transmitter

-element to transmit the message. The base transmitter further comprises

an input interface coupled to the processing system for receiving the

message; and a pseudorandom sequence generator coupled to the

transmitter element, the pseudorandom sequence generator arranged to

ensure that it generates a pseudorandom sequence having sub-sequences

that are different from those generated in other ones of the plurality of

base transmitters during concurrent transmissions by the plurality of base

transmitters. The transmitter element is arranged such that the

pseudorandom sequence generator adjusts a cancellation-affecting‘
parameter of the transmitter element in accordance with the

pseudorandom sequence during the simulcast transmission from the
base transmitter.

A third aspect of the present invention is a method in a messaging

system having a plurality of base transmitters, the method for limiting an

interval of carrier cancellation at a reception point during a simulcast

transmission. The method comprises the step of providing a plurality of

pseudorandom sequence generators for the plurality of base transmitters,

the plurality of pseudorandom sequence generators arranged to generate

a plurality of pseudorandom sequences having sub-sequences that have

more than a predetermined probability of being different from one

another during concurrent transmissions by the plurality of base

-3-
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transmitters. A parameter of the plurality of pseudorandom sequences is

optimized according to a characteristic of a communication protocol

utilized by the messaging system. The method further comprises the step
ofladjusting a cancellation-affecting parameter of the plurality of base

transmitters in accordance with the plurality of pseudorandom sequences

during the simulcast transmission from the plurality of base transmitters.

A fourth aspect of the present invention is a method in a wireless

communication system for reducing errors caused by intersymbol

interference in at least two simulcast signals transmitted during a time

period. The at least two simulcast signals are received at similar .

amplitudes and have different transmission delays with respect "to one

another. The method comprises the steps of transmitting the at least two

simulcast signals from a corresponding at least two transmitters, and

changing an output amplitude of at least one of the at least two

transmitters during a portion of the time period, thereby altering the

intersymbol interference during the portion of the time period.

A fifth aspect of the present invention is a transmitter in a wireless

communication system for reducing errors caused by intersymbol
interference in at least two simulcast signals transmitted during a time

period. The at least two simulcast signals are received by a receiver at

similar amplitudes and have different transmission delays with respect to

one another. The transmitter comprises a transmitter element for

transmitting a first simulcast signal sent simultaneously with at least a

second simulcast signal from another transmitter, and a modulator

coupled to the transmitter element for changing an output. amplitude of

the transmitter during a portion of the time period, thereby altering the

intersymbol interference, at the receiver during the portion of the time

period.

A sixth aspect of the present invention is a controller in a wireless

communication system for reducing errors caused by intersymbol

interference in at least two simulcast signals transmitted during a time

period. The at least two simulcast signals are received at similar

amplitudes and have different transmission delays with respect to one

another. The controller comprises a network interface for receiving a

message from a message originator, and a processing system coupled to

the network interface for processing the message. The controller further

‘comprises a base station interface coupled to the processing system for

-4-
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controlling a transmitter to transmit one of the at least two simulcast

signals. The processing system is programmed to control the transmitter

to change an output amplitude of the transmitter during a portion of the

time period, thereby altering the intersymbol interference during the

portion of the time period.

Brief Description of the Drawings

FIG. 1 is an electrical block diagram of a messaging system in .

accordance with the present invention.

FIG. 2 is an electrical block diagram of an exemplary inplementation

of a base transmitter in accordance with the present invention.

FIG. 3 is a diagram depicting amplitude and relative phase of two

carriers offset in frequency in accordance with the present invention. A

FIG. 4 is a flow chart depicting operation of the messaging system in

accordance with the present invention.

FIG. 5 is an electrical block diagram of an exemplary wireless

communication system in accordance with the present invention.

FIG. 6 is an electrical block diagram of an exemplary controller in

accordance with the present invention.

FIG. 7 is an electrical block diagram of an exemplary base station in

accordance with the present invention.

FIG. 8 is a timing diagram depicting intersymbol interference in a

prior art wireless communication system. _

FIG. 9 is a timing diagram depicting reduced intersymbol'_,_,______ _, H __ __

interference in the wireless communication system in accordance with

the present invention.

FIG. 10 is an exemplary protocol diagram in accordance with the

present invention.

FIG. 11 is a flow diagram depicting operation of the exemplary

wireless communication system in accordance with the present
invention.

Detailed Description of the Drawings

Referring to FIG. 1, an electrical block diagram of amessaging system

in accordance with the present invention comprises a plurality of

-5-
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subscriber units 102, which communicate by radio with a fixed portion of

the radio system, comprising a plurality of base transmitters 104 and a

plurality of controllers 110. The base transmitters 104 are coupled via

communication links 106 to the plurality of controllers 110 for control by

and communication with the plurality of controllers 110 utilizing well- .

known techniques. The controllers 110 are coupled to a home controller
120 via communication links 122, 124, and via a conventional

communication network 108 for receiving selective call messages from
the home controller 120. The home controller 120 and the controllers 110

preferably communicate by utilizing a well-known protocol, e.g., the

Telocator Network Paging Protocol (TNPP), the Wireless Messaging

transfer protocol (WMtpT""), or the InterPaging Networking Protocol

(IPNP). It will be appreciated that, alternatively, the home controller 120
and the controller 110 can be collocated. The home controller 120 is

preferably coupled via telephone links 126 to a public switched telephone

network 112 (PSTN) for receiving the messages from message originators

utilizing, for example, a telephone 114 or a personal computer 116 to

originate the messages. It will be appreciated that, alternatively, other

types of communication networks, e.g., packet switched networks, local

area networks, and the Internet can be utilized as well for transporting

originated messages to the home controller 120. The hardware of the

home controller 120 is preferably similar to the Wireless Messaging

Gateway (WMGTM) Administrator! paging terminal, while the hardware

of the controllers 110 is preferably similar to that of the ‘RF-Conductor!“

message distributor, both manufactured by Motorola, Inc. of Schaumburg,

IL. The hardware of the base transmitters 104 is preferably similar to that

of the Nucleus® and RF—Orchestra!® transmitters manufactured by

Motorola, Inc. It will be appreciated that other similar hardware can be

utilized as well for the home controller 120, the controllers 110, and the

base transmitters 104. It will be further appreciated that the present

invention can be applied to both one-way and two-way selective call

messaging systems.

_‘ The protocol utilized for transmitting the messages between the base

transmitters 104 and the subscriber units 102 is preferably similar to Motorola's

well-known FLEX”? family of digital selective call signaling protocols. These
protocols utilize well-known error detection ‘and error correction techniques

and are therefore tolerant to bit errors occurring during transmission,’

-5.
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provided that the bit errors are not too numerous in any one _code word. It

will be appreciated that other similar messaging protocols can be used as well.

Referring to FIG. 2, an electrical block diagram depicts an exemplary

inplementation of the base transmitter 104 in accordance with the present

invention. The base transmitter 104 comprises an antenna 204 for

emitting a radio signal comprising a message. The base transmitter 104

further comprises a conventional transmitter element 208 coupled to the

antenna 204 for transmitting the message, and a processing system 206

coupled to the transmitter element 208 for controlling the transmitter

element 208 to transmit the message. The processing system is further

coupled to a conventional pseudorandom sequence generator 216, which

is also coupled to the transmitter element 208. The pseudorandom

sequence generator 216 is arranged to ensure that it generates a

pseudorandom sequence having sub-sequences that are different from

those generated in other ones of the plurality of base transmitters during

concurrent transmissions by the plurality of base transmitters, as

described further below. Preferably, the pseudorandom sequence

generator 216 is further arranged to provide a pseudorandom sequence

identical to that of other base transmitters of the plurality of base

transmitters, but initialized, concurrently with the other base

transmitters, with a seed value different from that of the other base

transmitters. It will be appreciated that, alternatively, the pseudorandom

sequence generator 216 can be arranged to provide a pseudorandom

sequence that is different from that of other base transmitters 104 of the

A plurality of base transmitters by, for example, enabling" different feedbackm
taps on the pseudorandom sequence generators 216 associated with

different base transmitters 104. In addition, the pseudorandom sequence

generator 216 preferably has at least a predetermined minimum number

of stages, e.g., 20 stages. This preference facilitates allowing the base

transmitters 104 to be concurrently initialized with different seed values

226 derived, for example, from the serial number of the base transmitters -

104. It also will be appreciated that, alternatively, the pseudorandom

sequence generator 216 can be incorporated into the processing system

206, where its functions can be performed in software.

The transmitter element 208 is arranged such that the

pseudorandom sequence generator 216 adjusts a cancellation-affecting
parameter of the transmitter element 208 in accordance with the

-7-
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pseudorandom sequence during a simulcast transmission from the base

transmitter 104. More specifically, the transmitter element 208 preferably

includes a conventional frequency modulator (not shown) coupled to the

pseudorandom sequence generator 216 such that the pseudorandom

sequence generator 216 adjusts the carrier frequency of the base V

transmitter 104 in accordance with the pseudorandom sequence. In the

simplest case, the pseudorandom sequence generator 216 cooperates with

the transmitter element 208 to adjust the carrier frequency of the base

transmitter 104 to one of two levels, e.g., 150 Hz, about a predetermined

nominal carrier frequency. It will be appreciated that, alternatively, the

pseudorandom sequence generator 216 and the transmitter element 208

can be arranged to adjust the carrier frequency to one of N predetermined

levels in accordance with the pseudorandom sequence, N being an

integer greater than unity. It will be further appreciated that,

alternatively, the transmitter element 208 can be arranged such that

another cancellation-affecting parameter of the base transmitter 104, e.g.,
the carrier phase or the carrier amplitude, is adjusted in accordance with

the pseudorandom sequence, through well—l<nown techniques. It also

will be appreciated that, alternatively, the transmitter element 208 can be

arranged such that the pseudorandom sequence generator 216 adjusts at

least two cancellation-affecting parameters selected from a group of

cancellation-affecting parameters consisting of the carrier frequency, the

carrier phase, and the carrier amplitude. In addition, it will be

appreciated that the pseudorandom sequence may have to be filtered to

prevent instantaneous shifts of the cancellation-affecting parameter(s). ~ —. —- ~
Preferably, the pseudorandom sequence generator 216 is further

arranged to optimize a parameter of the plurality of pseudorandom

sequences according to a characteristic of the communication protocol

utilized by the messaging system, such that the intervals of destructive

cancellation will exist only long enough to potentially destroy, i.e., change

the value of, less than a predetermined number of bits, e.g., two bits, of a

given (interleaved) code word, which will fall within the error correction

capability of the protocol. This essentially moves the bit errors around,

distributing them randomly such that the forward error correction is very

likely to correct all the_errors caused by the intervals of destructive
cancellation. '
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For example, consider the FLEX protocol, which uses (32,121) BCH
code words interleaved such that there are 5 ms intervals between bits

corresponding to the same code word. Each block of interleaved code

words lasts 160 ms. Consider the case of no dithering and no frequency

offsets and a 1 Hz frequency error between two adjacent FM transmitters.

_ The interval of destructive cancellation may last on the order of 100 ms,

which will destroy most code word bits (exceeding the forward error

correction capability) in 1 or 2 interleaved blocks of the transmission, yet

leaving another 4 or 5 interleaved blocks error free.‘ In this condition
little benefit is derived from the forward error correction. Now consider

the use of pseudorandorn frequency dithering in accordance with the

present invention, e.g., i 50 about a nominal frequency, with the

duration of each dither set to 7.5 ms, for example. An interval of

destructive cancellation lasting 7.5 ms and repeating no more frequently

than every 160 ms will destroy, on average, 3/4 bit from each code word.

If a random phase difference between two signals generates an interval of

destructive cancellation with a probability of 0.1 (as derived further

below), then, on average, a destructive phase condition will occur 1.6

times per code word in each block, advantageously allowing a greatly

increased benefit from forward error correction coding.

Again referring to FIG. 2, the processing system 206 is further

coupled to a conventional clock 202 for generating a timing signal for the

base transmitter 104. The accuracy of the timing signal preferably is

sufficient to maintain synchronization of the pseudorandom sequence

generator 216 within a small time tolerance, e.g'.,‘ 100_mpicro_s‘ecor_1ds,____ 7
between resynchronizations of the pseudorandom sequence generator

216. It will be appreciated that, alternatively, the timing signal can be

derived from a Global Positioning Satellite (GPS) receiver. The

processing system 206 is also coupled to a conventional input interface

214 for receiving the message via the communication link 106.

The processing system 206 comprises a conventional processor 210

and a conventional memory 212. The memory 212 includes locations for

storing messages 22 received through the input interface 214 and,

preferably, a pseudorandom sequence seed value 26 derived, for

example, from a serial number uniquely assigned by the factory to the

base transmitter 104. ‘The memory 212 also includes software elements
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for message processing 224 and pseudorandom sequence synchronization

228 in accordance with the present invention.

Referring to FIG. 3, a diagram 300 depicting amplitude (represented

by length) and relative phase (9) of two carriers A1, A2 offset in frequency

in accordance with the present invention and received by a receiver at a

reception point between two of the base transmitters 104. Assume, for

1 example, that the frequency of the carrier A2 is higher than that of the
carrier A1. The result is that the phase of A2 is changing faster with time

than that of A1. Periodically, the relative phase 6 at the receiver is such

that A2 enters the shaded area defined as the zone of destructive

cancellation 302. The zone of destructive cancellation 302 preferably is

defined, by way of example, to correspond to

0.91: < 9 <1.11t.

As 6 traverses 21: for each full revolution, one can conclude that for a

fixed, nonzero frequency difference between A1 and A2 the probability

that A2 is in the zone of destructive cancellation 302 at a randomly

chosen instant of time is P = 0.1. For a pseudorandomly varied

frequency difference between A1 and A2 in accordance with the present

invention the probability that A2 is in the zone of destructive

cancellation 302 at a randomly chosen instant of time is also P = 0.1.

The instantaneous power at the receiver is

P(t) = (A1+A2cos(9))2 +' (A2sin(6))2.

If A1 = A2 = 1, the average power is 2.0. At 0.91c and 1.11: the

instantaneous power is approximately 0.1. Thus, within the defined zone

of destructive cancellation 302 the instantaneous power is approximately

13 dB or more below the average power. While there is no way to

prevent the two carriers A1 and A2 from entering the zone of destructive

cancellation 302, it is highly desirable to minimize their stay in the zone,

as is advantageously accomplished in accordance with the present

invention, as described further below. It will be appreciated that,

alternatively, other exemplary ranges of 9 can be utilized to define the
zone of destructive cancellation 302. '
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FIG. 4 is a flow chart 400 depicting operation of the messaging system

in‘ accordance with the present invention. The flow chart 400 begins with

providing 402 the pseudorandom sequence generators 216 for the base

transmitters 104. After the messaging system is powered up, the

processing systems 206 access the seed values 226 corresponding to each of
the base transmitters 104. The processing systems 206 then load 403 the

seed values 226 and simultaneously restart the pseudorandom sequence

generators 216. The restarting of the pseudorandom sequence generators

216 is preferably synchronized by the communication protocol to recur,
for example, at the top of each hour. Concurrently restarting the

pseudorandom sequence generators 216 periodically in this marmer with

different seed values 226 advantageously allows identical-sequence

pseudorandom sequence generators 216 to be utilized for the base
stations, while ensuring that the pseudorandom sequences contain sub-

sequences that are different from one another during concurrent

transmissions by the base transmitters 104 (due to the sequences being

offset from one another by the different seed values 226). It will be

appreciated that, alternatively, the pseudorandom sequence generators

216 can comprise different-sequence pseudorandom sequence generators

to ensure that the pseudorandom sequences generated thereby are
different from one base transmitter 104 to the next.

Next, the processing systems 206 preferably begin adjusting the

carrier frequencies 404 of the corresponding transmitter elements 208

according to the pseudorandom sequences. Alternatively, the processing

systems 206 can adjust another cancellation-affecting parameter, as_ _______ _____ _

the carrier phases 406 and/or the carrier amplitudes 408 in addition to, or

in lieu of, adjusting the carrier frequencies. For the case of frequency or

phase adjustment, the processing systems 206 preferably are programmed

to ensure a uniformly distributed phase between 0 and 21:. The

processing systems 206 also check 410 whether it is time to resynchronize

the pseudorandom sequence generators 216. If so, the flow returns to step

403. If not, the flow returns to the appropriate ones of the adjusting steps

404, 406 and 408.

Simulations in accordance with the present invention have

' demonstrated that by continuously adjusting a cancellation-affecting

parameter of the base stations in accordance with the present invention,

the intervals of destructive carrier cancellation advantageously are

-11.
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limited in length and are randomly dispersed throughout the interleaved

transmission blocks of the communication protocol, thereby substantially

reducing the word error rate. The simulations have further ’

demonstrated that no other carrier frequency offsetting technique is

needed to meet performance objectives. In addition, by randomizing the

starting points of the pseudorandom sequences through the use of seed
values derived from a random number source, which can include the

base station serial numbers, no additional system planning effort is_

required for adjusting the base stations relative to one another to limit
carrier cancellation.

_FIG. 5 is an electrical block diagram of an exemplary wireless

communication system in accordance with the present invention, comprising

a fixed portion 502 including a controller 512 and a plurality of base stations

516, the wireless communication system also including a plurality of receivers

522. The base stations 516 preferably communicate with the receivers 52

utilizing conventional radio frequency (RF) signals for sending simulcast

transmissions in accordance with the present invention, as will be explained

further below. The base stations 516 are coupled by communication links 514

to the controller 512, which controls the base stations 516.

The hardware of the controller 512 is preferably a combination of the

Wireless Messaging Gateway (WMGTM) Administrator! paging terminal, and

the RF-Conductor!“ message distributor manufactured by Motorola, Inc., and

includes software modified in accordance with the present invention. The

base stations 516 comprise a transmitter preferably similar to the RF-Orchestra!

transmitter, modified in accordance with the present invention, and can—— ~— - ~

include, in two-way wireless communication systems, the RF-Audience!”

receiver manufactured by Motorola, Inc. The receivers 52 are preferably

similar to the Advisor Gold” and Pagefinderm wireless communication

units, also manufactured by Motorola, Inc. It will be appreciated that other

similar hardware can be utilized as well for the controller 512, the base stations

516, and the receivers 52.

Each of the base stations 516 transmits RF signals to the receivers 522 via

aniantenna 518. The RF signals transmitted by the base stations 516 to the

receivers 522 (outbound messages) comprise selective call addresses

identifying the receivers 52, and voice and data messages originated by a

caller, as well as commands originated by the controller'512 for adjusting

operating parameters of the radio communication system.

-12-
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The controller 512 preferably is coupled by telephone links 501 to a public

switched telephone network (PSTN) 510 for receiving selective call message

loriginations therefrom. Selective call originations comprising voice and data

messages from the PSTN 510 can be generated, for example, from a

conventional telephone 511 or a conventional computer 517 coupled to the

PSTN 510. It will be appreciated that, alternatively, other types of

communication networks, e.g., packet switched networks, the Internet, and

local area networks, can be utilized as well for transporting originated

messages to the controller 512.

The over-the—air protocol utilized for the transmissions is preferably-

selected from Motorola's well-known FLEXT“ family of digital selective call

signaling protocols. These protocols utilize well-known error detection and

error correction techniques and are therefore tolerant to bit errors occurring

during transmission, provided that the bit’ errors are not too numerous. It

will be appreciated that other suitable protocols can be used as well. It will be

further appreciated that, while one embodiment for practicing the present

invention is a one-way wireless communication system, the present

invention is applicable also to a two-way wireless communication system.

FIG. 6 is an electrical block diagram depicting an exemplary

controller 512 in accordance with the present invention. The controller

512 comprises a network interface 618 for receiving a message from a

message originator via the telephone links 501. The network interface

618 is coupled to a processing system 610 for controlling and

communicating with the network interface 618. The processing system is

coupled to a base station interface 604 for controlling and corni_r1__u_nicatir1g _ _A
with the base stations 516 via the communication links 514. The

processing system 610 is also coupled to a conventional clock 630 for

providing a timing signal to the processing system 610. The processing

system 610 comprises a conventional computer 612 and a conventional

mass medium 614, e.g., a magnetic diskidrive, programmed with

information and operating software in accordance with the present

invention. The mass medium 614 comprises a subscriber database 620,

including information about the receivers 522 controlled by the controller

512. The mass medium 614 also includes a message processing element

622 for programming the processing system 610 to process messages for
the receivers 522 in a ‘conventional manner. In accordance with the

present invention, the mass medium 614 also includes a transmitter

-1 3-
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out-put amplitude control element 624 for programming the processing

system to control the transmitter 702 (FIG. 7) of the base stations 516 to

change an output amplitude of the transmitter 702 during a portion of a

time period during which simulcast transmissions are sent, thereby

altering the intersymbol interference during the portion of the time

period. ‘

FIG. 7 is an electrical block diagram of an exemplary base station 516

in accordance with the present invention. The base station 516 comprises
the antenna 518 for radiating a signal comprising a message. The antenna

518' is coupled to a transmitter 702 for transmitting the message. The

transmitter 702 preferably comprises a conventional frequency shift keyed

(FSK) transmitter element 708_ for transmitting a first simulcast signal

sent simultaneously with at least a second simulcast signal from another

transmitter 702 (as coordinated by the controller 512 through well-known

techniques). It will be appreciated that, alternatively, other types of

transmitter elements for demodulating other types of modulated signals
can be utilized as well for the transmitter element 708. The transmitter

702 further comprises a conventional amplitude modulator 703 coupled

to the transmitter element 708 for changing an output amplitude of the

transmitter 702 during a portion of the time period of the first simulcast

signal, thereby altering the intersymbol interference at the receiver

during the portion of the time period. The transmitter 702 is coupled to a

processing system 706 for processing the message and for controlling the

transmitter 702 in accordance with the present invention. A _

conventional controller interface 714 preferably is. also c0upled'to the - -—-

processing system 706 for interfacing with the controller 512 via the

communication link 514 through well-known techniques. In addition, a

conventional clock 707 is coupled to the processing system 706 for

providing a timing signal thereto.

The processing system 706 comprises a conventional processor 710

and a conventional memory 712. The memory 712 comprises software

elements and other variables for programming the processing system 706

inuaccordance with the present invention. The memory 712 includes a

transmitter control element 722 for controlling the transmitter 702

through well-known techniques. In addition, the memory 712 includes a . .._

message processing element 724 for programming the processing system

706 to process the message in a conventional manner. The memory 712

-14.
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further comprises a transmitter output amplitude control element 726 for

cooperating with the modulator 703 to control the output amplitude of

the transmitter 702 in accordance with the present invention, as described
further below.

FIG. 8 is an exemplary timing diagram 800 depicting intersymbol

interference in a prior art wireless communication system. The diagram

800 depicts amplitude versus time of a first signal 802 from a first

simulcast transmitter and a second signal 804 from a second simulcast

transmittergthe second signal 804 identicalto, but delayed with respect to,

the first signal 802. When the first and second signals 802, 804 are

received by a receiver at nearly the same amplitudes, e.g., less than 4 dB of

difference, the received signal 806 can comprise indeterminant areas 808

where the received bit cannot be decoded. When the indeterrninantareas

808 occupy more than about 50% of the symbol period (corresponding to a

differential delay of 25% of the symbol period), receiver sensitivity begins

to be reduced slightly. When the indeterminant areas increase to 100% of

the symbol period (corresponding to a differential delay of 50% of the

symbol period), receiver sensitivity is reduced to zero.

FIG. 9 is an exemplary timing diagram 900 depicting reduced .

intersymbol interference in the wireless communication system in

accordance with the present invention. The diagram 900 depicts

amplitude versus time of a first signal 902 and a second signal 904. A

"nominal" value of the amplitude of the first and second signals is

represented byvthe dashed lines 910. Note that during a portion of the
time period of the first and second signals 902,904, _th§r_nplitu:l_e_ is M _
changed above and/or below the nominal value, preferably by adjusting

the output amplitude of the transmitter 702 by the modulator 703 under

Control of the processing system 706, in accordance with the present

invention. When the nominal values of the first and second signals 902,

904 would be received by a receiver at nearly the "same amplitudes, the

advantageous effect of changing the output amplitudes of the first and

second signals 904, 904 is demonstrated by the decoded signal 906. Note

that the indeterminant areas 908 advantageously are reduced in number

compared to the diagram 800. The reason for the reduced number of

indeterminant areas 908 is that when the amplitudes of the first and

second signals 902, 904 are different by more than about 4 dB, receiver
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"capture" causes one of the signals to dominate, and the intersymbol

interference goes away. I

FIG. 10 is an exemplary protocol diagram 1000 in accordance with the

present invention. This protocol is used by the controller 912 to

communicate to the base station 916 how the transmitter 702 is to change

its output amplitude during simulcast transmissions. The diagram 1000

comprises a synchronization portion 1002 for synchronizing the base

station 916 with the communications of the controller 912, using well-

known techniques. The diagram 1000 further comprises a type indication

1004 for indicating the message type, e.g., output amplitude control

command. In addition, the diagram 1000 includes a command 1006 for

controlling the output amplitude configuration of the base station

transmitter 702. This protocol advantageously allows the base station 916

to be reconfigured from time to time with regard to how it changes the

output amplitude of its transmissions in accordance with the present

invention. As an alternative, the base station 916 can be pre-

programmed, either in the field or during manufacture, with fixed

instructions as tohow the transmitter 702 should change its output

amplitude during simulcast transmissions.

FIG. 11 is a flow diagram 1100 depicting operation of the exemplary

wireless communication system in accordance with the present

invention. The diagram 1100 preferably begins with the controller 912

communicating with the base station 916 to control 1102 the transmitter

1102 to change the output amplitude of its transmissions.during a portion

of the time period of each simulcast transmission. Simulations have

shown that relatively small changes in the output amplitude, e.g. about

10.5 dB, can produce a sizable, e.g., two_ to one, improvement in word

error rate. Alternatively, the transmitter 1102 can be arranged 1104

during installation and setup, or during manufacture, to change the

output amplitude during a portion of the time period of each simulcast

transmission. However the transmitter 1102 is programmed, the
controller 912 then controls the base stations 916 to send a simulcast

transmission. The transmitter 1102 then performs 1106 according to its

programmed instructions for changing the output amplitude. Preferably,

the transmitter 1102 changes the output amplitude as a predetermined

function of time, in synchronism with the symbols transmitted by the
transmitter 1102.
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In one embodiment, the transmitter 1102 is arranged such that the

output amplitude of a central portion of each symbol does not change,

while the output amplitude of non-central portions of the symbol do

change. This technique exploits the fact that with normally encountered

differential delay characteristics, intersymbol interference occurs
primarily in the non-central portions oflthe symbols. In another
embodiment, the transmitted signal comprises an error correcting code

that can correct a predetermined number of errors in a code block, and the

transmitter 1102 changes the output amplitude according to a

pseudorandom sequence having a predetermined number of states, e.g.,
two states, during a transmission of the code block. In this embodiment,

it is preferred that the transmitters 1102 in the wireless communication

system utilize pseudorandom sequences that are offset from one another,
so that different transmitters 1102 do not adjust their output amplitudes

identically at every step of the sequence. In yet another embodiment, the

transmitter 1102 is arranged to repeat a change to the output amplitude

for a number of symbols, wherein the number of symbols is determined

from an encoding characteristic employed by the wireless communication

system, e.g., the length of an error correcting code block.

Regardless which embodiment in accordance with the present

invention is used, an overall objective is to reduce errors due to

intersymbol interference. When used with an error correcting code, the

present invention often can reduce the number of received errors

sufficiently to change an uncorrectable number of errors into a correctable

number of errors, thereby_adyantageously_sflging’ a_r_nes§1ge which a

would otherwise have been corrupted.

Thus, it should be clear from the preceding disclosure that the

present invention provides a method and apparatus for limiting the
intervals of destructive cancellation during simulcast transmissions. The

method and apparatus advantageously limits the intervals of ‘destructive

cancellation without utilizing the administratively difficult prior art

technique of permanently offsetting the carrier frequencies of adjacent

transmitters with respect to one another. In addition, the present

invention provides a method and apparatus that advantageously reduces

errors caused by intersymbol interference during a simulcast

transmission when two or more simulcast signals are received at similar

amplitudes with different transmission delays. The method and

-17-
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apparatus operates without requiring a custom tuning adjustment during
installation and system setup.

Many modifications and variations of the present invention are

possible in light of the above teachings. Thus, it is to be understood that,

5 within the scope of the appended claims, the invention can be practiced

other than as described herein above for the exemplary embodiments.
What is claimed is: A
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CLAIMS

1. A method in a messaging system having a plurality of base

transmitters, the method for limiting an interval of carrier cancellation at

a reception point during a simulcast transmission, the method

comprising the steps of:

providing a plurality of pseudorandom sequence generators

for the plurality of base transmitters, the plurality of pseudorandom
sequence generators arranged to ensure that they generate a plurality of
pseudorandom sequences having sub-sequences that are different from
one another during concurrent transmissions by the plurality of base
transmitters; and

adjusting a cancellation-affecting parameter of the plurality
of base transmitters in accordance with the plurality of pseudorandom

sequences during the simulcast transmission from the plurality of base
transmitters. I

2. A base transmitter in a messaging system having a plurality of

base transmitters, the base transmitter for limiting an interval of carrier

cancellation at a reception point during a simulcast transmission, the base

transmitter comprising: i
a transmitter element for transmitting a message;

a processing system coupled to the transmitter element for
controlling the transmitter element to transmit the message;

an inputjnterface _cgupled to the processing system for

receiving the message; and

a pseudorandom sequence generator coupled to the
transmitter element, the pseudorandom sequence generator arranged to
ensure that it generates a pseudorandom sequence having sub-sequences
that are different from those generated in other ones of the plurality of

base transmitters during concurrent transmissions by the plurality of base
transmitters,

wherein the transmitter element is arranged such that the

pseudorandom sequence generator adjusts a cancellation-affecting
parameter of the transmitter element in accordance with the
pseudorandom sequence during the simulcast transmission from the
base transmitter.
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3. The base transmitter of claim 2, wherein the transmitter

element is further arranged such that the pseudorandom sequence

’ generator a_djusts a carrier frequency of the base transmitter.

4. The base transmitter of claim 2, wherein the transmitter

element is further arranged such that the pseudorandom sequence

generator adjusts a carrier phase of the base transmitter. I

5. The base transmitter of claim 2, wherein the transmitter

element is further arranged such that the pseudorandom sequence

generator adjusts a carrier amplitude of the base transmitter.

6. The base transmitter of claim 2, wherein the transmitter

element is further arranged such that the pseudorandom sequence

generator adjusts at least two cancellation-affecting parameters selected

from a group of cancellatiomaiffecting parameters consisting of a carrier

frequency, a carrier phase, and a carrier amplitude.

7. The base transmitter of claim 2, wherein the pseudorandom

sequence generator is further arranged to optimize a parameter of the

plurality of pseudorandom sequences according to a characteristic of a

communication protocol utilized by the messaging system.

8. The base transmitter of claim 2, wherein the pseudorandom -~ -~— ~
sequence generator is further arranged to provide a pseudorandom

sequence identical to that of other base transmitters of the plurality of

base transmitters but initialized, concurrently with the other base

transmitters, with a seed value different from that of the other base

transmitters.

9. The base transmitter of claim 2, wherein the pseudorandom

sequence generator is further arranged to provide a pseudorandom

_ sequence that is different from that of other base transmitters of the

plurality of base transmitters.
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10. The base transmitter of claim 2, wherein the pseudorandom

sequence generator has at least a predetermined minimum number of

stages.

11. The base transmitter of claim 2,

wherein the transmitter element is further arranged to

adjust the cancellation-affecting parameter to one of N predetermined

levels in accordance with the pseudorandom sequence, N being an

integer greater than unity. .

12. A method in a messaging system having a plurality of base

transmitters, the method for limiting an interval of carrier cancellation at

a reception point during a simulcast transmission, the method

comprising the steps of:

providing a plurality of pseudorandom sequence generators

for the plurality of base transmitters, the plurality of pseudorandom '

sequence generators arranged to generate a plurality of pseudorandom

sequences having sub-sequences that have more than a predetermined

I probability of being different from one another during concurrent
transmissions by the plurality of base transmitters, wherein a parameter

of the plurality of pseudorandom sequences is optimized according to a

characteristic of a communication protocol utilized by the messaging

system; and

adjustinga cancellation-affecting parameter of the plurality
of base transmittersgingaccordance _w_'ith the plurality offpseudorandom

sequences during the simulcast transmission from the plurality of base
transmitters.
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13. A method in a wireless communication system for reducing

errors caused by intersymbol interference in at least two simulcast signals

transmitted during a_ time period, the at least two simulcast signals

received at similar amplitudes and having different transmission delays

with respect to one another, the method comprising the steps of:

transmitting the at least two simulcast signals from a

corresponding at least two transmitters; and

changing an output amplitude of at least one of the at least

two transmitters during a portion of the time period, thereby altering the

intersymbol interference during the portion of the time period.

14. A transmitter in a wireless communication system for reducing

errors caused by intersymbol interference in at least two simulcast signals

transmitted during a time period, the at least two simulcast signals

received by a receiver at similar amplitudes and having different

transmission delays with respect to one another, the transmitter

comprising:

a transmitter element for transmitting a first simulcast signal

sent simultaneously with at least a second simulcast signal from another

transmitter; and

a modulator coupled to the transmitter element for changing

an output amplitude of the transmitter during a portion of the time

period, thereby altering the intersymbol interference at the receiver

during the portion of the time period. » =-‘~— -—~— -— -~ ~ —~

15. The transmitter of claim 14, wherein the modulator is arranged

to change the output amplitude in synchronism with a symbol
transmitted from the transmitter.

16. The transmitter of claim 14, wherein the modulator is arranged

to change the output amplitude as a predetermined function of time.

HNSI'\(‘|(‘.|n'<W(W QODQARQA1 I s



Page 257 of 379

-W0 99/22463 pcr/us9s/22301

17. The transmitter of claim 14,

wherein the modulator is arranged to change the output

amplitude in synchronism with a symbol transmitted from the

transmitter, such that the output amplitude of a central portion of the

symbol does not change, while the output amplitude of non-central

portions of the symbol do change.

18. The transmitter of claim 14,

wherein the first simulcast signal comprises an error

correcting code that can correct a predetermined number of errors in a

code block, and

wherein the modulator is arranged to change the output

amplitude according to a pseudorandom sequence having a

predetermined number. of states during a transmission of the code block

19. The transmitter of claim 14, wherein the modulator is arranged

to repeat a change to the output amplitude for a number of symbols,

wherein the number of symbols is determined from an encoding

characteristic employed by the wireless communication system.

20. A controller in a wireless communication system for reducing

errors caused by intersymbol interference -in at least two simulcast signals

transmitted during a time period, the at least two simulcast signals

received at similar a_rnpli_t_1_ic_l¢_2sAan‘d having different transmission delays

with respect to one another, the controller comprising:

a network interface for receiving a message from a message

originator;

a processing system coupled to the network interface for

processing the message; and

a base station interface coupled to the processing system for

controlling a transmitter to transmit one of the at least two simulcast

signals, '

wherein the processing system is programmed to control the

transmitter to change an output amplitude of the transmitter during a

portion of the time period, thereby altering the intersymbol interference

during the portion of the time period.

-23-
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Utility Patent Application

Atty. Docket No. AWR-O17

(45 7/19)

A System and Method for Scrambling the Phase of the Carriers in a Multicarrier

Communications System

Related Application

This application claims the benefit of the filing date of copending US. Provisional

Application, Serial No. 60/164,134, filed November 9, 1999, entitled “A Method For Randomizing

The Phase Of The Carriers In A Multicarrier Communications System To Reduce The Peak To

Average Power Ratio Of The Transmitted Signal,” the entirety of which provisional application is

incorporated by reference herein.

Field of the Invention

This invention relates to communications systems using multicarrier modulation. More

particularly, the invention relates to multicarrier communications systems that lower the peak-to-

average power ratio (PAR) of transmitted signals.

Background of the Invention

In a conventional multicarrier communications system, transmitters communicate over a

communication channel using multicarrier modulation or Discrete Multitone Modulation (DMT).

Carrier signals (carriers) or sub-channels spaced within a usable frequency band of the

communication channel are modulated at a symbol (i.e., block) transmission rate of the system. An

input signal, which includes input data bits, is sent to a DMT transmitter, such as a DMT modem.

The DMT transmitter typically modulates the phase characteristic, or phase, and amplitude of the
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carrier signals using an Inverse Fast Fourier Transform (IFFT) to generate a time domain signal, or

transmission signal, that represents the input signal. The DMT transmitter transmits the transmission

signal, which is a linear combination of the multiple carriers, to a DMT receiver over the

communication channel.

The phase and amplitude of the carrier signals ofDMT transmission signal can be considered

random because the phase and amplitude result from the modulation of an arbitrary sequence of

input data bits comprising the transmitted information. Therefore, under the condition that the

modulated data bit stream is random, the DMT transmission signal can be approximated as having a

Gaussian probability distribution. A bit scrambler is often used in the DMT transmitter to scramble

the input data bits before the bits are modulated to assure that the transmitted data bits are random

and, consequently, that the modulation of those bits produces a DMT transmission signal with a

Gaussian probability distribution.

With an appropriate allocation of transmit power levels to the carriers or sub-channels, such a

system provides a desirable performance. Further, generating a transmission signal with a Gaussian

probability distribution is important in order to transmit a transmission signal with a low peak-to-

average ratio (PAR), or peak-to-average power ratio. The PAR of a transmission signal is the ratio

of the instantaneous peak value (i.e., maximum magnitude) of a signal parameter (e.g., voltage,

current, phase, frequency, power) to the time-averaged value of the signal parameter. In DMT

systems, the PAR of the transmitted signal is determined by the probability of the random

transmission signal reaching a certain peak voltage during the time interval required for a certain

number of symbols. An example of the PAR of a transmission signal transmitted from a DMT

transmitter is 14.5 dB, which is equivalent to having a lE—7 probability of clipping. The PAR of a
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transmission signal transmitted and received in a DMT communication system is an important

consideration in the design of the DMT communication system because the PAR of a signal affects

the communication system’s total power consumption and component linearity requirements of the

system.

If the phase of the modulated carriers is not random, then the PAR can increase greatly.

Examples of cases where the phases of the modulated carrier signals are not random are when bit

scramblers are not used, multiple carrier signals are used to modulate the same input data bits, and

the constellation maps, which are mappings of input data bits to the phase of a carrier signal, used

for modulation are not random enough (i.e., a zero value for a data bit corresponds to a 90 degree

phase characteristic of the DMT carrier signal and a one value for a data bit corresponds to a -90

degree phase characteristic of the DMT carrier signal). An increased PAR can result in a system

with high power consumption and/or with high probability of clipping the transmission signal. Thus,

there remains a need for a system and method that can effectively scramble the phase of the

la modulated carrier signals in order to provide a low PAR for the transmission signal.

Summag of the Invention

The present invention features a system and method that scrambles the phase characteristics

of the modulated carrier signals in a transmission signal. In one aspect, a value is associated with

each carrier signal. A phase shift is computed for each carrier signal based on the value associated

with that carrier signal. The value is determined independently of any input bit value carried by that

carrier signal. The phase shift computed for each carrier signal is combined with the phase

characteristic of that carrier signal to substantially scramble the phase characteristics of the carrier

signals.
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In one embodiment, the input bit stream is modulated onto the carrier signals having the

substantially scrambled phase characteristic to produce a transmission signal with a reduced peak-to-

average power ratio (PAR). The value is derived fiom a predetermined parameter, such as a random

number generator, a carrier number, a DMT symbol count, a superframe count, and a hyperframe

count. In another embodiment, a predetermined transmission signal is transmitted when the

amplitude of the transmission signal exceeds a certain level.

In another aspect, the invention features a method wherein a value is associated with each

carrier signal. The value is determined independently of any input bit value carried by that carrier

signal. A phase shift for each carrier signal is computed based on the value associated with that

carrier signal. The transmission signal is demodulated using the phase shift computed for each

carrier signal.

In another aspect, the invention features a system comprising a phase scrambler that

computes a phase shift for each carrier signal based on a value associated with that carrier signal.

The phase scrambler also combines the phase shift computed for each carrier signal with the phase

characteristic of that carrier signal to substantially scramble the phase characteristic of the carrier

signals. In one embodiment, a modulator, in communication with the phase scrambler, modulates

bits of an input signal onto the carrier signals having the substantially scrambled phase

characteristics to produce a transmission signal with a reduced PAR.

Description of the Drawings

The invention is pointed outwith particularity in the appended claims. The advantages of the

invention described above, as well as further advantages of the invention, may be better understood
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by reference to the following description taken in conjunction with the accompanying drawings, in

which:

Fig. 1 is a block diagram of an embodiment of a digital subscriber line communications

system including a DMT (discrete multitone modulation) transceiver, in communication with a

remote transceiver, having a phase scrambler for substantially scrambling the phase characteristics

of carrier signals; and

Fig. 2 is a flow diagram of an embodiment of a process for scrambling the phase

characteristics of the carrier signals in a transmission signal.

Detailed Description

Fig. 1 shows a digital subscriber line (DSL) communication system 2 including a discrete

multitone (DMT) transceiver 10 in communication with a remote transceiver 14 over a

communication channel 18 using a transmission signal 38 having a plurality of carrier signals. The

DMT transceiver 10 includes a DMT transmitter 22 and a DMT receiver 26. The remote transceiver

"4 14 includes a transmitter 30 and a receiver 34. Although described with respect to discrete multitone

modulation, the principles of the invention apply also to other types of multicarrier modulation, such

‘ as, but not limited to, orthogonally multiplexed quadrature amplitude modulation (OQAM), discrete

wavelet multitone (DWMT) modulation, and orthogonal frequency division multiplexing (OFDM).

The communication channel 18 provides a downstream transmission path from the DMT

transmitter 22 to the remote receiver 34, and an upstream transmission path from the remote

transmitter 30 to the DMT receiver 26. In one embodiment, the commtuiication channel 18 is a pair

of twisted wires of a telephone subscriber line. In other embodiments, the communication channel

18 can be a fiber optic wire, a quad cable, consisting of two pairs of twisted wires, or a quad cable
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that is one of a star quad cable, a Dieselhorst-Martin quad cable, and the like. In a wireless

communication system wherein the transceivers l0, 14 are wireless modems, the communication

channel 18 is the air through which the transmission signal 38 travels between the transceivers 10,

14.

By way of example, the DMT transmitter 22 shown in Fig. 1 includes a quadrature amplitude

modulation (QAM) encoder 42, a modulator 46, a bit allocation table (BAT) 44, and a phase

scrambler 66. The DMT transmitter 22 can also include a bit scrambler 74, as described further

below. The remote transmitter 30 of the remote transceiver 14 comprises equivalent components as

the DMT transmitter 22. Although this embodiment specifies a detailed description of the DMT

transmitter 22, the inventive concepts apply also to the receivers 34, 36 which have similar

components to that of the DMT transmitter 22, but perform inverse functions in a reverse order.

The QAM encoder 42 has a single input for receiving an input serial data bit stream 54 and

multiple parallel outputs to transmit QAM symbols 58 generated by the QAM encoder 42 from the

bit stream 54. In general, the QAM encoder 42 maps the input serial bit-stream 54 in the time

domain into parallel QAM symbols 58 in the frequency domain. In particular, the QAM encoder 42

= _ maps the input serial data bit stream 54 into N parallel quadrature amplitude modulation (QAM)

constellation points 58, or QAM symbols 58, where N represents the number of carrier signals

generated by the modulator 46. The BAT 44 is in communication with the QAM encoder 42 to

specify the number ofbits carried by each carrier signal. The QAM symbols 58 represent the

amplitude and the phase characteristic of each carrier signal.

The modulator 46 provides functionality associated with the DMT modulation and

transforms the QAM symbols 58 into DMT symbols 70 each comprised of a plurality of time-
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domain samples. The modulator 46 modulates each carrier signal with a different QAM symbol 58.

As a result of this modulation, carrier signals have phase and amplitude characteristics based on the

QAM symbol 58 and therefore based on the input-bit stream 54. In particular, the modulator 46 uses

an inverse fast Fourier transform (IFFT) to change the QAM symbols 58 into a transmission signal

38 comprised of a sequence ofDMT symbols 70. The modulator 46 changes the QAM symbols 58

into DMT symbols 70 through modulation of the carrier signals. In another embodiment, the

modulator 46 uses the inverse discrete Fourier transform (IDFT) to change the QAM symbols 58

into DMT symbols 70. In one embodiment, a pilot tone is included in the transmission signal 38 to

provide a reference signal for coherent demodulation of the carrier signals in the remote receiver 34

during reception of the transmission signal 38.

The modulator 46 also includes a phase scrambler 66 that combines a phase shift computed

for each QAM-modulated carrier signal with the phase characteristic of that carrier signal.

: Combining phase shifts with phase characteristics, in accordance with the principles of the

invention, substantially scrambles the phase characteristics of the carrier signals in the transmission

signal 38. By scrambling the phase characteristics of the carrier signals, the resulting transmission

signal 38 has a substantially minimized peak—to-average (PAR) power ratio. The phase scrambler 66

can be part of or external to the modulator 46. Other embodiments of the phase scrambler 66

include, but are not limited to, a software program that is stored in local memory and is executed on

the modulator 46, a digital signalprocesso1‘(DSP) capable of performing mathematical functions and

algorithms, and the like. The remote receiver 34 similarly includes a phase scrambler 66’ for use

when demodulating carrier signals that have had their phase characteristics adjusted by the phase

scrambler 66 of the DMT transceiver 10.
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To compute a phase shift for each carrier signal, the phase scrambler 66 associates one or

more values with that carrier signal. The phase scrambler 66 determines each Value for a carrier

signal independently of the QAM symbols S8, and, therefore, independently of the bit value(s)

modulated onto the carrier signal. The actual value(s) that the phase scrambler 66 associates with

each carrier signal can be derived from one or more predefined parameters, such as a pseudo-random

number generator (pseudo-RNG), a DMT carrier number, a DMT symbol count, a DMT superfrarne

count, a DMT hyperfrarne count, and the like, as described in more detail below. Irrespective of the

technique used to produce each value, the same technique is used by the DMT transmitter 22 and the

remote receiver 34 so that the value associated with a given carrier signal is known at both ends of

the communication channel 18.

The phase scrambler 66 then solves a predetermined equation to compute a phase shift for

the carrier signal, using the value(s) associated with that carrier signal as input that effects the output

, of the equation. Any equation suitable for computing phase shifts can be used to compute the phase

shifts. When the equation is independent of the bit values of the input serial bit stream 54, the

computed phase shifts are also independent of such bit values.

In one embodiment (shown in phantom), the DMT transmitter 22 includes a bit scrambler 74,

which receives the input serial bit stream 54 and outputs data bits 76 that are substantially

scrambled. The substantially scrambled bits 76 are then passed to the QAM encoder 42. When the

bit scrambler 74 is included in the DMT transmitter 22, the operation of the phase scrambler 66

further assures that the transmission signal 38 has a Gaussian probability distribution and, therefore,

a substantially minimized PAR.
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Fig. 2 shows embodiments of a process used by the DMT transmitter 22 for adjusting the

phase characteristic of each carrier signal and combining these carrier signals to produce the

transmission signal 38. The DMT transmitter 22 generates (step 100) a value that is associated with

a carrier signal. Because the value is being used to alter the phase characteristics of the carrier

signal, both the DMT transmitter 22 and the remote receiver 34 must recognize the value as being

associated with the carrier signal. Either the DMT transmitter 22 and the remote receiver 34

independently derive the associated value, or one informs the other of the associated value. For

example, in one embodiment the DMT transmitter 22 can derive the value from a pseudo-RNG and

then transmit the generated value to the remote receiver 34. In another embodiment, the remote

receiver 34 similarly derives the value from the same pseudo-RNG and the same seed as used by the

transmitter (i.e., the transmitter pseudo-RNG produces the same series of random numbers as the

receiver pseudo-RNG).

As another example, the DMT transmitter 22 and the remote receiver 34 can each maintain a

symbol counter for counting DMT symbols. The DMT transmitter 22 increments its symbol counter

upon transmitting a DMT symbol; the remote receiver 34 upon receipt. Thus, when the DMT

transmitter 22 and the remote receiver 34 both use the symbol count as a value for computing phase

shifts, both the DMT transmitter 22 and remote receiver 34 “know” that the value is associated with

a particular DMT symbol and with each carrier signal of that DMT symbol.

Values can also be derived from other types ofpredefined parameters. For example, if the

predefined parameter is the DMT carrier number, then the value associated with a particular carrier

signal is the carrier ntunber of that signal within the DMT symbol. The number of a carrier signal

represents the location of the frequency of the carrier signal relative to the frequency of other carrier
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signals within a DMT symbol. For example, in one embodiment the DSL communication system 2

provides 256 carrier signals, each separated by a frequency of 4.3 125 kHz and spanning the

frequency bandwidth from 0 kHz to 1104 kHz. The DMT transmitter 22 numbers the carrier signals

from 0 to 255. Therefore, “DMT carrier number 50” represents the 51st DMT carrier signal which is

located at the frequency of 215.625 kHz (i.e., 51 x 4.3125 kHz).

Again, the DMT transmitter 22 and the remote receiver 34 can know the value that is

associated with the carrier signal because both the DMT transmitter 22 and the remote receiver 34

use the same predefined parameter (here, the DMT carrier number) to make the value-carrier signal

association. In other embodiments (as exemplified above with the transmitter pseudo-RNG), the

DMT transmitter 22 can transmit the value to the remote receiver 34 (or vice versa) over the

communication channel 18.

In other embodiments, other predefined parameters can be used in conjunction with the

symbol count. One example of such a predefined parameter is the superframe count that increments

by one every 69 DMT symbols. One exemplary implementation that achieves the superframe

counter is to perform a modulo 68 operation on the symbol count. As another example, the DMT

transmitter 22 can maintain a hyperframe counter for counting hyperframes. An exemplary

implementation of the hyperframe count is to perform a module 255 operation on the superframe

count. Thus, the hyperframe count increments by one each time the superframe count reaches 255.

Accordingly, it is seen that some predefined parameters produce values that vary from carrier

signal to carrier signal. For example, when the predefined parameter is the DMT carrier number,

values vary based on the frequency of the carrier signal. As another example, the pseudo-RNG

generates a new random value for each carrier signal.
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Other predefined parameters produce values that vary from DMT symbol 70 to DMT symbol

70. For example, when the predefined parameter is the symbol count, the superframe count, or

hyperframe count, values vary based on the numerical position of the DMT symbol 70 within a

sequence of symbols, superframes, or hyperframes. Predefined parameters such as the pseudo-RNG,

symbol count, superframe count, and superframe can also be understood to be parameters that vary

values over time. Any one or combination of the predefined parameters can provide values for input

to the equation that computes a phase shift for a given carrier signal.

In one embodiment, the phase scrambling is used to avoid clipping of the transmission signal

38 on a DMT symbol 70 by DMT symbol 70 basis. In this embodiment, the DMT transmitter 22

uses a value based on a predefined parameter that varies over time, such as the symbol count, to

compute the phase shift. It is to be understood that other types of predefined parameters that vary

the values associated with carrier signals can be used to practice the principles of the invention. As

described above, the transceivers 10, 14 may communicate (step 110) the values to synchronize their

use in modulating and demodulating the carrier signals.

The DMT transmitter 22 then computes (step 115) the phase shift that is used to adjust the

g phase characteristic of each carrier signal. The amount of the phase shift combined with the phase

characteristic of each QAM-modulated carrier signal depends upon the equation used and the one or

more values associated with that carrier signal.

The DMT transmitter 22 then combines (step 120) the phase shift computed for each carrier

signal with the phase characteristic of that carrier signal. By scrambling the phase characteristics of

the carrier signals, the phase scrambler 66 reduces (with respect to unscrambled phase

characteristics) the combined PAR of the plurality of carrier signals and, consequently, the
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transmission signal 38. The following three phase shifting examples, PS #1 — PS #3, illustrate

methods used by the phase scrambler 66 to combine a computed phase shift to the phase

characteristic of each carrier signal.

Phase Shifting Example #1

Phase shifting example #1 (PS #1) corresponds to adjusting the phase characteristic of the

QAM-modulated carrier signal associated with a carrier number N byN x—§— , modulo (mod) 21:. In

this example, a carrier signal having a carrier number N equal to 50 has a phase shift added to the

phase characteristic of that carrier signal equal to 50x-§—(mod27r) = -3-7: . The carrier signal with a

carrier number N equal to 51 has a phase shift added to the phase characteristic of that carrier signal

equal to 51><—735(mod2n‘) = 77. The carrier signal with a carrier number N equal to 0 has no phase

H shift added to the phase characteristic of that carrier signal.

Phase Shifting Example #2

Phase shifiing example #2 (PS #2) corresponds to adjusting the phase characteristic of the

72'

E QAM-modulated carrier signal associated with a carrier number N by (N + M) xI , mod 27:, Where

M is the symbol count. In this example, a carrier signal having a carrier number N equal to 50 on

DMT symbol count M equal to 8 has a phase shift added to the phase characteristic of that carrier

signal equal to (50 + 8) x —:15(mod 27;) =1; . The carrier signal with the same carrier number N equal

to 50 on the next DMT symbol count M equal to 9 has a phase shift added to the phase characteristic

of that carrier signal equal to (50 + 9) ><—:—(mod 27:) =
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Phase Shifting Example #3

Phase shifting example #3 (PS #3) corresponds to adjusting the phase characteristic of the

QAM-modulated carrier signal associated with a carrier number N by (XN) x Z; , mod 271, where XN

is an array ofN pseudo-random numbers. In this example, a carrier signal having a carrier number

N equal to 5 and XN equal to [3, 8, 1, 4, 9, 5, ...] has a phase shift added to the phase characteristic

of the carrier signal that is equal to (9) x%(mod 27:) = g . (Note that 9 is the 5"‘ value in XN.) The

carrier signal with a carrier number N equal to 6 has a phase shift added to the phase characteristic of

the carrier signal equal to (5) ><—765(mod 27:) =

It is to be understood that additional and/or different phase shifting techniques can be used by

the phase scrambler 66, and that PS #1, #2, and #3 are merely illustrative examples of the principles

of the invention. The DMT transmitter 22 then combines (step 130) the carrier signals to form the

t transmission signal 38. If the transmission signal is not clipped, as described below, the DMT

transmitter 22 consequently transmits (step 160) the transmission signal 38 to the remote receiver 34.

Clipping of Transmission Signals

A transmission signal 38 that has high peak values of voltage (i.e., a high PAR) can induce

non-linear distortion in the DMT transmitter 22 and the communication channel 18. One form of

this non-linear distortion of the transmission signal 38 that may occur is the limitation of the

amplitude of the transmission signal 38 (i.e., clipping). For example, a particular DMT symbol 70

clips in the time domain when one or more time domain samples in that DMT symbol 70 are larger

than the maximum allowed digital value for the DMT symbols 70. In multicarrier communication
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systems when clipping occurs, the transmission signal 38 does not accurately represent the input

serial data bit signal 54.

In one embodiment, the DSL communication system 2 avoids the clipping of the

transmission signal 38 on a DMT symbol 70 by DMT symbol 70 basis. The DMT transmitter 22

detects (step 140) the clipping of the transmission signal 38. If a particular DMT symbol 70 clips in

the time domain to produce a clipped transmission signal 38, the DMT transmitter 22 substitutes

(step 150) a predefined transmission signal 78 for the clipped transmission signal 38.

The predefined transmission signal 78 has the same duration as a DMT symbol 70 (e.g., 250

ms) in order to maintain symbol timing between the DMT transmitter 22 and the remote receiver 34.

The predefined transmission signal 78 is not based on (i.e., independent of) the modulated input data

bit stream 54; it is a bit value pattern that is recognized by the remote receiver 34 as a substituted

signal. In one embodiment, the predefined transmission signal 78 is a known pseudo—random

sequence pattern that is easily detected by the remote receiver 34. In another embodiment, the

predefined transmission signal 78 is an “all zeros” signal, which is a zero voltage signal produced at

the DMT transmitter 22 output (i.e., zero volts modulated on all the carrier signals). In addition to

easy detection by the remote receiver 34, the zero voltage signal reduces the power consumption of

the DMT transmitter 22 when delivered by the DMT transmitter 22. Further, a pilot tone is included

in the predefined transmission signal 78 to provide a reference signal for coherent demodulation of

the carrier signals in the remote receiver 34 during reception of the predefined transmission signal

78.

After the remote receiver 34 receives the transmission signal 38, the remote receiver 34

determines if the transmission signal 38 is equivalent to the predefined transmission signal 78. In
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one embodiment, when the remote receiver 34 identifies the predefined transmission signal 78, the

remote receiver 34 ignores (i.e., discards) the predefined transmission signal 78.

Following the transmission of the predefined transmission signal 78, the phase scrambler 66

shifts (step 120) the phase characteristic of the QAM-modulated carrier signals (based on one of the

predefined parameters that varies over time). For example, consider that a set of QAM symbols 58

produces a DMT symbol 70 comprising a plurality of time domain samples, and that one of the time

domain samples is larger than the maximum allowed digital value for the DMT symbol 70.

Therefore, because the transmission signal 38 would be clipped when sent to the remote receiver 34,

the DMT transmitter 22 sends the predefined transmission signal 78 instead.

After transmission of the predefined transmission signal 78, the DMT transmitter 22 again

attempts to send the same bit Values that produced the clipped transmission signal 38 in a subsequent

DMT symbol 70’. Because the generation of phase shifts in this embodiment is based on Values that

vary over time, the phase shifts computed for the subsequent DMT symbol 70’ are different than

those that were previously computed for the DMT symbol 70 with the clipped time domain sample.

= These different phase shifts are combined to the phase characteristics of the modulated carrier

signals to produce carrier signals of the subsequent DMT symbol 70’ with different phase

characteristics than the carrier signals of the DMT symbol 70 with the clipped time domain sample.

DMT communication systems 2 infrequently produce transmission signals 38 that clip (e.g.,

approximately one clip every 107 time domain samples 70). However, if the subsequent DMT

symbol 70’ includes a time domain sample that clips, then the predefined transmission signal 78 is

again transmitted (step 150) to the remote receiver 34 instead of the clipped transmission signal 38.

The clipping time domain sample may be on the same or on a different carrier signal than the
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previously clipped DMT symbol 70. The DMT transmitter 22 repeats the transmission of the

predefined transmission signal 78 until the DMT transmitter 22 produces a subsequent DMT symbol

70’ that is not clipped. When the DMT transmitter 22 produces a DMT symbol 70’ that is not

clipped, the DTM transmitter 22 transmits (step 160) the transmission signal 3 8 to the remote

receiver 34. The probability of a DMT symbol 70 producing a transmission signal 38 that clips in

the time domain depends on the PAR of the transmission signal 38.

For example, the follovnng phase shifting example, PST #4, illustrates the method used by

the phase scrambler 66 to combine a different phase shift to the phase characteristic of each carrier

signal to avoid the clipping of the transmission signal 38.

Phase Shifting Example #4

Phase shifting example #4 (PS #4) corresponds to adjusting the phase characteristic of the

carrier signal associated with a carrier number N bygx (M + N) , mod 2n, where M is the DMT

symbol count. In this example, if the DMT symbol 70 clips when the DMT symbol count M equals

5, the predefined transmission signal 78 is transmitted instead of the current clipped transmission

signal 38. On the following DMT symbol period, the DMT count M equals 6, thereby causing a

different set of time domain samples to be generated for the subsequent DMT symbol 70’, although

the QAM symbols 58 used to produce both DMT symbols 70, 70’ are the same.

If this different set of time domain samples (and consequently the transmission signal 38) is

not clipped, the DMT transmitter 22 sends the transmission signal 38. If one of the time domain

samples in the different set of time domain samples 70 (and consequently the transmission signal 38)

is clipped, then the DMT transmitter 22 sends the predefined transmission signal 78 again. The

process continues until a DMT symbol 70 is produced without a time domain sample 70 that is

16
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clipped. In one embodiment, the transmitter 22 stops attempting to produce a non-clipped DMT

symbol 70’for the particular set of QAM symbols 58 after generating a predetermined number of

clipped DMT symbols 70’. At that moment, the transmitter 22 can transmit the most recently

produced clipped DMT symbol 70’ or the predetermined transmission signal 78.

The PAR of the DSL communication system 2 is reduced because the predefined

transmission signal 78 is sent instead of the transmission signal 38 when the DMT symbol 70 clips.

For example, a DMT communication system 2 that normally has a clipping probability of 10'7 for

the time domain transmission signal 38 can therefore operate with a 105 probability of clipping and

a lower PAR equal to 12.8 dB (as compared to 14.5 dB). When operating at a 10's probability of

clipping, assuming a DMT symbol 70 has 512 time-domain samples 70, the DMT transmitter 22

5

experiences one clipped DMT symbol 70 out of every :11)? , or 195 DMT symbols 70. This results

in the predefined (non-data carrying) transmission signal 78 being transmitted, on average, once

2 every 195 DMT symbols. Although increasing the probability of clipping to 10's results in

approximately a 0.5% (l/195) decrease in throughput, the PAR of the transmission signal 38 is

reduced by 1.7 dB, which reduces transmitter complexity in the form of power consumption and

i component linearity.

While the invention has been shown and described with reference to specific preferred

embodiments, it should be understood by those skilled in the art that various changes in form and

detail may be made therein without departing from the spirit and scope of the invention as defined

by the following claims. For example, although the specification uses DSL to describe the

invention, it is to be understood that various form of DSL can be used, e.g., ADSL, VDSL, SDSL,

HDSL, HDSL2, or SHDSL. It is also to be understood that the principles of the invention apply to

17
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various types of applications transported over DSL systems (e.g., telecommuting, video

conferencing, high speed Internet access, video-011 demand).
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What is claimed is:

In a multicarrier modulation system including a first transceiver in communication with a

second transceiver using a transmission signal having a plurality of carrier signals for

modulating an input bit stream, each carrier signal having a phase characteristic associated

with the input bit stream, a method for scrambling the phase characteristics of the carrier

signals comprising:

associating each carrier signal with a value determined independently of any input bit

value carried by that carrier signal;

computing a phase shifl for each carrier signal based on the value associated with that

carrier signal; and

combining the phase shift computed for each carrier signal with the phase

characteristic of that carrier signal so as to substantially scramble the phase characteristics

of the plurality of carrier signals.

The method of claim 1 further comprising modulating bits of the input bit stream onto the

carrier signals having the substantially scrambled phase characteristics to produce a

transmission signal with a reduced peak-to-average power ratio (PAR).

The method of claim 1 further comprising independently deriving the value associated with

each carrier signal at each transceiver.
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The method of claim 1 further comprising transmitting the value associated with each carrier

signal from one transceiver to the other transceiver.

The method of claim 1 further comprising maintaining synchronization between the

transceivers using the value associated with each carrier signal.

The method ofclaim 1 wherein the value varies with each carrier signal.

The method of claim 1 wherein the value varies with each DMT symbol.

The method of claim 1 wherein the value is derived from a predetermined parameter.

The method of claim 8 wherein the predefined parameter is a carrier number.

The method of claim 8 wherein the predefined parameter is a symbol count.

The method of claim 8 wherein the predefined parameter is a hyperframe count.

The method of claim 8 wherein the predefined parameter is a superframe count.

The method of claim 1 further comprising scrambling the bits of the input bit stream.

The method of claim 1 further comprising transmitting a predetermined transmission signal

when the amplitude of the transmission signal exceeds a certain level.

The method of claim 14 wherein the predetermined transmission signal comprises a

predetermined pattern of bits.
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The method of claim 14 wherein the predetermined transmission signal comprises a pilot

tone.

The method of claim 16 wherein the pilot tone is used to maintain timing synchronization

between the first transceiver and the second transceiver.

The method of claim 15 wherein each bit Value in the predetermined pattern of bits is a zero

value.

The method of claim 15 wherein the predetermined pattern of bits is a pseudo-random

sequence pattern.

In a multicarrier modulation system including a first transceiver in communication with a

second transceiver using a transmission signal having a plurality of carrier signals for

modulating an input bit stream, each carrier signal having a phase characteristic with the

input bit stream, a method for scrambling the phase characteristics of the carrier signals

comprising:

associating each carrier signal with a value determined independently of any input bit

value carried by that carrier signal;

computing a phase shift for each carrier signal based on the value associated with that

carrier signal; and

demodulating the transmission signal using the phase shift computed for each carrier

signal.
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The method of claim 20 further comprising independently deriving the value associated with

each carrier signal at each transceiver.

The method of claim 20 further comprising transmitting the value associated with each

carrier signal from one transceiver to the other transceiver.

The method of claim 20 further comprising maintaining synchronization between the

transceivers using the value associated with each carrier signal.

The method of claim 20 wherein the value varies with each carrier signal.

The method of claim 20 wherein the value varies with each DMT symbol.

The method of claim 20 wherein the value is derived from a predetermined parameter.

The method of claim 26 wherein the predefined parameter is a carrier number.

The method of claim 26 wherein the predefined parameter is a symbol count.

The method of claim 26 wherein the predefined parameter is a hyperframe count.

The method of claim 26 wherein the predefined parameter is a superframe count.

The method of claim 20 further comprising receiving a predetermined transmission when the

amplitude of the transmission signal exceeds a certain level.

The method of claim 31 wherein the predetermined transmission signal comprises a

predetermined pattern of bits.
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The method of claim 31 wherein the predetermined transmission signal comprises a pilot

tone.

The method of claim 33 wherein the pilot tone is used to maintain timing synchronization

between the first transceiver and the second transceiver.

The method of claim 32 wherein each bit value in the predetermined pattern ofbits is a zero

value.

The method of claim 32 wherein the predetermined pattern of bits is a pseudo-random

sequence pattern.

A transceiver for communicating over a communication channel using a transmission signal

having a plurality of carrier signals, each carrier signal having a phase characteristic, the

transceiver comprising:

a phase scrambler computing a phase shift for each carrier signal based on a value

associated with that carrier signal and combining the phase shift computed for each carrier

signal with the phase characteristic of that carrier signal so as to substantially scramble the

phase characteristics of the plurality of carrier signals.

The transceiver of claim 37 further comprising a modulator in communication with the phase

scrambler, the modulator modulating bits of an input signal onto the carrier signals having

the substantially scrambled phase characteristics to produce a transmission signal with a

reduced PAR.
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In a multicarrier modulation system, a method for communicating over a communication

channel, comprising:

receiving over the communication channel a transmission signal comprised of a

sequence of DMT symbols that each have a bit—value pattern;

comparing the bit-value pattern of each received DMT symbol with a predetermined

bit value pattern;

discarding a given one of the received DMT symbols in the sequence of DMT

symbols if the bit-value pattern of that DMT symbol matches the predetermined bit-value“ _

pattern, otherwise demodulating that DMT symbol.
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Abstract

A system and method that scrambles the phase characteristic of a carrier signal are described.

The scrambling of the phase characteristic of each carrier signal includes associating a value with

each carrier signal and computing a phase shift for each cariier signal based on the value associated

with that carrier signal. The Value is determined independently of any input bit value carried by that

carrier signal. The phase shift computed for each carrier signal is combined with the phase

characteristic of that carrier signal so as to substantially scramble the phase characteristic of the

carrier signals. Bits of an input signal are modulated onto the carrier signals having the substantially

scrambled phase characteristic to produce a transmission signal with a reduced PAR.

rodrigue/457/l7.l 102554-2



Page 303 of 379

1.

mE«r.uum:d&+m+e.5~._

0,dwomwdmnzd,



Page 304 of 379

Generate value(s)

3&1’ 115 Compute phase shift

Combine phase shift with phase characteristic

Combine carrier signals into a transmission

signal

Step 140

Transmit transmission signal



Page 305 of 379

Express Mail Label No.: EM401136836US

DTCIAIIATION AI“III’°WEI‘
°TATT°I‘NTYT°R IITIIITT

OR DESIGN COMPLETE IF KNOWN

Declaration El Declaration Filing Date

Submitted with Submitted after Initial Group Art Unit Not Yet Assigned

Initial Filing Filing (surcharge Examiner Name Not Yet Assigned
37 CFR l.l6(e) required)

As a below named inventor, I hereby declare that:

My residence, post office address, and citizenship are as stated below next to my name.

I believe I am the original, first and sole inventor (if only one name is listed below) or an original, first and joint inventor (if plural
names are listed below) of the sub‘ect matter which is claimed and for which a atent is souht on the invention entitled:

A System And Method For Scrambling The Phase OfThe Carriers In A Multicatrier Communications System

(Title ofthe Invention)
5 the specification of which

_ K1 is attached hereto
’ OR

D was filed on as United States Application Serial Number or PCT International
(MM/DD/YYYY)

“Application Number ::and was amended on (MM/DD/YYYY)| (zfapplicable).
I hereby state that I have reviewed and understand the contents of the above identified specification, including the claims. as amended

W by any amendment specifically referred to above.

1-I acknowledge the duty to disclose to the Patent Office all information known by me to be material to patentability as defined in 37 CFR1. 1.56.

hereby claim foreign priority benefits under 35 U.S.C. ll9(a)-(d) or 365(b) of any foreign application(s) for patent or inventor’s
ertificate, or 365 (a) of any PCT international application which designated at least one country other than the United States ofAmerica
isted below and have also identified below, by checking the box, any foreign application for patent or inventor’s certificate, or of any

PCT international a lication havin a filin date before that of the a lication on which riori ' is claimed.

5; £Prior Foreign Application Foreign Filing Date Priority Certified Copy Attached?
Number s Countr MM/DD/YYYY Not Claimed NO

El E] El
D E! El
El El E]
I] E] El

Additional foreign aplication numbers are listed on a su lemental riority data sheet attached hereto.
I hereby claim the benefit under 35 U.S.C. 119 e of an United States rovisional a lication s listed below.

A lication Serial Number s Filin Date MM/DD/YYYY

60/164,134 11/09/1999 CI Additional provisional application
serial numbers are listed on a

supplemental priority data sheet
attached hereto.



Page 306 of 379

Declaration and Power of Attorney for Utility or Design Patent Application
Attorney Docket No.: AWR-017
Page 2 of 3

I hereby claim the benefit under 35 U.S.C. 120 of any United States
United States of America, listed below and, insofar as the su
States or PCT International application in the manner provided
which is material to patentability as defined in 37 CFR 1.56 w
PCT international film date of this a licaticm.

1" §John V. Bianco
_Isabel1e A.S. Blundell

;.Maureen A. Bresnahan
'Michael H. Brodowski
Jcnnifer A. Camacho

Joseph A. Capraro, Jr.
John J. Cotter

" John V. Forcier
Steven J. Frank

-.-Brian M. Gaff
Michael J. Giannetta

Duncan A. Greenhalgh
William G. Guerin

Douglas J. Kline
John D. Lanza
Kurt W. Lockwood

app1ication(s), or 365(c), of any PCT international application designating the
bject matter ofeach ofthe claims ofthis application is not disclosed in the prior United

by the first paragraph of 35 U.S.C. 112, I acknowledge the duty to disclose information
hich became available between the filing date of the prior application and the national or

Place Customer
Number Bar Code

Label Here

X Registered practitioner(s) name/registration number listed below

Thomas C. Meyers
Joseph B. Milstein
David G. Miranda
Ronda P. Moore

Indranil Mukerji
Edmund R. Pitcher

Michael A. Rodriguez
Jamie H. Rose

R. Stephen Rosenholm
Christopher W. Stamos
Joseph P. Sullivan
Robert J. Tosti
Thomas A. Turano

Michael J. Twomey
Christine C. Vito
Patrick R.1-1. Waller
Daniel A. Wilson

Yin P. Zhang

36,989
42,897
42,898
44,244
P-46,944
27,829
41,274
45,054
45,283
35,370
45,349
35,393
35,722
38,349
39,061
41,418
45,508
44,372

E Additional registered practitioners named on supplemental Registered Practitioner lnformation shcct attached hereto.

Direct all correspondence to: Patent Administrator

Testa, Hurwitz & Thibeault, LLP
High Street Tower
125 High Street
Boston, MA 02110
Tel. No.: (617) 248-7000
Fax No.: (617) 248-7100



Page 307 of 379

Dcclarafian and Puwe: cfmtomcy for Utility or Design Patent Application
Attorney Docket No.: AV‘:/R-017
Page 3 of 3

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on infommpign
and belief are be-Iinved to b: true; and further that these statements were made with the knowledge that willful false; statcme-ms
and the like so made are punishable by fine cu-iznprisonmmt. or both. under 18 U.S.C. 1001 and that such wmrul false
statclncnts mayjeopardize the Validity ofth¢ application or any patent issucd thereon.

Name ofsale or First Inventor: [j A petition has been filed for this unsignod inventor

Given Name (First and middh: [if any]) “WHY NED‘-'6 Or Sufllanle

W” -I

US‘
Post Office Addmss I21 LaEs|n‘.ral

~=dr=s= wwwcom
E] Additional inventors are being named on thc supplclncnlzil Additianal 1nvcnIor{s) sh<:ct(s)at1nched hereto.

Name ofAdditional Joint Inventor, If any: D A petition has been mad for this unsigned inventor

Given Name (firs: and middie [ITIWYD - Family Name or Sumamc

Inventor’: Signature

Rnsidmcc

Post Office Address

‘

Name ufAdditiuna| Joint Inventor, ifanyz U A pclition has been filed for this unsigned inventor

Given Name (first and middle [if any]) Family Name: or Sumamc

R.0DRIGUE\457\19.1 I035 65_]



Page 308 of 379

00/lttltlttlltliililillttltl n0999?
-j

1 ’ 4. D Incorporation by Reference (usable if Box 3b is checked)

7?[3 -4943

Express Mail Mailing Label No. EM401136836II§

AttorneyDocketNo. AWR-0l7(457/19) 7 .

Title A System And Method For Scrambling The Phase 0
The Carriers In A Multicarrier Communications

System

lllgllllllllllllUTILITY

PATENT APPLICATION

TRANSMITTAL
(Only for new nonprovisional applications under 37 CFR 15302)) Hlllllftllllllllllllll11/n9/

ADDRESS T0: Box Patent Application
Assistant Commissioner for Patents

Washinton, D.C. 20231, .

" F“ T"““S“““‘“ F°"“ ACCOMPANYING APPLICATION PARTS
2. E Specification and Drawings [Total Pages 27] 7. E] 37 CFR 3.73(b) Statement (when there is an assignee)

X - Written Description - (18 pages) El Power ofAttorney

ngli
X - Claims - (6 pages)

8. C] E sh Translation Document (ifapplicable)X - Abstract - (1 page)
X - Sheets ofDrawings - (2 sheets)

9. D Information Disclosure Statement (IDS)/PTO-1449
D Coies of IDS Citations

1 10. 1:]

APPLICATION ELEMENTS

Cl Formal

Preliminary Amendment

K4 Informal

3. Oath or Declaration [Total Pages 3
1:] Drawings [Total Sheets ]
D Letter to Official Draftsperson Including

a. Newly executed (original)

Drawings [Total Pages ]
b. E] Copy from a prior application (37 CFR

1 1. X Return Receipt Postcard

l.63(d))
0’or continuation/divisional with Box I 7 completed)

12. I Small Entity Statement(s)
El Statements filed in prior application,

[Note Box 4 below]

Status still ro er and desired)

13. Cl Certified Copy of Priority Document(s)

14. E] Deletion of Inventor(s)
Signed statement attached deleting inventor(s) named in
the rior a lication.

U Paper Copy (identical to computer copy)
E] Statement veri in identity of above co ies

,_17. [I If a CONTINUING APPLICATION, check appropriate box and supply the requisite information:
i ' El Continuation D Divisional D Continuation-in-part (CIP) ofprior application Serial No. ____l_____.

Priority to the above application(s) is claimed under 35 U.S.C. 120.
Prior a lication information: Examiner: . Grou/Art Unit:

18. Priority - 35 U.S.C. 119
Priority of application Serial No. 60/164,134 filed on November 9 1999 in United States is claimed under 35 U.S.C.

Cl
CI The certified co will follow.

SIGNATURE BLOCK
Patent Administrator

Tcsta, Hurwitz & Thibeault, LLP
High Street Tower
125 High Street
Boston, MA 02110
Tel. No.: (617)248-7000
Fax No.: (617) 248-7100

The entire Disclosure of the prior application, from
which a copy of the oath or declaration is supplied
under Box 3b, is considered as being part of the
disclosure of the accompanying application and is
hereb inco orated b reference therein.

6. I] Nucleotide and/or Amino Acid Sequence Submission
C} Computer Readable Copy

1 19.

The certified copy has been filed in prior US. application Serial No. /

Direct all correspondence to:

Date: November 9, 2000
Reg. No. 41,274
Tel. No.: (617) 248-7501
Fax No.: (617) 243-7100 Testa, Hurwitz & Thibeault, LLP

High Street Tower
125 High Street
Boston, MA 02110

ABRAMSON457/191105071



Page 309 of 379

Express Mail Label No.: EM40l 136 ._

FEE TRANSMITTAL
FY 2001

AWR-017 457/19

1. Payment Enclosed: 3. ADDITIONAL FEES
Check I] Money Order El Other Large Small

Entity Entity
2. DE The Commissioner is hereby authorized to credit Fee Fee Fee Description Fee Paid

or charge any fee indicated below for this submission (3) ($)
to Deposit Account No. 20-0531.
I] Required Fees (copy ofthis sheet enclosed). 130 65 Surcharge — late filing fee or oath
K4 Additional fee required under 37 CFR 1.16 and 50 25 Surcharge - late PY0ViSl0“fil fillflg ffie

1_17_ or cover sheet

overpayment Credit, 130 I30 Non-English specification
For filing a request for reexamination

FEE CALCULATION 110 55 Extension for reply within first month
1_ FILING FEE 195 Extension for reply within second

month

Large Entity 890 445 Extension for reply within third month
Fee (33) Fee Description 695 Extension for reply within fourth

month

945 Extension for reply within filth month
Utility filing fee 155 Notice ofAppeal
Design filing fee 155 Filing a brief in support of an appeal
Provisional filing fee 135 Request for oral hearing

130 Petitions to the Commissioner

50 Petitions related to provisional
Number Number Rate Amount applications

Filed Extra Submission ofInfonnation Disclosure

'l‘5f"al Claims 39 - 20 = 12 X $ 18.00 = 342.00 Statement (37 CFR l.97(c))
5* 130 Submission of Information Disclosure

Ilmiependent Statement (37 CFR l.97(d))
’ laims x 25 80.00 = 80.00 710 Filing a submission alter final

rejection
(37 CFR1.129(a))

I3 ulllple Dependent CIaim(s), ifany $270.00 = 710 355 For each additional invention to be
examined (37 CFR 1.129(b))

TOTAL: 1132.00 Other fee (Specify)
SMALL ENTITY DISCOUNT: Other fee (Specify)

SUBTOTAL 1
2. AMENDMENT CLAIM FEES

Claims Highest No. Present Rate Fee Paid SUBTOTAL (3)
Remaining Previously Extm

Afier Amend. Paid For

Total - 1 132.00

Indep. - — s UBTOTAL (2)
E First Presentation of Multiple Dep. SUBTOTAL (3)Claim

TOTAL:
SMALL ENTTTY DISCOUNT:

SUBTOTAL (2) $) 1 132.00

CORRESPONDENCE ADDRESS SIGNATURE BLOCK

Direct all correspondence to: R pectfully submitted,
Pat t Ad ' '51‘. t

Tesii 8:aT(')liibeault, LLP Date: November 9’ 2000
. . Reg. No.: 41,274 hael A. RodriguezH h S T -125 H h S

Bégstonufizx 313:0 ‘g "cm Tel. No.: (617) 248-7501 Attorney for the Applicants
Tel No__ (617) 248_7000 Fax No.: (617) 248-7100 Testa, Hurwitz & Thibeault, LLP

_ High Street Tower-125 High StreetN .. 1 2 - 0
Fax ° (6 7) 48 71 0 Boston,MA 02110

ABRAMSON457/19.1 104944



Page 310 of 379

Inventor Information

Inventor One Given Name 1:

Family Name 2:
Name Suffix ::

Postal Address Line One ::

Postal Address Line Two ::

City ::
State/Province :2

Country ::

Postal or Zip Code :2
City of Residence ::
State/Prov. of Residence ::

Country of Residence 2:

Citizenship ::

Correspondence Information

Correspondence Customer Number ::

Application Information

Title Line One ::
Title Line Two ::

Total Drawing Sheets ::
Formal Drawings ::

Application Type ::
Docket Number ::

Licensed - U S Government Agency ::
Contract Number ::
Grant Number 2:

Secrecy Order in Parent Application ::

Representative Information

Representative Customer Number ::

Continuity Information

This application claims the benefit ofz:
>Application One ::
Filing Date 2:

A System And Method For Scrambling The Phase Of The Carriers
In A Multicarrier Communications System
2
No

Utility

Marcos
Tzannes

121 LaEspiral

Orinda

California
United States
94563
Orinda

California
United States
US.

AWR-017

60/164,134
November 9, 1999



Page 311 of 379

EXPRESS MAIL LABEL N0. EM401I36836US

Utility Patent Application

Atty. Docket No. AWR-O17

(45 7/19)

A System and Method for Scrambling the Phase of the Carriers in a Multicarrier

Communications System

Related Application

This application claims the benefit of the filing date of copending US. Provisional

Application, Serial No. 60/164,134, filed November 9, 1999, entitled “A Method For Randomizing

The Phase Of The Carriers In A Multicarrier Communications System To Reduce The Peak To

Average Power Ratio Of The Transmitted Signal,” the entirety of which provisional application is

incorporated by reference herein.

Field of the Invention

This invention relates to communications systems using multicarrier modulation. More

particularly, the invention relates to multicarrier communications systems that lower the peak-to-

average power ratio (PAR) of transmitted signals.

Background of the Invention

In a conventional multicarrier communications system, transmitters communicate over a

communication channel using multicarrier modulation or Discrete Multitone Modulation (DMT).

Carrier signals (carriers) or sub-channels spaced within a usable frequency band of the

communication channel are modulated at a symbol (i.e., block) transmission rate of the system. An

input signal, which includes input data bits, is sent to a DMT transmitter, such as a DMT modem.

The DMT transmitter typically modulates the phase characteristic, or phase, and amplitude of the
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carrier signals using an Inverse Fast Fourier Transform (IFFT) to generate a time domain signal, or

transmission signal, that represents the input signal. The DMT transmitter transmits the transmission

signal, which is a linear combination of the multiple carriers, to a DMT receiver over the

communication channel.

The phase and amplitude of the carrier signals ofDMT transmission signal can be considered

random because the phase and amplitude result from the modulation of an arbitrary sequence of

input data bits comprising the transmitted information. Therefore, under the condition that the

modulated data bit stream is random, the DMT transmission signal can be approximated as having a

Gaussian probability distribution. A bit scrambler is often used in the DMT transmitter to scramble

the input data bits before the bits are modulated to assure that the transmitted data bits are random

and, consequently, that the modulation of those bits produces a DMT transmission signal with a

Gaussian probability distribution.

With an appropriate allocation of transmit power levels to the carriers or sub-channels, such a

system provides a desirable performance. Further, generating a transmission signal with a Gaussian

probability distribution is important in order to transmit a transmission signal with a low peak-to-

average ratio (PAR), or peak-to-average power ratio. The PAR of a transmission signal is the ratio

of the instantaneous peak value (i.e., maximum magnitude) of a signal parameter (e.g., voltage,

current, phase, frequency, power) to the time-averaged value of the signal parameter. In DMT

systems, the PAR of the transmitted signal is determined by the probability of the random

transmission signal reaching a certain peak voltage during the time interval required for a certain

number of symbols. An example of the PAR of a transmission signal transmitted from a DMT

transmitter is 14.5 dB, which is equivalent to having a lE—7 probability of clipping. The PAR of a
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transmission signal transmitted and received in a DMT communication system is an important

consideration in the design of the DMT communication system because the PAR of a signal affects

the communication system’s total power consumption and component linearity requirements of the

system.

If the phase of the modulated carriers is not random, then the PAR can increase greatly.

Examples of cases where the phases of the modulated carrier signals are not random are when bit

scramblers are not used, multiple carrier signals are used to modulate the same input data bits, and

the constellation maps, which are mappings of input data bits to the phase of a carrier signal, used

for modulation are not random enough (i.e., a zero value for a data bit corresponds to a 90 degree

phase characteristic of the DMT carrier signal and a one value for a data bit corresponds to a -90

degree phase characteristic of the DMT carrier signal). An increased PAR can result in a system

with high power consumption and/or with high probability of clipping the transmission signal. Thus,

there remains a need for a system and method that can effectively scramble the phase of the

la modulated carrier signals in order to provide a low PAR for the transmission signal.

Summag of the Invention

The present invention features a system and method that scrambles the phase characteristics

of the modulated carrier signals in a transmission signal. In one aspect, a value is associated with

each carrier signal. A phase shift is computed for each carrier signal based on the value associated

with that carrier signal. The value is determined independently of any input bit value carried by that

carrier signal. The phase shift computed for each carrier signal is combined with the phase

characteristic of that carrier signal to substantially scramble the phase characteristics of the carrier

signals.
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In one embodiment, the input bit stream is modulated onto the carrier signals having the

substantially scrambled phase characteristic to produce a transmission signal with a reduced peak-to-

average power ratio (PAR). The value is derived fiom a predetermined parameter, such as a random

number generator, a carrier number, a DMT symbol count, a superframe count, and a hyperframe

count. In another embodiment, a predetermined transmission signal is transmitted when the

amplitude of the transmission signal exceeds a certain level.

In another aspect, the invention features a method wherein a value is associated with each

carrier signal. The value is determined independently of any input bit value carried by that carrier

signal. A phase shift for each carrier signal is computed based on the value associated with that

carrier signal. The transmission signal is demodulated using the phase shift computed for each

carrier signal.

In another aspect, the invention features a system comprising a phase scrambler that

computes a phase shift for each carrier signal based on a value associated with that carrier signal.

The phase scrambler also combines the phase shift computed for each carrier signal with the phase

characteristic of that carrier signal to substantially scramble the phase characteristic of the carrier

signals. In one embodiment, a modulator, in communication with the phase scrambler, modulates

bits of an input signal onto the carrier signals having the substantially scrambled phase

characteristics to produce a transmission signal with a reduced PAR.

Description of the Drawings

The invention is pointed outwith particularity in the appended claims. The advantages of the

invention described above, as well as further advantages of the invention, may be better understood
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by reference to the following description taken in conjunction with the accompanying drawings, in

which:

Fig. 1 is a block diagram of an embodiment of a digital subscriber line communications

system including a DMT (discrete multitone modulation) transceiver, in communication with a

remote transceiver, having a phase scrambler for substantially scrambling the phase characteristics

of carrier signals; and

Fig. 2 is a flow diagram of an embodiment of a process for scrambling the phase

characteristics of the carrier signals in a transmission signal.

Detailed Description

Fig. 1 shows a digital subscriber line (DSL) communication system 2 including a discrete

multitone (DMT) transceiver 10 in communication with a remote transceiver 14 over a

communication channel 18 using a transmission signal 38 having a plurality of carrier signals. The

DMT transceiver 10 includes a DMT transmitter 22 and a DMT receiver 26. The remote transceiver

"4 14 includes a transmitter 30 and a receiver 34. Although described with respect to discrete multitone

modulation, the principles of the invention apply also to other types of multicarrier modulation, such

‘ as, but not limited to, orthogonally multiplexed quadrature amplitude modulation (OQAM), discrete

wavelet multitone (DWMT) modulation, and orthogonal frequency division multiplexing (OFDM).

The communication channel 18 provides a downstream transmission path from the DMT

transmitter 22 to the remote receiver 34, and an upstream transmission path from the remote

transmitter 30 to the DMT receiver 26. In one embodiment, the commtuiication channel 18 is a pair

of twisted wires of a telephone subscriber line. In other embodiments, the communication channel

18 can be a fiber optic wire, a quad cable, consisting of two pairs of twisted wires, or a quad cable
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that is one of a star quad cable, a Dieselhorst-Martin quad cable, and the like. In a wireless

communication system wherein the transceivers l0, 14 are wireless modems, the communication

channel 18 is the air through which the transmission signal 38 travels between the transceivers 10,

14.

By way of example, the DMT transmitter 22 shown in Fig. 1 includes a quadrature amplitude

modulation (QAM) encoder 42, a modulator 46, a bit allocation table (BAT) 44, and a phase

scrambler 66. The DMT transmitter 22 can also include a bit scrambler 74, as described further

below. The remote transmitter 30 of the remote transceiver 14 comprises equivalent components as

the DMT transmitter 22. Although this embodiment specifies a detailed description of the DMT

transmitter 22, the inventive concepts apply also to the receivers 34, 36 which have similar

components to that of the DMT transmitter 22, but perform inverse functions in a reverse order.

The QAM encoder 42 has a single input for receiving an input serial data bit stream 54 and

multiple parallel outputs to transmit QAM symbols 58 generated by the QAM encoder 42 from the

bit stream 54. In general, the QAM encoder 42 maps the input serial bit-stream 54 in the time

domain into parallel QAM symbols 58 in the frequency domain. In particular, the QAM encoder 42

= _ maps the input serial data bit stream 54 into N parallel quadrature amplitude modulation (QAM)

constellation points 58, or QAM symbols 58, where N represents the number of carrier signals

generated by the modulator 46. The BAT 44 is in communication with the QAM encoder 42 to

specify the number ofbits carried by each carrier signal. The QAM symbols 58 represent the

amplitude and the phase characteristic of each carrier signal.

The modulator 46 provides functionality associated with the DMT modulation and

transforms the QAM symbols 58 into DMT symbols 70 each comprised of a plurality of time-
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domain samples. The modulator 46 modulates each carrier signal with a different QAM symbol 58.

As a result of this modulation, carrier signals have phase and amplitude characteristics based on the

QAM symbol 58 and therefore based on the input-bit stream 54. In particular, the modulator 46 uses

an inverse fast Fourier transform (IFFT) to change the QAM symbols 58 into a transmission signal

38 comprised of a sequence ofDMT symbols 70. The modulator 46 changes the QAM symbols 58

into DMT symbols 70 through modulation of the carrier signals. In another embodiment, the

modulator 46 uses the inverse discrete Fourier transform (IDFT) to change the QAM symbols 58

into DMT symbols 70. In one embodiment, a pilot tone is included in the transmission signal 38 to

provide a reference signal for coherent demodulation of the carrier signals in the remote receiver 34

during reception of the transmission signal 38.

The modulator 46 also includes a phase scrambler 66 that combines a phase shift computed

for each QAM-modulated carrier signal with the phase characteristic of that carrier signal.

: Combining phase shifts with phase characteristics, in accordance with the principles of the

invention, substantially scrambles the phase characteristics of the carrier signals in the transmission

signal 38. By scrambling the phase characteristics of the carrier signals, the resulting transmission

signal 38 has a substantially minimized peak—to-average (PAR) power ratio. The phase scrambler 66

can be part of or external to the modulator 46. Other embodiments of the phase scrambler 66

include, but are not limited to, a software program that is stored in local memory and is executed on

the modulator 46, a digital signalprocesso1‘(DSP) capable of performing mathematical functions and

algorithms, and the like. The remote receiver 34 similarly includes a phase scrambler 66’ for use

when demodulating carrier signals that have had their phase characteristics adjusted by the phase

scrambler 66 of the DMT transceiver 10.
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To compute a phase shift for each carrier signal, the phase scrambler 66 associates one or

more values with that carrier signal. The phase scrambler 66 determines each Value for a carrier

signal independently of the QAM symbols S8, and, therefore, independently of the bit value(s)

modulated onto the carrier signal. The actual value(s) that the phase scrambler 66 associates with

each carrier signal can be derived from one or more predefined parameters, such as a pseudo-random

number generator (pseudo-RNG), a DMT carrier number, a DMT symbol count, a DMT superfrarne

count, a DMT hyperfrarne count, and the like, as described in more detail below. Irrespective of the

technique used to produce each value, the same technique is used by the DMT transmitter 22 and the

remote receiver 34 so that the value associated with a given carrier signal is known at both ends of

the communication channel 18.

The phase scrambler 66 then solves a predetermined equation to compute a phase shift for

the carrier signal, using the value(s) associated with that carrier signal as input that effects the output

, of the equation. Any equation suitable for computing phase shifts can be used to compute the phase

shifts. When the equation is independent of the bit values of the input serial bit stream 54, the

computed phase shifts are also independent of such bit values.

In one embodiment (shown in phantom), the DMT transmitter 22 includes a bit scrambler 74,

which receives the input serial bit stream 54 and outputs data bits 76 that are substantially

scrambled. The substantially scrambled bits 76 are then passed to the QAM encoder 42. When the

bit scrambler 74 is included in the DMT transmitter 22, the operation of the phase scrambler 66

further assures that the transmission signal 38 has a Gaussian probability distribution and, therefore,

a substantially minimized PAR.
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Fig. 2 shows embodiments of a process used by the DMT transmitter 22 for adjusting the

phase characteristic of each carrier signal and combining these carrier signals to produce the

transmission signal 38. The DMT transmitter 22 generates (step 100) a value that is associated with

a carrier signal. Because the value is being used to alter the phase characteristics of the carrier

signal, both the DMT transmitter 22 and the remote receiver 34 must recognize the value as being

associated with the carrier signal. Either the DMT transmitter 22 and the remote receiver 34

independently derive the associated value, or one informs the other of the associated value. For

example, in one embodiment the DMT transmitter 22 can derive the value from a pseudo-RNG and

then transmit the generated value to the remote receiver 34. In another embodiment, the remote

receiver 34 similarly derives the value from the same pseudo-RNG and the same seed as used by the

transmitter (i.e., the transmitter pseudo-RNG produces the same series of random numbers as the

receiver pseudo-RNG).

As another example, the DMT transmitter 22 and the remote receiver 34 can each maintain a

symbol counter for counting DMT symbols. The DMT transmitter 22 increments its symbol counter

upon transmitting a DMT symbol; the remote receiver 34 upon receipt. Thus, when the DMT

transmitter 22 and the remote receiver 34 both use the symbol count as a value for computing phase

shifts, both the DMT transmitter 22 and remote receiver 34 “know” that the value is associated with

a particular DMT symbol and with each carrier signal of that DMT symbol.

Values can also be derived from other types ofpredefined parameters. For example, if the

predefined parameter is the DMT carrier number, then the value associated with a particular carrier

signal is the carrier ntunber of that signal within the DMT symbol. The number of a carrier signal

represents the location of the frequency of the carrier signal relative to the frequency of other carrier
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signals within a DMT symbol. For example, in one embodiment the DSL communication system 2

provides 256 carrier signals, each separated by a frequency of 4.3 125 kHz and spanning the

frequency bandwidth from 0 kHz to 1104 kHz. The DMT transmitter 22 numbers the carrier signals

from 0 to 255. Therefore, “DMT carrier number 50” represents the 51st DMT carrier signal which is

located at the frequency of 215.625 kHz (i.e., 51 x 4.3125 kHz).

Again, the DMT transmitter 22 and the remote receiver 34 can know the value that is

associated with the carrier signal because both the DMT transmitter 22 and the remote receiver 34

use the same predefined parameter (here, the DMT carrier number) to make the value-carrier signal

association. In other embodiments (as exemplified above with the transmitter pseudo-RNG), the

DMT transmitter 22 can transmit the value to the remote receiver 34 (or vice versa) over the

communication channel 18.

In other embodiments, other predefined parameters can be used in conjunction with the

symbol count. One example of such a predefined parameter is the superframe count that increments

by one every 69 DMT symbols. One exemplary implementation that achieves the superframe

counter is to perform a modulo 68 operation on the symbol count. As another example, the DMT

transmitter 22 can maintain a hyperframe counter for counting hyperframes. An exemplary

implementation of the hyperframe count is to perform a module 255 operation on the superframe

count. Thus, the hyperframe count increments by one each time the superframe count reaches 255.

Accordingly, it is seen that some predefined parameters produce values that vary from carrier

signal to carrier signal. For example, when the predefined parameter is the DMT carrier number,

values vary based on the frequency of the carrier signal. As another example, the pseudo-RNG

generates a new random value for each carrier signal.
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Other predefined parameters produce values that vary from DMT symbol 70 to DMT symbol

70. For example, when the predefined parameter is the symbol count, the superframe count, or

hyperframe count, values vary based on the numerical position of the DMT symbol 70 within a

sequence of symbols, superframes, or hyperframes. Predefined parameters such as the pseudo-RNG,

symbol count, superframe count, and superframe can also be understood to be parameters that vary

values over time. Any one or combination of the predefined parameters can provide values for input

to the equation that computes a phase shift for a given carrier signal.

In one embodiment, the phase scrambling is used to avoid clipping of the transmission signal

38 on a DMT symbol 70 by DMT symbol 70 basis. In this embodiment, the DMT transmitter 22

uses a value based on a predefined parameter that varies over time, such as the symbol count, to

compute the phase shift. It is to be understood that other types of predefined parameters that vary

the values associated with carrier signals can be used to practice the principles of the invention. As

described above, the transceivers 10, 14 may communicate (step 110) the values to synchronize their

use in modulating and demodulating the carrier signals.

The DMT transmitter 22 then computes (step 115) the phase shift that is used to adjust the

g phase characteristic of each carrier signal. The amount of the phase shift combined with the phase

characteristic of each QAM-modulated carrier signal depends upon the equation used and the one or

more values associated with that carrier signal.

The DMT transmitter 22 then combines (step 120) the phase shift computed for each carrier

signal with the phase characteristic of that carrier signal. By scrambling the phase characteristics of

the carrier signals, the phase scrambler 66 reduces (with respect to unscrambled phase

characteristics) the combined PAR of the plurality of carrier signals and, consequently, the
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transmission signal 38. The following three phase shifting examples, PS #1 — PS #3, illustrate

methods used by the phase scrambler 66 to combine a computed phase shift to the phase

characteristic of each carrier signal.

Phase Shifting Example #1

Phase shifting example #1 (PS #1) corresponds to adjusting the phase characteristic of the

QAM-modulated carrier signal associated with a carrier number N byN x—§— , modulo (mod) 21:. In

this example, a carrier signal having a carrier number N equal to 50 has a phase shift added to the

phase characteristic of that carrier signal equal to 50x-§—(mod27r) = -3-7: . The carrier signal with a

carrier number N equal to 51 has a phase shift added to the phase characteristic of that carrier signal

equal to 51><—735(mod2n‘) = 77. The carrier signal with a carrier number N equal to 0 has no phase

H shift added to the phase characteristic of that carrier signal.

Phase Shifting Example #2

Phase shifiing example #2 (PS #2) corresponds to adjusting the phase characteristic of the

72'

E QAM-modulated carrier signal associated with a carrier number N by (N + M) xI , mod 27:, Where

M is the symbol count. In this example, a carrier signal having a carrier number N equal to 50 on

DMT symbol count M equal to 8 has a phase shift added to the phase characteristic of that carrier

signal equal to (50 + 8) x —:15(mod 27;) =1; . The carrier signal with the same carrier number N equal

to 50 on the next DMT symbol count M equal to 9 has a phase shift added to the phase characteristic

of that carrier signal equal to (50 + 9) ><—:—(mod 27:) =
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Phase Shifting Example #3

Phase shifting example #3 (PS #3) corresponds to adjusting the phase characteristic of the

QAM-modulated carrier signal associated with a carrier number N by (XN) x Z; , mod 271, where XN

is an array ofN pseudo-random numbers. In this example, a carrier signal having a carrier number

N equal to 5 and XN equal to [3, 8, 1, 4, 9, 5, ...] has a phase shift added to the phase characteristic

of the carrier signal that is equal to (9) x%(mod 27:) = g . (Note that 9 is the 5"‘ value in XN.) The

carrier signal with a carrier number N equal to 6 has a phase shift added to the phase characteristic of

the carrier signal equal to (5) ><—765(mod 27:) =

It is to be understood that additional and/or different phase shifting techniques can be used by

the phase scrambler 66, and that PS #1, #2, and #3 are merely illustrative examples of the principles

of the invention. The DMT transmitter 22 then combines (step 130) the carrier signals to form the

t transmission signal 38. If the transmission signal is not clipped, as described below, the DMT

transmitter 22 consequently transmits (step 160) the transmission signal 38 to the remote receiver 34.

Clipping of Transmission Signals

A transmission signal 38 that has high peak values of voltage (i.e., a high PAR) can induce

non-linear distortion in the DMT transmitter 22 and the communication channel 18. One form of

this non-linear distortion of the transmission signal 38 that may occur is the limitation of the

amplitude of the transmission signal 38 (i.e., clipping). For example, a particular DMT symbol 70

clips in the time domain when one or more time domain samples in that DMT symbol 70 are larger

than the maximum allowed digital value for the DMT symbols 70. In multicarrier communication
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systems when clipping occurs, the transmission signal 38 does not accurately represent the input

serial data bit signal 54.

In one embodiment, the DSL communication system 2 avoids the clipping of the

transmission signal 38 on a DMT symbol 70 by DMT symbol 70 basis. The DMT transmitter 22

detects (step 140) the clipping of the transmission signal 38. If a particular DMT symbol 70 clips in

the time domain to produce a clipped transmission signal 38, the DMT transmitter 22 substitutes

(step 150) a predefined transmission signal 78 for the clipped transmission signal 38.

The predefined transmission signal 78 has the same duration as a DMT symbol 70 (e.g., 250

ms) in order to maintain symbol timing between the DMT transmitter 22 and the remote receiver 34.

The predefined transmission signal 78 is not based on (i.e., independent of) the modulated input data

bit stream 54; it is a bit value pattern that is recognized by the remote receiver 34 as a substituted

signal. In one embodiment, the predefined transmission signal 78 is a known pseudo—random

sequence pattern that is easily detected by the remote receiver 34. In another embodiment, the

predefined transmission signal 78 is an “all zeros” signal, which is a zero voltage signal produced at

the DMT transmitter 22 output (i.e., zero volts modulated on all the carrier signals). In addition to

easy detection by the remote receiver 34, the zero voltage signal reduces the power consumption of

the DMT transmitter 22 when delivered by the DMT transmitter 22. Further, a pilot tone is included

in the predefined transmission signal 78 to provide a reference signal for coherent demodulation of

the carrier signals in the remote receiver 34 during reception of the predefined transmission signal

78.

After the remote receiver 34 receives the transmission signal 38, the remote receiver 34

determines if the transmission signal 38 is equivalent to the predefined transmission signal 78. In
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one embodiment, when the remote receiver 34 identifies the predefined transmission signal 78, the

remote receiver 34 ignores (i.e., discards) the predefined transmission signal 78.

Following the transmission of the predefined transmission signal 78, the phase scrambler 66

shifts (step 120) the phase characteristic of the QAM-modulated carrier signals (based on one of the

predefined parameters that varies over time). For example, consider that a set of QAM symbols 58

produces a DMT symbol 70 comprising a plurality of time domain samples, and that one of the time

domain samples is larger than the maximum allowed digital value for the DMT symbol 70.

Therefore, because the transmission signal 38 would be clipped when sent to the remote receiver 34,

the DMT transmitter 22 sends the predefined transmission signal 78 instead.

After transmission of the predefined transmission signal 78, the DMT transmitter 22 again

attempts to send the same bit Values that produced the clipped transmission signal 38 in a subsequent

DMT symbol 70’. Because the generation of phase shifts in this embodiment is based on Values that

vary over time, the phase shifts computed for the subsequent DMT symbol 70’ are different than

those that were previously computed for the DMT symbol 70 with the clipped time domain sample.

= These different phase shifts are combined to the phase characteristics of the modulated carrier

signals to produce carrier signals of the subsequent DMT symbol 70’ with different phase

characteristics than the carrier signals of the DMT symbol 70 with the clipped time domain sample.

DMT communication systems 2 infrequently produce transmission signals 38 that clip (e.g.,

approximately one clip every 107 time domain samples 70). However, if the subsequent DMT

symbol 70’ includes a time domain sample that clips, then the predefined transmission signal 78 is

again transmitted (step 150) to the remote receiver 34 instead of the clipped transmission signal 38.

The clipping time domain sample may be on the same or on a different carrier signal than the
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previously clipped DMT symbol 70. The DMT transmitter 22 repeats the transmission of the

predefined transmission signal 78 until the DMT transmitter 22 produces a subsequent DMT symbol

70’ that is not clipped. When the DMT transmitter 22 produces a DMT symbol 70’ that is not

clipped, the DTM transmitter 22 transmits (step 160) the transmission signal 3 8 to the remote

receiver 34. The probability of a DMT symbol 70 producing a transmission signal 38 that clips in

the time domain depends on the PAR of the transmission signal 38.

For example, the follovnng phase shifting example, PST #4, illustrates the method used by

the phase scrambler 66 to combine a different phase shift to the phase characteristic of each carrier

signal to avoid the clipping of the transmission signal 38.

Phase Shifting Example #4

Phase shifting example #4 (PS #4) corresponds to adjusting the phase characteristic of the

carrier signal associated with a carrier number N bygx (M + N) , mod 2n, where M is the DMT

symbol count. In this example, if the DMT symbol 70 clips when the DMT symbol count M equals

5, the predefined transmission signal 78 is transmitted instead of the current clipped transmission

signal 38. On the following DMT symbol period, the DMT count M equals 6, thereby causing a

different set of time domain samples to be generated for the subsequent DMT symbol 70’, although

the QAM symbols 58 used to produce both DMT symbols 70, 70’ are the same.

If this different set of time domain samples (and consequently the transmission signal 38) is

not clipped, the DMT transmitter 22 sends the transmission signal 38. If one of the time domain

samples in the different set of time domain samples 70 (and consequently the transmission signal 38)

is clipped, then the DMT transmitter 22 sends the predefined transmission signal 78 again. The

process continues until a DMT symbol 70 is produced without a time domain sample 70 that is

16
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clipped. In one embodiment, the transmitter 22 stops attempting to produce a non-clipped DMT

symbol 70’for the particular set of QAM symbols 58 after generating a predetermined number of

clipped DMT symbols 70’. At that moment, the transmitter 22 can transmit the most recently

produced clipped DMT symbol 70’ or the predetermined transmission signal 78.

The PAR of the DSL communication system 2 is reduced because the predefined

transmission signal 78 is sent instead of the transmission signal 38 when the DMT symbol 70 clips.

For example, a DMT communication system 2 that normally has a clipping probability of 10'7 for

the time domain transmission signal 38 can therefore operate with a 105 probability of clipping and

a lower PAR equal to 12.8 dB (as compared to 14.5 dB). When operating at a 10's probability of

clipping, assuming a DMT symbol 70 has 512 time-domain samples 70, the DMT transmitter 22

5

experiences one clipped DMT symbol 70 out of every :11)? , or 195 DMT symbols 70. This results

in the predefined (non-data carrying) transmission signal 78 being transmitted, on average, once

2 every 195 DMT symbols. Although increasing the probability of clipping to 10's results in

approximately a 0.5% (l/195) decrease in throughput, the PAR of the transmission signal 38 is

reduced by 1.7 dB, which reduces transmitter complexity in the form of power consumption and

i component linearity.

While the invention has been shown and described with reference to specific preferred

embodiments, it should be understood by those skilled in the art that various changes in form and

detail may be made therein without departing from the spirit and scope of the invention as defined

by the following claims. For example, although the specification uses DSL to describe the

invention, it is to be understood that various form of DSL can be used, e.g., ADSL, VDSL, SDSL,

HDSL, HDSL2, or SHDSL. It is also to be understood that the principles of the invention apply to

17
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various types of applications transported over DSL systems (e.g., telecommuting, video

conferencing, high speed Internet access, video-011 demand).
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What is claimed is:

In a multicarrier modulation system including a first transceiver in communication with a

second transceiver using a transmission signal having a plurality of carrier signals for

modulating an input bit stream, each carrier signal having a phase characteristic associated

with the input bit stream, a method for scrambling the phase characteristics of the carrier

signals comprising:

associating each carrier signal with a value determined independently of any input bit

value carried by that carrier signal;

computing a phase shifl for each carrier signal based on the value associated with that

carrier signal; and

combining the phase shift computed for each carrier signal with the phase

characteristic of that carrier signal so as to substantially scramble the phase characteristics

of the plurality of carrier signals.

The method of claim 1 further comprising modulating bits of the input bit stream onto the

carrier signals having the substantially scrambled phase characteristics to produce a

transmission signal with a reduced peak-to-average power ratio (PAR).

The method of claim 1 further comprising independently deriving the value associated with

each carrier signal at each transceiver.
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The method of claim 1 further comprising transmitting the value associated with each carrier

signal from one transceiver to the other transceiver.

The method of claim 1 further comprising maintaining synchronization between the

transceivers using the value associated with each carrier signal.

The method ofclaim 1 wherein the value varies with each carrier signal.

The method of claim 1 wherein the value varies with each DMT symbol.

The method of claim 1 wherein the value is derived from a predetermined parameter.

The method of claim 8 wherein the predefined parameter is a carrier number.

The method of claim 8 wherein the predefined parameter is a symbol count.

The method of claim 8 wherein the predefined parameter is a hyperframe count.

The method of claim 8 wherein the predefined parameter is a superframe count.

The method of claim 1 further comprising scrambling the bits of the input bit stream.

The method of claim 1 further comprising transmitting a predetermined transmission signal

when the amplitude of the transmission signal exceeds a certain level.

The method of claim 14 wherein the predetermined transmission signal comprises a

predetermined pattern of bits.
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The method of claim 14 wherein the predetermined transmission signal comprises a pilot

tone.

The method of claim 16 wherein the pilot tone is used to maintain timing synchronization

between the first transceiver and the second transceiver.

The method of claim 15 wherein each bit Value in the predetermined pattern of bits is a zero

value.

The method of claim 15 wherein the predetermined pattern of bits is a pseudo-random

sequence pattern.

In a multicarrier modulation system including a first transceiver in communication with a

second transceiver using a transmission signal having a plurality of carrier signals for

modulating an input bit stream, each carrier signal having a phase characteristic with the

input bit stream, a method for scrambling the phase characteristics of the carrier signals

comprising:

associating each carrier signal with a value determined independently of any input bit

value carried by that carrier signal;

computing a phase shift for each carrier signal based on the value associated with that

carrier signal; and

demodulating the transmission signal using the phase shift computed for each carrier

signal.
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The method of claim 20 further comprising independently deriving the value associated with

each carrier signal at each transceiver.

The method of claim 20 further comprising transmitting the value associated with each

carrier signal from one transceiver to the other transceiver.

The method of claim 20 further comprising maintaining synchronization between the

transceivers using the value associated with each carrier signal.

The method of claim 20 wherein the value varies with each carrier signal.

The method of claim 20 wherein the value varies with each DMT symbol.

The method of claim 20 wherein the value is derived from a predetermined parameter.

The method of claim 26 wherein the predefined parameter is a carrier number.

The method of claim 26 wherein the predefined parameter is a symbol count.

The method of claim 26 wherein the predefined parameter is a hyperframe count.

The method of claim 26 wherein the predefined parameter is a superframe count.

The method of claim 20 further comprising receiving a predetermined transmission when the

amplitude of the transmission signal exceeds a certain level.

The method of claim 31 wherein the predetermined transmission signal comprises a

predetermined pattern of bits.
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The method of claim 31 wherein the predetermined transmission signal comprises a pilot

tone.

The method of claim 33 wherein the pilot tone is used to maintain timing synchronization

between the first transceiver and the second transceiver.

The method of claim 32 wherein each bit value in the predetermined pattern ofbits is a zero

value.

The method of claim 32 wherein the predetermined pattern of bits is a pseudo-random

sequence pattern.

A transceiver for communicating over a communication channel using a transmission signal

having a plurality of carrier signals, each carrier signal having a phase characteristic, the

transceiver comprising:

a phase scrambler computing a phase shift for each carrier signal based on a value

associated with that carrier signal and combining the phase shift computed for each carrier

signal with the phase characteristic of that carrier signal so as to substantially scramble the

phase characteristics of the plurality of carrier signals.

The transceiver of claim 37 further comprising a modulator in communication with the phase

scrambler, the modulator modulating bits of an input signal onto the carrier signals having

the substantially scrambled phase characteristics to produce a transmission signal with a

reduced PAR.
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In a multicarrier modulation system, a method for communicating over a communication

channel, comprising:

receiving over the communication channel a transmission signal comprised of a

sequence of DMT symbols that each have a bit—value pattern;

comparing the bit-value pattern of each received DMT symbol with a predetermined

bit value pattern;

discarding a given one of the received DMT symbols in the sequence of DMT

symbols if the bit-value pattern of that DMT symbol matches the predetermined bit-value“ _

pattern, otherwise demodulating that DMT symbol.



Page 335 of 379

Abstract

A system and method that scrambles the phase characteristic of a carrier signal are described.

The scrambling of the phase characteristic of each carrier signal includes associating a value with

each carrier signal and computing a phase shift for each cariier signal based on the value associated

with that carrier signal. The Value is determined independently of any input bit value carried by that

carrier signal. The phase shift computed for each carrier signal is combined with the phase

characteristic of that carrier signal so as to substantially scramble the phase characteristic of the

carrier signals. Bits of an input signal are modulated onto the carrier signals having the substantially

scrambled phase characteristic to produce a transmission signal with a reduced PAR.

rodrigue/457/l7.l 102554-2
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EXPRESS MAIL LABEL N0. EM40I136836US

Utility Patent Application

Atty. Docket No. AWR-017

(457/19)

A System and Method for Scrambling the Phase of the Carriers in a Multicarrier

Communications System

Related Application

This application claims the benefit of the filing date of copending U.S. Provisional

Application, Serial No. 60/164,134, filed November 9, 1999, entitled “A Method For Randomizing

The Phase Of The Carriers In A Multicarrier Communications System To Reduce The Peak To

Average Power Ratio Of The Transmitted Signal,” the entirety of which provisional application is

incorporated by reference herein.

Field of the Invention

This invention relates to communications systems using multicarrier modulation. More

particularly, the invention relates to multicarrier communications systems that lower the peak-to-

..==

2:;

=
..i 5

average power ratio (PAR) of transmitted signals.iii":fillliiii
Background of the Invention

In a conventional multicarrier communications system, transmitters communicate over a

communication channel using multicarrier modulation or Discrete Multitone Modulation (DMT).

Carrier signals (carriers) or sub-channels spaced within a usable frequency band of the

communication channel are modulated at a symbol (i.e., block) transmission rate of the system. An

input signal, which includes input data bits, is sent to a DMT transmitter, such as a DMT modem.

The DMT transmitter typically modulates the phase characteristic, or phase, and amplitude of the
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carrier signals using an Inverse Fast Fourier Transform (IFFT) to generate a time domain signal, or

transmission signal, that represents the input signal. The DMT transmitter transmits the transmission

signal, which is a linear combination of the multiple carriers, to a DMT receiver over the

communication charmel.

The phase and amplitude of the carrier signals of DMT transmission signal can be considered

random because the phase and amplitude result from the modulation of an arbitrary sequence of

input data bits comprising the transmitted information. Therefore, under the condition that the

modulated data bit stream is random, the DMT transmission signal can be approximated as having a

Gaussian probability distribution. A bit scrambler is often used in the DMT transmitter to scramble

the input data bits before the bits are modulated to assure that the transmitted data bits are random

and, consequently, that the modulation of those bits produces a DMT transmission signal with a

Gaussian probability distribution.

With an appropriate allocation of transmit power levels to the carriers or sub-channels, such a

system provides a desirable performance. Further, generating a transmission signal with a Gaussian

probability distribution is important in order to transmit a transmission signal with a low peak-to-

average ratio (PAR), or peak-to-average power ratio. The PAR of a transmission signal is the ratio

of the instantaneous peak value (i.e., maximum magnitude) of a signal parameter (e.g., voltage,

current, phase, frequency, power) to the time-averaged value of the signal parameter. In DMT

systems, the PAR of the transmitted signal is determined by the probability of the random

transmission signal reaching a certain peak voltage during the time interval required for a certain

number of symbols. An example of the PAR of a transmission signal transmitted from a DMT

transmitter is 14.5 dB, which is equivalent to having a 1E-7 probability of clipping. The PAR of a
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transmission signal transmitted and received in a DMT communication system is an important

consideration in the design of the DMT communication system because the PAR of a signal affects

the communication system’s total power consumption and component linearity requirements of the

system.

If the phase of the modulated carriers is not random, then the PAR can increase greatly.

Examples of cases where the phases of the modulated carrier signals are not random are when bit

scramblers are not used, multiple canier signals are used to modulate the same input data bits, and

the constellation maps, which are mappings of input data bits to the phase of a carrier signal, used

for modulation are not random enough (i.e., a zero value for a data bit corresponds to a 90 degree

— .6 phase characteristic of the DMT carrier signal and a one value for a data bit corresponds to a -90

degree phase characteristic of the DMT carrier signal). An increased PAR can result in a systemrt...“as.df‘.:..riiiaii:::nt...r» with high power consumption and/or with high probability of clipping the transmission signal. Thus,
I

li
2

there remains a need for a system and method that can effectively scramble the phase of the

modulated carrier signals in order to provide a low PAR for the transmission signal.

Summary of the Invention

The present invention features a system and method that scrambles the phase characteristics

of the modulated carrier signals in a transmission signal. In one aspect, a value is associated with

each carrier signal. A phase shift is computed for each carrier signal based on the value associated

with that carrier signal. The value is determined independently of any input bit value carried by that

carrier signal. The phase shift computed for each carrier signal is combined with the phase

characteristic of that carrier signal to substantially scramble the phase characteristics of the carrier

signals.
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In one embodiment, the input bit stream is modulated onto the carrier signals having the

substantially scrambled phase characteristic to produce a transmission signal with a reduced peak-to-

average power ratio (PAR). The value is derived from a predetermined parameter, such as a random

number generator, a carrier number, a DMT symbol count, a superframe count, and a hyperframe

count. In another embodiment, a predetermined transmission signal is transmitted when the

amplitude of the transmission signal exceeds a certain level.

In another aspect, the invention features a method wherein a value is associated with each

carrier signal. The value is determined independently of any input bit value carried by that carrier

signal. A phase shift for each carrier signal is computed based on the value associated with that

carrier signal. The transmission signal is demodulated using the phase shift computed for each

carrier signal.

In another aspect, the invention features a system comprising a phase scrambler that

computes a phase shift for each carrier signal based on a value associated with that carrier signal.

The phase scrambler also combines the phase shifi computed for each carrier signal with the phase

characteristic of that carrier signal to substantially scramble the phase characteristic of the carrier

- ‘ signals. In one embodiment, a modulator, in communication with the phase scrambler, modulates

bits of an input signal onto the carrier signals having the substantially scrambled phase

characteristics to produce a transmission signal with a reduced PAR.

Description of the Drawings

The invention is pointed out with particularity in the appended claims. The advantages of the

invention described above, as well as further advantages of the invention, may be better understood
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