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_ . l. I am the Office Manager at the Internet Archive. located in San Francisco,411.841)-lI391 c-tax
California. I make this declaration ofm_v own personal knowledge.

;m.,m., rrcllm. 2. The Internet Archive is a website that provides access to a digital library of
3m ].-.,,mm. ;\\.(.,,m. Internet sites and other cultural artifacts in digital form. Like a paper library. we provide
gm g.-,1,,cW,_(_‘_\ gmg free access to researchers. historians, scholars, and the general public. The lntemet

Archive has partnered with and receives support from various institutions, including the
Library ol'Congress.

3. The Internet Archive has created a service known as the Wayback Machine. The
Wayback Machine makes it possible to surf more than 400 billion pages stored in the
lntemet Archive's web archive. Visitors to the Wayback Machine can search archives
by URL tie. a website address). If archived records for a URL are available. the visitor
will be presented with a list of available dates. The visitor may select one of those
dates, and then begin surfing on an archived version ofthe Web. The links on the
archived files, when served by the Wayback Machine, point to other archived files
(whether HTML pages or images). lfa visitor clicks on a link on an archived page, the
Wayback Machine will serve the archived file with the closest available date to the page
upon which the link appeared and was clicked.

4. The archived data made viewable and browseable by the Wayback Machine is

compiled using software programs known as crawlers, which surf the Web and
atttomatically store copies ofweb files, preserving these files as they exist at the point of
time of capture.

5. The Internet Archive assigns a URL on its site to the archived files in the format

littp:f/web.at'chive.org/web/[Year in y_vyy][_Month in mm][Day in dd][Time code in
hh:mm:ss]/[Archived URL]. Thus. the Internet Archive URL
http://web.archive.org/web/l 997012604582S/http://www.archive.0i'g;’ would be the
URL for the record ofthe lnternet Archive home page HTML file
(http:/fwww.archive.orgf) archived on January 26. I997 at 4:58 a.m. and 28 seconds
(1997/01/26 at 04:58:28). A web browser may be set such that a printout from it will
display the URL ol'a web page in the printout'S footer.

6. The date assigned by the Internet Archive applies to the HTML file but not to
image files linked therein. Thus images that appear on a page may not have been
archived on the same date as the HTML file. Likewise. ifa website is designed with

''frames.‘‘ the date assigned by the liiternet Archive applies to the frameset as a whole.
and not the individual pages within each Frame.

6. Attached hereto as Exhibit A are true and accurate electronic copies ofprintouts
oftlic Internet Archive's records of the HTML and PDF tiles for the URLs and the dates

specified in the footer oftlie printout [for HTML) or attached coversheet ("for PDF).
7. I declare under penalty of perjtir_v that the foregoing is true and correct.

DATE; QILCIZI5 £—\-/
Christopher Butler
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Products — NETREMOTE

mJ-

NetRem5le
NetRemote LE
$19.99

Elfin

NetRemote IR
$1 9 .99
Coming Soon

NetRemote Pro
$29.99
Coming Soon

NelRemcte from Promixis is the ultimate in 2 way remote control using your Pocket PC or any Windows
computer. Unleash your digital media library and control your computer and home automation systems
wirelesslyl Using NetRemote and your WlFi enabled Pocket PC or any networked Windows computer. you
will have full control of your digital media from anywhere in your house. With NetRemote IR, you can
replace all of your remote controls with a Pocket PC.

Digital DJ:
Browse your music by artist, genre. playlist, title or even by album cover, adjust the volume, and let the
music play, Use NetRemote for your next party and let your guests play DJ by passing the PockelPC
around. NetRemote is incredibly easy and fun. and once you use it, you'll never put it down.
Total Remote Control:
Toss your remotes away— all you need is your PocketPC and NetRemote and you can control your home
theater, TV, stereo or any other IR enabled device using the IR signal transmitting and teaming in the
NetRemote IR and NetRemote Pro versions. Take advantage of the large library of Pronto CCF filesavailable on the intemet.

Multimedia Maestro:
Using NetRemote and your favorite media player. control your AN presentations, slideshows. and digital
video using your PocketPC. It's easyl

Home Automation:
NetRerncte can control your home automation system when used conjunction with Girder. Homeseer and
other 3rd party applications. NetRemote allows 2 way communication with any TCP/IP device and can
control serial and IR devices directly using the Global Cache device.

sophistcated Custom controls
NetRen1ote Pro provides a sophisticated environment for custom screens and controls using its built in
scripting language. Display data from a wide variety of sources including weather and TV channel listings.

NotRernote comes in three versions providing expanded levels of control and sophistication. See the chart
below fora comparison of NetRemote LE, IR. and PRO.

Feature Netflemote LE. tietfiernotolr $19.99 Net.Remote Pro:§2t).99Remote-control your Throw away your
media player anwhere remotes and control
in your house via wi-ti! your IR devices from
Browse your media Netremote. Use any
library and cover art. Pronto “‘ CCF file or
Select songs and design your own.
playlists.

Use Your PocketPC as a
remote control.

Two way control of J. V i XRiver Media Center
Two way control ofiTunes

The most complete and
flexible two-waycontrol for the
Pocl<etPC. Period. Go
for total control with
Netkemote Pro.

Coming Soon
Two way control of
Windows Media Player Coming Soon

http://webarchive.org/web/20040831083936/http://www.promixis.cnm/products.php?scction=net1-emote

EXHIBIT A

NetRemote Skins
Personalize your NetRemotel
Wew and download skins herel

Feeling creative? Ugload yourNetRemota skin for all the world
to see. NetRemote uses Pronto
CCF's for full creativity and
customization.

Platform & Device Support
NetRemote runs on most Pocket
PC 2002 and 2003 devices usingthe Microsoft Windows Mobile
05. This includes popular
handheld devices such as the HP
iPao and Dell Axim lines.

Also note, to utilize the wireless
intemetl wi-fi lunctions of
NetRemote. your PocketFC
device must be enabled for wi-fi
connectivity.

Screenshots
Click here to see NetRemote in
action!

Documentation & Support
- Netttemote LE

Installation Guide
- NetRemote LE SetugGuide
- Netitemote LE fietwork

Configuration Guidea NetRerrrote Forum
I Ilfl l
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Promixis

Loads Pronlo Profiles»
Loads Maranlz liC9200
Files‘
Transmlts arid Learns
Infrared (IR) FromPocket PC
Sends Infrared (IR) to
PC IR Server '
Two way control of Z-raom
Player
Two way control 01Girder

Embedded Web Browser’
Two way control ofGlobalcache device
Wakeon-Lan support
(turns computer on
remotely)

NetRemote- unleash your digital media library!

©2004 Promixis, LLC
Privacy Policy 1 Website Terms of Use

Welg-Stat hit cgunlers

X

X

X

X

X

Coming Soon

http://web.archive.org/web/20040831083936/http://www.promixis.com/products.php?section=netremote
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http://web.archive.org/web/20050120005959/http://promixis.com/pdfs/NetRem
ote_LE_Installation_Guide.pdf
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NetRemote LE Installation Guide for J. River Media Center

1. Download NetRemote.

Download NetRemote LE from Promixis and save the file on your computer (your
Desktop is an easy place). You may delete the installation program when finished.

2. Install NetRemote.

NetRemote is installed by running the file you just downloaded. Double click the file
to start the installation process. The first screen is the NetRemote license

agreement. Please read this carefully. Each license allows you to install NetRemote
on 2 different personal computers (PC’s) or pocket PC’s (PPC).

s?£.I.T7ue:nI§n7§i'e LE Suite

License Ageemed
Please read the following imponam irfiorrnation before continuing

Please read thelollowing License Pqoerneril. You rnu§ accept the terms of this
agreement before continLiirig with the

ll - NetRe‘ir.io-t_e Pror-i1_i;is En-d.l‘Jser Licfnsbe Agreement
h (EULA)
Please read the following terms and conditions beiore using this
software. This document provides important information concerning
the software. provides you with a licence to use the software and
Iconlains warranty and liability information.
l
la I-nnnvnnrn

lgonolaoceptlheagreemenl

Next, you will choose which version of NetRemote to install. If ActiveSync is not
detected, only the option for installing the Windows version will be selectable.
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3. NetRemote for Windows (98,Me,XP,2000,2003)

The destination folder is where the NetRemote program is installed on your hard
drive. We suggest you use the default folder as shown below. Click Next to
continue.

I '_- 'i'-rl:un-- H.i-memnic Lf Suite

Select Dedindion Lncdion
When: should NetRemote LE Surte be installed?

9 Setup wil instafl NetRemote LE Suite into the folio-Img folder

To continue. click Next ll‘ you would like [:§select a afferent folder. clock Browse
e 393;»

Pt least 4 1 MB of free disk space is iequued

*'i.-.-1ui.1 It-irlltr-rn.t'-tell-fiuir-9
Select Sat Menu Foider

Where should Setup place the program 5 shortcuts7

@ Setup wil create the program s sl-ioitcnts in the following Start Menu folder
To continue. click Nan lf you would like to select a different folder. click Browse

1 Browse.
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After NetRemote is installed, you can then select to have Short Cuts created on the
Desktop and Quick Launch bars. Select the options you want. If you have an
Activesync connection, the option to install the Pocket PC Client is available. Click
Next to continue

'_ ' Sctiip -Metllemote LE suite
Seled Adcitiond Tales

Which additional tasks shouid be performed 7

Select the additional tasks you would like Setup to perform while installing NetRemo’ieLE Sula, then click Next

Mdtional icons

Crede a geskiop icon

."C.r'-;ats"ai§ii»d< laundi "won:

Nso lnstall Pocka PC Clem
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4. NetRemote for the PPC (2002, 2003)

The option for installing the PPC version is only available on computers that have
ActiveSync installed. After installing the PPC version, if your PPC is connected,
Activesync displays the screen below.

45-

Select a program‘: check box if you want to instal it on your
mobile device. or clear the check box if you want to remove the
program lrom your device.

Note: If a program that you installed is not listed, the program was
not desigred to be used on your mobile device.

lnstalli-ng—Ai);ircatrons 7

instail 'Prornous Metflemote‘ doing the defeat xplcaoon rnstal drectorv?

...*1° l__Er1_l

Space required for selected programs:
Space available on devte:

i7 install program into the de%r|t instalation folcbr
Remove from both locations
To remove the selected program from both
your device and this computer, click Flemove. __ _________I

Help

Click Yes to install in the default directory (suggested). Activesync will then display
a progress bar as the application is installed.

Inlhfiiq Applications

installing F'romi-xix NelFlemote.

IIIIIIIIIIIIIIII

lg
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When the installation is completed, Activesync will display.

at

Select a program's check box if you want to instal it on your
mobile device, or clear the check box if you want to remove the
program from your device.

Note: If a program that you instaled is not listed, the program was
not designed to be used on your mobile device.

Application fumnlete

'_ S'p73i':e iéEii.irrEd' tor seEctecl'programs'
Space available on device:

l7 lnstafl program into the deiaikinstalatron folder
Remove from both locations

To remove the selected program from both
your device and this computer, click Flemove. _______

Click OK to continue.

If your PPC is not connected to your computer then Activesync will show the screen
below.

ggahg Select a program’: check box if you want to instal it on yourmobile device, or clear the check box if you went to remove the
program from your device.

Note: If a program that you installed is not listed, the program was
not designed to be used on your mobile device.

Space required for selected programs:
Space available on device:

l-5 install program into the default installation folder

Flernove from both locations

To remove the selected program from both
your device and this computer, click Remove. _ __
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Click OK to continue. When you connect your PPC, NetRemote will be installed as
described above. See your PPC device and follow the instructions on the screen.

. Installing Promlxr ,.'.‘ if 19- I6

Installing Promms Net Remote

Copying

\Program
Files\NetRemote\Ipngce.dI

5. Final Steps

Before the installation ends, you will have the option to start Media Center (if
installed on this PC) and to launch NetRemote (if installed on this PC). It is
recommended you start Media Center prior to starting NetRemote so that NetRemote
can automatically configure the network settings for you.

Please see the NetRemote LE Network Configuration Guide for setting up
NetRemote on your network.
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http://web.archive.org/web/200501 1922545 1/http://promixis.com/pdfs/NetRem

ote_LE_Setup_Guide.pdf



12

EXHIBIT A

NetRemote LE Setup Guide

This guide explains how to setup the NetRemote MediaBridge plugin for J. River’s
Media Center. For problems with network configuration, please see the NetRemote
LE Network Configuration Guide.

Start either the NetRemote Windows or Pocket PC client.

Open the Properties Page.

For the Windows client, click Fi|e/ Properties.

Album: lnsld'I—1rrisnn.Id.!
Anisl: Vin Bur!-In

Composer: Van Morrison
Genre: Rock
Year: 1993
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General Tab

Vfletkemote Options uememg :3 45 7:24 ®

530011!‘ Defadt Host Hotkeysl General Options
G 0 I Default Font Pronto

‘ ‘ 5*“! Date
F Always Stayon Top

Tme hhzmm

Def!‘ F°"‘ P‘'°'‘° ' - 2 |:] Start Fullscreen
Die Fm“ ‘ |:] Disable Brink (Toshiba fix)

Time Formd lhhzrnrnzss

Wndow Opady ;2"'§'§(0 == Trmsparatto 255 = l
Opaque)

.9:-:_l .. -___

Start Full Screen sets NetRemote to start up full screen.

Always On Top Option (Windows Client Only) keeps NetRemote always visible.

Default Font sets the font used to draw buttons and labels. In most instances, this
should not be changed.

Date Format controls how the day of the week is displayed. Each “d" represents
one letter, ie. “ddd” for Monday will show “Mon".

Time Format controls how the time is displayed. “hh:mm:ss” will show the hour,
minute, second.

Window Opacity (Windows Client Only) is used to make the NetRem0te window

transparent. Values less then 200 are not recommended. This setting is useful with
the Always On Top option.
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Plugins Tab

On this tab, the list of NetRemote plugins are displayed. in the LE or IR editions of
NetFlemote, this is limited to the MediaBridge and IR plugins respectively.

"'-'"‘'-’‘‘‘'-'‘I‘' '-":”'.""""‘ V MetRen1ote ‘é 7331 '3"

bonus 9'49“ Oman I-an, Hooray»: p|ug'm I p|ugin Instances

Dump :9 again -nstalnra El MediaBridge

.-

Each plugin can have multiple “instances". This allows NetFiemote to communicate
with more then one server. For instance, you could have Media Center running on
multiple computers. Click on the plus sign to view a list of connections. The screen
will change as shown below.

r3nIn${e i>p?ons

General Plugms loeraun Host: Hmkeysl
Plugm ' Plugin instances

3 r¢ledTaT¥T1ge
olpc:2G002 (-1 C)

h

To change the configuration of an instance of the plugin, click on it to highlight it and
then click on Properties. This will bring up the next dialog box.
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MediaBridge Properties

lletkemo E5 3:.’ -16 7:25 Q

Port "£0602 Port 20002

‘ ’ Defaultlmg Size

Control Font . H I O > I control Font  |

Library Root
_ lj Use "Add To Playlist" Menu

' Use "Add To Playllst" Menu D Show pbymg Now In Tree
i Show Playing Now In Tree

,__°:'"_°:'_.

Host specifies the computer that this instance of the plugin connects to. This can be
the computer name or the IP address.

Port specifies the port that NetRemote uses.

Default lmg Size is the size of cover art images that NetRemote will use. On
windows clients use Large or XLarge. On Pocket PC devices, you may want to use
Medium or smaller. This is done for performance reasons.

Control Font specifies the font used to display the media library and playing now
lists.

Library Root is used with Media Center. It specifies where in the Media Library
that NetRemote should begin displaying from.

Use “Add to Playlist” Menu adds the option to add songs to a playlist in Media
Center. This option may cause performance problems on slower Pocket PC clients.

Show Playing Now in Tree will display the currently playing songs in the Media
Library tree.

Press OK to save you changes.
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Default Host Tab

Netkemote Options

Default Host

The hosiname entered below wrl be
used as the defaut host for al plugtns

Hostname i'l3Vl'lPCl

To find ‘kn computers hostname onWnndows XP, simply right chck on "My
Computer" and select "Propa'ties“
Then select the "Computer Name " tab
The hostname I5 dsplayed as the 'Ful
Compaer Name’

EXHIBIT A

Netkenmte 4:3 1% 12:03 ®
Default Host

The hostname entered below will be
used as the default host For all plugins.

To Find your computer's hostname on
Windows XP, simply right click on "My
Computer" and select "Properties".
Then select the "Computer Name" tab.
The hostname is displayed as the ‘'Full
Computer Name“r

Hostname

‘w Default Host-

Default Host specifies with host computer Net Remote should connect with tirst.
Enter either the computer name or IP address in this box. Click OK when done.

HotKeys Tab

-senor! I Plugun‘. UOPIUI HOI Hvmevilt
‘A

Sfilélfll (mucus
<'3Y37“U-|':¢I"i§l"

Aways Stay on Top

Us: :-«Iver-z-(orlI;‘ mow (canon: «rain in:

B0

'.":‘rd'n Oahu";
:0 I Ivanqpaenl Fr 25.‘! '
Opaque;

The Extreme Config mode is usually not necessary.
problems configuring your device.

Netflemo

Default Host
The hostname entered below will be
used as the default host for all plugins.

PTOIIIDC

Use "Extreme Config" Mode?
(Confirm each key)

Tedsl-lebP|easeReg'sher

Click NO unless you are having
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NetRemote will then configure all of the HotKeys found on the Pronto (or similar)
remote controls. The commands these keys are linked to are specified in the current
CCFfile.

"I'll-.'-.-nlv. ||'4':7$:-[':'i!'1 -

Gonord,PIu9oM c-mums: Hon-val
Curigme I-tie?!

Dug "_ Ft." ‘Bl Pr&The l>iotKey For:

Configure Hotkeys

TSU6000: Far Left
RC9200: Menu
Custom: Far Left

T91 Fa! la‘.
FlC'££lJ Meme
Custom F av lab

soup Tluflaflny SIIoT|I'-II:-Iv

Sun Again
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Configuring J. River Media Center for Album Covers View

Netfiemote will display all of your albums by cover art, as shown below. This
requires you to create a new View Scheme in JRMC.

ouaguc.-¢.»_Joauu..a.u 1 0 o
uynuo.-mono-up min? coucae.-'u.§aJg

03:3: roe)-1-sou

I.-Inn; .f- - --in q. #. run-n_1_i:

-iugqr sue-— L4: in
mud!‘eJ kg uni-nut. Maucalil

=0 D - ti
tune ' 5 - , 5'
‘mun. )- -‘K‘_ I.- ‘F |' I
Sh-WM IQIM-II: 7' E1 E1.

. II II I I
. I ' “

. f ‘] d ' ‘ ‘ 1 "

‘ 4-raj. -urn-In . In-no-I. Ii-u-4-nu

.'_. _ _'IT __. .- -I-__ ‘-II_-..
In Ilyslcry

01:55IO5:17-11uf13 _

a bum Covlfis
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Adding the album coveri art View Scheme to JRMC:

1. Start JRMC.

2. Open up the Media Library tree by clicking on the plus sign.

3. Right Click Audio.

5
i

Edit View Scheme... |Delete View Scheme
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5. Select Album (Grouped).

View Sche_me

'_Step 1. Create View Items} Steg 2: Name Scheme?

Preset Albums (grouped) E A“‘°‘”5”‘e

Album (rovoed)
Album K

[Stag 3: Madly’Piog‘emesl

Image; Audio

Tree postion: Aummatic

L2-l Populate tree

11.] Honor parent scheme search strings
l___j_:_._____#.___,_f,, .

l ,,

Steg 4; Pick Files to Show {leave blankto see all lilesll

I v Search [

6. Select the Album (Grouped) text.

Hhewscheme
l

’ Steg 1: Create View items‘ lStep 2: Name Scheme]

Preset: Albums (grouped) 1‘ Aulomme

Album (rou ed;Album -

l§t_ep 3: Modify Properties]

Image" Audio

TYEE pCIStlDl'II Automatic

ff) Populate tree

El Honor parent scheme Search stnngs

33639 4 Pick Files to Show gleove blankto see all files}

‘ Search
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7. Click Delete.

I View _

'SteE 1. Create View Items {Stag 2 Name Scheme’

PVBSBV Albums (grouped) A“‘°'“ame

Album (touped)
Album T , __

. [Step 3: ModiMPrgpertiesf

Image: Audit!

Tree postion: Automatic

E/1 Populate tree

E] Honor parent scheme search strings
 ___._:_________.__ __v

I Steg 4 Pick Files to Show {leave hlankto see ali files) '
| { » Search
i _A -. , i

8. Ciick OK.

Siep 1 Creaie View items ' Step 2 Name Scheme

Pyeset; (Custom) E Auto-name

Al I: u m i Add’

I Edit ] "1?3tep3:MTdfl$}i3ro*pn§ies

Delete ‘ Image: Audio
Tree postion: Automatic

Up

| Populate tree
[ Dow“ Honor parent scheme search strings

"St. p 4: Pick Files to Show (leave blankto see all fie?!

v Search |

Le...
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http://web.archiVe.org/web/20050119225826/http://promixis.com/pdfs/NetRem

ote_LE_N etwork_Configuration_Guide.pdf
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NetRemote LE Network Configuration Guide

Automatic Network Configuration

NetFtemote works by “talking” to J. River Media Center (JRMC) over your network. It
works with both wired and wireless networks. NetRemote is designed to
automatically configure and connect to any computers on your network running
JRMC. You must have your devices already connected to your network before
configuring NetRemote.

Start J, River Media Center on your computer.

Start NetRemote (either the Windows or Pocket PCversion). NetRemote will take a
few seconds to examine your network and try and find any computer that is running
JRMC. After NetRemote has completed this step, you will see a screen similar to
below, depending on what Media Center is playing.

The wslery
n:-«m.-os:17- 11 on:

a-can-c-or in-«snout um
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If NetFlemote cannot connect to JRMC you will see this message on the Windows
Client.

Network DEIECIIOFI Failed

Metfiaemoteoouidrntdetecttheserveronyournetworlt.Cid(OKtoenI1erahostrIarnernar1u$;.

On the Pocket PC client you will see this message.

NetRemote C Iii 7:10

Network Detection Failed ®
Merflamte coLld not detett the

answer on your network. (Id-: OK
to enter a hcrstnane r-nanudv.

Proceed to the Manual Configuration guide below.
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EXHIBIT A

In some instances, depending on your network configuration and security settings,
automatic configuration may not work. In this case, follow the steps below.

Step 1. Configure J. River Media Center (JRMC)

Start JRMC. Open up the
Options dialog by
pressing Ctrl-O or from
the Tools Menu.

i5i3'~’:“'l'
fi. Playing NowMedia Library

E Plavltsts
is Q Drives &De\.-ices
IE fifiugans

Import Media...
Acquire Images. .
RIDCD...
Burn CD of DVD,
Advanced Tools

Send To
Library Tools
Image
Locate

Sims
Plug-in Manager.

it independent only, a la
lal music store in the world

CD Baby: a little CD store with the
best new independent music

The Options dialog is then displayed. Select Startup. Under actions, check the
Run Remote Server box and specify the port address. In most installations the
default port of 20002 will work fine. Click OK. You are now finished setting up JRMC.
Leave JRMC running.

Starlup Interface

M ode

Location: Stall

1

Actions

E

Startup Volume

El Enable

Standard View

Flemember Media Mode

Show splash screen

E Check for updates every 14

[: Start playing current playlist

daylsl

Flun Flemote Server on port 20002

802

U Optimize volume for best sound quality on startup
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Step 2. Configure NetRemote for Windows.

Start NetRemote. If NetRemote cannot find JRMC, the screen below will be
displayed.

Network Detection Failed

Netflenotecaoud ruc:tdete<1theserveronyourn-etwortdckoxto erueratrestxmatruewiarmidy.

NetRemote Options

Default Host

Delauh Host

The hostneme entered bel-owwili be used
as he defaulthostfor el plugins.

Hostname

To find your computer's hostname on [>3
Wiridcrws KP, simply right click on ‘My
Computer’ and select "Properties"
Then selectme 'Compu§31Nerne" tab The
hostname IS displayed as the ‘Full Cornputer
Name‘

Enter the name or IP address of the computer running JRMC in to the Hostname box.
Click OK. If you do not know the computer name or IP address, follow the steps
below.



27

EXHIBIT A

To find out your PC’s Computer i».

Name, press Start and select My :f,,":",,;f,f,:T"°"
Computer. Alternatively, double click
the My Computer icon on your
desktop.

 “."'-‘yr :

u‘ Muscat: man we a sun «,

-Ccrnmaxd Non‘)!

AI Pvograms D

Click on view system information.

Erik gran Fpovtes I005 Lab

__,a n 1 Starch .-Fouaers -'27:‘

fllrdiiikhu

mIu1:E1.md\_asa':on:na:::v:aa1a1dthearnonnxt!|s&itwarion-.
99% Lula» 0st (1; ,

fil 3.0 uneronxv

llalunriiorhns

Isun can rn to-:.em-v larger?‘ (:1
Other

mt‘ -;v;-aw 341-: B not Dev»:

9 My Bmtocth Hates
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You can also use your computer’s IP address. Click the Start button, Run and type
in CMD and press Enter as shown below

Type the name ofa program, folder, document, or
Internet resource, and Windows WI“ open it for you.

At the command prompt, type ipconfig and press enter. The computer's IP address
is then displayed as shown below.

an . '
ii:ru<;uft Uinduufi: XI’ lUer'»iun 5.1.26Ir3U|

(C) (,'opu1~.i_~;l11. 1985 EWJI. him-u::oft, (Em-p.

.::'\Ducu|nent.:: and Set: in9;':‘.Il-H1‘itipr-nnl’ i_-4

Jimiouc IP Cunfiglu-at ion

Ethernet adapter Home Do(:l-ting Stc\t.ion:

Connection~spev:ific DNS Suffix
[P Rddress. . . . . . . . . . .
Subnet Mask . . . . . . . . .
Default Gateway . . . . . . . .

192.1b8.1.2l4
255-.25.'i.25'u.B
192.168.1.1

I-.t;he1~net: adapter Bi.nilt.1'n Fthernet:

Media State . . . . . . . . . . . Media disconnected

.‘. : \Dm:uments and Set.t'1'ngt.'- II-.HP>_

Type the number in the box (in this case “192.168.1 .214”). Type exit to leave the
console window.
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If NetRemote can still not connect with JRMC, you will see the screen below.

Search Iledia librai
CIILK Htffi flilffltlp lI'Ula'IIE5'h VUWQ

Durat... Artist

I-—-davos:52£3s'
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This will display the NetRemote Options dialog. Select the Plugins tab. You
should see the screen below.

néinémté Options

General Plugins ]Default Host! Hotkeys ‘

Plugin / Plugin lnstances
-0

Create Instance

Cm J

Double click MediaBridge.

‘rial-lernote Options

General Pluglns ‘Default?-lost] Holkeys

Plugin / Plugin Instances

- MediaBndge

Cancel__.._.. ..,_j_.._._ ._ .4

Highlight the first entry and click Properties.
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In the Host box, type in the name or |Paddress

of the computer running JRMC. Next enter the
same Port number as you used to configure
Media Center. Again the default of 20002 should

work fine. If you need help finding the IP address ll
of the computer running JRMC, follow the D0-‘faulllmg Size ,
instructions below. c.,m,.,| Fgm ’

Click OK once you have entered the computer L""'"y Rm“
name or IP address_ 2”’ Use "Add To Playlist" Menu

l" Show Playing Now In Tree

Elle l'_1eip

Q Mucus Cencur Nelllllnouli 1.0.0

Piaaa&I(,MociaKc-rs-Sc-Iu|.nAI|-or)
flI:O1II'l|S‘!-LHl|'.lI

How Come You Don‘... Alicia Keys
A Woman's Worth Alicia Keys
Jane Doe ..) Alicia Keys
Goodbye Alicia Keys
The Life Alicia Keys
Mr. Man Alicia Keys
Never Felt This Way... Alicia Keys

_ Why Do] Feel So Sad Alicia Keys
10 Caged Bird (Outro) Alicia Keys
11 Lovin' U J Alicia Keys

3I_I=I3 K255

~D@\lU‘U‘|-DL~Jf\a
Track: Piano ll
Album: Songs In A lfinor
Artist: Alicia lays

Composer: Alkia Keys
Genre: lock
Year: 2001
Tracks: 1 Raung: g g 1 g '

CQIIZIt Ihster Zane — -3-00¢“ 091155.65

You will see the screen above when NetRemote connects to JRMC. If you are still
experiencing problems, please visit the Net Remote Forum on the Promixis website
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Step 3. Configuring Netflemote for the PPC.

NOTE: This guide assumes your PPC is correctly connected to your network using a
wireless connection.

Start NetRemote. If NetRemote cannot find JRMC on your network, the screen below
will be displayed.

Nettlemote

Network Detection Failed (9

N-etRe-mote could not detect the
sewer on your network. Click OK
to enter a hostname manually.

Tap OK. NetRemote will then ask you to enter the hostname for the computer that
you want specified as the default host.

r—vl ..
,{‘3'j'!NetRen1ote 4.? 1% 12:03 ®

Default Host

The hostname entered below will be
used as the default host For all plugins.

”°5*“°"“‘e

To find your computer's hostname on
Windows XP, simply right click on "My
Computer" and select "Properties".
Then select the "Computer Name" tab.
The hostname is displayed as the ''Full
Computer Name".

Default Host Hotkeys I

Tools Help El‘-
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To determine the computer name or IP address using the steps described above for
the Windows client.

{L23-if,.4etRenmte ~- : In the Host box, enter either the computer
” name or lPaddress. If you don’t know the IP

__ __ address, see the section above for how to
Host determine it. Next, enter the Port number.
port 23332 The default number, 20002, should be fine

_ unless you changed this when configuring
Default Ima size We.

C°“t*°lF°*“ Tl
Tap O K.

Ubrarvroot TI
[1 Use ".-‘-‘-.dd To Playlist" Menu

E] Show Playing Now In Tree

'=m'

Tools Help Bk

If NetRemote is still unable to connect to JHMC, the screen below will be displayed.

Minn:
AI'tis1:

Composer:
Gene:
Year:

Tools Heb Please Register El-
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Select Tools/ Properties. Select the Plugins tab. The screen below is displayed.

figfiinetnemate 3:.‘ -(6 12:03 ®
ugin I Plugin Instances

MediaBridge
l-i-.:rripi::Ei]i:ii32 I:-1l:|:I

more

General Plugins Default Host Hotkeys

Tools Help ENA l

Click the plus sign next to MediaBridge and highlight the first item. Click
Properties.

Netnemote 4:1’ -(é 3:19 ®

Host

Port

Default Img Size

Control Font

Library R00‘ I:
[:| Use "Add To Ptayiist" Menu

[:| Show Playing Now In Tree

Lil

Tools Help Please Rejster El‘-

Make sure the Host name and Port numbers match the entries made when

configuring the Ftemoteserver in JRMC. Click OK. If NetFtemote still does not
connect to JRMC, please visit the NetRemote forum at the Promixis web site.



35

EXHIBIT A

http://web.archive.org/web/20050120005959/http://promixis.com/pdfs/NetRem

ote_LE_Instal1ation_Guide.pdf
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NetRemote LE Installation Guide for J. River Media Center

1. Download NetRemote.

Download NetRemote LE from Promixis and save the file on your computer (your
Desktop is an easy place). You may delete the installation program when finished.

2. Install NetRemote.

NetRemote is installed by running the file you just downloaded. Double click the file
to start the installation process. The first screen is the NetRemote license

agreement. Please read this carefully. Each license allows you to install NetRemote
on 2 different personal computers (PCs) or pocket PC’s (PPC).

‘_ Setup — Ietflemote II: '.v|.II1E

Licensefigeemed
Please read the following important information beéore cominuirzg

Please read the following License Agreement. You rnua accept the terms of this
agreement before oontinuing with the installaion

"iiéiiiéiiide" Promixis End Usemr”L‘i’e§n’se Agreement
(EULA)

Please read the following tenns and condfions before using this
software. This document provides imponant information concerning
the software. provides you with a licence to use the software and
contains warranty and liability infonnation.

Next, you will choose which version of NetRemote to install. If Activesync is not
detected, only the option for installing the Windows version will be selectable.
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3. NetRemote for Windows (98,Me,XP,2000,2003)

The destination folder is where the NetRemote program is installed on your hard
drive. We suggest you use the default folder as shown below. Click Next to
continue.

'5-:‘I'l.In n.rtRemote LE 51r|II:l"

Sded Deslinaion Locdion
Where should NetRemote LE Sude be installed’?

. Setup wul install NetRemote LE Suite unto the fotlowrng folder.

To continue. click Next If you would like Qseled a different folder. ckck Browse

N least 4 7 MB of free disk space is requored

'_ -‘irrun IIcItR£.-:I'IvnteI.E gaunt
Seled Sat Menu Folder

Where should Setup place the program 5 shortcLns7

Setup will create the program’: shortcuts in the lollowing Start Menu folder
To continue. click Ned If you would like to select a dfferent folder. click Browse

Browse
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After NetRemote is installed, you can then select to have Short Cuts created on the

Desktop and Quick Launch bars. Select the options you want. If you have an
ActiveSync connection, the option to install the Pocket PC Client is available. Click
Next to continue

; Setup NEIREVMOIEVVLVESUIIEI

‘.'l'hncl‘~ addmonal tasks should be oen‘onned7

kSelect the additional tasks you would like Setup to pef‘f0l'rTl While -rlsaaling Net FlernoleLE Suite then click Next

Mdmonal scans

E Create a geskiop ICON

E Create a_ Q_ui<_:k Launch icon;

Also lnstall Pocket PC Client
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4. NetRemote for the PPC (2002, 2003)

The option for installing the PPC version is only available on computers that have
ActiveSync installed. After installing the PPC version, if your PPC is connected,
Activesync displays the screen below.

‘i .
Select a program's check box if you want to instal it on you
mobile device, or clear the check box if you want to remove the
ptograrn lrom your device

Note: If a program that you installed is not listed, the program was
not designed to be used on your mobile device,l‘
l
l

Flitslalfrng Appfications

Space recwed lot selected programs:
Space avaiable on device:

I7 _|nslal| program into the dew instalalion folder
Remove from both locations

To remove the selected program from both
your device and this computer, click Remove _

1 _,,fl:‘P._..l

Click Yes to install in the default directory (suggested). Activesync will then display
a progress bar as the application is installed.

. Instalfing Knfiicd box: T —

Installing Prornixis NetRemote.

IIIIIIIIIIIIIIII

lg
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When the installation is completed, Activesync will display.

4. . ._.._
Select a program's check box il you want to instal it on your
mobile device, or clear the check box if you want to remove the
program from your device.

Note: If a program that you installed is not listed, the program was
not designed to be used on your mobile device.

1- . ._ ___ - _. __

Applraunn Dnurnlnadrlig rornnilete

Please check you motile device screen to see if addtional steps are necessary to complete tins instalanon.

OI:

‘Space l§5lIJ_l'8dT0f selected fio';'ir'a'rns:
Space available on device:

l7/' install program into the deiailkinstalatron folder
Flemove from both locations

To remove the selected program from both
your device and this computer, click Remove. *#l

l:l seal , 5°"L,.l

Click OK to continue.

If your PPC is not connected to your computer then Activesync will show the screen
below.

Select a program‘: check box it you want to install it on your
mobile device, or clear the check box if you want to remove the
program from you device.

Note If a program that you installed is not listed, the program was
not designed to be used on your mobile device

Space required for selected programs.
Space available on device
l7 lnstall program hto the default installation folder

Flemove from both locations

To remove the selected program from both
your device and this computer, click Remove. ....- .- _.___i

:l ,,,.,__s,_l __¥.’fl°___
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Click OK to continue. When you connect your PPC, NetRemote will be installed as
described above. See your PPC device and follow the instructions on the screen.

[inf I!¥:nu; 1"1.':|-_.-i.;:- ."" If} ‘1.

Copying

\Pro9ram
Fies\NetRemote\lpngce.dI

Hill-

Pocket Excel Pocket MSN Pocket
Word

5. Final Steps

Before the installation ends, you will have the option to start Media Center (if
installed on this PC) and to launch NetRemote (if installed on this PC). It is
recommended you start Media Center prior to starting NetRemote so that NetRemote
can automatically configure the network settings for you.

Please see the NetRemote LE Network Configuration Guide for setting up
NetRemote on your network.
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http://web.archive.org/web/2005011922545 1/http://promixis.com/pdfs/NetRem

ote_LE_Setup_Guide.pdf
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NetRemote LE Setup Guide

This guide explains how to setup the NetFlemote MediaBridge plugin for J. River's
Media Center. For problems with network configuration, please see the NetRemote
LE Network Configuration Guide.

Start either the NetRemote Windows or Pocket PC client.

Open the Properties Page.

For the Windows client, click Fi|e/ Properties.

For the Pocket PC client, tap TooIs/ Properties.

I
IN Mystery -

| OI'.40lIS:17-I10-F13

Album: kn din hldsu. VI-0.2
Anist: Van .ll'l!II

Composer: Van-bnisn
Genre: nut
Year: 1993
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General Tab

Nctkemote Optmns 7 7 Netgemn

Gefiefal I Plugns § Default Ho: T Hotkeys General Options

Wm“, Demon:

W“ “WY. Always Stay on Top
rune hh:rnm

Defaun F0” P'°""° J Start Fdscreen

Date Form |§33§5]dE{d'ad§ " “ Disable Bink(Toshiba fix)

Time Format Ftmmtss “W ____

Window Opacfiy I{C = Transparent to 255 = 255Ooaauel

Start Full Screen sets NetRemote to start up full screen.

Always On Top Option (Windows Client Only) keeps NetRemote always visible.

Default Font sets the font used to draw buttons and labels. In most instances, this
should not be changed.

Date Format controls how the day of the week is displayed. Each “d” represents
one letter, ie. “ddd” for Monday will show “Mon".

Time Format controls how the time is displayed. “hh:mm:ss" will show the hour,
minute, second.

Window Opacity (Windows Client Only) is used to make the NetRemote window

transparent. Values less then 200 are not recommended. This setting is useful with
the Always On Top option.
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Plugins Tab

On this tab, the list of NetRemote plugins are displayed. In the LE or IR editions of
NetRemote, this is limited to the MediaBridge and IR plugins respectively.

NetRemote 3:,’ 4% I231 ®

Gonord "‘¢G"5 [>l*'luII~:u **:n<qx plug-n/pbgin Instances
Plug: . Plugvn -rmatte-a

~-sfi

Each plugin can have multiple “instances”. This allows Netl'-iemote to communicate
with more then one server. For instance, you could have Media Center running on
multiple computers. Click on the plus sign to view a list of connections. The screen
will change as shown below.

lletllemole ODDOIIS

General Pil-|9'"5 Host Hotkeys l
Plugun Plugin instances

‘ — Mediaéndge‘ ’
1 olpc 20002 (-10)

1%

To change the configuration of an instance of the plugin, click on it to highlight it and
then click on Properties. This will bring up the next dialog box.
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MediaBridge Properties

JRMC PM-n ' " uemenmti: 3: -45 2:25 (9

“°5‘ l:|
POT! POW 2000?.

Default Img Size ‘ i Default {mg size
Control Font ' Control Font  |

« ~ - V » “b'a'Y*‘°°‘ l:lLibrary Root
|:l Use "Add To Playftst" Menu
D Show Playing Now In Tree

El

l’ Use "Add To Playlist" Menu

Show Playing Now In Tree

c ll ', u:*r=!=:L;

Tools HQ Please Reyster 3'‘

Host specifies the computer that this instance of the plugin connects to. This can be
the computer name or the IP address.

Port specifies the port that NetRemote uses.

Default Img Size is the size of cover art images that NetRemote will use. On
windows clients use Large or XLarge. On Pocket PC devices, you may want to use
Medium or smaller. This is done for performance reasons.

Control Font specifies the font used to display the media library and playing now
lists.

Library Root is used with Media Center. It specifies where in the Media Library
that NetFtemote should begin displaying from.

Use “Add to Playlist’’ Menu adds the option to add songs to a playlist in Media
Center. This option may cause performance problems on slower Pocket PC clients.

Show Playing Now in Tree will display the currently playing songs in the Media
Library tree.

Press OK to save you changes.
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Default Host Tab

{Q7 |NetRemote
Gene:-all Piugins 59'9"‘ H95‘ Homers‘ Default Host

The hostname entered below will be

Dam" Hos" used as the default host For all plugins.The hnstname entered below will be

used as the deéaul host for all plug‘:-is Hostname
Hosma-me ‘

To find 3%.! computers hostnarne onWindows XP_ amply ngfl click on
Computer" and select " Properties’

To Find your computer‘: hostname on
Windows XP, simply right click on "My
Computer" and select "Properties".
Then select the "Computer Name" tab.
The hostname is displayed as the "FullThen selecx the ‘Compiler Name tab --

The hostname is displayed as the Full compute" Name 'Corrouter l‘-lame’

Default Host specifies with host computer NetRemote should connect with first.
Enter either the computer name or IP address in this box. Click OK when done.

HotKeys Tab

Inetkema

General fiiugmuililotlulfiun H‘l”“|9'¥3[{-.1 The hostname entered below will be
used as the default host for all plugins.

Prompt

C-ev-eta‘ Onions-
Srari F uustreen

Atny: Stay on To;
Use "Extreme Config" Mode?
(Confirm each key)

[E

‘flmuwu Duct:
:0 - Tuanspaerlt rr.. (5%-
Opaque!

The Extreme Config mode is usually not necessary. Click NO unless you are having
problems configuring your device.
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Netfiemote will then configure all of the HotKeys found on the Pronto (or similar)
remote controls. The commands these keys are linked to are specified in the current
CCF file.

Nclitfinfinrun vh. 0;»!-um

Gonorl Piugmo Dcfnulhall *‘4-"‘*-W- mfigure Hotkeys
Cnrigurs I-¢Jta-"rs

am“ ‘M H[‘" Fm Prcss"he Hotxey For:
TSUSOOO: Far Left
RC9200: Menu
Custom: Far Left

tsunxxz F er LER
HCWW Marni
Cu shun F It Left
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Configuring J. River Media Center for Album Covers View

NetRemote will display all of your albums by cover art, as shown below. This
requires you to create a new View Scheme in JRMC.

77 Viauihllioo-lnvebtlesflfll-Goth Slcne:x7NttsW|Von-no-can-nu

lg*»-»'-wax

In ninety
01:55 I lI5:1J- 11 £13

Hun Curtis
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Adding the album covert art View Scheme to JRMC:

1. Start JRMC.

2. Open up the Media Library tree by clicking on the plus sign.

Start

-5- Piaying Now

i;£?%.;—E%‘i
'99 Drives & Devices

5 Plug-ins

3. Right Click Audio.

anigmn

Ei-B-Pavmflrm

Ia lliT.T_-‘.'.‘E
;
9

l"iiideo
EII|Advari-i:ied

Iweiaivieda
afimuiszs
E! -5! Drwesflioeirlires

EIEIPHJ-ris

4. Click Add View Scheme.

Estart

-E-Piayirigiiow F"
isiinediaiiorary

J’ —

at I‘

mowd‘ AddtoPiayingNow
igmmjvi SendTo . ’

xi! Add view SChe|T\e..K- Edit View Scheme...
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5. Select Album (Grouped).

’viewscneme

Steg 1: Create View Items

Preset Albums (grouped)

Album a

Steg 2: Name Scheme

LZJ Auto-name

l
l
l1
ll
l
l

Steg 3 Mzotllfx Progzertiesl

Image: Al-ldlo

{Z} Populate tree

2' Honor parent scheme search strings

I

I Tree postlon: Au(Qmat|cl

l

Steg 4: Pick File; to Show (leave blankto see all filesr

I v Search |

6. Select the Album (Grouped) text.

{§teE 1: Create View Items ' ' Steg 2: Name Scheme

Pfeset Albums (grouped) [21 A“‘°:“‘3”‘9

Album ‘
. |SteE Zl. Madly Properties

Image: Audio

Tree postion: Automatic

-* E] Populate tree

D°"’f"_ J ' Honor parent scheme search strings
;SteE 4: Pick Files to Show (leave blankto see all files!

v
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7. Click Delete.

Viewscheme

‘ Steg i create View items Steg 2: Name Scheme‘

PTBSBII Albums (grouped) 9] A"‘°‘"fl"“9

Album (grouped) Add tAlbum T-— I 

Ed“ , i Stegii lvlofliy Pregmeiitiesl

Del te I ’ Image: Audio
’ Tree postion: AutomaticUP ’ .

‘C/_ Populate tree

DOV" I L L7.‘ Honorparentscheme search strings
Stag 4: Pick Files to Show gleaverblanktor see all files]!

' I v Searchl

8. Click OK.

Viewschem

[Step 1; Creete View lterrls Sleep 2 Name Scheme

Pre set; (cuggo m) Auto—neme

Album

Step 3 Modify Propertiesi

Image: Audifl

Tree postian: Automatic

Populate tree

D°""" Honor parent scheme search strings

Step 4; Pick Files toghow ueéifé blankto eee alliileel

I v Search l
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http://web.archive.org/web/2 0050 1 1 92 25826/http://promixis.com/pdfs/NetRem

ote_LE_Network_Configuration_Guide.pdf
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NetRemote LE Network Configuration Guide

Automatic Network Configuration

NetRemote works by “talking” to J. River Media Center (JRMC) over your network. It
works with both wired and wireless networks. NetRemote is designed to
automatically configure and connect to any computers on your network running
JRMC. You must have your devices already connected to your network before
configuring NetRemote.

Start .J. River Media Center on your computer.

Start NetRemote (either the Windows or Pocket PC version). NetRemote will take a

few seconds to examine your network and try and find any computer that is running
JRMC. After NetRemote has completed this step, you will see a screen similar to
below, depending on what Media Center is playing.

lie Mystery ’
M.‘ IC5:l7- 11 H1,

Album: hseolhnuouison. Vol.1
Anist: Infinha
Composer: Van finish.
Gene: hunk
Year: 1993

QMOO-aouviau-IlclIurrI&lf1OO”
milk-WI:-cw-nu:-swan-kuuwwznto l

on.aor_I_A_-go-urn! __ l
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If NetRemote cannot connect to JRMC you will see this message on the Windows
Client.

Network Detection Failed

NetRmuemmdixxdetectdEsavamwurnamm.Od(0KtoHnaarounammmuay.

On the Pocket PC client you will see this message.

NetRemote (ii 3 7:19

Network Detection Failed db

NetRem-ote codd not detect the

server on your network. Cick OK
to enter a hostname manualy.

Proceed to the Manual Configuration guide below.
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Manual Network Configuration

In some instances, depending on your network configuration and security settings,
automatic configuration may not work. In this case, follow the steps below.

Step 1. Configure J. River Media Center (JRMC)

Start JFtMC. Open up the
Options dialog by
pressing Ctrl-O or from
the Tools Menu.

Advanced Toots
-' ._ _‘ I‘.

E Plavfig Now sand 70
E Media “hwy Librarv Tods

' Image
Locate

Plavhsis

IS) Drives &De\.'ice5

El a Plug-ins ‘IMO
5°” ’ nuces within MC
Ptugan Manager...
Service 1'“""-‘j9P‘5’"‘3‘°"t°"“V: 3 ‘5

Isl music store in the world

>i

CD Baby: 3 lirtde CD store with the
best rie-.2: independent must:

The Options dialog is then displayed. Select Startup. Under actions, check the
Run Remote Server box and specify the port address. in most installations the

default port of 20002 will work fine. Click OK. You are now finished setting up JRMC.
Leave JRMC running.

File Associations

zg File Location

‘ Remote Control

fisiavup
[[3 Tree & View

ii TV Tuner

Startup Interface

Mode Standard View

StartLocation

El Remember Media Mode

Show splash screen

Actions

Check for updates every ‘l4 day[s]

C] Start playing current playlist

Run Hemote Server on pot! 20002

Stattup Volume

Cl Enable 302;

‘TI Optimize volume for best sound quality on startup
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Step 2. Configure NetFie-mote for Windows.

Start NetRemote. If NetRemote cannot find JRMC, the screen below will be

displayed.

Network Detection Failed

Click OK.

NetRemote Options

Default Host

Dciaufi Host

The hoslnama emered bal-owwill be used
as the default hostfor all piugins

Hostname I —

To End your compmefs hostname on R?
Windows XP. strnplynghl cick on ‘My
Computer‘ and select ‘Properties’.
Then selectthe ‘Computer Name‘ lab. The
hostname is displayed asfue ‘Full Compmer
Name”

Cancel | [

Enter the name or IP address of the computer running JRMC in to the Hostname box.
Click OK. If you do not know the computer name or IP address, follow the steps
below.
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To find out your PC’s Computer
Nam e, press Start and select My
Computer. Alternatively, double click
the My Computer icon on your
desktop.

oevlcsvlhlle-no~&hSton9e

% 3'43 owe mu
._..

flctuorkorws

*7: Man Sam.-on "Ie‘:tl'*-ff Msoc1'(2'}
(nicer
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You can also use your computer’s IP address. Click the Start button, Run and type
in CMD and press Enter as shown below

Type the name ofa program, folder. document, or
Internet resource, and ‘»=‘u'indo','.'s will open it for you.

At the command prompt, type ipconfig and press enter. The computers IP address
is then displayed as shown below.

)1 I-In will‘ UIIIJIJU. tut‘? ill“ '!.'.E:“l-1“!
-.I'.'v I:up-,u-Jqlur _1'r‘H‘.a 2|/Ml Ht-1-n;.uft Ifm-p.

'2: Uh-‘lIl'\(!f|"‘» and Sen inu‘. '.Tl-‘l‘l}'>i|n uni in

n”i.I'H1U|.vl". 1P Cnnfigtll‘-u inn

L'fht‘!‘l1|','.i <ut«tpl'n-91* Ilene Docking Station!

(ionnr.---lion 3],‘-m~.iEi-t DHS Sllffik
IP R11-ilrfl“ . 1'iH.lh8.l.'_Il‘I

Sllhllfff "fix R . . . . . . . z(|.l-l:'D'I..-).tIt).‘1
ll:-fault. Ca.t.mmv,- . . . . . . - 192.]!-8.1.1

l'l}lPi‘llt‘1 adapt er I':ni'lt in lrllwrneti

Hmlin, State . . . . . . . . Media din-'-mrvccted

.‘: \Dm‘un»nt :‘ and RH i im_;::\fl~HPl*_

‘V7

Type the number in the box (in this case “192.168.1.214”). Type exit to leave the
console window.
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If NetRemote can still not connect with JRMC, you will see the screen below.

lie-tRenxIte '
E: zen:

@ Medea Gaucho NetRe-mote LE 1.0.0

Durat... Artist

R335"? ‘R! I I’ I

"”lom"‘""iv 6§':§§':§? IJ
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This will display the NetRemote Options dialog. Select the Plugins tab. You
should see the screen below.

lvetflemote ‘

General PMQWS illefauit Host Hokeys I

Plugin I Plugin instances
+

Create Instance

Double click MediaBridge.

NelRemote Options

General PIUQMS |DefaulI-lost! Hotkeys 1

Plugin I Plugin Instances

- MedraBndge

Remove J Profinies

OK ] Cancel I

Highlight the first entry and click Properties.
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In the Host box, type in the name or IP address

of the computer running JRMC. Next enter the r_____~_
same Port number as you used to configure i

Media Center. Again the default of 20002 should PM 20035“
work fine. If you need help finding the IP address _.__,
of the computer running JRMC, follow the 06'8"" "I19 Silt XLBVQC

instructions below. Control Font Vfldam,

Click OK once you have entered the computer Libra” Rm"
n am e or I P add ress_ Use "Add To Playlist" Menu

Show Playing Now In Tree

i
Cancel 1

_ us:

6Niednaccnbgv |NelRemotal.E1.0.0 T :3 xAA_ . _ Search Iledla Libra
Pnuioiléfl-ma lgvs-Sua9sInAIh-nor) m,_Sea|,chS"ing ,00:97/01:51-1or11 _ -‘

Artist

How Come You Don’... Alicia Keys
A Woman's Worth Alicia Keys
Jane Doe Alicia Keys
Goodbye Alicia Keys
The Life Alicia Keys
Mr. Man Alicia Keys
Never Felt This Way... Alicia Keys
Why Do I Feel So Sad Alicia Keys

10 Caged Bird (Outro) ' Alicia Keys
11 Lovin' U Alicia Keys

EL K225

2
3
4
5
6
7
8
9

Track: Photo I: I
Album: Songs In A haw
Artist: Alicia Keys

Composer: AL‘-cu Keys
Genre: Rnct
Year: 2001
Tracktz 1 Rating: a fi a g g >

Hester Zone ”°M3V°9=15=09 fl

You will see the screen above when NetFiemote connects to JRMC. It you are still
experiencing problem s, please visit the NetRemote Forum on the Promlxis website
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Step 3. Configuring NetRemote for the PPC.

NOTE: This guide assumes your PPC is correctly connected to your network using a
wireless connection.

Start NetRemote. If NetRemote cannot find JRMC on your network, the screen below
will be displayed.

lNetRemote (F £3 -(Q 7:19

Network Detection Failed

NetRemote coijd not detect the
server on your network. Click OK
to enter a hostname manually.

Tap OK. NetRemote will then ask you to enter the hostname for the computer that
you want specified as the default host.

,£:—7;'lNetRen1ote 3:.’ 1% 12:03 ®
Default Host

The hostname entered below will be

used as the default host For all plugins.

“°=‘i“°""‘e

To Find your computer's hostname on
Windows XP, simply right click on "My-
Computer" and select "Properties".
Then select the "Computer Name" tab.
The hostname is displayed as the "Full
Computer Name".

Tools Help
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To determine the computer name or IP address using the steps described above for
the Windows client.

;3 .‘§12:Uu @ In the Host box, enter either the computer
name or IP address. If you don't know the IP

__ __ address, see the section above for how to

Host determine it. Next, enter the Port number.
Port 20002 The default number, 20002, should be fine

_ _ unless you changed this when configuring
oerauut mg sue me.

C°""°'F°"* d
Tap OK.

Ubrarvfloot d
K] Use "Acid To Fllaylist" Menu

E] Show Playing Now In Tree

Pletllemote

Tools Help El‘

If NetRemote is still unable to connect to JRMC, the screen below will be displayed.

Album:
Altist:

Composer:
Genre:
Year:

;Too|s Help Piease Register E!‘
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Select Tools/ Properties. Select the Piugins tab. The screen below is displayed.

PwnsK

Click the plus sign next to MediaBridge and highlight the first item. Click
Properties.

mdevi.

Port 20002

Default Img Size Medium

[:1 use "Add To Playfist" Menu

E] Show Playing Now In Tree

E

Make sure the Host name and Port numbers match the entries made when

configuring the FtemoteServer in JRMC. Click OK. If NetRemote still does not
connect to JRMC, please visit the NetRemote forum at the Promixis web site.
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pdabuyefwride
PDA, Smartphone, Tablet and Ultralight

Notebook Reviews

Palm Clie Pocket PC Linux Smartphone

News of Note:
HP Issues ROM Update for iPAQ 3715
Review: Averatec C3500 windows XP Tablet Notebook

Sony U Series Comes to America
Treo 650 Pre-order Opens on Sprint Network
Review: Motorola MPx220 MS Smartphone

PDA Reviews

Palm

Pocket PC

Sony Clié
Linux PDAs

Pocket PC Game Podz Reviewed and Give-away
5""a"Ph°"° ...More News

Handheld PCS 8: .NET 3 Motorola MPx220: The new MS Smartphone on the block packs an
r l amazing number of features into a small package. This trim clamshell

phone runs MS Smartphone 2003 SE, has a fast processor, Bluetooth, a
1MP camera, an expansion slot and MP3 stereo playback. It's a GSM world
phone offered by Cingular in the US.
Read the review.
palmOne Tungsten T5: The T5 is paImOne‘s new flagship model,
offering a high res + 320 x 480 color display, slate design, Bluetooth, a
416MHz processor and a whopping 256 megs of RAM that will survive a
hard reset or complete battery drain. it runs Palm OS 5.4.5 and features a

5 new USB drive mode that allows you to view the PDA's contents as if it
were a removable USB drive. Pretty cool!
R_e_ad__t_he r_evie_w_.

Averatec C3500 Tablet: Averatec makes the most affordable

H Windows XP Tablet on the market. This convertible design notebook

Psion -

Tablets 8. Notebooks

Discussion Forum

Accessory Reviews
Cases

doubles as a standard notebook and a tablet. It has a mobile Althori
processor, 512 megs of RAM and an integrated DVD+CD-RW optical
drive. And of course there‘s WiFi, Ethernet and more on this 5.5 lb. unit.
":°_3.‘,‘. "'9 '.‘,‘3-,!’.i.‘i"l" ,. .

HP iPAQ hx4705: This has been the month of the iPAQ with so many
new models released‘ The h><4705 is one of the most anticipated because it
features a fantastic VGA display and a super-fast 624MHz processor. Heap
on plenty of memory, Bluetooth, WiFi, both CF and SD slots and a touch
pad navigator and you've got the 4705. It's one of only two Pocket PCs
with a VGA display sold in the us.
R__ea_d._the review.’
Dell Axim X50v

Keyboards
GPS

WiFi Cards

Bluetooth

Storage Cards
Presentation Cards

Cameras

iPAQ Sleeves

De||‘s first VGA Pocket PC is a winner. This guy crams
a lot in for $499, offering a 624MHz ><Sca|e processor, Intel 27006
accelerated 3D graphics, plenty of memory, Bluetooth, WiFi and dual
expansion slots A fast unit with a pleasing VGA display that should be ahit.
Read the review.Interviews

HP iPAQ rx3715: This is HP's top-of-the-line rx30DO series model,
which focuses on multimedia features and good performance. The rx3715
has an excellent 1.2MP camera, a 400MHz processor, lots of memory and
runs Windows Mobile 2003 SE. If that's not enough, it has Bluetooth,
WiFi, and New AV remote software.
Read the review.

palmone Zire 72: This update to the hugely popular Zire 71 offers
serveral significant improvements. The Zire 72 is the first PDA to use the
new Intel Bulverde PXA270 processor running at 312 MHZ. It has a 1.2 MP
camera, an MP3 player, Bluetooth and a great software bundle.
Read the review.

Samsung i700 Pocket PC Phone: This 2nd generation Pocket PC
phone runs on the Verizon Wireless network in the US. It's got a lovely
transflective display, a 300 MHz Xscale processor, 64 megs of RAM, a VGA
camera and an SD slot that supports SDIO. That's a lot of features, and it
has great voice quality too! It comes with Pocket PC 2002 Phone Edition 05
and supports Verizon's high speed 1xRTl' Express Network for data speeds
averaging 60 - 70 Kbps.Read more.

palmone Zire 31: Meet the least expensive color PDA on the market.
This $149 model packs a lot of features into a compact and affordable
package. It has a 200 MHZ processor, color display, SD expansion slot and
an MP3 player.
Read the review.

Software Reviews

Sitemap
About Us

Contact Us

Search

Our Pa|mGear Store

ASU5 A730: Very, very nice! A reasonably priced VGA Pocket PC that's
attractive and compact. It has a 520MHz processor running on Windows
Mobile 2003 SE, a 1.3MP digicam, Bluetooth and both CF and SD slots.
That VGA screen is very sharp and colorful: definitely a model to consider.Read the review.

http://web.archive.org/web/20041 11501 1708/http://wwwpdabuyersguide.com/
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Search

New Accessory 8. Software Reviews
palmone SD Wi-Fi Card
Finally, an SD WiFi Card for the
Tungsten T3 and Zire 72, This
excellent card works well and includes
a VPN client.

Logitech Mobile Freedom
Bluetooth Headset
This 2nd generation headset is
extremely light, attractive and
ergonomic. It features "WindStop"
technology to reduce outgoing
background noise levels.
IOG EAR USB Bluetooth
Ada pter
This Bluetooth adapter works with
PCs and Macs, and allows you to use
all sorts of lovely Bluetooth
accessories with your computer.

Palmone GPS NavigatorThis Bluetooth GPS kit for the
Tungsten T3 and Zire 72 comes with
everything you'll need to hit the road.
It uses TomTom navigation software
and Tele/Atlas rriaps.

Think Outside Stowaway
Universal Bluetooth
Keyboard
The everapopular Stowaway XT has
gone Bluetooth. A great keyboard,
and Bluetooth allows you to place the
PDA where you wish. Supports
Bluetoooth enabled Pocket PCs.
Symoian Series 60 phones and the
Sony Ericsson P800/P900.
RoboForm
Tanker Bob takes an in-depth look at
RoboForm which allows you to
organize and store secure data on
your Palm. It has both desktop and
Palm 05 applications which allow you
to keep your sensitive data safe and
handy.

BackupBuddy for WindowsTanker Bob takes a look at one of our
long-standlng heroes, which offers
great power and flexibility in Palm to
Windows backups.

FAQs & How-to‘s:
Palm vs. Pocket PC

Windows Mobile 2003 SE Comparison
Pocket PC 2003 Comparison
Moving from Palm to PPC and vice
versa

Mac FAQ
Wireless Internet
How to Evaluate a GPS

WiFi / 802.11b Wireless
How Much RAM do you Need?

General PDA FAQ
All FAQs & How-to's

Free Pocket PC Themes
Game Reviews
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HP iPAQ 6315 Pocket PC Phone: The long wait is over and the
6315 is finally here with service from T-Mobile in the US. This device is
both a cell phone and a Pocket PC running windows Mobile 2003 Phone
Edition. It packs a trio of wireless with GSM, WiFi and Bluetooth, has a
VGA camera and a removable thumb keyboard. An excellent unit!Read the review.

Sony Vaio U50 U76: You may have read about the OQO and
Vulcan Flipstart ultra-personal PCS, but Sony beat them to it, releasing
the latest U series PCS. Imagine combining the form factor and to‘uch
screen of a PDA with a Windows XF notebook and you've got the U50
and U70 which feature Celeron and Centrino processors, enough RAM
to get you working and ports to connect to your favorite peripherals.
And don't forget the embedded WiFi 802.119 and wired Ethernet!
These Japanese models are available from importers and cost $2,200
to $2,700.
Read the review_.

Dell Axim X30: The first line of Pocket PCs running the new Windows
Mobile 2003 Second Edition 05 on an Intel PXA270 Bulverde processor
are here. There are three X30 models, and two of them have both
Bluetooth and WiFi. The top model has a screaming 624 MHz processor!
As always, these Dells are priced right. We review the 312 and 624 MHz
wireless models.
Read the Hliew. _ __
HP iPAQ rx3115: The
rx3000 models are part of
HP's Digital Entertainment
Pod<et PC model line
targeting consumers who
want multimedia features
and good performance. The3115 is the base rx model
but brings a lot to the table
for $349: it runs Windows
Mobile 2003 SE, has
Bluetooth, WIFI, Nevo AV
remote, a sharp display and
great sound.
Read the review.

Handspring Treo 600:
Those of you who've been
patiently waiting: the Treo
600 is here! Available on the
Sprint PCS and GSM
networks, the Treo 600 is a
feature-rich Palm OS
smartphone with an
integrated VGA camera,
thumb keyboard and a bright
color display. It runs Palm
OS 5 and has a fast 144 MHz
processor.
Read the review.

EXHIBIT A

Over 200 Reviews!
Palm 05 Games
Pocket PC Games
Linux PDA Games

Latest Palm:
Tantric

Equilibria
Fish Tycoon
Legacy
Warfare Incorporated
Microquad
Sega Action Games

Latest Pocket PC:
Octopuzzle
Creepy Pinball
Podz
Street Duel

Sky Force
Warfare Incorporated
Age of Empires

* All product logos and product names are property of their respective owners.
"‘ The products referenced on this site are manufactured and sold by parties other than pdabuyersguide.com. PDAgroove/pdabuyersguide makes no representations regarding

either the products or any Information vendors offer about their products. Any questions, complaints, or claims regarding the products must be directed to the appropriate
manufacturer or vendor. Copyright © 1998-2004 PDAgroove. All rights reserved. The graphical images and content on this web site are for private use only. All other rights-

including, but not limited to, use on other websites, distribution, duplication, and publishing by any means - are retained by PDAgroove. Federal law provides criminal and civil
penalties for those found to be in violation,

“ Read our Privacy Policy.

http://web.archive .org/web/20041 1 15011708/http://wwwpdabuyersguide.com/
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HP iPAQ rx3115 Pocket PC

Posted September 18, 2004 by Lisa Gade, Editor in Chief

With its Fall 2004 Pocket PCs, HP has differentiated their
lPAQs into three product lines, Digital Entertainment lPAQs,
Classic Performance iPAQs and the iPAQ §§15 Pocket PC
phone. The iPAQ r21715 and the rx3000 series models
comprise the Digital Entertainment iPAQs, and these target
consumers. Here in the US, there are three models, the
rx3115, rx4314 and rx37l5. Though the rx3415 appears only
in HP's US specs pages and not on their main site so we're
not sure if it will be available here. The carnera—less rx3115
seems to target the US market and hasn't been announced
for Europe or Asia, likely because of US corporate rules about
cameras in the workplace and even public schools!

The rx3115 is a very good unit for the money, offering strong
performance, Bluetooth, WiFi and the ever-popular Nevo AV
remote. In fact, all the Fall 2004 iPAQs except the r21715
have both WiFi and Bluetooth. Like the i21715, it sports HP's
new and not very sexy design, but unlike the 21715. the 3115
does offer a nice set of features for the price. At $70 more
than the entry level rz1715, the rx3115 brings a lot to the
table, adding a faster processor, Bluetooth, WiFi. more RAM,
a user replaceable battery and Nevo. if you can spare the
change, the rx3115 is definitely the better buy!

In the Box

The iPAQ rx3‘l15 comes with a replaceable Lithium Ion
battery. world charger. USB sync cable (not cradle), stylus,
earbud headphones, case, software CD and several manuals
including a thick "Special Features of the rx3000 series”
manual which covers the bundled multimedia software in
depth.

Features at a Glance

The iPAQ rx3115 is a compact device that has a 3.5" QVGA
transflective display, an SD slot supporting SDIO, WiFi,
Bluetooth and consumer grade IR. It runs Windows Mobile
2003 Second Edition (SE) with native support for both portrait
and landscape modes, has a 300MHz processor and ~56
megs of total available memory. Unlike its bigger rx brothers,
the 3415 and 3715, it doesn't have a digital camera.

Design and Ergonomics

While the rx series doesn't have the style and curvy good
looks of the last generation iPAQ 1945 and 4150 models, it

Accessories

EXHIBIT A

Software Shop Discussion

Deals and Shopping!

HP iPAQ RX3115 Pocket
E9

Hewlett Packard
Best Price §189.00

or Buy New

i'.'.'..=L-err-M"
, Privacg information

Compare Prices on the
Hewlett Packard iPAQ RX3115

Stores Prices

D $279.99
Shop Now!

$319.99

Shop Now!

HPShogQing

6-'"<__..
Newegg.com

Qigutchfield

PCConnec-tion

PC Connection

- $307.95
eCOST.com i‘)—h‘°:M

§§g all 24 deals (3270-§382)
Shop for other PDAS

$349.99
§hQp Ngw!

$349.95

Shop Now!

Questions? Comments?
Post them in our Discussion Forum!

View our Windows Mobile 2003 SE
Comparison Matrix

http://web.archive.org/web/20050717080613/http://wwwmobiletechreview.com/iPAQ_rx31 15 .htm
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isn't bad looking either. It's thicker than the i11715 and the
wider, shiny black side insets do much to balance the device's
angular silver and black front face. The unit is compact for a
Pocket PC. and as you can see from our comparison photo,
it's one of the smallest Pocket PCs. All rx3000 models use the
same casing and are the same size. they vary only in color.

Above: the palmone _flmg§_t§a_[a A§gS A776 Dell Axim
X30 and the iPAQ

The device has a clean design, and the only button you'll find on the sides is the record button on the upper left. The SD slot IS located on top as are the IR
window, power button, headphone jack and stylus. On the front you'll find an LED that indicates wireless radio status and another for charging status and
reminders. The iPAQ has a 5-way directional pad flanked by two buttons on each side. By default, these buttons launch. from left to right: iPAQ Mobile Media, HP
Image Zone. Nevo AV remote and lTask. On most other Pocket PCs. these buttons launch the PIM apps, but since this is a multimedia oriented device, HP went
with their multimedia apps. As with all Windows Mobile devices. you can re-map the buttons to launch any application you wish, and as with all 2003 SE devices,
you can specify which applications are launched when the buttons are pressed and held for a second or two.

The removable Lithium ion battery lives under a large door on the back of the unit, and the (loud) speaker seems to be located under the d-pad. As you'd expect,
the sync connector is on the bottom edge, and it's the same connector as the iPAQ 3000, 5000, 2200 and 6315 models. For example, my iPAQ 5555 charger
works with the rx31‘l5 as does my iPAQ 6315 cradle. HP now refers to this as the universal connector, but don't confuse it with pa|mOne's universal connector,
because they are different!

Display and Sound

The rx3000 series iPAQs use the same display and it's very bright, colorful and sharp. It has a neutral color bias and is perfect for viewing photos and watching
movies. It has a 3.5“ QVGA (240 x 320) transflective display, which are standard specs for Pocket PCs.

Sound is great on the n<3115 and all the rx3000 series models. as it should be for a multimedia-oriented device. The iPAQ is quite loud and you'll be able to hear
movies. alarms and music in rooms with average or a bit higher than average noise levels. Like all Pocket PCs, the iPAQ has a standard 3.5mm stereo
headphone jack, and unlike all, the unit comes with a set of earbud headphones. Sound quality is excellent through headphones and the volume is plenty loud.
The iPAQ Audio control panel allows you to control headphone treble and bass as well as set microphone AGC (automatic gain control). All Pocket PCs have a
mic and voice recorder, and the iPAQ is no exception.

WiFi

All Fall 2004 iPAQs (rx3000 series, hx4700 and the 6315) except the entry level iPAQ r2171 5 have both WiFi and
Bluetooth wireless networking. All use HP's new iPAQ Wireless as your one stop application for managing these
wireless radios and their connections. The large round buttons turn each wireless radio on and off. and the other
buttons allow you to manage each wireless connection's settings.

The iPAQ rx3115 has built—in WiFi 802.11b wireless Ethernet networking. it has very good range even though it
doesn't have an external antenna. The iPAQ uses the Windows Mobile Connection Manager (a part of the OS) to
manage wireless connections, and the device supports 64 and 128 bit WEP encryption, 8Cl2.1x using PEAP.
Smartcard or Certificates. It comes with the Windows Mobile Certificates applet for managing certificates. The
connection worked reliably for us when connecting to access points (with and without WEP) and worked
seamlessly with iPAQ Mobile Media.

Bluetooth

The iPAQ uses HP's Bluetooth Wizard which is powerful and user-friendly. It walks you through connecting to a
variety of devices, from your Activesync partner (if you have a USB Bluetooth adapter installed on your PC), to iPAQ Wireless is where you'll manage
mobile phones to access points and GPS units (it doesn't support Bluetooth headsets). The Bluetooth soflware is your IMF; and B/uetooth radios and
made by Widoomm and is version 1.5.0. I Activesynced wirelessly, connected to Belkin and Red-M Bluetooth connections.
access points for Internet access and transferred files to other Bluetooth enabled Pocket PCs.

Horsepower and Performance
HP iPAQ HP

The iPAQ runs a 300MHz Samsung S30 rx3715 iPAQ
2440 processor and has 56.66 megs of (zo3MHz) (4ooM|-I2) ,-X3115RAM available (about 10 megs of that is

Usedt gy lhlf 0? ant: at least anolhef 9 ) ISpb Benchmark index I 1335 I 1474 I 1031 1545 I 1211
mus e a oca e running programs .391 megs of persistence NAND flash CPU mdex 1307 1673 1010 i 1197
memory is available as the iPAQ File I IFi|e system index I 1184 I 1050 I 945 1387 I 1082

“a’:‘d':f1"o5u'|:5s‘E:'tI‘s‘:y":fii)’;’t"s'V° IGraphics index I 2774 I 3916 I 17:33 2956 I 2372
users. |'d |iI(e to see mare RAM‘ but the IPIatform index I 1291 I 1142 I 960 1422 I 1131
Unit is P°5i‘i°"ed 3' the b°“°'“ 0* IWrite 1 MB file (KB/sec) I 993 I 1030 I 755 1422 I 1053mid-level Pocket PCs and more RAM T

wow pemaps raise the p,ICe_ The IRead 1 MB file (MBlsec) I 22.7 I 28.6 I 19.2 23 18.8

http://web.archive.org/web/200507170806l3/http://www.m0biletcchreview.com/iPAQ__rx3115.htm
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Samsung processor is ARM and Xscale
compatible so existing Pocket PC
software will run fine.

How about video playback? Using the
bundled PocketTV Pro to play "The
Chosen" (a neat BMW flick with Clive
Owen) which is a 4:26 minute long, 10
meg MPEG1 file recorded at 320 x 240.
308 kbls, the iPAQ managed a
respectable 2496 fps. PocketMVP
played "The Chosen" at 23.98 fps, and
dropped 5 out of 6394 frames. The
rx3115 played the Spider Man trailer file
commonly found on the web (240 x 136,
452Kb/s encoded MPEG 1 file) at 23.98
fps and dropped only 2 out of 2640
frames. My own test MPEG1 file burned
from a DVD at a whopping 700 Kb/s
looked OK in playback with some
occasional stuttering, which is good for a
Pocket PC below 400MHz. it played
back at 16.88 fps using PocketMVP and
23.6 fps using PocketTV Pro. If you want
to play videos encoded at very high
bitrates, consider the iPAQ rx3715 which
handles that task well.

Gaming is also pleasant on the device
and most all of the current popular
games we tested ran well. if you're into
emulators, you will likely want the fastest
device you can afford. but if you're a
casual to moderate garner, the 3115 is
adequate.

Benchmarks

We performed benchmark tests using
Spb Benchmark, which has become the
standard for testing Pocket PC
performance. The iPAQ did well for a
300MHz device, but surprisingly didn't
post great improvements over the
266MHz iPAQ 1945, HP's older intro
level model running Windows Mobile
2003.0f course. the iPAQ rx3715, being
a 400MHz device, did the best overall.
The 3115 holds its own against the
312MHz Dell Axim X30, which also
sports dual—wire|ess and a compact form
factor. The Dell lacks HP's multimedia
software bundle, so if you're into MP3s
and video and like the sound of the
software described below, do consider
this iPAQ.

Battery

The iPAQ comes with a user replaceable
920 mA Lithium Ion battery. That's an
average size battery that should make it
a few days on a charge. If you're a
serious WiFi or Bluetooth user, or watch
a lot of movies, you might want to
consider the iPAQ 3715 which has a
1,440 mA battery or HP's optional 1,440
or 2,880 mA extended batteries ($69 and
$129).

HP iPAQ rx3115 Pocket PC, PDA Reviews by Mobile Tech Rcvicw
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Copy 1 MB file (KB/sec)
Write 10 KB X 100 files (KB/sec)

9
I 1029 I 745 I 1392 1041

93

785 I435 I .586 I 1056 I796
IRead 10 KB x 100 files (MB/sec)
Copy 10 KB x 100 files (KB/sec)

Directory list of 2000 files (thousands of files/sec)
internal database read (records/sec)

Graphics test: DDB BitBlt (frames/sec)

9.65

1024

748
33.3

I 9.51 I 7.98 I 10.2 I 8.18
629 I 550 I 960 I 721
19.8 I 27.4 37 29

1280 I 835 I 1329 I 1004
407 308 I 238 388 I 313

Graphics test: DIB BitB|t (frames/sec)
Graphics test: GAPI BitBIt (frames/sec)

20.4
I 21.4 I 13.5

29.8
I 22.1

427 913 I 272 392 325
IPocket Word document open (KB/sec)
Pocket lnternet Explorer HTML load (KB/sec)

Pocket Internet Explorer JPEG load (KB/sec)
File Explorer large folder list (files/sec)

48.1

9.76
187
715
268

I 36.1 I 92.5 54.6 42.3

I 5.73 I 4.82 10.2 7.98
206 I 71 220 169

592 I 568 763 619
Compress 1 MB file using ZIP (KB/sec) 230 I 207 3 1 2 240
Decompress 1024x768 JPEG file (KB/sec)

Arkaball frames per second (frames/sec)

393
157 I-501 I 297 I 551 I'417

262 I 112 I 158 127
CPU test: Whetstones MFLOPS (Mop/sec)
CPU test: Whetstones MOPS (Mop/sec)

CPU test: Whetstones MWIPS (Mop/sec)
Memory test: copy 1 MB using memcpy (MBIsec)

0,057
37.2

3.66
49.6

I 0059 I 0.043 0.034 0.062

43.2 I 28 55.2 41
3.88 I 2.75 5.44 4.02

I 115 I 50 59.5 48.6

http://web.archive.org/web/20050717080613/http://wwwmobilctcchrcview.com/iPAQ_rx3 I 15 .htm
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Software Bundle

The rx3000 series comes with generous compliment of multimedia software. You get HP Image Zone, comprised of a
desktop app and a Pocket PC app that allows you to view, edit and send photos via email, HP Instant Share E-Mail and IR.
HP image Transfer is for automatic transfer of photos and video from your HP iPAQ to your PC using Activesync. It works
with any Activesync method (USB, Bluetooth and Wi-Fi). it's really intended for rx models with digital cameras, but HP
bundles it with the rx3115 as well. Of course, you get the ‘iPAQ Entertainment" Today Screen plugin which replaces the
standard Today Screen view with large buttons for Mobile Media, Photos and Home Control (Nevo AV Remote). This is HP's
new standard for their multimedia units, but you can uncheck it from your Today Screen settings if you wish to use the
regular Today Screen. it's great if you mainly use the iPAQ for these multimedia apps, but likely most of us will also use the
core Pocket PC functions and want quick access to calendar, tasks and other handy Today Screen info. HP's iTask, a nice
task switcher, is also included. HP's iPAQ Backup (a re-branded version of the excellent Sprite Backup 3.0) is included in
ROM and will backup either your PlM info or all iPAQ data to an SD card. The HP Mobile Printing app is included in ROM
too, and this will allow you to print to a Bluetooth, IR or networked printer. 3rd party software includes the excellent PocketTV
Pro MPEG1 movie player which is installed in ROM. as is Ilium Software's Dockware. which functions like a screen saver
and displays photos and a calendar when the iPAQ is turned on but you're not using it. "I ‘It I-‘ ? Cl 7< 19 '35

Activesync 3.7.1 for the desktop is included, as is Outlook 2002. All Windows Mobile devices use Activesync to sync to Hp Wage Zonedesktops and sync PiM data to and from Outlook. If you have a newer version of Outlook, you can use that instead of the
version included on the CD.

iPAQ Mobile Media Player and Nevo Software

HP's iPAQ Mobile Media (powered by Nevo) allows you to listen to MP3s, view photos and watch videos stored on the Pocket PC. It supports Windows Media
format video files (.WMV), MP3s and images (JPEG, BMP, GIF, PNG and local TIFF files). The Windows XP—on|y desktop apps, NevoMedia Player and Sewer,
work with iPAQ Mobile Media on the Pocket PC to allow you to manage and play music, pictures, and video through your wireless home network— very cool.
You can also wirelessly transfer your digital music, photos, and videos from your networked PC(s) running NevoMedia Server to your iPAQ and take them with
you. The iPAQ app has a Media Control function that allows you to control movie, photo and music playback on any Windows XP machine running the player
app on your network. You can also stream movies to the Pocket PC and view photos stored on a machine running the server.

All worked well when we used the iPAQ to control music, image and video playback on a networked PC running Windows XP Pro, and we were able to copy
multimedia files from the PC running the sewer to the iPAQ. However the iPAQ player won't play MP3s via a streaming connection (yuck), and won't play
Windows Media movies streamed from the sewer if they have any form of copy protection. Playing non-copy protected content via streaming media, we got
sound but no video. The manual says that streamed WMV files must be formatted specifically for the iPAQ in order to playback, but gives no information on
what that means exactly. The same movies do play fine when stored locally on the iPAQ. A shame, if this unit could stream MP3s and all WMV files of 320 x
240 size or less, it would be much cooler.

Last but not least, there's the ever-popular Nevo AV remote, which keeps getting better. Nevo is a powerful AV remote app that will allow you to control pretty
much every piece of home AV equipment on the market. It controls TVs, VCRs, DVDs, CD5, amps, tuners, cable boxes, satellite dishes and more. The list of
supported brands is amazing, and the interface is unique yet very intuitive. You can setup multiple rooms and switch among them, so you can control your
living room AV gear, bedroom stereo and TV, and so on.

Comparing the rx3115 and rx3715

Both units have the same physical design and casing. in fact, they look identical other than the color (the 3115 is silver while them is graphite). They use
the same display, offer the same multimedia features and have the same sound quality and overall volume. How do they differ? The 3715 adds a 1.2
megapixel digital camera, more File Store memory and a 400MHz Samsung processor while the 3115 has a 300MHz Samsung processor. The rx3715 sells for
US $499, while the rx3115 is $349.

Conclusion

A very nice Pocket PC at a good price. If you're looking for an entry to mid-level PDA with a great screen, nice multimedia sottware, and good performance, do
consider the rx3115. The Nevo AV remote and consumer IR are a big plus and the dual wireless will help keep you connected. If you have a hankering for a
camera, also consider the iPAQ rx3715.

Pro: Great display, excellent sound, good performance and dual wireless. WiFi has great range and HP's Biuetooth software (Widcomm) is as always, solid
and user friendly.

Con: Could use more RAM, though you can use storage cards to expand the unit. Battery capacity is a bit lower than we like, though you can buy additional
higher capacity batteries.

Web Site: www.hg.com

List Price: $349

Display: Transflective TFT color LCD, 64K colors. Screen Size Diag: 3.5", resolution: 240 x 320.

Battery: Lithium Ion rechargeable. Battery is user replaceable. 920 mA.

Performance: 300MHz Samsung S3C 2440 processor. 64 MB built—in RAM (~56 megs available). 3.91 megs available in File Store for your use.

Size: 4.5 x 2.8 x 0.64 in . Weight: 5.1 oz.

http://webarchive.org/web/20050717080613/http://wwwmobiletechreview.com/iPAQ_rx3 1 15 .htm
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Audio: Built in speaker, mic and 3.5mm standard stereo headphone jack. Voice Recorder and Windows Pocket Media Player 9 included for your
MP3 pleasure‘

Networking: Integrated WIFI 802i11b and Bluetooth 1.1.

Software: Windows Mobile 2003 Second Edition Professional operating system. Microsoft Pocket Office suite including Pocket Word, Excel,
Internet Explorer. and Outlook. Also, MSN Instant Messenger for Pocket PC, MS Voice Recorder as well as handwriting recognition. 3rd party and
HP software: iPAQ Wireless. Bluetooth Manager. HP Mobile Printing, iPAQ Entertainment (custom Today Screen plug-in with shortcuts to digital
imaging and entertainment applications). iPAQ Mobile Media, New) Universal Remote, Pocket TV Pro, iPAQ Backup, HP Image Zone for iPAQs,
Ilium Dockware Personal Edition. Activesync 3.7.1 and Outlook 2002 for PCs included‘

Expansion: 1 SD (Secure Digital) supporting SDIO and SDIO Nowl. Can NOT use iPAQ expansion sleeves‘

In the Box: AC adapter, USB sync cable, stylus, carrying case, stereo earbud headphones, manuals and software CD.

Back to MobileTechReview.com Home Questions? Comments? Post them in our Discussion Forum!

hup://web.archive.0rg/web/20050717080613/http://wwwmobiletechreview.c0m/iPAQ_1'x31 15.htm
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W4: Second Workshop on Human Computer Interaction with Mobile Devices

31 August 1999, Edinburgh, Scotland

Call for papers

An Itfl\_Cl’_W Workshop

Aims and objectives

The last 3-4 years have seen the development and marketing of a vast array of mobile computing devices. These systems
herald what we believe to be a new era of ‘ubiquitous’ computing. The utility of these devices is reduced by the problems of
accessing information resources through tiny displays. This can be especially problematic where that information is
‘perishable’; where its value is only relevant to particular locations and times. The utility of mobile devices is further
reduced by the problems of manipulating miniaturised versions of ‘standard’ keyboards and pointing devices. Users are also
forced to perform numerous, delicate operations by selecting very small icons. This workshop will provide a forum for
academics and practitioners to discuss the challenges and potential solutions for effective interaction with mobile systems
and builds on the success of the First Workshop on Human Computer Interaction with Mobile Devices held in Glasgow in
May 1998. The workshop is intended to cover not only PDAs but also voice terminals, smart phones and laptops.

Attendance will be limited in order to encourage interaction. It will be possible for people to attend the workshop even
though they have not submitted a paper.

Registration

You can register for the workshop using the normal INTERACT registration fonn. This is availablg ii; the EDF file pf thg
Advanced Programme on the INTERACT Web pages. The advanced programme incorrectly says that you cannot attend a
workshop if you are not registered for the whole conference. You can attend for the Workshop only, it just costs a little more.
The costs are:

I I Conference delegates I Workshop only attendees

I 1 Day Workshop I Conference fee + £40 p £80

Please use the code W4 for the workshop.

Workshop Timetable

As we had so many good submissions we have accepted 11 papers and 6 posters. Our draft plan for the workshop is below.
This is likely to change as we go along but it will give you an idea for what we hope the day will be about. Each author will
get 30 minutes to present his/her work:l5 - 20 minutes of presentation and 15 — 10 minutes of discussion.

Over lunch and coffee breaks we will run a poster session in a break-out room near the main workshop room. The authors of
the posters will be there to present them over coffee breaks but the posters will be up all day for people to look at during
lunch. We hope that the long lunch and coffee breaks will lead to considerable discussion amoungst attendees as we received
too many papers to allow in meeting discussion bar through questions.

Papers are available in postscript format either individually or in two grouped zip archives: papers.zip and msterszip 1340Kand 725K

Note: there appears to be a problem with PDF conversion to postscript with these pages,
PDF submitted files are also available in original PDF and in eratumzip . Sorry for the
trouble but I don't have time just now to investigate further or convert all to PDF, Mark.

Draft Timetable

08 :45 I Registration

http://web.archive.org/web/ 19990901 1 73557/http://www.dcs .gla.ac .uk/mobile99/
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Paper Session 1: Input/Output 1

Applying Perceptual Layers to Colour Code Information in Hand-Held
Qgmppting mvices. Deshe, 0 & Van Laar, D. (University of
Portsmouth, UK) 240K

Diction based text en method for mobile hones. Dunlap, M. D. &
Crossan, A. (University ofGlasgow, UK) 414K

The Finger-Joint Gesture Wearable Keypad. Goldstein, M. & Chincholle,
D. (Ericsson Radio Systems, Sweden) 31a2k

| Coffee and Posters
Paper Session 2: Context of use

I d f inf rmati n a ture at w rk. Brown, R, 0’Hara, K. &
Sellen, A. (Hewlett-Packard Labs, Bristol) 79K also PDF

Implicit human-cgmputgr interaction through context. Schmidt, A.
(University ofKarlsruhe, Germany) 252K also PDF

I Lunch and Posters
Paper Session 3: Input/Output 2

Comparison of speech input and manual control of in—car devices while
on the move. Graham, R. & Carter, C. (HUSAT Research Institute,

University ofLoughborough, UK) 212K

M il a hronous communication: Use and talk of use amon a

Koskinen, T. (Nokia Mobile
Phones, Finland) 233K

Ex ndin th audit i la ' u in device .

Walker, A. & Brewster, S. (University of Glasgow, UK) 371K

I Coffee and Posters
Paper Session 4: Design

Research Methods Used to Su 01’: Develo ment of Satchel. Eldridge,
M., lamrning, M. Flynn, M., Jones, C. & Pendlebury, D. (Xerox
Research Centre Europe, UK) 274K also PDF

Co in with consistenc under multi le desi n constraints: the case of

' .I-Ijelmeroos, H., Ketola, P. & Raiha,
K—J. (Nokia and University of Tampere, Finland) 986K

Desi n challen es of an In-Car Communication S stem U1. Koppinen,
A. (Nokia Mobile Phones, Finland) 146K

sta on the move: software architectures for mobile user interfaces. Dix, A., Ramduny,
D., Rodden, T. & Davies, N. (aQtive Ltd, University ofStafiordshire, University ofLancaster)1632K

Mobile com uters in a Communit NHS Trust. Is this a relevant context and environment for

http://web.archive.org/Web/19990901 173557/http://www.dcs .gla.ac.uk/mobile99/
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cManus, B. (University ofCentral Lancashire, UK) 231K

A Gra hical Interface for Wearable Com utin . Newman N. & Clark, A. (University ofEssex,
UK) 493K

Usin mobile communication devices to access virtual meetin laces. Rist, T. (DFKI, Germany)

' LDC V¢'l‘.J.

As we had so many papers we have decided to do away with the idea of discussion groups to get more papers and posters in.

Information for Authors

The closing date for paper submissions has now passed. We received a very pleasant 25 submissions - for more than could
be accepted for a one day meeting, making the reviewing process rather more difficult than we imagined.

At the workshop, 3-5 page extended abstracts will be distributed as a draft proceedings as submitted. Each author will get
15-20 minutes to present his/her work followed by 15-10 minutes of questions and discussion. Please design your talk to fit
within 20 minutes maximum, because of the number of papers we have limited scope for in meeting discussion - it is very
important we do not lose these discussion slots. '

The proceedings of the workshop will be published in the journal Personal Technologies. Authors of accepted papers and
posters will be asked to resubmit for the journal by 31 October 1999.

Contact and more information

Stephen Brewster
Department of Computing Science,
University of Glasgow,
Glasgow G12 8QQ, Scotland.

e-mail: stephen@dcs.gla.ac.uk
phone: +44 (0)141 330 4966
fax: +44 (0)141 330 4913

Programme Committee

Joint programme chairs: Stephen Brewster, University of Glasgow, and Mark Dgnlgp, Rise Danish National Laboratory.

Peter Brown, University of Kent.
Elisa Delgaldo, Cambridge Technology Partners.
Mikael Goldstein, Ericsson

Phil Gray, University of Glasgow.
Steve Hodges,QR,L.
Chris Johnson, University of Glasgow.
Matt Jones, Middlesex University
Peter Johnson, QMW.
Bruno Von Niman, Ericsson

Judith Ramsay, $§
Satu Ruuska, Nokia.

Meurig §age, University of Glasgow
Peter Thomas, University of The West of England.

Last updated 17/August/99

http://web.archive.org/web/19990901 173557/http://www.dcs.gla.ac .uk/mobi1e99/
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This meeting is jointly organised by the Glasgow Interactive Systems Group, the British HCI group and the INTERACT 99
Conference.

British

ac: Q
§.'.‘3.!.‘.F.’.,... INTERACT '99

Partly supported by EPSRC Grant GR/L66373.

http://web.archive.org/web/l9990901 173557/http://www.dcs.g1a.ac.uk/mobile99/
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A personal digital assistant as an advanced remote control

for audio/video equipment

John de Vet & Vincent Buil

Philips Research
Prof. Holstlaan 4

5656 AA Eindhoven

The Netherlands

Email: {devet , builv} @natlab.research.philips.com

This paper describes a personal digital assistant that is used as a catalogue and advanced remote control to
browse, select and play music in a compact disc jukebox. The application has been developed as a research
prototype to identify advantages and disadvantages of different interaction styles for accessing large amounts of
content. The basic concept provides easy access to a personal music catalogue, anywhere and anytime. It also
allows you to control the CD jukebox. It employs a multimodal interaction style which combines voice control,
touch input, visual output with animations and functional sounds. This helps to overcome the typical problem of
accessing large information resources through small displays. In addition, redundancy in both input and output
techniques offers people alternative ways of interacting with the content. The concept will be described and
demonstrated, and relevant user studies will be explained.

Keywords: personal digital assistant, multimodal interaction style, voice control, compact disc jukebox,
usability evaluation, personalisation

1. INTRODUCTION

A mobile personal device such as a personal digital
assistant (PDA) provides good options to access large
amounts of infomiation and entertainment content

anywhere and anytime. This paper describes a PDA
that is used as a catalogue and advanced remote
control to browse, select and play music tracks in a
compact disc jukebox. The application has been
developed as a research prototype to identify
advantages and disadvantages of different interaction
styles for accessing large amounts of content. It can
also be used as a basis for identifying options for
personalisation.

The basic concept employs a multimodal
interaction style which combines voice control, touch
input, visual output with animations, and functional
sounds. The inclusion of both voice input and
functional sounds helps to overcome the typical
problem of accessing large information resources
through small displays. Also, redundancy has been
built in, in both input techniques as well as output
techniques. This offers people alternative ways of
interacting with the content, depending on context of
use demands, on personal preferences, or on what is
deemed socially appropriate. For example, selections

can be made by tapping an item in a list using the
stylus, or by speaking the item’s name directly. The
last alternative would require a quiet environment,
whereas the first alternative can be used in noisy
environments.

The concept will be described and demonstrated,
and relevant user studies will be explained

2. THE CONCEPT

A personal digital assistant is a handheld device that
combines computing, communication, and net-
working features. It is typically pen-based. using a
stylus rather than a keyboard for input, and offering
handwriting recognition features. Some PDAs, such
as the Philips Nino (Philips 1999), can also react to
voice input by using voice recognition technologies.

The Philips Nino 300 has been used as a catalogue
and remote control to select music compact discs in a
personal CD jukebox. The CDs are shown in a list on
the display of the PDA (see Figure l). The list of
CD5 can be sorted by music style, artist name, release
years and album names, by either using the stylus or
voice commands. For example, the user can say
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‘Herbie Hancock’, and the CDs of Herbie Hancock
that are in the user’s collection are shown on the

PDA display. The first CD that is shown is
highlighted. Simply saying ‘play’ results in
activating the jukebox system to play the selected
CD.

Figure 1: The PDA screen with the personal
Jukebox user interface.

The information needed to create the CD catalogue
on the PDA is simple: for each CD a number of
attributes is available: artist, album, year, and style.
This information can be downloaded from the
Internet, for instance via CDDB, a feature that most

audio CD players on the PC now offer (CDDB
1999). This means that the user does not need to
enter this information manually, as is typically the
case with current CD changers for the home. Ideally
the jukebox system would send the ID information of
the CDs to the PDA. Connecting the PDA to the PC
would then result in an update of the catalogue. If the
user has no connection to the Internet at home, it is

still possible to enter the information (by typing on a
PC keyboard, instead of pushing buttons on the
changer).

The technology involved includes (see Figure 2):
- multimodal interaction (stylus gestures, voice

input, animation, functional sound)
Philips Vocon ASR software (continuous,
word-based speaker dependent developed for
small vocabulary and small ‘footprint’ (i.e. low
memory & CPU resources) platforms, and
hence cheaper devices.)
infrared communication between PDA to PC

via an IrDA (Infrared Data Association) link.

Figure 2: Set-up ofPDA and PC simulation with
IrDA transceiver on top of the left speaker.

1.7 '-__.,. 1

MP3 music on PC, meta-data from Internet.

The CD changer is completely simulated on
the PC using a modified Winamp MP3 player
(Nullsoft 1999) and the CD collection is in
MP3 fonnat.

The following user benefits are anticipated:
Add—on remote control feature to an already
bought product.
A PDA is too expensive to be positioned as a
personal remote control only, therefore the
concept should be seen as an add-on feature.
Existing universal remote controls, like are
Marantz's RC2000 Mark II, Philips’ Pronto and
Sony's RM-AV2000, offer extensive and
comparable control options. However, they do
not offer the catalogue browsing option, which
has been implemented on the PDA relatively
easy.

Easy to use overviews ofyour CD collection onscreen.

The collection is shown on the display as a
scrollable list of CD items, that can be sorted

by music style, artist name, release year, or
album title.

Using voice commands to access content
directly.
Music styles, artists, and release years can be
named and irmnediately the associated subset
of the collection will be shown on the display.
Browsing your CD catalogue anywhere and
anytime.
The catalogue can be shown to friends
anywhere you are. Or you it can be consulted
while shopping in your local CD store to see
what you already have.

Anticipated user concerns are the following:
Getting the CD information on the PDA.
This requires an Internet account to
automatically download for instance CDDB
information (CDDB I999). The alternative
would be for the user to manually type in the
information. The catalogue in the current
prototype is fixed and contained in a data file
which can only be altered manually.
Adding a CD to your collection.
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Ideally, the catalogue could be updated when a
new disc is inserted in the CD changer.
Alternatively, the update of the catalogue
would have to be done manually.
Training of voice commands.
Current word-based speech recognition
technology requires training of new words, for
example when a new CD is added. In the long
term, phoneme-based, speaker independent
speech recognition would be the solution, but
this technology is not yet available on PDAs.

The opportunities that have been identified are:
0 Allows both personal use and group use.

A catalogue on a remote control can be used to
find content of personal interest, without
disturbing other people in the room who are
using the audio/video equipment. The mobile
device's display suits personal use. In case you
want to enjoy audio or video together, i.e. for
group use, a shared display (like a TV screen)
would be better suited to find content of
common interest.

Control multiple devices and a variety ofcontent.

The concept is also suitable for other
applications, such as an electronic programme
guide (EPG) that could be used as a personal
TV programme recommender, or a catalogue
of a videodisc (or videotape) collection. Hence
it can offer access to a variety of content:
music, TV programmes, film, theatre shows,
sport events, and so on.
Hands-free control by voice.
For the control of audio/video equipment by
voice, one controversial issue is the
microphone location, and thus on how the
automatic speech recognition (ASR) should
take place. A microphone in the set (e.g. CD
changer) allows for hands-free operation, but
this scenario is more prone to noise
interference, in particular to ‘noise’ coming
from the audio/video equipment itself. A
microphone in the remote control improves the
quality of recognition, but does not free the
hands. In case of a PDA, with on—board ASR

and a reasonable display, the benefit of good
visual feedback can compensate for the lack of
hands—free operation. (When solely used for
control, the PDA can be placed on the table, in
principle, but the recognition will deteriorate.)

3. RESEARCH QUESTIONS

The research questions we had regarding the conceptwere:

- How do people appreciate the concept of using
their organiser as a (universal) remote control
for their audio/video equipment?
How do people appreciate the concept of
talking to a mobile device in the home or
away?

EXHIBIT A
Our research questions regarding the user interfacewere:

- Which operations are easier to perform with
speech commands, and which operations are
easier to perform on a touch screen?
How to design a multimodal interaction style
for use in different contexts (in the home, on
the move, and away)?
An organiser is a personal device, and thus can
become a personal remote control that does not
need to be shared with others. How can

personalisation be exploited?

4. USER STUDIES

Our research group has conducted many user studies
on the use of voice control in combination with other

input techniques, for both stationary and portable
products in the home environment. We have been
most interested in relating user’s conceptual
operations to appropriate input and output
techniques. Some of the findings will be summarised
here.

4.1 Voice control

Operations that favour voice control:
- Direct addressing of content: Calling out

names (e.g. of artists, categories, channels,
etc.) is by far preferred over entering names
with cursor keys on a remote control, or
scrolling through names in a long list. Using
voice commands is more natural and faster,
and has better conceptual mapping (i.e.
channel names vs. channel numbers). Earlier
studies confirm that this is one of the main

benefits of voice commands (e.g. the ‘name
dialling’ feature in some mobile phones).
However, for word-based speech recognition
the names need to be trained in advance.

Menu navigation & selection: Navigating
through menu structures and selecting options
is faster and preferably done with voice
commands, compared to navigating with the
cursor keys on a remote control. The task can
be perfonned faster as there is no need to
navigate stepwise through an option list or
menu structure, and no need to switch attention
back and forth between remote control and

screen. Navigation through menu structures
can be even more powerful with ‘power
commands’, i.e. short cuts to options deeper in
the menu structure, or macro functions that
perform several selections at once (i.e. ‘record
this CD’).
Setting a range: When people have to set
points on a scale, for example the start and stop
time of a TV programme to be recorded on
videotape, then voice commands are easier and
faster to use than cursor keys. Setting times
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with voice commands requires fewer actions
than setting times on a slider bar with the
cursor keys.

4.2 Manual control

Operations that favour manual control:
' Scrolling in a long list: Cursor keys are

preferred and work faster for scrolling through
long lists of content, if one does not know what
one is looking for (browsing). Repeated voice
commands like ‘up, up, up’ are annoying and
slow, especially if the target item requires a lot
of scrolling. An advantage of push buttons is
that they can be held down for continuous
scrolling. An even better alternative would be a
real slider button or a rotary knob, as it
facilitates controlling the position and
displacement directly.

4.3 Voice and manual control combined

In one experiment we compared three versions of a
Jukebox interface: voice input only, manual input
only, and voice combined with manual input. We
found that switching between voice and manual input
seems unnatural to some users.

However, a combination of both input techniques
can be very useful. For example, in the CD jukebox
application on the PDA users can select a CD with
the stylus, and subsequently invoke the ‘play’
command by voice.

Another advantage of combining voice and manual
input, is that it provides alternative ways of operating
the device. When automatic speech recognition is
cumbersome, e.g. in a noisy environment or when the
device is trained by another person, the manual input
is a fallback option. User tests show that people want
to have this possibility. Our post-experiment
questionnaire results show that people really would
want to use manual control instead of voice control in

the following situations:
~ personal context: when one is not in the mood

to talk to a device, not able to talk (e.g. one has
a hoarse voice), or when it is inappropriate
(e .g. during a concert or presentation).
social context: when one is talking to others, or
when you don't want to disturb other people in
the room.

- physical context: when there is a lot of noise in
the room — during a party for example — and
voice control just doesn't work very well.

5 DISCUSSION AND FUTURE

RESEARCH

The concept presented in this paper is a prototype of
what could be an add—on remote control feature for

people who already own a PDA. The cflfipllqflsf‘ A
suitable for other applications, such as an electronic
programme guide (EPG) that could be used as a
personal TV programme recommender, or a
catalogue of your videotapes or videodiscs.

The disadvantages of mobile devices (small
displays and few buttons, no keyboard) have been
compensated by using voice input in combination
with stylus input. Redundancy in the use of different
input modalities makes it a robust interaction
concept, that can be used in different contexts of use.

The real estate of the small display has been used
in such a way that the items in the CD catalogue can
be sorted on various attributes (artist, music style,
release year), and sub—selections can be quickly
made. In addition, animations and functional sounds

have’ been added, to offer more redundancy in
different output modalities.

This concept of a multimodal interaction style on a
mobile device, seems also applicable to other
domains than just entertainment, such as information
and communication applications. It offers easy access
to content through mobile devices. The mobile
device does not necessarily store the content,
although that would be possible, but it can be a
gateway to that content, as exemplified by our
application.

Our work has generated various questions for
future research:

- multi-user and multi-appliance: A PDA is
designed for personal use. How to design and
implement voice control for use in a room with
other people and other equipment?
shared interaction / scalability: A single PDA
does not support shared interaction: it is
difficult to show your catalogue to others. A
bigger screen that can be shared (e.g. a TV
screen in the living room) is an option, but
How well can a small—display application be
scaled to a bigger displays?

0 personalisation: Although the content, your
CD collection, is personalised, the application
and user interface are not. What are the options
for personalising the personal remote control?

In the final paper, we will elaborate more on the
experiments (design and data), on the advantages and
disadvantages of the concept, and the implications
for future research.
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PARADYNEIAJ

6300 ADSL2+/ReachDSL Enhanced DSL CPE Family
6381, 6382, 6388

Bridge]Router, Multi-Port Switch, and WiFi Intelligent
CPE Family

Overview

With Paradyne's innovative, easy to use ADSL/R CPE family, service
providers can provide ADSL2+ service and ReachDSL service in the same
unit, ensuring coverage to the entire subscriber base. The 6300 CPE family
provides enhanced remote diagnostic tools that allow the service provider to
remotely access this enhanced endpoint for quick trouble isolation in order to maintain the highest level of service.

The Paradyne 6300 enhanced CPE are easily user-installed. The embedded web-based usser interface is designed to simplify
ADSL deployment. All products provide an Ethernet connection that is auto-sensing, eliminating the worry about connection
cable type (straight-trhough vs crossover). All unils include a built in POTS filter that eliminates the expense of an external filter
as well as reduces installation errors.

The 6300 enhanced CPE all default to a simple bridge. This and other default settings make for a quick and easy installation
that doesn't require any configuration.

When operating in router mode, these gateways support DHCP Server/Relay/Client, NAPT, as well as RIP, dynamic routing, port
forwarding, static routing, and ping initiation. For secuirty firewall functions including PAP (Password Access Protocol) and CHAP
(Challenge Handshake Authentication Protocol) are supported.

The 6382 multiport Ethernet CPE and the 6388 multiport Ethernet CPE with wireless access incorporate an Ethernet switch
rather than a hub and provide versatile solutions for the deployment of residential and business customers including packet
voice and video services.

In addition all of the CPE that make up the 6300 family support the key OpIQ feature DELT to help service providers debug
subscriber service issues. DELT, or Dual End Loop Test, is a feature that is present in Paradyne's ADSL2+ DSLAMs and BLCs
and is also a feature of Paradyne ADSL2+ CPEs. Because DELT is a dua|«ended test, it requires equipment that supports the
DELT feature at both ends of the copper loop.

DELT is primarily used for reactive tests on a loop after a modem has been dep|oyed—either to help troubleshoot a line or to
capture a baseline of loop characteristics at the time of installation.

Featu res

I Revolutionary combination of standards based ADSL Includes Stateful Inspection Firewall, PAP, and CHAP
and ReachDSL on a single platform for security

DELT - Dual Ended Loop Testing DHCP Server/Client or proxy, dynamic and static
routing

Automatically selects technlogy with best
performance - ADSL, ADSL2, ADSL2+, or ReachDSL Configured through easy-to-use web interface
2.2

Includes both Ethernet and USB interfaces

Speeds beyond 24 Mbps using ADSL2+
Supports 802.11b/g Wi-Fi and multiport routing

Compatible with all DSLAMS providing standard
ADSL, ADSL2, and ADSL2+ Service provider pre and customizable default

configurations
Integrated telephone filter

Enhanced ping
Bridge and router configurations

Telnet client
Includes PPPoE and PPoA clients
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Benefits

Enhanced service provider intelligent demarcation
with remote diagnostics to streamline installation and
simplify maintenance

DELT - For integrated loop testing without external
equipment

Integrated WiFi 802.11b/g wireless access point
provides universal coverage

Single endpoint can be utilized for standard ADSL,
ADSL2, ADSL2+ services as well as ReachDSL
services

Automatically switches to ReachDSL technlogy if line
conditions do not permit acceptable service using
standard ADSL, ADSL2, or ADSL2+

EXHIBIT A

Reduces number of truck rolls required to install and
maintain services with customer self-installation and
remote management

Single modem for bridging and routing needs;
defaults to bridge or to the pre—configured service
provider options.

Provides secure access with necessary authentication
to give service providers a controlled and secure
demarcation point between their network and
customer's network

Includes both USB and Ethernet interfaces for

flexibility when installing

Includes multiport Ethernet router with and without
wireless access

Integrated splitter and filter reduces installation costs
and hassles
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Specifications

Dimensions Protocol Support
1.2" H X 6" W x 4.4" D (3.0Scm H X 15.24cm W x 1l.8cm ANSI T1.4l3 (Full Rate ADSL)
D) 1TU G.992.1 (DMT)

_ 1TU G.992.2 (G.|ite)

‘”°'9"* . _ rru G.992.3 (ADSL2)
1.5lbs (shipping weight) n-U Q9925 (ADSLZH
Power rru G.994.1 (G.hs)

100 VAC, 50 Hz "U 9997-1
110 VAC’ 60 HZ Paradyne ReachDSL 2.2

22ovAc, 50/60 Hz Management
Interfaces Web based User Interface
DSL Line: RJ11 Firmware Upgradeable via H'l‘rP

Phone: RJ11 (with integrated phone filter) Temet Server A
Ethernet: 10/100Base T, R145 (1 on 6210/6211, 4 on “'7'” 5e'Ve’a"d C"e”t
6382/6388) 5"“"‘P

US_B_ 1'1 (6381 °”'V) Bandwidth] Distance
W'F' 802'11b/9 (6388 °"'V) Downstream Speeds up to 24 Mbps using ADSL2+ (2.2

Standards support Mbps with ReachDSL)
RFC 1483/2684 Multiprotocol Encapsulation over ATM UP5"ea’“ SP‘-‘eds “P t0 2 Mbps with AD5L2+ (2-2 MP“
RFC 2364 PPP over ATM """“ ReaC“D5L)

RFC 2516 PPP over Ethernet Regulatory compliance
IPv4, TCP, UDP, ICMP, ARP, RARP, proxy—ARP FCC Part 68
RIPv1, RIPv2 FCC Part 15
Static Routing CE
DHCP Server/Cllent/ Relay CUL
DNS Proxy C903
UPNP TUV

Multicastz IGMP v1,v2 Snooping and Proxy ReaChD5|_ 22 Spectral Compliance:
IEE 802.1d transparent bridging _ ANSI-I-1417
Lookup table for 1K MAC Address _ ANSI -I-1.413

_ _ « UK ANFP
5eC“"‘Y- - ETSI TR101 830-1- NAPT

- Stateful Inspection Firewall
- PPP with PAP/CHAP Operating Requirements
- 64/128/256-bit WEP Engine Encryption; PSK, TKIP; Temperature: 32F to lO4F (OC to 40C)
Shared Key Authentication Non-operating temperature: —4F to 1.49F (-20C to 65C)
- Broadcast Storm Protection Humidity: 5% to 95%, non-condensing

- Approved for all loops in Japan by the Tl'C

ATM:

- Up to 8 PVCs, UBR, CBR, VBR
— OAM F5, F4 Loopbacks

Ordering Information

ADSL2+/ReachD5L Bridged/Routed CPE 10/ 100BaseT plus USB

6381-A3-200 ADSL2+/ReachDSL CPE Router (TI), 10/100BaseT, N.A.

6381-A3-210 ADSLZ+/ReachDSL CPE Router (TI), 10/ 100BaseT, N.A., FCC Part 68 Approved

6381-A3-300 ADSL2+/ReachDSL CPE Router (TI), 10/100BaseT, U.K.

6381-A3-302 ADSL2+/ReachDSL CPE Router (TI), 10/100BaseT, EURO

6381-A3—304 ADSL2+/ReachDSL CPE Router (TI), 10/100BaseT, India

6381-A3-600 ADSL2+/ReachDSL CPE Router (TI), 10/100BaseT, Japan

ADSL2+/ReachDSL Bridgel Router 4 Port Ethernet Switch
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6382AA1—200 ADSL2+/ReachDSL CPE Router (TI), 4 Port Ethernet Switch, N.A.

6382~A1~210 ADSL2+/ReachDSL CPE Router (TI), 4 Port Ethernet Switch, N.A., FCC Part 68 Approved

6382—A1—30D ADSL2+/ReachDSL CPE Router (TI), 4 Port Ethernet Switch, U.K.

6382-A1-302 ADSL2+/ReachDSL CPE Router (TI), 4 Port Ethernet Switch, EURO

6382-A1-304 ADSL2+/ReachDSL CPE Router (TI), 4 Port Ethernet Switch, India

6382-A1-600 ADSL2+/ReachDSL CPE Router (TI), 4 Port Ethernet Switch, Japan

ADSL2+/ReachDSL Bridge/Router 802.11G WiFi plus 4 Port Ethernet Switch

6388-A1-200 ADSL2+/ReachDSL CPE Router (TI), 802.11G WiFi, N.A.

6388-A1-210 ADSL2+/ReachDSL CPE Router (TI), 802.11G WiFi, N.A., FCC Part 68 Approved

6388-A1-300 ADSL2+/ReachDSL CPE Router (TI), 802.11G WiFi, U.K.

6388-Al~302 ADSL2+/ReachDSL CPE Router (TI), 802.11G WiFi, EURO

6388-A1-304 ADSL2+/ReachDSL CPE Router (TI), 802.116 WiFi, India

6388-A1—600 ADSL2+/ReachDSL CPE Router (TI), 802.11G WiFi, Japan

For additional information on this or any Paradyne product or service. contact the office nearest you or dial
" 1.800.727.2396 (USA and Canada) or 1.727.530.8623; fax 1.727.530.8216. For international iocations, visit the

Paradyne web site at http://www.pai'adyne.com
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login

isearch paradyne.com Search paradyne.com

Compa Products Solutions Suppor News & Pa rtners

_ SERVICE & SUPPORT
Technical Support

overview Bridge and Router Technical Manuals

Documentation ATM Endpoints
__"La"“a'5 _ IP Endpoints

ignoi/viledgelpase StormPort Modems
TDM Endpoints
Other Endpoints and RTUs
POTS Filters and Splitters

firmware
MIBS

Tools ATM Endpoints

If you are looking for older versions of bridge and router technical manuals, click here.

""3"3""Y R99 8300-A2-GB20-00 4/03
Service Pmgrams Hotwire 8300 Endpoint User‘s Guide

5e".’l‘°_52"_9',‘£',‘?fl__ 8300—A2—GN10—10 6/03
Tfainlng I"f0l'|'Tlati0|'I Hotwire 8300 Endpoint Installation Instructions
Repair & Warranty

Standard Service T&C Go to Top

IP Endpoints

1740—AZ-GB20-10 9/04
1740 SHDSL 2/4—Wire Router User's Guide

6205-A2-GZ40-10 9/04
6205 ADSL Modem Installation Instructions

6205-A2-GZ41-00 7/04
6205 ADSL Modem Quick Installation Instructions

6210-A2-GB23-00 1/05
6210-A3 Bridge and 6211-A3 Bridge/Router User's Guide

6210—A2—GZ13—00 1/05
6210 Bridge and 6211 Bridge/Router Quick Installation Instructions

6211«A2-GB21—2D 1/05
6211-I1 ADSL2+ Router User's Guide

6211-A2-GZ10-10 12/04
6211-11 ADSL2+ Router Quick Installation Instructions

6212-AZ-GB22—00 1/05
6212-A2 4-Port Router User's Guide

6212-A2-G211-10 12/04
6212 4-Port Router Quick Installation Instmctions

6218-A2-GBZO-00 2/05
6218—A1 Wireless Router User's Guide

6218-A2-GZ10-00 1/05
6218-A1 Wireless Router Quick Installation Instructions

6300—R2—GB20—0O 3/02 {Russian version)
Hotwire DSL Routers, Models 6301/6302, 6341/6342, 6351, and 6371, User's Guide

6300—A2—GB20-10 11/03 (English version) _
Hotwire DSL Routers, Models 6301, 6302, 6341, 6342, 6351, and 6371, User's Guide

6301-A2-GN10-10 3/01
Hotwire 6301/6302 IDSL Routers Installation Instructions

6310-A2-GN10-60 7/00 (English version)
6310-B2-GN10-60 8/00 (French version)
Hotwire MVL Modem, Model 6310-A3, with Inline Phone Filter, Installation Instructions

6310-AZ~GN12-O0 9/01 (English version)

http://web.archive.org/web/20050414001350/http://www.paradyne.com/support/rrianuals/router_manuais
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6310-B2—GN12-00 9/01 (French Version)
Hotwire ReachDSL v1 (MVL) Modem, Model 6310-A4, with Inllne Phone filter, Installation Instructions

6321-A2-GN10-00 3/00
Hotwire 6321/6322 IDSL Routers Installation Instructions

6341-A2-GN10-20 3/01
Hotwire 6341/6342 SDSL Routers Installation Instructions (also see 6300-A2-GB20)

6350-A2-GN10-10 12/00 (English version)
6350—B2—GN10—10 12/00 (French version)
Hotwire ReachDSL Modem, Model 6350-A3, with Inline Phone Filter Installation Instructions

6350-/K2-GN 12-20 6/04 (English version)
6350-B2-GN12-10 4/02 (French version)
6350—R2£N12—10 4/02 (Russian version)
Hotwire ReachDSL Modem, Model 6350-A4, with Inline Phone Filter Installation Instructions

6351-B2-GN10-10 9/01 (French version)
6351-R2—GN 10-10 9/01 (Russian version)
Hotwire 6351 ReachDSL Router Installation Instructions

6351-A2-GN10-20 2/04 {English version)
Hotwire 6351 ReachDSL Router Installation Instructions (also see 6300—A2-G320)

6371-A2—GN1040 9/01
Hotwire 6371 RADSL Router Installation Instructions (also see 6300-A2-G520)

6381-A2-GB23-10 1/05
6381-A3 Router User's Guide

63B1—A2-GZ13-00 12/04
6381-A3 Router Quick Installation Instructions

6382-A2-GB20-00 4/05
6382 4-Port Router User's Guide

6382-A2-GZ10-00 1/05
6382 4-Port Router Quick Installation Instructions

6388-A2-G820-00 2/05
6388-A1 Wireless Router User's Guide

6388-A2-GZ10-00 1/05
6388-A1 Wireless Router Quick Installation Instructions

6390-A2~GK4-O-00 9/02
Hotwire ReachDSL Modem, Model 6390, with Inline Phone I-"liter Installation and Operation Supplement

6390-A2-GN10-10 9/02 (English version) ,
6390-B2-GN10-10 9/02 (French version)
6390-R2-GN10-00 5/02 (Russian version)
Hotwire ReachDSL Modem, Model 6390, with Inline Phone I-‘ilter Installation Instructions

Go to Top

StormPort Modems

400 / 08-01137-01 9/00
StormPort 400 Modem Installation Guide

401 / 08-01139-01 9/00
StormPort 401 esled Modem Installation Guide

405 / 08-01141-01 9/00
StormPort 405 Modem Installation Guide

600 / 08-01143-01 I1/00
StormPort 600 Modem Installation Guide

610—A2—GN70—00 9/02
StormPort 610 Modern Installation Sheet (see note)

1020-A2—GN70—1O 4/03
StormPort 620 and 1020 Modern Installation Sheet (see note)

Name: The 610, 620, and 1020 Installation Sheets are not designed for online viewing. Print them and fold them in thirds
to use them as intended.

Go to Top

http://web archiveorg/web/20050414001 350/http://www.paradyne .com/supportlmanuals/router_manua1s
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TDM Endpoints

7900—A2—GB21—20 12/01
Hotwire TDM SDSL Standalone Termination Unit, Models 7974-A2, 7975-A2, and 7976-AZ, User's Guide

7900—A2—GN11-20 12/01 (English version)
7900-N2-GN11-20 12/02 (Chinese version)
Hotwire TDM SDSL Standalone Termination Units, Models 7974—A2, 7975-A2, and 7976-A2, Installation Instructions

7900-A2-GK40-00 12/00
Special Notioe - Network Interface Option: Transmit Attenuation

7900—A2GK41»00 12/00
Hotwire TDM SDSL Termination Unit Ferrite Choke Installation Instructions

7900-A243Z42«00 10/02
Hotwire TDM SDSL Standalone Termination Unit, Model 7974
wall Mounting Installation Instructions

7990-AZ-GB20-20 9/04
Hotwire TDM SHDSL Endpoints, Models 7995-A2-411, 7995-A2-421, 7995-A2-422, 7995-A2-700, 7996-A2-410,
7996-A2-420, and 7996-A2-700, User's Guide

7990—A2-GN 10-20 9/04 (English version)
Hotwire TDM SHDSL Endpoints, Models 7995-A2—411, 7995-A2—421, 7995—A2—422, 7995—A2~700, 7996-/42-410,
7996—A2—420 and 7996-A2-700, Installation Instructions

7990-N2-GNl.0—0O 12/02 (Chinese version)
Hotwire TDM SHDSL Endpoints, Models 7995-A1 and 7996-A1, Installation Instructions

7995-A2-GB21-00 9/04
7995-A2-374 SHDSL-Serial NTU User's Guide

7995-A2-GZ10-00 9/O4
7995-A2-374 SHDSL-Serial NTU Quick Installation Instructions

7996-A2-GB21-00 9/04
7996-AZ-374 SHDSL-G.703 NTU User's Guide

7996-A2-GZ10-00 9/04
7996~A2-374 SHDSL-(3.703 NTU Quick Installation Instructions

Go to Top

Other Endpoints and RTUs

B10_Insta|lation_Manual 2/01
Allied Data CopperJet 81x ADSL Modem Installation Manual

810 / 4800-A2-GN13-00 9/02
Copperlet 810 Mounting Bracket Installation Instructions

4800-A2—GN14~00 5/03
Netopia Modem Mounting Bracket Installation Instructions

5216—A2—GN10—30 B/00
Hotwire 5216 RTU Customer Premises Installation Instructions

5246-A2-GN10—30 B/00
Hotwire 5246 RTU Customer Premises Installation Instructions

5446-A2-GN 10-70 8/00
Hotwire 5446 RTU Customer Premises Installation Instructions

5620—A2-GN11-40 9/01
Hotwire 5620 RTU Installation Instructions

GO to TOD

POTS Filters and Splitters

5030-A2-GN10—20 12/99
Hotwire 5030 POTS Splitter Customer Premises Installation Instructions

S038-A2-GNl0-10 9/98
Hotwire 5038 Distributed POTS Splitter Customer Premises Installation Instructions

hnp://web.archive.org/web/2005041400 l 350/hltpz//www.paradyne.com/supporilmanuals/r0uIer_manuals
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5038—A2-GN11-10 4/98
Hotwire 5038 MVL POTS Filter Customer Premises Installation Instructions
Hotwire 6035 Universal Phone Filter Installation Instructions

6038-A2-GN 10-00 6/98
Hotwire 6038 MVL POTS Filter Customer Premises Installation Instructions

6040-A2-GN 11-00 12/99
Hotwire 6040 MVL Wall Jack Phone Filter Installation Instructions

7034-A2-GN10-00 4/00
Hotwire 7034 Customer Premises POTS Splitter Installation Instructions

Go to Top

If you are looking for older versions of bridge and router technical manuals, click here.

Copyright 1996 — 2005 Paradyne Corporation
8545 — 126th Avenue North . Largo, Florida, USA 33773
worldwide: 1-727-530-2000 . Fax: 1-727-530-8216

Contact Us

hltp://web.archive.org/web/200504140013 50/http://www.paradyne .com/supportlmanua1s/routerimanuals
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http://web.archive.org/web/20060 106200402/http://wvvw.paradyne.com/suppo

rt/manuals/docs/6388-A2-GZ10-O0.pdf
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PAR/‘\DYNE®
6388 Wireless Router

Quick Installation Instructions

Document Number 6388-A2—GZ10-O0

February 2005

Installation

0 Connect the DSL line to the LINE jack using the
provided RJ11 cable.

9 Optionally, connect a phone to the PHONE jack. This
phone does not require a POTS splitter.

9 Connect PCs, hubs, and switches to the LAN ports.
Either a straight-through Ethernet cable (provided) or
a crossover cable can be used. The router

automatically determines the type of signal required.

9 Attach the power adapter. The supplied power
adapter may look different than the one illustrated
here.

6 Configure your router and your wireless devices tocommunicate with each other.

See the user's guide on the CD for information about
configuring your router using your web browser.

* 6388- A2— GZ10- 00*
‘6388-A2-G210-O0‘

Copyright © 2005 Paradyne Corporation.
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Software and Firmware License Agreement

ONCE YOU HAVE READ THIS LICENSE AGREEMENT AND AGREE TO
ITS TERMS, YOU MAY USE THE SOFTWARE ANDIOFI FIRMWARE
INCORPORATED INTO THE PARADYNE PRODUCT. BY USING THE
PARADYNE PRODUCT YOU SHOW YOUR ACCEPTANCE OF THE
TERMS OF THIS LICENSE AGREEMENT.

IN THE EVENT THAT YOU DO NOT AGREE WITH ANY OF THE TERMS
OF THIS LICENSE AGREEMENT, PROMPTLY RETURN THE UNUSED
PRODUCT IN ITS ORIGINAL PACKAGING AND YOUR SALES RECEIPT
OR INVOICE TO THE LOCATION WHERE YOU OBTAINED THE
PARADYNE PRODUCT OR THE LOCATION FROM WHICH IT WAS
SHIPPED TO YOU, AS APPLICABLE, AND YOU WILL RECEIVE A REFUND
OR CREDIT FOR THE PARADYNE PRODUCT PURCHASED BY YOU.

The terms and conditions of this License Agreement (the “Agreement")
will apply to the software and/or firmware (individually or collectively the
“Soltware") incorporated into the Paradyne product (the “Product')
purchased by you and any derivatives obtained from the Software,
including any copy of either. If you have executed a separate written
agreement covering the Software supplied to you under this purchase,
such separate written agreement shall govern.

Paradyne Corporation (“Paradyne”) grants to you, and you ("Licensee")
agree to accept a personal, non—transferab|e, non-exclusive, right
(without the right to sublicense) to use the Software, solely as it is
intended and solely as incorporated in the Product purchased from
Paradyne or its authorized distributor or reseller under the followingterms and conditions:

1. Ownership: The Software is the sole property of Paradyne and/or its
licensors. The Licensee acquires no title, right or interest in the
Software other than the license granted under this Agreement.

. Licensee shall not use the Software in any country other than the
country in which the Product was rightfully purchased except upon
prior written notice to Paradyne and an agreement in writing toadditional terms.

. The Licensee shall not reverse engineer. decompile or disassemble
the Software in whole or in part.

. The Licensee shall not copy the Software except for a single
archival copy.

. Except tor the Product warranty contained A
Software is provided “AS IS" and in its present state and condition
and Paradyne makes no other warranty whatsoever with respect to
the Product purchased by you. THIS AGREEMENT EXPRESSLY
EXCLUDES ALL OTHER WARRANTIES, WHETHER EXPRESS
OR IMPLIED. OR ORAL OR WRITTEN, INCLUDING WITHOUT
LIMITATION:

a. Any warranty that the Software is error-free, will operate
uninterrupted in your operating environment, or is compatible
with any equipment or software configurations; and
ANY AND ALL IMPLIED WARRANTIES, INCLUDING
WITHOUT LIMITATION IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NON-INFRINGEMENT.

Some states or other jurisdictions do not allow the exclusion of
implied warranties on limitations on how long an implied warranty
lasts, so the above limitations may not apply to you. This warranty
gives you specific legal rights, and you may also have other rights
which vary from one state or jurisdiction to another.

. In no event will Paradyne be liable to Licensee for any
consequential, incidental, punitive or special damages, including
any lost profits or lost savings, loss of business inlormation or
business interruption or other pecuniary loss arising out of the use or
inability to use the Software, whether based on contract, tort,
warranty or other legal or equitable grounds, even if Paradyne has
been advised of the possibility of such damages, or for any claim by
any third party.

. The rights granted under this Agreement may not be assigned,
sublicensed or otherwise transferred by the Licensee to any third
party without the prior written consent of Paradyne.

. This Agreement and the license granted under this Agreement shall
be terminated in the event of breach by the Licensee of any
provisions of this Agreement.

. Upon such termination, the Licensee shall refrain from any further
use of the Software and destroy the original and all copies of the
Software in the possession of Licensee together with all
documentation and related materials.

. This Agreement shall be governed by the laws of the State of
Florida, without regard to its provisions concerning conflicts of laws.
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https://web.archive.org/web/200601062011 39/http://www.paradyne.com/supp

ort/manuals/docs/6388—A2-GB20-0O.pdf
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6388 Wireless Router

User’s Guide

Docu ment No. 6388-A2-GB20-O0

February 2005
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Copyright © 2005 Paradyne Corporation.
All rights reserved.
Printed in U.S.A.

Notice

This publication is protected by federal copyright law. No part of this publication may be copied or distributed,
transmitted, transcribed, stored in a retrieval system, or translated into any human or computer language in any form or
by any means, electronic, mechanical, magnetic, manual or othen/vise, or disclosed to third parties without the express
written permission of Paradyne Corporation, 8545 126th Ave. N., Largo, FL 33773.

Paradyne Corporation makes no representation or warranties with respect to the contents hereof and specifically
disclaims any implied warranties of merchantability or fitness for a particular purpose. Further, Paradyne Corporation
reserves the right to revise this publication and to make changes from time to time in the contents hereof without
obligation of Paradyne Corporation to notify any person of such revision or changes.

Changes and enhancements to the product and to the information herein will be documented and issued as a new
release to this manual.

Warranty, Sales, Service, and Training Information

Contact your local sales representative, service representative, or distributor directly for any help needed. For additional
information concerning warranty, sales, service, repair, installation, documentation, training, distributor locations, or
Paradyne worldwide office locations, use one of the following methods:

[1 Internet: Visit the Paradyne World Wide Web site at www.paradyne.com. (Be sure to register your warranty at
www.paradyne.com/warranty.)

[1 Telephone: Call our automated system to receive current information by fax or to speak with a company
representative.

— Within the U.S.A., call 1-800-870-2221

— Outside the U.S.A., call 1-727-530-2340

Document Feedback

We welcome your comments and suggestions about this document. Please mail them to Technical Publications,
Paradyne Corporation, 8545 126th Ave. N., Largo, FL 33773, or send e-mail to userdoc@paradyne.com. Include the
number and title of this document in your correspondence. Please include your name and phone number if you are
willing to provide additional clarification.

Trademarks

Acculink, Bitstorm, Comsphere, DSL the Easy Way, ETC, Etherloop, Framesaver, GranDSLAM, GrandV|EW, Hotwire,
the Hotwire logo, iMarc, Jetstream, MVL, NextEDGE, Net to Net Technologies, OpenLane, Paradyne, the Paradyne
logo, Paradyne Credit Corp., the Paradyne Credit Corp. logo, Performance Wizard, ReachDSL, StormPort, TruePut are
registered trademarks of Paradyne Corporation.

ADSL/Ft, Connect to Success, Hotwire Connected, JetFusion, Jetvislon, MicroBurst, Packetsurfer, Quick Channel,
Reverse Gateway, Spectrum Manager, and StormTracker are trademarks of Paradyne Corporation.

All other products or services mentioned herein are the trademarks, service marks, registered trademarks, or
registered service marks of their respective owners.
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A Important Safety Instructions
1. Read and follow all warning notices and instructions marked on the product or included in the manual.

2. Slots and openings in the cabinet are provided for ventilation. To ensure reliable operation of the product and to
protect it from overheating, these slots and openings must not be blocked or covered.

. Do not allow anything to rest on the power cord and do not locate the product where persons will walk on the power
cord.

. Do not attempt to service this product yourself, as opening or removing covers may expose you to dangerous high
voltage points or other risks. Refer all servicing to qualified service personnet

. General purpose cables are used with this product for connection to the network. Special cables, which may be
required by the regulatory inspection authority for the installation site, are the responsibility of the customer. Use a
UL Listed, CSA certified, minimum No. 24 AWG line cord for connection to the Digital Subscriber Line (DSL)
network.

. When installed in the final configuration, the product must comply with the applicable Safety Standards and
regulatory requirements of the country in which it is installed. If necessary, consult with the appropriate regulatory
agencies and inspection authorities to ensure compliance.

. A rare phenomenon can create a voltage potential between the earth grounds of two or more buildings. It products
installed in separate buildings are interconnected, the voltage potential may cause a hazardous condition. Consult
a qualified electrical consultant to determine whether or not this phenomenon exists and, if necessary, implement
corrective action prior to interconnecting the products.

. Input power to this product must be provided by one of the following: (1) a UL Listed/CSA certified power source
with a Class 2 or Limited Power Source (LPS) output for use in North America, or (2) a certified transformer, with a
Safety Extra Low Voltage (SELV) output having a maximum of 240 VA available, for use in the country of
installation.

. In addition, since the equipment is to be used with telecommunications circuits, take the following precautions:

— Never install telephone wiring during a lightning storm.

— Never install telephone jacks in wet locations unless the jack is specifically designed for wet locations.

— Never touch uninsulated telephone wires or terminals unless the telephone line has been disconnected at the
network interface.

Use caution when installing or modifying telephone lines.

Avoid using a telephone (other than a cordless type) during an electrical storm. There may be a remote risk of
electric shock from lightning.

Do not use the telephone to report a gas leak in the vicinity of the leak.

CE Marking

When the product is marked with the CE mark on the equipment label, a supporting Declaration of Conformity may be
downloaded from the Paradyne World Wide Web site at www.paradyne.com. Select Library a Technical Manuals —>
CE Declarations of Conformity.

FCC Part 15 Declaration

An FCC Declaration of Conformity may be downloaded from the Paradyne World Wide Web site at www.paradyne.com.
Select Support -> Technical Manuals -> Declarations of Conformity.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this device
may not cause harmful interference, and (2) this device must accept any interference received, including interference
that may cause undesired operation.

The authority to operate this equipment is conditioned by the requirement that no modifications will be made to the
equipment unless the changes or modifications are expressly approved by the responsible party.
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This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference
to radio ortelevision reception, which can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

El Fleorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.
El

El Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
El Consult the dealer or an experienced radio/'l'V technician for help.

Notice to Users of the United States Telephone Network

The following notice applies to versions of the modem that have been FCC Part 68 approved.

This equipment complies with Part 68 of the FCC rules and the requirements adopted by the Administrative Council for
Terminal Attachment (ACTA). On the bottom side of this equipment is a label that contains, among other information, a
product identifier in the format US:AAAEQ##TX)<XX. If requested, this number must be provided to the Telephone
Company.

This equipment is intended to connect to the Public Switched Telephone Network through a Universal Service Order
Code (USOC) type RJ11C jack. A plug and jack used to connect this equipment to the premises wiring and telephone
network must comply with the applicable FCC Part 68 rules and requirements adopted by the ACTA. A compliant
telephone cord and modular plug is provided with this product. It has been designed to be connected to a compatible
modular jack that is also compliant.

The Ringer Equivalence Number (or REN) is used to determine the number of devices that may be connected to a
telephone line. Excessive RENs on a telephone line may result in the devices not ringing in response to an incoming
call. In most but not all areas, the sum of RENs should not exceed five (5.0). To be certain of the number of devices that
may be connected to a line, as determined by the total FtENs, contact the local Telephone Company. The REN for this
product is part of the product identifier that has the format US:AAAEQ##TXXXX. The digits represented by ## are the
REN without a decimal point. For example, 03 represents a REN of 0.3.

If the modem causes harm to the telephone network, the Telephone Company will notify you in advance that temporary
discontinuance of service may be required. But if advance notice is not practical, the Telephone Company will notify the
customer as soon as possible. Also, you will be advised of your right to file a complaint with the FCC if you believe it is
necessary.

The Telephone Company may make changes in its facilities, equipment, operations or procedures that could affect the
operation of the equipment. If this happens, the Telephone Company will provide advance notice in order for you to
make necessary modifications to maintain uninterrupted service. If trouble is experienced with the modem, refer to the
repair and warranty information in this document.

If the equipment is causing harm to the telephone network, the Telephone Company may request that you disconnect
the equipment until the problem is resolved.

The user may make no repairs to the equipment.

Connection to party line service is subject to state tariffs. Contact the state public utility commission, public service
commission or corporation commission for information.

if the site has specially wired alarm equipment connected to the telephone line, ensure the installation of the modem
does not disable the alarm equipment. If you have questions about what will disable alarm equipment, consult your
Telephone Company or a qualified installer.
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Supplier's Declaration of Conformity
Place of Issue:

Paradyne Corporation
8545 126th Avenue North

Largo, FL 33773-1502
USA

Date of Issue: TBD

Paradyne Corporation, located at the above address, hereby certifies that the Model Number 6388-AX-XXX (where X
may be any numeric character) bearing labeling identification number US:AW2DL04B6388-AX complies with: the
Federal Communications Commission's ("FCC") Rules and Regulations 47 CFR Part 68, the Administrative Council on
Terminal Attachments ("ACTA")«adopted technical criteria TlA—968—A, "Telecommunications - Telephone Terminal
Equipment -Technical Requirements for Connection of Terminal Equipment To the Telephone Network, October 2002."

Patrick Murphy

Senior Vice President, Chief Financial Officer

7? /

Notice to Users of the Canadian Telephone Network

NOTICE: This equipment meets the applicable industry Canada Terminal Equipment Technical Specifications. This is
confirmed by the registration number. The abbreviation IC before the registration number signifies that registration was
performed based on a Declaration of Conformity indicating that Industry Canada technical specifications were met. It
does not imply that Industry Canada approved the equipment.

NOTICE: The Ringer Equivalence Number (REN) for this terminal equipment is labeled on the equipment. The REN
assigned to each terminal equipment provides an indication of the maximum number of terminals allowed to be
connected to a telephone interface. The termination on an interface may consist of any combination of devices subject
only to the requirement that the sum of the Ringer Equivalence Numbers of all the devices does not exceed five.

If your equipment is in need of repair, contact your local sales representative, service representative, or distributor
directly.

ACANADA - EMI NOTICE:

This Class B digital apparatus meets all requirements of the Canadian interference—causing equipment regulations.

Cet appareil numérique de la classe B respecte toutes les exigences du réglement sur le matérial brouilleur du
Canada.

Japan Notices

coagllli. esmeemsaamseasaaaieae (vcc I) were
i:§3'< 731 B'l‘Efi§’iFi§E‘L"§’. caafifitz. aeaizr-eiwaza

EEé°J&l,TLx£3‘7b<. C.t7)§fib"3-‘/‘7!“¥>i"l/l:"‘/‘a ‘/';%l§fitl:i&§l/C
Eflianaa. azeeaaaiaaz-rzatreoat.

E3zfi§%Bfiiil:’aE:i'CELi>Ell|9&w&LTTé'cx.

Thr_=. IS a Class B product based on the slandard of lhe Vqliinlary Uunlrui EULIIEII For
lf'u[Bf'fl9iEf'|=CE from liilon-nallon Eeciinologiir Equipment {'u'C<;IJ. ll "H9 is used -near a radio or
leis.-u'ision receiver in e domestic -3F1l-'|1C.‘|‘I|'l1E-I'll. |'.|'l1a|,' cauw mono |rltE=HEl'3r1l!.B Install and use
the equipment according to the instruction manual
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Document Purpose and Intended Audience

This guide contains detailed information about the 6388 wireless router. It is
intended for all users oi the router.

Document Summary

Chapter 1, Introduction

Description

Describes the features of the router.

Chapter 2, Hardware
Installation and PC Setup

Chapter 3, Using the Web
Interface

Chapter 4, Troubleshooting

Shows how to connect the router and set up your PC to
manage the router.

Explains how to use the web interface to configure and
monitor the router.

Contains tips on troubleshooting common problems.

Appendix A, Terminology Explains some major internetworking concepts.

Lists key terms, concepts, and sections in alphabetical
order.

A master glossary of terms and acronyms used in Paradyne documents is
available online at www.paradyne.com. Select Support —» Technical Manuals —>
Technical Glossary.

Product—Related Documents

Complete documentation for Paradyne products is available online at
www.paradyne.com. Select Support —> Technical Manuals.

To order a paper copy of a Paradyne document, or to speak with a sales
representative, please call 1-727-530-2000.
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Before you install or use your new router, you may find it helpful to understand the
following terms:

El
A bridge is a device that fonivards any message from one part of a network to
another.

A router is a device that forwards messages according to their network
addresses.

ADSL is Asymmetric Digital Subscriber Line, a version of DSL that allows a
higher speed for information coming from the Internet to your PC
(“downstream”) than it does for information going to the Internet from your PC
(“upstream").

Reach DSL® is a version of DSL that works on lines too long or too noisy for
ADSL.

ADSL/R® is technology that combines ADSL and ReachDSL in one device.

The Model 6388 is a Digital Subscriber Line (DSL) modem that may be set by you
to run in bridge or router mode. Because it is most frequently used as a router, that
is how it is referred to in this manual. It supports ADSL/R.

Features of the 6388 Wireless Router

Your router has the following features:

6388-A2-GB20-00

4-Port 10/10OBaseT Layer 2 Ethernet switch

Support for ADSL2+ and ReachDSL (ADSL/R)

Support for wireless protocols 802.11b and 802.11g

The ability to connect multiple PCs to the Internet with just one WAN IP
Address (when configured in router mode with NAT enabled)

A user-friendly web interface for configuration and monitoring

Single-session lPSec and PPTP passthrough for Virtual Private Network
(VPN)
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Preconfigured port settings for many popular games

Ability to act as a DHCP Server on your network

Compatibility with virtually all standard Internet applications

Address filtering and DMZ hosting

Downloadable flash software upgrades

Support for up to eight Permanent Virtual Circuits (PVCS)

Support for up to eight PPPoE sessions

System Requirements

In order to use your modem for Internet access, you must have the following:

[I ADSL service subscription from your ISP.

El One computer with an Ethernet 10/100BaseT network interface card (NIC).

El For system monitoring or configuration using the supplied web interface, a
web browser such as Internet Explorer Version 5.5 or later.

Ports and Buttons (Back Panel)

LINE port: This is the DSL interface which connects directly to your phone line.

PHONE port: This allows a phone to directly connect to the router. You do not
need to add splitter to the phone you connect here, since the router has an
internal splitter.

RESET Button: The RESET button is used to reset the router to the default

settings selected by your service provider. Do not use the RESET button
unless advised to by your service representative.

LAN 1-4 (Local Area Network) port(s): connect to Ethernet network devices,
such as a PC, hub, switch, or router. Depending on the device connected, you
may need a crossover cable or a straight-through cable.

POWER is where you connect the power supply.

ON/OFF: Controls power to the router. The router is on when this button is in
its down position, and off when the button is in its up position.

LED Description (Front Panel)

El Power LED: On indicates that the power is supplied to the router.

El Status LED: The Status LED serves two purposes. If the LED is continuously
lit, the DSL interface is successfully connected to a device through the LINE
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port. If the LED is flickering, it is an indication that the router is training
(negotiating the connection to its partner modem).

Link LED: The Activity LED shows the state of the PPPoA or PPPoE
connection. Off: no PPP connection is established or the connection is not

used. Blinking: a PPP connection is being attempted. Solid green: a PPP
connection is established. Flickering: a PPP connection is established and
there is activity on the link.

LAN 1-4 LED: Each LAN LED serves two purposes. If the LED is continuously
lit, the Ethernet interface is successfully connected to a device through the
LAN port. If the LED is flickering, it is an indication of network activity.

WLAN: Solid green: the wireless LAN is enabled. Flickering: there is activity on
the wireless LAN.

Your router is shipped with the following:

Power adapter

Ethernet cable (RJ45, straight-through wiring)

Phone cable (RJ11)

CD-ROM containing this manual
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Overview

This chapter provides basic instructions for connecting the router to a computer or
a LAN and to the Internet using DSL. The first part provides instructions to set up
the hardware, and the second part describes how to prepare your PC for use with
the router. Refer to Chapter 3, Using the Web Interface for router configuration
instructions.

It is assumed that you have already subscribed to DSL service with your Internet
service provider (ISP).

Connecting the Hardware

Shut down your PC and any other equipment before connecting it to the router. To
connect your router:

> Procedure

1. Connect the supplied modular phone cable to the LINE port, and connect the
other end of the cable to your phone jack.

2. If you would like to use a phone in the vicinity of the router, connect it to the
PHONE jack of the router using the cord that came with your telephone. The
router has an internal POTS filter, so you do not need to install one here.

. Use the included Ethernet cable to connect your computer to the router. Attach
one end of the Ethernet cable to one of the LAN ports on the back of the router
and connect the other end to the Ethernet port or Network Interface Card
(NlC) in your PC.

Connect any other PCs, hubs, and switches to the remaining LAN ports. Either
a crossover or a straight-through Ethernet cable can be used: the router
determines and adjusts to the type of signal required.

. Connect the cylindrical power plug into the POWER connector on the back of
the device. Next:

~ It you have a waI|—mount adapter, plug the AC adapter into a wall outlet or
a power strip.
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— If you have a table-top adapter, use the AC power cord to connect the
adapter to a wall outlet or power strip.

The supplied power adapter may look different than the one illustrated here.

Figure 2-]. Hardware Installatio

5. Configure your router and your wireless devices to communicate with each
other.

6. Turn on your PC any other LAN devices, such as hubs or switches.
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Configuring Your PC’s IP Address

Before you start to access the router using the Ethernet connection, you must
configure your PC to use DHCP, or change your PC‘s TCP/IP address to be
192.168.1.x, where x is any number between 2 and 254, with a subnet mask of
255.255.255.0.

Your router's default IP address is 192.168.1.1.

Assigning an IP Address to your PC Automatically by DHCP

Windows XP

6388-A2-G B20-O0

To use the router's DHCP feature, click in the radio button labeled “Obtain an IP

address automatically” instead of “Use the following IP address" in the following
procedures.

By default, the LAN port IP address of the router is 192.168.1.1. (You can change
this address, or another address can be assigned by your ISP.)

To configure the IP address under Windows XP:

} Procedure

1. In the Windows task bar, click on the Start button, and then click on Control
PaneL

2. Double-click on the Network Connections icon.

3. In the LAN or High-Speed Internet window, right-click on the icon
corresponding to your network interface card (NIC) and select Properties.
(Often this icon is labeled Local Area Connection). The Local Area Connection
dialog box is displayed with a list of currently installed network items.
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4. Ensure that the check box to the left of the item labeled Internet Protocol

(TCP/lP) is checked, and click on Properties.

NECWOFK LOTITIECUOHS

gclit gr Favorites Iools ndvagced r_ieb

l7_"1l::r»,l "_LJ- “'..'Search __‘'J, 5-
l Address Network Connections

LAN or High-Speed Internet

Local Area Connection
fvletw-ail Cable Jriplucorrl

I?‘ I Irgralrcx; ppr;-.‘1gu 4-‘ill E5 mil

Wizard

 New Connection Wizard Q Network Setup wizard‘I—‘-—

Figure 2-2. Network Connections in Windows XP

. ocal Area Lonnectlon 2 Properties

Authentication‘ Advanced l
Connect using:

l — Broadcom USB Remote NDIS Device

Qonfigure... N
This connection uses the following items:

'ns*a"~-- I III
Description ’” 7

Transmission Control Prolocolllntemet Protocol. The default l
wide area network protocol that provides communication I

l
across diverse interconnected networks.

lr
l

l

l_ Show icon in notification area when connected

Figure 2-3. Local Area Connection Properties in Windows XP
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5. In the Internet Protocol (TCP/IP) Properties dialog box, click in the radio button
labeled “Use the following IP address” and type 192.168.1.x (where x is any
number between 2 and 254) in the IP Address field. Type 255.255.255.0 in the
Subnet Mask field.

Internet Protocol (TCP/IP) Properties 1'] XI

General I
You can get IP settings assigned automatically if your network smports
this capability. Otherwise, you need to ask you network administrator For
the appropriate IP settings.

F Obtain an IP address automatically
-(7 Use the lolowing IP address:

, |Paddress: 192.188 1 . 2U

Subnet mask: I 255 . 255 255 . El

Defaullgaleway: I

F Ublain DN9 x.-ewer ar;idre<-2 autamaiic-ally

MG‘ Use the following DNS server addresses: cw“

‘ Preferred DNS server: I . .

Alternate DNS server. I . .

Advanced. I

Figure 2-4. TCP/IP Properties in Windows XP

6. Click on OK twice to confirm your changes, and close the Control Panel.

Windows 2000

To configure the IP address under Windows 2000:

> Procedure

1. In the Windows task bar, click on the Start button, point to Settings, and then
select Control Panel.

. Double-click on the Network and Dial-up Connections icon.

. In the Network and Dial-up Connections window, right-click on the Local Area
Connection icon, and then select Properties.

The Local Area Connection Properties dialog box is displayed with a list of
currently installed network components. If the list includes Internet Protocol
(TCP/IP), the protocol has already been enabled, in which case you can skip
to Step 10.
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4. It Internet Protocol (TCP/IP) does not appear as an installed component, click
on Install.

. In the Select Network Component Type dialog box, select Protocol, and then
click on Add.

. Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click
on OK.

You may be prompted to install files from your Windows 2000 installation CD
or other media. Follow the instructions to install the files.

. It prompted, click on OK to restart your computer with the new settings.

. After restarting your PC, double-click on the Network and Dial-up Connections
icon in the Control Panel.

. In Network and Dial-up Connections window, right-click on the Local Area
Connection icon, and then select Properties.

. In the Local Area Connection Properties dialog box, select Internet Protocol
(TCP/IP), and then click on Properties.

. In the Internet Protocol (TCP/IP) Properties dialog box, click in the radio button
labeled "Use the following IP address" and type 192.168.1.x (where x is any
number between 2 and 254) in the IP Address field. Type 255.255.255.0 in the
Subnet Mask field.

. Click on OK twice to confirm and save your changes, and then close the
Control Panel.

Windows ME

To configure the IP address under Windows ME:

D Procedure

1. In the Windows task bar, click on the Start button, point to Settings, and then
click on Control Panel.

. Double-click on the Network and Dial-up Connections icon.

. In the Network and Dial-up Connections window, right-click on the Network
icon, and then select Properties.

The Network Properties dialog box is displayed with a list of currently installed
network components. If the list includes Internet Protocol (TCP/IP), the
protocol has already been enabled, in which case you can skip to Step 11.

. if Internet Protocol (TCP/IP) does not appear as an installed component, click
on Add.

. In the Select Network Component Type dialog box, select Protocol, and then
click on Add.

. Select Microsoft in the Manufacturers box.

. Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click
on OK.
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You may be prompted to install files from your Windows ME installation CD or
other media. Follow the instructions to install the files.

. lf prompted, click on OK to restart your computer with the new settings.

. After restarting your PC, double-click on the Network and Dial-up Connections
icon in the Control Panel.

. in Network and Dial-up Connections window, right-click on the Network icon,
and then select Properties.

. In the Network Properties dialog box, select TCP/IP, and then click on
Properties.

. in the TCP/IP Settings dialog box, click in the radio button labeled “Use the
following lP address” and type 192.168.1.x (where x is any number between 2
and 254) in the IP Address field. Type 255.255.2550 in the Subnet Mask field.

. Click on OK twice to confirm and save your changes, and then close the
Control Panel.

Windows 95, 98

To configure the IP address under Windows 95 or Windows 98:

> Procedure

1. In the Windows task bar, click on the Start button, point to Settings, and then
click on Control Panel.

. Double-click on the Network icon.

The Network dialog box is displayed with a list of currently installed network
components. If the list includes TCP/IP, the protocol has already been
enabled, in which case you can skip to Step 9.

. If TCP/IP does not appear as an installed component, click on Add. The Select
Network Component Type dialog box appears.

. Select Protocol, and then click on Add. The Select Network Protocol dialog
box appears.

. Click on Microsoft in the Manufacturers list box, and then click on TCP/IP in
the Network Protocols list box.

. Click on OK to return to the Network dialog box, and then click on OK again.

You may be prompted to install files from your Windows 95/98 installation CD.
Follow the instructions to install the files.

. Click on OK to restart the PC and complete the TCP/IP installation.

. After restarting your PC, open the Control Panel window, and then click on the
Network icon.

. Select the network component labeled TCP/IP, and then click on Properties.

If you have multiple TCP/IP listings, select the listing associated with your
network card or adapter.
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Windows NT 4.0

10. In the TCP/IP Properties dialog box, click on the IP Address tab.

11. Click in the radio button labeled “Use the following IP address” and type
192.168.1.x (where x is any number between 2 and 254) in the IP Address
field. Type 255.255.255.0 in the Subnet Mask field.

12. Click on OK twice to confirm and save your changes. You will be prompted to
restart Windows. Click on Yes and restart your PC again.

To configure the IP address under Windows NT 4.0:

D Procedure

1. In the Windows NT task bar, click on the Start button, point to Settings, and
then click on Control Panel.

. In the Control Panel window, double click on the Network icon.

. in the Network dialog box, click on the Protocols tab.

The Protocols tab displays a list of currently installed network protocols. if the
list includes TCP/IP, the protocol has already been enabled, in which case you
can skip to Step 9.

. If TCP/IP does not appear as an installed component, click on Add.

. in the Select Network Protocol dialog box, select TCP/IP, and then click on
OK.

You may be prompted to install files from your Windows NT installation CD or
other media. Follow the instructions to install the files.

After all files are installed, a window displays to inform you that a TCP/IP
service called DHCP can be set up to dynamically assign IP information.

. Click on Yes to continue, and then click on OK if prompted to restart your
computer.

. After restarting your PC, open the Control Panel window, and then double-click
on the Network icon.

. In the Network dialog box, click on the Protocols tab.

. In the Protocols tab, select TCP/IP, and then click on Properties.

. In the Microsoft TCP/IP Properties dialog box, click in the radio button labeled
Use the following IP address and type 192.168.1.x (where x is any number
between 2 and 254) in the IP Address field. Type 255.255.255.0 in the Subnet
Mask field.

. Click on OK twice to confirm and save your changes, and then close the
Control Panel.
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Logging Into Your Router

To configure your router, open your web browser. ignore any error about lacking a
connection. Type the default IP address (192.168.1.1) into the Location field of
your browser and press the Enter key. The following screen appears.

Please log In to (unbnue.

Log In

Use rnammlfimi-iPassword. “"‘

Figure 3-1. Login Screen

The default user name is Admin and the password is Admin. Both are
case-sensitive.

Note: Before configuring your router, make sure you have followed the instructions
in Chapter 2, Hardware Installation and PC Setup. You should have your PCs
configured for DHCP mode (it your router will be), and have proxies disabled on
your browser. If you see a login redirection screen when you access the web
interface, verify that Javascript support is enabled in your browser. Also, if you do
not get the screen shown in Figure 3-1, you may need to delete your temporary
Internet files.
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Home Page

The first screen (Figure 3-2) that appears after the log in screen is the Home page.
From this screen you can configure the LAN and WAN connections, configure the
router's security, routing, and filtering, access debugging tools, obtain the status of
the router, and view the online help.

P/\l\‘/».L)\ \lL nous SETUP ADVANCED WIRELESS TOOLS sums HELP

System Uptlrne: 214 hours 38 minutes
DSL Status: Connozted
DSL Speed: 960/B12E|<bDS
wireless RF: Dlsabled

Ethernet: Disconnected
Suflware Version: £00104
SSID:

Quick Start

Connezfion scams (2)

D_es_cn'p_u'_m Luze 12 5.1312 Qnlins maamsmaeaim
TSML tsml NA NA NA NA
QK_CONN dhcpc 13.126.11.220 Connected 0hr 5min 51sec NA

Figure 3-2. Home Page

The basic layout of the Home page consists of a page selection list across the top
of the browser window. The footer displays router status, connection information,
and other useful information. The center display is where most of the configuration
will take place.

Click on Log Out to close the session, Refresh to update the status display, or
Quick Start to configure basic options.

Quick Start

The Quick Start screen gives you immediate access to the options you are most
likely to need to specify or change. Click on the Quick Start button on the Home
page to access it.

Select a connection type from the drop-down list:

[I DHCP — The address of the router is automatically assigned

El PPPoE — Your service provider has restricted access by name and password

[I Static — Your service provider has supplied a specific network address for your
router
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HNQ/'\D‘1Ni HOIE sew ADVANCED wmeuss TOOLS smus new
LAN Setup Quuk §larl DHK D L|:IlIlIe\(lIDn setup

LAN Co nhguration "7
Ethernet Switch TYPE: I DHCP ‘fl,O U 2 NAT F H
Firewall/NAT D ons D CI xrewa {‘Services

WA N Setup
New Con nectlon
Modem
TSML

Samp|e_Conne(IIon
l og Out

Figure 3-3. Quick Start - DHCP

PI '\'/1)‘1'\.'[ nous sew ADVANCED wmsuzss TOOLS sums um
LAN Setup Qlxlfk -nan F-’PPn? (nnnoruan S:-mp

LAN Configuration

Ethernet Switch me. I PPPOE I, Options. 1:] NAT L] Firewall "' "Firewall] NATServices
PPP Settings

Usemame: usemame 7 "‘
Password:

WAN Setup
New Collnedion
Modem
TSML

Sam p|e_Conneclion
Log Out

Figure 3-4. Quick Start — PPPOE
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P/\:\‘,‘i[)\‘i\4[_ HOIE SENP ADVANCED WIRELESS toots SWUS HELP
LAN SQUID QUICK Start Static CDlIlte(XIOI'| Setup

LAN Configuration
Ethernet Switch Type: Static V

Options: :| NAT CI FirewallFirewall/NATServices
Static SettingsWA N Setu p

New Connection [p Address,
Modem Mask:
15'“ Default Gateway: 13526.11.254
SampIe_Ccinnection DNS 1: 13526_1A15o '1

‘°‘-‘ °“‘ nus 2:
DNS 3:

Figure 3-5. Quick Start — Static

Enter or select Quick Start options as shown in the following table.

Table 3-l. Quick Start Options

Click in the check box to activate Network Address Translation

(NAT). See Appendix A, Terminology, for a description of NAT.

Firewall Click in the check box to activate the firewall. See Appendix A,
Terminology, for a description of a firewall.

Username (PPPoE) Enter the user name given to you by your service provider.

Password (PPPOE) I Enter the password given to you by your service provider.
IP Address (Static) Enter the IP address to be assigned to the router.

Mask (Static) Enter the subnet mask to be applied to the IP address.

Default Gateway (Static) Enter the IP address of a default gateway. Packets for which
the router has no appropriate route are sent to the default
gateway.

DNS 1-3 (Static) Enter the IP address of the primary domain name server, and
optionally the addresses of a secondary and tertiary DNS to
be used it the server before it is unavailable.

Click on Save to make the changes permanent.
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To set up LAN and WAN options not available on the Quick Start screens, select
Setup from the Home page. Figure 3-6 shows the Setup page. The menu is
broken into two sections: the WAN configuration and the LAN configuration.

I—’ v,l\‘/(l)\ \[ HOIE SETUP ADVANCED IMRELESS roots snrus HEU’

LAN Setup ' ,: i,=_ (“mp
LAN Configuration
Ethernet Switch
Firewall/NATServices

WAN Setup
New Connedion
Modem

TSML System Uptime: 2:4 hours -:3 minutes IemernaxiDSL Status: Connected
DSL Speed: 950/812-Bkbps

L09 0"‘ Wireless RF: Disabled

Disconnected
'SeR-ware Voraicnz R3.00.D4
Issxm

Sample_Connediun

Figure 3-6. Setup Options

Wide Area Network Connection

The DSL (LINE) connection is the Wide Area Network (WAN) connection. It is also
reterred to as a broadband connection. The requirements for the WAN connection
depend on your Internet Service Provider (ISP). Most of the configuration you will
perform will be in this area.

Local Area Network Connection

Saving Changes

6388-A2-GB20-OO

On the other side of your router are your own Local Area Network (LAN)
connections. This is where you plug in your local computers to the router. The
router is normally configured to automatically provide all the PCs on your network
with Internet addresses.

If you connected a PC (rather than a hub or a switch) directly to the router, your
LAN consists of that PC.

Note that the Apply button temporarily saves changes you make. To make
changes permanent, click on Tools (at the top 01 the page) and select System
Commands. At the System Commands page, click on Save All.
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Configuring the WAN

Before the router will pass any data between the LAN interface and the WAN
interface, the WAN side of the router must be configured. Depending upon your
ISP, you will need some or all of the information listed below before you can
properly configure the WAN:

El Your DSL line's Virtual Path identifier (VPI) and Virtual Channel identifier (VCI)

El Your DSL encapsulation type and multiplexing mode

El Your DSL training mode (default is MMODE)

if you use PPPoA or PPPoE, you also need these values from your ISP:

El Your username and password

If you use multiprotocol encapsulation over ATM Adaptation Layer 5 (as described
in RFC 1483), you may need these values from your ISP:

El Your DSL fixed Internet IP address

Your subnet maskEl

El Your default gateway IP address

El
Your primary DNS IP address

Since multiple users can use the router, the router can simultaneously support
multiple connection types. You must set up different profiles for each connection.
The router supports the following protocols:

El DHCP

PPPoA (RFC 2364)

PPPOE (RFC 2516)

Static

Bndged
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New Connection

A new connection is basically a virtual connection. Your router can support up to 8
different virtual connections. If you have multiple ditterent virtual connections, you
may need to utilize the static and dynamic routing capabilities of the router to pass
data correctly.

PPPOE Connection Setup

PPPoE is defined in the lnternet standard RFC 2516. It is a method of

encapsulating PPP packets over Ethernet. PPP (Point-to-Point Protocol) is a
method of establishing a network session between network hosts. it usually
provides a mechanism of authenticating users.

To configure the CPE for PPPoE:

> Procedure

1. Click on Setup and then click on New Connection. The default PPPoE
connection setup is displayed.

. At the Type field, select PPPoE from the drop-down list. The PPPoE
Connection Setup page is displayed.

. Give your PPPoE connection a unique name. The name must not have spaces
and cannot begin with numbers.

. Select a PVC Sharing type of Disable, Enable, or VLAN.

. Select or enter a VPl and VCl (as supplied by your DSL service provider or
your ISP), or click in Auto PVC. (Auto PVC causes the router to perform
automatic VPI/VCI detection as defined in DSL forum TR-O68.) For VLAN,
specify a VLAN ID and priority.

. Select NAT and Firewall if you want them active for this connection. Firewall
and NAT services must be enabled. See Firewall/NAT Services on page 3-22.

. Select the quality of service (QOS). Leave the default value if your ISP did not
provide this information. Depending on the Q08 you select, you may also
enter:

— PCR (Peak Cell Rate)

SCH (Sustainable Cell Rate)

MBS (Maximum Burst Size)

CDVT (Cell Delay Variation Tolerance)

Following is a description of the different options:

El Username - The username for the PPPOE access. This is provided by your
DSL service provider or your ISP.

El Password — The password for the PP POE access. This is provided by your DSL
service provider or your ISP.
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Idle Timeout — Specifies that PPPoE connection should disconnect it the link
has no activity detected for the specified number of seconds. This field is used
in conjunction with the On Demand feature. To disable the timeout feature,
enter a zero in this field.

Authentication — Specifies the authentication protocol: Auto (the protocol is
selected by the PPPoE server), PAP (Password Authentication Protocol), or
CHAP (Challenge Handshake Authentication Protocol).

Keep Alive - When the On Demand option is not enabled, this value specifies
the length of time to keep the connection from being shut down for inactivity by
sending PPP LCP echoes to the PPP server. To ensure that the link is always
active, enter a zero in this field.

MTU - The Maximum Transmission Unit the DSL connection can send. It is a

negotiated value. The maximum specified value is 1500, although some
DSL/ISP providers require a larger value. The minimum MTU value is 128.

On Demand - Enables on-demand mode. The connection will disconnect it no

activity is detected after the specified idle timeout value.

Default Gateway — Specifies whether a default gateway is used.

Enforce MTU - Check this box if you experience problems accessing the
Internet over a PPPoE connection. This feature will force all TCP traffic to

conform with PPP MTU by changing TCP Maximum Segment Size to the PPP
MTU.

Debug - Enables PPPoE connection debugging facilities. Debugging is talked
about later.

PPP Unnumbered ~ Specifies that the calling and answering routers will not
request IP addresses.

PA:Q,‘\L)‘. l\,[7 HOIE SETUP ADVANCED WIRELESS TOOLS smus new

LAN Setup PPPuE Connedrml setup
LAN Configuration
Ethernet Switch

Fi,ewa“/NAT Options: L] NAT [J Firewall VLAN 10; i Priority sitsServices ¥g7

Name: ‘ Type' PPPOE ‘I! Shanng' Disaublewvf

WAN Setup PPP settings PVC settings
New Connection pvc

"0413" Password: ‘ Vpl: 0TSML
Idle Timeout: VC[. 6 '

Sample_Connection Keep Alive:
‘-09 0"‘ Authentication: © Auto 0 CHAP Q PAP Q05: '§

— —— PCR' 77'
MTU: ‘1492 bytes

On Demand: Default Gateway: M
Enforce MTU: I Debug: El

PPP Unnumbered: I:

SCR:

Figure 3-7. PPPOE Connection Setup

To complete the connection you must now click the Apply button. The Apply button
will temporarily save this connection. To make the change permanent. click on
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Tools (at the top of the page) and select System Commands. At the System
Commands page, click on Save All.

PPPOA Connection Setup

PPPoA is defined in the Internet standard RFC 2364. It is a method of

encapsulating PPP packets over ATM cells which are carried over the DSL line.
PPP (Polnt—to-Point Protocol) is a method of establishing a network session
between network hosts. It usually provides a mechanism of authenticating users.
LLC and VC are two different methods of encapsulating the PPP packet. Contact
your ISP to make sure which encapsulation is being supported.

By selecting PPPoA, you are forcing your router to act as the termination point for
the PPPoA connection. This frees up your PC resources and allows multiple users
to utilize the PPPoA connection.

To configure the router for PPPoA:

> Procedure

1. Click on Setup and then click on New Connection. The default PPPoE
connection setup is displayed.

. At the Type field, select PPPoA from the drop-down list. The PPPoA
connection setup page is displayed.

. Give your PPPoA connection a unique name. The name must not have spaces
and cannot begin with numbers.

. Select or enter a VPl and VCI (as supplied by your DSL service provider or
your ISP), or click in Auto PVC. (Auto PVC causes the router to perform
automatic VPINCI detection as defined in DSL forum TR-O68.)

. Select NAT and Firewall if you want them active for this connection. Firewall
and NAT services must be enabled. See Firewall/NAT Services on page 3-22.

. Select the encapsulation type (LLC or VC); it you are not sure just use the
default mode.

. Select the quality of service (QOS). Leave the default value if your ISP did not
provide this information. Depending on the Q08 you select, you may also
enter:

— PCR (Peak Cell Rate)

SCR (Sustainable Cell Rate)

MBS (Maximum Burst Size)

CDVT (Cell Delay Variation Tolerance)

Following is a description of the different options:

El Username — The username for the PPPoA access. This is provided by your
DSL service provider or your ISP.
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Password — The password for the PPPoA access. This is provided by your
DSL service provider or your ISP.

ldle Timeout — Specifies that PPPoA connection should disconnect it the link
has no activity detected for the specified number of seconds. This field is used
in conjunction with the On Demand feature. To disable the timeout feature,
enter a zero in this field.

Authentication — Specifies the authentication protocol: Auto (the protocol is
selected by the PPPoA server), PAP (Password Authentication Protocol), or
CHAP (Challenge Handshake Authentication Protocol).

Keep Alive — When the On Demand option is not enabled, this value specifies
the length of time to keep the connection from being shut down for inactivity by
sending PPP LCP echoes to the PPP server. To ensure that the link is always
active, enter a zero in this field.

MTU — The Maximum Transmission Unit the DSL connection can send. It is a

negotiated value. The maximum specified value is 1500, although some
DSUISP providers require a larger value. The minimum MTU value is 128.

On Demand — Enables on-demand mode. The connection will disconnect if no

activity is detected after the specified idle timeout value.

Default Gateway — Specifies whether a default gateway is used.

Debug — Enables PPPoA connection debugging facilities.

PPP Unnumbered — Specifies that the calling and answering routers will not
request IP addresses.

|?{/,_:\‘,’.L)",'\l[_ . ADVANCED wmarss TOOLS sums 
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LAN Configuration)
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WA" 5’3'“P PPP Settings PVC Settings
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Made," Username: usemame

VPI:
VCI: U

—— QoS: UBR %,_
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Authentication: © Auto 0 CHAP O PAP
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Figure 3-8. PPPoA Connection Setup
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To complete the connection you must now click the Apply button. The Apply button
will temporarily save this connection. To make the change permanent, click on
Tools (at the top of the page) and select System Commands. At the System
Commands page, click on Save All.

Static Connection Setup

A static connection is used whenever a known static IP is assigned. The
accompanying information such as the subnet mask and the default gateway
should also be specified. Up to three Domain Name Server (DNS) addresses can
also be specified. These servers give you access to other web servers. The valid
range of IP addresses is 1.0.0.0 to 223.255.255.254.

To configure the router for a Static connection:

> Procedure

1. Click on Setup and then click on New Connection. The default Static
connection setup is displayed.

. At the Type field, select Static. The Static Connection Setup page is displayed.

. Give your Static connection a unique name. The name must not have spaces
and cannot begin with numbers.

. Optionally enable Network Address Translation (NAT) and the Firewall options.
Firewall and NAT services must be enabled. See Firewall/NAT Services on

page 3-22.

. Select a PVC Sharing type of Disable, Enable, or VLAN.

. Select or enter a VPI and VCl (as supplied by your DSL service provider or
your ISP), or click in Auto PVC. (Auto PVC causes the router to perform
automatic VPlNCl detection as defined in DSL forum TR-068.) For VLAN,
specify a VLAN lD and priority.

. Select NAT and Firewall if you want them active for this connection. Firewall
and NAT services must be enabled. See Firewall/NAT Services on page 3-22.

. Select the encapsulation type (LLC or VC). If you are not sure which to use,
just use the default mode.

. Based upon the information your ISP provided, enter your assigned IP
Address, Subnet Mask, Default Gateway (if provided), and Domain Name
Services (DNS) address (if provided). Specify the VPI and VCI settings. Your
DSL service provider or your ISP will supply these.

. Select the quality of service (QOS). Leave the default value if your ISP did not
provide this information.

. Set the mode to Bridged or Routed as instructed by your ISP.
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Figure 3-9. Static IP Connection Setup

To complete the connection you must now click the Apply button. The Apply button
will temporarily save this connection. To make the change permanent, click on
Tools (at the top of the page) and select System Commands. At the System
Commands page, click on Save All.

DHCP Connection Setup

Dynamic Host Configuration Protocol (DHCP) allows the router to automatically
obtain the IP address from the server. This option is commonly used in situations
where IP is dynamically assigned and is not known prior to assignment.

To configure the router for a DHCP connection:

D Procedure

1. Click on Setup and then click on New Connection. The default PPPoE
connection setup is displayed.

. At the Type field, select DHCP. The DHCP connection setup page is displayed.

. Give your DHCP connection a unique name. The name must not have spaces
and cannot begin with numbers.

. Select a PVC Sharing type of Disable, Enable, or VLAN.

. Select or enter a VPI and VCI (as supplied by your DSL service provider or
your ISP), or click in Auto PVC. (Auto PVC causes the router to perform
automatic VPINCI detection as defined in DSL forum TR-068.) For VLAN,

specify a VLAN ID and priority. — —

. Select NAT and Firewall if you want them active for this connection. Firewall
and NAT services must be enabled. See Firewall/NAT Services on page 3-22.
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7. Select the encapsulation type (LLC or VC). If you are not sure which to use,
just use the default mode.

8. Select the quality of service (QOS). Leave the default value if your ISP did not
provide this information. Depending on the QoS you select, you may also
enter:

— PCR (Peak Cell Rate)

SCR (Sustainable Cell Rate)

MBS (Maximum Burst Size)

CDVT (Cell Delay Variation Tolerance)

If your DSL line is connected and your DSL provider is supporting DHCP, you can
click on the Renew button and the CPE will retrieve an IP Address, Subnet Mask,

and Default Gateway address. At any time you can renew the DHCP address by
clicking on the Renew button.

()1/-\{\‘,".(| )\ N[ snuv ADVANCED WIRELESS TOOLS smus HELP
LAN E-clup llNl.lJ1.nrlIIz-than unup
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TB,“ Gateway: VCI: ii) I
sampleiconuecuun Default Gateway, D Q°S_ gUBR

Lug Oul  PERL CPS5011' cps
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l
Figure 3-10. DHCP Connection Setup

New '1 uI|rIcLlI0n

To complete the connection you must now click the Apply button. The Apply button
will temporarily save this connection. To make the change permanent, click on
Tools (at the top of the page) and select System Commands. At the System
Commands page, click on Save All.
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Bridged Connection

A pure bridged connection does not assign an IP address to the WAN interface.
This connection method makes the router act as a hub that passes packets across
the WAN interface to the LAN interface.

To configure the router as a bridge:

> Procedure

1. From the Home page, click on Setup and then click on New Connection. The
detault PPPoE connection setup is displayed.

. At the Type field select Bridge. The Bridge connection setup page is displayed
(see Figure 3-11).

. Give your Bridge connection a unique name; the name must not have spaces
and cannot begin with numbers.

. Select a PVC Sharing type of Disable, Enable, or VLAN.

. Select or enter a VPI and VCI. (Your DSL service provider or your ISP will
supply these.) For VLAN, specify a VLAN ID and priority.

. Select the encapsulation type (LLC or VC); it you are not sure which to use,
just use the default mode.

. Select the quality of service (Q08). Leave the detault value it you are unsure
or the ISP did not provide this information. Depending on the Q08 you select,
you may also enter:

— PCB (Peak Cell Rate)

SCH (Sustainable Cell Rate)

MBS (Maximum Burst Size)

CDVT (Cell Delay Variation Tolerance)

P/‘,:\_',."..|',_)} §\l[_ HOIIE srmr ADVANCED WlREI.ESS TOOLS smus HELP
LAN setup u..ti....u<........ri..r..~...r.r..
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F..-5.1,“):/NAT VLAN ID: Priority Bits: lS€rV|(ES

WAN SEWUP Bridge Settings pvc seflings
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Modem _ VP], 0
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Figure 3-11. Bridged Connection Setup
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To complete the connection you must now click the Apply button. The Apply button
will temporarily save this connection. To make the change permanent, click on
Tools (at the top of the page) and select System Commands. At the System
Commands page, click on Save All.

CLIP Connection

Classical IP and ARP over ATM (CLIP) allows IP datagrams and ARP (Address
Flesolution Protocol) requests and replies to be transmitted over ATM using ATM
Adaptation Layer 5 (AAL5).

To configure a CLIP connection:

> Procedure

1. From the Home page, click on Setup and then click on New Connection. The
default PPPoE connection setup is displayed.

. At the Type field select CLIP and the CLIP connection setup page is displayed.

. Give your CLIP connection a unique name; the name must not have spaces
and cannot begin with numbers.

. Select or enter a VPI and VCI (as supplied by your DSL service provider or
your ISP), or click in Auto PVC. (Auto PVC causes the router to perform
automatic VPINCI detection as defined in DSL forum TR—068.)

. Specify the IP address and subnet mask.

. Specify the address of the ARP server.

. Specify the address of the Default Gateway.

. Select the quality of service (Q08). Leave the default value if you are unsure
or the ISP did not provide this information. Depending on the QoS you select,
you may also enter:

— PCR (Peak Cell Rate)

SCR (Sustainable Cell Rate)

MBS (Maximum Burst Size)

CDVT (Cell Delay Variation Tolerance)
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Figure 3-12. CLIP Connection Setup

To complete the connection you must now click the Apply button. The Apply button
will temporarily save this connection. To make the change permanent, click on
Tools (at the top of the page) and select System Commands. At the System
Commands page, click on Save All.

Modify an Existing Connection

To modify an existing connection:

> Procedure

1. From the Home screen, click on Setup.

2. Click on the connection you want to modify. The connections are listed by
name.

If you delete a connection, to make the change permanent, click on Tools (at the
top of the page) and select System Commands. At the System Commands page,
click on Save All.
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Modem Setup

To configure the DSL modulation type:

> Procedure

1. From the Home screen, click on Setup.

2. Under WAN Setup, select Modem. This will bring up the Modem Setup screen.
Leave the default value if your ISP did not provide this information. For most
cases, this screen should not be modified.

P/gl\‘,‘t|'_)\ NL HOIE snuv ADVANCED WIRELESS roots smus HELP
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t irewall/NATServices
WAN Sr:|u|.r

New (nnncclion
Hudcln
TSHL

Sampln-_(.onnertinn
Lnu Out

Figure 3-13. Modem Setup

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All.
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TSML

EXHIBIT A

Troubleshooting Management Link (TSML) is a feature that lets authorized
Network Operations Center (NOC) personnel troubleshoot and manage the router
from the NOC.

The TSML connection (VPI O, VCI 34) examines incoming packets, looking for
ICMP Echo Requests. if the TSML connection receives five ICMP Echo Request
packets with the same destination IP address within five seconds, it adopts the
destination IP address. The address can then be used to access the router.

The TSML connection is automatically configured. The TSML Connection screen
shows the settings, but they cannot be altered and saved.
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Figure 3-14. TSML Connection
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Configuring the LAN

To configure LAN parameters, click on Setup on the Home screen. Under LAN
Setup, click on LAN Configuration. The LAN Configuration screen appears.

Enable/Disable DHCP

By default, your CPE has DHCP server (LAN side) disabled. If you already have a
DHCP server running on your network, do not enable a second DHCP server.

To enable DHCP:

D Procedure

1. From the Home screen, click on Setup.

2. Under LAN Setup, select LAN Configuration. The LAN Group 1 Configuration
screen appears.
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Figure 3-15. LAN Group 1 Configuration

3. The DHCP server is enabled when “Enable DHCP Server" is selected. If you
enable it:

— Specify a Start IP address. The Start lP Address is where the DHCP
server starts issuing IP addresses. This value must be greater than the
router's IP address value. For example, if the router's IP address is
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192.168.1.1 (the default) than the Start IP address must be 192.168.1. 2
or higher.

Specify an End IP address. The End IP Address is the last address the
DHCP server can issue. The ending address cannot exceed a subnet limit
of 254. The maximum IP address for a router using the default address is
192.168.1.254. If the DHCP server runs out of DHCP addresses, users

will not get access to network resources.

Specify a Lease Time. The Lease Time is the amount of time a network
user will be allowed connection to the Router with their current dynamic IP
address. The amount of time is in units of seconds; the default value is
3600 seconds (1 hour).

Note: If you change the start or end values, make sure the values are still within
the same subnet as the router's IP address. For example, if the router's IP address
is 192.168.1.1 (the default), and you change the DHCP Start and End IP
addresses to be 192.128.1.2 and 192.128.1.100, you will not be able to
communicate with the router if your PC has DHCP enabled.

In addition to the DHCP server feature, the router supports the DHCP relay
function. When the router is configured as DHCP server, it assigns the IP
addresses to the LAN clients. When the router is configured as DHCP relay, it is
responsible for forwarding the requests and responses negotiating between the
DHCP clients and the server.

if the DHCP server and relay are turned off, you must configure the IP address,
subnet mask and DNS settings of every computer on your network. Do not assign
the same |P address to more than one computer. Your router must be on the same
subnet as the computers.

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All.

Changing the Router's IP address

Your router's default IP address and subnet mask are 192.168.1.1 and

255.255.2550, respectively. This subnet mask allows the router to support 254
users. Since the DHCP server issues a maximum of 255 addresses, there is not

much advantage to changing the subnet mask to increase the number of
addresses. Further, remember that if you change your router's IP address and you
have DHCP enabled, the DHCP configuration must reside within the same subnet.

The default gateway is the routing device used to forward all traffic that is not
addressed to a station within the local subnet. Your ISP will provide you with the
default gateway address.

The Hostname can be any alphanumeric word beginning with a letter and
containing no spaces. The domain name is used to in conjunction with the host
name to uniquely identify the router.

To change the router's IP address:
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> Procedure

1. From the Home screen, click on Setup.

2. Under LAN Setup, select LAN Configuration. The LAN Group 1 Configuration
screen appears, as shown in Figure 3-15, LAN Group 1 Configuration.

3. Click on “Use the following Static IP Address”.

4. Enter a new IP Address and Netmask.

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All.

Ethernet Switch

To set the speed and duplex mode of the LAN ports:

> Procedure

1. From the Home screen, click on Ethernet Switch. The Ethernet Switch screen
appears.

. For Physical Port1 through Physical Port4 (LAN1 through LAN4), select a
mode and speed from the Set Value drop-down list. Select Auto to negotiate
the Ethernet duplex mode and speed with attached equipment that supports
auto-negotiation.

The current configured or negotiated settings are displayed under Fallback Value.

The Apply button will temporarily save the Ethernet Switch settings. To make the
change permanent, click on Tools (at the top of the page) and select System
Commands. At the System Commands page, click on Save All.
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Figure 3-16. Ethernet Switch
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Firewall/NAT Services

To enable or disable Firewall and NAT:

> Procedure

1. From the Home screen, click Setup.

2. Under LAN Setup, select Firewall/NAT Services. By unselecting the Enable
Firewall and NAT Services button the firewall and NAT services is disabled for

all WAN connections. Enabling Firewall NAT does not automatically apply it to
connections.

The Apply button will temporarily save this setting. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All.

|’f._‘,\‘,’i,l)\ NI HOME suuv ADVANCED WIRELESS TOOLS smus HELP
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Figure 3-17. Firewall/NAT Services
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Advanced

The CPE supports a host of advanced features. For basic router functionality, you
do not need to utilize these advanced features. The features help with routing,

security, port configuration, and plug and play capability.

UPnP NAT and Firewall Traversal allow traffic to pass through the router for
applications using the UPnP protocol. This feature requires one active DSL
connection. In the presence of multiple DSL connections, select the one over
which the incoming traffic will be present, such as the default Internet connection.

To enable UPnP you must first have a WAN connection configured. Once a WAN
connection is configured:

> Procedure

1. From the Home screen, click on Advanced and under Advanced, select UPnP.
The UPnP screen appears.

2. Enable UPnP and then select which connection will utilize UPnP.

3. The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.
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Figure 3-18. UPnP
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The SNTP screen lets you specify parameters related to SNTP (Simple Network
Time Protocol) servers. To use SNTP:

} Procedure

1. From the Home screen, click on Advanced and under Advanced, select SNTP.
The SNTP screen appears.

2. Enable SNTP and then specify one or more SNTP servers.

3. The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.
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Figure 3-19. SNTP
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Use the SNMP (Simple Network Management Protocol) screen to enable and
configure the SNMP agent and SNMP trap managers.

The SNMP feature generates a trap whenever the IP address of the router
changes (except through the Troubleshooting Management Link). The trap sent
contains the following:

Community (“public")

sysObject|D for the router

IP address of the agent sending the trap

Time stamp (sysUpTime)

Serial Number of the router

IP address of the router

Interface name

To configure SNMP:

> Procedure

1. From the Home screen, click on Advanced and under Advanced, select SNMP.
The SNMP screen appears.

2. Enable the SNMP traps, then enter up to five Destination IP Addresses and
Community names.

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.
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Figure 3-20. SNMP
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11> QoS

The IP QoS screen lets you establish a particular level of service for each
connection you have defined. To set Q08 for a connection:

D Procedure

1. From the Home screen, click on Advanced and under Advanced, select IP
Q03. The IP QoS screen appears.

2. Select a connection from the drop-down list and enter or select appropriate
options.

3. The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.
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Figure 3-21. IP QoS

Port For warding

Using the Port Forwarding page you can provide local services (such as web
hosting) for people on the Internet. When users send this type of request to your
network via the Internet, the router will fonrvard those requests to the appropriate
PC. Port fonwarding can be used with DHCP-assigned addresses, but remember
that a DHCP address is dynamic. If you were configuring a Netmeeting server, for
example, you would want to assign this server a static IP address so that the IP
address is not reassigned. Also remember that if an Internet user is trying to
access an Internet application, they must use the WAN IP address. The port
forwarding feature will translate the WAN IP address into a LAN IP address.

You can use the LAN Clients screen to reserve an IP address for a DHCP client.

See LAN Clients on page 3-29.
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To configure a service, game, or other application:

> Procedure

1. From the Home screen, click on Advanced.

2. Under Advanced, select Port Forwarding.

. Select the computer hosting the service and add the corresponding firewall
rule.

. If you want to add a custom application, select the User category, click on
New, and fill in the port, protocols and description for your application.

For example, if you want to host a Netmeeting session, lrom the Home screen,
click on Advanced and under Advanced, select Port Forwarding. First select
the IP address for your Netmeeting server. Next select the AudioNideo
category and add Netmeeting to the Applied Rules box. To view the
management rules, highlight Netmeeting and select view. This will display the
preconfigured protocols and ports that Netmeeting will use. Now you can run
Netmeeting from your server and call users that are on the Internet. If they
know your WAN IP address, users can call you.

. The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.
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Figure 3-22. Port Forwarding: Netmeeting
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IP Filters

EXHIBIT A

Use the IP Filters screen to block all or selected traffic. To set up IP Filters:

} Procedure

1. From the Home screen, click on Advanced and under Advanced, select IP
Filters. The IP Filters screen appears.

. Select the LAN Group from the drop-down list that these changes will apply to.

. Select a LAN IP address from the LAN lP drop-down list. Click on New IP to
add a new IP address to the list.

. Select available rules from the list, or click on Custom IP Filters to create a
new rule.

. Click on Apply. The Apply button will temporarily save these settings. To make
the change permanent, click on Tools and select System Commands. On the
System Commands page, click on Save All.
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Figure 3-23. IP Filters
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To add a LAN client, or reserve an IP address for a DHCP client:

} Procedure

1. From the Home screen, click on Advanced.

2. Under Advanced, select LAN Clients. If DHCP is used, all DHCP clients are
automatically assigned. If a fixed IP address server is on the LAN and you
want this server to be visible via the WAN, you must add its IP address. Once
the IP address has been added to you can apply Port Forwarding rules to this
IP address.

. The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.

ADVANCLD WIRELESS IOOIS STATUS HELP
P/‘-.}\",‘\,| )\ Nl HOIIE snuv 
UP||P LQN l_Iu_-III:
»;N H» To add a LAN diunt. Enter ll? Address and Hostnlme. than click Apply.
SNMF‘

Select LAN Connection: LAN group_1 ._\§1? Oos
Enter IP Address:

Port l nrwardmq Hostname;
ll’ Flltem I

MAC Address: |lAN(||1:nls

VI A“ static Add:-asses
undgu Fillers i [E Aggrgss Hostname A lyfi
wylh rm”; D 192.168.1.123 myhoshcom Static
Mullinusl '
l(.MP Snooping
smnc naunng
Dvndluir Rnuting
Ac(e5s Cuulrul
I O0 Oul

Figure 3-24. LAN Clients

You can use the VLAN (Virtual Local Area Network) screen to match different
VLAN IDs to the LAN ports.

To configure VLANs:

} Procedure

1. From the Home screen, click on Advanced.

2. Under Advanced, select VLAN. The VLAN screen appears.

3. Click the appropriate buttons to assign VLAN IDs to the LAN ports.
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The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.
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Figure 3-25. VLAN

Bridge Filters

The bridge filtering mechanism provides a way for the users to define rules to
allow or deny frames through the bridge based on source MAC address,
destination MAC address and/or frame type. When bridge filtering is enabled,
each frame is examined against the defined filter rules sequentially, and when a
matched is determined, the appropriate filtering action (allow or deny) is
performed. The bridge filter will only examine frames from interfaces which are
part of the bridge itself. Twenty filter rules are supported with bridge filtering.

To enable Bridge Filters:

> Procedure

1. From the Home screen, click on Advanced.

2. Under Advanced, select Bridge Filters. The Bridge Filters screen appears, as
shown in Figure 3-26, Bridge Filters.

The User interface for Bridge Filter allows the user to add, edit, and delete, as well
as enable the filter rules. To add rules, define the source MAC address, destination

MAC address, and frame type with the desired filtering action (allow or deny), and
click on the Add button. The MAC address must be in a xx-xx-xx-xx-xx-xx format,

with 00-OO-00-00-00-OO or blanks meaning any address.

To edit or modify an existing filter rule, select the desired rule created previously in
the Edit select box. The selected filter rule appears in the top section, as with the

Add procedure. Make the desired change to the MAC address, frame type and
———aeeess type, and click on Apply.

To delete a filter rules, select the filter rule entry to delete in the Delete selection
box. Note that multiple deletions are possible. Once all the desired filter rules are
selected for deletion, click on the Apply button. The Select All select box can also
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be used to delete the entire filter rule. it provides a quick method of selecting all
filter rules for deletion.

The Enable Bridge Filters button allows you to enable or disable bridge filtering. It
can be set or unset during any add, edit, or delete operation. It can also be set or
unset independently by pressing the Apply button.
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Figure 3-26. Bridge Filters

Note: The bridge filter table contains three hidden rules. These rules are entered
automatically by the system to ensure that you don't lock yourself out of the
system. The first rule allows all ARP frames through the system. The second rule
allows all IPv4 frames with the destination MAC address of the router to go
through. The third rule allows all lPv4 frames with the source MAC address of the
router to go through.

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All.

Note: On a windows based machine, you can find a MAC address with the ipconfig
program. At a command prompt, type: ipconfig /all
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Web Filter s

This option enables the IGMP proxy, which allows NAT clients to participate in
IGMP multicast groups. It should only be enabled if NAT is also enabled.

To enable Multicasting:

D Procedure

1. From the Home screen, click on Advanced.

. Under Advanced, select Web Filters.

. Select features to be enabled and disabled over the router.

. The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.
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Figure 3-27. Web Filters
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Multicast

This option enables the IGMP proxy, which allows NAT clients to participate in
IGMP multicast groups. It should only be enabled if NAT is also enabled.

To enable Multicastingz

b Procedure

1. From the Home screen, click on Advanced.

2. Under Advanced, select Muliticast.

. The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.
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Figure 3-28. Multicast
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IGMP Snooping

Use the IGMP Snooping screen to specify whether IGMP Snooping is enabled.
When IGMP Snooping is enabled, the router analyzes Internet Group
Management Protocol (IGMP) packets to learn multicast group address and port
associations.

To enable IGMP Snooping:

1. From the Home screen, click on Advanced.

2. Under Advanced, select IGMP Snooping.

3. Click in the check box to enable snooping.

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.
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Figure 3-29. IGMP Snooping

Static Routing

If the router is connected to more than one network, you may need to set up a
static route between the networks. A static route is a predefined pathway that
network information must travel to reach a specific host or network. You can use
static routing to allow different IP domain users to access the Internet through the
router.

To enable Static Routing:

fir Procecltire

1. From the Home screen, click on Advanced.

2. Under Advanced, select Static Routing.
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3. Specify the New Destination IP. This is the address of the remote LAN network
or host to which you want to assign a static route. Enter the IP address of the
host for which you wish to create a static route here. For a standard Class C IP
domain, the network address is the first three fields of the New Destination IP,
while the last field should be 0. The Subnet Mask identifies which portion of an
IP address is the network portion, and which portion is the host portion. For a
lull Class C Subnet, the Subnet Mask is 255.255.255.0.

. Specify the Gateway address. This is the IP address of the device that allows
contact between the router and the remote network or host.

. Specify the Metric. This determines the maximum number of steps between
network nodes that data packets will travel. A node is any device on the
network (such as a router or switch).

. The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.
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Figure 3-30. Static Routing

Dynamic Routing allows the CPE to automatically adjust to physical changes in
the network. The CPE, using the RIP protocol, determines the network packets‘
route based on the fewest number of hops between the source and the
destination. The RIP protocol regularly broadcasts routing information to other
routers on the network.

To enable Dynamic Routing:

b P rocecl u re

1. From the Home screen, click on Advanced.

2. Under Advanced, select Dynamic Routing.
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3. Specify the Protocol. The protocol is dependent upon the entire network. Most
networks support RIP v1. If RIP v1 is selected, routing data will be sent in
RIP v1 format. If RIP v2 is selected, routing data will be sent In RIP v2 format
using subnet broadcasting. If Rip v1 Compatible is selected, routing data will
be sent in RIP v2 format using multicasting.

. Specify the Direction. This determines the direction that RIP routes will be
updated. Selecting In means that the router will only incorporate received RIP
information. Selecting Out means that the router will only send out RIP
information. Selecting both means that the router will incorporate received RIP
information and send out updated RIP information.

5. The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.
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Figure 3-31. Dynamic Routing
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Access Control

Access control allows certain PCs to access the router after the firewall is enabled.

Access control is enabled on a WAN connection only it the tirewall is enabled
globally (see Firewall/NAT Services on page 3-22) and enabled on that WAN
connection.

To enable any of the Access Control features:

D Procedure

1. From the Home screen, click on Advanced.

2. Under Advanced, select Access Control. The Access Control screen appears.
All Access Control rules have precedence over rules that were added via the
Port Forwarding page.

3. The Apply button will temporarily save these settings. To make the change
permanent, click on Tools and select System Commands. On the System
Commands page, click on Save All.
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Figure 3-32. Access Control

Click on Log Out to close the session.
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Wireless

The Wireless tab provides access to screens that let you configure parameters
related to the router's wireless LAN connection.

The Wireless Setup screen contains the wireless LAN user settings.

To change the Wireless Setup:

} Procedure

1. From the Home screen, click on the Wireless tab.

2. From the Wireless menu, click on Setup. The Wireless Setup screen appears.

3. Enter or select the parameters described in Table 3-2, Wireless Setup.
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Figure 3-33. Wireless Setup Screen

Table 3-2. Wireless Setup (1 of 2)

Parameter Description

Enable AP Enabling the Access Point (AP) turns on the router's
wireless capability. To use wireless devices, verify that the
box is checked.

Specify the Service Set |Dentifier (SSID) for your wireless
LAN. It can be up to 32 characters and cannot include
spaces.

Hidden SSID Enable Hidden SSID by clicking in the check box. When
Hidden SSID is enabled, the SSID is not advertised. Users
must know the SSID to connect to the wireless LAN.
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Table 3-2. Wireless Setup (2 of 2)

Parameter Description

Channel B/G Specify the RF (Radio Frequency) channel (1-11) forthe
router to use. Flecommended values are 1. 6. and 11.
These three values do not overlap and could be used by
three neighboring wireless LANs.

802.11 Mode Specify whether the router will support only 802.11b
(11 Mbps) clients, only 802.11b+ clients (22 Mbps), only
802.119 (54 Mbps) clients, or all. To allow any client to
connect, select Mixed.

4X Enable 4X mode only if all clients that will connect to the
wireless LAN support 802.1 1b+.

User Isolation Select if you want to forbid communication between users
on the wireless LAN.

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All. Then turn off and turn on the
router to put the settings into effect.
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Configuration

The Wireless Configuration screen contains the wireless LAN operational settings.
Do not change anything on the Wireless Configuration screen unless you are so
directed by your ISP.

To view the Wireless Configuration settings:

> Procedure

1. From the Home screen, click on the Wireless tab.

2. From the Wireless menu, click on Configuration. The Wireless Configuration
screen appears.
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Figure 3-34. Wireless Configuration Screen

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All. Then turn off and turn on the
router to put the settings into effect.

Security

The Wireless Security screen contains the settings for applying security to your
wireless LAN.

To change Wireless Security:

p Procedure

1. From the Home screen, click on the Wireless tab.

2. From the Wireless menu, click on Security. The Wireless Security screen
appears.
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Figure 3-35. Wireless Security Screen

3. Select a security type:

— None. Anyone can connect to the wireless LAN.

— WEP (Wired Equivalent Privacy). Users of the wireless LAN must supply
an encryption key, as defined on this screen. If an Authentication Type of
Shared is selected, the client must properly encrypt a packet sent by the
router using the encryption key; however, this method allows hackers to
deduce the key. An Authentication Type of Open is recommended.

|{/-‘§\',‘..| )\ \l| Hour srrup ADVANCED wmrrrss TOOLS STATUS HELP 
Setup w. lu'|I"l.F
(nnflguraunn
s.-. llrllv

Select a Wireless Security level:
0 None © WEP O ao2.1x

C] Enable WEP Wireless Security

r-1an.lgl=.m.em
Lou (Jut

Authentication Type: l
Select Enerretxvn E9: _

Enter 10. 25. or 53 hexadecimal dlqlfi for 5:, 128 Dr 256 bitEncryntlnn Keys respectively. a.g., AA AA AA AA AA fur a kiy lengthof 64 bits.

Mom you must 3for warms: changes to take effect. Apply |

Figure 3-36. Wireless Security WEP Screen

— 802.1x. This security level uses a RADIUS (Remote Authentication Dia|—ln
User Service) authentication server to manage network access. Specify

6388-A2-G B20-00 February 2005



161

EXHIBIT A
3. Using the Web Interface

the address of the RADIUS server, the Port, the shared Secret, and the
Interval in seconds at which authentication must be repeated.

P/.l\',‘-.|)‘[N| HOIlk snuv ADVANCED W|‘<‘EltSS IOOLS sums 

Setup 1 L‘.'ir1‘|:I'..'y .'unurIlr
Confluuralion
ea urity
Mariaqeiiieiul
Log Oul

Radius Settings

Server IP Address: |__ _
Port: [1812

secret: I

Group Key Interval: l3600

Note: you must R15fig Palnl. for wiralus change: to take effect.

Figure 3-37. Wireless Security 802.1lx Screen

— WPA (Wi-Fi Protected Access). For WPA you can specify a RADIUS
server (as with 802.1x, above) or a Pre-Shared Key (PSK).

R/'i{\‘,5_|)‘1 \ll HOME saw ADVANCED vnnrrrss IOOLS smus HELP
Scluu wirel-»--.:. in-\i.:nl,l'
Confluuraliun
Sm may

Select a Wireless Security level:Managemelll
Log out .

Group Key Interval. @600
Nobel Group Key Interval ll lhlrcd by III WPAoptlcms.

© 802.1): Serverlp Address: __
Port: lB12

Secret:

O PSK Strino String: I - (Max 63 characters)

Note: you must Flalafififigfig gym; rm Wireless changes In Lake affed.

Figure 3-38. Wireless Security WPA Screen

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All. Then turn off and turn on the
router to put the settings into effect.
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Management

The Wireless Management screen allows you to control access, display clients,
and establish multiple SS|Ds.

To use Wireless Management:

> Procedure

1. From the Home screen, click on the Wireless tab.

2. From the Wireless menu, click on Management. The Wireless Management
screen appears.

. Select:

— Access List — To allow or deny access to the wireless LAN by MAC
address. Enable the access list, then add allowed or denied MAC
addresses.

|’/.,:\‘/.l)\ Nl_ HD|lE snuv ADVANCED wmruss TOOLS smus HELP
Setup wipe-I--gr.vr.:n.memulu
Lunliguratlon
Sctilrrlv

Access List A-ism inln! Sluhmu Mulliulr: SSIDl'|unuqcl|IL'I|l T

Lou Um Access List
D Enable Access List

OAIIDW OEan

Mac Address: i _ M

Note: yau muit Bfih m For wnarm (hingas to like affect.

Figure 3-39. Wireless Management Access List Screen
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— Associated Stations — To display wireless clients currently connected to
the router.

l",/‘.l\',‘\[,\fi Ni HOME ssruv ADVANCFD WIRELESS TOOLS sinus HELP 
Setup I.'i- -- ‘icingrl--rI'i-'1II
Configuration
Security

Amuse Ll-i.l Associated Stations I‘-Iiilliulr ESILI
I'1dlId(.]clI]r:IIl je-

mg (ml Associated Stations

There are no Associated Stations at this time.

Natal you must  imfor Wireless chanuns to take affict. E

Figure 3-40. Wireless Management Associated Stations Screen

H Multiple SS|Ds — To cause the router to advertise the wireless LAN using
more than one Service Set |Dentifier (SSID).

l’-1/_}\',"\[:)\l\J|_ Hour SFTUP ADVANCED WIRHFSS IOOLS SIATUS HELP
Setup L'il'1!I"l:-,'.H_4Iln:|wI|IIIIl|‘
Lniifigiirritinii
sex in-ity

 Jluuziuletl station; l"I|l|h|JIE ‘ssltl I|"'I<tIIdq(‘lIIL‘II(

log Om Multiple ssm
Q Enable Multiple SSID

SSID: m
Multiple SSID support will be disabled if wireless security enabled.

'

Figure 3-41. Wireless Management Multiple SSID Screen

TThe,Apply_button_wilLtemporari|;Lsave_these,_s,eItings._To_makeJhe,cl1ange __
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All. Then turn off and turn on the
router to put the settings into ettect.
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The Tools tab provides access to system commands and functions.

System Commands

To make changes permanent, click on Tools (at the top of the page) and select
System Commands. The following commands are used to configure the router:

E1 Save All: Click on this button in order to permanently save the current
configuration of the router. If you do restart the system without saving your
configuration, the CPE will revert back to the previously saved configuration.

Restart: Use this button to restart the system. If you have not saved your
configurations, the router will revert to the previously saved configuration upon
restarting. Connectivity to the unit will be lost. You can reconnect after the unit
reboots.

Restore Defaults: Use this button to restore the default settings selected by

your service provider. Connectivity to the unit will be lost. You can reconnect
after the unit reboots.

l’/.,:\‘,",|)\ |\l[ HOME srrup ADVANCED WIRELESS T00lS smus HELPn 
\y‘Sf1'llI I uninimmls ;r.' -,-;.'._:_ .|-._,.,,_.
Remote Luci
u<..=r Management
”W‘fi'*‘ V‘-‘“’—\VfiV um-manuntly nu tho curmnt conflgurlfion.
l\naly7Pr
Pmn ‘leer
Modem Test

loq out Restart U1: system. Unsaved change: will be lost.

Rcfldfl ‘u_‘I______. Pfllrll ::;it:;tS)V'4Iru|IIs Acton Point (lctivitl ncw Wlrellu

llcslurc L||:I.|uII3 Restore fadnry default configuration. System will rustart.

Figure 3-42. System Commands

Remote Log

The remote log feature forwards all logged information to a remote PC. The type of
information forwarded to the remote PC depends upon the log level. Each log

message is assigned a severity level, which indicates how seriously the triggering
event affects router functions. When you configure logging, you must specify a
severity level for each facility. Messages that belong to the facility and are rated at
that level or higher are logged to the destination.

For PPPoE and PPPoA connections, you can select Debug if you want to log the
connection information. This is helpful when trying to debug connection problems.
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Table 3-3 defines the different severity levels.

Table 3-3.

Severity Level

Severity Levels

Description

Panic System panic or other condition that causes the router to stop
functioning.

Alert

Citical

Conditions that require immediate correction, such as a corrupted
system database.

Potentially critical conditions, such as hard drive errors.

Error Error conditions that generally have less serious consequences
than errors in the panic, alert, and critical levels.

Warning Conditions that warrant monitoring.

Conditions that are not errors but might warrant special handling.

Events or non-error conditions of interest.

Software debugging messages. Specify this level only if so directed
by your technical support representative.

To forward logging information:

> Procedure

1 . Click on Tools and select Flemote Log.

. Select a Log Level from the drop-down list.

. Type the IP address of the remote logging destination and click on Add.

. Click on Apply. To make the change permanent, click on Tools (at the top of
the page) and select System Commands. At the System Commands page,
click on Save All.
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|’/,{\",‘j)‘,|\l| HOIIE SETUP ADVANCED wmarss T0015 STATUS HELP
System Coiuunmuls Hrmurr t IIIJ I1!-.lImr:'.
RPIIHI'r' Iuu

User Mauaqenlent L°9 Level
Update Galuwav L091-EVE‘: N0'i¢9 ‘Q
Analyzer

Ping I est Add an IP Address: l mNuilvlll It-El

Log out Select a logging destination: Nona fig‘

%

Figure 3-43. Remote Log

User Management

To change your router's username and password:

> Procedure

1. From the Home screen, under the tools menu, click on User Management.

2. Change the login name and password.

3. If desired, you can change the idle timeout from this screen. The idle timeout
determines after how many minutes of inactivity the web interface is logged
off.

The Apply button will temporarily save these settings. To make the change
permanent, click on Tools (at the top of the page) and select System Commands.
At the System Commands page, click on Save All.

It you forget your password, you can press and hold the reset to factory defaults
button for 10 seconds. The router will be reset to its factory default configuration
and all custom configurations will be lost.
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|J/-.}\',‘.|)\ Ni HOIE srruv ADVANCED WIRELESS TOOLS STATUS HELP

srysreini ( umm.m«.|s I Ilunr Nan lg-'n1-'nl.
RL""U'«’ '00 - Uscr Mnnlanrncnl is used to dung: your uur mm. or Pnnnnrd.
ugnr I-arm.-lqmm-ni

User Name: |Admin
Uudalr: L'3aIcwav '. " '|
A,,a|W,§,. Pas5word:l I

Iplug Ie~.l Confirmed Password:
"‘<”"""‘ "*’~‘ Idle Timeout: 30 minutes
Lou Gui

Figure 3-44. User Management

Update Gateway

You can remotely upgrade the router's firmware from the web interface.

To upgrade the firmware:

D Procedure

1. From the Home screen, under the Tools title, click on Update Gateway.

2. Click on Browse, and find the firmware file to download. Make sure this is the
correct file.

. Click on upgrade firmware. Once the upgrade is complete the CPE will reboot.
You will need to log back onto the CPE after the firmware upgrade is complete.

The firmware upgrade should take less that 5 minutes to complete. If it takes
longer than 5 minutes, something has gone wrong.

Caution: Do not remove power from the router during the firmware upgrade
procedure.
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|{/".lQ,“,|)\ N| HOME SETUP ADVANCED WIRELESS [OILS swus HELP

Sl/§hElI1CUl]llIIdIId3 ‘ llpddlu (“Ila-\n.4yR-_—.n-nle. I at; l 0 update your gammy flrrnvnre. choou In updated Ilrmwlre Image or configuration (II: in "sqlm a File",
and “men click uh. Updlil Gakvny bufipn. Additionally. you may download your «mrigurauan in. from theUser Nanagelnenl ‘- yltum by dlzklng Get Canflguratinn.

Updalcinlleway — T — — — —
Se|ectaFIEe: | Browse...

A""'V”' {Max file size 3.5 MB)Ping lesl Firmware Image can be the combined single

Modpm Tu. image with or without digital signature.
'°9 0'“ llpduu-. 11:11-sway

The syslern vdll be restarted aulnrnatlcally, afher the Fllasysmrn image is
succaiifully updated. You all need to reconnect again In cunfiguni ycrursetup.

11:1 (_r.mln;umI.|un

Figure 3-45. Update Gateway

Analyzer

The Analyzer screen shows link statuses and test results.

}lf\l\‘,’.,| )\ N| HOME saw ADVANCED WIRELESS 10015 swus HELP
bystem Commands A.-..I-mu
liemcte Lag

User Nanaaemenl ;E.harrIat: DOWN, DOWN, DOWN, Dbwn
”Pd“‘C °““‘*“°V us». Link: up (ADSL)
""""""' ‘fix Idle Ce|ls' PASSPing Ted

pm Ping: FAIL
l'lar:leIn leg! I
Lou Uul 'nIrIa gateway: PASS

ping localhoa: FASS

mine nameserver: PASS

Figure 3-46. Analyzer
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Ping Test

Once you have your router configured, it is a good idea to make sure you can ping
the network. If you have your PC connected to the router via the default DHCP
configuration, you should be able to ping the network address 192.168.1.2. If your
ISP has provided their server address you can try to ping that address. if the pings
for both the WAN and the LAN side are successful, and you have the proper
protocols configured, you should be able to access the Internet.

To run a ping test:

> Procedure

1. From the Home screen, under the Tools title, click on Ping Test.

2. Specify the target IP Address that you want to ping.

Optionally, specify:

— TOS Byte value. This is part of the IP header of the ping packet. Valid
values are 0 to 255.

— Packet size. Valid values are 36 to 65507.

— Number of echo requests. Valid values are 1 to 9.

3. Click on Test.

By default, when you select ping test, the router will ping itself three times. In
Figure 3-47, the router passed the Ping Test; this basically means that the TCP/lP
protocol is up and running. If this first test does not pass, the TOP/IP protocol is
not loaded. In this case, restart the router.

Enter IP Address to ping- 192 1681.!

T05 Byte: "D

Packet size: a —-flfilbytes
Number of echo requests: 3

Status: Alive
Pings: Transmit3
Roundcrip Delayuuj : Innimlm(10

Figure 3-47. Ping Test
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Modem Test

The Modem Test is used to check whether your router is properly connected to the
WAN Network by running OAM F4 and F5 end-to-end and segment tests. The test
may take a few seconds to complete. To perform the test, select your connection
from the list, select a Test Type, and click on the Test button.

Before running this test, make sure you have a valid DSL link; if the DSL link is not
connected, this test will always fail. Also, the DSLAM must support this feature.
Not all DSLAMs have OAM F4 and F5 support.

|’/‘\i\‘,‘»|)\ \J| HOIIE SHUP ADVANCED WIRELESS IOCLS swus HELP

System Commands Jlnduln Ie-.lRmuintv lug This cast an be used to (hark whether your Modern is proporly tannoctgd la the Network. This test maylake a few sacnnds to complete. To perform the test. select your connection from the list and press the
User Manaqenlent Test hutton.

|,lprJ;IlP Gulvn-Jay : . I Elma
Analyzer O TSML tsml 0:34
pmq 165, O SampIe_Connectian dhcpc D235
”Ul‘K'Ill I.-at 1-e5t1>ype;| F4 End
Log out

Modem Test Result: No test is running

Figure 3-48. Modem Test
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Status

EXHIBIT A

The Status section allows you to view the Status/Statistics of different connections
and interfaces:

I3 Network Statistics — Select to view the Statistics of the Ethernet and DSL
interfaces, as shown in Figure 3-49.

HA{Q,\_lj)‘1N[ HOIE SETUP ADVANCED
Network Slotisllrs

Connection Status I
DHCP clients !
Modem Stdlus
Producllnlnnnannni
bi/stem Log
Log Clut

WIRELESS IOOLS STATUS
 Nln.-tt-girl: ‘?l.IlI\.1::-.

house an interface to view your network statistics:
O Ethernet O DSL
Transmit

Good Tx Frames
Good Tx Broadcast Frames
Good Tx Multicast Frames
Tx Total BytesCollisions
Error Frames
Carrier Sense Errors

Receive

Figure 3-49. Network Statistics

Good Rx Frames
Good Rx Broadcast Frames
Good Rx Multicasl: Frames
Rx Total BytesCRC Errors
Undersiied Frames
overruns

O Wireless

1027
0
0
645542
0
0
0

6B

Connection Status — Select to view the Status of different connections.

DHCP Clients — Select to view the list of DHCP clients.

Modem Status — Select to view the Status and Statistics of your broadband

(DSL) connection, as shown in Figure 3-50.
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t’/"-i\'/“-[)3 N, HOIE
Network Statistics
Coniiettion Status
DHCP (IIEIIK
Modem status
Product lnic-rniatioil

System Log
Log Out

SEIUP ADVANCED

Modem Status
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WIRELESS TOOLS STATUS

Ruin-in .-.i..n.»_

Connection Status
Us Rate (Kbps)
D5 Rate (Kbps)
US Margin 6
DS Margin 15Trained Modulation
LOS Errors 0

HELP

DS Line Attenuation 0
US Line Attenuation 0
Peak Cell Rate 2264 cells per sec
CRC Rx Fast
CRC Tx Fast
CRC Rx lntefleaved
CRC Tx Inteneaved
Path Made

DSL Statistics
Near End F4 Loop Back Count
Near End F5 Loop Back Count

Figure 3-50. Modem Status

I] Product information — Select to view the router's driver and run-time

information, as shown in Figure 3-51.

}-’/‘.{\"‘/‘~.l)\ Ni SETUP ADVANCED WIRELESS TOOLS STATUS HELP 
Network Statistics = , Hi'|‘I-
Lollnecllall Status
DHCP Clients
Modem Status
Pi-nriurt liiturinaiirin

Sysmnlog Sofl: V ' R3 0004
were ersion . .

DSL Datapump tD3D6DD
Boot Loader 1.2.1.5
Model Number AR7wRD
HW Revision Unknown
Serial Number none
Ethernet MAC N/A
WAN MAC N/A
AP MAC N/A

Log Out

Figure 3-51 . Product Information

El System Log — Select to view all logged information. Depending upon the
severity level, this logged information will generate log reports to a remote host
(it remote logging is enabled}.
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The Router Is Not Functional

1. Check to see that the power LED is green and than the network cables are
installed correctly. Refer to Connecting the Hardware in Chapter 2, Hardware
Installation and PC Setup for more details.

. Check to see that the LAN and STATUS LEDs are green.

. Check to see that the STATUS LED is green.

I ‘r’-l\‘1“l)‘1’NE'
: 

‘%,%,%‘%%‘<‘<>%’%

513?] I‘:

. Check the settings on your PC. Again, refer to the quick start guide for more
details

. Check the router's settings.

. From your PC, can you ping the router? Assuming that the router has DHCP
enabled and your PC is on the same subnet as the router, you should be able
to ping the router.

. Can you ping the WAN? Your ISP should have provided the IP address of their
server. if you can ping the router and your protocols are configured correctly,
you should be able to ping the |SP's network. If you cannot ping the |SP‘s
network, make sure you are using the correct protocols with the correct
VPINCI values.

. Make sure NAT is enabled if you are using private addresses on the LAN
ports.

You Cannot Connect to the Router

T.T_, -_1_. Check’t<rsee*that the'power*l;ED'is*green*and—thaHhe—network—cables—are— —T—
installed correctly.

2. Make sure that your PC and the router are on the same network segment. The

6388-A2-GB20-00

router's default IP address is 192.168.1.1. If you are running a Windows-based

February 2005



175

EXHIBIT A
4. Troubleshooting

PC, type ipconfig /all (or winipclg /all on Windows 95, 98, or ME) at a
command prompt to determine the IP address of your network adapter. Make
sure that it is within the same 192.168.1.x subnet. Your PC‘s subnet mask
must match the router's subnet mask. The router has a default subnet mask of
255.255.255.0.

. Make sure NAT is enabled if you are using private addresses on the LAN
ports.

LEDS Blink in a Sequential Pattern

This typically means that either the kernel or flash file system is corrupted. Notify
your service representative.

Status LED Continues to Blink

This means that the DSL line is trying to train but for some reason it cannot
establish a valid connection. The main cause of this is that you are too far away
from the central office. Contact your DSL service provider for further assistance.

Status LED is Always Off

1. Make sure you have DSL service. You should receive notification from your
ISP that DSL service is installed. You can usually tell if the service is installed
by listening to the phone line: you will hear some high-pitched noise. It you do
not hear high-pitched noise, contact your ISP.

. Verify that the phone line is connected directly to the wall and to the line input
on the router. if the phone line is connected to the phone side of the router or
you have a splitter installed on the phone line, the DSL light will not come on.
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What is a Firewall?

A firewall is protection between the Internet and your local network. It acts as the
firewall in your car does, protecting the interior of the car from the engine. Your
car's firewall has very small opening that allow desired connections irom the
engine into the cabin (gas pedal connection, etc), but if something happens to your
engine, you are protected.

The firewall in the router is very similar. Only the connections that you allow are
passed through the firewall. These connections normally originate from the local
network, such as users web browsing, checking e-mail, downloading files, and
playing games. However, you can allow incoming connections so that you can run
programs like a web server.

What is NAT?

NAT stands for Network Address Translation. Another name for it is Connection

Sharing. What does this mean? Your ISP provides you with a single network
address to access the Internet with. However, you may have several machines on
your local network that want to access the Internet at the same time. The router
provides NAT functionality that converts your local network addresses to the single
network address provided by your ISP. It keeps track of all these connections and
makes sure that the correct intormation gets to the correct local machine.

Occasionally, there are certain programs that don't work well through NAT. Some
games and other specialty applications have a bit of trouble. The router contains
special functionality to handle the vast majority of these troublesome programs
and games. NAT does cause problems when you want to run a server. See the
DMZ section below.

What is a DMZ?

DMZ really stands for Demilitarized Zone. It is a way of separating part of your
local network so that is more open to the Internet. Suppose that you want to run a
web server, or a game server. Normal servers like these are blocked from working
by the NAT functionality. The solution is to isolate the single local computer into a
DMZ. This makes the single computer look like it is directly on the Internet, and
others can access this machine.
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Your machine isn't really directly connected to the Internet, and it really has an
internal local network address. When you provide the server's network address to
others, you actually provide the address of the router. The router fakes the
connection to your machine.

You should use the DMZ when you want to run a server that others will access
from the Internet. Internal programs and servers (like print servers) should not be
connected to the DMZ.

What is a Router?

The Internet is so large that a single network cannot handle all of the traffic and
still deliver a reasonable level of service. To overcome this limitation, the network is

broken down into smaller segments or subnets that can deliver good performance
for the stations attached to that segment. This segmentation solves the problem of
supporting a large number of stations, but introduces the problem of getting traffic
from one subnet to another.

To accomplish this, devices called routers are placed between segments. If a
machine wishes to Contact another device on the same segment, it transmits to

that station directly using a simple discovery technique. If the target station does
not exist on the same segment as the source station, then the source actually has
no idea how to get to the target.

One of the configuration parameters transmitted to each network device is its
default gateway. This address is configured by the network administrators and it
informs each personal computer or other network device where to send data if the
target station does not reside on the same subnet as the source. If your machine
can reach all stations on the same subnet (usually a building or a sector within a

building), but cannot communicate outside of this area, it is usually because of an
incorrectly configured default gateway.
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Working Group Co-Chair: David Thorne, BT

Abstract:

This Working Text will outline an evolution of mass market DSL services to deliver multiple levels of Q08
enabled lP layer services to DSL subscribers. In support of this service evolution, a reference architecture and
supporting requirements are included that outline the interface specifications needed from a subscriber or a

—Ser—vice—F—’rovider—to access—these—new—ser—vices.

Notice:

The DSL Forum is a non-profit corporation organized to create guidelines for DSL network system development
and deployment. This Technical Report has been approved by members of the Forum. This document is not
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binding on the DSL Forum, any of its members, or any developer or service provider involved in DSL. This
document is subject to change, but only with approval of members of the Forum.

©2003, 2004 Digital Subscriber Line Forum. All Rights Reserved.

DSL Forum technical reports may be copied, downloaded, stored on a server or othenrvise re-distributed in their
entirety only.

Notwithstanding anything to the contrary, the DSL Forum makes no representation or warranty, expressed or
implied, concerning this publication, its contents or the completeness, accuracy, or applicability of any
information contained in this publication. No liability of any kind shall be assumed by the DSL Forum as a result
of reliance upon any information contained in this publication. The DSL Forum does not assume any
responsibility to update or correct any information in this publication.

Reason for Update
Version 1 September, 2002 Created new document based on technical

requirements sections of ds|2002.213

October, 2002 Comments and minor updates from Oct. 8call

December, 2002 Comments and minor updates from Nov. 12call

Version 4 December, 2002 Comments and updates from December
DSLF meeting in San Francisco — except,
this version does not yet number
reuirements — as was areed.

Version 5 February, 2003 introduced numbered requirements,
removed “RSVP-like,” accepted reviewed
changes from V4, and incorporated
contributions from January interim
teleconference.

Version 6 March, 2003 Moved Phase-2 QoS and Multicast
information into Appendix as agreed in
Februa DSLF meetin in Dallas.

Version 7 March, 2003 Collected Interim Meeting Comments
(largely editorial) in preparation for straw
ballot.

Version 8 May, 2003 This version captures straw ballot
comments resolved in Lisbon and is
intended to be the text to work from on the
Straw ballot comments finalization call.

Version 9 June, 2003 This version captures straw ballot
comments resolved in interim meeting and
is intended to be the text for letter ballot.

Version 10 February, 2004 This version corrects typographical errors,
updates references to WT-080 and WT-O81,
and improves the PDF and black-and-white
outut for some fiures.
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1 PURPOSEANDSCOPE

11 Purpose

ADSL service providers are highly interested in advancing DSL to be the preferred broadband access
technology by growing their networks, increasing the value provided by those networks, and expanding the
market they can address. To do this they must address several critical needs, particularly:

° The service must become more accessible to end-users and to wholesale and retail partners.

' The service must address a wider market with:

o Variable speeds,
o Variable precedence arrangements — allowing some application's traffic to take precedence

over others.

o Specific suppon for IP applications (e.g. lP-QoS and multicasting),
o Support for new business models that can include more types of service providers, and
0 Support for these new service parameters across multiple connections to different service

providers from a single DSL subscriber.

° The service must be competitive with alternative access technologies such as cable modem.

While adopting new architectures, like FSVDSL, may also fulfill these needs, perhaps even better than the
architecture defined here, it is also important to realize that much ADSL has already been deployed, and that
the current business imperatives may cause ADSL service providers to try to make more of what they already
have than to try massive upgrades along with the massive capital investment they usually bring.

Therefore, there is also a critical need to provide a standard evolution path for the embedded base of ADSL.

The purpose of this work and the new service models is to provide a more common architecture and set of
service interfaces to address these critical needs. Adhering to this architecture and to the services and service
models set forth both here and in TR-058 simplifies and unifies the way for all types of service providers to
obtain ADSL end-user customers whether they sell access to networks, applications, or content.

The anticipated outcome for employing this specification, as well as others that build from it, is that it will:

° Reduce the number of alternative interfaces to |SPs/ASP and end users, in order to reduce costs

through common interconnection.

' Establish guidelines for developers and vendors, so they can build equipment that support common
service requirements.

' Improve the ability to introduce end-to-end services and applications worldwide, so that similar services
can interwork across various service providers’ networks.

L2 Scope

This document presents an architecture for evolving DSL deployment and interconnection including the LAA
and PTA architectures defined in TR-25. It outlines a common methodology for delivering QOS-enabled
applications to DSL subscribers from one or more Service Providers. The business framework and drivers
justifying this architectural evolution are described, in part, in TR-O58. In the largest sense, the scope of this
architecture is to provide IP-QoS and more flexible service arrangements to millions of users and thousands of
service providers. And to do this to a useful extent, while pursuing only economic enhancements to existing
ADSL networks.

While ADSL is useful for mass markets, segments and niches — this architecture addresses the mass market
specifically. The approach, service models, and architecture are intended to scale to thousands of service
providers, and many millions of end-users. The architecture does not detail approaches and techniques that
might be appropriate to segments and niches, but does recognize that they might also be used in concert with
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this approach. Similarly, local regulations, e.g. wiretapping, might apply to this and any architecture, but are
beyond the scope of this document.

Many of the requirements levied on network elements and management systems are collected in this
architecture, but they should not be taken as an exhaustive list of requirements for such elements. It is expected
that other documents and standards will come forward to collect the requirements here. as well as those from

other markets, segments, and niches in order to provide complete requirements for elements and systems that
wish to be suitable in the DSL industry.

This architecture provides a high-level, evolving view of ADSL access. Because of this it provides more details
about things that will happen sooner and fewer details about things that are several years and phases from
fruition. Also, unlike a design, this architecture does not provide exhaustive instructions on how to develop and
deploy networks or elements that adhere to the architecture. In fact, it identifies the need to develop and
standardize new functions, features, and protocols in many later-phase areas.

1.3 Requirements

In this document, several words are used to signify the requirements of the specification. These words are often
capitalized.

MUST This word, or the adjective “FtEQU|FiED", means that the definition is an absolute requirement
of the specification

MUST NOT This phrase means that the definition is an absolute prohibition of the specification.

SHOULD This word, or the adjective “RECOMMENDED", means that there may exist valid reasons in
particular circumstances to ignore this item, but the full implications must be understood and
carefully weighted before choosing a different course.

This word, or the adjective “OPT|ONAL", means that this item is one of an allowed set of
alternatives. An implementation that does not include this option MUST be prepared to inter-
operate with another implementation that does include the option.

2 PRODUCTS AND SERVICES

2.1 Service Goals

Despite efforts to unifythe architecture of Service Provider connections and to provide common service tiers,
there has not been general support for a unified architecture. This proposal intends to increase the interest in
such an architecture by increasing the number of service parameters available as well as by making those
parameters more dynamic. Aside from variable dynamic bandwidth, this new architecture includes Quality of
Service (QOS) and multi-application/multi-destination selection.
Service Providers benefit in that they will only need to develop one set of system interfaces for any carrier that
adopts this architecture. By subscribing to these interfaces, Service Providers will now be able to develop
applications that can take advantage of variable bandwidth and differentiated data traffic delivery that supports
better than best effort traffic classes. Subscribers will be able to realize greater potential of their broadband data
connections. This means that a subscriber can still use their Internet access as it exists today; yet additional
bandwidth on their DSL line can be used to deliver other applications, such as direct corporate access, video
chat and video conferencing, and various content on demand - be it movies, games, software, or time-shifted
television programs. Finally, these applications can be given Q08 treatment, so that business access, online
gaming, and casual Internet access all share bandwidth appropriately. Both subscribers and Service Providers
will be able to choose who provides the best service for a specific application, and what applications add the
most value.

2.2 Product and Service Lists

This document presents a proposal for evolving DSL deployment and interconnection. It will outline a common
methodology for delivering QoS-enabled applications to DSL subscribers from multiple Service Providers.
These products and services are intended to address the mass market, and do not preclude additional niche or
custom services that could be provided using the same infrastructure. Many of the current products offered
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today either can be adapted to contain or already do contain the necessary software needed to support the
proposed architectures contained within this document.
Also provided is a set of architectural requirements to support the proposed new service models. Some of the
highlights include:

° IP-based services and Q08

° A single network control plane

° The migration of DSL regional transport to leverage newer, alternative technologies

The prevalent existing service model, where subscriber connections are delivered in a best effort fashion over
end—to—end ATM PVCs, will continue to exist. However, this service model cannot support many of the

improvements and benefits desired, including IP QoS, bandwidth on demand, and utilization of newer,
alternative transport options.
This architecture supports the following service provider interconnection models, which are described TR-058:

‘ Subscriber access using PPPoE aggregated into L2TP tunnels delivered to Network Service Providers.

° Subscriber access using PPPoE or lP over Ethernet aggregated into VPNs delivered to Network Service
Providers.

Subscriber access using PPPoE or IP over Ethernet aggregated into a common, public, Q08-enabled IP
network and delivered to Application Service Providers.

The DSL architecture and requirements put fonrvard by this document enable the following product and service
enhancements, which are described in TR-058.

' Bandwidth on Demand

' Q08, including Q03 on Demand

° Many-to-Many Access
° Content Distribution

Network Service Providers will be able to benefit from the aggregation capabilities of the new DSL Access
Networks described in this document. Specifically, this architecture will also permit:

' Traffic Aggregation: The end-to-end ATM PVC models, whether VPC or VCC. do not provide a
scalable solution. L2TP and IP are used to provide better scalability and
efficiency.

Improved Transport: Currently most DSL transport is done over ATM connections. By offering
other transport options, like Packet over SONET (POS) and Metro Ethernet,
this architecture can provide better scalability, reduced overhead, and
increased flexibility.

Simpler Provisioning: Because they are not directly linked to provisioning transport, L2TP and IP
delivery models can reduce the level of per subscriber provisioning.

Differentiated Services: Up until now, almost all DSL transport has been best effort delivery. This new
lP based architecture will permit Service Providers to offer differentiated
treatment for certain traffic.

Bandwidth Services: Up until now, most DSL access has been at a fixed rate that was selected at
"the time an access was provi§i6ned.”Tfiis architectu’re’provides mechanisms
that allow rates to be selected or changed more often and potentially on-the-
fly.
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' Increased Access: In previous architectures, Service Providers could only reach those
subscribers with whom they had a direct relationship. These new
architectures permit a subscriber to connect simultaneously to multiple
Service Providers for a variety of services. Service Providers no longer need
to be the sole provider to their subscribers.

' Standard Connections: Up until now, each access provider has had their own set of interfaces for
Service Providers. This proposal defines common interfaces for NS Ps and
ASPs. This means that the Service Provider need only develop a single
interface to get all of these features for many access providers. Also,
subscriber connections will be similar among Access Providers, allowing
common CPE to be more widely deployed.

Support for these new services will require a new set of network management interfaces. Both Service
Providers and Subscribers will use these interfaces. Service Providers will be able to examine the network and

see how their subscribers are provisioned. NSPs will also be provided an interface to control and troubleshoot
subscriber connections.

Subscribers will be provided mechanisms for requesting these new services and indicating specific needs.
These requirements will support applications and services like:

‘ Multicast audio and video media applications

' Video on demand applications
' Voice services

° Interactive gaming

' Variable bandwidth, both on demand ("Turbo” button) and by application

3 FUNCTIONAL ASSUMPTIONS

3.1 Key Terminology

The following definitions apply for the purposes of this document:
Access Network The Access Network encompasses the elements of the DSL

network from the NID at the customer premises to the BRAS. This
network typically includes one or more types of Access Node and
often an ATM switching function to aggregate them.

Access Node The Access Node contains the ATU-C, which terminates the DSL

signal, and physically can be a DSLAM, Next Generation DLC (NG-
DLC), or a Remote Access Multiplexer (RAM). A DSLAM hub can be
used in a central office to aggregate traffic from multiple remote
physical devices, and is considered logically to be a part of the
Access Node. When the term “DSLAM" is used in this document, it

is intended to very specifically refer to a DSLAM, and not the more
generic Access Node. The Access Node provides aggregation
capabilities between the Access Network and the Regional Network.
It is the first point in the network where traffic on multiple DSL lines
will be aggregated onto a single network.

Behavior The externally observable characteristic applied to a traffic stream by
a network element or system, for example assuring a minimum rate
for a video stream or PPP session.

Broadband Remote Access Server (BRAS) The BRAS is the aggregation point for the subscriber traffic.
It provides aggregation capabilities (e.g. IP, PPP, ATM) between the
Regional/Access Network and the NSP or ASP. Beyond

4
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aggregation, it is also the injection point for policy management and
IP Q08 in the Regional/Access Networks.

The center core of the Regional Network. The functions contained
herein are primarily transport oriented with associated switching or
routing capabilities enabling the proper distribution of the data traffic.

The direction of transmission from the Access Node to the DSL
modem.

The process of discarding packets/cells based on specified rules,
which may be the result of for example, a policing action or policy
decision.

The edge of the Regional Network. The Edge Network provides
access to various layer 2 services and connects to the Regional
Network core enabling the distribution of the data traffic between
various edge devices.

The L2TS provides a second layer of PPP aggregation beyond the
L2TP Access Concentrator (LAC). PPP sessions are switched
between L2TP tunnels and are further aggregated and delivered to
the NSP.

A metallic pair of wires running from the customer's premises to the
Access Node.

The ability for multiple individual users or subscribers, within a single
premises, to simultaneously connect to multiple NSPs and ASPs.

A single instance of an application-to-application flow of packets,
which may for example be classified by source address, source port,
destination address, destination port and protocol id, or stateful
means.

Two or more ATM PVCs (called a “bundle”) are co-terminated on
router endpoints. Each bundle co-termination is bound to a single IP
interface. That is, the two (or more) PVCs appear to be a single “link
layer" to the IP layer and so share a single set of routes. DiffSeN,
TOS marking, or other IP QOS mechanisms are used to select which
of the two or more PVCs to use in either direction. Currently PVC
bundles apply only to routed, not bridged interfaces. For them to be
useful to this architecture, the approach would need to support
bridged interfaces in addition to routed interfaces, and would need
support simultaneous transport of both PPPoE and IP over one of
the PVCs in the bundle.

The Regional Network interconnects between the Network Service
Provider's network and the Access Network. A Regional Network for
DSL connects to the BRAS, which is technically both in the Regional
Network and in an Access Network. Typically more than once
Access Network is connected to a common Regional Network. The
function of the Regional Network in this document goes beyond
traditional transport, and may include aggregation, routing, and
switching.

The Regional and AccessNetwcm=.;gmupgias_and end-to-end
Q08 domain and often managed by a single provider.

A customer premises functional element that provides IP routing and
Q08 capabilities. It may be integrated into or be separate from the
modem.
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Session A logically identifiable relationship formed between two (or more)
communicating entities for exchanging control and data packets. An
example of which would be a PPP session.

Subscriber The client that is purchasing the DSL circuit from the Service
Provider and is receiving the billing.

Traffic Classification The process of selecting packets based on common criteria, such as
the content of packet headers or session identification.

Traffic Marking The process of setting packet header fields, such as DSCP, MPLS
EXP or 802.1 p/q COS field in a packet/frame/cell based on defined
rules. Traffic marking may result from for example, a classification
decision, a policing action, or a policy decision.

Traffic Metering The process of measuring the rate and/or burst of a traffic stream
selected by a classifier. The instantaneous state of this process may
be used to affect the operation of a marker, shaper, or policer, and/or
may be used for accounting and measurement purposes.

Traffic Policing The process of dropping, marking or remarking packets/cells within a
traffic stream in accordance with the state of a corresponding meter

against a defined traffic profile, using mechanisms such as the token
bucket scheme defined by [RFC2697].

Traffic Ftemarking The process of changing header fields, such as DSCP, MPLS EXP
or 802.1p/q COS field in a packet/frame based on defined rules.

Traffic Shaping The process of delaying packets/cells within a traffic stream to cause
it to conform to some defined traffic profile.

Traffic Stream a set of one or more microflows or sessions, which are selected by a

particular classifier.

Upstream The direction of transmission from the modem to the Access Node.

User Typically, a member, employee or guest at the Subscriber’s
household or business using the DSL circuit capabilities.

3.2 Broadband Provider Reference Definitions

Generally, services over a DSL access-based broadband network will be provided and supported by a number
of different operational organizations. These organizations may be part of one company or more than one
company and it is desirable to have a clear idea of the roles of the different organizations and how the
functionality of equipment, network management, and test equipment can support their ability to discharge their
roles for the benefit of the end customers. In order to provide a baseline with which to contrast, this document
provides a common architectural view of DSL architecture in Figure 1.
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Service Provider

./'\

Access Provider

Regional Network Loop Provider Subscriber
Provider Site

Figure 1 - DSL Network Components

(Voice components not shown for clarity)

Boxes in the figures represent functional entities — networks and logical components rather than physical
elements.

This traditional architecture is centered on providing service to a line or a loop. It is desired, however, to be able
to provide services that are user-specific. Additionally, more than one subscriber can be present at the same
premises and share a single loop. There is a need, therefore, to describe a slightly more complex situation, and
hiding the common complexity shared with Figure 1. this description is provided in Figure 2 below. Note that the
figure shows many—to—many access through a common Regional/Access network. It is used to simultaneously
provide an Application Service, between an ASP Network1 and User, at the same time and over the same U
interface as it supports a Network Serviceg between NSP Networkg and Userg.

Application Service,

Regional / Access
Network

Network Servicez

Figure 2 — Many-to-Many Access
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The figures show the key components of a DSL access-based broadband network. They indicate ownership of
the components to different providing organizations. The role of these various providers is indicated below:

The Network Service Provider (NSP):

Includes Internet Service Providers (|SPs) and Corporate Service Providers (CSPs)

is responsible for overall service assurance

May provide CPE, or software to run on customer-owned CPE, to support a given service

Provides the customer contact point for any and all customer related problems related to the provision of
this service

Authenticates access and provides and manages the IP address to the subscribers

The Application Service Provider (ASP):

Provides application services to the application subscriber (gaming, video, content on demand, IP
Telephony, etc.)

is responsible for the sen/ice assurance relating to this application service

Responsible for providing to subscribers additional software or CPE which specific services may require.

Provides the subscriber contact point for all subscriber problems related to the provision of specific service
applications and any related subscriber software.

Does not provide or manage the IP address to the subscribers

The Loop Provider:

Provides a metallic loop from the Access Network equipment to the customer's premises

is responsible for the integrity of the metallic loop and its repair

May also provide the Access Network Provider aggregated access to remotely deployed DSL equipment
owned, operated, and maintained by the Loop Provider

The Access Network Provider:

Provides digital connectivity to the customer via the metallic Loop

is responsible for the performance and repair of the access transmission equipment

The Regional Network Provider:

Provides appropriate connectivity between the Access Network and the NSPs and AS Ps

is responsible for Fiegional Network performance and repair

May perform aggregation services to NSPs or ASPs and/or may provide any to any connectivity within the
FlBN on behalf of the NSP/ASP.

3.3 Interfaces

These interfaces are key to this architecture, and have been modified or expanded from historical architectures
*— (except the U*interlace)*and representrequirementsspecifictortheservice modelsdetailedherein—and—in TR-—————

058.
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3.3.1 A10-ASP Interface

This reference point is between the Regional/Access Network and the ASP’s Points of Presence (POPs). This
interface will consist of a routed IP interface, that may be transported over Fast Ethernet, Gigabit Ethernet,
Packet over SONET (POS), or some other IP interface. The ASP has the end-to-end Service responsibility to
the customer for their specific application and is viewed as the “Retailer" of the specific service. Trouble reports
for the specific service go directly to the ASP.

3.3.2 A10-NSP Interface

This reference point is between the Regional/Access Network and the NSP’s POPs. The interfaces could be
ATM, Fast Ethernet, Gigabit Ethernet, or Packet over SONET (POS). In the case of ATM, multiple PPP
sessions may be multiplexed over a single VCC at this interface. Typically, the NSP has the end-to-end service
responsibility to the customer and is viewed as the "Retailer" of the service. As the retailer of the DSL service,
trouble reports, and other issues from the subscriber are typically addressed to the NSP. Handoff protocols
could include layer 2 (e.g. ATM VPNCs, L2TP tunnels) and layer 3 (e.g. IPv4, IPv6 routed protocols).

3.3.3 U Interface

The U Interface is located at the subscriber premise between the Access Node and the DSL modem.

3.3.4 T Interface

The T Interface defines the intervvorking between the DSL modem/Routing Gateway and other CPE in the
Customer Premises Network (CPN). The requirements for new vertical services over DSL require the addition
of a Routing Gateway as the intermediate point between the DSL modem and the LAN Devices. The primary
goal of this interface is to facilitate seamless transmission of IP packets in both a best effort approach as well as
maintaining predefined Q08 behavior or establishing dynamic QoS behaviors through a signaling mechanism.
The DSL modem and Routing Gateway functions may or may not be combined in a single device.

4 REFERENCE ARCHITECTURE

4.1 Logical Reference Architecture

As noted in Section 3.2 above, the end-to-end DSL network consists of four providers. Of these providers, the

two that this proposal most affects are the Regional Network Provider and the Access Network Provider.
Historically the Regional Network has been a network of ATM switches, as shown in Figure 3. This is because
the access to most Access Nodes is an ATM based interface. Some Access Networks even have their own

ATM switches used to aggregate traffic from multiple Access Nodes.
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Regional / Access Network

Figure 3 — ATM based Regional and Access Network Providers

In this architecture, there are no mechanisms for limiting subscriber traffic except for per line profiles within the
Access Nodes. As many DSL networks were deployed before the advent of the BRAS, almost all the Access
Network Providers use fixed speed profiles in the Access Nodes to limit upstream and downstream traffic. Even
if the Service Provider were to attempt to send more traffic into the Regional Network than the Access Node is
set to permit, the Access Node will police the downstream traffic. Since most Internet-based applications use
TCP as the transport protocol, the traffic rejected at the Access Node will trigger TCP back-off, effectively
throttling the downstream bandwidth. As such, most Service Providers also shape downstream traffic at the
subscriber-selected bandwidth. However, the desire to move to a rate adaptive bandwidth model means that
both the Regional and Access Networks could be vulnerable to traffic overloading. A means to control upstream
and downstream traffic is needed as this architecture evolves.

Many times the physical components of the Access Nodes are daisy-chained, sharing the bandwidth of the
aggregating circuit. As shown in Figure 13 in Section 4.2.5.4, there are numerous ways that DSL access
devices can be interconnected to the first ATM switch. While historical measurements have shown that the

typical DSL subscriber uses no more than a small fraction of sustained bandwidth, the fact is that as subscribers
are offered more and more high bandwidth applications, the average sustained bandwidth per subscriber over
these "mid-mile" connections is going to increase. As per subscriber bandwidth usage increases, the Regional
Network Provider will also need to scale bandwidth and provide subscriber-level granularity. ATM VPs do not
provide the granularity necessary to offer per application QoS on a per subscriber basis.



203

EXHIBIT A

DSL Evolution - Architecture Requirements for the Support of QoS-Enabled IP Services TR-059

Regional / Access Network

Figure 4 — IP Enabled Regional Network

As a result, other devices need to be added to the Regional Network to provide better aggregation of subscriber
traffic. There are several options for doing this, most of which involve IP enabling the Regional Network as
shown in Figure 4. Subscribers that use native IP, which is a routabie protocol, can be aggregated at the IP level
into a Virtual LAN (VLAN) or Virtual Private Network (VPN) for handoff to their associated Service Provider.
Those subscribers that use variations of the Point-to-Point Protocol (PPP), such as PPPoA (PPP over ATM)

and PPPoE (PPP over Ethernet), can be aggregated at either the PPP or the IP layer.

If the aggregation is done at the PPP layer, then these PPP sessions will need to be forwarded over a routabie
protocol such as Layer 2 Tunneling Protocol (L2TP). When the new subscriber aggregation element is
functioning in this mode, it is referred to as an L2TP Access Concentrator or LAC. The other option for PPP
based subscriber is to also terminate the PPP session and assign IP addresses to the subscribers. This traffic
would then be collected into a VLAN or VPN as with native IP traffic. When performing PPP Termination and

Aggregation (PTA), the box is typically called a Broadband Remote Access Sen/er or BRAS.

As more and more DSL aggregation is performed at the IP layer rather than the ATM layer, additional transport
options may be added. In addition to ATM, Ethernet and Packet over SONET are also options for IP transport.
There are various metropolitan Ethernet solutions available in speeds of 10 Mbps (Ethernet), 100 Mbps (Fast
Ethernet), or 1 Gbps (Gigabit Ethernet or GigE).

These new network elements also need to be able to function as the first tier ATM aggregation device, where

the Access Node is now directly connected. As such, these devices will also need to handle ATM level
aggregation and switching and need to function as an adjunct to the existing ATM network. Since they are IP
aware, they can also serve as the Label Edge Router (LER) that is required if the Core Network is to become
Multi Protocol Label Switching (MPLS) aware. This would be shown in Figure 4 by collapsing the BRAS and
ATM switch into a single multi-protocol device.

4.2 Logical Elements and Interfaces

4.2.1 Application Service Provider Network

4.2.1.1 Description

The—Application Service—Provider (AS Fl)—is defined as a Service Provider thatusesa common infrastructure, , ,_,_
provided by the Regional/Access Network and an IP address assigned and managed by the Regional Network
Provider. This is a new type of DSL service. The Regional Network Provider owns and procures addresses that
they, in turn, allocate to the subscribers. ASPs then use this common infrastructure in order to provide
application or network services to those subscribers. For example, an ASP may offer gaming, Video on

11
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Demand, or even filtered Internet access, or access to VPNs via lPsec or some other IP-tunneling method. The
ASP service may be subscriber-specific, or communal when an address is shared using Network Address Port
Translation (NAPT) throughout a Customer Premises Network (CPN). It is envisioned that the ASP environment
will have user-level rather than netvvork-access-level identification, and that a common Lightweight Directory
Access Protocol (LDAP) directory will assist in providing user identification and preferences. Logical elements
used by ASPs typically include routers, application servers, and directory servers. The relationship between the
ASP Network, the A1 O-ASP interface. and the Regional Network is shown in Figure 2. There is one and only
one ASP network per Flegional/Access Network.

4.2.1.2 Capabilities

The capabilities of the ASP include but are not limited to the following:

° Authenticating users at the CPN

' Assignment of user profile or preference data

° Assignment of QOS to service traffic

' Customer service and troubleshooting of network access and application-specific problems

' Ability to determine traffic usage for accounting purposes and billing

4.2.2 A10-ASP interface

4.2.2.1 Functionality

As shown in Figure 5, the A10-ASP interface defines the interworking between the ASP Network and the
Ftegional/Access Network. This is not a traditional interface. However, in order to provide more technical and
business options to would-be broadband content and application providers this document defines a way for a
Service Provider to attach a server, sen/ers, or entire network to a common infrastructure directly accessible by
DSL subscribers. The A10-ASP interface is intended to promote content on demand, IP telephony, gaming, and

other Quality of Service (QoS) or Bandwidth on Demand (BOD) applications without the need to deploy or
manage an IP infrastructure. This also conserves IP addresses, as a single address can be used to gain access
to all the services and providers that opt to share this infrastructure.

Application

Asp Network Regional I Access Network

A—1o-Asp

Figure 5 — A10-ASP Interface
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4.2.2.2 Com munication Protocols

This interface MUSTM support lP networking connectivity to the DSL subscribers. Several QOS and BoD use
cases exist:

1. Best effort IP networking is used with no additional Q08 or information required.

2. Differentiated Services (Diffserv) Q08 is provided in order to establish a higher class of service — oriented
toward higher throughput, packet precedence, or lower latency.

QOS and Bandwidth limitations can be enforced by the Regional/AccessNetwork based on provisioned
relationships between the ASP and all users or potentially specific users.

The communications protocol stack is shown in the following Figure 6.

A10-ASP

Diffserv-enabled IP

ATM, Ethernet,

Frame Relay, POS

Various PHY

Figure 6 — ASP Protocol Stack with (ms

The ASP obtains an IP connection over a typical data link layer as described earlier. More likely is that an ASP
actually obtains a 10 Base-T. 100 Base-T, or GigE connection to the Regional/Access Network within a co-
location or hosting facility. The Regional/Access Network provider statically assigns addresses to the A10 ASP

interfaces, and MAY[21 provide address blocks to the ASP.

Network Layer

The network layer interface MUSTI3] support IP version 4 in accordance with IETF RFCs 791 and 2474.

The network layer MAYM support IP version 6 in accordance with IETF RFC 2460.

The network layer interface SHOULD[5, support IP multicast.

The network layer interface MUST[5] support IP precedence based on Diffserv Code Point (DSCP) markings, in
accordance with IETF RFC 3140 when that type of Q08 is offered. In other words, IP QOS will use Diffserv
instead of using TOS bits or other potential indicators and definitions.

Data Link Layer

The data link layer SHOULDm support Ethernet in hosting or co-location sites.

The data link layer MAY[3] support ATM, Frame Relay, and/or POS.

7— ‘Fhe—data—|ink*layer—MA¥[gq—support bonding—of—multiplephysicalinterlacesa j ———

Physical Layer

The physical layer interface MUSTN support at least one of the following - as appropriate:
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' Ethernet PHY for 10 Mbps, 100 Mbps, 1 Gbps

' DS1, DS3, E1, E3

' OC3c, OC12c, OC48c, STM1c, STM4c, STM16c

4.2.3 Network Service Provider Network

4.2.3.1 Description

The Network Service Provider (NSP) is defined as a Service Provider that provides addressing and connectivity
to an Internet Protocol (IP) network. This is the typical application of DSL service today. The NSP owns and
procures addresses that they, in turn, allocate individually or in blocks to their subscribers. The subscribers are
typically located in Customer Premises Networks (CPNS). The NSP service may be subscriber-specific. or
communal when an address is shared using NAPT throughout a CPN. This relationship among the NSP, A10-
NSP interface, and Fiegional/Access Network is shown in Figure 2. NSPs typically provide access to the
Internet, but may provide access to a walled garden, VPN, or some other closed group or controlled access
services. L2TP and IP VPNs are typical A10-NSP interface arrangements.

The capabilities of the NSP include but are not limited to the following:

° Authenticating network access between the CPN and the NSP network

' Assignment of network addresses and IP filters

' Assignment of traffic engineering parameters

' Customer service and troubleshooting of network access problems

4.2.4 A10-NSPintertace

4.2.4.1 Functionality

As shown in Figure 7 and Figure 9, the A10-NSP interface defines the inten/vorking between the NSP and the
Regional/Access Network provider. This document offers the following Layer 2 and Layer 3 options for this
interconnection.

4.2.4.2 Communication Protocols: L2TP Connection

This interface MUSTW] support the Layer 2 PPP connection service supported by L2TP. Using Figure 8 as a
reference, subscribers MUSTM be placed into L2TP tunnels in one of the following methods:

1. L2TP tunnels MAY[131be established or provisioned statically between LNS and the LAC or through an
intervening Layer 2 Tunnel Switch (L2TS).

L2TP tunnels MAYI14] be established dynamically using RADIUS in order to determine which users to add
to various L2TP tunnels, including potentially new ones. As before, these may be directly between LAC and
LNS or via L2TS.
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LAC

Regional / Access Network;/'

A1 0-NSP

Figure 7 — A10-NSP Interface Supporting L2TP Connection

One or more concurrent sessions can be established to NSPs from any given CPN, and the destinations are

chosen by the fully qualified domain name (FQDN) of the accessing subscriber.

Business models that require limiting subscriber access to a single NSP SHOULDH5] be supported through
administrative limits on the FQDN routing established by the Regional/Access Network provider on behalf of
one or more NSPs. Subscribers SHOULDU5] be able to establish multiple access sessions to the same or to
different NSPs.

The RADIUS response MAYM be used to determine the bandwidth profile for its access session. Note that
RADIUS will require enhancement to do this in a standard way.

The communications protocol stack is shown in the Figure 8.

A1 0-NSP

L2TP

Diffserv-enabled IP

ATM, Ethernet,

Frame Relay, POS

Various PHY

Figure 8 - L2TP Protocol Stack

While L2TP over IP is always used. as opposed to L2TP delivered directly over ATM or Frame Relay, various IP
transport options can be provided by the Regional/Access Network provider or selected by the NSP according
to availability, regulation, and economics. Also, while the entire L2TP tunnel can be provided with a traffic
engineering specification, the constituent flows within an L2TP tunnel will not receive differentiated service. In
other words all the flows within an L2TP tunnel will receive the same aggregate QoS treatment.
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Network Layer

The network layer interface MUSTM support IP version 4 in accordance with IETF RFCs 791 and 2474.

The network layer MAYUQ] support lP version 6 in accordance with IETF RFC 2460.

The network layer MUST[2o] make use of L2TP over IP in accordance with IETF RFC 2661.

Data Link Layer

The data link layer SHOULD?” support ATM.

The data link layer MAY[22] support Ethernet, Frame Relay, and/or POS.

The data link layer MAYB3] support bonding of multiple physical interfaces.

Physical Layer

The physical layer interface MUST[24] support at least one of the following — as appropriate:

° Ethernet PHY for 10 Mbps, 100 Mbps, 1 Gbps

' DS1, DS3, E1, E3

° OC3c, OC12c, OC48c, STM1c, STM4c, STM16c

4.2.4.3 Communication Protocols: iP Routed Connection

This interface MUST[25] support the Layer 3 IP routed connection. Using Figure 9 as a reference, subscribers
MUST[251 be placed into IP routed networks in one of the following methods:

1. IP address pools MAY[27l be established or provisioned statically.

2. IP addresses MAY[25] be provided in pools that are distributed dynamically by the Regional/Access Network
provider.

Subscribers IP addresses MAY[29] be distributed from the NSP to the BRAS dynamically using RADIUS.

IP addresses MAY[3o] be assigned from named pools in cases where the NSP opts to allocate addresses
out of two or more pools based on subscriber-specific information.

Regional I Access Network

A1 0-NSP

Figure 9 — A10-NSP Interface Supporting IP Routed Connection
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in every case, RADIUS MUSTB11 be used between the BBAS (or a potential RADIUS proxy) and an NSP-
designated AAA system or systems to authenticate subscriber access to the routed network.

In most cases, the IP routed network will be comprised of many lP-VPNs that support sharing of the
Regional/Access Network at the IP layer.

Multiple services may be offered across the ‘U’ interface. Access to a particular IP service will be established as
with L2TP using the Network Access Identifier (NAI a.k.a. FQDN) provided by the accessing subscriber.
Subscribers MUSTM be able to establish multiple access sessions to the same or to different NSPs. Business
models that require restricting simultaneous access to particular combinations of IP service MUSTB3] be
supported through administrative policies established in the regional/access network on behalf of the
NS Ps/AS Ps.

If an NSP connects to the Regional/Access Network in several places, the A10-NSP interface SHOULD[341
support BG P4 as per IETF RFC 1745.

Several Q08 and BoD use cases exist:

1. Best effort IP networking is used with no additional Q08 or information required.

2. Diffserv QOS MAY[35] be supported and MAYBE] be used in order to establish a higher class of service —
oriented either toward higher throughput, or lower latency.

3. The Regional/AccessNetwork can enforce Q03 and Bandwidth limitations based on provisioned
relationships between the NSP and all users or potentially specific users.

The communications protocol stack is shown in Figure 10.

A10-NSP

Diffserv-enabled IP

ATM, Ethernet,
Frame Rela POS

Various PHY

Figure 10 — Routed IP Protocol Stack with Q08

IP MUST[37, always be used; however, various IP transport options can be provided by the Flegional/Access
Network provider or selected by the NSP according to availability, regulation and economics. As described
earlier, RADIUS MUST[38] always be used to authenticate users, SHOULD[39] be used to set NSP-desired filters,
and MAYWI be used to assign addresses.

Network Layer

The network layer interface MUSTM support IP version 4 in accordance with IETF FtFCs 791 and 2474.

The network layer interface MUST[42, support IP precedence based on Diffserv Code Point (DSCP) markings, in
accordance with IETF RFC 3140 when this type of Q08 is offered.

The network layer interface SHOULD[43] support lP multicast.

The network layer interface MUSTM support IP precedence based on Diffserv Code Point (DSCP) markings, in
accordance with lETF RFC 3140 when this type of QOS is offered.
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The network layer MAYH5] support lP version 6 in accordance with IETF RFC 2460.

Data Link Laggr

The data link layer SHOULDM6] support ATM

The data link layer MAYW, support Ethernet, Frame Relay, and/or POS.

The data link layer MAY[48] support bonding of multiple physical interfaces.

Physical Layer

The physical layer interface MUSTH9] support at least one of the following — as appropriate:

' Ethernet PHY for 10 Mbps, 100 Mbps, 1 Gbps

° DS1, DS3, E1, E3

° OC3c, OC12c, OC48c, STM1c, STM4c, STM16c

4.2.5 Regional/Access Network

The Regional/Access Network consists of the Regional Network, Broadband Remote Access Server, and the
Access Network as shown in Figure 11. its primary function is to provide end-to-end transport between the
customer premises and the NSP or ASP. The Regional/Access Network may also provide higher layer functions
such as QoS and content distribution. Q08 will be provided by tightly coupling traffic-engineering capabilities of
the Regional Network with the capabilities of the BRAS. Depending on the type and frequency of use, certain
content storage may be pushed further out in the Regional/Access Network than others. As a result,
functionality to support content distribution could be located at different points within the Regional/Access
Network, but will not be located between the BRAS and the subscriber.

Access Network

Regional Broadband
Network

Regional / Access Network

Figure 11 — Components of the Regional/Access Network
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4.2.5.1 Regional Network

The Regional Network connects one or more BRAS and associated Access Network to NSPs and ASPs. It
supports aggregation of traffic from multiple Access Networks and hands off larger geographic locations to
NSPs and ASPs - relieving a potential requirement for them to build infrastructure to attach more directly to the
various Access Networks. This arrangement is shown in Figure 12, which pictures an NSP and an ASP
attached to a Regional Network in order to gain access to 3 Access networks. This architecture assumes that
the network providers of the Regional and Access Networks work extremely closely in order to provide an end-
to-end Q08 solution. A good assumption might be that the 2 networks are operated and managed by a single
service providing entity and offered as a combined, Regional/Access Network.

Customer Prem. Net

\ Customer Prem. Net

Customer Prem. Net

Regional Broadband
Network

Figure 12 — Aggregation function of Regional Network

The Regional Network may transport traffic using ATM, Ethernet, IP or MPLS. Within these networking
technologies, the Regional Network MUST[50] provide scalable traffic engineering capabilities and preserve IP
Q08.

4.2.5.2 Broadband Remote Access Server

The BRAS performs multiple functions in the network. its most basic function is to provide aggregation
capabilities between the Regional/Access Network and the NSP/ASP. For the aggregation Internet traffic, the
BRAS serves as a L2TP Access Concentrator (LAC) tunneling multiple subscriber PPP sessions directly to an
NSP or switched through a L2TS. it also performs aggregation for terminated PPP sessions or routed IP
session by placing them into lP VPNs or 802.10 VLANs. The BRAS also supports ATM termination and
aggregation functions.

Beyond aggregation, the BRAS is also the injection point for providing policy management and IP Q08 in the
Regional and Access Networks. The BRAS is fundamental to supporting the concept of many-to-many access
sessions.

Policy information can be applied to terminated and non-terminated sessions. For example, a bandwidth policy
may be applied to a subscriber whose PPP session is aggregated into an L2TP tunnel and is not terminated by
the BRAS. However, sessions that terminate on (or are routed through) the BRAS can receive per flow
treatment because the BRAS has IP level awareness of the session. In this model, not only can the aggregate
bandwidth for a customer be controlled but also the bandwidth and treatment of traffic on a per application
basis____ ,_

The delivery of content has shifted from content that was more download intensive with lower bandwidth and
best effort quality to one that is more real-time in nature, requiring higher bandwidth with higher quality. Some of
the higher bandwidth applications include Video on Demand (VoD) for movies, multicast (“Broadcast” TV), and
MPEG unicast video. Given the BRAS’s proximity to the edge of the network and its ability to support IP

19
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services, the BRAS SHOULDE1] also provide support for content distribution and efficient use of multicast
services.

Some high level functional requirements are for the BRAS are listed below. This list is not comprehensive and
additional requirements for 003 are listed in Section 5. Additionally, BRAS requirements from both this
architecture as well as other architectures are expected to become a separate DSL Forum topic.

' The BRAS MUST[521 be able to aggregate PPP sessions into L2TP tunnels (LAC function).

° The BRAS MUST[53] be able to terminate PPP sessions and assign routing attributes based on subscriber
profile (LNS function).

The BRAS MUST[54] support authentication using RADIUS.

The BRAS MUST[55] suppoI1lP over bridged Ethernet (IETF RFC 2684).

The BRAS MUST[55] support address allocation using Dynamic Host Configuration Protocol (DHCP).

The BRAS MUST[,-,7] support multiple VCs per subscriber.

The BRAS SHOULD[5,,, support ATM VCNP cross-connection functions independent of AAL type.

The BRAS MUST[5g] support termination and aggregation of ATM VCs.

The BRAS SHOULD[6o] support the following ATM classes of service: UBR, UBR+, CBR, VBFi-nrt, VBR-rt.

The BRAS MUST[51] allocate downstream bandwidth based on policy configuration across ATM, PPP,
Ethernet, and IP technologies.

The BRAS MUST[52] mark IP QoS fields for upstream and downstream traffic based on policy configuration.

The BRAS MUST[53] support policing of upstream per-subscriber traffic based on policy configuration.

The BRAS MUST[64] support queuing and prioritization based on diffserv marking and/or flow classification.

The BRAS MUST[651 support traffic engineering for networking technologies including ATM, MPLS, and
Ethernet.

The BRAS MUST[5a] support a Diffserv-aware hierarchical scheduler that allows it to manage the network
so that any potential congestion in the Access Network between the BRAS and the RGs is avoided. The
hierarchical scheduler in the BRAS MUSTW, be able to model the congestion points in at least two
subsequent ATM hops (corresponding to the daisy chaining of two ATM switching/multiplexing points in the
Access Node); if the BRAS does not include the ATM switching function, then the hierarchical scheduler in
the BRAS MUST[6a, be able to model the congestion point in yet an additional ATM hop. This scheduler is
described in further detail in section 5 and shown by example in Appendix B.

The BRAS MUST[5g] shape the individual subscriber’s aggregate downstream traffic to the subscribed rate
which will be some value equal to or lower than the DSL sync rate.

The BRAS MUSTW] support RED and WRED policing of upstream traffic using the same topology
information that exists for the hierarchical scheduler.

When operating in an IP-routed mode, the BRAS MAYW provide multicast support

The BRAS SHOULDVZ] support Ethernet LAN interfaces for the local attachment of content distributionsen/ers.

When operating in an IP-routed mode the BRAS MAYl—,3] provide multicast access control and collect
multicast usage information.

4.2.5.3 Access Network

The Access Network refers to the network between the NID and the BRAS. The protocols between these
devices are well defined and this recommendation does not attempt to alter them.
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4.2.5.4 Access Node

Description

The Access Node contains the XTU-C, which terminates the DSL signal. Physically, the XTU-C can be

deployed in the central office in a DSLAM, or remotely in a remote DSLAM (RT-DSLAM), Next Generation
Digital Loop Carrier (NG-DLC), or a Remote Access Multiplexer (RAM). A DSLAM hub can be used in a central
office to aggregate traffic from multiple remote physical devices, and is considered logically to be a part of the
Access Node.

The Access Node provides aggregation capabilities between the Access Network and the Flegional Network. It
is the first point in the network where traffic on multiple DSL lines will be aggregated onto a single network.
Traditionally the Access Node has been primarily an ATM concentrator, mapping PVCs from the DSL modem
to PVCs in the ATM core. it has also shaped and policed traffic to the service access rates.

The role of the Access Node will change slightly in this architecture. While it will remain in the aggregation role,
the current responsibility of policing DSL modem-to-BRAS PVCs to the subscribed line rate will be moved from
the Access Node to the BRAS in order to establish additional bandwidth on the DSL line for additional services.

The Access Node will set line rate for each PVC at the synch rate (or slightly less) of the DSL Modems. This will
make the maximum amount of subscriber bandwidth available for services. The BRAS will retain the ability to

police individual sessions/flows as required to their existing rates and will also perform the dynamic changes
when bandwidth-on-demand services are applied. In order to do this the BRAS MUSTM be provisioned so that
it does not allow traffic to flow faster than the DSL sync rate. The BRAS MAYV5] be provisioned with the actual
DSL sync rate to accomplish this.

Various physical Access Node configurations are shown in Figure 13, with brief names for the configurations
listed in Table 1.

In order to allow IP Q08 support over an existing non-IP-aware layer 2 network without using multiple layer 2
Q08 classes, a mechanism based on hierarchical scheduling is used. This mechanism, which is further
described in section 5. preserves |P QOS over the ATM network between the BRAS and the RG5 by carefully
controlling downstream traffic in the BRAS, so that significant queuing and congestion does not occur further
down the ATM network. This is achieved by using a hierarchy of scheduling steps in the BRAS that will account
for downstream trunk bandwidths and DSL synch rates. As the depth of non-lP aware nodes between the
BRAS and RG increases, the complexity of implementing hierarchical scheduling grows as well. In order to
minimize this complexity, the daisy chaining MUST NOTUGI exceed a depth of more than two ATM switching I
multiplexing points including the Access Node and subtending Access Nodes. Additionally, if the BRAS does
not incorporate an ATM pass-through or switching functionality, an additional layer of hierarchical scheduling
MUSTU7, be used to manage the trunk to the ATM switch.
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Subtended
D

-Subtended-
DSLAM

Central Office  FITC I DLC

Central Office
Figure 13 - Access Node Architecture Variations

Table 1 — Access Node Architecture Variation Descriptions

Access Node

Hub Access Node

Collocated Subtended Access Node

Remotely Located Subtended Access Node

Subtended Remote Access Node

Subtended DLC Located Access Node

Aggregated DLC Located Access Node

4.2.6 U interface

4.2.6.1 Functionality

The U interface is defined as the interface between the Access Network and the CPN. This interface refers to
the area between the CPN where the DSL modem is located and the Access Network where the Access Node

is located — usually in the NID. The U interface includes the capabilities and protocols that cross between the
Access Network and the CPN.

4.2.6.2 Communication Protocols

As shown in Figure 14 the U interface defines the intenlvorking between the CPN and the Regional/Access
Network. This interface MUSTW support the bi-directional delivery of data for all the new product and service
definitionsas.welI—as—for_existing(legacy)_productsandseitvices....... >__
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Access

Regional I Access Network

U

Figure 14 — U Interface

Although the first Network Element connection in the network is at the Access Node, the U interface MUSTWQ]
support the transparent flow of protocols from the DSL Modem to the BRAS.

° The U interface MUSTW support at least one ATM AAL5 PVC per CPN using PPPoE and/or lP over
Ethernet (IETF RFC 2684 configured using DHCP). Although the target architecture to support Q08
enabled IP services seeks to utilize a single ATM AAL5 PVC per CPN, it is recognized that certain required
network element features identified in this document have yet to be developed. In particular, dynamic

packet fragmentation/MTU sizing in the CPE (needed to control jitter and delay for short packet/high priority
applications) may trail the availability of other required network element features. In order to meet the
demands of service descriptions previously identified in an acceptable timeframe, a second ATM PVC may
be provisioned to provide a means to separate those application flows having tight jitter and latency
requirements. This second PVC will require that DSL modems support multiple PVCs. In the event that 2
PVCs are provisioned, it is desired that they be treated as a PVC bundle as this feature is made available.
Additionally the PVC bundle standards need to be enhanced to support bridged Multi-service traffic.

The U interface MUSTM support Diffserv Code Points (DSCP) per IEI'F RFCs 2474 and 3260, enabling
application-layer QoS access.

The U interface MUST[52, support the ability to dynamically push IP routes back to the customer PC or
Routing Gateway. Thus. Fl|Pv2 will be used to provide routes to the RG. The FIG is not expected to provide
routes to the WAN.

The BRAS SHOULD[53] support a mechanism to push routing information to the RG at the start of a PPP
session.

The communications protocol stack is shown in the following figure.
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ADSL PHY

Figure 15 — U Interface Protocol Stack

Network Lag

The network layer interface MUSTIB4] support IP version 4 in accordance with IETF RFCs 791 and 2474.

The network layer MAY[351 support IP version 6 in accordance with IETF RFC 2460.

The network layer interface MAY[a51 support IP precedence based on Diffserv Code Point (DSCP) markings, in
accordance with IETF RFC 3140.

The network layer interface MUSTW, support PPPoE per IETF RFC 2516.

Data Link Layer

The data link layer MUST[331 support Ethernet encapsulation in accordance with IETF RFC 2684.

The data link layer MUST[3g] support ATM in accordance with ATM Forum standards.

Physical Layer

The physical layer interface MUST[9o] support G.dmt, and its related standards.

4.2.7 Customer Premises Network

The Customer Premises Network (CPN) is defined at its highest level as the location where the ATU-R is
located and terminates the physical DSL signal, and where the subscriber's computers and other devices are
interconnected. The initial DSL deployments focused on single user architectures where the CPN constituted a
single PC connected directly to a DSL modem. This paradigm of service will continue to be supported and
improved. but must be extended to support advanced features that go beyond the single user model. To
support enhanced features (multi-user, gaming, Vo|P, video, etc), the CPN must evolve to support the
networking and management of devices and services within the home or business location.

From a network perspective, the CPN is the ultimate target of the services provided by the Service Provider
(NSP or ASP). The CPN includes the networking environment and protocols that are resident in the premises. A
CPN may imply coexistence of different link and physical layer technologies such as radio, power line
transmission and Ethernet, but is assumed to have access to outside networks (via DSL). The terms devices

and appliances refer to the collection of end terminals that can reside on the CPN, either temporarily (laptops,
palm pilots, foreign devices etc.) or permanently, such as desktops, security, and climate control systems.
Devices may or may not be individually addressablefland reachable from other devices, inside or outside the
CPN. Some devices may communicate with proxies that then can relay or translate state or configuration
information for these end devices.
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4.2.7.1 DSL Modem

Description

The DSL Modem terminates both DSL and ATM. It may or may not be integrated with additional Routing
Gateway (RG) functionality. If it is not integrated, it will be used in a mode that is referred to as a simple bridge
modem.

Capabilities

The capabilities of the DSL Modem in support of this architecture MUS-r[91] include but are not limited to the
following:

' 2 ATM AAL5 PVCs - in order to be able to support the U interface service option of using 2 PVCs as
described in 4.2.6.2. Note that in practice, DSL modems will likely have additional service drivers that
would require them to support additional PVCs.

UBR, UBR+ and VBR-rt ATM classes of service

Per-VC queuing, separate priority queues for ATM classes of service

4.2.7.2 Routing Gateway

Descrigtion

CPN architectures typically leverage a Routing Gateway (RG) device that provides functionality beyond that of a
basic DSL modem. The FtG may or may not be integrated with the DSL modem function. In the integrated
scenario, the device terminates the DSL signal from the network and provides an interface to other equipment
located within customer premises. In the non-integrated case, the RG is physically separate from the DSL
modem and adds functionality to the CPN independent of the DSL modem.

The principal tasks of the RG are to shape upstream traffic to the policed rate at the BRAS, to provide
appropriate queuing and precedence for Q08 traffic, and to allow a home network to share a single public
address for network access. The data required for these duties may be pre—provisioned, user-provisioned or
may be provisioned using an automatic configuration protocol. For an example of this third case, the RG may
query a configuration server in the Regional /Access Network in order to learn the upstream policing rates for its
access connections — and in the case of a non-integrated RG it may also learn the upstream sync rate of the
detached ATU-R.

Since the integrated RG has knowledge of the CPN and its access to external networks. it enables tighter
control of Q08 for real time applications than may be possible in a non-integrated architecture. Both integrated
and non-integrated RG are supported in this specification.

Capabilities

To support this Q08-enabled architecture, the capabilities of the RG MUST include but are not limited to the
following:

' IP routing between the CPN and the Access Network [92]

' Multi-user, multi-destination support: Multiple simultaneous PPPoE sessions (started from the RG or from
devices inside the CPN) in conjunction with non-PPP encapsulated IP (bridged) sessions per IETF RFC

[93]

Network Address Port Translation (NAPT) [94]

Local DHCP [95]

§_upportfor major applicatlisangprotocols in the presence of NAPT and firewall (e.g., SIP, H.323, |Psec)
[961

Dynamic MTU negotiationm

Packet segmentation based on traffic/queue type [93]
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PPPoE pass thOUgh[g9]

Multiple queues, with the appropriate scheduling mechanism. [1 00]
IP 008

' Classification, scheduling and shaping of IPf|ows[1o1]

' Diffsen/[mg]

' Management interfacemal

' Support for real time services (Voice, Video) [104]

‘ Fte-marking capabilitiesmq

If 2 VCs are provisioned, support the mapping between Diffserv Code Point (DSCP) and a specific PVC
(Using a PVC bundle is the desired way to meet this requirement) [105]

4.2.7.3 Networking Technologies

Description

The CPN will support the transparent transmission of IP packets. It is expected that the CPN will be a hybrid of
technologies that may include Ethernet, phone line networking, power line networking, wireless networking, and
others.

4.2.7.4 LAN Devices

Description

Devices inside the CPN that are sewed by the DSL Modern and RG, and connected by the various Networking
Technologies are referred to as LAN Devices. These may include, but are not limited to, PCs, laptops,
networked set-top boxes, and lntemet Appliances.

4.2.8 Tlnterface

4.2.8.1 Functionality

As shown in Figure 16, the T interface defines the inten/vorking between the DSL modem/RG and the LAN
Devices. This interface MUST[1o7] support the bi-directional delivery of IP packets between the RG and other
CPE as well as the ability to assign addresses to other CPE using DHCP. The other major functional
requirement placed on the T interface includes identifying and supporting "QoS flows” as defined in Section 5.
The primary goal of this interface is to facilitate seamless transmission of IP packets in both a best effort
approach as well as maintaining predefined QoS behavior.
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Gaming Consoles
Personal computers

Set-top Boxes
Printers

Scanners
Cameras

Web Appliances
lP'-Phones

IP-centrex Phones

Home Automation Equipment

T

Customer Premises Network

Figure 16 — T Interface

4.2.8.2 Communication Protocols

Network Layer

The network layer interface MUSTUOBI support IP version 4 in accordance with lETF RFCs 791 and 2474.

The network layer MAY[1o91 support IP version 6 in accordance with IETF RFC 2460.

The network layer interface MUS1-[110] support differentiated service (Diffserv) code points in accordance with
IETF RFC 3140.

Data Link Layer

The data link layer MUSTW] support Ethernet in accordance with IEEE 802.2/802.3 (Ethernet) and as shown in
Figure 17.

The data link layer SHOULDU12] support Ethernet virtual LANs (IEEE 802.10).

The data link layer SHOULDU13] support IEEE 802.1 D/Q.

The data link layer MUST[m] support PPP over Ethernet in accordance with IETF RFC 2516 and as shown in
Figure 18

Logical Link Controller (LLC) sublayer

The logical link controller sublayer subinterface MUSTm5] support Ethernet in accordance with IEEE 802.2.

Medium Access Control (MAC) Sublayer

The medium access control sublayer subinterface MUST[.1.~,] support Ethernet in accordance with IEEE 802.3.
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Any Valid Phy:

802.11, HPNA

powerline, 10/100

Figure 17 — IP over Ethernet

Any Valid Phy:

_ 802.11, HPNA

powerline, 1 0/1 00

Figure 18 — IP over PPP over Ethernet

5 QUALITY OF SERVICE

5.1 Introduction

DSL architectures and products are predominately engineered for the support of best effort Internet traffic. Many
NSPS desire the ability to improve their best effort product by using different levels of over subscription.
Additionally, there are other market drivers pushing the Flegional/Access Network to support differentiated
services that require_functio_r1a|ity beyond a best effort grade of service. Such services include telephony. video
services, gaming, bandwidth on demand, and corporate VPN access as referenced in section 2.2. In order to
support IP services effectively, the network MUSTW1 be IP aware and provide support that scales as the
number of DSL subscribers and the number of applications per subscriber increases.
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5.1 .1 G o a l s

The goal of this section is to describe the mechanisms for introducing:

° A method for providing different engineered performance to different networks — even for best effort traffic

° Per flow IP QoS into the Regional/Access Network

Both of these goals leverage the existing capital investments yet effectively meet the goals for supporting
differentiated non-real time and real-time lP applications.

One goal of the architecture is to enable more flexible bandwidth allocation to customers. It is a goal to allow
both the customer and the various Service Providers to participate in defining the bandwidth that will be made
available to them via DSL. This bandwidth can be provided at different rates not only at provisioning time or via
service orders, but also on demand in near real time using mechanisms like “turbo buttons" at NSP or ASP web
interfaces, or by using signaling protocols. It should be noted that this is still best effort bandwidth — there is no
guarantee that an application can make use of the maximum bandwidth, in other words there are no throughput
guarantees — only that the possible maximum ratelmight be increased.

Real-time applications have concerns beyond bandwidth, like jitter and latency, which become harder to
manage when the DSL line rate slows down. Other applications, while may not be real time, have delivery
requirements (no packets dropped) that cannot be assured by bandwidth alone. It is a goal to manage multiple
applications over a small number (1 or 2) of ATM PVC(s) between the DSL modem and BHAS and
provide the characteristics that both real-time and non-real time applications require.

5.1.2 Assumptions

Existing Regional Networks have a large embedded base of ATM equipment that is not IP aware. This
equipment will be leveraged to the extent that it is technically and economically feasible.

5.2 Traffic Engineering of Best Effort Service

Today's DSL access and Regional Networks are typically engineered to an over subscription ratio picked by the
various providers. This has served the market well, but may need to be enhanced as service diversity expands
and scope broadens. The concept for traffic engineering best effort service is that an NSP might be able to
select an over subscription policy, and that the various NSPs can use that as a tool for providing different grades
of service, even in an othenlvise best effort model. Using this feature, one NSP may opt for highly over-
subscribed infrastructure in order to provide an extremely cost-effective service, while a second NSP might
choose a much less over subscribed approach in order to provide a better user experience or a premium
service.

5.2.1 Theory of Operation

Traffic engineering (TE) makes use of MPLS TE, ATM VP or VC, and L2TP features in order to provide a
specific over subscription rate for that NSP.

As shown in Figure 19, traffic flowing between NSP, and CPN1 is shaped to a large asymmetric configuration
through the Regional/Access Network. At the same time, traffic flowing between NSP2 and CPN2 is shaped to a
smaller symmetric configuration. Finally, ATM or Diffserv techniques can be used at the A1 O-NSP interface in
order to divide the total bandwidth at the interface among potentially disparate tunnel types that traverse it.
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Network,

Regional / Access
Network

Figure 19 — Best Effort TE

5.3 Q08 Architecture - A two—phased approach

While a signaled per flow lP Q08 mechanism may ultimately be required for this architecture, the technical and
economic feasibility of such a build out can not be justified in the near term. Instead. a 2-phase approach is
suggested that leverages incremental lP awareness associated with ATM level traffic engineering. In the first
phase, IP aware network elements are added to the network that in conjunction with ATM traffic engineering
can manage IP flows through non-IP aware devices. The Diffserv model is leveraged to prioritize and shape
traffic through ATM devices. The bandwidth that a subscriber receives will no longer be determined by the DSL
synch rate alone. Instead, both the physical and IP layers will be leveraged. Most importantly, phase 1
significantly increases the IP layer functionality of the Regional/Access Network while not requiring massive re-
deployment of capital and re—engineering of the network.

Phase 2, however, will require more enhancements to the Regional/Access Network by further increasing the IP
capabilities. Policy-based IP Q03 is introduced in this phase to allow mass customizability and per-application
treatments.

5.3.1 Phase 1 00S Mechanisms

Phase 1 largely leverages the existing broadband Regional/Access Network as shown in Figure 3. This network
is generally lP unaware. In order to efficiently add IP awareness to the network without upgrading the ATM or
Access node base, two enhancements are required: Within the network the BRAS is leveraged to provide IP
aware handling of traffic and, similarly, at the customer premises new IP aware CPE capabilities are deployed.

One of the goals of this architecture is to provide differentiated services with IP QoS over a non-IP-aware layer 2
network. Since the layer 2 QoS features are not lP aware, they are left unused. Thus traffic from different IP
Q08 classes is put in the same queues in the layer 2 nodes. Since the layer 2 nodes cannot identify the different
IP QoS types within a single queue, congestion MUSTW] be avoided in all layer 2 network elements at all times

" in order to’retain'lP’QoS. “Furthermore”, lP QoS*types*that"ofler jitter managementwillra|so—require—that not only—
congestion is avoided in the L2 queues, but also that significant queuing delays are avoided as well. By avoiding
congestion in the layer 2 network, its role is reduced largely to transport, and the switches are modeled like
simple multiplexers. This means that the buffering mechanisms in the layer 2 nodes are avoided. Avoiding
downstream congestion in the layer 2 network can be achieved by giving the BRAS full awareness of a logical

30



223

EXHIBIT A

DSL Evolutlon - Architecture Requirements for the Support of 00$-Enabled IP Services TR-059

tree-based network topology. This topology is based on the actual physical and logical topology, but excludes
resources that are used by other services (see section 5.3.1.2). The BRAS MUS-I-[119] be aware of all potential
congestion points in this constrained topology, as well as the trunk bandwidths and DSL synch rates. The BRAS
MUSTMOI make sure that no more traffic is inserted in the layer 2 network than is allowed according to its
knowledge of the logical topology and customer policy constraints. This can be achieved using a hierarchical
scheduling mechanism in conjunction with provisioning of services and policies in a way that remains aware of
the topological network constraints.

The ERAS MUST[121] be able to police upstream both for traffic aggregates and for sub-classes of the aggregate
using the same topology information that exists for the hierarchical scheduler. The BRAS SHOULDU22, support
random differential drop behavior for upstream traffic aggregates and sub-aggregates based on class. Note that
this is required because the RG just has a view of its own DSL line, and doesn't know about the DSL lines that
belong to other RGs.

The expectation is that overall admission control for provisioning of bandwidth and the higher tiers of Q08 will
occur in a policy-based management system that will allow topology, access rates, and business service logic to
be applied as part of the provisioning process. The BRAS and RG will enforce the resultant policies.

When a subscriber purchases a differentiated service, this service MUSTU23] flow through the BRAS. To support
differentiated sen/ices, the BRAS preserves IP QoS downstream through the access node and to the customer
premises by means of packet classification, traffic shaping and hierarchical scheduling based on the logical tree-
based network topology between the BRAS and the FIG.

Once the BRAS is capable of managing the traflic flow through the access node, there is no need for access
node to restrict a subscribers connection speed at layer one (ADSL synch rate). Instead, the access node
should allow the ATU-Fl to synch up at its maximum rate. Access sessions will now be shaped and rate limited
by the BRAS and can allow for multiple sessions to be individually shaped based on the subscribed service.

The BRAS MUST[124]support packet classification and scheduling in accordance with Diffserv.
The BRAS MUSTM5] support hierarchical shaping, scheduling, and policing for the control of traffic through the
access node and any other intervening devices that do not have IP awareness.
Implementations of hierarchical scheduling MUSTM,-1 be resource efficient in the sense that any traffic MUSTU27,
be capable of using the subscriber bandwidth that has been allocated to that traffic class and that different
classes should be able to make use of the unused subscriber bandwidth of other traffic classes.

The effectiveness of using hierarchical scheduling across non-IP aware devices decreases as the number of
devices and the amount of non-BRAS controlled traffic increases. As a result, the BRAS function SHOULD[12a]
be located as close to the access node as possible from an ATM hop perspective. The daisy chaining SHOULD

NOT[129] exceed a depth of more than two ATM switching/multiplexing points in the Access Node. Additionally, if
the BRAS does not include ATM switching functions, then an additional layer of hierarchical scheduling
MUSTMO] be used to manage the trunk to the ATM switch.

The BRAS function MAYU31] be integrated into the access node, however one of the constraints of this
architecture is that it must account for a large embedded base of access nodes that do not support this function.

In order to preserve an IP f|ow’s characteristics, the customer CPE MUSTU32, be involved in the QoS
architecture. This is especially true when dealing with upstream traffic. This connection is typically the slowest
link, and the most likely link to incur congestion and add delay and jitter within the sen/ice. To maintain fair but
effective throughput over this link the RG MUSTU33] support packet classification and scheduling in accordance
with Diffserv. The HG MUSTU34, also support a method of minimizing latency for EF traffic (e.g. fragmentation or
MTU adjustment) that minimizes overhead, especially at times when no EF traffic is present.

The typical DSL customer is connected to the Regional/Access Network via a single ATM AAL5 PVC. This
single PVC should be leveraged to the extent possible using the capabilities described above. Although the
target architecture to support.QoS enabled IP services seeks to utilize a_ single ATM_AAL5 PV_C per CP_N, it is
recognized that certain required network element features identified in this document have yet to be developed.
In particular, dynamic packet fragmentation/MTU sizing in the CPE (needed to control jitter and delay for short
packet/high priority applications) may trail the availability of other required network element features. In order to
meet the demands of service descriptions previously identified in an acceptable timeframe, a second ATM PVC
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MAY[,351 be provisioned as an interim solution to provide a means to separate those application flows having
tightjitter and latency requirements. This second PVC will require that DSL modems support multiple PVCs.
For the service model proposed in this document, the number of PVCs per customer SHOULD NOT[135] exceed
2.

To support bandwidth on demand products or other differentiated services that implicitly require additional
bandwidth on demand, a subscrlber’s access sessions MUSTU37, be shaped and policed by the BRAS and RG
instead of permitting cell insertion at the DSL line rate. This change is accompanied by changing the ATUs to
allow them to synchronize at or near their maximum rate. Since this architecture allows for multiple
simultaneous access sessions, it MUST[13a] also be possible to independently modify the shapers and policers
on each session. The policy data for the classification and shaping of traffic at the RG is provided at service
configuration and is not a real time capability. The policy data for the classification and shaping of traffic at the
BRAS can be provided at service configuration or may be dynamically configured.

Phase one assumes that the Regional/Access Network provider has established an IP-based architecture
similar to that shown in Figure 4. This figure can be combined with Figure 2 in order to support the end-to-end
view of the Q08-enabled network that follows. That combination is presented in Figure 20.

Customer Prem. Net

’“‘“‘S" Regional Broadband Access NetW0rk
Network

Figure 20 — QoS-enabled Network Topology

The two critical points where lP-QoS is managed are the BRAS and the CPE (RG). intervening elements (like
DSLAMs) are not envisioned to become layer—3 routers, and this architecture assumes that they will not be
layer-3 aware when they manage congestion. This arrangement supports multiple business relationships and
provides connectivity for various users to access various services without requiring all services to be provided
by a single provider.

Phase 1 is characterized by Diffserv provided through static provisioning. Phase 2 describes a subsequent time
with a dynamic mechanism for changing the Diffserv QoS parameters through the use of a policy-based
networking enhancement.

Phase 1

Assumptions:

- In this phase there will be multiple BE NSP connections with few (1 or 2) EF sessions for real time
applications (voice, Video conferencing). There will be little or no AF traffic — as applications would
have to make use of static pre-configured AF classes rather than requesting one that suits the
application.

. Fonphase 1_it_is.assumed that only.one.EF_app|ication per subscriber need be supp_orte_d_at_a time
(user performs the CAC across real-time applications). Within an application domain it is the
application's responsibility to perform the CAC.
Classification is performed at the RG on a session basis or accepted via markings attached to packets
by the CPE
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Performing dynamic, per-application classification requires a 5-tuple classifier to be pushed down to the
RG and is not likely in the short term.
The DSLAM modems are allowed to sync near or at the max rate both upstream and downstream.

Hierarchical scheduling is performed at the BRAS to provide IP 00$ congestion mechanisms for the
downstream path. Similar policing is performed in the upstream path.
Packet-by-packet QoS requires being in the PTA (or bridged 2684) model at a given element.

Characteristics:

Multi-user multi-destination is supported

lP QoS is managed at the RG and BRAS

The RG and BRAS are configured with common set of traffic profiles
RG is configured by manufacturer or during installation (install CD)
Statically assigned BE and EF queues will be supported in the RG.

o Optional are statically assigned AF queues that could support 3 or 4 popular streaming
arrangements or potential Gold/Silver/Bronze services. This option will require defining Diffserv
classes that will be applicable across envisioned future services.

Profile information defines the rate to which traffic should be shaped and the queuing behavior that
should be used.

Profile information will also determine the valid DSCPs.

A small number of shaping profiles will be defined for the various connection speeds (e.g. 1.5x265; 1.5x
384; 384x384; 768x512)

Sessions are individually shaped based on profile and share the aggregate DSL synch rate. If the total
BW per profile exceeds the available sync rate then the traffic shares the BW in a "fair” manner among
similar QOS service classes.

If the RG initiated the session, and it is authenticated, then it is told which pre-provisioned profile to use.

Various potential protocols and mechanisms to do this have been discussed at the DSLF. Note, if a
CPE device behind the BG initiates a PPPoE session than it remains PPPoE through the FIG, and is

BE traffic by definition. (Even if it becomes a PTA connection at the BRAS)
in either a PTA or L2TP model the BRAS will police traffic in the upstream direction and shape traffic in
the downstream direction.

BRAS shaping. policing, and marking is done on a per session basis, not per application. However, the
diffserv queues can be arranged within an access session so that various aggregate service classes
can be provided to applications that indicate which class of service they desire. The application needs
to set the DSCP properly in order to make use of this function.

0 An end-to—end PPP session is given a uniform QoS treatment, but can be shaped (e.g.
1.5x256).

o A single, additional PPP or 1483 session is used to access the ASP network.
The BRAS profiles are updated through provisioning, not signaling, and may be indicated via RADIUS.
New profiles are added/updated in the RG by the customer manually configuring the device or by
downloading a new software image

5.3.2 Phase 2 003 Mechanisms

As previously mentioned, Phase 2 is adds a dynamic mechanism for changing the Diffserv QoS parameters
through the use of a po|icy—based networking.
Assumptions:

Builds on the capabilities in phase 1.
This phase enhances the granularity of the classification and population of policies in the BRAS and
HG.

Multiple sessions to multiple destinations, each with multiple applications that may require different QoS
treatment
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Figure 21 — Phase 2 with Policy-based profiles

Characteristics:

When an NSP access session is authenticated the NSP MAY provide a profile indicator associated
with that session in its response to the BRAS.
Once the BRAS receives the profile indicator, it retrieves the full profile from the Policy Repository.
Similarly, information is sent to the RG when it requests a profile. This step allows coordination among
NSP and ASP profiles. Note also, that for some policy functions, the policy repository may be co-
resident with the BRAS or RG.

No single ASP authenticates the ASP access session, so a profile for that session is put together by
the Policy Repository and is based on various ASP subscriptions associated with that access session.
ASPs can update the profile either through subscription or through a dynamic protocol, like LDAP.
Subscription profile information as well as DSL sync rate and user preferences are stored in the Policy
Repository and accessed using a protocol, like LDAP.
A policy manager is responsible for managing potentially conflicting ASP and NSP profiles and
subscriptions and also creates billing data for services.
The profile is populated in the elements in near-real time (no reset or “reboot” required).
Diffserv marking and queuing behavior on RG is performed on 5-tuple matching (SA, DA, SP, DP, Pl)
as well as the mapping of existing marks and access sessions into various “equivalent” classes. For
example, PPPoE access through a RG will continue to be given BE treatment.

5.3.2.1 Diffserv Requirements

RG

The RG requirements below only apply to the support of |P-QoS and should not be mistaken as a complete list
of RG requirements needed in order to support this architecture.

The RG SHOULD[,39] be the central point for controlling traffic within the customer premises and traffic destined
for the Access Network.

” The iRG’MUST@uprT<)’rt’Diffs’erv marking andTemarking’in accordance with’|ETl=*RFC’2474*.”** "’ *

The RG MUST[141] support Diffserv queuing for the Assured Fonlvarding (AF) and Expedited Forwarding (EF)
classes in accordance with IETF RFC 2597 and IETF RFC 3246 for carrying real time traffic. The exact AF
classes supported and behaviors will be described in a future document.

34
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The RG MUST[142] support multiple queues with the appropriate scheduling mechanism to effectively implement
Diffsenx queuing behaviors (e.g. strict priority, Weighted Fair Queuing).

The RG MUSTI143] be configured with the classification parameters for mapping traffic into a given Diffserv Per
Hop Behavior (PHB) during service configuration.

The RG MUST[144] support the capability to fragment AF and BE traffic in order to constrain the perturbing
impact of AF and BE packets on EF traffic delay, for example using a mechanism such as MLPPP LFI
[RFC1990].

The method of minimizing latency for EF traffic SHOULDU45] minimize overhead, especially at times when no EF
traffic is present.

If multiple PVCs are provisioned at the ATU—R, the RG MUSTU45] support the mapping between a Diffserv Code
Point (DSCP) (low latency queue) and a specific PVC. (Using a PVC bundle is the desired way to meet this
requirement.)

BRAS

The BRAS MUST[147, support Diffserv marking and remarking in accordance with IETF RFC 2474.

The BRAS MUSTU45, be able to police the use of DSCPs received from customer traffic and remark traffic if it
does not match the customer profile data — including potentially dropping unauthorized traffic.

The BRAS MUS1-[149] support Diffserv queuing for the Assured Fonlvarding (AF) and Expedited Forwarding (EF)
classes in accordance with IETF RFC 2597 and IETF RFC 3246. The exact AF classes supported will be

described in a future document. These queues are defined within the context of the DSLAM connectivity
between the BRAS and the access node in affect managing the access node's downstream bandwidth.

The BRAS MUST[15o] support multiple queues per user with the appropriate scheduling mechanism to effectively
implement Diffserv queuing behaviors (e.g. strict priority, Weighted Fair Queuing).

The BRAS MUSTU511 support the mapping of DSCP to MPLS LSP, VLAN, ATM VP, or other traffic engineering
capabilities in the Regional Network.

The BRAS MUSTU52] support the capability to fragment AF and BE traffic in order to constrain the perturbing
impact of AF and BE packets on EF traffic delay, for example using a mechanism such as MLPPP LFI
[RFC1990]. ‘

The method of minimizing latency for EF traffic SHOULD[153] minimize overhead, especially at times when no EF
traffic is present.

If multiple PVCs are per subscriber are provisioned, the BRAS MUST[.541 support the mapping between a
Diffserv Code Point (DSCP) and a specific PVC. (Using a PVC bundle is the desired way to meet this
requirement.)

5.3.2.2 Traffic Engineering Requirements

In order for the BRAS to effectively manage downstream IP traffic through layer 2 devices using the hierarchical
scheduling model, the BRAS MUST[155] have awareness of all the traffic that is traversing those layer 2
elements. This can be accomplished in 2 ways. The first and most straightfonward method is for all traffic
destined for the access node to flow through the BRAS enabling it to manage the traffic accordingly. in this case
the hierarchical scheduling model in the BRAS will be based on the full downstream trunk bandwidths and DSL
synch rates. In cases where not all traffic flows through the BRAS, the resources that are not under the control
of the BRAS MUST[153] be subtracted from the resources that the BRAS manages. The remainder of the
resources on the trunks and DSL lines will be managed using the hierarchical scheduling model. The traffic that
is not under the control of the BRAS MUST[157, be traffic engineered in a way that it cannot consume resources
that the BRAS is controlling. Engineering around the BRAS incurs risk and must be done with care.

5.3.2.3 Admission Control

End—to—end Q08 admission control is not required in this phase. Admission control for access network Q08
(bandwidth on demand) is required. Application layer admission control will be predicated on service specific
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resources (such as availability of logical ports on servers and their knowledge of network topology).
Furthermore, admission control may be provided in the provisioning aspect of a QoS policy.

6 SERVICE LEVEL MANAGEMENT

6.1 introduction

Service Level Management is intended to provide 3 levels of benefit — increasing over time:

' To provide a list of the salient network performance and operational metrics that might be used in a Service
Level Objective (SLO) or Service Level Agreement (SLA).

To provide a standard definition of such metrics so that its meaning would be common when used by
various providers.

To provide extreme values that are driven by architectural considerations where applicable. For example,
while it is NOT the intention of this document to set the SL0 or SLA for Network Delay (Latency), any

network that purports to support Voice over IP (VolP) will need to have a maximum delay that is within the
bounds necessary to support VolP.

6.2 Network Performance Metrics

1. Network Availability - The percent of time that the Regional/Access Network is available for subscribers to
connect. This metric is defined on some time basis, such as a month, a week, or a year. An SLA should

also specify not the entire network but the section of the network for which the Regional/Access Network
Provider is responsible. For example, the Fiegional/Access Network Provider is not responsible for NSP
problems.

Network Delay (Latency) — The time it takes for a data packet to traverse the Regional/Access Network,
from end-to-end or edge-to-edge. Latency is defined in milliseconds and can be a one-way or round-trip
delay.

Message Delivery - The ability of the Regional/Access Network to transmit traffic at the negotiated speed.
Some applicable measurements are packet loss). These metrics must have a time base as well.

Network Jitter — The variance of network latency. Jitter is defined in milliseconds.

6.3 Operational Metrics

1. Mn Response Time - The time it takes the Regional/Access Network Provider to respond to submitted
reports of trouble

Mean Time to Restore Service— The measurement of the Regional/Access Network Providers ability to
restore service within the negotiated interval

Ordering System Reliability — The measurement of the consistent availability of ordering system.

End-User Installation Guarantee—The measurement of the Regional/Access Network Provider's ability to
meet negotiated order due dates.

7 SERVICE MANAGEMENT

The architecture proposed in this document clearly needs management systems to provide the controls
necessary to support the underlying service "building blocks”. The following lists are examples of new data
points that management systems MUST[.5a] support. Network elements and Service Providers will use these
new data elements for service provisioning and data delivery. it is expected that the Operations and Network
Management working group of the DSL Forum will provide contributions to augment this section.
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7.1 Subscribers

Because of the changes in how DSL is provisioned and managed, there are a number of new data points that
MUST[.59] be tracked for each subscriber. Among these are:

° Maximum sustainable subscriber bandwidth

' Maximum number of sessions allowed

Permitted destinations

Default protocol
Default destination

Default bandwidth

Single host or subnet needed

Restricted subscriber (single destination only)
Total reserved bandwidth

7.2 Service Providers

Because of the changes in how DSL is provisioned and managed, there are more details needed per Service
Provider. When various choices listed for an option, these are to be considered as examples only and not a
definitive list of the choices for a given option.

‘ Minimum bandwidth needed

' Minimum Qos level

Various protocol metrics

Subscriber protocol (IP, PPPoE)

Protocol (IP, L2TP, ATM)
Authentication

IP address assignment

Transport
Maximum simultaneous sessions
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GLOSSARY

AAA Authentication, Authorization, and Accounting
AAL5 ATM Adaptation Layer 5
ADSL Asymmetric Digital Subscriber Line
AF Assured Forwarding
API Application Program Interface
ARP Address Resolution Protocol

ASP Application Service Provider
ATM Asynchronous Transfer Mode
ATMARP ATM Address Resolution Protocol
ATMF ATM Forum

ATU-C Access Termination Unit - Central Office (at Access Network end)
ATU-R Access Termination Unit - Remote (at customer end)
B-NT Broadband Network Termination
BE Best Effort

BGP Border Gateway Protocol
BOD Bandwidth on Demand
BRAS Broadband Remote Access Server
CBR Constant Bit Rate
C0 Central Office

COPS Common Open Policy Service
COS Class of Service

CPE Customer Premises Equipment
CPN Customer Premises Network

CSP Corporate Service Provider
DHCP Dynamic Host Configuration Protocol
Diffserv Differentiate Services

DLC Digital Loop Carrier
DNS Domain Name Service

DS1 Digital Signal level 1 (1.544 Mbps)
DSCP Differentiated Services (Diffserv) Code Point
DSL Digital Subscriber Line
DSLAM Digital Subscriber Line Access Multiplexer
EF Expedited Forwarding
ESP Encapsulating Security Payload
FQDN Fully Qualified Domain Name
GFR Guaranteed Frame Rate

iBGP internal Border Gateway Protocol
IEEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force
IGMP Internet Group Management Protocol
IKE Internet Key Exchange
IP Internet Protocol
|Psec Secure Internet Protocol
ISP Internet Service Provider
ITU-T International Telecommunications Union - Technical

L2TP Layer 2 Tunneling Protocol
L2TS Layer 2 Tunnel Switch
L2oMPLS Layer 2 over MPLS
LAC Layer 2 Access Concentrator

TLAN Local Area Network

LD Long Distance
LDAP Lightweight Directory Access Protocol
LER Label Edge Router
LLC Logical Link Control
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LSP Label Switched Path
LNS L2TP Network Server
MAC Medium Access Control
MARS Multicast Address Resolution Server

MASS Multi-Application Selection Service
MBGP Multicast Boarder Gateway Protocol
MPEG Motion Pictures Expert Group
MPLS Multi-Protocol Label Switching
MS/MD Multi Session I Multi Destination Service

MTU Message Transfer Unit
NAPT Network Address Port Translation

NG-DLC Next Generation Digital Loop Carrier
NHRP Next Hop Resolution Protocol
NSP Network Service Provider

OC3 Optical Carrier 3
OSPF Open Shortest Path First
PC Personal Computer
PHB Per Hop Behavior
PHY Physical Layer
POP Point of Presence
POS Packet over SONET
PPP Point-to-Point Protocol

PPPoA Point-to-point Protocol over ATM
PPPoE Point-to-Point Protocol over Ethernet

PTA PPP Terminated Aggregation
PVC Permanent Virtual Circuit
PVP Permanent Virtual Path

Q08 Quality of Service
RADIUS Remote Access Dial-In User Service

RAM Remote Access Multiplexer
RFC Request For Comments
RG Routing Gateway
RRP Resource Request Protocol
RSVP Resource reservation Protocol

RT-DSLAM Remote Digital Subscriber Line Access Multiplexer
SIP Session Initiation Protocol

SLA Service Level Agreement
SLO Service Level Objective
SNAG Service Network Architecture Group (DSL Forum)
SONET Synchronous Optical Network
SVC Switched Virtual Circuit
TCP Transmission Control Protocol

TE Traffic Engineering
TR Technical Report (DSL Forum)
TV Television

UBR Unspecified Bit Rate
UDP User Datagram Protocol
VBR-nrt Variable Bit Rate - non-Real Time
VBR-rt Variable Bit Rate - Real Time
VC Virtual Circuit
VCC Virtual Circuit Connection
VLAN — *TVirtuaH:ocal—Area—Network————
VoD Video on Demand
VP Virtual Path
VPC Virtual Path Connection
VPN Virtual Private Network
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VoBB Voice over Broadband
Vo|P Voice over Internet Protocol

WFQ Weighted Fair Queuing



233

DSL Evolution - Architecture Requirements for the Support of 00$-Enabled IP Services

EXHIBIT A
TR-059

APPENDIX A REFERENCES

[1]

[2]
[3]
[4]

[5]
[6]
[7]
[3]
[9]

[10]

[1 1]

[12]
[13]
[14]

[15]
[16]
[17]

[18]

[19]

[20]

[21]

[22]
[23]

DSL Forum TR-O10, “Requirements & Reference Models for ADSL Access Networks: The
“SNAG" Document"

DSL Forum TR-025, “Core Network Architecture for Access to Legacy Data Networks over ADSL"
DSL Forum TR-O32, “CPE Architecture Recommendations for Access to Legacy Data Networks”

DSL Forum TR-037, “Auto-Configuration for the Connection Between the DSL Broadband
Network Termination (B-NT) and the Network using ATM”
DSL Forum TR-042, “ATM Transport over ADSL Recommendation (Update to TR-017)"
DSL Forum TR—043, "Protocols at the U Interface for Accessing Data Networks using ATM/DSL”

M. Kaycee, G. Gross. A. Lin, A. Malis, J. Stephens, “PPP over AAL5," IETF RFC 2364, July 1998
Skwoler, et. al, “The PPP Multilink Protocol (MP)," IETF RFC 1990, August 1996
K. Nichols, S. Blake, F. Baker, D. Black, "Definition of the Differentiated Services Field (DS Field)
in the IPv4 and IPv6 Headers", IETF RFC 2474, December 1998.

L. Mamakos, et al, "A Method for Transmitting PPP Over Ethernet", IETF RFC 2516, February
1999

D. Grossman, J. Heinanen, “Multiprotoco| Encapsulation over ATM Adaptation Layer 5", IETF
RFC 2684, September 1999
W. Townsley, et al, “Layer Two Tunnelling Protocol (L2TP)" IETF RFC 2661, August 1999
J. Heinanen, R. Guerin, "A Single Rate Three Color Marker” IETF RFC 2697, September 1999

J. Postel, J.K. Reynolds, "Standard for the transmission of IP datagrams over IEEE 802
networks", IETF RFC 1042, February 01, 1988.
S.E. Deering, "Host extensions for IP mu|ticasting", IETF RFC 1112, August 01, 1989.
W. Fenner, "Internet Group Management Protocol. Version 2", IETF RFC 2236, November 1997.
T. Bates, Y. Rekhter, R. Chandra, D. Katz, "MuItiprotocol Extensions for BGP-4", IETF RFC 2858,
June 2000.

K. Nichols, S. Blake, F. Baker, D. Black, "Definition of the Differentiated Services Field (DS Field)
in the IPv4 and IPv6 Headers", IETF RFC 2474, December 1998.

J. Heinanen, F. Baker, W. Weiss, J. Wroclawski., "Assured Fonlvarding PHB Group", IETF RFC
2597, June 1999.

D. Black, S. Brim, B. Carpenter, F. Le Faucheur, "Per Hop Behavior Identification Codes", IETF
RFC 3140, June 2001.

B. Davie, A. Charny, J.C.R. Bennet, K. Benson, J.Y. Le Boudec, W. Courtney, S. Davari, V.
Firoiu, D. Stiliadis, "An Expedited Forwarding PHB (Per-Hop Behavior)", IETF RFC 3246, March
2002.

D. Grossman, "New Terminology and Clarifications for Diffserv", IETF RFC 3260, April 2002.
The ATM Forum “Traffic Management Specification Version 4.1“, AF-TM-0121.000, March 1999.



234

EXHIBIT A

DSL Evolution - Architecture Requirements for the Support of 00$-Enabled IP Services TR-O59

APPENDIX B Informative Example of Queuing Architectures for

RG and BRAS

B.1 Example Queuing Architecture for RG

The queuing and scheduling discipline envisioned upstream for the RG is shown in Figure 24.

There are multiple access sessions supported in this model, however, all traffic is classified and scheduled in a
monolithic system. So, while it might appear at first that the Diffserv queuing and scheduling might apply only to
IP-aware access — in fact all access, IP, Ethernet, or PPP is managed by the same system that adheres to the
Diffserv model.

For example, at the bottom of the figure, BE treatment is given to the non-IP-aware access sessions (PPPoE
started behind the FIG or delivered to an L2TP tunnel delivery model). This queue might be repeated several
times in order to support fairness among multiple PPPoE accesses — or it may be a monolithic queue with
separate rate limiters applied to the various access sessions.

The PTA access is a single block of queues. This is done because NSP access typically works with a single
default route to the NSP, and managing more than one simultaneously at the RG would be perilous. The 2 rate
limiter would limit the overall access traffic for a service provider.

Rate limiters are also shown within the EF and AF service classes because the definition of those Diffserv types
is based on treating the traffic differently when it falls into various rates.

Finally, at the top of the diagram is the ASP access block of queues. In phase 1A. these queues are
provisioned and provide aggregate treatment of traffic mapped to them. In phase 1B, it will become possible to
assign AF queues to applications to give them specific treatment instead of aggregate treatment. The EF
service class may also require a high degree of coordination among the applications that make use of it so that
it's maximum value is not exceeded.

Notable in this architecture is that all the outputs of the EF, AF, and BE queues are sent to a scheduler (S) that
pulls traffic from them in a strict priority fashion. In this configuration EF traffic is, obviously, given highest
precedence and BE is given the lowest. The AF service classes fall in-between.

Note that there is significant interest in being able to provide a service arrangement that would allow general
Internet access to have priority over other scavenger class (bulk rate) services.‘ Such an arrangement would
be accomplished by assigning the bulk rate service class to BE and by assigning the default service class
(Internet access) as AF with little or no committed information rate.

Given this arrangement, the precedence of traffic shown in the figure is arranged as:
1. EF — red dotted line ‘
2. AF — blue dashed line (with various precedence among AF classes as described in RFC2597)
3. BE — black solid line

‘ This "bulk rate" scavenger class service would typically be used for background downloads and
potentially for peer-to-peer applications as an alternative to blocking them entirely.

42
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as per RFC 2598Oovovovvvvuvovooovoooo

as per RFC 2597

u\voovuuvvvoovoovtooooooo
COO Ioooovvoooov

T .
Figure 22 — Queuing and Scheduling Example for RG

In Figure 22 the following abbreviations apply:
ASP — Application Service Provider
PTA — PPP Terminated Aggregation
PPP — Point-to-Point Protocol

EF — Expedited Forwarding — as defined in RFC 3246
AF — Assured Forwarding — as defined in RFC 2597
BE — Best Effort fonivarding
RL — Rate Limiter

ZRL — Summing Rate Limiter (limits multiple flows)
S — Scheduler

B.2 Example Queuing Architecture for a BRAS that can also switch ATM

An example of a queuing and scheduling discipline for a BRAS that meets the hierarchical shaping/scheduling
requirements envisioned downstream is shown in Figure 24. Note that in this example, the BRAS is also an
ATM switch, although the ATM switching capability is not essential for all BRAS designs.

There are multiple access sessions supported in this model, however, all traffic is classified and scheduled in a
monolithicsystem .£o,_whilejtmight_appear_at,first_that_tl1e,Diffser\Lqueuingandscheduflngmightapriyjmy to
IP-aware access — in fact all access, IP, Ethernet, PPP, and even ATM is managed by the same system that
adheres to a combination of queuing disciplines taken from ATM and the Diffserv model. Note that the ATM
disciplines are for backward compatibility, and don’t othenivise interact with the Diffserv disciplines.
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The BRAS will need to provide a congestion management function that will allow the synthesis of IP Q03
through downstream elements that are not QoS aware. Accomplishing this is envisioned as a marriage of IP
and ATM technologies with ATM and WFQ scheduling performed against diffserv and ATM queues. At a very
high level, the queuing architecture desired for the BRAS can be described as IP DiffServ classification and
queues mated to a slightly enhanced ATM scheduler. This results in emitting (shaping) ATM cells into the
downstream network according to their VC contracts and ATM traffic engineering requirements, and so that no
congestion occurs on the downstream links and systems. The result is that congestion queues in the BRAS,
and eventual data discard occurs in packets being dropped from the DiffSeN queues according to their
precedence.

Figure 23 is provided as a reference to reinforce the problem and to provide exemplary infrastructure to show
how the queuing system works.

ATM
Switch

DSL Synch Hate

UH
Figure 23 — Reference Topology for Queuing and Scheduling Example for a BRAS that can also switch ATM

In this example the BRAS is on the left and uses a central ATM switch to multiplex access to 3 DSLAMs, at the
top. right, and bottom. The DSLAM on the right has an additional FtT unit daisy-chained behind it using a T1
IMA group. Various RG3 are behind the ADSL lines at differing sync rates. As stated earlier in this TFl, there is
an assumption that congestion in this network never occurs in the fabric of the ATM switch, DSLAMs, or RT
units, and always occurs through the over-subscription of transport links. In this example, those links would be:

1) OC 3 between BRAS and ATM switch
2) DS3 between ATM switch and DSLAMs
3) T1 IMA between DSLAM and RT
4) DSL loop to the RGS

Now;’weobseT\/etraflic entering’ the BRAS andits queuing disciplinerand s‘e’e'the’fo|lowing:' —* * W

1) First, traffic is classified in a similar way to what was described for the RG. One notable exception being
legacy ATM traffic. which is queued according to the class associated with the VC.
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2) It is then policed, or rate limited, according to the services associated with the queues (if any). Again
with an ATM exception of applying ATM-appropriate disciplines, such as CBR, VBR or UBFt.

Traffic remains in the queues until it is scheduled for delivery. It congestion would occur in the BFtAS or on a
downstream link, then the queues for that traffic fill according to their discipline.

1) The scheduler is best described in reverse. First, the egress port of the BRAS is scheduled to the port
rate (OC3 in this example). At this level, the scheduler is set for a WFQ algorithm, weighted according
to the data rates of the VPs that are scheduled. Traffic is ‘‘pulled’' from the subordinate schedulers in

priority (as described for the RG scheduler) but with the limitations set by the various subordinate
schedulers.

Then each ATM VP is scheduled. In this case there are 3 D83 VPs that each lead to a different
DSLAM and are scheduled to the DS3 rate. The schedulers are set to work in a similar way to the

egress port scheduler.
in a departure from a typical ATM device, an additional layer of hierarchy is defined for “groups" of VCs
in order to account for bandwidth constraints beyond the DSLAM. This can occur with DLC-based and
RT-based DSLAMs that typically us IMA groups daisy-chained into Co-based DSLAMs. In this
example, the VC Group Scheduler accounts for the T1 IMA group to the RT.

4) The next stage is the scheduler for the ATM VC. This scheduler works almost exactly like the RG. In
the (optional) case where 2 PVCs are used the bandwidth of the DSL line is divided between the 2
PVCs instead of being directly assigned.

5) Finally, the.queues within a given access session are scheduled to a maximum rate assigned to the
access session. Initially static, the limit eventually becomes profile-driven through the policy repository.

As was described for the RG queuing architecture, all the outputs of the EF, AF, and BE queues are sent to a

(hierarchical) scheduler (S) that pulls traffic from them in a strict priority fashion. Similar to the description of the
RG queuing, a configuration may create the opportunity to establish access types with a lower priority than
existing Internet access.
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Flows are rate limited Session VC VC VP Physical

astheyenteraqueue __ScheduIer Scheduler Group Scheduler Port
Scheduler SchedulerVirtual F'Drt— FIG-1

Classifier‘

Virtual Port— FlG—6

Figure 24 - Queuing and Scheduling Example for a BRAS that can also switch ATM

In Figure 24 the following abbreviations apply:
ASP — Application Service Provider
ATM — Asynchronous Transfer Mode
PTA — PPP Terminated Aggregation
PPP — Point-to-Point Protocol
S — Scheduler
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APPENDIX C Informative Appendix on Signaled 008

This appendix captures the concepts and planning for a potential follow-on signaled Q08 mechanism. While it
is uncertain that this phase will be required. concepts are brought fonivard to provide a perspective of how it
would interact with the QoS mechanisms defined in this specification. The exact signaling protocol remain an
item of debate, so this section refers to it with the abstract term Resource Reservation Protocol (RRP) and
collects attributes that are likely to become requirements when the protocol becomes defined.

C.1 Signaled QoS Mechanisms

The architecture for additional Q05 enhancements is introduced in this section. This section is included for

illustrative purposes and may be further defined in future documents.

Signaled Q03 adds per IP flow resource reservation capabilities in the Regional/Access Network. This step
continues to leverage the RG and BRAS as the IP Q03 managers of the access network. Rather than simply
managing the aggregate scheduling of Diffserv resources, the BRAS will be able to perform per flow admission
control ensuring that resources are never over-booked. Diffserv aggregate traffic treatments may continue to be
used beyond the BRAS toward the regional network for scalability reasons. Keeping per flow resource
reservation limited to the access portion of the Regional/Access Network could limit scalability/performance
issues known with prior end-to-end reservation schemes.

In this phase:
- Applications, located in any of the reference networks. request service or resources of the

Regional/Access network (e.g. through RRP).
The RG and BRAS are involved in requests for services and resources in the network based on a per-
application need (e.g. they monitor or proxy RRP messages).
The BRAS acts like an RSVP border proxy and queries the policy repository. It responds based on the
network availability of traffic engineered resources (MPLS — TE, ATM VP, etc) and customer profile.

- QoS service profiles can be applied to the BRAS and RG based on the requested application need.

C.t.1 Signaled Q08 Assumptions

BRAS

The BRAS may support a RRP for the assignment of resources. When resources are not available at any point
under its control the BRAS would reject the request and provide feedback to the initiating host.

The BRAS would need to know the DSL sync rates of the ATU—Rs that are connected to the access nodes that
it manages. Based on a given ATU-R's DSL synch rate and customer profile the BRAS would manage the
admission of sessions to that customer premises. An external policy/management server could feed this
information to the BRAS.

The BRAS might intercept RRP and other application layer (e.g. SIP) messages that are not addressed to it and
use these messages in making admission decisions.

The BRAS would support mapping reservation requests into Diffserv PHBs and managing the PHBs as
reservable resources.

CPE

The CPE assumptions below only apply to the support of differentiated services.

The CPE requesting differentiated services could be integrated with the ATU-R. Non-integrated CPE devices
will also be supported (e.g. IP Phones, PC running video conferencing software, set top boxes, etc).

The CPE would, nee_d_t_o support IP layer signaled Q05} via a RRP. These messages would be addressed to the
destination host and not to the BRAS.

The CPE would not make any admission decisions.
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C.1.2 Diffserv Assumptions

BRAS

The BRAS will accept policy information regarding how to manage Diffserv signaled flows from an external
entity.

CPE

If the signaling messages indicate the DSCP to be used by a session requesting access, the CPE would then
use the specified DSCP.

The CPE will also accept policy information regarding how to manage Diffserv signaled flows from an external
entity.

C.1.3 Traffic Engineering Requirements

The RRP mechanism described only has resource knowledge of the local access network and does not have
an end-to-end picture of the connection. As a result, the interconnection network within the Regional/Access
Network (beyond the BRAS) would be engineered to provide support for enhanced services in aggregates. It is
expected that within the core of the Ftegional/Access Network that aggregate traffic engineering techniques can
efficiently serve the needs of enhanced applications.

C.1.4 Admission Control.

Per-flow admission control is envisioned at the BRAS. Admission decisions are made based on resource

availability AND subscriber profile data. Both of these parameters could be sent to the BRAS via an external
policy/provisioning server.

Application level admission control can also be applied in addition to the network based admission control.
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Editor: Barbara Stark, BellSouth

Working Group Co-Chairs:

Greg Bathrick, Texas Instruments

George Pitsoulakis, Westell
Abstract:

This Working Text will specify requirements for an ADSL modern with embedded router functionality that can be
deployed through retail stores and then configured for customer use by service providers. These requirements will
lead to retail devices llmt can provide customers with coltsisteiir features, connectivity and operation.

These requirements are both backward and forward-looking. They attempt to address the needs of current DSL
services and architectures as well as starting to address future needs. Some requirements have been included in
support of TR-059. However, these requirements do not fi.1lly complement the capabilities specified in TR-059.
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Notice:

The DSL Forum is a non-profit corporation organized to create guidelines for DSL network system development
and deployment. This Technical Report has been approved by members of the Forum. This document is not
binding on the DSL Forum, any of its members, or any developer or service provider involved in DSL. This
document is subject to change, but only with approval of members of the Forum.

©2003 Digital Subscriber Line Forum. All Rights Reserved.

DSL Forum technical reports may be copied, downloaded, stored on a server or otherwise re-distributed in their
entirety only.

Notwithstanding anything to the contrary, the DSL Forum makes no representation or warranty, expressed or
implied, concerning this publication, its contents or the completeness, accuracy, or applicability of any information
contained in this publication. No liability of any kind shall be assumed by the DSL Forum as a result of reliance
upon any information contained in this publication. The DSL Forum does not assume any responsibility to update
or correct any information in this publication.

6/20/2004
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1 SCOPE AND PURPOSE

1.1 Scope

The document presents base requirements for an ADSL modern with embedded router
functionality that can be deployed through retail stores and then configured for customer use by

service providers. These requirements will lead to retail devices that can provide customers with
consistent features, connectivity and operation.

These requirements specify a minimum set of features. It is expected that devices will include
these in a superset of features (e.g., wireless, power line, 1394b, firewall, etc. . .).

These requirements are both backward and forward-looking. They attempt to address the needs
of current DSL service and architectures as well as starting to address future needs. Some

requirements have been included in support of TR-059, and are marked as [TR-059]. Any CPE
that claims to be compliant with TR-059 must meet these requirements. It is understood that CPE

that does not claim to be TR-059 compliant may not meet these requirements.

1.2 Requirements

In this document, several words are used to signify the relative importance of the specified

requirements.

MUST This word, or the adjective “REQUIRED”, means that the definition is an

absolute requirement of the specification.

MUST NOT This phrase means that the definition is an absolute prohibition of the

specification.

SHOULD This word, or the adjective “RECOMMENDED”, means that there may exist

valid reasons in particular circumstances to ignore this item, but the full

implications must be understood and carefully weighted before choosing a
different course.

This word, or the adjective “OPTIONAL”, means that this item is one which

vendors may readily implement. Other modem features not identified in this

document may also be implemented in the modem and are equivalent to the MAY
value.

Throughout this document, the ADSL modem is referred to as “the device”. References to CPE
indicate other equipment such as hosts including PC and workstations.

Requirements which are in support of TR-059 start with [TR-059].

Requirements which are specific to North America start with [North America].

6/20/2004
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2 MODEM REQUIREMENTS

2.]

l-I

1-2

1-3

I-11

I-12

I-13

I-14

I-15

I-16

I-18

6/20/2004

Physical and Power

The device MUST be compact and have a physical profile suitable for desktop.

The device SHOULD be able to be wall mounted and stand on its side.

The device MAY have the ability to be mounted horizontally or vertically.

If wall mounted, the device SHOULD be oriented so that the cabling is routed toward

the ground in order to reduce strain on the cabling.

A detachable wall-mounting bracket MAY be added to the device.

If the device can be wall mounted, specifications for screws and a template SHOULD
be included with the device.

[North America] The device MUST be UL 60950 listed. This is the most recent

replacement for UL l950.

[North America] The device MUST display proof of CSA (Canadian Standards

Association) or ULC (Underwriters Laboratories Canada) certification for CAN/CSA
C222 No. 60950. This is the Canadian equivalent to and is identical to UL 60950.

[North America] The device MUST have the following electrical characteristics:

105 -125 VAC @ 60 Hz

The power connector at the device MUST be securely connected to avoid accidental
disconnect. This means that the connector MUST be either secured via a clip to the box

or be held in place with significant force so that it does not readily pull out by minor

pulling on the power cord.

[North America] If the power supply is external to the modem, it MUST be UL 1310 or
UL 60950 listed and certified.

If the power supply is external to the device, it SHOULD be labeled with the DSL
device vendor’s name and the model number of the ADSL device.

Voltage:

If the power supply is external to the device it SHOULD be either small enough, or

appropriately positioned on the power cord, so as not to block other power outlets.

If the power cable includes an analog to digital conversion brick, that brick MAY have

a light on it.

The device MUST have an on/off switch. This switch MUST be positioned on the

device in such a manner as to prevent accidental switching.

The Device SHOULD be tolerant of power fluctuations and brown-outs, continuing to

operate normally andinaintainingjs_configur_ation after these events.

If the on/off switch is labeled, it SHOULD be labeled "ON/OFF".

The device MAY be provided with a standby switch on the front, to stop or allow traffic
to flow between WAN and LAN connections, without switching the device off and on.
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The device SHOULD be able to detect faults and reset appropriately upon detection.

The device MUST NOT be USB powered.

The device MUST NOT use the local phone loop for power.

The device MUST have the following indicator lights:

Power Ethernet DSL Internet

All physical ports and bridged connection types on the device (e.g., Ethernet, USB,

Wireless, HomePlug, HomcPNA, 1394, etc...) MUST have a link integrity indicator

lamp on the device (I per port if a separate physical port is present or per connection

type if a separate port is not present).

[North America] The indicator lights MUST be labeled and in the order as indicated in

I - 22 in a left to right or top to bottom orientation.

[North America] Port indicator lights not identified in I - 22 MUST be placed between

the "Ethernet" and "DSL" lights and labeled (order and text) as identified in I - 23.

All port indicator lights MUST be located on the front of the device unless summary

indicator lights are used.

Physical port indicator lights MAY be located next to the port and other than on the

front of the device, so long as there is a summary indicator light for the associated

interface type with the other port indicator lights on the front of the unit.

For example, there may be Ethernet port indicator lights located on the back of the unit

by each Ethernet connection as long as there is a summary indicator for the Ethernet
connections on the front of the device in the standard location.

The indicator lights MUST be readily visible (99% human observer detection in less

than 250 milliseconds) at 12 feet with an ambient illumination level of 550 foot-candles.

Visibility MUST be maintained over a horizontal viewing angle of +/- 80 degrees and a

vertical viewing angle of -20 to +45 degrees off the central axis.

When flashing, the indicator lights MUST flash at 4 Hz with a duty cycle of 50%

(except as specified otherwise in this document).

The device MUST have a “On/Off’ power indicator light. The power indicator MUST
function as follows:

Solid Green

Off

Red

Power on

Power off

POST (Power On Self Test) failure (not bootable) or

Device malfunction

A malfunction is any error of internal sequence or state that will prevent the device

from connecting to the DSLAM or passing customer data. This may be identified at

various times such after power on or during operation through the use of self testing or

in operations which result in a unit state that is not expected or should not occur.
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The device MUST have an indicator light that indicates ADSL layer connectivity. This
indicator MUST fiinction as follows:

Solid Green

Off

Flashing Green

DSL good sync

Modem power off

DSL attempting sync

Flashing at 2 Hz with a 50% duty cycle when trying to detect

carrier signal

Flashing at 4 Hz with a 50% duty cycle when the carrier has been

detected and the modem is trying to train

The device MUST have an Internet indicator light that indicates whether or not it has at

least one DSL device-controlled session up.

This indicator MUST function as follows:

Solid Green IP connected (the device has a WAN IP address from IPCP or

DHCP and DSL is up or a static IP address is configured, PPP

negotiation has successfully complete — if used — and DSL is up )
and no traffic detected.

If the [P or PPPOE session is dropped due to an idle timeout, the

light will remain green if an ADSL connection is still present. If

the session is dropped for any other reason, the light is turned

off. The light will turn red when it attempts to reconnect and
DHCP or PPPOE fails.

Off Modem power off, modem in bridged mode or ADSL connection
not present

Flickering Green IP connected and IP Traffic is passing thru the device (either
direction)

Red Device attempted to become IP connected and failed (no DHCP

response, no PPPOE response, PPPOE authentication failed, no IP
address from IPCP, etc.)

For bridged mode, the indicator light MUST be off.

The physical port indicator lamps MUST function as follows:

Solid Green Powered device connected to the associated port (includes

devices with wake—on-LAN capability where a slight voltage is

supplied to an Ethernet connection)

Flashing Green

Off

LAN activity present (traffic in either direction)

No activity, modem power off, no cable or no powered device

connected to the associated port.

The device MUST have a single function, recessed button with a red circle around it, in

order to reset the device to the default factory settings.
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I - 35 The reset button on the device MAY be labeled as "reset" so a help desk can more

easily identify it to a user.

I - 36 Each port on the back of the device MAY have an icon displayed near it identifying the

type of port. '

I - 37 The ports on the device MUST be identified by color with the appropriate
connection/interface color reflected above, below or around each port.

The ports MUST be colored as follows:

- Ethernet Yellow

- Power Black

- Phone Grey

- USB Blue

The preferred Pantone colors for blue and yellow are:

- Blue 285C

- Yellow 1 14C

- Gray Cool Gray 3U (matte)

Each port on the back of the device MUST be labeled using icons and/or words, and

any words must be spelled out completely (e.g., “Ethernet”, “Power”, ...).

The device MUST operate 24 hours a day, 7 days a week without the need to reboot.

The MTBF (Mean Time Between Failure) of the device and operating system

SHOULD be equal to or exceed 1 year (e.g., it should not need a reboot more than one

time per year).

The life expectancy of the device SHOULD be at least seven years.

The device SHOULD include sufficient non-volatile memory to accommodate future

control and data plane protocol upgrades over a minimum of four years. The potential

upgrades may include: initiating and terminating signaling protocols at IP and ATM

layers; logic for packet classification, policing, forwarding, traffic shaping and QoS

support at both [P and ATM layers.

The device MUST complete power up in 60 seconds or less (timing starts when the

power is connected and stops when the On/Off power indicator light is "Solid Green").

The device MUST complete training within 60 seconds when autosensing is not

activated (timing starts when the On/Off power indicator light is "Solid Green", when

the DSLAM port is enabled and stops when the ADSL layer connectivity indicator is

"Solid Green"). The default inner pair shall be used for this measurement.

I - 45 The device MUST complete training within 60 seconds when autosensing is activated

————and—ADSl.ris—present—on thedefault—pair7—Ihe—dev—ice MUST—complete_train.ingwithin
120 seconds when autosensing is activated and ADSL is not present on the default pair.

I - 46 [North America] The device MUST comply with FCC Part 15 rules for Class B
devices.

6/20/2004



250

EXHIBIT A

Base Requirements for an ADSL Modem with Routing TR-068

I - 47 [North America] The device MUST comply with Industry Canada ICES-003 Class B

requirements.

I - 48 [North America] The device MUST comply with Industry Canada's

"Telecommunication Apparatus Compliance Specification" (IC document CS-03) and

be registered with Industry Canada following the procedures highlighted in Industry
Canada’s “Procedure for Declaration of Conformity and Registration of Terminal

Equipment” document (IC document DC-01).

[North America] The device MUST be certified to meet FCC Part 68, or obtain the

appropriate waiver.

[North America] The device MUST comply with either:

- TIA-968-A, Telecommunications — Telephone Terminal Equipment — Technical

Requirements for Connection of Terminal Equipment to the Telephone Network,
October 2002,

or both:

- TIA/EIA/IS-968, Telecommunications — Telephone Terminal Equipment —

Technical Requirements for Connection ofTem1inal Equipment to the Telephone

Network, July 2001, and

TIA/EIA/IS-883, Telecommunications - Telephone Terminal Equipment-

Supplemental Technical Requirements for Connection of Stutter Dial Tone
Detection Devices and ADSL modems to the Telephone Network, June 2001

[North America] The device MUST comply with the requirements of Telcordiam GR-

1089-CORE, Electromagnetic Compatibility and Electrical Safety - Generic Criteria for
Network Telecommunications Equipment.

[North America] The device MUST support the following environmental conditions:

Anmuae Renauvenummnv Mwn
Operating (System 0° C to 40° C -197 to 7000 8% to 95% non- 23 ° C
Ambient feet condensin

. . 0 0 low humidity for 0
Shipping and Storage -25 C to 65 C low temperatures, 29 C

90% at 45 ° C,
30% at 65 ° C

I - 53 This device MUST preserve local configuration information during power-off and
power interruption.

2.2 WAN: ADSL and ATM

I - 54 The device MUS_17_in<1ude an Lnfimal ADSL modem.

1- 55 The device MUST comply with requirements as specified in ANSI T1.413-1998, ANSI
T1.4l3a-2001 and ITU 992.1.

I - 56 The device MUST support FDM-mode per ANSI T1.4l3 and ITU-T G.992. 1.

6/20/2004
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The device SHOULD comply with ITU G.992.3 (ADSL2) and ITU G.992.5 (ADSL2+)

by 6/1/2004.

The device SHOULD comply with ITU G992.3 Annex L (RE-ADSL2) within three

months after its approval.

The device SHOULD comply with ITU G992.5 Annex L (ADSL2) within three months

after its approval.

The device MUST support Trellis coding.

The device MUST be rate-adaptive and able to support all speeds between the

minimum and maximum applicable to the associated DSL protocol in use (e.g., ADSL,

ADSL2, ADSL2+, RE-ADSL, ...) and in the minimum increment applicable to the

associated DSL protocol in use.

For example, for ADSL, the device MUST be able to support speeds in 32 kbps

increments from 32 kbps to 8 Mbps downstream and 32 kbps to 800 kbps upstream.

The device MUST only synchronize within the minimum and maximum line rate

parameters for a line as identified by the DSLAM or RT.

The device MUST support dynamic rate adaptation.

The device MUST support independent upstream and downstream data rate

provisioning.

The device MUST support bit swapping.

The device MUST support both fast and interleaved paths. This is not a requirement for

dual latency support (eg, running Fast and Interleaved at the same time to two different

locations).

The device MUST have a high-pass filter at its ADSL line input to eliminate impulse

noise from premises wiring.

The device SHOULD NOT incorporate an internal splitter (i.e., SHOULD NOT have

a POTS pass back port).

A failure in the device MUST NOT impact the private intra-premises network except

for those functions provided by the device (i.e. DHCP, DNS, etc.).

The device MUST NOT cause any failure in or interference with the ADSL network.

The default pair used to detect the ADSL signal MUST be the inner pair (pins 3 & 4).

The device SHOULD automatically detect and select the ADSL signal on either the

inner pair (pins 3 & 4) or outer pair (pins 2 & 5) of an RJ-1 1 jack

If the modem reaches showtime after performing the DSL autosensing, the default pair

will be set to the newly discovered pair. This can be the inner pair or the outer pair. The

new default pair is store on the modem across power off situations. DSL autosensing
* will beeactivatedewith the new defaultpair:

6/20/2004

If I - 72 is implemented, the device MUST allow disabling of the automatic detection of

the ADSL signal on the inner and outer pairs and allow specification of which pair to
search for the DSL signal.
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Removing AC power from the device MUST NOT prohibit POTS from operating.

The CRC MUST conform to ANSI T1 .413-1998 section 7.4.1.3.

The device performance and throughput MUST keep up with the DSL line rate.

Failure or removal of LAN CPE connected to the DSL device MUST NOT prohibit

POTS from operating.

The device MUST support standard ATM (AAL5) payload format.

The device MUST perform AAL Segmentation and Reassembly (SAR), Convergence

Sublayer (CS) functions and CRC check.

PCR shaping MUST be provided in the upstream direction when the interface between
the PC and the device has more bandwidth than the ADSL connection provides.

The device MUST support ATM QoS. UBR, CBR and VBR—rt MUST be supported (as
defined in The ATM Forum Traffic Management Specification Version 4.1).

VBR-nrt and UBR with per VC queuing SHOULD be supported.

The default ATM QoS for all VC's MUST be UBR.

The device MUST support multiple levels of QoS listed above simultaneously across

separate VCCs (e.g., UBR for PVC 0/35 and CBR for PVC 0/43 where both PVCs are
active simultaneously).

The device SHOULD support auto configuration as defined in DSL Forum TR-037 and
ILMI 4.0 and its extensions.

The device MUST always respond to ATM testing, pings and loopbacks according to
ITU—T [.610 (F4, F5).

The device MUST support 0/35 as the default VPI/VCI for the first PVC.

The device MUST be able to perform an auto search for the VPI/VCI settings for the
first PVC. This search MUST be the following VPI/VCl's in sequence looking for a

first-success: 0/35, 8/35, 0/43, 0/51, 0/59, 8/43, 8/51, 8/59.

The default VPI/VCI identified in I - 87 is searched prior to this auto search list.

If the modem reaches a state of session establishment (e.g., 1P when the modem is

responsible for session termination) after performing the auto search, the default

VPI/VCI settings will be set to the newly discovered values. The new default pair is

stored on the modem across power off situations. If an ATM connection cannot be

established after a power restoral, the search process starts over again.

The device MUST be configurable so that the auto-search mechanism can be disabled.

The device MUST allow the auto-search list to be redefined using the XML based
interface.

The default—VPl/VCI values—for all P—VCs MUST~be—configurable. The default value W- .

MUST be utilized prior to performing an auto-search but should exclude the default
value in the auto-search.

The device MUST support VPI values from 0 to 255
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The device MUST support VCI values from 32 to 65535

The device MUST pass the tests identified in DSL Forum TR-048, “ADSL

Interoperability Test Plan”, and any subsequent updates or replacements to that
document that exist at the time that the modem is tested, prior to its initial deployment.

Within 6 months, modems produced after changed or new test requirements have been

approved MUST conform to those new requirements.

The device MUST train and pass data against all ITU 992.] based ATU-C deployed in

North America using TR-048 (and future updates).

2.3 Multiple PVCs

I-96

1-97

The device MUST support eight PVCS.

There is no default defined VPI/VCI past the first PVC which is identified in I - 87

above. Auto-search is supported on all PVCs and will use the same auto-search

sequence identified (skipping over any already in use). This auto-search is defined in I -
88 through I - 90.

All supported PVCs MUST NOT require the same VPI value.

All supported PVCS MUST be able to be active and sending/receiving traffic

simultaneously. See I - 119, I - I20, 1- 210 and I - 211 for more details on interface

selection for routing.

The device MUST support the minimum ATM granularity applicable to the associated

DSL protocol in use on a per VC and VP basis.

For example, ATM granularity of 32 kbps MUST be supported for ADSL on a per VC
and VP basis.

2.4 WAN: Access Protocols

I-101

I-102

I-103

I-I04

6/20/2004

The device MUST be a learning bridge as defined in IEEE 802. I D for all logical and

physical Ethernet interfaces, supporting a minimum of 272 MAC addresses.

The device MUST support Ethernet (IEEE 802.3).

The device MUST support encapsulation of bridged Ethernet over AAL5 (without

FCS) as described in IETF RFC 2684 (formerly IETF RFC 1483).

The device MUST be able to use both LLC-SNAP and VC-MUX (null) encapsulation

over AAL5 with all supported protocols. The default MUST be LLC-SNAP.
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The device MUST support the TCP, IP, UDP, routing and associated protocols
identified here:

- IETF RFC 0768 User Datagram Protocol
- IETF RFC 0791 Internet Protocol

- IETF RFC 0792 Internet Control Message Protocol
- IETF RFC 0793 Transmission Control Protocol

- IETF RFC 0826 Ethernet Address Resolution Protocol (ARP)

- IETF RFC 0894 Standards for the Transmission of IP Datagrams over Ethernet
Networks

- IETF RFC 0922 Broadcasting Internet Datagrams in the Presence of Subnets
- IETF RFC 0950 Internet Standard Subnetting Procedure

- IETF RFC 1009 Requirements for Internet Gateways (Link Layer issues only)
- IETF RFC 1042 Standard for the Transmission of IP Datagrams over IEEE 802
Networks

- IETF RFC 1112 Host Extensions for IP Multicasting

- IETF RFC 1122 Requirements for Internet Hosts - Communication Layers

- IETF RFC 1 123 Requirements for Internet Hosts — Application and Support

- IETF RFC 1256 ICMP Router Discovery Messages (Router Specification only)

— IETF RFC 1519 Classless Inter- Domain Routing (CIDR)

— IETF RFC 1812 Requirements for IP Version 4 Routers
- IETF RFC 1918 Address Allocation for Private Internets

- IETF RFC 3600 Internet Official Protocol Standards

- IANA Directory of General Assigned Numbers (http://www.iana.org/numbers.html)

The device MUST support IP over the encapsulated Ethernet.

The device MUST be able to bridge IP over Ethernet.

The device MUST be able to route IP over Ethernet to LAN CPE.

The device MAY support encapsulation of IP over AAL5, per IETF RFC 2684.

If the device supports IP over AAL5, it MAY support Classical IP according to IETF
RFC 2225.

The device MUST include built-in PPPoE client functionality.

[TR-059] The device MUST be capable of initiating at least two PPPOE sessions per
PVC and route the IP traffic above that to the LAN CPE.

The device MUST allow the protocol stack (e.g., IP over Ethernet, PPPoE, PPPoA,

etc...) for each provisioned PVC to be defined separately. If necessary, each PVC can
use a different stack and set of protocols.

The device MUST support PPPoE over the encapsulated Ethernet as defined in IETF
RFC 2516.
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The device MUST support mini-jumbo frames when bridging Ethernet over AAL5 such

that it will be possible to allow establishment of PPPOE protocols from the device with

ultimate I500 byte Ethernet or [P payloads.

For example, in the PPPoE case the WAN side encapsulations would be:

WAN (ATM CPCS-PDU payload)

Ethernet

Header

(bytes)

261500 Byte Ethernet (with
LLC/SNAP)

1500 Byte IP (over
Ethernet with

LLC/SNAP)

26

The device MUST support manually setting, through the GUI and XML interfaces, an

MTU to be used in negotiating MTU, overriding the default MTU.

The device MUST support PPP and the associated protocols identified below:
- IETF RFC 1332 The PPP Internet Protocol Control Protocol (IPCP)

- IETF RFC 1334 PPP Authentication Protocols (PAP)

- IETF RFC 1661 The Point-to-Point Protocol (PPP)
- IETF RFC 1877 PPP IPCP Extensions for Name Server Addresses

(limited to DNS addresses unless the device supports NetBIOS)

- IETF RFC 1994 PPP Challenge Handshake Authentication Protocol (CHAP)

The device MUST support the following:

- IETF RFC 1570 PPP LCP Extensions

- IETF RFC 2153 PPP Vendor Extensions

This is not stating that specific extensions MUST be supported. It is identifying that

upon receipt of non-standard or unrecognized PPP extensions from the DSL network
(e.g., vendor or proprietary), the device MUST operate without fault.
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[TR-059] The device MUST allow for the selection of which traffic to forward over

which connection (in the case of multiple PVCs, multiple PPPOE sessions, etc...)

according to any one or more of the following pieces of information:

(1 )

(2)

(3)

(4)

(5)

(6)

(7)

destination IP address(es) with subnet mask,

originating IP address(es) with subnet mask,

source MAC address,

destination MAC address,

protocol (TCP, UDP, ICMP, ...)

source port,

destination port,

(8) IEEE 802.lD user priority,

(9) FQDN (Fully Qualified Domain Name) of WAN session,

(10) DiffServ codepoint (IETF RFC 3260),

(1 1) Ethertype (IEEE 802.3, 1998 Length/Type Field), and

(12) traffic handled by an ALG.

[TR-059] The device SHOULD allow for the selection of which traffic to forward over

which connection (in the case of multiple PVCs, multiple PPPOE sessions, etc...)

according to any one or more of the following pieces of information:

(1) IEEE 802.lQ VLAN identification, and

(2)

[TR-059] The device MUST be able to bridge or route IP over an Ethernet session

concurrently with at least one device-originated PPPoE session on each PVC that is

running bridged Ethernet over the AAL.

The device MUST NOT bridge or route between WAN connections (i.e., WAN to

WAN) except when explicitly configured to do so.

The device SHOULD support PPPoA as defined in IETF RFC 2364.

The device MUST be configured by default to PPPoE.

packet length.

PPPoE bridging and associated operation in the device MUST NOT fail nor operate

improperly in the presence of vendor-specific PPPOE extensions which may be in use

by LAN devices (i.e., the device MUST interoperate with well known PPPOE client
software).

The device MUST be able to save all logins and passwords for PPP sessions originated

by the device. Passwords MUST NOT be available outside of the internal operation of

the device (e.g., can not be queried nor displayed).
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The device MUST support an "always on" mode for connections. In this mode the
device MUST NOT time out DSL sessions (ATM, IP and PPP) and MUST

automatically re-establish any sessions after disconnection, lease expiration or loss and
restoration of power.

The device MUST support a “connect on demand” option for connections. In this mode
the connection to the DSL network is initiated when outbound traffic is encountered

from the local LAN and terminated after a timeout period in which no traffic occurs.

The device MUST support a “manual connect” option for connections. In this mode the

connection to the DSL network is initiated manually through the GUI or an XML

request and, by default, terminates only when done so explicitly by the user, due to a

power loss or when the connection is lost.

The default mode for connections MUST be “connect on demand”.

The interval after which a connection timeout occurs MUST be able to be configured.

A manual way of disconnecting without waiting for a connection timeout MUST be

provided.

A default timeout of 20 minutes SHOULD be used for connection timeouts.

The device MUST not immediately terminate PPPoE sessions and upper layer protocol

connections when the physical connection is lost. It should defer the tear down process

for two minutes. If the physical connection is restored during that time, the device

MUST first attempt to use its previous PPPoE session settings. If these are rejected,

then the original PPPOE session can be terminated and a new PPPOE session attempted.

The device SHOULD incorporate a random timing delay prior to starting each IP and
PPP session.

This random timing delay helps to reduce connection failures when a group ofusers

attempt to establish connections to a service provider at the same time (e.g., after

restoral of power to a neighborhood that had a blackout).

The device SHOULD not attempt immediate additional PPP session connections upon

receipt of an authentication failure. A back off mechanism SHOULD be implemented

to limit repeated attempts to reconnect in this situation. 3 connection attempts

SHOULD be made followed by a delay and then repeated by the next sequence of

connection attempts. The delay SHOULD be 5 minutes at first, and then repeated every

30 minutes as required.

This requirement only applies to automated connection attempts.

The device MUST be able to bridge PPPOE sessions initiated from LAN devices

(sometimes known as PPPOE pass-through).

Only PPPOE traffic MUST be bridged unless bridging of other traffic is specifically
enabled.

The device MUST support a minimum of eight LAN device initiated PPPOE sessions
from each LAN device.

The device MUST be able to bridge eight sessions per PVC.
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The device MUST be able to bridge PPPoE sessions at all times when encapsulating

Ethernet over AAL5. This applies when the device has set up zero or more PPPoE

sessions and/or when the device is also running IP over Ethernet. The default setting

MUST be for this pass-through to be on.

The device MUST allow for pass-through of IP traffic in which the payload is

compressed or encrypted (e.g., VPN traffic). This means other LAN CPE MUST be

able to originate PPTP and L2TP sessions to an external network (over IP).

The device MUST allow LAN CPE to originate IPsec sessions to an external network.

This function MUST work properly through the NAPT function of the DSL device.

The device MUST allow at least one IPsec connection from the LAN.

The device SHOULD allow multiple users on the LAN to launch independent and
simultaneous IPsec sessions.

The device MUST support LAN device UDP Encapsulation of IPsec packets as defined

in draft-ietf-ipsec-udp-encaps-08.txt and its successors.

The device MUST support LAN device negotiation ofNAT-Traversal with IKE as

identified in drafi-ietf-ipsec-nat-t-ike-08.txt and its successors.

A minimum of 4 concurrent LAN IPsec sessions SHOULD be supported per LAN

device. These sessions can be to the same or unique destinations.

The device MUST support Path MTU discovery (described in IETF RFC 1191) so that
a LAN device can be told what to set its MTU to.

2.5 LAN: Physical Interfaces

1-149

1-150

I-151

I-152

6/20/2004

The device MUST support use of a straight-through (patch) cable between the Ethernet
Interface and a PC.

The device SHOULD automatically sense the transmit and receive pair on the Ethernet

physical connection.

The device MUST have at least one IOBASET Ethernet port (RJ-45 jack) for

connecting it to the home data network.

If the device supports 100BASET it MUST be able to support both IOBASET and

IOOBASET with auto negotiate for speed and duplex on a port-by-port basis according
to IEEE 802.3u.

The device MUST support, at a minimum, a 256 MAC address table for LAN devices.

The Ethernet LAN interface SHOULD allow for adjusting the inter-frame and collision

back off timers so that P traffic (as defined in IEEE 802.1P) can get statistically better

treatment on broadcast LAN Segments.

The device SHOULD have a client USB port (series "B" receptacle), allowing it to be a

non-powered (i.e., it has its own power source and doesn’t get power across the USB
interface) slave device for a host computer.
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If the device has a client USB port, the USB interface MUST appear to the PC or other

host device to be an Ethernet port (i.e., the PC drivers are Ethernet drivers), and not

appear as a DSL modem (i.e., MUST NOT require DSL modem drivers on LAN CPE).

If the device has a client USB port, the USB port MUST be based on the USB 1.1 (or

later) technical specification.

If the device has a client USB port and USB 2.0 is supported, the USB interface MUST
still work with the USB 1.1 based USB host controller based on the USB 2.0 standard.

Over the USB interface, the device SHOULD support USB drivers for Windows 98,

Windows 98 Second Edition, Windows Millennium Edition, Windows XP (Home and

Professional), Windows 2000, Macintosh OS 8.6, Macintosh OS 9.x and Macintosh OS

l0.x. Any drivers that are PC-based or run on the PC SHOULD be Microsoft WHQL
certified. Drivers SHOULD be available for new Microsoft and Macintosh operating

systems within 30 days of General Availability.

The USB port MUST be covered with a sticker than warns the customer not to install
the USB cable until instructed to do so in the documentation or installation software.

If the device has only one Ethernet port and only one client USB port, the device

SHOULD be configurable through XML so that only the Ethernet or client USB port is

to be active at any one time. In this configuration, whenever one of the ports is in use,
the other is disabled. If neither is in use, both are enabled. The default configuration of

the device SHOULD be that both ports are active at the same time.

2.6 WAN and LAN: IP Addressing and DHCP Server

I-162 [TR-059] The device MUST support classification of WAN directed LAN traffic and

placement into appropriate queues based on any one or more of the following pieces of
information:

(1)

(2)

(3)

(4)

(5)

(6)

(7)

destination IP address(es) with subnet mask,

originating IP address(es) with subnet mask,

source MAC address,

destination MAC address,

protocol (TCP, UDP, ICMP, ...)

source port,

destination port,

(8) IEEE 802.lD user priority,

(9) FQDN (Fully Qualified Domain Name) of WAN session,

(10) Diffserv codepoint (IETF RFC 3260),

6/20/2004

(1 1) Ethertype’(IEEE”80fi2.3, T998 Length/Type” l:ield)Tand

(12) traffic handled by an ALG.



260

Base Requirements for an ADSL Modem with Routing

I-I63

6/20/2004

EXHIBIT A

TR-068

[TR-059] The device SHOULD support classification of WAN directed LAN traffic

and placement into appropriate queues based on any one or more of the following

pieces of information:

(1) IEEE 802.] Q VLAN identification, and

(2) packet length.

[TR-059] The device MUST support the differentiated services field (DS Field) in IP
headers as defined in IETF RFC 2474.

[TR-059] The device MUST be able to mark or remark the Diffserv codepoint or IEEE

802. 1D user priority of traffic based on the classification information identified in I -
162 and I - 163 above.

[TR-059] The device MUST support one Best Effort (BE) queue, one Expedited

Forwarding (EF) queue and a minimum of four Assured Forwarding (AF) queues.

[TR-059] The device MUST duplicate the set of queues for each access session. This
can be done logically or physically.

[TR-059] The device SHOULD support the appropriate mechanism to effectively

implement Diffserv per hop scheduling behaviors. A strict priority scheduler is
preferred for EF.

[TR-059] The device MUST support the capability to fragment AF and BE traffic in

order to constrain the perturbing impact of AF and BE packets on EF traffic delay, for

example using a mechanism such as MLPPP LF I [IETF RFC1990].

[TR-059] The packet size threshold before fragmenting AF and BE packets MUST be

configurable.

The device MUST be able to obtain IP network information dynamically on its WAN

interface. This information includes IP address, primary and secondary DNS addresses

and default gateway address.

Dynamically obtaining IP network information is accomplished using DHCP and / or
IPCP.

If PPP is used, the device MAY obtain an IP subnet mask on its WAN interface using

IPCP extensions. If this is done, then IP subnet masks will be communicated with IPCP

using the PPP IPCP option with option code 144, the length of the option being 6 and

the mask being expressed as a 32-bit mask (e.g. 0xFFFFFF80), not as a number

indicating the consecutive number of Is in the mask (from 0 to 32).

The learned network information MAY, but need not, be used to populate the LAN side
embedded DHCP server for the modem.

The learned network information is treated as a subnet and not as a collection of

individual addresses. That is, the first and last address in the subnet should not be used.

The IP address ne’gotiate’d’should, but need not, be the one assigned to the modem’:

If the device is not configured to use a static IP address and the modem fails to detect a
PPPOE or DHCP server, then the WAN IP address assignment value SHOULD be set

to an undefined value, in order to prevent it from retaining its prior IP address.
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The device MUST provide application layer support for host name mapping, booting,
protocol. Thisand management including DHCP and the Domain Name System (DNS)

includes support for the standards below:
- IETF RFC 1034 Domain Names - Concepts and Facilities

- IETF RFC 1035 Domain Names - Implementation and Specification

- IETF RFC 2131 Dynamic Host Configuration Protocol

- IETF RFC 2132 DHCP Options and BOOTP Vendor Extensions
- IETF RFC 2181 Clarifications to the DNS Specification

- IETF RFC 2939 Procedure for Defining New DHCP Options and Message Types

The device MUST be a DHCP server to local LAN devices, supporting all LAN
devices.

The embedded DHCP server function of the device MUST be able to operate while in

bridged mode. The default state should be on in bridged and router mode.

The device MUST support a minimum of 253 LAN devices.

The device MUST support turning off the embedded DHCP server via a configuration

change.

The device MAY incorporate auto-detection of other DHCP servers on the local LAN

and, if configured to do so, disable the internal DHCP server functionality of the DSL
device in this situation.

In this situation, the DSL device would try to obtain a configuration for its LAN port

through DHCP. If a DHCP response was received, the device would then use the
information in the DHCP response (e.g., IP Address, subnet and DNS information) and

disable its internal DHCP server. If implemented and a DHCP response is received, this

requirement takes precedence over I - 190.

The embedded DHCP server functionality of the device MUST verify that an address is

not in use prior to making it available in a lease (e.g., via Ping or ARP table validation)
even when lease information shows that it is not in use.

The device MUST support all LAN devices concurrently accessing one or more WAN
connections.

The device MUST use the default start address of 192.168. 1 .64 and the default stop

address of 192.168.1.253 for assignment to DHCP leases for local device addressing.

The device MUST use a default netmask of 255.255.255.0 for assignment to DHCP

leases for local device addressing.

The device MUST be able to be configured to specify alternate public and private

subnets (without restriction) for local device addressing.

The device MUST be able to be configured to specify the start and stop addresses

within a subnet used for local addressing.

The default lefifitime for DHCP’ififormat'i’o’n “provided to LAN‘CPE‘Which’do‘ not share‘

the WAN side IP address MUST be configurable. The default value MUST be 24
hours.
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The default lease time for DHCP information provided to LAN CPE which share the

WAN side IP address MUST be configurable. The default value MUST be 10 minutes.

When the domain name that the embedded DHCP server passes to LAN CPE has not

been set, the value "domain_not_set.invalid" SHOULD be used.

When the device's embedded DHCP server is enabled, the device itself MUST default

to the address l92.l68.l .254 (with a netmask of255.255.255.0).

When the device's embedded DHCP server is disabled, the device MUST ARP for the

following addresses, in order, and assign itself the first one that is not taken:

l92.168.l .254, 192.168.l .63, and then starting from l92.l68.l.253 and descending.

The device MUST NOT use auto IP for address assignment of its LAN-side address.

The device MUST allow its assigned address and netmask to be specified through the
XML and GUI interfaces.

The device MAY support SOCKS (IETF RFC 1928) for non—ALG access to the public
address.

Both NetBios and Zero Config naming mechanisms MAY be used to populate the DNS
tables.

The device MAY act as a NETBIOS master browser for that name service.

The device MUST support multiple subnets being used on the local LAN.

The device MUST be able to assign its WAN IP address (e.g., public address) to a

particular LAN device, concurrent with private IP addressing being used for other LAN
CPE.

In this situation, one device on the LAN is given the same public IP address (through

DHCP or manual configuration of the LAN CPE IP stack). Other LAN devices utilize

private IP addresses. The device can then be configured as identified in I - 219 so that
the LAN device "sharing" the WAN IP address receives all unidentified or unsolicited

port traffic to any specific LAN device. If the device is not configured in this manner,
then only inbound traffic resulting from outbound traffic from the LAN CPE would be
directed to that LAN CPE.

The gateway identified to the LAN device must be on the same subnet as that associated
with the WAN IP address. Note that the use of the WAN gateway address does not

guarantee this since it need not meet this requirement.

When using a WAN IP address assigned to a LAN device, the user MUST be able to
configure if this LAN device can directly communicate with other CPE on the local
LAN.

This will only be done to the extent which the device can control the isolation (e.g.,

routing and internal switch fabric). It does not extend to isolation external to the device
__ (e.g., externalswitch or1outer)J2vhic_li_ are outside of the control of the device.

6/20/2004

The device MAY allow the embedded DHCP server to be configured so that specific

MAC addresses can be identified as being served or not served.
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The device MAY allow the embedded DHCP server to be configured with a default

setting (provide IP addresses or do not provide IP addresses) for devices with

unspecified MAC addresses.

The embedded DHCP server fimctionality of the device SHOULD provide a

mechanism by which an IP address can be assigned to a particular LAN device by MAC
address. The user interface to establish this association may use an alternate mechanism

to identify this assignment (e.g., by selecting the device using its current IP address or

device name) and the MAC address may be transparent to the user. These addresses

may include the ability to assign an address outside of the default subnet, as identified
in I- 184 andI- 197.

For example, the device might have a default WAN side IP address which is used for
NAPT to a subset of devices and an additional set of WAN side IP addresses which are

bridged. The embedded DHCP server might be used to assign this second set of IP
addresses to specific LAN CPE.

The device MUST support a single PC mode of operation. In this mode of operation

only a single LAN device is supported. Note that this is not the default mode of

operation.

In this configured mode, all network traffic, except for configured management traffic

destined for the modem itself (e.g., temporary remote access to the GUI) MUST be

passed between the DSL network and the designated LAN device as if the DSL device
was not present.

One possible implementation is for the embedded DHCP server to issue one and only
one private address in this situation, with the start and stop address for the embedded
DHCP server being the same.

The LAN device can be assigned either a private IP address (i.e., using 1:1 NAT) or the

public IP address (i.e., using IP Passthrough) of the modem (as identified in I - 197).
The type of IP address to be used (private or public) is configured through the GUI and
XML interfaces. The default is a public IP address.

If a WAN connection is not available when the device is configured to use a public IP

address, the LAN device is provided with a private IP address from the device via

DHCP. Once a WAN connection is established, the public IP address provided by the

DSL network is passed to the LAN device during the next DHCP lease renewal.

The DSL device acts as the default gateway to the LAN devices when private IP

addressing is in use. When public IP addressing is in use, the gateway identified to the
LAN device should be that identified in I — 197 above.

No other restrictions (e.g., restricted routing for other devices) need to be implemented

to meet this requirement (e.g., no routing restrictions on traffic from secondary devices
on the LAN).

The device *MUS*T operate by default in—the multiple PC mode of operation (i.e.,—full

NAPT router).

The device MUST support IP Version 4.
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The device SHOULD be sofiware configurable or upgradeable to support IP Version 6
in the filture.

This means that the processing power, memory and networking components must be

designed appropriately and be sufficiently robust to provide this support.

2.7 Routing and NAPT

I-206

6/20/2004

The device MUST support Network Address Port Translation (NAPT; also known as
Port Address Translation) as identified in the documents below:

a) IETF RFC 2663 IP Network Address Translator Terminology and Considerations

b) IETF RFC 3022 Traditional IP Network Address Translator

c) IETF RFC 3027 Protocol Complications with the IP Network Address Translator

The device MUST support disabling NAPT.

The device MUST maintain route table entries for all connections it maintains on the

WAN (e.g., per PVC, IP and PPP sessions) and for all LAN networks (including
subnets).

The device SHOULD be able to restrict the routing information for each WAN

connection to specific LAN devices.

For example, a user might have four PCs in their home, have a WAN connection to the
Internet and have a WAN connection to an employer's network. The device could be

configured to allow all PCs access to the Internet, but only one specific PC might be
allowed to send traffic over the WAN interface to the employer's network.

[TR-059] The device MUST support the ability to accept IP routes dynamically pushed
from the WAN. This allows it to set up routing tables to support routing traffic over

multiple connections (PVCs, PPPoE sessions, etc. . .). In particular, the device MUST

be configurable to accept RIP Version 2 (RIP-2, IETF RFC 2453) messages to fulfill
this task.

[TR-059] The device MAY support additional mechanisms to accept IP routing
information.

[TR-059] RIP-2 functionality SHOULD be software configurable.

By default, the device MUST NOT transmit RIP-2 information to WAN connections.

The device MUST include port forwarding configurations and Application Level

Gateways (ALGs) for the following applications and protocols that do not filnction

properly with NAT or NAPT: FTP client, I-1.323, SIP, IPSec, PPTP, MSN Messenger,

AOL Instant Messenger, Yahoo Messenger and ICQ.

The device SHOULD include port forwarding configurations and ALGs for other major

applications and protocols that do not function properly with NAT or NAPT. Some

potential candidates are identified in Appendix A.

The ALG mechanism MUST be integrated with the port forwarding mechanism.
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The device MUST support port forwarding. That is, the device MUST be able to be

configured to direct traffic based on any combination of source IP address, source

protocol (TCP and UDP) and port (or port range) to a particular LAN device and port
(or port range on that device).

Individual port forwarding mles MUST be associated with a LAN device, not the IP
address of the LAN device, and follow the LAN device should its IP address change.

The port forwarding mechanism of the device SHOULD be easy to configure for

common applications and user protocols (e.g., fip, http, etc.) by specifying a protocol

name or application instead of a port number and protocol type. A partial list of

applications for potential inclusion are identified in Appendix A.

The port forwarding mechanism MUST be able to be configured to direct all
unidentified or unsolicited port traffic to any specific LAN device.

The LAN device may be using either a private IP address or the public WAN IP address

(as identified in I - 197).

2.8 Firewall

I-220

I-223

1-224

1-225

1-226

A I - 227—~
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The device MUST provide Denial of Service (DOS) protection for itself and all LAN

CPE including protection from Ping of Death, SYN Flood LAND and variant attacks.

The extent of this protection will be limited when the device is configured as a bridge in

which only PPPOE traffic is bridged. This protection MUST be available when the
device terminates IP or bridges IP.

The device MUST reject packets from the WAN with MAC addresses of devices on the
local LAN or invalid IP addresses (e.g., broadcast addresses, private IP addresses or IP

Addresses matching those assigned to the LAN Segment).

The device MUST drop or deny access requests from WAN side connections to LAN

side devices and the DSL device itself except in direct response to outgoing traffic or as

explicitly permitted through configuration of the DSL device (e.g., for port forwarding
or management).

The device MAY support a more robust firewall, such as one which provides a full OSI

7 layer stack stateful packet inspection and packet filtering function.

The device MAY support a separate firewall log to maintain records of all transactions
that violate firewall rules.

The firewall log file SHOULD be able to hold at least the last 100 entries or 10 Kbytes
of text.

If a firewall log is implemented, the file entries SHOULD not be cleared, except when

the device is reset to its factory default settings.

If afirewall log is implemented, *the—device'MUS—T timestampe each firewal—l—log—entry;
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2.9 Naming Services

I-228

I-229

I-234

The device MUST act as a DNS name server to LAN devices, passing its address back

to these devices in DHCP requests as the DNS name server.

The device SHOULD allow the user to specify that the network learned or user

specified DNS addresses be passed back to the LAN devices in DHCP responses
instead of the DSL modem address itself as the DNS name server(s).

When the device learns DNS name server addresses from multiple WAN connections,

the DSL device MUST query a server on each connection simultaneously and provide

the requesting LAN client with the first returned positive result from these DNS servers.

A negative response will not be transmitted to a LAN device until all WAN DNS
servers have either timed out or returned a negative response to a common query.

Service providers may choose not to provide DNS name server addresses on certain

connections in a multiple connection configuration.

The device MUST add the DNS entry "dsldevice" for its own address.

The device MAY support additional DNS entries, as there could be additional types of
CPE.

The device MUST maintain local DNS entries for a minimum of 253 local LAN

devices. This information can be obtained through auto discovery (e.g., from DHCP

requests, such as Client Identifier, and other protocol information). When unknown, the

entry MUST be of the form "unknownxxxxxxxxxxxx" where "x" represents the MAC
address of the associated LAN device.

The device SHOULD provide a manual mechanism for overriding the learned names of

all LAN CPE except that for the DSL device itself.

2.10 User Interface and Management

I-235

l-236

6/20/2004

A console port that allows end user access (e.g., placed on the outside of the device)

SHOULD NOT be provided on the device.

The device SHOULD be self-installable by an end user in under 20 minutes assuming

the default configuration and mode of operation for the device. This is the time from

when the box is opened to the user is surfing including any driver installation (assuming

no network complications and excluding micro-filter installation and customer

ordering/registration).

Configuration and installation of the device SHOULD minimize the number of restarts
of the device when enabling changes.

If software is loaded on LAN CPE for installation or configuration of the device, this

software MUST NOT require the associated LAN CPE to restart, except in the case of
the installation of networking drivers (e.g., USB, wireless, etc...) or a change in the IP

address assignment (e.g., static to DHCP, public to private, private to public or

assignment of a specific IP address using DHCP).
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I - 239 Other than networking drivers (e.g., USB, wireless, etc. . .), other software or drivers

MUST NOT be required for proper and full use of the device.

I - 240 If UPnP IGD is supported, it MUST be disabled as a default.

I - 241 If UPnP IGD is supported, the user SHOULD be warned upon enabling it that this may

allow applications to configure the box and allow unexpected traffic to access local
devices.

If UPnP IGD is supported, it MUST allow the user to log all UPnP IGD actions and
events.

An XML based WAN side auto configuration mechanism MUST be supported as
defined in DSL Forum TR-069.

A configuration mechanism from the PC to the device based on XML MUST be

supported as defined in DSL Forum Working Text TR-064.

The XML based LAN side configuration mechanism MUST operate independently of

the status or configuration of UPnP IGD in the device.

The device MUST be configurable via embedded, easy-to-use web pages.

XML and GUI authorization MUST time out after 30 minutes.

The web pages MUST be available when the device is in bridged mode.

The device, drivers and any packaged software SHOULD support Macintosh OS 8.6
and above.

The device, drivers and any packaged software SHOULD support all Microsoft PC

based operating systems which have not yet reached "End of Life" status (see

http2//www.microsofi.com/windows/lifecycleconsumer.mspx for more details).

The device, drivers and any packaged software MAY support Linux. It is especially

desirable to do so with an open interface.

The device MUST NOT require browser support of Java, ActiveX nor VBSCRIPT in

its web pages.

The web pages SHOULD minimize internal page complexity (e.g., excessive use of

frames, pop-ups, style sheets, .lavaScript, etc...) that places demands on browser

resources or causes interoperability problems with different browsers. In general, all

pages SHOULD load within five seconds.

The web interface MUST be OS independent and browser independent (e.g., must work

with Opera, Mozilla, Safari, Netscape and Internet Explorer).

The web interface MUST work with Netscape 4.7, Microsoft Internet Explorer 4.0 and
later versions of these browsers.

I - 255 The device MUST have a software mechanism by which the user can reset it to default

'”factory*settings."*~ — ~ W

I - 256 The device MUST support a modem access code (i.e., password) that protects it from

being updated (firmware, configuration, operational state, etc...) from the local LAN.
Additional password discussion is identified in DSL Forum TR-064 and TR-069.

6/20/2004 23



268

EXHIBIT A

Base Requirements for an ADSL Modem with Routing TR-068

I - 257 The device modem access code MUST be set to a default modem access code of a

length of 10 decimal digits (0 through 9).

I - 258 The default modem access code SHOULD be unique for each DSL device, when in

factory default mode or pre-installation mode (e.g., as shipped or after a modem reset to

factory defaults).

The device modem access code MUST NOT be displayed nor broadcast in any way by

the device (e.g., through HTML or as a MAC address).

The default modem access code MUST be on the bottom of the DSL device.

The device MUST force the user to accept the default modem access code or install a

new modern access code prior to allowing any initial configuration (e.g., during initial
installation or after a modem reset to factory defaults).

The user MUST be able to disable the use of the modem access code. The user MUST

be warned in the GUI of the implications of under-taking this action.

The device MUST be able to provide web pages to allow temporary manual remote

access to its GUI from the WAN. Primary requirements relating to this mode of

operation are identified in I - 264 through I - 275 below.

When temporary WAN side remote access is enabled to the device, the remote access
session MUST be started within 20 minutes and the activated session MUST time out

after 20 minutes of inactivity.

I - 265 The user MUST be able to specify that the temporary WAN side remote access is a read

only connection or one which allows for updates. The default MUST be read only.

I - 266 Temporary WAN side remote access MUST NOT allow for changing the device

password.

I - 267 Temporary WAN side remote access MUST be disabled by default.

I - 268 Temporary WAN side remote access SHOULD be through HTTP over TLS (i.e., https
using TLS).

I - 269 The device SHOULD use a randomly selected port for temporary WAN side remote

access to prevent hacking of a well known port.

I - 270 If a default port is used for temporary WAN side remote access, it MUST be 51003.

I - 271 The user MUST specify a non-blank password to be used for each temporary WAN
side remote access session. This information MUST not be saved across sessions.

I - 272 The User ID for all temporary WAN side remote access sessions, if required based on

the method of implementation, MUST be "tech" by default.

I - 273 The user MUST be able to change the User ID for all temporary WAN side remote
access sessions.

*1: 274 ‘The device"MUST' allowconlycone temporary—WA—N—side—remoteaccessrsession—to—be
active at a time.

I - 275 All other direct access to the device from the WAN side MUST be disabled and

blocked by default.

6/20/2004
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I - 276 The device MUST support updating of its firmware via the GUI and XML interfaces.

I - 277 The device MUST use standard protocols when using FTP and HTTP (e.g., FTP - IETF

RFC 959, HTTP - IETF RFC 2616, HTTPS - IETF RFCs 2246, 2818).

I - 278 The vendor SHOULD have a web site where firmware updates and documentation is
available.

I - 279 The documentation SHOULD include manuals containing detailed installation

procedures, corrective actions for troubleshooting, and subsequent release notes for all
sofiware versions, network driver versions, modem firmware versions, fixes and

changes.

The firmware at the vendor's web site SHOULD include all error correcting updates for
the device.

All software revisions SHOULD be backward compatible with all previous versions.

There SHOULD be no loss of existing functionality.

Software revisions MUST NOT require service provider network changes to maintain

proper operation of previous features.

The vendor of the device MUST adhere to a vendor self-defined standard numbering

and revisioning scheme for all firmware releases and all documentation.

The device MUST NOT allow "back door" entry to the unit (e.g., there must be no

hidden telnet or web access using secret passwords).

All firmware updates MUST be verified using security mechanisms. A checksum

mechanism is a minimum requirement for achieving this.

All firmware updates SHOULD be verified using an acryptographic "fingerprint" of at
least 256 bits.

In the event of a failure occurring during an update, the device SHOULD be able to

back off to the prior version of the firmware installed on the DSL device.

That is, the prior version of the device's firmware SHOULD continue to be useable in

the event that a firmware update fails to complete.

This is not a requirement for a dual image, but that is one manner in which this

requirement might be achieved.

The device MUST have diagnostics tools that allow the user to identify the precise

nature of any connection or performance problem. It MUST be able to indicate if the

problem is at the ADSL, ATM, Ethernet, PPP, or IP layer. These tools MUST be
accessible from the GUI and XML interfaces.

The device MUST provide detailed information for current connections and associated

parameters including ADSL sync rate, power for both upstream and downstream
directions, FEC error count, CRC error count, line attenuation, signal-to-noise margins,

’ Télativefilpacity ofline, trained bit ratejraph of bits per tone; and’lo’ss’of signal, loss

of frame and loss of power counts. Additional parameters are identified in TR-064 and
TR-069.

6/20/2004
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I-291

6/20/2004
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The device MUST support restarting the broadband connection (all layers) via the GUI
and XML interfaces.

The device MUST follow all standards required to perform an orderly tear down of the
associated connections involved at the associated network levels (e.g., issue a

DHCPRELEASE message when using DHCP, issue LCP Terminate-

Request/Terminate-Ack and PADT packet when using PPPoE, etc.) and then restart the
connections.

The model and serial number MUST be visible via external markings on the device.

The device MUST support remote testing, remote diagnostics, performance monitoring,
surveillance information access and other information access as identified in ANSI

Tl .413-1998 and ITU G.997.l. At a minimum non-optional requirements from these

standards MUST be supported. Additional parameters are identified in TR-064, TR-
069, I - 288 and I - 289.

The device MUST maintain an internal log of ATM status and WAN side connection

flows (e.g., DHCP, IP and PPP sessions). At a minimum, the log MUST record the last
250 modem events. This will include modem training events initiated by the modem or

by the DSLAM. The purpose of the log is to provide a trouble shooting aid in resolving
line and connection problems.

The device MUST timestamp each log entry.

The factory default timestamp value for log entries SHOULD indicate the elapsed time

since the unit was first powered on. The log entry timestamp SHOULD be formatted,
consistent with ISO 8601:2000, as follows:

PYYYY-MM-DDThh:mm:ss

where:

P the letter "P" used to indicate what follows is a time interval

(period) data element

number ofyears (digits)

number of months (digits, 01 — 12; 1 month is the equivalent of 30

days for time interval purposes)

number of days (digits, 01 — 30)

number of hours (digits, 00 — 24)

number of minutes (digits, 00 — 60)

number of seconds (digits, 00 — 60)
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Once the device has established connectivity to an Internet based time server, all log

entry timestamps SHOULD be formatted for GMT or user specified time zone (24 hour

military format), consistent with ISO 8601:2000, as follows:

YYYY-MM-DDThh:mmzsszthhtmm or

YYYY-MM-DDThh:mm:ssZ ,

where:

YYYY

MM

DD

T

Z

year (digits)

month (digits, 01 — 12)

day of month (digits, 01 — 31)

the letter “T”, used to indicate the start of the time of day

the letter “Z”, used to indicate that the time is UTC (Coordinated

Universal Time)

hours (digits, 00 — 24)

minutes (digits, 00 — 60)

seconds (digits, 00 — 60)
the difference between local time and UTC in hours and minutes

(e.g., -05:00 would indicate Eastern Standard Time, 5 hours behind
UTC)

The device SHOULD be able to copy log files to a PC on the local LAN or network

server in ASCII text format, using the GUI and XML interface.

hh
mm

ss

The device modem log SHOULD reside on the device and be persistent across power
loss.

The device modem log SHOULD NOT interfere with the normal performance of the

modem. That is, the prioritization of writing log entries to non-volatile storage

SHOULD NOT be done at a priority or in a manner that would degrade the user

experience nor the connection throughput.

The device MUST support an internal clock with a date and time mechanism.

The device clock MUST be able to be set via an internal time client using NTP (IETF

RFC 1305) or SNTP (IETF RFC 2030) from an Internet source.

The device MUST support the use of time server identification by both domain name
and IP address.

If the device includes default time server values, they SHOULD be specified by domain

name and not by IP address.

The device SHOULD allow configuration of the primary and alternate time server

values in addition to or in place of any default values.
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If the device includes default time server values or time server values are identified in

documentation, these values SHOULD be selected using industry best practices.

For example, draft-mills-sntp-v4-00.txt identifies that the time server names used
should be those of servers the manufacturer or seller operates as a customer

convenience or those for which specific permission has been obtained from the operator
of the time server.

The time client SHOULD re-resolve any time server IP address obtained from a

domain name on a periodic interval, but not less than the time-to-live field in the DNS
response.

The time client SHOULD support DNS responses with CNAMES or multiple A
records.

The default frequency with which the device updates its time from a time server MUST
NOT be less than 60 minutes.

The default frequency with which the device updates its time from a time server MUST

NOT be greater than 24 hours.

The frequency with which the device updates its time from a time server SHOULD be

able to be configured.

The time server discovery and selection stage used by the time client SHOULD check
each candidate time server in a round robin fashion, with a response timeout between

each request to each time server.

If no time server has responded during a round of checking, the response timeout

SHOULD be exponentially incremented (e.g., doubled) and the time servers checked
again.

The round robin checking and exponential incrementing of the response timeout
SHOULD continue until a time server is discovered or a search limit is reached.

The device SHOULD support the [S]NTP access—refusal mechanism, so that a server

returning a Stratum value of zero (0; sometimes termed a kiss-o'-death reply) in

response to a client request causes the client to cease sending requests to that server.

If this occurs during the discovery and selection stage for a time server, then the

discovery mechanism should continue on to the next time server in its list of those to

check or increase the response timeout as identified above.

If this occurs when the device is periodically updating its clock, then the discovery and

selection stage for a time server should be re-initiated.

The device SHOULD validate response packets for malformed time protocol packets

(invalid flags — such as client query flag, bad packet size, ...) and ignore invalid
packets.

The device iSHiOUiLD’ign’ore time‘protocofresponsepackets‘with a’source”IP’address
other than that of the time server that the modem queried.
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1 - 315 The device MUST be able to start training, establish a network connection and respond

to network tests by default upon power up prior to any additional configuration or
sofiware installation on the associated PC. The absence of a PC MUST have no impact

on these operations.

I - 316 The device MUST make the access concentrator name used with PPPoE connections

available via XML and GUI for diagnostic purposes.

I - 317 The device MUST have a PING client built into the unit.

I - 318 The device MUST detect the loss of communications with a network identified DNS

server as indicated by a failed query, and upon failed query, log the event.

2.11 Graphical User Interface

2.11.] General

I - 319 The device MUST have a quick start page allowing for rapid configuration in a
minimum number of steps (e.g., on a single page). Default values for PPPOE and PVC
can be used to facilitate this.

I - 320 The model and firrnware/software versions MUST be easily identifiable via the GUI
interface.

2.1 I .2 Software Updates

I - 321 The web interface MUST allow the user to browse and select an update file from a local

PC and use HTTP to update the device using this file (see IETF RFCs 1867, 2388 and
HTML 4.1 specifications for more details).

If the device has been configured to do so, the web interface MUST allow the user to

specify that firmware be updated from a pre-defined web location. The device MUST
allow the web location to be specified by either WAN side or LAN side mechanisms as
identified in 1 — 243 and I - 244.

The web location MAY be pre-defined by the modem manufacturer. This value is
overridden by the mechanisms and information identified in I - 322.

If the device has been configured to allow updating from a pre-defined web location,
the device MUST display an update button in the GUI. The user can then select the

update button to initiate an update using a file retrieved via ftp or http as identified in
the associated URL (2 URLs may be hard coded; the second URL will be used if file

retrieval is not possible from the first URL).

If the device has been configured to allow updating from a pre-defined web location,

the mechanism used to identify the availability of an update, the description of the

update and the actual update SHOULD operate solely based on the presence (or
absence) of named files returned in a directory list using the web location URL.

For example, a device might retrieve the directory list, find the update associated with
the modem by the presence of the following file:

Vendor—model-v100210-n100215.pkg

6/20/2004
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This would identify that for device "model" from "vendor" currently running version

10.02.10 there exists an update whose version is 10.02.15. The text describing the

update, if available, might be located in a file of the name:

Vendor-model-v1002l0-nl 002 l 5.txt

If the device has been configured to do so, the web interface MUST display a web link

to which the user may go to browse for update files and other update information. The

device MUST allow this URL to be specified by either WAN side or LAN side
mechanisms as identified in I - 243 and I - 244.

The web link MAY be pre-defined by the modem manufacturer. This value is

overridden by the mechanisms and information identified in I - 326.

The device MUST preserve its configuration across firmware updates.

2.12 Packaging

I-329

I-330

I-331

I-332

I-333

I-334

I-335

I-336

6/20/2004

Cables MUST be colored as identified in I — 37.

The device MUST be packaged with a quick start or installation guide.

The Quick Start Guide SHOULD be made available in alternate formats including large

print.

All necessary end user documentation MUST be included with the device.

Additional detailed product documentation SHOULD be included with the device.

The model and serial number MUST be visible via external markings on the product

packaging.

All device firmware and associated system files MUST be pre-installed.

A phone cable with two pairs and RJ-ll endpoints MUST be packaged with the product
to connect the device to the ADSL wall jack on the WAN interface. The cable MUST

be a minimum length of 6 feet. The endpoints MUST meet the specifications for a

miniature 6-position plug in TIA-968-A.

The phone cable SHOULD be CAT3 or CAT5 and be a length of 14 feet.

A CAT5 (or better) straight through (patch) Ethernet cable with RJ-45 endpoints MUST

be packaged with the product to connect the device to the first computer. The cable
MUST be a minimum length of 6 feet. The endpoints MUST meet the specifications

for a miniature 8-position unkeyed plug in TIA-968-A.

If the device has a USB port, the packaging MUST clearly state for which operating

systems this is supported.

If the device has a client USB port, a USB Implementers Forum certified USB 2.0 high-

speed cable MUST be packaged with the device. The cable MUST be a minimum
—————length—of 6 feet.
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APPENDIX A Application Level Gateway (ALG) and Port

Fowvarding List

This appendix is a partial list of applications and protocols which should work through the usage

of pre-defined port forwarding configurations and ALGs. It is not a comprehensive list of all
applications. It is not a comprehensive list of all applications. It is expected that support for more
applications will be needed with time.

A

Active Worlds, Age of Empires, Age of Kings, Age of Wonders, Aliens vs. Predator, America

Online, Anarchy Online, AOL Instant Messenger, Asheron's Call, Audiogalaxy Satellite

B

Baldur's Gate, BattleCom, Battlefield communicator, Black and White, Buddy Phone

C

Calista IP Phone, Camerades, CarbonCopy32 host, Citrix Metaframe / ICA Client, Counter

Strike, CU-SeeMe

D

Dark Reign, Dark'Reign 2, Decent 3, Decent Freespace, Deerfield MDaemon EMail Server,
Delta Force, Delta Force 2, Delta Force: Land Warrior, Delta Three PC to Phone, Descent 3,

Descent Freespace, Diablo (1.07+), Diablo 1, Diablo II (Blizzard Battle.net), Dialpad, Direct
Connect, DirectX Games, DNS Server, Doom, Doom Server, Drakan, Dwyco Video

Conferencing

E

Elite Force, Everquest

F

F-I 6, Mig 29, F-22, Lightning 3, F-22 Raptor, F-22 Raptor (Novalogic), Falcon 4.0, Fighter Ace

II, Figher Ace II for DX play, FlightSim98, FreeTel, FTP Client, FTP Server, FWIVPN

G

GameSpy Online, Ghost Recon, GNUtella, Go2Call

H

H.323, Half Life, Half Life Server, Heretic II Server, Hexen II, HomeWorld, Hotline Client,
Hotline Server, HTTP Server, HTTPS Server

I

['76, ICMP Echo, ICQ Old, ICQ 2001b, ICUII Client, ICUII Client Version 4.xx, iGames, IMAP

Client, IMAP Client v.3, IMAP server, Internet Phone, Internet Phone Addressing Server,

iPhEIPSWEi1’<Wpt’i’6n’,”IPSe’c ESP;’IPSfiII<Ej’IRCjIStrearnVid<%2I=IPfIfisit’”T T’

K

Kali, Doom & Doom II, KaZaA, Kojan Immortal Souvereigns

6/20/2004
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L

L2TP, LapLink Gold, LapLink HOst, Limewire, LIVVE, Lotus Notes Server

M

MechWarrior 3, Medal of Honor: Allied Assault, Microsoft DirectPlay, Midtown Madness,

mIRC DCC, IRC DCC, mlRC Chat, mIRC IDENT, Monopoly Host, Motocross Madness,

Motorhead Server, MPlayer Games Network, MSN Game Zone, MSN Game Zone (DX 7 & 8

play), MSN Messenger, Myth (Bungie.net, Myth II)

N

Napster, Need for Speed 3, Hot Pursuit, Need for Speed 5, Porsche, Net2Phone, NetMech,
NetMeeting, Default PC, NNTP Server, Nox, ntald Traditional Unix Talk Daemon, NTP

O

OKWeb, OKWin, Operation FlashPoint, Outlaws

P

Pal Talk, pcAnywhere v7.5, pcAnywhere host, pcAnywhere remote, PCTelecommute, Phone
Free, POP Client, POP3 Server, Polycom ViaVideo H.323, PPTP

Q

Quake 2, Quake 3, Quake 3 Server, QuickTime Server, QuickTime/Real Audio Client,
QuakeWord,

R

Rainbow Six, RAdmin, RDP, RealAudio, Red Alert, Remote Anything, Remote Desktop 32,

Remotely AnyWhere, Remotely Possible Server, Return to Castle Wolfenstein, Rise of Rome,

Rlogin/Rcp, Roger Wilco, Rogue Spear, RTSP

S

Scour Media, SDP, Shiva VPN, Shout Cast Server, SIP, SMTP Server, Soldier of Fortune, Speak

Freely, SQL*NET Tools, SSH Secure Shell, SSH Server, StarCraft, Starfleet Command,

Starsiege: Tribes, SWAT3

T

Telnet Server, The 4th Coming, Tiberian Sun: Command & Conquor III (& Dune 2000) ,
Timbuktu Pro, Total Annihilation

U

Ultima Online, Unreal Server, Unreal Tournament, USENET News Service

V

VNC, Virtual Network Computing, VDO Video, VoxChat, VoxPhone 3.0

W

Warbirds 2, Webcam (TrueTech), Webcam32, Webforce Compcore MPEG-1 Player2.0, Web
Server, WebPhone 3.0, Westwood Online, C&C, Windows 2000 Terminal Server
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X

X Windows, XP Remote Desktop

Y

Yahoo Messenger Chat, Yahoo Pager, Yahoo Messenger Phone

Z
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APPENDIX B Example Queuing for a DSL Router

Figure 1 shows the queuing and scheduling discipline envisioned for upstream traffic through the
DSL router in support of future services offerings delivered over the architecture described in
TR-059.

There are multiple access sessions supported in this model, however, all traffic is classified and

scheduled in a monolithic system. So, while it might appear at first that the Diffserv queuing and

scheduling might apply only to IP-aware access — in fact all access, IP, Ethernet, or PPP is
managed by the same system that adheres to the Diffserv model.

For example, at the bottom of the figure, BE (Best Effort) treatment is given to the non-IP-aware

access sessions (PPPoE started behind the DSL Router or delivered to an L2TP tunnel delivery
model). This queue might be repeated several times in order to support fairness among multiple
PPPoE accesses — or it may be a monolithic queue with separate rate limiters applied to the
various access sessions.

The PTA access is a single block of queues. This is done because NSF access typically works

with a single default route to the NSP, and managing more than one simultaneously at the RG

would be perilous. The 2 rate limiter would limit the overall access traffic for a service provider.

Rate limiters are also shown within the EF and AF service classes because the definition of those

Diffserv types is based on treating the traffic differently when it falls into various rates.

Finally, at the top of the diagram is the ASP access block of queues. In phase 1A of the TR-059

architecture, these queues are provisioned and provide aggregate treatment of traffic mapped to

them. In phase IB, it will become possible to assign AF queues to applications to give them

specific treatment instead of aggregate treatment. The EF service class may also require a high
degree of coordination among the applications that make use of it so that its maximum value is
not exceeded.

Notable in this architecture is that all the outputs of the EF, AF, and BE queues are sent to a

scheduler (S) that pulls traffic from them in a strict priority fashion. In this configuration EF

traffic is, obviously, given highest precedence and BE is given the lowest. The AF service
classes fall in-between.

Note that there is significant interest in being able to provide a service arrangement that would
allow general Internet access to have priority over other (bulk rate) services. Such an

arrangement would be accomplished by assigning the bulk rate service class to BE and by

assigning the default service class (Internet access) as AF with little or no committed information
rate.

' This “bulk rate” service class would typically be used for background downloads and potentially for peer-to-peer
applications as an alternative to blocking them entirely.
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Given this arrangement, the precedence of traffic shown in the figure is arranged as:
1. EF — red dotted line

2. AF — blue dashed line (with various precedence among AF classes as described in IETF

RFC 2597)
3. BE — black solid line

as per RFC 2598

as per RFC 2597

 . ... .........'..
I~II'OC.DOUOOCIOIOIOIODIO

Figure 1 - Queuing and Scheduling Example for DSL Router

In Figure 1 the following abbreviations apply:

ASP — Application Service Provider
PTA PPP Terminated Aggregation
PPP Point-to-Point Protocol

EF Expedited Forwarding — as defined in IETF RFC 3246
AF Assured Forwarding — as defined in IETF RFC 2597

BE Best Effort forwarding
RL Rate Limiter

ZRL Summing Rate Limiter (limits multiple flows)
S Scheduler
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APPENDIX C Examples of Potential Configurations

C.1 Introduction

The pictures and descriptions in the following scenarios are intended to provide examples of the
interworking of many of the requirements in this document.

Since the single PC case is a simple subset of the multi-PC case (except when explicitly using
the single PC mode ofoperation [l - 202], see the scenario in Section C.5), it will not be directly
addressed. The network that will be used in this sequence of examples has 5 PCs. They are

described as being connected over Ethernet. Naturally, there could easily be wireless, powerline,

or phoneline networking used. The actual physical medium is not relevant. The PCs could also
be devices other than PCs. That is also not relevant to these scenarios.

C.2 Basic DSL Modem as Router Initiating One or More PPPOE Sessions

The four scenarios that follow build upon one another to describe a number of the capabilities

required in this document. They show PPPOE being used in all cases for WAN connectivity, with
the embedded DHCP server in the DSL router enabled.
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C.2.1 No WAN Connection

0 The router has no WAN connection up.

0 The router has been configured to give PC2 its WAN address via its embedded DHCP server.
Since the router has no WAN connection, it will give PC2 a private address with a 10 minute

lease time [I - 187].

PC5 has been configured with a static IP address.

PCs 1-4 are configured to make DHCP requests. The router responds to all DHCP requests
with IP addresses in the range of 192.168.1.64 to 192.168.1.253 [1 - 182], an IP gateway

address (and LAN-side address of the device) of 192.168.1.254 [1 - 189], a DNS server
address of192.168.1.254 [1 - 228] and an IP address lease time for all PCs but PC2 of24

hours [I - 186].

l92.168.1.64

l92.l68.l.67

I311‘

192.168.1.2S4
255 .255.255 .0

(lease: 10 min.)
192.168.1.65

No WAN connection established

192.168.1.2 (static)

192.168.1.66
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C.2.2 Router Sets Up PPPoE to an ISP

This scenario is the same as presented above with the following exceptions:

0 The router sets up a PPPoE session to ISP - it obtains an IP address and DNS server

addresses via IPCP [I - 103, I - 104, I - 111, I - 117, I — 171].

The router gives its public IP address to PC2 [I - 197].

The router is configured to allow PC2 to communicate with other devices on the LAN [I —
198].

Router configured to allow
PC2 to communicate with other

devices on the LAN.

l92.l68.l.64

l92.l68.l.67

68.1.l.10

68.1.l.10
255.255.255.x

IP Gateway: 68. l .l.x
Ilifl

.
l92.l68.l.2 (static)

11 ..'7'
ii * Header of [P,, IP3-5 is modified

192_163_1_66 by router NAPT fimction
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C.2.3 PC3 Sets Up Its Own PPPoE Session

This scenario is the same as presented above with the following exceptions:

0 PC3 uses a PPPoE client to establish its own PPPoE session. While the private IP address

from the router is still associated with PC3’s Ethernet interface, PC3 also has a public IP

address associated with its own PPPoE interface. Common behavior is for all IPtraff1c of

PC3 to now use this PPPoE interface [I - 137, I - 140].

192.168.1.64

Em‘ 192.168.1.67

* Header of IP 1, IP4-5 is modified

Ethernet: 192.l68.1 .66 by router NAPT function
- IHEIR-15!

PPPoE. 24.l.5.89

6/20/2004



284

EXHIBIT A

Base Requirements for an ADSL Modem with Routing TR-068

C.2.4 Router Sets Up a Second PPPoE Session

This scenario is the same as presented above with the following exceptions:

0 The router sets up second PPPoE session (PPPOEC). It gets an IP address and DNS addresses
through IPCP. It gets routing information from RIP-2 [1 - 210], manual entry, or other
mechanisms [1 - 21 1]. PPPOEA remains the default route [I - 112].

PC5 requests a DNS lookup for a URL. The router sends simultaneous URL lookup requests
to DNS servers on both PPPoE connections. The DNS server on the PPPOEA connection fails

to resolve the URL and the PPPOEC connection returns an IP address. The router returns the

IP address to PC5 [I - 230].

PC5 sends IP packets to the returned IP address. The router determines from its routing table
that this goes to the PPPoEc connection.

192.i68.l.64

192.168.1.67
El 1 -I

192.168.1254 . _ - PPPOEAIG8-1-1-10
PPPOEC: 203.67.9.66

68.l.l.|0

l92.l68.l.2 (static)

IIH

* Header ot'IP1, IP4-5 is modified
Ethernet: 192.168. 1 .66 III}! by V0‘-1'36" NAPT function

.
PPPoE. 24.1.5.89
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C.3 “2684 Bridged” Mode

The next three scenarios deal with cases where either the network is not expecting any PPP login

or the router is not doing any PPP. The first case has the router using its DHCP client to the
WAN, acting as a DHCP server to the LAN, and doing routing and NAPT to PCs on the LAN.
The second case has the router not establishing a WAN connection, and individual PCs setting

up their own PPPOE sessions. In the third case, the router’s embedded DHCP server is also
disabled, and the PCs are getting IP addresses from the WAN.

C.3.l Router in IP-routed “2684 Bridged” Mode, Embedded DHCP Server On

0 The router provides an IP address to each device that it receives a DHCP request from.

0 PC5 uses a static IP address and does not send a DHCP request to the router.

0 The router has been configured to give PC2 its WAN address. When the router has no WAN

connection, it gives PC2 a private address with a short lease time.

The router issues a DHCP request and establishes an IP session to the WAN [I - 103, I - 104,
l - 108].

The router gives its public IP address to PC2.

LAN

l92.l68.l.644
l92.168.1.67

Eth

J, 192.163.1254 . - 68-L‘-10

E

II
I

1 l 10

”
l92.]68.l.2 (static)

wtIith

I * Header of 19,, 113-5 is modified
192.168. 1.66 by router NAPT function

-E[i'l'E
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C.3.2 Router in Bridged Mode, Embedded DHCP Server On

0 The router provides a private IP address to each device that it receives a DHCP request from
[I - 176].

The router does not establish any IP or PPP sessions to the WAN.

No device can get a DHCP response from the WAN, since the router will intercept all DHCP
requests that come to it.

PCI and PC3 each use a PPPOE client to establish their own PPPoE sessions [I - I37, I -

140]. While the private IP address from the router is still associated with their PC Ethernet
interfaces, PCI and PC3 also have a public IP address associated with their respective PPPOE
interfaces. Common behavior is for all IP traffic ofPCl and PC3 to now use their own
Pl-"PoE interfaces.

PCs that do not establish their own PPPOE connection cannot connect to the WAN, but they

can communicate with other PCS on the LAN.

Ethernet: l92.l68. l .64
PPPOE: 68.l.l.l0

192.l68.l.67

192.163.1254 .. .

192,168,165

192.] 68.1.2 (static)

Elll

EEK
Ethernet: 192.168.1.66 I333!

PPPo 1 5 39 EETEEE
E: 24. . . =
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C.3.3 Router in Bridged Mode, Embedded DHCP Server Off

0 The router does not establish any IP or PPP sessions to the WAN.

0 All DHCP requests are bridged on to the WAN [I - 107].

I
68.l.l.10

68.l.l.l1

Iflfll
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C.4 Simultaneous IP and PPPoE WAN Sessions

TR—059 requirements have PPPoE and IP sessions running simultaneously over the same PVC.
Here are some examples of how this might look, assuming the network is capable ofterminating
PPPoE and IP at the same time on the same PVC.

Note: Simultaneous IP and PPPoE is not well supported in the network today. Most equipment

terminating the ATM PVC does not support both IP and PPPoE connections at the same time.

C.4.1 Router in IP—r0uted “Z684 Bridged” Mode, Embedded DHCP Server On

0 The router provides an IP address to each device that it receives a DHCP request from.

0 PC5 uses a static IP address and does not send a DHCP request to the router.

0 The router has been configured to give PC2 its WAN address. When the router has no WAN

connection, it gives PC2 a private address with a 10 minute lease time.

The router issues a DHCP request and establishes an IP session to the WAN.

The router gives its public IP address to PC2.

PC3 uses a PPPoE client to establish its own PPPoE session [I - l37, I - 140]. While the

private IP address from the router is still associated with PC3’s Ethernet interface, PC3 also
has a public IP address associated with its own PPPoE interface. Common behavior is for all
lPtrat't'1c of PC3 to now use this PPPoE interface.

192. l68. L64

l92.168.l.67

192.168.1254 ‘

68.l.l.l0

[IE

l92.l68.l.2 (static)

-IT * Header of lP,, IP4-5 is modified
Ethernet: l92.168.1.66 -3311 by router NAPT function

. "PPP —
PPPoE. 24.l.5.89
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C.4.2 Router Sets Up IP as a Second Session

Assuming the scenario in section C.2.3 as a base, add:

0 The router sets up connection IPC [I - 121]. It gets an IP address and DNS addresses through

a DHCP client request. It gets routing information from RIP-2 [I - 210]. PPPOEA remains the
default route.

PCS requests a DNS lookup for a URL. The router sends simultaneous URL lookup requests
to DNS servers on both connections. The DNS server on the PPPOEA connection fails to

resolve the URL and the [PC connection returns an IP address. The router returns the IP

address to PC5 [I - 230].

PC5 sends IP packets to the returned IP address. The router determines from its routing table

that this goes to connection IPC.

I

]92_163_1_254 _. _ _ _., _. PPPoEA:68.1.1.10
I IPC: 203.67.9.66

68 1.1.10 '
192.168.1.2 (static)

I H. * Header of IPI, IP4-5 is modified
Ethernet: 192.16s.1 .66 I33?! by router NAPT function

PPPOE: 24.15.89 Et '

4
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C.5 Single PC Mode of Operation

The router is configured to use the single PC mode of operation [I - 202].

The router's embedded DHCP server is on. The embedded DHCP server has only one address
lease available in this case.

PC1 is the first device seen, so it is identified as the “single PC”.

PC1 is provided with a private IP address and 1:1 NAT is performed between the WAN and

PC1 by the router. The subnet mask sent to PC1 is 255.255.255.0.

Altemately PC1 could be given the router’s public address instead, as with PC2 in the
scenarios in Section C.2.

192.l68.1.64

& Auto-IF.‘ assigned IP address

192.168.1.254 _ 68.1.1.10

Auto-IP assigned
IP address

E11

192,168.12 (static)

ZI
H * Header of IP I is modified

Al.ltO-IP assigned IP address router function
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C.6 Router Embedded DHCP Server Gives Out Public IP Addresses (from use of IPCP

extension)

The router initially gives private IP addresses to PCs, before setting up its PPPoE session.

The router sets up PPPOE to [SP and gets IP address and DNS server addresses via IPCP. It
also gets a subnet mask via an IPCP extension [I - 171, I - 172].

The router gives public IP addresses to certain PCs when they issue DHCP requests again [I -
201].

PC5 is set for static IP and does not issue a DHCP request.

68.1.l.l8

 192.l68.l.67

(static) (is still on "
private subnet_ IP Address sent from WAN: 68.1 .1. l6

Subnet Mask:
IP Address taken by router: 68.l.l.l7f bl' dd

 I-Em‘ . or pu [C a regs) (This customer gets 5 public addresses
' for PCs, and 1 for the router.)

* Header of IP4-5 is modified
by router NAPT function
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Notice:

The DSL Forum is a non-profit corporation organized to create guidelines for DSL network system development
and deployment. This Technical Report has been approved by members of the Forum. This document is not
binding on the DSL Forum, any of its members, or any developer or service provider involved in DSL. This
document is subject to change, but only with approval of members of the Forum.

©2004 Digital Subscriber Line Forum. All Rights Reserved.

DSL Forum technical reports may be copied, downloaded, stored on a server or otherwise re-distributed in their
entirety only.

Notwithstanding anything to the contrary, the DSL Forum makes no representation or warranty, expressed or
implied, concerning this publication, its contents or the completeness, accuracy, or applicability of any
infomiation contained in this publication. No liability of any kind shall be assumed by the DSL Forum as a result
of reliance upon any infonnation contained in this publication. The DSL Forum does not assume any
responsibility to update or correct any information in this publication.
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1 SCOPE AND PURPOSE

1.1 Introduction

The growth and expansion of high-speed lntemet access is undeniable. As more and more
consumers consider their high—speed Internet access options, network providers, equipment vendors.
and other industry participants want to ensure that the benefits of broadband services are known to
consumers. and that customers can easily consume their services where and when they want.

Two characteristics of broadband service technologies that make them an integral part of the home
network are: (1) the ability to support multiple logical data connections on the same physical access
technology; and (2) the ability to tailor those connections with different qualities of transmission
characteristics (i.e., quality of service [QoS]).

Home networking is a phenomenon that has risen in popularity primarily for two reasons: (1) the
increasing availability of high-speed Internet access, and (2) the growth in households with multiple
PC’s. These two drivers combine to create a desire by customers to get the most value from their

high speed Internet subscription by connecting multiple devices (usually PC's) to it. Service providers
that promote home networking options with their broadband access services will be sought after by
customers for information and assistance with setting up and managing their own home networks.

This home networking architecture is proposed in order to facilitate a common understanding of the home
environment into which broadband services developed to DSL Forum TR’s will be delivered.

1.2 Purpose

The purpose of this working text is to define requirements and capabilities that a home network should
provide to take advantage of the full capabilities of multi-service, broadband access sewices. It also
presents a functional home networking architecture that pen'nits multiple residents within the home to use
multiple applications and devices with differing connectivity requirements (Q03) and at the same time
minimizing poor application performance that could result from conflicting or competing application
demands.

This document intends to:

1. Identify some of the applications that the home network will be expected to support in the coming
few years.

2. List the functionality that a home network must deliver to meet the application requirements and,

3. Present a reference architecture for a home network that will deliver the above functionality.

The home networking architecture will be defined using functional tenns rather than physical devices. By
doing so, customers and CPE vendors should be able to create home networks and the related CPE in a
way that meets the identified needs and also assures that the resulting home network and equipment will
inter-work effectively with the services and applications delivered by the provider broadband (BB) networks.
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1.3 Scope

This document presents a reference architecture focused on the home network as it might exist in the
residential mass market. It strives to address most aspects of home information technology and

applications, with specific attention focused on those aspects that could facilitate the delivery of network-
based services and applications. lntra-home applications (i.e., those with no external connectivity needs)
are acknowledged, but are generally not explored in-depth.

The potential needs of typical business tele-workers operating at home also are within the scope of the
architecture discussion.

The following diagram illustrates the potential scope of this architecture:

uliflflj voxx Telephone/-ifiNetwork _ ' Game ConsoleSecurity Camera

Powerllno

High Speed _ _
Data Access - Home Network

LAN Cable Wireless
Customer alwrmt

flernsnznlr rr Point EEEEDJIED COAX

I HN Sharing Device

|-—>

Figure 1 - Home Networking Architecture Scope

Note that while small business networks share many of the attributes of the home network. the architecture
discussed in this document might not address all aspects of these small business networks.

1.4 Relation to Other Standards and Forums

Significant work has been done in various standards bodies and industry fomms that relates to home
networking. One issue with some of this work is that the home network has not been considered as a
discrete subject. but rather as part of some other subject. This has led to a fractured view of the home
network with some aspects of home networking addressed in one standard and other aspects addressed in
another standard, sometimes with conflicting requirements or views.

This document is provided as a complement to other standards and industry efforts that include aspects of
home networking. it is intended to provide a high level, integrated view of the home network and identify
where the other standards (or portions of standards) apply specifically to the home network.
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1.5 Requirements

In this document, several words are used to signify the requirements of the specification. These words are

often capitalized and the requirement is preceded by an arrow “—>".

MUST This word, or the adjective “REQUIRED”, means that the definition is an absolute
requirement of the architecture.

MUST NOT This phrase means that the definition is an absolute prohibition of the architecture.

SHOULD This word, or the adjective “RECOMMENDED”, means that there may exist valid reasons
in particular circumstances to ignore this item, but the full implications must be understood
and carefully weighted before choosing a different course.

SHOULD NOT This phrase, means that the item should generally be avoided unless valid reasons in
particular circumstances warrant including it.

MAY This word, orthe adjective “OPTlONAL", means that this item is one of an allowed set of
altematives. An implementation that does not include this option MUST be prepared to
inter-operate with another implementation that does include the option.

1.6 Home Networking Architecture Goals

The following is a list of the goals to be achieved with this home networking architecture.

- Ensure that the home network and its functionality are agnostic to the access technology used to deliver
the broadband services and QoS. This permits a wide array of access technologies (e.g., ADSL,

ADSL2p|us, VDSL, PON) to be used to deliver broadband services to the home and minimizes the
impact of changes in the access technology on existing home networking applications.

Assure interoperability and compatibility with network based services.

Ensure that the home network and applications take advantage of the benefits delivered by the DSL
access. in fact, the home network architecture should be an enabler to delivering multiple applications,
both with and without QOS.

Minimize CPE complexity without sacrificing QoS functionality or flexibility.

Provide flexibility in the bundling of functions to enable equipment vendors and service providers to
provide customers with enticing home network enabled applications tailored to their needs.

Provide a home network Management capability that is flexible enough to provide a "Plug it in and it
works" experience for those customers that choose to have a service provider manage their home
network as well as a shared management role between the service provider and the technically savvy
customers that wish to take an active role in their home network management.

Assumptions

The WAN network services delivered to the home will predominantly be IP and Ethernet based.

A single broadband data access technology will be used with a particular home network. i.e. one ADSL
line, one VDSL line, etc. (This does not preclude the existence of other access technologies into the
home [eg. CATV over COAX]).

The home network will initially be PC centric until wide spread networking capability is built into Consumer
Electronic (CE) devices.
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2 APPLICATIONS AND SERVICES

This section provides a brief overview of some of the applications that the reference architecture discussed
in this document should support.

The following list is not exhaustive, but covers the three primary service areas associated with "Triple Play’’
of voice, video, and data sen/ices.

- Best effort Internet access (Simple Web Surfing)

- Derived voice lines (Vo|P based)

- Near Video on Demand - nVoD (store and fonNard)

Video on Demand - VoD (streaming video)

Audio, image and video distribution

Bandwidth on Demand (“Turbo Button”)

Multiplayer gaming using either PC‘s or console devices

Home automation (Telemetry and control)

Remote Education

2.1 Voice

in addition to the underlying POTS voice services delivered by some DSL technologies, the home network
will be required to support additional voice lines derived from the high speed data capabilities of the DSL
technologies.

These derived voice services might be offered with few, if any, guarantees (Teen chat over Internet) or with
service levels similar to the conventional POTS services. In the case of the latter, the home network will be

expected to support some sort of Q05.

2.2 Video

2.2.1 Digita|BroadcastVideo

Broadcast TV has historically been delivered to a large number of consumers using analog based radio
frequency (RF) transmission systems and cable television (CATV) technology. It normally involves re-
transmission of video content produced by large television networks as well as independent stations.

Digital Broadcast Video (DBV) replaces the analog CATV technology with digital technology to enable the
distribution of broadcast television. In simple tenns, the video content is converted to digital format for
transmission to the consumer and converted back to analog fonnat in the home for reception on a standard
television set. At a minimum, DBV must deliver a customer experience as good as or better than that
offered by analog CATV.

There are a number of common ways to deliver the DBV to the consumer. They include modified CATV
technology to support digital video, Direct to Home (DTH) satellite transmission and the more recent use of
Very high speed DSL technology (e.g., VDSL). Other types of DSL show promise as well.

2.2.2 Non-traditionalvideo

2.2.2.1 lnternetvideo

Internet video content commonly found on today’s lntemet. It is usually delivered in a best effort fashion to
_ .a BC runninga softwareplayer. ._'|'his,is_accomplished_by_s1Lem1ing thevideo and other;€J@.me|'e,b)/..,.._._,_

the end user can begin to view the content, while it is being downloaded into the computer or other device.
The streaming can be delivered via unicast or multicast methods. With unicast, a point to point connection
for each receiving device is created. Vlfith multicast, a single source stream is replicated by the network to
be delivered for each receiving device. reducing the total bandwidth of all sessions.
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Examples of typical lntemet video content currently include movie trailers, specialty programming, and webcams.

2.2.2.2 Video on Demand (VoD)

VoD provides users with the ability to select video content (usually a movie from a library) and view it at their
convenience. It is similar to a video tape being played in a VCR except that the content is delivered via a
video distribution technology, instead of from a VCR.

VoD service can be delivered in two primary ways. One is to use IP streaming to deliver the video content in
real time to the consuming terminal. Using this type of approach usually requires a better than best effort
(BE) QoS from both the WAN and the home network to maintain an acceptable picture quality but it does
not require an intermediate staging point.

The second way to deliver video on demand is to use a “download, store, present” model. This involves the
best effort download of the video content to a storage device connected within the home network. Once
downloaded, the content can be delivered to the consuming tenninal. Having the content stored locally
significantly reduces the need for the WAN network to support QoS. The need for the home network to
support a better relative QoS for the video content depends on whether the content is stored on the same
device as is used to deliver it (i.e., a simple video set top box [STB] or a STB equipped with Personal \fideo
Recorder [PVR] capabilities.).

VoD can also be scheduled in the form of live broadcast. Although not a focus of this document, multicast
can be accomplished at the ATM layer as well.

2.2.2.3 Video Conferencing

Video conferencing or video telephony permits users to establish point to point connections between their
PC‘s and allow them to see and hear each other as well as share PC data/applications.

R# 1 Home networks SHOULD support video conferencing applications.

It is recognized that video conferencing applications normally require symmetrical bandwidth so the home
network should provide support for video conferencing applications to the extent permitted by the upstream
speed of the access service. This includes supporting any QoS needs of the video conferencing
application.

2.2.2.4 Remote Education

Remote education combines both video conferencing and the 2-way interactive data capabilities of the
broadband network to create a virtual classroom where students participate remotely with an instructor in a
way that mimics a regular class.

Remote education also encompasses the remote access of computer based, multi-media training material.

R# 2 Home networks SHOULD support these types of remote education.
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2.2.3 Digital Video & the DSL Based Home Network

2.2.3.1 The Analog Sp|it—oft

Desktop PC

Television

Figure 2 - The Analog Split-off

In this mode of operation, the DBV signals are split and delivered to the television ahead without using the
home network to support it. As such, the home network is not required to provide any specific support for
the video and hence no special QoS must be supported in the home network to provide an acceptable
customer experience.

The analog split-off mode is equivalent to the “Centralized" CPE model described by [5] where the DBV
content is converted back to an analog form by a primary set top box and any further distribution of the
content (e.g.. to other STB’s, PC’s) is done using analog techniques.

In this configuration, the STB acts as the broadband network tennination device for the home network.

The PC could receive some niche video via the Internet connection, but this is normally done today using

"best effort" techniques. Evolution towards the QoS enabled home network might hasten the use of the PC
as a video presentation device for the DBV stream in addition to the STB.

2.2.3.2 End to end Digital Video

Premises H I
Distribution ilrledi Se‘ T°'° 3°“ DeS'<t°P PC

Anatog
COAX

Supplementary
Set Top Elox(3)

Television

Figure 3 - End to end Digital Video

The end to end digital video configuration sees the home network playing a key role in the delivery of the
DBV. in this case. the home network must be able to treat the DBV sessions with a better Q08 in order to
deliver an acceptable customer experience. The PC will generally continue to receive some niche video via
the lntemet connection; however the opportunity for the PC to participate in the delivery of the DBV is also
possible with this configuration. For example, the PC could use the internal connectivity of l:he home
network to work with the DBV STB to present the DBV content to the PC.

’”Theend to’end7.1igita|'video’ mode cdescribedaboveissequivalent to the4l3istributedLGPE—mode|—definedby ————
[5]. The combination of the B-NT and RG replaces the role of the VDSL Temiination Processing (\/TP) unit
in [5] where the DBV content stream is taken from the access and delivered to one or more STB’s using a
normalized format (commonly Ethernet) via the premises distribution network.
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2.2.3.3 Hybrid (Combo-box)

Premises

Distribution Medi ' De5"‘°P PC

Multimedia
Set Top Box

Television

Figure 4 - Hybrid (Combo-box)

The hybrid model sees the DBV (or the analog CATV service) delivered to the home using non DSL access
technologies. In this model, the home network supplements the DBV by providing lntemet access to a
multimedia set top box designed to connect to both the DBV access technology and the home network.
This makes it possible for niche video services to be presented on the standard television.

R# 3 The home network MAY support different QoS for the niche video if required.

2.2.3.4 Digital Media Server/Receiver

Digital Media Servers/Receivers are becoming more popular as more content becomes available in digital
form. Some of the more common digital content includes:

- Images (JPEG’s) from digital cameras.

- Audio (MP3’s) created from CD‘s and downloaded from the Internet.

- Video (MOV, WMV, MPEG’s) from consumer electronics devices and downloaded from the
Internet.

The Digital Media Server/Receiver concept sees a new set of devices connected to the home network that
permits digital content to be used throughout the home. The Digital Media Server is a special purpose PC
or other device that implements a central repository of digital content. It is connected to the home network
and uses the home network connectivity to collect and store the digital content from both local and remote
sources.

Premises
Distribution Medl E Desktan-»—

Digital Media
Server

Digital Media
Receiver

Television

Figure 5 - Digital Media Server/Receiver
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Once stored on the Digital Media Server, the content can be accessed by any PC connected to the home
network. In addition to using the content with PC’s, Digital Media Receivers are now appearing that permit
delivering the digital content to more conventional entertainment appliances like stereos and televisions.
The Digital Media Receivers are connected to the home network and act as the "bridge" between the home
network and the existing home entertainment device.

R# 4 The home network MUST support Digital Media devices with the collection, storage and
delivery of digital content from the WAN.
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2.3 Data

2.3.1 Web Browsing/lnternetsharing

Web browsing and the desire to share a broadband access among multiple PC’s for this purpose have
been the driving force behind the creation of home networks. This will continue to be the case.

R# 5 The home network MUST support simple web browsing and sharing this capability among
multiple PC's in the home.

2.3.2 File and Peripheral Sharing

One of the original purposes for establishing a local area network (LAN) was to provide the ability to share
files and other peripherals among the connected PC's. A primary advantage of a home network, in addition
to sharing a broadband Internet access, is that the PC’s sharing the Internet access can also share files as
well as other devices (eg, printers) attached to the PC.

Once the base connectivity is established for sharing the lntemet access, the use of network services within
the home network enables the sharing of files and printers. These services have been provided by Network
Operating Systems (NOS) in the past and have been absorbed into many of today's operating systems.
Examples in use today in home networks include Microsoft Networking and App|eTalk.

R# 6 The home network MUST support file and printer network services which allow for sharing and
printing among multiple PC's in the home.

2.3.3 Game Consoles

Until recently, PC's have been the primary type of device driving the need for shared Internet access. With
broadband access and the ability to share this access in place, other types of devices are appearing that
take advantage of the basic data capabilities of the broadband access.

One example is the availability of broadband enabled versions of popular game consoles. Broadband
connectivity permits the gaming experience to be enhanced in a number of ways, including (but not limited
to):

Head to head competition with others users outside the home, anywhere in the world.

New features that are enabled by the broadband capabilities (e.g., voice taunts of your opponent.)

New games and feature add-ons that can be delivered via the network connection.

- Simplified maintenance of the game console itself though downloadable firmware upgrades.

R# 7 The home network MUST support the evolving broadband enabled game consoles and
SHOULD evolve to provide Q05 capabilities that improve the gaming experience.

2.3.4 Remote Telemetry & Control

Home automation involves both remote sensing as well as remote control of various devices within the
home. The always connected nature of the broadband access together with a home network makes this
possible.

The Open Services Gateway Initiative [OSGI] defines an architecture [7] that enables secure access to
remote sensing and control applications within the home. Part of the OSGI architecture includes software
functionality at the customer premises that implements the Service Gateway. This Service Gateway uses
the external connec_tivity_ provided by the broadlfltd access and the home network to provide a secure
access to/from the home network.

Note: For the purposes of this home network architecture, the Service Gateway functionality is considered
as an application using the connectivity of the home network rather than being a component of the home
network itself.
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3 HOME NETWORK OPERATIONAL FUNCTIONALITY

The following functional requirements are addressed by this home network architecture.

3.1 External Connectivity

The home network SHOULD be able to:

R# 8 Enable sharing of the BB access within the home by many devices, users and applications.

R# 9 Provide physical connectivity to the access network for any device connected to the home
network. The home network MUST provide these components with seamless access to the
BB access capabilities (multiple channels, QoS).

Support connectivity to multiple Application Service Providers (ASP’s) and Internet Service
Providers (lSP's).

Support incoming as well as outgoing access to the Home Network for both customer and
service providers.

Provide appropriate Q08 delivery from the WAN to and from the home network.

Support lP multicast to the extent needed to permit reception of 1 or more multicast streams by
devices within the home network simultaneously.

R# 14 Be transparent to the applications connected to the home network (e.g., support of SIP
sessions for IP telephony, IP VPN transparency).

3.2 lntra-home Connectivity

lntra-home connectivity provides for the interconnection of communicating devices within the customer
premises itself. This connectivity supports the more common existing PC based applications (file and
printer sharing) and will also begin to play a bigger role as new digital media applications (e.g., those
enabled by new IP appliances such as Digital Media Receivers) become popular.

R# 15 The home network MUST support lntra-home connectivity.

Most of today's home networking solutions that support intra-home connectivity provide best effort
connections only and do not support any QoS or traffic differentiation features. This is due in part to the
general availability of economical and relatively high speed LAN (>=100 Mbps) switching technologies that
make QoS awareness unnecessary for today’s applications. As applications evolve and the network
demands increase, there will be a need for differentiation of traffic within the home to avoid congestion. With
this in mind,
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3.3 00S and the Home Network Architecture

Today’s home networks are commonly built using off the shelf technology that consumers purchase from
major electronic retailers. The current generation of consumer DSL/Cable routers used in todays home
networks are built to be economical for the consumer; however, functionality is sacrificed. Part of the lost

functionality is the ability for a home gateway and network to deal with different qualities of service resulting
in a home network that supports best effort service only. This hampers the delivery of certain value added
applications to subscribers using home networks.

Service Providers and equipment vendors should begin defining and delivering home networking
equipment and services that allow their customers to continue realizing the best effort applications they use
today but also begin to lay the foundation for new and different applications. One way to do this is to take
advantage of the QoS mechanisms of the ATM, Ethernet and |P technologies used to deliver broadband
services to deliver extra value to applications running on the home network.

QoS is a nebulous term with many meanings and connotations. This home network Architecture strives to
be consistent with the Q08 tenns defined in section 4.2 of TR-058. The Q08 definitions are repeated here

for convenience; however the actual TR-058 document should be referenced for current info.

TR-058 Q03 Definitions

0 Quality of Service (005) Quality of Service or QcS refers to the nature of the differentiated traffic
delivery service provided, as described by parameters such as achieved
bandwidth, packet delay, and packet loss rates. Traditionally, the Internet
has offered a Best Effort delivery service, with available bandwidth and
delay characteristics dependent on instantaneous load.

TI

There are different types of QoS:

9 Relative QOS: This ten'n is used to refer to a traffic delivery service without absolute
bounds on the achieved bandwidth, packet delay or packet loss rates. It is
used to handle certain classes of traffic differently from other classes;

0 Guaranteed Q08: This term is used to refer to a traffic delivery service with certain bounds on
some or all of the QoS parameters. These bounds may be hard ones, such
as those encountered through such mechanisms as an ATM Call
Admission Control (CAC) function or RSVP reservation. Other sets of
bounds may be contractual, such as those defined in service level
agreements (SLAs) that often typically define a monetary penalty should a
certain threshold be crossed or missed.

NOTE: Within this document (and hopefully all derivative documents), the generic terms "QoS" and “QoS
on Demand" will be used to describe the general concept of differentiated traffic delivery implemented by
means of traffic parameters, without regard to any specific parameter or bound I guarantee. Wherever
possible, the qualifying adjectives “Relative” and "Guaranteed" should, at a minimum, be used when
describing the needs of a particular service. Ideally, the full definition of the QoS requirements of an
application or service should define the various parameters (priority, delay, jitter, etc), any boundaries and
the type of boundaries (engineered or contractual) involved.

Figure 6 below illustrates how the above terms relate to the home network. The terms GQoS and RQoS
refer to Guaranteed QoS and Relative QoS respectively.
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Figure 6 - QoS Model for the Home Network

At the interface between the WAN and the Home Network there will be a function to map between the QoS
of the WAN and the relative Q08 of the home network. This isolation of the home network QoS from the

WAN guaranteed QoS mechanisms will help facilitate migration to full IP Q08 in the WAN by insulating the
home network applications from the changes in the WAN.

3.3.1 WAN 008

It is acknowledged that IP will ultimately become a predominant QoS delivery mechanism on the WAN. It is
also recognized that significant DSL deployments of ATM based DSL with limited ATM QOS mechanisms
are already in place. To address this, the home network architecture defined in this working text will support
QoS features independent of the WAN Q08 mechanisms (ATM, Ethernet or IP) employed to deliver them.

R# 16 The home network architecture MUST support ATM, IP and Ethernet QOS mechanisms used
with traffic arriving at and leaving the customer premises.

3.3.2 Home Network 008

V\fithin the home. the home network's use of relative QoS avoids the need for complex mechanisms and

techniques (e.g., subnet bandwidth management, CAC. etc.). The following list summarizes the relative
QOS requirements for the home network:

R# 17 The relative QoS within the home network MUST be based on the IEEE 802.1 q (VLAN) and
IEEE 802.1 D Annex H.2 (User Priorities and Traffic Classes) standards. Any L3 and above
QoS mechanisms will be carried transparently between devices in the home and the routing
gateway. Applications operating within the home network may mark IP traffic with different
DiffServ oode points; however they must encapsulate those IP packets in a tagged Ethernet
frame constructed with an appropriate traffic class in the priority field of the IEEE 802.1q VLAN
tag.

A mapping function between the WAN and LAN QoS’s SHOULD be employed.

Two or more traffic classes SHOULD exist in the home network. A "Best Effort" traffic class

will always exist and provide the default mode of QoS operation. This ensures backward
compatibility with the ad hoc home networks being created by customers today.

One or more higher quality traffic classes SHOULD exist within the home network.

June 2004



315

EXHIBIT A

Multi-Service Delivery Framework for Home Networks. WT-094v4

R# 21 All devices and applications using these additional traffic classes MUST be aware of and
behave responsibly within the QoS home network so as to ensure acceptable application
performance.

The IEEE 802.1 D Annex H.2 priority field SHOULD be mapped as defined in CEA-2007. This
standard creates four types of QoS that can operate simultaneously in the same network. The
four types are:

Best Effort effectively implies that no QoS treatment is applied to traffic marked with this priority.

Prioritized QoS represents traffic with relative Q08. Any prioritized QoS traffic gets better treatment
than Best Effort.

Parameterized Q08 represents traffic that requires a guarantee of one or more QOS parameters
e.g. latency, jitter or packet loss. Parameterized QOS traffic gets better treatment than Prioritized
Q08 traffic.

4. Critical QoS is normally reserved for network control messages (channel changes, device mgmt.,
etc) and not used for content.

Table 1 below illustrates the above grouping and the possible uses for the eight possible priority values.
Note: QoS increases moving down the table.

LAN Senrioe LAN Sewioe Level Priority Mandatory]
Type Attributes Value Optional Typical Appication Example Use

Best Effon No QoS specified. Web surfing, FTP, Telnet,(Default) MUST No Q08. Email, devioe discovery.

Real time. bi—directional VolP. wdeo conferencing,

SI chan '

MAY One way streams for
Uni-directional streams. broadst TV, PPV.

Very low latency and low
jitter.

Connection control.

Low latenq with target
latency spedlled
Very low latency and low
jitter with latency and jitter MAY Real time, bi-directional Toll quality VolP and
parameters specified streams. Video conferencing.

SIP messages. channel
Connection control. MAY Stream, session control. changes.

Critical network control

Network Control and messages to stop Stream/session STOP
Guaranteed delivery network traffic. messages.

One may streams for VoD,

E un+«are»«o-mews.
Prioritized Qos E

100

Parameterized
Q08

Table 1 - Home Network Traffic Classes

Notes:

1. Traffic priority increases from top to bottom with the highest priority class at the bottom.

3.4 Provide a “Plug it in and it works" User Experience

ldeally, all a user sees is a physical jack that the home network device is plugged into and all configuration
and set up takes place automatically or with very minimal customer configuration.

3.5 Storage

Storage will become increasingly important as more digital media is created by and for users. The
architecture should support the concept of a generic storage function within the home network for storing
and accessing various types of digital media. Content could be stored both outside the home network (i.e.,
in the WAN) and within the home network.
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Storage within the home network will have multiple uses. It might act as a content cache to improve
performance of a particular application and it could also be applied to longer term storage of user created
content such as digital photos, MP3's, documents etc. This content should be accessible to all devices
connected to the home network at any time.

R# 23 The home network SHOULD support some fomw of network attached storage for caching
andlor long term storage.

3.6 Device Powering

Home network devices and equipment have historically used their own 120/230 VAC power supplies to
meet their power requirements. These power supplies could be integrated into the device itself or consist of
the power adapters that are commonly supplied with home network devices that plug directly into an AC
outlet. The common mode of operation is that these devices usually do not incorporate backup power,
leaving the home network and its attached devices susceptible to commercial power outages.

As Vo|P services begin to be deployed into the residential consumer environment, there will be increasing
demand for the home network and the VoIP terminal devices themselves to operate in a manner similar to

todays analog voice services (i.e., continued operation through commercial power outages could be
expected).

R# 24 To meet this expectation, the home network MAY be required to have a backup power source
for both the home network infrastructure itself (i.e., ‘die broadband modem and the LAN
switches) as well as provide power to the VolP terminal devices.

This functionality could be provided by using technology designs that incorporate centralized backup power
combined with Power over LAN technologies such as that defined by the IEEE 802.3af standard. The IEEE
802.3af standard describes how to deliver -48VDC power from the central LAN switch over the same

Category 5 (Cat 5) cable used for the data connection. This power can then be used by the tenninal
device, eliminating the time, cost and inconvenience of using separate power cabling, AC outlets and power
adapters. Powering of the IEEE 802.3af equipped LAN switch itself using an un-interruptible power source
could provide the backup power needs of the LAN infrastructure and the connected VolP terminal devices.

In cases where the VolP phone or an adapter does not use a cable that power can be delivered over, other
solutions could include batteries within the phone or adapter itself, fallback to an analog mode of operation
(as could be possible in the case of HPNA connected devices that are already connected to the phone line)
or the use of uninterruptible power supplies to power devices providing Vo|P functions such as a VolP
enabled RG.
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4 HOME NETWORK ARCHITECTURE

4.1 The Reference Model

The following diagram illustrates the functional components of the DSL enabled home network. The interfaces
and components from the DSL Access Network up to and including the SM are in line with the "Customer
Premises Specific Reference Model” described in [5]. This home network architecture extends the concepts of
TR-61 further into the home network and decouples it from the specific access technology used.

Home Network

.517N

Premises
Distribution

Analog POTS

Figure 7 - The Home Network Functional Architecture

4.2 Functional Components

The following section describes in general terms the functions provided by each component of the Home
Network Functional Architecture. This is a logical breakdown of these functions. Actual CPE devices could
include one or more of these functions. For example. a device might include the B-NT and RG functions while
another device might include both RG and ASG functionality.

4.2.1 PS— POTS Splitter

The POTS splitter functionality is used to separate POTS (or N-ISDN) access services from BB access
services. The need for splitter functionality is dictated by the specific access technology used. The function
could be centralized in one place (centralized POTS splitter) or distributed in the case of distributed filters.

4.2.2 B-NT— Broadband Network Termination

The B-NT is a combination of the xTU-R function and the Service Module (SM) functions described in TR-

061. The B-NT physically terminates the specific BB access technology in the home and converts the
received digital signals into a single common format for a particular PDN. Today‘s bridge DSL modems are
a good example of the B-NT functionality where the ATU-R and IEEE 802.1 D bridge are implemented in a
single physical device.

R# 25 The B-NT function MAY be integrated with the RG in many products to simplify the
implementation and control of QoS between the home network and the DSL access.

When the B-NT is not combined with the RG,

R# 26 The B-NT MUST support 10/100BaseT Ethernet toward the home network.
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R# 27 The B-NT SHOULD implement the WAN side Q03 mechanisms and make them accessible
via the “TpDN" interface.

4.2.2.1 XTU-R

R# 28 The xTU-R function terminates the BB access line in the customer premises. The specific type

of xTU-R function will be detennined by the particular access technology used to deliver BB
service to the home network.

4.2.2.2 SM - Service Module

The Sewice Module converts received digital signals into signals suitable for a specific PDN. For the DSL
Home Network Architecture the SM processes the digital signals from the xTU-R and presents a single.
“norma|ized" physical and logical interface to the home network via the "TPDN" interface."

4.2.3 RG — Routing Gateway

The RG perfonns a number of functions described below. Detailed definition of the RG is beyond the
scope of this architectural document and will depend on service provider requirements. As such, the
definition of specific RG functionality is left for further study and the remainder of this section provides some
general RG requirements.

4.2.3.1 PPPoE

R# 29 The RG SHOULD support a minimum of one PPPoE termination with the ability to connect
directly with a BRAS.

R# 30 The RG SHOULD support a capability of initiating multiple PPPoE sessions.

R# 31 The RG SHOULD support a PPPoE pass-through capability to permit appropriately featured
Functional Processing Devices (FPD) with the ability to connect directly with a BRAS.

4.2.3.2 IP Gateway

The RG is the "traffic cop" between the home network and the broadband access capabilities presented by
the B-NT.

R# 32 There SHOULD be only one RG function for each home network.
This ensures that the RG is aware of ALL IP traffic into and out of the home network via the

DSL access and makes it possible for the RG to perform the next function.

4.2.3.3 QoS Mapping

The RG provides mapping and pass through of all QoS between the WAN and the home network.
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Figure 8 - RG Mapping Function

Figure 8 above shows the generic mapping functionality that the RG provides to support QoS enabled
applications.

R# 33 The RG MUST implement Relative Q08 awareness at layer 2 (IEEE 802.1 Q and IEEE 802.1D
Annex H) on the LAN side.

R# 34 The RG SHOULD implement IP based QoS mechanisms (DiffServ) on the WAN side of the
RG.

Implementation of Diffserv in the RG permits it to support IP applications using differentiated services in
conjunction with a QoS enabled BRAS.

R# 35 On the LAN side, an RG MAY distinguish the different traffic classes using either physical
means (i.e., physical ports are mapped to one traffic class) and/or using frame by frame
techniques (i.e., using the user priority field of the IEEE 802.1Q VLAN tag).

The RG SHOULD map between the various Relative QoS services used in the home network
and the appropriate QoS enabled virtual channel(s) available from the network. The mapping
will be based on one or more characteristics of the data, one being the Relative QoS from the

LAN side. The specific policies for doing so will be managed by the access service provider.
(See section 5 below entitled “Home Network Management Functionalit\[‘.)
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4.2.3.4 Home Network Security

R# 37 The RG SHOULD provide firewall and network address with port translation (NAPT)
capabilities for the home network. When the RG provides these functions, it MUST also
provide the functions required for applications to work through or across the firewall and the
NAPT.

Management Border Point

The RG should play a major role in the management of the home network. At a minimum, the
RG SHOULD be involved with:

LAN+WAN connection mapping

Q08 mapping and policy
Local IP address management (e.g., DHCP)
Security configuration
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4.2.4 Premises Distribution

The premises distribution function provides the connectivity between the RG and the FPD’s. There are
numerous technology choices for the premises distribution media, many of which are complex technologies
in their own right. The following sections describe various aspects of the premises distribution function.

4.2.4.1 Distribution Media

Examples of premises distribution media that can be utilized for home networking include:

- Category 5 (or better) unshielded twisted pair (UTP) cable.

- Radio Frequency

- AC power electrical wires

- Phone wire

- Coaxial cable

- Multimode Fibre Optic cable

This home networking architecture assumes that multiple premises distribution media can be used to
implement the home network connectivity.

4.2.4.2 Local Ethernet Switching

Regardless of the physical media used to make the connection betweenthe RG and the FPD/'l', this home
networking architecture assumes that all premises distribution technologies are capable of supporting IP
packets encapsulated by IEEE 802.3 Ethernet frames. The switching of Ethernet traffic between the
various premises distribution media is also a role of the premises distribution function.

R# 39 The home network MUST be capable of supporting IP packets encapsulated by IEEE 802.3
Ethernet frames.

Any intra-home connectivity SHOULD be implemented using LAN switch technology in order
to provide the best possible application performance. Shared media hub devices SHOULD
NOT be used.

LAN switches used for home networks SHOULD provide multiple physical connections for
connected devices within the home network allowing the DSL access to be shared by multiple
end users and applications within the home.

LAN switches used for home networks SHOULD support 10/100BaseT connections and
include automatic speed as well as duplex (half or full) negotiation.

Cascading of multiple LAN switches SHOULD be avoided to prevent congestion and poor
application performance that could result from overloaded “up|ink" network segments.

LAN switches for home use SHOULD support QoS features.

Any premises distribution technology used to support a L2 QoS aware device MUST be
capable of providing the necessary support to maintain the distinction between traffic with
var_ying_typesoLQoS.
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4.2.4.3 New Network Wiring

The application of network cabling solutions commonly found in business LAN installations can also be
applied within the home. These cabling solutions involve "structured" wiring techniques that create a
physical hub and spoke design. Figure 9 below illustrates the structured wiring concept.

Structured wiring dictates that a centralized point (hub) be selected on the premises where communication
services (i.e., DSL) terminate. Media connectors (typically RJ-45 jacks) are installed throughout the home
where required. A cable is then run from each installed connector back to the central wiring point. An
Ethernet switch is located at the central wiring point to provide the interconnection of the devices throughout
the home.

Figure 9 - Structured Wiring for Home Networks

Category 5 (Cat 5) cable is typically used for new structured wiring in a home network. The latest version of
Cat 5 is the Cat 5e. although other variations are equally as useful. Cat 5 cabling represents the best option
for new home network connections from a QoS perspective. This is due to the relatively high data speeds

possible (100 Mbps) and the fact that each connected device has its own dedicated path (not shared with
other devices) to the Ethernet switch. These advantages of a structured wiring solution cannot be over-
emphasized.

R# 46 Structured wiring SHOULD be used for the home network whenever possible.

4.2.4.4 No New Network Wiring

in many situations, practical limitations, both physical and fiscal, exist in the home that preclude the use of
standard LAN cabling for connecting devices. In these situations. a number of technology solutions exist to
support in-home connectivity for devices without the need to install new wires. The choice of which one to
use will depend on the factors that include application needs (especially in the area of Q08), the home
environment and the consumer wishes.

Some of the technologies available to avoid the installation of new wiring for the home network include:

- IEEE 802.11x Wireless

- HomePlug”"

- HomePNAT"'
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- Data over CATV or Satellite COAX.

(The actual Data over Coax implementation can take one of a number of different forms.
These include HomePIug, HPNA & IEEE 802.11 running over the coax in parallel with the
analog or digital cable TV signals.]

These technologies can be combined with ''local’’ Ethernet wired connections for total flexibility and best
performance. Refer to Appendix C — Premises Network Technologies for example applications and
associated physical networking technologies.

4.2.5 FPD — Functional Processing Device

The FPD is a component within the home network that processes voice, video or data for its intended
use/application. There can be multiple FPD’s within a single home network.

R# 47 All FPD’s MUST be lP aware and will function as an application specific IP host on the home
network. This does not preclude the implementation of multiple FPD entities within a single
physical device.

In many cases, the FPD will provide functionality to permit home devices not designed for IP connection to
take advantage of network based content and services.

As an example in the figure below, an MP3 player has been designed to permit MP3 source material to be
played on the existing stereo system. The material might originate from the Internet or be part of a personal
MP3 library that is stored on a PC. The existing stereo receiver has not been designed to connect to the
home network but it is the device that the end user normally uses to enjoy music. The MP3 player is the
Functional Processing Device in that it is IP aware and processes the MP3 audio material to a form (analog
right and left stereo channels) that the stereo receiver can use.

Existing
Stereo

Reciever

Premises
Distribution Medl '

Functional

Processing. Term'na|
Device '

Figure 10 - A Functional Processing Device Example

Other examples of physical devices with FPD functionality include Video Set Top Boxes, streaming audio
adapters and VoIP phone adapters for analog phones.

Management of the FPD will be application specific and is outside the scope of the home network
architecture.

R# 48 The connectivity services provided by the home network and broadband access MAY be used
by the application to manage the FPD.

4.2.6 EUT — End User Terminal

The EUT is a common home appliance that can indirectly take advantage of the home network connectivity
but has not been specifically designed to do so. Referring to the previous example of a FPD in Figure 10,
the stereo receiver is the End User Terminal. In this example, the stereo can play the analog music
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generated by the MP3 player but it cannot be connected directly to the home network. Other examples of
EUT’s include standard television sets. analog telephones and printers with serial or parallel interfaces.

An EUT will connect to the home network using a FPD as described above.

4.2.7 FPD/T— Functional Processing Device and Terminal

The FPD/'l' is a FPD used directly by the end user. There is no EUT associated with an FPDl'|'. Examples
include PC's, PDA’s, IP Phones, printers with direct network attachment capability.

4.2.8 ASG —Application Service Gateway

It is recognized that there are and will continue to be non-IP based networks within a home. Examples
include home automation networks based on technologies like Lonworks, CEBus, X.10 networks, IEEE
1394 Firewire and even analog based key telephone systems. Home entertainment system components
can also be connected together with proprietary links for control purposes.

An ASG is a special instance of a FPD that acts as a gateway between the |P/QoS enabled home network
defined by this architecture and these non-IP aware networks. As identified in Section 4.2, the ASG may be
implemented in the same physical device as the RG or as a separate physical device.

The OSGi Service Gateway [7] is an example of an ASG device implemented on the home network with
the external (WAN) connectivity and associated QoS provided by the home network.

4.2.9 Supplementary Application Network

Supplementary networks, specific to certain applications will exist within the home. The goal of this
architecture is to recognize the existence of these networks and to provide these networks and their
applications with access to the functionality provided by the home network as described in section 3 -
Home Network Operational Functionality. Examples of some supplementary application networks include
today’s home security, climate control and telemetry systems. Home networking support of these
supplementary networks will be via an ASG.

R# 49 The ASG MAY support a Home Distribution function ninning in addition to the Premises
Distribution function already supported by the Home Network. In addition, the Supplementary
Application Network MAY utilize the Premises Distribution network if the latter supports
transport of non-IP traffic."
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4.3 Interfaces

This section describes the interfaces between the functional components of the home networking architecture

as illustrated in Figure 7 - The Home Network Functional Architecture.

Some of the sub-interfaces of the U, T and R interfaces, might not be physically discemable, as they could be

integrated within home network devices. Examples of sub-interfaces are U-R, U-R2, TpDN,and TCN. In cases
where the sub-interfaces are not discernable, the interface is comprised of the union of the individual sub-
interface definitions.

4.3.1 U-R Interface

This is the interface presented by the specific access technology towards the customer premise. In most
instances, it will be from the customer side of the customer/network demarcation device. The interface will
take different fonns depending on the access technology used to deliver the service. Some examples are:

- Single copper pair running ADSL

- Single copper pair running VDSL

- Single fibre running PON

R# 50 The B-NT MUST tenninate at a single broadband U-interface.

4.3.2 U-R2 Interface

The U-R2 interface will be present in situations when the access technology delivers broadband and POTS
access services on the same physical media. In cases where the access technology is dedicated to
broadband access only (i.e., no POTS service is supported), the U-R and U-R2 interfaces are one and the
same. No splitter is required in these circumstances.

4.3.3 TPDN Interface

The TpDN interface is physically discernable when the B-NT and RG are implemented in separate devices.

R# 51 in these situations, the TPDN interface MUST be limited to being a point to point layer 1+2
connection between the RG and the B-NT.

Use of shared media hubs in conjunction with this interface is discouraged. This will ensure that the RG
has knowledge of the total traffic between the home network and the B-NT and permit the RG to maintain
the integrity of the Q08 for the external connections.

When present, the Tp.3N interface has the following characteristics:

Data Link Layer

R# 52 The data link layer MUST support Ethernet in accordance with IEEE 802.2! IEEE 802.3
(Ethernet)

The data link layer MUST support the bidirectional delivery of PPP over Ethernet frames in
accordance with lE|'F RFC 2516.

The data link layer MUST support the operation of DHCP.

—~—The—data |ink—|ayer SHOULD—support—Ethernet—virtuaLIANs—(l EEE_B02e1.Q)..

The data link layer SHOULD support Ethernet precedence of LAN traffic (IEEE 802.1 D Annex
H).
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R# 57 The data link layer SHOULD support the bidirectional delivery of IP packets.

Logical Link Controller (LLC) Sublayer

R# 58 The logical link controller sublayer subinterface MUST support Ethernet in accordance with
IEEE 802.2.

Medium Access Control (MAC) Sublayer

R# 59 The medium access control sublayer subinterface MUST support Ethernet in accordance with
IEEE 802.3.

Physical Layer

R# 60 The physical layer for the TPDN interface MUST be a 10l10OBaseT interface. using an RJ45
connector.

The TPDN interface MUST support the automatic negotiation of the speed without customer
intervention.

R# 62 The TPDN interface MUST support full duplex operation to ensure that traffic in the
downstream or upstream direction does not affect traffic in the opposite direction.

4.3.4 TCN lnterlace

The TCN Interface defines the interface between the RG and the various premises distribution technologies.

R# 63 There MUST be a minimum of one TCN interface presented by an RG for connection to the
premises distribution network.

The above does not preclude an RG device from integrating premises distribution functions as described in
section 4.2.4 Premises Distribution; however, at least one such interface must be available.

The TCN Interface will have the following characteristics:

Network Layer

R# 64 The network layer MUST support IP version 4 in accordance wifl1 IETF RFC 1042.

R# 65 The network layer SHOULD support IP version 6 in accordance with IETF RFC 2460.

R# 66 The network layer interface SHOULD support IP precedence based on differentiated service
(Diffserv) code points in accordance with IETF RFC 3140.

The Diffserv requirements defined in TR-059 SHOULD be supported.

The home network MUST support DHCP functions.

The home network MUST support DNS functions.

The home network MUST support NAPT functions.
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R# 71 The home network MUST support UDP and TCP.

Data Link Layer

R# 72 The data link layer MUST support Ethemet in accordance with IEEE 802.2/ IEEE 802.3
(Ethernet).

The data link layer MUST support the transport of PPP over Ethernet frames in accordance
with IETF RFC 2516.

R# 74 The data link layer SHOULD support Ethernet precedence of LAN traffic (IEEE 802.1 Q and
IEEE 802.1d Annex H).

Logical Link Controller (LLC) sublayer

R# 75 The logical link controller sublayer subinterface MUST support Ethernet in accordance with
IEEE 802.2.

Medium Access Control (MAC) sublayer

R# 76 The medium access control sublayer subinterface MUST support Ethernet in accordance with
IEEE 802.3.

Physical Layer

R# 77 The TCN interface MUST support 10/100BaseT.

R# 78 The TCN interface MUST support both full and half duplex operation.

R# 79 The TCN interface MUST support the automatic negotiation of both the speed and duplex
without customer intervention.
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4.3.5 R interface

The following table illustrates some of the interfaces that EUT's will present and that an FPD might support
to provide connectivity for a particular EUT.

Tip/Ring Telephone line
Ethernet

Coaxial Cable (RF modulated composite video)

L/R Stereo

IEEE 1394

5—channel analogue audio
SCSI

LPDT parallel

RS-232 serial

IR Emitter (for control of IR controlled devices)

Table 2 - End User Terminal Interfaces
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5 HOME NETWORK MANAGEMENT FUNCTIONALITY

5.1 Home Network Management Reference Model

Figure 11 illustrates the management model for the home network. For the purposes of the following
discussion, the term “Service Provider‘ (SP) will be used to refer to either or both an Internet Service Provider
(ISP) and an Application Service Provider (ASP).

BB Access End CUSTOTTTGT

Network Netvvorkl PremisesCustomer

Demarcation N

SP Managed sPw__r_ Customer
. ,;;',,-';f,,_' Managed

(M) Domain “aw” (U) Domain
Access Network

EAccess Network

Management  
|:|| 5;.;m;.Management

I

BE Service
Management

Figure 11 - The Home Network Management Model

5.2 DSL Access Network Management

The BB access network is managed by the provider/operator of the BB access to the home. The focus of this
management is on the physical connectivity and switching network between the end customer premises and
multiple SP‘s using the access.

As such, this management is done independent of both the customer and the SP; however, the effects of the
management could be monitored by either the customer or the SP. (e.g., a change in the MAX sync speed of
the line might be reported by a management entity within the SP or customer managed domains.

The BB management nonnally stops at the point where the BB access is terminated (the XTU-R) and does not
extend into the home network.

5.3 Home Network Management

Management of the home network is a shared activity between the broadband SP and the customer. Figure 11
illustrates this overtap of the home network management responsibilities. The degree of responsibility for
management of the home network will be based on an agreement between the customer and the service
provider. For example, in cases of a customer purchased device, the customer can enable, disable and control
the extent of service provider management of the device, if any. For those cases where a service provider
supplies a device as part of the service, the service provider might restrict a customer's ability to manage that
device.

5.3.1 Service Provider Manaed [M] Domain

The M domain ofthe home network is part of the_mgre_ general auto-configuration architecture described in DSL
Forum TR-046. With the service provider managed domain of the home network as part of this architecture, the
home network can be monitored and controlled by the broadband SP. This allows the broadband SP to
configure and support the customer's consumption of their service.
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In order to realize this management, devices associated with particular services and connected to the home
network, will be accessed by the SP using remote connectivity to some form of back end infrastructure
(management servers).

R# 80 Prime aspects of the home network that MAY be managed within the M domain include:

B-NT configuration

RG configuration including:

o Connection mapping

0 NAPT configuration

o QoS policy configuration

Content security and digital rights management (DRM)

Home network access security

It is anticipated that the RG will be a prime component of the home network involved in the SP
management domain. The interaction of the RG with the network SHOULD be in line with the
recommendations described in DSL Forum TR-69.

5.3.2 Customer Managed (U) Domain

Management within the U domain of the home network is performed either directly by the customer themselves,
(e.g., using a management GUI provided by a device) or indirectly by a software "agent" (e.g.. a management
application running on a PC, driving a LAN management interface like that described in TR—64 or another device
discovery and configuration technology such as UPnPT"", or Rendezvous”).

In cases where customer management is provided, the home networking devices might present either a
management GUI (preferably web based) for direct access by the human client, a software interface (XML
based as suggested in [3]) for use by a machine client or both.

Some customer management will be local to the home network only and will not be visible or controllable by the
SP. In the case where the service permits some form of custom er control/monitoring, user control will be limited
to bounds set by the SP. This could be as simple as providing read only access to service configuration/status
resident within the M domain or as complex as full user configuration/modification of service attributes within the
M domain.

Given the preference for XML based technologies for remote management access within the M domain, it is
also preferable to use XML based technologies within the U domain in order to facilitate inter-working between
customer and SP management.

R# 82 XML based technologies SHOULD be employed within the U domain in order to facilitate
inter-working between customer and SP management.

Prime aspects of the home network that MAY be managed within the U domain include:

RG configuration including

o Mapping configuration

o NAPT configuration

0 IP Addressing

Home network access security

Static and dynamic application configuration
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5.4 IP Address Management

R# 84 The home network MUST support IPv4 addressing.

R# 85 The home network SHOULD be ready to support IPv6.

R# 86 When the RG supports bridged connections, IP address assignment for FPD’s associated with
these connections MUST be perfonned by mechanisms (DHCP, static) from within the ISP or
ASP’s network.

R# 87 Any use of private IP addressing MUST be done in accordance with [6].

5.4.1 RG WAN Side

On the WAN side of the RG, the following IP address management requirements apply:

R# 86 The RG SHOULD support the following IP address assignment techniques on WAN
interfaces:

o lPCPwithin PPPoE

o DHCP

o Static IP configuration

The RG MUST accept any and all IP address assignments from the network.

The RG MAY be capable of accepting a subnet range of IP addresses from the WAN side for
re-assignment to the LAN side of the home network.

R# 91 When IPv6 support is available, the RG SHOULD be capable of accepting a subnet range of
IP addresses from the WAN side for re-assignment to the LAN side of the home network.

5.4.2 RG LAN Side

When using routed lP connections, the following requirements apply:

R# 92 DHCP MUST be available for end users to assign addresses for those devices using the
routing functions of the RG.

Static IP addresses SHOULD NOT be used.

Persistent IP address assignment (i.e., the same IP address is always assigned to a particular
device) SHOULD be supported because it will be required by some applications.

IP addresses on the TCN side of the RG SHOULD be assigned within a default IP address
subnet.

A home network MAY support multiple IP subnets within itself and the routing between them.
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R# 97 In multiple PVC situations where bridged connections could be utilized, FPDs on the home
network associated with those bridged connections will be assigned IP addresses from the
network. This will normally be done using DHCP.

5.4.3 PPPOE FPD

Some devices will be capable of initiating and supporting their own IP connections using built-in PPPOE
functionality. Examples include customer purchased DSL routers and game consoles. IP address
assignment will have the following characteristics forthese devices:

R# 98 IP addresses SHOULD be assigned using IPCP within the device specific PPPoE session by
the responding BRAS based on service description (dynamic or persistent).

R# 99 1 IP address SHOULD be assigned per PPPOE session initiated.

R# 100 The IP address assigned to the PPPoE FPD MUST NOT conflict with any IP addresses on the
WAN or LAN side of the RG.

5.5 Domain Name Services

DNS addresses will be communicated as part of the IP address assignment mechanism used for PPPoE
enabled devices (RG & PPPoE FPDs). In the case of the RG, it is recommended that the RG act as the
DNS sen/er for the default IP subnet.

R# 101 Dynamic DNS update capabilities MAY be implemented by RG‘s and PPPOE enabled FPD's
to communicate IP address assignments to Dynamic DNS services.

Any local host naming (i.e., naming of hosts within a private IP subnets) will be left to the customer.

5.6 Quality of Service (Q08)

Quality of service policy configuration will be done on the RG within the SP domain, with or without
customer modification from the U domain. This will determine how the RG maps the relative Q08 of the
home network with the WAN QoS. The actual criteria and policies used to do the mapping are outside the

scope of this architecture document. More information on how an RG may implement Q08 can be found in
[12] and [13].
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6 HOME NETWORK SECURITY

The following aspects of security are addressed by devices and applications running on the home network.
Together with these devices and applications:

R# 102 The home network MUST provide protection from unwanted connection to the home network
from outside. The two main aspects of this include:

1. Undesired connection from the WAN access into the home network as well as restricting

specific LAN devices from accessing the WAN. This protection is usually provided by a
device providing firewall functions between the home network and the WAN.

Unwanted access to the home network infrastructure itself when that infrastructure

includes premises distribution media that are susceptible to unwanted access from outside
the home. Examples of these types of media include 802.11 wireless and HomeP|ug.
Protection from this type of unwanted access is achieved by the use of technologies such
as the Wired Equivalency Protocol (WEP), Wi-Fi Protected Access (\NPA), WPA v2,
802.11i and DES.

R# 103 The home network SHOULD protect against and aid other security functions to protect
against the following threats:

Trojan horse programs

Back door and remote administration programs

Being an intermediary for another attack

1 .

2

3. Denial of service

4

5 Unprotected Windows shares

The home network SHOULD provide protection from unauthorized device configuration from
within the home network; either by unauthorized users or rogue software (e.g., Trojan horse
applications).

The home network MAY provide filtering and parental control of content; however, SP based
filtering/control can also be applied.

The home network SHOULD support conditional access (CA) and digital rights management
(DRM) mechanisms to prevent unauthorized use of content.

The home network MUST support remote access VPN clients. This support MUST be
available to multiple FPD’s operating simultaneously on the home network.

The home network MUST support the use of encryption both within the home network and
toward the broadband network.
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7 GLOSSARY

AAA Authentication, Authorization, and Accounting
AAL5 ATM Adaptation Layer 5
ADSL Asymmetric Digital Subscriber Line
ADSL2Plus

AF Assured Forwarding
API Application Program Interface
APON ATM Passive Optical Network
ARP Address Resolution Protocol

ASG Application Service Gateway
ASP Application Service Provider
ATM Asynchronous Transfer Mode
ATU-C ADSL Termination Unit - Central Office (at Access Network end)
ATU-R ADSL Termination Unit - Remote (at customer end)
BB Broadband
BE Best Effort
B-NT Broadband Network Termination
BoD Bandwidth on Demand
BRAS Broadband Remote Access Server
CA Conditional Access
CAC Call Admission Control

Cat5 Category 5
CATV Cable TV
CBR Constant Bit Rate
CE Consumer Electronic
CO Central Office
COAX Co-axial cable
CoS Class of Service

CPE Customer Premises Equipment
CPN Customer Premises Network

DBV Digital Broadcast Video
DES Digital Encryption Standard
DHCP Dynamic Host Configuration Protocol
Diffserv Differentiated Services

DLC Digital Loop Carrier
DNS Domain Name Service

DRM Digital Rights Management
DSL Digital Subscriber Line
DSLAM Digital Subscriber Line Access Multiplexer
DTH Direct to Home

EF Expedited Forwarding
EPON Ethernet Passive Optical Network
EUT End User Terminal

FPD Functional Processing Device
FPD/T Functional Processing Device and Terminal
GPON Gigabit Passive Optical Network
GQoS Guaranteed QoS
GUI Graphical User Interface
HFC Hybrid Fiber Coax
HN Home Network

HPNA Home Phoneline Networking Alliance
IEEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force
IGMP Internet Group Management Protocol
IKE Internet Key Exchange
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IP Internet Protocol
IPCP IP Control Protocol
IPsec Secure Internet Protocol
IPv4 IP Version 4
IR Infrared
ISP Internet Service Provider

JPEG Joint Photographic Experts Group
L/R Left/Right
L2 Layer 2
L3 Layer 3
LAN Local Area Network

LD Long Distance
LLC Logical Link Control
LPDT Line Printing Data Terminal
MAC Medium Access Control
MOV Movie

MP3 MPEG Audio Layer 3
MPEG Motion Pictures Expert Group
MPLS Multi-Protocol Label Switching
MTU Message Transfer Unit
NAPT Network Address and Port Translation
NAT Network Address Translation

NG—DLC Next Generation Digital Loop Carrier
NOS ‘ Network Operating System
NSP Network Service Provider
nVod Near Video on Demand
nVoD Near Video on Demand

OSGi Open Services Gateway Initiative
PC Personal Computer
PDN Premises Distribution Network

PON Passive Optical Network
POTS Plain Old Telephone Service
PPP Point-to-Point Protocol
PPPoE Point-to-Point Protocol over Ethernet

PS POTS Splitter
PVC Permanent Virtual Circuit
PVR Personal Video Recorder

QoS Quality of Service
RADIUS Remote Access Dial-In User Service

RAM Remote Access Multiplexer
RF Radio Frequency
RFC Request For Comments
RG Routing Gateway
RQoS Relative QoS
RSVP ReSource reserVation Protocol

RT-DSLAM Remote Digital Subscriber Line Access Multiplexer
SCART Syndicat des Constructeurs d'Appa.reils Radiorécepteurs et Téléviseurs
SCSI Small Computer Systems Interface
SIP Session Initiation Protocol

SLA Service Level Agreement
SLO Service Level Objective
SM Service Module

SONET Synchronous Optical Network
SP Service Provider

STB Set Top Box
SVC Switched Virtual Circuit
TCP Transmission Control Protocol
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TV

UPnP

UTP
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Television

Unspecified Bit Rate
User Datagram Protocol
Universal Plug and Play
Universal Serial Bus
Untwisted Pair

Volts Alternating Current
Variable Bit Rate - non-Real Time
Variable Bit Rate - Real Time
Virtual Circuit
Volts Direct Current

Very high speed DSL
Virtual Local Area Network
Video on Demand
Voice over Internet Protocol

VDSL Termination Processing
Wide Area Network

Wireless Encryption Protocol
Windows Media Video
Wi-Fi Protective Access

Extensible Markup Language

EXHIBIT A
WT-094v4
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9 APPENDIX C —PREM|SES NETWORK TECHNOLOGIES

The following tables list example applications identified in TR-058 and a rough estimate of the downstream
bandwidth required to them. This information can then be used with Table 4 to gauge the appropriate
technologies to deploy in a particular environment.

Typical bandwidth
(downstream

2 to 6 Mb/s

12to 19 Mb/s

2 to 6 Mb/s
2 to 6 Mbls
Less than 0.5 Mb/s

Service T 1- e‘
Parameterized Q05

Parameterized Q05

_ Prioritized QoS
Prioritized QoS
Best Effort

TV Focused Services

Broadcast TV — (e.g., MPEG2)

High definition TV— HDTV

Pay Per View and NVOD (e.g., MPEG2)
VOD— e.., MPEG2)

Navigator and EPG (can be locally launched and
udated in non real time)
Picture in Picture —tvvo MPEG2 channels Up to 12 Mb/s
Picture in Browser— one MPEG2 U to 9 Mb/s

Personal Wdeo Records PVR — replay MPEG2 file off 2 to 6 Mb/s local
hard disk
ITV - TV telehon features

- TV browser
- TV e-mail
- TV Instant Messain -
- TV Chat

Parameterized QoS
Prioritized QoS
Prioritized QoS

Less than 64 Kb/s

Up to 3 Mb/s
U - to 3 Mb/s Best Effort

Up to 3 Mb/s
Up to 3 Mb/s

Best Effort
Best Effort

- TV on-screen notification Less than 64 Kb/s Best Effort

- TV interactive games Up to 3 Mb/s Best Effort
- TV Audio Juke Box Less than 128 Kb/s Pnoritized QoS

Table 3 : TV Delivered Applications and Their Traffic Characteristics

Best Effort
Best Effort

Typical bandwidth
(downstrm)

Up to 3 Mb/s

PC Focused Services

High Speed lntemet Access (browsing, IM, Chat, FTP,
VPN, access, etc)
Server based E-Mail
Live TV on PC
Video on Demand

Video Conferencing
Voice/\fideo telephony

As above Best Effort

Interactive Games
Remote Education

300 to 750 kb/s
300 to 750 kb/s

Prioritized QOS
Prioritized Q03

300 to 750 kb/s
64 to 750 kb/s
10 to 750 kb/s

Prioritized QOS
Prioritized QoS
Prioritized QoS

300 to 750 kb/s Prioritized Q05

Table 4 : PC Delivered Applications and Their Traffic Characteristics

Notes:

1. Service types are those listed in Table 1 - Home Network Traffic Classes.
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The following table shows rough rules of thumb, intended to provide an estimation of how well the different
technologies might work in homes. Actual speeds and ranges will vary considerably based on many factors
including (but not limited to) vendor selection, installation as well as the caveats included in the “Notes”
section.

The last column in the table notes whether a standard to support QoS exists for the networking technology.
Even in cases where a technology exists, equipment that supports the QoS standard does not tend to be
widely available at this time. it should never be assumed that equipment supports QoS, unless it is explicitly
stated.

Technology ' 90Mbps 00$+ Standard

100bT Ethernet V 802.1d

over CAT5 cable I Annex H.2
10bT Ethernet 802.1d
over CAT5 cable Annex H.2
802.11b #, 1 802.11e

room no
walls

802.119 /40- /1 #1 802.11e
50m or 2 room, no room, no

walls

802.11a I 30- /1 #1 802.11e
35m or room, no room, no
1.5 wall walls

HomePlug 1.0 HomePlugQoS
mapped to

802.1d
Annex H.2

HPNA 2.0

HPNA 3.0

Table 5 : Rate/Reach Distances for Home Networking Premises Distribution Technologies

Notes:

+ = speeds shown represent approximate application throughput achievable after physical, link and IP
overheads are taken into consideration.

# = this rate can be achieved in a few homes

% = this rate can be achieved in a majority of homes
/ = can generally cover an entire average house at this rate
1 = claims higher bit rate possible, but that is generally not achievable
2 = without 802.11b present
3 = 802.11a is not currently allowed outside North America and Japan
4 = in chart, wall = regular inside wall; floor = 2 inside walls; outside wall = 4 inside walls
5 = assumes not plugged in through surge protector or UPS, circuit not overloaded
6 = assumes minimum of CAT3 wiring
7 = wireless performance is heavily influenced by materials used in home construction, the position of walls,

mirrors, fireplace, closets, furniture, presence of Bluetooth, 2.4GHz phones, microwave ovens. etc.
8 = HomePlug and HomePNA have traffic classification features but they are not accessible by applications.

June 2004
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Modem Gateway User’s Guide

Introduction

Welcome to the exciting world of digital home and office networking. Your new WebSTAR‘"' DPR2320”" or
DPR2325"" Cable Modem Gateway combines a cable modem, router, and an 802.11g wireless access point in a
single device to provide a cost-effective solution for both home and small office networking. This combination
allows several users to share one high-speed broadband connection across multiple PCs, laptops, digital
cameras, personal data assistants (PDAs), and Internet devices, thereby make sharing files and photos with your
family and friends hassle free. With a WebSTAR Cable Modem Gateway, your Internet enjoyment and business
productivity will surely soar.

This guide provides procedures and recommendations for placing, installing, configuring, operating, and
troubleshooting your cable modem gateway for Internet access and for high-speed wired or wireless broadband
networking for your home or office. Refer to the appropriate section in this guide for the specific information you
need for your situation. Contact your cable service provider for more information about subscribing to theseservices.

Benefits and Features

Your new cable modem gateway offers the following outstanding benefits and
features:

0 Provides a high-speed broadband Internet connection that energizes your
online experience, and makes downloading and sharing files and photos with
your family and friends hassle free

Allows you to attach multiple devices in your home or office to the cable
modem gateway for high-speed networking and sharing of files and folders
without first copying them onto a CD or diskette

Facilitates high-speed wireless networking of PCs, laptops, and PDAs using
the built-in 802.11g wireless access point

Offers an integrated router (gateway) to simplify setting up a home or office
network

Includes dual antennas (one internal and one external) to provide more
uniform wireless coverage in the service area

Features Plug and Play operation for easy set up and installation

Provides parental control and advanced firewall technology

Includes four Ethernet connections (one connection on the DPR2320) and a
USB connection for enhanced versatility and flexibility

Utilizes an attractive compact design that allows for vertical, horizontal. or
wall-mount placement

Allows automatic software upgrades by your cable service provider

..Assures_a_broad.rangenf_interoperability_with.most_cab|e_s,emice,providers_
by complying with Data Over Cable System Interface Specifications
(DOCSIS) 1.0, 1.1, and 2.0 standards along with Cab|eHome 1.1
specifications
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Notice for CATV Installers

Notice for CATV Installers

If you are a CATV installer, read the information in the box below.

Note to CATV System Installer CA UT] 0N

(USAICanada Only)
This reminder is provided to call the CATV °° "°T °"E"
system installers attention to Article B20-40 AVIS
of the NEC (Section 54, Part I of the Canadian “WE DE mm ELEWMUE
Electrical Code), that provides guidelines for
proper grounding and, in particular,
specifies that the CATV cable ground shall CAUTION: To reduce the risk Of electric
be connected to the grounding system of shock. do not remove cover (_or back)-
the building, as close to the point of cable N° Li3.e"'se“"c°§".3l° pa”§ '"5'd°' Refer
entry as practical_ servicing to qualified service personnel.WARNING

TO PREVENT FIRE OFI ELECTRIC SHOCK,
DO NOT EXPOSE THIS UNIT TO RAIN OR
MOISTURE.

This symbol is intended to alert you that
uninsulated voltage within this product may This symbol is intended to alert you of the
have suflicient magnitude to cause electric shock. presence of important operating and
Therefore, it is dangerous to make any kind of maintenance (servicing) instructions in the
contact with any inside part of this product. literature accompanying this product.
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IMPORTANT SAFETY INSTRUCTIONS

./fl‘-. WARNING:
To avoid electric

shock and tire hazard,

match the plug and
outlet connections

carefully, then fully
insert. If the plug and
outlet do not match, or

you cannot fully insert
the plug, contact an
electrician to update
your power outlets.

Heed Warnings

Adhere to all warnings on the product and in the operating instructions.

Read, Retain, and Follow These Instructions

Read all of the instructions before you operate this product. Follow all operating
instructions that accompany this product. Retain the instructions for future use.
Give particular attention to all safety precautions.

Comply With Warnings

Avoid electric shock. Comply with all warnings and cautions in the operating
instructions, as well as those that are affixed to this product.

Power Warnings

Providing a Power Source

A label on this product indicates the correct power source for this product.
Operate this product only from an electrical outlet with the voltage and frequency
indicated on the product label.

If you are uncertain of the type of power supply to your home or business.
consult your cable service provider or your local power company.

Grounding This Product (U.S.A and Canada Only)

If this product is equipped with either a three-prong (grounding pin) safety plug or
a two-prong (polarized) safety plug, follow these safety guidelines to properly
ground this product:

0 For a 3-prong plug (one prong on this plug is a protective grounding pin),
insert the plug into a grounded mains, 3-prong outlet.

Note: This plug fits only one way. If you are unable to insert this plug fully
into the outlet, contact your electrician to replace your obsolete outlet.

For a 2-prong plug (a polarized plug with one wide blade and one narrow
blade), insert the plug into a polarized mains, 2-prong outlet in which one
socket is wider than the other.

Note: If you are unable to insert this plug fully into the outlet, try reversing the
plug. If the plug still fails to fit, contact an electrician to replace your obsolete
outlet.
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Avoid electric shock
and fire hazard! Do not
overload mains AC
outlets and extension

cords. For products
that require battery
power or other power
sources to operate
them, refer to the

operating instructions
for those products.

£WARNING:
Avoid personal injury
and damage to this
product! An unstable
surface may cause
this product to fall.

EXHIBIT A

Important Safety Instructions

Overloading

Do not overload electrical outlets, extension cords, or integral convenience

receptacles as this can result in a risk of fire or electric shock. For products that
require battery power or other sources to operate, refer to the operating
instructions for that product.

Preventing Power Cord Damage

Arrange all power cords so that people or pets cannot walk on the cords. Do not
place objects on the cords. Do not lean objects against the cords. Placing objects
on or leaning objects against cords can damage the cords. Give particular
attention to cords at the point at which the cord connects to plugs, at the
electrical outlets, and where the cords exit the product.

Usage Warnings

Providing Ventilation

This product has openings for ventilation that protect it from overheating. To
ensure the reliability of this product, do the following:

a Do not block or cover these openings.

- Do not place entertainment devices (such as VCRs or DVDs), lamps, books,
vases with liquids, or other objects on top of this product.

o Do not place this product in any of the following locations:

— On a bed, sofa, rug, or similar surface

— Near heat sources such as radiators, heat registers, stoves, or other
products (including amplifiers) that produce heat

— In an enclosure, such as a bookcase or rack, unless the installation
provides proper ventilation

Selecting a Proper Location

Place this product in a location that is close enough to an electrical outlet and
where the power cord is easily accessible to be disconnected from the wall outlet
or from the rear panel of the product.

important: The power cord is the mains power supply disconnect device.

Place this product on a stable surface. The surface must support the size and
weight of this product.

Cleaning This Product

Before cleaning this product, unplug it from the electrical outlet. Use a damp cloth
to clean this product. Do not use a liquid cleaner or an aerosol cleaner. Do not
use a magnetic/static cleaning device (dust remover) to clean this product.
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