
111111 1111111111111111111111111111111111111111111111111111111111111 

United States Patent [19J 

Schnurer et al. 

[54] COMPUTER VIRUS TRAP 

[75] Inventors: John Schnurer, Yellow Springs, Ohio; 
Timothy J. Klemmer, Briarcliff Manor, 
N.Y. 

[73] Assignee: Quantum Leap Innovations, Inc., 
Briarcliff Manor, N.Y. 

[21] Appl. No.: 865,786 

[22] Filed: May 30, 1997 

[63] 

[51] 
[52] 
[58] 

[56] 

Related U.S. Application Data 

Continuation of Ser. No. 754,120, Nov. 20, 1996, aban
doned, which is a continuation of Ser. No. 607,520, Feb. 27, 
1996, abandoned, which is a continuation of Ser. No. 
252,622, Jun. 1, 1994, abandoned. 

Int. Cl.6 
............................. G06F 9/455; G06F 11/00 

U.S. Cl. .............................................................. 395/500 
Field of Search ............................... 395/180, 183.14, 

5,121,345 
5,144,660 
5,274,815 
5,278,901 
5,379,414 
5,398,196 
5,440,723 

395!500; 371/16.21, 16.23 

References Cited 

U.S. PATENT DOCUMENTS 

6/1992 Lentz . 
9/1992 Rose . 

12/1993 Trissel et a!. ........................... 395/700 
1!1994 Shiuh-Pyung . 
1!1995 Adams .................................... 395!575 
3/1995 Chambers ............................... 364/580 
8/1995 Arnold et a!. .......................... 395/181 

FOREIGN PATENT DOCUMENTS 

W093/22723 11/1993 WIPO . 

lf.INPUT }-
HARDWARE 

DATA PROTOCOL 
STREAM CONVERSION 

+ 
DATA PACKET 
DISASSEMBLY 

~ 
PROCESSOR & 

SUPPORT 
HARDWARE 

~ t 
ANALYSIS J 

& CONTROL 

US005842002A 

[11] Patent Number: 

[45] Date of Patent: 

5,842,002 
Nov. 24, 1998 

OTHER PUBLICATIONS 

IBM Technical Disclosure Bulletin, vol. 34, No. 7A, 1 Dec. 
1991, pp. 199-200, XP000255506 "Employment of Virus 
Detection Procedures at Domain Boundaries". 

Testimony of Peter S. Tippett; Computer Viruses & The 
Computer Ethics Void, Hearings on Telecommunications, 
Data and Network Security; House Subcommitte on Tele
communications and Finance. 

Mark Hopkins, The Transputer Handbook, INMOS Ltd. 

Mark Hopkins, The Transputer Databook, INMOS Ltd. 

Primary Examiner-Kevin 1. Teska 
Assistant Examiner-Ayni Mohamed 

[57] ABSTRACT 

A computer virus trapping device is described that detects 
and eliminates computer viruses before they can enter a 
computer system and wreck havoc on its files, peripherals, 
etc. The trapping device creates a virtual world that simu
lates the host computer system intended by the virus to 
infect. The environment is made as friendly as possible to 
fool a computer virus into thinking it is present on the host, 
its intended target system. Within this virtual world, the 
virus is encouraged to perform its intended activity. The 
invention is able to detect any disruptive behavior occurring 
within this simulated host computer system. It is further able 
to remove the virus from the data stream before it is 
delivered to the host and and/or take any action previously 
instructed by a user. 

6 Claims, 8 Drawing Sheets 
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