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void OVERFLOW ( char *pointer) {

char SMALL [100];

10
strcpy SMALL, pointer); ’
}
void MAIN () {
char LARGE [2000];
int i;

for (i=0 ; i<2000 ; i++)

LARGE [i] = X
overflow (LARGE),
}
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SYSTEM AND METHOD FOR IDENTIFYING
AND ELIMINATING VULNERABILITIES IN
COMPUTER SOFTWARE APPLICATIONS

This application claims the benefit of U.S. Provisional
Application No. 60/262,085, filed Jan. 18, 2001, which is
herein incorporated by reference in its entirety.

This invention was made with Government support under
Cooperative Agreement No. 70ONANB7H3049 administered
by the National Institute for Standards and Technology. The
Govemment has certain rights in the invention.

BACKGROUND

1. Field of the Invention

The present invention relates generally to computer sys-
tem security, integrity, and reliability. More particularly, the
present invention relates to examination and certification of
software application programs to identify and eliminate
vulnerabilities arising from poor software application pro-
gramming techniques.

2. Background of the Invention

The explosion of electronic commerce has placed com-
puter software applications at the cornerstone position of
on-line business. Software is the brick and mortar of the new
economy, but the migration from physical to virtual retail
space has placed both the consumer and vendor at risk in
unforeseen ways. If the new economy is going to survive,
software will have to become more resistant to attack and
will have to continuously improve to meet the rigorous
demands of an on-line market.

An example of the magnitude of the problems faced by
software users is illustrated by the distributed denial-of-
service (dDoS) attacks against major e-commerce sites of
February, 2000. Some of the brightest luminaries in e-com-
merce, including Yahoo!, Amazon.com, Buy.com, ZDNet,
and CNN.com were effectively taken down for a period of
hours by these attacks. What is most impressive and dis-
turbing about these attacks is that they were against very
high volume sites. For instance, according to Media Metrix,
an online traffic measurement firm, Yahoo! had more unique
visitors in January 2000 than any other online site. The other
victims were among the top fifty sites. The dDoS attacks
were able to bombard these sites with data at rates of up to
one gigabit of data per second. The collective downtime of
these sites resulted in a loss of revenue estimated to be in the
millions of U.S. dollars.

Though denial-of-service (DoS) attacks often exploit
weaknesses in protocols to hold network services hostage to
the attacks, what is often overlooked by analysts is that such
dDoS attacks are often made possible by flaws in software.
A key to implementing an effective dDoS attack is to
compromise a very large number of machines in order to
plant the dDoS attack software, which, in the February
attacks, went by names such as Trinoo or TFN2000. Sites are
usually compromised in the first place by exploiting some
flaw in software. In the case of many dDoS attacks, Unix
servers are compromised, often by a well-known flaw in the
Remote Procedure Call (RPC) service. Once a site is com-
promised and the malicious software installed, the compro-
mised site becomes a zombie that acts maliciously on
command at some future time. One of the keys to preventing
these types of attacks in the future is to secure the software
on the server systems such that they are not vulnerable to
compromise in the first place.
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under any conditions, including normal operation, as well as
unusual or attack conditions, can result in immediate loss of
revenue, as well as jeopardizing the long-term viability of
the business. For instance, well-known flaws in CGI scripts
have enabled hackers to alter Web pages with political
messages. [f the Web pages of a financial investment firm
were vandalized, investors and Wall Street would likely lose
confidence in the ability of the firm to securely manage the
assets of firm’s investors.

For companies that develop and release application soft-
ware, the expense in adequately addressing security vulner-
abilities is very high. Moreover, for any vulnerabilities that
were not adequately foreseen, there will be a corresponding
drop in consumer confidence which cannot be measured. For
example, both Netscape and Microsoft experienced well-
publicized security-related flaws in their Internet browsers in
1997.

Developers of operating systems such as Sun Microsys-
tems and Hewlett-Packard also spend considerable human
resources tracking bugs that have the potential to be security
flaws in their commercial operating systems. Such costs are
often transferred to the end users, either directly (in the form
of increased software prices) and indirectly (in the form of
increased maintenance costs). It is well-known that the time
and expense involved for system administrators to patch,
upgrade, and maintain the security of computer systems is
very high and increases with both new software additions
and more sophisticated attacks.

The buffer overrun attack is one of the most pervasive
modes of attack against computer systems today. Probably
the most infamous buffer overrun attack is the Morris worm
ot 1988 that resulted in the shutdown of a significant portion
of the Internet infrastructure at the time (which consisted of
primarily university and government nodes). The worm was
a self-propagating buffer overrun attack that exploited a
program vulnerability in the Unix fingerd network service.
The worm illustrated the serious nature of software flaws
and how they can be leveraged to breach security on other
systems.

Since the Morris worm, buffer overrun attacks have
become a very popular method of breaking into systems or
obtaining super user privilege from user-level accounts.
According to statistics released by the Computer Emergency
Response Team (CERT) Coordination Center of Carnegie
Mellon University’s Software Engineering Institute, about
50 percent of computer incidents reported today in the field
involve some form of buffer overrun.

To further complicate the problems presented with appli-
cation software, unsafe languages, such as C, make buffer
overtlow attacks possible by including standard functions,
such as, for example, gets, strcat, and strcpy, that do not
check the length of the buffer into which input is being
copied. If the length of the input is greater than the length of
the buffer into which it is being copied, then a buffer
overflow can result. Safe programming practices that allow
only constrained input can prevent a vast majority of buffer
overtlow attacks. However, many security-critical programs
already in the field today do not employ safe programming
practices. In addition, many of these programs are still coded
in commercial software development labs in unsafe lan-
guages today.

As described above, buffer overrun attacks are made
possible by program code that does not properly check the
size of input data. When input is read into a buffer and the
length of the input is not limited to the length of the buffer
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