©
L

(12)

US008141154B2

United States Patent

Gruzman et al.

(10) Patent No.: US 8,141,154 B2

(54)

(75

73

*)

@n
22)

(65)

(51

(52)
(58)

(56)

CKE

A R

SYSTEM AND METHOD FOR INSPECTING
DYNAMICALLY GENERATED EXECUTABLE
CODE

Inventors: David Gruzman, Ramat Gan (IL);

Yuval Ben-Itzhak, Tcl Aviv (IL)

Assignee: Finjan, Inc. (IL)

Notice: Subject to any disclaimer, the term of this

patent is extended or adjusted under 35
U.S.C. 154(b) by 0 days.

Appl. No.: 12/814,584

Filed: Jun. 14, 2010

Prior Publication Data

US 2010/0251373 Al Sep. 30, 2010

Int. Cl.

GO6F 11/00 (2006.01)

US.CL ... 726/22; 726/23; 726/24; 713/188
Field of Classification Search
See application file for complete search history.

45) Date of Patent: Mar. 20, 2012
2001/0005889 A1*  6/2001 Albrecht .. 7131201
2002/0116635 Al $/2002 Sheymov . . 726/24
2004/0133796 Al 7/2004 Cohen etal. ... . 726/24
2004/0153644 Al 82004 McCorkendale etal. ... 713/156
2004/0158729 Al 82004 SZOL ..ovoovorr..or .. T13/190
2005/0108562 Al 5/2005 Khazan etal. 726123
2005/0149749 Al*  7/2005 Van Brabant 713/200
2006/0015940 Al 1/2006 Zamiretal. . . T26/22
2006/0161981 Al 7/2006 Shethetal. ... . 726/22
2007/0016948 Al 1/2007 Dubrovsky etal. . 726/22

* cited by examiner

Primary Examiner — Ponnoreay Pich
(74) Attorney, Agent, or Firm — Dawn-Marie Bey; King &
Spalding LLP

7 ABSTRACT

A method for protecting a client computer from dynamically
generated malicious content, including receiving at a gateway
computer content being sent to a client computer for process-
ing, the content including a call to an original function, and
the call including an input, modifying the content at the
gateway computer, including replacing the call to the original
function with a corresponding call to a substitute function, the
substitute function being operational to send the input to a
security computer for inspection, transmitting the modified
content from the gateway computer to the client computer,
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