
US006092194A 

Ulllted States Patent [19] [11] Patent Number: 6,092,194 
T0ub0ul [45] Date of Patent: *Jul. 18, 2000 

[54] SYSTEM AND METHOD FOR PROTECTING 5,864,683 1/1999 Boebert et al. .................. .. 395/200.79 
A COMPUTER AND A NETWORK FROM 5,892,904 4/1999 Atkinson et al. ................ .. 395/18701 

HOSTILE DOWNLOADABLES OTHER PUBLICATIONS 

[75] Inventor: Shl0m0 T0ub0ul, Kefar-Haim, Israel Web page; http;metihseom;8()/Cgi_bin/ie1i 
. _ . . cgi?se...2ehts%26VieWTemplate%3ddocvie%5fb%2ehts, 

[73] Asslgnee' Fm‘lan Software’ Ltd" Netanya’ Israel Okamato, E. et al., “ID—Based Authentication System For 
[*1 Notice: patent issued on a Continued pros_ Computer Virus Detection”, Electronic Library 

ecution application ?led under 37 CFR online, Electronics Letters, vol. 26, Issue 15, ISSN 

and is subject to the twenty year 19, Abstract and T5223; provlslons of 35 USC' (List continued on next page.) 

_ Primary Examiner—Robert W. Beausoliel, Jr. 
[21] Appl' NO" 08/964’388 Assistant Examiner—Christopher Revak 
[22] Filed: Nov. 6, 1997 Attorney, Agent, or Firm—Graham & James LLP 

Related US. Application Data [57] ABSTRACT 
[60] Provisional application No. 60/030,639, Nov. 8, 1996. _ _ 

A system protects a computer from suspicious DoWnload 
7 ables. The system comprises a security policy, an interface 

[51] Int. Cl. ...................................................... .. H04L 1/00 for receiving a Downloadable, and a Comparator, Coupled to 

the interface, for applying the security policy to the DoWn 
[52] US. Cl. ............................................................ .. 713/200 loadable to determine if the Security policy has been Vi0_ 

- _ lated. The DoWnloadable ma include a JavaTM a let, an 
[58] Field of Search ............................. .. 395/18701 186 . .Y . . PP . 

713/200 201 202 714/38 704_ 769/229’ ActiveXTM control, a JavaScriptTl’I script, or a Visual Basic 
’ ’ ’ ’ ’ script. The security policy may include a default security 

56 References Cited policy to be applied regardless of the client to Whom the 
T ] DoWnloadable is addressed, or a speci?c security policy to 

Us‘ PATENT DOCUMENTS be applied based on the client or the group to Which the 

5 077 677 12/1991 Murphy et al. ......................... .. 395/10 Client belongs~ The System uses an ID generator to Compute 
5,361,359 11/1994 Tajalli et al. .... .. 395/700 a Downloadable ID identifying the Downloadable, 
5,485,409 1/1996 Gupta et al. . . . . . . . . . . . .. 395/186 Preferably, by fetching all Components of the Downloadable 

5,485,575 1/1996 Chess et a1, __ 395/183_14 and performing a hashing function on the DoWnloadable 
5,572,643 11/1996 Judson _ _ _ _ _ _ _ _ _ _ _ _ __ 395/793 including the fetched components. Further, the security 

5,623,600 4/1997 11 et al. .. 395/187.01 policy may indicate several tests to perform, including (1) a 
5,638,446 6/1997 Rubin . 380/25 comparison With known hostile and non-hostile DoWnload 
5,692,047 11/1997 MCManiS - - - - - - - - - - - - -- 380/4 ables; (2) a comparison With DoWnloadables to be blocked 

5,692,124 11/1997 Holden et al- 395/187-01 or alloWed per administrative override; (3) a comparison of 
5,720,033 2/1998 D60 ~~~~~~~~~~~~~ ~~ 395/186 the DoWnloadable security pro?le data against access con 
5,724,425 3/1998 Chang et al. ........................... .. 380/25 H01 lists; (4) a Comparison of a Certi?cate embodied in the 
5,740,248 4/1998 Fieres et al. ............................ .. 380/25 Downloadable against trusted Certi?cates; and (5) a Com_ 
577617421 6/1998 Van Hoff et a1‘ ' " 39500053 parison of the URL from Which the DoWnloadable origi 

g/ greslauket 31' "" ' ' ' ' ' ' ' " mégzooi nated against trusted and untrusted URLs. Based on these 
5’796’952 82998 Dziiiisraetoi? a et a‘ 5/4 tests, a logical engine can determine Whether to alloW or 
5:805:829 9/1998 Cohen et al. .................... .. 395/20032 block the Downloadable' 

5,832,208 11/1998 Chen et al. . . . . . . . . . . . .. 395/187.01 

5,850,559 12/1998 Angelo et al. ................... .. 395/750.03 68 Claims, 10 Drawing Sheets 

Reeslvs Results lmm Filst 
comparator, ACL 

Comparatur. cenil'lcme 
Comparator and URL 

Comparator 

660 

Compare Results wlm 
Securlty Policles 

‘ Record Fludlugs 

Send Subsmute 
, *4 Downloadblc to 

lnlorm The User 

Blue Coat Systems - Exhibit 1013f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


6,092,194 
Page 2 

OTHER PUBLICATIONS 

“Finjan Announces a Personal Java TM Firewall For Web 
Browsers—the Sur?nShieldTM 1.6”, Press Release of Finjan 
Releases Sur?nShield, Oct. 21, 1996, 2 pages. 
“Finjan Software Releases Sur?nBoard, Industry’s First 
JAVA Security Product For the World Wide Web”, Article 
published on the Internet by Finjan Software, Ltd., Jul. 29, 
1996, 1 page. 
“Powerful PC Security for the New World of JavaTM and 
Downloadables, Sur?n ShieldTM”Article published on the 
Internet by Finjan Software Ltd., 1996, 2 Pages. 
“Cornpany Pro?le Finjan—Safe Sur?ng, The Java Security 
Solutions Provider” Article published on the Internet by 
Finjan Software Ltd., Oct. 31, 1996, 3 pages. 
“Finjan Announces Major Power Boost and New Features 
for Sur?nShieldTM 2.0” Las Vegas Convention Center/Pa 
villion 5 P5551, Nov. 18, 1996, 3 pages. 

“Java Security: Issues & Solutions” Article published on the 
Internet by Finjan Software Ltd., 1996, 8 pages. 

“Products” Article published on the Internet, 7 pages. 

Mark LaDue, “Online Business Consultant” Article pub 
lished on the Internet, Home Page, Inc. 1996, 4 pages. 

Jirn K. Ornura, “Novel Applications of Cryptography in 
Digital Communications”, IEEE Communications Maga 
Zine, p 27, May 1990. 

Norvin Leach et al, “IE 3.0 applets will earn certi?cation”, 
PC Week, v13, n29, p1(2), Jul. 1996. 

Microsoft Authenticode Technology, “Ensuring Account 
ability and Authenticity for Software Components on the 
Internet”, Microsoft Corporation, Oct. 1996. 

Frequently Asked Questions About Authenticode, Microsoft 
Corporation, Feb. 1997. 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Jul. 18,2000 Sheet 1 0f 10 6,092,194 

100 

(J 

105 

External Computer Network 

" 110 

Internal Network // 
Security System 

130 
/_/ 115 
V 

Internal Computer Network 

135 

120 

Security / 
Management 
Console 

FIG. 1 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Jul. 18,2000 Sheet 2 of 10 6,092,194

N.O_n_

E99695980

omm

Emaoi>.._Somm

mmm

mmmomm

m8mt9:_Q.
m_.N

o:

 
SNSNSN

Emmamo._mEm>m_mmmnmfiobtsoww mo_>mn_mmm_o..wEma
omm

mowtmE_mco:mo_c:EEoo

 

_mEm_.xm_

SN

mm?2:0.8362ESQEOO_mE2xm_EO._n_

miéoémz_mSqEoo_mEQ.xm_S
o?

momtmt:m:o:mo_c:EEoO_mC._®uC_

 

mmm

Dn_o

mom

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


    
 
 

 

49

19mvmn,

Em>w.0,m0_n__IIIIIIIIIIIIIIII1IuIIIIIIIIIIIIIIIIIII|IIIIIII:II1IIIIIIIIII
6_omm_mmm

_§m_maEoo_#5
_mc_Em_mcammx_EoommN“.9m_maEooEccmomM_98c_Eoemogtmo3.2m.maEoo.2m_m:mOfl_if

M_

Sm_nmnmo_Esoo_._o§maEooBccmomwsofiamzwcoz_._o<muoo_mamommN5
__

0_0_

0IIIIIIIIIIIIIIIIIIIIII1IIII1IIIIIIIIIIIIIIIIIII1I|II1III2IIIIIIIIIIIIIIIIIIII
00:

1wm_o__on_btzomm
mJ

 
 

mom

98awn

Sm

U.S. Patent

m_nmumo_EsoDum>_mommgm:.9Em:

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


