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r Welcome! ++

¥

ﬂe]mmr..tﬂ VB '95 in Boston - the Eﬂlﬁh!&:m’m‘!ﬁf#ﬂ'ﬁi’#ﬂﬁ Budfenin Conference. This is the first
fime the event has been held outside Eurape and thi'fiigtest from US delegates has been
_ overwhelming, . - i

oy .;""" conference is always judged on the 'ﬁﬂﬂ'ity.ﬁf‘iﬁ_' wlErs dnd, this year, as always, [ am
A iialighted that the VB programme fagiirel so miing dre) #@iorld "4 authorities on viruses and I'T
.+ “security. | would like to thaik alidﬂﬁk’&i@n‘&«féﬁ Yo jéiftthiius here, especially Harold Highland
""" and Chris Baxter, who have stood i/t il i fletetind: Tiiiat-aleh thank a number of pecple
: ‘behind the seenes for their cnth usiasei il har&#'i'iﬁtl{".rﬁ 'ﬂ:rganisinﬁ'ﬂw event; specifically,
" Karen Richardson, Julia Life, Dale Tabium, Nisahi® sy, Tan WiiTley, Jart Hiruska, Beth
Ceee, Chris Perkins and his teamn, Al Cutiriid, BoE{3 Neil #hd Steve Holstein.

I hape that you will find the next two and a ha Hikiy¥infirmative, thought-provoking and, most
+ of all, fun, The conference programene is suppidtted bir¥arious social functions which provide
. an ideal opportunity for informal diseussion s and delegates alike. Un Wednesday,

12+ from 7.30pm-8.30pm, there will be-a *welétife’ HPfriks teception in the Plaza Ballroom,

. sponsored by Mcdfee Assaclates. And on THaiday @irening! viee will be holding a spectacular
‘- black tie galadinner: pre-dizner drinks will be served from 7/ 30fim 8.00pm in the Plaza
Ballroom. -

, ' Please be kind enough to wear your ha&gﬂ'ai'bl_l times during the conference. Badge colours are:
“ ,_';:]{_..'-J_ orange for delegates, crean for ww&mﬁq‘;ﬁgh for exhibitors, blue for press representatives and
i+ Tpink for theconference organisers! ¥l will dlso berequired to surrender the appropriate tickets
- forall meals. Should you have anyfprﬁﬁlm‘.i'dhfing the conference, please domot hesitate to
" contact ene of the organiser: - identified ot'only by thiefr badges but also by their very fetching
Vi shirts. ;

Enjoy the conference!

Petra Duffield |
Conference Manager

4P P8, Weappreciate your cornents (good'or had) en any aspect of the conference and would be
grateful if you could comy <te and et the encloséd assessment form.

UDDDDE WRLE BULLETIN LMITED

20 THE QIUADEANT « ARGEON SCIERCE PARK
ARIMGOEH* CORORDSHRE - 014 175 - BMOLAND

— R aa el FEEETC



Ao CuUNrerReiNere FRUUORALIVLIIVIE

WEDNESDAY, SEPTEMBER 20

GEORGIAN ROOM

PLAZA BALLROOM

ARLINGTONROOM

SarahGerden, Command

THURSDAY, SEPTEMBER 21
GEORGIAN ROOM PLAZA BALLROOM ARLINGTONROOM
Tan Whalley, Virus Bulletin, UK | 59 15
| Dpening address
Harold Hightand, US4 09,45
Keynote address

11.00

11.00 | Jonathan Lettvin, Lotus Fraes Veldman, ESaS8 GmbH,
| Software, LISA Development Corporation, USA The Metherlands
T anti-virus stratagy System The PC boot sequence, its risks Hewristics
and apporinmities
Paul Daeklin, Sophos Ple, UK 11.45 | Neville Bubiars, Cuantam 11.45 | MortonSwimmer, Vins Test
Blassingzin disguize: building cur Bystem Eofbware, India Center, Germany
of disester Secwuring DOS Diynanic defection asd
alagsifiearion of computer virusds

T

14.00

ikt

Jaloub Kaminski, Cybec Pty

X

14.00

Jean Hitchings, Undversityof Dmitry Mostovoy,

| Nottingham, UK DralcgueSciencs, Russia Australia
Human dimension of computer Modern methods of detacting amd Flash SICF = @ new security
viruses eradicating virmses [oaphole
Mike Lambert, Frontier 14.45 | Shane Coursen, Symantec 14,45 | Ferenc Leitold, Hunix Lad,
Corporation, USA Cerporation, LISA Huzgary ,
Fully automated response for in Windeavs NT and Windows 85 | Aurgmurtic virus analyser gyslen

Wes Ames, Boaing Corporation,
UsA
Dssussion forum: probtlems
excanriersd by computer securify
managers of medium 1o farge
COFpOraie organisations and fow
they are addressed by 1he
develapers of emli-virus produsts

the wild virises (FAR-ITW)

vilnerainlity

1545 | Peter Radarti, Cybersaft Inc, 1545 | Tpor Muttik, Moscow State
LSA University, Ruossia
Computer viruses in The problems in creating goat
heteroganeous Unis mehvworks Jiles

1630 | Bestt Cordan, MoAfee T 1630 | David Aubrey-Jones, Reflex
Acsociates, TISA Magnetics, LTE
Evaluxting distribated virg Autevmaris testing of mamory

raziden auri-virus sofhware







SOCIAL PROGRAMME

| WEDNESDAY, SEPTEMBER 20

IEI'.B-IJ-.ID.}I] | Welcome drinks reception sponsored by Plaza Ballroom
‘ McA fee Azsociates

-l THURSDAY, SEPTEMBER 21
19.30-20.00 Drinks reception | PlazaBallroom
20,00 -01.00 (zala Dinner (black tie) Imperial Ballroom
Featuring magical entartainmentand
a Vepas-style casing

PARTNERS’ PROGRAMME

THURSDAY, SEPTEMBER 21

D9.3l:-:l- 17.30 Tour of Baston (including visits to the John Meetin hotel lobby
Hancock Tower, Trinity Church, the Old @09.15

South Meeting House, Faneuil Hall, Cuincy
Market and the Isabella Stmart Gardner
Mugenum).

Partners accompanying delegates to the VB Conference are welcome to attend any of the conference
dinners and lunches, Tickets may be purchased from the Conference Desk.
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Virus Bulletin Conference 1995
Assessment Form

Please help us to plan future conferences by completing the following assessment form. Although it
would help us to know your name and company, if you wish te remain anonymous, please do so.

Your form may be handed in to the organisers at the Conference Desk or sent to:
Virus Bulletin Conference, 21 The Quadrant, Abingdon, 0X14 3Y5, UK

MName Company

1. What was vour overall impression of the conference?
Q Excellent 2  Good O  Average O  Poor

Comments

B

2. How did you rate the conference organization?
O  Excellent O Good O  Average O  Poor

Comments

3. What was vour impression of the Boston Park Plaza and its facilitles?
O  Excellemt O  Good O  Average Q  Poor

Comments

4. Which streams did you attend most often?
O  Corporate O  Technical I d  Technmical 2 O Mixmre
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5. Of the sessions veu attended, how did you rate the speakers?

WEDNESDAY
Jan Hraska - introductory session
Contedt
Presentation
THURSDAY
Harold Highland
Content
Presentation
Corporate stream
Sarah Gordon
Content
Presentation
Paul Ducklin
Comtent
Pregantation
Jean Hitchings
Content
Presentation
Mike Lambert
Content
Presentation
Wes Ames
Comtent
Presentation
Technical stream 1
Jonathan Lettvin
Contnt
Presentation
Meville Bulsara
ontent
Presentation
Dmitry Mostovoy
Comntent
Presentation
Shane Coursen
Content
Presentation
Peter Radatt
Content
Presentation
Secoft Gordon
Content
Presentation
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 Excellent
=l Excellent

Q Excellent
O Excallent

O Excellent
- Excellent

O Excellent
Q Excellent

O Excellent
O Excellent

- Excellent
3 Excellent

O Excellent
O Excellent

O Excellent
3 Execellent

O Excellent
O Excellent

O Excellent
O Excellent

O Excellent
O Excellent

O Excellent
1 Excellent

O Excellent
O Excellent

O Good
O Good

[ | Gnnﬁ
2 Good

O Goolt
O Good

O Good
0 Good

O Good
0 Good

0 Geoi
- Gooil

3 Good.
3 Good

Q Gooid
d Geod

O Good.
O Good

2 Good
. Gaod,

nhaooxd L

O Good
0 Good

O Avemge
O Average

O Average
O Average

= Average
= Average

= Average
O Average

O Average

O Average
O Average

O Average
d Average

O Average
O Averapge

O Average
O Average

O Average
O Average

0 Average

J Average
[ Average

Q Average
QO Average

O Poor
d Poor
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Igor Muttik

Jody Edwards

Steve White

Techmical stream 2
Frans Veldman

Content
Presentation

Morton Swimmer

Content
Presentation

Jakub Eaminski

Content
Presentation

Ferenc Leitald

Content
Presentation

Content
Presantation

* David Aubrey-Jones

Comnbent
FPresentation

Corporate stream
_ Paul Robinson

Content
Presentation

Chris Baxter

Content
Presentation

ontent
Presentation

Comtent
Prazentation

Lucijan Caric

Confent
Presentation

Content
Presentation

Technical stream 1
Robin Kinney

Contant
Prasentation

O Excellent
O Excellent

" Excéllent
J Excellent

O Excellent
3 Excellent

J Excellent

L

i

0 Excellent
4, Excellent

*.- 4,

O Excellent
. Excellent

3¢

by [

& Excellent
3 Excellent

L .

C1'Excellent
0 Excellent

MoExcellent
@oExcellent

O Excellent
O Excellent

@ Excellent
AuExcellent

O Excellent
. Excellent

Lo i
O Bxbellent
3 Excellent
hoo) LJ
b 2

d Good
Q Good

0 Good
O Good

O Good
O Good

J Good
3 Good

Q Geod
O Good

O Good
d Good

O Avemage
O Average

< Average
J Average

B Average
J Average

3 Average
O Average

O Average
J Average

O Average
O Average

O Average
O Average

0 Average
O Average

O Average
J Average

O Average
O Average

O Average
O Average

O Average

O Average

J Average
d Average

gﬂ

 Poor

QO Poor
O Poor

O Poor
O Poor

Poor

Paoor
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Eichard Ford
Content
Presentation
Jim Bates
Content
Presentation
Technical stream 2
Righard Zwienenberg
Comtent
Presantation
Glenn Coates
Content
Presentation
Roger Riordan
Content
Presentation
Fridrik Skulason
Content
Presentation
Dmitry Oryaznoy
Contemt
Presentation
David Stang
Comtant
FPresentation
Speakers® panel session
Content
Presentation

Comments

O Excellent
O Excellent

O Excellent
O Excellent

O Excellent
O Excellent

O Excellent
O Excellent

J Excellent
J Excellent

O Excellent
0 Excellent

O Excellent
O Excellent

O Excellent
O Excellent

O Excellent
O Excellent

O Excellent

d Excellent
A Excellent

O Excellent
O Excellent

1 ':1'.II-:|L.:I:1-

O Good O Average
O Good =77 0O Avemage
O Good O Average
O.Good- .. 0O Average
O Good O Average
O Good - — O Average
O Good - Average
O Good < Average
d Good. - < Average
O Good J Average
0 Good O Average
O Good 0 Average
sbe g !
O Good O Average
O Good ~ T Averape
O Good “**- 0 Average
Q Good O Average
£ ot
3 Good [ Average
O Good™t O Average
0 Good O Average
O Good d Average
0 Good d Average
O Good O Average
"_Ir';. % it
= Good IJ Average
2 Good;, . 0 Average
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&, Ihd you visit the conference exhibition?
If *Yes®, how would you rate it as an extension of the conference?

Yes /Mo

O  Excellent O Good O  Average O  Poor
Comments
[T
, i
7. What was your impression of the Gala Dinner and enteriainment?
O “ Excellent d Gn;:rd 0O  Average O  Poor
Comments
& How did you hear about the Virus Bulletin Conference?
9. Do you subscribe to Virus Bulletin?,, Yes / No
10. Whai are your impressions of the magazine?
. f. b
O  Excellent Q Gopd O  Averapge O  Poor
Comments
100~ - Be
. F'I"".'
11, Do you plan o attend the 1996 Virus Bulletin Conference? Yes [ No

12, Do you have any suggestions for the location and content of next year's conference?

i T Ee—

S . R Thank you for answering this questionnaire
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CONTENTS

DAY 1

Corporate siream

The anti=virus strategy system

Sarah Gardaen

Blessings indisguise: building outof disaster
Ponl Dhacklin

Human dimension of computer viruses

Jecnn Hitehings

Fully automated response for inthe wild viruses (FAR - TTW)
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Jokn Marar & David Chess
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Righard Zwienenbery
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Roger Riovdan
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IGOR GREBERT

Igor Grebert studied in Paris and graduated in 1989 from Ecole Cenirale de Paris, with a major in
bio-technology. He worked asa post-doctorate researcher at Stanford designing neural networks applied to
target tracking, image analysis and automatic pilots. In 1990, he started to use his pattern matching expertise
to help detect the growing number of computer viruses. In 1993, he headed the redesign of Mcdfee’s
VirusScan product line as manager of the research and development team. Today he applies his kills to
designing enhanced anti-virus systems, integrating his years of expenence in the field.

DMITRY GRYAZNOY

Drmitry Gryaznov was born in 1961 in Frunze, Kirghyzskaya S5R, USSE. He was educated at the Moscow
Skills Improvement Instineee and the Moscow Fhysics and Technology Instine (MPRIT), where he gained a
Unix Operating System programmer and administrator certificate and an MSc in Computer Science in 1984,

Since graduating, Gryaznov has held various positions in the Program Systems Institute af lhr: Rr.rs.nan
Academy of Sciences. Earlier this year he moved to the UK, and now works as a senior vifis Fesearch
analyst with S&5 International Pic. pren EAEiTEA

11 Mol =5

HAROLD HIGHLAND

Dr. Harold Joseph Highland, FICS, FACM, is the only Fellow ofboth the Jrish Computer Socier and the
LS Association ﬁ}r C’umpu.rer Mar:.hme.w The carcer of this *elder statesman ﬂfﬂampumgjpam,m'ﬂ‘ 37
vears with expenence in the military, industry and scademia. it o

His professinal life started when he was designated as Honor Graduate of his military classand ~ - G
commissioned on his college graduation in 1938, He sarved as Provost Marshalland wasseconded to -
cryptographic analysis and later to intelligence analysis. In addition 1o working for The New York Times and
other newspapers, H:ghland was & research statistician, an econamist, a management consultant, a methods
enginear, a magazine editorand publisher, a television producer and even MCed one of his proprams. He
also owned an advertising/public relations organization, was a dean of a graduate school, assqciate dean of a
liberal arts college, director of various computer centers, a consultant, and a classroom teachér, T_iEm'EE he
has worked with varions government apencies and even tnday Serves as COMItET SECHTILY, mmq.l]ta.nt to Illl:

Beijing government. L

Prior to his retirement in 1981, Highland planned a new international journal, Computé's & Sécurity, the
first issue of which appeared in 1982: he was Editor-in-Chief. In 1984, his publication became the official
journal of International Federation for Information Processing 's Technical Committee 11 on information
security [IFIFTCI11]. Dr. Highland = a prolific author, who has written 27 books in the past 35 years. He
has also published and/or presented over 200 technical papers in various areas of computing at regional,
national and intemational conferences, as well as in professional joumals,

JEAN HITCHINGS

Jean Hitchings obtained a BSc in Computer Science from the University of Wesimirster in 1982 and went on
to study for an MSc in the same subject at the University of London. Since January 1992 Jean hasbesn a
lecturer in Information Technology at the University af Nortingham, She has recently gained a PhD in
Cornputer Science from the University of East Angiia.
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James Brown Fidelity Investments USA
Charles Brown Keiretzu Institute USA
Tomi Buchwald Pratt & Whitnay LSA
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ANTI-VIRUS PRODUCT DEVELOPERS

The following is a list of anti-vivus product developers known to Virus Bulletin in August 1995, frs
accuracy and currency are not atiested and canrot be guaranteed S ELT

1t LML ko
Alwil Software, Prubezna 76, C3-100 00 Prague 10, Czech Republic _
Tel+42 278 22050, Fax +42 278 22553 ik
Product: Avase! ' "3_
Carmel Software Engineering, PO Box 25055, Hamachshev Ltd Hahistradrut Av 20, Hnif:g;'lgrael._ _
Tel +972 4 416976, Fax +972 4 416979 S LR
Py oo Ly
Product: TNT Anti-virus, Carmel Angi-virus s -
Cheyenne Software Inc., 3 Expressway Plaza, Roslyn Heights, New York 11577, USAI- ol
1 o1 'J:-'J Lk

Tel+1 5316 620 4450 Fax +] 516 484 3446
£
Product: fnoculan

Command Software, Suitz 500, 1061 E Indian Town Road, Jupiter, FL 33477, USA.
Tel: +1 407 5753200, Fax +1 407 575 3026

Product: F-PROT

Computer Security Engineers Lid, Postbus 85 502, 2508 CE Den Haag, The Netherlands.
Tel #3170 362 2269, Fax +31 70 365 2286

Product: PC Faccine Professional

Cvbec Pty. Ltd,, 133 Alexander Strect, Crows Nest, NSW 2065, Australia.
Tel +61 29965 7216, Fax +61 3 2438 2335

Praduct: FET

Cybersoft, 1508 Butler Pike, Conshohocken, PA 19428, USA.

Tel; +1 610 825 4748, Fax: +1 610 B25 6785

Product; F-FIND

Data Fellows Lid, Paivantaite 8 02210 Espoo, Finland.

Tel: +358 0 478 444 | Fax: +358 0 478 44599

Product; F-PROT

UDWL‘LLEH.‘.‘ CONFERENTE ©1995 Vi Bulletin Ltd, 21 The Quadrand, Abngdos, Oxfordshire, OX14 3%Y5, England.
(1135 555139, B part of this publicefion may be reproducsd, stored in o retrioal sysiem, or resmited s sy fom
witsoul the prior written permizsion of the publishen.



VIRLS BULLETIN COMFEREMCE, SEFTEMBER | $9.5 » wx

Datawatch Corporation, 234 Ballardvale Street, Wilmington, MA 01887, USA.
Tel: +1 508 988 0700, Fax: +1 S08 988 0105

Product: Firus X Screen Link Virex for Macintosh

Diamond Chip Computers CC, Znd Floor, 4 Susmann Avenuz, Blairgowrie, Randburg, Johannesburg,
South Africa.

Tel: +27 11 886 3131, Fax: +27 11 863331

Product: FiruGuard

EliaShim Microcomputers Lid., PO Box 9195, Haifa 31091, Israel.
Tel: +9724 516111, Fax: +972 4 528613

Praduct: Firusafe

EMD Enterprises, 6 Cardinal Drive, Glenrock, PA 17327, LISA.
Tel:+1 717 235 4261, Fax: +1 717235 1456

Product: EMD drmor Plus

ESaSS BV, Saltshof 10-18, 6604 EA Wijchen, The Netherlands.

Tel: +31 8854 22282, Fax: +31 8894 50899

Product: Th:fude*r&ym

Frisk Software International, PO Box 7180, 127 Revkijavik, lceland.

Tel: +354 1 617273, Fax: £154 | 617274

Product: F-PROT

H+BEDV Datentechnik GmbH, Olgastrasse 4, D-88069 Tetmang, Germany.
Tel: +49 7542 93040, Fax; +49 7542 52510

Produet: A F Scan

Hunix Ltd, Budafoki ut. 57/A, 1111 Budapest, Hungary.
Tel; +36 1 186 7408, Fax:+36 1 186 T408

Product: Firns Busier

IBM, TJ Watson Research Centre, PO Box 213, Route 134, Yorktown Heights, NY 103598, USA,
Tel: +1 914 945 3000, Fax: +1 914 945 2141

Product; iBM AF

Information Security Services Imc., 1211 Distribution Way, Beltaville, MA 20705, LUSA,

Tel: +1301 470 2500, Fax: +1 301 470 2507

Product Detect Plus

Intel Corp., 5200 N E Elam Young Parkway, Hillshorough, OR 97124, USA.

Tel: +1 503 629 T154, Fax: +1 503 629 7580

Product: L4N Dest Firus Protect
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Iris Software, 6§ Hamavo Street, Givataim 53303, Israel.
Tel: +9723 571 5319, Fax: +972 3 318 731

Product: fris AV

Leprechaun Software Pty, Lid., 75 Redland Bay Road, Capalaba, Queensland 4157, Australia.
Tel: +61 7 823 300, Fax: +61 7823 1233

Product; Virus Buster

MecAfee Associates, 2710 Walsh Avenue, Suite 200, Santa Clara, CA 95051-0963, USA_
Tel: +1 408 988 3832, Fax: +1 408 970 9727

Product: Firs=-Soan, F-Shisld

MNorman Data Defense Systems, Suite 201, 3028 Javier Road, Fairfax, VA 22031, USA.
Tel: +1 703 573 8302, Fax: +1 703 573 3919 i S

Product: Norman Firus Control TR
Panda Systems, 801 Wilson Road, Wilmington, DE 19803, UUSA, T8 ANt
Tel: +1 302 764 4722, Fax: +1 302 764 6186 W 1D
Product: Panda Pro, Bear Lock, Dr Panda Utilities Latll o
Peter Hoffmann Service GmbH, Friedrichsplatz 12, 68165 Mannheim, Germany., .00 1ail
Tel: +40 621 4311 901, Fax: +49 621 444 273 .
Product; PC Safe
Reflex Magnetics Lid, 31-33 Priory Park Road, Kilbumn, London, NWe 70P, UK. he

Tel: +44 T1 372 6666, Fax: +44 71 372 2507 CrRT A
Product: D¥skMer M 13

RG Software Systems, 5900 East Camelback, Suite 630, Scottsdale, AZ 853251, USA,
Tel: +1 602 423 8000, Fax: +]1 602 423 8388

Product: Fi-spy

Safetynet Imc., 140 Mountain Avenue, Springfield, NJOT0R1, USA.
Tel: +1 908 851 0188, Fax: +1 908 276 6573

Product; FirusMNer-Pro

SA Software, 28 Denbigh Road, London, W13 ENH, LK.
Tel: +dd 81 998 2351, Fax: +44 81 998 7507

Product: PC mmunize I

S&S International Ple, Alton House, Gatehouse Way, Aylesbury, Bucks HP19 3XU, UK.

Tel: +44 206 318700, Fax; +44 296 318777

Product: Dr Solomon s Toolkit

SikkerhedsRadgiverne ApS, Knabrostraede 20, 4th Floor, DK-1210 Copenhagen K, Denmark.
Tel: +45 3332 3537, Fax: +45 3332 3547

Product: ASP Integrity Toolkit
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Softcraft AG, Nisderwiesstrasse &, CH-3417 Untersiggenthal, Switzerland.
Tel: +41 5628 11 16, Fax: +41 562811 16

Product; FIF

Sophos Ple, 21 The Quadrant, Abingdon Science Parle, Abingdon, Oxfordshire OX14 3Y5, UK.
Tel: +44 1235 559933, Fax: +44 1235 559935

Product: Sweap, Faceine

Symantec Corporation, 10201 Torre Avenue, Cuperting, CA 95014, USA.
Tel: +1 40% 725 2762, Fax: +1 408 253 4992

Product: Norton Anfi-vivus, CPAV

The Davidsen Group, 20 Exchange Place, 27th Floor, New York, NY 10005, USA.
Tel:+1212 480 1050, Fax: +1 212422 1953

Product: Faccine

Thompsen Security Software, PO Box 669306, Marietta, GA 30066, USA,
Tel; 0101 404 971 8904, Fax: +1 404 971 832E

Product: Doctor

Tread Micro Devices Imc., |F 228 Li-Shui Street, Taiwan, Republic of China.
Tel; +8862 3120191, Fax: +886 2 341 2137

Product: PC-Cillin, Stavoniock
Visionsoft, Unit C7, Enterprise Way, Five Lang Ends, Idle, Bradford, West Yorkshire BD10 3EW, UK.
Tel: +44 274 610503, Fax: +44 274 616010

Product: SmarSear, lmmuynizer
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THE ANTI-VIRUS STRATEGY SYSTEM

Sarah Crordon

Command Software Syvstems, Ing, 106] E. Indiantown Road, Suite 500, Tupiter, FL 32477, USA
sarahig:dockmaster.ncsc.mil

ABSTRACT

Anti-virus protection is, ar should be, an tntegral part of any Informasion Systems aperation, be it personal
ar professional However, our ohservation shows that the design of the actval anti-virus system. as well as
it feplementation and maintenance, can varge from haphazard and sketchy to almost totally nonfinctional

While systems theory in socielogical disciplines has come under much attack, it has much to offer in the
monagenen! of integration of technologival applications into daily operations, We will evamine the "angi-
virus " strategy (Policy, Procedure, Saftware frelection. implementation, matntenance]), focusing on areas
where the ‘system " can fail. We will address this interaction from o busingss, vather than a personal

conguiting, point af view.

The Anti- Virug Strategy Sveten will examine anti-ving strategies from a Holistic General Svstems Theory
perspective. By this, we mean that we will concern gitrselves with the individual pars of the svsiem, theiv
functionality, and their interaction. We will draw from various IT models specifically designed to provide a
haolistic, forward-thinking approach to the problem, and shaw that for our strategy to fowrvish, we must
comcern gurselves with the system as awhole, not merely with its individual components,

1 INTRODUCTION

Computer virus. System failure. These words bring to mind a computer sysem brought 1 its knees - data
cormupeed and time wasted. Is this an accurate picture? We hear arguments against investing in virus
protection: *Viruses are mythical. Your chances of getting hitby one are pretty rare.” Others tell us
anti-virus software is a necessity: “Vimses can cost your company a lot of money, Better safe than sorry
What are we to believe?

Let’s assume that you don’t have any anti-virus software, 1f you are *hit” by a virus, the cost will be
proportional to the value of your data and the value of your time. Independent studies [1] have shown
that this costcan be quite high, depending on these factors as well as environmental factors such as how
many computers you have [Note: If your data 15 of little or no value, and if your time is worthless, then you
can well afford not to have an anti-virus strategy ).

We will assume here that your data is worth something o vour company, and that your time also has a
significant value, In this case, you will want 10 protect your camputer sysiem from vireses. We will concede
for the purists among usthat not all viruses are intentionally harmful, but stipulate that intentional harm is

i SULLETIN CONFERENCE D995 Vinas Bull ctin Ltd, 21 The (nesdrant, Abingdon, sfordshdre, 01435, England
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not requisite for actual harm. For our purposes, allocating disk space and CPU time and/or modification of
files without knowledge and consent (implied or otherwise) constitutes damage, as do deliberate or
unintentional disruption of work, corruption of data and the lost time menticned earlier, Basically, we are
saying vimses are bad and we want to protect against them (there may be some wonderful new virus out
thers in development that can help us, but that is beyond the scope of this paper).

Fortunately, we are in luck. The very thing we need already exists: sofrware, which will detect 100 percent
of viruses listed by the Wildlist [2] as being known to be in the wild. In tests run against a library matched
with the Wildlist. several programs were capable of detecting all such viruses. The necessity of detection of
‘lab” viruses is another matter, and will not be covered at this time, although itis addressed in [3].

Since we have such software, we should have no problems. However, there are problems, Something is
wrang. Before examining the sources of the problerm, a few comments on definitions we will be using are

in order.

2 DEFINITIONS

The definitions used here are pretty generic, and are adapted for use in an interdisciplinary approach to
the problemns addressed. Some among us would argue that the systems movement was born out of
science’s failures [4], but in this paper, we take the view that General System theory 15 a child of
successful science, and as most children, it sees things through optimistic eyes. We have specifically
avoided in-depth discussion of categorical schemes, generalizations, and other commenly used “wels’ of
General Systems thought, and have focused instead on the simplest of the simple. The ideas in this paper
are drawn heavily from very basic works in gystemns theory. They are not new ideas, but it is our hape
that their application to the management of security and computer viruses will help us identify some of
the problems we may be overlooking.

21 GENERALSYSTEMS THEORY

A system is a set, or group, of related elements existing in an environment and forming a whole, Systems
can be made up of objects (computers), subjects (your employees) and conceptz | language and
communication); they can be made up of any one or more of these elements. There are “real systems’

i those which exist independent of an observer), and "conceptual systems’ (those which are symbolic
constructs). Cur system, “The anti-virus strategy system’, is not so different from many others, in that it
is composed of all three elements: compaters (objects), people (subjects) and concepts (policies and
ideaz). Each of these systems has its own subsystems. For example, your system of networked computers
consistz of individual computers. These computers are comprised of yet more subsystems;
microprocessors, resistors, disk drives, ete. Our systemn consists of both real and conceptual subsystems.
A gystem can also be said to be a way of looking at the world, or a point of view [5].

Concepts, laws, and models often appear in widely different fields [6] based upon totally different facts.
This appears to be at least in part due to problems of organization, phenomena which cannot be resolved into
local events, and dynamic interactions manifested in the difference of behaviour of parts when isolated or in
higher configurations. The result is, of course, 3 system which is not understandable by investigating their
respective pants in isolation. One reason these identical principles have been discovered in entirely different
fields is because people are unaware of what those in other disciplines are doing. General Systems theory
atternpts o avoid this overlap in research efforts.

There are two main methodologies of General Systems research; the empirico-intuitive and the deductive
theory. The first is empirical, drawing upon the things which regularly exist in a 82t of systems. [t can be
illustrated fairly easily, but lacks mathematical precision and ean appear to the *scienfist’ to be naive.
Hewever, the main principles which have been offered by this method include differentiation, competition,
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Fignre I, Anti-virus Strategy Svstem - The Emironment

il PROGRAMSPOLICY AND PROCEDURES
(SELECTION, IMPLEMENTATION AND MAINTENANCE)

Where dowe begin in examining the interaction of our chosen system elements? Let's start with the
software selection. Anti-virus software is selected based on a wide number of criteria (). While some of
these criteria arc beneficial, several are counterproductive at best (9). We need to be aware of exactly how
our company’s software is being chosen, and not leave this vital aspect of software selection up to people
who do not have the experience or experiise to make a selection that will maximize your organisation’s
protection against viruses.

Does vour anti-vins software detect all of the viruses which are a real threat to your organisation? Before
wou glibly answer yes, vou should recognise that all products are far from created equal, and that even the
best products will notachieve this goal if not properly maintained. Consider the following:

"When asked what happens to two Mocks of copper initially at different temperatires Ieft alone topether in
an insulated container, students will reply that the blocks will come to the same temperature. Of cowrse, if
asked how they lomow, they uswally say ' 'Because itis a law of nature .. the opposite is true...it is a law of
matire hecause it happens, [10].°

Apply this to vour anfi-virus software. Does it catch viruses because it is anti-viruz software? If 20, vou can
depend on it, as its name defines what it is. But, if vou even loosely apply this concept, you will see that it
i5 anti-virus software because it catches viruses — and i1f it does not, then what does that make it?

Remember the followng quote:

Wvou call a tafl a leg, how many legs has a dog?’
‘Five?’

‘New, Four Calling a sail a leg doesn 't make ifa leg " [11]
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Maintenance of vour software is another critical issue. Maintenance refers not to the upgrade, but to the
maintaining of the software on 2 daily basis. What does it require to run? Are you supplying what it needs to
live? Or s itmerely surviving? Does it have adequate memory, power, disk space to run optimally and
lessen the chance vour emplovees will disable it? Is it in an environment free from other programs which
may hinder its performance? If you cannot answer yes to thess questions, you are not providing an
environment for this element of vour strategy system which will allow it to rerain viable. It will not
survive. Like living systems, the anti-virus strategy system requires a favorable environment, else the
systemn will adapt. Unfortunately, in the case of this system, adaptation can mean softears becoming
disabled by the user component of the system, or everridden by a competing software component. All this,
and we have not even added viruses which by design cause a problem to the system by the introduction of
instability.

Even if you have the best anti-virus software, and are running it optimally, there can still be problems.
Software is just one part of the strategy system. Policies and procedures play an important role in the
overall strategy. Even the viruses we mentioned earlier play a part in this system. Then there are the least
predictable agpects of the gystem, the human beings. How complex is this system? How much should we
expect the people involved to understand?

Ackoff defines an abstract system as one in which all of the elements are concepts, whereas a concrete
system is one in which at least teo of the elements are objects [12]. Asyou can see, our system is concrete.
It isalso by design an open system, one into which new components may be introduced. Some of these
components are by nature ‘unknown” (1.2, actions of people, how software may react, viruses which may
appeark.

When these components are introduced, we have to consider first how they behave on their own. Next, we
have to consider how they would behave in combination with any and/or all of the other elements. Finally,
we have to consider how ‘things’ in general will be if neither of the objects are present. In its most simple
form, a two-part system would require four equations, but of course, you can see that as the number of
elements increases, the number of interactive equations grows by leaps and bounds [Table 1].

Linsar Equations Monlinear Equations
Ona Several Mary One Several Many
Equaton  Equation Equations Eguations  Equation Equations Equations

Easy

Essentially Very Vary Impossible

Algebraic  Trivial
impossible  difficult difficult

Ordinary  Easy Essentially  Very Impossible Impossible
differential impossible  difficult

Partial Difficult || Essentially Impossible  Impossible  Impessible Impossible
differential impossible

Table I. [From [3]] - Introduction of Elements
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One of the svstems theory approaches we can draw from here to help illustrate the problem comes from
what i& sometimes called the Square Law of Computation. This means basically that unless vou can
introduce some simplifications, the amount of computation involved in figuring somethimg out will increase
at leastas fast as the square of the number of equations. Cansider all ofthe interactions between humans,
computers, and software, and you will see why it is impassible to precissly calculate what the results of all
of those interactions will be. We cannot even measure them. In other words, vou cannot pessibly anticipate
all of the problems you will encounter in irying to keep your company's data safe from viruses, because you
cannot possibly caloulats the interactions which will coour onee you begin trying to formulate a strategy.
Needless to say, these interactions create “problems’.

If we examine our anti-virus strategy in various ways, we may be able to see things more clearly. Another
helpful wiy in which we can view our system is as an expression, such as the terms of a set. For instance,
the notation:

Let x stand for marriage
Let v stand for carriage
Let  stand for bicycle

The set [x,y,z] is simple encugh for anyone to understand. Using names in 2618 takes us to the more
complex:

[The lock on your face when you saw your first child, a proof that Vesselin Bontchev is not the Dark
Avenger, an atom of plutonium]; wherein the first no longer exists (or possibly never did); the second has
not yetexisted, and the third is out of reach of the common man.

If you were to be asked for the meaning of the ... in the set [Alan, Dmitry, Fridrik...] would you say the .
represented men's names? Names of programmers? Names of programmers who make anti-virus software?
Mames of people not from the United States?

What 1s the rule for determining the meaning of what is anatated? Is there some unwritten heunstic of which
vour employees ane not aware? What 1s the meaning of the three dots in our set?

This has a particular application to policy. Users can easily understand, * Do not tum the computer offif you
find a virus', Can they as easily understand, ‘Do not reset the computer if you find a virus™? Can they
understand, *In the event of a suspected virus, call the administrator or take appropriate action™ What isa
suspected vims? Is it any time the computer system seems to act strangely? |5 it only when the letters fall
off? Afterall, that"s what viruses do, right? What i appropriate action? [Tum off the computer, Call vour
supervisor, Reboot the computer, ...] What is the meaning of the ... in thig get?

4 VARIATIONS ON ATHEME

How well are our strategies doing? As pointed outearly on, not very well. Why not? To help answer that
question, next we will examine the problems of our strategy using the concept of variation. We recognise
the duality of variables as they relate to information processing; the significant values which variables
acquire at the two extremes of their respective spectra. Specifically, in order for a system to continue to
thrive, information must be processed. Disorder, uncertainty, variety = all must shift from high to low
[Tahle 2].
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Imagine, for a moment, that there s such a thing as the “average anti-virus expert’, Taks him or her aside
briefly, and start talking gently and generally about computer viruses, The chances are good, even if you
are gkilled in keeping a conversation running along lines of your chaoice, that the subject matter will veer
rapidly towards the technical. You should notbe surprised if the expert makes a sudden subroutine call to
highly technical matters; youshould be even less surprised if you find that the subroutine stack becomes

lost, so that a return to the original topic of discussion is impossible,

Likewize, much of the literature published in the short lifetime of the anti-vims field is largely technical
in content. Even documents which are supposed to be corporate anti-virus policies, writlen in *plainspeak”
and signed by Topmost Management, sometimes manage to lose themselves in a tangle of “technobabble’,
This can be hard to avoid if you are trying to describe the bestway to navigate through 2 nightmare world
infested with armoured, tunnelling, full-stealth, highly polymorphic, multi-partie, fast-infecting malware
abjects,

Sometimes, though, the problems which emerge from the technological computer virus battleground are
decidedly plain. Often, the ‘obvious’ attack (the unsubtle, widely telegraphed, low-tech viral broadside)
sncceeds where deviously clever programming fails. It may be an old bromide [1], but we can hardly blame
technalogy for the ongoing prevalence of viruses such as Form and Stoned [2]. In July 1994, another
technically unremarkable virus succeedad globally, making a sudden appearance worldwide: Kaos4.

This paper is a case study of an attack by this virus on a large South African company. Managers, network
administrators, and users alike were all surprised by the sudden appearance of the virus, they were even
more surprised when the virus reappeared just as suddenly three months later, As you will probably guess,
these were not innocent, defenceless victims — especially as the lessons leamned after the first attack should at
best have prevented the second, and at worst allowed it to be handled with ease.

However, asan intemal survey has shown, this organisation’s corporate anti-vinus awareness has improved
as a direct result of the Kaosd incidents, and the risk of viral disaster in the future has been addressed, and
reduced. It would probably be going too far to describe Kaosd as a blessing in disguise for this company
{and it would offerthe virus itselfa function and legitimacy it does not possess), but they have certainly
managed to leam from their mistakes. As will become obvious, though, they did not leam quite as swiftly as
they might have done; others will want to aim to do better, faster,
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To maintain the privacy of the company studied here, we shall refer to them as “The Company We're
Studying, Limited’, and abbreviate this name as “TCWS". And, before you smirk at their story, ask
yourself if vou are absolutely certain that it couldn't happen to you.

THE INTERNET SPEAKS

According to the Internet, this is what happened (messages have been edited to remove personal or
commercial identifying information; errors are reproduced as they originally appeared}:

Dakea: Thu, 28 Jul 94 Q7:55:11 =0400
From: ART Aanti-Virue Company <abcBdef.ghixs
subject: Virus warning (PC)

We have discovered an infected file which has been spread on Usenet
in the group ‘alt.binaries.pictures.erotica’. The wvirus is called
Chacsd/ kohntark €37, and is & com/exe infector. No current scanners
seem to be able to detect it vet. & detector/disinfector routine 1is
available in the file ‘abodefg.zip’. which has been uploaded to
geveral sites [(wuarchiwve.wustl.eda, ftp.funet.fi,

ftp.informatik, uni-hamburg.de etc.)

Sinceraly,
2. 0. M=one
AREC ANti-Virus Company

i e " . i sy Sl n At - e [ L Ry e

Date: e, 30 Aug 94 01:04:37 +0400

From: V2 —xyz@uvw.rst>
Subject: Re; [Mews] EADST? (PC)

Hi !
somebody@scmewhere . com (Some Body! writes:

> I have been hearing about a new (?) wvirus called KADS that
= has been transferred over the internet. Does any one have

> any infeo on ic?
Any names of this wvirus iz ‘EKaosd’,

sg far, verified reports or samples of this virus have been recelved
from the US, Austria, HMorway and Finland.

It seems that the wvirus was distributed over Usenest, possibly in one
cf the alt. groups.

The wvirus is not very remarkable - it is a 657 byte non-resident
COM/EXE infector, which econtains the string ‘KODE4d [/ Kehntark® (The
‘e* has 2 dots above it). This string is not encrypted and can be
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found with any text search utility.

The virus does not seem to have any specially interesting functicns,
and does not contaln any destructive code, so the probhblem 1= not as
sericous as it might hawve besn, but the wirus might hawve non-
intenticnal side-effects, such as preventing a machine from booting
if it infects IBMEIQ.COM/IBMDOS.COM on a machine running IBM DOS.

=T 5
Date: Sat, 01 Qct 94 11:20:-46 =0404
From: Another Person <apBpgr.stus

Subjest: Re: Ra; [Hews] KADS? (PC)
XE¥YZ (xvzBuvw.rst] wrote:

= Any name of this wvirus is ‘Haocsd’.
» S0 far, verified reports or samples of this wirus hawve
> bzen received from the US, Austria, Horway and Finland.

and South Africa. ..

Cheers, Another Person

lgnore for the moment the obvious inconsistencies in the above messages; the bulk of the information
explains what happenad, and how the virus came to make momentary global headlines. Froma viral
point of view, Kaosd was interesting because of a novel combination of factors:

» the viruswas uploaded openly to the Internet, posted into a newsgroup, which acted as a vehicle to
spread the virus rapidly across the globe

» the uploaded infected object was a commercial shareware program

¥ thizprogram wasa game

» the upload destination on the Internet was an unmoderated newsgroup better known for
disseminating pomographic pictures

» the uploader made no atempt to conceal himself, acknowledged the upload and claimed that be had
taken appropriate precautions, buthad been let down by an anti-virus scanner which gave his
upload a false bill of health.

MYTHS CONSOLIDATED

The nature of the Kaos4 distribution gave the virus multiple angles of importance in the media, and in
tearooms across the corporate world. Unfortunately, the immediate lessons learned from it, judging from
informal conversations with victims at TCWS during my consultancy immediately following their first
attack, were not particularly useful. In some cases, they served only to perpetuate those maccurate myths
which arose years ago, when the computer vines first began to become a problem [3].

Computer games have long been singled out 2s *dangerous’ software, and many companies have banned
garmnes because of the viral risk they pose — rather than because their employees are usually taken on to
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BATTLE STATIONS
The first TCWS engagement appears to have unfolded like this:

w The actual infected game, as uploaded to the Internet, was brought into the company. Whether it
was downloaded directly from the Intemet or transfemed to an employee by someone outside is
uncertain, although it seems that the later was the case.

» The game was tried on a handful of PCs on the corporate network, which all became infected.

» [nfection spread from one of those PCs 1o one of the company” s NetWare servers, and executable
ohyects which were part of the corporate mail system were infected.

o= Diher zervers on the network became infected when control workstations attached to both the mail
server and one or more of the user file servers executed infected mail software,

= Warkstations were rapidly hit as infected programs on infected servers were accessed by users.

None of the anti-virus scanners in use at TCWS detzceed Kaosd, which is unsurprising: presumably, the
author went to some trouble to ensure that this would be the case, and relied on the virus travelling so far,
=0 fast, that some victims would be hit before their scanner updates arrived.

Scanner detractors will be quick o point out that this is an unacceptable and ongoing weakness in
scanner-baszd protection, and that integrity checkers would have noticed this viral attack as soon as it
started. Thus, TCWS s problem was that they had ¢lacted to use the wrong anti-viral toels, Scanner
versus integrity-checker arguments have become, in some quarters, the *Holy War® of the anti-vins
community; fortunately, there is little need for us to consider this debate here, because TCWS's problem

was rather different, and much broader than this.

Firstly, although several brands of anti-virus software were in use within the company, TCWS had a
corporate licence for one specific product. This licence permitted them to install the software on all user
worksiations, where the buili-in integrity checker of the software would have identified the spread of the
virus early in the day. Additionally, their vendor was consulted by telephone, and immediately provided
a virus database update which allowed TCWS to detect Kaasd.

Some departments of TCWS swung into action quickly, and removed the virus from PCs in their
corridors. Others had never got round to installing anti-virus software on their systems in the fiest place
(though the company had bought and paid for corporate protection some time before). They were much
slower to react, because they had never carried outa dry run — they left the anti-virs leaming process
until they were faced with the *Real Thing’, whereupon fear and panic added themselves to the equation

and frustrated their attempts to do things correctly and efficiently.

One or two departments took the extreme approach of clesing down all their PCs, disconnecting from the
network, and laboriously cleaning every PC before going live again. Sadly, the fact thatthe corporate
clean-up was neither co-operatively performed nor centrally run meant that they beatsome of the more
lax departments to it. Furthermore, they merely removed the virus, and paid little attention to their
current network configuration, So, when they brought evervthing back up again, it was back to square
one, Just as the virus had entered and propagated across their server and worksfations before, so it did

agam.

THE ENEMY WITHOUT

From the scope of the attack, you might conjecture that Kaos4 is a “difficult” virus, with tricks such as fast
infection and stealth to help it spread far, fast, and unobserved, Actually, it is a very plain little virus, Kaos4
is a direct action { non-memory-resident) file infector; it has no stealth capabilites, making no effort w
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Rate these people or groups in order of their importance to
controlling viruses inside the organisation (use the digits 1 to 5,
with § for ‘most important’, dewn te 1 for 'least important’}.

[ 1 ) Top managament

[ & } Herwork administrators

{ 3 ) Computer maintenance contractors
{ 2 )} Bveryone else

4 ] HNe.

Although they chose to place the bulk of the responsibility on someone else {they picked network
administrators as most important), they voted "Me” into close second, which is 2 good sign. Top
managerent were placed in a very distant last place. Strangely, however, despite the importance associated
with network administrators, it was unclear what TCWS users thought these administrators would be deing
in dealing with viruses:

Rate the following items or activities in order of the wiral risk
they pose to the srganisation (use the digits 1 to 5, with 5 feor
'highest risk’, down to 1 for "lowest risk').

Exchange of disks with cutside companies

Use of disks to move infermation between work and home
Incorract network administration and configuration
BEoftware taken from bulletin boards or the Internet

g
)
1
3
5 Illicit copying of softwarxe from other peopla.

=
Tl P e g g

[
{
{
{
\

Incorrect network administration and configuration was felt to pose the lowest risk to the organisation,
Although the inextricability of the link between virus protection and network sccurity was stressed at the
TCWS user anti-virus seminar, it would seem that there were not enough users there to hear the message
that was preached that day. Piracy was rated most risky, with exchange of disks with other companies voted
into second place; the Internet got off more lightly than [ had expected, rated in third place.

WHAT NEXT?

The oreanisational culture lessons from this case study are clear, and somewhat surprising: even though
your users may recognise the significance of their role in kesping the organisation virus-free, they may
vet have a certain reluciance to leam, Their virus awareness may improve, but not as much as you might

wish it to:

How would vou describe your computer virus awareness of a vear ago?

[ 78] Excellent. Understood the technical and corganisaticnal issues

[10%] Good — confident I knew encugh to handle ene if I get hit
[46%] Fair - heard of them, and had scme idea of how they spread
[17%] Poor heard of them, but they were ‘somecns &lse’s problem’
[~0%] Zera never even knew that viruses existed.

And how deo you describe that awareness now?

[ 7¢) Excellent. Understand the technical and organisaticnal issues
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[40%] Good - confident I know encugh to handle cne if I get hit
[45%] Fair - heard of them, and have some idea of how they spread
[ 8%] Poor - heard of them, but thev're ‘somesone slsefs problem’
[ 0%] Zerc = pever evean knew that wiruses existed until right now.

Satisfactorily, 23% of respondents claimed their knowledge had increased over the last year; 3%,
surprisingly, said their knowledge had gone down. Nevertheless, even after & year during which computer
viruses received a high profile inside the organisation, more than half the respondents effectively rated
their own knowledze as insufficient o deal with a virus should they get hit. And hit they were:

Did wou get hit by the Kassd virus in the past year?

[ 5%] Yes, more than once
[Z1%] Yez, once only
[7T4%] HMo.

Have yvou had a virus *other than Kacsd* 1n the last year?
[ 28] Yes - more than cne

[13%] Yes - one only

[B5%] He.

This iz a high virus incidence rate, and the administrative lessons here are obvious, and not especially
novel: run vour networks properly; use vour anti-virug software; and make sure that when netwaork
reconfizurifion is necessary, that it actually gets carried out. At TCWSE, the IT administrators managed to
make the same mistake twice. Your goal, of course, will be to make no mistakes a1 all.
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ABSTRACT

Thiz research conciders the human issues when designing an information svstem that is resistani o
computer viruses. Most information security considers technical factors but offen ignores human issues.
This paper begins by looking at the development of svstems analysis and the compares it with
infovmarion securitv. This is followed by a summary of curvent literature which indicates the imporiance
& Rumuan fTciors,

Finglly, there is a case study of a large ruliinational organisation where a computter virug injected the
compiiter syitems, The situation is analysed in context to current literature and the developments which
are GoCHITing (R Spstems analysis.

KEY WORDS

Computer virus, information security, Virual Methodelogy, Soft systems analysis, Human issues and
computing.

INTRODUCTION

It is possible to compare information security to general systems analysis as both involve analysing an
infarmation system in order to determine requirements followed by a design phase. While methods to
implement information security have remained relatively static. the last decade has seen the traditional
approach to svstems analysis (also known as hard systems thinking) questioned as to its suitability to
information systems. A major problem with the traditional method is that it ignores the human factor.
Information systems are censidered in the same light as machines, assuming that they behave logically
and as instructed. People are the main component of any information system and it is generally
understood that they are not totally logical.

The human issues are manyicld and include the objectives of personnel (which may conflict with those
of the organisation); the cultures of the people involved; and attitudes which can be influenced negatively
by low morale or positively by a good esprit de corps. It would not be feasible to expect users to
cooperate in designing a system which is going to make them redundant or cause them to carry out a
considerable number of extra tasks in their day to day work.
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10) What happened to the people concerned

An emplovee who was an Analyst/Programmer on secondment to the finance department was suspected.
He was severely reprimanded, removed from the project he was working on and retumned to head office.

The AnalystProgrammer left the organisation shortly after this incident to set himself up in bosiness
writing software for personal computers.

Members of management and those involved in IT security in the organisation were considered to have
behaved correctly and in accordance with organisational procedures.

11} Conclusions from the case study

Viruses are considered by the organisation to be a real threat, not just to large companies but also to
standalone applications in small enterprises and therefore should be taken seriously.

Tt was falt that the creation of standards and guidelines was vital and that it was essential to check for
their compliance, even if 1t wag only in a cursory way,

The organisation thought that awareness of the need for information security has to come from the top
and each layer must be seen to support the policy.

Organisationally, information technology plays an important role in this company. In addition to
business computing, it is used in other areas such as process control manufacturing and site security.
Through experience, the company has a well-developed ethos of security towards its computing
resources, However, its geographically dispersed nature has led to a fairly complex organisational
structure with some duplication and some gaps in managerial responsibility.

In particular, the growth of PC based end-user computing has provided some weaknesses in overall
organisational control. This is because the security ethos was based on centralised large scale computer
gystems, Conseguently, thers was a lack of sufficient security measures and procedures in this area.

The management of end-user computing resources is by its nature a difficult task. Its mam purpose is to
harness the creative talents of employees by arming them with powerfial tools, bt inevitably this can
cause confrel problems from an overall organizational perspective. Managerially, it requires a level of
trust combined with publicity and an educational policy that creates awareness of the organisational risks,
This is largely because the disparate nature of the computing resources makes it very difficult to régulate
each individual user.

Unfamiliarity with the culture of the PC can, as in this cass, present problems, The ease of access and
widespread use of PCs {many people own one at home) encourages the exchange and swapping of
software, (especially zames) and experience. This is completely in contrast to the bureaucratic,
centralised and heavily controlled culture of centralised computing. The capabilities of many modem PCs
easily outstrip mainframe computers of a few vears ago and the sense of power accorded to end-users

may lead to almast fanatical extremes,

The problems in the case arose out of a commaon blind spot exhibited by many computing professionals
whose experience is based on centralised svstems, Despite the existence of seemingly secure systems,
they were unable to anticipate one of the major problems of PCs - virus infection.

The perpetrator of the misuse was clearly a PC enthusiast who was almost certainly using company
resources for his own interests, His subsequent occupation as a games author would seem to confirm this.

An approach ro secure svstems such as that offered by the Virmual Methodology [Hitchings, 19%5] would
not only reveal the organisational and managerial issues but it would expose this kind of weakness. It
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I INTRODUCTION

[ recently looked at some anti-virus (AV) products as a buyer and found that the state-of-the-art in virus
response has moved forward, but only slightly, toward what we need in an enterprise environment. One
product will auto-disinfect floppy disk boot sectors on presentation without user intervention. Another
product will auta-recover from BSMBR virus infections but still requires operator intervention. There is
also a product that will install on infected systems and clean the system during the installation. There iz a
product that has been capturing virus specimens for years. Many products will notify someone overa
netwark, but incident accounting seems to be mising altogsther.

The reason for the slow progress may be because there is no vision of what kind of product we should be
maoving toward, or maybe the AV development community is just more resistant to change than other
development communities. We can do something about the former; that is, tell the AV development
community what we want. This paper is justthat, the ‘Enterprise Wish-list for AV product developers”, |
hope that there will be other papers that wall correct my errors or include my omissions when and if they are
identified. Such work is good and will fill the need for the lack of visionary direction it seems that we need

s0 desperately.

Genzrally speaking, we are etill working with the philozophy of non-automated responss 10 virus exposurs
and infection response. Basically it's ‘product seez it, someone cleans it”, This is fine for the single user at
home, butnot much good for an enterprise environment. Wit we need is a Fully Automated Response
(FAR) for virus exposeres and infections produced by the viruses from which we are most at risk, the
In The Wild (TTW) virns. [ would like to see an automated response with no user mtervention and
automatic sample gathening and reporting for ITW virus infections and exposures. | think thisis extremnely
important in cur environments which are directly exposed to the same in-the-wild vimses on a daily basis.

FAR iz a response philosophy for the known risk; it is not a substitute for unknown risk mitigation. FAR
handles the 99% you know, not the 1% risk you have yet to experience. Once expenienced, the unknown
risk becomes the known risk and is incleded in the known risk handling (FAR ).
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Decision 1 - always remove the ITW vims.
Decision 2 = abways report incidents and include a sample of the virus.
Decision 3 - always compile statistics,

The event, as an exposure or an infection, mustbe closed by the conclusion of the response, After-action
decisions, such as notification, are handled outside of the response. It is this “total response to the event”
that we currently lack. We augment our current responses with customer service manpower, technical
support manpower, user manpower, and fraining manpower. All of this manpower is a waste of our
oreanization’s resources, We've just got o do things smarer!

FAR should be considered a ‘medivm security” solution, {Those needing a “high security” solution must add
appropriate technology. )

Note that FAR lacks the “tell the user and make a big deal of it" philosophy. I have found in asking users
that the last thing they want to deal with is a virus; *1 just want to do my work” is the most common phrase
hear when talking to enterprize users. [ agree with the wser; let them work. Let virus administrators notify

users when necessary.

For those concermed with “user interfaces’, what better wser interface could thers be than FART Absoluiely
ma user input is required, In non-FAR situations, user response is via a message directing the user io call
the Help Desk (or whatever is desired), Administrator interface (1o the FAR prodoct administration) 15 a
different iszue, and keep in mind that system administrators generally are more computer lirerate than most
end users.
The reasons we need FAR arc:

e [t costs too much 1o *open a ticket and dispatch a tech” for mdividual virus incidents

o The resulting (and expensive) workplace inserruption is not necessary and oo costly

& Wecan ot down the necassary virus training for echnicians and employees
We need the aufomated reporting, so that we can justify re-licensing the product next year.

If vour vis problem consists solely of infections by FAR-TTW viruses, it is easy 1o calculate the cost
savings. Justadd all the costs of the Help Desk calls, plus the PC technician’s time, plus the lost worker
productivity. This is the amount you would save with FAR for [TW viruses,

FAR need only handle our biggesi visk, the ITW virus, There 15 no need to include every obscure
research virus in the FAR concept. New [TW will viruses appear, and need to be included in the FAR. Most
products have demonstrated that they can supply scanners and cleaners for new [TW viruses very quickly
(sometimes in mere hours), so including them in FAR products is trivial.

The idea behind FAR is to use an automated response toa FAR-TTW virus infection or exposure whenever
possible. This includes product installation, There are no technical reasons for why a FAR-ITW virus
cannot be dealt with when installing a FAR product on an infected system. If generic selutions suchasa
generic MBR restoration instead of a real MBR restomtion are necessary, these are acceptable.

*False Positives’ are non-existent in the FAR model. Since we are tallking about working with known
viruses, both memory and object infections can be positively identificd.

FAR isnot a replacemnent for all current AV products. FAR is the distillation of the besttechnologies into
the exact product that will be of the most value in fighting viruses on the front lines. FAR s technology

comes from the multitede of other products, all FAR necessary technology iz already in existence in

different products. Research and Development of current products must continue. There is no reason for
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The actual details of ereating a working solution from which we may all come together i in the making. It
looks like there will be three or four different places to report infections and xposures and send samples.
Muore details will be forthcoming.

200 CERTIFICATIONS

While there have been no ITW sample bases to test products with, there are a lot of *virus zoes® out there,
Using these zoos to “test scanners’ las been the definition of AV product testing. *Zoo scanning” requires a
known contral base and proper interpretation of results, two things in short supphy. What has taken the place
of representing our actual threat has been this ‘zootesting”. The scanner is pitted against one or many
private collections of a myriad of viruses, Trojans, joke programs, simulator samples, and just plain junk
files, We are *given results’ and told that this certifies some product as good for use in our [TW
environments, Few things are further than the truth,

Zoo certifications are really a sort of “what if the research virus made it to the wild?’. Occasionally this
happens, but frequently the new IT'W virus is new, so *zoo scanning” doesn’t help. Proper interpretation of
this sort of *scanner testing’ may be valuable, but just isn"t directly transferable to solutions to our ITW
problemas. Worse still is that these certifications give one a false senze of securnty becauss they are very
madequate tests, Just because a scanner can identify something in a zoo scanning test does not mean that it
will find the virus in an infected environment (this i5 a common ocourrence ],

We must de-emphasize “zoo certifications’ and emphasize ‘TTW certifications” using a known ITW sample
base. Casual magazine-type of *AV testing” without professional guidance mustbe avoided.

INDUSTRY RESISTANCE

The AV development industry has just come out of a war with the virug creation community. The virus
creation community provided, the AV development community included, repardless. This has little to do
with our [TW problems except that some AV developers got so caught up m the war, they forgotthe
civilians. The fact is, until recently when [TW virs testing became something which could not be ignored,
it was ignored by most. There has never been a concerted effort by the AV community to deal with ITTW
viruses, AY developers must engage “full disclosure” of ITW vinuses. Current exchange restrictions should
only apply to research viruszs. Current systems and philesophies will take time 1o change.

The AV industry is sometimes inflexible in what we nzed, but inclined to what they think we n2ed.
Consumers bear a fairamount of the blame for picking products which identified ever-increasing numbers
of viruses (zoo certifications) and insisting on a scanner solution, We have refused to listen to sage
advice for the different level of security solutions, insisting that there should be just one, the scanner,

The mdustry is peared to our marketing weakneszes and will resist the direction in which we really need
to go. We must change our requirements to reflect our real needs if we wish to move the AV industry to

provide the solutions we need.

OURSELVES

We a8 a consumer community aré going o have to look at the information that we see and make zome
intelligent, ohjective analysis. We have to leam the difference berween an article and an advertisement.
We are considerad by the marketing community to be drones waiting to be told what to do. Don’t blame
anyone else; it isour faul. We are much more educated in other areas of purchase, and naive in AV product
selection.

We need to get reliable information from security organizations rather than advertisements. We need to
support activities which are directed at [TW vineses and the reliable, appropriate handling of them, Ifyour
security organization does not have sound, measurable efforts in these areas, we need to demand them.

UD LLLETIN CONFERENCE €1995 Vieus Bulletin Ltd, 21 The Quadrant, Abingdon, Oxfordshire, OX143YS, England,
+34 (1153 823138 Mo part of this pueblication mey ke reproduced, stoesd bnoa retreval syetem, or fransmitted in oany foem
wifiod the poor wrillen penmission of the publishers.









VIRLIS BN ETIN COMFEREMNCE, SEFTEMBER | 995 - 37

o Create an infaction report
» Send the report and sample to the virus administrator when possible

» [ntegrate the infection report into the virus administrator’s summeary
Several things happen and don’t happen in this instance:
% The usercontinues working with a clean executable that does not later infect the system
# The administrator knows what the user is exposed to before the organization gets infected by it
¥ Vimsincident statistics are automatically compiled.

I do not consider the failure to restore a write-protected file as a reason to interrupt the user, This
disinfection failure should be forwarded to the virus administrator, and the appropriate decisions made by

the administrator.

Same cleanup as the BS exposure: The virus administrator needs to determine how and when the user is
notified of the problem that could have disrupted their work. The administrator 2lso needs to determine

the fate of the collected sample.

o THE FILE VIRUS INFECTION

File infections come in 2 huge variety of infection types and techniques. In some cases, the virus is
non-rezident, making it easy to deal with. In others it may be prudent to use the resident virus. Some viruses
are so virulent thatthey must be removed from memory entirely. The exact technique or series of steps to
disinfect the system is dictated by the virus type and capability. However, the goal is the same: remove the
virus without user imtervention, get a sample, and make a report,

In this case, we imagine an executable which is infected without FAR protection. The subsequent starting of
thiz svstem thus makes the virus resident. Let's say someone booted their own floppy, infected the system,
and left. The virus infection will be active when the system is subsequently booted by the regular user,

The general FAR response is:
o Identify the ITW virus infection
« Establish a clean environment or change configuration, if desired or necessary
« Secure a sample of the virus
e Restore the infocted objects or delete companions
e Create the infection report
e Restore the sysiem to an operational configuration if necessary
o Start or restart the system
« Send the report and sample to the virus administrator when possible
o Intzgrate the infection report into the virus administrator’s summary.

The order of some items can be changed depending on the implementation philosophy. The pointis to geta
sample, remove the virus, and notify the appropriate party when possible.

While the user may get a little show as the syatem is restoring itself, the user goes to work with the
minimum inferruption once the restoration is completed, the administrator knows what is happening, and
statistics are gathered.
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WHAT ARE THE STANDARD STEPS IN THE BOOT SEQUENCE?

The PC boot 2equence is a long process to explain in words. [will be discussing the four numbered items of
the hoot sequence in greater detail after the description of the entire boot sequence in digested form. 1 break
the sequence down into four major sections:

NORMAL PREAMBLE TO FLOPFPY OR FIXED DISK BOOT

Starting at power-on, the Intel chip loads REAL CS:1P with FFFF:0000.
This lacation 15 in ROM-BIOS {Writable FLASH EPROMS in newer PCs).
The instructions at FFFF:0000 start the Power On Self Test (POST).
. POST installs vectors pointing inte ROM or shadow BAR.
POST performs all its duties and zcans for additional ROMS.
Each RO may initialize mare vectors, returning control 1o POST.
2 CMOS memory 15 examined to determine the device to be used for BOOT.POST finishes and checks
for presence of a floppy in the BOOT drve.
If a CMOS confirmed floppy is present, BIOS perfomms the FLOPPY BOOT.
If not, BIDS performs the FIXED DISK. MBR BOOT,

NORMAL FLOPPY ROOT

Eead drive 0, sector 1, head 0, track 0 into kocation 0000:TCO0,
Then continue the process with the GENERIC OPERATING 8YSTEM BOOT .

NORMAL FIXED DISK BOOT

Read drive B0, sector 1, head O, track 0 into bocatran G000 700,
Set CS:1P to O000: 7C00.
3. Thecodeexecuted isusvally a standard MBR.

The MEBE contains two critical data areas, one undocumented.
DRIVE ID used by newer Microsoft Operating Systems

Oftzet 1 BEH through 1 BEH s undocumented,
PARTITION TABLE {PT)

Offset 1BEH through 1FEH is well documented,
The MBR code starts by copying itself to location 0000:0060H.
The code sets CS:0IP to 0000:0060H ransferring control to the copy.
The MBR cede reports any errors or absence of partitions m the PT.
If there are no errors, the MEBR code loads the active partition BS.

Thiz BS iz loaded at 0000 TCO0,
Continue the process with the GENERIC OPERATING SYSTEM BOOT.
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GENERIC OPERATING SYSTEM BOOT (USING IBM DOS AS AN EXAMPLE)

Set CS:IP to 0000 7C0O0.
4. The code executed i3 usually a DOS BOOTOR. SECTOR. sector.

This code may change diskette-tuning parameters in BIOS,

This ¢ode analyses the BPB (BIOS Parameter Block) for disk structure.

The BPE contains the size of the system areas and the sector count.

Using the BPB, the directory is found and loaded.

Compare the first items in the directory to [BMBIO.SYS and IBMDOS.SYS.

If they exist, set the cylinderhead/sector to logical cluster 2.

Calculate the ¢luster count from the size of [IBMBIO.SYS,

Load those sequential clusters starting at cluster 2 into RAM.

If absent, notify the user of a ‘ Non-Systemn Disk” and request reboot sector sector sector sector. [f
present, set CS:IP to the beginning of the loaded IBMBIO.SYS.

For brevity, | have marked only four of the many places of virus risk in the sequence. These four will be
discussed next.

WHAT ARE SOME PRIMARY RESOURCES EXPLOITED BY EPIDEMIC BOOT
VIRUSES?

1.VECTOR CHAINING

Most boot sector viruses simply chain [NT 13H (BIOS disk services). Some boot sector viruses chain a
vector like the timer and wait for DOS to be loaded. All current epidemic boot scctor vimses occupy RAM
and not ROM. Thiz may change, due to certain advances in PC BIOS disrribution.

2. CMOS MODIFICATION

Some viruses will medify CMOS BAM during infection, and force the PC to ignore the diskette drives
during subsequentbeot. This kind of virus will then always boot from fixed disk. Once the virus boots, it
may hide its having booted from fixed disk by detecting, loading, and executing the flappy boot.

3. MASTER BOOT SECTOR CHAINING

Many methods are uged by viruses to gain control during fixed disk boot. One virus has completely
rewritten the code for loading the active partition. Others use methods similar to diskette boot 2actor
chaining. Some viruses change methods on fixed disk, when the same method would suffice.

4, OPERATING SYSTEM BOOT SECTOR CHAINING

We see two common methods for storing boot sector viruses on a floppy. The first method moves the
original bootsector to a fixed location. The second method calculates aplace to store the oniginal boot
sector. When using the fixed location, the virus programmer counts on rare overwtites. When using
caleulation, the virus programmer counts on rare disk maintenance, Both methods have heen successful. An
attempt to subsurme the entire legitimate bootcode will probably fail.
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WHAT ARE SOME BOOT-TIME OPPORTUNITIES AGAINST EPIDEMIC BOOT
SECTOR VIRUSES?

L.VECTOR CHAINING

Certain portions of the first 1 MB are known to be ROM only. Other porions may be either EAM or ROM,
and still others are RAM only. We detect vectors which are potentially pointing into virus-cwned memory.

2, CMOS MOMFICATION
Where a specific virus has modified the CMOS memory, the original values can usually be restored.

3. MASTER BOOT SECTOR CHAINING

We cannot claim to protect Master Boot Sector code from rewriting viruses. However, in combination with
our diskette methods, we will still detect them. For chaining virnses, our code will usually alert the userto a
virus attack. We will install a new and better Master Boct Sector code portion than the original when we
remove one of these viruses.

4. OPERATING SYSTEM BOOT SECTOR CHAINING

BIOS has a documented unchangeable diskette vector which can be safily used. Certain precautions must be
taken to guarantee that safety, With the vinus dizabled, the vector chain through the virus may also be usad.

WHAT ARE THE 24 CRITERIA BY WHICH WE MEASURE ANTI-VIRUS PRODUCTS?
{(MORE OR LESS IN THE ORDER OF EXPECTED O(CCURRENCE)

We feel that epidemic boot sector viruses should be given special attention, beyond simple remaoval, Crver
time, we have developed a set of criteria by which we measure our own and other anti-virus products. We

currently have 24 such criteria.

Some criteria measure sclutions to technical problems. For example, all viruses can be disabled while they
are active in RAM. We expect anti-virus products io disable at least the epidemic viruses.

Oither criteria measure solutions to social and operational problems. For instance, we believe the most
effective time to educate a virus victim is the exact time at which they put themselves at risk. The action
which put them at risk must be defined simply, and the ways of avoiding future risk must be explained, also

ammplhy.
Eight items in the following list will be given extra attention during the talk. They are marked by
asterisks (*).
*1 Detection
There is 4 virus here,
*2  Identification
It is this virus, with sufficient certainty,
3 Acquire pre-removal recovery data
Recovery issometimes difficult without the virus present.
*4  Disable viruses
Chain through all vims 15Rs, or replace vectors.
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5 Report virus disabling to user and identify the virus
Let the user know when the virus function has been stopped.
0 Owerwrite the virus in memory
Leave [SR chains when required to guaranteée operations.
T Restarereplace boot sector'master boot record as necessary
Restore when a copy has been saved, replace when overwritten.
* 8  Offer a new Master Boot Record even when no virus is present
Only install new MBR to detect future viruses if user accepts.
* 0 Owerwrite virus data on disk with removal distinguishing data
Users must be able to identify overaTitien data easily,
10 Restore CMOS RAM data where possible
Some viruses protect themsebves by preventing floppy boot.
# 11 Report damaged files if possible
Decode the FAT and report files overwritten by boof sector viruses.
12 Restore program files where possible, back up ambiguous restorations
Leave the choice to use the infected file up to the user.
13 Report infected files
Believe it or not, some products do not report properly.
14 Report vires removals
" This to is sometimes inadequately reported.
* 15  Describe how this virus infects PCs, and how to avoid re-infection
The user must be educated to avoid re-infection.
16 Provide viros Het=Line information customizable for MI5 departments
Muast companies want an internal specialist to be notified.
17 Anmounce product name, version, and copyrizht
Everyone does this correctly nowadays
1%  Perform all these functions optimized for speed
Some anfi-virus products are slow and‘or cumbersome.
10  Sitore encoded session resulis on original media if wirite-enabled
Keep a very condensed record of results: there may be many.
20 Allow user to write-enable for storing encoded session results
Give ugers 1 chance to recover from a simpls mistake.
21 Offer to copy contents from virus-infected floppy to clean one
Users need 1o continue using their current active digkettes,
22 Suggest write-protection for current diskette (compliment if found)
Keep encoded session safe for [ater review.
23 Provide session resulis to caller
For desk-to-desk virus removal, an easy review method is good.
=24 Restore RAM (if boot loaded) or suggest reboot (if COMMAND loaded)
Bring the PC back to the GENERIC STANDARD for the OS.
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WHAT DO WE RECOMMEND TO PREVENT OR WIPE OUT EPIDEMIC BOOT
SECTOR VIRUSES?

Identify behaviours that cause virus spread. Educate users to avoid these behaviours. Use all available tools
to facilitate this education and behaviour prevention. Determine what features an anti-virus nesds to be
wseful in vour organization. Buy the best general anti-virus product with those features. Install it properly
and keep it up to date. Tn addition, we feel that when the majority of diskettes used in an organization have
D¢ technology, the number of virus attacks will decrease dramancally.

OhverByte Corpovation welcomes licensing to and industrial partnerships with other anti-vins companies.
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Around half of this paper is devoted to exploring in depth the way DOS handles files. You will find &
regular sprinkling of several Data Structures maintained by DOS. At first glance it might seem that this
piece is devoted fo a dissection of the innards of the DS filing systam, rather than a paper on “Securing
DOS". Howewer, it s not possible to SECURE DOS withowt knowing wirat DS {5 And the filing
evstem is what DOS is all about (or at least a majonty of it 15).

[ would like to clarify that, in this paper, ['m not suggesting a fgid solution. As a matter of fact, there are
no solutions in here, This paper raises more questions than it answers; questions which ["ve asked myself
over the past few years. Some of them I've managed to answer. The rest are for you to ponder. If these
questions lead anyone to devise a solution, similar or drastically different from the one | propose, this

paper will have served its purpose.

Iecta alex ext: The die 15 cast,

WHEN ARE VIRUSES A FROBLEM?

I became involved with computer viruses in 1988, Back in those days, | used to teach at a computer
training institute, They happened to get hit by the Brain virus, [t was a bad situation, 604+ infected
systems (they used simple PCs - not even XT3 - in their training labs back then). All disks were infected,
inchiding the student’s floppy disks - it wasn't funny! Anyway, it so happened that [ was the only person
around who could perhaps do anything ahout it - 1 did, The rest as they say, 15 history.

Since then I've served as a consultant to seveml large organizations, the Government and some Defence
Establishments. Owver the years, I've come to a conclusion that virieses (by themselves) are not a problem.
By themselves they re just like any other software or hardware glitch, You're just unlucky if it happens
b Bt you,

The problem is THE PROLIFERATION OF A VIRUS. I've always encouraged organizations that
have had a major outbreak to try and reconstruct the sequence of events which led to that cutbreak. In
over 98% of the cases, it turmed out that the virus came in on a single floppy digk. From this entity, it
jumps to usually just one svstem {so far this is NOT a problem vou can't cope with). From this svstem it
jumps to other disks and from these to other systems (it could also go over a network). By the time you
detect the intruder, scores of systems are infected. NOW you have a problem on your hands!

I've always stated that the earlier vou detect the intruder, the faster vou can deal with it, saving oneself
misch heamache later,

The trick then lies in DETECTING THE INTRUDER AT THE EARLIEST AND PREVENTING IT
FROM PROLIFERATING!

MY CONCEPT OF SECURING DOS

My concept of securing DOS is securing the executable entities which can be infected by a vims. For the
purpose of this paper, |'ve restricted myself just to securing executable files. Boot Blocks, by
comparison, are far easier to secure.

When 1 talk of securing executable files (before 1 proceed further and I actually detail how this can be
done), It ks important that we have a clear understanding of just how DOS deals with files - especially
since what we are golng to end up doing is securing files.
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HOW DOS KEEFPS TRACK OF FILES

DOS keeps rack of files on a volume using its file system. The DOS file svstem consists of the File
Allocation Tables (FATs) and the Root Directory. The Root Directory can contzin both files and
subdirectories. Each subdirectory can also contain files or further subdirectories.

For the next couple of lines {unless stated ctherwise), | will refer 1o a file as an "Entity’,

Every entity has an ‘entry’ (hereafier referred to as a Directory Entry or DirEntry) in either the root ora
subdirectory, That DirEntry is the starting point from which DOS manages that entity. From the
DirEntry, THS knows (amongst other things) where the file actually starts on the disk, and its length (the
file size).

[f the DirEntry provides information as to where the file actually starts, the FAT provides information as
to where it resides as a whole on the volume. For a detailed understanding of how the DirEntry and FATs
are used to keep track of a file, ene can refer to several books on the topic.

Suffice it for now to state that the Directory Entries and the FAT are used by DOS to keep track of the
actual layout of files ona given medium.

While it is not imporant for us to know the FAT structure, it is important to know precisely what the
DirEntry looks like, as we will be employing it in our scheme. Each Directory Entry is 32 bytes in length
and has the following structure:

Table | : DirEntry (Directory Entry) Structure

DirEntry STRUC

DE_PrimaryMName  db 8 dup(® ) : B bvte primary name
DE_Extension db 3 dup (* ") + 3 byte extension
DE_FileAttrib db 7 » 1 byta for file attribute
DE_Eeserved db 10 dup (7} » 10 bytes reserved field
DE_FileTimme dw 7 » 2 bytes (word) file time
DE_FileDatz dw 7 ; 2 bytes (word) file date
DE_Cluster dw ? ; 2 bytes (word) starting cluster
DE_Size dd? : 4 bytes (dword) file size
DirEntry EMDS

As you can see, the DE_Cluster {starting position of the file) and the DE_3ize fislds in a DirEntry and
then using the FAT, DOS is able to get to a required file.

Since we’ve got around to defining some stractures, we might as well define another - especially as we're
raing to employ it in our proposed scheme. We'll call this strocture the Current Directory Structure
{CDS). A CDS is maintained for each and every drive in the system. Each CDS Entry (CDSEntry)
cantains the current working directory for that drive (which explains why DOS doesn’t forget which
directory you're in on drive C when vou go to drive A or whatever!). Apart from the current working
directory, the CDSEntry contains a pointer to the device driver to be called for performing actual disk 1/0
on that media; bit attnbutes which specify the availability of the disk, whether it is JOINed,

SUBSTimted, or a netwark drive, etc,
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The CDS is built at boot time by DHDS as it processes CONFIG.SY'S, If the said file has LASTDRIVE=F.
D08 builds CDSEntries for drives A through F. If there were no drives bevond C, the bit attributes for
CDSEntries for drives D thru F are masked to indicate that those drives are invalid or not available.

The structure of @ach entry in the CD5 is as follows:

Table 2 ;: Structure of Entry in CDS (one for each drive till LASTDRIVE)
Structure valid for DOS 4+

CDSEntry STRUC
CDS_CurremtPath db &7 dup (D) . 67 bytes to hold current path for the drive in the
s form; CADOSVWEREIONS. The path is null
; terminated
CDS_DrvAttrib dw 7 : 2 bytes that hold flags to indicate whether drive
: is physical, network JOMNed, SUBSTituted ete.
CDS_DPE_Pir dd?  far pointer to the Drive Parameter block for this
; drive
For local drives
CDS_StartCluster dw 7 ; start cluster of current directory
CDS_Unknownl dd? ; unknown
For network drives
CDS_Redirector dd 7 : far pointer to Redirector
CDS_UserData dw 7 » user data from 21 WSfF3h
For all drives
CDS_SkipCount dw ? » holds count of bytes to skip over when
+ displaying the current directory. Mormally 2 5o
; that the drive and the colon are masked.
SUBST and JOIN change this so that only
; appropriate parts are visible
CDE_Unknown? dab 7 ; unknown
CDS_IFSPir dd ? ; far pointer to [FS driver
CDE_Unknown3 dw 7 s unknown word
CDSEntry EMDS

Phew! That much information, just so that DOS can remember what the current directory for a drive 187
Well, it has some other purposes too, as we shall see below.

INSIDE THE MSDOS FILE SERVICES BY ...

‘Inside the IBM PC”, by Peter Noron, was the first book which delved into the innards of the PC. A
areal Many programmers got their first taste of low-level activity by reading that book. Before that, it
Was just a case of:
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SFT_Size dd ? ; file size - taken from DE_Size on Open. Updated if

y neccessary when file is written to.
SFT_FilePtr dd ? ; file pointer - indicates where the next read or write

: will oceur (relative to start of file)

Far local files
SFT_RelCluster dw 7 : relative cluster within file of last cluster accessad
SFT_Sector dd ? ; number of sector containing DirEntry
SFT_SectorIndex da ? : number of DirEntry within sector
For remote files
SFT_REDIRIFS Ptr  dd? : far pointer to REDIRIFS record
SFT_Unknown diy 3 dup (0} » unknown
For all files

SFT_FCBMName db 11 dup(**) ;filename in FCB format
SFT_Share] dab & dup (7 ; information for use by SHARE
SFT_PSP dw ? ; PSP address of cwner of the file
SFT_Sharel dwar 7 : information for use by SHARE
SFT_AbsCluster dw 7 : abzolute address of last cluster accessed
SFT_IFSPir dd ? : far poimer to IFS driver for file
SFT_Emntry ENDS

But WHAT'S ALL THIS GOT TO DO WITH VIRUSES?

Well, so far we've made a candle. Now it's time to light it!

WHY DO BEHAVIOUR BLOCKERS FAIL?

Az I mentioned before, & behaviour blocker ig the only proactive tool which can detect (hope to?) an
unknown virus before it manages to infact an entity. Forgetting for the time being the associated nuisance
value which comes along with ope, you would think that these busters can keep out all viruses - past,
present and future. Think again!

You can liken a behaviour blocker to a sentry commizsionad to guard the entrances of a room. A
behaviour blocker posts sentinels at every entrance (read that as KNOWN ENTRANCES) to the room
in order to screen visitors for suspicious objects. So vou post one at those two doors and one each at the

five windows, Then pray like hell!

The problem is yon dide 't build that room. Neither did the sacurity azency (read that as anti-virus
vendor) which supplied the guards. The room (as a matter of fact the whole building) was built by that
company up in Redmond, And for all vou know, that room of vours could have a trapdoor that neither
vou nor the Vendor knew anvihing about. Did | zay OMET Well, think perhaps in the hundrads! Amyway,
that’s the loophole an intruder could exploit to get into your system - and they do.
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The kev then lies in SEGREGATING data files and program files; storing thenr on “different valumes
ind using different file svstems and filing systems to manage them, If this segregation can be achieved,
then program files can reside on a so called *Safe Zone® - to coin a new term. This Safe Zone (hereafter
referred to as SZ) would be a read-only volume managed exclusively by the OS. Since the 3Z would be
read-only, a new virug introduced into the svstem would be anable to spread (thouph it would attempt
to). However, the O8 could keep track of these write requests, and maintain a lop. Frequent examination
of this log would display strange behaviour and would indicate the fact that a possible virus is attempting
to spread - albeit unsuccessfully, Presto - vou have just secured wour 05!

Ssems simple enough - but there iz a lot more to it, as we shall shortly sea.

SECURING DOS USING THE SEGREGATION PRINCIFLE

Since DOS (as it stands today) has no concept of SEGEEGATION, it is obvious that such a concept
would need 10 be externally induced. | have been thinking about this concept for the last two plus vears. [
have conducted various experiments which have shown that it is TECHNICALLY feasible to employ
such a scheme.

The seed for this idea was sown shortly after I disassembled the infamous DIR-II virus to see what made
it tick, After studving the virus, I reached a conclusion that the only way to secure D05 pro-actively was
by parking yourself between the D and the OS5 of DOS. That is to say, at a level between the OS and the
actual physical media. The proposed method does precisely that,

It is said that examples bring the obscure to life. Keeping this in mind, we'll procesd with a real example
of how such a system is implemented.

Let us consider a svstem having a single partition (drive C). As things stand, the following directories
and files exist on that volume:

C {root directory)
ID.8YS {executable entity}
MSDOS.5YS (executable entity)
COMMAND.COM (executable entity)
COMNFIG.5YS (executable entity)
AUTOEXEC BAT (executable entity)

CADOS {sub directoryv)
HIMEM.EYS {executable entity)
EMMI86.EXE {executable entity)

ComC (sub directory)
NC.EXE (executable entity)
NCMAIM EXE {executable entity)
NC.INI [non-executable sntity)
NC.MNU inon-executable entity)

Our objective at this stage is the creation of a Safe Zone (SZ) which will be host o executable
entities, All non=-executables will reside on a normal volume called the Data Zomne (D)
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STAGE 1 - PREPARATION OF THE 8Z

A program (let’s call it SZPREP) is run. SZPREP sweeps through your hard disk determining the
directory tree and collecting the names of all executable entities which can be moved to the 52, It
determines that C:\COMMAND.COM, C:\AUTOEXEC.BAT, CANC\NC. EXE and
CANCONCMAIN EXE can be moved to the 8Z. (I0.8YS, MSDOS.5YS, CONFIG.SYS, HIMEM and

EMMM3B6 cannot be moved, as they must load prior to any other dnivers).

Having determined the names (and the total size) of the files which can be moved to the SZ, SZPREF
creates @ hidden read-only file in the root divectory of drive C. Let us call this file SAFEZONE.NE (how
imaginative!). A more generic term for this file would be a Safe File Volume (SFV) - there, ["ve just
coined another new term!

We nesd to clarify at this point itself what the structure of the SEV will be like. Since it will essentially
play host to files, it must have its own file system and data space. The exact structure of the file system is
a matter of design. For simplicity, it can be almost identical to the DOS file system - i.e. it can have a
boat sector, FAT, directory and data area. | would suggest that, instead of having the concept of sub
directaries, a flat directory structurs, using the 10 unused bytes in DirEntry (DE_Reserved) to store the
checksum of the path where this file resides (refer to Table 1) be employed,

SEPREP then maves (copy o destination. defete from source) all the ahove-mentioned files wiich are
candidates for being moved into the SFV, SZPREP then plonks a file (let"s call it SZMOUNT.SYS) into
the root directory of drive C, and modifies CONFIG.5YS. Your 5Z 15 now ready, and drive C looks like:

[ (Eoot Directory]
10.8Y8 {executable entity - can’t be moved|
MSDOS.5YS {executablz entity - can't be moved)
CONFIG.3YS (executable entity - can’t be moved)
SAFEZONE.NB (SFV)
SIMOUNT.SYS {executable entity to manage the SFV)
C\DOS {Sub directory)
HIMEM.5YS {executable entity - can’t be moved|
EMM3IZ6.EXE {executable entity - can’t be moved)
CAMNC (Bub Drrectory )
NC.INI (mon-executable entity)
MNC.MNL (non-executable entity)

As we can observe, ofl but the barest minimum of infectable oljects have disappeared’ from ihe volume.
In @ real-world siation, hundreds of obfects would have been moved into the SE, leaving fust six

passible candidates for infection,

STAGE 2 - MOUNTING THE 5Z

The 5Z is mounted at the time when the svstem is booted off the hard disk. DOS processes
CONFIG.5YS, and loads the SZMOUNT.SYS driver. SZMOUNT detects the presence of the SFV, reads
it {in order to determine its size, velume characteristics) and then (as one would guess) implements it as a

drite - & la STACKER, DBLSPACE, DRVSPACE - nght?

WRONG!

In the case of the above mentioned “drive doublers’, they would either treat the SFV [in thefr case 11 15 d
CFV - Compressed File Volume) as C! and the original drive as D: - ar vice-versa, Our software can't
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What then, if an application wanted to apen CANCINC.EXE. Well, the flag is RAISED, contrel passes
denwn to DOS e DOS can't find an NC.EXE, and so returns to SZMOUNT with an evror.
SEMOUNT xeex that itx flag is raised (a raised Tag indicates POSSIBLE activity may be reguired on
the 5Z) AND DOS has veturned an ervor, This tells SZMOUNT that it should attempt to repeat that
activiy on the 52, And at this point the Int 2 1h handler of 3ZMOUNT begins its real juggling act.

First, the Int 21h handler twidales with the CDS entry for drive C, indicating that the drive Is o
NETWORK drive.

Second, the handler refers to the D08 SDA to find out the contents of the various registers when DOSs
Int 21h handler got control of the request (the contents of registers, along with ether information is stored
within the SDA), The registers are reloaded with the stored contents.

Lastly, SEMOUNT lowers its flag and REISSLUES the call to DOS!

This time across, DS examines the CDS for drive C, and discovers that it"s a NETWORK (remote)
drive. A NETWORK drive, a5 far as DOS knows, may not have a DOS compatible FAT, and can be
implemented by any vendor he'she deems fit.

In crder to integrate alien not-FAT file systems with DOS, DOS provides hooks by which it calls
programs to implement remote drives. These hooks constitute the DOS Netweork Redivector Interface,
and a program using these hooks is called the Network Redirector. The Wetwork Redirector interface is
called via Int 2Fh (that is why SZMOUNT captured that interrupt, too) with the AH register loaded with
the value 11h, and the AL register loaded with the sub-function (Open, Read, Wite, Close gt )

To cut a long story short, DOS, finding that the drive is a network drive, issues an Int 2Fh with AH=-11h
and AL=16h (open existing file). DOS also passes a pointer to an uninitialized SFT along with other
relevant information in the SDHA,

On receiving control via Int 2Fh, SZMOUNT determines the function, derives a pointer to the filename
(OO EXE] reads the file systemn from the S£ into memory (at the disk level, not making any DOS
calls!), and ending the file, fills information inte the supplied SFT. At this point, SZMOUNT twiddles
with the SFT entry for that file to indicate that this file is a remote file. SZMOUNT then twiddles with
the CDS for drive C, to indicate it i a phvsical drive, and retums. Application wanted the file opensd;
SEMOUNT {(and not OS] has opened it for you,

Similarly, if vou issued a ‘DIR C:\NC" command, first the files on the DZ followed by the files on the
SZ would be displayed - despite the fact that they lie on seperate volumes! Well, actually, a DIR (that
translates into & series of find first/find next calls vo the OF) requires a kit of special bandling (a5 do the
remove directory and the rename functions), but it is possible to do i

Reads fand writesh do not raise the flag inthe Int 21h handler of $2ZMount. The handler dogs not need
to meddle with the CDS to indicate that the drive is networked. A read request on a file will result in
DOS issuing an [nt 2Fh, AH=11h, AL=8 if the SFT for that file indicates that the file is remote. Hence, if
a file on the 3Z needs te be read from {or written to), the Redirector gets control and does its job
(actually reading but never writing).

Similarly, various functions to take care of setting attributes, deleting files, managing directonies, etc, can
be seamlessly integrated as DS will alvways call the Redirector when if needs to access "networked

afrives ',
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