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THE SPEAKERS

‘WES A.J'+‘IE5

W::Am=5i:nS:niurPrimipalScienIistiuPa1mnal CDlI:[:tlltIl'HfiJ'dWI.I'¢EI'|d Upfirfifln.-E: Systermfnrthe
Eaa'ii1gC'an|pni:_rin3:attJ:. Washillflttan. Heiarespnnsihlufmapecifiahadwwuaudflefiatmtdardsand

suppcut inthaflaefl-glfangaauy. E211.-t:rl1:|-I:[:Ina.'t:t3i1t fflnfitnmlhlsmamgfidthn anti-vimsactitriliea for
Boeing, ttdtinlt hasremunsinfljut f|:Ir::n.-'eI 5:.1:ant1.rthut|sandpar5taualc::J11:uItt‘5tIfl:fldt.t-'iiE. T'|1E:EE1|:1i'|.'ili¢$
nrygcfiumpulicjrdemnninafiuntntachnical

mncahasmataddzefinemgunpumtupoflciasnmnssary fnrrcducina I11: risk fi't.‘11:I:tt::t:II.I1{:ItLter1.-'i1'I.|:ane:s, and
israsap-DIr5t"bIttfurII1::iri1'I:p1::I1:ent1tiDnandl:pdatE:. I-Ia uchesarfi-firmdamaamwchnicalmppan
mahrsmmdmmumfidmmmmmncunmummfinm nuethudnlngiea. He Itaalactmud an-di:1:lmt1i*'-tirus
discussion gI1:Iq:I5l1 H1:-:Law Enfanztamnt Emlhrmnc fi:rCuI11|:H.1te=r Sacurity, andth: 5u::u:i-nty fur

lnfnrrnalinn 1'.-Iamgcniell.

IIAVIJ} AJ.Tfl-RE'!'-.ICE'ti|'E5

_EJ-avizl Auhrtgr-Jnnualtubaen apt-I:F1':fi:: fifl'uI':iu.til-Iiflmput-EI'1'J:.E].uEII'3rai:nn¢ 1!iIE-{rand is In nutlturflyun
-uinncsaml tutl-‘H1115 1|.-*a.rfl.r:. fituhnrrlunua has a Fhflfiunludzr Unit-graft}-. In 1933, heatarled |::.1': ml.-11

I:nIrq:I-aJ11.r,.S;aaEa£E:ttti:. twhichapaaialisadincaupyprntaatfimmndamnbucarncarnarkctluldnr. ltwtts tllrclttgh
t:EI[:Iy]JTflin¢fiflflflhHFI.u1:lE'§|-Inna bemm: invulvadmmRgm . finallyjuining taTe::]m.i:a.1
E|'il'I:I:'I:I:triII I991.

Auh¢1:3-t-Janna in lb: an1I1J:c-n'.1fr]is]:I:Iat"""- .'Eng,rie:: '3-“II!1J.1li-1:E:].?B1'E-d mntpuuar security anl|1fiun.,whi¢]1curr:ntl3,r

prutanu uvuT5U,mJPfi3inmulfi-mfiumh,gmumn:nrinsfimEnmanda'fl1ub1ue-chip mgmtt-atima
WEI-l'H'fi|id:.

.]I['|'I E-ATE-5

Jim. Bahahuhcnimnluedh electronic: aJlhiswoI'kingli:Ee.;hftaI5urtri:¢=a3In e'-'tirRn-th:Engin::1'i11 the

R¢;r_1M.!::I.I‘rFmt:e, I'I:'|.lH:lI1']|I-II-Iilllflilil E1I:4:tt':II'I:i1:3-::It"im: Et:.ginE=BrtJfle:a1|5r:un1puteuuLdtahuJatu1a.1h"hIn
cnmwmrvirusasappunihuumsfllefusthtflncflflm tIi5&3a:I'd:r1: Ihattt. M1939, he brukedrauudu

anttnrpticrlt altdamljtaad Ihe1'.tI.’t‘a:muusAI.DS 1nf:r11na.IiunDii.Th1'5maIl:ad thr: BtaI't:t-fltiscanneclifln wilh
1:|:1: Campumr IE'r1'r:-IE bhilatfi-Eurflcalitniti Trartirhe ‘BMW mgularlgrcunsnltedhy fllamanduflicr natinmal
and intarrutlnnal Icawanfbmantmtagdrrttics. Htrmulfla nwumntpany. C¢mpuErFm'«miurL:ti.mtd his

the d:s'gner-nfd1eDIBScup1rh1q, ljffllill.

As weflasbeingareq1acmrdnnmb:rufF1ru3EuiIefini1'adui.M1jrhum‘d. Eatnsalanbeluugstu the

Ct1It‘tptItt.‘:t‘ S:.1.t1.1.1'£'t1.' Specialist Em-I.Ip ufI:|:L: Edith t3::I-:I:1_;I::I1.'.H=,.r'."'J'-'e::.:::iuI3.t,-.r. HI: ht:-Ida: I:lI:Et'r.'H: in E|I:::I1'u:Irti:
Engiteseriltg. andwastluttlnd aFt1IDw¢1"fit¢Inflfat|!eqjZ-!nflf_5'5tat‘anfl'Pr111'r:1n:u:e:'3 in 1931'. Hat:-ta
appointed Fruident fifth: mliua t:t:mnu;:El I:-dFt.ha.E.-1P 1'.u1"J'L'|3, and in an active 1I'IE.'lT1I:H:!' caftzhe Fawn.-nizr

 

£.vLT.E3'Lf£.E.ETEfC'tJ.|JFE|?'£?-'EE£It!!5i1r::BH1:=ti11Jd.J1 uufll-|11..l.Il1l1n.IZui'hI':h}lr:.IJII1-i3'I'l5'-.l.n:h1:I.
UDDU +4‘-=l{I}lEi5£l3!.]1'npunufI1flpuhHufi.unu}'h:npudn:d.mndhImimfl:}'flumflrmhuflIHdhflrhI

wniutnthtpuanruuilhp-utruiuiunnfhpth-lflna.
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NEWILLEBUIEARA

Ncvflieflulan firsth-:ga.n]:ImgIa.nII1:iJ1g iua5aan:l:I|:rard1uagauf1fl.ln I933. attlmagv: I:f'2I,h¢

piunccmd flaeami-1rin15n1:11ren1e.utin Ludjabyrheing flaafustinlhn E|J'|'.I'Ill'j."1t| ukaapaflflls B-min viruaand
1.-.r.r:-it: an p,ntid::m.1farIh:::u1m¢-Einn:fi1en, Iaehnsbeen atlh: fmefruntufihe hartlzagaimtviruseszill Imlja.

Si.I'I-I}E.'1H‘E"'.LB1J.1£»El'BI.'IH 5-E[1|'EIdflaIJEl]]E|Jl1E.]]tlJIl'|i]lfifll-EHIJ 111:5-u'Ir:I11:Im$nt uflndia, H3111: ufliu: Efirgust

unrpumiunsin the: ucmnlryancl 1.ra.rinu5defen::efil3h He an-naidars1iI.eIar:knfu.-Ear-awarenfi as
thagrnamatfautnrcnnuihnting In fl1nri:'usn1:m:'.=, nndnaintuberagmflaflgr 5|:IuJ1:'.11E::|.'JJ1'iI!Ig 4:-nth».-. alhject

atuser-gmupmeetilgsandcvumpularshmvaa

LUCIJJLH CARIC

Luci_1'anC‘.-aricgiined his LLE.IItE|1e Dhhersiur-qfhgrwb. ‘M1511 ha Burt-ad Iuwmlc ':n1:h:a1-ea of-wnputer

annuity m1u.'1I:uti-1.-':i.1'1.1:111:I.:1.|res in l9E|'].haa1reIn-djrhad extensive arm-3rienI:ainIl1a Hejuinad

L-‘aiardluhaia-as Pa:maFa1-nae {LWPFJI in the fi:n1:Lu"'!'ngau-1a:1ria in 1993 and 'Lscnnend:.»_1ii5a._,$g5i§|Im_.
F'l||2|I_i7I.'.I2-I5'|:'I€|I:2Il|2I-1'I|I112I|:IJ.' in1:h+:  Tmhmhy Surriuuu Sunfinn. Carin is rupunfiblc fi:nrnan:'q:n1t=.':r

5e:1JIiI:1.-' prnjtummld I11: chm-1:JI:Ipn1I:nt uf nnjurpuujncu cundumnd by I11: =5-uI:1:i¢:+r|. I5-'-I‘-I EI'I1‘-'~"-"-
:'.l'.-:1 I] L: 1 u 3:

In an effnrtm Lrrlpnwus-undards +.‘rf'::-I::«rr[:IrI1IHr3-¢I::1.Il'it'_'r a.ndan1i—vi1-uapmtacfiunin :;pg=;g,'E:=§§§
auiingaucunlrinufingadimrta aleIdingCtr1::nlian:un1;Iuturmng:.=ina..fl'ug.andha5t:.1:anp-an inaiarins

c-fbruadcuI:abumnm::1:rm:r1-h1Lsesanfl1:meuupnlitnnT1-'aInEnn. __,_,,r,lflL___.: __ __ J r__

GLENN -EELLTEE ' '-"-.'..'.:I'.'.=" '. . .'1.:.
.' . . =- r. .4 -~.-

Glurm Cuau.-asis lfiycaxauldmfllusltmtflycunualcbdaflficifimuj do::r:::i|1 Ennfiyfingficimqaag _ -.
3m_,I]fi:-r:3[5a&ir'e E.-’nI'1-'au':9i.I_1r. For his fn:La.J.}ra:m' prajuct, ha dmralupud ::|}1r::Il1;:l}.r}1~:c.‘1':irIB-I‘-*_IflI.‘,;'i;.ga=|:i_1!:|: I..:g:_1_q:uag:

PE '§'*l"I|i.":1l-IJ|:I.'lEI:I. -5:." :u'|-' I-r ___ -_|_|:_: _

He is nuwwurking at .Ee::1riI_1'b;a":Jrau1I!«a.r:5j»ui':fiE:u1a£:ii‘{.'iIEE.]a5a unit: :r.':¢I£ri.t_'r H_i.s,IgI_i1¢r

uxupnlflugiulereaisinnludenptxafing £].TSt-fll'].'i-|:|EiflI],.fiD-I[|pllEl1.|.FIiI:illg,l1E1:El'EJ nutnrlgrlgl
:mn1pI1urhmracfiu1HhhubbLum:md:fimuatflnmg,paIEhufingmd5mhfi5ipfi.-- -U.-_-_

I 11- II." "| 1'|

PAUL DIICIEIIH

Paul Dun:]n:in‘= in-.r+:nlv+:mmHnth: an1i-vinmfield mnrlndin 1939 i15=11JIi'lL‘sfriI:=I-, HI1i15~=|i%I'15'1'5|1=1I-=43lII!!t1tfi'
1I"LrI.:Is:s I-'u:rsrI:n~:5,-an: tn app-narflmt. I-I: m:ntfi1r¢1v:arsasth¢h::a4infth: Ennimzim-‘I.-"nnlabaxflme South

A£I'1'r::u1 C‘-:11'.nr::::i‘.!'_;E:ar$'«:=.I'-ir:'.I.tI_'_i|‘r3:: n.Ita'J‘:n:i'u1'I3-fu:!.R.u:rm.r1:J:i:1Pr:1n:r1-Ea, I:H':fi:n: rrncn.-ingtn E11g1a.1:u:| -uarlicrthis

yreartajninthe anli-1riru5tH.1:1at.5'-:J,::I!u:s' .F'£c.tl1apI1:Id11cm.'3 uffi‘-‘I"EEP. T11I:aI1:g111rEm11taII'i1'al i11TJ1I= EC.

hehasntlanpledha n':H1:hi5n:IarI:aa.Itrue Eurnpaln byaafingflrifish I:|1a-:11‘.-a. 4:lI'i1ringaFruI1t:hr:nI. and

riding an lutian 111a-Inrqrcle.

ALLAN JWER

Allan Dgrerfirst a1'I.1I:1i:a:1 binln-gicalvhus-:5, gtaduafingin 1.-liumhiuiugy fmm wmemmrfiaflege, Landau, in

l9fl4.H:awi1:i1:d flalda. animus ah-Iamr‘: in -:n:u1Iml Enainuarlng fl'nm.5'i'Ie.1?Ie£:i'U.raIve.r:1.ryin [931 and

Dnmbiued h'E.-skills prugtamlrfing mahaunamlugarnmmch laharatnnr. HI: fi1'stII1d:t¢{In'q:ruh:r1'irua=5 in

I933 while a S1-rstents Fmgrmmermthemndansaham a_f'.H}-:gi:I1e:1ndI}'apIc1:Md'e:iEc£ua,andjuinndIi1e
taammmnflin5fl1:minamnnb:rnfLm1du:n +ZH3]J:flfl.H¢I1'lU1'Edffl-Hiinfl Bznngin 1993.m IH.1'wrnaJ:1:ge:s
F-PRDT Pmfuaaiunal furfidfiee Ea. L111‘.

flflfl I.-':E.1l.|5fT1'a1'4.'Z'-3'.'a'F'E:'5!2E:'flZ'EI|:-Ill-!lI5 'uI'lrI:.IBIi]v|th L'Ii.1] Th I1II:ln.rI..A.hha::l-HI. lillzllllltit. DJIL1-1 J35. E-Iini.flfl:HSS!lHHup1dmhptiu&nm|yh:q:m;nd.m:di|mHnm15um.urum1rHmn3'§bm
wi'fl:1ulfl1a]:rJu:«rI.'rHI:np-:|'n:|utu111f'fl1:puh1'u11::E.



'I'fRLP5BUI.LEl1I'JC'Df'fl”El'lEHIl:E,5EI"TEJ'h'HER I'H'5--ri
 

-l'Ul.'II"|' EEIWARIIS

Indy Edwenle is nmierneempnterflnfrnrereflpecialietetfliimnts Stave Uniurr-en;-.-,whereehe ‘Ba membernf
fl::e:W'i|r"i.|r'Tee1n anI:|nI|ft1:I sit-fiaclminisnatnr. Shepemdflmlnterneltafinhlgnnd lrelpdulcnppnrttn
Fanu|ty,etnffaudinsn'ne1innn1¢I:rtI'1:ut=r1nhE. end else dues independent Internet an-nmltillg.

Edwerdeheldee Ir.{e.eter*.-Aegreaein inetrue1inru11'*;:.re:en1sTecJ:.::nlng;I.r fi-nrnfeefram Efnnverern-Ezcnllegeni
Edtliafinn, nnJ:laPerenna1Cn1IqJut¢1'E3nnr:linnl:rrnnerlifie:1:e fi'nInfl1I: E-":::'1-'eI":.EgJ4:§".SrJwa1Ir:I':er1-.t.FI»:I'::ii:ae.

RICHMIJJ FUJI]!

Richard Fereln-btained a BA. in P113.-rsic:=.fI'n111I2|rneen‘e-College, D:-zfnrd, in 1939. mdwentnum fllldj? fnrn
D. P]:._iL in Sfi1.u'i:m1d1Inh1n' Phjraiee. I-I'M intereninenanpnterv-in.1neehegu during Iirrenmnrm nfi1i_r. renenreh,

when fl1e+:=nn1;r1.rnar here-an-.ui11gbefi.1'ne infieldwfflnthe Ia‘-'peniehTeIee:n11'm':ue. 'The=1Ii1'n5 n-iggered,
maailjr dean-nying :.]'.1rr|«unII'La" 1.In:rrt]1 nfrea-u1t'a.,buIra.d1er1*;|nntn:nin,gtn:nti-wrirueeefhraxe fnriireallmrer.

Fn-Id hi|:r:eH:tE".5. .'|T!I-I. .|' i '..-.|:

In lhefn-llnwi1:Lg grennhewrvnte vnrinue—nrtieE:e Fn: Fernsflleiiminandhecilne eelitnr inJnnI.La11.I' 1993. He has
sirlnn leenned nndtllkedwnrld-wiflecm flxeprehlerns pa-Mb}; melieinuzannflwere. In April efthie year he
jninI}=!|i*ti1eE1.:rr:,r:rue.r5ee:en'fl_1-'e1iee:ei::1'£aeI Iljfiafl-!',.| iI!|.fl'II: UB3.-3 Di:-ennnrefleeeeuh.

n. ""_~':L -"I-"er

SARAH GIIIRIIHN

Sarahfinrdnn, Sennlilj-'Annl1retfnr:Innrrren.euf.5‘:g1Frmsre3;.-smnznfm. Ilfl-IJIEII an imitezlepeakereterjeie

divermumihrgmrcunl them epnnnmedbyflneJma'fimn.¢n'a£i:flfl1nJ'firfiee:imJnn::nnen::5'SciaIE
Hate .E|EF'E'='G|J"J,'nnd Wee Fuflefl.-1. A fiE[[fl-EflIDflHfl'iJufl}ItD5E~¢uIil].'iI1|111!1Ijf'IEEhJ]lEfll pulmeeeens.
shB'i.'E'arn: fl.':-hfiifiniéfnffliefiee 94 ]'FI'FTl2l1:mre:dfiJrherrenee:eh nu enninlnrrdethinnlinlgnlinaflnnenf

tenhnnlngy: ‘Technn1ni:i::nL11.rEnnhIe:I |E.‘1'i111-::EI11"f|:i::|.:; Parafiignufize fllfl ‘Year EIIIIEII’.

See ha4"i'I:'Len1[jI'e'tnn;J-htnd reaeereh p1'n_1:ntenIf.-nfiann Lnmersrrpiu Unix. seeu.m'r;.r nnxiln E1::I:rIp-Liter Emacs.
Emrentptnjecih-.-ini:lI1de 'Deve|nprnentnfInfnm1a:inu5¢eIn113.rEdneannnjnDeuein«pirLg tiieunnie-3', and
‘Ann-Virus Pn:-dnetCefliFr:e::inn I-rIe::11nuin1ugiu*.% can be heard nIfl1:nI1]:+::-E:1IIiJJgr'hE:13itIrr-:I.TE7z:riH':j11=a1?EI"

3EI:'=l.|'1'I!_1.-'  mEeltimare, in mi:-Izuerand I15-El I159-J-rr,na'eciI1 Lnndnn. in'J'~i|m'en:her.

Eentfinrdnn i.ed1e Prndumh-ienager fi:nlr:!'r_~.-lfie.e .=I.s'.me::'r:.ms" ee-::I.Irir1.revn|ut'Len5. Aetingnnfilefncnlpnim
relafingtnprndnetdeveln-pment. pneilinniaa,-g, delivery" and suppnrt. he in nnmpemrgr epnleeeperenn and
Huang reeidenteeepeeteenieeneerelefina 1:ann::rq:uuten-irunee. enheipriee date quality an-ureune, end
e~ee1.1ri1-_-.r. ffiwnreleufibuleicgrnund ‘I1 thecnniputerinriunlry epnnalbre-er] rang-e nfe:-:pee'innue:f'rn:nIeteil,
ehmnnei a.-ndenrpnrete ealeeteeemrflfingendpendmtnuekefingfdevelepmezummagerfnrnnunrk

nenelritgr endmenngernent

Priurtnjniningifn-‘flee. Gurdnnu-aefl1eprndnetdevdn11n1entn'mnagerfcrnemrn|1:neeurit}I and
nuenngementpmduete el: E:|re_1.xer:.ee Eenfiu-n.r=e. Before Erie, been reelpnnreible for p1'nI;hI:|! marlret-ing end
teehnin] ale: fun-ntinne wili CflH1,nuIl£f'a-flxfiflidlfl InHerm::£nn.rrJen:i.pre1rinueI3r.1.I.'ne npmductmanaaer
1.».-'rI:11erretI.I.'=::r|LIe=n]::n-::1u:-g_1.r eemqhnrenmpanynndm independentegrsteu-r1eeeneuI1m1L Helms nnME-A frvnm
the Lfiiherfigl qffihnenfl: and n BBS fI'nrn.Ffn_,|E.1m

 

mm mELflRfl¥ fl!fiWfi$IflILflflTMQIflflnAHl.flm$flIflnflIlI3IEEI'ifi.
+-I4|_'l}:|.:}55.E-133.hhpedn{flflIp1¢Jl»:|fimnu'bumnnhe¢n:dh:mnirnJ1y'mm.mInemflhdhm;rEm1

ui1i1.u:Inrep'inrvn~i'tte|1p-:11n'u11eI1ni'Ih:-;III1iI1'ruL
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Iggorfirebertsnldiui in Pariaandgraduntadiu l9E9fiumEm£eI3ena31:Iea£EPa:£.r.wiLhan'aju-I in

bi-D-t:a:hn:!1ng_Ir- Hewnrimdasa past-ducmratcraflchfiat S-ta1:I.fi:IrtI-I:|:ai311.i11g Insuralnct-Hnfls applinadtfi

targag-at tm4:.1:iI'g_ irttaga-.aJ'|a|1.r-3.i.-2.51:1 Iutnntnfi: piluts.Iu19'9£I, Ihestarteclmuae his. patlnm matching 4.‘-::l;|:Il:l'I:i3E
to halp dutmtthn Emwing numha -ufcu-try:-utcn-iruafl. In 1993. I1¢h:=m;1ed HIE E1111:-'i—igflI1f"fl5=-!|}E£'J'
‘|»..?'u-u.s5a:an prudI.n|:‘.t]iT1I: asnmmguer nflhe 1'e5:an:31 aitddrv-:lu1:rn1:rntttu11.T:+:|m-'11: applieahisslfills t-D
dcaigjflng enhanced and-virussyatcmn, yrenrs crferqaeriencc in the fialtl.

D1!-lII'E'!t' GRYAEIWID1-7

Dn1iu';,*t?:r;,rmna1.'wa.-3buInia11Ehfil in Fmnmflirghyiya SSE. USSR. H¢'|-I-‘as fiilrtahnd H-Iii]-I=a'ri'tJ'.mtJ'1rt'
.5'.?a'fl!3 I.n:;:ran-an-nenxfnxflmla and 111-a:1al.':1.:::::r11.rJ“:':;_1m'c5u1u=d'  ImflmmII_':’I-:I'P':'ITF_lI,‘i'I-'1l'.':1'l: I11: gaitlnli 1
Unix Upcmling S-3-mm1:rugmn1meranda1:niniau:aaru:r:ifiu:at:andan In-IS: :'nI:m1:u.-tar Scipncnln 198-1.

$':r:u;a: gjndualing, GI'_'5I'fl2:I1Er'|r has h-ald vuiuuapcaitinnsilt 11:: Prwgmmflg-menu
,-I:I.::::.:i=,'.|I:-|:_5.'q,I".S.::.t'.E.ri.::'|,=.'.:|.'_ E.a:|i:rfi1is3.r¢:arhe nmeam lhe UIc,a.u:1 nuwvmuis asasanjorvifus n:'a&‘:c.h '
a.1!|B]j.|".'.-'.t'|.|.?il11 .F:i:..'."I'.!'.|'I.|5E.|"I'l:i1It.'-|J'l4'.'¢'J'.F.5.'.'. 1-n_1i:l,1-_r1-i._-m.;_,:5 -5

' .]='-_r|']!=.':1i-.'.- .' _'T ._

I-Ia*a.RflLIl I-IZ[l'.3'rI'Il..AJ"ilII

Dr. Ham-Id.Iceae]:Ih 1-Iigh land, 1=’.|I‘.".'S,[-‘M221:-EI. iii: anly I-'¢lln:n.I.r o-ftnzrlh 111: mm company” .':"':;'1W"'
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ABSTRACT

.=li'I:IT'-1.-'i'r'i.L1';.'.riI':'.'.I!'e::':!:'4:Ira £5. erefleufd be. an :'m'egm.i'p.:.'r.I1 u:g;I"a1I1}- Iruinrmaaiea Steiems use-emniefl, befrpereenaf

.:Jr_pr::1__||E',-::i'E::ur.|r:.|'. Hm-L-.e'I.n,=_r, mar nit.-aenI1:1':'a-n slimy: Hm! fie qflfle :r:maIa.H'n'-1-frus _Ii}-'.'h'Em, 5.9‘ '|-'l-'E'H-|'.'I.'l.'

:'£Im-,5-Ianerimfluanendnail-erenmeg mu rmgefiwmfiapfii-arflandeiawhymainafl Icn'a:In_'.-rrH 

Ffifleeesflemsfireefivfnsaefefllgkzxfdfiemlrlbneshaemmeendernmefi meet Jifltlimat‘-‘I I-‘J r.'fi‘r-I'-'1 flue

manergemen: efhxregmrfnn t:Ij"Iee.F:n:J-J!r:ug1'ea.I‘ .:mp!'En::an'u:r.I:5' inn: :i:1ff_1r nperaflmrs. We 1-1-HIemniirxexhe 'aI-:aI'-

1.a‘.r'u:' ‘meme;-u .".F'a.fie}r, Prucedum, Sefiuwe feefeefien, :'re,e!en-aer:m1'a'e::. .e:afn.reHameJ'J._,Ibe:m'H,g an fl.|"E'tJ'.'I

wheat HIE ".3-I.eiern 'c.:I.rIfiI'J'. We 1|.-':'.fl addrueriris imwncfimfium ab::m'neI5'.i'_. m':fle'P.l.flfl.I:flp£-Pfltm-H3

eenqta-u#n3.peinIef1few.

!flas.r.-i.-:1‘a'- F'£n.r.-t En-aeeg:LrS}e1emI1 nltffetanriileanli-u£I1.u'ehra1eg1‘ee',I5tmtu Hev.I‘.r'.5.'rfe Ea?e:ner::L'if1=.r:-en-:5T?F:er3.-11*

peirzpecfii-E. E}r.Hr.I".$. ween-ae..:.m :!:f:.amuae wiffeeneer-e aureelhuee u.-.f1.iI flue ludfwciualpane ::_riI"rhe .i'|-'.'!-'IE||'l. nhefr
_fin-:.r_-n'r:a.ra.:an£r':_-_u. e:.rI.d':n71eEr1‘i1.t.EruI::'£'IT:r.r:. We nil! uiru-wfiam me:-ism-rIT.erc:r::'e£s'e,r:ee.[a|'iee£.{b' designed .e:p.rnh'f:3‘e ea
.ln.::~.I'.|'s.'a'J‘.:.__;I".:J:-++-¢:rr.i'-r.&i‘ad:i'Jc:5g' .::;:p-ran.-:.& In HI: pie:-Hem. amufnhau-' .I:Ea1'jEI-r 9-Irr .'LtI-'::1'-Egv :I‘::I_.!'F-:JIIdI|‘l'.ir.I!I. we |'i|'III'.5-'2'

4_'.'|:r.r|.:';E.r‘fiI amwcfu-£3 with |!.||£,5'_v3.lau1 .15‘ :1 H-fiule. no-I rI1eI'e:'_}= 1-I.-I".I'.i I':r.'r indivfdnlaf EHH1;-laments.

1 ]I"Ii'['EDDUCHDN

Cnmputenrirue 53-rslem failure. I'|II:ee1.I.-'-I::1=.’eI:IriI|g'H:I mindae-un'1:IuI:re:|.'eIc111 breuaibttu ifikflafls-data
eunupled ancl lime waste-Ii Is this an accurate picture? ‘We hear arguments against tI:n-I:s1:'rJ:Lg in ‘I-'i1'l.15

pmmetien; ‘Vimeee are m:.I1hi:.e|.‘fcu.tr ehaneu efgeuieg hit by ene are prEt1j.rra:e.'£J1|1e1e teflue

allfl-‘Finis 5-nfiu.-are iea neeeeeigr: “'-'1'.1'I1e:I em eestyeur cenipan}-' I let efn1ene:I,r.EIettermfe Ii’-an wiry-‘
‘i'r'11at are we be believe?

LET'S-HSl.I]1I'|:]I|Et_'5|'D|.1 den“: have any a111:ivv'LI1.:e software. If}-nuarl: ‘h1't‘ by a 1-rirIs,fl1=cuErn'iJlbt

pmpnrfienal tn Ihe value nfymndata and mevalne Izrfj-run: lime. lndepundentetudies [1] have slmrurn
fl1:1t1.‘I1i5 eeet-can bequie: high. depending-.un Ihea: fimnare aeinrelleeem-irenmental faetere eueh as new

n1en1.-I mnputemyeu ha'I.re{NIJI::: [firmndala is elflilide urnnvalue, and Lf:.'e1.n'ti11ei51.Imrfl1!eH-, flvall you

am well afford nm re-heveenan1i-vines:-nteg;.r].

‘|n‘i.'e1.II.-'il1:a.fi1.J.1::1e]1ere Lhatymjrdela lefiurflnsenrethjzagmjrntununqem, a.11dfl1a.t:ru::urtim¢ also has 3.
eigujfieentvelue. In thteease. you will want to pmteerynwemmumr system fium finnes. We will canned:

fur me puriele among uefllet nutn.LI1-i1'uewa1'I: iI11:¢11ti::Ina|l]-rJ1u'n1.fi.IL hut stipulate flifltintfllithnnfll |1:‘L1'n'1 is
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not requisite for actual harm. Forourprirp-uses, alienating disk space and CPU time andtor modification of
files. uifliouthiourledpe and eensentiimplied or elhrrwise} cemtitutats Itlatttagt. as do deliberate er

unintentional disrrq:I-tic-n oi'u.-ar'i:, corruption efdata and the tostdn1emenrion:deer]ter.E:esicat]y_we are
myhjg ~.ri_-ruses are bsdsndwe wanttn prereetagahist them {there may hesernewondcrful ELCI-I-'1-'iI‘t.t!5 cut
there in deyeie-pment I:hatcan help us, but that islney-end the scene eflhispenert.

FerIu.nately.we are in luclr. 'I'he~.-ery' thing we need already esists: snfiurarefisrhich willdetccl tttflpercent
-:ri'~.-ims-es Listed by the Wil-dlist[2] uhehrelratet-yfl tn be in the Wild. In test‘?-1'IJ.fltigiin.'tt 3lllJFi1':r'1lIIEi3l1'Hl
with tite‘l.Tt-'ild[ist, several progranzes were capable ufdeteclins all such trinlses. The necessity cfdetecticncf
‘Ia|::-"1.riru.se5i5 arrn-tlte1'n1nrter,artdwillntJt|:rect:Hrct'etl attnistime.eIrhoujr]t itiseddrmedin l_'.-I]-

Sirreetsre havcauclssefm-‘t1Ite.ttreslInuld ltayencp-|1:rhle|Ie.HcweyeI,tlterc areprnblents. 5|Ir|'1'1El1'l'|tlgi£-

s.-rang. Before estetninimgtlrrsetltces ei'tl'tc nrchlent, a ihwcnrmnents on definitions we will be using an:
in enter.

1 IlIEF]I'*il'I‘l'Dl"ItS

The -definitiens used here are pretty generic, and are adapted for use in an interdisciplinary approach tc

the problems addressed. Sense arneng us yrculd argue that the systems 1-nmreurient was born cut cf
seien-ee‘s failures [4], but in this paper, we take the slew flratthneral System Ihecry is a child ed‘
successful science, and as mostshiidi.-:11, irser-s'thJng;sd1reugh eptiruistie eyes. We have specifically

ayeidctl ln-depth discussion ofcategorical sehenres. gtncral'mta'cns. andctlter ccrnrncnly used ‘tn-oLs' of
General Systems theughtand have focused instead on the simplest cfthe simple. The ideas in this paper

are dress-11 heavily frrzatrtyen-' haste tuerl-‘s in systems thecry. Theyar-e not new ideas. but it is ourhope

that their applieatinntetlle management ofserurity and computer viruses will he]: us iden1:ifirsern:e cf
the problems we may he overlooking.

1] GENERAL S'!t'STE.l't-'I".i "I'll-l'EflR'r'

A system is: set, orgrooplofrelatedelernene erieting inan enyirnnrnentandforntingewhcle. Systern.-=.

can It-eniade upofohjeces [con1puters},suh_ie::ts{yot|r ernpleyees] and eenoeptsilmgtrage and
corrununiention}; they can he rnade up cieny one or mere ct-‘tirese clentents There are ‘real systems‘
[those which exist independent efan oliserrar}, and ‘ccnceptuel systtrtts'itheseyr|1ichn1'esymhclic
constructs]. flur system, ‘The anti-yirus strategy system‘. is not so different hem many others, inthat it
is ccrrrpesed ofall three elr.-rnents: eensp-titers (objects), people [suhgiectsll tend ccaccpts tpefioies and
idsas]_ Each ofriiese systsms has its own subsystems. For errernple. yeur systm efnetwcrltcd compute-rr
censists ofindiyidual ccmpttrers. These ecrnptllnrs areeeniprised efyetrnere s-ul:Isysten'n:.

mieropreeeescrs, resisrers. disk drives. etc. t'lIu:r systern consists ni' lsoth real and eencep-tual subsystems.
A system can also-he said tehe a. way efleelcingatt-he wcrld, t:t1':t11.'lIt'.triI:ttI:rf'1.ri:t:tI.r[5]-

Ccncepts, laws, and medals cfleneppear in widely ditTrr'ent fields [I51 heeedupuntcullydifiirtentlhcfl.
Tln'sei:perrsI:o he at least in pan dt1eteprnhlea:nsoforg;IniIet:ien.phcnemet'ra yrhieheennetheresoltred into
local events. and dynernic inreracliclts rrranii&d in the difference cfhelrayieur cfpartsvrhett 1'sn]atc:t erin
higher eenfiguredens The result is, ef'ceuIsc.s system Irrhich isnot understandable hy int.-testigatirrg their

:r_-ipesfioepsrrsis Clneressoi-. fl1r,=.-5teir.'luurtIit::alP'i1'rc:i.[£Ilrs1"..l'IaI1.I'r.e been diseeyered in entirely elifierent
fields is ls-ecetrse people are unaware ci'1.y|1attli+:rmi:1u:rtherdis:iplines:r.t'edcing. General ‘.33.-sterits thecry

attempts to ayeid this cyerlepin research effcrla.

There aretrrrc train rrrerlsedclcgies ef'Gerrct'aI Syshsnis rts-arch; the etnpitiee-inttrititre arrdlhe n:ledt:-ctiye

theory. The firstisentpirieal, drawing upon tlt-ethinfis whieh regularly esfiurina set ofsystenss. It can be
illustrated fiririy easily, but laelcs rnathernatieal prmifian and can appears: 1i1e‘soientiet‘ to be native.
I-Iewuetrer, thermin principles which have been ofihredhythisrnedrod include difi‘erentieIien. ecmpetitien,

 

 uuEmEmFFfiE£Emfl5Hmhfl¢1m1]Thmflnm .|t.Hru?a:n.t:'.te'.ltre-rHire.vtJ:It'J-t-3't'5. Erghld.flu I[l]!l1l-t! stssraa. ]’~|epart ofitirp-rtntimioumrshu rnr-udLI'rIII.uI=-nflitltelilrral cflntnrtnnttlhd "Into-I'tnn sriltnutfllurnt-or
r=.I'iit=:n|1-tlrnirrinrt-rIl't|1-ettlrlrllirhlrrs.
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elnned :a:r:Ee1:ettsysten's,nn:1yahnienm- iurdhrnslyenr nn.'::1'thi-em pt'i11r.:ip1es. Tit: eeennti tttttlt-tn-d.
basically. can he -I:ieseri:nt=:| as ‘tit-I: ttttutltint witit input‘, tieF.netlhy sset '3‘ nf interns] states, a set‘ I‘ ni'

input and s mapping 'f' nftite [:Irn-duetl :15 intn Sfnralnflfinn is deflnetllty St'.~et:iE_I.-“tug ststessnd

ectnclitiemej, Self‘-ntgnnising sg.-'smrrts{titesepregressingfrnmln-ttret't::rhi,gl1er ststrtsnnfett-t'rtp]t':til'_t-'.a5itt

Imny seeislnrgsnisstinnejl erennt well suited tn thlssppreseh, as titeireltsnge eantn from an nuts-ide itE'|:IlL
flu: snti-yirus strsteg;ysys-tern is suehatystem and Fnrthis ressenwewill nsethe etnptrien-ilttuitiye

petite-:Ie-lt:tm'.

t'.'l'.usiesl system tlteety uses tlssslesl trttfltttttttitstn ti-tfitu: prhmiples which imply tn systentsingertetsl or

In sube&e5. fienersl Syaern titeery can b-E:t::flilI:dIl].B deetrine eftnineiples tt1:Ip|_‘t'i1:Iit lmltfincd theses tn-f'

51.?!‘-|El!tI5.ltitIEIt.1:t taupe tinttweeen stimulate titnnghtnnhew already-I-ntetl.-1'1 principles tsn help us in

managing ettr lll1:l—‘.'irl.t:5 pr-ate-etzinu by examining thee}-stennee a whale

1.1 I-l-t'.'lLISl't-‘If

iilrurdefrnititttt ttflltrlittttl, Litnwing witere sp11rt:p1'istefi'ntnti1er:tetli:s.l prnfusinmjs httitit-ttrietttltad. and

feeusesen maintaining n.tn:I inmteytng the eititting Iteslth nftiie system. it due: not [i::u:1.ts an diets:-E and

jJJ_11e5-5. Itis it1,t-I,-s'fit'in.g tn nete ti-mt, witilew-e hstrenunytettne that relate tn eempremisetl and i:nf'-tetead
sg.-stentst wetie nntseem to have many ’tu1tEn1afin3tu'v.tll'enrtq:utet's. He-lisnt e-peretes Ltntlerthe

assulttptinn Ihatflte epen sys-ternpeseessesnninrnteeryanisingprinnip1e,withflteinte1tIepen:ienee4:ri'tl1e
parts haying nn eftieet en the tats] ty-stem neelth. I-lnlienn yienrssyrnpt-tans ufdistess assigtnlling
nisltsrntenie eentiitinne, fr-nrnwhit:hwe I:n.11II:s11:Lhn-win nd_justtiteeyst-ent fifeeeibeeltjl: it in npentna variety

nfqapruach fnnttaining balance. The F;:-t:t,I.5.nfi1ulism':s heavily slanted t-e-ttrard the eanrteetiern nfenueel
faemrs, ,neI: symptomatic reJiet'. Tl]|.1S+ tit: rnh: nfth: hnii5ti.I: prnntilinnnr lei: Eflilittt tlteptmtntial fat

healing [T].

3 .Il.Iti‘I'I-"t’I]ill_1E STRATEGY S"fS'I"ETt'lE

‘f.I'here den-u.1' snti-virus strategy systems fitt'.nti:I.ispi-tttn'e'E' We impel-n e1-tplnre sen:-I: ansvnttstn that
questinn hyfirst essminingth-e enmpnnentsnfntn mttdtl system. linen inntinti, lteweyer, that the steel

nftitispsper isnette pretride ynu y.-'itl1s:ns1.I.reIs. truttsthet tn stimulate new ways ef1it.i.nI::ing ab-n-utthe

pmblcrne we flee daily.

3+1 CDMPBHENTE

Esth eftitt tontpnnentsin Diagram] t:nn1J1"i'::nLtta tn the eyersll ilesltit nftite system. Cenvtttttely, filth
esn tnntriliute tnthe illness eftite system. Fer inttenee. tII.1teen'q:uteresIt eenttihutetn the heeltit eftit-t
system by fitnnttzitznning prepelly. [Ft]:-t Itanl dri'i"|:':l'flh¢-‘it. e rliiltttrttttnit ttm-dilifln is iflttttflliifl-2111. Dirt‘
tttstiagers enntriizunte tn the enrersll well-i:nein5[ nflhe systttn. as Inn; u lit-tn‘ [:I¢1'f+:rt'lI1 -I2Jt!r1'I‘r’-fl5]:'- Hlifi-VEVEI.

if an: nfthem intentionally er nnintentiensliy inlieetss eemputer with it yinls. he nrshe vtttlittlltlltllttt In

the il Ines: ed‘ the system. '[I|'nrst:-fl'I.I-rm‘: etn1tr1'|:tnte:s tn the +.I.-'eli.1:Less l:ry Iteeping ernplnyeaes rtfi3.'l-t.1.t':tL and
by keeping 1..Iiru5e:5t;I-1.1t. Ifit 1',5.-u:Ii.ssi:tI-ed by an emplnyee tie-sirens nfntnre meeti upen bent. erifitde-es
nnttln E1:-jn-1:: in yirns -:|et-er:tien.itt=ttn1t'ii:~1.Itestt- the illness or the-ntiu IheeysIem.T|1ere are $111!!‘
'Flt.‘.-1:I.'.!tI'.51:tI:ttd'.'lt:I‘t-T.-"I'I.,, as the anti~yirr.I.e strategy system made] tine: nntsmp at the i::II:n.1.nd£I-l'y tlftht ¢Ell'I'|Pfl|'1It".

The mntitl includes your Internet sertriee 11-rnyitier, yirns nrritees, nteltets nfelectrunin mlil Frflnt-Ends.
enti-yirusprnduet teelt snppett penpie and mute. Per the purpeses nftl:|.is1:Ie[:Ier.we nnmtdrnw an
arlilielsl bnnndsty. We nlentinntht: restte give ynu ii:-nd fur lhn-1.1ght, smite illustrate that bennderiet are
nu-tsterie.

 

flL:5E'tI1.[.EI'JNt;'t:|.nFEE£i'tEEDJ!!51fh'uBfleunLtd.1] Ttuutuenmthhgchu. tlnltrnttflt-e.I:tJt1-t3t':i. snpnd.Gum:-'4 +44:s}I.ussss1ss.etepe1efI:i:.peHiunennuyherenu-fined.nureth1unt-tentnunn:-.urrm-u1ti'tdH1Brn'Fm=“i1iIH-flflIutn'iw
tn-ietet psrmltuneefflsetlthfithat.
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Ffgltre .E..=I1-art"-1r't't1t.I Eitrtttegy 5:1-mam - The Enfimnmnt

3.1 PRUGRAHIS PEIIJEY AND PRUCEHUEES

FEELEETIDH} EHPLEMEIVTAHENAND flat.-fl'h'TENA..'t"EEJI

‘I.-i.I'I1e.re dawn begin in aaamjning the interaction afau: ahaaan £3-'l.t¢1:t‘1 l:[-EI'EtIE!I:l.l2£t? La-t'a attutwith the

at-Jfl'-min: av.-.1-t:v.‘:.1.'it:tn. Anti-virm anthrax: iaaalacttudbaaad on a 1.I.-'i-d-n=:nI.u'nhI:r ufcrirtnria {E}. "'3:-"I1iIt: aumcuf

Ihcav: tsritcria 3.11: b-anvaficial. atvaml an: atruutcrprudur:-tzivc at hcat {'5'}. W: nnudm bi: a-mar: of mtan:-tlgr ht:I-1-I-r

am -:t:nmpaJ1:r‘a aarfiwart is htiflg shun-:n. and not lcaw: this vital aaa_:-act -I:IIf5.I:Ift"i-‘Bf: aclmtiun up to pa-apt:

wllcl tin nut have the taperiattce -at exp-artial: tn Iluk:-I a aelatttinn that wfll n':a:-:J'.1'nia-E ynur arganiaat:i+Jn'a

pratactian against urinaaaa.

D-U-E'.5}?D-lllfiflti-1J'il'|JS a-uflwlt-a detect all uftha viruaaatl.-Iiaiah true | real 'H'lI"E=E.t'nt2r 1.-uur argani-3atit:nn‘F' Befiar-E

3.-an giiblyanatveryeaynu ahtruiti mmgttiae that ailptta-tlucttara farfimnmuattd I:-q'l:|IJ.,:ttt1ti that E1.-‘E11 flu:

hast pru-daactswfll aatachieve this gaal ifnnt pmperly rnaintniutpd. Ct:-:t5i:lI:I the EulIn:n.-ring:

“Him mt-Red u-fiat fiqupens tnmu .Er.|!t::c:h.'.q,n|"n:'.:'.'-';:I5t:In!'r:'1|:1‘t‘faII'I'_1.=a.ttir_'_fi'ru'.:I mmpammmatgfl nit:-.r:a nag-atinarin

an inaufamdmnrefinw. .aI1:.:'dT.-_='.r:L:5'1-t-I1'It'i.I*q|::I.i'__1,I.I':‘It::t' akabbchnfflmmfi an nflemmwengpemmm. -Qj1"c.'£.Iura.a.

:t.t'-It-i'r1'-i=t1I¢':'1It=.;t-'-ii:-taint I-iIr.=;tr:d:t'ntc:1'-It’-9:1;-"Ji'£'-t'ar-rt'£iti.5't= Eml-'-t:I_~iI"rta.tt.I7r1a "..-tF:¢t1j5pt1a£tei3ti14£_.fl£sa Fmt-t1_.F

naatuns trmttaae t::'i:app.t:'t3.[lfl].‘

Apply titiatcn 3.-our anti-trirua Snfhi-"fll'E!. Du-ea1't4::at::htrint:5$.hat:a1:aeitiaanti-t=i111aau:+ft1a.rara'?]fat:,§.rau can

clt.-pend an it, as its name dafnes 1.1.-'|'ut:it ia. Eut,if1.rt:u even 1-D-t'JEt'.*1}r apply this cant:-apt, yum 1.1.-'ii|.[ see that it
is antzi-1t'I'rI.Lt:_=tt:tfi't:r.-'a1't:1:It.=::nI::a ltnalnbca 1.-i11J:at'.:1—:1nt:Ii.f'it I:It;ma::I:Lt::t, t.'|1:tL 1:-rlaat Izlclu that main: it‘?

tt:rn:rrl:r¢r+J'n: ftulltw-i1aqut:~t¢:

'{r'_1=:;rn't;*c1Ei.:rt.:rii.:: £33. .i'l|;}‘I.-t.'t't'lt:i'J':l_'|.rJ'tE';gE.'Ht15t:I dag?‘

.fi.w_,, .

‘M:-, Ft.‘-Hr. Cafftrtga arm tag--zicrrean ‘t.u-muita tn: tag’ [1 1]

Ei_|J'_L£'j"fl't‘r3|Etu't'J3Et'1E'u'E'.iE'I!tI1!‘I!-‘i-E-us ELI:-flnL-nL11 'I'J-ml}-uh-ut.. .l.I:h'i.|:|:.t'.'tc|:I!i-I-I|H1.I:-t.-t'.'tI.‘I[1-13:".-‘E. En;|;h.|-nfl.

_ {I}1_f.t]-5a!EI:i9I.]':c_rpa:1ut"[ti.t;1l:]it::i:mm|1.- ha:-tprcdu-:ud.1:cn:lia run-tn1£:;n::n.m-um.-n:i:udi|a:1.Ifi:t'n1uItI:utJI:irap:'iu'
-ArrtI:t11:In'ntt=ni-n-nnltit: ptthhatna
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]i.-'Ie.1'ntene.noe :If'_I.nou1' software is eruodterooirioel 'm1.1e. Iilaintononoe rofire motto the Il1:ifl.'fll5¢. huttoth:
maintaining ofthe eoflwere on 1 I1a.1'J1.-'hss'tet ‘Whatdnee itreo_ui1'e tenu1'.’AI'e you sllpplyiog 1.I.-'hat itneetieto
live‘? Dr is 1'I.n1ere15.r sun-iv1'IIa'? Do-es itlm-'e odoqteate mensorg.-uperwer. dial: spits: to run flpiililflllj.-' and
luau: =tJ1:o|:oa1oe5roure:ripEo:reeeIri||4ii.'m|:IIs it?‘ Is itin 1I1E.:|'I'-'il'|!I|'l|I1‘E|'"i.Tflfl"ii'1'|'I 'Jfl'|¢1'Pffiifafl1s 'a-hitth

may liinderitap-erf'orn1a.11oe‘? [fj'ou+::tru1otsns-av-ret'3,.r-e-t.1:o1i1oa.o4:§ueetions,1.r-ou are not pmvidiu: an
sullirertrmeittforfloise1eme:otof1.rouIett'ateg}re}'si1omti'|1ioh1arl||aTltou*itto remajnvlahie. It will not

our».-1'».-Io. Like Ii~ringa;.rstemo,fi1c anti—~.-inm.-trateggi ogrslomre-::_u.1'rss afavorable environment, she the
.s}rel:r.I1wiII adapt. Ulafortunotolyr. intl-u: oaaeofthi.-sag.-ateno, edaptetzionoanttrsonsoflwore |:i-eoomjng
disabled |::;vrIi1e user ourqoonont -ofthssgrotono. or ow-=rrir1d:oh:ro oofltpoliog software oorrgooneut. .H.JI1:l-.ia_
and 1.I.-'eiIe1.r-e 11otI:w:1I eddsdvintseewhiehhjr rlesjgnoeueoa problunto floesyabemhy the into-iuotiooof

'tII$'|2El:I1'Iit}'.

Even if}.-ion hatrotlosloootanti-1-irua e.«oFt-aware, an-dare 1'un.'oin3 itopfinlalir, it-or: can stillbs lilrtihl-Hits.
S-ofl-were isjuet enspartoftito strut-oggr s_-totem Po-Hoiee and proooduroo play on irnp-ortrontrole in the

t:r1.ro1'a|l strategy- E1.-en the 'tTi1'l.l5£5 ws mootiou-ool sflrlivorphjr a part in tl1iae:ratoon.'l1'ion there an: the least
p1'st11'.-olslol-e a.speeosoffl1es3'etern,the hu.1:|1anI:I-sings. I-Imvooinplexis fl:iios}*e'nen:t'? Howmuo.hshio1.ti|:l we
e.'q_:I:I:tlh¢ people involved to ?

AoItofE'dsfi.aesanai:.sIraotej.-etemae one ir:wi‘o'oh:aJJ ofthe elements areoonsepm. wlttoreesaoonorstc

qretem ieorls in which atloestt-a-oof'lheele1:1entee:eohjoo1:e[]E].Any-o-uaoan see. our system ieoonorete.
It is aha ‘oytiesign an open syste-n1_one into which new oomq:-onontsmsyiooinlrodtmed. Same oftheae

ooropottentsareby na1.'I.1n:'unk|:H:i'I-I-rrl.‘ {i.t'. ooliono thfpflflpiflt MW Eflfi‘-WE lilliil-'1'W-H.‘-"I'll-='|=E 1'-'13?!‘-'1 H113
il3'P¢-'31'J'-

WI-.-en rli-ea: cumptjnsnta. are ‘mu-oduoeizi, weha-iretoooneioler flret I111"!-l'lh'3:f'13fl|'IR\'fl=DII'I£lf:.iIC|'Pr’IJ.I'*1E!T.I',, we
how: to oonsiderhmrr they wouldhehavs in sumhioationwitizt any andfor all ofths othorollrrrlonts Finnllgr,
we hevstooonaiderhow ‘thing:-‘ ingeneralwillht ifnsilitsroftho objects arepresont. In its most 3-1'1'rIp1:

fonm a twlzl-t::Ierts_I.-'5iJ:I'I1 would toque-e foo:-equaoo:e._. outofooursc. youoan see mate: the mtrnher of
eiementeinczreae-es, The Ilumtl-er ofintoraothro oqtlolioltegrowehjr leapsaud bounols [Table l].
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-Clue tJfli'IES].'Sl:£lTl5lJ]-EEl'_'f epptneeheeureean drewfimnheremlwhillusttfltfiepmbhmwntfls fi'Dm

whet 'eeeen1-etintee eellelithe 5-qttere L11.tref{'_2umput:ttien.‘1"i:ie.Itteene|::HiI:e1],1.r 1hetun]ees:.re-.: een

Len-edeeeeeu11esitn|:r]ifieetietee, the erneuet efeamptttetien invehr-eel in fig'I.1.1"u:1g e.ernelhit15,' e-utwill increase
at Ietaesiae. {'35-.tae.1:l::e square efthe nnmlaer enfequatieee. Eeueidet all e-Flhe interevetieee l:H!!1.'WIEEI1 htttttene.
cempuem, ancleu-ft-erare, and you u.-illaee why it ieinapeeeible t1:I]:It'4.'::Etl.'E|rIt:]'g.-*n‘:alt:IlIE.t1t:‘-Plllitlhfl results I:rf:]l

eftheee intetaetiene 1-I.-riI]I:re. ‘ll-'eee.nnet even meeeure there. [11 -tlthetwetde. yen: earmetpneaibhr nntitipele

all efihe pmblerres yen 1-.-illeneeunter in tr}-iigt-e-leeep 1-eur eere1:re.n3.r‘e date eefe fI'em1.rirue-ee. be-eeuee yen

cannutpeusibly ealeulat: H1: ilttt,-.I'.nt:tit;r|1.5 nrI'Ii|::I1 will l,'.l-Elnl:'|,lI' Duet.-. you begin tt'].u'iI'g ltr fiannuhte E etret-egg-'.

hleetlleee ttr say. these intereetieuns mete ‘|:IrtIl:r1v:trIe.‘.

lf'we e1-:emine eut enli-virueettengy in "-'II'|."'l|:|\l.|.5-"-'33.}.-‘I-..‘-='i-"E me: beehl-efineeethilzymnre ele'-II}-'JnnD1hEI'

J:ue1pf'u| we;-.r irnl.-'|'|i-e]:nI.re em vi-eweurej.-ete1u is ee-an expeeeeien. 5'-IIGI1. eeiheietme u-Fe Bet Fur inehlneug.
tin: I1ute.t.ieu:L:

Let I sltnld fer mnrrilge

Let 1- stand Ii-r eatriage

Letntnnfl fer Iriegrele

T]11: 3.;Ex.,3-',:_'| is simple ettuugh for anyone tel I.|1:u:len.tand_ Using name: in SEE ta.-‘rt-ee us ‘let th-I.‘ n'J-Elli:
-eetrq: :

[The leu:-E em ynurfnee wltectt ]|"fl'|.:l enI'I.I.r].rt:I-1|: fi.reteiJ1'ld,epm-a-fthet "-7$EI'l:I:I B'|i|'3|'I'|3|3i3|E"I"iil"iI'|'|3|'15t|1-E DEIIE
Avenger, an nh:|11e1f']111.tt+:nnitm1:|;1.1irl:bI:ree'J: the firatnuIt:nget'e:t:i5t5{n{ peeeibly net-er-diI:l‘]-'.the eeeend he.-1

net ;.rete.'eie".t-eu:l., antlthe 1hit-tl in-eut e-french 4:.-fthe eem.met1 mete

Ifg.-euwete tebetulted t‘er1:l:Ie meaning erfthe in the eel [A1a.u, Umingsr. Fridri|:.--] would Hun 53]! tile

represented mee *eeereee‘P l-lett1eeefpregren:n1ere?I*-lereaefpreg1e.nmere wiiurnelteanli-1a'i1'11eemIfl1AraI1:‘?

]"~|elme|3 eafpeeple nI:rtfi1:Im he Unitetl Slates?

whet i.':H'E'l'LIIEffl:l‘ detennining the melening e+f1.t.rhetieu.uy.*a'te:d'?IetJ:etee-tr1neut1u.rtitttn heuristic Dfwhiflll

:.|'I,',|-1,:|:l' ¢rrIp|t:e_I.-1:-LII an: rt-at aw-lrI:'? 'WI1at is the tn-f'fl'IE.' three I111-I5 in G111‘ eet'E'

Thiehee epnrtleuler qnpliealiente peniicj-,r_ Ueereeeneily undeed. ‘Dtn1e1t1I1'n fl'l|£"|3|i.'.l‘t'|'3|§|'1-i‘l3'l3-'1'1'-'|'fiif_'!|TlJ1J
fznde w'rue'.Ca1:I they eeeaeily r.n1dereInnd.‘De netreeettheeemputter ifyeu fimla vinle”? Can fltey

u.11dere!e:I-[L ‘In theevettt efa e-uepeeteel 1n'1'ue.eelIt’uee-dtnittierttehtrrerttiltfl e131i|I'i=-1ir|'iflE II=I=1ifl-I1’? What F-5'3
sespreetedvinee? Is it any tittueflte £!flITI]J-I]l:I.'.f eyelelneeentemeetelteneely? lei: enhr 1-I-‘her: the IEHHE fall
eff‘? After all. thet'.e whet viueee tie. right‘? Whatieeppteptiate action‘? [Tum nFF1i1=+:I:1nIp-lI1Br,CHJ1 1-'CI|.I1'

sepen-‘met, Reheat the eemp-utaer. .._] El-"]1et it the meeningerfthe... in Ihie set‘?

=1 EFARIATIDHS -[IN A THIE.1'1r[E

Hewwell are :IuIHn1lI:g:i:5dI:Ii.1:Lg"? Aepeiuteai eutearlj.-' en, not very 1|.-'elL ‘-‘I111.’ net? TeJ:u:|1:r answer that

qlleetitrll, nextwe will exemiee the paneblenne efeur stt1tee:.-' using the concept efwrialien. We rnceenisc
the thielityreflretiebleeaefltejrrelete ten infettttetien pteeeeeing; t|!|t:t.i;EI1.1.f'JI:EIJ1t‘-'BlllE51-'u'J3iI?-Tl‘-'=i.IiHlJ1=5

ar.-quire at the twer-e:tt:-er|1e:e eftheitteepe-:t'eI.re epeetra. Speeifieefly. in erder feteeystemm EH5-Il1'll111I= El
tltrive, infermeliee meet 1:-eye:-etesed. Dleerder, uncertainty, vartetgr -311 must shift hem hlghte 1e-w

[Table 2].
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Hy’: Disunelar Lew

I-E91 Uncertainty Lew

I-i_:,‘,\‘1 'I.I'ariet'_r L::Iw

I..arg-a Hurrrlzser Small
efAlter'netl'-res

Small F'rehet:Illt;.r sf Large
an Event

_ Lew Ragrlatlert Higt
' and E‘-enact
 

Table 2-Preriartafiie vfifrrlpu-r

The prtlbahiltty efpaitictflar eveetsfiilltieirs by rieereasingfmm smelltu h1'ge-The alnnarrtt 411' regulaliun and
central increases frem luwtehigh. We heeame iretrwiagltrsurenfflre eutput erfeursystertts [I3].
]-lmarew.-er, 1.-'I'rI.I.-sfi»intr-::r-l:|ua.".e a fetm afdisurdet with '-‘-'h1'.¢h the |11JIIEIiIJ'I tHJI1'|:I-I:IIIi:1ll5 crffifld‘ $::'$'tE~‘!!|1|£fltE I101
i1'I12imfltEl3r' familiar. While theprehnhiliry ai"Itfe::-tiuneanhe-ealeulalad met.herrnl:'u:a1|1r [14]. wear: unable

to calculate lite preliahlflty efathe-r events related as viral inieeliurrs[15]. 111 what wayrs da-es this intrurdrreetl
ur1'fim1iIia1'it:.-' manifest ttse|E‘?{1ree trlenifestatinn is Iheappearareae el-‘pmhlerns.

We tj.r]:Ir'I:al|j.rlI:.I 13:l5|:|I‘lT¢ tntrfltrfthese prahl-areas tleriaet'r1.reL1r.t-a determinetlie rease-I1f::r a Wrriatian
l:Ietu.-‘even design andnperaflenardestgn and This appmmh isdnmtted 1:1 fa.1'11I.1'e|:reI:aI.Ee it

places llaelileme an the subsysterns. We atremptttl ‘teslhre tn ne111:IaI‘ instead efretlesimiing ear S}'HIEI11
We farmulaleplere lease-i an ineerreet. ineanrplete arabaaleteaaetu-:q:tiees.‘l1rene=gle:tte Faerar La
spiliun.-er eFE'e:et,'lhat is, the urn-.-srrterl efieet ttrlrieh aetir:-11s in en: ssrahhrn at-311 11=:‘r'E 'lI'I mnthlr. ]I'J'J]JrI::I'-'ilI: an
ise-lat-ed sgrsmnrrras-seem tiaeepit-arrre n-fsj.-rseem integrity. ‘!r'e1r ean have yearrprire eleane-er:1puler.El'f
e-:+1.1.ra-e. it is1.e':taaIl'_5.r useless, trnennsaeaetrsd tn the rest ofthe warlli. flr. Plfhfipiitifl-T.hBHJI1llIifl'|J.I5fllB'l'Eld.
pee'E‘:t:tI11&|:I|in:5.ThiH5HJuII:Ip|'cr1;:al}1:p'£:re:ate aclimatisfeed tr.-'4:-r]-rfl:-ree. hewever. which umuirl 1:1t1'.mate13'
imp-2:.-.t l;-usiiiese. negatiael;-r. In the ease crfanti-virus strategy, ‘spille-leer’ takes an arrange new din'rera;'Leas— as
marl}.-' as lite hurrran beiias,-.e with which aur rtaehines irrter.Faae Earn you central all flf'|'J'lE aapentsuffltia
system? ‘farueamiet -

Anurherfaemr in-rsunsidsria lite size and e:I-rtentefeur system. Fm-lherinsi_glit mayhegainedby e1:IrrsiI:1e:I'ina

wlratissn-met1'.mes referredtn asthe gear-eralhed thenuedyaamie |aw.wh'Ie5|1a1Ett£'th1l ‘lite pmhiblfist-It-E is
mmelilr.el1.-I ta heehsen-eel than the lease pmhahle-‘|fi.-'hile thistnngr ineitetit-e physicists arnemgus, it has hue

pans '|.I.|'I'Iil.'.]'.I cnrrlespnnd he the first aadseeuatdlawriffllemrada-1reia'ties. The first Iawia hardly werrh
I'nerIt'rt=-Jrirlg [p|11.rsiealrfi1sne1]I,hut Iiteseetsid isefimerestte tea. We she-uid lie eerneemeel with the limiterl
pa-'I.I.-'e1' efehsen-era wI1r:u vie-rtring;largesg.rsle:1':s.l1i ether wards». nreeaunetespeel errrnaanageratehe in
I:'~'t:1",~' place ate-nee, itautraingtrrlrat is gating em with rrIrer].rs].'stetr|, e'I.reI:.r errrpl¢}'¢¢.ThE-mill:-qfllflf
beuadafies can be user! 11: help salve this prshltrn. hatthelrrlefhiilienishegmnrl the taupe trflhis paper
[I+5I.
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-Ill SYSTEM F.-U1-l.FIlE Mill] HEASUREHIENT

We say line system :ief'aH.i.1:I,g fer three reeaens. It is net perlhrming as intend=erI..Itis1;Irerh1ciII.g results ether
than etrpecterl. It is net rneaelini-, its gee]- The l'.tiJ_i¢t:l:itr1: is HD '1-'Iil‘J.TSE".5. I-Ienretrer, in edditierntecften

neglecting: tedeftee I-I-rI'iat‘I1e viruses‘ actually rrieens. weare fiequenlltr me-rareefhew ‘ne viruses’ can

rnean different tl1ingstndift‘erentpee-|:r1e. Netpeifemting as intended eeuldmean it finch seme 1.-iruses but

net all. er lr Hnrhell iautcnly remei.-'es sen1e.Une.tpe|:te-ti results ceulrl mean it crashes I cut efeveqr ti-DEIIZI
n1actL'u1ea_.cIpmtlee=i:s s:.rate1'n degredallee yea did eat a.1tI:|eip-ate {il'fl'Iis'£ the ease, tines the fault IeaJ]].r lie

withflie preduet ferpreduchtg lhe t|egIatla.t'rert enreu finrruatanlit-i;Ja.ti1g?_",I Net meeting in geal mast llIl.EI_‘,?
means failing te ireep-anti.-'i1'nsesL HEI-WE‘|.|'E:1',tIJ serriepeeple, this is a different gee] freni ‘rte ‘I-'i1'|.I:5t5'.

Hew isrhie |:u:issihle'§'IsI1’t 'ne-trit'uses' a simple ce-neept? In a '|A't}1'tL ne. ‘l'r"hen there is e rr|aIii.tneIien.i.e. a

time isfeunti. the rraturai teneeiiey iste leel: fer fllecatise within flies}.-'stenL we tendte hlame theprehlent

on the 1.-'aria1:'|::|-n u:_:f1;l1e q.IstI::|11f|1;:1'r| its 'i:li:s.ired' hehatrintlr. It eeuldhe the faultefthepm-gram, Ill:

en1ple1.nee,thepcIic3.r. we tend te blame fl1e_rrIegI'arnasitiaiJ:It pextefthe eyeeeet meetelesely identified
with the failure as in1n'iadiateJy'pereei1aet|. Hewetrencerisiderfera rnn-mentthat, tn}-reur en1:r1e:,rt-e, ‘ne
tr'r1'uses‘ means simply tliat.T'-Ie 'n'rusesare fhtltlti. Feileitrinig; Ihallittecftiteught, finding ‘ne 1.-'i:rnses' would

he a system sI.Iceess-that is. m1tiJ irhreeghtyem Izipelatiente a hall; ‘fee see. teeerne people. 'ne viruses‘
rneaits that nenearese-en ereheenre-:|. and net that nene are aetmlh-' e-peralienal ittflte system. We plan

grandieee pe]ie:iesanrl1:n'eeedtrresa1'et|nd finding atrirus and rrtalre nespaeefer‘rietI'i:rtts-ct’ asap-eeeiale
faiieti 1-'ar'n1ien. lfyen find ‘ne -v.ri.1-:.1s*,3,r-en needteheeeryeme itie net diietizrtrettr ernp-|e:|re1ee dieahling

5..-eur seftware. er 3.-'cur se-flware ne-tfindingihe -.rinn:.

It-'Ian:.ra:raterrI "in1pI'r:I"I-re-rtIerlls' arepefilhle which inrteiittrdeentthe sjrstem.Fa1:Iltjr usurrrptierlaandgcals
are often arthe rnet cfthis prehletn. Ferirtalanee, iris eterieee that all ef;-.'eu1' e-nmpnterwerl-rers must.
undeedirep-eI1aJt}r,refi'ain frerri bringing dislts fi'ern heme i1l:e}reurc-fi'Iee. ‘lieu i.-mp-lement this peIie§.r_ Yen

aesinnetleeywill eeerpl_-y- ‘Fear geai is eenepiianee. net ‘net-'in:ses’. lflhe geal was "nr:i1.-'iru:aea',g.-'i:iu*t'.'i:':u1d
he fc-reeeltc leemure Iealietie

Ci;t1'|:5iI:II:t'ti'I-it fisllnwingrtttrestatementse

‘We have clean. nrerking eenteurersnndbyenrbrirrgfeg in sefin-'e.re. we Drill iteeje deem the! H-t!_1-J. fl Ht-I'a'i

smze used :2 ietefrlme. sue’ eflhrti '

‘Emu hrtngln n"ts.i:r. _}'t'.1Ii' ndllpreheltlv itg,i"eeteer.F-mjlee ee.I-nleeters It will east its rt!-in it-1' tfatti-'1e‘_1-'. '

In the firs! instance, the lieeusieen thewell rneehine- E‘I:|"l:t'_||-"t:III.I.".t wants well rneehines. Peeple i.'ii£vE1D be

part efwinning teams. and participate in things that are nine.

[ntheseeenttthefecus isee the siclrmachine. Hene efgnernpenplenreuld hatrevirissesen their heme

e-ea-nputers Se, dtiernustnetapplyeetheen. An-rl iftheglr dehreaielhe rule.}-cu have already-settlie-.rnup te
head-‘rnidte te].l3.reu .Itfie:'eJ1,Il1e}' derfltwant teeeetyeua Iete-fmenejranddiegr eerta.iel;.r+:len’t~.-.-a.1:itte he

knuttrn as the culprit fer i|1t'er:tingi:'|:u: eifliee ccnpisteree

Hcw tlcwe measure-Hie perfhnnanee efeer s11ti-1.-inJesa'ategg.n's1.rste::1'_3']'~Iettrer_I.-I 1.tI'eJJ_ Ifwe fmd seme-
ei:-una_ we say ire werlchig. If'1.I.r-e den "'t find any tn'.n.n.ee, en: my it‘: werl-:i.n,g_ la seine eases, ecu em apply
‘wesay its net 'i'r'-IJII-l'.iI!|._fi_:’ tetltesesaitiesenteut-ces.Thereisne.mndaedttrng.r :in1e-hie]: 1.-.-ierneasure the

aueeeen efihe entire sj.-stena. Ciel}.-I in the net efheing eutefecnnel will the system be able in detect anti

h-ring Eiacltlhecentrel

5 CflNEI..U5IUN

The sjrsterte appreaehprepesed here is a *wnn1e s5rstem‘1'hintefltas ilie eenfgurarinn efa
system which will faeilitrte eptinnl p-etthrtrenee. There EHEEE, efeeerse, a di.leI:re:ea._. "tn that at seine time

 

 fl$“flflflfl I.:'liI,2] TIt.I'l1|'fiI'I'.laTl. .PaW'|I:|l|Il..UII'II'flI1s-h‘l..'lIII2I-I3i‘l!'5.. fill.
UH [e;.1115:a.513s.i~:.;.-q-n;rea: pusaesmmgrie-up.-named. t'len-d.:in.I rer'eeta]ryaI:'ri, erI.'Iue1iI1etli.nl11I fenn uiflaunihapinr

1.IiI1'il'tu1.p-e'I'.n1i.I!'.‘.n11tI"|2l'I:_fl.lhl|lla'l'!i.
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miooptimizatirui may he neeessaiy, or eiren iheonty 1:+oesi|ile s1:I|:uroseh..sn n;I|:tnit'trnetin:It wtiieh is used may

be it great deal I:-efliertitsn an eisset selntiun wliieh is not [I T]- l"les'ee‘Ii1-elel-s.e-ut III:-=|e|w"Ll1:sttern1J1 in show

wsysto optinfnie system perfiirntnnee.

It-iorlels sreliow we eitpressthiniss wewantte understand Irtdpossiiiyehnrige. dmiurteti nttetnttef

something we fltinlc we elteerly understand. Models sontetirnes present prohlerrts when ynn try to

nanshite I:hern.i11to reelworiel eetiyilies. with thh in I'I't.i.1iIti..I'|.lu"m.|.Iut1ii|:E: to suggests sirt]:I]e nude! which

may hltip us begin to find ways to ihiii ii solution to the problem ofdesigning is workable anti-yirus
strategy-

'Ho:fsis siiauiri norsasuniit eigiiniii miflpmdiriesmpsisrtse th.I'n.i:'rt.E t3I'is.'t',tis'-In til-:t-tie e'H'e$tI't.rtss'. '[|3]

Using : hniisfisally modelled sppmeeh. we would 5l'.t'i'I-'I:f-tr nisintsin the existing tmtth ofthe system. This

essumesw-e Iiaye I healthy Erstern in begin with. Th requireeyeunntdepetitlenyeur b-eiieffltetyiuur

software iseo1'reetiy i.nst:sl|e:i and operations], and thstyour einplnye i-E|2|.fl'I-' have to use itenti are using it,

and tltetytnrr eqeipmentie iimetionnl, and Iiintyoitr I:-otieies aiecorreet and being foiIotue:L_. It requires that
you setustlytelre itnp-on §.'i:|ll'lE|:i'-"H harlesienete people to ensure that your fi*'SI?.i.'I!i isoptinmtniiegin with.

lfyrnyu are nut u.riIIi:|-1,3 to do: this, yet-1.I eanrieut Exp:-nttn rt.-st-urn the syntntrn tn I1-filth. The i-‘oe-usehotrlrl altifl

Hem ‘i:ristr1e‘ tn 'responsi|:iiii1:y '. This may require imreflineriten yourpart. ‘II"I:Iu may need to update

equ:ip1-nenL Ton n-niyneedtotoin employ-ees. You may nee-dtnpin'ehesesoi‘tI:esre.‘r'eu rnnynee-dto

subeeribete puhlistiene which enn Iseep-your empieyew upte deteen trend: in virus aizldseeurily Izmlmelei

"r'q:r1:| will nneui mrnunitor feedinstlc hntssrnnn verintls up-nntzsafynur eiiri—1s'rni55i1'1t:g3.r£ysii:t11. We luye tint

iiinruseie-ti fee-zibneirnt any great |engIiIinti'tispsper.IiJ.ie1J:rIhenutni:eref'e1Emen13 nfflt syfihtmeitd the

eon-pie:-':ity ofthe fieed|:ree]s_ Howesrer. usingtiie enqiirieo-inttiitisre Genera] Syneimfliemetieelsppmssh
defined esp-Iii,-.1: it t.]1i.-ipsa.pi:r,_v,rnurI.I1o1il11be o]:rletorleten:oiine thesortsoffieedbceek which are required to

I-teep yoursystom i'ur|e1:ieningeprI:i:nal|y.lf'1here 'fiH'U'fe-Iedbenls. y-I:rneeL1:I Iutntelnred yaw Ea-'5-'t=111‘fl-'iJl fail.

La-elr. et‘feetiIisokpI1Ju:Ius:enu'opy.In 5irrIp|etenn.1.entmp-yennhe nail-ed Iiuesteedydegradnflfifl er

disorgenisaflen -oi‘; society are system. This isnot what you wait for year symetn. "|"I:n.1 wsnttu rrlmre the
sysremiritn orgenimtion erttierrier, high r.1tesnfpI'eEreiiiJityen::ieerEinty. Jtswe discussed earlier. this

['|:a|;t';t|:.]'_|5.1.Ir]1t:1'| info;-nntzionje ptoemeel- Theihfnrrontion one be eizintrnlrnieetionnfsrty type i:I-etweeneny

elententsoffllesytmsm.

1:,i"L|.1'E|i.'|'|':|'I|Ifii.'.Il.'.-1.IE.'.iE-:1'I'I$ robeonthe eaeisting ilbiemesin om-systems. Ifopert systems indeed. as

augg:-stud, possess an Imisre organising prinoipl-e,per]1q:rs. we would be paying more attention to whet

the elements o-four system: :a.1'-t:t{.']Ht'lg 1.1:. We eeu]-ti learn the sorts. ofirliiirriistion required to mairttsili

It:rI'gt1Iliset:I1'vttIi:tt.I:Iilitj'.‘|:"|I'eI'.‘t:It.tI-tl learn 1i'u.-smourn: and typeset‘ feedback requlredto process iufunnelinn

optiit1aJIy,endtn1i:eep-iJie systernhoflt deeirsblyulqzrtiyeendfisln enispting iil|.'.‘-fl§II'i:i"-'¢i:|-'- Weniustenrnine
our systems see whole, ineliitiing all eftiiepsrts, as Iiestwe esn, tn-tinlenniiie what the elements snti the
sys-t:en1sI1'-e telling us. In theeeie ofoursnti-virIissh'eteeyti*stenE.. '3'-'fi]1i|‘-"E FEW dfiififlfliftl '-'-“hit I113‘
niessege is. telsuy ofus Jiswe note-r-no yet tlefineriliie elements ofthe systens tliesyetern beuederia. ertite

gosloflite system.

It isetnr tintthere on: uiishermonie eomiittionsis the ‘Anti-irirue strategy symer-:Is* 4:-fmeet E-eflltlfiniefit if

flierewere not. no one wnnld be attending this oooit-sense ormniing H1151:-es:-er. It is else eleer thstthe

way we trs-ti.itionsl1y approach tisese proliletns isnnt wnrliing. We have been using tlieoespprsseshes fbr H

Icing time. and the problems tt1'ett-titgttililg ttwey- Drawing fro-mtiie iioiisrnmnrlel, one titingwe can do is
eitaiznine eausalfsetora. instead of foeusioeousymptomsiio retiefl We need to essmine mane sit:-eety the

itrterrlepennienoe eftiie parts e-four systen:I..anIi as seelrrity prnfessinnsis. slinulti foeititsse the petentiel
Forhea ling our systems. Itishoped that some ofthe itiees rnentinneti in this paper can preyislen Sttifiiiltfl

point for this.

 

flfl EsmmFJ fiH'|I'irInBI-latinl-tIL1'l '1'|at'.|I-Innis JI-|-|na:I|cI1.fl::!IniI|I|n. i_JIlfJ‘|'3.E|II|l_=I'- _+.4..u;e:.1:ias Htslztrtil-. H'n:Ipli't-n-l"'H:I pIi'i:t:.I':ni1.n1l,5'Ifl1'l1i'rIh:I-n:I.l|:I'lIIifllrl:I"l'|u'I I:yehni.orIinnrnItId Iutyiinmwtiilltlheptn
'Is|ilhI:|:I:I'I:t1i.'Ih'1i:|:l-t!t:I"l1n'|ii.l'|i|iI]‘fl'i.
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_'i'Ig.§*m1.[F|.:.i.r'|u1:'.I_'.||.!.i5¢]']':'fi:a m rixmt Lmme ragga-um. Ln-merm-p afsmckfioimfar Int».-. nigh aim:-mnfimem

flee-.m:|.=, arhmae un:££:e*}-and the call qfe1+'«E.'.ri ::r:msI‘em'-2 -uiu1'_1.-'.
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BLESSINGS IN DIS-GIJISE: BUILDING {JUT flF DISASTER

Pau-IDueflin

Sephee P1-:, 21 Ti1tQ|.1£-tirflTIi.. fihingtien. i.'.1'I-ill-i 3"r"S. UK

Tel 'H-'-‘F I235 5:1-433?-Fax +44 I23-5 559935 ' E-IEIEJJ du mm

Imagine, fern |11t:t|'|'I|:a1l, em mere leaue]:Lati1.i.1:Ig aatiie ‘average anti-1-.'irI.|a expert‘. Tale: him erherasitle
briefly, and start tI1i|t'rrLg genti'_I.-' and generally abeuleentpntter vlnlaea Theelaneea are seed, =1-'eni.f:r~ee

are aktlleui in keeping aeeuweraatien rumtiag aleng lines efgreer eheiee. that lit: $IJJ:r_iBI:T matter 1-'-"ill Veer

n1pifl.I}'tIj'I.|.f$I'd5.'iJIfl technical- Tee eheuiri net be surprised ifthe expert ntalteaaeudden subroutine eall te
highly technical neettere; ;.-nu aheulel be even lea amprieed ifyeu fled that the auiir-rr1.1tiJJe ataelt I:-eeemea

leet. ae-that a return In the erigirral tepie efdiseueaiee is irnpeeeieie.

Liitewiae, IIll.I|2iIl eftite literature published in Ilteehert lifetime eflhe e.11ti-'I.rirI.ta field ia Eargely teehnirral

Ea eentent Even deeumenta which are ruppesae-die he eerperate arIti~1tirua]:eiitriee. W!'il:|Eni.11‘|1|ai115]JeEIl:'

me] eig11ea:1.|:4_.rTepnte.-atluiartageaiieat, aemetimee manage its leae T.iZ|.I:lI15-E11F£S iaatangle ef'te¢hne|:ml:u|:|e‘.
This ear. be hand he an-eid ify-eu are Irjring tedaerihe the bE:5l'|£I'flj"I’IJ- navigate titreugh a ni3iI1:I'na.te Wflfiti
i.ni-‘eeteti with arrrreured. illflflfliiiJ1fl.fiili"H'iE$.ifl1,i1iEi‘!1}'fl'D13'fl'IJnihiE, t'n1.I1ti-par1ite,faat-infeetiitg rnaiware

eh-_iee1a.

Sernetimea. 1i1et.Ig.h. li1epI1:i:IeJ‘re1e-iiiehetntrae from the ter:hne1egleaJeee:q:uter 1ri:nIa tratfleareendare
rbeidediy plain. Erftert. the '-eiIe'ieI.Ia' :li:i3EiIE|:ti1¢tII1IFI.li§Ii]|-2,‘-Iriv|Zi¢i;|.f telegraphed. lew-teeh ‘I-'il1.i hreat|.aitle_‘.I

eeeeeede where rieviettelyr eleeerpregramrrting fails. Itrnagrhneaa eltl i:II'e:te.i-de [|],ht1t1.I.re can harrlljr h-lame
mhnelegyfer iheengeirtgprevaleliee efvilua-re euehae Ferm and Eteneti [1]. In July IW4, ellether

technically unremarlrahle 1.-'i1'uaaI.:eeeede-Ii gl-e|eaJ.1:.r. realeim a aaddeii appearanee 1I.reti.t|'wiIie! Kate-I.

This paper ieaeaee stud]: efaa aItae1I:i:r:.r this virueen aitttgeflettth fitfriean eempanzr. Managers, ILEi:".l.|'IE|I]2iIZ
edmin'Eh'aIeure, and Le?rE:1'$3iiJ-i'.E‘.l.|'El'E allaulpriaedhgrtlte a1.1.tiI:|-en appearance eftJ'-e '|.-'iI'IIt'-;ti1E1" ‘-'-He!‘-'EI'I

mere 5-trt]:I1‘i.et=tl whet! HIE virua reappeared juataaaaddenlgrthree nre1:Iii1a1ater. he yen Willpfflhfihili Bl-1'-“E.
these were n.ntiuJmeent_deihr|ee]e$1:i.',ti1m—-eepeeiallje aelhe leaeena ieamedaftertiaefirat attael: eheuid at

betethatrepreeenteuithe aeeemi. aadatareeatallewedittebe haneledwitltme-

Hmee1.re:_ a.'a.a]1i|rI:e1'|1.a.I.s1.1['trne}' has eiiere.-n, this ergenifltierfaeerpetate anti.-1n"iI1E-fl1|FEIt:I1'¢:5lfii1ii$ifl'fl:|f'C|"¥'¢|:|

aea titreetreault -efthe Iiaeeri ineirienta. antlthe riair eftiraleimter in the i'I.ttI.1re has been aeidreaaed, anti
n:tlueetL It weulel prdaahly be geing tee fa.rtedeeeri'he lI.'Iaea-Iiaea bleaaing iiitlieguiae ferth.Iseertpa|13.r
{and it would efferthe 1-inre ieelfa Eitrietien and Iegitinaiey it dr:e='.netpeaea.a‘].iiutt]1-egpr he-reeettainl:.r

rrmaageui teleare frt-mti1e'rr rtietai-tee. M-will beeeme ehvieue. Iheueh. WEE diflflmlflm |3|_11-ii”-‘S3’-"ifli.'r' 1'5

they rniglit have i1t1!|'iE:t2I'ii1IEI'5- will wantee aim to tie better. faater.

 

lance-‘BU!£EfI|3Efl'IFElP£E'-E:E¢1HH1rwIeIdhLH.11TheQ‘md1Ie-klllrreli-=I1.I1|'IItIt"l1IIlI.'§3*5"il~i-3'i'n5.
flflflflqfle. l-III-{IIIJ-iI1J55.lE‘]J!.'."-.'I|1|'.Iu:'I urreeeateeueuneaeee re:|a'etH.Ieetl.attreeIta renew: ayItn11.»:r |retIImIleItn:I:I1.'1':I'rrI'-'«I1l2I1hII|I¢]!t'i=1'

-A1'itleu'|:-eI11'|I'Iri-IJI1Ir1|:"II:pI|.Ihi.iI-i1:I.'ItI.
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Te maintain tht pI"W=a=:'_I.-' efflue :'.-e111peng.-' 9:1:-died hers.-.,1.I.-':ahaJJ rrtftrha |h:t'I'I H ‘The CD11I'1|!|311!.' ‘I-'I"E'l'¢
Studying, Lhiiittd‘, and abbreviate This I1eIneas‘TC‘Ii|n'S‘_ And, befere run smitlt at Iiteir story, as}:

yourself if1.rn-uar-e ehseluttljr certain that it u:=I:Iu|Ii11'I happen in '_Im1J.

THE 5PEMfi

Awarding tethn Intcm-ct, dais ia1.~.-hnthnppeawd {Iehamrebeen eiitedtn n:n'u:r1.re persenal er
cnnunemial ldentifyhg i1tFernrntiuu;=rr-tmtare reprndueed as they uriginallyr app:-and}:

Date: Thu. 2-El -Jul 9-II 07:53:11 -III-I-[I'll

Pram: ABC Anti—virue CI'.'Il['I]:I-E|.t1'_'.f -rahv::Bu:1ef.qhi:=-

51.1.1:-je-:'_'1:.: ‘|.|'i:rL1s wa:r.11ing IIP-E.‘I|

we have diarzmrere-:i an infeetefl Eile which has been spread. en Usenet

in the group “alt.I:nine_ries.piv:turea.eretir:a'. The virus is called

cheeeel,-' 1-cehnterk 59?, and is u I:r:uI'L.-'-H:-:3 infecter. He current scanners

seem to be able to detect it yet. A deteeterfdiainfecter re-utine is

available in the file ‘ab:-:1efg-zip'. wliith has been Llplfladed. 1:-J

eeverel sites II’.-.ruar::hi'».re.iIual:1.e<:iu, f1:1;I.f1.Lnel:..f:'L.

ftp. in En:-nuetik . uni -harnburg . rie et.-:3 . I

sincerely,
3. G. HECIIIE

AEI-C J!-.nti—virua CG-I|.'|D-EI11.}|'

—_nn_11:1--—-u—:————

Date: Tue. 3-CI Aug 94 CIl:El--1:3-7 +|J41|l}-I3

From: JII"r"E -:3I:;,.-'a'3u1.|'|A‘.::‘3{'..=r

Subject: Re: {News} ILIL-:3-S? [PC2-

Hi E

aeInebe-:i1.'fiaeme1;vrhere.t:I:rIn IIEien1e E-early}: writes:

an. I have been hearing e]:-out a new [?J virus called KADS that

:- has been tranaferred ever the internet. Does any me have

:- am.-* infe en it?

15.115? name of this virus is 'Kaea4'.

se f.=,Lr. verified rep-arts er aamralea ef thia virus have been reeeivetfl

frern the US. huatria. Nerway and Finland.

1!; seems that the virus; was distributed ever Uaenet. possibly in en!

ef the alt. are-uya.

The virus is net very rema_r]tal:ule — it is a I59? byte nen—reaid.en1;

L:-1::-1-HE:-[E infeete-r, which -eentaina the string ’I{EIDEa1 I Iehntarlr {The

’e’ has 2 date ehmre it-.:I. This etring is not ertcrarpted and can he

 

[ f¢LEI.ETfl-rCUF;".EIEEI‘-TECIFIEHFH 5|-l|!fl'|ILHn.11 THEN-‘I-|1|'lIu Hw1HHI uI14n3 E?-IflUH {anusaalaampeuru-dapuuuimmnyhcrunoduunl.nnndinuti=w-J:pu1.e'n':nauulrI=dhm'fi:TnwiflwMHHFiw
arfimpumlmlmerheflbuneri.
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feund with any text seer:-h utility-

The virus -:11:-e5 net seem to have any specially interesting functions,

enti flees net eentein any destructive cede. en the 1:-r:::-1::-1e111 ie n-:-t ae-

serieu.-.: as it might have been. but the virus might have neu-

intentienel side—e££e-.-:tn. such as prevent int; a machine Ere-m beeting

if it infects IELI-!|E=I-.tI.I'1‘[IJI-I,.I'IE-1-IJZI-.'}$.1.".'I.'3-I:-I en a machine running IE-H DCIE.

—HYZ

Date: Sat. Ell Curt 94 11:20:45 -{HUG

En:-m: hntuther Pars-en -:a|;:Btn1r.5t1.I.:-

subject: Re: Re; [News] I-Li!-.03? (PEI

:-FIE -!.'~::.r'=E1.ww.retZI wrete:

: Any name of thin virus is “Hans-1’.

:- Se far, verified reports er eemplee of this virus have

:- been received lrem the US. Austria. I-Ierwagr an-:3 Finland.

_ and South hfriea...

Cheeite, hntlther E'ere-an

Ignore Forth: menreut Ilieehvinus inennsiflencies in meabeve IIIEEBEES; the bull: nfihc: infiarmaflmi

::r.p]ai_n5 what happened, and I1n:nI.' H1: 1.-1'J'u5nnrnn tenuke n1e1:nenta.11.r glehal headlines. Fmm a viral
I.'|-:}1'|11‘-I:I-f'1.I'ie'I.I.r, Itiananinru intcuu-ting humus: nfe nmrnl nnrnhinntien nffatters:

1- I£n:~.I1'1us was uplnnded epenlyte die Internet, pasted ‘mm :1 nrnrsgreup. which antncl as H Vthifiln to

spread the 1.-inn rapidly ncrnss the 31-nhe

1- Iheupluatlrd ilifntied nbj»:-ct was a :un:nn1c-n:iaI shun-.-H.-are pregrnln

}I- this prngrnshwnse gain:

.'I-- flue upland deslzinalien en the Intemttwlaan unnmlttnted nv-rw:-an-up bdtcrkmwt H31‘

disseminafing pnnmgraptflepieturna

1II- 1h: uplnmiernude 11mIlIE.'I'I:Ipth:! mnteathinnelf, nnlmnwledgnndflrtupluad and nlaimnd thathe had
than apprI::p1'iatt! prnnnuljnns, huthndhnen lehinwr. by an I.n1i-1-irusscann-urn-'hiI:hgIIv¢ his

up-lead afiihe hill IEI-3“'lEfll'H:l..

I’:-I"t"I']'I5 EDNSDLEATED

The namre nfthe Kane.-¢ ::I|'5tri:ruI:'u:rn gave the virus tnul1i'p1-I: angles nfhnpertance ii the 1TIB=i.‘Iii, flfldill
‘b.':ll“I:H:2II'I!I!1i:l'I:rE51'J:I.-E enrp-:I:a.te1.I.-'0-rlui tlnfurmnat-al:.r.1hu inumdiat: Inuuna lcarnmd Emu itjurigllis fitlm

i|'.IfI:r:I'rr|aJ tunversafinnswirjw-i:H1nsa1TCW5din'jng my cunsuluucgr immu-diutI=|:;r f-'n||I:-1-I-'iI1g’fl1=i.t' fir!-I

au;a+;]u;, 1.I.rn:n:|1-I;rt|;|E|1“|:i:I:.'|.:|J,arI:y ue.-:fl1L In ennemns, die}.-ne.nIed nnhr teperpnuatc 1h+:-:1: iJ1HEfill'E’0= rrlgrtlis

'|ulu'|'Ii|:]13[I2l'5-I:].'EI'Ei- age. when :11-I:4:=I:II‘npI:LtI'.'.1"I.ri1'I.t5 :[’I1::II|;:-0:32:11 El: |:::GDrEhB3pI'Dh1¢mI3]'.

Cnnmuwrgmraehaw Ia;r|1gI:u:1ati':I:.gIaIi1:1.1t:.I3.*.I:]ang:r1:u.I3' a.cI1‘h.1-Izare, and I'I'I.I1}'4:I:ll:I,|:larLI'H5[rI:i1.-'n‘!l:£1IJ.1:Lua=:|1

gun: because 1:-f'the "r'J'I'fl]1'i3-I: am.» pm: — rather lhan I:-v:».‘-nus: their cnlplujrfles fl.l‘¢ 11-‘I4-link’ takfill MI W

 

flflE[) 5hH£TWCflV.}EnE|VCEfl1FfiWfiflflfl'|LflI1TMQMlfl$ H.Hlflil|'!.{h-‘If‘-|Hlhflx14J"l'5+n'|l7Ifl‘-+H{l]1Ii5§5=5]15I.}Je|:|:tnFI1lawJ:I¢nfinI1nn3-he rtpn-fl1.u=d.mnd inltflinilnrmtfltflfllfltfld ill:-'|iEI'I'I"|-"I111-=|1J|1h=!IiIi|I
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perform taalsaeriiertitaa playing garner atworir. In fact. gnttrairiairetren serve a vaiaahieptnptae in

I:-usinesstirnieeti. 1 learned to type fast iilatrina: 1:he curionsi:.r-na:n1eI:i 'Lohat1erSea.|'ni1rer1t1tre'. desiaznetl

apeeifiealhr to teach ire].-'hoai'rI steer! and accuracy}. Worse still. suggestingthatthere is a specific type of

‘dangerous’ eontputerprogam sertrestostlggatthattitere arepi'ogran'en.t-'|'ii-eh are inh-rreol|1.r*mfe’. and

therefore imrnunetn ciral infection. Shine many file trirtiarattriil irifietj-oarahontanyl eaenntahiefile ti.-iiieit

comes. their way. this term on-sa.t7e mgrlh.

Many etzlrnpanics also retain aitatttwar: and fi‘ct'wareon 1:Itcir1iatoi”darnterotra' proarantta Cieariir. it lathe

rneans I:-=1.-'w]tiI:|1 shareware issometirries distributed that needs coris'a:Ieratiort.Iatiter tiratitlte dta1'e1-care

itself. .-tfterali, a earelemorunserupuious doaJerse]11'i:Ig sitrinlr-a.-Iriqiped eonirnereial softwarentight easily

use, infect, and re-pael».-age that naflware (and men eaaea ai1ec.re1|—:lo-ai:rnentei:t}—ee singling out the

5]'|fi.|"E'i'|.'fl.I!' onnnept an 1.-'irnJ.i3-' rinlry serum to flafleotatteatiinn Er-om tJ:|.e facts.

The i:aLu'_'g.-'iI'I§: ot'F.'.sos-t in apornographir: netrmro-up also-ohoetrred corporate risks. withntanagers and users

who steered eiear n'i'st.1nh nett.Ing|'n-1.1psten-Iiirignaheaiietre fltattiiinwnniflireep thern and their vrorirgrn-tips

safe from the 1-'ints— in titeaarne wa:r.perira|'.ts.tltat titc-aewho are not aeatraligr prcrniscttcus reduce their

risk oi'Hi"-.-' infection to negligible ievels.

Unfortonateitr. 1i1eoheio1asarra.lo-gar hereianot the comet one; antore osefiilanalogy would be the

olaaenration titer heaause you anti I are not lhietres tioea not mean that our Iioasesare. r'.r.'rsc_;I'E:r:to. safe

from burglars. Furthermore, once lt."i.t'1.J.5i5i.11l:h.o wijrl. its initial mo-to of-iistrihurion becomes relatitreiy

ur1important—or1t::n F.'.a~osa'-'|- was o1:rttJ1ore,t:nI1'q:Iani-es not even no: the lnterneatttrere at rieir from infected

floppieahioetaetltej,-would I;-ett-'I'tI1 any other 1-'in.1at

The fEISiI'ii'IEli'5i.flt2t:3-|iI‘i'r'E5t3t2Ii|'J]'||:Ii:1'Eti with not one but four arenas often proaotizre-:| to corporate users-

ganfi,,sI'iareI.trare,h-ulletin hoards fiorthe intern-et, BEEI'Ii:||'_|.-‘St!-|'I'IE as a giant global Eli-Sjl and

pemographg.-— iiaal-ed some elasenrerat-nenneiadethattneuplnauder ufflin-ineadeliherateitr rnughteut a

rrurltilalgf-prnh.ii:titrti:I1t'a:,-' inwhinlito introeiuee iI1r‘.=1.-i:rras- This, preaum.J;:I;.r,u.m1aaea.;,r amen rep-aria era»:

‘u'irt.Ei inside an organisation. with ueerepoaaioigr qaadrupljr afraid ofrecrintinatiorrs. Toucan itneninc that

the average user. oonplaining to Technical Supportahoot a nett-i'otn1-riprohlein witithia. or h:rFC, would

he unliheltrto offer a reportsneh as, 'Jdown1oatIet1a shareware porno gantefile called .5E1t£"r'.E:J{Ef'romtiie

Internet, installed Eton my worlr PE andran it, whereuponlhe network fell -q:rarr'_

SHHIEDNE EL'5E'5 FAULT

Although access tethe Internet is irnreaahigly pcpuLar. and inerreaiiighr irnportanttn Iioainess. it is still

often seen as an lll.'I:|:!IElt:_'|.IEIliJ-i3I'ti'BI1;E_i£1't2|t.|.*! vehicle. and incidents such as KEDE4-Slfiliflfilli fear and

ignorance ahont the safety and us-eahilitgr oftite httentet. Many corporate compnternetworir and security

policies deal with the Internet in si:rr.n-Le. total faahion- intemonneoti-.ritj.-I witit the ‘Net’ hprohihiterl. In the
wait»: at‘ [Cans-I, the Internet was eertaintr a eontreniettthoolr on c.-tiieii to-hang hlante-

‘Within Tflti.-'5, who iElEl.t2i[:1TIIii hatre} partial Internet oonneeticityr, one ofthe outcomes oi'It.'.a~os4 was to
eoaeenaateaeeunnr attention on the interconnection point. Whilst networit firewailstlo indeed require

expert attention. TC"I.‘r'5‘s firewall was configured quite restrictitre|3.r. and was a].rean:I}.r fairhr carefully

rrnnageii. Their internal networks, on the other hand. were not- [f the orgarriut:'ron*s internal

policymaker: had trapped baalriaefiate tlteltaca-Iianidtttt. lhttr would ccuhtlesahat-it prevented the firm

attach: ttrith ease. I:i'tIteg.r had resist-ei:i1i'r~e temptation to an-nrrr in aflemraria, Huey would have prevented the
second attacl-L
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FflmwEEHN i‘E|§|5- I5
 

BATTLE ETATIDNS

The first TC"|-in-‘S eugagernettt appears tahaye tnifatded like this;

-I- The as-tualiafmted garne. as up-lcatledtc the li'_Ite.rnI.'.t:, wssheuugltt intnthe earapany. Whedter it
was detvulaaded direetly them the Internet er transferred tc an entplayeehysanieene nut.-side is

urtcertain. altlteugh it seems tiutthe latter was the case.

I The game was tried an a handful efl"Es an the earperate netvr-crlt, 1i'|-'l'Iit:l'L all became infected.

it lnlecden spread fhsnt ans af these Pcste ane nfthe earnpany‘ s hletiatare servers, and eaeeutahle

ahjeets which werepnart efthe ecrp-craternsil tn“-,1-"Steer were infected.

I|- Elltiierservem. an the ttetwcri: heeameinfletael when enntrei uiarlrstatiensattaehedtn had: the mail

server and enearniere eftheuser file serveteeaecated

II- 1.1.-'critstatianstI.rere rapidly hit asinfecte-d prngranean infected servers 1-i-'31‘-E accessed by users.

l"-lane efthe anti-vinis scanners in use at'IC‘t"I'5 detected lt'.acs-'-l, which is unsurprising: presuIrta'n-iy, the

autltcr went ta same tr-auhle tuensure thatthiswculd he the ease. and relletlen the ‘-'i1'|.Ie ttavellillgaflfat,

se fast. that .‘l-tl|'ll"lr|:‘|.fllI:I:lll15‘I‘-'t.‘.ILlldiJ1t‘. hit hefare their scanner updates arrived.

Scanner d-etrateeera willhe quielr ta paint nut that this is an unacceptable endangering weaiutess in

scanner-hased pratectiamand that integrity checkers 'tvculd have netf-cad thistriral attacl-: as seen as it
started. Thte, TtI."tfi.-".3‘s preiiletnwas that they had elected tc use the tvrang anti-vital ten-ls. Scanner

ve1ausicte~gtit3.r=eheet:erar;r_rnrnea1shavehe:an1e, insun1ea_1.1arter's. the ‘ Hcly War‘ cfthe antivvinis
earnn1unity;f'ertcnate1y. there is little need far as ta en-nsider this debate here. hecause TEW5‘ s prnhlem

was rather different, and much hreader than this.

Firstly, althcugh setleral hrands erfanti-virus seftvvatevvere in use within theeampany, TCWS had an
eerrp-erate licence fcr cee specific prndtt-et.TJ:|is licence perrnittedtiternte lteetall the snitttrare an all user
wmlestatiens, where the built-in integrity eheelrer efthe saftware tvnttld have identified the spread at‘the

virus early in the day. itdditicnally, their veraianvas enneulted Iiytelephcue. and immediately prervided
a virus datahase update which allcwed TCW5 ta deteetltaese-

Same rlepann-rents efIt:1a.-'5 5-.1.-mtg inte aetin-ii quickly, and remerved the virusfi'em PCs in their
ccrriders. Crthers had never get ructtd be installing anti-vine sattware an their systems in the that place

[theuglt Iiie cc-rapany tradheughtand paid Fcrcerpetate pretectiaa same time hefcrel. They were much
slmvertereact, because they had never carried eat a dry run — they left theauti-virus learuingprccess

until they 1-vere faced with the ‘Real Il:Ling*, wlterenpen fiarand panic added thentseltrestn-the equaticn
audfrnstrated their alt-nrtpts ta dcthieas -cerrectly and efficiently-

Elna at turn deparnrrelits tc-alt the e:ett'ett1e approach afelesing dawn alltheir Ftis, disconnecting fnsrritiie
aetttrarlr, and lah-nrinusly cleanittg every PC hefcre gluing live again. Sadly, thefacttliat the cerpflrate

clean-trp was neither cc-cperatively perlcrtrted ncrcentt'all:|.' rutt rneenttliat Ill‘-‘ell l3"lili5"313|1¢ flfillfl l‘l'l"3I'¢
lair. departments as it. Ftlrlherrncre, tlteyrrterely rentused the virus. and paid little atteutinn tc their
eurrerit net-awnrlr eunfignratian. F-.c.tvhen they hreught everything haclr up again. it was back ta square

t:a1e_..luat as that-ii1is liad entered and prcpaaated aercts their center and vrurlratatiens hefare. sc itdid
aaani.

TI-[E El"'l'EhI'i:' WITHDUT

Fr|;:I.|:r1 Hseseapeeitheattaek, yau n1.|'g:l'|te-rinjeetiire tltatlviaas-i isa ‘dif|'.ietIit‘ ‘virus, withtrielra aueh as fast
infectlan an-dsaealthtuhelp itspr-end fir, fast,aud uneliaerved. .a.cIaa|ly, itiaa'-'~eI'5-'p1e.inllttle virtte. I‘-'lace4
is adireetactin-n [nun-merncry-resident} tile iufecter; ithas na stealth capabilities. rI'.a.'l:.in_g an e.Et:urt te-

 

ElIL£.E'i'Ifi'I't;'I':.|it'FE|i'.E'tl':EflI1!£|fi'tIrl1flt.H-Ill L|tI.Ii'I'l'etfl"flII1.I1l,tlt|Ji'fl;I:I:,'l11Ias'Ii3Ii.rIi, lil"l'.'.l-I31!‘-'5. E-ldllll-.

DUDE‘ +1.t|.[n}]]3§flfl:;l§I.}~lnF¢:|u:tf'fl1]5publiefi'-t1q1TriI.y as;-massed, mas‘: |re1rie1'aisjI'Il:In1,cei'etIrnitt:dit1Ie_t'!'trm1IiIhhuI1l1a prhee
~.t-rieten perraiuieecfdiee-uhislne.
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disguise itself; and itie. erttireljr hneiteijrpted, se that Iheteitt string ’lt'..I5tCI."E‘-tl-‘ f1mt‘KDDE4' es steted in the
Internet pesting sbesre}iseles1'11.r visible iitei-rent infected file- Itis. in award, e'm-'ir:H.Ls.

Beeeuee Keeed isenem-resident, rtsn-stealth vrrus, itistlte 1-r:itId effile ~.riruethstertettt'erl-: adminismttflr,

Fecedwith flEflmp141E|D1'j'1'tTBliI1i_:tlltiflfl,WflflIdlJE1H'E|lflth'iEflt2i tr:-c:J1r:n:tse.lndeed,er'I-Ien L|1e‘t.‘:eIr|en Rule‘ e-t‘

1.-irus]:Iurr1:ing -beet fi't:II:rtelI:rrI::-w'r1.t:Iee.It. ‘F-trite-p-rtiteetetisjt-*siemd.isltette-een be ignetedin rhefeeeef
flamed. Es-eh eeititeritsnjrsnd-vies sr:uft1.I.re1'e,sIrettt-'erlt edrninirlreherweulrleeed ‘I.-'er_I,'litt1ett:tgetl1ie
tsetwede heel: en its feet sgein: minimal gsh:i.|.|.'. s BASIC eerspiieriet evens simtrle

|:e*egrsn1nter‘stsr:t| such esG1t.E.P]:end eeer-verlrepei-erine '.'.l]tI't!'lt3:i.'I1"J."Il.it2:i1 suppertsleginserirrtirtjg weuld be
enough henrittl flbejtlb.

Ir isinee-wring ee net: that. in e1:m-endeeeeeeretreel TEWS whilst en eenrreet rehztreerigare the eetureentl
erttentet"tltelr1::rr:tl:-lert1.I cen'1eecI'r:rsss stud] tes:Irl:gteu]:He']1e- he-d deeidedtrr tslceenltfeessltltemseltres.

Atrherqh meet eempu-ter seieutirm titles have etlerbeeri intrelt-'ed intettlmicsi sL1ppt:Irt:11i5r|:rt shudder‘ sllhe
rheugjtr of‘ :1 latsrnrl of "I-le'I.r|:-fit.-«G1ttn—i-'iEI'l'iE' within er eettiitteijtg.-I ef‘ee-rnpuher users. their epglreselt
d.u-nenm-nee; ti-rarest-efuj tfiinl-ting, eembhted witzlztthe use efubuiuue peet:eurieee,eeneFten produces high-

ep-erd ene-effse-1utienteenappet'ertt|_t' lergepreleletn.

They neeieedthetpregremfiles e111lteiL'1.I.rerltste.’dni:I;str.=eIei|rcH.t-'i115t ism end.-tut*tt1i.serl Ihsttheg.-I had a
‘i.|'iI1.E.i:h'.l.IE ei'tlte tee.1:e set elieutsn in1rned'eete |see|:up1Jfll1etI.retir.gJ'sIu{:I‘s PCs:twe sthets heeehteeielnhte

the altered files. itlrieeuglr l2i:l.l:}.|' Ietew 1.-erg.-little elietrteitnl rep]ieetien,the}reer1:|pered infected t:I|:t_i-ectnr.rifl1
fresh e-rig-.lrenls.e.tLd dedu-cert enrmgl: EIIJIt:Ill1:i'IeI.'I:Ia1iI:tn'ufi:Iipl:rI:1'it.|'I:!sI1 thetweteu germ heme teeeneeninfeered
fileeiereeleeri enes.

Cine eftitets.-'11 had dens :1 little Psseelprettrremhtttti. endwitttiped cps utilityte Hspljt thestztutr-ersi-nu
eeherne they had rledue-ed. A little testing. |:Icti1 cuftlte hypufltesieend their utility, and they were ready he

r:r;.r item. E3; thie tirne the heeleup tt-sscen:rp[ete,se they had little te Iese- instead ut'1-trtiting fer their
netwctrlraeli-einiab:ntere:tde:itfl1etr1eetehi1ee1:per'eenefl5r, they-I were the first en t.'|1el:r1eclt he be up, ntttning,
and elenrt. lrtsemeeenrpeniest 3.-eu ec-1.Ilt:[ prttbflh-13-' 5-rtn.eIttn«r:l:l'urfl1nteu:tufE:eha.1.'it:ut1r—i:utT-it-eile three
‘Wild. Wat’ pretrlem selversgetewey 1-In'1:l1r'L Their rr1:'|.it_r,r e.e:trlterI;1he3,r e'i:rq:r13r neglected tementien it be
their administrator, and quietly sI1r:rwed]:tirn tzitelte cteditte-r cleeuiegdreiruru-lrpleee. and they did melee e

preper |:|ereltupfira‘, setheir e:tpre1'iIJ1en1sttre|t.*-rellti-1-reI:.r rielr.-fi:ee.

THEE-NEh'fl'WI'TElh‘

lfsettteetre tesses I]lfll't1!EeiI'!!|1'lt3']!I 1d:I1'l2|Il]g]'I]|I'tl1Il'lEI‘l:Il‘[‘lJII2l-Jt._,iZl|IlIl]i:l1g dettiltlte its-use, they ‘IA-'etIl«til‘.Ie guilty sf
erssn. The}.-' eughtt-e have fen.-seen Itrettreuthetleemiglehrire t1tlI'WI!I._fl'.ItiSl'I|!rl]]IEl I1-epuiiistted seer}:-disglgr.
mete eemeiieie, ifyeu lceeweuehenetteelrwee lilrelmitweuldh-rev-ise metre it: true efire extinguisher,
eerltelreiehzniee it. It weuid else he prudetlt re give upthe hebirefetertm; unee-erred huekete efetrietiee

fiierl inside }rr:Iur fi‘-ant deer.

in the mitt: way. lite ellintete reeeeeeihillttr fflflil-E ettselt en TCWSI with lite entire-I eftl:ne*-rirue-
[=.’.iflI1.1:|1el'|-L as he seems In eellhirrteelfflhere wee. tlltite time cufthe fiist I1|:I-peereitee ul'l:he virus. in
eltemer reeerehlieh seme eeneffereneie lie]: L'ret'tI.I'ee11tJ1epsrs-ett whe upleerlee the trireete the Her, and

the eufltee. tlieugh net eerueeefien was ever preved}.

In terms efeelf-prerectlee, hewetrer, eeeie efthe TCWS irttemsl nehtrerlteaud pmeedures were veritable

huelrere efpelrel. end this served it: help Ihe etteelr eueeeed. Meet at‘the mieralreeerefehhr III-i:I1.u".ivI:FI.l:£ item

the battle ehrettei-egyrlistedsheve. Their detsilssre as felleees:

u Untlusted sefht'ste— et-ee tfitserigin eppeers niereh-enter: thee enuumedemted Intentet

iietlrsgreup -ctught nettle have heused |:llJ'Et:iij' en su3'::I'tselI1'.Ire en the meittltetwrlrlt. Llntntsteri
en-ftwere rheulrlte treel:-twted enenauxilienrssretelnfiret.
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-e.e-iIier1p-enrnirer-ieue-i'tlI.e|:.I!n]iI:ere.
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a The eentrsl mail system et-teetrtablest altbeuglt mil-e-preteeted en the server. became infected

during a ELlPEFJu"lSt]Ft. le-gia l'rem an infeeted werlrsletien. Beeause super-es-er legins grant

unlimited pent.-'et, they might net.-Ier te be allewed etteept frem seeure. trusted ttrerhmtiens.
Addieienally, in this ease, the super-user lag-i:n was used fer a rmtndarte lee-It etrtef'btI|:IiI, net etlt I:-F

11EI2!=l.'Lfl-ll].-'.

a The virus spread frent the eetL11'alttts.il server teether servers, thanlrste inapprepriete aeeaseents-e1

t:flttfiIgurat't:tTtsDn1l1meCH:l1et'3-eI1'el%5.l’TEtEIt!IllE had been unaeeessariljrdepesited irtawet‘ltl—
write-ahlethtadlreete-1'y duete arrlisnstderatataditzlg ebeuttltetequirementsefthe seflware.

-a- ‘id-'a-rleststtiettsfer whieh anti-J-fires seflstrate had been. erd-ered. Ieeeivedflltdpflitl T:-rwere utter-Dteetetl.

E1.-eatba-ugh tit-esell-at-are -a-eulrl net ltatre deteaetedlliavese dheetty, its iIt1:grl‘l]-'-Eheel-Llltgeetrptlnettt
weuld have ptevi-deal rapid ittd.Lteet netzifleatien ef'in.feet1'e11, ifit l'ted enlrbeen installed.

These eehfigutetlertsl srtdpmeedural er-rerstt-'«eeeeea.l'rrtt:|.ed rapidly during 111:.=1'J11-'eel:igfil‘iIiIn,111»!l flepswete
taltente edueate theeeIepen:."anet'e'e1’sadmhdah-atersabeutnrhattmatwreag. attdwltettinqreeulddeat

ertee threduee therislt efreiefeetien Tewltet l tlteughtwe.-.111: e:-ra-emeeredite-t'the i'I'menagerset

TC‘-‘I.-'3, I washer.-ersslredtepreseat them with irtferreatien theteeeld he usediaa wit-eh-huat. The briefef
m3.rwe1-lewae simple; fiadenttt-hatttrentst1eng'd:istir:|e;helI,'II setfltbtgsupheprettett lt happening again.

TItettri_-.r:1ametT-CW5 in resisth:rgalsheev_'ret'lr reaettiera sueltas 'rnsiatr'apee finding ea-raeene tepunisb,

eanae-t be understete-rL In this ease, it wasreeeg:a.ised that nuntereus mistalees had been made, and that
these teistaltes had wetlted tegetlterte leave the eetperete netwerlt ittfil-tte. There had v:IIl:|I‘I-'!'~=:t1l-51::-' been fie

deliberate ssbetage attempt; instead, the virus attack was seen as a ‘teml eerperate rrtnlitgr‘ failure. with
thtsiarntrtd. an in-heute seminar, epen te all surfand paid fer eut efa eeatral terperate budget, was

sehetluled and duly held.

5Bdl1I'.llII:re'I.I.-'e.s a repeat attaelt err-tense at TC"Ih'S abent three tnenths later. Irfifinlly, when Iwie
ermta-reed again he tee-lr i_1'|tt:t the eireurrettaaeees ef this attar:lr.a.adte-a-asiat ineIeant.q:r, I felt a sense elf‘

perse-nal tiailure. ltwasuet as then,-glt I had beet eearraeterl te help rerlttee Ihe nurrtber efvintsatthsks by
ass, er serne stteh nebuletts seere. There had been ene attaelr, andthe nettl targetwas :ere.wbieh left

little rest-gin fer errer.

REPEAT PERFGRIHLGLNCE

Cleamrp the seeead time srettnd was snaiglttfentrard. beaeeese rnest efthese iatreltred trad 1:t1'e1.rieu.s
at-:p:Il~enet: tr.-'rI:l1 thie ‘I.rt:r'].r trirus. .-!t+:ld.itieaall3.r.l ebsertreda number ef'1'.l1i.t'tt:a tltflt rflflde me feel much lfle
persettally eeaeerned sheet the repeat attaelt- Censultants ate eften deseiaedastlteee whe tall: abeut
seluing pr-eblerns baeauee they are iaeapable efaetaally selvireg 'l§l'lEEl'1.:l.'I]l' the stern: teleen, their rele.

especially in large eerperates. is usually defined t-eetepshert efihiplerneating I'll]! aeIutiet1_-tthey devise.
Ceneulmhtsusuallgpl de net need teas;-I ‘T teld 5-retl set‘, because that is what lite:-F were erupl-Dated in I141 in

the firatpleee —1mdtbis iehuwit 1.-t-asatTI'.L"|:-l.-'5.

The repeet int-‘eet-‘tens would have been pretreated iftlte sirnpleelta1t:fi:esreeertm'atnded three mezrttlts
ea.tJ_ieri1.ad been ean-ied ens. This time, lltterhwaet ne Internet re blame, as the reini"eeI:ieI1 eterte-Ii

eenqaletehr iaternallj.r.Arnenfit the tltiegs wbielzr had happened are-et happened sirlree rrI:.-'pI'e'-rieue
in-.ea1~.-ernent,were:

a lteihfeeted neatwerlrsea which the pureltased anti-s'i1'es sefl-were IfI'IIEr'-'-' fit-l1:r' lfllfle-4-W-'fiIflll1$-'1 Still

aet been installed ti1.t'et-1ta:attl'tsIater,despite the pretestatiens ed"users.

a lteinfeneted aetwer'a:eawht:ltiafeetiett hedaeajhbeen spteadb:.'5l1e1'eelpreg1antsentbeseItr-eI'dtat
'I-tetettrerlrd-ttrriteable.
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n flu-going routine use aflhe SUPEHHISIJIL aoeount fiwsm ari:ri1:rar5.r user worl-rststions, dnetc1"s
ones-enicnee-

CEca:I_-,r, the iessnnto he learned here is Inaiwnercclisngesarc rcqu.1'rcd.thc3-' mustlzncsccc Ichc-cc hccn

ccxricd out New-nrlc ccnfigurafion can be monitored wifii auditing In-nls; the ouiput ofsur:-I1 tncls can he

cross-chccIrcd.Ba.sicint'cm'e1cssn1in.n1icn -ElIfI|.lI.'|.'.-"|Il|1'iIi ser:I.I.I'itjr by users, as weilnc hynnsred nnrsiuiers,
isa sirnple task. In a mnlti-depamnentalenmpanyrsneh asT-I:‘|.F.F5, wilh depamncntainmuorl-rs,
cninflnistratcrs can eascilzr assistcnc anclhcr wirh basic cccurity audits. Thc idcc hcrc is ucttc watch for

rrralieione internal hrcachcc cfeeruitsiflintca 3. 5-EpB'J'-Ell ifiiei. Isuttopresrem easily-avoided lapses which

could prove oasis.

A.'!i:'E.:I.Il.flH

Glnc ofthc things 1-r'i1:'-chTl!1"W‘.E'r3:uusl1ec1 mos‘. slronglj.-' after the f':r'st ]I.'.no-s4 innidentwnsflle educnfion of'cmi

users. My own hope, as the person |3D.Etl3Ei2l:d In run the first rnaju: seminar, was mat users would he Ic:::r:|

Innflcnnl. E|cF.'.Irc lilo TC‘-'I-“S in-cirlorrt. my cspcricrrco had hocn ofentpnrate anti-1.r'I'I.rs scrru'na.1s being

resnicted hjrtopmanagcrneut ilmrdertol-reep hn1h Izlirectand iru:h.reclcnslscEo1I.In. TIE.'WS,on1heoflrer

hand, rrnide ever]: efl'n1'tto remove flrisharlier, providing r:en11'a| fliedssnd eneouragmg allslaffio attend.

Thcirhclicrwan d-atdic cnsznfflsnscminnr inin-atnrnrieisg hours would casfly lac rc::c1rcrcd in hours saved

handling ‘rims prolirlerrls inihc finure.

Thc uscrs prcvcd rclatlnclge Lcninncrcctcd. dcapitc cc-nsidcccblc ]n:I:I:IIiI:il‘_Ir givcncrr dnc cvcnt via corp-crara: :~

Inailand enough nctwoai: In the end. Iesathan 5% ofpetentiai dcicgaccsaucndcd, alflrn-ugh

p1'e]jm'nar_I.' estimates snggesmcla tnrnnnrnfovr-er11."'.'.rE 1.I.-asl.1'Jre1§.r_ lshnulci like In he shle to my why

aeccdcncc wccsc poor in crdcrtc hclip cflicrcrgsnisaiicnsasrcid snnflar discppcinnncnta:sedi_~.r. thc reasons
were never clear.

ltu.-as clear. however. from sewer carried. out E.11'.II3I1flH TCWS l.fiflI'E'rI'.'|1'l'E-']f'|!'-HI‘ sflcrthccrtglnal K.acs«¢

attack, lhat users en-nri:nu.e to considerin-house snti-virus seminars nnirznponanr. Usesswere asked:

Race the following in terms of their importance to virus protection

inside |I1'1E e-rganisatinn [use the digits 1 to 5. with 5- for “most

important’, do-'I..I'n I:»::- 1 for ‘least in1porI:a.nI.'_"J-.

E’-urinal corporate anti-virus policy
.FL111'_i-"i.?'iJ'.'|.IS se-ft.1-rare

I-I.=.-two-rlc administration and configuration

Sernincir-$. information sharing cncl awareness ccxnpcignc

General attention to ‘total cnrporate -:1'ua1:'I.I.':_=.r' .

--.—..—..—...—.. |—'l‘~J-'|.r-|'L|"lr-h
Unsnrprisinglj.-, sntiurirus software was ovenuhelrningly irelecl most in'q:uortsnL S-em.1'ns.rs and av.-arenas

carnpsigrns, hnw«e'I.r-er, were rated e.u:'.c:Id1I:I Jae-1,jnst ah-cr'I.rI: ‘t-eta] corporate q_'LnfliI1.r".CIear1}r, TCWE users do

not seetheanti-vinn-iesueaethe1'1' man-agerrrcnt do: whilstusers puts fonnal corp-orrada anfi-1-"irI.1n policsr

in sccondplace, lice}.-I secnirehtir-rely unconcerned ah-out gefling themselves ism II. posirionto nclderstaed

hour flicy might build this policy into llieia-own computing regimen. Whats‘.-c1' T1121-‘ie".Susers may 1hin}:,l

agree 1.r.rir.h1heirI'r|u:1:ageIs, and rate anli-1i*irns1:+rcH.'enlir;r|1 as :1 total eelpnrate quality issue-

Iffileverdieless, TC“? users have s heaIl1:L'_I.r r:rf1i1ein;r'rI.rn impurtanee :i1:L file ecnpocate Ilfllti.-‘|."i.I'I.l.E

bottle. They were presenteclwilh:

flfl[ f'L£l.E‘?fl'CflH fllHEflnuBd.hIhUd.J1 111eiJ|nd1-utrithhfi-u-i,ui|:l|o-l.i.hreflJI2l43i1"S.Ih15|uuI.ED111325 £5l:i'!iI.]'-lop:-Ind‘fi::': pnliljcniicnnni-'I:a:n1:'c:IiI:::L fraud in I.I'e'|rie'I.I].r;.-':'H:I:. |:I rrhnniedjann-' Emu wilisurrlmalior
1.-.I1nr'Ipcn:r|donnl1i:I.'. p-Ibliacrs.
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Rate these 1:-eep-1e er greups in ertier ef their impertsnee te

eentreiling viruses inside the eresnisatien [use the digits 1 te 5,

with 5 fer ":l'nE:-5|: impn-rtsnt‘, dew-n te 1 fer 'lesst i11'Ir:-erta.nt‘1 .

1 II Tep management

5 1 N-sewer}-t stlministrate-Is

3 J trernputer msintensnse enntrseters

2' J Eu-erj.-ens else
-1 J I-Ie.

-"-I-"‘-I.-"-I..l—I..1\.
Altheugh they eheeete plate the hullt efthe resnerredhilitj-r en eemeene else I[thej.r Piflifld netwerlt
edntinistzatsre as meet important]. they '-'et-eel ‘Ii-ie‘ inte elese seeenlzl, which is s geerl sign. Tep

rrteliegslrent were plated in a very d.1'ste.1Jt Issphute. Sfleegehr, I't-I:rwe1.-'ee,. tleepin the inaperlsnee ereeelsted
with neturert: erlruinien-ators, itwasuunlrar wl1et'L'C"i"-75 ueersflieughnhe-aearhniniatmturs u.reuIr1 be rising

mrkflhwuemuhuee:

Rate the fellewing items er aetiiri t ies in erder ef the viral risk

their eese re the ergsnisstien tuse the digits 1 re 5. with 5 fear

‘highest risk‘. dewn tr: 1 fer ‘let-rest Iis}r.‘II.

:- Exehsnee ef r:1is'I:s with eutsi-its eemeanies

1- Use er dislts tn n1.en.rE infernstien hetween wer]-r and heme

!- Ineerreet netwe-:1: administretien and eenfie-urntien

‘J Eeftwsre taken frerru helletin beards er the Internet

I Illicit eepying ef seftwere frem ether peeple.
-"--I-5-I.-'-I..1\. IlJ'|L-all-—I-I-..'|..p.

Ineeneet netwerit sdnu'ni5IIsI:'en and e+:u1.figu-etlen was Eehte peas the l|7.T'A|'Et rislr tn the ergenieetien.
Ftltteugh 'L|:|E ieexuieshfliur ef1:he link between 1-'it11s pretectien and network eeeuritr wasetressed at the
ICWS I|.:5tt:‘|:'at'l:|!l-‘t|JII'I]S mmjner, itweulti seem that fiiere were net eneugh users there Le hear the message

uerwas preaeherlfliet shy, Pireeg.-' wesmtedrneetrielqri 'I.I.-"l:herehe.|'|j:e efejeks nifliemertemgsniee treteti
intesetend pIsee;1.'hel:'.rtemei geteffmere |igI11.'|3rtfen I he.-tIe:Irpseted,1.‘eteIi tethjrdpieee.

WHAT ]"3|'EI'I"?

'|‘]iee1'ge|:.'Lsetinnal etihure Iesensfiemthie ease el'I.1t11.' Ereelefir, all-I:lst:Ill1II‘tI-'l'tH't!s'tJI'1:|1'iE'l!IEt13"-TEIII lhtrllgll
gre-ur users may retegnhue the sienifieenee efiheir rule in lteephtg the erganlsetien vim:-flee, Hie)’ H191-'
yathave: certain re1ue1eJ:reete learn. Their 1-tirus aserenue may imprtnre. hutnet asrnueh ea jrett might
wish itte:

Hew weultt j?'I;!I1.l ties er ihe 3.-tee: eemputer vi rue awareness ef a year see?

[ 1%] Excellent. Unelersteeti the technical and ereranisatienal issues
[jttjle] seed — esnfident I }.'_ne1.-z eneush te hsruile ene if I ere-t hit

[tee] Pair — hesrei ef them. and had sens itilfi-B flf 515'“ théi-* 51$-"1i'E~i*3

[l'?eJ Peer — lies:-r1 ef there, but they were tserneene Iit1'.ie's pr-:-1:-lern'

[-0%] Eere - never even Itrielw |:.]:'1-Ell: ‘t"i:I‘.‘L1EIE'.-E- Exifitefl.

and new rie yeu deserihe thst swsreness new?

[ Te] Ezteellent. Understand the technical and ergeeisstienel issues
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[-10%] -:3-an-:1 — cs-nfidsnt I }u1-st-r sns-ugh ts ha.n:.'1ls ct-ns if 1' get hit

[4595] Fair — heard of than. and have $-::n'ru=.- idea nf haw they snreacl

[ E‘!-.] Ft:-:;+r — heard of them, but they're '3-nrnersne Else's pro]:-1-ah’

[ 0%] Earn - newer swan knew that *..ri.r1.:.s-as existed until right nuw.

Safisfscmrily, 23'!-E nfrsqmndsnis cl=a.i:n1ed this": lctuznwlenigs had iuirneassd uvetthe In: j'E=Il'.' 3*}-E-,

surprisingl).-'. said lhcir |»:I1-::wiI:vI:1;I: had gm: -:l-:w.r1:I. i‘-1:‘-r=1't11-class. mum aftnrnynardudztlgwhich vanmpuflar

virtues received a high pIu:t'i]: iisicls lhl: urgsnisntiu-n, mare 1113.11 hatfth: 1'I:s]:I-;:II1.4:l-::I'.Lts +:fI7:+:ti'-I:1:r rated

thsir ml.-In ltnuwlexigs ss instufiici-mt In ::l:sJ wil:hs virus slmuld thI:}" gnu hit. Anni hil tilt:-' w4:n::

Did. you get hit. by the Has-s4 ".|'i1'1.1E in the past year?

[ 5%] ‘fuss. m-are than time

[alt] ‘res, snncs -only

[T-¢i’i=] I'ul-El.

Have fun had a virus ‘other than Kanzz-s=1* in the last. 3-"sat?

[ 2%] E‘-as - m-are than one

[13%] Yes — tune only

[-35%] Na.

"]'h.is in high 1.|"i.I'|l5 zincidcnnt ran, and Th: 1:Imin.1'_1I:r-alive Lessons hen‘: are nbviaus, and iII:1tcfl_3E:t.'l'£I[I].F

11cm-,].' mu 5"-Dl.Il' netw-I:nri:s 1:Ir:::perE}r;us:}'uur ami-virus s-uftw*a1':;:Ini:|.nu|:: sun‘. flint whm ncfwut

mcunfigm-Minn isnacsssnrg-',ih:titn~:1us]l3.r guns r:I.1'ri-E-:1 su1..I5.lTC'-J-'S,fl1e I'I' ndminisuatursmnnag-ad to

malu,-. 1imsaa1-m-.misIsk¢m-ice. "n'nur gnarl, afsa-u.rse,wii1 1:: ts make mam.-istskes stsll.
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ABSTRACT

flu‘: raaa-arait ca.-at"-darts aha Fruaum I'a'aaraa' u-Iran daaigalng an lafamtatfau 53-atam that 2': natr'_t1a.u-at ta

aaaapatar -.r:'ru.aaa. Has: a‘;-:_,rE;r:-magma-a at-!.cu?1I'!:tI aa:-aaialara taalrniaalfaattnra bat afiat igntr.-tea ha-nart iaauaa.
TM: papar bag,-I'M 1:51-' Iaa-.Ia'.a_g at the ta_,r"a;t=ata.na ar1:al'_}-aia a-aralllaa aamparaa it will:
frifflrlflflflflfl raruyts-:1:-.raaa;.ra nmmacr afnmwtt lit-traturnti whine’: indicate: the l-|'i|'I,l':h'.'H‘.|'tlF1=t.‘n."-'

a_if‘lIantan;‘itc:t:~I'a.

_F.'.aa:.l_1r, a'.Eaar-a é? .a .a.aa-aa1:.ui_a afa Iargva marmaafianal aiganiaafiaa wltarva a aampurar ulra-a lrg,Fa-cram‘:-‘ta
aamparaar .i_}'flE1it.5'. The aimaztiaa Ea a.-vaal'_taa.:£ in aanlaatf ta attrrant lltantmra and!-fie tievefqa-manta H'ha':tFr
are aamning in at-ataraa araalya-fa.

KEY WORDS

Camputar virus. iafmaatzian aa:urIt:.r, wmal 1'-.-'lal:l:Lt-|:1a-ltrggr, S-aft a3-mama aaaI:.'sia,H11n1attIasuEs and
computing-

DIITEDDUCHDN

It is paaaihlata aampara 1'.1:I:l7I:r1'J:I:IEl:iI:I[l.'tI:«I:'.1.1l‘it'_I.I' ta aaaaral ayatama arnlysda as hath :i.111.r4:IIt-'tI analysing an
infan-ttatinn agratant ia ardar ta EIE;tEI1'ItiIlE taquirameata fulla-A-all by a design phase. Wltile tnatltatla ta
i-mgalamaatt iltfatmalitltt an:-tur'tl1.r haw: ratataiaad relatively-I static. the last -tlflatla has aaan the traditional
appmaah ta ayratama artaljraia [alaa known as hard §j'5IZ-E1115-fl1ifl|'Il.TlE]|lI||.'E51tiElflE!'l:1. as to its auiialailittr ta
'i11fm'ma]:i.1m apaaama. A majm pmblem with than Iaaclitianal manthatl it. that it ignores the human fiaaar.

lnfcrmtatian agrataaza ara aa-aaldarati iutha Hana light as t:atu:|'J.:'.m=.a. aaattntiag li1.atthe}' haltave 1::-a:'u:aJl:r
and aa inattuataal. Faaplu: ar: tla: main uaarapanant 1:rffll1.'_'p' infu-nnatiun a~_I.r-atara and it is generally

undttatnad that I]aaj_-rare nat tatallgr logical.

The human: iaauaa are raaaarfaltl and innludu tha al::jaat'r-.raa -af paraattnal I{ttrl1i.al1 may cnnfliat with thaaa

aftlta {I-1.'gnn'uELIi-|:II1]; the aulruraa aftlte peaple involved; and atfitunlta u.rl1i:.h aauhe lttfluattaad nEgjH'i.‘|."EIjI'
by law marala at paahivaly by a guard aa-_a.rir da aar_a-.a. It 'Fn't]-lllti nat ha faaaihla ta aatpa-at users to
aaupapamindaalgaingaayatamndtiah iagaiagta ntalcathanaradtua-aanta:taat.Iaatlaam ta-aa.t-r_-.raut a
canaitlarahla number ttfatttra FE-ISIES in their day ta day '|'r£IT|'E.

 

flmraamaarmcmtmmfiutna ‘I-'lrI.IBII.lrlt LhI.t1tIa-.Qn:ana..tH:aI-.IJ:aaraaara. 1:!-!tt4.WB. Enal-iUDDD +aa:a}ua5aaa13ahapmdnapHtu1tmma3hqmmmaumuaaaaaHmnmaa.wauaraaaahnuylhauuaaautapau
-nuttaapa-rnhlnnnftItpu1:|u:n.
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The new approach to systems aratysis isoailetl the soft systems methodology [l.1}, It intends to institute

human issum hi the analysis and design plteses- Irtaiitiitiott, tltenew uztethutiology corlsitiers

organisational issues. surth as policies. lfmattapeotettt pofloy is to praise staffonly on visible output thocu
:it is t1_-u.ite Feasihlethst a junior will oosoentt-are on johs ttrltioh will help him to oloteio teeoeitilien out
ultimstealy prorootiom. Either taslos which may he more itnpertrattt. such as security prooetitores, oould be
totally ignored. This was certainly a major t'iIbI!tl‘I'lh-l.1l‘iI!I_g factor to a large multhtstionai eI'_t;|:a11is-slit:-11 tvltere

oirtsirlers st.-'ere able to heel: into the El-i|T.'|.|-|'I:II1'is.EI:i syetmt. There were no oht.-ious results to show

rnanpgei-uertt ii'tirue was spent on learning and irspleuteutziug 1:tetwt:IrI: seotrit-_-.r. The hookers were ahle to
roam freely through the system w:iI:It super user privilege. heeattssthis wesths Itlsfhttit- Then: is ehyietnly
a neerl to teeonsitler otttapproaeh to iofomsatlon se-rt.tr'ly in ortlerto as-oi-ti sash sitttstiote in this fittute

,.I'g.,|:t:|‘|:I'|~E-1' fipotnrtltst should not be ignored is the eoyiromnent within which the system and organisation

operate. The erttrirorttnettt iuelutles for example, eustooters. eorop-eeitors. arid legislstiou. Eetnpefitots tan
aflinct 3. oonipany in many u.ra'_I.rs. an orgsnimriou may he ihroenito ptorlttee an esrtraprotluet or service.

hetsntse tionqietitors lust-e introliuoeti one and "I is proving popular. Etustoroexs can s.IIiset orgaoisstierls
by only buying a certain prorliet esatsing others to he riscontiutteti.

The btrman issue emt hasten pots-'erl"|.tl effsotott organisations and at lost its sigstlilemtm has been

eoasltlererl hy systems rlesi,g:oera However. this important issue is ‘oeing igttororl buy those intplemernjng
Inti:-rruatiott seet.t1'iry and t.he traditional approach is still iieing toned. The irLfott:ttatiott security tie-signer

sltotliti he even more ooneernetl with l:n.u:aa|1 hetoyiout as after all It is people that eonttoit stints not

cornpttters.

Most inforroetzlon security hreechos are committed hy eruployeu who are opportuittists. have seen an

opening in procedures and have 1e.lt-euatiyatttage ofthis [3]. i-iosrthet information technology‘ hers tttotreti
El1lDl1lEfl[lEnDffitD:theTEi5ifi|'¢l1 ttiereeppottlittitytotetnpteatpioyees. Coupled wit;l:t1:ls:is istits ihttihat

managers in gersl sppearto be uttawate that the ntoititltreet is itont Such rtmttegets are
coneernetl. tt-'ilh pro-uetlures that pretrettt outsiders front teriugtltelrrystems and are much more [air -oritls
intamalprooedores- This wastltestuaiiouhtthecase srarlytie-serihetibelottrwhereattlrtts itttieetetiart

orgastisatzi-on‘s oomputers.

 TLITERATURE

For some time it has been suggested, that tufonnstion security is notjrlst a teelmolosy pmhletn. hot that it
also ooneenis people. Davis and 1'-"t1'ee[-Ii]stateth.st security is apoople related issue art-tl fli‘i'E a number of
1'aa3|:||1E:_ Firstly, the system in designer! by p.eo.p|earu:l the orig.-ittal eontols are tiepesttiettt on their ahility
to ursrlenttsrttl the problems seed the reletrsttt solutions- The irtre-grity ofthe syflern is also tiepentlettt on

the people who build the system as well as the people who unrlmrah-etiie day to slay rtnirtterututce. «Brice
operstionnl,1iie-rystemire uelisrrtoapeople to ranit.Tltey:r1ustoerryottthaseoui-ityrrelatedpro-eethtres
adequately. ifthc system is to rern.a'tn set.-ute. Fliially. there is always someone whose level of I:t:rntro| of
the systero ishigh. Thisperson is neoess.ssyt'i1most systmiis-Theyttteybeaseniorntsrts:g1ee-wirhtzl-in

authority to transfer large surrm ofmoney or peril-spse systems srlministrooor who potentially has the
abilityto asoesssny sets or programs in tltlesystem and is responsible fiot the silooetioo ofpamttrortis to
euttitoriseti users.

h-totrie I.'.‘resset' [5], devotes a section in his heels to ‘The Problem is People, hlot Computers‘. in this he

explains that ootrtputer crime is usually oorteerueti with l:u'es]o:loIso:I.s in procedural orpersoruteleotitrols,
rathertltau exploiting a wealuiess in ltiermi controls. He tltllllitllillillfi that so long as relatively easy oes-

teehtiical n1-ethotb esist to oon'u:rI.it s oritue. teslutioet eootrols res. largely be regard-etl H superfluous.

t'_iil-ea the ease is put foreteuti that oomptttst systems art: not particularly Iieefltil flit‘ date-iti-ins or PIE‘-setttittg

ttetrtputerrelsteii eritrte because the perpetrators are usually employees that do not: violate itlernal

 

GD  fl9fiWElflfi.lfl1IThflMmttIH¢onfl&'rflhnDfllflEII'ifl.
til]t.l_lHi551lti'.l'ir_ipIttnElisnthioui:m-iyhenyruireeo. 1mot'a:sre1rinslt;.atItt.trI'mIiisolh1en:.'Enn1trilru:thpior

title-HcIep:eI'att.'ca.:IirtI1.l'ttspn|sl.d1.-1..



FIHU5 El'..|l'.l.E"H'|"~l W .’tEF‘TEl't'|B.EI't t'li"i|'.!-" - 2'3

 

controls. instead they tend to misuse the information or ]:t:ritI'lleges which they are authorised to access or
use. Hctoretrer. Gasser continues that. on retiettiott. it is olten the case that people min access to more

infomutiop. than they need. This may he loecattsethe sectrity rtstmints have not been implemented or

that it has been too costly or itmottyettiestt to include them.

Wong and Walt [l]]- detrore ahrge chaptarte people. ‘People — fitmetor In this. they state that
many cases ofschotase to -ccntottter ertuioteettt. demand systems are eemltiilted hit EI11P1ei'¢H- H159:
roost corcpttter related fraud has been tltttlottelterthy tntsted sflin I:tt'Edni5EtIit:I-l‘l5. sometimes teillldiltg
with outsiders.

A number of cases are dues-crihtscl to support their claim, folio-it-ed by a section on ftsttd prevention or
reduction measures- These include rtaditicrel oo-tttrols. such as. sepamtion of duties. job rotation. and

split lutottrledge or dual oourrols Controls on inputs. outputs and amendments are discussed. sloop; 1.t."ll:l‘t
structured stalk:-tlroughs ofthe syfient designaud good documentation- Finally, these is a section on
password usonsgemettt.

ltoan he seen that although the peopleaspect of information sertttity has been discussed use problem hy
setreral authors. itdoes not app-«mrto receive the mme attention in hidustty. This means that either
information security personnel in indtostty are not aware ofthe issue. {which seems unlikely} or they
co-r|.sit:Iar the issttete he too difiicuh or too ccslytc implement.

The answer may he as indicated try Eteste-r, who giym theesplrstation that while it is I'-BIflii‘i'El'j.' easy to
detect a sinele hits. in a system which can be exploited fh-r gain or to the detriment ofttte
organisation. it is much more diffiettltto totally esdioete hugs Et'om thesystent.

TI-[E DEGMHSATIHHAL IllI'r[E.I"iEIfl'N

At the time cfsirriting, ontytw-c ptthlieatiorts have been i-dettlifiecl -ttrlti-ch attetttpt to tackle security issues
using a soft systems approach. llichard Eaelccnille [-5] states that dis-cttmiort of infiilmmtien security is
restricted toy the narrow lttfluence oftcchnelogy as die only solution. He feels this has presented the field
fturu expanding and lteeplog pace with developments with.1'.u the area ofcoiuputirig.

Bttsloertrille loolcs at the d-mipn cficfonrtaticn cysteine security in the light efnied-et'fl system ettelyaia
and design. He states that hy discarding traditional information security sp-pnomhes. it is possible to
consider security sea a variation ofnormsl iufourostion system eiusigrt.

Hitcitings [T] develops an infcnnatiun security methodolomr oolledtite "t-'i:rtt1al hdetltcdoloey I["~"'I'-'1'I|.
which considers orgmisational, contextual and human issues as well as ofieringmcltnieol solutions.

It is clearthat tltcte is a genuine problem and rttttettt liletatttre ittdiomesdtet iofenneliefl etifllliir 15 E
ttmrmpement issue which introlyes people. tflrtrer the last dmede computing has detrelcped tsp-idly, with
advances in technolo-e:3.rsnd 'rc methodologies for systems ennlysis and dmlgn. lo the area cficforntsticn
security great progress has been mode iii the technology lilflilfi used. l'.rutth-err: ttaveheen no real advances
in the management of these tecltniq-.tas and theundersrsnding ofthe Iu-[e ufhutnott factors.

The nterhom for implanting sscttrity are outdated and at net-rmethcdcloyy is I't.'ttI|_|JiI'e-Ititlllt tttlttc icto
aoerturn the people problem- "this methodology should ideally fi:-llcwthe soft systems approach in
keeping with cunent trends in systems analysis. By considering the hmnau issue. an o|:gsni.t.atiou may he
l:t~I'|IlII' equipped totaclde the prohlettt of intiormatiott security and deter‘ lite tflttetlflltttielt of eemplflflt
yuttses.
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There lollovis a description ofa ease stud}: where a virus was ietrodlezed teto the organisation's I:-I:I-]']'|]:Iute|:'

sjvstem hjv ae app-Iioatiorr progra.1ttn1er. II was allowed to happen because of‘ organisational policy and

earelesscoess on hehalf ofthe emplo3.re-e.

THE CASE STUDY

1] Illrorluoliol

This ease study refers to the eooiderrtal virus infection ofa personal eoraputeroairsed ht.-I urtaurhoriaed use

of sofiware- The personal oomputer was one ofedanv is: use in a large oonihel-ionmr organisation

pltltu-"ldll'l.g’[l1!' possihililjr of roasrzltre dross inihti-on.

1) The organisation

The organisation is emejo-r ieterzlrelional t:o-11fil:lone1'ym:1nu.tTa5:e|.1re1' based in the: UK. witlt 1 slgnlfieam

world presettee. Their alrerlgth in this rrserlret los been irrerees-ed h}.r a merger with another large eompaey
tlmt also rearrufalzlnres oorrferrlionerv.

At the lime ofthe incident the organisation emo-lo'_ved more time llr,flI2Ifl people in Europe and the Uh’.
with a turnover ofareund £I hfllloe.

3} Systems derelitrflol.

|.o.i'ormetio1:I teehnolo-gr plays a major role 111 eumpaagr business computer based systems cover all the

oommeroial areas of the Izrusiriess. proeess oorrtroim envirormtental oontrols. research and

sire ser::.rr'rt5.r.

Ii]: Teehrrltal rleeeis

The or,-;_lao.1'salioI1 is a medium to large IBM site and ha a DEC hased distributed networlr. Personal

ooroputera are teed el:r.'hhnsive.']'_-.-' thd'or:ghout tlteoompatq.-'. Both phgreirsl and logieal seeurltg.-' aeoess

oontrols are emplognsd.

5} Eolttett flererlpflol

The departments involved in the iruzideot were the Firiarlee Doomed: of one ofthe faetotjr sites, remote

fiom had ofliee. their loeal l.elhI:matl~on Teehaologjr Deparlmeer andthe Cerrlral Information
Teoheologgr Depertmertt at head office-

The Fimeoe III-epartoaent was respotislhle to the lhetorjv Chief rlseeourrleet, who in him was rose-oesihleto

the Faororgr {ieeeral 1'-.-lam;-,er, who was responsible to IJIE: eoerpaejr hdarrsglog Director.

The p-eraoerue] involved were the loeal le.lh-retalioe Teehhologg.-' Coordinator, a loeal Flnaeee Department

Section Head e.1:u:l er Ii:-r:rr:tra.I Information Te-ehrrologg-'r3r.ruJ].'!.=l.fI'rog1:em.u1er. The r5u.neI:r.rh"P'rog;L'emror:r were

teerporerilgr responsible to the local Finonoe Mmeger end his role was to advise and develop a looel

op-eeiellst aeoeuolrihg svsteru hesed on personal computers.

The loeal leiorntetioe Technology Coordinator was also the loeal Corapueer Se-eerily .e.drni.eisI:raoer and

was therefore reap-omihle not only to the t‘Jhief'.-tuzoorreeaot her. also to the htfomeatlon Teeletolo-gv

Se:;.'uriI_'v lvlensger.

ti]: Details ed’ the seeuriiy lepae

The security breach Involved the implanting ofaoorrlputer virus into the personal eoreporerthst was

being used to develop an aeoounting appllestloo.
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T1-ts nupnhsihilitp firpersenel eumputer se:urit:.- tests with the ltteel tieeerlztrterrml teenagers and the
legal Eemptttet S.eeIt:trit;tr fitdminishuter. Standards and guidelines fer the use ei'p-metre] eempmers in
terms efphgt-sI't‘:-HI, -dsrst end sefitt-are seeerity had been distiitltlted to all pelseuel ed-t'npLI-ter users-
Hen-ever. there were he seft-a.rst.t-a eeenuls In plst-er: te present er deteet "-"i:1.'l.|3-I.‘-“E.

1-'1 Dl|I:t:I-‘I-‘E-]‘_‘f tattle prehlem

'I'he Int‘et'Ih.tIlen Teritrtelegjr Se-:ttrit;.r lhterngerfl Heed E|'I"Iit=-e reeeivede r~=|:IeI't fttlm the |.11F=In'I'IeIit:-1::

Ieetutelegy I‘-eenegerst ene efthe ether flattery sites stnringthat ttnttettel ehereeters ltepteppeeriug en
ehe efthe persenel t:r:tI'I'I::nuIer screens. Fellnwhsg dlstzussiens, it fin discerned that the persenal ertmpttrer

in-rl meet prehshlp heen infected I:r_I.r e ‘fr'tet‘u:||1t' trirtls.

The petsensi eernputer was dispatched te heed t:tfi-‘tee andthe erigin eflhe vlrustr-need es fer es pessihte.
ltwesderidedfltettheseureehsdheesier nheefdteetherflrterystt-es.

t-ht this peitrtthe itteidtmr street repert-ed te 5-trI:IiI!t1' 3-Is.|ae_t=;e1:rterIt end it was agreed that the Iufienneiien

T:EI1.1J.|:l1'D'g'_'gt' Seeuritjrih-letneger eheuld iD1"BEli§EIB t'ttrI:hsrtt.1:td rapett Ids findings.

E} til-rg-srtisttlittul analysis

The size attdgenppnphieel distt'1hutinrI efthe ergsuisetienmslret it diffieatlt te sheet: H131 I.‘-El’: uflhe

persensl l:I:l|]2|!i|.‘.I1.[I-l|I1.l3lI5 ere et|l'teI'i|tg ttr theer2snisetien's tIi3tl'il:Iuted standards srttt

as |]I1'e‘tfi|;lu5]].I' stated, tJ:I.e rfiFII:In.Ei.i:tI'i.'ti.'}" f:-r petse-nal eereputers rests with leeal depnrtrrtenlsl rnertegemetztt

and I-rteetl Se-:1.1rit_'r .Ftd:rninisI:retuI'e. It is net preerir-.eI re thmir he ever}: userre ensure that standards are

hehag f:t-_1IetI.rett. The main duty efthe menegetuettt is te erlettre that eeeh entplegtlee is were efthe need

fer inthrntetten set:=urirg.t and re pm-1'ide the inierntetten esreeeesssurte ehsertre eempttey stentterds.

Persensl tresrtpttter sefrware was usushgr ehteined frem stenmrtl. reputehle suppliers, hutseinennised
umelirftted through hteilshets. Seruethues games 'tIrerehreu_|gJ1t ftem helrte erld Ieede-ti enteaehmpanp

persensl eernptrter replay tithing ttttteh hsenhs.

The effects t:-Fe ntelieietts ‘tI'i.l'l.1E spreading through the erga.nisetie|1's pereenstl eemperare eeuld have a

signlfiesm eI"t‘er:t en tJ:te eemputer has-ed application systems. The higgest htipeet weeld prehehlpheflte

time irtet;r|.||t:1 hahretulenntetllespreedufflzte 1.Ii.1'us,rIr.EI:tmrtt irandthehreereatethe dateefterwartht The

nest efstl-tit nu eperetieh is eerteideretl te he signjftrem.

There have been rte tlleltgu with regent-d re the rules and duties efp-ersehnet in se fares titstp relate he

infhrntetien EIEI:-'|.11'Zil'_'f. henretrer, p-e-stt'tt't-e steps -[a.g, the ittethtltttiett ht‘ I.-irus rteteetie-n setht-are en ltB.t.‘.]'I-P|:']-
have heerttelren tn reduee the lihelilieed ef i|:I1I:l-‘tltI'1'I 1:I-l.'.1'Bt!I.Ifl1 eemput-er 1.-ire.-es ihfieetihg the ergenlsetie-n'e

persehsl eemptttels.

5|} Relieefiens en the nrguisetien .

st rn here the eerhpenjt hteiteglug Dtreeter was isstted re etrerp E:|'I]]]1-El-]t"I.=lE stating vmtegetitreilp their

the playing and s1.'t:I1'iJ:I_g efeempttter gents.-t en ¢|2lI1:I1j!IfilI]t'-Gt'IIl't];Ir.|ifI|!=t'S wet new banned and serene feuntl to

he deihg this weulfl be dealt with at at seninr level.

The ergnhifilien has i.11fl3]|.tE-Ii virus t:h.et:I::ers em all |.'r£-El-Ifi:1l:t'.II]1|!|-ll1.'E[3. It has else eslehflshetl st

‘quarntairte ares’ fer smrtniug any ttnselteired retht-ere that may et-tttre thretrgh the pest. Etren thettgh
this service is nrellptttlieised, it relies en the seritre i.I1"t'l2|1‘IEI|]UlI ef the ret‘:i|:riet1L

The ergentsetien else seeepts that there is euztiuer rislt ef being infiteted by e stints fl‘tII't1 I standard

supplier hut feelsthst the suppliers E-113-|:}:Efl'E ndeqtsste eneugh fnrthistehe igliereti.
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Ill] What htppsaed re the |1!t]]!II-E eaneerueti

an anspleyee t-the ts-asai1.flrnalyatt'Preg;t'art1:aerenaaeantimen1teti1e finaneselqsartmesitutassuspasssd.

He was severely I':|'.II'iIElEl'tlil:ItL Ientevetl FI'em the prejeet he was ‘Hurting art and retuttted te he-ati efliee.

The a.11raIyst.-T'a:rgt'er:t:rtn'te1- let’: the etgattisatleh shertiy after thht inehiarrt heset himself up in hasiltus

w'riti1:t_g sefl"tI.raIe fer personal t:ee1sp1.1ters.

It-iernhers efntsttattettrettt and these iavalveel in IT seeitier in the ersshisetiee were eansielereti te ha-re

hehayeli eeneetly atui in aeeattiattee with ereanisatiettsl preeetittes.

ll} Ce:-etatiaes treat the tsteestnds

Viruses are eensitiererl hy the erganieatien to he s rui threat, netjust In large etampanias I:ItI:t aiae-t-rt

starrtlelene epplieetietts in small ettter[;rt'iseettt1dt|tet'ef-ttre sheuld he teltett setiettsly.

Tt was felt tlast the ereati-en of standards and guidelines was sital and that it was essential ta etheelt ihr

their eempliainee. even Efit was enly in e ettrsery way.

The atsshlsatiert thautrla that art-areness ei-‘the need fer infaehsizien seeurirs has ten eerae hate the tap

and each layer attest he seett ta sttpp-ett the ]:IeIiI:y.

flrganisalziertally. inthrtttatiatt teehnelegy plays an ittteertsht tale in Iiris eeeipany. In atlditiasr ta

httshtess eerI1]Juri.ug. it is usetl in e-tJ1er areas saeh preeess eatrtre1maI1u.faet1triegartti site security.

Threugh experience, the eemparry has a strellstieveieped ethes et'see1.u'ity tattrards its eentptttiag

raaartes. Hewever. its seettesrhitelly dispersed ttatttte has led at a fairly samples ereahisetianal

strttetttre with same -duplieatian anti sates were in rrta1ts:.u:e.'iaE rmteesihility.

hi particular. the gtewtit at‘ PC has-si end-eseteetttprrtirrg has pres-irieri serrte areaiaienes hi at-stall

ergaeisatiarlal eztrtttel. This is heeattse the security etltes am lime-ti ea eerrtraliselzi htge seals eerttjztuter

systems Censequestfly,therewasa1aekafsIJJfieientsa1nttymeasmesandpmredurE ihthisarea.

The rrtanagenteut efeeti-usereeatptttieg 1'fli:|iJl.'t'.'-E5 'ts hyitsmtetea trlifieult mic. Its main ptatpeseis te

heme the tentative talents ef empleyees by arming them with pewetfitl tests. but irteyiuhly this can

earese eerttrel ptuhlertts them an eyerail ergseisatirzrnel perspeetiye. ]'In'[EtI'tEgE.l'i31[}|', it requires a ]E."iI'B] at"

trustearrrhinee with pcuhlielty Elilili an edueatiensl paliey that creates awareness attire ereseisstlaaal risks.

This is largely heeeuse the disparate tatture eftl-re eemhtttlae resa-mete rashes it very dtfflettlr re regulate
eaeh in-disritiuel user.

Unfimiliatity with the euitate efthe PC eau, 3 it this & present prehleess. The ease at‘ aeesss and

widespread use at‘ Ptis trnerrypeepie ewn arts at he-ate] erreeureges the esehange anti swapping at‘

seflyrare. [especially greens} and experience. This is eeetpletely in eaettastte the i:tureaaetttl:i.e.

eertt.ralisetl and hmtrily eenttellesl rulture ef efirttaiisetl eerI:t]t11ti11g. The eapahilities ef 1:rIa.1:Iy metleru P‘-Cs

easily etttstrip rasirtfiante ettrrlptttets e-fa few years age anti the sense efpewer aeeertietite end-usets

1'l'IE}' lead ta shnest thrrat:-ieai extremes.

The problems in the ease erase attt are eantteen hliatl spat etthihiterihy many eentpetitls ptefiessiahais

whese etrgtetienee is hased en eentraiisetl systems. Despite the ettistenee efseemhztgly seeI.u'e systems.

they were unable ta anticipate ene efthe rrtajer prehleres a-f P'tL‘s - sires i.rI.feetierI.

The perpetrator efthe misuse was eiearty a PC I‘.'l1liI!l.l3i.fit 'Ii'i1I:lI was ahnest eettaiuiy using eempany

resettrees for his awn interests. His suhsequeat eeeupatieh as a gasses anther weuitis t-e ea-nfirru this.

an approach he secure systems sueh asthat afi'etetihythe"r-'i.rtusl Iyietitatielegy  iWfl would

eat ertly reveal the atgaeisetiertai and rttaaaseriat issues but it '|AI1:t'|.I1d espase this use at‘ u.reatmm_ it

flfl EIH!“mEulrH1Lfl.1lT'helJfiru1..-t.hhflan.lJ:fhs-flIi.re.DI1lJ'h'5.Eufifl.ttlillaafll.‘-!.t-iarattei'Ihisprih[':ettar1meyhsrqraaraaLnmeh1aruieMeynh.fluuni'mfllauyEee'metflaauthrMhe
nrieenawflniettetiiteeehflina



'l-'liiL.I'5 .EIL|!|'.LEl1H -|I|:|~1'FItR£I"'-"!1.”.5EF‘TEIl-'|EEFl-'F‘7'.5 * 21"

 

would else. fie-I e:tau1|:I1e.. highlight the htireatieratie ereeiitieal ruitiire efeeiitrtrl exercised liy eemalieed

eemptttinr; departments and the clash with the etltee ei‘ etui—ueer cementing.

CGHCLUDING REi'i'1.e'-iJl:I'Z5

The p-rrnrentien efe-cmputer triruees anti infertttafiee eeetttity in general it ueuaiiy eeneitlereel a tfleiiiatl
pmiileei. heweyer, it hea beeente clear t]tate|:ga|1ieetieI'taliae1.1ee inye been a. majer teeter. The size and
geegrqehieal diam-itrutien efan ergenisaiien can make iiiflirlttatierl aeetrrity wee}:-er, ctpeeiaily ifiite
eempanyhee beceme tee tlet-eitretl and there is ne eceualised checking er eetttrela.

'11-.e ethee ei‘ eigeitieatiena must be reeeeeitiered ttritli infiect-nutieii aeeurity in mind Tee much trust is: net
desirable. it meet l:Ic '|:teJa:a:c=:i with adequate eentrele. .t'i.l|ewin5t etefi"tI:r nut their tr‘!-'11 Sfl'fl'Wi|l'E' ell the

cttmp-aay‘s maehiaes may at lirst eccm harutleaa. Hrrweyer. ea eleeer iaepect-iert. it is ebyietu that a virtue
can eutera Iteruretlteti system in this way aiaispread tiireugheu an etganieatiecfe eeatprtaaeua.

Managerial iaettee are alae nfiauperiacee. Management eitiilt ehe1.I1-t1 be 1':t'I|:mweIi 5-tr that it managers
te1t:ictat.aiit1 their ataft'aru:1 are aware ui‘1-.rh.at titeyare tieiiig.

It is new ime1.:..-n that meat thteeie te iu.'l‘eI:n1a1ien aeeuriyare ft'e1:I1 insiders. Tliia i1ighLighte the faettitat

nest in ee:I;-ieyeea must be balanced by aeleqtete eetttreia. It aiee ahewathat the t't'ti-“Eh efthe ltrrlfi banker

atte-tttpliiig te disrupt systems elteultl rtet he the major eenc-am ef ergaiiieatieue.

Ely using a atetiietielegy like ‘L-‘M. infettaaiiea eeeurity eeii be dramatically iu:t]:rn.'n'etl lietetueethe ent:i.-re
i:i|',';I,.-a.1'i1'5a1'it‘.1I'i is eeuaitieretl anti eetjuat ene area. Dmiitleflietnl etiiea and peliey are rivet-'tilJntEI1 Wifli
security-in nttntl, as are managerial is.-eua. it enly Iaitee eue brfich E aetrurity fer a erehleiit te ereur earl
I:-y Ie-eltittg erthe erganisaticu rte a ttrltele. at well] as leeai i5£1.1.Eflt. a eueeeteszflii infeniiatiett eecttrity pe-Iiey
is mere lilceiy.
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FULLY AUTDMATEII RESPIJNSE FIDR. [N THE ‘WILD VIRUSES

[FAR - ITW}

1-:l't'.i:s Lumbar:

Fmfiu fil Envenujrm.-Enue. Rszushtsslsr. l'~l"I' lltill-ll. U531

Tfil +1 T1-I5‘.-"'.|".I' -ll"-l51'1-‘E:-'.-lrl TIfi4E9H3'Eflfl g:.fldmfiDm

1 IHITRDDUETIDN

I 1':a::I:*-Il’t|:t EI:H:Iit.tH:l at mm: s:t't'ti-'-*itIl5|L:|L"i.-']Ip1'-:1-til:-:ts ass Inujr-stand fuundtlsat 111: stat:-ctf-th-I:-s.11 in ‘Irims

respuruchasmmred fmws:fl.hmurflyslid1fly.tuwa1flultaHmt¢dinsuenmmr'HeentdrnnnIenL flue

[2IrDvllLI{:t will sum-I:[isinF.=,I:t flnppy disi: iJ|2H2|L‘l-|:l:t1:|'l'.‘l- 4:-1':p11:st:n1stiI:r11 It-I'itl'h:r1.iI1 uscrinterterllinu. hmfliflr

pr-sduct will suta-rs-sm.ret' fi'-u:I-I':1ElEi.n'l|-IBFl.1.-i:1:siI1t‘va::ri:::tIs |:Iuts1:i|l Inquires llljl-lI'EL|2l1' intcwcnfmn- Tlicrc is
-sly: apnsduct that will install an iufhctetl s1.rst».-411: and clean the system tiuringihe ilnstallltinn. That: is a
pm:iut:£ tlzat has bum t:spI:uriI1g1.-'i:L1m spccimsus i521-1'3-'¢Il‘5.. l-lung: pm-clucts will n-zrlzifit 5-am-at:-na r:-var :1

r|.ta=l".I.rvI;t1'l-;,|;I1Lti.1:I::.i-I:l:3:1:II m:s::cm:I:Ll:iJ:Ig scams 1:: bsmimlng nltasg-ether.

ThI:r::|5H;r|1 fist flu: slaw pr-sgtsssmaybs hessitss tiisreisns vision t:ti"'I.I.-i1s.ti:i:1I:l ufprsrductwc shnuld I:r-:

mm-ing t-|:r1.I.rIrd, nr mayb: Hi: All -:1-nlslspmelttcnnmiunitgr isjust l1'lvl:IfE resiststlt tusitangc than 1:-tlisr
dasrclupmant I::»::u:m:n1.1nil:i-u:-'|.. W: {$11 :14: s:::n'|rs-1i:I.iJ1g sl:r::uttl1ef:::tme11Ii1atis.telItlrE AV dsveluplilent
t:-:|-mr.|'1.1.mit'_I.-' 1.I.r|I:|I'I.I.r¢w:Int Thispapsr isj ustthat, 111».-:‘ Ent-.-:r1:rris:: ‘Wish-list forJL"i-'pr:rdt1ctd£vehp:rs‘. I

Imp»: Hut there will be .nd1e1-pupa:-st.l:IsII will l'.!C|-III:l:'i.'I|!'I'l]-' t:I:rt:II£u:.I1‘iJ:u':lud: mjtramissicum 'Wi'IE'1'.I and iftisey are

a':l:nn'.fisd. Sushwark is gm:-dsnd will flllths I1.-:v:u:Ifia1'1:l1v: Isclt uh-'I':a'-zvuarg.-' dirnctinn it seem that‘-'-'-E tread

so I:|I:sp=Iat-I:|:r.

«G.:n:rsl1g..-spanking, are are still ururtirlgsriththephilustlgrhsr ufnun-sumnmtd rIl:5[!I:!l.'IE¢ tun‘-'i.1'IJ£ expnsmt

andinfs-t.:1iun nap-n-use. Easi¢sll3.rit's ‘prndmtssssit, s-smean-ne cleans it‘. This is Fm: Furtltt singiE1.Is£r:t
]1-urn-e:,hut:1:::t much gond iiaran I:n1ri1'»:a:tnI-I.-nt. FH:-II*HIsflfld'£sfl..F'HE|-';{flI0l1flFf-ll-Hflsglfllsfl

rFA.E,l_fhrv&uscxpssurssanfllqfsc£HH:spm£u:stibytk:Ii:w«tEfiun which treatvdtttflt-ifllrisui; HIE

In The-l-'PW[TTHit 1.=ln:s.l~.-.raul:l1ElIt:t1:rs:nnautJ:-1s1at:u:Ir::1-utLs: wit]: ncruszr i11tt-rw:nti»::-IJ mid

a.1.|I:|:l2|T|:aEi'l; sanlplc gatl1::iu5-mnclrspnrtiisg fiat I'I'Wt.rirI.IsinEt:1i::rns andcxpususcs. I1.‘l:i.t1ls1i1isis I=xtrI:mI:1:.'

inipurlantiil um Inwitcltnslcntsu.-hiclianl ditunhrespcssd H: the same in-the»-1-wild virus-tsnit adaibrhash

FAR iga reapclm-a philusu-ph}r fa-rlhu I-:ru;:n.I.r:1ris1L;itis nut :1 Erul;:Il1iil:I.1tr.'.-f't:Ir1:I:|lIt.tII:l-‘W11 risk FAR

hannll-at th.‘:9"§"3°'E- 3.-nu kruzrw, nm the Hfiriskysu hast: 3-':ttI:: tsp-cri-I:1:Is::. Dmcnz-rpefieiinefl, liieunkditwl-tn

rial-;|;n:a::t;-:11I:sIl1: i-mml.-nrisl-: an|:i'ni|:u:lu-|:l::l in ‘ll:-talus-|:Iw'I:Ltis1cI'tt:II1t:lJing, {FAR}.

 

4'_l_!l5L.!£..5.|;"l'£|.f-l:'r5I.lu'.l~'EI'q'.E.'n'-l{TE‘Ifl| H-!1uln.:E.i]u-Il:1L-l:l..‘.lI 'I'heIEl:-d:1.d..tli-qfl-u1.{l1Il:-Ifli'Il!.I1-I11-.!'Y!!.
+.:4{-|]:.|zss 55513a.1~:I-ppm-ruE1h'npi:Euu'u1 myhumpuluud. 3::-aui:'n1r|Ila1'al L3.-atlI:I'|:.u:rtI'ImII1IttI:Ii::1I:I:«'ii:I11t

-p.:ifl1uu1Iu|ri:u"l-.-airtenip-el:1:1'u-luau :«l‘I: ptlhlhhua.
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I EFEEIHEATIDNS AND DEF]I'~llTI-CINE

The targelaudiecce is the Cerp-ecate Security Menagererthc ‘Net-.1.rc1-k Adniianislrcterrespeceiate fer ans-
"«.-'iresea|:1al:-ilities-This netmeant te hca flaaie-ility study. a tcchnicaljnslifnctienmta lecltnicel
t|escri]1tienefi:n:rttle1*ne-:1'tatien. Thisis. intended tnpresent the hen e-fF.-HP. Itetitetarget a=L1ti't-ence, highlights
fewprehierm whith will el.tt'Iace.anddescn'h:e what FAR. might leek lice fiem the fi.lI'II3IiIZI-!!t:E.| peirtt t1If'|.|'l.Etl.?_

Tllispcpcr is eencerrtedwith enljr a auhsetefall lmefi-n DDS viruses. That auhset eensists nftne ‘ il]-T.l'IE-
wiJ:i" {lT"ifjI'.'i1'u.aea. There icne pre-trisien fer J'I.{.«|u.IE1.ri1'u.s:es., er fer viruses net feuntl in the wild. The
readerischargcdtcleeep tlzlis in min-:1 threu,gheetfltepaper.beeanaccrharissta1edhereaneapp1ieshe1e

applieste-‘ 'rn—the-1.1.-'ilui IlIE'I:"n-in1ses' enljr. Whatl e.1nasserIingIna:|.r netlee epplicahle in the theserctical.
realm It-hichincI1.1-ties reepense fer all I-teewliaeti fun1re1.Ii.11I.-ses. and it isn’t meanttebe.

In -.dr.c-i+'iie"1Ii.t1:se:ec.re them vintseswhtch areactnal.l1.r cruising cenIp1.1lete in hnreee =1|!|rIi trlgttliifllitlrtfi.

These arethe viruses that are [il-tel}.-' tevisit yeur ergantetuiee (99% er Inere t1i‘the 1:itt1c}. There are aces
eeneaieieg tiieesanuis e-fsiruses. These as-eeatepassed aretintl le pref$ienals,, nen-prefessitrnals. and
the curieus- Just because a virus is i|1 c zee. it flees n-etmcen that 1'-D'i.'.| are likely? te see itinynur

nargjanixatiten- 'Eeespecime1':s‘ sheulcl net he eenfusedwiflt ‘in 1.’eewiId' -.|it'LIees.I1.tri11 refer te lime ‘in the
wild* in ITW.

Theeuzrenteeecment ttIi1't:ehs1Iern;11ntei:ien1i:t'yIT‘|fi'triItIsesanIi cpcearste he aeceptcdhyall isicc
Wells‘ -H“ti:rl'ii.e1. It isaeeed starting plcce,T:eteneshetLlt11teep in mind that there erevimees in thewiid

which are nete-nle-e‘s Wildlifi. aitdafew |:re|:-terns with the list itselfi Fer instance. lieeeuee Dftlflmffls

1.clr'ialitr|'IE.'H1E $lI'.E‘|r'lI!.lE appeatsrnere than enee. Sineethere isnct s 1-epe-sit-e-rs fer aclua1ITW sarnples.
sI:r1:r1c4:rf'tl1v.'eIlS-tell‘-'in.I$E£-i.1'E tern-agee tepeinttc a specific sI1-:ain.]'H1inl»: using 1i1is1ist isliie meet

aceeptahlcphce tea'I:arI._.c.nd l‘.l'IlIl!|.'l1E lists:-'i|ltw=eII:en'ee iiseuerent prelialcmsasit isused mere.

luse the tens ‘sinus esp-es1ne' as Ihe general deflinilien cfa clean 5}'E.1!t'.l'J1l1'l which a trims is present.

EJts.Inplesei'ti1isare'.1}acie.-an s1.raten'nI.-'|1ich has an infected flepperditltin theu1ri'ure;and,2‘]a clean
sygtcrn wl1'ech has an chjcct {file infecterjwith a virus in ittl1sLit‘e:teceterl. can infect the sj.-'ste::e_

I usethc tem1"I.rir1.E infectien‘ M. the general definitietl efa 5-}'51El'I‘.l whiehhflsamenlnnr-rcsidentvhue

active sedcspchle efrepretlucing tnen-resiti-enttriiuses net 'tnc1utled}L

l usethe tclmrenterprise‘, ’eI;ganimlien'. and ‘site’ 11: indicates netw'e1'l-ted s3-stemwililmulthgrle HE'S
eeitttletele cetteecledte it.'1‘l:Iis-eeultl IZEBE-lIflli.|D-|:|III;I|fllI3|', ascheel er unit-'e1'sit_I.'. eramulli-natienal

cerpetatien.

F.-!R‘i5FulIjrA.uten'atedRfiJense. Thh is anaummaud iden1i.fitalien.tIiel.I1ilecflee, andrepettitigrespetes-e
tn the.sa1.riI'tm:a ferurliich itie mcctapjenijeriate. Ne taerintersenlien is required andneusernelifieatien is

eehtrcred. ll.-‘lest BS.-“M5121 multipertiteantl fiteviiesesean eetteeltwillz by rcncreng infected ehjects. even

with line ".'il.'|.'l:l» present.S-erne ".?lIU5ESGlI1nD1fl|'5l1D'flId nethe incltltietlin anallttlmam-I1I'=?-IIEFHBE: ‘Ella:
1.-'iI1.tses aretertnetl sec-F.-t.E 1«t'r1.wm'. Hen-FAR 1-ireseaie-elude these which desires thcfiltctllfihl-E D1‘ which

ret]uire1i1r1.-'i1'uatebutt|:II'c3-trtttllil aecesscara.

..tLF,.1fl-n'fl-'1-;'ms lean ‘in Itnewilaf sirtlsihntcsnhe ei.s'e1.fec1e-I:11.I.-'iIh4:r1ita special disintectlen precetlure

|:i_E:__ h_':_I| u." I _r.'- |._ I-,I l|__|"- :-_--,I In = :II '|_|.:._.;= 1 J 11 . .l5.l.].i IT“|rbflflt%.‘ID[|i__ES}, ]I'flE1i|'.'I' l:|U|:|'tT'¢-'¢'C|Td
ceiztqmlitm. -I:l'ttt'1:tet'y,ap§;:entlieg, aIsiprepentI'rcg1'iJ'usest|ntde I1-et}:u'tn:Iece"I.'iJ'tIs resitientel-epen.-t|.ent'
prehlcms ehtHJ.hil:ne ine|1.u:|e-din afielly autematedreeteratlen capei:iJit'_I.-.E:Itceptiena1 l'1"‘|-T-Hrlntsce requiring
special tlisiefeclieri pI'I:H';IdI:l'E5 need ne-the iricludetl E1] the FAR requirement and anenetedfl ntrn-FAR=
I'T"-1r'virus:a.E}{Eb1J2 wettl-ti I:-e aF.tI.F.-I'T"u‘p'sirns. Elne-helfnlasrbea n-ei1_FFI.lt-l'I"|-‘."L-‘Lens -|_'u:i.epenu:l;s enthe

expertise eftlie Mu’ tlevc|e|:rcr}. Scene |'n.rI:lwe:eire;i1en1-eeitctiensrnca.-' e|ic1atesen1e1.ri1tsinl’ectiensasnen-
FAR.
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u.-fle:n.rr fie pi:n.u1-i'Iu pumiuiec ei' lie pi1JiH:e|1.
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A ‘woil-:p1aeeinten‘up:tlon‘ iseny ulioeoeaeary lrllil-'I'l'1.I1J'|i|ZII'I o-fa I.He1"oproduoti1d’ry.'l11i5 in¢Iu;lJ:i nemually
cleaning floppy disks. scannilig systoms,o|£ni1:1g syslema. ole. A workplace interruplion is notlilnjtedto a
single worker. it often e:-rrendsto oflierworkersnearhy. worlqflaoe i11ten1uoIiot1s:enl:e mnrtorextended
The orgraflization lneupmduethrtryeddi eaeI1inu:i:ient=:vh'a::h inton'I.1pI51l1e1vorI:e1'.Th:i: prcnzlmzfivlty loss is.

often: rxruehmor-e e:q:ene:'yethnnfl1e annual eoetefflic teehnieal I'E#HJl!IHBtDtl1= lo:-iI:|tJ1t. lnhritr
org,aIii:aIioi1s,1a.ri1J1en'q:loyee5 ]ou::atodm:roa.I|a1'ge §I;eo51"epl1iL:¥Iarem.vi:usirr:i:leI11.s11ppon often re-:[u.1'.1'ee
the user, i'r:1'e:as1'.11g the nupfirude offlie 'mermpfio|1.Ani11terrupfionneefl only on-erJr1.1.'|1.-an 1i1eI']"i|r"1.rin3s
inifmtion is non-FAR.

Non-ITW "n'l['|J.'EE5 can be inoludodin filo FAR |r:1t1'.f'It isnot ITW lhere isliltle reason to i|':I:11.1-Ii-o.*. them.

Doingthis work ahead oftime will oertefifly be neoe.r.u.ry iftire yims ever attains lhe ITW status. If:

no11-l'I"‘|-‘i.-' 1.-irueiseuheeque-.J1t1y found in the wild, itean be included at fluattime.

Nu specific netwoelc 'Ereq1:ireu:I forIi:Iismode];r:on'lrnenJin:a.Iion roquirelueotsare staledgeumioelly. The
5;pe::if'|r.- implementation will 1.ra1'_I.rfro-1:o net':I.ror1:13:rne.l'H-'orlr.. fmtoreto fi:at1.1.1'o.=._

‘T~ILlyls‘ an-I:1.FA11haye almost nofliiogtodoudfli one enoth-.-.r. File and IIllIlivpIflI'l:llJ:inf¢’£.'!-tliilii-E~|'£|li:|-*1"|!=Bl|:H‘
on sert-¢r5.1:!lIt it is 'I.I.-'orl:sm1ions that‘get1'J:|:["oo‘leI:|' and ‘51:!t'e:a:1io.fmlio1:I5'- A111’-ILJI-'1 doe3uo4:F.Fl.R;+:|on't

oonfileeen HLM aoannio,ge.xec:1:tah1e5 de]:'we1'er1 Iiomaoeryeria-'itl1 eFul|yA.utomated Reqnonse to-a virus
exp-omireorinfeaelion. '111ee]eeestenT~lLh-I oomesto F.FI.H.i.'i-’flJ ‘rnoye' oreopyasuspected file to a
pm1:e-|::toddi1'e1:m1].r. This isnut FAR, “foo may need uni‘-[Ln-'l ifyou do-|1‘thavenny deoflilnoeororksooiifityr
(it. someone using the I!IEM"I:II‘l|[ can i1Jf'eo1.'e11 object I'»::sidi1‘-3 onlhe neatwoelfl. but FARE: a different
:=hflMDPhY-

3 11'-crux: wnoymoses

Sojuathow meoyofliaethou.earLde-of1'i11oa.esarewetelk:i:1g ah-out‘? Itienutneaus mury as you lhi.1:Li:! Joe
Wells‘ list ofluly l. 1‘.-Hal lists a total of 152. January 1, I995 allorwoaiotel ofI9?.Ti1e current liat of‘

June I, 1995 giyesuoa natal ofiilfi won-lulu.-Iiiel I know Iiratthere are more l'I"'fi"1o'nl5ee fl1a.111i:|I:u-I: on]-;H:'e»

Ii-.-J. It is thereaquireneent of list p-artieipalzlon which comes Ihis problem. Even ifwe add 311$-*i:toJoe*.-3 list
we etiil only reachjmt over 3|.'l|.': 1.ri|'o.-5-e-.5!

I:If:F:eE.flflflormore viruses 1?: E.Ifl'1EH£-E,fEE5flIo.l1fJ'nI.I‘.rI1I:II;|IErreere*3fl{1 eFm.r we are n=£.l:ir:;ga-in-.ru:__fi:-r
F.-lfl.F'.|.1u'e. ifijufit 5"}-iaofthe wor]»:I‘s yiruspopolalion.

Lest‘: any 1har3£1-aonhe [Tfifue B5.n"h-'lBFl'.1.rinJ5ea.A eonaeiwraliye figure is. thntfiflfi I:If1'J:Le*.-1'.1‘LE.

inoiuiente:':11heanorga:1izetioo are ['I"l'-' BS-"I"-IIBR1.-inmes.T]:ia n-uemethnlnnorefiien E5‘?!-'5 offha problern

iseaueedby aIrII:.r~e1:mI::J:LI:I one quarterperea:nt{l.Efi%}of1:|1e1-iruaeee 11: many oeganieetiors. BSJMBH
iIf|:|F1:i'|Z|I15ED:'-'|:||1.IlIl: for 9El+":-E of I11-E: number of'yj.|:1.|5 iooidonts.

lfliinlethan-.rheum: loalcatizlie 1.-ineeesnrhiohureeeeenrerydey-; IheyanuinuelEyaJlIT'Wyimoes.

4 THE FULLY AlJ'I'l:|i"r'l..l!-."l'E.lIl-Ill!E1"lI.'II'vlEE {FAR} U1-'E.R‘l-'IE1i'

Fully Autortnted Reaeonoe E;

A. L?!-e1:e1::tt|:LeIT'I.'|nHri1'I.1=.

E. E:eIuo1refl1eIT1nir'h-irirslautonntieolljgraodwiflioanany user notifioelion or inter.-'en1ion

C. Ileponthoinoidemtotezlmiealaup-pan

The difference between currentsollltioua and Ffiflhflutsoflwam doeeall fljeworlcmltonufically and

quietly. We make all lhe decisions up f'n:H1l_

 

 amm: mm1wmmem:1 neIu:.nlm11.eh:meen.o::ur:hHr:.:eu13y'a.Eng;hnd.flfl |.+424M1135Hoeanmpmufmhpuimfimmybemnmmdmdutflflnmmnhurnmmndhlwfim
IA"uhooI Ie prior written p-n1l5e1oI1 ml‘ the puhiha.
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Decish:-n1 - alt!-rs}.-'s rerner-e 1he ITW 1-virus.

IJe::1'::.inn2-elv.-nt;-.re.u'e1:n:-rt in-:ider.'es and include es-arlr-;Ile cfflaevima.

De-:1'sinn3 -aI1-I.-'a1.rs cc-rr|:I:'|e atefiefiee.

'I']1ee'-rem. ea-an I:@scrc er a.11iI1Ec1icn,mrat-the clcsedh-1.r the ccnclusicu cfflrc req:Ic1r5c.FI-fits‘-it-Iicn
mi.-sinus, suchasnctzificirlicn, are handled nutsdtle cfrhcresp-cnse.IrIs'r.im' ‘remhrsspcnsem I-Fm e'-'e'-ct’

tl::3r1-ce::1::1wer:t:‘}r.t.c-:.t'. We aug:rnent curcun'eutr:epcrrscsw'i'fl1cuetcntct scrricc nnnpcwentechnical
stlppcrtmarl-power, IEH ms.np-J-c.rer,and 1m-irirrg manpcwer..lI.I! cfdlis marrpcurcrisall-'a3tccfU11r
c-r*ga.1:Li:a.tic1:I's reeeurcea We"-rejust get In-ic Ihings mater!

' . {'I'l1cs-eneedjlrg a ‘high security-‘ relulicn must add

 
Note that FF-.It. l'ilI:|'La-IIH: ‘tell lheue-e1'e::-:ima1tenbig;:ie-1-1 trfit‘ plailcscp-l1;.r.Iha'-'c f:Iund ineel-ting users

thatthe 1ast1:lIin,g1l1c:.r1I-rarrtll:-tlH.|vuIi1&a itet-*J_n1s.; *I_|ustu-en:1-:- deny we-rfi:‘ istherrr-cstccrrurrcnplurasel

h-eerwle-en c1].1n'.ngt-:-enIer]:Irise 1:5-ers.Iagree ttriflrthe me1',|a'tthc1'nwcr'b:. Letw-r1t‘IJ.1?-:3-I:1.'c:1nistratnrsnc1:ll‘5r

ttscrstshcnncctcseljr.

Fl:-1' Lhceeenne-rrned -r-ith ‘user interfaces’, 1.I-rlratin-ctr-eruscri11tc:'fi.ccccuit1fl1-crclac Ii1eIJ:L1"JI-lt'.".=!‘.i5:t.tcI-I‘mc-I‘J.'

rm u:5'.e.rr'i1;:Ia¢: israecp.-xirnen‘. In 1:-e-n-F.t-R.situaIic-ns, Iaserresp-:-use ‘en-‘is a rnesaage directing fir: uscrtc call
the Help Dealt Eur wlzuat-:'I.rct"m d-eeired]. -5--:1n1InE'.'tL'aI::-rirltcrfi.-:e {tc the FAR 1:-rctitl-ct:-:lrnjJJ'u-=tra.ti-cn}i'a a

-djfferelrtissue, an-:l lte-epic mmdmflsyslmnadmhiflramtsgcn-fl'eJhretcmcreccn[:HnerHE:ntemanmcst
end users

The rcaa-cue we ncctl F-5-It etc‘.

1- its-::—.r.t.s'r::»s m:.re.&tc ‘cp-an eficket smi-|:1.':e|:I:l|:v-'.:]:Latnc|1' fur i1-iitridueltrinn incidents

1- The resu||:i.1:Ig[am| crrp-crrshrc} 11-'cr-tar!-ttr-ceietsr1'rr5I3tIi-J-u it met -*1-t-rm.‘-$11!:-‘I1-'1:1'tI=|'tJ4=tJ'-5':t.t_'r’

1- ‘I1-I*ecaI:I.-cu'.t qiclu.-'.r:I I‘-he r.tere:a:ar-‘an-_1.r1-1'7'n.r-‘air’-::irIr'.I1g fer te-clinic-ins an-:1 cII'$|-I-Iii:-'EEi

- ‘IV:-':=eJe-:1‘:-‘re-cur‘-:3‘-u-Irate:-1' -reps.-t£r1;gr. sc lhatu.-'aea.njI.rsl1'.f3-' re-Jicenar'ng flrcprcduct next year.

lfyeur 'I.-'J.'rI.1s p1'-cl:-Iern c-I:-rtsis-ts S-Dlfilj-' cf1'.nfeclicnsl:r:.rF.Mt-IT‘-Ir? -rirusee, his casgrrccslcutare the cast
eenringjs. Just add all the ccms cflhe Help Desk calh, plus The PC tcchrfic'm1'e time, plus tl‘-E ID!-t 1-I-'D1'1tcl'
prctlucthrit:-'.'I11ieis1hctH'trctn1t 1-rcuwculd ave with F!-.E. fa-II] W T-iruscs.

F.-IH as-ed'mr.EJ,r Free:-ete earfitggesrrtsk, .I!'-Ft-eH"Hr' -drrrs. Thcrc ianc ne-edn: include 1:1-'t:I'g.r cl:-ecure
rcac-an:h1n'nI5ln |'II|$F.I'-"-.R1:D1:a:2-E:]:¢. New I'I"W1.I.-'1'Jl1.riru;'a-es up-pea.r.=an-:l:I1I:cI'.l lc-1:Ic irpclcdcdin thc FAR. Most
products Jaanrc dcrncnsttatedthetlhey can s:1p1:r11.rsear|ners*m:icl-earlera-'f'cIne1-I-'IT'i'r’ vircecs 1-rc:t'y qtli-t-kl:-'

fiscnretirnes i111:I:Ie1'e hcurs}, sc incltrdtng themin FH.H.p1'c-ducts istr11-rial.

The idenbehjndF-t-Rte-ts ceeerreutcrrletta-I;1rea:,:IcceetcaF.-I’-.R-1'I'W~.-1'n|s i|1.fe-eticn cre1tpcaI.c'e1'I11_.ex::

' I'M: :'n-:.'n-:!ie.rpn:a'au:.r insmflunhn. Therenre nc technical rcasc-cs fiarwhg-'aF.r1R.-I'T‘-HF ~.riru.-3.

can11ct|::-cdcalt w1'1h -.-rhen installing a F-ttltpr-c-duet an an infiaete-is_-rstem. Ifgcncric sc-[uticne ELI-Ell use

generic Mflltrestcmficn instead cf: Ital Mfiltrestcrefiea are new-1515'-eJ';.-r, lheseares-cc-eplahle.

‘ False Pn-sltit-'es' are ncn-existent in the FAF.mcd-cl. Since we are tallcing el:-nut wnrktng -I-I-rid’: h'I|Ef'-‘i-'I'|.

1-'1I'I.Iecs.' i:I~::-thmeuznnn-;.r en-:lel:5jeet inEect1cnr' ca.11l:-epc-s1I:I'"I.rc13r 1d.-::nI:''t'ict|..

I-‘AF. isnct arepiaeementfcr all current .fi."'-I" prcthrcle. FAR is flrediertillelinn -n-fthe hesttechnclgias bite

the exectpn:-ductflmtw-11] he efiflerm:-enleltre in fighl:'Lng'I-'i1'|.1.sH en: thefic-ntliaea. Fs-_F.’eteehJ1c1cg}r
ee-mes frcm the multitude cfctttc1'Pl'ct|uctEI,:!F _ . -. ... .. - .: = -.a-s.u- 'n Ix"-.-i.11

:|it't‘er~ent1:-r-:n1uels.R.ee-earclr and Develcpmcrrtcfcurrcrttprcducte mnstcc-ctittut. There is I'H.'r 1'cI-SD11 ft!-:I'

 

   
I- Ili I-I 1-

 

 LIHE?fl'CfltTEEEWEfilH5fl$BflflIlfifl '1'IIl'.h:lflI'l.fl.J'I.|1'I'EI|:l'l..Ch-‘I:l'tIdi.II.. D.‘.I.l-l3'|!'I-..II'¢'I.I.CID fine:-sewnmpgngrein-¢1;u.finpnu;;asmpuime:mueh::umuquun,wnmniedin-erfimm
wilt-cil Ihe1:-in--n-rirreu pa-re-ituieu e-flu rut-1IJ.Iun1.
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FAR lJ:I- beflne snhr lcclmclcgjr an cIganizsticnuti|is;ic..*.llc1'g:sni:stlc11s must selectlite technclcgym-hich
hes: fulfills flieir sencu.1'it:.r philosophy.

5 PRDELEJWIS "Eli. FACE TIE! FAR-II'W

We Face lieu: basic pee-hlerres tc inplmient FAR-ITW:

up He 1'I"I.|ll' has frcmwhieh tc start fi‘I::fi'I

e Current 'zt:c‘ ccI1:ificeticms

e l.1:s:l11sl:L1.' resistance

In U1.Il'5I:l"H::EL

EDIT“-" BASE

Unfermrealtely-,whiIe .Tce"'s ‘Ll.-'iIdlisrisssts1-fisegplsce, itisnct sleue tcclcfrne Ihe TTW. There is nc actlnl
‘r'I“l.l-' zen‘ fr-:-m which be speeiflr ‘llsese sans the ITW 1n'.1-Lester’. The I:II1Ijf]:rl.l.’tI-Iii: l'I"|i'-' s1tempt:is cu.t'rcrrI:|:;r

made by liirusfietteeie and it does I1-ct rcscmh-lic Jcc’s lists: any grmtdegree. Ilsetrc El-I2lFl-‘El cfthe I'I"W
s-inlscscrl .Tc-c‘s|isten-l:1it is eesytesrgue thsl 1he_-frerc ncttite ectuel ITW vimseswlaichere reperleel en
use use ‘I1-.i5is.|;1u.e tu1he-.rs:_-i.et_-,- cfnenies eedlsexsust ilicntiflcsticlzl hyscmcprcducts. S1:ill,it:'si-':c1'I11i1Ls
l'er1hst we can atlesststartiu interim scluficn

We it-cc-dtwc scltrticnc-tc ll:I.iip1'cbieIrL

Thefiistlsen 1'.1nerim scluticn wliicls willccmprise eccnsenses cftvlietl-U-’d:c'ttIc|:rtr5e.nd]:n'c1TeE.icnsls
will ccncetle that mel-tees reseccsl:-Ie ITWscc. Thiswc-rlc isln prcgresshy ivtichalrd Ferrel sttIae.'u*-C".:'.'.»l.

Richard is wcrlting u.-'itl1fl1e Anti ‘I-'intsPrcI:1uct D-H‘!-"e1c]:II1' gt-cup te deflneen initisl [I"'-Vspecificaticn.

Ihc flflI':=t-ti-up-an samples will fcrntthe firstlT'ii‘-" sample hacc.

The second, in-cg-te.rmscI1.1ticn istc ‘start fmtn screich‘. We rm.1stemcn1l::ies ‘new‘ ITW list lilJ'EI.'."ihI'

3.-eppeeted by snI'I"Wssmp1e ‘c-ue.TI1es-e samples wculcllsefnsrn sc1usllT'|.l.-'l.1:Lfec11'cees-T|1is1.I.-'cu1l:l
pram.-ide L'|:e 's:L-dispulsble la-see item which he lsunch s definite FAP.-IT‘-1-'imp1=n1cnmticfl. Infihrfiuticfl
ccrnpi leelmcse include genetic and specific w'.1'u.s inl’crcIe1icc_,liils-eeel'sf.r;aiiee:jen and

e.e_p-c-.51.-re relerel-sec‘. This will ghrcus marl: in.f'cn:nstien than ever, virus Iccsticn en-cl ]:I-I'll-alenfl. All
incidence need he he reperrted tc gcten accurate picture cfthe true I'I"|.i."1rircs.

we_s.ec.:epn1-s1:'nne, ::lrga1:11'.':esI:i:::1:I_1,siI!l:*s end peitrete users, must sssistin the ebb I:-f'ItLis new base by

fll'|l:iE'.|tPflEl.lI!!-, cDrnpl:f:1Ji'i'Il1EaJJJpI::E.'I11I:114t'N1T‘i'I'5taTT’Ip|-IIE base 'I.I.-‘iii idcnfifirs
resleampie cf:l1eecI:1elITWtl1reeI1cccmpuIers5.r:sI:me Ihstsllcensgreecn. The I:'nust|:Ie = u-rcrld-u-'i4:i-e
e;F.Fert_ ] am-::cInEdcI'|tth:Ittl1:sT'i-' deve|cper.prcfieseicneJ, inclcp-c1:L-I:l:nt, an-dllsetuerccmneunilieswill

supp-crtcuchenefiizrrt

Te flleiliiste such s rmssitre efiislt requires central clcerinc hcuses ftcrls ttrliichtcmenlhlerepcrls and

su-nplecte eInf'u1: the sctusl1TW 1.-inn. Existing and new 1-epcrl:i.1:lg11'nea willlseslsle tn suppcrt and
represent eiicfus. Jce Wells l:ssccepcrIi1:lgr slsucture Ln p1sce.Jce1-1.-'iilcn:-1|-I-ctsan11!:|fl. ii"'h'=-1-‘ F:-Hietfflhls

l:leenrepcrt1ingJ'T'W iufeciicnsslcdcsnccllcctssrqsles. 'I'l:leE'l'i1'.E.-tI1sse large nurri:-ercfnscrnlan-e and
lacing ssecm-it_-.r crgsnisnticn seems the meet l.l.iEIEl'_'.-'p1ac-ctI:: hens: the 1'1"":-El‘ sectlple base. All IT":-"l-"
ssrnples must he me-tic an-eilelsle tc sll.-fl.-' developers {s sdtuslicn that nice: nctccw esisl}. Either

prcfessicusls and Eis clgaifliznticnscttc hslpbgrfiruru-mtling repcttsectlsemplretc a.I:II:Ili1c:r
t“-tnl1's1lr;l»cst.i«I:r1:I-Tl1is ccultl he the fimjcintvtnturt fcr ell tc unite in sclve our biggest singlcprcblcrn.

 

Ta:-wammw Eclmmumunmu '11utnu.:Irau. shheIm.u:rureIi:e.uI1-Istts. Ehghnvl.DUDE‘ +«i-l{l}l3.!55E!l3-!.Hcpsflcffllhpsflielfimmljrtn-rcnuducui.rhedHsflcle1sls}uIm.tu'lmnnitmdinmgpfiss-m
1.I.IiseITtIc|:e1cHvn'rITtcu|:c1':rIea:ie11effl:apuhliaJ1uI:.
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The actual deteiis efereenneeuunrizina solution from wliieh we lII13u"flii eonee raged-er is in flit: mai:'m-3- It
leeks like there will be lhree or four diffelvent planes in report intieeiions and esposurm and sand samples.
More details will be ferlheoniing.

IUD CERTIFICATIEIIN5

"F-7Eti|.e Ihen: Eieveheen noITWsa.1_'I:L5:I|e bases teteetproduemwilii, there are: lot of'1.'i.rus zoos‘ out there.

Using iileee sooste ‘test scanners’ E been 1hedet'n1itinn of'A"i.F produettestirg. ‘Eon seaming’ requires. a

lnio-nrn eonnol base andprnper nitei-pretatinnofruauils, neretieinas insherts.1p-p|1.r. Witethas tn]-rentitepiaee

efrepreeentingemtemnlflnrmtheebeen this ‘seem-fling‘. Tlieseennerispiteelngaimt one or niany

private eolieelie-:1.-e of: niyrind oft.-"e1isH,Trojans,jn]ee progranta, sintulatorsaninles, andjust plainjunie

files. We are ‘git:-'¢i1 results‘ and told that 1i1ia certifies tee-n:Le pluduntnagnnd farusi: in n-1.1:.‘ l'I"IFiF

en'I.rirue1merr.'s. Few flliazlgsarefiarther Ii:InnihrtrI,|1I1,

Eon eertifleations are reeII3.' asnrt et"n-‘hat ifthe research vii-unmade it turns 1:II.riII:|'3"-C|-1::-|::s.'.'.ir;:n1:|:eJl:,.r this

happerlee but fi'=|1||-1311“:-' the Ilrei-I-rlT‘|-Vi-'iI1:s is new.,se‘:e-e- seenniiig‘ ele-esn‘l help. Proper interpretation of

ihissert e-f*e:e.11neIteet'Ir.Lg‘ my be veluehie. hutjuet isn't ei.i.reeI11.r trensferenletosnlulions to our I'["i':-"

proizuleens. Worse still isitrettiteseeerfifieatiens give one aliilse sense ofseeuriigrlieeause they are 'rer_'|r

inadequate tests Justneeense aseenn-erean identify soeriethingin nzlzln-sn.1:I.11i1:1g testdnes not nzienntitst it

will fled the 'I.ri.r1is in aninteeted environment [dais isaeontmnn neon;-reneej,

We mus-rde-eiiiphrsise ‘zoo eertit'ieations'anden1pnss'me 'ITWeertii"Ie.'atiI::1'ei' using a. lain-wn [TW sn.11'.Ipie:

bade. -Casual n'ingasine-type 1:if".I'L"r' testing‘ wilhnut guidnnnle nnisth-e ave-idieel.

mnustnir RESISTANCE

'J'|:eiIi."iI'+:Ie1re1opmentiriii1e.'tr1.-I hesjust some outofn we: -I.I.-rit11liie1.r'rnsereeitinneon1n1unil;ir.'I1te I.-irns

ereetion eonnsilniiy pmeined, the A? deerelepmeett eontrn1.rnit_-..- ineluded, regardless This has littieto do

wiflt mu‘ I'I"W Flt‘-Ellilieeiilis exeqet that some AV developers get so caught up in line war, Ihay f'-:i1'3r;ittJ:L-en

eivilie-rte. Thefeet is, unfil reeentl]-"erhee 1'T"'u-"'-"'I-"I1.Ie testing I:-eeenne sernetiiing wiiieh eenilel netbe ipoeed.

it was ignored by most There has neirer been aeoneerted eflbnhy the AV enrnniunitjr to deslwilh ]‘I"W

viruses. M.-' developers n:I.usr. engage ‘t'uIldise1osme' ei'1T‘i‘i-' ‘I:'i.l'I.I.E-I.'..5. Current eseliange reitrietions shelul-rl

only applytoreeeareh viruses CL1rren.ts}raen's. endpliflosophiesn-iJl tel-:e lime to eliange-

'I'tieAJi-' indumjr issometirnes infle:»:iI:nIe iIL'rii|‘i1ii'i'i|P-It11I.':I.EtLl:Il1tiI1-I:![i1E|.I.'.'ti to e.'iiatt]ie3.rtt1inJ-nee need.

Cnnsunzueezs |:Ie:eIni‘hi1'sIrH:i1JJ1t‘i:If't]:n*.1:I]:lrrref'r:II pi.':.1:ing1:I-tndueis nrlfieh identified rarer-i.11ereesing ntrruiziera.

efvireeee {zen eecrtifieeiienej and insisting on e eeeneet ee1u1:iern. We i'IH'|-"i: r-efileeel te listen to sage

ndviee fierthe different level efaeeeritgr 5-olntiotls. insisting. that there sheulelli-ejuet one. the scanner.

The indur.-tr3.ris geared to nurniarieetingweslenessee andu.-i]l resistihe -direetiori in 'u.e|iie]:u.i.*ereall5.r need

tone. We muetehange en: requiremeetate refleete-urrenl needs ifwe wish to tnei-'e the A‘-" :i.1:Idus1:r_Ir to

provide the solutions we need.

DURSELVES

we as eeeesumereoeimunitzr are seine In haveto Ioolr atihe infomletinn flier we see-and make serne

intelIigent.oi:+jee1.'i're anal}.-'sis. We have tnleem the difference between an srlieiesrid an 3ti1r"I.'.l'i:iE-EEftEft1.'.

We ere considered by the nterieeling |:HZIr.I'1:|'I'II.I'Ii'l'_'.I' to be drones waiting to be told what to eie. Don't Ii-lame

anyone else; it isour feull. We are niueitntore ednealed inothersreasofptnehase, and nehre in Aifprodnet
ne]uee11I:n:I-

We eeedtn getreliable irrtennetieri from eteufity nrusnizetierls raliierflien edvertieernentae We need in

supper! aefit-'1'Iiu wliiehere d'rreetedetITW villtsessnel the reiinhie. eppnepriete handling effliem. If}.-rout

£E|:i.Ll'i1.'j." organization does notheve sound, measurable efl‘rnt.a in these areas, weneed tneleniand tlteni.

flu UflHH' flHfiWWflflfl.|LflflThQnInnAfl'@m.0flfle&e.DMIflE&¢bd.
+ [I}I1IJ5!$!l3=!.T'-5epIrte{tiiIn.liieeiienlin1'ber-eerndueel.rte:redhiare1i'ie1-'e|e5.I|eeii1.ere'enn'a|IteIiintri:aii:«rn1

'nri:I.I:-I.I11iI.|!I |3'i:|!rr|a|r:I'.iI‘|:|!e1.§n!n'I:|2|iiI.i.I:I:I|'.'Ii:'fl puslum.
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-6 THE ANATDMY GF FAR

FAR is uumpdstd trfsis tsslts:

I. Tcinttlfy the [T'W'|.|'iEl.I.'i-

E. Cullsntsssnuple

El. Cltall ths I‘l"W virus

-'1. M 31:1: 3. 'l!'E]!lDl'iZ

5. Ssndtsphrttmrinlsadministtshsr

I5. III.-as]: all imsidsntststislics far the virus admirlishwhzrr

and must trpstsls saqusiisrs.-ti] i:'I].‘.

1. Thscissn eIn'i1'un.1Is:nt

2. The itlfesstedslnvirunmsnt

 Ffillrcquimsflsst Ihvssdrusheslssnsd 1-I.-iflmut uscr ntrtifl-sstiun c-rintsnrsnli-s|1.

Nnfifimfim sflhs E:!l'pt1E1:Ifl: sh-nu]-t1 b: a virus sunpit: and rspurt mthsvimssdminisustsr. Lssvs Ihs
tlsIsI111:I1:i.fiI:a.ii::InttI-H1.-I: -ah-us s|:I:I:I1'n.is-tL'st1:Ir.]'mtI]J:tit::n shnuld hesuta-ntstic, no user imznrmtinn

rsquiresi and shuuldsswtfltc MEI‘-t, ES, s5.I-stern filesmudcuimtusnd pt-tnttsscrt {depending sun pmt|u:t
:Ins:ig:n philo-Slflrlhfl Thssu uhjtasisssrthsused lster.iI1 infsvstin-n rsasussty iristtmtats.

F1‘-'1.H.I'Et]lLiIIE3-1:ilE1Iill:1n'iJ'1.15i:|l: handled estsL:tlj.-I as und-srcltan
sundilin-ns {:i.-s. idsuti:F1.r,rs1tr:w¢. rspsart}. Iwlhtiu:-n should r:»:4:-vntht: sg.-*stsms.1:u:i Hi-FE! the Ell’: objects as
u11d:In:|I:a1:IinstsJlstinn_

 FAR nsquims thstflls tulcrhcnutififldts tnnntscthjs lanai
‘|,‘::I'|;|]]',u|:a.[ suppnrt pars-anus]. Und.::rt]-ms: scmditinns, thssitustic-n is ttazsrdtl-us chtaugh tn ws.t'1's.11t1iLs
wu1'}q:I1aI:.-: i:1t::1*I'u]:rti:rn-.-lslitnfths ssnpls gsthtttitlg and rsp~u:n-rl:i.11gsJ:L1:un|-Ll |:ns1:i.»::-nI:. |:r1.1tiI'| lhfi J1+:rl!I-FAB‘:
['1"I.'I'iI'|f'H:-'i.'I:I;l virus is nntautunsstitaily 4:It:sI'utI:|.

,Eg.,1|:+f"lJ1s |!+:n::|:|_'|:|.'i|:[1_1:s:I|-|sI:u:ms.1'3.r1;uI:| assnnpllsh Ihs related tasks 11::-I::ss..-a.1:-r ‘fiat FAR have hsen in use in tin:
pmducturantathn-rsts:+me1J':ns.[nt+t: thststsmpmductsrsslly excel in sun: ufltwsi: srcss. Wlial we
have Irsverssen isflltrscttsthniquss -mnshinstltn E.I.'|:fl'I1'Jp1i3]1 FAR. It's hat that FAR is 1'.m1:rI::Issi|:1l»:: it just
hssn'fl:-sen spriunttynrnrth pursuing...:.ret Ifthe '1:-.=:sti::1:111:ii-'u:aIiu:-n‘, flu: hast ‘srnrsing in an ixrfustcd
:nvinmms|1t'_ sndths ‘hsstrsstnrslitut ‘war: sllttl-jtsin mgstissr wtifllthe ‘bust sI:s:4:II.IlItiI:lg‘,'I.I.-rs could have a

supsfisnr FA R tn'I::-duct!

T FAR IN DPERAIIUH

Tu. he cI;sn'|plEI;e,Ir|1ust nicasrihe F.-ititrsspc-nss Enough ts: ficiiilsk ils dcwslaprnsttt. Shins msnasasrs my
not In: nsncsrrusd with sums :2-fth: spacifins. Skip this sssticrn ifyuu ‘visit.

A THE INFECTED FLDPPT VIRUS EPEPCIEUEE

Thisis the gait 1'I:;51:II;I-n5.¢ tn: imp-lustsnt The obj-satin qtlsstiun is nut ¢:ItstutEdsJ1-dnsedstu he rcpiacfid
with sknswn abject.

F.-ltRss1.rsthst,w|1:n suscrinstttssn iniisctsdfluppydisk inthesgrstermlil-I: Fttlluzrtsrilsg happusns:

n I|:|.:tLtit"'_I.-"ti1:1‘1"u1nI1II.tt'+

 

flflDm,fiLssuLLEsmcr:.n'mEHCEm5ssHn:hlrmLH,11 Thrlth-dnIt..Abl1sfllI.DIIir-llilrs. DIJ=I3i'E.EI'I::II-d.-I-«H-{I.'|]1lJl-5t'H1.1!l‘. i~i»:I:;ItII:IfI:i.1 pntnlit-_.n:'~u:nn1n1.-I-:n::pr«:dnn=ud.su:r4:di1n:=n-ir~uJ 1:.-ue-'I1.+1r1:'IIIIIi|:'I=II|1':1-I:-'fi==n
-A-hull Ihu rriurwrhum parm-isslmafig puhhisns.
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an Satr: a aamp-II: nfflit 35

an CII:nn1'.|:I: floppy i:f'r|:Ilt-tr.-1i!tt'.t-|:r:'t:tIt'.t:l::I:1

I Crutatv: an infcptipnrepprt

. $¢ndIherepartandm:np1:tnflr:tfin.|sadn1intstra1uW-itcnpnmiblt

I ]nt=Et'I'$t‘t¢fl1:iI1fe«:'tinnrep-cr{1 intn lit.-:t.r'u1.1s a~|:LTnjnistmtt:II'$ £I.1J‘rI.I'I'I£.t'_'r'.

Snrcral fltings happen a.'nd1:ln11‘th:1pp:n in this instance:

. The 1].-3ae1'::4J11l:ij1u-::51.1::J|'}:;i:gwi|i1.:3.¢.lmn floppy whiphwfll 1:Lt1t1:b:n'nfm:La |JD1'J'J.|.'.||.11i'|.'.I'

. The adminisu-atnr Irncrrrs ta.-clrattheua-=1 racxpnrsud tr;-lzneftrreflttt urganizatiun attsinfttrhhdhl-*1't

a. vimpincidarnstauarica art: autnrrmlit.-ailycnmpiled

I an my: cnnaid-:r rim Fpjlum 1:: 1:.-strrr: a B5 on a writ: prnteclterd disk as a ruasttn tn int-=rrup|: H1: I.t5ttl'.
Thisdisjrafrrptiun failurc sh-cl-uid tn: fr:r1'wan:|:rI:1 rnrtu: -rim: administrator and the appropriate clrrairrtmr

mad: by the :1-t:1.1'a:L|J11sl:t'at-:2:-1'.

what‘: IE.-f’l'.t:r du?‘I'J:e t-it-us administrate-r mad: tudrtnrntirrt how and written the uteri: nufiftrd nfflit

pmbtm -wI1jq:-.11 ¢m.1.:1 have u:[E51'up-ted flu-irw-111']-::. The ul:rI1':niE.'tratm':alEun::'.tI.’L'5- t1:u:l-elelrnine the fate pfdr:
-:.r:-II:-t:I1:»:| samplc-

B THE EETNIBRVIEUS-INFECTED 5".‘|'$'.l"El\-'[

E3; dgrmjuur, this sh-u-|.|[d nut hlppell an a FAR-pmtcnttd 9.1.-"slam Eupprnse, for this v:IarrI;r1I:. 1113‘. su:I»r11r=I:mI:

11-I:n;:tada.n Eurfect-and fluppy -r.-h.1'le the re-guJnr uperwras um vacation.

T11: FAR rttrp-ms: is:

. ]:1enIJ'.f3.t flip I'l"W'triru5

Saw 3 5.arn.p]a uflha ]'t-'[E|I¥I‘..u-r EE-

Clcan tht: |'t-{BR at B5

Reboot 1:I1I: {:.l:an E_Ir5b.":n1

. Emir: an infmtittn repurrrt

. Send H1:-rrepcrrt and slntple tn the -virus adnlinitttratnr when pfllsible

, Integrate the inffwliuu IE}iflrtilJ.DJtI'l1'il1Efi-|IlI1il1'i5U'flflf'5$UEfl-|11lEr'

pp-g,ajn,H:e1.Eer1' cunfinuesm wcIr|r:t.I.r1'1:1:Iuutan 'mt:rruprtpn.tI:u=: adnrinisu-aturlnrutuswhrttia happtrtir-3. and
statistics arc gnlitrn-ed.

--.I{h':.|'|_.h.|_..-.|-!:~..I1—-
IE THE‘. FILE VIRUS EJEFDSURE

Thisluaksnnnch Iilteflne reap-nnsstufltc exp-u5tIr¢tufl1:in.f'n::t=dflup11-3' ES,b11tfldI:].ilitJnfl|l}'mu5tt3fiH1‘-‘EH11
an ubjaattlaat nnntbe E!-[-EELIIE-II. There willhe cases where 1l1v:‘t:|I:aI: tht: ‘Finn’ Inqulrtnienlnlflifnfllbc EH:
to be fuLfilkId.. Lfthis uitualitrn -mists. all miter FAR requintmmtt shttuld ht firlfllhi

an I:in:n'I:i.f;.r I11: t'I"'r‘I-"1-'iI'I.Ir.r:I-1:: pupa». nrtccuttnn, Etc

i Save: nmmple ctfflte file

a Cltan lhcubjml: ifnmmfite-pmtpctpd

1 Frrrfarm flat: narigiannllj.-r raquasle-d action {cup}-r. :1w:uII:. um} ifptrssilzrht

 

flu 3mmw Emm ta-unuIu:hLu.11Iu1:uanILnhiudru.D:n:-thll:t.DIli3Y5.EI'tdI1yd
{[I}.lE!5.’s.'i5I3aII.Hppannffllmmllplfimnmhlqrohtairhdhlflfiflflfifihlfiiflmflflfiflmfhfl

tnilumrr I3: pin: vnirlu p-:r.rni'.nrim uffin :|:Il1l'iI'-h-tn.



MWHHEHHWHEEF-EE JW5-3?

 

1 Create an infeceenrepert

1 Send the repert and eemple In I111: virus a:|II:I.1'J:II'El't1tI:I-1'1!-rllen 1:-eeeihle

1 Integrate the infeetien 1'e1:H:-rt inle I1:te*-"it'I.Ise.tlI11iI:iet1'-ttn-r’e.-:.1:J1t11'tat'_-'

Several Ii1ingeI1ep]:Ien anti I:1en‘t]1epp-ett inlhie insmme:

I‘ The tteertmlttinuee we-rltitlg 1-I-I'1I:h aeiean eate-t:ute.hIe l]1=fll'|i|:I|:5-|'|='|:|'t13I|'-'-'l'i-I3|-5-'-'i3'F|‘-1'13 E-'5-'-‘I-t-'-l:I'I

I The eiin'11'_t|j.-ttrrellzrri-:11-tr‘-1i'e-1-r-rliatllte I12-e:'iee1tpeee1iIe'hefetefl1eerita:1jzetien geteinfeehdbjrit

I ‘I-’jJ11eiItetdentete1ietieeflt'eeuIen'uafieafl3.'eetrq:iled.

] tit:-11.-et eetwiderihe 1ii|ttr:=e:-r-I:-b:-reevarite-preeeeled fileeee re:t.=1-:-t11:4:-1'J1’cI‘:I1'Lr1i:t'|'1I-It ll5Er.'T1:Ii.'-
¢.‘1'E.'iIIE£lit}l2I flihtre allettltl befiarwartlelitettne 1-irue atlrrfinistntter, end flteapptepfiate de-eieietu-rrndel:-3'

the edminietrater.

Same cleanup as-the BS exp-eeure: The 1-"il'I.I5E.-l1I'I:l.iI'I-H-I!l'M|ZI.‘l.'I¢|lJ£1S te tleterrnine haw and ‘I-'-'heI'l 1heIJ£E:r "E'-

ne-tified efthe peel:-|en11’l'-at eeultl lean-'e tileltqn-tedfl1eirwerk-The edtuinieuater el-te neetle In determine
the fate e-’Ft.‘r:-eeetle-zted emu:-Ie.

D THE F'ILiE‘+"|11LJ5II|"'-|I"I.'-I‘-'.?'l'1||[!l1"|i

File inf-2I:1:it:II1SI:::III1e1'na]1uge=1-I*a1'ite1g.r n-finfeetien L:-rpeeend techniques. In eerne eeeee, 'rJ1e1-'in.1e ie
nen-reei-decut. :11nit'Lngitea.e',=.-1::-deettu-'ifl:.In efl:-enitmegrbepru-:1entte use 1iIe ree-i-:|ent'I.rirI.1£|.S+:II'I'te trimeee

area:-virulent lllfllthej-'h1llStl}IETEITIJ1fB|31fl'£IflIfllmflI}' entirely. The e:te-tt teehniquee-reeriee efetej:-eta
disinfeei the eyebena is niietebedt-5' Irltevintetg-pee.u-:leep-1-hilitg.-. I-I-uzmre-.'er, the gt-I1 Eflte same: rem-evethe

1-'it'tB1-I-'ili‘t-2-utut-er inner-enti-en, get a eeml:-1e,end mete: ttpett.

In Ii11'.-e ea.-we, wei:t'ntg1':tI-e an executable which ie infeete-;I w'i1i1e-ut F.-5-F. pr-emetic-1:- The eulz:-eeq1.1enIete.1'Iing ef

fliis-S‘_i.ffiti:'n'1I2|1u5IrflIkr3-tIJ.I:1'in.:E-Itfiid-Elflt. Lel‘.eee:.' eemeen-e I:-e-ete-:l1:he:':-3-.-tr-1 flew:-'. infected the e1-retern.
enti left. The 1.-irueinf'ee1i-2-n1.---ill be I-etiv-re when lh-E system 7: 5:-.t|:-ee-quent11.r I:-u-e-te-:11]:-1.-'1he regular user.

The general F-5-RTE-peeeeje:

1 I-:ie|1ti.f3.rtIIe [T'Wtri1.'t|ei11i'e¢:tien

1- Esmhlhhaelezanawirnnnlenlnrehangenhtfiguflflflfl,Iifhties-:i.l'vI:I:lI=:IrJ1IBE:!'-E1‘:-I‘

1- E-eettleemlzlzlple -:1!-‘lhe ~.rJ'.t‘I.15

1- lteetetethe itfeete-:| ebje-eta er-delete eerqaeeieee

1 Ereeeeflle i1Jl’e-etie-I’: tepert

1- R-est:-tethe 5;-reiemteenepemtimaleenfig-uretieni£'ueeeaeeIfr

1- Slerterreetarttheeje-tem-

1- Send the rep:-rt and e|rt'|p|I:1J:Ithe-rin.Le aclmiuietreeerwlienpeuihle

1 Integrate Iheinfemienrepertint-:-1:he 1-irueed1111'nismtter‘5 e1.1n'-trm-3.

'j'11i,-:1:-1':1-gerttfe-emejtenleeenhe -:-hanged deperbding en the intplemenmfien pljleeeph}.-'. The]:-;r1'ntit-I1:-get-1

5'-EIIIPIE, I'¢12t'|'|:|‘|-"¢|i'I¢"I"ii"-'3-fill.-IE1 eelifjrflze eppteptiatepartg-I 1|-ttm pe-eeihle.

"-h"h_1']u:1i'.|e:|.t5.ern'.teg-' gr-ta liltleeineweetheeg.-5-tern "Le reeeeriltgiteelflthe ueerge-eelae 1-I-'er1tu.rit1'L1i'te
mj.ui.mun1 imen'upti-eat I:-11I:e the 1-eelz;--.atiun is en:-mp-leted, the 3-:1n'tiI1.islra1::I-1' l-.'.n~I:-1-r-L-. what is hep-peniug,etu:1

etelietite ere g;e1J:LeIe-Ii

 

flflmifimflt-flHNCflNE.REhEEfl!flhhmm&&1fl1lIHflflflfi.hflflfl. IJIl-fl‘|'3..EIgI:I.llI-.+4-i{u]le3-59.?-.5135. Nepmefflenliuficlmyhenm-fitwmmndhumfimutyetmuwnmnflmdhmeflun
u-1'.fl-I.eI.l dte|I'Itu'I'-I1lerI1:I'eI'rnit=ei-nu-n-t'1i-Lu pI.I|:r|.H:len.
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E THE WIULTIPARTTTE "it’IFt.lf5 EIEPHEUEIZANII lI"t'FEC]'IflPAT

The FAR r:@»ertae flnrthe ruultipnartite iamueh 11'k.efi1e E5 and file expuatureantl iufeetieu responses, with

the addeclrequirenteut efthe a-r1r1itie1:IaJ e‘rjet:treete1'atiun.

Agn'Et't,H:tveuaer er:-tttituiuatrt-1.I.-'errIrwithuuten intetruptiuu. the rlulewettrltetie hag:-mine, and

atatiatieear-e gathered.

3 "Hi-"I-[IE1"'TI"vIl.‘.|'TTfl' FAR

Net rluirtg Ffitfldueauul mean 11utduiugtfl.I‘uf'Fa5tB.taek3.. Mtatetrerstepeean be tltrntjheulnihledune. in
many mans, flzierequira. n::r1:i.fj.ring the uaerartt:lper.e'.ih-ij..- ereatingau ittte1'n:Ip1:iun. I.f1:Lu1i1ing eIae,'E|1:t'e
aheuld he a fituple3:aflIt:t'¢dandt:1:efltt':fl:d.Therepeneani:t$Entifertt'hen praetiea].[fthereu1uatbe

awufltplaee 'tuteI:rI.tpli-I:rt:I.ti1I: ttaerean I:-I:tlin:=:.':tI:d 1eeaJlfl:u: Help Dtttltwith a message.

There antin-.e.tm'he1:r_I_.rt:tt t;|-I:m't~.1.-rant In F.-1E_'Ihia wuulti be when remenring diet-irueweuld deuyaeeemm

data {in '|.|r'J'IflI|:"FEI hrtrt1:t|1'a11tI3rta.1t-:,'II.[tI. this eaae ittI'ta:r|:I¢ neeeesaty Inbaelr uptiatattrhile tJ'tevj.rt1a1'a

present and then remtwethe time. ‘here age-,tl1iaeauItt:e1:I-tit-tit illuflreted |.':|]."II'I‘.'.‘ '5t"t'.1]fl'.t3: 'Ir'tt'tIt. It‘: It-utthalit

ia1'.rt:[:ItJmi|:I-Iet4:tF.-!I.RwiIh ‘|-"elg,au-r-Dne_haI£ tl1et'ejtEtma1.-ruutheeruzlegh t.Eeuf1l1epa1't:h:ular FAR.
reehniquetewanaattflne eaaaenseefdeveleping ll‘.

Ahvuther inelaraxia when jFtllI1' FAR preducrrneetaaeanti-AW‘ ptuduettlzatia Ft':.R.huafi1:.Thtt:t¢Ht:l|lj-'

this ahuttltl net 3'Ifi7'F¢|L as the Ffitflrfijaeueeelmulflhe te remet.-Ieth-e 'I.rirt15 1:I.rtthuut'aettiu,e efl"1:|:Ie hernia’.

Ctthq nun-EAR alruatir:-he areflteee where the ehjeutia write-pmteeted. 1'l1.i.aett.u he efi ll: en the zaenrer, a
write-pruteetu-Ii fl'DPP!I".I:ttt'1'1'tt‘:[:Irttmriunun1i'teurerlt:r.tetien. Theaeaihtatieuaarenut-Ffitflmeltattitig lite

ehjeetia euueerue-ti, but ahuui-tl still he as FAR handled aeteeaible.

'I'I1-EIEflIEiJlhl:InEi'fl-FFtR‘.ti-ittI.'fl1iEI151iIeIt:Eub: tir:eerih-et:1..e|flt-' develepeta nay deeidetumalee I:1.1'.fli:rent

triru.-aea F!iR.1i.El1d mu-FAR. file d'e_.fi'rI.tfl!er-It e_,I"u:r ner-rL—F.-ii.‘ ta‘:-11.51‘: ‘rite: 1-':'rII.1.'_,I't"Jr1.1-fr.t'r:t'1 no.-!F.:tet-eiugererurte

yam-fdeaeufiwutemtttvaemuun '. Nut all mt’ tlevelupeteare ermtet1et:]tta1l;,'.l+m:tulrtu*t1:eattrpriae|ituaee
sum: ‘partial-F.5t1?.at:t]Jt1iu-1:I.'t’ fatthuzt-aewI1.'tt:h Iaekthe 5-}til1aft1I1'at:«t:ItII;:IIE|I: .'iflIttl'i.I:In. l'n1E-'Ltt‘t.*'|.t"E‘I:t|'i]la~ee
some -v.r:'1-um eensldered nee-FAR because the 't|ir1fl-is-nuts-tlffit:i:11t]}|' i.u fitewitdtzmranantfiae werk

11I.'Et31E:EiE'.flI'_',-'|°tJIlhI: FAR aelutiun. There are malt}.-' eludes efgrag.-' which the ta.1'Jert:rta}r use.

9 FAR 

Dfeeune the behefitaare t}]}'r':ilJ113.T|l't-EllI’£'El]JF.i3-I: haeaeft-aetedeall the wetlt. and titeaeeuritg.-I and.
net-u..-or]: arI.mirL'Et:'at::ura get a1lth~e eretlt't. The euflwrare E1-renjtreiifins ileatlffnryrnu- The benefit for :*t‘'-''

deuelepan ienew pr-r-duet petential, aigujfieantlyl Ieae ueet teehui-r.'.aJ a1.1p_u-uItre::1uim.-Land enterprise

users have the j'r1aI:ifeetien tn reliemae net-rt 3,-ear.

1l] FAR E1’ALUAI1UN

I ltepe tt1atF..5.FI'.11re:1ttete~aaIuat:iun duea not parallel 1'lIE.|I'I]I' efthe current tfil:'tnga.rH:'l =1.-aluarieue. Ifthe
nralumjun fie-es netmake a geurl ease for the llIiIZiJ.'_';|' efthepru-r1ut:t, and pru-]:IeI}3-' evaluate tint pr-utluct,
we Slit]-1:|ltitii!£I'Egflld‘fl1I:1-‘EH. FAR treliue Eheuld primarily beerrneerned 'tI.rit.hthe alt-i].1't:.r ufthe]:It'trI:ILtI.‘-Ht:

tie the job [and the job ia1.ri:tu:tea.}. Tests whieh ere nelprituariljr ermeerhed -arititthe ahijityr efthe product be
tlu fltejnb fizurwltieh itwaa rleaignerlehuultlhe ignered.

We. lheeerrtruunity which neetlaaud w1'l1ua: HLE. aJttru1tIt1:u_u.1'te Ihetall prhnuyteefing iagearelituflte

aee1.1.r1't;.r asp-eet uflhepredtt-:t,rlealiI1g with I'I"t't"1n'.r1tae.e. Crtllerteate fa-I tam eftee fer I!LI:1I1'J.iI'I15l:I'fltvI:rIB-

slteulti he elearlgr lahelerlaeseeondary tests, I1t:+tti:i1et:tlj.r1Itea.eutir|gthe pru-duet feritapriutaryjub ufdealiug

 

GD L|LL.Efi"t:'t'I'_"Em.f.=Et'EEt-'ti‘tEII]!'§I§*t'lt11eEuIl|ttI L1i.11 T'ht1I1I-lI!.nt..it3:i|e:hI.Cn:fh:ehJ:he.tJI1l3-‘rltiingud.mnflfiflflmmtdfiepflimfimmi}-Iu:nqrnd1nad.:tawadi:|raIie-ale}-at¢n.renrutniTIetlu1mrfiItn
'I|a|'i'fl'|I|;lI|,I1'fl'|:fl p:i:t-tn.-rit::rnputnni.eu'nt~|et'1:I1e Ft.lHiItIl1'I.
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with FI'WI.-'i1'IJ5fl:e A]1I]b_iee1!ive eerhelusinraperhinte L11e1:n'in1a.1'_I.-jab effl1ep1'e::luer: Subjective

:43}-clu.-;iI:n5I:nerbaiJ1tut1:.esn1:nn-|:1ar'_I.-'_juI: eIftI1:I.':rndm:I_

l 1 CCINCLUSIDN

FAR is what near: want.

FAR mree ergani1atiena[ reaeurees {1:nu:+nej.r‘_I respmdjng tcn.rin1s incidents.

FAR makes almost all 1.rirI.|5ee in the enterpfue eun-dmnnjentanen-event.

FAR 13.]-r_»:s mu teehnelugy 4;.-fl1er than 1."i'I'I3'l’ is already; in use tn '1n:|p]en1eI1t.

F.-ILI1 will be arealityr u.-hen we demand it

The n_-uesiieuia nu-1 ‘den we need il‘?", lhe queetienis ‘when will itbe pltrvi-1:1-e-:|'E". |'11b=I H1: fiI:=L-U-’
dew.-eiuper which PIIJ-I2l1.I|.II'.lflE 3 ‘II.-=I::«1'|::ing velaien MI.-1'1] find Hut it Is ‘the i:re=fl'er J:'I'|~I:I-'Ll&ell'i.1.'r'.J1.J.'EIt mpen 1i1e deer.

{.‘F.E.I|'lT$

PC‘ Viruses in the Wfld I["'|.'r'i|I:1.J.1'5'|:} 'eeer:rJlaIi+:n-n h1.r.|'u-e We!|5:i11De-up-eralien with |:|:un'_I.rA"v'

pmdI1etdeveInpe|ea.ndA‘u' prefeaeiulials.

Thejd-eIe41u»:]e1:iJ1j:ruee:rj;H':a.a.ednrew]1e1l1ru1}'£F-l':1 amine :1n1 nenemu-i]:.r rJ1n=ueefm:-'em1:Ie3~u'nr:a5ne*nt:I.|wL=hbn

aaimnrwle-he and I:1:.u::1aJI I|1uee1r=¢I1:}e1H‘EI'¢]1a!1*e-¢4:Il1IL'i|:I'I'tI!Id mll1re.nWtnrtI:I'n1Inlr:.r nndiaa-1'-Immmta-; Ih=1'r=I'fII‘l$ ind '-2'-mu

hecmneapzrt um: eI‘I.a.a:flm-mm}; |a'|:!I'lH- dllmzltteme-erate Erma nlsrcrpdniense

Epmmumkammyiiflnhendmmlmeawhehareflmeilmhheimdnificjnfliwdurhi I1:-I1-«'ri'liII-3'=||‘E|1iI-11%]!-Itr-'l'|1=
rnniniugimpufieeimuhereuemtne Ilene.

 

flflEflTH|EL|5BbI£.ErHCflh'HE.fi:EMfE¢-Ifl5l'ku hi-lIl1d.1I Tlw|.'.Im-Ira-I. .tHI|l-1.IEI::fhI-:hhie.'lJI-1-i3'!I'-?r. E_IIflhIjH|-I. +1.1 {[11:35 lflml-. Nu p|'.|:|1'-I;rI'I'ri: '|;|:|:I'|;|:I'|'.-.l|:'.I:I:|'I.1'I:IIg|I'I:urqm:Ii:I:Iui. mu! ‘me retcinei r_I.I:h::1.u"nnn'IrI1J:d u1I.rI:rlimI
wflhuu Ihel 1:.-in -M-inn ]:e::nu'.uim of the ptlihliflwa.
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THE PC BDBT SEQUENCE, ITS RISKSAND HPPDRTUNITIES

{TI-[El USE ..-*..I"-l'.IZl- 1]":-{PDIITANEEE DF I'l-IEBIDIE.'IT SE-Q-UI-NEE ]I"JI3.'.El.'I-I.I'|'-3l1'~II‘.'.i B:-DDT
VIRUS E-1'*IlJ-E1'h'IIC5]

Jarunian D. L:I.!.I!rH'.r.t

U"-I'|:1'E-'_|.-‘I3: C-:11'pm1111'n1:I, I9-1 ‘n‘u'aII:|1a1nSlr:u1:, Lexingmui. l"-ILA D2173-4914, USA

T.:] +| 5|? Sufi-1]-9| 19 -Eu'ai|junnthaIn_1eiIv'h1.|uhJs@:I1fl.lnhts.n.::111

ABSTRACT

;-I5f.u5i'a'-.EI::a'm£'rF::2.!r:'r::=cntJI-flnl.:E_.I’E1H.iIE qtlisien-ii: mlremf afmmrinmf Ea-ID? 1—'-fmscfi r1-wring :5!‘-Ei'kt‘-‘HES in
the n!.'n:.It:r.tdr:'1-E,i'. E.-'.$e‘nr need‘ exfirmrlimi an ’nr.I-Limrn ‘dim fuhir. The be:-1' Ifruen: ed'r.nu:a1':=:m:arn'.: Ir!-|:':a.'n they
mm

M) gamraimui-vhuspmnfimrpmwidssiraai-Ema eci:n:m::n'.:;-».I-u1.!'.m:.I!. ur arm!-virus c::\-1'2. Sumepmductt

prtrvifih‘ :1 vfnur dfifiecflng I'$'Rj'E:.IrD|5'3. Rf: 5-I.-'n':.u.I':iH5.r.:.:IH'_1.= bu EdmIJlI':.'¢¢lI:.i£ En’:-E TEE‘ I'niflII.t§‘f£a .-.1 .i':Iu:n'J.l' ..'u'E«\'.=lfi'-I"
1-:'n.rs' in-e_.I'E:ure ll 1': acmafieei byfindingfl Ii.‘-'-'IJ.'IFIE_.|"I':'I!i|,_lII';I}1-'-E*§]"|".3'-|"£' the ruzrbm-I1 HI=2rH'EIr'fl‘. 3:3‘-t1|'E~=?!u"'fi3*"'|1l?-3-|5I=1?IEI£*.

.Erm:HIn:E|-fl'.§'. .:1ru:‘u-11:21»-:.'r.|'::‘:1.ErIe 1'.'.'I-’l'.J'i|i?3’ make -!:«::r:r.Iirag_.i5'a:r.u-I_.r'|':::I3:I,::;ur1 .5E.r1?I:I-a.r.': canxfnusdsnurce :3-1"‘;-'a?r'r.r.s Hp!‘-mcf.

We hnxam.-1‘r'su::m-ml-m* daI:a.'.-sp-a-::|5u:1J'J':.>,.:::'i'_::.::.r1a=:i'Jirhues,_.IErr:-a1m':ad'_;I'E:.rganarm‘ 2.5%-andjirrdriiva-:b' qr’

can-:1-1::-a:&:I3;rrm‘uc.:-.r. pro-rE:a‘e :1 m-:L+'::r1d' flwuflam Faye?‘ aj 'PiI"ItEEpI'.:1'a:'i1i:: prvevenaiu-n.

'1-‘i-"I-I[IhI!..I'bi[I'.’

I unan enuphjrae nfm-ms De»-efiapnewrfaipararihn and. B.t't11I:fil.t11¢I.1rn£, I3.|!I'.'l|!|J.'-E.'Ei-Iilllliil-I"|9"I-1§'.";E:|r'fi

Cuijrarafian hm-Iinga menial relatinn3hipwiI1Lm:t3.Lnm31J.*a:3u1.n‘antI-xdnlspru-ducmand 5-an-1:15.]

31-:31: In ytlut-odagr mafia: Prcsident nfflmr-Itpia.

‘WHD CARES JLECIUT EPIIIIEMIE EUCIT SECTEIP. VIRUSES?

I flainkevalymhe in1:1Jix.rm1111ta551:rI:11tliIIII:dI:£nl:i:12 wiflicpidnnuic IJIJGIS-E£:1:DH|'iI'|.l3-|£5.T|:'D¢ ‘vinfi

pqu:-rql::1:::¢::hnrts' donun1entt}|aIapida11i:bu-nt5:ctarv'j:115:adamiI'ka:'tethe 'I.Ii1'u5 iI:LI:11|:a-II]-r. l.'F}"I'.'|'l.|-E-1": an
a111:I'-1.-inls dmrclupnr -ur rq:n:-mt, yr-nuareinnnfrnnte-d daiI1.r|:r:.' I:1;r:i-:iI:n1iI:1:ru=:n:rt5J:-I:tI.'1I"-'il'I.I!'»E£. The lmjt:-I'it:r El-f
cargo-rate an1:'L-viaw. dullarsan: ape-nu an rernm-‘tug epidemic hcuzrtseaztnr vinmas.

]‘”'.re 3.1-untmrar sjxyaamat Imus 5.'t1.:H,’;'_|..'i:t1.fi‘I.|'J'.rI:13fi audth-.2 corporate reapnn.-attn ‘H1: pI'v:fl:IIem-In1hE last five
‘_I.-'I,'.£u'5.,Ifl1'|.|."*.':!".'flI:I1]." uue ‘file inf»-.::t::r‘ a1'I:au:I-Lh:.r'["-Fataa. All ufluwvinfiamnkswemamaksby |.'|1I:tI::]:I ‘M’-:I1’r_'r
arm ucpid-:1-nj: hunts:-mtur tdnueintfln-erB}'1ewe|umwcu5mm:I5n:udtnd¢b:¢tfl1uuaund5ufnd'1:r
4.-'in15esjI.u.t far diII'fl|EIIII:E.1:|I|.It1-l.'aI'£I1':l}.r|1Es.I' caf-:1.-an muse Hnntuands i:nf1.r'['l.I5'-l!51:1:IItaJ1: in li1»:1.1.riJd.
 

LE-‘£r{ILLE?:fi'#C'cWFE3P.Ei'-EEn1sr!511ru;nuathLH.1I TI-aI‘.hl.Ira|1'I.l. .+tah1gdn1.~:I:fl-nhl-In.<1I1-I3t'5.En:;hII|~
flflflfl H«I{I}1::+55.55I:n. hhpmnfmhp:h|iufimmn'hflPNdud.:m:dh;:u'ima3mm1.wtmmHIdmIu1'lum

Murmur :1»: mm mum p:l1:1|:d-tn u-2' ‘H15 _|:|.l:Iii:In:.
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WI-[Cl CARES ABUUTTECE B-DDT SEQLIENCE?

I belilwc 1111: rnnmem ufvima altaal-: 13- I11: baa: dmafar 1.-rirua defame. Mun alhcr tirmmay angrpra-gram

a5aI.Itt1£ talal c=n-:1lr»:I-I afa Piftn-iflrnautu-i5}:.'£'h:|:+:-ntsuaqu-tntav: is uniqu: in itsnppu-mmidea fa-nI'i.I'ua canlbat

MI I:[:ri::1-amiu: bum aectar 1.ri1u.a:5 relgum 51:acial|a1awh::dg:uJft|r:ha£rta:::[L1¢|1:::. Baal flctarw.-ir1|aean1adjf';.r
BICIIS rcamuacabafam an-Jraparafing 5-,rataa:aa:e In-adesti. D11-2: an upemtingsjraltm is iuadud. reatafing

EICHS raaaurntapnrfnctly "E i|11pumi:n-1e.

when :1ri.n-.15 isdataatad, many mztti-vi1'1Japm-tl1|I:t5 fnmaa clean rah-n-at afflm Plifaa ]:Ia.rt+:nt'~.rirI13 rerrw.-aL
Tl-gnuflzndguscd h'_I.?fl1aa'1rB_1.-at m:ea1methahaataaq11m'menfranpIa-Hnpmflwuudfurmhaufing.

I fe:1'IiIat1iI1'51ai1'q:-.':rmn1. [ |:u-.lia1ra1j1at3-cauin thaalldielmeunllagreawim mawhcnyuu tJ:.].'I:I'iI.'.“|‘II::E flu“;
I Dia[1uiI:I»: dish-mama-ze hathin iuiI:ial1r:iJ1ls+iL'.'.=t-ea:11-nI1' finlawilhmagmjp, and d1::lq:IaI:»1l3'r1'I:

F;u::h=.r:EI1a.'n atlau:I»: afan :pid.::IIi»:: lmutaacharwrlntaan-I!wh¢n}r-:1u¢an act backm Wflflr.

‘WIIAT IS THE BDDT SEQUEIJEE?

Th istallc is fncuaed an what [have id-E'II'|:i.fiE-E|.fl'fl].l baata::quence.Iuu11sidu'fl1¢1:raat5cqlImneaa the

tranailiun fi-um P-tn-.-':r-Up, t1:Lr::rLtgh PEI-ST {Fun-'arEJn5e'tfTm}, I‘-.-!|'E-R, and ESE!-amrflfi {I3-pcralinz
5_'|-|‘SIE1']1},"I.":i.1'lI$ pI4:IgraJru:nm.-. have cxplaitcdthisu-ar1.:itiann'n:t¢ than any ad:-er nape-u:t af'd1e PC. I will
cu.-11ainEg.r nat Ira abletcrcaver the auhj-ar.:t u:hau.1aI:'wa|'_I.r durinj: fl:I.1':-3 talk. Mnaflgr, [will d:a:r1'be 9. flaw aflha

11'l:=d1.C||:l5. a.h-cndgrerqalnimed by vinaapmgrwrunuanarhimmtian qu"u:Id;r at]:-uramaan:-nding pmtucfi:-n.

I lcncrwnfrun gumdhaak deaafibing 111: Eflflli re-q1.1i1=I:m:nI:a affluatnnataeqncnca: l¢ana1rm.'::ted ma

'fiEHE.lU-1'.‘ PC STANDARD‘, which we will ::Ieacn‘be a1:u:IrtJ.1.I. andhaw 1':t?u|.|aed 1'1'_I.:'tl'I-Ehncltatqutnnt

flan: fi]:1t-ha,|1da:;Ia::'i:n+:n andhjntafiumthenmtypupuhtbaulrs -whia:]1:amrerPC I-Lard‘-I-are. BEE!-3. DCIS.
and-;c-|Lmrajs;fl:ja»:t.3.]ha;1raput as-lmrtI:'bIiugraphy ufmrmuatfiaqnuntly refuumed beaks at die and bf

Ihispap-I.-.I.

WHATIS THE GENERIC PC5T ?

‘flu-“hard-ermesa generic PC iaafairljr unif:-rm smdard ufupmfim |:m.-rwesen hardware and iirmwan. This
S-1:inI:|B.1'I:Iiiatr‘-1-':I1dDEuJ11Ed1tEdflIat1P:r}'IiflI: alaud.-5 ualrluraallad. Ilthaughaimbat IICIIIE flfitifi I:.'Ifi'II:iaJ..

The staacfiarliiaau fim1l'_~.-' cnumchad lint nap-Eadfic Pthas little rnarkatunl it 5:-an‘.-s.1':r;,r clam tn JI1I|3|':"E-

against cumpadhiliry 1:513.

CIZI-ITlplE.1l|IIl.Hl'_|.f 1!-E:51.’$ Ln-:::h.Lda Iianngnili-I111 ufllard.-Ilulnlrrarad BIDS may paint: F-I:r:r trmtcrra, axactcmlants Inf‘
:::rtajJ1R.aM Incatians cluringlhe PO31’ {Pmrerfln 5.=.If'I'-:a1‘]a.11d Imtpmucsa. cxactcuntant. nfcermin

disk l-|:n::1t'Lana,aJ1d II1an}r. nun]-rrnurac. Ihcacxual starmiard evanallnurs fa-rralaxafiannf-nlfnracntrcnttan
 flBmanna fllatimflwlflamflidfltdmbapcnnmamt amflards uflen change.

Cine exaxrple afauitem hlunnparatnd in H1: GEIJERIC PC STANDARD 1'5 fl1attt-catanlutc real-nmi:
RD]!-I-Blfi lfllllflflflfl Ffl-|IIfl:EE59w'jl] prahatrlgr Iemajnpurlnanznflyr aathv: :nI::.rpai.ntf:::«I flnppy -nliakelte

El-[CI-S 3EI"r'i2E'E3. Evian}! usaful prflflifliflfi use fltis hard-coded anI:|1.--pt:-inl.

Tu c|a.rif_-.ra1i:‘lu= rnvane, annsider wmta 3:1-in: PE lanai. Itianntfha applicafimasm: mn+:1r:1;».rd:3.r_ Iris
nut thedeuicu |:||'_i"u'i:f5 luadnd by I:-u.1'prI:fi.‘:rnHl up-umaling a'_I_.'at:|11:|:.. Itis nu! DDS, D‘.5'n"2,1:r:I!"Ia‘II']'III'.1I|:+'I-'i-'3'-.
Hulaavar, almaat al14:::F1i1-:a¢n=]}.H:Iu III: GENERIC PCSTAHDARD, 3.11-I1"-I-'JJ.| Fail-I111 PC51-I-'hi|=h dl-‘viii:

fi'-at'|'ITJI:'5 mm. ltian-nta'.ra11 Ilaaqaaajfl Pfinuiyruurduflnrlninh haaa an-tniflc configuration andp-lnraiaal

aptilzlnaaat. allttuznugh. in all Hl|lEIihE!rE!I1}'°IJ1JIPCffl“fl'iV5 line generic Fflatandar-:l r:I:::II:|1:rII:.'lt1:p*.

 

m mcmmmmmmiflrmflnldh I.-'H.1l Thlllc-.flr-i..d.hh13;im.EI:!uiiin.lZI-1:11-1'I'3.l!:£hndv.. §fl}11355ES1!!.Nn;un¢rIfispuIHuIi:umyh|n;:r:dInfl.ahmdh:fltiun|m1Irn.»;qI-Iunimdiunjrfiaau
wiluz-uh pII'i.I:I"a|a'l'||ttl'l.pI:I!l'II!ill-i.I:I.E|I"HI|:|.'- pI.|hEb:I.1.
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'1-‘I-"H.-*a.T ARETEE RIEIES-l]'*I_11E‘i’l.H.TIflH FREIIM THESTANBARFT

D:'I.I'iaI:'LI:In fmrn tI1+:5fli£Ldard::an:au.-acfailurt nfapcralingsjrfianls, ::l-|:1.r'r:: r.‘|1'i'F¢|.“.u‘=, Hiking-pL'L::ntinn

prcrgranla. Dnclup-u-sufndd-in cards must uauaIl;.r mmgnuiitand ful|nwd1u:standa:+i:5¢cm11p1-etelgrtu be
5:.u:+:e:5fuI.

[In 3 sjralzmwhm: astanthrd hraalfing clrdiairuitallad. 1-'i.|‘|.Is1:§'..'°'.:::+n're1J'.1':'u f:1i.1.'A-'it]1-:I|:n.1'r|aI.1'I.: n=iul1:L Evert
an a 33-stemwherefliu standnrdmtreenupgraded, wmsaawfiinh dqaaudad an anaaxliursundaxdrrtay name

5-,re.Ie:tn fiiluse- Fnr1'.u5tanua.3::+:rn: namniun 1.'1'.1'Irsa:tn-not FE|'.'-EIIg1'|i:¢'|:}H: IA-4 Mfldrivfiwilich artncrv-r111:
standard hum +:1.1'iI.~e, Theaevhumamahflcaasmmflm 'L11EIlhE.'{|Ii"F-E is 3'2|3II|E,and 1.15.: unmtmdaiaacmss

t'-:1rpl'upa3al:'H:rn.

Mnstndnmesme nI::t.51.t-r:u::E'.s-E:1'11l in fnllnwingflrtutwstandml fbrnnperafialg s}rs1:nmw|::'r:hmg,fl5-.e‘P'mIe:::

Mode‘ 4:-1:111»: n:wu:rJ'n:e!:h.ip famil3.- mem|::-ats. Thu: u-pcrnlizlig E_'|u'£IE!.'I1.E'+"u|r'Ii.“52!I.|‘.lElEIIiJEI1-E‘iI"fl.1'J1 I111: nscrwith
obscure rafcnnars lik:: '{.‘:|m1.-atlnad 32 bit :l|'i1r-E:r’,'-rp'hI:na'.-iJ1|$has¢h$.i|flv-‘:11!-Wit-tfli whichmzdain he in

RUM-Blflsm fnfluwflnncw standard.

I 5'.11fiJE|'.11]1fl'F 1::a:taf111¢r¢lu::tanne1n adapting ucwclperatlng :r_I.-'5I:a:n'|5ha£ beendw tn int:|:feI:u.c:1:P_I.r
vinues, ma]-ting a given PC appcar to i§;I'-are the new start-:1:a.1'::l, and 111115 1'r|1'5h:ha'|-‘E. Thi-5 ftliflil-E111‘-"it'll!" is
uftcu. mu :3 1 iranufic d-humus: fmm I111: iI'I11:t1Ii¢d]:Itrfi2In1'flJ3EB nrrflhu ncw upcrafing system. This kind

nfanenduta] repnrt 5[JI'fiHi'5 mpidlybywurdufmnum, making pnnt¢n:.ial new users raluctanttcl pu1'c|1aaa:
amermise fine a.ufl1.I.rIrI:.

WHY .H.N"!:' VIRUSES SUEEESSFIJL AT ALL?

N»::fa1n'pt'EJ'.11g];H, mmtsuwassful epidemic-vinm::atta¢kPEs n.s.ha|-du.-are. Mu-shr:':-us pmgr:a.1'ru'ne1's me
Iu1nwInd_gI:flf'flI.¢ GENERIC PC STANDARD, asumflaalzunwledge -tanfmel-':'Lfi: file sgrstcnulnd npamfing
5'_v:aIJ:ma. haprupagntc. Sim: H1: average uaerisimuraatadmdy inapplicaticrn prugrarrns u5::fi.1lt-u l:1u:irdaiJg.r
activitics. I11: vary .'.|JigJ:Lt r:hn11_gI:a u-irusca. make in rasmutrasnmduparalinram which the ::rI_:uenL1:'.ug fi.'_I.r5.tem
reiiesarr: I.151.1aJ]:.r |:itl:I1:r1'n1.I1'1fl;IlI: nrmcrclgr ntttlcaannu: u.m:'1 flu: 'I:'I:'nr|lI:aI:ltrig;gu|.*.1':!-.

‘WI-I‘!|:" IS THE FDRM VIRUS THE MOST SUCCESSFUL?

Pluhablyr flit: m:I5.tfr¢-I:[u:nH'_Ir found 1.-'ir.L131'.11fl1I: wild i5TJ1': ‘FI:Inn‘ ‘i"l1'|.I£. We he§ie1.':fl1: rcas-an Far its
succeas is its very carzful attmd.-amen to 111.-E: PC and FAT file Sjffitflfl mdards. I note file rema.r|:a1:I-I: -:31‘:
talcenbjriis auItLnrtua.lluwFurmt:a.dn1.:'r. Fnnn appearstn lack a fmmfwufiui |:H1tithasc:1'Im'n
t:«::|i'u1i::nI flawswhich anmnntm an amzidmtal u-arhcad. [muldbecmnfilnedfluatfllc flaws were 'I1ten1inna.l-

The E.‘-|Z!I|'J3i!i'II|:|I'l1.'.'_'p' -I:-fncrde style breaks for 15115 flaw.

"1-"r"HhT CI-I.=IRAE'I'ERIE.E5 BIDHT-TIE-‘IE RAM AI"i|'D VECIUHE?

‘I']1».-;a.m.11a] can-fliti;-nn:Lf'fl1ev-a::t1;EsandEIClE dntawheflflilbtrfits-34:1-Elfhlsbe-Elircld iuis requiredmhave

acurtain :|:arm:.'a-;r_ "I.'n'I1I.=:n1h.i5-r;harav:terisn::t4:un':x;t. wcbtliiwe a nr.m1ber»:+fn|-ethu-da cflnhthfld I'D

-u:I:nrrI:a:tit.Thc.- I:rn13.r Iimcthis-c|1n1::n4:I:rn1n:|.'be currecaad safely hdxuing th-chmt.

FIJI example. 3: dunmrucnlnd E-IIEI-S ‘H-BEIDTWHE p-:::1'.nt int: uni: 4:-fncvcral 1-E|1CPi'-‘J1 areas. [Wilt Fem! is in R
s:g:n1enlFflC|flu-rabaw.-.ure ac-nrs.'adu it mfh. |f1h:: ve-cturis in segrrrentflllflflurahmre, butbelnw Dflflfl. w-u
cannsiclnr itsafe. [ft]:-E veatcrr i: bel-aw 5:5-;I:::::1t..lLE!IEIIlII,~nr»: unnsidcr il dktinudy u1:I£ufi:. H:::1.~.r-:1.-'ar,Ihv.=:

sliamianl Luavnasegnmnu. D-|}|EH.‘I thrnugh EFFFaBan:anufunnje:»::1ur¢. We have mednudx En-rd-aaljng -2.-id:
t]:|:5:: a.5wv:]]. |:ru,rt1:‘ru:stand:::lis un:I-urfizwfiarmngc.

 

fiBDE.E£Tl!I'CEwF.EJF..E'n'EED1fl!5luufluIel1Ltl.1J muuun.:.um.:nm.n:nma1n.nxu:1*s,1:..:u-1

GU00 d#{n]Ifl5fifl3!.rhpmufflhwhInfimmRhWfiudmaifltdh:miwdqflnmwImmniMumymm
hinmwllhipdmnfirhnpnminimufflaapuflins.



-H *LE]11I?M'THEPCfiDDTEEQLiEHCE.!TIfii5K5AP«DDH’DflflJM'flE5

w1s.ereREn{E§r.ers11.u1ns'IePsnu1HEBflflT$El1UENEE?

The PC he-utseqisenee is s 111113 prosam In e:q:r1:in1'n words. Iwili hedisiessssing The fnurnumbereditelris 111‘

[he beeteequemrae in gr-eeteedetailsuftertbedeseeipfien effee eu'r.irebeet seqnenee indigested ferln. I break

d1e:aeq::seue:dae-n 1'.r:re- Feur1uajeree:efie11s:

NflRI'l'IJ!.L TDFLCII'I'1' -DRFDEEJJ DISHEDGT

Starting etpeurer-ell. flu: Intel ship luen:lsREAL'E$:lPw'ifl1 FFFF:flflE'D.

This Ieesrieu is 1'1: REIM-BIDS {E1-'ritst:|e FLASH E.PF.l3IMS1'n newer PCs).

The instrueliens stFFFF.'i.'|-Bflflstendie 1'-‘-I:H.I.'erEh1 Sei1’Tes1‘I{i'C:IST!I.

L PCISTiI1steJJe veetene peinl.-i.1:u_g inle RU-M ersJ:urIew1FL.-'Li'-I.

FG5TperFern1ssl1 ir.s duties sud ses_1:|s ferenidjtiensl HUME.

Each ]tfl]u| tray i.11iI':'Lslise Inereveeters, remmiegeqnnuel ta F-EIIEFI-

1 E']'-.l:|i'IIE memery iee:-Lemine-:1 tedehenuine the clei.-ieete be used fie: B-IDC|IT.PDST finishes and checks

fe-rpreeenee efeflepp-:I,r 'n:Lti1eE|-'|3|GT Iirive.

IfaCi|'-!I‘JS eI:::nfiII:neI:l fl-I:q:Ip}.ris]:rrI:s-ent. Blflflpelfesmsthe FLDPFT EEFEIT.

Ifnflt. BIDS Dfirfemlsflse Fl}-ZED DISICMBR EH5!-I.'_!|'1'.

NEH]!-l.vl.LF']_flPP'i' IIDCIT

Heed drive El. eeemr 1. head {L Ireek D ins: ineelien fl|EHI|fl:?|C'|3||3|.

'I11eI1 eentinue fliepre-eeeewith 1i-e GEHEEJC {JPERATIHG SVSTEM E-DDT .

I"i'DIli'h'[A.L FEED DISKHDDT

RI-:a:lI:iri'|-re EU. sermsr l, heed CI, lreelsfl intu Iueefien {H]'flfl:TC|II|EI.

Set CS;IP1J:- H1310: ?'EH3|E|'.

3- The etude executed. is uselallyeeflndarliiuiflii.

'I']1e1'-'[BR eentainstwueritieel da1aan1s,:me1mdn=u.1IIsuted.

DF:I‘u'E In need by new-ermiereaefi E|p¢reti:1g$}'stv::11‘.I5

-|Jf|ieI1BEHthmugI1]BEHh 

PARTITIDH TABLE {PT}

Dfflel 1BEHti1r4:Iugh IFEH isuelldeeumettted.

The MER eedestsres by e1:q:I-1.-ring itselfhs l-|:H;:sl:ie1'I 1}[JfllII:El}EirElH.

The eedese1sCS:lP to semzmene Imnsferuing I:1:I111:I'I::Ii1.'I::I1iIt cup)’.

The HER ee-derep-e-rtssnar elmn-eI' absence efpertiriens ir.I the PT.

Iftheee are no ermrs, the It-[BR ende leads the eemre perlitien B5.

This B5 is 1nme&etflI|}|Jfl:TEfl|3I.

Continue flsepreeumsu-ithflie GEHERE IDPEFULTTHG 5‘I"'5TE]'-.-'I EDUT.

 

flu emnm e1mwumnm.sLmuumuummmh&%.DflIfi&Eghd-
.:u11s1ssss1se. He p.u"reI'Ifll1I1Jh||elI'eI1 me_uher¢|I.'edueecI.e1tse:l'i1 n :'d'ie-III1-Iiml-. I: nuurmtsadhiluzrfimm

w:‘I:e1.I‘rIhe er."-uruI1'irte11 |:em1i:-sien nffirl-|:~i:1i:11-I11.
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GENERIC DPERATHHG 53"‘-5TEh'IBflDT IIISINGIBM DDS AS AN EKAHIPLE}

SKIES-:lPtn Iii!-[!II2§IIf|-:’.-'1'J'I:I|I{I.

4. Th: mad-I: enecuted is usually El. DUE EFUDTDR EECFGR 5EI:tI:rI'.

Tfitiscande rluy-4:l1an5:¢ distefla-nmlug para.1:r1:um mmna

This.-an-dc mal-_I.-nus flu: BPB [BIDS Fararnetar E-|m:k}Ifi:rr1:1.1'al: :11-uchnn-.-.

The BPB cuntains H11: 551-: flfthfl sgrstem areasand H1: 5-»:r:t¢:Ii' I:I:r'I.I.'nt-

Ua.ingt11.4:EIFE, flu: dir:-M-any is fi:r1.111-dand In-adnd.

-Cumprar: fir: fir5I.it=n15 in I11: dhncmnrm IE}-IBI{}.S‘1’S and lB]'1!IDCIIE.S“:'S.

Jfthcjr v::n'31, set The c;.rlLuden11:a1:1..fs:::tc1rt::r lngicalulmtcr 2.

Calculatc the cluster ::uu.1:It fmm 111: 3'3: -ufIBI1-IE-IC|'.S‘I’5.

L4:-all thlirfif: aequautial »:11:su-11:. zataningat uluatcrl iutu RAM-

lfal:-E-:n’r., nnlifi.-' 1.113 user n-fa'Nu11-55-5temDisl:' and rcqutst reh-mt 52-ctur sautur sector 5-n1t4:Ir.If

pr-escnt. :w:tI'lS:IP t-nth: haginning cfI:l'1e]1:n-a-:l-11:1 IE!‘-'1BI{3|.S'l"5.

FDT bI:1-‘it;-'.Iha1r-I: nurltesd uni}.-r fJ1lI' ufthe nrany planes ufvtrua rial: tn Ihe sequenue. These fa-L1: will I1:
discussed next.

A.F'.E Efll'|r'IE PRIlr-IAEIY EIE-SQUIICES EKPLDITED BY E-PIJJIIHHIIC BflnE.'I"I'
"'1-"IRUSES'.’

2l.‘l1-"EI':l'[.'Il1|E'.]:I.:Il.lll"1'II"'l'|l}

1'1-Iuatbnulsaztcrrvimarzaa 3a'.111pl:.r ::|1.au'.u E1"-IT 13]-I -[BI-D5 :ii.1}:a:n'i::a}.5n-n1abuat5aumrvimamc=ha.i:1a
vaclnr lEk:e the tilncrandwilitfiarflflfi 11: I11: lv;-miad-.Al| currunepiflcminhmtscumr ‘-'lfI1'5¢:5l:I'E:4::1I1::gI RAM

and that RUM- Thismaychange, I:lI.1.ctm:I:rI:a.1'n advamcsin FE BIDS disnibuflnn.

1.151’-'lflEr MODIFICATION

Son-la ‘I.-"l'|!'|.1Efi.5"i'i."lll ma-djfir CHDE R111-{+i=.1rir1g infamiunuaudfbmeflzc P-C'tn ignnrt lhedislcetledrives

cluring 5.11l1:5a:|114:11t|:1n:v:,1LTI1'uhi.u1:l »:uf1.-ir-:5 will Hm: BI‘-1-'flj'£b0fltfi'flmfiHE=d.EliEk.. E'lr::v:li1I:1.ri1'I.1sl:I-12:11:15, it

rrny hide i'uhau1ngbuut:d&an1fixnd:i’ukhyd:t:nfing,1md1ng,nudexHutfi:gfi1e flap]:-'_'.rl:Inul_

3. l'l"l.F1.ETER BEHJT SECPUEI. CHA.fl'|‘lI"iG

]'-lamr maflmda at-s:-.-u-.1:e:I‘:r1.r1r1':1'1Bes.t:r gain :::;m1:1:r| durhng fix.-Ed dial: Ian-at- Du: 1-i:1J5l1a_~'.+:nrnpl-Etel3.r
retartitten ii-nu:-.ndr.= F31‘ 1-aiding rJ1eam'1-In Ulill-EIE merr1e1l1I:Hi5 a.1'111ilarIn-dis:}r.:II1: 1::u:n::«t£.e::t:::1'

nI1ain_1'_11g_ Sun}: 1.ri|.-use-3 change |1:1a’r.l:u::-1:13 an f'L:-::!:1.'l»:1i.sl:', ‘IA-'l:LI.'.11 lhemmemelhad "-I-?t:«1:I]I:l auffinz.

-Fl-.'ElI"ER.|"1.".l7'lll'~ll.'.1‘I STS'I'EIl'I B-DDIT EECTDREHAIHEWG

‘We seenl.-1:: unmmu-11 mr.‘:th+:H:|5 fur 5Il.‘.r1'l.I1E bnntsacmrvimsesunafluppy. Thcfirstmuthud n:H:n-'E'.!'. the

ufighaalbnutsvacint In :1 fin-cl ltrcatiun. Th»: 5¢¢I::-111:1 n1¢tl1n:n:1na|-::uJatEs nplanetcl-more I]1:u1'i:ina|1:sI:I-at
sacmr. ‘I5.-'l1:n using Il1efl:-:e:llu:u:ariu11. I11: 1-inns ]:r1'-:;I5;ran:1L'I1:n'::I:|u1':II: an raremremuites. ‘ii-']1I:11u5iJ1:

calszulaliun. th: '|-|'l.'|!1|'3- p1-ag:'amn1:1' ummtsnn rare dial-zmnintenumce. Bu-1i1m:fl1ud3hav¢h:1:nsn::c:e:_=1sfL:J..-in

at-tcaznpttn .1-ul1au111-.= d1e4anIira]ng:itlmat«\:h-u:1tu::d1:wil[p:1:l:ah[3..rfail.

 

LGBLflflH Efi1H5WflH.fl&Lfi1lTHfllfl$1.flHflh'hUflfiflmDII-l3'!'5.Elg;l1I'III.
+-Id-[[I}:I13i&!:!9. !4n:panufIl1is|Ii:liuIIin:nr:n1rhun]:=d1u:d.:1uudh1:mt:la1uJ 13.-'al::|11.-:«|.":r'.-1I1'rh:I41'LI1rr_'.rE:T=I

L|pl.I1:1ifl&};|'is:IT11Iu'i|'|n]1a11'n?niu1:I'I:IlElIJElIifil1EI.
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‘W'I{A.T.!.RE SOPHIE BDGIT-TIIHEE. flTPflR AG!a]I'~ISI'EPl]1El'|rlIE EIIIIDT

SECTOR EFIEUSEST

l.VECIDRCH.-LINIHG

Carr-ai|1 purtiunr ufthe firs: 1 MB are Irnr:n.I.rI1 tube RC!-M unly. Either purlinna. may be r.-:'Ii1v:r RAM r:r1?I'.I‘JI~.-'|,

and slfll v.‘.IIT:Lfl'.‘.|. an: HAM rmJ:.-'. We rim-rrtvecmrs which are pm-anIi:aJ|:.r ]:u:rin1irIg intrrviI1.1a~-nwnvrad mcrmrgr.

3. C]'I'[flEr MDHIHCETIUH

'W1:Lere a anerzific 1.r'Lr11s has Irrndified the CMGS rr1::1'nm'_-r. flu‘: original values can usually‘ be rflflflreaui

3. I'|r'IE'I-.$".|"E:l7|.' HUUTSECTDR -EI-L.-!.]I|"~III'~|'«G

‘WI: canrmt rlaimtrr 1:1!‘-=:-'t»:H:tMastr;I' Eurrt Seam: urnriefr-nmrewriting vinm.-.5. 1-In-went, in I:r1-II1]:ri:I:ul:'L1:urnI.ril1:1
n-ur disireu.-. m:thcH:|5. wtwill still drtrctthrm. For ritaininr-fimses, uurcnde willusuallzr alert the usertn a

vain: atlad-L We 1.I.-'1'J.I1'n.'ara]Ia nawand bent: Master El-ant Srclnrrn-dc p-::I|'1iu:+n than Ihe r:1'ifl:iIIa1wl1e|1 WE
rcmmre we uffliese 1.-iruses.

-|I.DPEFI.:"I."ITNG SYSTEM BUEIT SIICTUII C]E[A.IHING

BIDS hasndrrrrrnnurrtnd unrrhangr.-ah1u: rliakrrtlr: vantarwhichranb¢aaf:[yusr::1.Cerrejn preuaautiu-nsmustbe
taken 11:: guarantee fl1atsaf:t3r.‘r1r'ifl1the*-Iirrrsdiaahled, th: V-fl¢11:I-r¢hI§flfl1tDu$hfl1E 1.-'i1'I.1$ rmyahuhe used.

WHAT ARE THE24 BYWHIEHHEMEJEIEEANTLVJHUSPRHDUETS?

-fl'In'IClRE DR LE-$5 ]1"II'I']EIE DRIJEHIDF EXPECTED CEjl

W: frclthnt urpid-Irrrrirr bunt ra:4;=tvurv-irumra ah-auldb-r givcn fi:Iur=ia.Iatt»=nti»:m, bryuudainmle remrnral. Eh-far

1:i.111r:, wc haw: dcvelrrup-r-d 3.:-Etr:f4:=I'iIi5ri.I by which 1-n:rr'nraraII: aura-nrn and ::fl1I::r anti-1-inrsprrrdurur W:

I:2.I.Et'I'l.‘.'lIIIj.|']:Ia".I'«EE|'-15-t.l|2|142IitII'iB:.

E43111: criteria manure .-a.r.rIu1J'n:-n.5: to ta:r:h.rI.'Ir:a.I ]:|I'-I:IbII:rr'£. For Ir.-:uI1'rI;:+I-:2, a|l1.-jrusr-5 can be I:‘:"Ei1:r1vEH:I ‘ll-|'I11'1I: THEE

an‘: an-riw.-, in MM. We errparrt rrnri-1ri:rL:a.prwJ-drmta H:r-dial‘.-Ir: atfinaatrlhuapldunin *-'iI'LL:5::'1.

Drher criteria rmasur: arrlurlrursru srnrial anrl rrprratirmal pmhlrtns. FD1'iI'|ET3|1E'E. we hrlirvr 111: must
effectiv-e 1-'n:ru: Ira:-u:I1.1r:n15: a virus. 1.-"rv::1:in'1I'51'.hn:I::IL:|-I::1‘1:iIrLI'.* atwltirh rJ:r-31.» pn1rli1=::'rwr.=11.'E:s:|t1'1's1r.The anion

whim pI_|tfl1E|'|1 at risk. must he 4:1-cfmzd simply, and H15 rr.-syn ufavairling filrure risk must be explairneai also

si1:I:!:['_-,r.

Eight itenns in the frflluwing Jistwill bu: ah; Irrrlm a1:Inn1:i-an dummy th: talk. The}; flreflflrkfidhy

astcfialra F‘).

" 1 I}-flflttin-I

Thar: L5 :1 virus here.

"' 1 Idafllflflfll-n

It isthis 1.rir'u.-5, win: 5u.fficientr:¢1'ta.lnl;.r.

3 Acquire pr-praurnral rru:m':n.' dill

Rccmrary i5 $|;|ElJ='ti.I'.|:l'l:E- diflicnlt 'I:'I:".i.'|!I'I1'.'llll:'|lI'IE virus pr-zsnrnt.

" -ti Ilirlillefinnea.

Chain fl1[Ul.IghBlI1u'i1'l.l5I3Hfi. rrr rrphrz;-: -mrrnrs.

 

flu |L'I'.'I'.F3EEE.5-'5|.':E-|?.|l'Il5'_|-'|rn:.F:.I-_II|11H,1IThat).-lrnut..i.H.u!nhu.flEIn-ridlrnfllii-l.’I‘!r'E.fitI.fi::lIi.
figjlflsfifllfl. 144: pnqifdn |;|-I.I;|I|:u,'.l:|-I;|r|1.|:|1I.].' In :I'u|:n'I:|:11.Iru:I.. urn-ad: m a nu:-mu] I1|'lEl!|'|,{h‘.' Irullrlrd I] any fiannw1H1rn.I.I' pr.i-nr I.-:Irr.i1.a:1 pIIr.rr:iui|:u rha 1:rnl£|ifl-rfl-3..
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5 Repnfl 1.-lrne +:li3.ahing Id ueerand Iuieltifgr the 1-irl:

Lettlheueer Emu-wu.-hen the vine fimetien haebeettetepped.

E Drenn-Heine 1-'iru.tlI1 unmet?

Leave Isflehajm. when required tasrlmrantee vperatinnii.

'1 E'.eetIreI're=ptIeeI1eeteeeteI'I'nIa.IIer bunt reevrctasnuveas-are

Rmtccte when eeepy he: been elved, replace when nverv-':'1'fl.'=J1.

* 3 E'.lIEl'er a newmnsterflu-at Ree-urd evenrrhenne virualepreielt

C|n|;vi.1:eteJJ new been In detect fumrevinees ifueeracvene.

* 9 Dwawrile -vii-H dun on disk with reinmulldirtingflhit tilt!-

Usere rrI1I.!'.the am: 11:! identifir u;:M:rv.-'riI1:1.'I -date eesllgr.

I'll Reetere CZEIDSRAM dntl Ilrhere |Je-eefllle

Enunevimeeepreteetthermehrer by preventing flap-pybn-at.

* 11 nap-rt deluged fies l.fpe-aairee

Decade d1»eFA.Tandrepdnfi]um-erdrriuern I::rhue1eeetdnr'rruses.

1: Rfimre [3-]1_'|]:|1.m fies where pemihle, heel: up nniigueue reeterltiens

Lemrc thl: el-u.-.:'u:e-ta use the infected file up-te lheueer.

13 Iitepert infeetetl filer

Believe it at net. eeme preduetede nut rt]:-trtt t.'d'e|:II:I'1!r'-

14 Report vine rerntvvlle

' Thjeteeie eemetimee inedequatttly n:peIrttd..

* '15 Deaerlzre haw thle vlru infeet: I'E'.e, In-Ii I111‘! to avoid re-ifeelidd

The userrnuet be educated te eve-id re-infection.

Id l"re-ride Tirl.-.Hnt-lint: infnnunlien etuteniuhle fer i’-IIS department:

L'14:5.tI:E:1n.|:flJ1ifi'Hfl.ntEn.iflTE-II1fll.5f|'|3!:iB]iSII-D he nelified.

I1 Jmleunee pro-duet nerve. vcrliel, tldenmvflelt

E1.-'I;'1'_I.u't:||'|: dues TJ:Ii5. ennucfly I1u:viv.eda}r'a

1:. Perfume ml rlaeeerunctivve nptlnnln-d fer speed

Seine slew ervi-rm‘ eurrflnerserrm.

15! Stare eneu-led an-rain: :r-ulllte an original II-edit i1I'wI'itl-Id1.i|:r|-lud

fleepawqreundereeedmmrdefr-mtflre: there maybe ntany.

In Allow neertn mite-enable fnrsterilg enmd-ed eeeienreerlte

Give users 1 chance tn II-E:I2|-'|.-‘El’ fium aeimp-[re mistake-

II [flier rd mpg.-' eeltent: frem nine-infented fluppgr tn elem I:-nl

Lfeere needle eentillue ueiug |:I'|-|:iIi:l.I'f.I'|:I'l1I aelive dielfltee.

13 Snpgm write-|1reteetinn fer eirrelt diskette [eer.'I|1IiIIIent il'FI:rInfl}

E-‘Leap me-n-decleeeeien safe for hterreview.

1.3 Pmwidemaien rmlv-In Iziller

Ferd-eel-I-te-desk 1.-'irI.1e vaLa11eesy mien-nnetlm-d is gene.

* Id Ran-m-eR.dM{iEhndt1nnded] er ll.Ifl;H-l'f'E1|-|.'Ill' -[l|‘E'l'.'l'I|u'l|!'Ia-I.=i..T'I.'I.'| landed)

E»n'ngT.he PC he-CE: tn-the GENERIC STANDARD f:Il'1hI: C33.

 

.L'3BL'I,LEflh'I£'|5wi5En|iEMlIEIIl!i'!5-1lnlBLIethLId.1l 'I'hIt1hnlI'.u1'.. Juhiualnr-.cIrh-ddair-u.DIl-I3‘1'5.
DUDE‘ -n|.e|[-[|}]_13fifl5]fl-,H¢pu1uffifi:pi:flufimm|yhmpndmd.umedh1reI:fiJryEkm.m'tnmTI-fldmflflffihfi

qI.1'|:.-n:|.|:I,e|riu;|"e.IiIre'n]:-eun.'n:i-ell-dl!"I1l pI.IH.ififlfl.
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We hEWEdE1'E1flpE£| HIEHE4 -:1-iterinas a9;uid:Ii.1:I:. Each pc-int halpsusptuduce high-qualiur pmdmm We

add h:r+hI=$= E-'l'i'EE||'iE1-'-']1$El'|."i‘~$I"'-'-'-EEEEII: an uppurmniljr ta in1;rm1.re cur '|r'i.I'I.I.E mu:-dling. Gwnmaapljancrv.-id:
01.11‘ 4:1-I-n r:ritu'i.a 1'sa::I+:Iae:spuw'b|e1u 1113'!-E. TI1-n criteria an: :II:.11:um:I:i.11g, and “re mmaminmlhr |’u1-cad

In dmp cane urtwupvaiiitsfur mrtain viruana whcra th-=I:rin:11'a mu-mthe mat. Fur1'n5ian:e,'I:]1: MHCMDS

virus avcmrrites t|:u=I'-'l.BR.An urigiJ1al 1"-{EIH cannm I1-I: rmnwmi We have 1.I.-'r'L1.1-en nbaiinr-flaarrarigiznal
rcplacaurrcnt M E-R.1-‘i-'11:iI7.'-I1.+:|lI|-E:j'.5- all I-:n.uwn1:una-I1'a.h1tsnn ::cu11:nt:nd fimctl-an, I:u:uH1 d-::cLLn1I:nt1::I u.1:L-:l
'|.1.l'JIili:|'|3|.l.ll'.r|:Il'D:'|i
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ab;
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t-:5 facilitate this :u:|1II:I1:i-I::a:I and |II¢'I'lfi‘I-'iI|2II.JJ' prewanlion- Detetnflne what fe:.1tIJre3 an anli-virus nucds la b:

usefizl in 1.r-n-u.1' nrga.uiz:u:iun. Buy th-: hcatgmwml a41I:'—xrirus pmductwiflr flucse fearuma. lnalail it ii-I‘-2I|:I¢ri:-F

a:u:E1:::p1't up Irrdnte. In addifinmurefeelflnt w]1m1hI:ma.iuIit:.r crfdiskcflrs used inanorganizafin-n Ilave
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ABSTRACT

Ever .iirn:-E the urrn-':2.E ::g.F1-rtrialmr cm the ME’PCvfl{?fi'pfi:I§I'E3m. wrnhns ms:-Ema‘: -ilmre‘ Ehtrdrt Mflflffl to

am; 1.-n.-Ir}: rhepmbimh. nlfl-‘S methods Mm spasm: and n-.m-.3pac.j.fi':_,} hare .n-::£.r wink vcngn-:':-:;g d-'ag7'aE.s cf

nmcess rar_rE:EIure_I;L

-mm -H.-r'.rJ'n the inc!‘-Eating“ number cf;-fnd¢:';1m¢iIF|:ei'J'Lra-::::',m1345a‘ by the mutnulwt Ear:-'1': 1'9-«:rm:'-Hg an the

human. the pmbfem afgfut £IIr.=:an:1I1'.'.t .:-::: swamp Has -nficmfiaparu :f'v.!ru.s' .i'pa::.j|'3¢ saimfirrm.

III-"!u'J'e min; :'.rn§I5-Nance afscammrs manor be uncflnm-:k:T.ai I'.lIn;.=1I:r.a=_w::£'j"cr.I',ge1-1.er'I'r: .1“r:I-1’H'rr'£:Imi! mcramfng 323.1315‘

1:: be .::_,I"..;r.r@.:r.r:g m:r.r:.:hm'.mr:. IE3‘:-H: up-JI"':.Ee r '1‘:-I l'.!re' armour}! offlw dmtaflzl-part ufgmal-Esp-mduuclr

is Jim ba.I'm-iaur bk:-flax. J'rIl@r.f‘i|l_',I.-' .::-Vsmhmr analwylm pflcg flue &u:.II|'.‘i' 4'91 open 1:59 bahnlfaur bimbe-3.

flai5;:v.a_pe:- aw their In highlight i'.E:-ef:u:':' Lima‘ exflflng ht.-#51-u'rmr bfiacfirmmni inrm-r1'I_1« c.&ec.i:er.-:_,I'£1r'£' In

'£.ECL'R.E £J1Ei3'a1fi'i-zmh-ely. I? aim pawfiies an insight inn: wig; wefind -:.-I-Ir.-zari-'-:55 in -I'-H3 £r.':I-I"J':v .'iI':fl'e*."

flflpqnwfigfligflfl the aurh:rr‘5 argument that an qflbcalw Iru:I_u In EECUEEE in-J Micmsafisaanm
may act 45¢ cgnwernad with flue w'ru:5: malmcgl. main‘ in-alive parlszing L’:-Ilflaif hctwn-E11 The ‘D’ and the ‘D3’

u:rt‘|IJIS - that 11:. fnrauepffng Hlruiai at fl‘ I-nbaj‘ below rflegenaric {.13 mflrfbrfilefll tr.-1:-1" M :1 level

n'I:»-:11-I-2 we :1:-::r:u':1'I;:.‘I_1-'.5'£t:::-F dist

Hgpqpergggs an m: agrmfupracfleflr I.-Llftat .fl:1'_p}|'£.|'lEIfl the ‘I'm:I::r:£5.' 'a::J"D193 1-+-HF: n=:.5pe-:t I-:3 frfliflfflufing

,.f'I'n’E Efl Er} ctuaf phjwfmf dirk .i".-‘El

T:':.ep-:1_ar.i::'.;::1:I.5'JFa-n+'1Ir:2' :1 r:-eH=gErn!r:'c matflaflwfiich nae aurfiflrf-E33.-I. EH mrgunnflnn n='.fl.|!.Fi axisiirrg
rmeflraris q.I"£u:annrLn_gnr:n' cfmchuvmnfug. I-I-n::rIn!'n' -:g.I_'T2-r'1:¢,|"Eu'-F level :Dji""r'4:I-Dir-F! sacuriigv. T-‘H3 I15-r-‘IE-'-=1 WI.‘-H-I'£f
imulvenine uremia.-I -zafa '.$ug_I'2*:.E.'a:I-.-I.e'4“J1n»rI-1:-':'a':::.i:.£a;.h:r:: mafia which wmrfa‘ he has: my were-curnbta
enntuai. This IEIJIIE wouidqfactfmiy be 5! ‘disk within B.-d:i£»Iv:‘ r’:: mnurrmbfe mimic J In: DES’: CF!-' '.5:,i|.
H-hicfi wanidbemmnred mu :1 mike a'r:h-'5'.

Jr: a'a13a'g.H.' inlrr flaw such :3 .::!ie1rI'ce' driller ‘rwrrl-r.u5nI'_,r'i45I1.t:r.:'a:1.r: 5:1 -:3: In enubflefl 1:1 -:I'E-fE1'1HI‘HE H'II'hmfl' Imfir

Fruawenlinn 4'.’-.=i'.I':-u:e the efiminaflan nflhe assactarednuiyanca cfa fiefiawiaur H-r:c.im' in this 45:13!-' if H

prfmfir design gaafj. H'.he:'Fier :3 waits to HIE we Ea.-we than‘ him‘ as nrearinnfnmdjficatian ufan
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etteerrteitisi is legitimate er eetet.-:.. is et,e.iaiiI1st:i‘ in aistaii. Fariettt eteitite-tit‘ a-he tiisetessett’ is ties! with

thaprasaeae sfeethpeeien |r'.l't'|!t'.5'-t?.'!.' ems‘ .E.'.TtEy'iie iteattar iafwtars an the Safis Essa.

fitepepe-' emit E11-htghiighting titepessihie prairies-ts." which eeuie‘ -l3.F'fifi' I'.i].'| with sent: a £_I-'E'i'Ei:l'l in piece

and item: rgflesthte such a seitttien a'eeri.a'£re ertrtier hietfliare at-ta‘ Windows.

l'REFA.C.'E

First tititlsts iiret - THIS PAPER IE Tflfl LATEH as a matter effect, this suit-jetrfirselfie tee Elie.

Securing D133 - at a time when DDS as we {er rather I} untierstand it is en it's way eat‘? Sure. ene may

say that "n"n'indews '95 will eentinue te suppert DDS applieatians. "i:'es, it will. but it's still net DDS [as 1

see it}. and hetute I repeat - tJt'r.s paper is tee late! flee-ever. the idea behind it is net

as weal] knee.-, a large number at‘ methedeiegiea exist iiereeenhatthtg the virus reenaee - E-eshners,

Be1:u1.rienr BIen1I:era. Ciheuirnurnsnera etc. All uf these have their aeitrelrrtagee — eL1:II:i their disaudtranlngfi.

While it is eat my intent te -I:1e‘eunIt any metheti whieit eue they ernple-y te eefegttatd tJ1ei.t systems. it is

anly Fair that we highlight the reajer prehleres meeiated with the ahetre.

The greatest preelent with seann-ere is that they are a‘ete te tieteet eniy ienewlt yintses. A 11eu1'ietie ee-anner

may he shie ta detect an ‘unle1ewn' trims. hutthen there are ways ef bypassing sueit scanners. As

sumcnnn put it — ‘Hrs vines am et'et'_,i"rra'Ea'ae‘tee.t-nn3'£I-yasnurrreer‘. The preh-iern e.-ith :tt:nI'It:iel's1hEItI is that

theyast rmetitre -snrnennehaatngetinfnrtedbefnrelhnanarmnrisupdntedtehandleanew '|."i.I1.:|.E.

1"-iet-'eIthe1ess. because eftheir irreplaeeahieptapeae eitleteeting hnewn 1-viruses. a eeenner ie a

r:en:Ip-uisery weapea in an anti-trirtts armeuty.

Thegreatest advantage efa eheeluaunsmer is that it see '-tietset anetewn tiretses '. Hts weall leltew by

new. eheekmuamera ulster.-t ehanges, net 1.-iruses! Sure, a change rttly he due its a virus [and then. it may

t1et!]. I-leeee. eiteeiesumteere arean intpeltant teel itl generie 1-‘inns tleteetien. The ]:It~I:I|t|e=:It with fltem.

11ewe1.rer.is that they are etrea mere reaeltye than sealners. A fiile must Jzteeetee infieetetl -[witha

‘lene-.t.rI1* er ‘I.tri1criewI1.' t-'in.1s} hefere the eheehsummer tie its werir. Anethet majerpreeletu wlth

eheeiesummars is that theyareliahle te he‘[e-ri1.11:Ithe garden path’ by stealth trinsses - unless they use

same trery lnttr-level reutines ta b}"].'iEE5 the eperating syst in artist te preeess flies.

The eniy pie-antiee weapon in the anti-1.rin:a annelary is the hehatrieur hieeiter. Time leek eut fer *I»'.tr1ts-

.r;'.h-; q.:;rt-w'n.='raIitet than 1.-huses- Thar is re myttnr they attn ta ‘step the stints at the letter tr* - when it

trieste ge mery-resident. intent flies m ere. ‘J11: preblere — errelhrt the problems — are as fellewe:

in} they leave the de-rtisien inthe hrtnth eftlte nan"

thj they raise Else alarms

[:3 they can he h-yp-asset! - "|r"E]-'t‘!r‘ eallly I.'I‘_|i'|flfl-Eli.

When. then, is the way eut? De we iitre with this state efaflhirs? Dr is it tinlete Ieeltat theptehlem frem

a different angle - perhaps even redefine the premiere‘? Perhaps the prehlern nan he atlditietlelij-r tackled at

a .ti.'[.fi1I'.e1e'.r level Perhaps it's tinnrehe I-edefinefite rules efflnegmnei

The ptebleel with trying to seitre the prehlent the pun intenmitt by redefining Iherulee in the middle ef

the game is - well. yeu’J] see that fer 1."|Jl.1t5Ei."|-'£5i

Htwillg been a ‘hast-r.:e:e* DDS programmer tse they tell me} ferthe last ll+ years and an etlti-virus

rese-anther [new 'I'I-L=‘iT. I arni} ferthe Ian setren. i:f‘S-eeulzing DDS’ is ene efthe tepiee el’ ttiseuseierl,

here then is E_,E|'.l1§|;|!l|15|'EEd methed ef d-eing se - far better er fer werse.
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Mound htilf efthis paper is entered to exploring in depth the W3)‘ DDS hendles files. You ‘ti'i.I1 find a

regular spriniding efseveral Data Stzruetures trtsirttained hy DDS. M fiIS1.‘E1fllIIE'.Ei’iIlJ.'ifl1tI seem that this

piece is devoted to a dissection efthe innards eftite DDS filing systesn. rather than a paper on ‘Securing

Di]-S’. Hon-nrsr, .it' is ne.utrsssiHsss5'ECHRE fl~I5t.'5' ii-t'1':li.e.in' Iutflndflg 1td'l'i'.tfl'flS.‘I. And the tiling

.e}ratl.'1'Ii is ttrltst D03 is all sheet for at lssst st msjeritga efit is}-

lttrei,1J::| lilte to elerifir that, in this paper, Pm eetsueesstins e tieid se1utiee-.t.t: emmer etta::t.t|1ert set

no solutions in here This paper raises more questions than it attssrers; tntestions which We asked myself"

otrerthe past fetnteers. -Some oftitetrt he managed to atsttrer. The rest the for you to 1:Iender. lfthese

questions lesti sn1..Iees to tietrise :1 solution, similar er-d1'mtiI::II]!.I' diflierttrtt fi't:Ii‘I1 the one i propose. this

paper will Itewe s-ert-'et:l its purpose.

tetra ate: est: The die is east.

"i'r"I'IEH' ARE ‘I-’II1U'-SE5 A I"flU'BLEI'i'I':"

I heeartte itwoltreti with eernpttler triruees in 1933. Best: in them dejre. I usedte teas]: are nompttter

uraittittg institute. The}: happened to get hit by the Brain virus. it was it bad sittlstiott, Iii]-+ infected

s_I,tste1:I1s -[they used simple P-Es - net even I-[Ts - in their traittieg hiss heels then]. All disks were irtfeeteti.

:int:I'|.1di|1E the sateen‘: fleppy disks - it ws.t:e‘t flfljfljr! .e.it'_-,rtt.'a3.r, it so happened that I was the only person

sremtdwheeouldperlupedoaosthihgahotttit-I did. 1'|1et'e.tttisthe:.-'as1-'. is history.

Sines then I"1.re served as B etonsnllaht tn setrveml large organizations, the Gottsettrttenl and some Defenee

Estah-lishetettts. {hrertite greats. I've some it: s eerlelusieu that w'rus'-er :"n"J,v ttlenttetve-st are not ti pro-Went.
EI.].r themselves they-"re just lilte any other sofrl.-.-are or izard-were glitch. ‘i"ou'tejuet 1In|1.1t.'J-ry if it lnppeue

to hit you.

The problem is THE PllIl]Il..]l3’I:'.IhLT]t.".IIi'~i {IF A "It-"IIll.1S. I've always etteoureg-eel etgeniztttinttt that
have her! a major euinreaitte t:r_-.r sud teeenstttierths sequenee efetr-ents ttrhirit led to that euthreel-t. In

over Elfiflti ufthe cases, it tu.1'ru:s;i t;|LIZ tlat Iht: "i".i.I'|.Zl.E earn: in on E. single floppy dial-L From t]:LiS entity‘. it

jumps to te1:.aIt;~,r just one 5'_'i'E-EH1] {so fat this is NUT a problem you sen‘: eepe wit|1J- From this srstenl it

jumps be other disks and tiem these to other systents tit eeultl also 3:: ever a netwu-:1-ti. 5:.-' the time you
detest the intmder, seores ofsystems are inlieeted. J1'||'fi'H"_§-'r.?I-I have nprebieet ti-tti!_l't.'-h‘-I‘-I" Ft-tteeisi

l'tresJttIst:.-'s stated that the earlier you detect the httruder. the fastertrou esn deal with it, tatt-'1'Jtg trneetlf
sens]: Itesrleehe later.

The trielttthen lies in DEHECHNG TEE FVIIUBER ..-‘I 3'' THE EARLIESTANIJ PIE l«"Efi"l"J']'i."t‘.'i-"H"

FHi'.1:'ls' .Pfi'I'1L."FE.H‘..-I i‘J§"'t"t‘.'i-'.t'

I"r'[‘|' CDNCEPT ‘EFF GDDS

My I:n|1t:Ept {I-fa-ee'|.u'i|1_g D05. is assuring the enteeutshle entitles which ssh be infected tr}-' s trims. Fortlte

purpose ofthis pq:-er. l'tre restrittte-:I m}rse]f_i'I.e=t to securing eiteetttahle iii-ts- Beet Elltlltl-is, tr]-"

eentpsrisen, are far eesier to secure.

‘When 1 tall: ofseeuring eseeuteble files -[|:tefi:r1.'e Ipteee-ed fi1It|1I:r end] te'hteJ|:t Iiellitfl i|1il'I'r't|Ii3 43-In he

does}, it is Ltnportartt tint we hstres elesr understanding ofjret how D135 deals witit files - t:e|:r-Et:itILl_:.-'

sit-it: wluetwesregeing to-esdup doiegis seeuriogfiles.

 

flfltflfi-L-'3 E-i.fi'..[.E:I'.[:'-'  E¢Im '-'|-ru-I E-flit l.-I-ILII 'I'Iel1|IIlI-1.:lHIelnI.iJt|II'd.ti1It.Df£ll-31'll.EIllIlfl-Hdfl]}ifl!ElI]?1bhFflnF'fli:mJHLm1imI:ujrhmp'ndumiflnflilflhitH]fl}Ehflfll'I!|l'flHIii'Il-l'|1' fi:I':rII-I-1'1h:I'l1hn|:ritI'
pu|:r|.ish.trs.
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HIDW DDS KEEPS TRACK. fl'F FILES

DDS keeps track offiies on a volume using its iie system. The D135 file eyttetru dentists tIf'1|’IE Fill?

Pilloesiion Tehles I{FA.Ts,'| end the Root Directory. ‘The Root 13'-'h'eI:t-oiyean contain both files and
gdidirecteriea, E1 auhdirectery can also eonteiu ‘Fla or further snhdireetolies.

For the |'.||t;tt eeuple of ilnes [unless stated otherwise}, I will refer to 3 Elle as an ‘Entity’.

Eirery entity lute: en *enm.r' Ijhereetler referred to as e Direetery Entry erDtrEntry} in eitherthe rt-tlt urn
guhdjreerery. Thar DirEnr13,_r is the starting point he-m which El-CI-S mehegee the! entity. Frem the

DirEi1try. D12-*5 imons {emeiiget oth-erthings]-1-I-rlzrete flee file eelueliyelarte an the disk. I11-Iiit-5 lfltgth Ift|1-t

file else}.

ii‘:-he Di.rEntry provides information as to vvltere the file eeteelly starts. the FAT 1.‘!-Ir-‘H-"1-lit-It iI1t'tI-1'fl1EtitrI'I 3:!

to 1.~.here it resides es e whole on the volume. F-ore rlemiled Ltridersteoding ofhe-ivthe DitEntry and FAT:

ereuseli to lteeptleeitefefile. eneeenrelietteeeverel tleeleeen Iiietupic-

Suffieeit Fernetr.-toet.etefl-rarthe Director-3.-E.ntriuaedtheFATereuredh:yDtIISteite~e|:rtI-aeltefflie

actual Ifl‘_|.|'-EI1.I't -of filers one giemt rrrerlinen-

while It is not important for us to Ieeeee the FATi it is i.1:nporIent to icliow precisely what the

[.'l1'rE.|:tt'r'_I.-' In-alts like, as we will he employing it in nu: scheme. Eeeh El-ireetory Entry is 32 bytes in length

:-ind hes the in-1levv'Ln[ etrueturer

Table l : ]I|ti'Entl'y iflireettlry E-I’I1'l','|'H.-"r'l!l'l1|‘.'lll!‘E

D'.irErttl'y STEUC

DE._Pui.:ee.ryI~.'e.1:oe dh 3 due {‘ ‘_‘.I ;£I hyte primary name

DE_Es.teI:Ision db 3 mp {‘ ‘}I :3 byte eittensien

DE_FiIe..'Ltl:rih cl} 1‘ L I hyte for file sitriliutt

DE._El.ese1'ved til: 11] dI.I]:I |."i':I : 1|2|I bytes reserved field

DE._Fi1eTi.1:ee the e : 2 bytes {were} file t'rrne

DE_Ei|eDete dw ? :2 bytes twerdi it'll-e date

DE_CJusteI div? :1 bytes [e-mid} etartirut eluster

IJE_Size dd 'i' :4 l:Iytet| id“-'flId] file size

DirE.hrry E.‘r-IDS

its youeeu see, the DE._ClL1eter {starting position efthe file]: and the DE_,'.-iise fieids in e 1'.‘|"LrEnI:ty and

then using the FELT. D05 is elelete ed to an required file.

Eieee we've got erenmd to defining some structures, vee might as Ireil define M1-I!I|ttIE:l' - espezielly as WE!'1'IE

going to employ it in owproposed scheme. We"[I eall this shuetttre the Cunent]1’rir-tflIIt':+'3tt1lt=|Ill't

{CD-'5}. A CI:-S is ineinteiioed foteotiheed every drive he thesystem. Eeeh CD5 Entry {CDBEltI'y]

contairu the r,:1.t1'nart dI'1'eet'o1'y far that I:1ri'I.re{tI.r|1ir:I1 explains why DDS d4:nE5J:].'“t fil-1'3!!! which

direetery you're in on drive E‘ when you go to drive A or vrheteverli. Apart fiizrm the -tturrttlt Walking

clii-eetety, the CDISE.1:I.tq.r eoeteies a pointer to the device ttiver to he called for perfie-rrI:I.ing -Itetuel disk Ufi

on that tttedie; |.'.Iit ntlzrihnrtes vehidt sptetifir the availability trfthe -d.isI=.', whether it is .T~‘-Jllhled.
SL|'BS'i'rlJ.ited. or it netvvurlt drive. ete.

 

sL.wm' e|mtmeaten I..H.3-I ‘met-uau-nu. .t.hI't:tltt1.I:I1'IIrd.Hr-I. CIII-1-J-‘IEI. England-
CID mizieeeeise-.Hep.nqfr1imeisusmmyb=:qnern=e,pmeuurmimrsyumunumaixeumyfisn-iemnthzpia

-rrI'Ite11pa'j:InnEI]'I-e-'pI.I|1[H'-1.
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The {IDS is built at beet tirne hy DUE as it preeesses CGHFEIG. EVE. H the mid file |m_L.-|t.5i'[!|flI‘t-"E-F.
Dflfi i;I|.|i]|;I3 t:]:I-SEn'I:ries thr drives Athmtrgh F. Ifth-fie were no drives bevertd C‘. the bit -I1ttt1i:ItJtE:5 flit
-I:[::5Em_n'ee fur ch-ins D thru Fare masited te indicate that these drives are invalid or net available.

The stmetttre efeteeh entry in the CD3 is as fellev.-'s:

Table I : 3'I't‘uflIr1HII'El.trj|' in CD5 {ene fer ea-r11 drive tlll I.tdtSTIl|tJ‘I-"'E.i

Structure valid for DDS -1+

C[.'r5EIltr_'p' S-TFLUC

C]:-5_Cu1-rentpath db 5'! dup {U} -,5’! 1::-ytu t-et held etttrrant pdth fer the drive in the

'.ferrn: 12:"-El-t.i|I$'I.1t-"E.1=t.EIti:d-.t5. The path is tiuli
: termirated

r:Its_[:ttr.-trttttt tI'|it-' ‘t : 1 bytes that held ihga tn indie-ete whether drive

; is P-h}|'5il::aI. n-et'e.re:t|'it_ .Ti:IIlI'-Jled, EI.JE.§Til1.IteI:i ate.

Cl]EJ]PB_P'tr dd 1" ; fir peiiiterte the Drive Psrameter I:IIt]-1:1: in-rtI1.'e
,' drive

Fur ltiell drives

C.DS_51:3I'tCi1.’fi-El‘ dttr 't' ; stertetueter efeerrenr dtt-eetet-_-,r

C:DS_Uh|IEI1-D'WnI dd ? ; unlznewn

Fur netetrerit driver

IED5J.edi1'eet1:ti:' dd? ;fer peirierte Redireteter

CD5_U5E1'DELIiI the-' ‘.3’ ;,t:Isel' date ftdrlt 21 II.|'51iIiiI

For all drives!

t1'D.‘:"t_5|t'tpC-:tt.tttt due '3' ,' helds eetirtt t:I.fi:t:.rtes ttt s|t:ip ever‘ when
: displayrirtg the current tdireetdry. Ptenrteliv 1 he

;that the drive and the eeien are masked.

STJBST and JOIN eltartge this set that enigr

;apprt:tprietta parts are visible

I!3IIlS_Lin1t:I1ti'Ivr1I -db '3' ; txelclirmrn

CDS_IFSP1T dd '5' : fhfp-ditfldftv IFS t.‘1|'i't-'etr

CD5___i_TI'Iit:lII:l-‘i't']'J3- tier? :t.mJeeetve wetd

CII||SEI11:t'_'p' ENDS

P|1e1.t.r! That I'n1,:It,‘.i1 infiuneetiett, just as that DDS etttt l'EEE|.EI'I'lI}-E:1' what the eurtettt: eliteetent fer a drive is’!

We|L it has some ether pulpeses tee. as we shall see helew.

l1"i$I]J'E T1-IE MSIIIEIS FILE SEEK-TEES BY ...

‘I_T|5id:tI1uE IBM PC“, by Peter t'~Ierr.t:trI., was the first lidelt which delved Lute the innerde efllte PC. A

great rrut.11}.r pmgramraera get their first ttttttetifittrtv-|e1t'e1 eetltdtv hv readlrlg that h-he-L EIt::F-em that. it
-new just erase e-f:

 

flu-s,5~w,.:.er;rtc-s.tuI=.Eit.e;-tezentsestrruanneeeue.11Taet:|tuIr:nt..wu.an.tt:tttretu-e.tJwi431'EI.Enut-ti. _DUDE‘ -tumlrsseaur.Hepmttetapeuiudenmyeuqueentedhmedh-rdrit-lrtuumwtmtmdndhueittme-tthevttherrle-'
'l'|'I'i-1-'I|I|'HT|'E-ilHI|i|l'1-ill!-i3IU3|5'l
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‘Tire: has there sides is fihehgit it oi.-I 't £.I.i'-ac-"t."J. We den “thew itttw it ttiit-ea‘ it. uh‘! it‘ ti‘-tteft. St.‘-I I-itE1"tt."

That's what we're all prune to do. Talte tltings Eur granted. The classical ‘heath huts’ nppmtteht Supply

t|1e=it;:u1'_[et:t] inputs and get the deslred output- The hlscl-: hoot spptomh gtellmtees ccumeet tesutts -[we

he]:-etj. The1e's nottting wrtttlg with this etpplreetfil. but it's taboo to it heclter. A haciter steeds to itnettr
ttrhst nsalses the host ticit. Till he figtuee that uut. well - iZ|.I:|I1I|t!fi.1Ii}'}'El.i Itnow tt-'l.'ot1l‘n1 tallcing ahoult

Let's cc-nsidet the tgrpieei bitch but epptttaelt when it eotrtes to deinj: things tIit1:IttIti.t't.I3-'tt=tttii.I!-.I3.-"tr‘titit1g-I‘

eiosing} with a file. Ilftlu-"E: use the DB5 FLPI. all we need tn do is ta} tlipett the flit-. {'3} Read Etom1t.[t=i
it-'t't'te to It and [d] Ct-use tt.P1.u'e and simple. "t"on t::I1I.'.‘-{I3 with theuurreet iitputa. DDS does its weft.

'|'t:ttI"re GE. 1:105 is DH. {with due apologies to the author ofI'o:| tilt, 3.-o-n're -III-K].

But what happen: inside flflfi t-then let"! any 3-‘u-I ape: 'E:'iCDIi-ih-IAITI}.CflI't'I. rel-I1 E'I:'I:tII IL write

to It and then eleee It’! Here‘: wtut happens in reeiltjt:

- DCIIE inclnstea into the cutmnt PSP to: lnrmte a. fuse l:|:|.I:|.'_]." intlte JFT {Jeh File Table}. lftltt free

-E1‘i|:|'iI.‘tI- exist. III-EIE returtis. indicating that there etetuo merry open fitee.

- Hm-tog thund s that d=II'|.'_'t' inthe JFT. Dtflfl temesnheis the position ofthis entry- This indes info

ti1eIFI' E't'EI'lIItfll."}' will become the ‘indie’ or the .l'Flti flu-‘h File Number} which will he rttumett

te your fi1I|:II:is:d'|'_i.tlnt'I:, emuttirtg that the Elpest is suoufisliil-

o DDS goes through its t"sF'1‘s{51.'steru File Tabla - mere onthia flies] looking for the fltst free SP1’

entry :51-—r_Eiitm. [f no 31-“: entries oen he toned. DDS 1't‘I'tI1'J1t5.LI1ti.tt.:IIi.1ig an snot.

- DDS parses the fllensune to tletenttitte the drive on which the tile is fi.'l|lIpl!EEtd to- ettist {in our

ettaniple it would be Eli

on DB5 goes through the EIIIE irelznemherthe CD5?) to determine 1.rI1et.|1er the ettid drit-‘e exists tttld

"E 1.-‘slid. If not, DDS returns with :11: error.

e IZICIS e:-tfluinee the CD-Slintry her that drive to detetroitt-e wltetherthe dtivo it teetntetteted. Ifit is

not, D435 uses CD3_DF'E-_P'trtd- derive the eddseess ofthe D1-i-re Petemetet Etloolt HJPE} fa-rtiztet

tit'i'tIEt. ‘the DP]! is used by DDS in -order to locate theroet directory and the address eflhe det-ice

ttrit-etto he called, in order to ecmallg.-I do die Ieur iet.-ei dlslt iio.

. D03 oalls the deities drioerfor the-t ::l1-lerete resui the root directory- It processes what is read to

Io-ol: for t‘_‘t2tI-.rIl-.-Ih.1!'-II‘_‘lI.t2E:Ir-.-I. ti‘:-sot i‘ountl.. D-I35 returns wit]: an error code. Retnemherat this point

that what is rmsi ie :1 eeries nfautriets uftype D'iIEI'IJ._:f'.

-e Hating found the required tile, DDS updates the 5FT_Et.ef-Cottnt in 5F'1'_Ents1.'. Ttte tin-o'er ttfefite

.5'FT_.-E'tttt:p ttrttii-it: the EFT itttfifis referred in s:.th'.i.Ft'i' |!E_|e.t:etst Fiie Number}. D-DE then updates
SFI_Ent:r:,r with infsrmatioo such he the filensroe. starting olustet. initial open mode,at1d1'eee of
the dettice driver etc.

o The SFH for this file is eopied into the indeet into the l'ET:[lF1'-|]:t-.rI1io‘n I:tEt$ l:tsu:| tiete:-coined st

seq: 2.

. The.iFt~l is returned to the application as the tilehettdle

Let us assume that the hasidleretitnted en the Dpen fflfflfll was ‘JP. ‘IA-"hestet.rer you wish te refer to this

file subsequently, you just eat] DDS with one ofthe inputs m it. This is whet Iteppene when Eu-"Dt1'll'!u' to
read from CEthihLttI~tD.t]t]Pttr

l- DU-S Ltses Iii es m index. into the .'|'l~'1' to determine the SEN. I-lat"in_|_e found the 5Fhi|., DB5 indexes

lute the EFT in order to locate 5FT_E.ntr_t' 1"i:r1'thst me.

E. DDS mils the til."-'i|2e driteer. ttrhoee etidress is stored to the SFT_Etttt'J.', to read the '|:tIucI-: of thee.

 

suanr mm'iI'lrI: aulsuu La, 3.1 Ti: is-an-t. .l.“1E,I:|Itl.. Ilhfirlsti-It. [ll-Ilntn.‘-1'5. linghst.
flfl |[l:|!Ifi£5=5EI39.'li|n|s|.|1.nl'I'fl|:tI.I:i:-i:IIIfl.;p'|1neqI'n|i.lhfl.:t.hnItii.um:ieh'tIle't.|1i1.et‘1J'l:Iu1itflti-|:hl'I;|a'fi|t'I'rl-'Il'ii|=lII:\I-I1-I11-E]l'i-III’

-.-rtnn ptttliiflituntlftlnejitlttlttheil.
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3. D-D5 return: any neeessary infn-ratatie-n tn the qipiicetien.

when yen try ta wlite ten the file. the fzrllewiag happens:

I. ldentienl te step I eheve

E. DDS examines the initial dpen mede field stored in that SETjt1tr'_I.' te determine whether lieu can

wiite he the file [te prevent ttlriting te files t'.|]]El1Etl inread metlel. If net. EJCIS returns with an
ermr.

3. D-D5 mile the cl-etriee driver It! write data.

4. D-DIS returns any neeesmy ietiinrntetiee-

Wile.-it yen -cl-use the file:

1. Yeti get it‘. It's identicel tcr step I at-eve.

E. DDS calls the device dt1"1-rerttr flush any data it might have had in its interns] laufl-'ers- This includ

the updated DlrEntr_I.-' with the new 12'-late.-'Tirne mantps. etc.

3. Des -I:leet'en:Lee1ts the SFT_RefEctint field te inelteiettet S1-T_Entry Is new free it-I use.

j..|I1;i1atju.+gt to epen, rem.-1 frnnt, write to and elese a file‘? Yep! He we said it was going be be easy!

since -m=,-‘tr-e be-er: eli.-ieusEin_g SI-‘Ta, we might as will shed same mere light on the tnpie. .-in 3.:'-Tis

mihirtg .E|'Hi'.|::| mete n_-,|".',".'.i7'2|"_Errr.!'r'a'e_*|.'. Each fife which is open at eIrr_tI' _g'.I"Ia'e:r .n'rm!' under DDS ties :1-It we-It!-tjl-'1'!

rite EFT :I|FB|'a'.--_,E'r-ar.-jvi.t.tiaI.e.ti'r:.iea':.r.re.*.:_1r which H233 et:1e:tgve.e e .t3Jr'a'-eel-t:I:v Ede? err diet .'i'-PT._Ee'ir:Lr IE

.I'.Ft.-,e.'r.i.r1el::teer'e' which em:-E-.ie.r D-t'.|'.'5-' to manage el'i_.ii.£e-re.':eeeci'a:eIa'1»'iiie.t,.ii:I.r‘ :1 g1"eee_.I'i!e Eelew is the le:.reut

ef a System File Te‘e|eerILI1.':

Table 3 : Eirnelire at E3.-elem File Table EI:'lI1r' {EF'I‘J'.atr_yr]

Strunlun: valid fer DES 4+

SI-T_EtItI'_'g.-' S'I'F'.UC

5FTfiefi:n1n'nt dw? : en-unt ei‘number et Hie haaellfi refeirtugte this file

5Ff_l.niti;aIDp-enhdede tier '3‘ : initial mede -ltteI:Lnrr'te etc] in which the file was

; npeaed.

$Fl'_Fi1eArtri|:r til: '3' : the etis'i|:I-ute efthe file en. disl-: field is filled up Ere-In

; DE_FileA.1tIih;d1ning the epen.

EFT_,D~e~.-ieeIn.fe tier ‘.3’ Lthie 't'n'trIt.'i. htrltls ttelicrtte bite ti-tllltlleftlte

'. flle kt reraete. the drive number en which the file

; realdee, etc.

5FI'_P1;r1 dd '2" ; farpninter tn flE'|."lnEtE driver header er DPE er REDIR
: data

ST-‘T_t,'.'11.|etet die '3 : starting cluster fer file - fleltl filled up item

; ]I.'rE_i'2|uste1' en flpen

S1-'T_FileTime tlte ‘.3’ ,' file time {taken fretn D‘E_l'Tli-E'Tl[EI.E].Tl1lE field is

:u1:udate4:] wheeet.-ertlteflleismittente

5FTjiIeDate the '3 : file date {taken ii-em IiIE__FlIeI:IatieJ-. This field is

;updale-tl whenei-'et'the file is written te
 

MfiUflEi.V Efl!fi1%ll&fl L1tl..1.'I TIe|.'.IleIfll.I'IlI|IflnI'I.EltI'|iII'IiIhi'e.l3'II[| _
EIDDD +41-|:l}].I13£!.l?lJ3'9.Hnpu1uf1hi:puh]ini.imuu3I'hecq1'udL:Id.lEn'Idh1lflEiV=flljIIHI.{dlH'E1l'h-ell-H1lD3'5flTfliflliD'|I'tlPrlm'

'Ia'L'i|].I'n'|:ritI!|'iu'itII1I!Il"|l'li"|:I'IJl:IIei:I|!'I.
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SFT_Siee dd ? tfiie size - talten fratn [.'IE_5i2e en tJ1:t-en- Updated if

,'n when me is written te-

3FT_Fi1eP‘tr dd? ; file peintet - indicates w|:te1'e the net-tt reeti er write

:wi]1 er:-t:I.1r {reletit-'e te alert affilei

FIJT ItI:tt‘:aI filei

3FT._Rt=l'|31ustv=1' the ‘i'' '.1'eleI'we eltteter witJtin file ef feet eitwter eeenesetti

SJ‘-r_5ll:'£t|1E dI:| '.i' ;nuII:Iha1' dfseetdr ti-enteiizting

SFT_Sen:tetInde: db? : number ef 1.':~irEI1t:nr within smter

Fer rellate fllee

5FT_H.EDIRIF5_F‘I:r dd 1* ;fitJ'pt:Iill-er ttr EEDIRIFS retard

E-'+F'.|"_1..'n|::I'uev-'ttt db 3- due I_'tJ-Jr '.l.iI!I]:IEl!|I2I-1ti'r'I'I

Fer all iiles

SFTJ’CB|‘~1etne -I2iiJ1I line 1'‘ ij ;fi1e11a.ti1e in FEB fetmet

51=T_5heret 1!} I5 due ['3]: ; in.t't:a111e.t:ien fiir use by Si-I..-'-i.E.E

SFTTPSP dwi‘ ;PSP arlrlrmaefewnetefthefile

EiF1"_ShareI titer '.»" ; iniiiratatien ft'.tr1l5:t!i:t}| SHARE

SFI'_AmEh.teter die ‘.3’ ;a]:-ealttte address at last elufler eeeeseeti

SF'['_IE"EI3-'1'!‘ dtl '3' ;,1‘i!J' painter In IFS d1'it.'e1' fd-I file

EFT_Entr3.r ENDS

Etut fl'*H..-HHS.-1L.t THIS t'.‘tJT .'t'=t.'I fit} WITH 1-‘Int.-"$.E.5*.5'

Well. an far we've made 1 candle. New it’: t:i.t:t:Le ta light it!

WHY I.‘-tflt BEI-Lh.'h'IflIJR BLDCKERE FAI[..?

he I mentitme-d before, a behatrintxr i:rIet::h:er is the -l1|2t.i}" pI't:I.at:ti'I.re ‘tttel 'tt.rI1it:]1 can tllttlttt []:Itttpv.t tIJ'i"]- an

1.t.tIh:newn trinte before it manages te- infect an ent'it'_-tr. Fertgettieg fi:H.'theti1:ne being the eeaertieted nuieentte

*t1IJl:|E whirth eemee e.1an_|_t with eae. yeti eeuld thiekthet the:-e huetere een keep etlt ell viztue-es - pest,

pmeenr and f'u'tu1-e. Think egainl

"Fen r::ae IiiIEE."tI rt behatriddr hleelter te a aentrtr eentmieeienetl te guard the entrances efa retain. it

hei-um-ieur hieeleer peete eetttineie at e~.rerg,.r eetrenee -[read that as ENDWN ENTILANCEE} tn the re-em

in nut-tier ten aaraen trieitera iibr et.1.apir:i-tztus Sn 3-ten. peett one at ihuee t-A-'I:r deer: and cute «mall at the

fitre wintiewe. Then prey litre he11.'

The preblem is yet: .ti'i|'d'.I:I ’Hr.eh'd' that mere. Neither did the eeetlrittr geeey {lead that as etnti-t'irt.te

vmdnrt ‘I'I."I'tiE‘:i:I. auqiplied the guards. The n:n:n'r1-[as e matter afthet the whale building) was built by that

D-t2rl'Il|3talI}' up in Redmend. And ferail 3-‘at: ]t:ne-w. that teen: ef :.re1.ns eetlld Time a tr:1|t-flit-til‘ that neither

yea 1-terthe "I.-'et:u:Ier knew anything them. Did I say CI-NE? Well, thin]-1 perhaps in the httntiredri Anyway.

that’; the ll:lEI|]'iZl.l,'.Il¢fl.I'I i.1:Iln,1t;It_-.1't;.'-t;tt.tJ-t;| etrplait to get i1:It:e _'5rt:tu1' syetent — e.uflti1t:'_I.r tid-.

flu UM£mT Efl!H-Hulda-&1LH.1I Thllndr-uaeI....|t.H.I.-III. _
Mt2i5ff!éIl15tF.::eemd“tHenthiudunnIhrumI:ehdudherm1e.u1 I:.tIIt'n.te'u'«utu1rttnIdInn1:.'l'nrtI:1-tilt-uuthpntrrlilflll.
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List 1.1: eensiders few tuetttetis used by st:-me tlfthe tt1ere‘1:te'I.re1' trimses tn l:e.rpnss trelttwieur hleekets:

l Dpening a. tile in Reed made [this aliens the heitettictirhinsizertu allew tJ:te requesti. Upen rettnn
frtztm DDS. use the handle te intltet lnte the JFT; finrn there get the cnrlespettding 5F'l"_,EntI;,r;

ht-iddie with the 3F'T_I.n.itielCIpenh'Iede fieidte indicate that file epened in Rend+‘Ii'I-"rite mntie.

tr Use the stettittg ciuster field in the DirE.tttr_-r; process the FAT; infieet the file usitg Int 25]-.-'2eh.
thereby hypnssing any int lih handlers set up by e l:|lIhit'iI'ii'.tt.iI‘l:IiItit.':1ttE'.t'.

I- usetite start elustet field tc infect the header efEIE files. tttjniit using lttt 25h-'2.-Euh hypsss
Lttl‘ Iih.

1 Using Int 13h tn ttttrttiter reeds te tlislts and ‘infecting’ any seetttr which starts with the '1':-12'
indicates.

an Teriddling with the tttertillg eltlstet Field in the 5F.l"_Ei.‘l.ll'}p' in erdet te 'I:rpefl H 51!, 11111 ‘-|-''1'iht I‘!!!
s.n.n-tl'I:r‘-

it Using t'e1'ie1.is ttmtteling techniques tn derive the address efthe eligittel i.n1:ennpt handlers and
sLthset|1.tentl:.- melting fit‘ eeils te Ihee:L

s Using ‘test-en-ed‘ i.TiI|!-i,tI'1'|.l|!Il!:7h|'fl.ll'|tvi'.l'.l-I!II'I'.E in erdetttil fltllrfin. reed. ftu-t:t:t..1.t-::'tte In file: [e.g. using the
unde-ttnttented DDS Indirect Eereet Elellj.

- [Meeting the file system itself. It-[I-t-II, ti:-t ettsmpie.

e Metnfiring the en-nttntt st‘ DCt'.t's butters [infecting them}, then setting their em tc itteittate that

the 1:e.Ifi'er is di.tt"_i', causing DDS i'eelt‘ tn flush their eeetents In disit.

Get the idea? The I'I'IflIljT ngustded DUE, 'tFt|'rt~«rI:it:II"t'|t':'5i, end ssfety hietweres tsnrt-_-it that sheultl reed

tin-tlrs. ttrintlews end nets}, ehtitl which ene ilnttm-'s little er nethjng-

THE Plt_E]I\.‘_EI‘;Ili'lSITE.5 FDR GA BATTLE

Sun Tm. the enthnr cf ‘The hit efwst’ wrute es feline-'5:

‘De-nttl‘ uedersmedyeursegf? fen tttttti ruse Jmiperesnt efrhe ti.-tie. L-iedet-etnedgtettrsegt? Fen tutti‘

fuse Eli pet-etet-it eftde titee. £.Ft-ttterstuted J-stttsefitns-tte_-.ruur eppettett? Fee tt-tit!‘ tttttl It?-E55 -t-':.Ft-'it.' t-‘me. '

well we en fit have undtu-ed tIt1tseI1.res{t]:te DB3 filing system}. We understand - ttt et ieest I13’ te - the

met-.l:tet:is eeeited up he the app-enents. UtIfnrt'uI:t:H:t:ly, the game being as it is, it is impossible tn win all
titertme E-LEtiiIit3EIEtt|ttE|:aflI.'[_1.|'.

3; eertt.-Hun-te hepejFtti.‘_ri'it'e ettmt‘-'eert'n-.e. H‘ is-n.erttrrineette_feett!tt|tefi'eeIe

SECURING AN 05

As ] View it, the 'ilu'fl‘_|.| tn setttte any DE itctni 1.-i:rtne-.s is reelljr vent simple. Ife single twzrnzl eeuld tluttzt-'t|:t-e
il. the tI.rt:Itt.‘1tl'i.tit fits the bill would be SEGHEGATIUN-

The current pt-ehletet its the best ef my limited icntzntrledge} Lies in the feetthet sil tijsereeing .'.t3e't'-ttlts
stare irsiih ttstis nnttpregmeeflies thll ehesnme ieetflttnt. That is In say, bet]: these types effiles lie en
the same eniutnes. and the D5 1J5t':tt|'IB Same filing System and ‘flit E-iiflilfi file 3131301 IP11? F:-"'4'-is‘-‘El ' F-‘int

Directories etc. Filing system =tuIitII1-es tn ntenegethe file .'t-']F.'iIE:l2I'|]1it:I keep tteclt er them. It is hence

eltwitttei that {ftite flfifsiis to distinguish ihEl'I-'I-'£'-t-11':| txttiie tents‘ tints. t-irttses tettt e;t'p-int‘! this issptieie and
certtiette rt.'rp.-'t1F§.I"et'ttt‘e.

 

flung stuyercmmmfietwsmnnnmu Led.31Thel;Iule-1..hhthe;tleq1.t1uieeintau.fl]t14!h'5.EnfluH.
h -I-«H mtessssstsnmmeeepemaenmuhnneeme. etuteinmuit-el Ill-'l1Il'|.IIlJI-I:Il'I'I-ii|!|!lI:li:I:|i'I!I' firtmvlils-==I1hI=Pr'IIr

in-itttttetrltlitieenflhepuhfifltus.
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Ihs ssv .|'.ii|-EH has in SEGREGJ ENG detsfiier mac! pmgr:unfii'ss.- storms them an 's'iLTererr1 vefumfi '.

ssh’ using :1|'r'fi'EaI'eI1r_.I'i'le systems sndfiiing £li'5'l'E.|'l1.5 rs manage them. Ifthis sea-resstien can he achieved.

then prcgrsm flles can reside en en sc called ‘Safe lune’ - ts cein s new-‘term- This Elie I-nne ihermfl-e'.t

referred tc ss SE]:wcu1d he s read-truly ychtnte managed exclusively by the DE. Since the Sn-"-'.' wuuld he

read-Itmljr. anew yirus intr-udiicetl lure the syslen1 would he unahletc sjereud fthuugh it would attempt

tn]- Hun.-server, the {)5 en:-ulcl lump 1-rssel: uf these write requests, and maintain e leg. Frequent esamirrsticu

-dfthis lag would display rt:ra:r.1ge behaviour and wt:-nld indicate tltic fitcttltsl is possible virus it altedttpting

tc spread - sl|:reittu1sucuessfull:.'. Pteistu - you herejufi secured ycurfifil

Seems simple enc-uglt - but there is a let ms-retc it. as we shall shertly see.

SEEURJNG D05 U5I|"iG TI-[E EEGREGJJIDN PRINCIPLE

Since DDS (as it stands today} hasnu -cnurtceptcf SEEREGATIDN. it is chyzicus thatsuch at ccncept

smuld need to he errtenuilly intlucsd. I have been thlrilcing shu-ut dds ccncept fur the last mu plus years. [

have eendiheted "-*el'itr'|.1$ esperlni-ehts which have shes-11 that it is TEEHNICALL ‘F fesstbletn ample:-'
such a scheme.

The seed far this idea was sci‘-I-11 shortly after I dis-assembled the infsrn+:H.Is DIR-ll virus tI:I see what made

it ticlc. After studying the trirtm. I reached a c-unchssiurithst the duly way tc secure DD-S pro-actively was

hryp-arlcing yurlrselfhetwsentheflrmdtheflfl t.tfDC|IS. The! istesey. etslctrelhetnreenths D5 and the

actual physics! media. The prepesed methcd dues precisely that.

1’: is said that examples |:r1'iJ1g the 1:rhsI:—u.rc tn lifie. l|i..:=:1:I-i1:igfl1'u in mind, we'll prcceed with a real example

at‘ have such :1 system Is imp-lernsttted.

Let us caunnidnta systmn Itavinga single: psnrlziti-i;i:I:I {driwa C}, .-‘u|.thin§s. s'.l:a.1:i-d.,tI'i£I f-allowing directories
and film eetist sin that yulumec

C:'I. {rant directory}

ID.$Y$ ie:tecutsl.t1e entity}

it-{S|Z.'rt.'J5.5‘r'5 {executable entity}

Ctltla-l]'iv1e'il'-iIZt.t2[}l'-I (executable entity}

C'CI-l*~l'F[-I.‘3.S‘fS fie:-munnhle I:I1tit_y}

e.uT1:.-E:::Et:.E.sT [erntutsh-le entity}

C:'I.D1'.'_'lS {sub directs-r_I,.r}

I-Ln..tEM.srS {esemtahia entzityll

EH1-I3 EIE-. ERIE :[e:te:cI.|tsh1e entity}

tZ':"-J’-at: [sub directur_I.-I]

HE. Efl [attettlltflid-E entity}

NC!‘-.-IA.ll'~i-EL'{E [a:tai;:u.I:ahIe i=.|rLt'rt'_I.r]-

HE.'..l1~I[ [hen-esecinehle entity}

NC.h-fl‘-lT.| {nun-cttccttsblc entity}

flur eh-ieclitie at this stage it the eJ'e-:r:Iii:-It sf: Stile I-tine {SI} which will be best in elecutl-ltle

entities. All Itl-I-EIEtEl.IIIIlH.E- will reside an n nnrrnsl tmlulieellletl the Ellen Edie {D-Z}.

flu LLE'f.l:'t'|'JCtlu'.FER.E'iEEIllI9-!»lr'l.ruBflnih1'H.!I Tht;|Iur:iu,.e.'Ilr-i|;:lan.n-else-de:|1.r«|,I!lIIld!i"u'l. I'.nfl.u1.rl.{IHIJIEESIE-!i'.Nupnufl|'npI.l:i:.u.itn—3'ham-pmi:ntnd.n:q'ed inerfl:1I:tI£.|r_.I:l1|'n.eI'I'u'j'1.niinrtyfi:I1tri]1mJlfl1n|:ri:r
urtttenp-enn|.es1enel“L||tpuhllel'm.
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'5T.h.GE 1 - PRE-PARATIUH DP THE 52'.

A progmru tlet’s cell :it E2:E"B.E.E']- E run. SIPREP so-e«e|:-e throughyrom taro diele d-ete.n'n1J1.1:Jg the
di|'eotor_'.r tree and oollecting the nurses ofsil executable e=Itt:"rJ-to which can be moved to the $25. It
determines Ihflt C:'I.CflMi|'sL|5rND.CDM, C:‘ofi.I.F1'DEEEC.B:“sT. C:"HC"-NC-E}iIE :-ut-Ii

13:‘-I|'~il.'.".I‘~»i'CI'-I!I.r"!:.fI'~5|.E..'.|I'E eon he moved to the SE. [I-D-S‘I".5., Ih'ISDfl3.S"t'5. CC|N'FICr.ST5. HI!‘-'1'E|'u1 and

El“.-'|I-RISE-t'r celutot be moved. as they must loed priorto e.o3r other dri1.re1's]I.

Having detmnhted Ihe names [and the tote] size] oftlse film which can he moved to the SE, EELPREP

ereatee .s elddee retedaoetrfile to the root director}? e:.I"o|'in'1-e C. Let us callthie fi.Ie 'SfiFEIElHE._'I'~.|E [how

imag-loatiuetj. A more generic term for t|:Lt:s file would he a Sufi: Fife Fofnsse .|'”.i.F'Ii-jl - there. l"-re just
ooiued enotltettt-t1.s' term!

weneed to c1:sn'f].r st ttlie point ileelfwhet the et:n1ctI.u:e ofthe SE1! will be like Since it will esssnu'eJ1:.r
play host to fijes, it must have its euro file egretem flfld. & space. The exact stroeture oftlte file sgrstem is
a. matter of design. For eiroplicity. it can he eltoofl ltlentieel tothe DDS file syetnn - ie. it +3511 N1‘-‘B a
boot sector, FAT, dtreetu-r3.r and data area. I would suggest that, ire.-tad of teas-tog the concept ofsub
direetot1'ee. s that directory etluetuoe. using the HI unused hytee in D1'|'EnLr;~r -[DE_EeeenredJI to stotethe

check.-mm ofthe path where Ihts flle re-s:ide.s [refer to Table 1} he e1:|Jg1Io:red.

EPREP then moves (copy to -:1!e.str'e-o.r:'o:t. defetefiom source! era’! the ooos-e-eseeta'oneo'_.fi£es which one
eoe::!'r'do:es_.fE;rr being me-.-ed into r.&e.5'.F'I". SEPREP then plonlcs a file -[let's eeJ1 it SE!’-II‘.}L|'I"-|T.S‘l‘$‘.I into
the root directo-r_I.-' of drive E‘, and ruodiflee Cfl'NFlfi.E‘t"S. Tour 52 is now ready. and 4:1ri'I.~e C looks like:

E'.:1 [Root Directory}

JELE ‘ES {elte-ctttehle entity - can't he rootred}

MSIJfl5.S"':'S teeeoanhle entity - can't be rootred]

CDI"«|FIfi.S‘r'E {eateoctlzshle etttity - em”: he rootred]

5-e'J-.FEEDNE.H'B I EFF}

EIMDUTTTE-TE tfeleelflhlue entity to Innlge the BF‘!-"]

Cr‘-D135 -[Sub directory}

H11-'I.Ei'uI.5'I"Er {executable entity - can't be moved]

EMI'n'I"_"l-EI5.EI'CE. {executable fi1t:il.'_'r - Can’! be moved]

III.‘:‘uI'-IE [Sub Dtt'ector_I..-}

I~IE-Ir~II {non-exoe1.1t:el1Ie entity]

NC-1'I-'1'N'U {non-executable erltits}

as we con o!ete1I*L-e. of! out the .oore.s'.r minimum of trgfectoote otgfecte he-re ':£r'.soppear'ed ‘from the vofr-me

In :1 rem‘-1-s'on!'oT sa'n.reo'oe. honoree: ojoejeeer would have been moved into me E Ieewngjtet set

possible eorflfdetesjor irgreetfon.

STAGE 1 - I'Ir'Ifl'L1N'I'ING TI-I'E SI-

Tlte SE is mounted at the time when the system is booted offthe hard diel-.'. D-US pmoeeses

CDHFIGETS. and leads lite SEE-'||.'.?lIJ'I'~l'I'.E'r"".§ dritrer. .E2Et~.-tE|IL|'t'~2l'1" detects the preeeltee ofthe SH". roads

tt:[i11 order to dete:r1'n1'.tLe its size. volume ehsmeeieties} H1311 then [Be one would EIJEH} 1|'I'||!r|E-‘IIELEJIIE if B5 1!
driiru —:i he 3T.flsC."KER.. DE-LSP.5I..CE. DHVSFACE - right?

‘i'I"RDN(."r!

In the ease offlle oooue rrrnettliiorred ‘olive e!o:u'£I.:Eer.s ’. they 11-o:n‘eEeit.n':er‘rr-eotttle .1-I.iF'F.rEae 1-‘I-err case I: is er
EFF’ - Coetpresse-I! Fife Volume} as C‘: and the or:'g1irro.|' ofirtue as 13'.‘ v or to'ee-trereo. flur eoftfi-‘SID: can‘!

 

gm-L.'E.fl|'.:'I.:5ETf.'-.7-E'I5|i's'.FE1'Es'I1'E o1s-so 1.Ii- Built-I111 Lu. :1 tin I.'.!.idrmI.. etreqsaut. El-.I.IhI-IIHI-I-. mm ate. Eula-I.DUDE‘ ++s{o}1::soese13is.t4¢puufdo:pu:hIi-:sinnrnq-he-wqnuatud.mmdh1-mhdqumeretuuttfledinmsrfiarmfilflflflflfltfi
'II.H'rte-up-en11|uIo-I1-o-Elk: gp|.lsI.1hu1.
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afl-‘excl tede that, as meet pragrarna ertpe-ct their nan-ereentalrle eenrpenerdzs feenfigerelicn filea. II"-II filth!‘-
em]. to reside in the mute drive and direetarv H the}: dn_ he far example. 'HE..E1-EE we-uld erpeet 1"~i|C.II'~iI

and r~1t:_|i.-1'HLr tn. he praaestt where it Ea-adeel. I-Ieaee. HE v.-auld net war]: {as tvnuld net a large number ei‘

ether pregearnsi ifvve implemented I:-1.rr Sine C and the erininal '-w:rIur'e'Ie es drive D DI‘ ‘I-rifled-'E1'S1

H"h'e.* teeneedtndatraeaie itreern as ehnnyfi ell-re e:t.r's£ nu ehernere d.'I'I"I='e, H'-‘tick ill Heflf-!.I!_'HIIeJ-'d'-II

nae. Ihteea!'tajire'e.M'a-faeegte!

Keep in mind tanthat we need ten nrnnitartll ectiviliee [teeth as DIR. U']J¢t'I. Rlfl-Ii. ‘Write, Cleae, Delete,
MD, RI], CD, Cretflialtfreespmeete}-tlutareinnngrwnvennnectedudthdiekhfl. We heedtepflst
tI'bE'.5E' requests seamlessly eitherte the erigiirai velume ette the 53. And meet trnpertam, hath veitnznea

rnuat lent Iiitethe aarne nri.-.;n'nsl vnlunne. end in case we've fhrgettelr. we've eat to maiutainthe

integrity etfiiea an the SE-

In 3 metmell, here‘: what $E.h'[flUNT d-aea when It leads up:

a copy the CD3 E1rt1'j.r|:I1.'.=fe.'r tn Tahle 1]: hr drive (I: -[The DE} late eee -at‘ H internal huffers

. 1:e|I:e nverthe Ilflfi interrupt Ill l_'praet:ieaJ.l].' ail the EIE'.|'-Ei.i.I'E:fl'Ifl|.'].|' handling eaJJa require an

int EII1}

up take ever the D05 Heltipler. iIterrtt]rt1'_Jlt1I-‘h_'|

- d-etnrrrnine the address ni‘tJ1e DDS Stvappahle D-ala. Area {EDA - there an this later]-

Thai is a]] that SEMIIJLTNT needs to de when it leads an. The teat. which ts lire integration efdre S2 with

the D1‘. is sheer tangle!!!

STAGE 3 - SEHMLESE EI'~i'l'EGRA'I'IEI-N "WITH T]El'li.'. I]-E

Stage 3 entries Lute play the rnnnreat Stage 2 is ever. it in-erlva es fellcvve:

[In the cIecI.rn'erLee nfamr Int 11h. c-nntrcl came: to die [at 1th handler Enaiele Srlvictlnt. Again as it is

far ainrrlierte explain u.-ring examples, I shall £1.Jp[II'_'|" as few.

Let us suppnsethat S‘i'SlN1TI[|rart efthe DES starhip-cede] finished are-easing EEtNFIt3.3‘:'5_ It then

needed tn-aileneate annre nrernerv. SYSIHIT iasuea an Jntillt. rvidrdre AH register=+'-13]]. Thls is trapped

hv SE2!’-.-'lC+T.J1'-i|T's Int Elh handler. SEIF-t[IE|ILFH'I geeathr-nugh a Ie-eluzlrp tahle. and determines that Itirir

_,i"tnI:t1'r'.a.rr .:i.'n-e-.e .I:nt.n".ee.er-neteaareeiirtan. aadea LHIFERS flfllf. aua'_a-a.es.eaenettrafra£}tJ.5'tatifn the
erreeera r_r.I.

[:11 the ether hand, let us sup-peae that the request waa re epen a tile [1-El I15 rev E:".I'-IE‘-.I'~ivI!I_]v!]'-fI.T}.

SE-ii--ItIIU't~lT determines that en cnee file request is me nJ'e|'-n nznnr resrnremr nrluinh is I?ieEertd'I‘I‘-.E' es"-tfl

emertrtan. Se. ItRs1.i':'i'E.$' ailing eenipearea earltrcitn BIDS.

[five re-celleet cur -efilierdiecuetieii ‘lneiee the |‘~'!'.S~Dt3|S File Svsteef. Di:-‘P5 essentially chedtfi the

EDS, deterrrtilr that E‘. is a valid drive. Ialie the device driver amneieted ‘add: the drive. H115 up El

5FTEntrg.r ete,ete, and then rehrrria vvilir a 1arndie{J'FHJapeeifyin_g that the epen. wee successful-

HI this Slflflih. ee-ntrel enrnes be-I:'.it1n SEMDUNT h-elfere it returns to t]1efi:IpIiI:'.a1ieI1I[ee DUB 'I-'-I'fl3~ CEIHI‘-‘ti

h'_I.' SEMCIUHT which was called by the ittppliearienj. At the paint, EEMDUHT eiedra H-Aether Etrfleg

is In a raised arere 1-‘i!.r trjl. New. SEMDUHT eke-cl: whether £1115-' has returned en‘ eflw I‘-'I'I' film 'Ij.|'. SD.

SE.]".-iCIlJ'l'~i'I' L-CW.-"E3EtS its flag and returns tn the appliltatien. This ts haw S.E|'vIfl-L|'|"»iT manages file

epens en the DE. l_'a-etnallv, DDS deee}. As a raatter ef feet, this is have SEMUUNT menages en}:
file.-"diIeetcrv related activities can the nz.

 

 ULLEWNC U1F§5“fllfiIi Lt-e..1l1let;InaIrItt.FthhelerLI11:Iirflh.fl!t1Ili1u||I:d-flfl {|}]3J?55lfi|,.I‘;'l.Mnflnfllfinfliufimrmqhmpnh:-fiflmflharuimfitnwmmthh-d.hq-'hm'!'MIflfl$tflifl
vI'r'lt:|1|re|'n1inin|1-nJ:'I]r:e|rn|rE.|IeI1=.
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What then. ifah epplirettinn waited tn spate rT.':1NI'.'."|t‘tIT.E'.'-'t:I. FFeii, ttite__I'irt]_'i.tJn‘...-*!.i'..'i'E.t‘.'|, eantreipnsses
nlftitll-'.I1 I‘-It DH-5'5-tI'I' B-E1-5' eelfifmti tn! NEEJEE, tr.tIa'se .I'e.ti'rrts re .5I't'|a'tit.-'?|t';i"nrit'.it are errstr.

SEHIII.-‘NI seer riser irs_;I'Iatgrt's rtsisetftie rtsirsdfieg irrdieaees PILFEIHLE aerivitft may he rest-triredtttt

tire-57-El AND HHS tins retrtrrredtrn melr. This rails .‘:1'i'|ti':ti.'tl1-'?'tF'."r.'tltIa-tt.ir' shenflnrteautt ta tweet‘ that

tut-t'I1.i.t'_'|-I ti-rt HI-I‘-53'. And it this paint the int 21h I:t.attt:liet tIf'S£h-ICI-L|"t-IT begins its real_iugg].1'.ng aet.

First. the int 21h hantlier nttiaidtss tvitttt the CD5 erttt-J:-jlitr ririva E‘,h that the drive It a
N tirites.

Seeend, the hantllerretere tn the Due Etta. te find eat the ta-tttattts atthe varieus registers when DflS‘s

In! 211:: handlereet central at‘th-t: request (the erttttents efregis-'.ets,elet1g tv'iti1 ether inferatatien is st-rtreti

within the EDA}. The registies are relnarled with the shared enrttettts.

Lltrtly, EEMGUNT ltltl-I-‘III’! ifl flag Iltl RE!-ESUES the ttlll to DB5!

This time atruss, DDS I::temine5 the CD5 Fer rlrive C. end d'eterIvet's that it‘s a t~fE.'I'Wt.'.|11I'-T.-[returt-ts}

drive. it HEP"-'-'iJRit'. drive. as far as DDS lztttt-tvs. tt:ta:.r net leave :1 D03 eemptatittle FAT. and em he

implemented by El]'J}' vettdrtr he-‘she -deerns fit.

In erurler te integrate alien net—F.'tT fi le systems with DDS. DDS previ-des hrt-alts by which it eails

pregratrta te ithpferrtettt retttete drives. These heel-ts eenstitute the D-D3 Nertee:-rlr flertit-aartar .i'nret5t"aee.

and e prengrent uslhg these hart-its is eali-ed the Netttretit Retflireetes. Thetierveeri: Eteadireeter irtterme is

called via t.t:t1 IF]: {that Le tvltv 5'-=.'Z|'v'lE|'I.1'I'i'1' ttertttrted tint intenupt. tee} with the AH register leaded with

the value 11I'.t. and the hi. register leaded with the sub-litttetirttt [t]|:Iet:t. Read, Write. Close eta.)

'Tt:t- t:t.1I ei lung diary shelrt. DDS, fir:tt:|'.ir1,-5 tltd the tfi‘.i.‘tI"t: is n ntstvvenrlt t;i.1"rve, isetuee an Int EFII with titl-I-1I]:t

and r5tL=Itth I[-v]:tert ettisttizng fillet. DDS alert passes a peintertn an t.trtt'nitt'tt.it'::e::l EFT ale-rig tvilih I:ttJ:v=r
relevant infemtetien in the SIM.

Cln receiving eeulrn-l via int 2Fh. $L’|!'-II‘-'JLFl'~i']' detenttirtes the ftt.t:tetiert. derives a ]:I-einterte the filemme

tII.',':‘-.|!-ZlC."-2|‘-1|II:.E.‘.h{E}. r-ems the tile sgtrstettt from the SE ittte I'I'II:1:t1tt-1'}.-' {at the dish level . net trtalrittg any DDS

enlist}. and ending the tile. fills inferttttatiett i.-rtte the supplied EFT. At this peiet. SEl'-:lCtTJ't'ilT ttvirldles

with the EFT E.'l1I1'jtt far that tile te intlitzite that this file is a 11:t:t:Lratt: file. E2.tv:[IEtUt~1Tthen twiddles with

the CD5 tar drive 1:, re Ludirate it is ti |','ti!i}'IS'-i.i3li-i drive, and rert.ttt:ts. Fqtplieatien '-'-rattled the Elie epertet:L

SEIvltIIILF[*i'l'-[attI:i net DUE-J has epened it far gr-rttt.

Similarly. ifynu issuerla ‘DIR. Ct"-'r~iC" eetnmattd. fitat the files en the DE. feilewerl by the files en the

SE wetild he rlisp-is:-ted - despite the feet that they lie eat separate velttrttesi Well. aetttaligv, a [tilt [that

translates into a series eftind fiI3tt"fi.I|.tI netrl ealls ten the D3; I'Et:||.llI'E5 a hit efspeeial handling [as rle the

['E]tlt]'tTE direetnrjr and the rerta.tt:te ihttstiensjt, hut it is ptltfllbltettr tie it.

Reads rhea writes} ate narreirsrhejiagin the I.1tt2Ih hett-:lleret".'iE]'v-Iemtt. The handler denes rt-at need

he metldie with the CD5 he intheate that the drive is netvvm-lead. fitrud mq1J.e=5-ii an a file will result in

[tits i.'.$~itt'I.1:iJ:I.,g-ll.I1i:I'I: 2Fh, AH-l Ih, AL-it ifrhe EFT far that file indieatee that the his is rentnte- I-Ienee, if

a file en the SI needs te he read frerrt {er writretzttrtlt, the itediteeter gets ettnrre] a.t'.u:l rlees itsjel:

{ar:tt.ta].l3.' reading hut never vnitittg].

Sirniierlje varieus fi.1I1etien:s to take care efseflzirtg etI1'itr1.ttes. deleting files. ntaruging directories. etc. can

he seamlessly itttegnted as HHS n-ifieftettuls eeflrhe .fl'edt'1-st.-re-r when it nests in eeeess *net'Ie'erIred'
s‘.rr'v.es*.
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