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himself. He claimed to be concerned about what the group would do to him if he revealed what he knew.
I could not work out if he was trving to fool me, or if he was really worried, or even if the messapes
orginated from one or more people,

L

KWORG IIRLSIT

Fade in Heng Kong (Shatin)

Fig. 2: Screen shat of Shatin

THE ROUTE FROM CHINA

The commercial companies have more international interchange,

Literally thousands of Hong Kong companieés have offices or factories in China, [t 5 easy to imagine that
thiz provides a channel for vimases written in China to reach the international scene. Two specific
incidents sugpgest, but do not prove this:

ANTICMOS

In March 94, within a couple of wesksof each other, [ received two samples of AntiCMOS A, One was
from an airline, the other a manufacturing company. Both believed that the vinus had come from their
China branches. These were not the first samples of AntiCMOS found intemationally, bat they were
cloge to that dage.

The next stage in the chain is & company without an anti-virus policy. In April 94, 1 received a sample
from a large local bank. In May, a salesperson for an on-line banking service from that bank was found to
have an infected demonstration diskette. The diskette in question was not write-protected, and the
salesperson’s standard procedure was to use a customer’s machine to do a directory of the diskette, and
then to boot the machine from it. This procedure seems designed to maximise the chances of picking up
an infaction and distributing it to the maximum number of customers. Smnce then, reports of AmiCAMOS

have rigamn,

I have had only one sample of AmtiCMOS.B, in early May 94. This was collected from a computer
company in Shenzen. This variant contains the text: ‘I am Li Xibin'. Li Xibin is a plausible Chinese
name, that and the dates of first appearance sugrest that AntiCMOS is a Chinese virus.
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The hobbrvist environment frequently exchange filés on BBSs, but these will generally be entirely within
Hong Kong. So, file vimses are common, and locally written viruses are well represented, but some
viruses, well-known internationally, are missing. This may change as the Intermet boom allows exchange

between previcusly isolated collectors.

China is largely isolated, but has its own vims writers. Who they are, and why they write, is currently
unknown, However, it seams cemain that we will encounter more from China as it develops and increases

its links.

J China and Hong Kong
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In addition to the ahove, both virus scanning and verification of cryptographic checksums were introduced.
This implementation covered memory and the most eritical files, including those files which do not come
under virus threat, hut ave subject io wver atack; the checking of files subject to uver attack was
implemensed to prevent deterioration af the DOSWingdows emvironments and disabling of the virus
proteciton el In the execution of these measures, it was found that displaving a message to the wser
regarding the detection of a virus was simply not effective. Hence, on detection of a virus or a user-
instigared change to vital system files, locking of the system was introduced so that an infected computer

could no longer be wsed,

The end result af this exercise was that, atvery low cost, the computers were very effectively protected
amainst kmown and uaknouw virises, and also againgt degradation of the DOS and Windows
environments diue to ingdvertent or interxtional attack by users.

Despite a continuing stentficant increase in PCs, and regular infections of virus-infected disks by
incaming froops, the number of vins infections af PCs at UNPF has been dramaiically reduced.

INTRODUCTION

One major task before the Information Technology Services Section (ITS5) of the United Nations Peace
Forces ( UNPF) inthe former Yugoslavia at the beginning of the 1994 was the necessity to develop a
standard and reliable user environment for the standalone PCs used within the organization. A primary
crterion in this regard was to design an operating system énvironment which would prevent degradation
at both the DOS and Windows levels, Atthe same time, the number of virus infections had reached a
critical level, counting more than 15 separate incidents per month. A decision was taken to addreas both
of these problems with one solution.

In the early stages of any United Nations (U7} mission, virus infections always present a difficult problem
because many computers are moved rapidly into areas out of reach of any centralised information technolagy
(IT) section. Further, there 5 a communications problem, which results in widespread use of diskettes for
the dissemination of information. In addition, the rapid armval of thousands of civilians and military
personnel and the rotation of troops every six months resulis in a very regular inflow of viruses into the
MESSHN Area.

There are currently over 4,500 civilians and 40,000 troops in the former Yugoslavia, The total UV PC count
provided by the N is over 4,000, although many nations, as well as other LA and non-govemmental
agencies, also possess their own PCs. A high percentage of PCs are standalone and are located i war-tom
areas that are difficult to access on a regular basis to update vinus scanners,

In designing the user environment, we were aware of the problems caused on machines by the users,
Imztalling unzuthonsed softwrare packages, éither intentionally or unintentionally, changing the
configuration of the DOSWindows environments and mtroducing virus infected files and dizks onto the
PC were common actions, It was decided to design an environment which would be resistant to change
and which would prevent operation of a PC whose configuration was significantly modified. At the same
time, that environment needed to ensure trouble-free operation of the PCs, while providing the user with
all necessary application software. It should also cause no virus false alarms or imritate users with long

lasting and frequent system checks.

THE DESIGN ENVIRONMENT

When anti-virus measures were planned, [TS5 was responsible for over 1000 PCs, with maore than 3000
PCs projected to be in place within one additional year. More than half of these PCs were standalones
and the rest were connected in several multiple-server networks. Most application software was located
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Every time computer boots

The computer’s memory is scanned for the presence of known computer viruses. Integrity of WIN.INI,
EYSTEM.INI and PEROGMAN.INI files are checked. If the integrity check fails then the original of each
file is restored from backup, with modified files being stored for analysis, The integrity of NC.MNLU
{Norton Commander Menu) file is checked. If the integrity check fails, the eriginal file is restored from
backup, The modified file is stored foranalysis. The integrity ofall files invoked during booting is checked
and if the integrity of any file used during booting has been violated, the computer is halted.

Every time Windows is started or Nerton Commander executed

The integrity of AUTOEXEC.BAT and CONFIG.SYS is checked and if the integrity of either of these files
has been violated they are restored from the backup. Modified files are stored for analysis.

ADVANTAGES

During the implementation and operation of the above measures, several ohjectives were reached. With the
basic features implemented to prevent accidentzl booting from infected floppy-disks, over 30%6 of viruzes
pregent in the environment were covered, Implementation of cryptographic checksumming covered the
problem of unknown viruses was proved worthwhile by detecting two previously *unknown” viruses at that
time {OneHalf-3 544 and SillyCOM-290). At the same time, the boot process was speeded up and checking
procedures were causing little or no delay. Finally, operating system setup was protected against tampering

and degradation.
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The graph shows the very rapid decreass in infections soon after the above measures were introduced (graph
covers Zagreb sites only ). The graph shows the percentage of PCs infected during a given month (solid line,
left axis) as well as the number of PCs in use in Zagreb (dashed line, right axis). Owver time, as the number
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of PCs used within the organization grew, the number of virus infections showed no increase, Maintenance
was straightforward and effective since the computer setup was standardized and protection procedures were
able to identify problems. The number of false positives was very low and detection accurate and effective.

CONCLUSIONS

The best anfi-virus protection on a standalone PC is useless if dizabled by the uzer, something which users
tend to do in an environment where control 15 difficult due to lack of access,

Messages to users reparding possible detection of a virus are essentially ugeless — some disabling action is
necessary, within our case, any infected machine being locked to prevent use.

Changimng the boot sequence to C; then A: and subsequently password-protecting the BIOS setup 15 8 very
effective way of reducing the spread of boot-sector viruses in an environment where floppy-disks are in
significant use,

Cryptographic checksum technigues designed for anti-virus purposes can be effectively used to limit users
ability to modify Windows and DOS configuration files, thus enhancing environment stability and reducing

maintenance costs,

In environments where policy enforcement is difficult, anti-virs technigques cannaot be effective unless they
are married with technigques for the preservation of the operating system environment, including anti-virus
measures themsehves — users tend to disable anti-virus measures.

The annovance factorofany suite of anti-virus measures must be reduced as far as pessible to reduce the
likelihood of user attack against those measures.
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COMPUTERVIRUSES: A GLOBAL PERSPECTIVE

Steve R, Whire, Jeffrey Q. Kephart and David M. Chess

High Integrity Computing Laboratory, |BM Thomas J, Watson Regearch Centar, P.O. Box 704,
Yorktown Heights, NY 10598, USA

Tel+1914 T84 7368 - Fax +1 914 T84 6054 - Email srwhitei@watson, ibm.com

1 INTRODLCTION

Technical aceounts of computer viruses usually focus on the microscopic details of individual viruses: ther
structure, their function, the type of host programs they infiect, etc. The media tends to focus on the social
implications of isolated scares. Such views of the virus problem are useful, but limited in scope.

One of the missions of IBM s High Integrity Computing Laboratory is to understand the virus problem
from a global perspective, and to apply that knowledge to the development of anti-virus technelogy and
megsures, We have emploved two complementary approaches; ohservational and theoretical virus
epidemiology [1, 2, 3, 4, 5, 6], Observation of a large sample population for six years has given us a good
understanding of many aspects of virus prevalence and virus trends, while our theoretical work has bolstered
this understanding by suggesting some of the mechanisms which govem the behavior that we have observed.

In this paper, we review some of the main findings of our previous work. In brief, we show that, while
thousands of DOS viruses exist today, less than 10% of these have actually been seen in real virus incidents.
Viruses do not tend w spread wildly. Rather, it takes months or years for a virus o become widespread, and
even the most commaon affect only a small percentage of all computers. Theoretical models, based on
biological epideminlogy, can explain these major feamres of computer virus spread.

Then, we demonstrate some interesting trends that have become apparent recently. We examine several
curious features of viral prevalence over the past few years, including rermarkable peaks in virs reports, the
rise of boot-sector-infecting viruses 1o account for almost all incidents today, and the near extinction of file-
mfecting viruses. We show that anti-virus sofiware can be remarkably effective within a given organization,
but that it is not responsible for the major changes in viral prevalence worldwide. Instead, our study
suggests that changes in the computing environment, including changes in machine types and operating
systems, are the most important effects mfluencing what kinds of vimses become prevalent and how their
prevalence changes.

Finally, we look at current trends in operating systems and networking, and attempt to predict their effect on
the nature and extent of the virus problem in the coming vears.
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2  THESTATUS OF THE VIRUS PROBLEM TODAY

Ower the past decade, computer viruses have gone from being an academic curiosity to a persistent,
worldwide problem. Viruses can be written for, and spread on, virmally any computing platform. While
there have been a few larpe-scale network-based incidents to date [7, 8,9, 10] the mors significant problem
has been on microcomputers, Vinses are an ongoing, persistent, worldwide problem on every popular
rhicrocomputing platform.

In this section, we shall first review briefly our methods for monitoring several aspects of computer virus
prevalence in the world. Then, we shall prezent a number of the most interesting observations. We will
attempt to explam these observations in later sections of the paper.

21 MEASURING COMPUTER VIRUS PREVALENCE

We have learned much about the extentof the PC-DOS virus problem by collecting virus incident statistics
from a fixed, well-monitored sample population of several hundred thousand PCs for six years. The sample
population is international, but biased towards the United States. It is believed to be typical of Fortune 500
companies, except for the fact that central incident management is used to manitor and control virus
incidents,

Briefly, the location and date of each virus incident is recorded, along with the number of infected PCs and
diskettez and the identity of the virus, From these statistics, we obtain more than just an understanding of
the virus problem within our sample population: we also can infer several aspects of the virus problem
worldwide, Figure 1 illustrates how this is possibla’.

Penetration

Figure 1: Computer vinis spread from an orpanization s perspective. White circles represent uninfected
machines, black circles represent infected machines, and gray circles represent machines in the process af
heing infected. Throwghout the warld, computer virwses spread among PCs, many of them being detected
and eradicated evenrually. Left: Occasionally, @ virus penetraies the boundary separating the organization
from ghe rest of the world, inftiating a vinus incident. Righe: The infection has spread to other PCs within
the organization. The number of PCs which will be infected by the time the incident is discovered and
cleaned up is referred 1o as the site of the incident.

Further detils shout our sethods Tor collecting and imlepreing stalistics can be foond in several mfeescss 2.4, 5, 6
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From the perspective of one of the organizations which comprises our sample population, the world is full

of computer viruses that are continually trying o penetrate the semi-permeable boundary which ssgregates
that organization from the external world. Ata rate depending on the number of computer virus infections in
the world, the number of machines in the organization, and the permeability of the boundary, & computer
virus will sooner or later make its way into the organization. This marks the beginning of 2 virws incidens,
Agzuming that the permeability of the boundary remains constant, the number of vinus incidents per unit
time per machine within the set of organizations that makes up our sample population should be proportional
to the number of computer virus infections in the world duning that time period {in fact, our measure will lag
the actual figure somewhat, since incidents are not always discovered immediately ).

12 OBSERVATIONS OF COMPUTER VIRUS PREVALENCE
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Figure 2 Cumuilative number of viruses forwhich signatures have been obiained by IBM s High Integvity
Computing Laboratory vs, fime. There are thousands of viruses, but ondy a few have been seen in real
frcidents

As shown in Figure 2, there are thouzands of DOES vinuses foday. Dunng the past several vears, the rate at
which they have appeared worldwide has erept upwards to its present value of 3-4 new viruses a day, on
average (see Fig. 3).

Mote that the number of new viruses is not * increasing exponentially’, as is often claimed [11,3]. The rate
of appearance of new viruses in the collections of anti-virus workers has been increasing gradually for
several vears. The number of new viruses is increasing at no more than a quadratic rate. In fact, almost
nothing atall about viruses is ‘increasing exponentially”’. The problem is significant, and it is growing
somewhat worse, but prophets of doom in this field do not kave good trade records.

While there are thouzands of DOS viruses, less than 10% of them have been seen in actual virus incidents
within the population that we monitor. These are the viruses which actually constitute a problem for the
general population of PC users, It is very important that anti-virus software detect viruses which have been
observed “in the wild®. The remainder are rarely seen outside the collections of anti-vires groups like ours.
Although many of them might never spread significantly, viruses which are not prevalent remain of nterest
to the anti-vins community. We must always be prepared for the possibility that a low-profile virs will
start 1o become prevalent. This requires us to be familiar with all vireses, prevalent or not, and to
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incorporate a knowledge of'as many of them as possible into anti-virus software, We continue to maonitor
the prevalence of alf viruses, regardless of how prevalent they are at present.

New PC-DOS Viruses Per Day

Total Viruses
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Figure 3; The number of new virises appearing worldwide per day has beent increasing steadlly

Out of the several hundred viruses which have ever been observed in actual incidents, a mere handful
account for most of the problem. Figure 4 shows the relative fraction of incidents caused by the ten mast
prevalent viruses in the world m the past year. These ten account for over two-thirds of all incidents. The
one hundred other viruses which have been seenin incidents in the past year sccount for less than third of
the incidents. Most of these were seén in just 2 smgle incident,

Form
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Monkey.B
B1
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100 others
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Figure 4: The top 12n viruges account for two-thirds of all incidents, and are all boot infectors.

Curiously, the ten most prevalent viruses are all boot vinses. Boot viruses infect boot sectors of diskettes
and hard disks When a systerm 15 booted from an infected diskette, its hard disk becomes infectad,
Typically, any non-write-protected diskette which iz used in the system thereafter also becomes infected,

ﬁﬁti&ﬁﬂﬁ COWFERENCE €1 995 Vieus Bulletin Lid. 21 The Oad rand, Abingdon, Onfordshire, %14 35, England,
ﬂu (1235 555159, o part of this pubficetion may be reprodisced, sioned in a retrisval system, or tronsemitted @ ey Grm withoal he prar

wrilten permission of the publishers Blue Coat Systems - Exhibit 1010 Part 3 of 3



VIRLSS BULLETIN COMFEREMCE, SEPTEMBER [ 995 « 167

spreading the virus. The dominance of boot vimuses is especially striking when one takes into account the
fact that, of the thousandz of known DOS viruses, only about 10% are boot sector infectors.

Boot viruses have not always been dominant. Three vears ago, the second and third most prevalent viruses
were file infectors, as were 4 of the top 10. The total incident rates for boot infectors and file infectors were
roughly equal. Figure 5 provides another view of what has happened to the relative prevalence of these two
types of viruses over time. Beginning in 1992, the incident rate for boot sector infectors continued to nse,
while the incident rate for file infectors began to fall dramatically. We will attempt to explain this
phenomenocn in a subsequent section.
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Figure §: Boot viruses have continued o rise in prevalence, while file viruses have declined

It is interesting to break up our incident statistics even further into trends for individual viruses, Figure 6
shows the incident rate for selected viruses. Note that some vimszes have increazed in prevalence, while

others have declined,
05
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Figure 6i: Some viruses have increased in prevalence, while others have declined
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found them for a very lonp time. In just a few days, the worldwide population of viruses was decreased. We
would expect that the virus population, and hence virns incident reports, would increase again in subsequent

months.

Virus incidents did increase after that, but in a way which i rather complicated. W will examine this in
more detzil in a subsequent section.

Despite the benzficial effects of eliminating some viruses temporarily, the hysteriz caused by this event was

clearly out of proportion to the risk. Individuals and businessas spent vast sums of money and time warding

off a threat which was much smaller than they were led to believe. We hope that those involved leamed from
the experience — that our friends in the anti-virus industry will be more careful i saying that they understand
viral prevalence when they do not, and that the media will examine predictions of impending doom with a

somewhat more critical eve.
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Figure % Michelangelo Madress resulted in many people finding viruses af all hinds.

42 THE MISSING BRAIN

The Brain virs was first observed in October 1987, making it one of the first DOS viruses seen in the
world [15]. It infects diskette boot sectors, and becomes active in a system when that system is booted from
an infected diskette. Unlike most boot viruses today, Brain does not infect boot sectors of hard disks,

In the early days of PCs, most PCs were booted from diskertes and did not have hard disks. This provided a
perfect medium for Brain to spread. Diskettes used in an infected system became infected themselves, and
could carry that infection to other systems. Brain spread around the world in just this way.

Beginning with the introduction of the IBM PC-XT in 1982, the PC industry made a transition to systems
which have hard disks. Unlike their predecessors, these systems wers not booted from diskettes as
frequently. When they were booted from diskettes, it was typically for some special activity, such as system
maintenance. Once that activity was concluded, the system was rebooted from the hard disk. Ithecame very
uncemmon for 2 system to be booted from a diskette and then used for an extended period of time, with
more diskettes being inserted into the systeny. This denied the Brain virus the opportunity to spread in most
cases. The world becarme a much more difficlt place for the Brain virus to spread, and its prevalence
declined.
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This decline in prevalence eccurred before we started gathering accurate statistics about vins incidents, so
we cannot illustrate itquantitatively. Anecdotal evidence and our own informal statistics from the late |980s,
howewver, suggest that the Brain virus was substantially more common than it is today. While Brain is stll
SEen on rare occasions, it does not spread well today. We sighted the Brain virus several times from mid-
1988 until mid-1990, but since 1990 it has only appeared in our sample population once, in earby 1992,

4.3 NOTSTONED AGAIN
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Figure I0: The Stoned virus, a boot infector, rose in prevalence and then declined

The Stoned vires was first observed in an incidentin 1989, It is a typical boot virug, infecting diskete boot
records and Master Boot Records of hard disks. One ime out of eight that a system is booted from an
infected diskette, the message "Your PC is now Stoned!” will appear on the display. The virus has no other
effects.

This virus followed the expected pattern of rising in prevalence through 1991, at which time it had reached a
rough equilibrium. After a large peak during Michelangelo Madness, it slowly declined in prevalence over
the nextseveral years. Once the most prevalent virus in the world, the Stoned virus is seen much less
frequently today.

Its rise in prevalence and subsequent equilibration is what we expect of a virus. Its decline is a bit puzzling
at first, untl we notice that a system infected with the Stoned vinus only spreads that infection to the diskette
in the A: drive, not to any other diskette drive. The system became infected in the first place by booting
from an infected diskette in the A drive. The Stened virus started it life on 5.25-inch diskettes. In
spreading from diskette to system to diskette, it could enly spread to other 5.25-inch diskettes.

Early in Stoned’s life, most systems used 5.25-inch drives, so there was a fertile medium around the world
which Stoned could use to spread. In the late 1980s, however, a trend began towards systems that used 3.5-
inch drives as their A; drive. The fraction of svstems which had 5.25-inch A: drives declined, and has been
declining steadily eversince. With fewer and fewer systems that Stoned could infect and spread between, the
virus too declined in prevalence,
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became the norm. Virtually all file viruses, including the once-prevalent Jerasalemn virus, have decreased
dramatically in prevalence because of the increased usage of Windows, and because Windows is fragile in
the presence of file vineses. The Form virus, along with other boot viruses, have increased substantially in
prevalence, to the point where boot viruses account for around 90%6 of all virus incidents today, Their spread
is nof unusual, [t is the expected behavior of viruses in a population. They have not died off as have file
viruzes because their spread is not limited by Windows.

If the computing environment did not change, we would expect that file viruses would remain verv low in
prevalence, while other boot viruses would increase substantially. If dozens of boot viruses became as
prevalent as the Form virus is today, the total number of virus incidents would increase substantially.

By examining trends in the computing environment, however, we can analyze how these might affiect
computer virus prevalence in the next few vears.

Increased use of 32-bit operating systems, such as O5/2 and Windows, is likely to cause a decrease in the
prevalence of all current DOS viruses. This is not because they were designed to resist viruses. (uite the
contrary: viruses can be written for, and spread by, these operating systems. Rather, the predicted decrease
in DOS virus prevalence is simply because features which current DOS viruses use to spread changed in
these newer operating systems.

Increased networking, and global networking in particular, will tend to increase the spread of file viruses and
decrease the spread of boot virnses, Viruses written to take advantage of features of 32-hit operating
gystems, especially local and global networking, could become increasing problems. This is a worrisome
prospect, s vinuses can spread with remarkable speed on world-wide networks.

The technology required to deal with a world of rapidly spreading viruses will be much more challenging
than current anti-virs technology. Itwill be required to respond very quickly, and globally, to new viruses -
probably more quickly than humans can respond. While ¢lements of this technology are working in the lab
today [ 19, 20] the task of creating an immune system for cybespace will occupy us for some time to come
[21].
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VIRUS PROTECTION AS PART OF THE OVERALL
SOFTWARE DEVELOPMENT PROCESS

Robin . Kinney

Varian Oncology Systems, Mailstop C-080, 911 Hansen Way, Palo Alto, CA 94304, TISA
Tel +1 415 4246127 Fax+1 415 424 4511

INTRODUCTION

In developing written processes for dealing with computer viruses in a commercial software development
environment, there are two aspects to be considered: the successful elimination of the virus after an
infection eccurs, and the prevention of vins infection in the first place. The first is relatrvely
straightforward and mechanical. It relies primarily on thoroughness for success. The second aspect can be
more difficult, a2 itis more motivational and relies heavily an the culture of the organization. Developing a
formal process for dealing with computer virses provides & uniform way of training new employees and a
mechanism of improving the organization’s performance of both prevention and eradication of viruses,

An alternative to a written process iz an ad foc process. When a virus i discovered, why not just choose
someone for the task, arm them with the best tools, and tell them to go forth? 1f the same person is
chosen each time, they will likely develop their own process, whether it is captured on paper or not. In
addition, they will probably get better at it each time. However, without the benefit of a written process, the
upper boundary of process improvement is limited, management intervention is required, and the same
person must be involved each time for the task to be efficiently performed.

Committing the process to paper does not provide the complete answer. People must be trained to know
when and how to use the process. Using the example of systern backups, an alternate sy=tem administrator
whao is shown the location of the development system, how to mount a tape, and what commands 1o type,
can successfully perform that task on his own when using the written procedure for guidance. Effective
training of people in how to use the process is key and is discussed in greater detail later.

The purpase of a softwars process is to support the mizsion of the organization. This mission is to make
money through the development of software products, and to do this in 2 sustainable way. It is net enough
simply to produce innovative products which meet customer needs. You must be fast in time to market and
deliver a product of high quality, This allows the software developerns to concentrate on new products which
generate revenue, as opposed to working on removing bugs found by the customer. High quality and ghort
times to market are expected by custorners today: if you can't provide them, your competition will. Effective
processes which deal with computer viruses support the mission of the organization, and should be part of
the overall software development process.
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which exacute as TSRS perhaps offer the best solution, but again, there are no guarantees, People must be
motivated to use them properly, keep them at the latest revigion (assuming the signature detection tvpe), and
continue to uze them even when main memory conflicts arss. Awarensss and motivation are key.

Having said that, ] must admit that | know of no sure-fire way to motivate people regarding processes. So
much of the motivational issue is governed by the organization’s system of rewards. Often, software
development teams recerve therr rewards by the imeliness and quality of their produets, and notby their
effectiveness at virus prevention. Perhaps the best which can be done is motivation on a personal level,
Make people aware of the problem of computer viruses and what is expected of them regarding prevention.
The written process i a good ool for providing awareness and can also describa how virus detection
aofiware is to be used, as well as good practices which decreass the likelihood of infection.

Some of the topics to consider in a process dealing with vims prevention are listed below:

b the vectors by which viruses enter an organization
¥ the types of viruses and how they infect sysiems
# the proper use of virus detection programs

¥ thesimple rules of virus prevention:
always buy from reputable dealers.

never install shareware,
*do vou know where that floppy has been?”

¥ how might a virus manifest itself
¥ what to do if you suspect an infection.

If we acknowledge the fact that viruses are occasionally going to find their way into the development
environment, then two issues are of primary mportance: virus eradication and prevention of distribution to

extemal customers,

VIRUS ERADICATION

The process of virus eradication goes hand in hand with the process of vinus prevention, The lessons leamed
during the elimination of a virs can feed back 1o make the virus prevention process more effective, In our
organization, neither process is so complicated that separate process documents are warranted, thus both
topics are covered in the same document. This allows more cohesion between the two processes in both
exacution and education.

Becoming suspiciousof & vines when computers misbehave is the crucial first step in the eradication
process. If the virus is detected by a virus scanner, this first step is simplified. Equally important to this
first step is the notification of a designated persen on suspicion or detection. Even if the person finding the
virus is quahified, and they usually are, to remove the vims from their system effectively, they must not do
s0, There are two reasons for this, The first is that it is difficult to say where else in the erganization the
virus exists. The second is, even though this ene computer may be the only one infected {(and it usually
isn"t), merely removing it deprives the organization of the leaming expenience which leads o process
improvement

At Varian Oncology Systems, we have a Systems Administrator who maintains the development
environment. This is the designated person whom we notity, and the person empowered to form an
eradication team, We have found the team approach to be the most effective means of removing the virus
from the organization. Although the process of eradication is not particularly difficult, thoroughness is
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demanded, and speed is necessary to prevent further virus spread. A team is hest suited for the task.
Whoewver is the focus of virus eradication must be empowered to aszemble a team.

Who are the people who make good members of the eradication team? One logical person is the person who
dizcovered the virus or first became suspicious of a virus infection. He/she is likelv to take a personal
mterest in the eradication process, and is motivated to see it through to the end. Other people who make
good team members are the leaders in the software development organization; often the more semor
developers. Although voo're using the most valuable resource fora task which may not warrant it froma
technical standpoint, vou're sending a very important mesgape to the organization. You're saying that this is
important, and that it requires a thorcugh and professional job, Using a highly-respected person decreases
the likelihood that developers say, ‘Gee, can you come back when I'm done debugping this module?’ when
the eradication team comes around. Just think of the message sent if only the most jumor developers are
assigned! Clearly, you don't need every team mermber 1o be vour senior developers - one or two ars

miequate.

How many people should be on the t2am? This depends on the size of the organization, and on the type of
virus. In our arganization, we have three separate product teams simultaneously developing software, and a
total of about 40 people invelved in this effon, One or two pzople from each development team up to a
maximum of perhaps 109 of the entire software organization, is a good rule of thumb. Be careful to not let
your team become too large as it may cease to function effectively.

Mow that an eradication team is assembled, what are they to da? Before they can do anything, the virus must
be identificd and an effective means of removal must be devised. [dentification includes understanding the
means of infection, of course, Virus scanners are your best resource here if the virus is detectable by this
means. Virus Bulletin is also a source of information. Some developers of virus scanner software offer
advice over the telephone as part of their product’s licensing agreemeant. They see a 10t more vineses in a
month than most of us will (hopefully ) see in our entire career, | frequently rely on this service. The virus
eradication process is useless, unless a means of detecting and removing the virus is deviged. Thus, these
steps are essential before the team can proceed.

The team is now armed with 2 means of virns detection and removal, and is ready 10 go. [Tihe vinus can
propagate by means other than floppy diskette, the development systerms or fileservers should be taken off-
line and not placed back on-line until all systems or workstations which have connectivity are cleared of the
virus, A good tactic 18 to divide and conquer, Separate the organization by workgroups, departments, labs,
etc., then proceed through that part of the organization checking for and eliminating the virus. Every floppy
which could have been used in the recent past must be checked. When searching in people’s offices, out of
respect for their space, it may be best to engage them in scanning the hard disk and floppies. [fyou purchase
pre-formatted floppry diskettes, and cannot determine the entry point of the virus, it would be prudent to
check a diskette from each box. Be egpecially careful in shared work areas such as labs and testing arcas,
Dont forpet those floppies kept in briefecases and the sytems people have athome. Thoroughness is the

watehwaord during the phase of virus eradication.

As the eradication team moves through the organization eliminating the virus, good record-keeping is
necestary, Every floppy disketts, every workstation hard dizgk, every fileserver checked for viruses should
be recorded. The purpose of the recording is to answer three questions. First, how did the virus enter the
nreanization? Second, how much did the infection cost the organization? Third, could the virus have
escaped into the customer’s environment and, if so, by what means?

A sample worksheet and checklist are included at the end of this paper, The worksheet helps organize
information before the eradication effort begins. The checklist simplifies the recard-keeping during the

eradication proCess.
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Total number of floppies checked 16
Total number of workstations infected 2
Total number of floppies infected @l
Total number of fileservers infected 0
Total man-hours lost due to infection 116
Total cost to the organization §3500

In examinmg the statistics for this infection, it seems unlikely that only two workstations would have
propagated 61 infected floppies. Unfortunately, there is insufficient data to reach a conclusion.

LESS50MNS LEARNED

o [twould serve us well 1o have a more comprehensive way of dealing with viruses for the entire
enterprise. Had this been the case, we would have likely been spared the reinfection of AntEXE.

® We have a process by which we evaluate outside software houses. This includes evaluation of their
ability to deal with computer viruses. The development of the customer training material was
managed by a department which was unaware of this process, and thus did not arrange for a vendor
evaluation. Had this process been followed, the probability that the infection would have been
prevented increases somewhat. This assumes that this vendor is the source of the virus, which cannot
be positively determined. A better way of general process training may be beneficial.

& We should not use preformatied floppies for software distribution masters.

o A group of people working as a team can move quickly and effectively through an organization to
search and remove a virus detectable by a virus scanner.

CONCLUSION

Written processes dealing with computer viruses can be of great value to a software organization.
Although for a commercial organization the process offers caly mareinal benefit for prevention, if offers
zignificant benefit for removal of the virus. An effective process can also help in preventing viruses from
being distributed to customers with released software. Incorporation of these processes into the set of
processes which define how business is conducted provides a uniform way of educating new employvees in
the area of computer viruses. This incorporation also provides a standard method for process
improvement. The processes associated with computer viruses not only complement each other, they
mesh with those processes associated with software releases, producing distribution media, development
svstem backup, and development environment security, o name justa few,

Instituting written processes in an organzation, and the contmuous process improvement associated with
this, can be a difficult undertaking. Itis extremely hard to build that initial momentum, and there are always
those in the organization who fear and resist change, Don™t be discouraged. Begin with a smmall zet which the
prganization is already using informally and build from there.

As for the processes dealing with viruses, each time you are required to regpond to an infection, examine
what works well and what doesn't. Concentrate your process improvement not only on the mechanics of
virus eradication, but also on the infrastructure and communications needed to be effective in the process. [t
15 the infrastructure and communication, as opposed to the mechanics, which will be moat important when
faced with one of the viruses not detectable by virus-scanning softeare.
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VIRUS ERADICATION TEAM WORKSHEET

Wirng Mame

Alases o

Virus Type

First Suspicion
Date Time

Person

Date Systems Administrator Notified

Time

Pasitrve 1.1,
Drate Time

Person

ScannmerMame

Version Number

Virus Expression Charactenistics

Virus Elimination Method

1= this the first infection by this virus? ¥ /N

Previous Date if ‘Mo’

Eradication Team Members
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VIRUS ERADICATION TEAM CHECKLIST

MName Date
page of

FOR.EVERY ITEM CHECKED:

Tyvpe Name Location Time Infected
Spemnt

s
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fis
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fis
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s
fis
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fls ,
fis
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L |22 Z |2 |2 |22 |Z2|=2|Z|Z2|=Z |2

f- floppy h - hard disk ffs - fileserver

MName - ary specific identification of the media or the fileserver {not necessary for uninfected
floppies)

Location - name of the lab, office, ssrver room, ete

Time Spent - total time to and from location and checking and'or removing virus and restoration
of files
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HARMLESS AND USEFULVIRUSES CAN HARDLY EXIST

Pavel Lamacka
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Slovak Republic
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INTRODUCTION

Some virus authors and even some antiviral experts claim that not all viruses and programming techniques
used in them are harmful and therefore bad [Cohen-83] [Cohen-92], They argue that viruses which have the
ability to execute no action, neither harmful nor useful, are harmiless and therefore neutral, and that viruses
which are able to execute beneficial actions are useful and therefore good. Discussions about harmless and
useful viruses are still not finished a can be seen, for example, from [Kaspersky-93] or [Timson-93],
Neither are they academic, because our basic attitude rowards vinuges; the techniques of their
implementation; and their ariginators and propagators depends on the results ofthese discussions. If viruses
are really neutral in nature, it is necessary to discipline only those responsible for their unsuitable purposes
and usage. But if we find out that viruzes are bad in principle, we obfain the right to take a consequently
defensive attitude towards their originators and propagators. The goal of this paper is the presentation of
reasoning leading #o a standpoint which is usable in practice regarding the existence and feasibility of
harmless and useful computer viruses. The presented reasoning is based on a combination of known, lesser
known and so far probably undiscussed facts and conclusions, Those of which are considered contributions

of this paper are indicated.

HARMFUL VIRUSES

Before we start a discussion about the possible existence of harmless and A
useful viruses, we will take a look at harmful viruses. Viruses which are able VH

to execute a harmful action, like destroying data or disabling the usage ofa Msr ;
computzr, are considered harmful. Generally a harmnful virus VH (Fig. 1)

consists of at least the two following modules: a module of self-replicanion |

Mgr and a module of harmful action MHA, The harmful action is usually MHA
executed by the virus on a certain condition. Other modules and functions of |
the viruses, for example, stealth, encrvption or polymorphism, will not be
considered here, because they are imelevant to this paper.

Fig. | Harmfid viriis

Many people claim that viruses have gained their bad reputation only due 10
the harmful actions which many of them execute, Letus therefore look at
wheather the harmfulness of a virus would disappear after removing the harmful action code from it, and then
atwhather it iz possible to obtain a useful virus afler it is given the ability to execute 2 useful action,
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It is problematic to evaluate the virus VU as unambiguously useful, because it
is unknown whether the usefulness of its action outweighs the riskiness of its VU

self-replication. Moreover, it is problematic to compare the usefulness of the

action to the riskiness of the self-replication. Even ifthe usefulness of the Mar
action was much greater, the riskiness of the self-rephcation, however low,

might be intolerable, and therefore, the virus asa whole could notbe evaluated ]
as unambiguously useful. | Muia,

Let us consider a virus Vi, whose useful action is a compression of the code |
of programs. Fig. 4 shows the situation when N programs P, - P, have been
infected by the virus, Each of the programs P, hasbeen compressed atthe time | Fig. 3 Useful virus
of its infection by the virus, Along with it a part of the virus VG acting asa
parasits on it has been compressed. The rest of the virus, which is a
decompression module D, has not been compressed and receives control at the time of activation of the
program P_ Module D decompresses the program P and the compressed part of the virus VG to their
original state, control is passed to the decompressed remainder of the virus VG, and the rest of the process
goes on as usual for viruses. This means that a program P, infected by the virus VG behaves like a self-

expanding program.
From the user's point of view, besides the above mentioned problems, there are the following interesting
matters. The compression module is present

in each instance of the vins Vi, in our case T N g ==
it is M-times, which ig not the case in

COMMON compression programs, Next, itis MR
interesting that the virus activity s : %@} e
unconmrolighie, becanse the virus itself 'ﬁ'%‘ﬁ;ﬁ?@;ém |
finds the programs to be infected, fully E e }_ﬁff{- L |
arrtonowmousty, according w the rales built o %ﬁ |
into it, Due o this reason, the user is E "'é__ .
unable to decide on which programs the = Eﬁiﬁ
compression should be applied and on N
which ones it should not. Finally, it is i {E . |
interesting that viruses behave in an -
indetermingie way, because their activity
often depends on software configuration, — :
srquence of executed operations and other L Compressed part | Uncompressed part
nature.
ﬁ:ﬁ:ﬂﬁimm . wh:u':ﬂ“f # Fig.4 Programs P, infecied by compression virus VG

given moment the compression has been
applied 1o any given program or whether it has been applied to all considered programs.

The above facts disqualify the useful and harmless viruses to such a degree, that the least negative statement
we ¢an gay about them, is the following:

2} Harmless and usefil viruses can hardly exist

In the next section we will look at whether it is necessary to regret that useful viruses have such weak
prospects.
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USEFUL VIRUSES VS USEFUL NON-VIRAL PROGRAMS

If a common, correctly implemented compression program is used, we avoid the problems inherent in the
compression virus, V. First ofall, we avoid problems with uncontrollability and indeterminacy, because it
is possible to state on which programs W apply the compression and, after the compression is finished, it is
apparent that compression has been applied only to the stated programs and not o others.

The differencesin the R

demands on me : T
and time are “n:“':"'!" | ’_ - - :{ %«;}gg %Q
negligible as well. The Filh
mfnpf‘:ssiun code | Pco ;& iﬁ%
together with the self- | . | -
replicating one occur In '| -
cach instance of the B
virus WV, that is, In |

each infected program -

{Fig.4). On the other | Fig 5 Programs P, compressed and uncompressed by program PCD

hand, if we use a '
COMpression program
Pco, which may or may not be memory resident, the compression code is necessary only in one instance
and the self-replicating code is unnecessary (Fig. 5). It can be seen that the programs P, - P, on which
the compression program PGp was applied, contain no extraneous code,

Similarly, the program Pcp is more time-efficient, because it works on demand only, and not like the
virus Vi, which works every time it steals control. If the compression program PCD is memory resident,
it works autonomously, which removes the lastillusory advantage of the useful viruses, for which some

of their proponents
argue,

In practice we alsouse | | 5 .1 _ 3;%
COMpIession program :3;&.. 1
Pg, which transforms Pc .
the given programs into D
self-expanding form
(Fig. ). A compression S ——— -
program P
COMmpresses given - i
programs F, - F, and Fig. 6 Self-expanding programs P, compressed by pragram PC
then adds to them a A,

decompression module,
D, which automatically decompresses them at their activation. The addition of the decompresgion module

influences the integrity of the given programs, but if the authors of the programs agree with this process,
their author rights are not violated, and if they themselves apply such compression to their programs, the
integrity of the programs is not affected.

The procedurs, which was demonstrated in the comparison of compression viruses and compression
programs, can be generalised in the following statement:

(3} Foreachvirus which is able to execute an action, it is possible to implement a program,
which is rot a vires and which &5 able to execute the same action.

VRS BULLETINCON FERENCE £1995 Virus Bulletin Ltd, 21 The Quadramt, A hingdon, Osfordshire, OX14 375, England.
ﬂﬂnm (N1234 355139, Mo part of this publication ey be reproduced, stored @ o retrioval mystem, or wensmitted in amy form
hop

Hcipeian, MmN parsianbon:of ke AUt Blue Coat Systems - Exhibit 1010 Part 3 of 3



Blue Coat Systems - Exhibit 1010 Part 3 of 3



Blue Coat Systems - Exhibit 1010 Part 3 of 3



VIRLIS BULLETIN CONFEREMNCE, SEPTEMBER 1995 - I8¢

THE EFFECT OF COMPUTER VIRUSES ON 058/2 AND WARP

Jofm F. Morar, David M. Chess

High Integrity Computing Laboratory, IBM Thomas J. Watson Research Center, Yorktown Heights,
NY 10598, USA

Fax +1 914 784 7007 - Email moran@watson, bm.com

OVERVIEW

Although the number of O%/2 viruses can be counted on the fingers of one hand, systems ranning 0572 sall
require protection against thousands of DOS-based viruses which can infect boot records and DS programs

on 052 systems.

€1%/2 is a 32-bit multitasking operating system which can simultaneously run programs written for 052,
DOS and Microsoff Windows™, DOS programs running under 05/2 execute in a Viral DOS Machine

(W DM} which i designed to provide an environment which appears the same as real DOS. Ircnically,
moving toward the goal of a perfect virtual DOS machine increases the probability that an infected DOS
program will execute properly, and effectively propagate its virus to other DOS programs stored on the
system. Indeed, DOS programs executing under OS2 can frequently spread file infecting viruses to other
DOS programs,

Boat sector viruses interact primarily with the Basic Input and Output System {BIOS) which is commeon
to all IBM PC (and compatible) personal computers. Boot sector viruses typically receive controd duning the
boot process, before the operating system is loaded; this allows them to infect boot sectors mdependent of
the operating systern in use. Boot sector viruses under O5/2 don't usually spread 1o disketies because of the
details of how 052 uses diskettes. However, they can have other detrimental effects on the system, and

therefore need to be removed.

Viruses designed to infect native 05/2 executables are more complicated to write than their DOS
counterparts, but they will likely be a problem at some point in the future. We are currently aware of only
two O8/2 viruses.

Both of these viruses are very simple and neither of them has been detected in the wild (*in the wild" vireses
are those which have been detected spreading in real life situations. )

05/2 is far more versatile than DOS/Windows. It has the ability to run multiple DOS and Windows
sessions, provides facilities for booting multiple operating systems, and allows file names up to 233

brvtes long.
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through older command-line interfaces. Advanced file systems, like the one provided with OS/2, require the
system to be shut down o the file system can close all files and store all data. The next action afier a
shutdewn is to restart the system, either immediately or at some later time. The shutdown process is an
excellent time to scan any diskette left in the A drive for boot sector viruses. Diskete scanning during
shutdown avoids possible infection when the system is again restarted.

Even a non-bootable diskette can be infected with a boot sector virus, and can spread the virus if an attempt
is made to boot from the infected diskette.

SUMMARY: REQUIREMENTS FOR PROTECTING 08/2 SYSTEMS
Ta be effective in protecting an 052 system from viruses, an anfi-virus product must:
» Tun ¢ anative OS2 application, in order to check files and directories which DOS applications

cannat 582

» check all boot records on the systerm, including BoothManager boot records and the files used by Dual
Boot to store boot records

e provide protection for all DOS VDMs and Windows sessions running under 05/2
e check tosee if there is an infected diskette in the disketie drive immediately before shutting down
o perform scheduled scans of the system, in the background, exploiting 05/2 multitasking abilites

« take advantage of the sophisticated user interface facilities in (5/2 to run cleanly on the desktop,
rather than requiring command-ling interaction.

Our development of IBM AntiVirus for OS/2 has been motivated by the need to satisfy all the
requirernents described in this article.

* TAM, 05/2 and OS2 Warp are registered trademarks of futermational Busivess Machines Corporation.
* A1l ather procucts are frademaris or registened irademarks of thelr respective companies.
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HEURISTIC SCANNERS: ARTIFICIAL INTELLIGENCE?

Righard Zwienenberg

Computer Security Engineers, Postbus 85 502, NL-2508 CE Den Haag, The Netherlands
Tel+31 70362 2269 Fax +31 70 365 22856 - Email rizwif@csehost knoware.nl

Theugh not explicitly stated, heuristic anti-virus methods have been in use for almost as long as the virus
threat has existed, In the “cld days’, FluShot(+) was a very popular monitor, alerting the user when it
detected *strange and dangercus’ actions, This can be regarded as simple heuristic analysis, because FluShot
did not know if the action was legiimate or not. [tjust wamed the user.

During the last couple of years, several resident behaviour-blockers have been developed, used and
dismissed again. In most cases, the user finds warnings iritating, aggravating and incomprehensible. The
only resident protection they normally use - if any - 15 a ressdent scanner. This makes life easier for the
users, because the resident scanner clearly indicates that a file or disk is infected by acertain virus when it
pops up its box. The disadvantage, which the user dossn't see, is that it doesnot detect new viruses.

Also, the less popular (but very important) [ntegrity Checkers may be regarded as heuristic tools. They wam
the user when the contents of files have been changed, when files have grown in size, received new time and
date stamps, etc. They often display a waming such as; “file might be infected by an unknown virus® in the
case ofa changed executable. Especially in a development environment, Integrity Checkers can be really
irritating. The user already knows that his executable haschanged, because he just changed and recompiled
the source code. But how is the Integrity Checker o know that? Using a list of executables to skip 12 not
zafe, becanse a virs may indeed have infected an executable on the list. In that case, the change was not
caused by a recompilation. However, the integrity checker can't tell the difference!

Based on these early attemnpts, the first generation of scanners with minor heunstic capabilities were
developed. The heuristics they used were very basic and usually generated warnings about peculiar file date
and file time stamps, changes to file lengths, strange headers, etc. Some examples:

EXAMPLEL. COM 12345 01-01-1995  12:02:62
EXAMPLEZ. COM 12345 01-01-2095  [2:01:36
EXAMPLES. EXE Entry point at 0000:0001

The heuristics of the current, second, generation of scanners are much better. All the capabilities of the first
generation scanners are obviously retained, but many new heuristic principles have been added: code
analysis, code tracing, strange opcodes, etc. For example:

UF POF C3
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The second generation of heuristic scanners has more possibilities. Beanng those in mind, defining a rule to
cover the example above is not difficult, but imagine a complex decryption routine preceding the actual
{virus'Trojan'suspicious) code or — most likely — legitimate code. For example:

re-vecteor intl

re-veckor intl

disable kevboard

get intl offset inte di

gak inkd offsgr into g1

add counter-1 ko si to point to
encrypbed data

add counter-2 to di to podnt to
aencryptad data

get word inte ax

perform some calculations with ax
to decrypt word

store word

insrease counter-1

increase counter-2

look if end of encrypted code has
bean reached

Jmp kack if more cods to decrvpt

enable keyboard. ..

In case this is just one of the instances generated by a complex mutation engine, it will be hard to derive a
heuristic male directly to detect a virus using this engine.

¥
I : 2 e
| Cryptographic Mo change
Checksummer ] Stn-pi:li{_ |
Foransic _ Aule-Building

smulator |"_' Utiity |

w

Behavicur characteristic | Signature |

Analyser ———  Scanner |
j |
Rasult Identfication

Ome of the solutions, maybe the best one, is to include a code emulator in the analysing system as illustrated
in the figure above, which shows a part of a working network security system. The file o be checked i first
given to a checksummer, If the file is already known to the system, a hash code is generated across the file,
and this is compared o a stored value, If these are identical, no further action is taken, and the file is
declared clean. If not, the file is fed to the emulator, and the results from the code emulation are given to an
analyser as described below.
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Including a code emulator is possible, and as a matter of fact has already been done, It should have special
knowledge of a variety of possible tricks used in malicious code; it should know when to stop emulating
{e.g. atthe end of 2 decryption routine’; it should be able to realise when anti-debug tricks are used, efc.
Both in order to obtain portability, and to aveid obvicus pitfalls, it must adhere to one basic and important
rule: Never actually execute ar instruction. onlyemulate it.

In ghort, the task of the emulator is first to make sure that the code is decrypted (in case it was encrypted ),
and then to derive and combine relevant behaviour characteristics to pass on to the analyser, which analvses
and organises these behaviour characteristics and compares the results of the analysis with a set of rules.

ARTIFICIALINTELLIGENCE

From the point of view of the developer it would be mice if such asystem were able to learn about behaviour
characteristics and generate new rules automatically, If the system bypasses an instance of virus/Trojan/
suspicious code because the current rules are no longer sufficient, special examination tools should be able
tio extract the necessary information from the code in question and create new rules enabling the system to
detect this trojan‘virus‘suspicious code, and hopefully every other form derived from this one. In other

words: Arificial fnteliigence.

For security reasons, theze additional tools with their special functionality should not be given 1o users.
Evil-minded knowledgeable persons could use them to do an in-depth disassembly to research the
possibilities of bypassing the rules generated by the system. Security through obscurity may not be safe,
but it does help...

EMULATOR DESIGN ISSUES

When designing a code emulator for forensic purposes, a number of special requirements must be met.

One problem to tackle is the multiple opeodes and multiple mstructions issue:

87 C3 HCHG A, BX
93 HCHS BX, &¥
27 LA HOHG BX, AN

The result is the same, but different opcodes are used.

FUOSH 2X FUSH AX
PIISH BX MOV AX.BX
POD AN POD BX
BoP BX

These give the same result. More than the five different code sequences shown above exist to exchange the
contents of registers AX and BX. The technique of expressing the same functionality using many different
sets of opcode sequences is used by encryptors generated by polymomphic engines. Some being over 200
bwtes in size, they only contain the functionality of a cleanly coded decrvpior of 25 bytes. Most of the
remnaining code is redundant, but sometimes seemingly redundant code is used to initiate registers for further
processing.

[t is the job of the emulator to make sure that the rule-based analvser gets the correct information, i.e. that
the behaviour characteristics passed to the analyser reflect the actual facts. No matter which series of
instructiong/opcodes are used to perform 3D02h/2 1h, the analyser only has to know that the behaviour of
that piece of code is:

Open a file for (both reading and} writing.
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On the one hand, this may not seem that difficult. Most vimases do perform intermupt calls, and when they
do, we just have to evaluate the contents of the registers 1o derive the behaviour charactenistic. On the other
hand, thisis cnby comect if we talk about simple, straightforward viruses. For viruses using different
technigues (hooking different interrupts, using call/fmp far constructions) it may be very difficult for the
emulator to keep track of the instruction flow. Inany case, the emulator must be capable of reducing
instruction sequences to the bare functionality in a well-defined manner. We call the result ofthis reduction
a behaviowr characieristic, if it can be found in a pre-compiled list of characteristics fo which we attach
particular importance.

Anather problem is that the emulator must be capable of making important decisions, nermally bised on
incomplete evidence (we obviously want to emulate as little code as possible before reaching a
conclusion regarding the potential maliciousness of the software in question).

Let us illustrate this with a small exampls:

MoV AX, 4507
IRT 21

CHF AX, TES4
JHE jmp=1
JMF Jjmp-2

This is an example of an * Are you there?” call used by a virus, When tracing through the code, the emulator
obviously does not know whether jmp-1 or jmp-2 leads to the code which installs the virus in case it is not
already there. So, should the emulator continue with the jmp-1 flow or the jmp-2 flow? Now, a simple
execution of the code will result in just one of these flows being relevant, whereasa forensic emulator must
be able to follow all possible program flows simultaneously, until either a flow leads to a number of relevant
behaviour characteristics being detected, at which time the mformation is passed to the analyser, or a flow
has been followed to a point where one ofthe stop-criteria built into the emulator s met. The strategy used
in this part of the emulator is a determining factor when it comes to obtaining an acceptable scanning speed.

Hopefully, this has illustrated some of the problems asscciated with designing a forensic emulator, Itis a
very difficult and complex part of this set-up.

Onee the emulator has finished its job it passes information, a list of behaviour characteristics which it has
found in the code, on o the analyzer.

BEHAVIOUR RULES

Before the analyser is able to compare the behaviour characteristics found by the emulater to information in
its behaviour database, this database needs tobe defined. Assume that we have a COM and an EXE file
infecting virus with the following behaviour:

: HODIFY FILE ATTRIBUTE REMOVING READ-ONLY FLAG
| OFEN A FILE FOR (EOQTH READTHGEG AHND)WRITING

!* WRITE DATA TO END OF FILE

%  MODIFY ENTRY POINT IN HEADER or WRITE TO BEGINNING OF
FILE

= HMCDIFY FILE DATE AND FILE TIME

- CLOSE FILE

= MODIFY FILE ATTRIBUTE
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CONCLUSION

The number of viruses is increasing rapidly: this isa known fact. The time will soon arrive when scanning
using signatures and dedicated algonithms will erther use too much memory or just become too slow. With
storage media prices dropping fast, lots of systems now come squipped with very large hard disks, which
will take more and mare time, and thus money, to scan using traditional techniques. A properly designed
rule-based analysing system feeding suspicious code to a scanner, which can identifiy the suspicious code as
a known virus or Trojan, or perhaps dangerous code needing further investigation, isbound to save a lot of
time,

Although it is impossible to prove that code is not malicious without analvaing it from one end to the ather,
we in Computer Secuvin: Engineers Lid belisve it possible to reduce significantly the tme used to check
files by using all the available system knowledge instead of only small bits of it, as itis done today. Using
wvirus scanmning as the primary, or in many cases the only, anti-virus defence isan absurd waste of time and
money, and furthermore blatantly insecure!

ABOUT CSE

Computer Security Engineers Lid 15 one of the pioneers of anti-virus system development. The anti-virus
system PC Vaccine Professional was first published in 1987, and since the start of 1938 a new version has
been published each and every month. From 1988, cryptographic checksumming was introduced as the
primary line of defence, scanning as the second. In 1992, the emphasis shifted, and behaviour blocking was
mtroduced as the first line of defence, followed by checksumming and - in the case of an alarm from one of
these countermeasures or to examine incoming disketies - scanning for known viruses. Most recently, the
basic philosophies underlying PC Vaccine profeseional, or PCVP as the system is also known, were
expanded into a powerful and easih-maintamed network perimeter and m-depth defence based on the well-
known military tenets of: (1) keep them cut and (2) if vou can't keep them out, find and destroy them as fast

as possible.
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VIRUS DETECTION—*THE BRAINY WAY"

Crlenn Coates & David Leloh

Staffordshire University, School of Computing, PO Box 334, Beaconside, Stafford, ST138 0DG, UK
Tel+d44 1T82 294000 - Fax +44 1782 353497

ABSTRACT

This paper explores the potential apportunities for the wse of Newral Networks in the detection of computer
VIFLFES.

Newral compuiting aims to mode! the guiding principles used by the brain for problem solving, and apply
them to a compuiing domain. It is not known kow the brain solves problems at a high level; however, it is
widlely known that the brain wses many small highly interconnected units called "neurons

Like the brain, a newral netwenrk can be tralned to solve a particular problem or recognise a patiern by
exampie, The ontcome is an algorithm-driven recogniser which does not exchibit the same behaviouras a
deterministic aleovithm. According to the way in which it has been trained, it may make 'mistakes . That is,
it may declare a positive result for a sample which is acteally negarive, and vice-versa. The ratio of covrect
results io incarvect ones can uswally be improved by more or betier raining.

Carn such pattern recognition be harnessed to the use af virus detection? It could be argued that the
characteristics of virus patterns, no matter how they are expressed, are suitable subjects for detechion by

Newral Networks.

INTRODUCTION

The reczived wisdom is that neural computing is an interssting *academic tay” of little use, apart from
modelling the animal brain, If this is true, then it is surpnsing that 7 out of 10 of the UK"s leading blue chip
companies are either investigating the potential of neural computing technology or are actually developing
neural applications [Con%4]. Ifleading edge companies are prepared to spend money on this *academic toy”,
then maybe thers are advantages to be gained from its use.

Without investigating new techniques (for example heuristic scanning), one must accept that the rapid nse in
new virnses will exerta heavy speed penalty from existing virus scanners, As aresult of this rise in vires
numbers and sophistication, there will be an increasing conflict between acceptable speed and acceptable
accuracy, It is casy to become complacent and rely on increasing processor power to bail us out of this
problem, but processor design is increasingly becoming a mature technology.

What follows are the results of a feasibility study into the utilisation of neural networks within the field of
virus defection.
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EXISTING SYSTEMS

In 1990, a neural network was developed which acted as a *communications link" between the mass of vims
informeation available and end-user observations. By answering a set of standard questions regarding
infarmation on vims symptoms, the virus could be classified, and a set of remedies given, Due to the nature
of neural networks, the system could cope with incomplete and erronecus data provided by the end user.
Even when faced with a new mutation, the systemn still gave suitable counter-measures and information. See

[Gui@1] for a full discussion.

IDENTIFICATION OF VIRUS CODE PATTERNS VIANEURAL NETWORKS

A neural network could be constructed to learn the actual machine code patterns of a specific virus.
However, a3 most vinises are mutations of existing viruses, a network could be made to identify a virus
family. This carmries the advantage of being capable of identifving future variants, Thiz would result n a set
of sub-networks linked topether to provide the end selution

At the lowest level this could be done at the bit level. Figure 4 illustrates this.

=1 0l00/0/0/0/0]®,
SEEEREE

Fignire 4

Although recognition at this level would be very difficult {if not impossible for a human) a neural network
would be capable of it The only limiting factors would be the volume and quality of the training data. The
number of input neurons for a V2K virs code segment with a one-neurcn output would be 4056, Given this,
according to the *geometric pyramid rule”, the number of neurans in the hidden layer would be 64.

The number of virus samples for effective recognition would be in the region of at least 525,000, This
figure should then be trebled for the number of non-infected files. Others would argue far more, due to the

problems associated with false positives.

Atahigher level, the input data could be presented at the byte level, where each byte would correspond to a
aingle input neuron. In this context, the number of hidden neurons would be reduced to 22, and the number
of vins samplez would be at least 23,000, Again, the same applies for the number of non-infected files.
This figurs could be reduced further by pre-processing the code segment by extracting operand informeation,
which could also increase accuracy and training time.

The Brisish Technology Group, with the involvement of Ohglord University, conducted research into such a
solution. Although no formal documentation was produced, the results are believed to be negative.

From this, it can be seen that the use of neural networks in virus detection only seems practical at a high
level. Afterall avinusexpert armed with a *Virus Detection Language’ and a “Generic Decrvption Engine’
can provide a 100% accurate scanning result with advanced polvmonphic viruses such as Pathogen in a
relatively short period of ime.
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In terms of network size, the number of input neurons would be 35, with & hidden neurons, and 1 cutput
neuron. In theory, the minimum number of infected file samples required for training would be at least 432,
However, there would be no detrimental effects from training the network with higher samples, in order to
reflect current virus numbers.

CONCLUSIONS

Neural computmg 1s no longer seen asa pure academic subject, Indeed, many companies are now looking
towards the use of neural networks as serious tools. Many systems are currently in use, with very high
SUCCess rates.

It has been found that it may be feasible to wse neural computing technology inthe virus derection field.
However, ata low level the results zre unclear. There seems to be greater accuracy using deterministic
techmiques.

Using a neural network as a pre-/post-processing tool could offer a powerful addition to the virus expert's
toolbag. Justone example is with the heuristic scanner, The anthors believe other uses will also exist.
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The scheme they used was:

AH Read'write command AL  MNumber of sectors to read
CH Number of first cylinder CL Number of first sector
DH  Starting Head DL Dmive

This was OK for floppies, but when IBM introduced the XT (in about 1985) this allocation meant that
the number of the starting cvlinder could not be more than 255, This was too small, so Microsoft decided
to gteal the top two bits of CL, and add them to CH, increasing the maximum number of cylinders 1o
1024, but limiting the maximum number of sectors to §3. This was messy, but not crtical. The BIOS
extenstons to handle the hard disk were in ROM on the disk controller card,

Then, almost immadiately, the AT wag introduced, and tha BIOS was extended to handle the hard disk
directly, The extension loaded the various parameters inte registers in the disk controller, using 'O
instructions to port addresses in the range 1F1 to 1F6, and finally passing a read'write command to port
1F7. The allocation used was:

IF2  MWumber of sectors to read IF} Number of first zecior
1F4  MNumber of 15t cvlinder {low) IF5 Mumber of 13t cyvlinder (high)
IF& Head ibits 0-3 onlv) IFT  I/Cr commanid.

This amangement was fine in itself as it would handle any conceivable size of drive, but it was seriously
incompatible with the Int 13 interface, as the maximum values which could pass unmodified through
both interfaces were:

Mumber of sectors 63 {6 bits from CL in [nt 13)

Number of cylinders 1024 (E bits from CH, two from CL im Int 13}
Mumber of heads 16 {4 bits of 1F6 in drive controller)
Length of sector 212 (DOE standard)

Thus the maximum disk size had effectively been limited to 16*1024*63*512 = 528.482 Mbyte, This
was not noticed at the time, as hard disks were typically 5 or 10 Mbytes, but by the end of the 80z hard
disks with up to 1 Ghyte were becoming increasingly commaon. Al first these uged the SCSI interface, but
this required a non-standard BIOS and a relatively expensive interface card. Meanwhile the far simpler
IDE interface had become standard, and had improved to the point where the SCSI interface offered

little, if any, improvement in performance, and there was a strong incentive to devise a way for big drives
te be wsed with it, without having to replace the BIOS,

In 1994, geveral companies devised ways around this limitation, and inexpensive high capacity (ie greater
than 528 Mbyte) IDE drives began to appear [1]. Most of these use variations of a scheme referred to as
Extended CHS (Cylinder, Head, Sector) addressing, and replace the normal Master Beot Record with a
special boot sector. This loads an extension to the BIOS from the nomally unused area following the
MBR. This copies itself to the top of normal memory (or to an area in high memory), hooks Int 13, and
then lcads a normal MBR. After this the PC boots normally, but all calls to Int 13 are caught, and the
parameters translated before they are passed on to the drive controller.

When [BM designed the XT they put the MBR in sector 1 of head 0, cylinder 1, and left the whole of the
rest of this track emptv. However many ‘compatibles’ put the DOS boot sector in sector 2, with the File
Allocation Table (FAT) following immediately after it. This incompatibility was not a significant
problem until 1958, when the unknown authors of the Stoned virus realised this unused area made an
ideal place for their vins te hide the original MBR.
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This was fine on true clones, but when Stoned infected one of these non-standard PCs it overwrote the
FAT, with disastrous results. Indeed | became involved in the AV industry only because the college
whers 1 worked had 2 lab full of Olivetti M24s, and these were crashing faster than the technicians could
re-install the sofiware on them.

Stoned, and its many descendants, have provided a strong incentive to the industry not to put anything
important in track zero, and it has come to be regarded as a convenient working area, However, as we
have noted, the special device drivers for the big IDE drives are loaded here, and so the old
incompatibility, which rendered Stoned so serious, has been re-introduced, without any waming to the
unsuspecting customers buying these drives [1].

THE DRIVERS
We believe that at least three drivers are in use, but only two seem to be commen in Australia. These are:

1. Disk Manager, written by Ontrack Computer Svstems, and sold with Westem Digital drives, and
2. EZ-Drive, written by Micro House International, Inc, and s0ld with Conner drives.

Both have a non-standard MBR {in the normal lecation in track 0, head 0, sector 1}, and store the body of
the driver in track zero, head zero, but with EZ-Drrive the rest of the drive is arranged normally, whereas
Disk Manager moves the whole of the normal disk structure down one head (so that the normal MER is
in Cvlinder 0, Head 1, Sector 1. and the D05 boot sector is in Cylinder 0, Head 2, Sector 1, and 5o on.
For want of a better name we refer to the non-standard MBR as the Extended Boot Record (EBR). Thus
in this paper, the EBR is the sector loaded first, while the MBR is the sector loaded after the driver has
been installed. In normal use the EBR iz invisible, and utilities (and viruses) will only see the MBER,
which will appear to be in the normal location,

Disk Managear occupies sectors 2 to 30, leaving sector 7 free for Stoned (the designers had apparently not
heard of the many viruses which use other sectors), and sector 63 has some data labelled “Disk Tables’, I

is likely this location was chosen because it is relatively unlikely to be overwritten by accident.

EZ-Drive occupies sectors 2 to 14, with no provision for viruses. Sector 2 contains the “normal” MBR,
This has no boot program at all; everything but the actual partition record and sector marker is zeroed.
There are several tables which could be drive data, All these sectors are used by known viruses.

When they are active both drivers ‘stealth’ the EBR, and show the MBR, with apparently normal
partition information. Thus any virus which infects the EBR, and is compatible with the driver, will be
hidden from normal anti-viral software,

Both drivers offer to ‘boot from a floppy” after they have installed themselves (and any compatible
viruses), so that vou can then access the hard disk without running anything else from it. The On Track
driver is already compatible with quite a few viruses, and will protect them from older AV software, and
the dark side will probably try to produce more ‘compatible” viruses to take advantage of this protection.
But at least if the vins is compatible with the driver it means that the virus can be removed by the
normal means after booting from a normal boot disk, without the AV software having to know about the

driver.
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2. Most boot sector viruses will destrowv the driver, rendering the contents of the hard disk
inaccessible

1. Some virases will allow the PC to operate normally, but will be screened from nomal AV
software by the drivers

4, Some utility software uses the unused area on track zero as a work space, again making the hard
disk inaccessible, We have already recoverad several drives damaged by *disk optimisers®.

HOW VET HANDLES THESE DRIVES

When VET 8.3 checks a hard disk, it reads the MBR using Int 13 in the normal way, and then it reads it
again, using direct port aceess. This bypasses the driver (and probably many security products) and
retums the true contents of head zero, sector 1. VET refers to the value obtained this way as the Extended
Boot Record, or EBR. It then compares the results, and if they differ, assumes that it is dealing with a
“big® drive. In this case it reads the whole track under head zero, and saves it. VET also recognises the
MBE and the EBR for both the On Track and Micro House drivers.

VET will detect and warn if the PC has been booted from a floppy, and has a facility to compare track
zero with the template, and if necessary replace it. If VET is asked to check the boet sectors, and detects
a virus in the EBR, and a template for the clean tmck is available, it will automatically offer to replace

the damaged track.

COMPATIBILITY PROELEMS

Windows 95, and probably Windows NT, issue a waming when VET wses direct [0 to read the EBR.
This is not fatal, but may alarm users,

Some early PCs may give erroneous results when VET reads the EBR, and could be classified
erroneously as big drives, and it is possible that some security products may either complain, or confuse

VET.

THE SOLUTION

If you are in charge of any PCs using these drives (and which do not have the new motherboards
described in the next section) there are a number of steps vou should take. These include:

1. Prepare a rescue disk for these PCs, At the minimum this should include a copy of the special
driver, the same version of DS, and any utilities required to get vour svstem running. If vour
anti-viral software permits it, make a separate rescue disk for each PC. and use it to save a copy of
track zero on the disk. {(And make sure vou label the disks clearly, g0 vou kmow which PCs they

belong to.)

I would strongly advise against buying any drive using a driver which does not permit vou to
prepare such a disk.

2. Ensure that all anti-viral, security and utility software in your organisation is aware of these drives,
Be particularly wary of users with their cherished *private” utilities hidden away.

Warn the users (again') about the dangers vimses pose to their system, and ensure that up-to-date
AV software is readily accessible at all times AND USED!

4, Review vour backup procedures!

L
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THE FUTURE

An ironic feature of this affair is that the problem these drivers overcome is a short term one. As well as
the Extended Cvlinder, Head, Sector addressing already described, the large drives can all be addressed
using a second addressing mode, known as Logical Block Addressing (LBA).

In this system, which Microsoft should have introduced vears ago, all addresses are passed to the drive
simply as an absolute address. Instead of fiddling around with drive parameter tables, cylinders, heads,
sactors and all the rest, DOS wounld simply ask “Fead 73 blocks, starting at block 34,150°. Thus D05 has
much less book-keeping to wormy about, as all the dirny details of mapping the raquest to the physical
arrangement of the disk can be left to the drive controller.

This frees the drive maker from the restrictions imposed by CHS addressing, and makes it far simpler to
introduce more sophisticated designs. For example, in existing drives the capacity is set by the inmost
tracks, where the head s moving more slowly, so that the bits are packed more closely, LBA addressing
will make it easier for the drive designers to increase the capacity by putting more sectors on the outer
tracks where the head is moving faster.

This advance is being utilised in two ways.

The motherboards in the latest PCs feature a modified BIOS which traps Int 13 and convens the CHS
address back to an LBA address, which it then passes on to the drive. This means these PCs can use the
large drives, with existing versions of DOS, without encountering the problems already described.

Windows 95, and presumably equivalent versions of competing operating svstems, will use LBA
addressing throughout, and will be able to access the new drives directly.

Thus everyone in the industry is being forced to worry about a problem which will have been solved
almost as soon as it has been introduced. Unfortunately the large number of these drives being fitted to
existing PCs means that we will probably have to go on dealing with it for another ten vears.

CONCLUSION

The computer industry generally, and the PC industry in particular, is notorious for its disregard for
standards, and the number and inelezance of the 'Kludges' it resonts to. These drivers are one mons
example of this; a kludge introduced o overcome a short-term problem which will cause many users to

lose data, and raise problems for other sections of the industry for vears to come.

Fortunately, knowledge, as usual, is power, and if you are aware of the problem, and use the right
software, these drives should not cause you any serious problems.
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SCANNERS OF THE YEAR 2000: HEURISTICS
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INTRODUCTION

At the beginning of 1994, the nurmber of known MS-DOS viruses was estimated ataround 3,000, One vear
later, in January 1995, the number of viruses was estirated at about 6,000, By the time this paper was
written (July 1995), the number of known viruses exceeded 7,000, Several anti-virus experts expect this
number to reach 10,000 by the end of the year 1995 This large number of vinises, which keeps growing
fast, is known as the glut and it dees cause problems to anti-virus software — especially to scanners.

Today, scanners are the most frequently used type of anti-virus software. The fast-growing number of
viruses means that scanners should be updated frequently enough to caver new vimses. Also, as the number
of viruses grows, so does the size of the scanner or its database, and in some implementations the acanning

speed suffers

It was abways very tempting to find a final solution to the problem; to create a generic scanner which can
detect new viruses automatically without the need to update its code and/or database, Unfortunately, as
proven by Fred Cohen, the problem of distinguishing a virus from a non-virus program is algorithmically
unsalvable as a generul rule.

Nevertheless, some generic detection is still possible, bazed on analysing a program for features typical or
not typical of viruses. The set of features, possibly together with a set of rules. is known as heunstics,
Today, more and more anti-virus software developers are looking towards heuristical analysis as at least a

partial solution to the glut problem.

Working at the Virus Lab, &8 International Fle, the author is also carrying outa research project on
heuristic analysis, The article explaine what heuristics are. Fostive and negative heuristics are introduced
and some practical heuristics ate represented, Different approaches to a heuristical program analysis are
discussed and the problem of false alarms is explained and discussed. Several well-known scanners
employing heuristics are compared (without naming the scanners) both virus detection and false alarms rate.,

1 WHY SCANNERS?

If you are following computer virus-related publications, such as the proceedings of anti-virus conferences,
magazine reviews, anfi-virus software manufacturers’ press releases, you read and hear mainly “scanners,
scanners, scanners’. The average user might even get the impression that there is no anti-virus software
other than scanners. This is not true. There are cther methods of fighting computer viruses —but they are not
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almost a subconscions, awtomated process. Automated? Wait a minute! IF it is an autormated process, let's
freake a program to do it}

Unfortunately [orrather, fortunately) the analytic capabilities of the human brain are far beyond those of a
caomputer. As was proven by Fred Cohen [Colen], it is impossible to constructan algorithm (e.g. a
program) to distinguish a virus from a non-virus with 100 per cent reliability. Fortanately, this docs not
rule out a possibility of 90 or even 99 per cent reliability, The remaining one per cent, we hope to be able w
solve using our traditional virus signatires scanning technigue. Anyway, it's worth wying.

22 SIMPLE HEURISTICS

S0, how do they do it? How does an anti-virus expert recognise a virus? Letus consider the simplest case: a
parasitic non-resident appending COM file infector. Something like Vienna, but even more primitive. Such a
virus appends its code to the end of an infected program, stores a few {usually just three}) first bytes of the
victim file in the vins body and replaces those bytes with a code to pass control to the virus code. When the
infected program is executed, the virus takes control. First, itrestores the original victim's bytes in its
memory image, It then starts looking for other COM files, When found, the file is cpened in
Read_and_Write mode; then the virus reads the first few bytes of the file and writes itself to the end of the
file. So, a primitive set of heuristical rules for a virus of this kind would be:

1. The program immediately passes contrel close to the end of isell
[t modifies some bytes at the beginning of its copy in memory
Then itstare Inoking for executable files on a disk

When found, a file iz opened

Some data is read from the file

Some data is written to the end of the file.

L

Each of the above rules has a corresponding sequence in binary machine code or assembler languagz. In
general, if vou look at such a virus under DEBUG, the favourite tool of anti-virus researchers, it is usually

represented in 2 code similar to this:

START : ; Btart of the infected program
JUF WVIRUSCCDE ; Bule 1: the control is passed
; toa the wviruzs body

<victim's code>

VIRUS: ; Virus body starts here
SAVED: i Saved original bytes of the
rictim’ s cade
MASE: DB **.COMf .0 ¢ Search mask
VIROSCODE: : S5tart of the virus code
MOV DI,OFFSET START ; Rule 2: the virus restores
MOV SI,OFFSET SAVED @ victim's code
MOATSW : in memory
MOWSE H

MOV DX, OFFSET MASE : Bule 3: the wirus
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1do?! Asaresult, the user well might format hisher hard disk, causing himself'a far worse disaster than a
virs could. Formatting the hard disk is an unnecessary and un-justified sct, by the way; even more 8o as
there are many viruses which would survive this act, unlike legitimate software and data stored on the disk,

Another problem a false alarm can (and did) cause is negative impact on a software manufacturing company.
If an anti-virus software falsely detects a virus in a new software package, the users will stop buymg the
package and the software developer will suffer not oaly profit losses, butalse a loss of reputation. Even if i
was later made known that it was a false alarm, too many people would think: *There is no smoks without
fire", and would treat the software with suspicion. This affects the antr-virus vendor as well. There has
already been a case where an anti-virus vendor was sued by a sottware company whose anti-virus protection

migtakenty reported a virus,

In @ corporate environment, when a virus is reporid by anti-virus sofiware, whether it is a false alamm or
not, the normal flow of operation is interrupted. [ttakes at best several hours to contact the anti-virus
technical suppaort and to ensure it was 2 false alarm before pormal operation is resumed — and, a5 we all
know, time is money. In the case of a big company, time 15 big money.

So, it is notat all surprising that, when asked what level of false alarms is acceptable {10 per cent? 1 per
cent? 0.1 per cent?), corporate customers answer; *Zero per cent! We do not wantany false alarms!”

As previously explained, by its very nature heuristic analysis is more prone to false alarms than traditional
scanning methods, Indeed, not only viruses but many scanners as well would satisfy the six rules we used as
an example; a scanmer does look for executable files, opens them, reads some data and even writes
something back when removing a virus from a file, Can anything be done to avoid triggering a false positive
on ascanner? Let’s again turn to the experience of a human anti-virus expen. How does one know that this
is a scanner, and not a virus? Well, this is more complicated than the above example of a primitive virus.
Still, there are some general rules too, For example, if a program relies heavily on its parameters or mvolves
an extensive dialogue witha user, itis highly unlikely that the program is a vires. This leads us to the idea
of negative hewristics: thatis, a set of rales which are true for 2 non-virus program. Then, while analysing a
program, our heuristics should estimate the probability of the program to bea virus using both positive
heuristics, suchas the above gix rules, and negative heuristics, typical fornon-vims programs and rarely
used by real viruses. If a program satisfies all our six positive rules, but also expects some command-line
parameters and uses an extensive user dialogue aswell, wewould not call ita virus,

8o far so good. Looks like we found a 2olution to the virus glut problem, right? Mot really! Unfartunately,
not all virus writers are stupid, Some are also well aware of heuristic analysis, and some of their viruses are
written in a way which avoids the most obvious positive heuristics, On the other hand, these viruses include
otherwise uszless pieces of code, the only aim of which is to mgger the most obvious negative heuristics, so
that such 3 viruz does not draw the attention of a heunstical analyser,

24 VIRUS DETECTION V5. FALSE ALARMS TRADE-OFF

Each heuristic scanner developer sooner or later comes to the point when it is necessary to make a decision:
‘Do | detect more viruses, or do [ cause less false alarme?" The best way 10 decide would be 1o ask users
what do they prefer. Unfortunately, the users’ answer is: ‘T want it all! 100 per cent detection rate and no
false alarms!" As mentioned above, this cannot be achieved. So, 2 virus detection versus false alarms trade-
off problem must be decided by the developer. It is very tempting to build the heunstic analyser to detect
almost all virases, despite false alarms. After all, reviewers and evaluators who publish their tests results in
magazines read by thousands of users world-wide, are testing just the detection rate, It is much more
difficult te run a geod false alarms test: there are gigabytes and gigabytes of non-virus saftware in the
world, far more than there are viruses; and itis mare difficult to get hold of all this software and to keep it
for your tests. ‘Not enough disk space’ is only onc of the problems, So, let's forget false alarms and
negative heuristics and call a virus each and every program which happens to satisfy just some of our
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positive heuristics, This way we shall score top most points in the reviews. But what about the users? They
normally runscanners not on & virus collection but on a clean disks. Thus, they won't notice cur almost
perfect detection rate, but are very likely to notice our not-that-perfect false alarms rate, Tough choice.
That's why some developers have at least two modes of aperation for their heanistical scanners. The default
is the so-called “normal” or ‘' low sensitivity” mode, when both positive and negative heunistics are used and
a proeram needs to trigger enough positive beuristics to be reported as a virus, In this mode, a scanner is
less prone to false alamms, but its detection rate might be far below what is claimed in its decumentation or
advertizement. The often-used (in advertising) figures of *more than 90 per cent’ virus detection rate by
heuristic analyser refer to the second mode of operation, which is often called ‘high sensitivity’ or
‘parancid’ mode, It is really a paranoid mode: in this mode, negative heunstics are usually discarded, and
the scanner reports as a possible virus any program which happens to rigger just one or two positive
heuristics. In this mode, a scanner can indeed detect 90 per cent of viruses, but it also produces hundreds
and hundreds of false alarms, making the *paranoid’ mode useless and even harmful for real-life everyday
use, but still very helpful when it comes toa comparative virus detection test. Some scanners have a special
command-line aption to switch the paranoid mode on; some others switch to it antomatically whenever they
detect a virus in the normal low sensitivity mode. Although the latter approach seems to bea smart one, it
takes just a single false alarm out of many thousands of programs on a netwark file server to peoduce an

avalanche of false virus reports,

25 HOWITALLWORKS IN PRACTICE: DIFFERENT SCANNERS COMPARED

Being myself an ant-virus rescarcher and working for a kading anti-vins manufacturer, | have developeda
heuristic analyser of my own. And of course, [ could notresist comparing it w other existing heuristic
scanners. We believe the results will be interesting to other people. They underscore what was said about
both virus detection and false alarms rates. As the products tested are our competitors, we decided not 1o
publish their names in the test results. So, only FindVinus of Dr Selomen s Anii Virus Toolkiris called by its
real name. All the other scanners are referred to with letters: Scanner_A, Scanner B, Scanner_C and
Scanner_D. The latest versions of the scanners available at the time of the test were used. For Find Virus, it
was version 7,50 — the first version to employ a heuristic analyser.

Each scanner tested was run in heuristics-only mode, with normal virus signature scanning disabled. This
was achieved by either using a special command-line option, where available, or using a special empty virus
signature database in other cases.

The test consisted of two parts; virus detection rate and false alarms rate. For the virus detection rate S&5
International Ple ONE OF EACH virus collection was used, containing more than 7,000 samples of about
f, 500 difTerent known DS viruses, For the false alarms test the shareware and freeware software collection
of SIMTEL2( CD-ROM (fully unpacked), all urilities from different versions of MS-DOS, IBM DOS,
PC-DOS and other known files were used (current basic 5&5 false alarms test set).

When measuring false alarms and virus detection rate, all files reported were counted; reported either as
‘Infected” or “Suspicious’. Separate figures for the two categories are given where applicable,

In both parts of the test, the products were run in two heuristic sensitivity modes, where applicable: normal
ar low sensitivity mode, and paranoid or high sensitivity mode. The automatic heuristic sensitivity
adjustiment was prohibited, where applicable.

The results of the tests ares as follows:
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scanner cannot detect could be dealt with using current well-developed signatre scanning techniques. This
will effectively decrezse the virus glut problem five fold, at least,

Yetanother reason for choosing the year 2000 and not, say, 2005 is that I have strong doubts whether the
current computer virus situation will survive the year 2000 by more than a couple of years. With new
operating systems and environments appearing [Windows NT, Windows95, etc.} | believe DOS is doomed.
So are DOS viruses. So is the modemn anti-virus industry. This does not mean viruses are not possible for
new operating systems and platforms - they are possible in virually any operating environment, We are
aware of viruses for Windows, O58/2, Apple DOS and even UNIX. But to create viruses for these operating
gystems, as well as for Windows NT and Windows95, it requires much more skill, knowledge, effort and
time than for the virus-fnendly DOS. Moreover, it will be much more difficult for a virus to replicate under
these operating systems. They are far more secure than DOS, if it is possible to talk about DOS security at
all. Thus. there will be far fewer virus writers and they will be capable of writing far fewer vinuses. The
viruses will not propagate fast and far enough to represent a major problem. Subsequently, there will be no
virus glut problem. Regrettably, there will be a much smaller anti-virus market, and most of today s anti-
virus experts will have o find ancther accupation. .

But until then, DOS lives, and anti-virus developers still have a lot of work to do!
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COMPUTERVIRUSES ANDARTIFICIAL INTELLIGENCE

David J Stangr

Normman Data Defense Svsterns Inc, 3028 Javier Road, Suite 201, Fairfax, VA 12031, USA
Tel+1703 572 8802 - Fax +1 703 573 3919

INTRODUCTION

The world of computing has talked much about *artificial intellipence’, but unfortunately the last decade has
not seen much intelligence in software. The task of defending systems against computer vinuses is one in
which artificial intelligence could certainly be applied, with potentially valuable results.

The purpsse of this paper is to show how traditional anti-virus practices (namely, scanning) cannot keep up
in today®s more sophisticated computer virus era, Instead, one must lock towards advanced techniques for
generic prevention, detection, and removal of viruses,

BACKGROUND: THE PROBLEMS OF DETECTION

Computer viruges have been around since 1986, Since then, four distinct phases have emerged, each with a
different impact on anti-virus scanners:

PHASE 1: SIMPLE, STATIC VIRUSES

In 1986, there were 8 viruses, all written in what we will term “the traditicnal approach’, Thatis to say, each
virus was written with static code, resulting in every copy of the virus looking the same. The fraditional
approach to detecting these viruses was to search for static code with a scanner and alarm when a match was
found. The ke to scanning is 1o have a *scan string” which identifies each virus. These scan strings can
only be extracted if the anti-virus vendor has a sample of the virus; and the goal of scanning 18 to detect a
virus which has already mfected a file or a boot sector.

PHASE 2: ENCRYPTION

In 1987, virus authors began writing encrypted viruses, such as Cascade, in an attemnpt to defeat scanners. In
Cascade, all but the first 15 bytes of the virus are encrypted, with each copy being different. This difference
was accomplished by an encryption algorithm which nsed the original file size as the key. The actual number
of different copies (except for the first few bytes) is the number of different file sizes available. Scanner
developers solved such problems by scanning for these 35 static, stable bytes. This feat was manageable,

and soon all scanners detected all copies of Cascads,
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Another characteristic of the fourth phase — the large numbers of new viruses bemg preduced - augments the
strain on ‘scanners’ due to the sheernumber of scan strings which must be produced. In the past 5 years, the
total number of viruses has doubled about every 8.5 months, As of January 1, 1995, there may have been
7.198 or so different viruses', If this number is comect, and the doubling rate is 8.5 months, then atthe time
of writing this, there would be about 16,000 different viruses, Surely this number exceeds the discnmination

power of scanners.
There are many reasons for this glut of new virses.

There is ample help for doing so0 in published books, journals (such as Computer Viris Develppments
Quarterty, which published source code fora “Windows 95" virus two months before Windows 85
shipped), virus authoring software, and heavily commented source code. Virus Exchange BBSs (VABDBSs)
are electrenic bulletin boards, to which hackers connect in order to communicate electionically and exchange
files and viruses. VXBBSs typically stock the source code for 1,000 or more viruses, along with samples of
viruses which a budding author can disassemble and study. Virus authors believe in sharing their virus-
writing skills, and therefore provide their source code for others to revise and/or adapt.

In contrast, not everyene can write an anti-virus product The effort required to write a product which stops
all viruses is far greater than the effort required to write a single virus which gets past some anti-virus
products. There is no published help for doing so, either. Vendors strive to be profitable, so don’tshare
source code fortheir products.

With perhaps 500 active virus authors in the world, and only about 50 active anti-virus vendors, the stage 1s
set for overtaking products with problems. Over the past 4 years, viruses have emerged at a faster ratc than
scanner detections have improved. Where once a scanner could derect 100% of the world's vinuses, today
fow scanners detect more than 80%, and some, such as MSAV/MWAV with DOS 6.22, may enly detect
about 25%. (MSAV/MWAV in DOS 6.22 1= exactly the same program which shipped with DOS .00, and
only detects |, 404 viruses — about 25% of those which some other products candetect). In relative terms,
scanners have gotten worse.

BACKGROUND: THE ‘PROBLEMS OF REMOVAL'

Users and organizations live by a single cardinal rule; any virus found must be removed. Although some
believe that deleting the nfected file and restoring the file from backups is sufficient and satisfactory, often
no backups exist, and sometirmes the backups are infected. Removing the virus from an infected file or oot

sector is 8 worthy and reachable poal.

As with scanners, new viras technologies have been problematic for vinus removal

The traditional approach for dealing with removal was to *hard code’ the instructions for removal into the
product: move the file pointer, copy bytes, then truncate the file. With hard-coded removal instructions,
precision in both the identification and removalalgornithms is critically important, foran error in either
means that the anti-virus product simply damages the file or sector. Many users who have experienced such
damage have stoically considered this to be one of the harards of war; an unfortunate event,

The removal problem for vendors is complicated by the large number of viruses that are out there. T oday, 1t
is no longer adequate for a scanner to casually identify a virus based on a dozen bytes matched, then proceed
ta brutalize the file in which they were found, because the actual virus might be a derivative of the original
which the scanner has identified — one which requires different remaoval steps, For instance, one single scan
string can detect mostmembers of the Jerusalem family, but various variants of Jerusalern add different

numbers of bytes to the infected file.

¥ See Momnan Technical Report#9, “How Many Virnses Are There'
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Here are justa few examples:
Variant of Jerusalem Bytes Added
Suriv 1 BT
Slow 1701-1716
Jerusalem 2187 2187

Any removal instructions which treat each ofthese different samples in the sarme manner are likely o leave
the user in an unfortunate condition,

Remowal is farther complicated when a virus iz derived from tveo or more other virses. Some scanners use
short scan strings, with which they might detect the file or boot sector to be infected with one of the
progenitars, not the derivative, Furthermore, if the scanner proceeds to atternpt to remove the vins, the
scanner would surely fail to remove the demvative virus and'or succeed in damaging the file.

Encryption meakes for difficult removal as well. Ifa file virus encrypts just [ byte of a file, then traditional
remaoval requires that the scanner know how to decrypt that byte; for, withowut decryption, remowval is not

possible.

Anti-virus vendors have responded to the issue of removal with a variety of tactics. They have argued that
onky 16} or so viruses have ever been found in the wild, thus the ability to remove thousands of virnses is
not imporfant. Unforfunately, no one has done amy real research on which vimises are found in the wild, and
it iz likelw that there are thousands, rather than hundreds, which have surfaced in ane or more offices in the

past vear.

Anti-virus vendors have also coped by suggesting that the virus at hand is a ‘new variant’: that the user
semehow has the misforune of being one of the first fo ever have this virus. Users are in no position to
judge the truth of'this statement, but the fact iz that because vimses take a great desl of time to become
widehy distributed and common, most of these ‘new variants' are actually 2 or 3 years old.

OTHER FROBLEMS WITH THE CURRENT ANTI-VIRUS PARADIGMS

We have noted that the current anti-virus paradigms have problems with both vins detection and removal,
and that these problems are growing over time, There are other problems as well, leading us to the
conclusion that a new paradigm is necessary.

1. Scanning takes time. [ttakes a finite amount of time to scan a maching for viruses — perhaps 5
minutes or more. If the country *s 70 million employees who use PCs spend 3 minutes a day
scanning, and eam 315 an hour, the annual cost of scanning (260 days a yvear) is $22,659,000,000.
The 'costs of scanming” exceed the purchase price of anti-vinus sofrware after just a few weeks of
scanning.

2. Scanming is mis-timed. If a machine 8 scanned every day at 9200 AM, and infected one day at 9:03
AM, the virug has an entire day to spread throughout the machine and the organization. A virus can
spread surprisingly far in this length of time., Even if the scanner is able to detect this virus, scanning
presumes that the virus has already mfected some disks or files, Traditional scanning is thus a means
of detecting a problem which has already occurred, rather than a way of preventing a problem.

3. Scanners need constant upgrading. With 10 new vineses each dav, full detection via a scanner
requires daily upgrades to the product. But most organizations find upgrades a nightmare, and will
not be able to upprade this frequently, Organizations need something which does not require frequent

upprades.
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4. Scanners are slowing. The more viruses a scanner must search for, the maore places within a file it
must search, and the more files it must search across, the slower the search must be, Since strings
must be stored in memory, and memeary is limited, we will soon see two-pass products, which load
one set of strings, scan, then load a second set and scan, While vendors have used indexed searching
techniques to speed their task, and computers are faster than they once were, their drives are also
oetting larger. Tomomow's scanners will inevitably be slower than today's and yesterday's.

5, Scanner maintenance is beyond the capability of vendors, Ifthere are only 10,000 viruses today,
and the average virus requires only 1 hour to analyze, write detection instructions, and test those
ingtructions, then creating just the detection mstructions isa 10,000 hour job —about 4 person years.
Tocompound the problern, polymorphic viruses can each require weeks of analysis by the world's
maost skilled programmers to determine how to detect it. It is no wonder that during the past year,
many vendors have either failed or been absorbed by bigger companies. Today, the ULS, has only a
few vendors with American-made products: JBM, McAfee, Symantec/Norton, Newman Data Defense
Sistems and RG Safware. The programming stram of the raditional scanning paradigm has been one
of the causes of this shrinking in the anti-virus vendor industry.

IN SEARCH OF A NEW PARADIGM

If the old scanning paradigm is falling farther behind in dealing with the virus problem, what must we look
toward in a new paradigm? Here are some minimal requirements:

= The new paradigm must be able to prevent viruses from infecting boot areas and files, and prevent
them from gaining control of the maching, The adage about an ounce of prevention is still true.

= The new paradigm must not requirs any user intervention. Background, transparent operation is
critical for ugers who do not have the time to do a daily (or hourly!) scan.

m The new paradigm must not slow the user or the machine. Today s computers are used in business,
where time 18 money.

= The new paradigm must be able to remove all viruses without necessarily resorting to prior
knowledge of the specific nature of the virus. This isa requirement because it will be increasingly
likeby, inthe future, that the virus in your machine is not a virus which your vendor bas ever seen.

= The new paradigm must provide automatic recording of events and automatic notification of the
OrEAnIZation’s virus response team.
These requirements point to a proactive, preventive solution which includes artificial intelligence: behavior
blacking { dynamic code analysis) and static code analysis.

BEHAVYIOR BLOCKING (DYNAMIC CODE ANALYSIS)

If we cannot realistically expect 1 detect viruses with scan strings — because of their proliferation, becanse
of the increase in polymorphics, etc — then we must find some other way of detecting them. ldeally, users
should strive to buy a preduct which prevents vineses from infecting rather than mercly detectmg them after

they have infected. This kind of protection is available with behavior blocking.

DEFINITION

Behavior blocking is defined as the process of dynamic code analysis, The sequence of actions of a program
is monitored to determing if the actions are consistent with the behavior of viruses, Because a blocker cannot
mierely monitor action, but must prevent certain actions, the smart behavior blocker must employ seme
technique to prevent the actual resulis of a sequence of steps, (for instance, the behavior blockercould permit
a programto execute in a “virtual maching’ until it had determined that the sequence of actions was
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legitimate orwas virus-like; if legitimate, the actions could be echoed to the real machine. The virtual
machine could inchide virtual CPUs, virtual drives, etc). The techniques used by one behavior blocker may
differ from those used by another, but the undertying principle will be the same: a sequence of code
execution will be monitored until it is determined that the sequence is safe or is harmful; if harmful, the
code will not be permitted to execute and the user willbe notified.

HISTORY OF THE IDEA

The idea of behavior blocking is not entirely new. Andy Hoplans was one of the firstto offera behavior
blocker named Bombsqad, a TSR which would alert the user whenever a boot sector was written to, a file
was written to, and so on. It simply watched the usage of DOS interrupts, and when a designated eventtook
place, stopped the event and alerted the user, awaiting permission to continue. The problem with his
approach was that it could not distinguish between a virus and a user. 5o the user would attempt o write to &
file, and the waming would be triggered. After anumber of false alarms . the user would eventually abandon

the behavior blocker.

Bombsqgad is no longer used. Many detractors of the technique assumed that behavior blocking had to cause
false alarms, and dismissed the approach. Today, behavior blocking iz not widely accepted as an gpproach,
in part because of the madequacy of the early demonstrations of the technique.

A number of products come with components which could be considered to be behavior blockers. For
example, products from E£5aS5 and Prescription Sofbware include resident file attribute monitors. [fa
virus is to infect an executable file (in & “parasitic” way”), itcan do so only if the file attnbutes permit it. 1f a
file is marked read-only, then the virus must change this attribute to read-write before infecting, Of course,
viruses have been clearing file atiributes, infecting. then restoring attributes since the Jerusalem virus

{ 1987}, A resident attribute monitor can intercept the process of clearing atributes, or the process of
changing the read-only attribute to read-write, or the process of changing any atiribute. Itcan be selective or
clumsy, be programmed to permit exceptions {such as changes caused by ATTRIB) or not, and can even be
self-leaming {let the user come up with an atiribute changer of his own, a self-learning resident attribute
mionitor can be told to ignore these kinds of changes, and won't bother the user again when thiz same
program is used to change other attributes),

Another approach to behavior blocking can be found in Newton 's resident scanner, which intercepts Crl-Al-
Del, and checks the floppy drives for boot viruses. If it finds the floppy infected, itdoes not permit the
warm reboot, but rather wams the user that the disk is infected, This effectively prohibits a reboot from
infecting a machine with a boot virus, *blocking ' the infection.

St behavior blocking has been in use worldwide for several years. Developed by RE Salutions in
halaysia, and marketed in Asia by Exrol and elsewhers by Morman Dae Defense Systems, a device driver is
able to “see’ the difference between an uninfected TSR (such as IPX or NETX) Inading into memory and an
infected TSR leading into memeory. [t is able w0 sze the difference between the behavior of a database
program which writes bytes to a database, and a virus which writes bytes to an executable. This behavior
blocking device driver, called NVC.5Y'S, is part of * Armour’, Norman 's virus protection package.

HOW SMART BEHAVIOR BLOCKING WORKS

A smart behavior blocker is able to disentangle the complex behavior of a virug from the complex behavior
of a user running complex software, The basic design of such an instrument requires that viruses be very
well understood by the designer, and that detailed sequences of behavior, not simple coarse behaviors, be
examined end analyzed. The designer of a smart behavior blocker must use statistical analy=is to determine
the probabilitics that particular behavior sequences are those of a virus or of auser. A coarse behavior

2 A vinus that “infects’ by creating separate code that i called before the “infected fibe (a5 with DIR-I1 or a companion virus] will not
be thrwaried by file attributes. Such viroses ae rase.
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blocker might simply stop writing to a COM file, which may be an entirely valid action [e.g. some MS-DOS
patches write directhy to executables). A smart behavior blecker might reason as follows:

Action 0 ENRERETT

A process opens a file of type *COM" Maothing wrong so far,

The process reads to the end of the file Still nothing wrong, but suspicious,
and then adds to the end of it, Increasing

Ite size,

The process returns to the beginning of the Definitely sormething wrong. Like vims
file and patches the code to point to the activity, and must be stopped, reversed,
segment which was appended to the file. and reported

ADVANTAGES OF BEHAVIOR BLOCKING
Behavior blocking has its advantages:

= Eecause the behavier blocker prevents the virus from infecting, it eliminates the need for removal
from all but the onginal infected file,

w A behavior blocker can have a long shelf-life. Advanced algorithms can be used so that upgrades need
nat be done with the frequency of scanner updates. Because the behavior blocker does not scan for

specific viruses but instead looks at the program’s behavior, it need not be upgraded each time a new
virus is discovered.

BEHAVIOR BLOCKING V5. RESIDENT SCANNING

Behavior blockers are sometimes confused with resident scanners. In fact, they are completely different
technologies. Resident scanners are scanners that stay in memory, and scan a file or boot area when
triggered by some event, Therefore, the problems with resident scanners are the same as those we have
already enumerated for scanners. In addition, resident scanners necessarily occupy large amounts of
memory, something most users cannot spare these days’. To cut down on memory consumption, mast
resident scanners do not contain any code to detect polymorphic viruses. This is not surprising —the code
required would exceed the amount of memeory a user is willing to allocate to such a program, and the
resident scanner would slow the machine far too much. Buta smart behavior blocker can detect and stop all
polymorphic viruses at the time they try to go resident or infect a file. Afier all, a resident polymorphic
virus goes into memory exactly the way a non-polymorphic vines does: a polymorphic’s infection process is
exactly the same as a non-polymaorphic’s process,

Smart behavior blocking™s effectivencss is shown by Norman teste, in which only 12 viruses of 1,000 new
1994 viruses (less than 1.2%) got past the 1993 version of the Norman device driver. Incomparison, the
most recent versions of traditional non-resident scanners missed more than 20% of these viruses.

FUNCTIONS OF A BEHAYIOR BLOCKER
What might a behavior blocker be asked to do? Thinking of ‘behavior” alone, here is a short list

= Prevent a virus from going resident by loading low and allocating memory.
= Prevent & virs from going resident by loading to the fop of conventional memaory and not allocating
MEMOTY.
18 not secessary for o resident scanner to occupy a Lol of conventional or upper meatory, however. Thunderiite's TRECANK

and its companion TRORIVER can be loadied 20 a2 ta use 0Kb of conventional memory, and only 4Kb af upper memary. The
pemaindar of memony consumption is affactively bidden from theuser, in the formm of extended or expanded memory.
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= Prevent avirus{or any other code) from writing to the Master Boot Sector or boot sector.
= Prevent avirus from adding its code to programs, whether resident or directaction.

= Prevent avins from tunnelling around anti-virus or other software in an effort to gain control of the
machine without detection,

1f we did not split hairs, and permitted a resident behavior blocker to do other forms of anti-vins work, and
wished it to be generic {working with all viruses), then we could add to this hst of functions:

w Determnine if a beot virus is resident at the time the behavior blocker is loaded, and optionally disable
the resident code.

» Determine if a floppy digk is infected with some boot virus, and if 20, clean it.

We might also expect that the behavior blocker would signal users audibly and visually (whether in DOS or
Windows), would recommend the proper course of action, would record the event in 2 log. and would
tranzmit relevant information to a server if the user is on a network. [t happens that all of these capabilities

are provided by Nowman s NVCSYS,

DRAWBACKS OF BEHAVIOR BLOCKING

Even smart behavior blocking may never be always smart enough. Some programs, for instance, write to
themsehes in a virs-like way. Installation and upgrade rowtines may patch existing files in a virus-like
way, WINCIM and other communication programe may create temporary marker files when a batch
download is requested, then dribble bytes into thess existing files during a download, in a virus-like way.
Programmers compiling to a file which already exists may overwrite the existing file in a virus-like way.
Access control products, and products which use stealth boot virus technology to redirect the view of the
Master Boot Sector {such as MicroHouse” EZDrive and OnTrack's Disk Manaper), can look like they are
atealth boot viruses in memary. Odd boot sectors on a floppy can be detected by genenic examiners as boot
virazes, and get an unneeded cleaning,

In the end, whether a behavior blocker works well for a vser, without false alarms, depends on exactly what
other software they are using. In the firture, the very, very smart behavior blocker will probably be able to
deal with exceptions, so that certain pre-defined or user-defined events do not trigger it.

STATIC CODE ANALYSIS FOR DETECTION

Behavior blocking reguires behavior, or live action. A program which loads and executes isbehaving, Buta
behavioral analysis is not the only *generic’ way to detect a virus.

CHECKSUMMING

One commeon method of detecting a virus in a file is to checksum the file and store the information. Later,
when the file is checksummed again, the checksummer can compare the current result with the previously
stored value and warn the user of any difference.

The checksum approach has so many problems with its commen implementations that it has fallen out of
favorwith knowledgeable users.

Problems include:

= Many checksummers ignore boot sectors and Master Boot Sectors, vet perhaps 90% of office
infections are of boot sectors, rather than files.
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NON-SPECIFIC CLEANING OF THE BOOT AREA

There are ather approaches to generic removal. Boot viruses provide the simplest example. Consider a non-
stealth, non-encrypting boot virus (which is 10 say, most virus infections). The virus typically copies the
orizinal Master Boot Record or boot record 1o some other sectar, places its code in the sectorof the code it
has just copied, and ends witha jump to the displaced code. Then, when the machine boots, itreads the
infected code, then the displaced unmedified onginal code,

Generic remeval is straightforward: simply determine that the sector is infected ( for instance, count the
number of occurrences of calls to Interrupt 13h. Healthy Master Boot Records and healthy boot records each
contain ? cocumrences: infected scciors contain more or lesz). Now look n all the obvious places for sucha
virnus 1o have moved the ariginal code; the slack space (side &, cylinder 0, sectors 2 through n), the bottom
of the root directory, the final cylinder, and any clusters marked bad in the FAT. Once the healthy record is
located, simply copy it back to where it belongs. This is the approach taken by Morman s WVCLEAN, and 1t
works with almost all boot viruses, [t fails tn those rare cases of viruses that overwrite the sector, such as
Da'Boys.

If the virus isa stealth, encrypting virus (such as Monkey), the process can be different: use a pair of
independent mechanisms to determme whether Interrupt 13h is owned by hardware or software. If owned by
software, take a “photograph” of the master boot record and boot recerd as the resident virus would permit.
Such a picture is perfect, showing the sector as it should look. Now disable the virus by bomrowing Intermupt
13 from it, and take another look. Either the Master Boot Sector or boot sector will look different, and we
are in a position to repair by reversing the virus' original displacement of the sector. Thus in the case of
Monkey, we can now copy the code from side 0, cylinder 0, sector 3 {the original Master Boot Record,
which we saw in unencrypted form when Monkey was active) to side (), cylinder 0, sector 1, overamiting
Monkey and ‘cleaning’ the machine. This is the approach taken by Novman s NOSTELTH.

Another approach to dealing with the stealth, encrypting virus is easier on the programmer, a bit harder on
the user: boot dirty (from the infected hard disk) and take a picture of the Master Boot Sector and boot
sector, Copy the picture to a floppy. Now reboot clean, When drive C yields an ‘invalid drive specification”,
simphy write the code photographed to the appropriate sectors, This can be done with Norman s BootGuard,

THE FUTURE OF ARTIFICIAL INTELLIGENCE IN THE WAR AGAINST VIRUSES

It is a mistake to assume that nothing has been done with artificial intelligence concepts in fighting viruses.
In truth, the most popular anti-virus products seem to use none of these techniques in their own design. But
good anti-virus products de use artificial intelligence. Each of the techniques described in this paper has
successiul implementation in commercial products. For instance, Morsan s products, which incorporate all
of the new paradigm technigues described here, boastabout 2 million users around the world.

But there is much to be done. For instance, users still shop for traditional scanners, having learned this
paradigm back in 1989, when the paradigm had merit and the implementations of today s new paradigm left
much to be desired. User acceptance is required before the vendors of traditional anti-virus products begin to
look into the new intelligent paradigm.

User acceptance will abwvays be affected by the false alarm rate. Ifa product triggers false alarms too often,
users will reject it. That is not to say that reviewers will find fault. Typically, a reviewer aimsa scanner at a
directory full of viruses and garbage. A traditional scanner, which is well-written, will separate the viruses
from the garbage by following the flow of program execution before reaching a decision. [fvirus code is in
an unreachable area, the program is damaged, not infected, This means that the very bestscanners can
achieve detection rates of only 60% in some tests, where the number of garbage files is high. Butany
product which triggers false alarms under such conditions is likely to win praise from the reviewer.
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APPENDIX: ESASS'S TBSCAN ANALYSIS OF A JERUSALEM STRAIN

Thunderkyte virus detector wE.24 = (&) Copyright 1989-1994, ESasSs B.W.

ThScan repart, 02-21=-1%95 12:55:00

Parameters: <:Woopa\*. cam heuristic la

& VWERPSENJERUSTD ., G0 infeected by Jarusalem related wvizus
Ho checksum / recovery infermation ([Anti-Vir.Datl awvallanle.
Buspicisus file accasas. Might be able to infect a fils.

H Memery reaident cods, The program might stay resident in memory.

o Undocumented interrupt/DOS zall. The program might be just tricky

but can alsc be a virus using a2 non-standard way te detect iceelf.
Found 1 files in 1 directories, 1 files seem to be sxecutakle.

I file iy infected by one or more vinees
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APPENDIX: NORMAN*S NSCAN ANALYSIS OF A JERUSALEM 5TRAIN

Scanning Results.
Repart prepared by NSCAN on 02-21-199% at 12:58:12.

Conkack veur help desk or Herman Data Defense Syskems Inc. at 703-573-3802
with guestiohs.

There is a 100% chapce that &:\OOBSAWJERUSTD.COH eontains a virus.
* appears to infact when filee are loaded and sxecuted.

* gpens files, moves file pointer, reads files, writes to Eilee, closes
filees.

* gets, sets atcributes. * gats, resets file date,
#* addas the text —I2VZl<— ko the end of files 1t infecks.
Tee of Memory:

* allecates memory. * rasiTes mMemory. * goes resident.
Interrupt Usage:

# disables, enables interruapts.
* uees interrupts: 21k, 0Bh, 24h.
Sirmin g |
* deletes files.
* displays a message of graphic.
* sffeckes may ke date-activated.
* checks for date of 13, Friday, 1987.
Stealth Index: § i(above average: resets artributezs, sets file date, hides in
memory , disakles srror handler.)
4B0OBB00IDCD2 1T 25 A2 EA3TO00EBDIEE0242B3FFFFRAFBFFCD2172EB)G05002EA31100B20500BAGE

s cmsE e e e e STMARY e ssssmmr s —— ————— i — -
Switches ¢ C:NDOPS AMALYEIE

Total files scanned @ 3

Tatal kytes scanned 3,325

Tatal infected filass @ 1

o o S N e ot
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APPENDIX: NORMAN'S VIEWBOOT ANALYSIS OF A BOOT VIRUS

Analyeie of Boot Becord of i:

Erepared by ViewBockb, a product of MNormanm Data Defense Systems Inc.

Date: 02-21-1%95
Time:; 13:01:48

1. Posicive Idencification
— » This aector contalins the Farm. A.DS5 wvirus or variant! «<—
— » HNorman checksum: 00081694

(The .DE means this wizrus ie one idencified by David Stang, but not yet
accurately hamed by other producks. Tha name is provisional.)

2. Analysis of code 1n che sectaor
Fumbar 2f FiTs i1z normal: 2

[

- Contains ne code to wait for keyboard inpue 1f disk la nekb bostalkle. May
ke encrypted,

- This kgot sector does net cehtain bootatrap code, This is abnormal . The
virus may oooupy twse sectbers, oF may be encrypbed,

- Cantains ne code te dlsplay error messages in event of trouble. Hav be
epcrypted,

- Containg ¢ede to write sectore. This ls very virus-like! This code is
found 2 times!

- Ceontains § cocurrences of calls te Int 13h. Healthy boot and master boot
sactors contain 2 and only 2 occeourrences of this interrupt. Boot viruses
uzually coptain more, somebimes less,

— Contains code to get the date from the real-time clock. This is like some
viruses, and unlike healthy sectors.

il Mormal boot signature (U2} found.

—= Coneclusion: This sector is infected with a wirus. ==

UD LTI CONFERENT EE1995 Viras Bulletin Lid, 31 The Chavdrard. Abingdon, Crxfordshire, OX143Y8, England.
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APPENDIX: DISASSEMBLY BY NORMAN'S VIEWBOOT

Disassenmbly of Boot Record of A:

%

Performed on 02-21-19%5 at 13:02:01
By ViewBoot, a program from Norman Data Defense Systems T03-573-8802

(c] 19%4 Norman Data Defense Systems Inc.

Start Hex
& EBS390

3 405344 4F 53 252ZEED

11 poo:
13 ol

14 Q100
14 o2

17 E0oa
1% 400B
21 FQ

22 ek
24 12040
24 nzoa

28 00000003

Heaning

Jump

Comememnk

Bonke Sector Jump

This jumps to the bootstErap routine.

Al

OEM mams (MSDOSS. 0}

This iz the manufacturer s version of ME-DOS

— Start of

dw
db
chur

EIOS paramstsr Lklock —
bywtes per sector
sectors per cluster

number of ressrved sectors

Uagually 1L (0104), unless the manufacturer has

reserved additional secbors.

db

number of FATS

The number of File Allsecation Tables follewing the

reserved seckors. If twe or more, the spares can be

usad for data recovery.

dw

number of root directory entries

the maximum number of entries in the root directory

G002 meana 200 {common for large hard drives]

dw

tetal number of aectors

on the drive. If 0000, then this valus is provided

just below,

dh

with hugse sactors.

media descriptor byvte

FO maans 1.44Mk, 2.88Mb, 1.3Mbk, or osther media.

w
dw
e

number of secbors per FAT
gectors per Crack
number of heads

a number like 0700 means & heads - reverse the

byvtes to read 0007, then remember that ths first

head is @,

e

so 0009 = B heads
number of hidden =zectors

a numbker liks 11000000 means 11 hidden sectars

= the least significant byte goes [1XsC.
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x8
25
4z

54

BE
L
33
94
85
94
27

GOGOGDO0

Z9
EEZEDFLS

dd

huge sectors — numer of

gectorg if tokal number of zecters [(abovel iz 0O

= End of BIOE parameter block -

stherwise, the wvalus
Al
a4

AB4PE2ARLESASES 42023020

d4641543132202020

BT
E2QDOF]
QE3B0O0
2l

G4

3B

01
0100
BO

ol

Fa
33e0

JEDG
BCFETH
FE

1E

1

52

50

dip 11 dup(?)

& volume label of KD
et disk is formatted
lakel {witch SV

db B dup {7]

FAT1Z means & 12-hit
eli

P

']

e

jmp loc

add ax,3BOO

e

Ly

T

add [bx+si],ax
e

T

cli

HWEE &X,ax

AX has been set to €.

MoV S5, A%
mev s5p, FETBh
gti

push dm
push s1

push dx

push ax

here is 00
extended Lboot 5ighature [2%h}

wolume ID noumber

valume lapesl [(HOENMETUT )
MAME is created if the drive

without specifying a volums
({FAT1Z 1 file system type

FAT

Disable interrupts

Disable interrupts

Zero AX register

Enable interrupks
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a3
192
104

1d&
107
Log
10%
110
111
112
11s
118
124
12z

124
127
128

Lz0
1:1
124
13%
138
141
142
143
145
L4@
147
la=

151
153
154

oy
BECOOT
BEEDS
I3FG

26
83
iE
1z
cd
02
26A11304
BlOg
D3EN
BECD
13iFF

HOFFOO
FC
F3AS

3
BESADOD
=11

cDls

TIFE
CH
QE

pop S5
maw ax,Ci07h
mov ds,ax
¥or ai,si

21 has heen

Feey ax,es:da
mov ol 06k
shl ax.cl
DoV 85, ax
xor di,di

ODI has besn
may eu, 00FFh
=1d

rTep movaEw

push &=

mov ax, JA0dh
push sx

mav bx, FEQLh
may ax, 0102k
e

push csa

das bp

T

push =s

dec di

int 13h

This functio
al = #gector
dl = drive,
i lac

ratf

push o8

ax now has the value 0

Zaro 51 register

satb bt 0

ta

shift w/zeros fLLl1

Zarc DI register

get to 0.

Clear direction

Rep when cx =0 Movw [si] te
as: [di]

ax now has Cche walue 9

ax now has the walue 102

interrupt 13k, function 02h

n reads one oI more SecCors inkboe mamary .
8 to read, ch = cylinders to read,
dh = side co read,

Jume Lf carry Set
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155
156
153
152
1ak
lag
171
174
17e

204
210
213
218
217
218
230
221
222
224

1F
EZZF0O0
EE4100
BE4COD
BE4100
BF460]
E3CT00
B2l
<D1A

BUFals
TE0C
BEZ4010)
BE4300
EFSD03
EABZ00
S5h

5B

LEF
33C0

= LE
BEOCTC
g0

CE
33C0

EECD
BROOTC
ESO102
2B 77
OE

&3

BE

L&

4B
Chi3

pop ds

call sub
call sub

mey by, 4CO0h
mow 28, daka

mey di, data

call sub
mew ah, 04k EH has now besn a=t to (4dh
int 1Akh real Eime =leck

AN hazx been set to Jdh. When this interrupk iz salled,
function Gdh gets the date, with cx returning the
year, and dx returning the month/day.

emp g1, 1&h

ine OC

mov b, 24000

mov si,data

mav 4i,data

eall =ub

pap 4%

pop 51

pop da

HOE ax,ax Zerc AK register

AX haz baen zekE Eo {.

push ax

moev ax, 007Ch ax now has the value 7
push ax

retf

®ar a,ax Zero AL register

AX ha= been ==t to 0.

EoY 85, ax
mow b, BOTCh

mew ax, iliZh ax¥x now has the wvalus 102

pusgh sa
dec ox

7

push ss
das kx

int 1l3h interrupt 13h, funestisn 02h

000308

writien permission of the publiskers.
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This function reads ohe of mare sectors into memory.

al = #aectors te read, ch = cylinders to read,

dl = drive, dh = 5ide to read.
2268 C3 retn
227 OE push =a
228 Q7 pop ez
213 B2BO mer dl, 80h
231 B4ADS mow ah, C8h AH has now been zeCL to D3k
233 EBF303 mov bx,F303h
23& CD13 ink 13ih incerrupt l3h, funetion 02h

Thiz function reads one or more sectors into memory,
4l = Hsecters to read, ch = cylinders to read,

dl = drive, dh = side to read.

238 T2l4 i les Jump Lf carry Set
240 EB2ED mov d1,&80h

242 290B4300 mew ex, de:daks

24 B@9154B040 mow data,dx

250 BAC102 mev ax.0102h ax now has the value 102

253 BROLQYD Fov o, 0001k

258 312F% xzor dh,.dh Zere DH register

0H has been set to 0.

258 D13 int 13h interrupt L3h, function 02h
This functicn reads one or more sectors into memory.
al = #aectors to read, ch = cylinders to read,

dl = drive, dh = side ta r=ad.

260 TIGBE je le= Jump if carry Set
282 SB1C3 BEOL =mp word ptr [41].BEDRLh
266 Bl104 mov ¢l,04h 268 BO 27

6% 3F LA

2702 89 e

271 T407 e loedT

273 B3 i

274 €13 retn

785 10 27

276 E2Fs laap local loop

2Tk EBSC imp short loc

280 BR T

281 77 d

282 Q1 77
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283 EB T

254 4F dee 43

285 D2 T

285 HIQES100 oV eM, dsdaka

290 B91&5300 wov daka,dx

Z94 B3O1H2 mev ax,0102h ax new has the value 102
297 BBFI0] mov b, FR03h

N0 D13 ine 13k interrupt 13k, function 02h

Thiz function reads one or more sectors into memory.

al = #zectors to read. ch = cylinders ko read,
dl = drive, dh = side to read.

g2 7244 ic loo Jump if carry Set

304 B1BF3IFI0 cop word pbr [4i],3F00R 308 01 ¥¢

il FE i

L0 Taid je lacicC

312 E1VPOBOO cmp word ptr [di], OBRODh

ile 02 i

517 T7E35 ine 315

319 BEO103 moy ax, 0103k ax now has tha valua 103

322 BE i

123 OE push ca

124 49 dec cx

iZé 8B 77

127 1E pu=h ==

348 4B (= ["T 0 1

330 cDl2 int 13h interrupt 12h, funckion 02k

This functicn reads one or more sectors LNCo memory.
al = #agectors te read, ch = eylindera to read,

A4l = drive, dh = alde te rasd.

1z2 7226 J= Lo Jump 4f carry Set

ii4 BRFEON1 mov bx, FEDlh

137 49 dec ox

I3 BSO0OE4DOO moy ox,da:data

342 EBSle4FDO movy data,dx

3d6 BIO1CI mzv ax,1193h ax now has the value 103
343 rCDl3 int 13h interrupt 13h, function 02Zh

This funcskion reads one ar more ssctors ints memory.
al = Rgectors te read, ¢h = cylinders to read,

dl = drive, dh = aide to read,
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i8] TZ13 jz loc Jump if carry Set

353 EE2BOM call sub

35& BBF203 mey b, FRO3h

35% E30103 mey ax, O103ih ax now has the valus 103
362 4B 77

363 1A push 55

164 53 push bx

366 BB 27

367 QE push o8

388 51 rush ox

370 cDl3 int 13k interrupt 12, Eunckicn 02k

Thies function reads one or more secbtors inkta memory .
al = #sactors to read, ch = eylinders to raad,
dl = drive, dh = side £ta read.

1732 C3 reth

173 3380 XOr A, AX Zeroc A regicker

AX has been set to 0.

375 EECO mowv &S, ax
377 &6 i

378 &8 i

=7e o7 oR 88

X8> 39 i)

3131 04 73

382 26 F i s

383 BR4TOR2 mov ax, [bi+dz2h]

ige B9 7

3BT 44 ine &p

38 02 27

I FA eli Disable interrupts
iz 24 77

391 @83 77

3a2 3F i

393 2E il

ig4 EC T

395 4F dec di

398 2 7

3%7 FB skl Enakle interrupts
398 &3 retn

133 EEF%03 mew =21,data
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LATE SUBMISSION

The following paper is a late addition to the proceedings and, therefore, appears out of sequence.
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THE EVOLUTION OF POLYMORPHICVIRUSES

Eridvik Skulason

Frisk Software International, PO Box 7180, 127 Revkjavik, lceland
Tel +354 5 617273 -Fax +354 8 617274 Email friski@complex.iz

The most interesting recent development in the area of polymorphic viruses is how limited their
development actually is. Thisdoes not mean that there are no new polymorphic viruses, far from it - new
ones ars appearing constantly, but there is nothing ‘new’ about them - they are just variations on old and
well-known themes.

However, looking at the evelution of polymorphic viruses alons only shows one half of the picture - it is
necessary to consider the development of polymorphic vires detection as well. More complex polymorphic
viruses have driven the development of more advanced detection methods, which in turn have resulted in the
developmentof new polymorphic techniques.

Before looking at those developments that can be seen, it is perhaps proper to consider some basic issues
regarding polymorphic viruses, starting with the question of why they are written.

That question is easy to answer - they are written primarily for the purpose of defeating one particular class
of anti-virus product - the scanners, Considering virus scanners are the most popular type of anti-virus
program, it is not surprising that they are the subject of attacks,

At this point it is worth noting that polymorphic viruses pose no special problems to a differentclass of
anti-vims product, namely integrity checkers. This does not mean that integrity checkers should be
considered superior to scanners - after all there is another class of viruses, the ‘slow” viruses, which are
easily detected by scanners, but which are a real problem for integrity checkers.

Fortunately, polymorphic slow viruses are not common at the moment. As a side note *slow polymorphic’
viruses also exist, and should not be confused with *polymorphic slow” viruses. This category will be
described at the end of this paper, together with some other "nasty” tricks.

Considering how vires scanners work, a virus anthor can in principle attack them in two different ways -
gither by infecting an object the scanner does not scan, or by making the detection of the virus so difficult
that the scanner, or rather the producers of the scanner may not be able to cope with it

Polymorphic viruses attempt to make detection difficult - either too time consuming o be feasible, or
beyond the technical capabilities of the anti-virus authors,

The success of virus authors depends not only on their programming skills, but also on the detection
technigues used. Before describing the current techniques, however, a brief classification of polymorphic
viruses is in order.
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The reason ' X-raying” has mostly been abafidonéd is that it can easily be defeated, for example by using an
operation the X-ray procedure may not be able to handle, by using three or more operations on each
d:::n.rpted bvte or by using multiple layers of encryption.

The lasn method o be developed does not suffer from that limitation, dnd can handle de;mptnm of almosi
any complexity, [t basically involves using the decryptor 6f the virus to decrvpt the virus body, either by
emulating it, or by single-stepping throwgh itin a controfled way so the virus does not gain control of the

execution,
Lnfortunately, there are several problems with this method:

*  Which processor should be emulated? It is perfectly possible to write a virus that only works properly
on one particular processor, such as a Cyrix 486 SLC, but the decryptor will just generate garbage if
exceuted on any other processor, An intelligent emulator may be able to deal with this, but not the
‘single-stepping” method.

*  Single-stepping is dangerous - what if the virus authar is able to exploit some obscure loophole,
which allows the viras to gain control. In this case, just scanning an infected file would result in the
virus activating, spreading and possibly cauzing damage, which is totally unacceptable, Tt should be
noted that a very similar situation has actually happened once - however the details will not be
discuszed here,

»  Emulation iz slow - if the uzer has to waita long time while the scanner emulates harmbess programs,
the scanner will probably be disabled, and obviously a scanner that is not used will not find any

YIMses,

»  fthe virnes decryptor poes into an infinite loop and hangs when run, the generic decryptormight do
&0 too, This should not happen, but oine product has (or uged o have ) thiz problem.

*  How does the peneric decryptor determine when to stop decrypting code, and not waste unacceptable
amount of ime attempting fo decrypt normal, innocent programe?

*  What it the decryptor includes code intended to determune if it 1s being emulated or run normally,
such as a polymomphic timing loop, and only encrypts itself if it is able to detenmine that it is running
normally?

* ‘What if the decryptor is damaged, so that the virus does not execute normally” A scanner that only
attemnpted to detect the decryptor might be able to do so, but a more advanced scanner that attempts to
exploit the decryptor will not find anything, This is for example the case with one ofthe SMEG
viruses - it will occasionally generate corrupted samples. They will not spread further, but should a
scanner be expected to find them or not?

Finally, it should be noted that there are other ways to miake polymorphic viruses difficult than just attacking
the various detection techniques as descnbed above.

*Slow polymorphic” vinuses are one such method, They are polymorphic, but all samples generated on the
same machine at the same time will seem to have the same decryptor, This may mislead an anti-virus
producer into anempting to detect the virus with a single search string, as if it was just a simple encrypted
but not polymorphic virus,

However, virus samples generated on a different maching, or on a different day of the week, or evenunder a
different phase of the moen will have different decryptors, revealing that the vims is indeed polymorphic.

Another recent phenomena kas been the development of more *normal-looking” polymorphic code, Placing o
large number of *do-nothing” instructions in the decryptor may be the casiest way to make the code look
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random, but it also makes it look really suspicious to an ‘intelligent’ scanner, and worthy of detailed study.
If the code looks *normal’, for example by uzing harmless-looking ‘get dos-version number” function calls,
it becomes more difficult to find. | '

8o, where does this leave us? Currently anti-virug producers are able to keep up with the virus developers,
but unfortunately the best methods available have certain problems - the one most obvious to users is that
scanners are becoming slower, There is no indication that this will getany bettér, but on the other hand there
are no signs that virus authors will be able to come up with new polymarphic techniques which require the
development ofa new generation of detectors. -

0003 L5 UL IR CONPERENTE ©1998 Virus Bulletin Lid, 21 The Qusdart, Abingdon, Oafordshive, X 143Y5, England, _
-1% +44 (01 155 2551 3% Mo part of this publicebon may ba repecduced, storsd in e refrioval system, or trenemified inqgihmmlﬁ:ml the prier
) |

written permision of the pulsbsirs. Blue Coat Systems - Exhibit 1010 Part 3 of 3



VIl = SKLILASON: THE EVOLUTION OF POLYMORPHIC VIRUSES

Q00320 sy CoNFEREVCE ©1995 Vin Bulletintd, 21 The Quadrant, Abingdon, Osfordshire, 0014 3Y5, England.
Tk 4401235 SEE19. No gart of this puiblicatanmay bereprodacsd, =B e Colat'Systems! » Exhibit1010Part 3 of 3

wirTinan peorond ssbom of tho publishars.



