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e Wlist happens siitlt tiles in £'F'i*s tnettted via 51'.:iIi'lT'.'iI.'.'.li'.|i'. etc!

The eeneept can lie eitiended ee such s-ei1.m-um tee -tisniigii 3».-eu‘-i have tu eell upan the tieeiea

diiirertlust manages that drive tn ]:Ierliaru1 disit I.-‘CI- That is a negative paint.‘ it makes the’: volume
s-uLI:u:rsh1e.T

e '1-"I-"LII -Iilfditlt tt'lili'lii:eL"

Dish: utliities ii:Hi=il1'-ISl=L"l"-lI'.=[ZI-"HIi etc]: shnuld wudtjtist fine. This is because. at any given

instsmne, sut npplinntinn sees nnly the hest drive [the DE]. It-lease et'T.t':e eitetttitshle -eniriti wnuld be
visible at a secret level,

n ‘ll:-"inst tiddes-eln-|:-slt envirulfl-eltlt?

Frngmms under deueieptuent slieuld he kept in Ihe DI until yr-eu're dune with them.

- ‘What aleteentllslee with rust-useeutnlile estelslum?

Eiati habit «and had manners! It is time in clause

a wntut‘ D115 tiles residing an : Nelwnre server?

[ see I1i:I reaeu urhjrthe Se-gregstien prineip-is nennnt he enipinyed at the server le1.re]_

e ‘iii-'I.itt-af wlndune?

‘flkss! You get me then: I’m ne eat at Wiminws prngrsnmting. Sun I ee.n’t ensu-er this ehe. But

seine educated guesses...

'i‘i'iI:ule-we 3-1] - with 32 hit fiieaueese - us hay is thin going tn wet]-ti But perltape a "i-'sD -emulcl.

Semeene tteiiiis te espiere this fi.iI'l'IIeI' ‘iii'ilII.'1ti1i|.-‘s "95 - 11:1.’ we're tELLh'.I.'I:I,g I:ifSet:1ll'iI1_Ig DUE here!
Rieinemher I said that it may run DDS qips, ‘nut it still ain't DDS. It ain't - the file 5351 is

:1ifi‘sieni. which is what we’1e die-:ussiI'-2 here.

In ‘ii’-"Iii! -uitargetefl lltlults quiet tih |:I1etI'Iti-d1‘

'I'i1e enetgmtiuntdecrnitieu efthe 52 date sliuuld he srarieliie. Sn sheuid tiie nsnie uni‘ the file which
setuaiijr heids the SF‘:-', and the nmie ef the drit-'ertlm iniplents it.

The |.']|'i‘-'l1'5I'H:|tlI|:i he almost I5-41-1'. [en disk}. This prevents it finm being int-‘eete=:l by e devise driver

l:|_fei:t»:r1'. Tn ssfegistd it against E. pun-ssiislie iiirure dew.-ine drive: infiectat. i1 ah-eultl as-nld having

rep-wtedse-quennes ef bytes {nu large uninitaliztti |.'e.Lt'TtI‘a]I.

F'et|1n1::sthedtiirei' itseifsheuid he pelzrmerphle - '-'-'i'fJ'| 3FH3ri*3'EiEfi 1'3 4"-ifill. Vtfiifliifl 45 F|'1EiJ'iifi ii“ 1111

pni'l-'u::u_1m* praise] — I Imp-e die}; dI:in‘t strangle me the‘ stiggttating this. Elli this 1'Ie~tI1.lI:Jt=E1!|'l& |:II2ifi£iI:IiI:ii'].'
unfit targeted nttneit.

e is the ruetlud safe?

I've been an .-Iisseinhler pee-grsmrruer iizu-sis lung in I use remeniher. And iiespite the feet fut my

prugisms may have the deelsrnti-eli:

‘assunie es:eeuie. ds:eede

n-lust precedes this is a Ieininder te my-selfwhicli

‘;;;lsslme NEITHIHG ‘titleelle EuE1ru’s ilret law ufprugratlntngj.

Tn be quite hI:u1est.1he metha-:l tleeui-iI:iei:1 rnahes a let efessumptiens. it assumes that the
deeuineiitatien ef the l'~let1enii-: Redireutut lntr-Ifanae ia aI:I:LtrItt:{1t is ttltutali ti} bI= Uflflnfiflmfifltu‘-=1

even 1.-'|:tI1.ir1 Mieresdflti. its ihr esalnple, meet efthe iiifunnatitrii en the Netwutit Rediteutnr is In
he fntnnd in the hault. 'L=miee.m1entee nus’. Cine teuuld tend t-D ta.l::e this lnliun:uatie:n at fatie

value. Beware — Iiiistal-Les dun neetir. Case in pe-'mt - Seliulman states that hint-ell uses the iteiilseeter

 

EDD.‘ Dflessiussnsmsrssiessetseisss 1i1ruI Iiieth LiiLi11i1e ti1nflr-:1.eH:eI-1.D1rurdIt1ri.tZr!iI-i11'“5-E-IiI_-l- _mmzussssuessmistuapflusmnqmmpeummuismiiummanwnidiushmnflwhrn
1.I.'L'ili:ui.pIe'rtI:'m:i:tn1I:I:|'|J'i:Ipu'h|'u]'i-ell
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in versions 4 and above uffletwan. A-r:l.'I.Ia}|J3. it slartafl wilh. Vmainn 3.12! We also aaalune that

]'u!|1'n:ru5I:I-ft w1'11nn~t -diflngt the data strLu:tI.u'E.'a mramighr. All these ass-umpticnns make me a war: bit
nervm-us...

,Efl:.r: Hum :13 I said |,'b.q:,I'bI'e. gjfsameane carries [Ira bu:n'.|'_,I"n:Im .I'Ie.r's, and makes the Segffigflflflfl ‘II-"1-|1I:'Ji:'1'E -I‘-5| I'i|'5

Er:rgr-mi conciuafan. flaepup-av‘ ‘-+1'!.? Jiaw: aah'1'a'-a‘ if-E pwfidaa.

CDHELUSIHN

In th-burg.-', the Segre-gatinn |:IriI:L:':ip1a may settle best way ufa:-calling aaamtahla fi|E.EL 'I'|1&achEIr.'LEi5
hes: us:-fl if‘ implanmtt-e::| 1:I.rit|:.i.:1 the DE itself. Haurav-at, as n1-entianad, at all time: must axacutahlaa I!Lt'l-I1
nun-eaaunahles appeartu lie an the same w:r1uma.T‘ha annual juniinn. must he danaata la!-rel lnwer
than the GS‘: file [FD AFT.

The mathudcan {E-an it'?}1:as imp-1-cmtntcd witl1.i.I1 any DE. hi}; only regr-at is that I thclugllt af Ihis mathad

M’ senrnlrirg DDS when DDS finally seems tn but on its way nut‘.

A.E‘I-i.['AT'CI‘|r‘lu-"I..E.Il-|I}EI'I-IE['*3|"I‘.‘E':

I wcnuid lily: I-a Ihnnl-: the falln-wing panple far providing i-TIP‘l.|Tl w|1ir.'J: directly or in-diftctlj.-' Dfltltribll-tfld In

this phacaaz

Dr. Man Sn-lurnszan - finr dimuasicrns an 1.rjru5a-5 whim -alrlan-dadtfl[tha wee hours aftha n14:I1'11inE.

‘I.-rassulin B-nI1tu:|1e*t - WI]-DE-E suggestiun that I mhmit a paper llIE|iEtI'fB pusaibla.

E1hetan‘u“ard&an:1Jhanka1'5i:1l1fi'umbacl:hum:-fizrrflunkingalauglinaaaslrrnlzy as I :11).

FURTHER REABING

fi.d1.-'a.nI::-ad HEDGE - by Ray Dmhnan

This hunk gives an aI::-curata daacriprfifin bf‘ l|1I: Ih'I3-D133 film‘: systcin-

Unda-+:uJm.'n1=d DCI3 - by Andruw Schullruaun

Fm desnzriptcinna ufth: Hetwn-1'11 Raadiractur and 1-'aI:"u:Ius slnlcnlraa aLIs:h as lb: CD3. EDA. EFT!-. att-
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MDDERN NIETHDDE DF DETECTING AND ERADICATING

KNGWN AND UHKNBWN VIRUSE 5
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Ilielemuesnieone. I.n::. Computing; Center ofthe Emmn Aeadens of Sciences. 4!?! Vavilow Street.
Moscow lIT915'.-E Russia.
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ABSTRACT

Viruses are growing in HI!.£I'If.E'-'£!.I"_,I'i1.‘rI':I':I my is day. so it is mam me: soon‘ ::m'J—1.rirs.s programs like NAP’
.::-.r- M3,] I«'1.1.=;'£'.|‘.rpm: bequife ¢,I_'Ecm:-Ions. I&a1ej|"o.r1e, we seorsedolssjgnisg or program rho: wou£.:1':1m1'J‘.Fr.r'RIa'.e
not Ea-:.sfr'-.Is1'::sf injectors. but Iohrses in gersemi, regoreflees .::_r1|'u-hether E vines is hiowr: or rm‘. or whether
it is aid‘ fir .I'o=_|'1-1»'.

Thefirs: ou.n-some ofam gfom in him diracfidn. .=.L[!|1'a-g,|"f D.I'si:fn_.FeseopeJ'. is ojbrscosllag cs-.r:oer
whieh e.I‘e1-is the uses!‘ in ecfb-once H»-M: grew‘. .I-1-.=4'.'r'a::rI::'.!':'I:|-' about the intrusion ofvims-Es". ens-1 HITHERTU

unknown i-I1,;|'ees;Irs 4-is disfinetfmm on‘ other ofiero turner,-,-rflj-' chmoas. .-LB.-'nj' :'n.1.'_o.sa:rs :1 disk by scanning
Hus ss::.ro.r's oreeoyorne 1-is o':'.-em addressing ofBI-E15’ H-Ethos: Lfieosoismrms ofrfls op-erom-lg system area‘

mm wide?’ chess oh‘ vfreipares 55.!"-Fmuriar ::'i5'.i". To em-:Iesuofl -:1!fi.s:i‘fo.r:: Ioorios ifs e.!‘ms::.r fmmsfbée

siflfrfeierts the user he Home doom‘ vireo? fnmmhnre and neseores :'nj'ect‘-us'.I' boo! seniors. How is nem:-ne the

Infeseedfifes eHi‘oo'um'cs.E{1r? Der PEI! step was to prodseee -E enerirg mmpofifefl E0 rifl-|'J'I_i7 THE -*lE'I1'f-9:11.
siflfnfflsre Moofirolie. dqzu-fog.-s .1 none! .EJ‘.I"I!i|'.liEE].-'. Fomdusissfir. irI.r'.r:e'I:L-' sel-EJepe:'ee.r:.I‘ ofthe 1-.r'rusen'.r1 om-
soifecrionfaif under afew standard grasps .Er_1r1&s muse oj".I‘:-;,r‘.e1:.:rIo.I-I seerhocie. New 1-1':-:L5'm' ore-as a rule
ciesigrnsd on one oj'"r.fis.ss summon rII'.p.I"eeni:-I.-1 prfnetefies time‘. -I'&e-I"e3.I'E|-"E. .e‘.DI'hfCI¢re Mlfleie ‘-#3-|'4' be flbflflf

9?‘?-E sfliciarr in iupscformosss aka Er: Ihejiemre

..=I£IJ:‘n-:_.I".oa-:::'..-!E|I:'.rg_I""IZ'a.r.r=e Mo-:i'u£e orspnnns offlmrapesefeece anti-virus Ie'!- file mesrpepufer rim!-vine‘
in Russia.

I|"'v|'TEGEI'I'1'  G

The Ionic classes of a1:1ti-r.-1'rI.Ie programs are well |Lno1:Im. They a:esearIJrers.I're1n:Pi'-H's. Jill-DI'I'lIEr1E. and
vooclnes. I won.'n1-|:1[iI:eto discuss the clevalopmml of programs to which. in my opinion. B‘I.‘:1i—".-"i:l'lJ3

designers ypage Jirtle oitention. 1111': eleee of anti-1.-in.u: programs is known as ' 
eheeh:e1-s’. although the name does not fully characterise the programs’ poliey whiolt we describe helew.
This is the only class ot‘p1.u-::i3.r 5ufl'n1I11.-. a:nfi-1rit1.Il: 11¢:-teu:tlon, which p-e1111.ite she -1:1-erection ofkno-zen and

 

L:ssc.'1..:.E:'.IJr1:'L1Ir-:.=£.e.sI'-'r:.e I!-1H5 Hlnnndhmui. :I'n1=:;r-I-r..-I-I-as-.01!-room:-.t;1Eso1 H5. E-sh-l
+eI{I]-12:-Issaezaa. HeflnflWIipd£|1l.Enmaybunp:uIlfl.flwflMlEfl'|.flILfiMflH.Wtlfl'T”-Nd 'u1I:=urI=rre'-*'flfeIoIh=nI':'-::r

'I.I.1-ru::np|:|:11I:ll.I::|:-|:u‘i'|:|:|:|:uJ:n|.|d'|.Is.
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unltneete rriruses tr.-ilir reliability errpreeelrine Itltti-tend ersdieetien up te 9'.‘-'“.-i ef file tefeeters. ih-eluding
l1r'iJ'rr£rl:rh Leileres-n viruses.

The eperstien ef integrityeheelters is h-esed en :1 simple feet‘. es therrgh it is inrpessilsle In itltttrtvt-I‘ all
infh-rrestierr she-urpetentielly irrflnitetturtthet‘ ef trirllsts. it is quite pessihlete stere e finite yelume ef
i_n;[-‘en-netien si:-e-L11 eseh Iegieel drit-'e in the dial: and 1+: deleet vine infeetlen fem the changes taken phase
in fil and system erea efthe disk. as already riientierred. tire rrmsre ‘irrten-;r‘r'|:_'.-' checker‘ title‘-S nttt fill]:-'

refteetthe 5;-aeeee eftlrese pregrsnrs. lnfeetien teshniqrifi are net restrieted te e sitttrtrlt etedifleetien sf

me pr-egrarn eede. Elrlier pstlet fer inthetien either already exist ersreslse puesilzlle. Fer essrttpit.

eempenjnn 1.:-in-nee: [1]. A diet: rein lzneeerrep-ted by restrlreturirrg the direetery tree. say. ‘try renaming the
djrgetufiee and rareuijjg :|:|.-errr direeteriee, and by ether suelr msnipriisttierss- Eeesequeetly. tepretride

reliable pi-eteerri-en, l-ernegrity eheelters nnrst tel-re eere effer mere parameters fltet the mere eltttltgts iii the
311.: and 53.1: -effllrss as is eleneh-y meet 1:r11:r-g;I'l.rtI3 efthls elIss.'I'|1us. mesterbeet reeerd -[MiE|EtJI and

‘tree: neuter: eflegieal strives; a list efhad elusteis; riireetery tree structure; free rnemery size; -EEC eflttt
13h handler in BIDS; srrd even the Hslrd Disk Feren1ett:rTelt1es I'I'It.'rst be under the eentrel efi.1:rte:grity

eheelzers- Changes inthe size and ERIE ef files. erestien efnesr files ersi dlrezteties antlretlttt-1'31 ttf ttltl

files and direet-eries ere ehyieusly elsjeels fer slsiet eenh'eL A -designer efen. int-tmity etreeker must be

me step ahmrl efI.'irI.1s designers and Isle-elr. eyery pessihle leephele fer parasite inlrusien.

Despite t]1r3' large erneurtt efeentrelled irritrrmstien, sn integrity ehe-elter must eersetheless he riser-

friendly, simple in usage, and qniel: in elrer:lt.Ir1gdisl'.s. It hunt in the arse three he user‘-eustereisslrle E

regards the Ietrels ef messages displayed en the ettsrtyies eseurred in the disk and he sepehle ei’

eenidrreting e prelimirssry mslysis ef the etrenges, pertisI.1le1'l'_I.rtE1e sI:e1:rieieus Inetlifi-eetittltts see]: as:

e ehsnges in size and EEC.‘ effil wit.hI:rr.tt erry ehenie in thtestemp

- illegal trslues efheurs.rn.is1I.Ir-.s erseeentis intiredsteemrnpefinfestedfileefferexsruple. I31

eeeendsj

e yesrgreuerthsntheermerrtyesrfeerrnin yirnsesnzlsrlt ftlf-EfiEdfilB3l:I].f1Tl|:{lfl5tiJlfi'.TJ1tt]p'l!=fll'tJf

ereefiee by lljrtl yess:|'_s. rrrhleheennet be detected -rrlsuelly beestne ‘dir‘ eemmsnd errly displays the

Iestte-re figines efdte ya-

. any eheegee in files spe:-flied in the ‘stab-|e' list

I change in ntssrerheet reeerd erheet setter

- eppeerenee efrrew lseri -elusters enthe disltend ethers.

Let us new disersss the ntein prelzllenrs fer:-ed by a designer si"inteirity eheel:ers'. First. There is tits

declging ehillty efyinnee timed en stealth-rnelzlrsrrisrns. Integrity eheslrets that rely on epersting system
reels: in their ereurnieg; iniseien ere thee-lutely helpless egsinst this elm ef rrirlsses. 'I'I'I.eylI.sye stintultrted

the eeeelepmeee efee ieregr-‘try elreeleu-tlini elieeles rlislee I:ry1-ending: rhe seeters 1.-ie dlreet addressing

thnenglt BIDS. Etertltlr "-'i.1.'1.1EEE eerrrtet hide the ehenfiee i.11e.u infiti file size: en the -tettttet'l-',.liIJtI1t1'

surtha seenning technique the steelth-nseelrenisre hetrerys the presenee efleietlrrr end hitltette n.1:.iI:I1+:wI-'11

stealth -.ri.rn_r.es threegh 1l1e riitstre]:-rlnr:'_r' between the infennetlen given me by BIDS end the lnfemrstien

ehteined by reetlirrg yin BIDS. Suelt elgesithrns have been ettsstetl end E|.l|-'.'rE=EfiJ”_‘_F detect the lppsslflflse
efsteelth-eirrrses.

Seenning e tlisl-thy ending the seeters by client erldreseitrg ef E-IDS lure ette mere itstpettertt t:I1tt1'iI which
is eften r:-tnerlele-i:eri_ lfa eeesnuter is infeeted by e sen-eelled ‘test le.fieeter* [1]. r,'i.e.. e trims that infects

fi_L-:3 nee ernly when they are .5lru't1:r;i., but else when e]:eeed}_ e-eel: en integrity eheelter will net spread the

Leieerlentrzl-sllfilesinthe dist. Ir-et:errseitdeesr:Iete.‘ell eddressrhe epetetltrgsystemftrrreedingedisk

vie seeterssnd trsaen isdeprerrderrtfile epeI:IiJJgs3.'ste1:e,]:|re'r'eIIl'ir:Igtlre rlirrrs frere gearing any eeetreL

 

flfl &ETfi EI!E '|rI'lrn-.rlflethl.I:l,i1 I'he[l-1:-Intrtrlliller-r.Ehf-dsihi-e.tJI1-l3'!'5.'[tflI1.l.:'fl]11!5Eil3D.HuFInnEl:iFl.tE-iu1mlybeq:I'eri.IIal.!1.m'hi tnennierulsynuir. re'n-e:ee:Irtr:dii1I'Iyl|rr'rr1tI-ilrnutthettit:-r



t'|'fiL[$Bii.n'1'.iE1THEiJ'HFEHEHl§E.EEFTE'r1BERl5'9‘5*«59'

 

Firrailv. an ilttaglitv elreelrerrrtiiicingdirert reading ufseeters is twiee as fast at clte-citing a disir than arr_v
ether 1:-regrarrr that relies an the eperatiltg s1.rstemtan1s.. became it dies: seen algerititru can he created that

reads each seeter enl"_v ertee and up-timim the head mevereerrts.

Disir harldling; via BIDS has its etvn hurdles. The fa-rernrlst preblent is theeecepatisiiityrv.-'it]1lha large
number el‘ diverse hardware and seitware, including dislr camp-aeters Ijirraelrer. Deuhiefipace}, specialised

drivers fer aeeessing large disirs [Disk hieneireti. SE51 disl: drivers etc. Furtherrnrlmthere are many

HIS-DES camp-arihie epuerathrg s1.-‘stems that have iatpereegiiibie but quite intpnrtant features in
psnitiening Id-gieal drives. Integrity ehmirers must pay due Ittentietn te these fine fieters.

‘VIRUS REMflV!r.L TECHNIQUES

Mudern integrity checkers an: usefirl net e-nigv in detecting infeetien. but are also eupalsie ef retrieving
viruses iutnsediataly with the help efthe infennatien they retrieve frtl-m an t.1.n'IrIfer:te:d machine at the

time efiustaiiatldrt. An integrit_v eheeltertrait Jclil ltuea-‘u virus a vveii as the viruses which were

unl-:|mv.1:1 at the time at‘ creation cfthe integdty eheeker.

Hevr this is dune? Ivi-e-st nhvierte are the melJ:re-dc i-‘er rem:-ving viruses frem the master heat 1-eeenzl and

beat aeeters. An integrity checker stares images ef rminfeered beet seeters in its tables and in ease ef
damage can instantly resrere them- The easy restriction is that the reste-mtien must else he efleeted via
direct addressing uffllflfi and ether resteratlun, the system must be rebeeted inahediareiv In erder re

prevent the active virus flu-rn reinjeetihg ittmlien vrhiie accessing the disk via ]I'~l'T 13h.

Remuvill ef file viruses is based en a m.1-11.'r1'ieb1.g feet,

rramelJ.',' despite the van numberef diverse viruses, rhereare
enijr a few techniques by tivhicha virus is iitjecterl int-ea file. E}iE-hearier 1
Here Ive anlv brieflgr evtlirte the flie restnraticn str.ste_g.r.

Figure 1 sh-utvs a sche1:na.t're diagrant e|"a tflltal E1-"CE file- Hahcafinn table 2

Fur each tile. the integrity eheeherire-rue a header {area I}.

r-elucatien table [arm 2) and the ee-dear the Ellllj-' paint (area

4]. Strings {area 3 and area 5: are vital beea1:se they are the Cede 3
heart he identifying the rntmni ieestietts efvarleus areas iu
at infested file when a virus v.-rites its tail. net at the tile

end. but at the File beginning nr inthe file hudy {aflerthe Entry paint cf.
relc-eatien tdala u-r atthe eittlj.-' paint}. in an infected file,

after determining the ereatbat euineidas wihthe imaged

area in the table. the rfnplaeeinertt efa blflekifer ettample. 5

the hleelr i'urarea3 hegins attire end efarfli anti enm at

the heginning efthe area 4]: can be idaruifietl but string 3-

pesitierr and thus rneved laaet In its erigirrai Iecatiuu. Debug infuwnathn gr 6
Ia1age+1fereaIitairesa1reut3—4I-tihandisasentialia gugrfgyrg
rerrevering afiie cnrrupted by virtues which danmge the

debrsg infismraiien and everias-rs inthe eeurse efdelhetive

lI1fE!:IliJI'I. Fig J-

Tilrrs. a file is reeevered by reinstating its cnriginai status.
u-verv.-rriti:ag the image efits sttttettire stared in integrit_I.r checker tables err an lttlbeted file. Ennsenuentlv,

a l.'.rIev.r1edge as tea which virus: infected lite file is net IIII1I'L-:1aIeI1-F.
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L-amagravseesue. Hupmue1i'-pumlieesenmnvhereureeerem-nraehmehmiaumunuifiaad Ieelsfisll-ithvvtlherliar

uuictmpn-misiat1ef‘fl'I-epubhlslra.
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Tables nunlsining infermatien ne:eess.a1':..rfe1' reeesering files take sheet 1|3||J-450 Kb far we In-gi::al+:L1'iI.-'e.
Thetable size can be but -den-n te ilfl lib. ifs IEEE decides net 1:: save the raluealiun iniitrnnalien and this

has ne perbeptible iizlfluanee en the que|!iI.}r ef reeevergr in Ines: cases.

EDNCLUSIHN

leteglitg.-I eheeisers I.u1I:l-e4.Ibrt-sail}.-' :11: ml preside a panacea agalnfl -enmputer viruses. Unf:I:tI.I:IeII=|:r. there

is no such panacea, Iinreailthere be flllfl. E-Ii‘! fine}? are quite reliable ]:Imt-eetim: I.|tii.ities which must be

med jcniiilig.-' 1.I.-'i1‘h ether classes efsnti-I-irusteuis. The highlights e-fintegrlijr ehe::'.i::ess des:::11'bed abenre
are all tnnplented in Miiinf psbgsam, use must pi:-pulsr itegrirgr cheeks" in Russia It is also knew in
Cresmanjs wliere it is dislfibiited en CD-RIEIM as s be-mp-eI1e11 efthe Dialeguefireienes Pm.ti—‘i-I'ii'u.E Hie ]t
eheelesa flisleby reading its seetels use by but directly ednirming BIUS, easiljrtzlsps aeiisre steelith
viruses by eeniparing the iI'nf:nm1atiu-IL obtained through Ei]I'.'.‘rS smzl DDS. It iIss'I:an:|1.r rester-es up In 9??-‘i {If

files eenuptefl by kruewu end unk:m:m-11 1.Ii.ms-es.
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EVALUATING DISTRIBUTED VIRUS PRflTEC']'IflN PRDIJUCTS

.5:x:rrt-‘.3a.re1!::«.I:

hienfeensseehtes. 2? 113! Waisli mrenue. Suite am. Santa Elena. CA. 9505!. USA

Tet-W1#0393333]:-Fa1flfl14flE9?flW2’?-Eniei|'?'?311.1'T54I@.em;n1s:nre.eu:m

Preseryirig the i:nteg,1'i.ty, ennfideiitillity and eeeem’I:i1'liI.y Dfillffllmltiflfil reenzrilttes euntitruaes 1:: pmeentnew

ehallengee teihe cleiesee-urity nfileer, IS department, netwerkedministmnarentt end user. In the midst ef

1:ii:i:'rJpIuti:.:|"1.:|p9,I':Lil'g.i:IIi:I-'iIirri.5i:'l1g and the:-is]-: ufnnrpnrate iniezmaeeneeeeueiien, metiifleetien

and diaelu-sireis iuereasiiig. The elassie +:euiIa1iz.I:i:l made] irrfpesswnrds aridpltysieel guards emdifikulita

qaply widtina yasi1yi:1i91'1]1uter]:en1.'ir4:inII:-st:ii1fg:I;I1.Iring. mnying and ehenging werksiatiuit and eeryet
teehticilegles. The een:Iputer 1'.tiiiI.:sir_I.-I iswell aitrare that tune ufthe must setieus enrl -rlangsrnus semmty

threa.1s1:iJtits1:rurgtacin'trigtnia::1‘i!-mniputeraitd netwertem-1'3'em11etitislhe~.in1s.i2empuiervinJea are

ha1:u~di:-us e11'ci'ciee~.=.-l1iu:l1requii‘e eenfinume i:I’I|1I.5-1l]."'-|'ifl:i1£t1.I3I!! in Innuefdeieciien, cerflzainnweniend

reenlufien. Alfltuugh wtifliell thepu|J|leitygeneIais::|byeei11pi:t:ryirum~. Uuenfight eetimweflnt lb:

markeqslneeis well equipped andesndismifi the ti1i:ILig]1ts.I:rt‘e]:IiI:|.-s1'i1iII: I2=flI1tElEiIIHii.fln.T1!i5i$~1J-C'Ul1-'$i3lEi=-

A I994 Pitztienai C-r.i.uipiii=e:" ["NES.Fi_‘.I1'irus imgsetsimfey sheweil little smtisfieal

change since its original Daiaqueatreaeareh ei‘1'i'5r2. amen; U.S.eu:+i1:-erahe reependenfi. WE 513'-"+5 Slill I113
that adequately trntlpln-y anti-virus seinritnrtitill-n]3,.'3E'?-‘Er efeaerpereie IIBIIE-EDIE-iHEI1t|}'fl}l]:|']y' fl
anti-tri1'us|:rmdu4:Is.TIiis eeI1II'i'|:IlltE:s iii-iJ:Ie feettiislrnere than 40'!-‘B efsll tietw-nrl-is I'II'FE ‘|Fil'!l.15|.‘.'-‘.'?l-!.H. t'niijiIi‘t't;|i'

nfin.fia:linnsareirIIcIfluusiiiJt:iciDi:Dfl1.fb1.'Emp|Dyt~t:5. Clean up can be veryco-sIiy,arIdreirtf=ctica1 uncles
within anayerage periizid sf?-[II days. In I994. irit'uses-stist American business epprflxinnieiy $2.? '|:r|'|Iinn.

I3‘.-::s.eare|1ersiire ii'aeu-yering netytrituees etarlienfmere thentwn d.-nzeittrirtisi‘:-s-"slI'=Iin5 e!'I‘u:-11'fJL. ‘Hills, |‘J'IE

iimeetns data security willheururse before itg-em It-etI.'-er.Asp1'ese1'1t. there issitheunfiel firewflt el’

pi;i13r1:nua-phje 'I..'i11.13 irI:1'i:It'.'n'I3.. ‘ii-'nuli:l-he-writerean ehntejn, and learn to Create, g.ene1'iu: yirumsfitim ‘haw-tin“
boasts, uixus H13, its imerziei, bulletin bee:-it and event ED-RUM. Since the threat efseei-dental and

iiit-enii-zine] yirueduriage tn the eerperate e:I1'LI:iru:rarurI-enI,irInI:iI1-:|i::I.g efl"—eite dam isstrflng, fltflre are 5E'|-Feral

eun:npeu'.u.g issues which irnistbeedilr-eseed. Thispeperunfl esplure the eritetiii in: wlainh mfltemum mty

hesetheireheieas uf'ai1t'H'i1'I1s pmrnetiin.

TI-[E"i’Ifl'.U5 ‘fi"I‘JEI..Il

A eempuier 1n'.1'I.Is ‘ea apmgram iiniehreplieetes itself. meliesilsell-‘te etherpree.en:1pe1-fume
uusnliizited, inn-t rriafleieris, anthem Cerrputeryimses are prederrIiI1a.nI:|y yirritteit fer IE||5'u'l*i3I.':I'I'I:[:IiiI.I':I3:r1i: and

It-'[iiI:i11t-iii-"I1 eperefingsyflemsThetwnfi1nd::nenIaltIir1teeategnries:re '|:i-nut‘ and. ‘fi.li:‘ ir:'ru:aeeiuehes
Term‘ and ‘Yankee Beadle‘. Be-et viruses, Ii:ernestiepnI'tedty'1:e.erepre;a:an1swi1i:h benefit: ecfivenn

system start-up.T|1ey iiiirell within lhebnet esel:-nr e-fa sysien1’s iitfeetsd floppy er 1'i.i.t'i:1+:l'E1:.I'-‘II-'.IIai~t

-ei;nmmnnI3.r_ the hunt yinis isprefluit heeemes ri:ierm:iry rueddent, replicates and sits-|:]:teseI1t-n nther
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-I~I-vl[ii]1.E5HEl39. '.'~I'e nemJi‘H1|:i.l.'iisei:'enu1rytIe re|1i1e11.Ieed.:h:IeiI in ritie-‘II r_I.I1I'.un.eT I'IIa=I:iIlIi1itII!Iji'|7I1I11!I'I~'fliI!HlI‘Ihit1!II'I€If

wrirhsnpeirniiaiintnfiietnh-liihml
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available legienl dike. File 1.-irueee areprnglnm.-1 which bee-eme aefive eel;-rwhen exeeneiedrmeae include

.E‘_!|-5E, _-I11‘-D}.-II, .DLL and ether e.-1-:eeu't£!I]e:f'I:|e1L The Elle uiree spread: en exeeufinn H it I}-piediy heeemee

mam-ur_I,-'residIJ1t, replicates and efI:ic:]'u£1J:H;r1i1:1' exeeulahle gee-gn:an1s. I-.r1'ulfi1:n.1'1ilu ate: lg.-'pe eh-inae

which hnveheth file and hemvhm ehareeleriefies. .I"I."n'i]'|.l.'El3l'II]F memit-er ferauiflerevmneeenipuflr

eenditlen wlieheauaea ape3.rI-eed tehe deli»-e1'e:T..h |:l.j-"iI!1=m1I1il}|"1-"iB.I'j.|' fI'em an ‘erI1.ua.1'ng‘ meeeege.
uiismpliun ufecunputer pr-I:-came: I:rr:'1I:&ded1'I.b:rI:'e:e, ta Ihe 11:51:!-I: lelhnl 1.'_'_n";|:Ie,i.I1-:a:Il'fi:II'lIE«1.1[1I.I.1 fl.I:l:i".-"L13" and

minutednte darnegeqarend -'..'-refi km: per'L-ede eftinee

‘|fi?4;:1-I::I1.I.r1'd-e incident flpu-[I5 1'.1J.cHIat¢-1J1:1tliL-e n1a_jarit1-,ref1.aitaeeaat'ei11n'edueed inneeenfly eeflae eerpuzlnte
em-'irenn1en1fi'emuneLI-epeeling elm-leg.-'eee hn'1:I§'i:1: virileeefiemfli-eirhnlrleecntqelfler ereiefl-'hel'= eiltei-lie

the eHi:e,erIl1r-eugh.eMh'enie d'ulri|:I-utien meh nel:u.:J.Ietin bennl 53-'ehmeL "v'in-1e aulhnm fl1I!:1=I:|-9'-*1‘-+E=E'-1'H.1:.gI=

:rv:.a.ll}' in ternuufage, haekgrmmdaed iate:n.1. Alan, meirebiiity mdeeigll and test flleirpregmm givu
:1ri.d::ne: In-TJ1-I: u;1:l1.ren';u't;n.-I uf‘-.-lr1.1s perfiannnneearndprnpagafium Many virus: require ideeieelrdiliene fer

preper meutien. end indeed. many fail Ie-up-erase. er never execute an all. Cenainvirusea are mere
prenaiem ineaep-art ef1tLeH.H:Ie'1d man u: n1:|:IeI3."'-"irI:n neeeareherajudae the meet cememeprewfling
wrirueee ae 1heee which ennalelenfljr endeueefiefiflljr execute and replieme under un'nreI'5BJ eendilienal endfer

an-.~auh:.1a;11ja]I3.rel:s::r1reu:1ia Ii1e eanqaauler :::a111mueit:,r_']']:Lenun hundred mesteemrnen 1'iI1.Ieea{w|1ieh range
betnreen nee Ilelfend I:h1Iee }'fi.IE]flD¢fl1.lI1T.f1I the I11ejerit_'r efieieetlerts. Fmtemieg 3.-'en.1r e'_I.-ate11'1 fiem these

eemmee wires-.2: any nfiierauffieiem pr-nteetiurl, he-eaueeflle 1i1I:eLi.hne-d efhifeefienhyenetees virus is quite

slim, S.|i||_uu‘.|1Ele1l1ere1'.s neatandardnamieg eeevendnn 'mdue11'_I.- reeeuellerehave defined mere |:l1en'Ii1ree
thousand *I:1eeurne1:ted' virus:

VIRUS C{}UI"Tl'ER.d.E1'IflN-DP'lTflN$

MnII}r1dnfl£}'l1:pIfl-:I'm ere n4:rtea.-silgr diaiin-gI.|iel1ebie until en-'er.t demnge heel:-een dent. Ufltit. the flI1lj:*=H-1'11-'
irniiamian my be Ihat .1e~a1'e{:runer iaru.nnin3. eiewlyer metep|'egra.1'r.I deee1:1’teeeeutI: eerreulirr. Elm‘-eniigr.
mg.-1-:an:fi:u1: teehniqueatu demetdteeempuler 1.rima: imegritjreheekzing, ]l1E|11EI1"_|p' deaeefien, interrupt

menlmring end signamre 3-eE:1.T!IirI;g.. TheiI1|:e1e'il'yI:hetki1lgmHhM r1eterminesifapm3I'am‘5flIe size has

increased dueenrtruaatuelned-eede Thememeugr eeaeetleniredte-ereee;aeimee'.The lucefienenfleufle nfa

given deeueeented I.rh'1Ia-while in mam-I:I1'j.'.The in1e1'rIJ;rtmeni1Je1:1':1g. meI£1-eel el:-eenreeillpregram I!-'5-':Bh'.rI1
e.a[I5{'t.e. D1215 I1Ell1Ih'I1i.I:iuI’II1Ei!:linfl1B‘a1'|:EIII]]11‘;1EI1E|Jg[l aeequenee efeellawhieh may ieclicete I-r'Ll'Il5 e::I:i1ril:r.
Th: 5igT|at|.|r:5::a.1:.11i|1g1'|3|1:th[:n4:1.rvI:.*].i::EI:|-I1 idantifj.ri.e§; aunique Etfllfil-EIIfl.I:i.Bl:iEltB1lJDEi-E, t.h-e1I'i:I1e'- Eignatune,

which wima leaves 1.-ritlain an inhtecl file. M am.-i—~.rirue preduele use veriatims nfaune eralleffllese

vflmaeetmtemeiienteehniqllee.

Tnre dI1I:I:Iinm1E1.ri'n.15 eleeaes. sieellh aI'te1[:re13.-'n'I:rI1:rhie.I:rffe1'additi:meI dermndenn lhe anti-ville:

eemlmmity. JiI.5ll=fli.Iil‘|.|'iI'l.15,iI||l:|li]pH.'id-'i.1u|'|: and active. elealer. in eefl'flI|5.1i1IE In:-.IlLing1'I diflieultte deteet. A

puaiee eeeallh virus might rnahlteiu e pm-gre.11:L‘e preinfeetedfiie uiaeie elder tehide the hlflflild pI'1!|gI‘am"5
eetuel EI1-::e'eaee=u.'1 file eiee. 'I'he1'efiJ1'e, itnreuldewde rnelet inle-mt:-' checkers. F111 eefive etfilih ‘-'iI1lE Jilighl

target and eiininete fl1et1ele:tieI1fuee'tieeaJiI§,rnfaeeIr1n1en:iel enli-1.-i1uepreduet.111erneetn:1il‘lieu1tty1::e ef
viruete detecthe 1-i1'r.m.Itenut:IiJ15 afmutatien -E-'I'IEiee' vuhiehprednceaa 'ri1'u.5. 111111 mndemiy

ehangee iusignanereen eereiin replieatieue. Te deteetn p-I:I|:rn're1'phie virus. eeiemeireeeamaingengiee

nuetanalyaeet efaentming rules. lfapre-fluerulilieee the eigrnmre scanning leehniqee {end an Eea-ding
winders due}, it meat aeli-n.-n:1;.r update its vine n',g11an.1re file [an enerypted file which eentaineinlmm 1-rims
signuuuea I.|.-zed by the acmnar} as wall as nlaintain Ihe 3::an11iI1g mgine iese|i'{1A-laeee n.Ilee 1111.31 he refined}.

Depmdirugenthe in1pInen1en'te.1'Len, ell efd1eehe1re-melifienedeemtemeliennlmhucheanbeflnplwed an
hethehewen-ka1aI:len ereen=er,aI:a:1 either in real-1;Ee:u-.-er em.

‘i.-'h11aeeu:en-aefienteehnelegyia net witheul deficiencies, and effenetivenue den: wry b§I'|i1I:iIH]J|!IlieItiI:rn-

I|1|;egrit§.rr:]1acking involves applgdnga eaIueulali::11:aIgn1'ith.mt1:| afile in erderee prndmeeeheeksulnvalue.

Theenduaerreglateraa file, and an later eeeemien, theenti-'I.rirue 3}-ntemeuh:n1e1:ieaJJ:rn'ieetm'1e'heI111ifle if
1:he1'11e bee been altered. The dewn-aide lethieteehneieggr in-elude.e:regia'I;eringi.e;Fee1edfI|ee. mining
 

flfl L-u£m fim'|r'irIu-Ihil-nItn1.II1-.1I Tlllvlir--dr--t.JLb|rIndnn.Ddhrd-I-‘in-I. D-'|'-l_l3‘1'5.I-rI11|IIfH|- _1201113556513-9. He elrteflia whlineen rn-:r'n=-rqnte-me. em-Iinnnn-in-n1=.v.-:eame.erIrn:1errIifl1-in en:-I Ihen mflleutfietrmr
'n':'i:I:IuI1;:eI:n:in'n11nE"|]'re;I:l.Ih|i:'fl1'1
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flflflllilll trirueee, flagging se-1f—medifl.IiI1g exeeutahl-es, and rnanegiagtlae eheeletura deleheee 1"-'IeIt'I:trjr
deteetieu teehJ1e1egyma3,.rie'q1eee reeeureerequirementsetIde‘eett11etPC eperafieee. interrupt rrtenilering.

whirh finde the vines aflerertte-:1II:iI:HL eften fiaeevelid 5!r'li'flH'I‘.l ealle. eltdhaehad Eimit-ed eueeeea egainalelt

1-inn t:.m.Sig1'tel'|.:e'e eeeenieg is enly aegaed aehewreeentflteainmmre Eleietlpndetedralheit, rm-at
aigtratt-are fi1eeee11IaineJleea'nmen virus eigmttuee. %elin1ee the signature 5I.‘:et:IIIrI:1‘1:'I'-Itt'_':-' iII1E:|1'|!i.flta
signature 1:.-'it]:Li11 at-ralid file fifeleepeeitive deteeIien}.De1:nendingee hewdeteiledlhe rule eetefe hI:I.n'i5lie5-
heeedeeanning engine, pelynterphie iterelieu rm‘,-ght else znruid deter.-lien. The eemhined ueeefelltheee

tee1:11e¥e3ieer.uggnee-reamere Ihereugh metlted eftrinle ebetreeden Aeflze number efvineee eenfinueite
inerea.-3:. virus eetmterezliunmmtnlenfllttire.

E'WLLUa9a'I'IflN CRITERIA. FDR THE DISTRIBUTED .II.I*WIIilI'.|II"tII'4-lE.I"i|'1"

Te eheeee from lmeugdle leading erttl-1-true Herder, Iheheet anti-virus data prenelien eetueien fete

mectfie elwirenlrent. eeetefperdeent neheheneritfiumeflflrflhfi iliil.‘-115|1ifiEt|?U'I'Ifl|1JFfl5lIEElZ|li|Z!Il.‘!», erhielt
at fiI'Et£t1'fi'EI.'I eeeend Eleme eeeI:t'Iert.te1'al faetere. pre1.re:,.wI'IHt fi.1rd1e1'ea:pIe-I'ali:t'I, te Izvemlelee-ding. We
will fire: dieeualrh-eat: reeetelwietueriteriaand I:IteI1 suggest an u-ptimal list efdelnnttieing fletere.

L; the pm-duetwlri:-.he|ai::1e Ituealehthe meet nu.mber ef'I.riru5I:51he best‘? Net Ilflflwralilfit. Eirleflflle nI.I.m1:Iei'
eftrirueeeirrerea.-tee eaeh rmnth, eaeh*.'ender'e:leeurruented1ri1'ua deteelien retewill change I'I'l2tl:||:hl].T. In

Hdditielt, this deteelien rate relies ee thew.-aitahilitgr efthe pre-d1.1et'e updetesmnemeatiitie fltetie faete

etaetderd fer eignature files. A I‘;-']]I]'|:II4.'-tl:]J1:ri1Il‘t:I'ltlv|:lI2I5i!.I[Ell'£I'}I' efvinreee dtreegh e:Ie|1preduet‘5
eemtemteemreeendeilhereetmteflle aumberefdeteetienaerdeelemeee dmtiellperle-e11ta5;e.|.'.I|'lIteini|1g

epprepliiatevinueef-era ti:-rary ran|:IeetJr:I;:nJieate:|.,e1'nee treudmeearmetelttitell:-r:u'fl iuthe dtsnibufien ef
1.I'inIeee."l‘he reeulte efthis 'ueet'a.Ii]1 vent eignifleanfly due te: Ihe depth eflhe 'I.r'LrI.|a |:|'|:rren.r [hew meuyere

1:|.|:|:|i:d'a'] and huwzrnny nfwhatgrpe I:tf'1ri1'u5 u[i_e. pebenntplfie}, IhE:1:|-l.'lI'il'j|' £tflh£]1iI1|I‘fl.I'j' {ettizr virueefl},

the naming eeru.-eetiene u1iI.1':eed I:I.IrI"L’fi:Irrn']"”]-. the rneeteureerttupdateiurhen was the teem. and erlretlterthe
teeter rna.:in:I.izeea.I:Ir nermaH:ee:e eaeh predeefeeeunter-meeauree. he p-revi-nualy dine-eased, thetteehundred

meet -eemmcln 1-ireeee aeeeunt en the vast n:tajer':'|:_-.-' efinfeetieu. Thetefere. ell filrlib-'-I invesreafieer it ‘u

apparent tI1a.t:it may-r'ee ef little euneeqmernee thercrae preduetdeteeu enl;-refew mere-uiruaeatlunmtether.

Is the 1;:-eduer which elainte te perfennthe faeteetandwitlt the leaerreemuee mflimflenie Ihe |:«eet'i"I~Iet
nereeearfly. E1.-'a|uateIem:.utevere,ge multiple test nmefer beth 1.I.r-e:rk.etal'.iene flTIIi'.'itE1"'-"=1-"-"u- in I!II‘t|H' ti!

precluee aetaudard eel: efwduee. Being that servers, by narnre,p-erfernr arulli-t:e1ria.g.4:u1e eheuld nut
eeet.unee]:re:luet‘e aenrer mem-erg.r requirernenteereenrerthread tmgemefieet perfiarnunee. Typical
experiments will send alihrery efflea aredtrirueee threugh 9. given newer. 'l'heexp-eriment is repealed fer
each pmI:IJ.H.',:t wth euuueerreeaearee 3.11:1 features aelitreted. C-emperiee1:eeant.heu mueure the time it teeltte
eeerl ennmber effil-:3 endfer iieleerenuniaeravirueee. The rea-ulm:rfI'.l1'ut-est 1e'i.IJ 'I.'er_:t ei3.n.i.f'Ht1rIll:r barred

-e:I1:IEI:Le ei:eendt3rpeeeffi1ea{ftewrt1en:p' ereuezefii}, the Ieeling p]a.I:li:Ia'm [eenter and weeltetefiefl

eenliguratieee], the l11:t.'aIt:I1n'e11tu;:I1Ile:{a.rI:LI:I'L1I.reEt we tcfl'?}|El1flw]'|Bl1eIflIE:1EEt rI:E.1ti:n11'1J:5 ernenreliees
eleh predtlefeeeunmrneaelrree a:1:Id."eIr ["eal1.a'e5. Thenext queatien is What. deteelien rate was femid atedtieh
perfennanee let-‘:11. Aehteteledghe lhfl mnett-ealeerejniplernenmd 1mdereeHt'I:rel1e+:l eerldilieee, heweanert-e
have rruere ee::I.fid-r.nee1'.u a prednet wltiehperferrnecler a few ‘ea-eende‘ faaler, en-ttth5JiahI1:r1em
:'I:eeeI'eI: tlilimlien‘?

Iethe predufi which elaime teefterttsereaetfeentree the |:reer.3'1~Ietnee13.-I. E1.-'aJua'tere meet etrhrete
explere eee|1pra:n:Ieet'e f-H1!IlF.'=filfl.1'IE|EiI1 1err:15efirmltau'e:1.HlJ. leenufl aren-et created eqeeL netis
Ihetrirnplementetintn mailed far all needs. 'I'j,r]:ti::a1 e::pe1'in1en1:.1.e-1'l|fireteetI1:rlitl1 e etandartlfeetufl eel, eueh
as ]"1e'-fell and MESA eertifiealiea. Eaeh p1‘cIduEt'5fea.lureeet Willhfltihtflflild a1det:n|ttettJ11t:tuefeelure.et.|r'Lll
bediteevered. Ce-reeariaere me then bemedete thee: ptetluele which effer the meat features. The reeule

efthieteetwflltreryaiirtifieantht due he Ihepereeived need efthe feature [is it just 1! 'I'Ii|=E-ID-|'fl1-TE‘ Etris if
ru:en:I:«d?}, thedepth efenaiyeee {did enI]:Iiri:1t.It::eL1It5ereHlJlt'I1;I-Lit:-ne qualify.’ eeeh f'ea1'u|'e'?]I, lite meet eurrent

 

Ll5'.B'{;I.{.ETIflI'If.'I':-'HP.E.|1‘E‘IEEl3‘1!t51'i1IflLIll1l LI-I:I..Il Thellfllrlrl. :|u.hI'I;flI:I:'|.'D:ll'rfl.i.h'Ir.. EI.‘.'lLl-I3'|!'5.. Elfllli

UDD1 +.u,;u=;1:;+55gue.Hgpgmru1L;puuigeunmye".mapm¢=e.uIe:;metmu1:3:tu1.uueuutenltneuermmeenautneup-e:.
'A'ertreIp-eI111ieeieee1'fl1eeI.Ih1HtnI.



1"-I * GEIHDDM E'r'H|.LH'.|'Ti"-.l'.'|'  IDlI‘l'-FIL-'3 PR1:-'T'E'|.fiTl'DHFHIDDUI:TS
 

1::-dats{whsn.i=rasfl1¢l1:st'?}, whsmerfliaimusrmasianlhssnrnannalizts such fh1'I.II'::set.. Isnlilmwfliess
fsarurssare in he t:Ii]ilsnI:11lJ:«IiII1I.riIlitl:!s|:ri:a1sfi4:ial‘?‘,I. Fr::rn1Ii:Iisi:l'ss::usai::urL it 'm-|:IlWi~:uT.t5 l]:'LaII:II'u:¢aI1.11-zit
sh-ssssapraduct maxalybacalsss itufl-‘sra anrssisr number offieanues.

Esrui.11l}r,ths aha-are Ihcrm-'itl1atand1'I1g,a.u esrfltruurmust tam apmi:luI:t':. dstmtlun 1'B1=.

psriiucrsancs amlfsamrua. lnnddi1i+:n.;uro-dirctsrissiga,-nesd fiir mds5r*su-astly distribinsd sm-iruumsnts must
sfiftaiiarduetworksesm-era, mnnwudwmkstarinrmrmntsustrsmdswrsddafl. .I"-L|Ii!|.IEII1glld'lE nstwnrk
sswsr inaslfcamintmtppnrtuinis I-Bpiicaiiiun. itcan substantially canntritiulsts din: apruui crfvinlaes In other

sen-ersuru.r4i|l:sta1juns.\‘ii't1iIsnu:11ing undsranstwnrls apela1ings_I.-alsrnsudl asHmn:II nrwhi-mums NT.

wins syslarn calls are unsu::r::usi"ul- lb.-imam-sr, flis ssr-.rsriss1.'itsl csgan uifiias nswmrltwhuss availability

and rnsnsgssbifitg.-ren'|ai:|s-crucial In sificisntup-Hafiuns. Wurksmtiunsrmmizn iiiehrttdhig fl;|'l2r1Jfl-IIi.flIld

Ia:|1tr_I,' |:H;IIi:I:II:fD.I' lizsvsst rnsjsriq.-I sh-i.1'Iaes. Ifa wnrlnstaliuua I:|EI-|:i':I'I'1£'.l::i:l'i:|:|-p-Hl'3l.'r1l, n-rdatts isdiniinkhsd, tbs
1fl-I:'=l'i5 I.m3:ra:1uJ::tiv+:.1'|u: nsmuts ussngdisnsiit-or halslsd finmflss ssnrer, is sqully atrial-caa this cu-nnncttad
ussr. In fast, sums argue: that 1-Jhs r-smut: ussr "asst 3;-sass: risk, Elm: tn H1: ususl »:IifEr.-alqr in sarvicsahility.

::ri':En:al msed fnrdam as-a.ilal:riJiI;1.r. and 1-aha: 1Jfllll1]lllEl'iiI.‘-d-DIEIlI5Il:Il11iI|:I:liJlJI[2IJl1t:

it.-Inst mars dlfll nut amiss: vii-uauaw.-.-ilhdsis sta-rags msnagstrrsnt Wiflsiu sd.'utribuIisden1.rin:rnment.'rr "E

nutuizmsusl Inwiuisssfli-adsiJ:.r hanlalpufup lflfltfl-ffliJ’]ift|EflflHtWUr1EI;'flIE.FLhighpm'f'nn1JEfl¢¢,

mintcrmpmduirus-fies hm:-kup iscriticsl tI:.Itl1EirI'cflg;I'i.'l'_'p' uftha net-ma-ir. Thanf:Il'a-,ta nrnitany affimaa:
ansas fmm prcrtcactinn ism animal: sums Innsl i:rF~.-1.1]i:i:u-sl:ili|:;.r. Eh-s.r:zi'1 Has qusssiinn is 1.1.-.FaI-::i.tsr.I'r:J:iI.a::.I::a__i1'i'I!i's'

his mar assfiiifsaitirssnairiiesnviug I-ii: mashfime and gfi'?:H'1'.

Thenufllmhaliwuathatnnsrmstsaauidsrhnwsprnduct isbsstwilefl In rnmagingihavinisiilraatwitliiil
the svslustnfs disrihutad anvh-unnusntintsrrlsaufdutsufinn, , mfiflcafiu-s and

rsliiailitgr- '

s. Dstsnltimi - Du-as Ilse pmductdem-=talI‘canmrun‘1rinIs:i; uuuiasnflydstsnt ]:I2I'-|'.'.dI1'iI'.l‘I:i.12l.I.I'lI:"u":i.'|Z'I.I.EEE,'.

sndsnspls3rsvsris1},'usf1:<:nfl1;unhIa cciunlarn-:tian niaiinadalugiu?

s- Pssfamunns-W'd|fl1eprnd1Ist’s 'm1|:IIi:tI:Intl1I: ::1:I1.r'IrI::Im'n.mt.br.'i1iI s¢r'r¢I'an-ii ‘I-I-'I:r1'1I.'5tIIti+!II'I,|!IIEII:'t'l!I.'iJ1'flJ

in H1»: figlit czrfinsrdsts-n:ti-an mquirermnm?

: Esnllsapraductb-wmnallgrmunaasdand n-nin|aius:dl:ng.r Iizns sdniinlstrsmrwhlle

csn-niniug lump-arslitm, and-mnvsnisnttn upsialcfar. IirI:4:m:|—uav:r'?

an Nuflficafluu-Dfleamepradmtafisrawraisurnfuuysmmahls quickrsqiunsstn EH'il'IlEillI'.':1'I:iElI'I‘E'

I I!Lel.iabiJ.lr].- -Is Ihe ]:rr:1i11II:t‘s:1-sa:i3:LstaiJl:;4:an1i1: vcndvzlr .-.uppa1-t1i1I: pn:II:EI.u:I; is ihsvsndsr pursuing

augallig product dsvsl-npnleniq a.ru:I dass tliswsudur law: liisfanilitiss and rclafiun-fliipsi bu m==t rm:
E-l.II2l.'|:-'lI'E and futu:t'¢ ncsds?

EDN{1.IISIDN

‘I.-"i1'Il£~ nnntruk must be practical aid plalssihls H.-iIi1iJ1 1hs:uma1tufdaIapr:s:rvttinn,¢D1ifldeI1flaJirJ.' and
ac:-Iasihi|itg.r1'~flqI.ri.1'r:i1'l'.'t'Lts. ‘nlfitiithe IB:J1t¢|jI!1$£:nnt1fl'h£ill§rprnIEflB=fl,ths [:H:iIfli|::IiJ.1':tj' nfs virus apmsding

quickly smimssking sig:u'i'n::n1.:ian1sg-: izicrsms. lt isiizipnrism tshsvsafinaM :1-f iiietlm-at
of-rinnscxpaa-sures, rzumsnt uismcdun tsciinulugiss, and p1'w:I1I amlfiimru snvimmmnislnuads and

r.:aumi::ii11s. Fu:Ii1-:|mar:.ussr«cust:+mizah1e testing nislhuduluey is a name-ssity. Ultimtsiy, 1:: salsctihs best
s:1ts1'psise=-winie 1I'I[i-'1."ii.I'I.E5lI|'i.lIi.'I'C|D._. ih: :w.ralua1I:rr11I.1atfiI.1[i_1.r undsxalaild tin‘. dstsntlsn. .

sdrnitistruisn, imlificaiiunaud rslfln-ilitg.-I a:riter'nwi1ir::l'i i'.'H!-'.'fl'.'E-I].lT.5'l]'lIE- elwimnmrui.
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ihTi'ttIIlpI:lIiEi.Cd1DfI2I:[.II!iid1fl‘i.
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DYNAMIC DETECTIDN AND CLASSIFICATIUN DI?

CCIMPUTER VIRUSES USING GENERAL BEHAVIHUR

PATTERNS

:1-:Fflr?m1:5'H1'mm£I"

"..Fi:1.1s Tust Cfiltfl‘, I.Jn:i1.-ersir_'r ufHamtrurg;.1I.!I:|.:=1IwaiI:B‘tt'.9. 10255 Ham-|:I1:I'E. *-'.'3I:I'I'I'|EtI't1.'

1'e|+~4!§|-KH}-4 5| ll'.|I-IJI-'.'l ‘F11-I +49 405 4'11 5226 -E|:I:u:ilmfi .urg

E-a:u:.I‘a::r:I:':'.i1.l.'.a I!'.‘.'&.:1r1'!.-21" and‘.-Ibdeflazf: Maury?

F.LI.N.D-P., Iusututd']nEc»m1afiqu»=. Uniw.-.rslty u:rfI~I:mu:,B:Igium

EmailbLe@infn.flm|:1p.:1I:.bI:.-‘Emu-@inf4:I.fi.Int1p-aI:.he

 CI

flu‘. umber affifes H-Jain}: an-en"pr-::-cuessiugbyt-inu J'.::.i':m's,grm-.=ing npaneflflflfl}-'. Emu though aHJ_'-M shah‘
prapunim afmfiefikswflmnmffl a-M1-+' mus. -a¢n:'-&_,I'iI5E'rE'qIrfrIa.s:::t:?r:i.u:1fl'tHL ‘Ht.eJ':4:I-I-:'m:'J'.I-I-IerI:5':=u:\~:rI‘_.|'-'::I-.r'
dealing magma: r;s.s1iEH:msafi:r::m::r1m1Ir::1a{1:sI3,.-i vmwflpflimmmvemfrasflun agfvenjfls an-:.n'
.|:E'.fJE|.-'«a,=.'1-':5“4::l' 'w£|"d'IiI:1! anwfaer-bar :1 is v'r'nrIe.'n: ar nor. fin’.-'r:'.s:a: mv mm, .1‘: H-aIJ'.i:u: JIE'I'3E£:'.1-fl.I"_,'p"h'.i' damn! it Some

mats Jaawbsen dewmpaim spam‘ up rizierp-rlmts. muglngfmmpmgrams whuichfcimryfl-rpmb-imflljpr
4:1‘:13;i'.[',ria:I'j|‘a‘J'-53:-I:.I praggrcants £I'.r-nrgmeruaat deracrfan dam: Sarnaaufl-mwpradnr-:I5F=m-'E Emir-PH mac-hlrflsflis
h-wrmzion heurisflci. witch emit-uiia mm mdfiefi mauizmrrm-I.-:-I vI'.rH5E.5'. E.Fn_i'f:r.r1uHa:eI_v::.I5E Ifiese amt: flaw
flfinixafénnw.

In rhflpapen we will nfemartsnrma haw-mt EH!-I|5¢l'1-flu" is use-rhta ma.-I£.:r:.rr:F:: .1;r.s1!a',::-1::In:.*:I"--4‘:.'_1+'qi|"a:I'+-1'.-'m:! PC.
mdhmvfiaapmqrmmiflflu usedm ma{p5'erhe5'n'aImaf:i:mIuu&1k:g'rhee.muIa;arpmd‘uczs.FF’e um:
garners! NEH mdarecz real L-imsesgeraarimffy mufmiimfil. andspecylc mks 5:.--.an:rm:: ::5:.!:n'£.s afar-Baeir
befmviu-|.gr. Ilpgramimig qr.-:Ia=.r.I1:'.5: called P'Ifl'E3.' |"n'.5 :1pmaagppa_I'F::r.:r1uuIa-m:I.r:'c mug-HE mamm-
rrara-I,I:-mervimse: andposfibfiyapmmnpx mrfi-virmprudncxfarflxe enmgflxg 3.? mt PC.‘ spa-flung
.~:mrm.r.

1 ]I'~3l"I'F.C|-I|‘II'E'I'IUN

Virus rI:sn:a1'-I:.I1:'.'|‘5 must mp»: widl lmJJ:.r 1.'I1u::msa.11u:I.-1.4::-f's1.:s|:u:*.vn:'l:r.e::I Fles:n:a::hm-:1nE|1.1:IutflIe 13:-Dlillflm isnntm
much me flfl1n'tlfDf'Il:?I1"jflIE|E5|{‘ii-'11iChIflII1th2f]3'EE|'E[I|5E fmrhnndmd and gmws atantarljf E::-r.[:u::-nenn'aJ

rate] unite number uffiluzth-= I‘E:BlH.I'E—]:lE:l1'E12Ei".|'I21Ei'|!|.|'.'|. n11.13ta:La|3r5.:-flu-tr gILtL flutnfpullapa-on: ‘tiundrcad
filca, uulynn: mn1.rau:m.n]1:.- cumin: n:w1Ii11E.Un.fi|-flmialeijf, tam nranushurtcuu. Euergrfibeknas to be
pnzrccssd.
 

E-'5'.E'{I££ETfi'~'flJf~'FE:'tnE:|.iIED1!951rl'Il3‘LI|=i11I:d.1J 'l'|u:i.'!I.I:|1-Id, .lbii1iII1.DI.'l'II'diJ.|1. ~::i'Ju:1+J‘Iu'S.£:t:.Itnd.

UDD11 +4:-guyms alas}. |!-«fI:n|::lII-:Il:'t|'Li.t;|:Iii'i-I:.|iI;|1.:|'nI3.- burq::ud1LaH.u:ttudI1i:¢ui:I-Il:fi'hn.u:'IanrnM:dmu13'1h'm
wamuzma pIiu:'1-'.I'.lT|::I1 Jialmqzlitntn-Efl:Is;pLIJ:EfiII:'a.



1"-E 1 §'lI'|.I'i|.I'-I'lI'|-'|EIil'.'lI|"l'l"«[-|l.|'r1|'IZI |'.'|'El'El".'.|'n‘IC|l'-Ur-|"«I'u|.'.l CH§WEfiHflNN 'I"l.EI.J".'iE..

The standard meflrud efserting eut swan fi lee ieslill bnrte Feree manual arml:-(sis. re-'t11iIins SP-Efilfilim

Saree tee-lsluve been de1rel-n-pedte helpeepe w1"fl1tl1e pmhlein. ranging fiemptegrarmwlflch iv:Ir.n1:i1“_«.rand
I1:I'r'I:'-"mt p1'm'iIJtte1:.r-elsssified files end tri.n.1ses trmtiiities which eiruaetslrings fit:-m infected film thataid in

idem-if_n,.-ing flu: 1.-"muses. However, nene efflie seluliees areutisfaeterj.-. Clearly.-, mere advaaieed teeis are
needed.

In Hits paper, Iheeeneept efdyeamie ana.11.-'s|'sE applied te viruses is-riistua-ed. This isbmed tea an idea

ealled "r"IDE5I{l5’ir:rsi'nn'1r.triJn Deteerien .Eh;:rent5}e1em}Leeinedat tl1e"u'in1s Test Cer1ter[BF1-lS'5| II. The

system willee-rnr:-rise efaPC ulalien and an IDES-liit-I: experts}.-'sl1rm. It sh-tH.r1t1l:Ie capable efrieteeting
viral l:|eha1.-ie1.Lrusi.1:I,-g a setefepnierf niies, asshewn inthe preliminary welrlr: dune with Dr. Fischer-

Hihner, Pu;-t|1:n-nun.-., adveeeed rules will help in elamifiring the detected 1-'i.1'I.Ls.

1']1e,-preseetversien eI""».I'l]I|-E3 isernly efietereatte virus ruearehersi itisnet des'gne-dt-n he: 1:rret:l"t-eel
5].rsH:n1f:|rlh:: end-use1'-itsdema.m?senpreeessingpewere.edhardIa-rare platfernlare tee high. Hewever, it
can |:I-eusedte iderlzifgrunlznewn viruses repid13varu:lpI'=:wide detention andelamiilrafien iII.fDm'1afiDI1tfl the

researcher. ltalse serresasaprelnij-peferflinfirlme sppli-tatiun efinlmsi-nu detection tflrzllitlln-E3-' in

detecting rnalieieus sefittrsre under future eperstingsg.-'steir1s. such as 'I.'_?|Sl"2. l.l.-[S-'|ii-'indu1ars l~lTand 95 .

I_inu.aL,Su]a1'is, etri.

TE1-e restefthe paper iserglmised asf-nl|ews:Ser:tie11E presentsflle eurmrtstate eftiie art in a.n1'i-virus
ieelnrelegy: S-eel:i.urr 3 deaeriheseeenerie virus deteelitm rule:SeeIien 4 rlistzuw the amhiteemre efthe PE

auditing szrsternt Seetien 5 shews hewthe espeli s3'steIn..=‘LSAI'E isusezd tednB.1}'et|l1e$.st1:l1r'1‘l1.'113-teflhllltttitad

by the PC E:I111JJaIfll';flndfiI'IBil}', Section eeentainsseineeerreiuiiirtg retnarl-es

2 CITE-l:REI"i|'T STATE OF "l'I'IE- HLRT

l-‘er thepqup-use efcliseuseien i1."eriJJ he I1-ear.-eeesry te define the tens: ee-mputer vines.

2.] TEE]?!-I5

There issrill rue unitrcrzaily-agreed defini-lien 1-‘erseemputer virus. What ‘a missing is a deseriptien wlaieli

is still general enough to ac-en-un.t ferallp-t-st-iblein1p|mIen1afinrIsef'euII1putar1'inIs=1 -'5-nafltrrqlfllms

made 1'.11[Swi5l5], which is the result efmanyyr-earsefespefienree witlrl. w'In.usin H1-e "-’i1'uET~:et Ct=nh==I'. The

fellewirig definition feraeeenputer 1-'irus ‘Brie result efdiseussien in eempd-rinls ['i«’iI1ls-LIId=1'ivedfi'cIIII

[Edit]:

[HI .1 Eernputer ‘ll-'i:us is murirre er pmgmm tee! ma 'r'.1i|"e'::rr'evtl1sr_:1re_e'rtIrns {tr midlife-"Hg III-em

er.I'I'irue'EI'ErIt-'ir?a.rIr:1e1:l*.t'r.:'r:aF: she: lien-Eire an .‘eJ!Tseterfpr::gr'mn ii:-u:~l'ies'»:: mfl re apaassrflil evah-'ea'.

jrrn .:.-I'i'e.IIa:l'.I‘_‘|.-' sfneilaafi e.-:Ip_1.-' e'.I__i|"I'l':r-s 1-'r'nr.t'.

A rrpereferrne], bur lees usefiil. definitien efa ee-mputer virus ea:I:I he feuiid iI1[fle-1135]. Using the formal

definition. it was pessible to 1.':rtnre H1: 1.-'it'I.1$ P1‘-I.'1IH:I11l' ltedetlidah-Ie.

We lallt eftln: infected H11: as the flestprsgrem 51.-Etemviruses infieet sjrstenap-I'eg;rarns, sue]: as lhei:H:H:I-t
er!-viasterfluet S-er:teI,'I.I.rI1erees file vimses infect executable film such asE.}L'EerCCIM files Fees: in-

depflltliscllssien eftheprupeniesefvizuses, pleese reiier te literature 51ll:I1fl:[l'II'll91].l:5I'i.9||i-]. [Cu-I194] tn‘

[FeI!}E].

Tedajr, £J11:l'1r'lI'l.lS-ii-l|2]Z|I]I:I1l:|-3].-' can be divided inte tn-“tr an-preseh¢s:thevim.rspeei.Ffeaudfl1egenerie

app-reaeh. In p-1'i11e'pIe, the fermer requires lmewledge eftiie 1-irusea 1:ef'uretiI.t*:rt:a.1I be detected. Due tn
ads-mees in teeheelem-5 this j:n1eree_uisite is ne Ieuger emireigr valid in rnanjr efthe me-dern erlli-i.rirus

pmduee. Thistme efteehrldlniryisltlldwn In as It escmner. I11: hteralt-2n=lI='IE|IJ Iififi-‘“1‘~”iT'|I5 I13’
elzrsenring attributes characteristic ufall viruses. Fur iltstanee. interzritgr eheelterstleteet viruses by Ellflfiitille

f'ermediErestier|s in exeeutsahle files; ae efntanq.-I I{sitI1::-ugh netall) viruses.
 

' E=L'E.£.Efl'I-Ct3'.H'a"iE'iE?-'iI.E'I2']!5fi1'I'uBII.IIIJ1Lfl111 1Il'Utl-lrmIn'dIilEdtlLUIirddiII.DI1d3‘:'5.E_I:§.d.
GD ¢uj1esssaa1aa_irq1.::urei.p¢e1eu5mm.,»h.npmeueer.a1eeai:1rarmuqummeunnedunuwmm

1.lIidn:IuIE:i |:n'i:'n' ~.e-mm pnhuiifllni. ere: ptblleefla
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1.1 VIRUS SPECIFIC DETEEIIDN

‘v.-'i111s. Eptfliflfl dntnctinn is I:-_I.rP.ir lh: mnst pn-pulart;i'|:I: nfvirnnpmtnnfinn used on PCs. lnfnrrrialinn
fl-nm the -irirns analysis is uscd :in the sn-csllsni snnnnnsrin-tint:-ntit. U5-1.IfliI}'. s snznnnnrus-ass dalnhnss -sf
T.-inm'du1:|finnfl-nninfnrnufiun whish ¢nal:rI|I= Htfl-:16-“fit! Ell ‘I-"iE|.I'.’-Iii.’-51l'I:'-'ivEI‘.1.-!'«J.:.* fl|'lEli:r'D=E|-

‘I11: tcrmscamm-has be-nnmsinnrsss'n1gIg,'in».':nrr:snt tem1innlng;I.r. Th: t:11nsnnr=sf:'i:n1Iinriu:s-is-5-siJ::::sr,i.Is.

s.pa.tt:m I:rE1'|:l.'.i:I.i.ng tn:-I-Tra:1iIinnall:.rsnann::rs 11-s1-i=1:-nnnjnstthar. The initinnsrinn nxnnntccl E‘-::H:I:11-'i|119I!s
1.1.-em anings which wrsre 1-ep1-esaniatiw nfthat |_‘pa.|.‘tiI;'.I,|._i.aJ,' virun. 'l'hi.sme:ans thstthe siting has tn:

. diff-nrs.i._gnjfinnflflj-' finm all nthnr virusus. and

1- difE:*;|‘5.ifiI'Iifi|:fl.I1'|‘l].-' frnrn sirings fnimd iiibnnnfidemti-srtrissprnglnnss.

Fiiiding susli stingswas Inn anti: artnfsnli-virus ptngmnswfinngtinfil |1rn11.rrnn|]Jh:'-n vi:-unna. IIppI.'.-Hrndnn
the sums.

Encryptnd mdrusnswnre lhe fnst minnrnhnllnngs In an-ingannrching n1uI:1i1nds.Th:i:n-clg.-nf'1i:cwi:us1.:.-as
encrypted inlhc ]:Lns.If'1lI:, mdcnuldnnth: s.nught,4:l1r:n:+itswriab1: nature. Hnwesre:-. fiis body was
prnpnndsr1h3«'ad:n::.-ptnr—Jns.dsrw|1ichnus£1Js inplaintextiimcnnry-ptsd nndu.-J; uh:-swine irwnuld nut is:
:1-nnutahls. This  finntilltu: :IE:tE:1tE:d nsiig strings, wen ifitbunnmss d:':E'fi:u.II1nd_i.I'fer:ntiaI¢
bntu-tsnitlinnss.

PW:-l3.rmn11:-hiu: 1.-'i.1'us-u:: an: tin: niznrinns nu:-rt sispin svniding :I:ta::1:':;:«n.l-In-».*:_Ii1e decry.-11in-r isinqalunentcd
ina 1.'a:iah1»:I:nn1:~::.sc+lhaIpntt»=n1 lTEtI:]1iJ:Lg hecnrnes inupnsainln as-my d.1'£E-:n|L Enflypnlrmul-phi:
wrirnmnsgunre iclsnlziflnd using 3 mt nfp-a11»:1ns faking» 1;.-'it|1 varinhls I.-.|:m:n1:s}I.1'rInrt=m'v.':I'. Simplfi '-*iI'|Jfi
q:Istn:tinnts~nhrIiqI1esare mad: unrcliablc by th»: appearance nfflss s-D-cailsd Humian Engine; such as
ME and TPE {Trident FCI.i}"I'I'lI|2Il']!I|'Ii'.: Engine}. Thus: an: nbjnst library mndulns gnnsrating "-I‘-iII"lfli3lIE:
inqzrlemsntannns ni‘1:|1n-i1'us:1z'.~:'.ry1:t::r. 'I11e:.r can sssil}rbeIink.n'.i with 1.-itusestn-prnqiucs highly
pniymnrphis inf-nntnrs. Scanning innlniiquns iu'¢ fl.-.i.'fl1flr flir1't'I]:I]i:at-Ed by T11: fan’: that flu rnsulijng 1.-1'1'usss
cln nnthaw: my scam stringsin nnlnmnn l:"n"I:I‘: ifflinirslnuclurensmsins cnnsiani; Whcm pnlyflwrphic
tenhnn-Jniy nrqsrnvtii. sratisflunl analysis nfth: npnn-dnswasiisfld.

Rcnnnfly, flu.-, hestnfthe 5:-|:-a'|:],|'|-ms has: shifted nnurns frnm mnrsiy clmnting 1'iI'Il-5'-E In attempting tn
idnntiflr this 'si:t'I.1s. This isnflnn dnnnwith adilnd slrings.pn1't:s]:rs pnsilinn dspundnnt. I:rt'¢h¢f:1:5.ln'I5,4J'~'Er1i1E
intrariantpnn |.‘.Iffl'll'."l-|'iI'II5. Tns1Jp|:II:u1'Hi:Lis, lI1B.]1_'f 3'l1l:ir1n".iI'|:l31.'|fiJdLlI|2'-13$ have inplssnnntnd Inashinn-nude
eanuhtn-rss-ntJ1:Lt1i1n'i1us'n1i-1: donypmrnanh: inedtndacnrptflit virus. Using thsscnnhmmnrnniin, tint
pD$i'th."E idnnlzifinniinn nfes-Enp finHH|:I-nsesnnprnhlnm.

Tinensxtshiflrnnmrmssmtrssrsprvasntlynxpericnningis fl.‘fi'fi.}'fi'-DJ11|EI1mh'h1'irl1Efl-ILI}TdltE12«CiEIflT'D
d1‘.-ssctinn nfnnknmun 1.-1'ru.~s«:s.'['|1r:-IiII:I11I:u1-nfl:tu:-i::i:is inns?-isrins. Hninislinsars huill inrn an an1:ivvirI:n

]:In:Idr.I::t iI1£J1a1tEmp111Jd:d'u:Efi'i1.:fl1t:rafiJ:i:i.uI7BEtEdurflDt This isrnnsmflrn slnneby limiting fnra
]:Ia.1.'|::1'n nfnsrlnin nude fl-agneunflntnmurmnstnflm in virusssansltiupafullz.-rnctiu mmfidswngmm

H¢l.I1'i.'E'HIl.‘.5 smlysissufiers tram: mndnrsnenn high Else-pnsiIiv:rat:.flfna:uus:,a nnnufacnuuunfa
h-suristil: 5::Hi'.'|I'|.¢1‘*-1.-'E||iI'I'l_;I-1'I:I"n.|'I.‘. lhshsuristins l:In1:|1tn avnid fsis: ]l|rEI'.5iti1-'EEiiJ1ii.S1ilI find alt nnw vln.Lses,'nur
bnflinainslnthn II:hi.~:'-'r:a:1-I:-:n1'q:-1stn:1:.r.LJsns.]J1.r. n ]'n:uIisi.'i::snunn:r'n"iJ.I I:'-I:fl1tfli113 'tI'lI:1i1-'iC|I1Ei' |:|H|1.'J.'-III-tt'fllfl|1|-1‘-la:
cunmansnt, snflann-inisesnanh-c icicntifludbyrnsliw.

1.3 GENERIC VIRUS DETECITUH

Cm-npuiervinm,-nmust rnplicsln tnbsvtriuns. Thh rnlssm fllata 1.-'irI.Is Innst he uh-mi-'s]1|¢ byiis I'I1¢H=h'r1-tIi$11'r

nfnq:-linstirzui.

 

fiEfiEL1LETTn'CGh'J7EiEHEEfl]H55hlBflEfiILfl.1lflIi1hImtAh-fihmihhfldim DI1-11-‘|!'3-,.EIfiJ'hI.-I-I-I[Iii]-I135$135.]:-«input-n-rflipI.l:]ira1iun1|:uyb:rqnndu:nd,:.n;quii1unn-ima115nu:u.:thn:u:ni1tndi.n-1:.-Ji:::n:
wficrllliiu p-i:ruri'nmpun:isu'uunnfI::-pfliiina.
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Unforlmtately, it is notes ea:ay1s:+oI::sen.teti1e1'ep]i:a1:io|1 as itmayseere. D{lIE,i-e it t.-arious flavours,

protrides no pro-zteseisolalion. otet-ten protection o-i‘titeeperah'ttgs:I,-'s'ee1::ui‘ro-rn]:uro-g:'ar:'u.s. This means that
any moniteritg progtastteanheciteunweutedhy ayiruswhichhaeheeu prcgtazcszued todn so. There uaedtc
be teenyanti-titut |tIogtaJJt5whie1twoultlhytt1moni13:trs:.'stem eetitrity foetrire.-ses.butwerenotp1'ooF

ngeittetellt-'iruttr.t~T|1ie;rro1:«ite1It1etitotl1e demise ofmanysmh1ereg;tan'e.Lateri1 the paper, we shafl
diaeesahowoteatteidedtitcproblem taheu infielem-eating EFID-E3.

.-‘I. tts:-11: oemnton approaeh i.s1J:- deteolsymptoms ofthe infection such asfile n1od.1'.l'1eeticns. This type of
program is tetaaily called an .I'e.ta:g.rt.g:-e.hee.ier oreItea'.'.ia-arelrrasr.

W|1eapt'ogIams ate iustailedonflee PC, checksantsatte calculated otrerlhe enflrefile,-orot.-er pottionseftlte

file. These t:]:IEl-I:!i::!'.lJr1'I.'!: are then used to 1-'e1'ifyt'.haHhe ]:Img]'a1'I1.a have not been modified. Tlaeshorhzomilag of

titiametitedit fltetflieintegrilyeheoltermtt tleteetatrtedifieatiottin thefiie.I::uteannctdeterm.ine wltetites

the mo-iiiinatiolt is due to eyirusoruot A legitimate modification to. for instance. the data area of:

pr-ogrec'1t-t-'iIIt:ause the same alarczias fl'i|"i.I'lI5.i.I1'i'-H‘3ii'|:l'1L

A.n-other proizllcm is ‘I-"i:I'tt.‘l technology aimed apeeifieally ageing anti-yims pnzuitl-I::'rs.A.»:lvat1ces inmaalth and

ttteeeilina technology have made up-d4rtssneeHsa1.'y.TI1e're have also been direetattaelcs against

parties Iar integrity checkers. rendering them uselem. Again, the iacl: ofsuprpmtfiomthe operating

systunmakeathc ;:a'e-sentionofstach athaeksvery diHiJ::ul’r_ As aeonaaquea1oe:,flse aeoeplanoe ofs.Lee}J

pmduotat is low-

The nno—sp-ecific. suture ofthe deteolzion I1fl'_'l.i2i'|.'i.it.! appeal} for [runny nfflte users. Eta:-;|1 generic repair

facilities in the anti-trirttsprodncls do not help. dflpite these roetheds fltittelt.-' rendering identification

ucnecmsary. The _p1'flhIEt'I'I is partly undetstanclahle. The userie eoncemedw-hit his dam. ll.-Ellerely

dieinfitcling Ilitteltlrtt-g:t'e:n-‘ti!-tittten-:I~t1:a|:L if tiateltae I:-eett t1eanipu1ated.t‘Jt:IJyifflte virus he been

identified and analyzed ean the user detenniiteif his data was threatened.

Generic virus cleft:-I:'l:iot1 te.-I::h:I:LeII-I:Iug.r should notbedisluiseed, It i.-sju.starssI*aIi::Ia.-satires:-s1:I.ec:ifi:: lteehnniogy.

The prob-letttsaoiiarhave stetttttted fi'orrI fltepenniosiveness ofthe tanderiyiria op-etating systetn, DEJE, an-i

titamthe limilsia titepeagaama Bodtpeolelenet eeuh-e addressed.

3 lJTNA.l'tIItE l.‘IETEE'I'I'DI"ti RULES

El-efie-rs we oae. attemptto deteeta tfaus using ASHE, we needto model d1et.rirusatlaI::]-t mategy. This is

fltettttaeslated iuto RUSEEL, the mle-huedlangtiagetathich ..aEa*.J{tIs.esl:-idenIi.fy 1:het.rin1s sttaalt.

3-.1 REPRESENTING II'«|'FECTIC|II"i PATTERNS USING STATE 1'IlJa.NSI'l'I'DN DL5tGIUiI'I-‘I5

Statettanaitien diagrenret eiteetniitentiy suitable forrepraaenlingtrirtteiufiaetien seeI1atioe.II1 litismotlelof

representation, we distinguislttttro basic components: anode iua statetransition diagram repreeonts some

aspecls ofthe oonapufing system state. Arcs repreoents mt-ions perfm-med by apt-cg;-a1:aiu eaetoetiou.

Given aicurrenfl state J-'.,'|!i1t.'t action»: takes the systemfiom the state s_. to the state sras shown in Figure
1. The infeet:ioa1 pltteeaeplayedhya t.ri1'uaeanl:teyiett.red us sequenee ofaetionswhich drltresth-esyatem

fiornaninjtial elem: etatteto a line] .t'.I1i|'"eet'io-:4I.s'state.t.t.-'heIe soI:oefi.1esam'Iefeated.ln orders: gets complete

description ofthe actual scenario, a state is adorned by asetofesaee-eons, characteriaingthe obj-eons as

afiectedhyacfions.

Hgtttte J‘:a5'iru:t.I!ettttn.t.I".t.ioe diagram

GD EtIL£.l'i?1'NC{3.l'FE|'EE'-¥.7EE'1F'!51'IhtaeBtl|I:1Led.I1 'I'l--flu-|:I1-:a:.I.. filthy!-m.fl:|fi-:rd.I:in.DJCl-IIJ'l:'E1 Eqhtd.
(I111!-5$l3‘9. l'-|oel'1e1’l1iset.IIlieIflol1ata1'h| reue-Held. fleued'uareeieteleyuae1.er1J-ataaatitudln Ity firm

-:a1'lou.I lee p'iu:Ir -arrilsn [e|:u1i.-scion oflhe puhlislqs.
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|1':pre.-:lir.e,te-'e uulgrrepteeetltlheeeaefiene tel-eeentteflte A.e.uree1:Ilt, lII3I[].|' pneeihle
:u:lii:I-1'I3:I1'u].r eeeur Enertl.-'een udjneent states. but are net teeurd-etl beeuuee the'_1.-'d-ennt enteile reeiiifleatinnin

the eettent elete- lute:-nteefeuditing, irrelevant eutlit reeertle my be prleaent inthe :teq_u-eneeefeudit

reeer-tie repeeeentitu the i.u.fiee1:'nn signature.

Fm‘ lhtt sa1::eefeimtrlit=it:.t.-tluetesten ttflite gene:-Le deteetieu rules aIel:r% en the etete II'an5:lt'leI1
diegmntedeeefihezl above.

3.2 EUILBIN-G THE RULES

"I.-‘I DES in-eefluee t_r,.rpe5 efcleleetien r|.1lee:ge=.e.e.-1'e deteetien rules, I-I':tt.5 meeffie rules. e-Htert-m‘-es. As its
ueuue implies. generic ruleeate ttaednu-tleleattullvittteeett-'hiel1uee altuewn attuelt p-ellere. Fet tltimttetiele
tn-ft-'irut. heltetrieurnre needed funhe turgete-'_I.rel1:m fin e+.1.reeseltl5-DEIS]. Virtue-epee1':lie rules uee
infen-rnulinn Frnm e pl‘-E:'i|'it2IltS enalzreiet-e deteet that 5]:-eeilie trirue, ertlitect t-'1t'J'enm."I'heee ruleeire e'tI:Iu'lur

tu'ei|115-epeeifie ecmctien pee-grerre. eteeept linrthe feet that they euelyzeflte :11.-‘mimic hehtwieu: nfthe triule
i1'|El1:flI:I erfitscvnd-e. F'i11aJl3.r,1im:are1:he ‘ether rules’ lint glentung ether infizl-nmtien fretn the -eirue which
eun he ueed in iteeleeeifl-:a1:'en.

We u.-illrietge inte the tdrue-specify: rules e1-tl1e'ntI1er*1-ulee. eeneennutiug irIstem:I euthegenerirmles.

In deeelepfrnge generic mle liar detezlingvimsee, weneetl e:-have etnetiel fertlietrizueatt.-aelt. Nu eue
me-del will tie. beeeuee ]~.«l3—DDS t'i.rLLee.e can use ehn-nee fium many I:H'et.'ti'|.-‘E etretegie.-s.Th'te ie

eetmeunded I:I1.r the diversity efeeeeutable file ty]:-ee fer!-.-'l5-Dfltfi. Ferlunetely fer tut, the muju1"tt_-.-I uf
triruaesheveehneen enepartieuleIetIe.1It1,*.:i'.en-I5 infect mlymeurpa efexeeutable files. Thianteaze that
we eendeeeetmuetvinteeewiflt '|.'t!-'['5|' fewntlee. Ifllutheulhethend. euinlewhieh ueeeun tmlttttntrn atteelt

etrauggrwill nttthedeteeted. Farthiereeeett, the pretutjrpe 311313-rude :3-'5tt:1‘|'I euttteiue iI1eu.1:J'J.1'ar5.r .5lut'Lt:
analysis eempeeentte deteeteuel: pruhlerne.

Lu Ihefellewiug. wee-rilldetrelnagregetterie mlewlueh tlem::te.f'|le'tu.f7eettr1:a.tJ':etnu:n-difytlte fi1etIi1'e:tl3rtu
gain enntml everthat file. Wewifleuneenlfllttrn Em.-lf'IJe hifiaeters. EIHE fileinfeeturs ere deteetedin an
snub:-gnueweg.--

we I11t1ett1'ua.'l:e mm aeaumpliene ebeutthe |:IfihII'i|iflt]IDfDUS1'i113eS13J h-elpuehuildthe rule.

Aaenrnptlnn 1: Jfile-infecung new meet_.I'lee the heerjitetusuelr .-.1 wu_1.-' Ifierfrguim eeen-.5-later the
fluetfile 1-when the eeetjile It run.

The ie : epeeifie trereieu ef1:F:ie1.-iru.s clelinitien fflefljl. Hewever. it dI:Iaen’tupecil’_|.-t when the trirue gttine
eentunl ever the heat file.

A.eeIn'IpI:lnn 2: He 1-tree in i:I1et'iI§I'E'-|:'tuE':i'_fi.fe' reeehee menu! at-aerrlaefile E1-efi:-.-e the eflgmef hen‘
pregreue.

T|1etie.1.trI1 l:hEiflffl2tItflfi]¢i5l1ID,fl‘lE:VinlSi5 rtmheferelile hustpmgiam.

Dheneeinn: Ifthe ttinte I:-='-'I‘.'f3.t;1i.uet:uI11tt'uIt1t.reI1:he huet fi|.e.it'-1.rt+uEIit1tII fillfii the dlflllitifln fife t"i1'tEr.
This DbSEfl'3fiDl11-Edfltfl Ftmtnretfiun I. Hewever, Ihereiene reee-EH1-[in the daeflutliun} why the virus tnuet

geinetmtttll lzteferethe heetdeee.

We me]-:e an e-i.’etlitiu-t1a| aeetuttpti-en fllattlte 1.-"tt'uee'ee.t guitnenutrel E:-eferethe hI:ret1:It'-eg:t:Itt1IE|+EIES.'I'|tE rettfllitn

we dethieieteevelii ueryhletam faLeepne'tn'ves. Hewetret. iteheultlhe nntedmetmaunpfien Itleee net
result ftem the virus definitieti. entItt':'IJl eauee unmet.-1'11.re-es It: be missed. Fer tlteeeeaeee, utherrulm en:

need.

 

EDD.‘ .fl.t.:.5-5I1.e_u:-.r:.sv.r.:-mrirginsig.-z‘.-,*q:.1eue t.tmn.:Lt.i1n1ia,1t1r..t;-udnu,.te|ngem.nenu-entire. t}.'t1-:3-‘.t.'t..t‘..11n.:|..mmmeeminuu puteemispietteuemmuyump-eninemeedlntrwienl r_-.e-run.-arlrnuawnuttta-t|'u1en.-i-flute
wimn In p-in -n-n'nen punuie: nl’1l1e pflslllltuu.
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3.3 FINDING CUM FILE I1‘-III-"E-|L'."I'I|Z|l'i|5

Wifll rcap-cmttu amlmipfiuns 1 and .."-5,. man luukingfurtlwpu-mini: iI1fi.‘n:1i:I'a Ebntegiesc

FI|'g1.rng .2‘. Emma rI.r.i'.9_f:I.I* E'I1'.'.|'_;'HIE flgifizcm-.r:

1 Th: virus is am-wn'Li.r:,g.'I1r:r:fn-1:, wean: leaking fora writ: min: bcginnin-5 uf'1:11-u: fila {EDP},

V-riflluutaprcviuus n=eu:lt+:I flu: um: lucatiun. -Dthnrreanhand vntihes.-1': pcnnittcad.

2 The 'I.rin:5 hnanratemwifing. We ¢.'-'.p~E=:t to see 9. rmdtuBflF,'fl1enaw1"Ite1:u E-CIIF. Eh:f+:m:.1'n

hem-'e:e:1. and afl1:r1h:s-I: turn-atwnts. I:I-'t1II:I rcada-and wrihs ampcrrnilted.

The asamnpti-an in ‘ualh cast: is that H1: write t«u:rBI:III1"-:'.a1:se.-5 thevirus In gain I:I:r111:m|4;aI1 ¢3:¢I."-1.It'LI:r1fiI.

In Hxecase -mi’: nu-n—na-envritingviru.-Ltaranmxlme-thatflra virus firatraadnthnuriginal cud: a1BCIF and

11-.:n rI:pIfiII::5 it with i::.u-n-numb, ua'I.1alI13r aju.a-apt-nth: "u-'il'|1S11I!lfl.j.'.II!I r1141-:stca5:m,thv:11umh:rnf‘b;.rtes read
1.-I-'1'JJ IJ-Hh: 5ar.rH: a:=rtlI::1Iurrl:=r1:Fb;rt=ai1-ariflnn, but -a-.-ncannut usuucthis. I.|1t]:u: -:35-I: crfnn I:-wt"--'I'iiing

vjrus, tJ1»:I:udei3|1u-tr::dLand sw:a:15I:I1Jr::'~1riuat'¢].bul:werwfltnen_

I:]lh-2:1‘ reads and 1.I1itI:5.are11t:tauctI,1aI}3.rr¢:]:1.'aJ1tfiJ'H1: dctacflan nfflje ~.r1'.11::.T'1:ne;.rn:a.1'u he 14:-39,1:-cl and used in

gv:1:II:ra.1'iI1_g1'inLs-:5-‘p-E-I:i.’EIvI: mles.

The rule is i:I1'IIia1.'e:d hyth: upellinj: ufa :F1[+:I[iI1 111:": mu: a-CUM fil:}.'E'|1:-. rule istennimmdhynclnac of
13:1: Hlc, whneflmdneamtluvembedmwhy th: In h-utvrcatn tlt-¢:!aE:f'-l'I!rE'-'E:11t'EL‘i'i-‘E Expwttht
acmal infuminn ta uncut. flu’-:~1::n]1f::rth»:*::9.:::1'£‘«EJFfi:r]I::u.=ed1:r1.41|1e 1-+-rr':'I-3.8‘-I3}-'::r1:l1-: w.r-ire-Br3|Fwil1'L-nut

flue read. Diharadrniliiertralive up-ara1i-:2-n.-3, like tr:-clcing the fil: pafiitiuli, arealsu dune by 111: ru1:_‘I']::.ia in

fihn-wn in the a-me tranailicun diagram u:rfF'r.g.'ura 2.

Sam: 1-'it'IJ&I'.'£{:]LI5E pr-aI:r]em.5 far lhe ml: b5r4:lus'n1a the fill: aflncra fim act u:1f+.‘Jp:I'fltifln£.T|IiB is handled

by a rwapenmmhsnjmnuhinhuraia I5nr1]:u:su'|:|e:1pe|1eventnnthe same filefitrmihc virus. Iu+:u'd:1'1i1at
'tI1isruIe :11:-as I'l{H£1.‘fl}' anfiva hdefinitalgrandnlugupflnc n:l:rrnu1-mgr, Iheremennumberufmrnfimting
 

SLuHM Efl1!fl1hufl&&UlJ11HfllIflL.l.I!|.£-l:l'I..DI:i:I'IIl-H'l.flI1-I3i'!'5.IJ'fl.I.I:|.|:l.mjlflifllm. Hupfinffi1lap1t4i:ufiuuiJ'b:n;utdun:d.nuudtuTd:i¢nJ:1uun.arrlHnIhd iJ1I|.n:.-fiaum
Im'.'tnu1 flu ]1'i:u'w:I"LtIu pclmiisi-znufth: pnhliahm.
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events. In fig. 2, reepesis sbstreetetl E slrsnsitien element. vahereesits iuurlenreutatieuissse separate
rule.

tvIS»-DEIS pruvidesture metbetis trfeeeessiug files. Tliemteteemmeu ntedre-d uses ftle heudlssdttem
u.miu1m|i.!.r.er:rrtn'1:tr’.!r.i4:r.::1i:sfi*‘lIIE!-‘J svesprevidedfneeenrpefibiiityte CP:'l'-'I.snd is rerety used, even by
v.r:i1-uses, Hmvew.rer,1se::suse it ‘reused. ureneed es-eptunreniiete Iuurtlletirhmetited. The bmie ruie etaystise
ssrne. |:t1.1tinII':maiIum|:1Ii.t‘.Ig eftite date is difiirrent.

We enuld sveid flrispreblemby abstrselirrg the audit dststeghre use generic view eflire system events.
This v-e.y.v-re eeuld I-eduee the mun]:-er efetitlitreeeflitlfl t!III11'I'Ele1-'lI11 highs!‘-it‘!-'t‘i teebf-5533' mine 3
filter. rtjtsrthst. pr-nee.-ssittjg beeenressiinpiereslitepreblerttsefteep-ertssndhend1etFCB use niiseepeet.
This trretbed nise eiiev.-'s us te apply the rules en nun-MS-Dfiflsyrsestus v.-itieh previde sintilurfile handling.

Free Iratte-Ieffeet HEAR itselfis the Iegiell eheieeteseteslhe flllfil. The fil'5h"L5.I'sJ"i 3:-‘S’tt=t't'| Teeflfi |l'|E

rsvv at1dittrsiI,eunveIt:s it inns getteriedstegandpipesits tr1.ItJ_;rt.|1:es HNADF Iilefee fnrtlrerpre-eessiugtsee
Eeetien 5}. Using AS.-Ui ass filter ellews lettrredttte the en-rtrplesity efmsinteirrintrsueirn system while
not semifieingsnypewer.

4 PC AUBHIHG

The prerequisite fer using sn lrttnrsien Deteetitrn {ID} system like ASA}: is its audit systemwltieh seeurely
eelleets system eetiviy dulu- In sdditietr. integrity eftire Iiisystem itseI.i'nnust neebeeempreutised: this
tneaus tltatthe audit data retrieval, ansiysis sud stuhiriegmustbe seruredepinst ennnptien by viruses.

b.-Iereev-_er, ti1e]D 3}'tIEI'J]m‘|.i.‘lI netbe prevented E-em reperting {raising elerrns. npdetirrg vine infnnnntien
tlatsbeses] the t'ee-nits efsuth suelyeis.D-I}Sneid1erp|'evldes suelr sserviee, un-r melee-s the imgrlementetitln

efsueh sservieeessy. Its tetel iselte-fset:urity nteehenurnsereensthetflteeelleeuenerdstsesnbe
subverted Even iftite eelleetiert eelr be seI:'.L11'ed,t‘.|re dalsisnpen In utenipuietien ifetereti t1-utitessme

meehine.

Fnrttrepmeaeg,-pe rift-'|I:rE5,v.re it-'erenetbeuntl tear-ee.] vvu:u'Id inrplernentetieresnue e:-q:r}er'eti yerieus
sltenrsrive pe-at-ilities..TJ1e ertperieltee gained by theuse efsuetl a 3-stem will net benefit DDS users, but
elreultllresppiiettbietu users efvurieus ert'Ie1‘girt3; 32-bit epermng systems whieh rlffer BIDS sttppe-rt.

We have made set-'er'alstterr1:ItstebuiJd esstisfsetery audit system: these eredesen'|:.-ed heresfler.

11 D05 IIHTEERUFIE

All DDS services are prenrided te applirstien pregrerns via interrupts. tvltieh esn be deseribed as ittlereed
inter-ne,g:I:I1ent esJ.Ls. P'rirtt:rriIy.inte1'I'u1;nt [bell is used. The requested service is entered iI'll2-El'|'.i1'Lt! AH
register and i:l:E1:I-aIan'.Iete1's ere entered inte the ether registers when the service is finished. itI-El'L1n13
eeutrtzri billhe selling prugrum sud [rrevitles its results. in registers e-ri.n|suPEe:-s.

Tire very fim irnplemerrtstietr ufnn auditirtg system vi-rise filtrtrwltieh was placed Irefere DDS Services end
registered tli.i eallste DDS funet-inns. This was dene veryesriy en. tI[|'flEfl't|::|' v.-itl1 Dr. F'Beher-Hfilrrner, te
1:Ie't:rv-I: tire lesscibility -eftlre ‘Lr‘II.'I'E'.'E eenr-ept It slsn r|emee'tstrsted1‘['teiinti'esv.-'irieit DDS impeses en lite
itmieruerrtstien -efsueh an auditing sysbsrn: it did nnrrun relisbiy, snel eeuld be subverted by 1J.I1:I-Tlrelling
wmms

Tbisintpiementetienwnnsnen seruepeui, but it did prev-e thettheprenrise v-its eeneet vimeeecflllltlbe
fnund using 1]} 'b‘.'t'.‘hn-|:|]t:nflj_',.r,TI'ti5 waspelileqiatbe tirst suelt s trislthstirsdlzl-eeri tIene1_'EFI—lS'ii|].

 

EDD.‘ 1_rfier.esr: ..eerssssIr_u.nns1ru,rr'n.r11.snru.sHseem.u:Ieeeeture I:It:1-ts‘I-'e.t::qaur.L1-fl.|[I}113i§,l.l.l-]3E,Hug:ls1'u1'fl1B pn'h|iet.Iii:err|I.'y1rere|:ItJ:tlue-et|.t1IIetli11 trertn-ntssrnmmunerniledirnefnem
vr'rIiI:rIt 1b 'pI.'i.|:I -mitten pens-eshn of tire ]:I.Ibl't|3lteI1'-
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4.1 'i-’]]1'I'[JALBiI'Iti IHJLEHDIE

Thelnlel iA.I’I HIS in11'nduJ:eI11'J:Ie st:-called 1.rJ.tmsl BIEIEfimsn:|1.1'.11e Innde. fitpmteetedmndeepersling 5.-‘stem

esnernmtenflnjrsirtusl sussrnachinesinwlueh tau.-nest.-an mnennipletelzrisnlated finmeeehflther audfmm
the I:Ij:IersIitLg s1.-‘slent Eeehtssl: ‘sels‘ enly itszenlm en'-"imIut|e:nt. flpeteting E].-'5|‘|3l§|1ES11I:Il DEE usethese
eeuslrtlutshzuprns-idea Ii1lID-CI5 en'I.'1':n-nmern fa-rI2|'[_'.“I.51:Iregrs:'r|s. filleslls tetltettnehjne {via the BIDS

jnterfnee erdireet pertssejsrrd Dflfisre Iednectedtnthe huslupelsfiug s1.rst:rn{DS.I'2 'I11'r:|'I.1'EE1sE]ffl1'

|1|l'-|:l¢l'."5Ei?1flE-

This rneeltsnismsen siszl-be usedte mnniterthe s:IiI.ri'l'_I.'1.1tDflEswinI1. Because all interrupts are being,

miireetedleflue utlv:ep:ratlngs;s.r.n:n1,u::nntive upeastingsystem esnrseerdm: s:t'nn't3r st::I.|11:I:r sud
unel:-mtsivelzr.

Esrehsstu hetalten in line in'u_;Ilernen1s1inu efthe 1.-rirtusl Eflflfimsehjsie. The Dflflwindews is USI1 hens:
he shesm in less stfll-e I-“TC tn he tenpemtissive. In the enurse elfs uuntptehensive testineluding the
entire eellemien effile viruses. many efthe ei:tusesnmn'Lu.-g underaflflfiwindnwnssnagedtnhanmrital

psrls efth: sj.-'sten1 EJI1ep-t'n-hIem'.s':s'Iisst'EJ5.".'-£fi1es- eetfldbemenipuisted -I:Li1'ev:ll3r fi1:H:I:I is-'il:I1in. the D135
sessinu. Hnwever.fl1i5 didnetesphtiuflteeemtptien nflhe ntnujngepetsting 5].|‘:5lf¢|'J:l.

Even flsetgltusimsg stririusl ECIE-II5 methed I.‘1F¢}|I:IiIhe, Sllch Exp-elimlrltssiiuwedthst
1:iZl|.'L'-|JIl1|:|i|:]liil].I' sfltruildingsmfe irltpletnmuitinnessuldhediffienit. hmute secure Iuethud wssselught far

theptutetjpe.

='I.3 HARDWAREEITPPDET

I-|s.rdtI.r:I.teIie1:ruggings:.rst=I::ILs.st:I:h ss1heaF*er1'.I»:tseeJ'i". may be use-din nteelituut system events closely in
resJ u't1u.':. This issehievefltry ses1'dfuIstlI1-etIs'eenli1tC.'FT.IsJ:u:1 Ihemudtelheml snelwhichesrisetbreeit

pnintsen vstleus types sfeventsen the F-C's bus. The card is I:-uuneetetlte areeeiv.-lug card in s seeeind PEI
wllieh esused I:::Ie4:Intn:n-l the debugging swim.

Menitering s_I.-sternbe|1a-rinu1' an s DDS snehiue can be eeeerrqalishedbgrtaphtring the l.11te111.q:ItlL'rs.'£|
tiisetij.-. nth-1.r setling shrenitp-uu'.utiI1 fl1eresiIieutDD5]een1e1. E]:-teisl 1'.nemnr_-p e.t-easeen huemenitasredbgr
setting s hresl-: r:-.'.IndJ'1:itm en eeeess tethese s.ress..

The ITII:In1'1J::riJJ.gis+:=-:In1;:i«ei‘el}rtLI1::i.m'11s:i1.*n:, Le. the ps:I-51'a.m willnntnnfice s dii-Terenee between running
with erwitheut the dfibllflfltr. Wltneit an event is t:igg:1'ed.,the PE isstnpp-et1wh.ile flaeeenu-suing PE.‘ is
preeessing the data. lfflue cnnlrvnlling PI: is fiastenn-1:511, the lime delay sheuld he riesriy negligible.

A hnrdnrsre snlulieu using Ii1eF‘E?'J':5'mpe'H"'is emtusljeseedhy the pr-:rl:+1em efsunsnufingfltepres

neeesseq.-'t-e test large ulmthers efuirusesendifieretstep-e:sti.ng sg.-slenu. when such asulutiun is

irru:-lernented, itwilleffiertheg-ess.ihilit3.' eftesljngtrinlses en -:rtherP'Cepernti:Igsyetemswhiei1 req-I.u'.ts fi.L|I
MPH 3=EI.‘5I-ttu-rI11:Irnt|‘|:I:']it-_I.r.

1.4 Ellflfi IIMU'I..fiL'I'lUI'|'

The sslutiezrtwltieh 1l'1?.fiJ1HI|'1H:i1D.5En‘Iu'3.'i'l'i1EI3E|'flfi'liI1: t:11'II.i|sl'iI::1t efthe E035 preeesser. An tntuletlen isn
pmgswnurhiehseeeptsfite entire instmetiensetefepmee-ssurnsuuput. and htterpdetsthehirisn-'eedess lhe
eriginnl pnsuessurweultl. All -s-|:1:I:r :1::n:::n|:. n-fthe nuehine must he irnpleinented IJT emulated, eg. the
trarieusperts. Te s'Irufl.1'.‘f§.r snd quielten the ernule1iun,fl1e EEIGIE flea.-1: [Basie Inj:rut-E.iIu11:n:tS3.rat:111- the
'trI=1'fseehetwemthe npennngsystunutd lhehsmlwsrelean heteplseedwiflssp-ec-iflietfluifltiun heeks. sun
that flll: eeurpliented |'.r|i|1.';hi|1I: auessseanbe ship-Fri:-H.151-Ifltgfl-all seeess tetht-s-esen-ieesnre teutedvis the
BIDS. III t]'n-eessecrfs grlphiusetlsptrtntlt-t entire hs.n:lws.te IIl1I.'iIb-E: et1II1|ste1d.,'-Irhereaistlieltilclnulrt-It-illiiznl
handled tuithhen-B in the BIDS.

 

Dada s;s.snetret:.e.:ss..:-.e:'5-eniesun-s.1uhus.::thntummsehgennueiuemmaxtllvsnu-i.{n1::1sm|Je.rtupnurss:pms:.s::ru:;rba::p:udun:e.:n-:dtnnr:eimI mru-1.urh-uemflladilrsrfimtn
WHEIuI1hnEI'i1h'i'd'fl'Ffl|!II'tl1l=l|El1D1'HI:|tuH1IJ:l1.
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Using emulation _giI.re.s mall the a»dvun1:gs-ssrflhe hurclu.-sue sslutisn [:Ihts1:h=t pttssI'|:uiHt}r nfhandling
ever}-using iupamsdn nssl-time w'iH:l respsct 14:rl'J:ul pm-grs.m running in the srrutlstisn. E-ucause even the

fi:nI:—gi:vin: fimsfisnsuffli: u:n1ulaI:i::«ns.r»: hsing stsmuadhy the emulation when intsmsptsblutupmsisss-an

ev::1t.tl1¢ tiincin I11: I:1'rlI|ut'H:rn can aim bu: amppud.

The emulsrriun is ‘s'.s:f'r:' as th-I: ruuuing trimshssnu su:s:s.-ss lEt'|‘.l'IE hast numhiinsstsll. This is hssaus: this

targetuIsshhs‘smamu11.r is bx-.1'J:I,-g c::Intru-lldli cnlin-:iy=|:r-yflss :mu1ati:+1:,s.1:d fiisuuscsssssrsdiructsdtu a

swims] disk, stored as a disk irnsgs filz.

The majnrpmhlsmwifll using an tmuislisn is i'I:slsu:lt nfsptsd. E‘-"~‘.'tI uu filstplatfumts. The rumtingspss-d

1'5 +:mI1.r nurgjnally faster than s11urigirtslFCf'..tT‘.

ll-.5 i'1|'.'.'I'I"'r"'l'T'!l" EHTA FCIIIII-I.-i.T

Auditmuurds mprcssnting the program I:-alts‘-Iis1JIingsn:r:L suds-intsacthrityr in ]:Isrti::ul=ar.l1s1.-I:a_:::£i1't1:rn
-an-J:|.'L".l1 ishnrmwsd l'mm1:l1: Dsm’flr_Ir D:1mirng’smnd:1uflnu11siun D-.':t::1iun I]ZIuuE'.'I'] -[-:3uE:jst7t. .-slsrtofl.

IZ|;Er_js.:s, Ewsisn-C's.n:ir's'ss. Ratssums-bfsszs. Tins-Snsngs-‘—‘l Ha-wetter. dun tn the way p-racemes. are

fisnflltad in DDS, this psttusnt issliglithr mcitiifisdts-st-ll:-:t useful swflshle sttriltutns. FsTinsts.11ss,'Il-.3 an-ds

sag-mentnfapmnsssis dms.-:11 i:1a.tu-sd fifths ssnmdnpmsvm id-snfificr in mizrfissis-fins: mu l|:i-mar

u:npn:rulings7_I.rt.t-en's.

Th: alsiitrusiz-1'n:1 suritnut-.-s sfnssurds ass-sllstted by 1t1sPC E.-muhtsr hnwsfltefullmving msmins: suds

ssgmznt isdu: address in memory ufths Efitfifltflhlt imai-I: fifth: [:u'unIstT:_:_I"i:s.c-If-In numtr-Eris The nlltliler

»:::f'tJ1|:l3|-DE fi.1.1:n:l-is-mrequ-estsd by like pmgram: m'gr'...,i is a Iistufrugis-ttrirmmury 1.-s|l.II=E I1."-Itli in The

as ll 11: 5,-[J-El-5 fu.1:I.t:liu1:I.;, rat .''...J is a list at‘ rsgistsrfnssnwry values ss returrieclbyflms fi1.11I:tis:rL call;

Rsrtfl-.ps isths tgr-p-suftlts mt‘.-:'nr:1;.5':'a.rfl"I'nss audfindfuns 11': the time sulmufsutiun starts:-dencl

rsspsstively. Th: fins] fsnssat for an M5-DDS suditmwrd iaasffillnwtlc 45::-5-d'E tsgmdfld REHE-
.$|ts.I'tTmm Er::fl'ims,j'i.mr:.u'an number. sag r'.....|. .I-st :i..,l:-r.s'iJ1s:fl:n]:lv:ufs.n sudittrsil :'sg;'r-.-an in Hg. 3.

s:5=]911 Eypngn Pnrjfl stat: retf hx=5l}

s¢5=3E11 Eyp:-D Pun}? stat: retl BK=123 E3=}BllJ>

<C5=3E11 Typs=fi FHIE4 trfii 1L=E1 EL=3 str1=*.EuH] ratt AL=U CFIUFI

uC5=3911 Typs=fi Fnu5l drgl AL=D atr1=CflflfluflLCmH] ratl hL=D EEI32 EF=fli?

.;c:5.=3s11 1-3,-pus |='n.51 drgl .:i.L=1 s|::n:'1=-l.‘.'£I'lIl]IlP.l'lEI.|.‘.!|.'.|1-1] rsltt AL:-It C:-I-32 EI-'=[HI:-

:C5=39ll Typqufi Fn-45 drgl AL=2 CL=32 strl=CUHHAHD.CUHi rstt ALID AH=5 CF=flls

{CS=3B1l Typqufi Fm-13 argi EE=5] rett EE=lfl241 DE=ElUE CFIfllh

<ES=3911 Typa:fl Fn=ET nrgl] rent cx=5111 DI=3fl323}

¢cs=3911 Typa=fl Fn=q? grgt Bxcfi cx=3 D1=H2H DS=391ll rati A353 CF=Dlh

cE$:3911 Type=fl Fn=5fl argl AL12 EKI5 Cllfl fl=Ul retl 1L=U HK=5UU3l DH! CFIUJ1

cE$=3911 Type=fl Fn=tE argl EH=5 CE=ElE DflI313 DE=391ll FEEE flH=Ei9 CFID13

c:$=3911 Type=fl Fn=5fl argl hL=U EE=5 Cflmfl U-DI rtti hL=fl hK=§ DK=fl CP=U|}

{c3=3911 Typyun Fnsdfl angi 31:5 CH:} Dfl=H31 D5=391lt ratl hflni CF=Dl:

{C5=3911 Typpufl rn:T4 argi nx=E CH:1fi2Tl DR=E2flE} rat! CFIDI1

<ES=3911 Typa=D Fn=45 nrgi EHI5l rstt CF=Ulh

-q-55:39]], '1'},-1;:-3:-El Pnufi-1 44,1-g'[ ALI], :|'_1.*l:=I2I3IIl:-lIlI'.I|.'l:'l'JIlI-CI.'Ill!-III 1.-etl. AL=|:| l.'.}l=3E CPIUIIJ

F:'_gm-.-:3.- Excurptfiflm sr: ss!:t'I'.t tI':t.‘£JI'EJr tins Hlisrms sir‘;-rs‘

Al-.6 .-1f_.'IW[T'i' IHT.-it CULLECHDN

Thtaudtrsjmsmfissinttgmtud interns I::r'.it'.Iiu3;I"1'.3 utnulstiunbj.-'p|s::ing ti-asks int-I:rT.1:Is muclulvs Ebr

prunwfing all spssdss curmspmlding 15-'i1lI fill: E'|-"HIE-flit flg.4}.T‘d-E33 are p1'lII:u1n'l1.r cullst-u dis D05
funttisHts.T'hissassin:1:ils:nsntsdinsu::lI fl‘|.l.|'fl].u',1IhE.I‘.Sl:EEI1:l:lfl.I]d tunnsllingsirussssuuldnutctrmmwsntuzs
 

%-E.tFfiL-I.£.ET13-'1I{IuVF:'.i'Eh'i.7Ei']9i-EWIHHEH-IHIH I-H1111 '-|'|'ItQI1I-lI'Iu11. JI.'Ihfii:I'I»,'l'.|::li:u-I.i:|.rIn. CI-lliil-Ii-‘|"E.. Bulli-+l£flflfl!!£fl3IflnpniufihjmhmMu1mn'h|npmhud.flmdins.Hfiflfl|fi£Hm.flfIflHlmiHtfl$5Nm
sikm susmum-m puma-a:su.ummum
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meeiianisrn. fiisepaifle mndui-e reeeivesmdi“m1dnnefd1eeventandpu5itesai|;uIan1eteI3nntna stack.
‘When 'Il'l-E: DEIIS eall retnms, lhepararrieters are pnenpei Frnmthesiaeksnd senttntileaudit trail tlrith the
rehamsralues.

 
Figrare -i|':i!|-d'r:a!irl5e.ra'r1.F‘tim1‘t:I1"i1

Intemsllgmi-ieaiintit hrsjleamplies tn aeannirieai farn1at,1a'|:|iel1 isalsn A5.PiT'i’sna1im: t'-nrtmt. This it: very
generic. and allrnl.-'5 must type: ufraeard: in be implemented.

An ertample efan audit trail is printed inFi.aI.Lre 3. This iEa|:inJ1:Ian readable represeiltafian eflhe |:Ii'ttiir,'r'
NADF fill-E:.rTlZ|l: example is fmm an audit lrajl eIf' the Vienna ‘-'1'.t'Il'.-‘L The tfiltrfiirrrefitaiiun donut

nnmply Ir!-tEC|:I].I' with the binary 1.-ersinu. 5-n-1rIe tzrflite Tess hnpurlant fields are missing an that the audit
reenrd In-ennrnee: clearer and shutter.

In the t'lv.‘.".?-‘.1! sentinel. 1|.-ts shnw Itnw lire an-titrilgr-data prndunedby the etttuiaterie analysed using Aflhfl.

4.? USING RUSSEI. TD DEFECT lNFEE'l'IDI"i SCENAEIDE

in this seelinn, we shnw |:iawt|1elitLJSS-EL langliage canbeusedeifeethmbrudetefl suinfeettnn scenaflt:-.

We firstmndel the infection aeaatam naririlinn diagram. thenhrieiiy 5l]|J‘lu' hnwthis diagram can be
translate-I:l intn I-'tU5SELru|t:s

Each state in daedisguam isrepreseneerlhjrantle -i1£5'ti.'I'lI1|lJ1flII'|i|H|-E|.i._'f' theeurI1:nt=t»tatfl.|:rt1TiI!t'-tltlivl Stilt:-tilt:
nfprIt:v'i£H.I5 a‘tEttfilea:iln,gtn lt. 'I1'ie animal paranseters nt'ti1e eirrrent rule eru:-ndeaJ1t'|::e relevant infleanmtian
enlleeteel in pi1:1-'iu-trslyr-uisiteadetatee. .-titrarisiiirsi inflte diagremis 1'epresentei:i by t11eri.I|e~1I'iggering

mechanism nfthe RTJSSELlsnguagea.s demnherlin seatian 5. 'I'he.si:tLtaJ parameters nftiie ¢«i.|Ti'¢ft1fI'|.IlE are

¢i:m;'q:uredfi'ntu lheeinta items:-n11~.-'e5.red hytheeurrentauditrennrdendfitrmflteparanreters nfthe eurren
1-nlr.-:. Dune triggered, flaenew ruierepree-entsthenew eurrentsiateilrtlte Irarieitiun diagram. '

Inpai-tleu bar, the 'uer';_-rfirstaeizire rule ilflh-E! beginning -nfthe deieetinn prneesshas an actual parameters,
sinee an infnirnati-an iscantained tr-tJroe1':'u'fl'sl etateieuecan argue 1113'! till illitilf State Emfliflfithifi
asserlin-n: s:..'aerniselean.'El:|at1':s then IL‘|:III1'.=:-'iu|:n'l:|:'1t“3f'_|.ffii'I.-E-I'|:‘I1:I'Ij|.' list afparsmeters}. As an ertample. the

ststessfl. 51 ands: affig. 5- are reprwenredby the rules flip-en. readBDF[...}. and laeel-tEE|IFt...J respe-ntirel:r.
Figure -1.? den-iets this setnf rules in the RUSSEL hngusge. intliis figure. RUSSEL ireywnrdsarennred i.n
E:-r,‘-lei-tiiee eharaeters. wnrdsin italle 51'_|.|'|EidIE1]‘lifiu'fivBId5 intiae eurrent audit retard, a.11daetualpaI‘ari‘rr.'I:et‘s are

nnted in rnntan-stgrle wards.
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Dpm Fle£u:IEDF IEHEHEDF

.-‘’‘-~- __.-'—‘'\-~..,_ .-'

-..—-"J "‘*~.__-"" ‘H-._.-"J

filanarna - png.DDM HI-an-name .—— prg .I3DM

Gadafiagmarrt - D:-£911 Endsasagrnent = M3911
Handle = 5 nnunt = 3

Handle = 5

Figrme 5: Example c§|"dfl-!.I!vefl1I'nx.f:Jm1 diagram

F:'.11aI}'_Ir. tha: I:rm'u5il:'Lm1 leacltngm Ih: f'ma.151alJ: d-I:h:.a.I|::It1J'iy,:.rf'urli'.H:r ntias, blfliltstaadiniliatusnprcl-caadurl:
whirh raan aI:an'n nmmgc describing; lhe infacti-an and Lasingfir: I:|a.tailI:rn5$.::u:11.n1uIa'na:I alnngdlcpadl.

5 ASAJE FEATUIIEE

This 5.-:r:tiu::n aut1.1'J:ua5 lhe train httunaufthc ASA}: |:.-la'1a:H::ad'.‘.FEc:rI!'1J{l*flufl'£tfl":IfLInaI}=5'Eran unE.5'J‘.','I tool.

It isu5:::l i:u ‘i.-'IDES a.-3.111 -:::p::rt syatcm fur intnlligcnt analyst ufvirm acti-I.'i'c_-,.' dltacnull-mad by flu: PE

I.'.Il'|1.|]a_l-El-1'. Furarrmredelnfled dwc1'1p1innnf.*n5..-Eli‘: a1'»::hit::I;:turI:.1:11v: ntacl-u:r ismfbfladm [I-l2l.I!.‘,'|'-'l]'u-I':‘-'22:].
A cnmpnahumivrn dasnripticrn I:;:t"A5Al.'IE and its lnzlpls.-.111-:nta1:i1:rn ispna-cunt:-:l in [I*|LCh-fl‘-'[91b,HLCM91].

rula flpan:
if '

:t:TaEnt Ifiunctianl = 45 J'&pan film *I

and :|'n:I.I:i:h£ " --C-CHE" , .I.1'I;r__,t-1'_!I.*1 I 1
—>

trigulr DEE Ear_na2t
ran-:1BI:IP E:--:I:_.hJ:. ES . ar:r_a tr1]

t]'.'1JE-

trigqar aff £¢f_ntHt

Spun
fir

rule :aqaEDF[hand1e. cndeflag, fi1anama:5tring]r
if

:LrT¢IntEFunctiun| = l? I* read fill *!

and as - :¢dtEeg

and rlt_BH I hflflflle
-}

trhggtr ¢£! i¢r_nnut

l5aakEflF[handla, cud¢E¢g. arg_EH. filflflflmif

fi:

rula 1:i1HEDF1hanfl1e, Eudefieq. Gaunt. fi1anamH::tr1ng?;
if

Flgum :5: T.£t£F'l'.|5El:'p'£fl rule

AS.-Di bu prmu:-five:-y pnwerfulfur efliciam in:u'|1a:'m11 datecumnn UH[:~Ep1a11"omu. Itus-:5 :1 prffl-'1 mlus
far detecting 1I:a]iI:'LI:I-us hchaviaw. T‘-1-'I:r 'J'er5i:rn5nffl1eJI.E.lLJ{ 5:.-stemu':::um:nt]1.-' :au.I'ni1atr|E.Ih-e aingls
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UflD12ELfu:4}n:355H15a.Hupu1nrntpuwu5muyunpmamu.mmMhnntuulqmmnurmmujmaamunrnnm
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an-l:l.it 1.'I'.‘.1llEJ1fi.l}|'E-.lS‘i.|"EIE'.l:|Z|-I'I is applicable enly to a tingle audit trail The ether veraicn allml.-e adzietrihuted

analysis ofmullipleaudtttrafls produced at1'a.ric1.'emacl:ia-eacu anetworlt. la the laflerversicc, ASA}:
filters audit-data atoach monitored ccde and aealjrare the filtered data gathered at a. ctral heat {ace

[M L-:Haa5]]_ J11 the f:ll.lcw'i.1'Ig. weeesorroe |:n'ieI’l5r the main fisaaaree ofaeax

5.1 [1'l"l'l'1-lllill-‘ES.-'l.LI|!"|"

ASHE 1'5 1l1ooro1:lu:aJ1y- ahlelalanaljrae arl:IilIar3raeu:|_ue11l:ial files. Ho semamiereac-iolioeaare imposed an The
file being anal}.-aed. Far i1'latancc. attalyaod flit: t::clJl-rl be trade data, generated by aprrlceee ccnlrcller. or

audit thta, collected in amciti-uecreltttircantcltt In dteccntettt cfthispaper, theaequential flleietlle

:pt:t;i1ril'_I.rt,1atal-Elt:Drt1 pnzldueedlzl-jr the PC eu1uJat:lI.Tlururdeet5a.1it_t-"u.atbalJ1cd by '|:I'aI'E|atiI:Ig1:Lati1.-e lilea ta a
generic: fcnrlatwhich istlre only one euppcrtedhyflae e1.raluatcr.Tlse fomtath airrlplr and flexible Iflltillifllil to
allow a11'a.1'gl1tferI.I.Iard ecmreleicn cfmeatfilefcmtatts Tl11'eeenrrio fi:rrn'nt is ref-"erred to as. the l'I.i:-.ratt:tl.r':es':'
,«Ia.ofirDera:Forasrr:tI~1la.DF].

an ]'~l.a.DF file iaaaequential file of reoordsin HADF t'orn'sat.J.ni'~1.a1_'lFreea:lrdeot1e.ieL'a cl‘"lhefaIlc1.I.-'i::Lg:

- a iiaur-‘erg.-rte integer repreeerttirg tlEl£1l:]'|_E!lil]f_lI1 tr}.-'tee_‘l cfthe whvcle l'-|H.DFrcccrt1t'i1oh:din1g the length

field};

e. a certain number ofeodtigueue audit data fields. Each audit data field ccnlraina lire three folimuine

contiguous it-enter

an tltteiimed ahertil-E-byte}: integer wltichia the identifiercfdne audit data.

Tlnsitem must be aligned on a 2-bytes leouadariee;

length: an ueosignod elsortint-egera.-hieh iethelength cfthe audit-data‘-Ialue;

value: theaolual audit datavalce

in addilice,a1.1dit data identifies appearing inanNA.DF 1'el:ard Imtetbe acrted in strict ascending crtler.

This ie iII'13tIiItal1tfl2Ira"e5.-'Jl.1'IJI12lI'l.':{IlI'|Jl:ll:5E audit reccrde effieicntlg.-' before amlyeia A uaerguidefcr
oonstnroling 1'-l..fl.DF filee iepreaertte-die [ill-!lcte'5|5I.

5.1 l?'I|l'.'l|"'e'll"}'.'.Fl'.'. THE RUESEL L-UQGUAGE

1=tT_lSSELtflUle-l;:s5-eel Sequence Evaluation Lang1.1age}iea navel 1angI.sa.gc. aaecifioallgr taloredro the

problem -of searching a.1:t:I:'t'|:a.1'_I,r petueree efreedrda in a-equential fllee. The built-in mechanism cf rule
triggering allcwe I single peed. arI.al:.I'a1'a cfthe eequeottal fllefiaes left rs: fight.

The iangttage pros-ides common e-ontrol stntettuea such. aacondlticnal. repetitive. and cnmpuunel notions-
Primitive notions iuolueie n55ig;I:I.1:L1l:l1t, -:.:t:tt‘.'.1'l1tIl routine -::lt.ll.aI1d role triggerirg. A RIJSSEL program

eimply caneiels. cfaaetcfrul-e declaradcne whicharc nude cfa rule name, at let-oflorrdal parameters and
bccaltrattalalee. add an action part. RLIESEL also supponsraodula shaming global variables and -eetpnrted

rule declalaticne. The cperalicnaleernant'L:e DTRUSSEL can he ll1'iEfl}'til3|:ll'lZlI.'l:l as fcllcwe:

e Reoonesareanalysod eequentiellg.-I- '1"]1e anal_-rsiarrfllte ctnrant rmcrd ccneiete i:1e:-r.oo:r1:'r:lg alleot.-i1.ee
rules. TI:|.-e ezteeutlpn t;l-fE|.'|!'t aelive ml: !IIl.]" trigger offaew rules, raise Ellfll'I'I'I.‘l», wt'1'.'l‘e 1'e|:lcIL't nteseagce

dralterg1eiJa]t-'arial:r|ee.ctc.

-H Rule lfiggeringleaapeeial meachauieata hsrwhieh anlleis road: aefive. either fer tltecurrent 1:: far the

near: record. In genera], a n.1Ie iaaetive fctthecutrerlt record becauat a prefix tn-Ta particular
seq1|:e|1l:e::f;1uJiitre1:r:lI't:l:a,l'l:ae.l::en detected {the teat cfthis aequetlce T|'it1'_'p' aillbefccqtdiat the rest of
the t':le}l..-i.e'tI.talparan1eterai:n the aetcfa-etisre rules rqareeentlrnowledge about the Ill.‘-E!-‘l1|:l'_'p'-fl:lll1'I-d

acheequsoee and is useful ti:-re-electing furtlter reecrtle intlte sequence.
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a Witett allthe ruleeaetitre fiarflteeunetttreceltt have been e:te¢tIt~t=d,fltEnEJttIeEDtd it rat-4131111 flit

rules triggered furitih lit: prtnticuastepnre etectrteliirttttru.

e Te initialize the prueees. aeete-f'.aa-called reirrulee ere matle etct'i'I."t: fiur the titer reeerti.

User-defined and |:uui|t-in C—reLL1:inesma5' he mile-cl frem eruie body. A tirtlpiae and t=it=H.I|}'-aptatetlitd

interface with the C iang-usge allewa te extend the RUSSEL i.31!|El.|.flflIIl.“‘Fr'ifl'l. any desirable feature. This
ineluelea stretflatien efeumpie: data structures, sending an alarm rneca.-agetu the security effieer. Inciting
an aeeuuutin the ease efaI1+:rul1'igi':taeutI1'it_-.r~.I-iu1atiun,e’ae.

5.3- ENIPLEMENTATIUH

Efficiency is a critical requirement Fcnrthe ahahrsh ufiarge sequential flies. eejaeeiciijrttrlteu un—|ine
I'|!'I-El-!|'Ii't|:l-l'lI1g "£'ttI1.-'t1-'l1-red. The 'I.-'e1'_'.-'pt'i.nci1:I|: ufflte mle-hated ERLESEI. a.]II::M"S I!:ELt:i'tlet::tJ-I'|:itt:riJ1e
preeeaed only-ehee, whatever eenq:-hex i.a.iJ1e flflyfl liLT.Z|SEELisei'FtcierLt_ litallita-En i13I:t|:teI‘Et|.iEtnal
aen-iaetiee, which exhibit a bettem-up appreaeh in Ethe eee.1:ehe-:1 teect-tl patterns. Furtliermere,

up:-t:im'Ee1ie|1 issues ttreesxcfirllg.-' addressed1'n the i-uplemeataliu-:1 eflhe language: flat i.uat:auee.1he internal
eude generatet:lh].r1i1c ecttpiler crtaauretaktetraluatien effle-clean expueaaierra amithe current reetrtd is
pre-3:u'e-cesae-ti hefiere etreluatien by all the current 1-uies, iu unler re previde a direct ttcceae tn its fields.

All repurtearitieunferenueprapers reIletee1teti1eliLTS.5EL |a.ug-.:age,asu.rel| aathewhule AS.-Eli package. are
available Erum flue enecytttcua ii: cite ftp-.iJ:£e.tiJJ::i;::.ae.t:e-‘pu1:.Fpre}ectsn'asa7t.

I5 CEINCLLTSIDN

fitswllh all virus detectieu s_-rsterna, it isuutpaasihic te state that allflrtute virusecwili he tlctectlcdhjr the

system Huurever. where.-as sca.1:Iner tet:ttIte1I:I-gr requires pret-tans lmuwledge uftheauuaalvjrue. VIBES
requires akuewle-tlge efthc i:Itfi:cI:iett attalegg.-'-The nureher efnew t-imsee atrera.-gee afettrhundreizlet-rery
muuth,hewetrer,then1uuh-erufuew iufeetitrtt tflalntaiee whitharesig:uifitant|5r difl-'ereut fruru the peintef

view et"rJte ttetectinn nrlesatrerage I-caaflten eneayear.

This is ::le1:nur.atrate+:l hy the generic tlemctieu 1'|JlE‘li-'i]i[:]] was fl-l‘i'E]t:Ip:|:I using aetue efthe firat viruses The
rule, u.-heemed en aeejleetien efall 1-meme vlntme, scared 95'}-'5 ef allvhuaea. which ran in the emulaticrn.

This indicates that significant departtrres fiem the ntainatt-Icant itLfect.ien strateggr are I'F-i'¢-

Theadtranced ruleagenctate enaugh iu.t‘urn:e.tiue1e giveareughieea aetu- whattypeefwhtniahaing
analysed. with furtl-.-er I:I.-I:1rt:II;t1;t1ILvI:J1tt;t'F'li'te.'a.LlIiltSj.f!.1E:lt1, we hepe to get more details ei'tl1e w'rtrs.1e
peu1ieuJar, l.udi-cetiuestu tire‘-':'r1s' Iliiillirlflfllt ntn.-min-e waultlhe it:n;I-::r1;ar1t.

"n.-"ll1‘rESeeuI::i certeci-'a|:-l;:.r|;-euseel autside Ii1e~.'-i.1-us lab t-adetecwirusesin areal em-iren.men1. Cit‘-e
pufiibflilyr isteuse it asatype effnewalifiurpregraausenam-huge preteeted rietwerlr. Asetherpecaihflity is
the dele-clten cftrirusesiu theDCIIS aemicn5ei‘eI1'teI::i.ng 32- hit :1-eeltttqt ep-erefing s1.-arteatle.

Fe: eueh a e3,:ater:1tei:reaeee:pted,itu1tIatnct eausefalae pueirttree. Aeaneept fer this is curretttJ:.r ultder
elet.-elepment. Such tl a_-ratem mrrstale-u he urmatieeable t.u:Liessa virusie i"euJ:u:|. -=‘I-33 ‘I-"ttt1IEI13fl'3|5 ma-chin!
w-illh-ethe l:«aat'aEu1' t:=hia.the enljr extra uvcrheadwilleuree fiemflue audit s5-atemaudfi'emASA.Jt.T'he
a.uI:Iit5]-rstemtcaube tuned Ieprevideenlyr the neaeeaery t1ata.'u-tI.ichelin'uia:atw some ea.-erheael. A5.-tflhm
prev itae].1‘trer_'r that: a-rug.-the mleseunt be turieel ferapemi.

The1aretet:.Ipe"u'IDES systenziahuttrethatanautaataatie iI'Ili'j|'SiS fi'$El!t1fE|It::EI-lI'I:[11tJ.IiE-'1"|.-'il'l.lfl5- ispusailznleancl
useful. Atthe same tirne. itie apreaetg.-pefu-rttte use afintrusiun eleteetiett teehneiu-,t_q.r threlealmp 55.:-stems.

 

itectts-uI.eErah*e:'::aH'FEE.E'-t:EI:1!H11m:tI4lsi:ud.ea rhequ-an-u,ahiIet|JI. D-tirrluhdre. DIHHS. Email’-I1UDEVIE I. H4fl}]1HSS!1i9.NapflaTflieett1|u&umI3rbem;sehueiamudhanhinflsyHem. ertrmm1ttIed hang.-teem
I.I"rfl1.|:I.I.l! he |:I'i:r.' 'wt.'i'l2I::I per|:rdtea:vn I:Il‘IttI: |:IuhI-atra-n.
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FLASH BIDS - A NEW SECURITY LDDPHDLE

..!e.t:u-it-F:i:e1ins'.ti

Cyhee Pty Ltd, Pt] Box 205, l-Iempttzl-11, 1-"11’: 3 |E3.ALIe11'alia

TIt1"'fi135211}-I555‘ Fa:It+|5l 3 5Il UH? ' EI'ltfliljillII1I]:I@tEI1:ItI1'|el|:t.mlIe..I:t:.aLl

IHITRDDUCHDH

when a PC is fits! started, ee:nt:rul is treref-erred tn the program ealled the B1135 [Eeeie Input flulput

System}. Until reeeeifly. thie has usually been etered in EPHLCJM [EleetrieeI|;-,r Prdgranmnhle Reed Duly
Jt-Iemeryji and eethie can he all,-eaed enly by eiepeeaire te ultraviolet light efiee being remnved frdrn e
|2|.'.'IIll|I|I1.1l:¢i'.l‘ll1:|!5 been efi'eetive|1.r tmnperpre-uf. Hewevertheepenneee efthe IBM eempeflhle svstertte
audfmtinereeee in ‘die number efdiffereutperiplietale designed te extend the f'unetiene|itg.r e-f.='.uelt

eumpttters ftlree the svetent predueers te upgrade the Bl-Dfieede. The l'IL|.'|!I1|lZt|.‘.'I"Il2|-ft:-|ZIllEfl.1'Ilt:l7$.12|fi|li$
painted tetverde nether lees expensive and mier to maintain 3-I:I-|1.ttiI:+n-

It: 111aII:.I' medem PCS», the EIIEIS lest-ured lnthe Flesh. EEPRfll'v|{E.1eetriea.||3r Etaeehie Ptefirentmnhle
Read Iftnhr HI::I'i1t:F['j:']. Same em:-licntiene even :l.1ElI.lflEll‘I.I: pmeeduree neemarjr fer updating the BIEIS
veeeie:n_ A3 a result BIDS veede:-seen supply the update: in tJ1e fumi efdete fileeeent en a diskette or,

even mere einiplv. eeeeeeiilebgr modem anti etenred en BBS er in the p1'edueer‘eFTF site- Si.1:I:Ip]ieit_v of
upehting Efilvi eedehee ntatty enreelienebe the nia.1tufieturer,l:rut unfettmately else -tllinttlt E El‘-at-Etittfl
3flIElIIl1'.l.t.-' Inephele; ifthe BICIS eententeeeri be rep-tegnnuned {end this eel: be dene by e malteteue Lieer
ae vrelleehgva virus ere trejnn hereehve eeuid feee the eituetien when ‘the -eleee eyenem I;-net‘ 1': rue
Ienger eehievelaie.

1 WI-It-1T I5 FLASH ll-lliill-!ll'Jli‘."‘1'

Flash meet-ury ‘E: e nun-ve-letile, high-deteitv. eleen'leeJl:.r erasable and 1:r1'egIemrnal:Ie 1;l'I:J:L'LI:t.t'3r' [hulk-
em.-mh|e_ h-3.rte-preggrnnienahlejeehereetelieed by Iewpevret eeneuznptien and extreme ruggedness.

Flash |:'t'I.-E|1'I'|Zt1'_'p' previdee. theeeme tten-veu1ati1il}'a.11d alterebility es treditienal EI-"li_fl]'-.-‘I :[ereen.hle under

ultm-ielet light and e1eetrie:il[j_-.r pmgrenunehle reed-enlgr memery] need until teetettfljr in elmeet alt
pemcl-11a] eemputers te stere flte Elflfleede hut, additionally-'+ eflixe Iheeneg,-' and inexpensive way ef
upadarliiig flieeeftwnre vereien. The eentents efF1ee]:I rr.-emer_Ir can heehtmged |1El.|:|,g the 15W {in 5:.-etem
writing] Iuettied, elhtmnting Iheneedtn teiunvedieehtrfiemme tmerd in |:tl'-d.|1'1'IJZt repregremie Italse
means thatnnemery e-tube tinted tn the I'I'1IZI-ll'IE:1"cII:taI'tl eliminating u'nreJiel:Ie eeeltee.

 

MEmLEfl' flH5WiE1h1H.11ThGuIrmi.hHl'flmmMflflt.UI1lJTE Eltfifl.
_+Hmtt1]IJ3li5dvE]1!.NepntnfIti1iIpd:1imth1InI}-henepcndined.u:red.inervnieIIlI1'flll1-'€I'11'lilI'li11filiflITlt"'|1TIT|1.-.-nl-_-mt p-|'in;r ':vri|:Iu1 Fflufihfirtei e the pLl:dfltueI'e' .
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I FGIJTTDAIIDNSILEKE

We have getueeti he 'eeltingtJ1e1:t|eaeneeef'1:he BIBS fargtantett. ltwes B1‘ii-"&}"Sfi1Eft.'., aemewhete inside I:rI.1T
PCs, imprinted threw.-Ier in the IE:1I:i-t2t|‘Jij.f nlemerjr, hidden between deems afatherehipe Cltttltemfllherbtltlrd.
Like are1iaI}ie]:ta1'teffltehraitteehh'n11'Lng ti'IefI1.'I:Ltiet1Jenta1 efthe elrganimi erltritntlg eeeperatienn
between allpet-iphetale. the BIOS ieaa eaaeatial pert aft eemeuter. Whenthe Btflfieetie crashes the Whole

PC may eta}.-r unhn-ntnhleanti ueeieae.

we have gntueed ta thefaetthat malit:iea.:a]:I'e,eraete[~.I1n.1eee and trejana} can damage aurfilea, enrerwrite
an-hale make, even en-rnipt the EIUIUS thla. We keep he]-t.u]:Ie I:rfeuuI wclrlt. we rnalte reatuedieke Bflttlltillillg

cup ufthe bunt see-tma and we create eaepiee efthe-tilt-'IEI5 eemfiguratien. Itianet enlyeverage users. but
aiacrpre-hplue innrahred in anti-1.a'1usreaeateh and thee: eaaeernecl with 5e¢'|.1|'iT:~' Emu-ee. ‘I-the tie netiteql eepiee
eftheir BIDS cede trend fmm their Fife}.

Una‘! new. there was aeneed farit; emelthtthe vast majority efueere there V-ren’thea need in the '-rI:r5' near
'fl.lt‘UJ'E. flitleaet aatuntilmaataflh-e File an Itaetrerlcet ateqaipped with FIael1EIC|5. when heierte eml

vi:-uaeetargetiit,-gauche:-erentamajrheeume 1 reeltiireat.

3 TRYIIHTG Still!-[E'I']EIII]'tTG NEW

In 1993, in the thin] -e-Iflitiem e-t"LFpg1'eu:iing and Repairing PCs‘. Se-eIIi-'Iue1lerwTete:*‘t'-'itJ1neIrfl:e|at:Ilt, any
pragram that leruuwa ‘H1: rig|:ItinartI'uel."n:I11a- eae rewrite the R-DH in yen: a3.'a-tent - net a eelnflrling fltnughll
'W'[fl1»;uut them-1'i'e: pmtectiun, it iaeea-uaeivahle thahrirua pregrame eeultl even he written that eepy

theneeelveeidireethr inte the RGH Blflfi -Dede in run: sgrt-teI1'I!'

The idaathaeflifls end: eeuld, tI1eutt1'el:ie:a1]:,r,I:r¢alhe1'-eei wifltetrt ev.-en epenteg Il1eeerq:nutere:aeehae:IJre:a:i:.-I

attracted tI:ne~v1'.ruawrite1'e’ ethenti-:m.'I'It-e 2F.l1'EE1.lGl'l‘-"'t11:1=5-. t'.'r-|:|lI11'.|'[fitI2t|j-' Iuiit-In andfimnjriltiteighflmthflfl.

1.-.n'Ii1autan3.r ehahe-e efwurlting. tl.-ma heat B-E-J'£Iit{'1'iIlt5;i|35-DUIIZ-EI:tDt:I¢1t'fl5Il:1":=fi.i.t:El in '|'.'i|eInl:It'.t‘ I994.

E‘-aine:identaIl1.r,a few wee]-telatee. I had a eheneete htvesfigatea PE tlletwee sheeting all the signs flfln

u.I:Ii-t.nD'I:'I-11 vinta infeett-en. Wlten heat-ed an 13th e:°l'~Ie1.-emher. the PC playedthe Happy Birthday tune and

the ayatertthung, After I:Iiminn1iI1gfl1r:pt:|5.'El]:Ii]iIjr erfen int-'eu:tinn with a tile and laterwifltahhnteeethr
1.ri1'uaI51a.11:d Juuking flirenaglt the BIDS evade. J"I.re Fzlund itemaliecieme preee-iurea and f.'.'l't'I.lnfl13tIi'_|r

dieeetrered tltetthe trejen dues flflflfiflfl but pleysthetune and Ieeite up theeempllher. fiteitturned hut later.

the ‘Happy BirtJ'uia}r' tnzrjan was w'1'itten ‘in house‘, anlitite I:rigpa.1't'_I.' eftrejanieed rnetiterhharde was
al1.tppe::| fl‘-ernene efthe Seuth-.e.t-ian eetuntrie-eall mrerflle wnrid. This waenetaeme hfmelielfltts
aattware tergetingapeeifie BIIDE typ-ea haitit eeuraged men: int-ealigate furI:i1.eI him the EIEIS :tta:I.I1‘itj-'

problem and the intplemeutatien t.‘1t'FII5h EEP]t.tZti-alehipein the modem P125.

4 THEREA.L"l'E]NG-

There are may nftlferem Flash earnpenents, ineludilig: Fleahfile 1':-':[e1'nI:Inr. Bull-.—Eraae 3|"-!|etI'e:tI'Jt, Bu-Eli

Bleak Meqnutyr, Flaeh Dritreei, Flash Cards. The nunufaenlrere‘ Flash T'.I'iI:I|:lItItI'_',”Jfl'£ii-|:lIEl.I-I!!! eentein

hundreds nfpcaflfita. (Jun-entiy it aeeme like the meet eemmehly used eaE[-DE storage elements are the
Boat Blue}: ilujem-ur_u,r r,-11'ps1.t-id: iii‘. It'_Et napaaeity in typical deektup intpl-ettteetatihne {eg PVI-4365?}.
Ge.-SE5.-!iPjt fine ef the metlterheuar-I:l diatrihuterein fieueneiia. F-.ST.JETe1I:. eeppliee Flflll hiernnry ‘t-Vriter

ufilitieeettpparnnga thwt;-.-pieal flmh hlee]-: eempenehte. inelueling: Intel EEFDCII B. 331' E'.|'E.EDlE|,
Wmhmd WESIEEEII I}.

The Beet Black Mm-mq.r:'3 a eunpahentin which fltenten1ar_',.' array iedivided in1.‘I:t Iliflfltltlflfilllllfilfl be
emeeel sap-eratelgr and an ad-dirietnai fitun: isaddedteprntectniau in Thenneaeleehed

area-[the he-ethlaeitfl.

 

flfl LM£fiN hTEfl!H-ihmmflfl LteI.1l 'I"|1e'|]fi-lII.I..I.H.qIhn. DIE-I1'.II'lI'I.. I:l.'.fl-I3'I!'5eEI'Ifll-Ii.fi}}1:Jfifi513!.Tte1:a;taT'n1lepii:flta1iena:e,5-'hen:|:eeuiiIeed. eteeeuilnerelrie-te|Er|i:n.er'IIttnnitteIIi:Il1::'l"htTI
I.-dd:-a-utle |:eterweitl-enperrniuiennftlr p-uh-iifieI1.
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Tiisssstuple sfintenulnlenmnrnlapafi:-ne :::f't1'.~e 113 KB Emit Ella-:1: dm-n'~:=I= i9-pit‘-l'I.1Ir=I:F in 113.1-

1FFF

El-CICIT ELCIGH El FEB

11KB

PARAMETER ELEIGH 4 KB

|'I.-'lA|I"-I BLOCK 112 KB

Ffgizrs 1'. .Hsmsrr}- Hap -:§".'::.ns.I‘.E'-1'iF'Il1!1:’.II-5:‘

The Faurhlscks all-mI.r lsgissl segmsntstim u::fd1e entire4:ud:.Ti1:1:rarsm:l:rb1¢:-t=}L51:rm'iI3=+:Dn1-'E1JiEnt

stung-s furs:-fhs-sre and hsrdwsrs ¢snFgurstinn data bashing II.I[.'I-clrnren reducing systtifl BEAM and
bsttsrg.-' snnfiguatiuns. The 1::-1::-::«I:|:r1-ml: can s-1::-rs fl1srs-cs-ver:.' pmaedurei in case Ufa:-"uteri fiilurt while

up-I:1.atiI1g Iii: and: in this I11aiI:L urpsramstsr hln-:|-cs.

 
In mdsr tn ans».-:ss and sanlrsul Ihs Flash msnasry wmpsnsnt in-built inths s3.rst:I1:'I 5I:'w:I1L1'e. "IFS _
necnessargrtnpruvinlsflltpmptrintcrflcn imludilag lhus rsquir-scl signals and signal lswls. Th: bass»:
requfl-e|11ent5 -El-f'|:1'|_E Mi: Eystnrn 1- Flash B.-I![s1'nI:Iry'inII:I:Ffl1‘:I.',I's presented i:I1 155.2

5 THE WUREIHG MODES

The typical Blush: F].fl5h}'r'[E1'll3If_'p' chip hm s fcw difl':n:I1t rnvudcs w|1iI:h 4:1:f'n:u= apucific pflsfiihlt
nnpcrslisns. Thsmnst Lfrom 111: 5ll.'.'lll'il:'_|i' p-aim ufvjuw, an: Hand and "I-'I'I‘iteI'~'Im1E:5."I'|'I-I‘. l:I11Jd=5

are-3-I:1:1:T.I:I;l and chnngs-:1 by external tusjaisry-control pins like: RP, -CE. -E|IE.,‘|Fu"E, hddrcssand Data

lines. Th:1s'I.r:1nf‘I.-'p]:I do-:3 nut dsmrnlnc lhI:t;.']:I¢ :1‘cwrmtw-nrlshg made.

5.1 EEJLD MODE

fiI‘I3:|.'1hu: initial pawn,-.1-up., 111»: Flash mnmuqr npsratss as nsunclsrd EPEDM. From Eran nears paint afw-itw,
the pr-::I:::ss crfrcsding th::=unI:11|:5 I:-t'F|ash I'nI:rnI:I-r:.r In-n1:.s::cacH:.r '|hI=!a!.11'r= ssrmdinganzr Dflhl: fl'l|T-1'|1|i|'1'.'r'

nuppsni imids the sj.-rslnsm lll|lIl1.I:Il‘_'.I' rI:suI.u1:=:s{EPF.i3|h'I, Sta1."H:+:rID'_'.-'1:Ian'IiI: IUIMJL

 

flDD1%§LJ3ELE.L£Ti5VC-5W.HEREH¢E-tI1H511ruflIlHhLfl,3] 'l1tnI.1|I.|u:Ir~IIrI..I-|I1I|-I|'cn,I§II|5iII~dI|IiHu I!|I!|flal-11='5'-.E_-w;I-I_1-I-.+.u[{r]11.‘isHI3-I:I. Hounaluismfliufimmyhmnmmaimdmnmmusmmnrrlulflfl IMII1-rfi:ITrI
wiflmt 1h: Il'i|:I' wI1'tI=I: pH1111'uiI:I1 I:l'III 1:i1:|i.fiI==r=.
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Uppjh

EBFDH1 BI

 
Figum .E'_ .'§n'_}ai!'Aa'rn - Fin.-:.h M's-mm-}r I-::e.n5I".-:.:we*

5.3 '1"r"RI'I'E- HIJHE

‘Wr.il;e H:-den-g:fl1:rwitI1 Rcad I-In-da: ¢.nai:r1¢sauc:a.stn rJ1¢En:+n'u11an-1 Rfiflilterand in'ml:aa5|:ren::iaI5:t1:uf

uperati-nns]iJ-:E! rnauzliugtile IJIte|Iig::11t Idznrifizr El-1' mauiillfi; andrescflingfllz Status R.:=£i$t:f.TI2Ig-E111-Er Wifli

flu: high :[:u:I'i1.I'-e]- level crfiipp. Write Made enables em: and p1'w:I-gram npetatiuns. Th: -ER:-11'::'mI1I:| Regkhfif

du-:=:. nn-tn-:::.*:up3,.r any aaecific meniurgrlncali-nu, :n1:Iit’.5fI1:1n:ti4;!I1is fu1fiJ|edl:r_I.r I11: la-tI.‘J1 shufrug I=nn‘u1‘m1d!~,

addruaaeaaud data. umi-Lad tupr.rl-‘m-mthaapaciflc crparalinn.

E ERAE;"PRflGliA.I|rI I"l'-|.*.1'.II‘I'E.C'I'I'|I.'I'I"i|

The Final’: EII:}Sme1n::-1'3r chip installaacl in lh:sp:1:1'.fiI: PC is l.I.'i-1.l3II'_'f quite mlllprmwfiud agairrst anr-idI=11tal

at unwanted e1'a:«.'.Lng urraptngrnmmjng, The gmeml pr-nteciinn sch-ante is pmaenlad in fig.3.ThI: 4:II:m::nta

tttatcan be canrusidcrcd as purl: ufth: traaufpmgam pmnnctian aa1::prng1tammi:1gvuIta,ge {Vpp},

hardware Ell":-'il'i2|fllI'IEI1'£ nftlle segrnenmi-D11 and additiuualh-uihtblua-ch: pmtentian,

mecilic cnrwp:-n:ntraquiren'¢:1-ts.

ii RAISINGE GVOLTAGE {"|r'l.'l']

Tu.t'n.ing me "i.-'pp-nnfnffis E-|!III'IE1.'i|II:5 1':fi:tr:dtua.5‘th: aim:-1uI-E datapmt-:::ti;:nn‘. This t=rmp:rF»=I:.t|;r
r:flI:I.',:|:3 :11»: fi1:';.'|'. mat +..I.-11J'u:r1.1: pmuhfljng I11-e a.1:ti1.Iu.;-, lava] M‘ Vpp allernli-ans 11:-111: Fla.-sh m:n1m].r data 1':

inupnmitri-:. lta15::r11'u':a.1:I5 TJILI1.‘ wl1n:u:w:r animals 1h: "."'].'|'[:|'.1=I::I1ltl'I:r1$.iI'I fhctany changes I-I:+memnr_I.r canntenis.

Emu nfflitnmthcrbuardpmductmptcfarta impln:mI.11ta inniwm: .'.fi"'lGh15JflIRH=Hl|= I:I'a!:i.11g and

pmgntmnuing :::f‘I:heF1as]I EDI‘-'1 mammjr ur h:rp-r1:rl:n:n:tI£|:n:4:11ip aga.i1J.stunwa.11t:1:I'a'I'iting.T|1:jum1J=r1:IlilrI:-=:|
on lh: mamctbcard E.I'I:!b|fi"dI3flb1E$ 1113 active ant: r.':Ii"'n.?|:u]::. In line: latest sanlutin-rising P‘n'I-IEIEEPE), aact-of
1.'|.|.n'-El-jlJI'1'|:rE=l'.'i-:I1\I:II1.'+Z:II'||._Tp' alln-wsyruu to mm Vppm. butalsosclccls its 1I:'|.-Htldtpendjng nnmetype aft]-1: Flash

 

flu C'EJ.h'FERE'n'E'EID1H511ruBIlIhlAi.11fhIfl|nlrflfl.atHIlIhI. |Il:I.l3IJI'«flfl1.l|'|I=.flI'llil-1.1-1"5..E.fi.|.u_n_-I.
[l;r]-11.;-5555135-. 1'-In pal:-rnffi1i: pd:1iuI.ui:u:nu3.u'tn rqrcdm.-.ui.:-uudi1 nmu-imulqmau. at ranunflladm IIIIJ" I-iJm1

-.1-ilmldn p1:-rwriiu |:|Il1'|'1'lfl1:I2|nI|-I2|:f'|2|'H:1!i.I!I1:Il1'l-.
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Ffig:-rn: 3. Emma-“Frag:-am Prmta-.:t!tZa:t Strlnetna

n1e:11::nI'_I..rI:hip{l2"I.I'4:IrS‘r' 1-'-I:I-ltlflflflflflbflchflfiflll}. The [Jlfld1lBEIEDfGDIE|p|flECE|1‘flPflEf$[E5fEI!iE]I}' Iaptnps
and mntebcnnlcs]-pt'efertn rety an anfimratemetbnds fircnntrulljng and 51.I.I"LtJ:|1ingtit-I: mr.trrIu::t'y r_r1n:u:lE:s. 11115 is
mainly bfi.':«'a.'lI$E nfspacn: htngrg-r ]'IBI'l.'1'WIl'I‘- -IiCEt,fl.'I't5. which tlI::n‘t nu]-:eIt1e tasltuftakahg machittaapm-tfiin
order mnhangca I'm'itI:h} fhstaud easy.

..'“|lI¢|'H'|EI, quie drastic solution ism Icavc ‘I.-“pp htgtmll the Ijxneand Ie:ttret]1:n1:mu-qr inflm: pmgrarnrnahln:
5ta.t:{:ra.5:a11dpmgran1enabl:‘,|. Sunhadcsign isnmtlikelytn he ftrund iI1tl1:m»::Hiv:rn Ft2s,partJ;~.rl:-amuse
fifth: adtlttiunal ptnvcr raquired amflpmtlgr bI.':::au5: nl-‘atnuflty M{:1 calm-ta1:ttprawn: arable
slate ufth: IIl:In.I:hJ'j.'I24:It1tfli1Ji!l,'gTJ':IB1:1CI-5till1I:h::I1:i1It 3].r515i:I1'trt:£II:tu11:r:.5t'I'flI:::Eti'»T.'|11J-1E 5].-'.'!-IJ.'.]I1 :::Ir:t'I1¢|:r
truiltentlzrlc man a.t:4:iI:l:ntaJ ttttslithrtitnnbj-Itrtrerwtiting 1n"flI'|.'llIh|1I.'. BIDS an-d:]L

From fl'rEj!l'D-iEtIIJf‘n'iIE'.'nIu' uffit: ll.tIE1'I|:Il1fitI'|1fl lite F1ashB[D3,111:an:t'ttraliun t:-fti1:"k'pp can b-=fl¢hit"-‘H1111
three difliruutu-'3.)-5:

. bgfu.-1iJtgfl1:pIugIaJnpt'n1Iidfifl.b5-' fl1eptu:du;:arnfflr:I1:u:Itln=rhuat'd e::u.-Iblingand di.m|:Iing1.’p1:'n-when
|:1¢-I;“¢.5-:5-fll}'.. dnpunding an lit: gcnaml full-I:I:iDI'I 3-elected bgrthe 1.1.‘!-IE1 I-avg. Saw: BIDS. Prcn-gum BIDS]

. by tts.1'Jtg El-ILE nfth: BIDS i:|tI1:|'t‘u|:It5 sI.I;:I|:n::Irlt'.I1g the Flash EPRDM intzrfacc [stat Appendix]

-r by dire-:11}.-' aI:a|:a:5.r.ir:g Ihnspzacific i.-"D+:1:1.rEu:~e.s and ettecuting flrrscquntcac uf'u-:=m.-.3:-nrgr cnntntiuda,
with the tequtmlttnting.

5.1 HARDWARE  fiEHT

Th-u:»:1-dltss number uflurdnrate and snftwam dtaaaizrts ittmlfltmantcttinlhzpemmalcmnpufitwtvflilflhlfl 1111
the: market sI1.1'.fI3 fin: ]t'.1.rtI afmmpnthilitymtim higltcr [:1-5:1. Tlhnscnrltu write DES-platF::u1'm based

51:]-fl.".I.-"Il'E I[l‘.|III1-"i-'|hil'tH‘i'EI'Il.|.'i.iI.’IEjflZI.E Dflficallsdnesnurgttarantee cud: purtabllihrthesedays. Rel}-in.-2 mt
EIIEI-3 sen-'i¢e:-An: di.ta:tIr'fl' wanna ispt:-.=.aiJ:I1-: only after unrrectlgl 'H:1eut:if;.r'Lng d-crzens ufdifihrent S'_|.I'=BIl‘."[‘|'.t

 

-L'.F3L-!LLETfi'JC'I5WFEfl.Ei'IE'EE2-IHEVEuE1.IiHHHd,IITIH|.:_IunIrlu111hhiIII.fl:lIJ'IJ}i:1.lJK1l1-J-'1'5,II'IH'rlfl.
+«I4{fl]-l1'i5EI_I9.1~Ju.1nutarIflI mflhtnuwhlunndwdnmndhlflfiflflflfiumflummnindimy hm

'l.':i"I'rI2r|.|I lint print 'I'fl.'i.I1l|'l: p:nJ1juinn of that |:I.I1I'|.H:l:I:.
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ihtttreelitevereien number.etL'ucu1re.ceIrI;Icn::1tat:p1:Ic. ntctttcnr meppiugcr available l."C|' pd-Ila. In meat

cfti1e:5_-,r5lcn't5, tliteeteecmte the flafli neemetyrfememhifm BIDS updatine‘.I is EI2tTEHj."ttJ achieve

ttrilhuut n:t1tr_p]I:l1: do-eumeutatiert After shad-curing, eddrmehifiiug e1'add|'ea5i|m:rtina, the flesh BIDS
dues nut appear ’t|;:fl1.et.t.'.tEI'itt the1a.+ztt5-t'|- er I23 ICE efthe first megeh-5't'e eftree1netj.r.a-'Lddit'icInt1|I}'. the
meat: thefleeh chizrmuyrhe intpteesaih-1ewid1nutui:lnel:in_gtlieF1eshi'-lentery Elcnfiguratinn Space

[1.Iauall3.r eeequenee cfreatlttwite D;-eraticnefitarruha up-ecifia: men1et3.randIItI}edd:eeaeej.TheL"-Etpcrt
ttuntbcte andthe detawlues nee».-ea-.u1.rte gait eeeeeaec-1l1eCcn1n'1end Regieterdifi-‘erfremuue rnedierhn-are
ta: arectleet.

€53 B'DC|'T ELCIEH. PIIDTEEIIDN

Tleeeegrneeiteatieaa ufthemuueqr eruahlee Icngieel eegmenttlliu-n cfflteeedeandepeedsliueereein,-g and
reprugq-anuedng ctfaclactcfl pa:rtE nfflu: BIDS. The Beat Elect-: cc-ntaining start up and reeeu-eqr pmeedure
ieadditi.ena|I:r hafilware ptatectedegaiiutundeaireble al-te:e1icna.Theeteeeaid1:rag;ra|'ntui113 efthe Beat
Black is ;-craaihlc only when addidsunat high level wattage is eunnected to either RP er CIIE. pine.

E4 CD1!-'IF"U]"t'ENT 5PEClF[Ce'-FITDNS

DiH'-trt'_'|1't’t3.-']:rt:5 cl’ fleelt dew-iceeul:edi’El’eretLt edditieual meat-urea1.1:rpre1-rent atuci-dental rI'It-'trt-:1-1'1!‘ flflerfillittntt

The main fi:a1'L1.11: is ti-neapeelel ferrmt dfcemmandepnaaaedtcthe Ccrnmand Ftegj.-.ter fi:'fl:lEl:1C:I.I'fiD't'L In the
meet eermnen 3t:t['I.|l:it:|[|.a., 1:l:|et:H;umma.1:t-de like EreaeurPn:g1emeretwn-clap htetructien.-3. In eume cease.

pr-adueers wet.-Lten.-e,n fi1rt]'uar;.5'.ee1a;e1.- Erma :I:ne1:ner3.I Eem AL-ID: AIIHIEEFFU I ll requires. eiet-etep Erase and
fuum-step Pee-g,re:t1centn'ui'e:la.

Because efthe 'I.r'.1.1'iet'_I.r I?.!I'rI'.'l-Hi.fl'|E|.*i,Fh3i:| cnrrqennente inaplerrtent a flmtien that retttrnethe lrttelliarent

Ide:1Ii.fie1'elieraeterieiugeach1:-ertia:u1a:c:hip.'I'he ]El||.’.11.1ifi-l't|:l:|-I:lSiE|:I. ueuallyefterehytee: the ntanuflcutrer

each,-emzltiee cleviee cede I[eg- Intel‘: EEFGDIEFE-Trcfllm£3HH,9'4H;IElF|I11Bi3|i-3l':7|-re1'I.1.1'I1et.fli‘5|'I-[,‘.3|5-I-I;
!tMD'a :"|..'tI'I1'9F|:t1D1'n:1:I.1I'J:I.aI IIIIII-l,2|UH}.

T UPDATHHG '1»-".5 DAMAGEHG

LF|:ItiIll'I1g1i:It‘.‘I:I:tI:t’t¢11'|3 e-fa flesh B1‘:-S memery usittglitt Jew tuethnd teq1.1.i|'ee stepping mmugh aeermin

precetiute. The paII:inI.1ha.r htuilemetttaticnawiil atmng|:.r differ them cue ancth-er. depending en flee‘: device
@ Flash RUM interface and the hetdwete e111.-imtuttent. The general algcrifltm crfupdating die Flaah

BIDS is presented L11 fig_4.

Uflug the flash BIDS updating ecfittrareeuppliedhjrlhe preduccreftht pa.1'tieu.la.r mt::tt'Let'bI:ratd, auaet ddee
nut need ttattttlfllpttttlctlt ittenfifgring die l'tfl'd"Ji'31't'.  mdthe wayrefccutauiling vpperaeeeeeing

tile Ccm11m:Id Register. Hcratvcraclntmne wltewenteclte desire} urinfectfuujenise the ccutntle efihe
Flaeh E-IDS-IIIEIJID-l'_'f would have tel p1'vI:I_;reI'|:..r idatttifir 1het;.:p-eefmed1erheard,t5rpe and verei-en effllflfi,

type cfa Hedi chip, The chipaet cen.figuca1icIL. etc. The peeaflznlc algt:-riflim drflhrt illfili-EH1-I'l1't2rjtIJ1."t5-iitlg Ind
ctIn'upt1':In ctF]eeh B-IGS B1‘: pr-eeented infigureefi and 6.

E EUHCILTSIDN

The uewwejrefupdating the BIC!-Suede whhuutrermvietitlhe REM-chipl-‘rem fltemelherhderdand

 mthe eg,-atet'n1eu'ngc1:Il5r acihtvere tccle leaeencmecue advantages fcrhcrdie eemputer vendor

aredacalnputer elem‘. Thenewpreeetiureeutethe emu: ed‘up-grading the egptatamandehcttenethe 1:I.".aiti1:|g
time for iuteipmatingeny Blflfifixca andnew 5:-'l!'tl.|.|!'I|:5.. Flaeh deerie-es are already imp!-etrnente;| in mar-gr

dtlferent technical eelutiene nut ]in:I.ited to the PC market (hue: pri.ntI:te.I1'u:1:-Iilt= phtlnttt and ttlilitfin-"

"3'3J'-”Fm=“T]-

 

flfl EtEJI.£.E'?‘i.l't.TI3|it'FEIFt.Efi-'-1IEl=I19!'!1'|nu:EIJvHh Lentil 'l'hel3I-ntn-Ii. .t‘i:n;I-IrI.EI1fieuu1I.tIre.lJ.'I£1-I-:'.'l'3,E.|-uiand.
fD}]l35E:E5-l31Hnpl1ulfl:.i:puh]it.I£iJ:m1}|'IflIh1:"fldUtfld. trend h1arart'ivee-Ila.-Elet1acrtt'I:a:|1ti'tatli:un:r_-.-fit:-rt:

-Atlemttfl piertwittau pumiiueib: puhibm.
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Figur-e -Ia‘. .F'1'gu:-'2 5. Flgum E.

Fimfi MEG E.-inflate Flash EMS Ilyia-crfun FJ'::.-nit Hfflsflasrav-Mann

Sim-: muhilemnm-uI:ing is4:u:IrmI1fl:.rgI1:r1.n.ri:'Ig, Flash csumpnnenuare t'n1d'm3 a large niarket 'I.I.:'hma.1'e In1ng1-y
fur ,Iilflh dEI15i'fjI'fl]1I£| E.'II.'El'E|lll-flIj|' rugged 1:1-an:-ant:-. Had: I‘-'IE.*.1.‘l‘1IEIt'j-' Cnrdaancl Flash Disk: using
ncwfnalrr tmlmulu-g;.r will mnneaaflallgrcanmpeul against lam raliablu n’-mzhaniual aaluflnnsfhafidriuasl

On Ii-u¢n1i1r:rr.id:, vtuswritnrs nndgenerallgrspukininfllinimfl-5ufl'w'aI¢ authn-1'$wiJl11'_Irm abtuethtfant

that tie-slructiuaa nfthg BIDS no-dc Inadsta-m:ru1p-let: S1."SIE:I'I'IE1'E£l'I. We will 51:: I11: zfihrla at‘

rap-mg;rnnm'ni1g."danuging 1i'IE4:I:1l'I1E!IlE crfdle Flash Etflfimmmmy 1::ul‘1.n.':r1.r flew nfthem '|-I-?i|.l2a.|.1.::::EEI:L Th:

 

EDD.‘ aflusayugrmcw.-F£.Iafi-.i:En1u5}a:ua_uunLu.1: Thalhllrat .|ll1i'udu1.fl:Ih-Ii1II.flI1-l.11'5-. Erlchnd.+.uq;u,1|_n:5.'gs::9. Hu_;u_1-tu:u:un.umfinn may bu IIu]mn-flI.|.E-II:|.. mu ini. rariwal mm. unrnmr-ind inanylhrm
vninut th-I: mu-r 1-ITI’r|:I pn-.n1u.um us!’ In puhliflufl.
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prebleme rlisertsserl 1'11 diispaper shew us quite eleeflz.-' firetfire skills s.r.H:1 lszlcmrledge ne-ended fee sr1eemfI.|l

repmgntlmnfing the Fla.-ah BIDS an: Fe1'|:e1remH:l thereaeh efthe average virus writer.

AI"I"EI'ilI|'I!L AH[BIflS

American 1'-.-{egetreudseerp-reerirm produces rune ef Etemestpepulexaanrlwell du-eurnenleri AMIBJGS. The

:}3.-‘D-SE93 and later vemienspreelde enidiflenel feneflenshhfitlppen lite Junverlean hlegenends Flam Utllirgr

I:AM1F|esh ,1. INT 1+5H. fI.L1:ueIirrn Em-1 pr-rnrlrles L4 suhfunerlens mat flrflimtc 1tLeuseefnhe.a.r«.=11Ftash

EFRUMp 1.ltiIf|.'_'|.', SE!-fllfititfiiil he used susr.'=eflfi.1l]:.r with all I3-'pes efFtesJ1RflM hurls.-are.

‘These albfimetieiu are:

subflmeiim El-Ell-I i.'.'is'r"-.-"s1'siI::11 T‘-11111:]:-er r:afEEflS4"F1se|:L I’-.-'Inrr|e:a1}' II1te1'Eu:.e=

This cell reI.1.u'I1s111e versien number in B-CD fsnzeet sleredie the B}-Lregister.

su1:r|"u.1:retier1-|I|ll-] Save and Fl‘.-eshu-re Strrlus

This-I:.sJlr:tuIns in BE. nuI1'l;r:r I:rf'1:y'Ia:sIIee-d-:::I tersev: flu: eC|1i];Ier:t::I11tirr:I11rrII:I1t_

s1|lJfene1:[1:u1 EIEI-I Save Ellipse! Sums srLdP1'epe1'eCh1'pseI:

'I'|:Iispreeerlure ms-es flleehipsetfesime.-s, dissh1u$E.}:sdeurR.M'uI,esehe1neme1].r,pe1Mer

nnenegemmt frmerlens and elher ehipsermnlres.

suJ:rfi1nr:t'Len r.':I3H llest-ere EhipsetS1sLtL1s

Thlspreeedure rrstrrreeseved by fimetlean -IJEH ehipset fies-era.

sul:Ifi.e1efiun{I4H TumPreg1'arnJIin,gVulta,g: GFF

Thisflrnetren lewers Vppte its I1-elmel level and dials]-es Essse.I'Pregremmsde.

sub!-‘unetim-fl5H Tum Preersnmaine Wnlmeefln

This funetien raises‘-F115: tn the high level andenables Flesh rneme:1'_=.r elteretienns.
euh-fnnerieu [IE1-I ‘Write Prereel

Th.-'e.frme1:'u.)n:i5 uenullymdmrdsntlnfiuertiun MH
s1:bfi.II1eIien |3|'?'H Write Enelnle

This fimetien is usuellgr readundmt In furretlen IJSH

E-fl:I1'|1I:IL‘.I1I:1IJ'I ME Flesh II:-[usJ:I:u:IuI1',I' Select

This fimelien isrsl leI1et113.rifF1esh and I-'|!II.11I:1IIl'vIJ1EI”|"T.U|i'I.-‘I ere In-eereri en the mrrue
n1-nltnertlesrd.

$uJ.‘.IflJnetieI1 [I-EH Flash Meniery Deselect

'I'hJsfie1¢Iien1i:een'q:Ien:-rarrerg.-to frrncrinnnsi-I.

suhfi.Iru:ien BAH "I.-'erif1.-'P.I|eem*riIh'II:111-;:II':r

T'hispreeed1.11'e eI1e::]rsifrne11H:I-:rjr merlh-:.r M-1IF]es|1 is eeeeflih-1e[e%'r|i5flbli.e,-g me

slmiewirlgjl.
sqlnfiunrtlen [I-BH E11.-e [meme] Csehe Stems

sLi:::F.1nr:I:ir:n'| CI-CI-I Resmare l11IerI:IsIC*.I:.he Etatus

srbfimeiien IJFI-I CPU Reset

Thh s.'u1::i'"|.:rLeI:in:rnel+::-ee:11*t“rst:l'nt-er reh-e-eiethesg.-st-elueiter

sueeerefill wpdsdng eflhe Flesh BIDS.
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AUTEIMATIC VIRUS ANALYSER SYSTEM

FEIEHE Lefluici

Hnni: Ltd,Euda.1'-'::ni:i 1:l5'.':'sa., Eudap-wt 11 1]. Hungary

Tel +315 11-IZr!|';'.'J'1l -Fa:u+3I5 1 16:5 Qlflfi

ABSTRACT

Tfiflpflpgr h|'gM|Eg.h.|!:.' :he_fmcr:&a:Bu££e:&1Eacn'a‘.5j_u3:E:r:3::1n £519 baussdas pa-rPe'I;i'i.I1' rcicifs n'gd-TM-‘I
caslru-gr;r1mar1»-ErL:!.!.'fl'..-!.I1'.fi::=.='.|'u::.':' Finn‘ B‘uEI5e.n'r: £Tar5fEtrEnn£.Je1rEInyG'1dmbIa}rpr1e3e.nI£:f :1paperabaflr Vim?
e.1'd1:an_g.=: BBS: [T]. ThE5'paperinEe:1a15.n:-sfiawfile atafiersida. La. :1P0351-HEH'a:{5-' qfu.-a'ngBEE5 41311-I':i.5:r
pgmm, Iha,-Ifimmafic rim ,-Ir;n'.fix.§'.E'_r5:i'E.'1E!fl {J-I l-13} can be men‘ an flmbfishgemaflffaflmfl afn 1-':'.r1¢3
a.-m':II:;I5' E:IErEHErzI£e!£F1«E-.=;a!a:1:.F;.Ihga11:1'.i:fflf:;g  m'aWm H.rI‘I':'IcE.I1a:1.I'?I ri.=:.5'tI-ia:n'4:m5'.

1 INIHODUCHDN

‘rm hrgfimuggmumh ufcqnuputerllirmaasafl irucztudng tasks F:-I anti-vilus 1|}-:I:iali!d1°L Dr: disccweringa
mwmdmknmm vi;-us, specinlisuihuul-I:1::a:nin.e1'1', additiutu thuirvirusdatah-as:.auddm'=1flp a

rmudy. In |':I'|-Dfit cuts, 111:5: :u:ti'I.ri.ties reprwent phase: which man |:II= pcrfbrnierl nE=I1'|'.'F I'II'flJfl'fl1iE-‘fl"1'- 111 1‘-11'-'-‘
autmmfiun uf-tluc,-5: 1:13: finish-.p was In dew.-alop a prcaaa czalleai VIRSKILL. whifih dE5I:=1'1'l‘rEfi TJH!
a]g¢riflu1:s nfsteking and killing vinbsizi [E]. On Ifienne hand, 1153-|1I2r'-I-'11 in Fig. ICVTREKILL 5iE|11'flW-1'1“:-'
am:1:mt¢s1:|Ie dmrelupmant ufth: r~:J'nI:I:!'_I.rf+:1I' at am virus aflerilsflrsl an:-=aIa:1rI:v:.CH1 111:1:-‘char lilmt
VIESKJLL isapmuerflfl ta-DI fi:nr:al1a.Ii|1ge.I:.an:|:iI1ganI:l?l:J'l||i:'o.-g: $l3',Clfl'fl.'I.I'I'1£-..

1:.-.n'n:II1.ri1u

Ami:-u'irmpI'n§r1m

I
t

| IEBUG Upgnnzlaanflvlrusfiw

‘ir'IEl:SIiIL.I..1:nI:l-‘qnc I

' hteI'|JrI.=tH' ' I DEBUG 'n::mue' I
flmrullpemmt I mus}-:1L

I inure:

Fig. J'.' Lbgmdingperfadsl
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Huwcwlr. in additluntnfltc dtwlupincntnfsaarchinganai killing algarimms, anti—~.vims5p:a:in]jsta sh:-uld

also perform ancxaininafiun I:+f'1hI: virL15 and 1'.1:I.-I-\:1'I:fl:II: dam imulhe dalahmc. The mrmmmi: "i-"iI1J.-3»
Analyser E1..r5ten1 [A"u"A.S} is intended ta 1::n11.ri::E-. asdsmnce in perfi:-nning Ii1E'.5l! tasks.

I THEPURPDSE [IF THE AVA5

-nfa virus, the AVA3 diacmrcrails basin fuhucsas fallnwsc

1 whntiu: Lufuctaicndaaraasure

| w|1n:t1:mruur nutIhe'.r'rus ispuEj.r1'm::q:]1hnrI1nt

- which anfi-virus pmmwn is abkt:-fiimfiflrflu: virus; hjrwhich Itam:.a.u:lwh+:1h::r item but

::-u1'r1p|:te|g,- '|.r:'|JJe::I‘

1 whrflnr fl1nrIru.-As alrnady star-tad in 111: dntahaac

ll frequgnrly 4;n:.r,:m5: that I:u,!rl:a1':I1 fiturei. (2.3- an: diFF¢::!ri whm zxanfinnd uI:Ld|:r fli.H'I:n:nt

versinrw v::-fupe-rafing 5:.-'5-Iaenls. T'|11.1s.itis dc-sind:-|:t4:pau'fu-m1flIe eHa:':1i11aI:i-an unti-arm-rural upemfing

Sara-t¢t'I'B.. which fu.rd1E:r Lunrea.-math: large numberufrepaated mfinna.

Fulhzuwing dieesmblishulentufthe has-:'-I: fl=fl1:l.IIEE. lt1:r’LVASisnqJ:aI.'r]I: off-I:I-:'InuJa.|:in|:t11I: atarchini and

|:i.El':ng aigtmthm Eur lhe ":I'il'l.l£iI'I lhe lnngtlage VIRSKIEL The algurithmdiusmade :i51.rer1'fied.. wing:

large number Izrfi-iJ1|9. iItf'I:I:h'cII1a. Iftllv: 1.-irushas nut }I:tbm::ni1a-crtcadifln H1: 1.-j.t1:su:1al:a!:me,'I:]:n: AVAS

1:|:e-n:'n5m:'t|:i'r, I2EI_Ej!:‘|Ih!I"l'i-"i‘fl1.'I2l'l: reaultaD 

Cunsidcrinttlaatit iaimp-crsslhlc ta devtlnpaperfimtanfi-xfinu $_'p'EEI'fl, av-an Aims has its licnjts nl’

up-emfiun as fi:r[I::n.I.r3:

. it isnnlgr nap-ab]: :rf'-1::-:a.1'nin.1'.1::g vh-L1aes~a.rh.§ch nhninii=:ct¢J-'.::=:ul3bh: files L1nr1erDC|-S

.. fin: :1:m1:I1.i::I,g:andIn:.iIli1:I,g alga:-ifl1md:vcIap¢dmn nnlgr I5: uaad i:1fl1-was: nffll: infaatiults

up 1i1+: saratcm is unahlv: tn aricld mulls w-1'fl1 may kind ufvima Itrrula-' he Ihntm: vi-us 1-epruduces

im:|fcaJJ3rund:rn::rta.iI1I:iIuuImtaJ1u-:5. Thnriru5.m:1raI5-ub¢puI1.'1rruI]:rhi¢.Infi!I:t. in flu‘: can: of

pc:|:.I'rmrp|'1j4: tdnu-as.fl1:du-'e|upm:ntufth: sumhing and killing alglzlrititmia mI:Ir: diffictflt, as I11:

tadltlunai 9-equerme-5-eaI1:hi:ng alga-ritilmm cannntbe us-ad Lu nmstcases.

3 STRUCTURE GFTEEAVAE

Th: rnuin Inst: nflh: Avfifinreperfizrnuedby mm FIEs;.'r.1:u: |'».-£.A.E'I'ERi.1:Id Ihe SLAVE:

1- The In-1fiu.EI'EF. cuntrals dienperalirng cycles ufthe SI.-AVE, aswellas I;-.1aIntning,I:1.'aJI.|a.tiug and.

mJItnti11g'H1l:rESuItsnh'tai.nu-di1j.*flrflSL.5N'E.

. 1h-;3LwE fizrrllputvzr Etnr::sfl1:Im-1fi|.3TER'.u.ri:jI»::hauging Ii1»:di|‘E*.rmtq::rating systems,

g:11:IatiJ1ga1-ilus-fi'::: :n'I.r'm:Im1::I:r:t. and rq:Ir-::H1.H:iJ1g virums.

[If-mum-e,it is alsnpcssflale 1:h:1ta lhird PE is changed w'I.1:h1i1eta5k ufsenring the u3:rI|_'s]I, I:.3. flII'|:|'|.1iI'I

BB5. Inte|'ne=I..u-I mm: uthermedium.

1.1 H-#RI}WH.REfi.NDSflFT"flI-'ARE E-hfi-'IRflN1'|-EIENT

M.Ir1n.-.rIt'L1:r|1ed,tI1:1:I:Iain In!-::54:If't]1: AVAS ampcrfurlruuzl I:I:|.r1:I.=n:I PC5-[Fig 1}.CII1'tJ:I:: ¢II'IEE|=B.I1:L Es:

 unIZhE!'l'|.|FIE!ElIT.1'J.IE-'1.".-1:I‘-III-PCS isparfumndfizmugil an Ethernetcable. using ’dJ:IT~1cn'v:].|iN¢tWa1:t Lit:

an-flu-ant. CH1 H1¢EIH'hE:1'I1a|1d.. flu: MAETERHH E3113-edfluar nf1h:tI.r.'-ac-n-mrnands listed belnwt-nth-:

EL-'-'t":.I"E:

'-lIn'J.'.I'.F|'ERE:'|.'3l1‘EEII!".'i|5'i"n'|1.tflLIII:l:i[.H.l1Th:fiIl:!|'nI,Abhwim.{HIuI'I|IlI1-n.flIJd3i'5.EflflII.
flfl H{flI}]13-5H5l3}.!4npanulI1irpuIHuE:nrn|,5-'h:n:pmdunfl.:h::dlrL|lu:i:-I]a:.vcstn11.tn"a'uIJi'|iudinJI'I:.rf-:ITn

H-111ml tn: |:l1urv-nu: pnI11Iu1uu arm :H.ItrIu:1.
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1. Ease}: restarts Ihe5Ld|.‘.FE_Theean1eflncficniechtainedh3rdepreceicg T.'I:~e~'-'.R.e5et:=- key cnthe
SLAVE

n Ell 1J11'ee:s':j.u5.'ertaI11eae uencecfdriv-:EfiLendEintheSi..h.E-“E.'5l

 
.FIg..E'.' Ihesnucmre 1:.‘-|_,I".-‘I H15‘

These lwc ccmmaud5enah1elheMA5I'E.|UuerceIe ac|ecJ'and1n'.rue-free em.'h'cnmeatfiJrlhc SLAVE. In

fact. ::|=.m'ng uperar:-an cfth: AWLS, cnc cfI11: floppy driv-rcacn me 5LFI."IFEhcEc|eaw|'iIa-prntcctcd hcct

dial-.', w]:L1'Je I:he clilaer drhre iaempty. Thus, the!‘-'L'5':.STEEie capable cfchanging flu: ts-cct Iirlvc -I1-f'tT:IE

EL.-EL‘-FE. ca E1-c cue hand, and pcrfcrmthe bccliug an ihectherhsmd. This Iinlzlacturccnthc MASTERMH
flu: ELM.-"E is ccnnected tc a paraJlel per: cm the I5-L.-\.5T'ER_ Wifllhe the SI...-H-'E,. a dcdjcatcd c'IcI:t:'-unic unit

cc-11I:1'c]51:hI: mart I:-1-n1:'mlcf1i1: mainbcard as we-ll as ‘chaneiue aver‘, certain wires cfth: flat calzrlc

cc-naecthzlg due flcppgr drives and the ccn=1:n:r11cr.

3-.2 THE STATES OF THE -5L.»!|flr'E

Dm"a1gt|IccpcIa1:ica1cfI|hc AWES. thtactiw: drives a1'cchcnging in the SL.5L"n-"E. Thisis dune I5:-3.-'cha1.'g1'.11g

the Master Elcct Rcccni -[MBRJ cf1he SLA.‘.'Ea11d.e|:an_-ghlg Ille CI!-'ICI5.

The SIAVE inct|.1.:|caa11I111'E.£lLa]-:.arcacfl3-'E|~I'-'l.Et:rtc cqnacitgr. diviiiciilihe-221cgicd|'l1.=eaI{'Flg. 3}. The

change amcng the vrlricua cperafczlg 5'jFE-TE1TI'.5 iapcrfcmr-cc cI11:I1c firs’: parlificn ["-"IE?.TE5T}||tJ4:=1tIt+:| at 111E

heginningcf=:hediek.TI1le paI1:iticn aenreafcr reprc-due:i11g The vinlaee. It haa.a3E|-]'-‘IE-1-‘tn: cafl'lt3.?,1.1rI1ia::h
1'e.]1'In:il:»:| by the fact that it has he functicn as a be-cepcrtiticn, e-g- even under the cpetrafing system MS»-
DEIS 1.3|EI.'1'hcncJ-rt]:Iaa'titie-n. which |':aca2|C|'-I3‘-'I'Et:rh: capacity’ fC¢.'.?|"t'-'[l‘-'1U'3"'3|'.'|. -Stu-1'c':'»|i1E PTIJETEITJ5

independent cfthc cperafingayaatentewffich arcncc-wary firth: cpcralicn cfttu: 57.4‘-"L"-’E.'I'1:IB V“r3I1'CI|.E
cperating cysteine are stated an me ne1t2CI pa.tIir'Lcn-.5 cftl hrifljrtea each.
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Hg. 3: Tim .!‘.l.|'H::.'.fl.I!.|"||.'. qfzha dalii: III-ISL.-I FE

I]1.11':';1,gli'|I,:-n:|g,‘.II:'.J:‘1I.I:ivI'.I.I'I: u:rf:I1e$LA‘L-"E, Three pflncip-alshatasare pa-ssibleas I‘P:::]l+;Iw.-5'. (Fig. -I]:

a. 1.IimHr:prn:l1Ic1iunHt:t¢{‘i-"IR]

n datasmdngstattfishvtj

- ragcneratinnsmt-a[GEN}.

Fig. -II'.'%£3qJ"iI'.iI£SL...-{F'I

 
GenTaVineEt

Saw.-.TuGe:11

The5L.A‘H'E Iegardsthe parlitlun.-1 I:n:J:Ilim1:d abuv: and H1: flnppyrdfives aadiifcrentlugic vI1l"t1"E in ii!-

mu-jaus states. The disk parmneters 1::fI‘.l|'»-[ISIS 315:1 change iuw-'arin1.1:s3.1ates. This is reprcacnt-ad in Fig. 5.
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Fig, 5: Am drfiaasamfpar-ddans .‘J-I-.-ii]i"£r£nI=E flares

In The 1.Iirn:.re|]'u4InI:ti||3tfltI['5u'1II], nccnrdingmme I::IuII:I5I:Iiai:pmn1:I:-Is. isugnljr one dials:
14$? I:1.rl:i.uI1e.rs i:I1:|‘I:I:I:rI:rI]:Iu'IeI.II1*£i1i3IIt£ItI.‘:. T11: E-IDSis I1I:InhIetI:I ]:I::I:III:i1e1iI~:II:IJ:Ia.InII:Ig I:_1.rI1I'II1e1'-.1 111 1I:IgII:
[tsp-¢I:t_ only Ihe pIirflI:iI:nn"I?]flTEST 'aaI:.'I:i'Irc [ta drivt 'l'3:lI:I:i.1'1"-'I:J‘I.IiI::+Ia.II nut iIII:hII:1: I f||:|FP1r' I1is.kI:t|:e.*-‘-'|1'i|=
awlite-pmtI:I::t:d disktttfi is i.l'EBI'|.'Ed inmdriv: E. ThI1.-I'.,t]1:r:IpI'-:IIiIII:'-l:i+:II'I D-Ffliflvilflfidfllfilfitlfldi-N351’
I:I1i'II:rI:1.‘si:I1rea.-II

Thedntn an-Ilngstate [5III.1I’E}diJ¥:rsfi*:InIIiI:IxinI5r+:prI:duI:Ii:In slam in I:1Ia1Ii1'=P'*l|"=?'1W'- '3U1*fl'-j[*3“_
aha II.;Ig|:II:a.t'E-BI: driw: D. In I1I:IIiiI‘.'II:IIII,.I:lI'i1.r-I.-,A.i;'II. H131 i;[1'iI.I': I.I.rIIiI:l'I I::-I:I-t'ItairI$1J1e fl-I]j!|!2Ij' II'I HIIEI
gme, Ihe1.rimg-frag ¢mrirumn:11tcanl:I¢I:n5IIre:dhj.- I:II:II:IIing.fI'I:Imthe w'ru5-fi'I:¢dIII|:fltE II1I1fl'-'E!L.

Inuu reg;I:nIeI:"IIl:'rI:II1.:IIIIIll'l.'l‘.'}EE"'TI.I=l'i"-"1? Bcun1ainsth=fluIIJ1'disk»=fl=- Bwinc willbe P*~1'f1m_1'='3' hm me
1:II1I'ti1'IJn ufthenpcmfingaystnmtfi |:I¢gI:nE:1'aT.:Ii T|1'BisI:1.1'i'I-II-, E{DDS-xx]. FI5 int'l:I-3 data-mvuIg5I:aI;e:+1i:-E
p-arti:iI:II1 CDNHHIUN appears as driw; I1',wI'II'lI: |:l'II:1.':I1I'I:i1iII:II1"I-"JIl.TE'SI isa.lII:IwI:I H-d[';i"-I'|.'J E.
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-.tIn'nIIITInpI'|I:r'n.rlt:II;I:n'ahIaiunIJf1tI:]:n:'h|i.ItIII=.
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During the tzlperstien efttte Mu’.-'LS,1ite SLAVE and the MASTER fitnetien by tum: as lung its title efthettt

perfennssemefunetiee. the ether waits fat the temztinstien eftltat eetitrit:.r.T|:1ee1:Ily' etteeptieu is the

t-inesrepmduetien state. in which the 5I...|WE perfiertnetrinis repreduetienwltile the hlt!tEI'ER'.n1enit-e1's it

eantimsnttelgr. flue grutip -:Ifsu:1:i'I.I'il:ie!i belonging t-l.'.|‘El‘.'|.fl Sl_..¢L"i.I"E. p-erfetrns tltn tztltsnge-I:H.rt:rstt1:u:':Itg thefilstns t:tf'
.5'tL.-'..‘v"EesfeI|ews:

: Gett'I'e1r'irtest: hfler :|'¢EIttl'.|¢Iti1'iTJ;fl! tiiepertitien VIRTEST. tite rejteeeretieu state is ehetttied

31.11J:|I]'I1tl‘L'lJ2-'tlll}T1I:!I titevittts tept'ed1.tetiett state. On tEII|:|lIfl.tl].'tQ re_=.'_te:teIrs1iI:I-:1.1JethtlteClt'I{IIS:tt1t:1tJte

MBR ttrillhe ttpdemd end, by restettingthe SI...-!L"JE enteee inte-the t-irus repredtttieu state.

i ‘|firte1.tTn5t1t.re: The SLAVE eenhe entered ftentthe t-int.-t repm-dttelien statete the date mtlingetste

1.-:.--ith the aid efthe MASTER. 'I'he MASTER eltttttges ever I.‘.l1'.l‘-"I55 A and B eflhe 5l..A."t-TE. and

Jtsstertstlte SLAVE. T]tt.t5.the ELM.-"Et't'il]lJel:teu:u1:eti item t.l1etle]:Ip3.r diskette in tiritre F... D'l.I1:'il1E tlte

lirnetittg preeetitue, it deteetsdtst ne dritre D t_ps.1'ti1:ien EIJMII.-'[-III-N} is i.'l!tI:l1ltlEI:l. Thetefere, after

11pdnL1't:Lgt.l1e Mes. endthe Cih-ICIE, it restere the eetttputet. .~t.1:1ite1:'n1e ere»;-. teeendhnnting team
the fieppy diskette, tiri-re D already exists; um, lime SLAVE will be min t:laI:a—mt'i1tg1ttE1‘t‘:.

an Sat-eTet'.i~en: Dntenninetien eftite date-mtringetete, theM.e.3TERp]eees1filedee:n'|:ing theneict

HER and EMGS eentents tlI1'e-ugii It-ietW'e.1e I..iteent:e tile pertitienillflll-Iiit-iiilltl. These items ef

ittfermstien will he mitten he the ELM-"£.=.itttt:: dtehtflfl sndflte-CI!»-IIJE3 Iifipl-|:l:lVEijI', and the
eetnputetreetnrtsitseli

'I'J:Leethe1' g;t'-eup efeetivitiee helenging tethe SI..tW'Ein:1tnieetheeae]:e1'ii:ree1edh1.rt:i1e ELAVEin the

ept:t:i.t'it.'.:..1ale.s:

. ll-'I:Ilt'.I:F‘Il'I't In the regeateretzien state, ti1eSL-'-Ur.-"Eerea1ea thefulleententefthe pettitien ‘i-'IF.TEET;

ie. the files efthe sletusl epeeeseg e_1.rstt:r.'t:I., thtefiles tn be ieteeted, see see fileI_'s}e1reedj..' ittfeeted.

F the file.-seneu.t'ing up-etatien etftlte tr'I'us 1'-egeneretieet state, tltet fil-ea ei'I'-let'Wn1r Lite and

the tteteh file perfennittgg the running will else he ereeted. flfeeutse. the EL.-*t"I"E has to eeltneette the

h-'l..=‘t5'1'E.Ji'.tiItt'ittg;rege11et3tit:rtt. inetderteeepgrthe fiileete be examined trepredtteetlj.

I hilltelnfeetiele: h1tl:Ie t-i1'I.1s tqzl-Ieduetien state. the fitst step is fer the ELM-PE tntnelse eenneetien

with the I‘-II.-ltETEi|'.thr-nttgh hletwere Lite- 'Tl1i.sisne:esu.r_I.-' tn E|13l:IlEll'IE: 1'»-LleS1‘ERternenite:rtl:Ie

inft‘:et-iet1t:rre-eeee.T1ten, the BLAH-"E stare the files e|1'e1u:lg.-irti'eetede.e::i, suheequentiztr. lite-se net

infected. This activity will be repeated until the MASTER restarts the SL.!L"i-"E.

e l'amTnM:|ster: In thed:-its sewing state, t]:teEl..tt.‘i.-'Ents1t:t$ ennne::t1'et1ttrifl1 the MEIER and waits

until tt1ehte.STEItperfern'eseutJtg and etrsluetien. Then, ti1eSL..nWE enters ittlethe regenemtien
me.

As e result efthe iitneliett l"eesTel"-'lester.eert|teI peseee tetlte HA ETEE. TheL perfn-ntletwtr

rnein flnzetiene: it E‘t"fll|.EflI-E3 the files infeeted, then ereetes the file: neeuesflry fer the generetien efthe

subsequent trims-free ernrimnntetttend pmveeeentrel tt:t-lite SLAVE. ‘The et-eluetien efflee 1:tresenI:sthe

felle-wing ftnttletrtetttttl futtetiens:

n Cheelrlllegrity: Byennminiiztg flzte intefity I;ti't:ltn files, this fi.1neti:;tn establishes w'l:tit::l1 fileswere

ehenged. end identifies Itte difierenee 't'.-etsreen theeriginel end the infeeted files.

l- EIteeltFel3rnee'[:th: Ettlrtiining Tl1ElI1.l'l:t:5lit:|IJ] eftlie files. titise.st:blishestt-hetiterernettlie virus is

peltrmerpltie. Th'uttri|I be ettlhinedhy finding Ieyteeetrltielztsre the same intite infeeted film. Um;

thisbyte nusk, tltepe-I1.rmnrp-hie ClEE'Er£mE& 

a ChEt!I.'l:l'flI:E.I'fl.fl:T'lJisEE.'ittlJll3ltE.tit|1tE:tlJ.IEr the time is intltedttmhmehtiteenhep-erfeetlgr ]:Ie1'f:tmte:d

enly tnthe eaeeefnen-peigmtatphie viruses.

flu ELHEfl'CflN fi?fi ‘I'It‘I.|lEfl.t=lhi|'.:|-II-. II. 11IslI'BIri1h.'al:fI|.Ehl'el'I-ItI¢.‘UII13-'l'51ll'|-||I'Il-
H‘. wt-I-I [l:l'I1]!&'I3§. hln pillnTfiilp.HhJHmmI.ybenped.Lud.dnrdhnreblnfls}Ihn1.wEuunitdinl'¢'fiHm

1.IIiI1t:t.|‘. the '|:Il'lI:I -I1.-eitlu |:t-u.'rlissiet:I -tti.'t]1e pt.t|:tIii:u1
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1 I'.3ie~I:kAnfi"1-'"I':E-5' nmning thc srrfi-vinssprndunmsmmdin 111: anti-virus datal:n1ss.t11s ‘hit

prsbstrility’ ufrsmgnizing lbs vim is sstahlished.

- J!'I'1:|Ias'.E'n'II'I'n:If'fl14:*-I'J::u.s:ismt t,1 fifl hr: sslsctsd fham mung I11: idsmissl

bytes.

1: Eunflmulllnr: Ifths virus is palyrmlphin. thh fImI:1"u:-I1 crssmsflns searching aJ.-5:uIiflI'nf:r1i'Ire=

1.-'iru.'!-. I1:u:¢:'Ia:'n simple cases, 'fl1is pmcaflurs is alssu suitable fin: srsatilagths E:i|.lh:g algufidlm ufths

1.rin.1s.LTs;ing1-.his E'u:u:I:i-cm, aprn-seam smulatn-r tr.-.sIstJ:n: instructions ind svctivitiss saniad crutjsl each
infctlcd file.

a Tmfllgnritlm: This flurntiun H.'.s1s1;]1r: sail:-:l1i1Js: :I1dII1'fafl}'}|:l1EiJ1R: fi|E¢Iri¢J1I‘.ns sweat-ssi by
Msluzusfirrsin :::rRunE.mL:]sm1'_

Further fuJ1dsm—snts1tasl-zsufthelh-[ASTER sunsiflufperfurrntug th: fiansticrnsflstssd hsluw. These are

utsassmry for the text gsnerstiuazl:

1: I"IssTuSIm'e:'I'|1¢ I-IA5']'E]i'. [:Ilas:::s s fill: d:s.':-ribing 1fiv:ru::t I’-'|B1’LaIIrIiCMC-‘E mnhtrruunm-ific

psrrilinn CGMMDN. Th: ELM.-"E 1119-:I.1'E:;:rs this sn:st'u:In +:rftJ1'L.-. fill: aniafttrclcairlg it, the SLAVE

up-dates I]:L»sM'E.F. and the CMDS md enters imn flrerasgensrstluu sta13:.

.-is a r:~:uil- uF'fl11: P1us.T-sfllsvs 1”ur.u.:I:iun, '»:'.v::uI1l:m-1' pssssstn Ihs ELM-'E.. Then 1’t1»:]'I-'LI’|uSTEF.p~:rE'::urrI1s1‘t1:

scli'I-'1't'_I.r Lmahflzflessl:

- Lou-l:3:;ELesst-.The IHL-!.5TEI1n1::uitta1's:a:nIi11m:rus15'th¢ stnrtnfflie 'u'i1'I13rmI'flIi11=1iDflFF="==f1lIT=-

Du1'i1:Ig 1rirI1srqJ-r:s:|3u:li::n.it:::aJ11iJ1:a51;1r:s]1mJ,;::s im*.'u:-mu-niharscl Elssthmugh I’-elstware Lite. if

each flls is 'u1fH:.tsd,u11'ths l:i.1:1s-I:II.It Expires. lhs MASTER I'E1:fl'IE-fl'I|: Slain‘-FEB-jrchangirngg 111:

saqucm:-.-: :1ffl-sq:-p3r drives, srLdu.rsiIs13:rr:lsePsssT::]'u-Inster fi1l'H:'l'iI:Il1 11: be irlifiatetl.

5 ‘W'EIR]{IHG PERI-DDS

In 1'e.5pe:-|:t1:I-ffljg egaminafiun ¢F1Ii1'I.|sas., H1-s .-U-.-‘AS incEud:sturn-fihzbfisswhich are subject ts: sunri:1us:us

clung-es:

I 1113 vin1sdalaE:as:{in::hIdingflI¢1'1'1'1J5aJ1d its feslurnsjl

-u lhuanfi-sirlmprfiflfnrifldfifltflfifi

But]: v;uf'1:h:aI: dstahuusmuy chmng:c:1n:inunusl}r.ssnsw1'iruse:s. nrantwvlrainnnfmanfi-viruspmgttm

app-1:-.a.I.|:.?|-fI;b-u:r11iE]4:,'i'r|.f..‘I::II]1'.'|Jg nnuwsnfi-s-j:1:sprag;rm1t, mesnsthst fl1e1:s::n1p1ete= database basin I:-I:
e]'.a,|:|:1m-:3-|;I;tI'::Jn:a,|:|:|i]]al;i-I;r;|;| 1:-fthuI:1.I1'ru::5iru;llId:d:i.u Ihudmabasu has lube tapeat-:x:l [!}I.D1:I  flffl

nsu.-'.rtrI.1s, ssamiuafiun lssignifilsantlgr hitter. in fiI:t.¢:nl:r:rtr:"rin.1$1111Et1:-BI‘:J:IIIfliJI-E-I:LThlS rfifllnillflliflfl

procedure lsrspressntsd in Fig. I5.
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i SUN-‘II’!-‘I.-!.R'n’

This pcaparhashiyiulighl-ad how I111: Hut-umalic "h"ifll3-a“LIflI1|'fl]"5»:.'f5-t|:Ifl'-.71J1l|-El|:|I: umd bu-e3‘l:1I:r1i.-I-h general
ream-as afa ~.ri_1-u-,5, and |11;nI.rit¢.n1 ganamterhe swmhiug andltiiling algufithma pf‘: 1.r':nu:, I_'1I.rifl1 cu-min
resl1'i::1inI1s}. Gfnnumn. lhjs sgrsttm nalmfltbflpcrhlt. l.'.*flEE1.E-B ran anti-virus 5:.-at:111 1'5p¢1‘B:-I:'-L I'|I:1WE'-'&r.iL

slmuld 1::-cp-ussiblc to use this system w'idnI}.'. Using A".-1&3. flu: Ijpgmdingperind ufanfi-virusacrfmrarvz "El
mI.n::hr.a5lc1'I{FiE:. '1'].

.;....;.,,,...... I VIRSHILL

: mum:
Avfifittciflque l '

..U.-UaS:l.|1 J mm | I
i1IeI'p|.'Her 1 Avg

d-:'I.*~:Iupn1-enls :

Fig. T: D1131-2:: dingpar!-::r:i5' H
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THE PRDELEMS IN CREATING GUAT FILES
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ABSTRACT

Hern'n_g mare Harm eflflfl u-irsnmfer IBHP-Es‘, I-he menmenmeae wxdupdmiag afe vi‘:-us :‘.I'£.'rr-zrgu -::::|"sarrr,n-I‘es is
a:.I'.1i".rr:u-J‘: asst P.::1I'm'.t.I!.I'-r.‘flfie .I'r5,I'is:.e:Irs rrre #rem:I_.r'-srI'-I:|-- «:1-_.I"sfifs grratqmmfljr crrrnl‘ Ming HeftPM-,Fe1"fl‘£s

mrderecmse afsanspfim s:1F.':esgre:1.Eq,'I'E1-11 Ts :'IE.|§Da'fl-."1-‘E lhisprabfieee the aurharfias aeveiapede see-:im'
Lsslfsr ee::r'-1s'rus resenrrhers. -milleh sflews :'&ee1-‘ems-.e -:1_.fh1i‘a'fiu!5es.!':I.!su:: eefl-edsasrgfleerigeaesr.

Tkerrrerieefpsinzs efbaflereaaan rs-gnflembfie s{1_.ien!s.sLmLs'uaI!.ry.'eeI1ar1ear::1r;ssrLs. es1-fmnmesuf
mqufmmeflflj are a'.I'sm'.ssen‘ :1.-::::!:1a::fe::1.E.Ees:1'::~"e:-'s:ri}1.|!:'-:11: afthe GD.-ifpsehsge l.sg1'1-'e.r:.

Ihflpqpewsas enemy: msunmafize IF:-ep-raEI.Te'n1's 1.-Lrh|'I:J'1 appear cfis.-1'n_g u-an.-ea':'ng .'_l'I5IZ-gi'J:n':'§I!:fI-I'..!'_,i|'}.I'E_'u' and

1-eprseanng 1-':'iI-uses. .-I safia EE.r.n".nge'rra1-irarlnsent basedan serum-are fi.fl.|'I1'sflE5'.fi.' :15-1'1.re rflfl-D} pram-.-::.r'an Er
.:5,='_1':r:'.E.’Ie*:1 Ifiepaper alsa deseribes £1535peculiarities. H-hick appear nfien ‘H-'u;Ii‘kJ'.I'1g I-Is'I.FI fissg
-:£r'ne:!?csr1'es.

The passfbieapsaearersee sfxeruses ram-gases! against arm‘-w'ras xeseareia eefimmneee: are ::I'J:'.1'm'.ssued'_

1 "1-'IEl'.U5 E.-Uh-'[PLE5

LI T-'|r']-I.-I.T [S ‘J. "iu'IR.L|5 EAI1-'I.PLE‘?

A fiie-i1:LfeI:t11r 1.-'i'rus Issuallj-' slianhes itselfte an executable file usingene1:rpe1141i11.g-:r1'p1'e]1endj.ug

technique. Sue]: viruses sreeailedperasifie 1'nfE:4:h1rs..AI11d1nganti-.'iIusresea11:hers flies: I.ri11.1seenre
usually tmnsfelred in the 'ss111p1ef:11Tn' -fl1e1.ri1'us issflamshed ‘air a I:I-2|-IU!.'1H!|iI|g THE Erffiflflilfifitd 5121!
:[11sI.ta.|i3r n:|iv'ei|1Ee 1'-'1'1;h |lL}""l"-I er ifi“ "I'-I]Ia.1:u:i simple enutenm {lie-nu-thing I1-1‘ printing a must message I111
the screen}. The result of infeefiun ufsueh a. goal file is rsellefl "3 srirus sample". We have:

‘I.-"irus ss111pie= ‘I.-'i:‘1.I'.'i:[|'-'3I:s|t file}

er, Si'.|!'I'lp[}'Z

1-.-'inI.s s:srnp[I: = Gaetfile + '5-'1'.t'us

can 1.-.re*s1amlard‘m:‘ the virus fi.1'r1:11v.‘."?II3e11ereJJ:.rs11e:l:iI:Lg, unfortunately mat Allpnlymurphin virmes have

zillions efinslences and it is irr|1:1ssI'|:rlI: teseleet smirk: ‘sta|'u.'1eIfi' 1'.1'I'ege efsuch 3 virus. Glliiam-.1-1'|1hie and

 

4fi|¥L.EBI;I.EE!'fl.TCE.1'J'F.E.'IEH'CEE|]H5 "I'1I'I.lE-flIII‘tI1I.'aI.1I'['I':Q'I.lIlI14'i.. .lL‘ti11E-'IIJJ1-."JIl|I-nH'I"t.-D."E]I3'!'5.Ii?n:hI1I.UDD1 |.-r~l4:[I]|::35$fl5|.:5|-.HupnarIfi:p.hfimm:1a1ybamprndmed.1wIdm1reIiM1r;-$hu1.wrfl.hh|'Etd|I'IIH:-'fi:II'rrI
-n-iihs-:1 Hue pier 'I.IMIlu. perruisslun of the plflhell.
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eneijrpted vimses are diffieultte ‘slan-dardiee‘ tee. Even fer sen-enerypled '|."l.I'|.EJ.'.'5ii:II: p1'el:r1-ernis net

simple - they 11sue.]l1.-' have sI:Ir.t'Ii: 1.rHiE|]:r1e:l., stare-I:I hzlsideflteirhcldy [especially 1'fisideuts'imse:s}and, fltuugh,

their inztngls is vmilthle.

1.2 'I"!I"I"E5 IJF GDAT DBJECTS

we have rreltg.-r infeetehie obj eels in the DCI-5 entIitenmsnt_ This ineiludes:

1} Files:

- ]EJI{.E."'1‘.'.‘.|D1"l'I.-"IIZI"«t-"‘?‘ eseeuuble ftl-e.5-[1.Eus1i:.r steltedbjr the user‘:

— EVE drivers {sailed try DDS lcernelat stsrtupl

- BAT files (nu: an user request urfrem A.UIE}EIItE-C'.E..-5.T]

- DEJJLIE-'eeuree files tenrnpiled iete eseeuuhles en the user request]:

- D1..I..-"C|'L-"etr:.I[3"-IE. LE. eats. - "-‘-'inn:l-ml-'s.'DS:"1 exeetltahiesj

- l2|¢.'.!|I|.','.-'1-1-'1=E‘i".u"ete. {i.1'.H31I.II:iirJ.E menu and DLE :fi lee}!

2] Pee:

- 1'-TEE. parlitien table H. in Siamese}

- D-E-E’. painters +.'Il'L'||-S"t'S.I']'i-'[S[Z'JC||S.E'TE; IE1’-tIBlI]-C-DhIL'IEHDD3.CflM}

- EI2i.l'-I:-l:TlZ|ZlII'_'f ecutli-:s{e:t-, DIR-Hfslttilyj

- Ffi.Tpei.I1t-ers {ex.,Neersp:;rfl.'s]:

3]: Startup uncle:

-Flash RUM t'en1Ied by mierepreeessersfier RESET}

-Mflfleede |[ea]ledl:r:..' RD}.-E ems eflee P051‘)

- DER eedeen HD-D (esI.|edl:P_Ir MER en-fie}

- DER EIZI-El-E an flsppy [called by BIDS]-

-DD5 itemelsude [called by DE-P. ends]

Eselt mentiene-:1 ehjeet can be iitfeehsd end. tlterefere, requires preparation efe ‘gent ehjeet‘. Ferlunatelgr.

nIustt'_'p'p-I:5-D-fuItueI:.taI 'mfeeti-an techniques -&1"I'.H"I:'-I']a" rsreurevecu nut 3.-e=tf'eu::d.s..11d-sreetien eE'I:nIit ebjeets

fijr bizant viruses is a ran: task — the g;n:st Jzrnjclrilgr i:rt'1:ru;n-'11 viruses are sinqele |:Is.t':Lsi1:iv.‘: file inieeters.

Funltemtere. the ereslzien u-fs gust BAT fi.|e[erse1.L1'eefile}isretheressy - unseen uses textediuar tn

melts aheitfer the‘.-i.1'us Teerestee gestflepp;-I disketteweesnuse 5lEn|1i1'fl.FU'F.I'I'i.FLT I.1tilit'_I.-'.

.i:.nIi-virus r-eseereiiersare resell;-' cliseppeinisati with IE [:H1:r1:r|eJt1u:nf“*-rirus glut‘ [5hrI.1liI.tH:u:L]. ‘Virr.IsgIu1'

mennsthernpid inereese e-fthe i1uI1:i:re1' ef]me'I.I.-It 1.-in:ses,ltIregresti:ItajeIil'_=.rei"-I-rhieh are file vinlses So. in
musstcmses, the alt-enti-zln »:if'a1:Lii-rtrin.Ls eeseerelsets isfeensed en parasitic lile inleelers. "nt'e‘11diseuss only

tllistg.-'1;Ie+:If'-"intsi:n Iii: rests-fthepaper.

1.3 CREATION [IF -GDAT FILES

Tehy ts replicates I.-irus, one his terhnve I set efge-at files. I-iestanti-slirus researchers have titeirmvn

pr:-e:1:et:I:i.sI:l:a effiles, pr-:v:]ueed using an AS}-.-Ise1|1'-ee er -direetlgr fiern the DEBUG utility. This

approach has a dIaw|:|1sIr—:if:te'r.r gr:-arfiie "H reqliirsd it hasten be crusted 1'|1:i.11uaHgr. And iftlfls need a let

euffiiles fees fizirtesting peI:.rm-:r1'pi1iI: virus detection I.'ai:]I1i1e pru-sees must be repeated nzungr firms

E}b1.ri:;rus.|§.r, a. spec ifis aulclmsted tun] has nun}-' lI'L|:lI'E uplinns and saps|:'fLIiI:iI:s.lten11 :‘;t1.*.sl'I.': sets effi]-es an
use inveeetiere

It is eentreuient he use :1 set-of geratfiies will: linearly increasing Iengtth fsajr. IDCH}. EEIEH}. ...1{i|I|'lI|{l}. If the

vines 1e.-wessiene shsrt 1.-'ietirns after iI1.fe::l:'LeIL.aI1d file grewdt emu be ssleulated suhtraetinit the size of

the int-‘eeied file front flteerig-iusl sm this will beessihr ttetieeshle.

lE'L'I.E.ETI"I'C|:hh’FEfi'.E'I'CT.EE'15'!51IflIfl|.EII1LhI.3] 'f.h:l]tflI1fl.u‘Lfl'¢#'|.EP.fl'fl'Ifll'|.I'¢JJi'€1I~Jh'E.%-IlH2'-IL I:lIlI}CEfl!!-I!'I!!'.]'i'n:]1Ie1na:l"'H1ispi.I:liun'lieun1L:|.-lute-pe'n|iL|ueed.sitlreliiusreh-ie1I]s:|.Ile|'u.nr'h'In:':itIneiiIn;|.-l'i:ITn
1:I.I'iflJ:n.I| & |:I'.i|!r'I.I1'i|!I!I:I '|:I-H.'rn:iui:I:I -fl|:"l:l1:u |:n.Il:|l'ni:|I:I'.L
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1 IIWIFECHDN HF at GGAT FILE

1.] “H-"EIll1‘l'l'~lG PRDELEM’

From thepoiutofview ofan anli-virus meal-elser all ineouuing euspieieus sampleaaimuld be elaeeilied in
one efllse felluwiug gruepe {ferdefinitiou-see VIRUS-LFAIJ'[FM1']}:

e i]2|J'.l£li.!ilI'lfiI¢ flueludeegarbageauddaiuagedpmglmual

e -n'.1'u.s -[includes ierms. Elreppers. sriluaea ufI:l:Le 1sra:er.Ie're.fi.I:H‘.|]-

I

n i|1te1'u:E1:I

. jelae

flue menIienedelsuifleafiouprehlemisealle:l‘xs=eedi::g‘-There are auurrlnated and manual rr|efl'H5-I55. used to

need aset effilea. The following automated tuelsare used:

. s.ean.11ere,+:’:eteeI:ings'inJaveeI:Py' name

1- |'a:I.II'|:sLleaesnner

e TlL!'u.SH-E!A.I"»I-"[!|LfE1"B]Il'-is deletfiug mlu-1-".inIses.ju|:e5. garbage and intended:

Manual Weeding‘ meoeosare l.l!l=|i$1flIE:|.'E]lEI:]II|:|.li]i.'I.l2I1'lI!E.I

e 1-1'_auelaual1.-sisI§eg,,pre:seIseeof‘lulE', TH‘ identifiers]

e l1'a.eingio DEE-Llfi I[i.oeluele-s en-flse-flyrdietnlillgl

e fl.|ll-r.‘l‘7fl-fllrmlzlllng

weehould ml-:e iuteaeeeuntthattlzeinfieeleel earnple may beeonspleessedurhls ea1eoffl1eE.I{E.-packers
{PI{_T..1"'I'E, LEEIHLE, DIET, EJEEFHCK, CDMPACIL PGMPACK, K“-.-"E'1"|I.'H.SHl-l.l|'~l'1'I.'T._. TIl~l"‘:'P]-'lCI-G,
anwasctt, AJLE, ueI=LouE, aveaere ere]. In such a ease Ll‘!-lP and UUP pmgrame sheulel be used

to ren1I:we ll:II: eoeep-1-eseiou eaode beforemanual analgraie.

Vieualeheeke of incoming sufisieieusfileaase u5l.IalI_1_.r made using DEBUG erHIE'W {Hackers View} ~ E
a we-uderful viewer‘ of executable files. Thelatter eemhiuee features ofaimple A5-I:II.:"l-IEl:i viewer will: a

|:Iui1lvJ'.u d'esasaee11|:len'm.se1'ulJlerI.'['|:nol*h [I5 and 3I~l:vi1'. n'Iu:rd.ee} audabinarg.-' fileeaditor. .AJ'l:]:a:I-ugh Ieau haJ'dl}'

reeeroo1es1-r.T tlsis utilitgr fizlursllenti-1.ri1-Lia reaeorehese.

1.2 SAFETY PROBLEM

E1.-er;-.r enli-trirus researeherfaes.-a a problem when he needs to startlhe iI1fe::ted|{D1'l1-15! 51-Eflifiifllfil
program or trujan hetse. The us.ua]se«1u1:i-no ietouee a special goat PC (usually an old PCIITIAT}. But
the malwsreean eaai1:ru:lesI:'e1.r data an the hard disk of this PC. It ean even eause malfistletiou eftlse
lssrdweJ.'e{eg., low-level format [DE -iisle. ifaog.-_‘Ja|1-Ii it will take 5I'.gI1if'I».‘:=eI!I‘t ti.11'l~E in-£1 Efifirfi in TI:-*-1-‘CITE
3-eitrtesling snvimmnene The haniv.-are protection ofthe herel dialcefg.-ourPC=:at1-oulg.-I lsea. ll'IIIl'|‘!~'E-
reliable solutieo. Temalae harelware proteefion _1_rI:ru'w'i|l needsorne seleeee an epeeelien

Iuu-ale-‘ riols-r1al'J"1se'ote:e1e::l'.

2.1.1 I-Iar-u:l1ra.re preteeliun Islun‘T|u'lJeI-' :1-riteh

‘Tu:l:I«o‘ switch is rarely used in ::un'q:I-1:I1.“eI'-u-|:IeI's1iI:in forflie following rmsens: firse,au3.r user will usually
seleetllie higheet possible ep-eeel.tomiI1J'.u1iae'rloe rvwnonee time el'1:l1e aziflu-a:I'e.Eei‘.omI:L.n1»:rsta1.raiJa|::|e
Blflfies support toggling ofturbo mode ieiogfhekeyhesrd eg.,A.Ml Blflsmes [Mt]-[CI:r|]-[+]to set
higher speed and [A.lt]—[CIr1]-[-J tuset lowerspeeel}. The1'efuIe.:.ruu eao easily rephee gram eouneelien ell‘
 

4EL.esLua.eraacL1.uF£.a.5-a'cEe1seeshmau|=Inuo,ai'nuuuera1a aungluludure-Hn. u1:.1-i31*s.Eegh.rul.UDD1 +sa.;e;.11ssas.s1Ja.Hupsnatmupmueaemus-herepmened.rnedh-naimusy-am.erneemmommysam
"?I"l'fl'l'|£|'l'l'Ii|.l pine nfiueojseneualmieftrrepubishe
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*Tu|l::o' 55:.-iI:]1to the matltorlnoardwidt aairnplojuntonr. I'~i-owyour 'TuI'l:Io‘3wi1olI oonnootorisfroo for ma:

aaaha:-:1-disk prcstnotionatt-in:h.Ty'1:rioally lite oonnnatot of"Iurl:+o’s-ivitoh haathzononntaola fond a an-'itol1
5I1n:::rl:3.t'n.roli!H‘i:n:|Itt:1-|:l*.*I.oI' tum righronnaj. The use of Ihla aI.I.-itnh tot'LLrn the dial: protection on.I'offloolu:.a

lilo: an elegant aoEuI:'on.

New find mujumpnr on your hard disk no-nlrollnr, wl:I.ioC|:L nnahlna its operation {nxnnfinn the controller
n1:a.1:Iual ifnaododl. Moat 1'-rIFl'ul.[|3:-E andfliflloonlaullcra haw: anoh a jumpar. ltomow: fl:is'HDD-tumble‘

jumpcrafilifilaltl-:!l:lll.ltfl it -Ariflt flan oo11n-o::torof'Tur’oo' n'I.I.I'itt:l1{tl'|o oonnootor should rop'Ean:I.-.1l'i: jumporon
the controller and short lit: oi:a1taoL-t1':on'l:ai:l ol"'fl1i:jlJIrI;|-:91‘).

‘Hm-.r. afla:r fit: about madiflottlon. you can easily mm oEFtl1oHDDhya1'.mp]yp1'uni.ng 1h: ‘Tttrh-o'o'I.Ir.itI:|1
pl'E.'5E-illg itagaia to rI:|:uIo nuaoptranan.

Th: LED indicator {or5imp1oLED] ofyour P'C:[1.I.rl1i-I:]:L usually ahon-ndiootnwont froqunnoy nl"p|'oI:-loan:

opolationfl la1.I.I'iml tn tlt-ntnrljo a-.=-riloh and nsflwo itanutc. ‘I'ou can naaily configure the LED indi-t:ator
to rnflmt the ourrnnt mode ofope1'ation[aay,"IE.'In’l" FF‘).

2.1.1 So-fl1!'ore:lIoIl'ori:Ir1h'IJ'I':]lflllIt‘.tlon

To '|.l.|'lJ-fl: 1I:I.riI:I'|o|1t‘ H DD you wil l 1:I-and aum: mnclia instead -of it. An ideal solution in to use a ram-|:lriyo.

You hayoho add the following. atatantontm your I‘.','fll*l'FIG.E"I"S:- III-E‘-FlE3E=li'..-it}.-IDRJ"ifE-S‘1'SnnJ:J:

{whore nnnn stands. for the size ofrnmdriy: in Kilobytes, you may also need .-'9. an-insh to use fl.'IlTfil1-lilo-Ill

r|1¢:n1q:r['_I,.r}.R.-a.1r|~dritri: aizn: *=.'.2HEl |'s1.|:.a.|nIly notnlrfiioionf, no it’: ll-ottorto nolnot 1-4MB.

First, oopy all anfl-warc,noodv::i fonrima tnating -[plus suspicious files} to your trirtual Iitalt. Wlton your

hard disk is awinghacl off‘, all programs will he i:1aoo=.-:a.-:.:iI::1i-:, an rciaio a good selection {l.1:Lmy oaoott took
around IME or :11.-o1-ej. How you an nady to clionlalo hard dial-;. Hut‘ DUE atill thifllal tlillt HDD is pruont.

Il5lIttI:I'l:I.all::-t:I.fi'I:I'EIl.1:I.vl1 nacho utilitlon tifanyjl otillromombortho current oontonto 4:-foontre porfioflfiof

yu1,|.1_'I1a11;l dial: in tho mmpunar :n:1:I.'u:Ir_1r. T11: n'uaa1oi:nrioun solution is the olimination ofall ‘notof about
I:a1'cldj5|1p1':5:noI:.To5trnulatI: t.l1I: nbaonon ofa Inrtl disk on tho PC,I~n1otona1:ror:iaJ 1:lI'1:]I3ltIlt'|.1-I-I'l!I.l'I'.‘»l2I

clam-a 1'r~;|‘1'_-4] h and l'r-1'r_.¢Io]: {p-ui't'ttt:r$EIJlhE J-IIZI-D d.l5ltI:1l::las‘,| and ants the numb-H ofayailahlc lnlni tlioltra

{Ems yartalnle at [D:4?5I1]}1o zzm. To mom: any ananao from hard disk tag-.., drivm C:, D:, E] In 111:

1.ri1't'uaJ dia]t.,1uan DU-5’ STJBST I.tl:iJit_'r.'a'l:I.1'v.:|1t'-tpla.-I;!=I:$ drivoatT:. D: and Eta-'II11 the 1-'1'rtuaI dial-:+:Iriw= letter

(F: in my oaoa}. SHEET also o]-oars HDD I:a.n:l1o oonlnnta. Finally. tho DDS onviromnent Wlliflblfls {Ego
CCIMSFEC and F£I.TH]5houldbnro1mittontopointoothnIaIndItyoobjootn.

2.3- ‘HEPLIEAIIDN PEEDBLEIHP

'11:: prohlnm ofinfoofing a goat fil:,wl1£1a sample ofa possible yints iscafled ‘fury oftcnone
roan-arcltnr will at the others, “I have a aalmlo ll1a.tI1:l1lI|1t is a v'nus.hutoa1moIr:p1h:ateit Have you flied?

Ifnnyhody liasstloooetlaflin doing this, sand me a smzlpln, plnann...‘ Jutdtllis iarcpaalntlvcty lhoquoufly.
we 5:: that 1-h:‘rap1i-cat-ianproi::lo1:1' isoon oflito n1oatoonm:Ionproblo11':a.TI1n question in to t'uu:l. oorroot

computer onytroittnolntand montall atmsiallaalion aaadiii-:-riot Obviously, both problem cauhe solved with
fitoltolpoflllll  ofmofim t:o-tln,l:ntthatia.notI yorypln-oli:ala]:]JromE|.l:I1tonItn-oilta|EI3:511It1ol:
time. I_,F5u.a.]ly, auapioioua filosaroaimplyr listed in the no-called ‘goat oomputer‘. l.'.Inly1'.n l:l1o oaaa: of

pIDblEI'l15 lfillfi Dflttlpliflilillfl. l::utloo‘I:i11J;5I.fi:rioiott5l ntnthoy tlisaasenuhlnd andanalglmodin don}. W:

ha-.r: alrnadyaonn onnappmaohtotlan rnplloafionprohlnm-toasltforholp fiomofliurroaoatohors. Tl:uaro or:

al.-so -ofltnr

a try a lntofdiiforantgoals

a try a lotofdiffimnt nnylzomtlcntn

an nunllalanalysistlraoing, nl-chugging. donilalingl lo find out all infoolion oon+flio1'Io{E.¢..

rcquiromtnla For flu:-no-atnnd owtroomnntl-

 

flu mnm mmwmmnum11mat;-anut..tH:¢.a.u.cnni-durin-i.o:t1I3|:'5.E|¢land.
ql]i]1:J5555:E3:I. No part-aflais ptili::a1lai1t|:n.rl:H|:pi~odu:|d.Ian:'|:i in a rol-iml ay:hm1.tH"IInI:m"rInfl in my !F:I:n1

wit-out it prlnr u-n"rrlr:n |:l'|:lTI:llII-l.I:I- oftltl: aublialtnm
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2.4 IHFECIIDIH CIINDTITDNS

Tc. replicatea ~.r'n-ua. um ham to fund it 1 gmtfils, whinh rnacts hrtemnlvirusinfecriaan can-afitiuns. This must
he dune in th: uuvimnmaut ':I.ri':'u:h is n1::pm1:I|":nt:fuJ: T.h:cuII1:ut1riI115. Fultllllntcljr, hnnfllie Hinflflflmflrfl

inf»:~u:|:'~.r:,t1:=3.ran-. u-wally under-nuperatrin a with rang: I:rfv:11'-'iru;:I1n'-I:1:Ihs-'Cl'1: Iii:-DH1-nhflnd, Emiielinles,

11,1.1|'|'H:|'I::H.:$ Hnflraflurusnre Jmp]eru'uem-ad msirnpljfl-' t|:1-I: viral and: I{:g., Ping-Fang. F':':::£I5:'a!a7r-P. 1"’-n:IJ'E:1I1-Ii
Erehmcfienflvflf vinuuawurlvz 4:111}.-' -an 35-'3-151::-n4:Es:rIE;3..-IF.-13.! andJ'|.-£Ifl.E.d.-HJI5 1'iru.1H:sr:-qui.r: 51115 bit

FAT hard d1'sb:;ttt: A T1‘-II-9‘ 'u"jI|.E Iequilaa 3. Eafipruccamr I::a‘l'LI'fl:I‘II.':1';'l‘|1E (Fri!-H_C'a:er;:fI£:n'1.'ints lI-l:lI1E- a

EMDS almk; 1i1E.L:Jtvoaa:-ML:f1n':us 1'equtra.I-.lS»-DEIS3.E; d1e!I.I'ig:E;I":1!h-ixus doc: nntrcpiicnte WitI'IIJ-III an
If“-IS d1'iv¢I[Elr-tr-1'11]; th: EHM4 '|.'il'lElE:[[lL'l1'El'lI-E pre.-senceufflhlfi [l=.’.1|51:ImIc_'.']; =’fl:.l|. In meme +:+f
menifn: rtaqujrtrmnta-. ::u:IJ'_I.' a randnam cnvirnmmfltatltcfimt urmanual arrahrsis nfthe vi1'uai11t:n1Il.'! Ina:-r

hulp to find Ilhe I:I:I1'l'IE1'.:1'{I'1":I'i.I'EIlI|I!]-till.

Pansific file infuumrs can HI:-urI:fiI::aJ13r infant all I:+fI.'1'L»= fl':I|ln-'-1-'1'.1:I.g I3-'1!-E:! flffulefll

- -CQM

I ENE

rI.«1z.I'ZM{DD3exea:umblEs‘J

NE -|'_"i'u"i11|:I::M-',*., Cl-E.-'2 lfi-hit}

LE, "Ll.-'3 I["'I.'I'iI:Lutl|:I-1.I.I's‘5F:I:[II,"I‘i.|'iI:13E-f:'n-]I

LI {DE-'2}

_ PE l_"'I.‘.-'J':I:||:1I::I'I.I.-'£.,'["~»TI' 32-hit}

HP, P1,P3n[P]'mr1:ap D-D5 Extenders}

. E‘r'S-'EElM|_'n1:um1all}U5 drivnm}

. S"£'E-"E.15{E {understand M113.» by DDS 5.0. 6-0]

‘I'harearefu]1mIn'.ug infection I.'::I|1diI:'u::II15 fuzwapt fill: 11-'|3¢}

: filflfitt

1 filmmrm

I flt|I'1T:II:1tE:.'5

- fllctinre.-atan:;:[date.n'fi111e of:mea.finn-fi:|1udificafiun}I

. filennntents

The nmsmmmnnn inf-::I:t'u:In mnditiunis filetg.-1:+::{-E:E1I'u£u"E:-{E} m:u1rJ:ue smunuiis I11: sine ufI11: victim.

Vflljf shun files are usualljravnida-cl. l:|Efl.1.|:5E flluirgrnwdlistcru IID-Iic:a1:I|I:.lnEC.1iIJflE+fdCr-Ilflthillg gflflt

f':1:5fJii:v:pIimiEi1-'¢lHT_l'1J, 2-hgrte fllesjis alga mrnjdeai

I':.III;|:sLfi1I: infizcturz. Eu: 1a.r;g:t»::| against simple D05 cnnnutabl-:5 - CUM film and EKE fil=5l.'wit1‘1 I'v!lE-Err

EIHI marlmrsj. .5-I:r1'r|.: fill: 1'.nfi:I:turaarI: capable uf iI:I.fv:I:.1ing DDS dI'i"r'E.l'3 crf EYE 1'_1-']:II:l_'=E.. -5'F'7|:'.4I54'*'P'.
511:. -mm, 5:1: -mrr, ,u;p.-m.-Icrcru. .-£1-1'.r:3, A.11r:I_f-F. Cjrsm or Cams}-gexe. Tarmrmmn 32?; t:-:33. Talon
cw flaemaen. am.-m. i'»'I.-IJ:i.He-nn£crr:.t; Fm=:..252I, :1::.]..»!:.11 ut11r:rftr1'n'-ms ufexesculablesnead

1-e::]ama,ti.+:+n »::ffl1:: virgin lands fmm virus writers." Fur E:'.EE.'E|!'Ip1E', tJ:|::I: an: -::InI'_r B fl-H-' |v.'.I1+.‘r'i'-'!I:I ‘I‘r'i.IlIi1J'-'F.!-
virusasup t1:rda1:{aIli11f1':4:ti.I1g ¢'.-t'||.}' txccutahlcs ir1'H'E-EIE fnmmt}.

5p:aJI::i_:|1g uf'1l1u:::-unI:r.:nr.a 1::-fg:-at fill:-.-.=.,1.I.r-1: should me.ntinnthatvin.I;5¢3,1.=.=hic=h-chaulctlla 'LI1tI:1'n=i:! fifth:
vlctnn l'1|:,an: mt-her ram. I flaunt man a 5::If:h==c:|: In amid rnulflple infecfiuns ufthv: aanw fi|=- Imnan

chfiking D-f'|.|'il'1l5-fl'EE arms I[sarn: asinspantim ufth: uninii:-stud fl|I:]I. HE-FEIHIBIEES. 3-11th ‘ril'I.IE|:'i flliflt.

 

flw5LflHH fl!H 'I"JJ'I.Inl|]|.II:lia1]..|1vI.1l '['h'C_I.ll1.'fl111.I’h%i'l..l.'!:_i'i-I-:'.I-.I'l.I'I. Dlllll-I3'£'5.CIDD1 +4»:m.113:55.a51:5.mpgturunpwmnmmqburupuamnawuuanmwunmmwmmfldmuymm
'h|l'i'H'lZI1I.l-[l'i12I"I1'l'|'IlJ1¢'IJ1iE'I3i1Il1"'H|!lJfl'E.
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The Euersrfe 1-"'I'I.:s lncl-1-ts fer an EIIEE I1-rte [I1tteI:EfiC.ltLLiustrueEieuJ in the file and replaeesflte eff:-at ef

the 1:31] ta pain: on the tn-j_1-a] The I-F's-.r!e-:.i 1.-in,|.e atr-aids all files having the {I-Eh l:n_.|'t& st lite start Inf
program eeele fineludesall LEEKE-peeked p-t'n5t'en1s]-. Rapier virus du-eenetinfeer E2.’-[E fil-eswitlt E5 in
the header equal tn DTBC, HID, ...2E'!i|-H13 entries). The behaviour uf£.e:ereni'.13-E11-irusdegreudsaen
the cmttenta. nfrhe E1-.'IE header tee. Mme-nvcn there are &.rt:r.Fr.u'.I'I.I!e.'r viruses, which level: for a series of

aerees (#12 bytes Far Eertihunrer-.4J2a:1d 415 for Eeauhenrer. :15] in the fileanrl infect the eiel:iJ'r1

tn‘-Etl"uIr'I'l.l:l.tIg this bl-uek efaereres. if is-I.I::u:l. Eemimerer Vlnli-E5 are t1-pica! rcpruannlzth-1:5 1!ri'IhI.': It-1:35 Hf
‘ear.-it'_-f 'I.-'il'use:s' (libs Heiimpter. TF7. fi.|'I.'Jg.Ht:|p. (EH5:-I1-tier. i'I5|.2.i'.-"i'iJ'.E."-IF. RH:t'3Efl?t_.a*£Im:i3'i:.i:_tt.?iH'~45". JIT.-rt-n-::I.t.5't'.£."sf-5'-5.

1".u.n_tt.i.i-:5‘. etI:-]I.

Then: sreateu 1-inraes 1:rf'=|:]:e eeteheader type - flregee, Hobbit. .5'.iteflinw.11i'i.’ne. WM B‘-9-I-‘r.-E-14'»-=|'. irks’.
Pure, ete.Tl1e:p' i:Itl'-eel ernly E.}-!Efile.e,. having 111:Ingl::lI:rc.l£ ufaereres {aruu.ud i."fl|E|-!31}lZI1:I-:rtes:I in the EJ-{E-

headerfitis 5 I1 tnrtesbjrdefaultj. They esn be regarderl asa suhelass nfeevityeiruses.

I-.-lamr ~.-'|'|-uses cl-u I1-ut ilfectsnmeprngnasm. Tl:II:j.rl.E|.1.I1}'}r aveid eennuandpreee-sserflfli-iMAND-CDM and
r.:u:rta.1:u a|'|ti—~.'"n-1.15 used ]:In:IgreJ:m iarehitrers, enmnumri-line shells, elm}. The f:IllI:FI-'-':lI'|fl rvflfiflfl
eerne ts my mind: irtfeetiett ~::r1"+.'."lZ'1|l'-Il'-1&1’-«lJ'.'-‘.'EC|-It-I Ii:-'.':I'_I,' nt:-1ir:-:aI;IlI: and I::Ilu.'l-t'.*.'H‘]Ill:|:|j.|' i.aee1:'q:cet:"|:ril:iI:ies. so

".-'it"Ll5 writers sirttplyfilter-efl‘CCIh{h-MI~l'D.E?Ueul to avoid er::rr[:rtI1:il:i11'13-' pIut:luIIeJ'hie Hppmaach hassl-
dmwbaelr. (free: the vines writ-er's pnim nf 1.riew]I,,es lite infeeulnn efcflh-1I~'IAND.CC1M with a resident

1.ri.t'us gumantees that the eempuler wtlleemeup wirlnulinls iristsllerlin mernery, I1-eeause

CIDMMAND.CC}M is Hi‘:-1-'E].|'3 aulrzlrrlatisellgr irwuketl during the hnetp1'uee:es. ‘I.-'i.tI.I5Itt11jI't-1:: atauinianti-trints

ptegranle-theynmmfly eiieeletlteirnnrn i|1FEgFil.'_'f' a|1ria1.r':rus will he r1etev:leI:liJt'|Itr:::ljstel3.r.’I'he listnf
viruses Iltet fluid inI‘.'-e::ti-en efeuerleiu Feegrarrtsis given irLTshle 1.

Amure cltflleulresse eneetirs ifthe trims infeetsenljr en eerlajn days nftrreeit, er during the the! EC! minutes

nfan heur {Jilee I-"2’.-3:-mu:-.6-H!.m',1r:resj|. Fur e:r:aI'npIe,1:11e It}-fle trims affiaels l.l:lI.‘.':".'1'lI:!11l.lI1lf'£l!|rEE-l.II'1'EI11 year is nut

19'?-D. The Fm-ieil-ie virusinfeets only -2111 event dates. Tl'l¢'-"l.t'ilB called Invisible svuidseel-Iain EDM filesttjr

dejng eeheetsum en lite naue efthe vieti:'u.‘Ia'irusesei'fl1ePJir:er:£rfan1i|:r[ehtr¢1tJ]¢I:1 I.:1e_:gfler_Dea:M
amid same file sizesanti shout I.-"E uffles areiefttruinfeeted. Thefiussisn 1lcfin':Jr.riE'.eq3e:'J'riru.tinfee.1er

enlyeveryihilfieaecuted file. S-em: efihese ".'il'I.t'.!B£tll'¢ called ‘ma-arse‘ infeeturs. Eandurn  gm

seleetiun Dray not help in this eeeesnel 1.ri1‘u5es.hrnI'e tube treeeri smzlier dieflsse-uzbleri

Marne vineee require :1 .lM]’’ insuuetiuu in the l:|eginni1:I,g efthe tIie1J'.tn file {eg., the first versiens crf

1-":1.n.ie£_£hnn'ie. R‘Ie..5'.t:'nr:_l'"r'J1jLr..'-t|'.i3..u'i!rr.tr1;l?.i42II'. Eereertfiil-f.Iee1,ty":1:rg.JJtF, ere_]:

All merI1:i-tmed ese1u3ieu.e and esnditiensnutstbeuken inter aeeuunt '|u|.?]].EIl1.'I']."lIl._g he create guarfrlee

suitable for the Intestine and if the virus Ii-u-es nutreplieate-

2.5 II"~l'FE-E'I']I‘.'.':|I]"'«I NIARKERS AS AN DEFT.-ICLE FDR IHI"E-C'TIflN

Almost alhriruses 111.'t4:I- 'rrrarl:’ their vietirrrett: Iweinl rrltlllipie iI1|"e-t:1J'-2-De c+f1hI=-H.111: fI|¢.‘Er-E-iltlflfi the-.

grnwfli flffill-I-lJ£}"'Dfld-5-D.fl'bfl r-eesenable limit eaennrrt gs urmelieed {heeauee aft:-a-aete sf‘-dis-1: space and
delays for the reiufieelinns} and may ¢'r'l:J:| cause infested an file to hang (eg. . EEJT--I file 3--I5-4k}. Viruses
we diffierenr "n:::I‘ee|l::m markers‘:

. s‘.lerhe1:l:im:L ef'ee].f-presenee {eheekenen e«ude',fu|l at partial}

1 sequeme efhylesttest nrhimry tlesignnlur, teuslly etmeeifle puslliun}

an limestamp [62 amends. ?-*2£||3HJ:ree1'. 1:11;.)

I flesis-e:[e1-L, L-'r:rgrs:1}-'-#3. #-t|'}I

an athih-ute:[s-:::n1e1.rirI.tses mark their viedrnsasfleedfiietlfl.

 

flu flLIL.5.Ef:5'u'EE|.h'FE|'1Eh'CE'-E19551-1ru:IBd.hflnLfl,11 I'h:flhn.t-urn-i'H%Il'fl1.'i1:lrni.:lire,£}1iId-Ji'E,E.n:flIlhl.
eI]:j|1::|5:5.!13rl.1~.Ie. an-tnlrhi pulflteuiun n1I.3.- Isersamdueecl, an-rut ta: L-se'ia-rel 5:5-trIru.erIJ'urriI:I;l inlr5.rfi::rI:

wiflaeur In p:ieu-1.-e'l1ta1 p-rt-ntisrleu e1'l:n| |I.l2illIi1.I't
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Seme viruses use |:terli‘.t:tl}r legal matltets-fisr E.‘-t:BI'I‘.|pl-E. seeends value I','sa_v. all iI:Li'e-eteti files have 335] er

file length lssv. all tttfeet-ed files’ lengths are divisible 1:r_v 23}. If, eeeaenallg.-'.ettr geat file earries a

‘msrlter' efflie trims, it will net he htfieeted. Sente unusual irtfieetlen trefltersarelisted in Table 2.

Ferhmately, musttvirusss use markers. ]1'.1. Eel, vintseehave te behave insueil aura;-rte be

ittfeetive. Therefore. it is |.l3l.ttEll'_|.|' easy te matte an infeetehle geet file ifthe fits! ettetrltat ef repiiealien

lhiie-d h-eeause efs eeiheidenee with a legal virus rrerlter.

llli CHECKING DF GUAT FILES AFIER ATTACK

After 1:r_ving te i.1:Lfeet s geat we have te detest pessilsle eitatttges. lfv.-e see file gnevrth t_'1'J1 edireetury

listing}: - the rettsen is ehrvietts: ledger files are virus ehildren. Dee edditiertal test is reeerrtmertded - te
eheelt ‘i"i."l1|:I'.lt:T‘|r'iTuE ehild is itselfrepliesfing. [us-em: eases {because efthe esters lethe virus} itis net

stt-d. 1.'l1EIIfE|l'E,II11I5l he elemified as intended. netevirue ‘i-"isual+:l'H:t:l:tiai'ter tJ:II: attenlt an: made just
liltte eefere the steel; - see 1.1.

[t‘the virus has stealth er fllttl.-cE1:IEfl.lIll'.| prep-erI:ies.1he eleteelien efhifeetld sample-3 hsemewhetmere

eempiett- The heat eeprmh is be preserve all gets: files, hiveived in the test and inspect Ithern eflere

elem n:l;:It;tr;tt I[t:I;tp_1.r them to at fleppy dislt ifveur HDD is disabled as deaerihed is 2.2}. h-lereeimple. but
not theta. reiishlemethed, try t-t:| remetr-:tl1e vints fittrn the i:I:ttet1'tI]:tt ehaies using, 533' ll-'!l.I"t.R.l'C|'l1ELEt"iS-E

[JF|JglEI'I'i.:!-lJ']t' Turhefertver Seflvrare. l'-'I.t't]tl=E sheultl he installed Ieefere lhfl flrfitflflfl flf flifl '-'i.I!1l5. it
remembers the whole intemipttahlet RELEASE sheuld he started alter the attest: te testers the eltl
httetrupt table and temnvt the vtrttsfmmttte irttE]'J'I1|:t-tt:ItaiI!1J. Urlfitrttllleteljr. this aepremh might net

tverlt ifthe virus uses tutttteiittg.

In principle, tve ean usesn integrity e|1et:l-terte eempate teal files hefere tII:u:1aFtI:r the vine attack. This
g:;|:|_I:rie method ean detest aletestsll stealth v'i.1'1Jse.-s ifltsed in the letv-level dtal: eeeete made- Fer

ettatnple. this mede is available in the F'.It$lt'=*1:lJJ1teg1'i'l'J-' checker FLD1lI.f.

J ‘PEILYII-'I'I'JRPHIE5 DE'I'E~C"l'I-DH It.-=t.'['E.'

11 HUGE lJ'U-‘I-NIITIES HF GDATS

In pmduet retriett-13, we frequently reed semethiug like the i‘elletv'i.1:tg:"...Iite Tel}.-'t'tte1'1:Iltie' test-set
eentaiasa msmmeth 4iI"iih infested files" [TC|P] er‘“Whet1tested sgsittst tliejlitlft pe-sitivelv replicating

.il-t|':t.ttat't'r:It-t Engste |'i'|»-t't!.E,i samples. all huttwtm-ere eettetflv detected ssiefeeted‘ [Ja4:ksunl. Wltv all
theta: tests need se true].-I sstttples efthe same v'i.1'1Is"i* The anst-veris si1‘tt1:Ile because tlflhfl great

efpelg,-merphie 1.-intseaI[rttereee1t'eetl1.r -‘h-seattse efthe vaI'ia.hiiit_v effltetdrtudeetjtptetl- M11.’ eI:et'I.11t'I'

en-ping with pctlynjurpiqieshss In decrypt tlteltledftr eftltevirttsnnd ltt-I.‘-Ii-E it seareh-el1'ing.fi-J1et1'Lt'I'

up-1:-ma-ehis1:q:i ti-tr tn distinguish the trial t:lfit,‘.I}']:tI:It.'I'I' ft-e-rn nereialrtee-vitsleede.BeT.h mttheda etm
pi-eduee heth Ihlse p-es-ltives and false negatives. 111::-' ate, efenuree. nIt1=~.‘:rt'lI‘«*-.|:IIIl-|!I1'&~I'r'Ei-t:=Ell:|-'|[El'tt1 E-‘I-'flI'I
theeretieallg,-1 unmreitzlahle Te find eutdte weaknesses efthe seat:tntIt'.1:l1e mlmlaer ef Isehtd eenipies
3I1[t-1.|.It:I be 'I.rI;r}r higI1,'Tl1sIis why slmest alleemparisens efseehiiersareperfemted using "-|'|=l'J"lHEE|=

samples. That is, 1.Inat-“til-iI:lEi:tl}.', ttfeu-arse. rather time eentrurniee and net verve-nevenietlt practice.

Haw elm we speedup-the tests and pi-epsnttien efsenaples? The tire: idea is te pettrirus samples en l"a.sl
media - virtual -dislit lee]-ts the ideal seieetien. E-utean we enllanee DDS’ access In the drive?

3.1 D135 5 LC‘-l"t'lt'I}'fl"i'r"i'-l WHEN ‘WORKING "WITH LUNG l]'[R.ECT'flF..IE5

WI-tei-i sitperimettt-ing with the ereetien et'hLtrtdret:ls effiles 1 have netieede vetjrittlter-estitle peeuI'e.-r'LI:v.
Afier creating a number ctffiies in 'El:|Et':lIll-EC'l2tE|f].|'l:2lI1 1:rI}r ease, stt‘t'.1ut'tt:l TDD files]: all lth:ll:I.'l:I:ltal files needed

much mere lime ta-be e1-estaedl tZIIl:t-vieu.-sly, serge: interrul zreseuree efD|i'_'|E wsseshaushed. Te shed the

Eight en this efittet [ have run the same test: - ereetien ef ll}-‘J""l'~1 geet fi1es{N=1--lDl using GDATE I."-1'-".ili't
 

flflfl-1 LI:i'£'L?£.EE1'£tfE5tJ3-'FEF.EhfI:'EI:Iliv51fin.IibIInIttLti.:] ‘flint:-I|I'IIt. 1|In|l-H'I.'|1I|IIIiI|1II.Dl'-1-i3'i'3. ErI||=IIr_II|5-
-~IJ.{I|]i|::.'i5 ssstas. He pairerttth ttthtitrtien my be neemtl-mt in-etltru out-ieui eaten. ernweiecl In Irrtrfiutln

tvihett the trier vrtittea :e1'rrtite1'I:I11 If It |ufl:'I|t=I'.I.
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no size :lI'II:1'Efl£fi i.e-, allgetets were itlentilznll.l:t.tttl1e|.'i1riet1n1tmtterefBUFFERS{$st1'itu:n in
CCIHFTIELEYSB. Hate. that the dislteee]1e{'."_i.I~'L'5tl?LT[J-Ft‘;-'}i~ttrss net asset. beesttse files were ereatetl er]:

the virtual disk. Collected data isfllli-‘Ell inthe tshle:

Time neededttrcreate given 1:tI.In1I:ie1' affilea {in amends +.*- 1}.

FILE5llfll3W3Ill'flIHl'flHHl-Ellll'?l}fl'flflI]9lIlllJ{l[l

BIJFFERE

 
Nate: ' '" -sltews I'I|.1lTll:H:T E|'”'lhH,‘fi'|lE-flfl-l§]1I'fiE:!JJ.t:B1I?'nrI:lIhw11-Ditnvturfi.

1. We see that 13;tIaI time E;l'$fi.I'.l_'!.-' I:I-epettdsi I'.'tI1 the I'ItIlI‘.ll'.'lIt'.tl' UFEUFFEEE.

.1 Jr: sttrttepleel: simtifiestttslawdewit tIJ1-Ti'a§.'et:Ii:2eutsIj_ettrI1]:ieret:aiJlum1:sts see}.

3. The lI'l'l2II'Il|ET1-IIEI-'lllT]Z|i-‘i-I-il|.'!I‘tl.-“El-IJ-1.|.FI1 dq:-etttlssnflte utnaalser ef'BUFFEItS.

-1. Fur enstinnef lflflfl fi|es.45E BUFFElt5i1I'-&$IJ.ffieie11t_

5. Fur-I-E BUFFER}; sI:H.I.r:ImIn1 e-eeutnsizl stat‘-e1.tni:l7EI|} files.

ti. For 53 EUFFERS sltH.I.-'di:t'I-I.rt1 e-ettttted atsteund ETD files.

'l."l‘.H.15,. t:If'1'|] E-UFFE-RlS'r{1E|*5l1'”=51i."E|l:F1.ftt‘sl fllifls ll1I: limitm IIETI}-?EC|-150) files. We can

eeleulste hewtttarq.-' hsrtesare neededpect file -5 l1'I3|.fl5|J=34. I. 5lII]J1'l.'3i11El'_'r'. this it 1-htr'_I.f tilt)-.5‘-BT41 HIE
d.1'.reeti:rrj.r El':'l1'_|_p' size! This is eddilienaletlidenee that s1-tmrdewn eeeurs when there isntr rtttrte spate in

EILJFFER3 te slpre Gltnlnt tlitettttry (and Dflflnteds ht rtlead it item disk}.

I have Ilse found an interesting Est t'ttet1.ret lttteni.-'e [4] me} - lheereslien effiles ins fi'I:sh tlireetut-_-,r 1.-altes
rnueh lesstime, than lht etestten etthe same number e-ffiles in thessme ti.l['E1:I4]"_|.-' after Ienteving HJIZIIZI
fJes! Add the creation lime far lflflflfilts in used 4'.liI'¢=t:'t-.‘.H'_I.' is appraslmstely threethnea mare than in a

f'res.l1 diteetttry! Tltatisheesttse DDS sesns a direetenr enljr until it elteeunters zertr eI':'h'_'.-'. And for a used
direetttrg.-'tl:it:re are he stteh entries {st least near the heginn.i.ttg,'Is.11d DD-S has-tctseen fire whale list -tit‘
deleted entries.

Thus. we have ttteteate I:-sit tllesitl s set enflitesh direetttries Iztfme-tl.et'ete si:e. I'lIes.e1.'n.e applies tea the

1.‘esl:i.11g ufaeanners against huge ‘I-'i1'I1s celIt-::ttai1s- fresh and short direeteuries 1.-.=iJI tneseannr.-d tester.

4 CHAT SDFIWARE PACKAGE

Afletdiseussing same ll1E=-E|l'EllI3:fl.l pe-itlts. let's tttt111:e- the reelizalzien eftltese ideas in the E-DAT package

[GOAT]. This package is s set ef tedls fer res-es.1'ehe1's. wI'n:iI:h help tcterette halt filefi {else
eslletl 5-E-|:I'lfi|:'l3lE|:|flt files tit. sit't'.pI:.r, gs-at film}

 

flu st.It..5.:.'n-.~.'t;':tr.-Iss:its.a'c's'e1assta1us:s1:tstLu.:i munsnmsheumtusrdnieflxtdttifiqlmd
tuytzssfim. ttnputurlaltptthliuutumu-t:::;stdnted.nnnfl1:1nrt-iunl nuuutatrtuuukledhulsfum

wit:-i.I1 lite ttii-:rwIi1e:I1 pe'rniI.1i:I1-:If'|he |I:'l:1iIl'I-us.



?WflflfllH1H Rl9F5' HF

 

The putpnae efdle pregranei. can he etphined using the fdnlieiring table:

Bait file whit eerne special iI1ten:IaJ a1:.'I.H:1.'u1'e GDn.T.CGM

A series efb.-art file: efdifferent size: flDA.TS_C|EIPrI

Filee df the aamae size, |:ut1.I.I'itJ1 dilferenl ennteilte EDATEETBHT

Many :'dan1:'Lealfile.e'In« infieee them widap-e1:.rme11.'Ihie trima I-'LI:IICILCDl-'1
 

Using GCIAT.C-I2Ilu11,.rnu nan manually fllBI:'tfl1E£l:IE'..1hEI1flfflE efa eaerifieinl geetfle and vary ileilltemale
in meet me 1:1-ital-la, w-hi.;h1:hee'n-ue uses -when deciding ‘ten infeeteenettn infnet' fl1e1.rie1-ien fi1e."|"euean
e11ter'li:L-eaine efe merifiaial gruatfila inany g:i~.~eni-‘enxnel: decimal, |'renadeeirnnInrin1r.ile|:q,Itee.Eine efllte
viefim file: ean he anennnil eel bgrteeandaa large aannnygigahjrtee [it iaatee-eel in 32-bituarhble}.

-I!.'i'I2I|Ii-'|.T.lC2'|ZJ']'~r'I in-er;.rt'Ie::i|:ule - itean ereate CC|'|'-L ENE S‘r'${{3{J-Tel} and S'fE':{EJ{E}fi.le5.wi1l1 eede at1i1e
beginning, iI11ne middle, er atlll-e 'I.re1'_I.r end a-fthe gnatfile. Fileeean he filled urifl1z:en:ree., ]'~1-IZI-Pa, l'I'.I'D-1‘_'p'|1E:!-
efpnnemnrndeuen filledua-jth mudemgaxtrege. ‘feuean addataek segment fI:Irtl1e E}-[E film, ~.rar_5r heada-
eize. and many nthernpneneare auai1al:rle. Ihe GQATEEGM file iainteuded tn create aaerlee efbnit
flleawitlllinlearlgr ineaeaaina lenglh. Length tlzuereaaeete-]:I iaelIan.1;eal:r1e. GDATSEDM has the aim:

fleidbility-ae£}fla'aT.C{IJTh'I.

FLEICIUZIZJM e1.'-eat-e5:'r.qJ tn 1,lIIflI2I,flU{I identieal fies. ‘fen -ean infeI:.'tIi'Lem'L11 apelgrtuerphie trims In test its
helm-in-n.r and peep-erIiea.. FLCIt'Jl'_CtJMuneeH:Leenmeengineaa I-'.}Chl.T.CCllu1a:niGDi!LTS..C-Uh-I. Thue,

file same flexibility‘ as '|C'rCl!LT.CUH 1'5: Eli-'Bfl£bl= ’H:I-D.

+.'}Ii'Ii!|.T'EET.Ei.-!.T1:rad1EeaeumeaerI ef ‘a standard set’ effileeefl]1eeameeiae. Theaefileaare different
{internal eerrbenle ee anefi:-ute in 1-arial:r1e]-.IE.'lI.'J-A.TSET.EAT needs Ell]-ii.T.C[!l-Ifereneeutien. G|l}AT.CCrM
ahenidl:-eleeated in lh-een:rentdi.eaeta1'_~.r aeneetil:-1a'I-via PATH em-imfltnfill 1"a.t"Ial:Ile.

it email hatch file RUN-ALL.E-.PLT will help you 1!-D1'1.1J'I{£!I1' infect. ifjrnu have a resident‘-rin.1e]-all
generate-dbflit fills-

-Ll SYNBPSIE ANI} Ell-1T'CHE-5

Ueage nflhe main program - GDA.1'.E£}M la-alcslilte fin": [nthere are similar}:

Gfld 1'' SEE fFIl'EJ1.t1iIle'_i",,!'}'ii!1+'l'.|fi:.ll,l' 1".-".11-+'I'a:'.l't_.F...

Sm -decimal, he:-Ladaeimal, erin1:l:r:.I-ten

(Example: I-llflfll}, 3E-|D|Ji:I, Fl""CH:ll'l. 3- 1 ll. 512-K. .'llJIl-§1I:]-
Fn‘.EemIme- file 12-D ecneaie. Ifne, r.r1al-I-es G-CIu'n.T|}|EI{|I, GD.fi.TflD|,

Eben 1-efmne.-. nf all aenihble awitehee is given ‘nelew in alphabetical erdert

.I'A.nn.11I1 set deviee .fi.tn11:ute(defanI|-EEESEI1}

IE plaee cede atbettemeffile -[default-at eta.-L-t_'|

.-'I:[n] 5:1 nelfeheel: level [by default equal In}. 1l1e highest}
[IE means FED; :i.e-, run eeH’ehee|-zing at all]

i-‘Dunn ereate I:na:-zimum '1um‘ anln:ti.reete1-iee I[defhul1=1£|I]n

|:I|!'IEflClfi:|.'lI:l:lIl1l'I.'|]'_'f I:-5.-I FL-DCF.'.C-DI‘-AI. ignerad la:-rGC|.flLTa:niGDA.IS}

IE erea.te E!-{E fil-e[lfaiz==*ti-51353 -tlclne nutentnl.-ieallyj

 

flLa',aeI1LErar::‘:2.IaE.eE.Ir'L7Ee-1Hd1v1naBn1I:h1Ii.!1TIel;|uI-H1-Ia:t.laItrIedarI.1fIIlIr«lIJirI:.‘=2|'f'fl-*H'5'~ B‘!-illUDD1 eflmnlflfldlflflnpndmhphflflmun-umpmdweiHttedheminflq.rmt1.mmmflmmun'flIm
‘I-I|Tl1're-ut1!le p-1:: -II.-riI:I-at pa-amen er nu: punmnm.
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.|'FI'I]]]1 create nu:-:in1u111 ‘ru1n’1"1Ie-.s'Ln asulzuziiretmary {default-sflflil

I[r«e:e:::gnisueui1JnI:q- |:r:.r FLDCIILEDM. igne-red I:I-_r..rGIiZ3U'I.Ta.1':I:I GDATEI

.-'I-I, J‘? Helpsereen

flan ins: fill I:-gr!-e ‘rm’ instead -efshmdsrd ze1'r:r-flI[
{ax_,daein:aI.I'ilEhDurI1::«ra.decErnn1 nnlntinn i"i.E.5I1}

retnnve IMP ateeude start Ifdefiult-.||!'-IIP present)

add ‘nn.mi' byles e-l'5I‘.A.C|=.'. segment in the be-11u:rm ::rfE.‘.*EE file

Islaslr. $:fl?11I‘M.‘:IILl5 flllead with ‘ST.-EEK‘ by default]

place I:-::u:|ei1:I I11: middte ufthe fileesaufiyatlmfln

pnsilican -[ 'nI:LI1n‘ is 32-bit value, but see timitatluns heluwl

fill gu-I1tfi1e'I.I.rI'fl1 pseudnrnndnm tr,-Im1'hepara:neter

I[ifgi1.-en} is srsndeen ulmtliergenemtorseed.
RN-E |.IEE:5Efl1flJtip]i-E:fl't'l1n'¢flDfl_gm¢fllIlIflEE|IEIlhl"ltlll 2*‘?-2 period

dnuutntahze lung EEE PEEK] wi.fl1 iI111:t'1‘:a1 -::'-*et1a1.'-Ellueiure

fiil freaefile spaeewidi pstlem EH}. flit. .. FE. FF. DU. ..

make file Resdflrilyr I{::lefi11JJt- tnsminlj

msl:-e she-11I_'3I |:I3.rtes}EI'-IIE header {-:iefluIt—5 12 I:-1.-Pl'es]I

settiruustarrqssnsnnds field=nn I[~'-'iI53,4.-I.ru1: D, IEI1,-I52, -.}I

sel 55:5? equsltn EE:IP

rmlil: ‘I-l'I:I1:lp-stt-11-11-[fl|'|:|E}|'E|-, flflfl 1, -.-FFFF, E||I|fl{|_‘.I

suppress signature defluedin the IN! file 1.uirLg"I'-«-'|utt».:I=="'
create device v:i1'i1.r-erIfS‘1"“.S'.fi1e'_I

. melee ‘.'e'.M‘ EPEE header in:1es»:lef‘MI’

15.1] free file space 1.I.I'ifl:I H{}Ps {defiult - 1:.-itllzer-mes}

fiDA.T.::flM, fiDATS.CDMa.ud FL£:hrZI-:.n'.2E}h-I1:ru=g:a::ne ueefineame.-net nfcmnnundlhuswitches

In.-In-st swithes ale self-explanatury.

The ps1:-em inside Ihe gucatfil-a alt!-'I].rsre:E'h-acts 1i1e4:m1e1It -u-f|’aeIa in H1: file -[i.I=.. it is '1Ir¢|'-'Dl'¢~i' tflthfi
absalute Incslinn in the file}. For example, at fl1E=fiIEDff3ETI:‘|.3Bh}fIJL1‘H'il1E¢==1Zl}'1-E ‘BE’. ‘HT. ‘1I.'-"+

[f.}J.'|.T_I.I'D:1:Ia1'tI:m_}. Wu.r:Epatte:*n stflie same leuzatien will leak Eike lhia;- ‘EEF, ‘UL’. "2C‘, "1.-‘L’,-I=b:.

Sunustinespstlsrn filling is very IIEHJL

Switch .-'I".'i:u:u1n adds steel: segment etthe bu-mom efttie EIE file. Size ufflJenfanka¢gfl'dI11i-Elinflit-Ed -

1:5 '1'-'|'||1]'.lJ'Zl «£15553-E- Clhvinuslyr, SP sl-p.-s1.-s paint: an the I:u:I-tmm elf slack segment I{i.c., SP‘-I'lI'II11'l}. Slmll

and udiivaluss in.I'K.sI.I.'itI:hshnuldbesVuide-d, beesuse fliegreenhmg 'fl1ee-u-Jnputerurcmae ‘Exneptitln

#| 3‘ {QEI-.-[M Frequent naming}, when SF gs.-.-es iIu'1:|-ugli the steel: sevgnientb-csmdnarg-' {1'.I=.. halfufn ward is

wfiflenat 55:EII.'}IEIII}|a.111:I :IIi'LerhaJf— aI$$:FFFF]I.

5':I.rit-I:|:|ea..".F|'|:1J:L and .I'Dn1:I.1:L are reee-geiseri nfllgr by FLDCILCUM (GD.-fi.T.CC}M and GE}-5hT3-CUM
.-s.j_|';-ply |'g|1-91-3 them}, Tau can specify the de.-.1u'Iea:1 mn:I:Il:r|:1' -nffilm $.11-Ifl sell:-Ii1'II.'3I:t4:}l'i-E-S tfl Ch‘.=It-E. H-5' default.
lfl subdii-eetnries wilh 5-IJIJ files. in each are er-Hated.

anasgagaaeagEE:

4.1 SIEE [..IlI-'Il'I'A'I'I'|.'.|I'~fS

E3: defhult -|!]UAT.IEflI'-I. GflfiLTS.I|II]'I-'1 and FLflC]'=LCDIH1pruaI=a.n'E pmdune 3 sneflflninl file ETCDM

tjrpe. This applies In any given sise,w|'|ie|1 meetnlie fi:I-I|v:m'1'.1'1g eri-tericln:

I *5 E-iz¢_n:+f_CDM ififlfifl

The magic nuniaer EISEEEI is E rrmeimum sine uf-C-CHM file, which mustfit in I segment 51'-'!¢|I||5¢1|:Ifr553I5_',|

witheuut PEP size (156):

55536 -155 =I551E!-D
 

ELMHfi flH!“nEddhU1!1fluflflmmAfl#mmHI'flflDflI3TEfiflflfl
m}fl35sfl133.I5epmeffihptHmmus'hr¢mhefl.swedhsminflmmI.whuflldim}'fiun

-AI:-m.rt I: print written p-:II1'L|u'm uffl: pI.Ib|.id:eI.1.
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Wiuenplacingthecudcntflichcrrtumnftjm II.'2I|IZI't'h.-lfiie,1.I.I'1:|i:".hs.izv:isa.1'n:::1.1.I.1I:I I|54]'L 1i'II:I:vI:rI.'1»:n':'.1g.- laytnuclufifi
In. SEEPIIES-ICE fc:r{'_I}J'uI fi|:a.; SP=FF.FE}|E.1‘!d Ha: p1'ngra.111nu;.-' hang wh:rI.u1. humus: stack 1-nil] ]Eb:I‘:1].'
.;w..-.1-».a.r1-.it.: the .:ude.'111epafa;u-.,=_,iftJ1: spacing bu.-tn.-.rr::11l'P and SP is less lhan E-'-1»b1.it-:3. ihgfiual uenfiafinn is
ahm-mdandrhn uutp-L11 file isnut mated [3,-nu 1.1.-'il15I:: awaruing, ‘finat IP will be torn cl-:15: In SF. ELI:-:::rt‘.‘,'I.

‘IA-'l1.:,-:n fl'IE:.5.i:E muecified iu1i1:I:I:I111I11a.rL-d|irH:I'sflI'1.':B.‘t»:r fl1|1tH:'rfiEEDI:nrE.qualtcr]:,an EJ{Ef'|1t "E g:¢:|1¢mt4:d
aumnaatically [gran do nul needto writl: .-‘E ur .I'S sI.I.=i|:::h I::]':IiiI::i'tl:.-'1 51.161’: 3 filfl ‘il-'I'll hm-‘Ea rHJ1'J:I1fi| 511-

hj.rt-es. EIE. heads: in Iii: }.r-nu. neud 11:: cmatann EXE film: $h:1I'I:.'.1' Hm 55231]! bytes.
use FE E-or IS. E nr fltinm-:11‘) cnnmand line sI.I.r'Lt::h.

4.3 LN! FILE

‘fun ma1.r1il-:1: tuput ynur ]:Ire:fi:r:n-::5 {s'Lgna.tI.1rr:. switchca. filnnanle templates, eta‘) 1'.m:::u 3:!-:pflI=E’t: fill: -
GEHT. [NI fnatnmm far ED.A.T.ECH'-'1. GI-C|'ATS.C|C|M and FLflEH'_-E'D]'-I]- Use any text adituzlr 11: m=a.t-e

c-1' rncldiflr anFa‘~FI filt. T11: s:a:n1pEIe C-rIII.l1T.1I~JI fileis given bnlnw:

 Ci'U|AT.IHI

Ma =”Pmfi-1'lrustI:5tfi1:.“ ;alI uuipulhait files w'jl1ca.1'I_-,.r l]1'm string.

EDATEIEE-FFRDT ifil-=5 will he FP'R.U'T[|flD.|:UM, FPFl:I1'}T|3ID1.C{3IM.

j fi

fl{JA.'I'E£'flns-ESJLE-E :fi]:a1-I-I'il11:H: ESASSEHJDEULL ES.AESD[|1.C'D!'-'1,

;{'Id.I:fiu1l=|E'|:|fi.'I'_II

FLD£".I{fil-m=SSL5 ;t“Ll-E.-a1.I.r1'Jll:I-.=. S&SI:II_'|I[|I.C£1'I-.-L 5&S:Jfll.C1'.Z2IM....

:fi:1:fiI.flI-Crfl.hT}

FLt)CID:l1'Is-HEAP ; ::1':2t:I:| -I-1'E.AI-"'IE|'[I], HEAPDDI, HEAPWE

mafiuh-J:-I11}

3T.FI.C]‘.'.fi11="*MT3TACK” ,',fiJl£tas:|a.'.'I.I.ri1:h “'lHI'l'5l';*L[II=Z*PHf':'5TFI.‘CI'E*I~{'I'ST!LCi{'

;{dEih1.1ll-STACK}

5‘:'Snmue-“DRIVERII*' :t11issI:-ingis i1:I.aI'.'-1'tvI.'.-1:1 ‘mu S‘:'5he-ads:

:[ hflflXX}

 flD5U :nIa]£u5-Ddi:3,E-E|Elfilusinaac:h_]fl4]1Jflin1n'tEI

$1.1.-'i'h:]1-35'-.I'III3| :11: turn a-ffr+:g:i:rt¢rs thank and wait!

;'I.I.'an1:i.1:Ig “Ynur PE mightlzn: 'rnf¢:.':h:=d...”

 Eh ;aI1.I.-111.-'5 fillfm filt 5.|:I-aI::w'jn.'I1 l}Ffih I33-‘tr:

Sw'iI:|Ha=-I'D :1Evu'n1.:fi-ze -zwertai-cl E.‘-{E files

fiDA'[.II~JI may ht |I:H:a1:d iufl1¢cu11t.ntd.i1'n:tnr5roIin thepaflm uffiie 5t::u't:1:Ip1'-:1-.gIam. Th: 11:51 lnmflun

Inspriunty um.-'er1i1e se:nn:1.G4:I.-fi.I.Jr!Irnn:.r nut -mist In Ihat flfiflprflgralns use |1':1jJl;-iI:LI:1.I:fEu.[1:J.

Filflflflltiflifldfl tcrnphln an:]i.1'n1'tI:I:ltI:r5 51.-1'|1l:u-1.5. I:-uzauzaz paugnnn aim-aysadd ‘E|lI|{I’ and1'.1'I.:n

5:tarti.11::|1:1'1'n:111:|.1::gt1::J;?.11u111‘t|-Er until it hecurnas‘ 995". Any 5-l1'il|'.fl cxccudiagflnc limituffi aymbu-ls wiil
risult iuthu:1:‘a1Jn:rw'rn_g crrcrr naewgez

“E-:I1'¢:IIin flu: D~Tlfil:Iin¢#nun‘

-IH HAITFILE IHTERNJLLE

The '|;r:1'rtfiIE5::r:atudwifl1 GIEL-fi.T.ED]hI, fiClA'I'S.CE|I]'u'Iand FL'DCH..C{3IM I§if'IhI':1.-' at: B1: EIIEI1-E: size] are

ahmluuly idenfical in 1:heiriJJ’ruI'maJ artruntureancl pmperlies.

 

UDD1
LE5:-'I£.E'fl.'n'43EJ.h'FE.'1E.l?C'E'vfl1!9!11rmEldiIUfl.1l1'hrl11hlflrI.lhlI:lII+l3FIMdi'llI.'JI113T'5m EIIHH

|.+u{n}1n5555m.Hnpanutu:hpuhIImimmrh:r:pundu::d.::mu:1i1-rclriua-1:1.-nmLnrIa:wnirI=di:IILrfuITn
uidantrtnnyriu-Hutu" p:n1u::.um" ulH1u1:H:hl1q:' .
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Aerestedsserifieial gsatfiie esrttsins at small prsgram, whieh displays i1s type :{ED'h.-IL EJEE er EYE}, size

in hearadertirtial and in I:ler:i1'raal[enl}r v.rJ:Le:|1 the g-riatfile is snfbig en-sugh, i-rr., spa-eefrara-r+d.e ils.eli'is atieist

'.'-‘D h-vtaej-. See-rifisial g-sat files eensist efthe ta-rsparts: the small portion sfeede {TU hgrtas er, ifmase net

aJ]ews.j1.1st1 bytes} and a Islselr e-fserees, I-I-I:!IPserps1:tern ef'~..-ariahle ed1'.e[iH}..FF, El-.']I]t}I...FFE-‘E er

nndeaaa pattern}. Eere-es -[er ]'~1-CtPa. er pet-tern} take all spaee e-Ellie file, free fr-em the en-:1e. E1.‘-.'_E files

have additirmallgr an ET*iE-header. The nu-H-used part rafthe ENE header is always filled with zeroes. STE

files have ad.dil:irrna.lJ:.r a-I:|.-evis-e header. strategjrssd iiiterrsptrsatises.

The eutpat efa sample geatfila{1l1a eiae efthe sample was 1t}{t Ii}.-'tesJ istha fella-wing:

‘Grunt file{Cflhfl lMdlridrea.‘

File t'_I.-'pe-Ift3|Eti'--i.-"E.'.!'|iI'.."Er'i"i"':-"J- and reai nrmrhersare inserted irrts lire goat file mwgest l:l1.e lEl[t|.'llEEl1iIJf
ereatierl.

-1.5 NAHIHG EIF GD.-lr'I'5

Usually ED..tLT.E.‘CI'M, t'.i'tZ't.A.T'S.EIIIJIIn'1srad FLDCILCDM prsgrarns eraate erutput aerifieial files in the

fellewiugentee CrUhTflflD.CDM. GD..e.TDDI.CCrM, flCtfirTD11I.EflM,ere- The;-arrne arnpljesrs EJIEE

tiles: GCrATflHJfl.E}|.'.E. t'_iCl.5rTEIfl].E}iE-. GOATMIEIE. eta. lfsarne file in a raw [B111-' Ci'DfirTE|5t}.CCt]'vI

drfiCts.TE|5fl.E}{E}a1read3' exists - the nest file l11:|.I1'IlJl'I' is selected auterdarieallv fittvill he

-|3fl,5L'I'U5l,CDM rr1"Ei-E}.A.Tl]fi I.E3IEE }. Tlrus, weesnssl generate lieda EDfiLTfl5|E|.CDM and

Gill-'rTtI|5E|'.ET=|i E in the mine direeterv. '1"|1ie rule dues net apptirte EYE fi1eeI{eg., |EtI!IA.‘ID'|J-IJ'.C'-I3I]'-.-I and

GEIATIZID-E|_S"f5 are sllml.-'ed}. This 11a111i1'1g strsteevis usedte alive srlme freeddrn far strttip-anitrtt 1-'1'.11Jsest

I~luIe.ll1ardefiniIiens given in the It-II file may change the default file {and suladirsctfltvtmmins

41.6 BAIT DEVICE DRIVERS

‘There are rive femaats sfflflfi devise drivers-the rild fsrrnatfl Ia CIJM. understand |::;val|DC1'3

versions 110} and new fJrI'rI.at['1la EIE, ilrtrsdraeed in M5-DDS 5.0]. Drivers ofthe sld type earl snlv

heslarted fiem CUH F'lEr'.5‘I"S using a DEVICE statenieait. The entry p-dint isdefiaiediria spear-is] STE
header. Drivers ei-‘the ntv-'|[E.T'i E_‘]t:.-11¢ can additienally he atartedasa nsnrlal executable: item the DES

ednirnsiad prarrlpr Drivers rifthe EKE tvpehave tive entnrpsiiits - sue far in-mtatien from
[,".EiI]"«lFIt1'j_S'r'Si"E!I-E‘i.-'I-EI.'E{aeI.r1t-Irirteir in the STE hder. whichgs after EIE header} and the ether is

defined its EETF fielttsht the El-‘(E header ttltisnue warts nuts '|i'l'l'Itt11Tl1E 51'-‘ti1’~5-131'”-'-Ii El"='t|11l1E

eemrnend line].Tlre ether advantage eflhe EKE fermat dritrer~ itte 11-El-t limited ttt ti-4K.. 11'ltE the 41111 type

nf drivers. The first E2l':E!'I'|!lF|l.-E rafa rlI'iver1.vitJr EHE fizlnri-rstvrss SETVEKEIE fi'rH'r1 ME-DDS 'a'-5-liil. Sueh

drivers can exceed I5-=IK. h-etpeinterstu Etratma and Ittterrupt routines mustfit into the fltst -I54|t {ttIt::v are

limited In I5-hire}.

Ts ereste s devise driver {S“i'5}I file use switeh .|"'r'. Gear drivers -dftlae rlld [C1.'.t]'a-I} style will print the

newer ‘(teat file [BT51 when DUE requestssn iiitislizslisn sfthe driverfdarrim; CflHF1G.5'r'E

prseesfingj- Files inthe new fEfirEf{E E] will rlnthe mrne, i:II.I|:t.|.I'I'1'l print this mesnge arise when

|_-u:|:|_ frmn the DDS err-rnmand line as a r1r:an11alE}IiE iil-e. In i,'H,'.I'H1 are.-aufliai.-. driver file pI'irL1t5fl:Ie area

dressage. Nets. 1hsttJ:Le EJIEE device drivershea: a ‘{5‘I"$}‘ dssignaterin-si:ie.1:-ntare Ilwavsnatttedas EKE

files [re enrl:r1esIsrtfr-ruse Iheeeninrareiline Isanerrrlal sire-rutabiej.

Ilviinirnel size sfthe device driver is ar-sund ]5{I I11.-'tes {irieludilig STE header]. This limit increases ii'rt'

EYE Er. EJEE files fitshrauld imlude addilisneliy rhesize ruftlie EEIIE header-32 bytes fer -"3; Silhvtes

fat -"E]I.

mm EIi.'.'J.LE1'.Pa|'-I‘."E'.'.-'."EH'.E'p'r,'.'|E'I|J!I-H "I-‘I:-n.|.B1.IeIh.L'H,3l ‘.l.'I-eQ|.|IdrI.|at.,.I.hlqd-r|:.~El-::I'h-I-rl.-dire. DII.IlJ‘.I'B.. ilni.:;l1'::1.fl!!£IJ-I-.1-.'n p-1 efti: p-iiliuu'::a1 rI1e}- Iarapruduuad. slrrred. ii1.I.e'a'-li'i|l:'utl] I!r.tI!rrrl..|!II"l2I'I'fl'I'|'l1'Fbd Inuw Ibrrn
aaieeiutnpriserhuipensjaaiesatdirpiihihiiuerl.
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5 ‘A STAPHIARB SET’ EIF GDJLTFILIS

Let's imagine that we knew that we have esentple eflhe trims i'eg., we getthe sample from s

it:I:I.t:I-'|.l.|'iIt:i._l|:«'Bi:t]'t‘ anti-irinisresesreheri. hutweheve he iiiferrnetien ahtiutthe pnipeities efthe ‘time. This
situation fi'i:qu|:n1I].r u-eeurs in practice. Firstpitre test itagainst a set effiies eftii.fi"erent1e1:gIits tees. lflflfl.
W, Iflflflflbytas}. New we see that the virus iiifeetetlfl flee E3-iI|'E|'C|. -..l|3|'iJ'|}||3|} flIH:l tat:r11I:11It|£ t|1B.1= H1:
uitttsst-t:-iclsshertwt-ietinisu','t':1CIEiiII}t.'I'J1e ‘stsntisrd set’ efgest files my help 1-.-'-at: te fin-ti ettt which files Ire

prefen-edl:r3,' the virus {eg.. the trirus rt:n}rin.fieet eniycfllt-t files sttttting tt-ititJit{P‘_|-. tZ'hee|-.'i.1::,g ‘ti Hentiarti
set‘ after trims st-tseit. yen -IIIEEI ettsihr understand st-hieh fil-tetere itfeetshle.

New we have an-ether questien. Dttestht: ‘t"i11.1.l- it1f'eetit].| files ienger than Ililliifl iF,'."i:fiI'-l:fl.1.'d1E£t2IfTJ'IE]'.r
t.tt:I-t'tte:nl3'.3' ‘|-1.-'ehnw.re te testtite 1.-'i1'use.5:si:Itsta set of fil-tts of fitted size. hut ttridt different etlttttttts. Ttr

S»i.t'l:'tpiifi.|' this teslt, the GU-AT peeltsgehas the gerterster e-i'*s stss:uisn:lset' eftetih tzrfgitren size it is u::Ii]ed'.-
GCt,fltI'SEI.E.I||.T, 'Fes_th.is file is really: DCl5bIt'tt:]!t flie.ise1.ti.1ig ttseriu e-f'e:sIIstt:ti]fl.Ft.T.EflM '-'»t"i1iI

different parameters. IE-'rt.'.'I.FLT$ET.EAT ens]:-es Efllt-'l., EJ-{E and STE files. Fileearefilltflwith BEIGE 01'
Nt‘.tPe I[9l]Ih]I, with the initial fit-EIP {E|E3'h‘] ur 1.t-hheut it Sneuefiies esrrjrthe Read-Duly etttihute. E1‘-ILE filee
are with I'ID.l‘.IIIil.i -[512 bytes} mid shert{32 bytes] EHE headers, ttrithlt-[E en-d El‘-I rnerlters.

GDfitTSET.BAT DE:-IE eel}.-' eneeetrttttttitd line partrnet:er- size e-f'the iiieein titeset Afleritwe-:tt1:iI:In 52

files eftite sarrteeiznsre generated — I1 COM 34 EJEE. 2 STE III-|.‘i -It $'i’S.§'r.EJ-[E files- fill-!tTSET.EAT
else tt-riteserepertfiiefirtl-!tT3ET.L{}t}ei1tl]i1e-eese fiill deseriitien eftite getteratetl hsit files settitere.

Eleingt EAT file,GCtfitTSET.E.-!tT is fully etimieitizahius- [tesnhe l:fi$i.|}'I:t]]fi.I1.£¢|;i. '|-I-"Jiiil'I enjrte:-rtediter.

Iii F't1'1"tIttEIIrttEitTs

til ..'t.J"'Ii'I‘I-'|.']flI!t.T‘|r"II:'u|'.I.TSE5

Fttrhtnateiy, there tt:n‘.= ei1l_-.- nfew t'irttsesti1Itu'_'rt-e eveidinfeefing gt:-atfilee. fine eftheitt "es St:1|‘tJ"|-'. J‘ till.‘-'-J.
11 uses ptitnitive Hlfl2t:|1'iT.i'.lJ:I1tt:lIa‘I.|I:I:iI:i trietiiie -ttritlt ::nen;I.r repeated htrtes-.

'1'1teeur:eqi-untiingeedeist

I:-Int} EtE1E.1t:-IIICI tdI:I‘I.i' D-:{.[DIJ1|:I .-.Lt:ti-'i.J:I F.ELATI".-"E. C:IE'F5E:T IH FILE

[E11]-I 3-3C9 IECIF. C}i'..C}i

U10-E EILEJP. El-IR Dliiri.

E|1t2IE Haunts t-:ID‘i.f i5.Jt,sEI1IElI :1.EEE:i-=2 '1'-D CHE-EEIED FILE .|iEtE:.it

|Z|lEIEt EEC|FC|l INT 21

E|1iZ|E‘. EAILDBIEI-4 I-{CW Elli.-iH:|.‘.|H :13-DFPEF. LOCATION

U111 E-13F 1-IIZW .i!:.Jl,3E' IHEAD l|II|I| B"1"TE'.E FElt'Jl!-!| FILE.

[I113 EtE!fi€1|.'.|E| I'lH.'.!|‘t" I‘..‘J'i,|}DE4 ;E1EEi DE‘ ELDER ‘I'D CHECK

t'J11I5 BBFA HG‘? DI;I|'1-i ,'.E.'II -:-1- BUFFER

E113 CD21 11-112‘ El

0113-. EEBAIZIE H-D‘-' ;?tL,EE:[DlI ;GE'I' FIRET BITE {E5-1:15:

CI111.‘I tl? It-tn: DI .'$EtIP Ti} J:-IE:}.':T El-‘r.'I'E'.

CI11E E'ELitE REPE 513.53 tt2.I:I1~iP.=t.FtE. '|i'i'I‘I"H THE FIRST

EIIECI 1'-L55 JE. Dt.'Jti'T_IblFEt'JT : ELL EI‘t'TE'.-3 ARE THE .E't.itl-'IE.'

Issse':_':Hs_sILs: . . .

Witheut any tII::Iu1:I't. t'I1:I:H'I: etttl n1tt1'e enti-gesnrinises tt-illeppeer in thefutl.-.1'e. We can ahnexpeetthe

nppesrsnee nfmere t-irtises ttrltielt tnreitisiclitttspiened nt'I't*i1'|1tttl t:iis|t.'D1't'iruses,ttrh.it:h dtt-tmtinfettt fillet
ttritit-:t:t1s.itt tt-'pit::sI Ieng1iis{::ii~.-isi|:::iue1.I.ri1i1 llI|"‘ ‘Hand l-Ei“‘N]-. Fmhthately, |.'I'It.'.tfl‘r'il'lJE-‘I-i-'l'i|l]E hetrenuttret
reiiieetlthat such features are tween-strens tsesiieti. lttreuld my, eemparahie 1.-.-iflt|ie1:.+mtttpI:ticits,he:auee

 

flL5'Eh'1LE'T£l.TE'EE'tL“EH.tEN|:El:-IHE1'iflIHl1HItLItI.1] TI1.I-|.'_|'fllII'flf.ill!IHfll1.C|':'IIl'IH'IrE.'lIfliiIJ-1'5. Hill.+-t-=I[t1}1.:35:'s5."'i]3fl.Hepene{lhnhEuhmnIHheIenudmed.nmedm:reetem1esnem.whmnnifldmn;r£:m
|.t|'i'|i'tt1-l.IT II: [trite tlritflttt :|:r=It'ITI't-:iI=tI tile ruhiitlttlt.
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jn nangteageg full hefthet-'jnt5w'tlI |:reret1_uire:t1e.1:tit1:etIel-teetirne. Meremrer, 5-ueh enti-geett

h-iekserepm-grttmmed mttehmtzl-Ie EE5fl1.T'tlIflTI tun-']:tI::|1.«'IrIt:e]:Il1ie-e11E:'I1e.

6.2 ..tRI'h'IC|EIHG TRICKS, VIRUSFFEGJAH CDNVERSIDN

The]: are a [err eftrimsee whieh 111.! he en-mplieate Iheir imleetigarien. "t-"iI'ueee use enflrlleeing techniques:

.'5'F"+:_‘.e‘fi-if-I‘. Ierttr.-Hm. JEFEH ffemilgr efvtrusesj. 3?:-er-it-tJ'1-' {celled eJ.efl-Lee}, Megniregersk. HId'eNe-WI.
flnefleffijjfl, ti1eeHeJJ|'.'35??. Cemueepie. ere. t*t1erende1'fuI set efetttilteeing mpehilifiee ie feund in

|§'empae:Pe.u{1.-p-ea:-piaie Engine {CPE D.l]I::]I, which 1'eet:1.'ueJ.I'y aviue t:1'ea1i't:IIt teneh

Same terusee, when they deteetihatdtejrereheingueeed ewitehm the *Imja:t‘met1eent1I:t*;.r tedateege

ftlea, flop-pies eqtuflhar herd djeke, 'I'h:1t1e-eleelil-:e revenge by the 1.-ime'tI.rI'iteri1':tr an a.t1ti.-vit'I.te ream-eher 5
attempts. In eat‘.-eh li1e'I.rin1s.I'-i:en5r viruses I'Ifi.‘I'¢E-'|.1|3I'l |::eIte-'uit:rttr- fa-r example, l'ECElll'EI_‘:"fE|'1|l'I|-'.'

RtEte.F!g-.I:re1tIE'§"f.-"5§Ft55'x'3?:!IiftE e=I.rere-11'Iee tandem eeeteteun 1114: HDD [Dtuti1eEf].tvhere-ee II-i'J'I'E5'e

..1laeu.e:fie.r destroy.-'e 4 eeelnre en eaeltefdte fi1'fi3|J£!§.T|J'.IldEIE--Dffiu d1'i1-lea E'.Ul:1'E.tl:i':Le.:'_'.J'.'§'.1".i't:r‘-'efi.l'1‘itvee 3-II

fiteteeeteteen 1|] :ln'-tree: Dflti:EIL7H.'J emee 125 first eeereretlnl-LDDE: {.?em!J!er.£'-3'45‘ |i||:51l'Ifl'1r'Y5-fil'5t 1'3

5te1:t-urn. D11 drive 12:; H.-n-+1315. remenrea erighael nee-infieetetieepg.-' efh-IER, Sumflulrffilfifivtlflfl tries to ee-rrupt
I-IDD.

The meet nee-r_I..' idea iete use deetruethre capabilities {in la l:t't:Ije.n_‘J ifthe trirtea eeneeeflle en’ri—vin.ut

em.-jmument Fer exantple, when at.-t'me deteete ge-etfllee.
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AUTHMATIC TESTING DF MEMGRY RESIDENT ANTI-VIRUS

SDFTWARE

Dr David.-I:riJ.I13_1.v-.Iu:Irm:

Reflex I’-'[3fll'IEtiI:5 Lid. Unilsl-131-33 Park Rand, Lcrndcrn NW5 '."'UE". U H

T:I+-I-I-]'i'13-'i"1||5I'|5|5r|5'Ffl!vL'I'-E1-I11'i'1.7l1'E 25111‘

ABSTIEULET

Taming ofA.nfi-Finupmdum-'msu=iflr v'u.=:rfHfi!r-= Etfifipfiflnsfifierrflflflffifl Er.‘-'r3fl'-'-I-'1‘-E! m1J'1|'I-r"-Hg Md M35
gcchxdadtawflngafflxa mam-.'-ju-resident mngrmeurpmgruma flraparisfln 1v.-Malt F:|'l&'.F.t_1_I-' mnfirfir their H".-‘H3

p.r'r:IIE:::I:'4:m. The remmnghrrfleatnfuwrmr IIi.1'.I9.I:I'l,I:i|fi|.'..' mchmaflng firnarmnflyelarmeiv fine camwming.

aisfmpfe meihadjhr wmmfiagmch Iasfingfmasfiragfirrebam -::5¢v1'$-a=i".:5'IaI:fFI :1 iflfi-I-I’:-9:1‘ I3 FITEELI-'mp?fl¥E
mgfiif am-I‘ Fmrrnpanfesfn quafirpr :e.s'.ning*n’neIir'.sn,I'i1¢'ar£. Irsahaulu’-aha F:-min ;-:':1;:I1::I~:'Ha'!-'£'+::tI-*1'.f_}*-‘I-:Ju'E!-‘ 1-1*J"I5'II'.II
pl-ruiecfluixpwlfiadfigr I7:-IRSmr:.uer.-r andhebuvtaur maxim-M.

lI"i|'I'fl.DI}UCI'I[.'IN

An1n1:h-ur-:+fdif'1'u:r:rutlm:hniqu::»h:r.'e bean dc‘-eluped lI||2i.‘.III'|hIT the awning flncntufnnrnputcr w'.1'I.1a-as.
Huuravar, inmriuw-amdpmdmttcsta n-uJ3.r aamall pan I:rf'1'J:u: whn-1: pm-duw:1 isccrnnncmlgrtastcd against

viru.-us; ru1n'.~:|;.'.fl1v: um:-rcaid-:111 scnnxrur. S1.I::ht:a1ta,wl-nil: u:Idu11|:i=-dl:.v u::FuJ,1em-Inn irtp-nrta:1tpartnf

flu: pm-dunumlalljr 11l1tl'E-HIi.T1:|- make mittcns "-I-"'|:Il'3|:, mm 31-: caumu-mmjy flu: 1.-'I:r_'|-'1.':4I.t'l:!:-I:r1!I -I.I.rh:'u::h usuamly
fi::r1.rin1spr-::rte::riun.

The 1'-e:|s::u1 far mi: exclusion is 5:]'rn];rEIa,51|1:h1a5tiIq1'L=.I::1'l'I:tl1u:Ij.r lira:-e::nnstI11ing:,nna;l wuuld IJIEEI l:::|;is’r'n:a1

njghhunre ifperfianrmd ill 1 large-scale test. In temu crfp-1IJ:l1':aI1-ad ravimrs, 1.-I=:r_-.-'f=w hi‘-'E includid Eu-'.‘JI
t:a.ta.

PDDR PEBPDRRHNEE. FHITHII IN 'I'EE"I‘5

In S:pI::mhu:r1993, ‘Virus-Eulleliu m::n:1I.1v:t-ad an:m::Iparatiw rwirw -.‘rf5:i;:: mmmqr-reafident SCHEME Thl','r'
tested the ahiliqr nfflmsaprudmmlsm :1:ta+:tE3 ‘lathe wncr 1.-ir11s-filns. and 25flu1i1:1'HPimE-infantadfilasas

they werecnpied using ‘:11: Dflflcanpy cunurtand.

II1IJ:n:s1:'ng I’|:II:I'I1gs1'fiuhEd. Glnly nnepmdmtravilnl.-Ed d:n1uJn5lIat:daaqI.a1p+:rFun'rnn¢: b¢f'v-‘:~fl1fl1t1'mn-
resjticnt 3-Ii‘-3I'I]1lI and lh.¢nIun¢1‘yH'=::i:1:u1tv:r$l-nn,wifl1 I'I1¢fl|.':EEE trailing

51,-gzljficamljr IJEI].1£||2|.. T11: r-:'I.riI:1.I.r u;:-I:I11I:1I.|dJ:I:l ‘Th¢p+:u:ntp-elf-umunce cnfail fire Irnunnrjr-r:sid¢11t9::iInn¢I'$

 

3.5-Le:.;.5T.5-urccahnrmzrxcx-:¢19s:1i-us nuIu1nLu1.:u 'i'I:11'.Iul1'II'...l.I|uI'I:,'l::v|1.IZ|In'i|'-IHI1-:. 01:1-51:3, aqum.
UDD1 +d4{nflJfiE5El31}hunuffldImHhfimmurh¢r:fiudw¢fl.Hr#h1rWiHi%'flhifllflflm=flill!!!-'fD|T|1

1:.-imul: flu prlu wrilluan pn1I1i1u'tu1 I:t'1h= whliahm.
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m: as something efe sheet: when eenduettm; Ihtsreview‘. lee ehvieea fiem thee: reeulme-mt it isntrt

safe to entrepelstefiemliie resuils wifltihe nt:rn-tesielent iI:'»=ilnI1$I'iltI;i'|i'lI:if|l‘Jt!Tl1'|:|l"_'.-'-1"Ei|:h11l t:=u1J1'Itv=t'pttI1t'-t

Sinee thislime. nesuehless eppeertulieturehem |:Iuhlis.|1::de]eewiI:Ie.SeeIme Cermptttfitgmefle entttempt

1'.11. Fel:-rI.:e11.a I!rf'|J'IiEj.|'EE.1' ten leeleet nterriergr-resident stennem, hutfimitetl thetrtselveste ebe-en-'s.i:iens in

menmnr mi: and fl'Ie|:ue1'fern'n1:n::eetefeepying files-[n::n'rnel1:.-' very slgni|‘.'Lee.1:It,'|-'I']:Ie:.r shied e1.rra:.r

frnrn the reallg.-'1'nt:11-{ting hjla; 1fl:I:tves1"_='.:153a.1'.1:I-st 1'EEJ.'|u"iI'Ll5E'.'i.

Then: are several methedswhieh have been eeveiepeete pteleeteaeinet '|-'i.t'l.l5t:5: vittls-epeeiflc scanning

seftwere. il:]]3'u"itl1JInlI2rI].i|i-EF[E'."iJ'1IJ|I:]:EI.'!rE- and iet:gIit:.reJ1ee]at:Is.A1|r:I:.ren1;~ein:n1em-tits’ I'e'.tideI'IL and the

ehilitgrtemeniter 1.-erieusaspeets eft|:1e FE tepetnride eenstantpreteelinn. They else: :l1IEtIZl]'fl"}' e1:rtt11: user

ifsnmetluingis seniss.

TEE IJL'II|?I-IATE TEST

Tu test any 4;iF|h::se rn.:TJ:H:-ds and flleir ability to: pmvide trirlu. prtiteetitm adequately, tl1e3.- mustbe subnfiued

ten a tee] virus etteek. Thh is lite ultimate test flfflllf enlie-ri11ts]:reduet. However, sulzh tests are Itlrrtmlllir

fir tee time eensumtng mtl tedielue ever tell: eentlulztetl. Even eepying infeetetl files, as ti.-‘E5 t1-trnttitl lite

i"r'.r1.t5 Bufierte tests, tel-teselet erffime. Cepyirtg fllesisalse litnitetl in seepe. and is 1.tneb1etI:rt-eetpffltlttfitfi

fitlly. Clnlgr It1e11ter_|.t-teettlent scanners can he E"i.'BllI:1tE:i in this way, and then en!;».r"|n s Jjmitetl wag.-'. It is

iI:Lte1':st'u1g that Free Htflietfe has never eendttetedfuifiler tests elem; these Itnee

win; duesvefaeters i.urr1L1itLit1sreedi1y up-perentlhntttierejs atria] need fiirseme eutenrstetl methe-lite test

fl3E.1'Il5t'I"iI|il5|1TEifiI."FiI5. Eentpamespredueirtg att'tt-t-'lI'I15stiI’t'I.I.-ere require such em-:TJ1en.'] ten
test t|:te'rprtrt11:IeE fully, sndtapmvtdeadettuste q1:e.].1'1'_I.-'e=nntt1:ul. Euthe methetlisllstl I'equ‘:I':::ltt:t etrnlusle
pmdu-eta pr-up-:r|g.r endteupret-ids n1eenirtgfiJIres.u1Is'., suehesunder fl1eEurepeenflE.Et'_'.'seJ1ent:.

REQ FDR TESTING .-Ur’ SDFIWARE

Letttsexsmhle sum: efthe Iequinements f:trtI:s'ti1'ta'I.ri1'L1s;I1:rt:ae1:it:IIL Te sun. Hie test wen-mrltflflfmttstbe

trirus-free,smie1tsetin.f'ernJetien en fii: and system integrity-r must be es1:shI1'sl1et1, so that any ehane-IE

predueeel by e 1.=Ln.Is esn be detected.

Next; Ihe stttti-trituspreteetien must be Ietitrated, and flien lite virus angel: must he irlfltlflueeefl I.tI1-Ifiet

::m:m]]e:1een:iitlees.FelIettring Ibis, an attempt must he made te setleste the ‘I.-'ir1.1.-5.. he-rexeeutina: the

1'nfeete:|ee:11p]e..-5.IIhierlitlintfltereeideettettli-1.rinJ:Ee'-eftttrsie me}: at nenrnetpreteetflte S_'p'51Ifi2l'I. and may

pmdutee an aiertuse

Lastly, severe] eflterpregrsntefieul-dbeexeaeutedte aetsevintsbei, er_g:1s1e.Ih'1emer_I.r-Iesidentpemsitit
file t"J'.I'1.Ises I:flI.'llmt:t:I‘.I]3|' iuieeten ii1:enee4rt:'en.fiIe epeee: file elese when esuitable tareetfile presents

itself Ageiedie anti-vine sufhr-rare may previdepmteefien. and nflyprevide snslettmussee- Alltntees ef
the vine rnuanewhe ternmretl freum n1:111eI',1.r,1:I:re11su.Iin5:e eleen hunt. The t1'iel1:tI:Id11-DII'n3J|1t adapted

Ferlhisie eeeld ‘eeetf1'ems EIICI-5 system fleppy tIi3Jt,with ewsteh being iteptfer I.'JMDS—me-difytne

1..I"L1'I,|:5.es.s1,u:-I1 a.9.EJ{EEtug..flu.fi:]Ii.11t:gritg,r:l1e:I: must fi:1]]:ne- ta dieeeuer lfrhe -I.-ir1.1s sueeeedeti in infecting:

the eentqn-uier.eri.nn'1eitiJ1g any 1:.-’rJ1Ir u::Iauthen'eed -:haJ15eete the e_~..'e1ieIn.

F1'ns||:.-', andmes1'in1pei'Iettfly.theFC t'I'Iust he eempletely eleane:1efI:ti:t'in1e[tfiI~e.rssinfee1:d}an:i :1]
files etc must he restated tn their eriginel stale. '|Js.'tna: the Cleanup uli]1't:.r from an itnl'i-‘I-'1'I'tI5 tflfllltit is

nbvinusij-' net etiequete.

Ifttlis pn:I-eeliureis striefljr fellewed, e fei1'11.I' glil-III-I.']]:t]1I:I".'.-‘I-l1.'lg-E efthe ptmefim flfiflfl by epletltezt egeimt
3 perlieulerwritus threat will result, slltheufli even this is by Itenteene eneehnustitretest. Apetsuneuuld

GD eu£m fl$HuhIflLm:Immn#flMhfln.hmH#nM1iflEBdn¢
iflfllflflfililhhwflufthptthli-mimrurbeflwuflueai.ehxelinIrfl1imI|e.-'flIern.=Ir'h1-Ithttillllllittitil-'fi:'I!'I'l

uilmt the |:|'i|:I -n1-inn penuielteu eflae |:I1.I2I'|i.|!l:I!r1
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prehshlgrscsnlrplislt i|1t1:Ie+:r1'tleI'-I:-'F'I‘t:1JJ' lest-ten I’-trtir I.Js1'!I2 fl11'sntefl'm-EL whenene mites inte eeeeunt

fifigus, :tu|:.It'I1|:I1.I.rIsec.-::rI:I1es: teebesslgutatally cmtflunfedusin,-5 !il.lI.":].'l H rn|:1hI:r|:I!

P Pi3f.fl'ELEI'|-I5 “TIE MIJTDMATEIII TESTS

ATEIIUIE [Aumnflted Testing IEJ*fI'-eien-u:nr}.~resid.es:t E-Izrfttlrsre} is tn1e'fl:Ie»:Iwe deveE-u-ped at.i'ie_!1'Ie.e4ict::gHe.t£es

te sutemstes1.LeI1 a test procedure. Fr-n-mtheautset, itwaseleu dtatansdequste system eunld nethe

cmunueted the-:11 :1 slegleeetuputere-u its-u:rtr.'nw11tn:H.tts lergesmeuntefe::t|'.1hsrdtt'sIe. Itwssfsrhettiertu

use twusqaerele PCS. with varieuslirrlcs between In: two {see F131}. fine efthe PCs tr.-'::nutu|it:tml1'::u] the

testing prueessfitlle Central PC}, and the utiterweuld set as fl1edil1].r PC,w'L1:lI ttetitre uirusesen it {the Test

PC}. with sttehs.u|1rrs.11gensent,tlte Centre] P-C GIIII re111eiI:L in fi.1l1 centre], size-ee item beleep-ttlzrtally Free
fr-um vinees atslltimes.

CIEAH B-DCITIHG

When etrnstrtteting ATE1I|"-'|$.4:I»ne ef Ihe fir-st quesfiens I: he cl!-Izide-:| washer-v ttr-=|e=eI'I-bclet Thil is H

neeessergr requirement fer aeeurste I.11s.L.-Isis efiufeetetl "Isms. us avoid lnterferetree fi'I:nI1n'rusete:eI'th

techniques, eudteensureeleauup aft-enn-irus. The mefleeewnen ntethe-d ufelesn-1:H:H:I1:'In3 isvieass-stzm

fl-upp:.-' .:l1'al:_buttJ1i.-. metitncl wusfarfrnm iflealfur use by A.Tfl1t-1E,fernmI1n1:r-erefressens. Wetherefere

dezeirletl teelees bu-cit Es:-ms mtwark. Lisitgs |::ucItin|s5e.Thiswasfssl=rent| 5|1a+:1tJ:I: e-Iivanlagefltet, by

ehsngiug the l:us-at irnsge en the uettmtk, difletentmedesefupetstien eeultl I-eedflyrbe initiated.

HANGING

Anefimpetutfisldiffleulty 1.-rehsdeueeutleteatwasflae prnpensity efmeezrvinleflrrllleete hares
eerrlputer. Similsrlywurea-iderehle numbers -ufsu-eslledtirtls mlnples eflen l1J.t'1:I crllt In ILIIIIIJ-B‘-'1I1l£E£It

sJI, l:n.1tT1'::jm bu-rses.whi:h I'II1nte1:1J'ateI1.=mI1IsedsItIs.5,'e.rn:suIirg in ehsugearhene:teeutet1.11ZIi:r'-'iEI1e|:g'. if

the Test PC hsngsdttring a tests}.-'n:Je, theCe|11:rnIFIC musthstrearnethnd to sense fltlesndfureestcset.

ErI:I1em-ia.c, 1.I.rI1|:I:L testing a number nftrinmssrrtp-lee, Ituepre-eess wmldbewry I1'J-telytustsllpsrtwssr

fl11'::n.J,_g_]1, requifinfl n:-pemta-I input, artdwuuld nntb-tf'I1Jl3-' fiulttrmatneati.

Asystennsueh EATDMS I:-trttllib-eI:4:rI1sl1'ueten:l min; I'nemer1.r-residenteedenfette farm DIBJ1-EIEh¢I' In
menimrtheinfeefienproess satdle-gerrep-urtresu1ts.FteHenee ensueh eecieweuldhe enfistakehev-ever.
in a DDS s_-.rsre:1:eut=i1~cuunam.cluetc: the essewith whjchviruseaeeruld eetee interference

[E l-|.m:l-nrn itltl [2
 

  
Fxgmmusmmpmeunee

EDD.‘ w.LT3L-I.LEIIl-FEED.’-'ERE.UCEfl19!51in:EflIufl1LH.1l11hI;hnlnnL .|!l.IIJ1flII-tfl'l.{1li3IfIi-iI-i'l.ElI1-'l3'5I'5.EDfiiI|I|-+-I-Il[l|_l11‘3l$1J=!i'. :~Ju:-pane-f1111apuIs1ieuin:1nu:.rhere;uu-cIn:ed.medtn ll'lf|J'iE'|'lJiIfl-!Hl1.1l'l"|J'i3|'|-“3|3I3IH2|1-3-I1-.'!' fiaml
nileut the win wriitm ]:rn1TIin"H.'I1 In-E Ihn suflilhm.
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IEIE I ALJfiIfiE'HDhE$:HUTfiM'|1TC TE.!I'||'|'l"«I'G-I."-'F.n'I'uEI"I"|v|I-|'I‘!I|' HE5.l'E|EP"|"|".l.|"'.|Tf-’I']flL|'.'i 5|fJf'T'|:"Mfi|.E

ATDLIE DESIGN mu DPER.-'-'L'l'IflN

ATGME usnsahimrell nsrurarkta I'u1|:'rJ1£ Cunirul PEtI:'.1 th:-tcst PC, plusuflierprspristanr Hardware links

[Fig.1]. Allvirua sampltsarustcmt-dun th: n.-:tm::«:1»:d1-iv: in: :Iin:1:tI:rry ~.~.n'th rsslricmd acucss Each sample

is ssie:I:t-H] f::nI1:sl;i1'u;:'n sequmse awn-1'd:'nj:l::: a list whishisaccnssusd 5-lIl_13||1'1'|1'ifi"}' from a database.

TEEIPCEETUP

Th: test PC isnarmslljr canfiguxed as a basis DDS PE. MSDDSM unns sa-Ie4:1sd ss1:I-sing must ‘virus

fri.1:n-:|Iy',1:I1:II:1;::ing..*.41£rrI:1rinIs:s1I.r]1i»:h at 1.-'|s1'_y' fu.5s'_I.r abuutwhich ‘:I'|.T.l'.'.'o:iE‘:|1:I1:|fl.‘.H-.}ErI:]:l.'l:_‘_|I' will! fijnctiun

on. An addifinnal run using -other 1-nrsicms sfflflfi can I1: usnd far slush awlcward I-iruaus.

A Gust directonwuniaining a number ufdiff-Brant Gwsatfilasufdiffering |:Ingfl1a. utsisussd unthcttat PC,

and the virus 5fl'.£'IpIE is insane-d after lhesa. Thereis alsn 1:. standard DDS dirsnmry sunlainhtg a full

I.:v:IrI:IpII::1:I:II:.-1'JtI:;If'E|l_13 £|.[-:s.

I|"~TITIA_[.I5J1'I'IDN

The tmingprnucuun startsb1.*ti1::EuI111*:+]c.::n'qnuh:rcl:an-baa::Ii1gfl1: h:5t+:u:rrnputu:r{scn: Fig.EjI-TJ1etest

filssa.1:Id prn-grams inI:Iuu:|'mg DIDS, eh: an 11:-sd::iunu:r1fletestPC, andasupy islrladsfurunlrlpaflsun later

nfvafluusflanls uuthsflsrdfliskwhishmntaiulhshtfi-Randpnrfifinnhu4Isscmrs,e::. Th: main lamp
which ispcrfunncd fa-mach virus in turn i:e.nn:+wh¢auu1.'I11:'s:urwis’rs »:+ffl:1'¢¢ma1'n |:rha.s:s:t'I1e Inf:-ctiun

|1I-|'I3E=E:. 111: finnahrsis PIER flElI:H]1l“CI||:flI1Il1:| |:I|1as:.

Fig. 2. Hair: 511135‘ in .-‘ITEMS M-‘flag
 

UuETW Efl19H-1bmE&&lfl1I1hQ.nh$'=,flfl'f&,-fl:h'&&'l,DIld3EE&3H.IH.
Ifllflflfl-S'!!fl3. Eu 1I.rt|:If'fl1.i.1: |l1'|:|inh'1:n1'rI1.r bu :rqI.'n-d.I.I.na:L :I:rufl '-II'n'I'iun] Q.-sIh11..|:I l'a.:IhI|1‘|:|lII2|. |.I'I.fl]:"'fi:|:lTlI

1-.-:'fl:uu1 ttu grin: 1.-.-fl’m:1 p-umllunu 11I'111:: pilllshstl.
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INFECTION

The Irrfcclicrnphaae lshegunhyrhutttingflictcst PC.‘ rlflniflfll-EBnIZ|{rDHI11EE]¢.Ifl4:iLbI;i.II.¥d.fi'ifl1il11iIiSaIE I11:
files CI3I]'~1F|G.S"fS In-Ii FLUTUEJLEEBAT whinhfirat I::-'.-nut: rJ1eu.uti-'rin15.T'.“:-lltu-bi: lnsud. TJ'Itwin.1s 1'5

I:|i-E.'I1 executed. f::-llmi-::l bra snriusnfguzat filues.

ANALYSIS

‘When allflme final file: have ham ::e:cuIa::l,t11e HIPC ia.r:b-tinted, and flicnnnlysis plus: heaim. Fifull

cmnpm-iaunchea-:.1isn-ads fi:rrr.:ha:1g4::a,anu:I:a:i1.r fhundm ldhfl-fldilldlarapurtfilc.

ATCIHS — Autflrnatil: Testing -::If Hemurir-rn=.-.5idanI: 3-:.~E:-.1-.ra::&

cupg,-right EC: 1995 Reflex Magnetics Limited. Designed by David

Aubrey-Jones, written by .*u1::1r$w flatten and David 1'-1-I1:-IE1-"J CITIES

Hepnrt Started an Wenflnesday 23th 1:-f -June 1995. Time 41:55 pm.:__1———::::————.::1-1-———2———111I—:———

‘i.T:i_1-_‘|_15 : Ehal.

Fil-anam-E : a.L'?5fl.r:-:m.

I-turnher : 1.

Chariged Piles:
LHTARGETHCGHIT . D1}!-II

:"I.'jE'.3.F:.GET"-.P..1CI|]|II . C1'.f.'I1-I

:‘-.I'.P.F|'.I3E‘I'U'L5'II|[I||Ci'|fi|.E3'f.l|I-I‘

:"'.'I'.Fl.F.|3E.'I'"".£'Ll'3||.'.||I|||3| . DUI-!|

:"-.]I2+lI:IE"-.E"flR.'I-IE'.['.'-."I|.C1|2I:I

: ‘I.DDE"I.H'E|DE .CD]|l

:"'.E"-3-5"I.'.5'+EI.E|C."I'.I'.I.'|.:|t-I

:"v.DGIS"-.S*IS.C"E|-H

:"u.]2I-'fJ'S"u.fi.SSIG1!-1 . CUE-![

: "-.D'C-15"-.EACHUP . CCII-I

: EDGE ".,CI-]I'.'_T.'fEK . CUM

:"o.13":3'$"u.CC|.|ir!|l5'-|CI1'|I-I
_————________—-——1-————————-—————————

Fir-:'r+":-t".*f'1-I"::r":n|"H'J1"JI:"1-I‘:
r:: ETARGETHCDHIT .-::r:rH

I::‘=.'r.=~.1='.I3J-:'.F.“-.311-I:II:2I-:2: .CDI-I

-C:'v.T.fi.F.I3ET‘1H5E|C|'3||3|.CDJ!

C-. '-.'E';5.E“.I.'3'E‘I"'»..5.l1I||'.I||El|3|.'-'2l23|II'I|
11_________.a_.—:—-u—u————————-——--———————

1.FiIu.5 : Dir II.

Filenama : IJIEEI-t.EE.‘.'I.'I-I.

Hlunher : '3-

l'-I-:;:- chaxlges detected-

 

flflD16fi-wHULmm DlmflH hIafln1Id.1lThIl1IlflI1ILa1h#IIiinEfll5:rHin,fl3£ll~3TE.Ea1:h_1l.+eH{u}1:fi:i55119.Hupu1::fI:j: punt!-|ii's|1i:I11111I:rIJur:q;II1:Id1rIaIai.flIII'«Iailn.I r¢I:"LI:Iu~Ivl:-'_IninI.=n'I'I1'lII|'IfiI=i| InI1:rfi:Im1
1I.'iI:-nut'I1:1u1'4:I n-l"la;puhHH:wa.



J'.':|'fl‘ H'IL|'flu|1.E?l'-jG||'«lEEL'.I‘|.f.-"'I'l'3|!I'r1:‘I1'I15 TE1'?TJ!|"~|IG'|5|‘I" :"I'I'E:|'r'lEl.R'I'l’E-'|'l7|'uEl‘~|Tfl-"va|1'J-Jffltvljj SDFTMIHEE.
 

virus : Bark Slayer Hutatiun Engine virus.
Filename : DSHE.EflH.

Rumba: : 4.

Changed Filea:
: "-.TP..'F.GET "-.'n'-|'.3'._'E'I' .E'.EE

:1TfiRGETKCflIT.CflH

:".TJ'.R'flET"-.iElC|U'|Z] . C‘-DI-I

:ITAR$ETEElUfiU.ExE

:"'.T.Fh.RGEi'I"nE-lC|U'|:|'I:| .EJ'LE

:HTARGETEE5flflflfl.EKE

E:ETfiRGETRfllflDUfl.CflH

C:HTARGETHfi2Ufl.CDH

|'?l|!".I'|'I-|!'iIl'fII"'.:I
Virus : F-$Dft.55fl.

Filaname : F-SDFT5fl.CflH.

Number : 5.

Changed Files:

C : "'. TARGET‘. CDHI ‘T . C"L"I-I

C : "-.".['4|‘l.R'3E".["'-..F'|.5':|C'|3"3 .C'|.'.-"H

C : "-.T3|.'HGE'T"I.ElflC'|3'U .C'C|'H

C : "I,TI!flGET".,A‘J"l . DJ’-‘LT

C : ''-.T.F5HEE.T''|..H.‘|F'.E . DPLT

_ C I ‘LTHHGET KEV3 . DPLT

C: HTAHGET "J-11.711 .DF;T1.112-———r—-—-2-—-—1111:.:.:.—112-1--u—————:——:—

virus : Fax_frae.2?EE.

Filename : FAH.EEE.

Number : 5.

Changed Files:
I: ."'-.TPuRGE.T‘I.WAIT . ERIE‘.

II r"-.T.HRGET"-.B1|:'|:|'[|' . EHE

C .* "-.TP;.EGE-T"u. BlC||}'|:|-Cl .EJ-IE

-C:"iT.HRl3ET"I.B5E5E|'C|U .E.HE_——::——_——_——::—————:——_——|__n1:.:.-.|.—:

Virus : I-l1'..LC.l|5E5|I|.

Filename : WflRH.CDH.

Number : T.

New files:

E:RE1Dflfl.CflH

c:HTAR5ETHAv1.cnH

c:xTARGETRA?2-CDH

c:kTAR5ETnAv3.cnH

C:MTARGET1AV1-EDH

C:ETfiRGETHhH5.CflH

c=aTnHGET1Av5.cu

C:ETARGETEE5flflDD.EDM

::nwanuETxE1uuGn.cuM

c:nTARaETx51nnn.cou

c:nrnnnETxwa:T.c¢n

 

flu DflfififlflflflflfiflfinufilghhmIfflflflufifltAHgflmflflhflflh:flHhflYEEfih@.
_ flngfififlflmaflypfiufmsnflfiuuumqrhxqnmmd,nmfin1;nmmu[qnmntrtmuflmdlumwknn

'nI1htI.rtIiIu|I1urHnItmp:I1'uu14Jnu:ffl'r:;n.lJJIa&:|-1.
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C G H C L U S I G H

Finish Tj_n1e : Wednesday 23th {hf JI;J.t1E 1995. TiI'l'E 5:19 pm.

Tires taken I.:e- E-1'-.'::n:EE~$ T virusas III he-uI.5 2-1 minutes.

Average time 1;»: ];:1.'|;:-1:*Ee$$ a virus 3 minutes 25 see-en-.-:13.

There were T viruses I:&sl:m:'|.

The virueee that infected were:

1] F51:-a1

2] Bruchs.-I:.I;t:I

4] Dark Slayer Hutatien Engine

5] F-ee-ft.59I}

E] Fae-:_£raE.21EE

‘H HLL+:'.lE35E|

TI:-I1-ll : E

|"?ID='3="D=*C|5I='
C - -Ce-1n:-ani-:2-n "5.-"ir1.I5-

CI - :2!-v.-e~r'.-:-ritsans eerie in eriginal file.

.11. - Jitppinds code he eriginal file-

The viruses that were 2-1::-1;:-pa-:‘:l were:

3-} Dir II

Total : 1

Fig.3 S::.rI-rpie r-eeeenpmdueen‘ E:-_v -i':"r.'l'.:fi’

'I'.I'I..EAI"'5|'l]'P'

].aerl15r+fl1e-Cleanup phase eunn-neneee. The hard dieiziewiped clean and fernuthed. E|1I:|fi'EEh |=DI.'|il3 Infill
filee requiredereflnen copied ante I‘.'|1atI:9-IPC fi'fl11'Ifl1E IlE1-"i'F'|-‘-l'|i- Fi|13".'r'. 13-‘rF='V1"7{-"'1‘5""-‘W1’-‘3 '31’-‘-‘3-1l‘I1l3|'-111'-'1I|¢i"f’£
virus mrnple file epeeifled in the dnI:huei5t:npiedirItefl1e=:Iireehe1'ywid1 Ihe Gent fites, end1heInEe:::fim
phmebegmengain-

Based on a 43:6 DIE ten PCATDMS1'scapeh1e nfp-¢rfu111'rin2 a1'nLrhd3D Iestaper huur. In a-day-' it::aI1

merefumfiunagenuarlyflflflydnu slrnples. [-[4;|-1.I.re1.raI',  dmteeanners Slflwfilfifitflfl-5fi.11‘H:$
eeneldemhur. :ndATElM$pe1-EnrnurmewheI1te:sringd1neepmduc1ecan hesweeflyredlmed.

F]1"~|I:|II"~IGS

SI:I:'tiI:I|1e fl'I:sI'I'Lel1.Ipiea] rape-rt ]:rmri1J.ced I1]-r AT'D'1"-J3 an: ehuum in Fig.3. Detaileeun eaehviruewhieh
suceeae-[le:1 i|1!:n3,p-easing 1i1e metneij--resident prutecfien isprudneecl. Thieineludeeinfennntiun an
ehangw te hmleiek he-nts::I:l1:rI:!-. and all files.

A’: the end efihe rep-en. 111-ere E5 3:!-l1t'I1I1'lIiI'_'r' heiing the time taken fur the teen, me number efvime eereplee
tested, and me I:|u.11:|b:r u.rhiI:]:| p1‘-I;In;I.uI;=I:d:a ehange en the beel:PE. A ha: flfallvirnaes which predunnda

change isghlen, w1'J:I1:1m:me ennthe type.

 

EflUHH'HCflHFfl'E'~EEfl3fiWflflI-&lfl.H1hQufln®lhhfiI.mMHH*.5I“3‘ErEIhfl-

UDD1 +.u.*_I}t:a:55.'eu9.Hepmerflupeiwfinnrhampflicaiuedhnmw-uisammwuwflrflhmrhm
wiiull me peer -mm ]:ItI'mIn'|I;|1 urea |:n.I|:rEIn1-.



l3.i' *AUflfiEl1jflnfl5i'Alfl'DflflflCTE5flNGCFME|H3flVflE$lDENTfiH1H'HLE FIJFTWAFIE

LIll-'I]T.-1'I'IflNS [IF ATDIN-IS

Um: mttsttat cal"-tfi.1J "-|"I'-II!.'!1¢I:rl'l-I:ILlI:‘-Iililfl amrkiittl n:nl‘anIi—-.-1'ru3 product tcatantl in fllissenir.-A.TCllwlS isntn

diffimrit 'I']:I!r£E.1'I.':3I.'-'-'v:l&I]:IvI:I1:I:'I'L1.'iII pi1:Il:1:ma.. Cluwflhemnstimpnrtant clfiheae isth: iilamj.-' trfvirust-.5:

which a.I4:u5I:d.'EIl1J1p-'iuu2.]:r.a|11hI:s.»: should be lrwevinaes. but manyfimsa are 1.r-try fiia-E-y a1:H:nutl’tL-It

cnruijthns uulierwllittlttlwy wfllfunclina, aruinuisthe ‘man find‘. DIIII51.'er:it:n.EI-[IS 1'_I.I'pe, disk l'_I.-11-3,

type nf{3u:atfilcs,et can al1;:u'a.':n.re w.-,r_-.r ilnpn-I‘fln'|.‘. SIt':]1'I.riL'I.I3aI:ma3-r1.I.rv:I1:I1v:I.rI:1' iI1:f't':::t1:II1 an gh-'v.‘.1'lP-C- Sim».-

wimsaa. alflinughunuummun, I'm:raJEut: nut infant Furlhiarauun, 1111112 "-'il'|.1ElEIE1I5l|:| in+:H.lrfirIal tlfl-15 warn

firstchatkedttrmaka sure fltattheywere fIinn:ti11ui1ingu.1:~t1u:a'tllv:..lu.TI:IIl'-«IS 5enq:r.It:lmu1dbe-remembaredlhat

ifn chang: i.t l-hund afbzra test with: ghmnvirnsfirnplu, :ii.'E|I:lIE:I'.I.|.'.|’£ ma;-:iaa:iIyn1::a.11’:|1alail1'u-t influttitan

ha51'mL1lt::|-Chi1ng:Emuldh-I: cauaadbypaylu-ml :a1:l:i'u'atil:rE|, 1.‘.-II!-El'.'|.d rmgrnntalwaya |.'.l:l-I'.['n‘.TufI|.'lI1I‘HCl'fl.I1
infecliun in I31: 111.1: 5v:n5l: nfllu: w-urd.

.-5.TI'I|II-.-IE]:a£.nutI:-::|1d:aigu.:dfurm:fidfi1humaucIurvhu5u,urd:annutaIptmmb¢u5:dtDp¢rFonn

any tcatswifll Ell-¢~Il'L. This 1'a.s:r1'nI:thirIg H: but Ed-li1.'I:33-Ed in lhta filmrn.

HUGE HCILEE

Set-rerai 113.‘.-'lI1|ZlI'_'|-'-I'I:5id-Elli: EI11.'i-‘l-'il'l£I5]!|f12I-glfl-I'I1E]:|E‘|u"-E snvfarh-aentttsl:-3:1 urillt iI:LI;v.tI'e.2.'I:ingI-I:s1:lt5.Ti1.-:31: suppun
ill: findings of Virus Huriatira nun year: aga, which stnwcd Ilut n'n:tr1ur:.-'—resi:;1e:1t scannersin genenilmre a

far jil-|2|I|2||I'I:]'12l|CI'f:lI'i'I'lfl]1I:-l: lhan fl1:irnun-Iesideuttuuntuparls. In surn-: 215:5 Il:]1I:-:iifi"r.t1'I:1'L-::"-ts aI'tsl1'I'|£3i.11g.wifl1

huge I1»:-let intheirse-tutitj.-'. Flzlr-.=.:tarI:|:I-13, very ftwmentnijr-residentatarmers can -l2|EI!l:‘|:]Z|!lI.I'Ij.' pt:-Iyrnu]:-h:it

viuses, wl:Iiv:|1an: beswruingntn-1': andmntccanuxtnn B1.-'cn:rnI1'ast, flaieperfizrmmnce mthimrndby I:H.-.J:Im.-'iI:nu1'

btnuktmwasitntaultir snmptriur.

TH.'.E FITTUREDFATGHIE

After initinlta-athirlg pr-tnhletlts. fi.Tfll~lS5:I-mprcwed in-n.1iruh1e.I1i3nu:rw p-nasihle tn taltaa Ii.'.|'il'-l|'_':' uf

3.:-w:1-aJ I:l1nu:a.nd djffiu-:nIvi1'usc:s, am-:l,~.-.ritl1 minimal upcratur i1:q:uut,=.tlu-.::lr. 1rn:1:n~u:rI';-r-ruitlunl iiI1.1i-'|-'ifl.I5

pmduct Eur any "AI'E'.flIIl2l‘lE5-SE5. This lsinualual:-1e ibr gnnd qunflty ::mlm]_

Ttwnuld alsnbeveqr suitable fiaradnpfiun an IIIJIDI ma.-mist with ew.h1:u'n1:L I:rf:|'I'1I3I'IlI:}I1'_'.I'-l."|:=5i.-l.'1'l.'.lIt anti-‘tints

pmducm. It ::11aI11»:5 fr:.atawili1a Imm'lJu'nf1Iirna:atub:{:unfl1xrtndwhi:hw'-nuld {:Il]‘i-EI"fi|'i!'.J2 be

intp-uitadblt. mdrudtlntafllc L:-tIat+:rftI1-tmtttits. In ntldJ'I:'-tm.1'tha5IhI: advantage uf'|:I-t:J'J1g rnproducibla.

 

flfl[ EII£.ETFI4L‘C'h?FE:EEuWIEfl1Fi5Vi-uflllnil.1:I.l1TIrlhdI-uTh.iHqIfl-u1.C|:E|I-tHn.|JIlIlJ1'$-.Erfll'nfl-l{I]IJ35H5lJ!.E4n|u1offi1hupublitaHuu1u_5'hara3ruiiInu:l,um'ad Himrmtflnlnumctnmtnihdhwryfinm
nillrunira p-riI:rIv«riI:11:rI:IrIimi'I:I114:l1l'I=|:IiI|i:l'|I:I1.
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Pamrfi Radarfi

C:.r&I:Ifl. }I:u:~.. 1505 E|1ltI¢rPI|:~‘3. mPA 194553, USA

Te1+1I5]|E| S25 4'?-1-E - F:I;+] Elli E25 ISTBS - En1n.iI:|1:h1‘::ti@u:;s.rI:~:I1'.1:vnIn

1 ABSTRACT

Lhfisjfimnsmflflssmmepribiamfimfiiamfinmwmmuhmnnyaflwgfifln !:a:I'nLe1-e1-;-fin.-_rE.F.r:i::
mmmmtyu.-am:-m mm 1».-Jsgrnharnris inimlrna T.'1L':.'.EI.e.f.r'-q|".I‘.5‘:'.r:t.Fl1:.*_;|'7w::1£ -:f.!u'.5rm.I'1'«mf re-a.£I'1}I. rasfim

:':u-n,um:=.=r rfl-usesnrcated 'r-rcmm L"ruIxa;|nfi'aI1-1 T"-ET-1!:-r'n:I‘ FF"arm. Tmjctri -in-:rr's'-£3 flfldlfl-git:-Earths-m‘eaH
ix.-Iwrcfmifiesfllm In l'|'I£'5' .E:-a=::'i'|I.=_.,r'.' Nu: ufihsmndmgniase beltqfi, aha-vais ulgmfiing .:u-.-mum us:-mug
can1,nuaarmnmiJr31:q.I‘£as:ia:m£snEmurn&es'epra£:lenu.' rktsisbaaedanrrmgrzifiaxnfnfienangufiarnaturze cf

flneprcrbfiam :mda&e£nc.n:u:.;:'ng miueqfflnn bm'ea'.-mam-arts. Wfiemmflwfnrernex Wmmdrsrupmdflm
Jnremarfn Jflflfiflreg:-curtuuareflafihitp-law,‘ yrmflmmciu-aerqnenadmdma. nfiemsrnriflbeml-jumgh
Mtamofflmmwfimdfiwmmmflthhwfltaflmwmhflmmmwhmmgfiflfi a:'I::'p.rfhr:I.t-E

new-anlrfl. c1fi!'q.I"1-LI:&.I!:2.I': are: Un.r'x-beam‘.

Tmflrmndmaflnairmadagmuflamflmmadmrapyamgmmammvwmmmmmmfliflflfimz

mwjiciam I'M rflemure mmpfiar eI:w'.I1Jnme-nip-rmriuienfby LEf1£r..-IfiI':i'lflfl+l:IHy. Lihkpmfidfi fl.'I;1'Ec'i:IIaJI:3'
signgfimmpmfl-J!em 1:: tflisrqcrrttdme In imapenmd ramtre. Iinmeprablerm are aqtemedm
bflflmifibflfllmflflflflfimflflflififflflffpiflflfifflfifldfli 32-bftnwlri-mfl:?r:gmm-orfcapermflrgs}-smmsuchm

Mwmflfimfimmwpmufim I'—'u*.I-gfii-IE. thEpmbIaIniE:;Je.rimcEdmda}'n.rEgaod£n:iE:'aa:rIs9"tfis
pmblaruarxdrhemiufimuufiinh uu1!H:£exp«:I"iEItc'E:i£ut.F:efin‘ur::. mmmmrnfiinfiapmlfimgfismm

bammflprmfijwmfl.

I THEEJE[S‘I'E.I~IC.E(}F'I'EEPR:flBL4ElI'Iei.HDI'l‘SN'A.TUEE

1'h¢pruh1umuf5nflw1!rta1'ha-ckatflillsfliaflflp-Erfllifl_g5}'5tH'.M-. Time afl~.u:|-ma fhllmudiffernnt ihrrm
av:-:1:-rq:1.i.ngt::11:.«efunr.:1:i4:-J: ufthfi aflauk. Ln 51.-.m:nl., all fiamuufamuk cnuhinanreflrud I:'1f|iHH'-jill-‘Iii-El"-'Eli'E|IJ.,
whichrmy bepmpaglfiu-nnrnliggrafimh an-dapa:r|uwd. Th.HmDfiE:Dfl]l11DI1fi'l:IhDdfif5-Elf-Pl‘liHfi'fli|l"Dl1iI1

Unix is »:n1:I:-1:111-ir:.-. I.f'tT1= prcngtamhasanabacurcnuncurstumgc In-:afi:un,fl1:u itnngrmruid dateutluan until
afhrimpajprlmd ha: hanllhu: ¢:Ij:Ip-I:It'1.'I.1niI_';' maamcub.-.-. Cmpmcrwmmprcanw fl1v::r:a::1vuh-y niignuinn,

while -|2I:|-l'.|']:|i|.illl.I"':"i.I'|.I5lE I.n4:p1'4:I;Iafl*iIi+:r1:I.TrI:r_h111:I.I:Ir9:I::l,|::n»g1»I: hflmb-aanclfirru bu-rnhspmmut tinmsnhnfihy
utmmljr.

while H1.-:I]1|:r5t1'l¢ a131:Irid1IIwn.r|1ir:l1 luv: nptmud flu:;:n:n1pul:nliu'a iuugiuafinnnravinmsandwtlmla.

thl: rI1I:rrI:=.:-m'nrnun -.-lin-.-a:lp1'a1:nl:u1uI1 Unbxsgratenum Trajan h-uIa:=v.and1irrr=h:5fllfi'5.a*nTr¢1jlnEcrI:aE-ii-a
pmgramwhivuh apptarstuhesumnemiug ltisnm. Anuacarrqalenfu Tmjmhurscis nprugnmflaatappam-ah:

 

fiLGaLfl£THrmH.'ERButEn!uwunnmLmnmmufln1.ihhaflI.DuuHnflxHJ¥5,EqhuUDD1 +44{I1}1:ri5-rfiun.Nupunnfm1ap¢h1iufinmnyhnpudnmd,rndh-ruflimutprhuwtuniifliniwfiulm
w1n:1uTtr=[rIurunIu1ru:rn1|IiI;nut'1tnpubl'utn:.
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heaualnulamrnruflnn-uscfinluh1itywhh:hhasaliddenpa}'Iuadufinaerflngahackduurnn1aailshust

s3.r5mmA.simpleTrnjan hm-.-::::.anha::1-and hymudflidaigartyanurccwudcwifll fl1+:B.tlflitinnnfapaj.r|-Dad.
Elna nfth: mast fhvmit: pEy'1-ands ulznsm-E-di:1'd:u: wild :'.-a.‘1"|:niI1n'|::I1 -If! :=-.I'|:1:*.u‘nu1] 1:-Hflzl‘. 'I']‘11'I1:I-a‘_I.I'|::raI:l*v.-'-*i]1

artfiniptmrerumruallacccsaiblc fllasmltcsynmuu 1traI:lig'uun:iprucB:551nritI1afl mfigasmdixwladt-u
uraatcdjsp-am1.5iI1c: 5'_I..'st-:J:I1a.na::IJriI::.r'L31a.:LI1:rIa1::.u'siI:£t, Ih:-mnrnunmtally thnttsmfa nff1I:.-mrith

panniim hilwtling-nf-uc1:a.t ‘II’?-"1'.!|.J.|iiI-::s1J|11:|:I.:I syflumwifln Htflflgmil hfimnmvedhyr
li1ia.Ifl:iu:I-:.A.dditin11aJlg.I, all fileam.-mdb'_=.'1heua:r. the'L:r gru1|p.urau5rcI|1:I :15: on I11: arsmnudiuac film.
are write-m::::a:u'b1a tn-thranaI'1I'illE:cr-:I11:r1r:d.'I'hiIpa§,r1u-and haul Iin:|.1'I.-ed In u.aeI:-3rTrqia:1. |:umes.huta:a.n

bu ulziljznadbj-'I.11y'Fun'n ufnilra-cit. 'I'3.=1:+iI:aI13.r,:1ti:r1a|:r:aIuJ: uanha nnmtadhy Inning I1-1.: ‘um-n’ ar'it’ utifities

1;;-t‘1.-J-_u,-. Unixayatumix: uncut: |'I1i!-i:|:rl'1'|:n'lH:|I:I dire:-d}-udmaanauifiad til‘!-H.

'|.1.FI1il: IJu:‘hin 1'e.-mare‘ payload isafmruriizufuurur :utI1::r5.Ih:r:a:1: I::n1i1I':I1III:|iti:rTnIaftaI'.Its'whir:i1a:e
nntusavartialimirdaslructinn- Thesen-fiternmclnre l'l'IE|-I’-E iI:c';I-urtamhacauaae ttwybendmanpmflim nf

thu-imam tI::fl'urpuJ'puw:5ufIh£aTt:lLtM:Hlfi1iI¢flEI!rEV-E:Ilifl.fi 1hen.':ae11-res mflzesystemup-Hat:r.Aflm:ln I:-“F
flaiafhnn hnludadw npparndingnfnnenmuuntuvaunrdbnfixcpnarword fila.-amp}.-'E|1;g'rJ:.epI.-H-'I.v-urllifilattn an
off‘-aitccrnnil nvddramfcnrl-ainurnt1.r uralfiuimd afflinnpa-taxing 33-rstcxnuninclude ha-I::|:dm:Irs

urI;'.au:r:1l1u: Ir::rs£‘:1'nfn1nneg.ro:p|1:|purt;nr.It i.1:J:1rI:111:|}r:i:I|:1:t:I::r|:afl1rah.nb1c 1';n.f'+:u'::n'n.I:tim:. u:rfl‘.uitu in
suchaulmmmmtn insueflmthn ranipieutuamutbe III.GEli£l'Ifl'E‘E.LI'£I.5ElIB:Dffl1E-lIElIl:1tIE!dEB.r=[;lElh

dzpmdaunghmnm-1:r.Ih:pmh salcnudisflmedhcrafinncrrthe attankar.

Elna uf'L11: n'n::mtEi1rq:l= :n:u:L1:m-dz nfinurfiugahackdum is the: wall I::rH.'n-ma 'm:'H:.k3r b1'tshu|I' .51-tack. IJ1Ii1ia
uucki a'I'rnjanj::dpro-gran: hmudmmpya slzeflpragrnm mm ucufile dirncmry.Thasl1.aUpru;gIam in

:1-nu.-Lsa.-.[1.r.ri|1-. pennjaiunbjladmallcrw ittu u.-.:m.:-,rt:.-.~a.-it]: Ihe nan-I.I_‘:I andpautnissinn aflucreamr. A. s'u.1:1p-I:
+311: lint: minky hllsheli umckcanh-rcrcaudby anhlina Ii1¢fn|hwiI1:numnandtuaua:'s‘_1::g1'n' nr my
u1h:rfiJI:fl1:1.H:1eI:1II:e. Exan'n;|-1e:cp.flJjn.Fdl f'l1'IIIl"fl!¢1'11-1:4:|1n:I:Ii|-I-‘r'?'ii“IJ'n11p.F'm:I1I.

Tmjlfl1'l.Dl5|.'-!|flI|d.flIII= hmuhauanhe I-nan:-a-stmhxg draaummaihudamquirad in |+:I-I‘.=1I.‘:‘-"i1'IflH in lrhvz‘-Unili
enviruummt 'I'h:11:an:rrm13.r tanhnicnlruannsudiyflmucfunna :rf:m:I-ram nntduvsh-nhl:.fl:: fi:rrI:n1nat

|:I:I.1::§-,1hEirirmnubj]il3r.:*; 1.-inaa I::rwI:H:m nilautismum imparuntbcnmuc tlnacpmgramsatt zrrubilnand
can inncgruelhemaehres inlu flzlaupalzltirlg sysnnm flfthusntwa Ihnm I::fatI:aI:'.I:,tJ1E:"n'iIl1E: attack isth:
harajmt;-:1-::'u:.¢1 and |1.'.q..=,Ii-no.-. l:n=.=:ta:I1a:m:J;|t‘mrI.'i:1.rIi.":||-'r.'::1'n:5r.:a:1 b-:5:-can Inthcsysttnlprnness mhlaamd

eliminated, s1'.1:II:I:1i'.1r::|.' :1-iiatas i1:I1fl'ridI.Hl pro-semen, Fthjlfl 1.ri1'u.-5 a.11:uI-::a.a.rI:j:I1'1:r'I::=I:.'1;t=4HI'4:II1'.t|11i$ film flf
dmctinn hjrfllzirhnst prngiam.-3. M1 nfflumflhuda uaefltu Elelactmd prweutvinlass Imalsltr :~fiI:::l:'1'-':

against Ihe-umerfnrnunfa::ar:k;fl1:rr:fn»t:.fl:¢ mmaindcrofthispaperwfll deal withth: n::rr.=..-mriuus
pml:IlI:m offlral nnacks.

3 IJPEIJE ‘|r'IE|'.[J'5 ATTAEIIE

T|:e]:Irn:HI'1.-Minn :rf1im I::::H1:!:q:rt nf‘11ngiv:nl i1:I11u.1:IiI1.-r‘ H:H:un1pnte:"I:i1'a[attar:]-Li smfamsnunrcgulnrbuis.
'I'hiac.~nn:ap-t, -n-.-tile: da:5iIablu,i5n1i51=:a:li11g1udd.nngum|IEE:in:BittBnd5tu run.-akanal flnaatilppunnutnaf

thgpaaaihfligrafviralauachinunix anatnttathudnraxtimuucfinnsnudaperafingayrstelnuuncup-H rumba.-.
any-:11-iauru-::d¢nrpa11|1i:ainn5aIfin,q:a.a-I=m'ity r-alJ'n;a1.1'.I-::=|!'.'.2+:rrEl _I_;IIE1!"ifl.fl1:II'I:Ifl'EfiDn.T]1E-flil1EiE]'J.EVE
buunpmvmwmngbgr mnl ]i.f:. T|:LI:lI!al ufsup-mvhurnrndfi. dlaaadditimallul-'c15uf]n'ut:=Ifliunpmi*iflnd by

C2 lfldIhE[[E.fl.|iE.lfll}TE£l:E55Gflfl'tFfllptDPidEIilJj'Efli3lEFil}I' lwelfll an I1-nln:a:aaa1':rfi:rr1-'irainct'rvit3-and
an: thnrefure manta-.1: mathud 1:rf1:rtn-tI::'-1:':I:u:.T|:J£- fintissuppnrlndhy ‘flan Exist-ante ufw.-"mm: which iI1f:::t

Uni: 5;.-mmsaslanth scripla and binary.

In fiat, -.ri11:s:fla:|-:2: ugainstflnix 51.-':n::nnwiJ1 uvcnmnltj-'b¢c.un1:nnr:pupu.|larasain1p]:rfi:m1s nfattack
ha:.u{r::ub3uh;t:,£:un5nnt::vh-uses have siguifiunfly n'1::+rwirJ'J.'t't;.r,J:I:|u:.-111:1:-1:123 crfpr-:1-tucli-zrn and n-p-pu::ttuuji:,.-'
fh-I iI1‘E::li:1rI.J!'.'Iafl1u:|+|:h nfprutncrrinn EH-rabecuhlghlyrrefln-Hl1n'.rin15u.,iuu1ufling ra{:Ii|:1.:=:1:lI:-d1.LI:liII:-I1 by

iI|.fi+:tinnI1, mlgraflunfianughmrllmflm ufit5:nvtrD:n1I:ut,{ba:rI1dnnHJun|ifi::Iuuinfat.Iadfl:;:p3r

disk::u:a}.nmut. atcalthanaip-uiymm1:him:.1na:Idi:iuu, flu tIn::I5ts].".al:v::III iraclfbmunrrsameihnduf

 

Bflulffififlf-TEEflEEmfl5fiuflflmLflflTh¢nhImIH'fln.flIhlih.flIHJ¥EEIimfl.
flfl [II]-IlJ5.':55-139-.Hnpu'tuIIi|p1h|iufimnrhnn'uflumd.fl:nfliImiimqHHLflEhfll1HIdIflu'Fmm

wmmnnl.-|:1nrmnm:'I p~m:1tn|-m1 I:i'lu-p.I:I.|i.1han



1'!flLF5fl.ILLEIiHE3'JH1”EHEl'fl5E.5EPTEfl"HEHf9‘fi'£-IN

p1'cIla-cliull and pu1:pa.5:aIi:an.1.?irus—i1ib:I:=dfiIu arc |:r-zmaclndjuzaumuch harthe nnumtflila 53»!-‘tum as art

mn-infected files. Th: 'I1trI:I-I'.l’1rI:t'H:I-n ufvirusss i'n1I:I syatmfln has alau bran rafinud main: m—¢nJ1=I:l ldmppars‘.

A dr-upper is an 'T'r-Izjan hum that has I Winn u:Ir1r1'.11Ia-es H3 pa-yluad. Finally. !It=II5I'-'= u=twnI'lrin|;

rmhnn-|ng3.r mn|1asl'~IFS fl~I=mrnrkF1'leEy£1Hn} allows trims-as mnrigrflebetumrn sjrstnrrls wiI:l'H:nT.I:1: effizrrr.

All -afflrue rememspuintmfirmasmfiar frnnru nflruatilualgnridrm.-3.‘ 11-|:rw1:'I.r-5'. I11: I'lI'E|5-|iE'l,fl,'|'Iifi.."iB]1tI'%-|I.'I]1

fm: Ihi5I:l:tr.rrni1alinn 1:111: effiactimlnnasanfifl-E 1.-firm a.'aIf::urn1:1fatta:IL.]E'ut1:r:par'inrrnl3|::r:.r Ducmr Fred

I:uhun[|1JEd]:n:daunrn1aIua:1*ancmmtunaUnhr 31-ammwimmnmwflegadwmm, mdgainadtuml

seam-ir_-,: ;:n:11'.=.Il:i:;|n i11 3D rrrinmm. IEI-n-clnr Euhunrcpcahadfltr-.9: mnflumnmnyucruiansnfunjx, imtlucling

AT&T Secure Unix ind uwr1flI:umn:-arciatinplmrennfiuns uf'UniJ:.Tl1a 1'EIl.|l-'|3|1EI1-'llJll'-11 czmfrmad I:I}r

ill-I:1=1::cnd:ntrI:u:11r::h::1':!W'I3flEhIPid-L5-EpE.tB'BE axparintanub5rTamDuE[J9E9]d:n1nu.~ru'ared flnelanncflyaf

Uni: 1.ri.1‘u:a-1:: 4:1-1:ni'nd:v:fi|::: uI":Ii'u.1'11E:=:I:»:rIa. Th: 1rirI1a1I.I:r] in II.IIr.Dui"I"54::-:1:H::1'in1I::|:l:1.|ra5EL5iJ:rq:r1v: 1.rirI.1:a

Hlrmen 1'.rL5:Ii]:IL liwashclinwndmlamra hmarrniruiru-drlaudhj-'fl1:u1:ruIIlirr;i::.'a»I:II fi"|:|1'I1ll'I|:fll.|DI.|I1'IEtE4:|-

bachlrparltlrestoru systun Rainfhnflun IDD1EpllEHfl.fi:I1II]E5}'5tflI1I]flibfl:DViI1lflrfItI:fDIflD¢ ]f=fl1'.

4 IIETILRDGENEDUS ‘VIRUS A.'ITA-[IIE5

lhmtuttamudnm-Untrpcnsmtalcmzpmeaanmchui mahemmgmmusnmrndcnrhichwemhnfactedn-ith

wrnputerviru urigjnating; fium Unix sun-:15 [lErET].T11: Unixsyslnjrnwurcnutflrr: I:rri;.'-i11:al paint of

may f:;5rrh:1.-irI1s$-'I']1-E3 were dnlmantwhjle +:nnT.'|:u:Uni:r: 5:.-rstarrrahutbe-:arn:hm'n1fiJJ 1.I.I'hr:11 H155;

migmtcdmflwir mggtagmhnu. Th: LTn.i1 55-stmmtedasunnflwmdcardars ufmrnpulmfinuesfm
nrher plarfunns. Fur thus 5.-min: I'.':f§I'I‘I;!Iii-I:it}', Ihn-re nunadflris nffh:-.t aflcrnn hisurical muiinllprnbiamnf
51'rI1i|.Ir1:1a.11.IrE. 'T1.?1J-|II:I1'r;1T'a.-'[ar_=,rS'_1.-rII:lrI:I1I1a' [1'§IE|=1]. Hctnrmim and a1.'r|:r:ifir:aIE}.rLTni1EE:|'|.'I:rE wh.1'n:hprm-1'd-1:

nrrwurkfil-a sgrflems I.re1.-'-ar5.' ruscapfilzrletnflrispruhlam Ifirltuhlawrdthir pII:~l:I|:11:rI:I-'|1il-I‘: iuvrafiaafing

an i:fuc1iunni'1:r:nurE.1¢flI:1FIt:l5lflIEh¢dlflln:hfi'flr1:‘Wi'fh I urge pc-pulaliun 4:ri"Un:i:warhHa1':md
IrI.=u-1'1:=..tatinJ:|a. Tlu: vh1aw'mn1nrflfyEIh:It:dbnH1:pfla-mflInDfi]mflfllfl7ng?h1E3ElMH$. Dwring lb:

infecfinupeflnd, a.Il1:rflhI:p:I:5£:Iral eurrputarawarn Eli:-cunnactudfiumflinnutnulimd idle. DI‘-sh‘. Illlthn

cnmpurerswere-nflriulihctarl, all Ismuvalnlnundlawaatcsrudarrdtllainfinfiunwna unnbaurmdfhrapndndnf
fltrre, the mrlrplrterswere reamnhed hathrmmrurk. A f=wwu:I:a1an:r.at:rtuf£|:=cn:nputersus1ng Itu:
smrmmrhusmmnrinfljcared H1.-E]-'hadbfl:flIIIIIiI1fE£MiI will] llruamrnu 1-rinr5=s.ThI:£::ur::r:nfJn1'bt.'tl::+1: 1A-as

fl'.|I:|:|i-d-t[1'|.'i.fiI:dfi rap-rasibrins nfexecutablesaizrrudun the U:I1i:r:fi1-rlannrrrra.

Thu: rqnauihrieswuu nrgani:::.1|}.r Q;l'D".'.|':l'Il:-tI'It[EIiEfi|i rwuumasfiarallflmpummlnumputtrsbnmnacfllc
Unix agnrtrswutefihariure arpruvidirrg l:h-ran: ahareadsawicesu-i1I~1'F5.Inr:u'uq:r:cr,d1i55:rul:1:u':hn:ltu
an-siat. Them: nfurlw-:u1-:ed5}ra-tenisaxpartzd frr:-m1h:l.JnixphtEa1-ms pnuvidadan I:aa:.r.p-1:w:1‘fiII rrrulhud
ufnmfmmgdulaiurludhrg cstraautablna. Sununnmrurk Ilf-ElEMpl'm"idBfl]1 dairdpmy 5|:rfi.'Iim1': finma

neturnu-kdisk, threamnfnujnrananun mdrudm:daIm*a3¢raquir:n::nI:.T1:i5:ar.3ran-nwpruvisiesnn up-an
niuurfcrrvinusea.

5 'I'.{L-t1‘i|'5PI..&T'FDR1lu-I VIEIJSE AJITAIEIEIIPIII

Eruring lat: 1994 a|1r1Ira.r|y1‘3l'!:'-I5. lnhanwrzdnrultiple irmmrmsnfatlcaarflmctramrphtfummdnnnuacim

:,-m l.Jm':: tystuns. Allafflrue snack: invnlvad M5-Dflflvinlses -wlri-t:hatur:I:ed PC-hand Uni: s_I.rst:rr15.

TI1-:=Iirrata'tta-::|r.:i:11.r-:I1H:I:'I:a. u-iiustharcaruptad Ii;-eU:Iix files}.-slam E'i"-BI}? I1i;ghLThant1::::l:wasIu-cat:-d
Lahagnvinasscilmarandhrdirzltud a.Llni::|:inaI}'w|1iuh'i'aarrJ:nr:r::II=datn:iI1nigEtt‘D}' 'i:l'nn'-'Ih=M5~DG|S

mdrushudbuz-n-ntcemhadrladinflaaflntraxacurahla rI.rhe-r-aitwn5rxa:utad.Thnri1'u5dldnutpn'fi:nna5

dfiigrrad, in fl:at1h¢num;p1iunwasfl1:ruau11ufthr:1-iruaaueaaapfing bur infactnfliar files: itwu no-tan

i1:I11:n:II:d affinat. Th|:‘|u"i.I'l.Ii-"-I-"HE r=in::iInl|::l=v=I]'mnrniu;E.wh=nthI=:&:rsfl¢afl1wiur¢!lIIrI&d- Tlit Btlmlldlflatk

immhr-ad mIu{S-Eli:-Ewri11.m1nrhir.h::r;:n4t-::d.arrdwIa:u-ncanarsfui ’m1n&¢I:|ngufl1:rfl=lu=:a.t}nueaga1n,thefile

systemmmrpmd, brrtitrtaul-:.I1:n1gr:1'1::u-Ii::I 5u,1i1:|':I:I:.'a]I-n1IriI1gtI1u1.ri1'u.! mprapagmn. TI'r::firnIl II1fI:v:‘.EI'::I11.

ifl'I'I:rlW:I:l3.l:lEi:ItiII:I1I:rIL'il1I5.5-ilI|{1|;'-131$ l'_'f'].7|B|ll|lI_l-|'ll?lEEIflIll1|'|i|3'-'5-P.|.'[£l'l'Tll| thalnadingufthznp-rrmingsgrstunr,

 Hbu£Tfi fifiE1hmE&&T.fi1lTbfilhm1| All-I'fi:&..I'.'hI:fiI'fl.£.I't.flI‘I-I3"u"E..'El:I#'fl.+4-=I{l}I}I11I5l51.J-I-. Nu pntufmhpiEufimn:yhuaqn'uhmd.rh'diII'mimflryflnmflIfln1Efldluln3*fi:Im
'IvrciIhu1J|I1-l;!d'i:|:"l':'|'I'fl:];II'tI:i.l=HIrh-[H'|l:l pI.||:H.Hl.fl':-.
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Ihe diff:1'I:n::'.'-5 hcatwacn Um‘: and MS-Dflfiaremuut The PC-BIDS and [II-I'ifI-I3|!5:lE.'l'¢|:Ii]:E are Iilnesanua in

budma.-aas.and fl1nn'm isahl: 1:: unecutcaucnrdiwtu daaign. In fi.::t,tu.ru diffurantvimnaswcrcntuctwd

perfarnui ng inthis way. Thcfimvirmwmspififibfprmflfl-DDS:-Hllp dhkeue. whflu I11-II.-1-uI:'.I:rnd1-'i1'u.'a.
w-uh-nnsn-lined usingaatfll undjscanvulni marrlnud. wluilemnbmw-d no hantmettur infe::tion.anfPC-

hand Uni: 5351;-nudming I994, 1.9: raneiveud L':p¢rI:1fi'ums3rs|1:mad:1n:':1i:ah31*nrs whnwem mquesfing
iufcrrnulionuunm Uni: anfi-virus product I:-¢::Lu: tlreyhnflexperiencud hundmds ufinIi:cI:lu1s:[un'ng

1995. In u-neimtanna, asinulu rmalfi-naIinna1:mr:quu;rIna:itaeufi:: i11'rE:.I':uI.tiI::1fi.I1:EtE|-'i:Il‘i:I;11.rIurJ:Ii3li_ Thu
I:q1'.i:1:t:n.'tE:d ccaxh I1:-atl:i.1'n:. rcauumca, andasal-caav-'a:.inti1u:mflJinua-nfdnflnrs.

Dune itis 11uder2:tu::~dtl:ntfl1:'EII1Zl$.IIIi[n'::-nazaaurfnznniians uuflmumcfnrbuth npenfing $E13EIl'I5-.iIiB-

w.~u:.-auy ha aeehmunu-Inaphtfannvinlunuulnl |:a:l:si3.rn.::db}ri11tntIin11-1'hm.-irusuanuld be nbletu
p:-gang mnuEH}rb}'fi1aph:Hhg'fl1EflpEflIEflg5}'3En1Ein3Dnh'EflmmflB3ID5EEfllfl-d flleutntufifi.-'i'G
ha:a.i-:','I;|n:.C|:m.ri|:IrI1aiI1g na.i.1'.'|1p1-I‘: "Ii" :Hl'L1I:‘:.'t.I.'I:II:=.

{i TBADITIDNAL CATEGDRIES [IF PR'I]TEE'HDNAND1EEIRFML[|FIE

Th:mar¢d:|J_'¢¢ tpadldunal -::1tEgurj:5::fprutaI:1inn,n::n:uf'nrlIiu:h piuvidtcornplunfl 
astand-alum I'J]¢'|iI'l|2||15- afi1:pl:Irran|atlu:rn.Tl1m:nIeauI11:=.a.reCunt:uL Lusptctiun and. l|1.tng1:'i1.'_'.'. Each car

than: me1h:}dsha2an1diIinna111.rbauu1.'md3q:IaIaI:h.r.

-:m:u1-4:-1 haslmn thI:1:+1i1mI].r1':1lJ:IItI:rfI:|1I: LLB. nalinuzalslandacrufnsnan urn:-n1pI1Iersr=«:utiIy.111e:~rdaaIwifl11i1e

mnml ufafi I-El th:a}r5I:m,iufi.1.nnfiun5, I433-Er1n'Ir:-Hill:-IilI]I:fll:Iilil}'TI:+1I1I:|1n'::l2II aharethh in IZIIE symm

TI1-:5: natlnrIalsI:andardm'=c:u:fifiad1naIfl:m1:.rg:nurau3-rrefextudua um: H'.fl51JIJI:I'|.I'BII!I'II!:E{|11I:I1=i|.t1'Ii:‘I1-I'M

given b-mus: flu: I:-mknham: diflizrenlcnlurnaavera. mB1tinEaliJJ'nq.-‘shelf!-nutli.k.:In.iJIhn-wJ.‘W'i:.i|n
fl1e.5¢sm.ruiarda.1re aw-aluah-1: and iltfllflrlflllifiapfl-|:l-Dfl:-DJI[:|'H.'t¢t 5.‘H.‘:1:.I'it1.r.11I::‘_I.-' duhnutpiflviieadnleuant

against I:-I:-fl"n'a1'e Emit. .-5;.1.rirI1£-izan-aft‘-E-clive my -|:rfga'|::Ling c-nnuwnimrarasystcm tvtfiahiihlj-*
cu:r11111:r[|::d E-:r.'.tI:at11 auchaa HE-1-1'lIB:1 1-=Er5i+Jn:1f'LIni:.In1his ::t5e,cnnu'n1dnasnutp11a1'iIi+:p-r:rtc:v:Iim1
agai:I1s13.ufl'u.-‘are aflacksbucama ufflluvirmus‘ nhiitgrtnuhanutpcrnfinriun sniswifllfimrhuewmvner

inihnted. .-In-int: muck ga.i115 Ir.:::m1:I:rrrI.u['|:i|:Il:I users flluuglu 5l':In:Ii film. Access I:m1tn:rl "E Iksignbdm
allnwtheaharingafflles. Theahflily 13: slur: fi|H.1'$.1h1si: neuct ufiha usm-and csnnntbe cljminated

1.1-'itEuJI1t destrn:-1.-'ing H1:-u.ae1‘i.:tnesHIFIi14as}':1::n1. Discrefinnanl A.-Ixn-5 Cuutml IDA-C]! isnnt pmflactimi

againutauflnrar: umnkahmanuit 'ua.w:akEn-mtufprubacfimwhiah cube b1.4p%I:Ia.TLI:|, as
1'EflI|'J5I#GDILtrn|+;Iffl1: cad nears -nrh-n -.-1:1-_-,--nfla.-In iguurcii. Siteswhere 1ha nnjutityufflie fies

an I11: grstsm haven»: H-5.f.'p:'uEx:tim an: n+:rrna1I[Im:1:.r LFni::a:'tI::hmr=1;:=nt:rlaai::nhit.a::rtingsc+f‘IT1",

u-hichallnw anyuans to raid. writs. I::.u:uI:cH.'m»:rdifi'fl1= fi|:.JMan:la1-ur_-,- .Fu:I:.=E Emlrnls {it-{AC} aim

havellulsaffiutunvirluasfivityrfarfliuaaaln rcamun.-a. aflhoughflfifl umlh-rnunflgmndhibentitlierv-uh

nnrtasy tcrbypm.-5. F.fi3]l1ill'I-EE‘|n‘i1'|lB31'IE.II1IEfl.[ll:Hil|31.[|:fl]J]-E lil-nuwnud |:I-}'adiffi:r:::1 um‘. itnakeac-n Ill: fill]

priviiagca 4:-flhat us.-:1‘. 1'.1:H:11.Hii.I:I.g aihcfltnfihs n-fnflzcr 1:53:31-'l1:1ae permiaiuns illtlififlfl Ihl: El.-‘H-‘C3 and
MAC Fl-EITE[i'.'fl.iD1'|: 513 crflhl: :'11.fi-I:‘tI:I1I.III::I'. CH1 all a:.rn:ms. 111: naadtushan-. film fJrI:::5111a crsaliun clf
u.t|3:rs1.I.rhne.:J':t i11muttip1:p:m1.i£+sin-nacli. flaisnllllia-ltmcinbtnhipaflnfislriniaesmnmvebutwuan

MAE cmiipnruuam and 1e1.r-.-.h. The mducfim afzrmltipln mamlwmhip usunwrfll slaw Ihe Ittvancenfa
1n'n.-.51:r1.It1.I'i1] nut ::]ilI'I;i.1:n'N: it. Finally-', once In"J'.rIJ3gai.1:s man -El-|]l[fi.13J].' accnnnt III‘-D-Ell. apnrainr. ism}

itca.nnntha5i:rpp:vih}"m}'fnn11-nfnnuflnl.

Ilfilmfiflflisfliflfiflflififlnflwajf uf1nca1ingbn1hI:nu:wI1l1D1e5in cpuatingsysnnmsmdlmatlngluin-M1

uirua=.s.Thah:e:.rw~nrdha1'¢ia‘i:1m1u'. Etystumanditbanls Iucha.-s EDPEEATAN H-Tl.dfifl]-B!1'Sl33fl-D]I|]j'

1I::I-I::I1:r.':}!-I:I-lE:'.*.lI:I1:;I1.I.-'11 mthemirmfiacmlencannnly |l2lrl:2ItE‘|.I‘i1'L'lErlE]:I]|I:I".'i']!I13Il|flIl.|!-'l3l‘L 'l'J:u':5rn:a.n:a l:1:IatnI'1'rI.I5

acmmzrurinspculinn hmlinnbsalcteeveamhafiate it isfllippedfiumflma fi1:1u1-y. [tr:aJ1I:I-nI].r:1::Il widuihc
pa:t_nE.'.I'er'flIEI1:IrI::a:uturfiItLn'u. sine: cnrdifiumamuhad furmnutcxfltatflaafineafmding Virus
ammcrhavetn be cunsunfly up:fated-Th.isishamn1iuga;rub1umndfl1fl1u:x;pla5inn ufvruxsbtini

I:1'E'-IIHI bynewnuthursanflx-irusc-nuupumraidad dnaign audmanufiuumflngmulsflf-EAJ1FC.fiIhl].

 

GD .  Efl1flEfit§flgILH.H Iielfihhfl-I1L..lIfl:fiII.Cfl:Il:lfl:iIl.l}I]135't'55I:IfllIli-—
fififljligflfifliila-D. m_wfin;flnL mwhnp@flmwm|mmfi$m.WIlflmflHwEfli'A'I'Ii:llE mar wnflun purnmm .
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I1 hasbeen prupeaed1ha:auditmelem:h£EflPE can be needtu deurmrineinfeuimu beemeeflzey

3.-11-eng1.-hen the e;.r_e|et11'eebilit1.*teeenuel:u4:ess and uhtenuvelumm Than inmentiun tenuI.+aunJ;.r im;rImre
eezntr-e-1. As 5'-|IlflIiL¢DDh1J1&fi-c‘.'E netprm-ide prutectien aiairuahrirus attafla |tefle.I:n1p-:3 to hep out-aide

p::nIp]v.':EI-Lfi anclinai-d-e people wilhin meirereaeefaufleurhariun.

'l'}1eTJ1irnir:ategn1'_Ir efpretuaflenie lnte;s,~1-itjr. Lutegrity E]-'5-l3l1!lflfl:I.'Il:]'.I1.tE=l'IdI|51l tedetectdinnge In dleh-'IS-DDS
wufld, ua:Ig.- i11te:,gri1}rs'_I.-‘ste11J5ua.eI:1¢:r~I:1iI: redI.mdan:::.H:harae:ter.ER£2.va1uu H: detect-dtenge Anrinumes
fl1e11r:rea1ed=arl1.ie]1 eetmhered 111:‘: p1'uteeIien.The~.riruedeten:nine:dthe {JR-C value II:rf1:he targetflle, inieciecl

it, flienpiddldlhc file unfiltheflillfl 1-altleuernputedflneaaxne- Many Unixueersslill use1I1isIne1:1'II::n:l ef
r.:|:L:au1gE: -deteelie-IL, erweq-ee,1iIegrafleI:e;I-Hausa Ihedaie ufhstnmdifleeflenuan indieatien efchange. The
r_'I;a,‘t1:n|;rf],fl.'|: ruedifieefienem beehangedmmyvfluemtlnixaysmnundmafinnplemereenmnni D11

Inan:,.rs:..reu:m:,aneptien uI‘the ‘teeth’ ummund pr-ovidmthie ability.

.A:.L3.r':ntI:gri'|:].-' tmlwhieh deeenmeeuypmgraphiemeumdsis e-fIitrIe1.I'alI.Ie. I.uf£u::1, i.f1i1e inIe31'11'JI"5!-'3-‘tel:-L
fiiram |;I::|:1:-::tJ.‘:ritiI::a]-:II]I.1:Lge:E,fl'|-I34 false armele -:;If_=.n|':111'il'_I,-' ereeteel in fl1.ee1.rehen'I epemtureanhe :|e~.reeta1:i:::,g tn

fl1e.'s}.r5I1at1:. -Ejabew-Safierealed aninlegritgr tn-r.'uL CIT. uaingflme REA Ame-c:7n'aee" 1'-EIIZIE -:::.rpt-I:Igrap1'u':: hash
algerimrn. S'mee1i:e:igurifl1miee1:.I1:mgrephi::. ltcan defiau:Ie'I.reuaeirL.-ale hitfljpend cmnetbe misledhy
my IEI'II2lI‘fi-‘II. Inea.u.e. In uddifinn, :|uri11g'd1e-:ie1.re]::n;:I'I:I.:Int:r:t"|2rT.it1:nrL1.1I de1mmi::=dthetit'w:.eneee5eaI'g.rte
deIeeta:I1ditlen:a.111:| deletienetudne file 2.}.-.I.1-eI'I'1._.eim:e theaeemldbeindiuefiem ufn-can-infeetie-ueetteelce

such aaperflermedbjr Trejanhenrsea, 1.-.-1:-muendh.-.'u;:1eers, In Ibis 'n.I'eg.r,a ruflingha.-a:1in: can beat-fished
which will ellew fllesyetemnperamrm I'EI:I1|'|-"|:1'ql.1.i.Ii'.'-'|f.|,'§I'fI'|2|'lfll any fi:cn11 nzrfflle E_'."'.5'.1.'EI|EI'IE.1:lE.I'.'I|Ii. Mfldifitfififllfl
to theprn-1e:tedfi_|ea}-=ste111-cre'.a.te:[b:,r1Iuaufi1nI'ize-d uaersnraufnl-ran: eueclesean bedeteclerland Ietnmnesi.
Usin,-getnulefdlistypeallnwetheedmlnislntnrte 11::-:ate me flm nfallnnt, Eineeihe
mndifieaflnn will havemkm plauebehereell I‘-|-|'I|2I-|f.|!|fl‘ii'l!I Iimed Ev.-1:, the hataalui currentexemlliun ufthe

inmcrily In-e]. Finally, integrilgr telelh em |:r¢ ueedhu dJ:|1::I'J:I.1iI'Ie ifa d1'u'dp»a.rtj' file heel:-e=en m:-dilield tar
tanlpered. wifllprimrte 1.:ee-EnrI:Ie  flUnh upcatthair I-3-'fl:I'I'E nmrrpublish MEIS dig-tale Inf
their ea.ra£:m:.. Usint 1‘J:H.':ee digesu. it iapuesiblemdetmmlhe Ihflttltu: file cm your E.'_'f".‘:'|:EII'I iseumlg.-"nit
elmul-Ii|:+e."l"|:eIe waanudeamdafion fn:1I:n n:1isrea.«I:lirngtJ:LeinsIa.]lati1:u': uftliedisk
eg,-eteum, e-:r intent-iunal m::dii1eatien_Ifen1|euut7eenI:erdu-e.enc:n:e1I:Iish a list. end were Iznrl-I:rI=a1e1'J:Ie:'.1' EI'|.i"I'I
by inetell:inge.n eperaling wit-an: en mulfiple eg.-ehertu H-etediiferent media auur-I:ael.. The E.n':aJE£I digeus ef
aauh syatnrnaheufl agree.

1' NEIN-TRADfl1[}NALEAI'Eflfl'RJE5DFPHD'TECIIflN AN]?! 'I'IEFAl].-IJIIIE

Intl1ep-est, feneingayenenxswereeuld asap-upuhrunthudefviruepmteethanen Pcpla-n‘:h:rna.A feneing
systemwmite-pxulecleparuufdnedhk usingatardwuehmrdurhichh mideclte d1-eej,-e-rem bus. Since:
vine I::a.tII1vnti::fi4::tafi1eflJ&ti5writ¢I;IlI:+t::i:tfiIl13iJ:g I::a:dwa:e,itappea:ee:rhe ageedmethcr:l.'I'heul:Hrinu.s

drlwbaci: in flaattheueereannnt-smite teflle »iiab:ifitis1.*-trite:-jlr-I:rle£:te=I:1.1'hefen::in,g system 'H1e:'efi:+rehmi Err

ecreaie zurleeufprfltactiniififl fllatflteumreeuldperlhnnusefulu-uIk.1fim&Eeheppfl§rinflemdfl1e
unpmmctedzeuea.Feneingsyehe:reappenrtehnvenemrerbeenmmtetedforUni::s:.'sterns.fi}fier.§afidid
::rr4:wiI:|I: fhI:I:iJ:I.g nsamutnmsnludentaaulrieluetafirviceptmridera fewyeamage. Weeenggeeteclthetflieir
I:-Jntdiskhave IhewI"Lte-eninle ljneeulandeshuntimtalled. TI'IE:I:II|2H:l'E1i.'Dfl5}'S'I|:'.|!|11||‘l5 insmlledand lnginal

linluswetecranted far all fikee urhiehrequived eensrant n'uJdifi::ati:‘.1n In lees:-nnu.'1 write-emb]-ed d.isk. This

method I1IE.E!£ET11p'flf:.f$'l.IJ:l3fl!.fi.I]fl.E|!.1'.Em:|IE:fB.11|lE. The amt-iceprewri-dethaa rm-erhadawrite-prnteched
file meniifled hyan ImInb:.Han1.rpe::p]e |'n'I.I'eI1"LeeL hutmenreihud hessmud lhe 11:3-t4:rf'liI'rII:. 'I'|'Ii5

iniplemenufinn mefl:u:r:1e15u suffers from Ilheprulalem ufzenee efpmteeuen.
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+en:|'_nz:e 555J3!.I-1uputafa:J|1:1l:1|ufiee nnrhetulw-i:w:Ii.flIedi11Imuie1e1e3n'uu:LerrunmiItedi1IrrriHm

'nri1-n-n1: flue pier 1.-mitten p-:r.u1Jaeie| of fie ]:|!:v|:':h=n'-



W'MMHt i"HUEEEfHHEl'EfiDEEf*EEHJ5UH.IHEFH"DHK5
 

B  YAVA-.II.-JIBLE Ih'[E"II-IDES [IF DN

E.‘j-'.Er«eI-'S'eaI‘;'L IIIE. manuknmee die filstand eIdest[1991] ptud1JetEuthieeaIeger:.r. Thepteduct iaenlled

"."I-‘End an-flnHIE£rnfl1flETLT]1iJL5}f5IH1J15.5inE¢Ihfl.i'tnfltih1di:-d me ntherpreduetemreiieh-1e fi:rUI1i:-;.Iwi1'I

deal -.:..ri:]11:he ;:m:u:l1.e:t wtrhiehlemqualifinzltediseaafi.‘-7Firhd.

VFirflprevideap:meetieni:1aJIth:eeeete::enee. Ilpeevifleeflnnnelbgrsupplyingflue CUPS auditle-el
eJun:;wlfJIe.pr::prietar}rI11dittenlcrelLed11{D{'I'rL:_fZe:1 Heme Dem‘-fl3r}.'Z‘ClFE wasnutdevelupe-u:Eh3
C}-barflqlfiandismraflnblefieeenthe 1I1tvBIZElE|'.;,11IJ'|i|'fl1u‘l1', if.'}u‘.I'«e.I".:Tq,i'I'h1:|ie:veeit"Eneeeee.eJ'_I,.rt:: pm'.ri-Izle a
::erti.fieateefu1.eeabi.T:it3r fhrC{lPS. ItEEI:I:iH'fi»fl1e;rrc1g1'amdiIe:et13'fi'umfl1¢mrfl1E¢. Dam Farmer. and
supplieaitln 1hee11:i1Ie:er1Irlfl1eutmedifiI:ItinILufl1¢I‘theJ1pHflIEfiEiDE, Tilis-im-I.n'e:sthI1Ii1e-end neerdecs
nut:I'e:I:I:1'1.II::aT1'1:jl:I'Ii9:Ii flH'.Dfl'|J|!ITI.'1.flp]|' ufll1e]:Ir::+[I,'raIn. TheTHD;n*:r:ra1nme.|:e5usenfthe feetfllat many

Trajan at-Ieelr.-nus: duplicate filenamee where the file name ef1:1:|e'I':rejen iefineeerneaenpepuler LTru':r.
i::nn:|:rn;|1d im;m:l.art:: u1:t:nI¢.'I'he‘H'{::llI!!JtudE£n-fl111'lJJ,1.f.BiflIfldi]11i1.E *.|'uen"|:in' :1i:'eeh:1-_n,.-.Si.nee::|a.u5.-

uaereellew urerldreadp-ennieeien an fl1ei:eneeeunte-unuolfile,-Mendel-files]. itieusymleamtheeeamh

pafli eeleele-db}.-' fl1:t1.13erteee:Ir::h fiarsgp-eIe1I1eenuIIe:1de.lfaneI:ethetennhewriIten into ie:i.ud1eee:I1'e]:
peldipfim be ‘:'1.1:an"1::in', fl1enaTr::ja|1 urvima-infemedwreraiun uflh: Iaeunumnnd eunbe lueated in than
+:1iI'+:«|::t::u}' aniin-'tJl1:e.e1ee=eu1e:i.T|1e'I'I-I[Zrptn=gt'e:n lcnzrksthrdtlplieetefile lfitID.|:l|tl1'E||1ihU'l|t flil-.1.".n'_'|I'EIl..‘.-I|2l'L It
aleudete-eta Imerwmruhighriahfile IJ.II'tII3'-55I1I:ll1=I!n!.‘.|":It'I;:v.|'gi.1'f.‘.1Iir|1.lc:h ie.'Ii1ereault4:rfd11: Uni::LTaeJ:Iix "n-'i:rus

{IHIATSLT e‘LtIa::.CleI:"|.-'iL'Its]-l'I.:I:1I1.iJ'|,gI:III:1.1hI:

lunpeethaniepruvidedhy eetandeldfiluemenlier. 5h1e4:fi:=T;.-pheid!-{.31}.-peeb1etu:£fee'a.Lhi:L5;.-etenres,
the eeenneremillltaneeuely searches feIlJI:Ii::. Ii'I3-DUE. Eu-Ileiliteeh and A-Jrligavitusu an the Unineq-'a’o:nL

Ithasa1aflecneeeh|epenemm.mmnghnguagecefledC|Ifie:flq.EVimDnnipfien Lenmmae. l'.'2"-"I.'Il'..,
which em |:reused ha iceepthe mannea-upe: chte. I1: fh1:t,Iheen1i1|.-ntnanua.er1e:gal|3r—ul:lniI|:11a.eIn eedee

fiemnfilerveudnxs, ureneeerfflzeiretnrnereetien. in nidfllnpravhieinfiepemenee fiumflmevendnr.

There were multiple reaeene mrh1r{'J_'}u5-erfiegfififlit 1n-senate:-nary hdevelupafinmdeaedpflun language.

The illtlflfiillg ufthepruhleen weebuenunfing |:1ifiieu!nu:'ngfland:Idseenning l.e~e]::.11n::nI::rgjr.
[I-Lengr efltle 1-Iin1eeeuI.rhiel:| attaekunjz Ire1.I.I1"n;ten e|:L1'ire1:.r iI1.3em'ee e-ode endeereciltedin E
H|:I|iHfi#~‘HL|tJ:1 as a1ript.5:'.enende:e::Lu.uettIe easel}? d.e.'a'grLead ten find.a.1.-irua inwhiehwfij'te5p3,ee,the use
uftahs. aruzlwnarialz-1e 1:Ieme.eehu1ge.Humfleeeneedeedependunihefmtfilarhhalyflmufihlcfifinnflin
stableehings efeede which eenbe.-searched feral specific edch-%{exeludiegpel:.1neept1ie an-deI:eel1:h
vime-esJ.'T|11'5is nub-I par-Iia.1J1.r1ru: in the UI11'J'. e.m-'i1'4:rm11enL Sinee"iiFi:1dwa.s deeaigned Iueeaeehfur Unix,

LIE-DflS,App|eMaeh1te3handCmm1edm:AmiEa 1-rhieleluu li1eUni1p1alfne':I1,edfl.I%em|ld.n.u
lnngerbeepeefl, sineeihe infiehd file nifihteacintwithiliI Ml fiieencilm am-
file. In euiiiitien, file eequeneeaefetabheudevalueehedmhleleeac in size. tI:IIlI-I:IlI:l5flli=!'tiI=IlJ‘|-'3JiI21i'fJI'3.I!l£i

nets-eneru: fialaehjts.

Seenning fhrvinaeewrittenineeereeende mquh-ed eeveuaiinnneatinnsiawix-ueeeennere. It-'len:.u:rf1he
tTu'.'ura.1'eaqni1'e:d are flflmlflllfl-fl5DfGDfl1]IfllfFlIE¢fS.CDfl1Pflfl[fl.lEEISfl'Eth:fiJ3lfiflp in flmepreeese uf
taking ElE:lJlI1I£IltE1'1;l‘IJg1'aflI‘Ii']'ittfln in: mere: languegemdmudmiug ebinely exeelmhle. E}IberSnfi‘felI

1i1aIee:anpile1'pu:ereeuldpmvide aenlmienuim teelmieaj gnals; i]I:I‘fi'E'n'¢I.it’fl"|J1Jl11bEi1JJ:|H5IilE||'T1I!
define an lire laazguaaeiha-fl1:e]::a:'se1'h:*I.reIlnre:rn'ee1l:,.r.s».1fl:e tlmelhiedeczisienwaeheing made. 1991.
1'.'.'._'1.-.i:-.e'.-.‘:‘-::g||'i'1.r.re.'eu1::|l:IIe1:«::: heei1:ea:1yetaaI:$aJ'd$feI:'e.ui1usdee¢Iiptie-nkuig,-uage.The hngmgeurudefined in

.Tenut:,r 1991 and rcnrnedflme CjnE>e:Sefi"firue Deeeliptien Lmguege. CVDL.

During Ihedeeign 4:I:fI‘.,T'i.-"1_'!II_._ severe] geals were defined.The fimtwiete desiuue universal may of
deeenhingpattum rrLItI:hiI1.*.'{.'I'I1:=.!iI:I:u:11:l'.I"as Ilntlile language innnlpulateeneugh feaneesthaiunfereeeen
fixture requirementeeuuld be reuauhred wH:1'.Ir:II:l‘I:I1:aJ'J.giI:I:g Ihe 1m1gmgenmade_Thegnm:narendve1'.eafi1iI:3r

nfdaehngmgemuatalhwgenerelprugmnuningnfiihhfliepauem r:rm::l:in.gfl'an1e1:.n:r|:.T|1e:seg::ah
dietatedrrmngreftheinh-imie fha.|:u.1'e:e.1.1.-'L'I:]1i|:LI!I"|.-'|:II., ineluaiiag meneeeeeityrueprneeeeanyeharaeterathex

 

flu LufimEflv hIlH ‘Ila.-BI]1eIhL-H111 ']'I::Qn.i:I.nt..lI:lu.n’in.-Elnlnu-|l.l-dlIe.lJalI11l3-"F5. E1'I$:I'IIl.
mllflflfijfl. |~b:]n;turiqj:;nHinnei:un1|g.rhurup1udu.:ad, It:I'nd.'u1arllh'I'I.lE]'lIl'I.I:l'IEIJ.l]i2I!:diflI'|1'fi:l'Il

'e.IciIt|a1.I.I: nu pi: 'Iu.'i.I:u pum:'u.i::n ed‘ 11': pH:H.herI.
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str::rn.£]riuiua1l1.r,we desired th: napainiiity ufprnncuing any lcngth ufpattcrn hmI.r:w.r,

prac:'ti:a.] Hnfitapfflfiflfldfllidllinlil nffllflflflhymupardaamiptinnmasdaiiiad. A di:a::ripI:i::rt1u:ri"32.f.II2I|!ZI
|:q,-:3 lengmcau 3,-igixl auactunipart:mthn'iuF1in:u:5]unger.s:1d:emnaI1a.i1ttw'as u:4:I-nsidemd
ntmhiucling. Euuiuannpzt-a1nrrn~=r:d¢finn:d,and q:q:-er.|1nw-:ri1a.s.=:£mitiu'il5r{ur-:u.:  }nm
rmuic 311:9:-r:ae'E-actaiall: npfimflmufmahuflmtrnqaflttmmum ciacigneffinienflgr wisthe all-iLit:.-rt:

prmricl-u fun:-.m.t'd I-¢fi1enceprmjmit3rs:Innh1g.111i5fnh1ruuIa5anauinai1ytalucat¢ aaurcwndc:-I.-irusts.
Prnximitgrauamhg aiiaws Ihu dnfiuitim crfapattuarn -Harbin-11 wiii nutbl -E'Hl-|i-'H=v|:“:l-}"|§lIE‘- an11:figifit_-..r nfthi:

Iypht iI'|:':"IZiil'l: mama.

-Due ufth: duzign fhann'=snfE"u"DL isits Bbflilfmbfiuifldfiidlflfilfiilhflpflfflflfl qailsmu uarciainga
agraitrn E1-rpreda:f'meud]:a-.1I:1'n.a. Whiltdanspiilnrenntaanimuupmblanwifli 5-ufturan attack: theyaxe
a¢;uIn11:unpi'nb|flm1fi'iHIh»fl.I:I-EBfI1|H=1II-. Fl-i1iI:l€¢rWi]1ElIJItiI1i=I'¢Hifl.£'.E'1¢£iI1 dbl-flLfl'I=1D¢fli4Jli£~I'kI:In1-'
WE m11r:nt‘i.11hura3ling‘ filfiusiilfidmlmifilthwdumimh a.l‘Tl'.'.1-PSEC.‘R.ET' Inr‘CDMF.:'i.}J"I'
C1:II~iFIDE.I'fl'1A.L‘. l.i.u.i11gi2"'i.-"Jill... rnanyr dificmitpmaihlupaltcrna ufnumalmdccan bcpmam man:-had

'I.I.-'i1:lu':u d-afinn-I:i¢I:m5I:t'a.iI1ts.In 1]'Ii:!‘iii"E.}|', CVDL islhlatupmdinu ilmai:i ufapatlnmwhich cmmamh

u.-1111 ahighpcmnntagtafatwracyanflmmgfiigr.

Finally. anhifli hiuitgritj.-I tuna-Ecallud lfiffpmvidaaintagritgr to I11: II:L1in:fil-I:a}rHiI:1:I1. CIT
idantifiaa all films which have bun 111::-uiiI]a:1,n-d-:iar.T in, cur dalalad fiumlhafil-a 5}-5Iz.~n1J-. aid: hnrncfitm dais

ability ‘Ba mdu-r.*.tiI::|1 in hulp duakrupah-iininnrhencunrruatingsysnampmblems.

'I'|1.-.- use -nfmuhfiumall flnucamgarics ufpmtriacfinm alangwilit sensible pulicies flfl 

prmidunuxinuuupnutacfianafiliuatmflwwc runflandatuniminuniinhyrprmridirigslippcrrt in eacharaa
-n.r|:1i::J;L is+:|::fi:':i:-ntin ‘lb: I:i1:EEl'|:flH:II5.
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lbelim-:ti1atthJ:]:n'::h|I:.m flfl'|IIE:1[Eflfl'H3IEWIiflE]lffl[IfldlEIEEilfl.E.EE.iJ:BIUfliI I5ys'n:i'I'i!.1.I."J.L| cctnlzimietn

311:!‘-I-P, Ep-:I:iIIlj.r nuwtliatfllc |11t:I'1!|.¢t1:lH5 is-1flI:dpuprJ.llril}r. Lhilsystenm EI'E:'|iIE |:a|::i:1:I::-n: nflh:
'|ii'EI-Ifid-1ul."idE I.I1tu'ru&L"i.-"irL15:wfllbaunmnmarcpmvalcmbacatlnthcfprnvideflluflhahenafimufuflnur
f::1'.ms tzfnttaci: whilu mflng fawdrmnhaui:s.Tranap1:tfi:nmvinum I'i'li=:."b'fl-D£Ii1'I: mmmm nsnn afiactiva
atlack. M] I;'if1i‘L¢nI:tiI:i:T:s-nurtendjr used iilnreathag IMIIS-Dflfiviru.-aescailh-up-cH'h:dta U1:Li1. 'I']:Iis.iI1uI:I1ifi.=:s

Hie ::reafimafa:itu11mt¢dCAD.“CAM 1.I1'.'l'I.Bmn-E, snalth, |::I:r11.n:iI:ur]:Il1'mI:iInI:|a.I'111::Ir.TiJ: fl.ll'|.Il'fl ufvinncs

-an Llnizr. isaireatijrhiniad atI::|.'th-I: widJHpr¢M11la¢¢fE-nlsfiiliiiflifl-E-nu, [alangiermrzfatiina tn Eli!-fl'Ii'Il'|!:

rah-nts}. Theneprugrrruaanahltha rruzwn fi'|JIII!}fR’fl!'.tl1|.Tfl E5-*:tcmpu'f::in11ing lire}: fiinclium. Using: Ehuus
adrnpp:r,nrc:11:ati|:ga1.riru5 1.I.r|1iI;l11'nI:lua:l:u:|:i:t-|i1:::::apnai:ilit;|.r, is simple. 'WiE'iI}1ui: :IlI'k'E:Il1D-fglflhflj
netwulka, Iii:-eclgn-liielmiree-n1.'i1.I.+aH..b::t:I.w::r.::1Ban1:1T:1:jsLn:i-a.'ii1'b]ur.A.tt:::]:s=n-iJli:n: creamed fiantuse
ahiliI'.h=afi:-mnali +:«f'Ii1=n:.fiu-im and nlii-nsln hedwalupadfimhaw airman.-hr bum mama -u.rl1:r-e pang;-1:

bur: uapdauflitmula mnhaa I'.',‘.'EiPSan-II S.£TAN1:-nunakuyatam Dumb-iningfliaaatnuiawifla n".Ii:1.u

fiiflfflfimprugmnwiliafluw nfi.1.|!l:.r fi.1.1:n:l:'u:rnal'a'irL:.'a- El-:in11.-'tm:ma.i:= uualurnviruaanndattnulr.-inguinal
apmifiz tmggc-u31.1u:h a.-a.1:4:n|1:pam:a' wi1ic.iia11.-.d1uliicnu1'' l:::.r1ia:pctpth'm:t. TI1: 'n:|.fm'n1a.u'm13arImaa' prwiducl
by th: Inteririflalreaily p:mrid:suffici:ntinfunIIEtiun.iJ1IhI: Fur:rLuf]PadIin:s:I=:a:::1:n:ail-ciunsain
 ml-|1fl1l:|.f}f,1fl¢B.I:flIElE1‘Ii:1[Bj.'5tBmSfl'il'nHl:1 by specific. miliiina.

Fi2D.fl]1}',1'iIEfll:EIIlEl1l'DIID.E|:lflPItW'i|:|ii'fJ!.l purfaatfnniuifurahustlgu-aiaiuflcad :i::n'n]+:-f's=rI.-ice nltnd-I. It
iawel] i::I:Inu--I1 dutanintcmnt-uhnhndayattmcanbanude in ‘di.-ia;1paa:*::r:::L'.afl1t:_-,-'fl+:¢;+:|i:1gitnriH1 IF

paclcets. Site f:'s:1n'Ic:ra:hingw fl'u:iriI:h::J rumarlra
fillrrml pastel: fh;'.Imt]:I£'.a.I‘.I:.v:iI.'.i11g auumu. T11i:3:|.ra‘I:I:i‘i'I.'w'il1 aiilldil-'l1:Ip:H1', became legitinzatec u3u:sw'L1.]b:
squnltauliuutbjftlii: flanctafanmkpantem, |:IuIi'Il|:IiI]gat'|i:1.:Ir::II:.1:I.'II4:an ati¢aauav+:th=sg,n~stemfl-am
urnshiug.Unhrmnnta1y,am.run:m1n1as111:m:bawn:::un: E:1E-EDnfl1:IuumHmur:|}'b3'lfli.n.'Efl1E.irIF
addrcsa. 'l'|:1's&m::.i:ca.1:Ls-arid abmagznfpackclatn Ii1¢Iarg::tsit:.:au:h ufwh.i-cii has: difieruntsunruu IJ’
miizli-m. It-'m1::t]:n:c:l.5fl:1-I.-tu;+u5: arnutertn fiitarfrn-m1h.'Et].rp: ufatIa.::.}:,h1.1ti:1i: lntcrnctsvelvilnep-rmritler
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nan 1ran:;'H'|:i|.:5‘uJ‘:E:d-f':iIl1:§1‘:|L1:}.r]1It}'5imII I.'.Iu1nntI n-ifl1+;n:traIg..rj:ng :1: Ii:q:1'Pa.dd::aa. ]I1t-nnpu':IinnwI'fl1

crdlerlntarnetpr-uvidura.1:haaflac1::n:aJ1 -‘nu iiulatad fr:::m1hI:Inta11:-ntfuri alum’ limu. Hnpafully. liw

nmnkarwillhumruabomdaaadg-5 awaj',un:a:1ba i|:Iant'r.E-ad fDIIEtiflfl.b}'ElWEI1.fiJIfiID15flL:‘Lflfl'I|1|:f

pna5.'5ibiJit'_I.r iahnuaevimaestn generate Iht: a:tm:l:_ If'11.-':I'1.m'.-!.:.1.1::m.-.2arfu.Iin apnuding tn tlrnuundaufaitus

on 1i1:]ntc¢n:t.aIL:1isprui,Iarnn1:=dtcr5ta:tanl'Pafl:1:k flflflillflflljlficififilflfjflflfllhfififllilfldmffltflll nun:

limc, fl1I:::ITJn1':ia nu way In 5'.u-1:Ith:arI:nI:I»:, banana: itlna Dfigiratcdfiumflruuaanfla 4:!-t'5iha~=aIJ| 4::-fwhiI:l1

nr¢1iveh::amg~es.The:u're llI!IlI1i'.I:IIIIE:I{1i'n':i]IIfl‘|u"E'1.'-III gunff-|i.uu,3inI:e Ifla lnlaauetaandneptnsddalatviflbe

htlpicas inth: Sic: ufacuardinntedfiiqncrsadunankfisflan

i51ufi',th:hu5tag;:sma}'nfltflv=uufltiD¢th:Etfl1:t¢iEIpfib|:In Thclumrnttacwiuuptmidurnflmzimdmflza

mrgflsynem isiutheheatpmitinntu lieu-cl:Ii1e atI:a.dL; hmI.rmr:r,Ih:'_I.-I area55I.Ihj-acttnfiaisaliaakasflle
1a.rg=t. ain:+:d1:=1.rn'n:.r‘-::t'ad1' Emm Ii1::::t:::=a.5i1r-r.ha:r:1iId&I:11 umguaflmdim flmirnctumltfiommulfiplc
S-III-1.I.I'i:E$.

1I[l'  flHFAVIRUS A1TH.EHH.GA.JN5TA5ECURE-UHIENE'I'WDRH

The I:niJ.ita.ry and rnIn}'mh.e|'cnn1:ania:i:aliwefl1ItIh.e:.- unpmtucudigiinitfmwnrdatlanhbmauselhay

nnuplcrg.-naiaaufi nafiiruriacaunfigzrnfiun. In anmawaacsinaammuflcsurflmma h'L31:]}'aaaL1re“E' med

mpg-aliugnpt-=r::: [NEED-TG-UflE_[_Typim|lI}r, thenflwsafltwfllmtnllmvmndmu, Intametunnnecticnia at

haw-I:a.I:I1.rI:I::a::m:rni:: :aunn:cfiuu5n:cEgani:aflunsmnniI$=ufflJ:ium1:diu:n:=ud.|nuddifiun, Iilnnutworlvzann:

almost aJii'a}'3-hetero-gan:uusb::au5:ufhgan}raqu'q:Iu::nt.pIin1aIih.r PE 5].rs1::1m. T11: mtwmtdmiylum

namulljr Ellnwflm P-C S}'E'tE:1!|£|-B Irrreuintheirfl-nppjr :1is1a'.:iflv:5:veuthn1Jghtfi::iratu.n]11nnnttna mmmk

rtnd¢mfi:Lnnnm:ns:=:1Hal.N¢nwr|:s nfthiaty-pehivab-eennnmidemdaacmt:hn1mr:r,me3r areupanm
inthmufiunwufamanaulmvia fucuaud virus.

nsauningthuthnpcrpanmorhm aumhduudthummnemuma equlpmcmnrprefltiaasmucpumhlc

mathud clfatla-I:I: agaillatfllia l}']::IJ-fu::Ifi':hI1E1I"nnlI1'tI!l:fiI!IiU'EflIBg=flfhfl'|51 :h:TyphuhiMa'}' Eyndmnieand

Imnqmlatfnrmvirusam pmdunzanaunckuflmahiaurgcndagahnmmn Unixarstcnas butuflginaled Tram
anp,:tm:|1¢dPC,A. viruunbenmuadmflnaepaymadis Iriggarad bj"BIIEI:flfi1]gflflflPCfl.'|1E.¢hfldt-E|lt'lfl
tar3;:t1J.I:!l:w-::H"::. Thisia nuthard, withnlihieinailieinfnnuatinnahuutthecmlfigllntlnn -::nf1:11I.-III.-tw«I:I{lL TE1:
patpeuatnr wcluld T111111 1':ns1:J1'fl:u: vin:.aa1all:rf1i1r:l::~r:aIUni~.r:rsitie.a inthehupethat sum-aunncur-ntthlgat
the installafim iatalcing aniglnclaas. or an: afItu:'rchi]:1rc:1,wil]unlrn:nIrina;|3viJ:f+:ct nmmmnn usage

hum: lh|1m[J1.1IE.!l'.At dutpniugfln v'u'1.1sJ:La5a guuclchanua ufenmingflzunargutuu-umrk. Thisiaa

1.I.r::]_I-I::;|‘|I:r1.1.'1‘| wcutcaranfliaenhanc-e:lh.a:n1uaefi:euin1swfllnntrevE:aJ imtfiflncnuntheurgetn-rstern. Eh:

PC '|p"i|'l'.'|:E 1.I.I'.illi|,r.:t].+J:::=:|:].11;aH:|a1'r:lIu:uiI|g aUni:-:1n'.ms1'ni:: thcb»m:I:hnue-T']::11ay|uadvi:1.'smn}rbe

ne-cemnnrhe4:aLue1:r|a-rI:.r Unix bw:|rhun:s3I!atarIIsa1nmJ-tPC-m1I111m'|:r1t. 'l'i':~=T.|'1:Ii:r.1-I*iI'1I.E|!IIIjr1I:IwII|1::II1'L19Mn

imzhfll nhnckdnnrurhichcuberunutelycfiraciad. In addifiuunfiaevixuscancnraln at:-D1-raft-::1:=aIm=|h}.r

mnkingjua: c|f111:m:ng:r1ri11Ls1'.:!. ‘|.F."1:.f.|: the umnfmunnguwhmaunshwmdhmva |.mI.-"I:sarLd1.I.r:':iI:11,

they trsbi-dimticrnaland nmbnund fian::InntnnI1andcuuIrn1ui'mut¢¢uII:pl=:rt fl’c'flK‘:1uI-

ll CEIHELUSIDN

I helieveflmt I:]1e]:II'1:Il:I-lam nfattact .'3-IJfl".|.'fi.lE largat-ad ag:aiJ1m1JnjJL53I*3I|:J1:.wi1l:unIinuI:tn-_grn'I#.1-'h'u5=s
may bacon: nrrcprmraleuibecmsetheyprmdde Ill uffllabeuefitaofutterfnrrmufaflank, whilahaving
fimrd:awE:anl:s.Tra:1spIaflhnn1dm5c:5I1:ajrh-:::un1:cun:nn::n man eflhzumaammhflunnmmuds

cmimtly mad incrnling MS-DDSn'1-umxcanhtpnrtad ta Uni:.TI1'Ei11ch.ud:3fl1: I:|'¢ui.I:I-1: nfautonrnatad

CAD."E.'AM 'I.|'il'll3 1-unis. fiifllthpuhmumhiflu atbdarmur. Th: fI.I:Lu'e aft-inisesnnllnjzisaheadyrhinted at

by the widcapruduanmfflau and Hillhamislmatalmrcfcnhtg tn:-au:+l'h.I.r=ar:ru:bn:=ts]L Than I1|'flE1'11lt'I£ arc

abletrmmu.-, E-um sgmam m.!.3I13t:IIIp:rF::IIr['I:.i[fl1uirfI:n4:t'L::IL Usim a E-ntnaflmpptr urcrualina 5.‘-rinla.

which includes I:u:nt-hln: capabflily is ain1:I1c. "III.-"':li'| d1-e n-dvenrufglnbal nenvorlmfllu Edge human virnazs.

huts, u.-arm::andTmjauswiJll:]n:r. Aruckawfllbenreatedflutun: abilitiesfiumallnfdaesefmnuand

ether: Inlrua dwal-up-ad. Thar: haw ulna-:l1.' b-E#nCHfllEWhflfiPlfip1¢haFG1EEfl|iEudiHflfi1EEBDIJ-H'CDF‘5 End

flu fl£fl?u'Eflu' 9flHinEflhLm11ThQun&uI.A.&#u|n'&hflfimDfldJ¥EE'Ighfl
:1. {I}1£l55lI13!I.Hupu1uIEfi:puh|E:uimmu;.-hnpnlnnd,nu1dhrantivninynm-gwliuumiudhmyfbum

-u.-:‘n-.-um than prior “firm nmiuim ad‘ 111: :|n.lI1|£hII-.1.
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SATAN In imkasj-‘mm, flumbinirg flmemnls u.ri1h an-'j1113CADe'CAM ]:|»r»::Igra.1mI.r1'l1a]_lI:r'I.I.=a fiJI1j'

filucdomlvirmflctuur tI:H:t':B.lJ: :$1.1s.I::m vinifi-Bfittraflnfik :|::::i.fiv: Erg-Lats.

.FI.3'|hE=.'i¢ pffl:-1:fl'I£ unihlliflewmemuth nfpmmztinn m11:'1I:Ia4:reaIa:I. EEEfiEIE-]1hB.1-hiI11I:=|i aI5I:1.rI:ral

pfimiiaingmcdx-Ddafifpfflncflan, including real-lime smuflqrmmimmmrhich usaarfiflnial i1:Lt:]Jig«m»:a: fur
dnipledmhinnnwldllg. ItlsI113'hnp¢fl1:I111IflE{:It'fl-blralasfineverteacheuilslencaa, hutlaualmadjrusting
flmmin an al:I‘.::mpt1:cI dwimmflmdsufmmtcmcdnag I1:u:m.]fI-:.-anI:1-can Itweprugrams, am-.:n uflzlars.

Ewan wit]-. macunmtprubl-pmnnclthn pm-umis: ¢f'mn1-u: supluiaficniedpmbluxuandsanlutiarrnsin flu fiiuua,

lib: unellting Ih'l=iE"n'-E mhewrulniaflial Um: 11: LJn:i.:Ii-Ii.1I;-I: igrahrmnfllwnflntm tupmuvidcapay-back

w:]l'I.I.-'«I:Ir!h flit-tnltufupemflngmam

 

HRE¢flh11EflI|'C-fl|i'FE%5VCEfil5!H1huElnhLfi,1I11rQIflnfl.fl%lm. E|"1|fl'l-Hit.‘-'3|1'|i1-'|3'E'5'-. Highli-
flflfl1fli.+4.uu}1z;55ss1_15+. Hnpnu[&pI1EufimruyHnqu'niHafl.InlflmJMnflml}IInI1.nrtunlflmdh:m}&nu

wEd1:n.1I.u:]:I'im"n1iI|1p:ru:V|:I-iIn1:I'I:¢pub|.i!&:I1.
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flfl flflfiuEl#Lfi11 Th:lIinhui.;LIr3‘*I1h.lIJ:Iu1iI.I1l.'I3II.'(1l3'k'5.$ih1I~mmsgammp.1qrfi;phfi.ufimmaybamp-uduni.amudhumi::fl:3mm1.uru:ummu1uuyfinrm
1l.'|"fl;|:|1 fig pin-vqirlnmynmiuixuuflrl puhflura.



‘WI-If Dfl WE NEED HEURISTICS?

.F'.F!i1"e'i' Feiiflersn

ESa.'E'a-5 Ei111bH,5alta|1cIflE|~l$.l5~fIlJ~1 EA WIj:£'.i:|E|'|,ThE Nesdtetlands

Tel-I-3| EH-El’-'-1 I'.E'.1'.EE'F1:It +31 E-'Bi9'-|i- WW9'Emi[WI h£nI

flue: Dfthe main diea4i1n'autagesnfnIast1rin1sseann-ens is-that they reccgiiizc tIn|)rh1cw|1'.r'a11ses.In

ad-d'lie-IL about 1-Ell newvituaes mpeareech month. The e:I:actnumi:rerd.e1:Iendad1J haw rnucll sparelimeihe
'|.-'i|:'|.t'.! writers |:ie1.re.i:Inthe sease-11. andpretral:Iy- even cntheweather, but an average -cf lllthrirueesper
mendi is s Eff: estimate.

T|:LismI11l::eris significant fi:III'|1II‘I:I-tltllfld-1.l.|'i’fl‘I a nttrndtlg.-' update cycie |1«eeause,'d:iedaq.-'1:refere:.rtIute=eeiire like

upgi-ade._'fl1ere areal:-cut lill vine:-es yclur installed versien flees net rec-eficnize- Fer pmducts w'tIi1:1l:Ii-
I'I'lIEl|IlI2ili5' tqidate eehente. therewill be aheut Efltl neiw.-iruses fllatniajntctbe eletected. Illflfl, 3-1J£|1a pnlduflt
faitste idenI:if1.r an average ebeut lilfl viruses Sen-ie will he deteeleri aeaaew vmientefaeniethieg Ie:iewn,
but nun}.-I arenctdeteeted ata]l.Gencri:deteetienis1i1erefa1-e required, etatleaet desirable.

HEW DID HIEURISTICE CflI'h'[E- A-.Bfl'l.TI"'.’

Researching viruses is fi.Ln,l:a.1t].ike eveqrtizlilig eiee. egreat-deal cfitismmcying. After her-i:ng earamined
-rl_1eu5.-amie ::f1.'i.1'u5:a, the fun is gene. A pcsitive side-effect. heare-var. ielhe Inemeudcua speed ehrirtls
anal}.-‘sis mdegr. Ah-cut halfflneemnpleea re.-sear-el1e:rreeei~r are acre-viruses; fileepceiti-me frame

F}'|J|'fl[JEfi.flg product, Eateaded 1ri|1.|see.ta'fi|e=tfi'I:I-111$. "ui'J-me Exchange Bulletin Beerd S'_Irstem.‘|“h-c first fliing
fliatneatdetehcdene is taseparetetiie 5-irusesfrarntiicntra-vlruaee Ifyeu are :1I:l-|E11;r-Iittl that n:|I.|ielI:1:.r.1.reu
saw.-'e1.naluaJ:rlc time.

HDW DUES HIE.Il'RIEI'Il‘2.'i'. WEI-RE?

E'l."-EI'_'p" aI:i1:i-1.-'in.1s specialist can tlcu it. Leadthe file intd the dehuggetgsnd brewer: teen-ti. Dtieethe file start
mu.-ling eemrnaad li.1:Ie param-eteta. iliiiializinn the screen. tlittrttline a cum-‘light nctiee. ellcneatizag met'r1.tIr:r'E'

Then it ice]-ts‘-rmr much Iii-:e aI1i.11nc-centprugniru.

I-Inna-e1.re:,ifit perferntsaa llJ1|ifi]-l31l.fl1|;‘.|I‘|i*.=lI:i.'i'_|p'SI:I:IIl|:flli.i:|;'iI iertric fereetrange rcepense in erder I-D find cut
wlnellser iris aireaeiy resident in memcry, and ifiteantaia rautines ta saeaieh fercsecutablc filc$.eJ:id
eunlaine adid-: Ji:n11'nal1i.ug rauiine. 1:l1esI it is sdniethinarthetdeaenrfi closer e1tami|1s1:itIn.

Heuristics attempts teperfami this basic reieareh autemefically. Basically, a]:Le1:a'istic analyzer Itltiks fer
1.-inns-s|1ree'ti're lhi.1:Igs, and increases: e-t:tr1'e witha certain 1r'“I|I]E1A-'iZ|.lI1. itfinds ."i.tZIt'I'.|:1J‘Ii1‘1fi very 1-'i.1'us-Iiite_ If
the eccreesceeds apredefined 1.r:e.1ue,it3.-'1:lls ‘1.-'ittte'.

 

EDD.‘ L-:scrL.L.ErsIICtJ.n'Fs'REM:a?t1ta!§1firu:lI-ildi-Dd.11ThthIeI1nt.ahI::dIn.Ihtirl=fllt.fl3'£l43‘t‘3.EIairi-
+iHtI]-11355551.!-P.Hepmiutafipialiuflmus-hanpedueed.nmdhI1whflIItm.WflflflhTb=dhl1'flHm

yhi'hm.rrfi'n]Iim'1k1'iTthpfl1'dI'fliIlI!fI#]J.flJiiIhHI.
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WHY IS l'LETJRIS'IlE'S SCI lJ'IFF'lCIJI..-'['?

[fheuristirn is se simple. wing.-' dI::rL‘t1.I.-'e rnelre mere use nfii‘? The answer is: it islft eirnplel Fun person,

heutisfles issin.'q:u1e, hntiinre pemn-I1 in hisnucta eenipuerkt hettrisficeis anything butsimplr. The
-I:IiEE'e1'enee i.=iernriaJ.T'i1ehun1nn lrrrein isanezseell-ent]:u1:tern reengnieer. Itwr:e|Ls sn nuterrm.rie.|ll:.r and

nnennssieirsiy flint we den'tI:'I.re11 knew eLL1'se11.-'es Innt we are using it end .EneH-we are using it.

Hewdnwe reeIJg:nie:peepIe?h-infitnfue ereshle in-reeegniee hundrede. ereven fliuseandeufdiifhlfenl
flees; Even iffifltrlflfltilflfi-I1liifffi'¢=11tIl]lI'GU1flt1l'eElS£1|J1-Elfin-%, westiil reeegnieetirrfeee. F1-um

diffiitent visinn angles, er en ehlaelr an-I1 whinepdenire, reeegnitinn isnnprntllem. Mistakes ere 'I.-very rue.

Eiutmn Hnyene Bil}.-'e1I Ed-i3|:T.E}' |1ewJ1enrshedneeit?Cnn en}.-'nnew1'ite ngui:1e]inefnree11'1J-using
heurisfieeaneemnpulejfpregctnmnieresnmnke up-rngrnn:Lf:IriE'."

Here‘s an example nl‘w|1ntIr'n'ree.n:‘I.|r']1en the'iri|usn.'=asnew.Idiriane:;pe:i111enJ ntneenferra1ee.lshr.-wed H
d.is.s.ssemi:II:.r ef'fl1e deerypterlnep efnnli-1tE'.-infeeterl. file en tileeirerirenripreje-eler. Evenbelhrel finishei
line question, "Iii-'J1at'rst]J.i.'!-1". sfewneeple ~ 1.-Ilrus researchers -}reLIei:l: ‘ii-11:E!‘. Ghwrleusig-. Ihese virus
re£~En.rehers1rnewl'u-ItEsn:|.'.s'e1e ahieteIeeeg:iieeaniI1:leeted flrnpleinluerlieteljr en-er ‘rt-I.-.-as 1r-sdenflnma

rlebuguer, Butthestengethjngisfllstthesessnie rlevrlnnershnrlseiere iii:EflenJlie.s desreleping a deieetiett
slgerit’n1‘rI f:n'M'tE l7I:r1'Ii1rr.iIsennner!

T11: aflmeepplieste heu1isti:s.Fee'evinJse'.-melt. irisa Irlvialtarl»: te fin-Iii:-ut1.I.rI1e1'i|»erser.rI:e1‘.I1i.1J.g is
eemplethr imerenr CIt'fl."u'iI'|.1S. The pmlznlem isnn tind eutinewte icientifi.-' file diifereris-e:neT.'|3r. ‘wlletwl:
learned is lilntwe see I lnh;-E'ti.1'I3,-' details, and lhntwe eiasflr allflnrse Iieinils as innneent, n-n'irns-liire, er
very 1rii11s»Jj.‘h:e,el1:J'L|liiiisinfern15.Ii:2JnisI::4:iiIe,led in epreeess li':sthnsn1~nre fllnn s fi:wB:i:t't'Iil|n'i1ies In

fun}: in-gie. FineJl1.r.1.I.=een1IIe1J:raeene]usi-nn.

Thi11h'.-nfitliiretJ1is:e1.1;t:1:Iu:1Jl:: 3-'n-1.11-Hnnlte he elnletereeegiiinenhmlrrebber. lfyeu see sn-rmnne rushing
rnwirnrdsnterlewith n njrlenslnekingever hieheailnnilngiln inIIisns.nd,IJ1eeJ1ene-ee£m::.I'n-I.I een assume

nemeihitigsuspieiensis geing en.T|1-e fietthet aerneene Hfifihingm Elirilnkis III31 Sllspieieue. The ‘FREE lhflt
he hasagnri is 3I:II1'lell'IiJ:|,fi flint niggers serne n1:Ientinn,i:rntsiI1eepe1iceeffieereI[a.nd, :in li1e US, even.
eiiriliansj CfiI'|_'_|'|'E|,|[|3,' thisis net neslirl reesentnetnssifir snnneenensn erirninni.The nylnn ntn-:1s:ing ever
J:|.is heniiisquieeunique iJ:Iinj:'.nne arnuwill I3fll'l!'.]jf5¢EELI'!'Ii2r1!IE‘. 'I1nnee11tp-eep1e.Euteven1;hen.ehiId1'en my
use itteplny en inneeentgame. Bnt en lhe h:nsisnfiJ1rsen'E:eer'rn1iniIsee]leeti1u'eI].r,weeEn rrrairel rule

nhnut idenfifiring bunk nnhhers: ifsnneenne iswenririga njrlen sh:-::|ri:1[: enter his head, Elflli iiflflt H flhfld. aid
else earrieee gun blltwesre neunifinrm, and ieslsn rnnvhgnnwerdsnr av.-eyfi'ern a benirsiie, then it is
pI'e1:Iei:Il:r aerirlinal. TD-I2'rHTlr:fD1:’nnrt'_I.-'pe:en'f'-e1'iInin1IIs,].rv:lu 1.1.-iii Invennnpply quite a letefmles.

Ffl.l.5EP'D5ITI"I-"'E5

Th-e an-me enenlple aiseshvzms Ihnt settlethiiig een an wrung TI1epersnn r1ese|1't:edal:H:Weie ebiriuusly e
erineinnl, hntfllefaetdiatflrereis a film erew en t1'I.eepp-unite sirle efihe steel giving dimfinns and filming

thee‘.-'enIrnn:.-'eh1n§«,e lneeenelnsien .Appnrendjr, r:-Inefees efln ennnnfltln whnlesetefnlher
feets. If=|haJ: single qun|.it}.I is net in yeur field efvisi-en fnr snrne reasen, jreu may eni-re st Ihe wrnng
ennehisien.

Thesame ie1:1.1ef'er hesristie eearI.11e:e-.A. F|'l'iZI|jI'H.|:I1'mtl.].IlEH'.'l']!'.‘:-'I'.EI'_'p' suspieieus, Enitjuetme quelilg-r my I1l.E.lv:I:
fllepregmmemnpielelynlneeeeitflnrdiflieufl |it|:t'I.2 lite neekesuleilnlfliisenequeliry isin ner -risiun

fieli1.TJJjsi.sIuJ~teI'.:rn1.rsII1eeese, and r-reullnzin aeenelininn thntwe r:ins.siI'y as e ‘Else pesiti'.re'.

Nehedy ishnppy with false peeifivee: iteeeln thneendmnneyte find nut what is fining mil: iflI'EE|I'tE1'1!'I1.

False pesitivesmsy reeultin flee femeus ‘wolf-efieet’.

l'.}D[i‘3‘]}$Lrr,:,.I:rsu::rJsrFe.e.I:.'-.n:Ee1ess1a.un11HhLu,:1I1uuusnn1.euu¢im.n1In:edu1.Dx11Je's,Erulml.
I'el.+-I-1-[IJ}]23r5fl.':lJJ!.Hepu1erfluepifln.emImn'eeinrndiue;medmerenimdqmrn,wnumuudmmym1m
wliheur like prnnnr 1|.-I-n"11nn 1:-e|1'I|'uH-n-I1 -n-Flinn p-|.i:-|.i|.hen.
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fit fslsep-nsilitredeesnetenrilj n-eet:itei:tetreshflef['eet.flnIsfl1ingIitatt~tn Hts]-telheptnhlem II'l1.1I.‘h
usieriuenpa: with isthstflteseumersnysutityitfltinksthatapmgmmmnyiu svirtts.

Ifthl: E::sIt.1:teI' E3.-'s e speeifie file issuspisiuus because it has Int:111tJt'1.'-I‘t5itientt:.EIttttl:i|ities an.-:f:1u:i.is1t
f:rI1'ne1ting teirlirre, then theusecris sh-1e tnjudge ferltimseifflts mesni11g.If1it: warning is imnetl shunts
weni pmccmng-,pmgram.thu1 thimeesnte flnslsmnetitingveqr strange it!-g2IIJiI'IgI.‘.II't.i:Ittv|L':ti|.15-|‘.'.‘il wutfl
pr-neemi.ngpreg1'amisnntstI1:Ipen:4it::i:It able bI:liJfl'I'tBf41iS1t?SEnflSt3j' 1'EEi-EiEI!1'I'I'I I1'1E1‘I‘JI?rr:-'-

I-[e1'e's1:|1edi|:nuI:ua.:ii"1itI:1»1-'tiIning is finned shetttaresident -tlisi-L ft1n'na1:iiJ1g utility which prtrviflt=t1:h: user
with then-ppnrl:.1.nit3-'tn Furn1etatiis1r.e'tte ‘en the E9’ 1.I.-']1iJes1:i:il inside snepplieslitln. then ]||'D1.I it'.l1|:!I‘itI' 'i.i'I|:I|: is
nntlting TIZI-'|:|u"-EI1'l'jF3i}t:II1i. TIJI: samewarldng fin have t|I.IilJ;‘. fliffirflntmfiinings tllhlittlme-quelttats, depending
eat Hieitirtd nfpreagrsm it refiers In-. T'l1eref-nret. itisimpurtant that it stsmtertellsyenettsefly t-Jig.-itfltiitltstl
fiie cunlsiinstt virus.

[in seenner is-Iieing this, the ques-tien sis: sn'sta:w|1et I:.'-tafitlgr is a false p-I:-fiitit't:‘?1fTl1E Suzanne!‘ pllts fl
slstnmentin lite leg file that the resident fialrnntling utiIityee.i1edF.ESFflR.i'vI.EI'EE it ahlele slay resident in
memeI'_-pr. and issls-n-shit tnfnrtttet edislt. i3lhi$flfl.iE]!ID5ili'FETTI1EiI]fJflfllIiUI] i.ssI:eI.nalr: and I3-|:lII'Dl3|21.'.

-I:|-n['_i- the e-nurleinsinn lhatthe file is: viruswtruitihe i.IH:tI-I'I‘tH:t.|:I-utthatis I1vI:rtt11:t:I1:It::1I:I.'1it1uIt Ilfiiite scalmer.
Thehunetn istite t1-newts: l"n:IsiJ:.r t1eI:iIieswttefl1eIitiss'.'irt:t,if]1~:trft:-:ItJ.t:tt;'. reeeitrtsthespprnprinte
:'.11fi:-n:rmtiun fiumtttesemmer.

Lfttfnurrnntttelygthere are n'1an1.r pmdueh fl'|Eljl.fl1-'1:"E|Z:Ilt'tI:'|I'IiI1.EI'l‘|:I.‘1 ‘TIIEI file ii'.I'lH]|I*tIti2t'11EHiI1fl".-"il'tl:E'.'."|l"'i1|.?t'l!

exaetlyisthentesningeftitisflfy-'eng_ets diskette freI:Ise1'1'tenn-nI."it]1 snewpmgrsm.itm;ret:tttsine

siru.-3. |'i::I1t‘.i'|i":i'+:iLtt'.-ttn5uItaat*.mt.1:Lt‘tI'e.tIti i'tIe|:In~1'E-thatlhe filer:-1A.‘? eentain fl‘t'i.F.15. Hien yen I'IE‘-'¢=I1'I

gsinedtrenrmtlth.

There erethree rem-ens whjrstanjltiadfiflfilltllj-‘tn-u whntlhey find:

1- ‘t"e-u nresttppnusedneutteinttlerstanti it

- Itrmsyhelp eempetiters

I It mnyrilelp-1.rin.Ls anthers.

Thefirsterguntentis used lit: en-I: must efienusetl. Aseennersheuki state thnte file is infected: net issue 1:

*rna}ri:Ie'. The ruture eflteuri.-lies. ht}I‘IlII:".-'t:1.',:i1'E[]ii|:'£|'fii1‘iIl the TE-!l.Ii1.‘i5.1lI:IH:lIEt:‘.'|t er wltite. I:-nt grng.-LT|1e result
-.-..-illabaraysbe qnmtleneble. flipplyingsfl in.ftI-mtstinnte dteeusttmer I'l1B:}"i1I:i|:|l1iJ2I1. Ifhedu-=tn't
unders1end.tntr|:retI.Ifh+.ta::tIJel|].'t1'nIes'unde:sIsnti,t11en1heinIiJnnstinn Itelpeti. Let estryrbtuilydeeide fitlr
themselves 1.I.I11etheItiII::.r undntttend stII't1tti:Ii1t5:. in I'I'l2t-E'[i.'I'lEilE.'5'£»I.'iI't‘i.TiI't1IIl!lII-EIJIE-,, newfllzslnt scanned in s

fin-e1l:m1th machine, se titetnrersge useris nnthntltetetihgrhtutisltit results anyway.

Thttsmnnd argument isnet often nseti,i:rtItiss.1rtIliti srgurneaut. By ttiiingtheeusturner wI1.ai_1.'Dt.t f:r1:L1t::| in e
fiI|:.}'D1lfiiBD1:¢|lj.fl:|tItcDIt1pEfltDI5 whet 1.-nnsls tneitjng fnr. It nnyheip Ihertt In timifirn ::urJ.1:q:+rnwe their

The test argument may he dtebestene. 5-tlpphrilg i.11fi.'.Innaflnnehm.rtwhe1j.PntI fenn-ti i.1:Ifl1e file-tells‘-rirus

autizlms 1-I-ri1nt11.rt::u are in-nlting feran-:1:t1s1.r help linem av-tliti t:iI:¢|:t:iit:ITI in I:|1|.'-il'11|-.‘.-Il:'tri11.I.BE. whltflflflflllf
happens iseertqasra-Jtlls tn-be.1::]-: mhhersu.-beset ups filmerewnn the eppnsitesid: eIfTJ:=sl:n:v:ttI:I hidetlt-:

fsetthatssmething illegal is gt‘.-ing ntl.

HDW EERIDUS ARE Tl-[ECflE|H'I'ERi!r[EAEl1F.EE DF THE "n."'IIiU'S AJJ‘I‘]Ell]RS?

Dfe-nu:sae1..-irt]_-saulizu-|'sdI;:11'tI[Eteht:auri:!.I:i¢s,[li5B,unu}|ingIiJuIfli1EmII'Ia.fa: eemp-letely new virus isdeleetetl
I:II:f'ttI't: itis evenrelemeti. 'I'i1e1.rtI'_Ir tn-e1.-'nit| ti-steastiunli-zr heuristies. ht! fltetis n-nttt Iritriaittssit fer them. It

is pcfisible, but ithss n

 

L|3,.5Lu!{.:.5I_£lI{I'£1h'.Ifi.|a$IatT£é‘tIIi-H1InlEfl:Ii1LH.!111-Ielluniru-lt..lu.H:ifl-m-|.fllliI'«ElI1I1.i:|J'IiII3'E'-‘3. Ii-HHHI1
+~l+l-I[Ij1135$I.J-ii.Hupmufmipt1iufimmyheum'mixed.fl:e:nmtminslnstnn.erummfltHi1mrfi:m

wifl1wtItu]ri::rmtnnpumisitue-fhlpitdhittls.
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Te svu-id deteetien by heuristics, they needtuhide muetvirrrs-like epeIsriens.,whie|1 nreerisgluhrelly that

srrti-I1::ur'iltiI:'.5 uetivflyhesflle felluvring ef'r'euIe:

t iiumuesheeunieiarg-eI,s1uurer. and IFIIEI-H: Iiifi'u:.u.lttn clevelup

' 5-mrtreteelmiques esunetbe used any-rnurelei Ill

* firnfl-heiuisties new he-r.'-um: Ii. suepieiurrs queiitr by iflflf.

Fur i.ns-|:sm::e,v:i:'u.-1 uu1|:u:r:|'e.u.sead 1:-u seitirrs ssuuneie ufsn ini'e::he1iii1e'stimeelan'[:1::r:a.r1 imI'e.|.i-I:i vsl1.1e tn

slluw the vinrel te i'rm:l I:rI.1'cII:|_ui::I.'.I]r'|.|.-']:Ii.r:I1 fileevz-Vere sir-migr ilfiiv-ted. Dllthirhefiflifilivs, the:-'I=HI1n£I-’t1.1Bv1iIeI1
meliru-Ii augrrmm. eureizrrrust inn}: firrrtherrrselves iueid-eTJ1e files. 'I'hisisu-Hare -:Iii'Ee-u|I:tu pregrsrmnnking
the vinls larger and much sluv.-'~:I. This isjuet rune u-flhe vine ieuhniques that cannot be used any-mare.

Also, anti-heuriaiee by its-elfis v.re;riJ1 eleheetiuu by e heiuistie scanner! F-ume snli-heurielic fliefliada used in
the pestby virus sLuII:s:|r's- heearrre, later. sumetiniug, flrsrwes eseellenttnseperete virusee flu-mnuu-viruses.
In u-tiierwurds, anfi-heuristics '|i'r-"E.5'l:|.'§I'.'d ten define enurdler virus-Iilte quality ufa preg.-rein Fer ineiarree.

virus :fl1.Lfl'ID1'5 used In-eIn+:r].rpe virueee tu hifeewhetwesiresiele and ihem avuid deteetimhgrheurdstie scanners.

These clays, with generic: deer;-pfiurr engines. eneljrpfiun isuu lung-er useful mevuifl eieleerinuhg.-I heuristics,
stud, in fir:-'i.. haehucenie e. srE1::isiuuse|re1-aelerieli-e.H.Ji euervpledprugmm bjrimeiiisulreedy suspicious,
and sinuses lire suurureriuluulll: st fl1EPI'DgI'lIIlIl'I-DIE eleeely.

.I'iI.|3E|.'|'J.'l.-I3.‘-'I'lH.£. 1 emwrehuinn tlenveeu. heurieueeaml. I::«1hn"-'irua|:Iru-gI'i!.t'I‘1.111il'IE. nintlmda. Pvlvrmlrhhtm fin‘

eiiarmie. makes it more djffieuitiis cream: I eigrreture fertile virus, but else male-ee lhe virueluuk suspiri-Iilua
ruileurisrie senrerera, heeaum apulymurphie virus iueirs quit: diflierent flum nurmel pregrsnu. It is one
my er the ether‘. unel die virus suflmrs have in cheese. Frnfi-heurieflee uiv-reyls hes a price.

‘i.-'i-us auflrurs hii1'Eh¢E]1h'_'r'iI'IfiTiJ evuicl deueetie-n I:-yrhenria-tiesfuequitesurrie i'i.me=.'1'11uI= an vmiuus
ducmneumuulitenhy 1heviru.s-urr-rie1:3;L'uun4:I +::p|e':ringhevri-uev-aid deteetiunbyr heurireiea. Siili, aheuut

30"}-'E1:rf1ire rrev.-'virueeeeu1: deflated by heu.1'EtiI:s.‘i-"irus euthursdel nutseern In be vvsijv euuumliul v.Ii1ii
Iireir anli-heurisriusrrrethude: I have seen Iziriginelvirue suureee.'I.Ivi1e:re the suiiiur ufiiievinfi stares Inst he
euulel have mreieieei clet-esetiun by |1er1rie.li:I:e.,i:ruttirutii was "tu-I:rI'I'I|.I=31 '-I-'12II'1IE' and ‘it final]:-' geteeaught

anzr-WI:r‘.

Isihstnet part uieur goal, In melee vrritingg ‘I'il'LlfifiIrII|:|1"='|.'1i.'Ifir:L:l'|:".i'

HEW I]E‘r"iIil.Il'.'lIPi'r[|?.I*II'I".5

There ereseme newdevelepments liu1t1.vil1 play sninemtsutmleui Ihene-srfirlure- Previeuel3r,|1euria.tiee
wssqnpesrsneeuriented. This means thnrlhesesunerwss leeII:i.11g fer eaertsin ineirmtien eeq11euues.It was
like seatehirrgfur eIirTI'nshi.m.i:1fi rheezqipueilisrn iiiatfliflj.-' 1uu‘h:differ=ent from uetliuerv |:-:I.:-|:III:.T'I1:iE1'Bl'II2I't'-*
-a:us1u:1':sui’i‘reisi.s-deazide wlruee Iuggsgeitr fl].‘.||:I'L It ivuI'|u!-.|:r1Ii I1etver_I.«' well.

A new approach isiuuseau urriulltur Ieeimulate exeeutieu flfthfl VJJIIS-,iEh!tEa£Eflfjuet1£IuiLingatihe
[rmesd u-fseerehing furvirus-lilue nude firegliieuta. heurieiiee |1Il2r'W luu-is iTur virus-like

behsviuur. We ne-Jnngerserreh ferhsraic 1-ul:I|:reI1s usiugflie fietfllatlhegr -lie nut 'Ivesrtie:s,1:rutiusrei1d 1e-uie
furhehsviuur.li'.'.:1m«=ni1e we-are s tie and rm e:e1:Iemive suit, butheheves |i1I:I:£r ::riri1iI'Ls1,heurshe is siili :-1
-:sinIi:nsi.

'WI1].rIii-I:]1II.n: nuiireeflrese Ii‘.-ctiiu-I:is befiare? The leassuwessirrqile: v.redidr1't have eiriuiulure. We F.E||i|.|ij"

hsclmclevelup ermiisters in unzl-ertu du4:r'_vpi:»:r‘rI:-'t‘g.I'}:IlJ::i viruew. We can new we thessme exuuister In
simulate eeutiun D-f'iI'IE' vims. l1'riees1:I’t nrsiier huvrlhevirue eulhere Iii-Lie '|.|-"i1$Ifl1E_'5«' sredeiug- lfflre virus

ieeauauutedan areal eumputer, irfinslly Imtu e:r.e:I:uI:e in viral iafl. like infeetiug I:r1i'rI:1‘ Hi-E, flu Iltflttfir

 

flflflfiifiuusvsveuvesssausmeeswu wmmeivnuqemg .ue.r.n..unnuun.ns:ravs.e.gur.
'I'eJ.+-H [-I].1fla!!E!I3r!it Hnl:u:1u£tfi.]:uhlieeiiuu:ue4.:-berqaeseue-rel.:ee'eu Inerelinaevli r‘-:|rmrr..eI'rnns11.ifln:|inu1.-Iiarxn
'niIh:u.|l'fl'rI1I1'i:u"n1iI=niI=rmisei4:1uIII:r=pIb]iII:I'l-
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1.1m? itie I1.idu:Ee|1.B:.r eirnulaliniz lite virus :iJ:neid-e1‘.1:Ie eeanner. inirill i'n1a.1|:r mreel whet it intem1etr;: 11:). mi:
rnelterhe-w ithae been eerieeneled.

The 1'e3u]1e::II"1i1u:er: new naeihede? Thejr are excellent Cmrently. ahuut ED‘!-in In-i‘fl1e 1.-inflee can be detected,

'I.I.'i't114:+uE falsepeeiliwre. Iexpe-et flint, wilh eentiuued raeareh, it-II.I'i]l fina]|;1.' trap-ueeihletadeieel about 'EHEIE’-E

out" the 5-imeee. still witlieut false peeithres.

This means 1hat out-ef IIJI new 1.-'iruees,1:I.ine 1.I.rillelilI be detmtcadl "v.-'ir‘1.1.-1. euflicrra will Irjrtn avoid detection,

but it will be quite I:|if['Ieu1tfI:+rt|'I¢111 to: achieve liner. E1.ren ifthejr $11!:-need. HIE]-' lie‘-"I: to pay a huge price For
ii, and must refrain finm ue1'J:Lg 5-un1-:een1.re:nlenJ I!EflE|.1'IiE[l1IlE.ThE}f aleehavet-D ae1::e:;rEtI1at1i1eviI'I.|5 beeemes

larger, :1-u:Mr:er,:I.11»:i rr1J.u:I1I'neI=e1:Iifl'Ie1.1.1t hadevelep. ‘i'u'l1a1ev¢r lhfi: flfltfiflnifi, We have IEHEEIIHII t1!IEm.'im'tt]:Iat
what u-nan: auppeseuite def?

 

UDD1 La3mfirm m1mFhunuI:Hn1u.!11iel1udr-d..IhIuflrLIJrh|'lIHn.fl}£1lJ‘|'5.Fhahrnl.
++I+i-v[l2I_III!.'!!.!!-13!.rJnpnnrtiupJhEuflmm|yhunmedumd.:hmdhe11tinfl:j:anuh11uirmdhn1'fi:m

-A-ihnuflnugrian-ni“rteep-u'mm|u-nc-f1hepI4btihen.



JII'."I-'1'*'I'E.|.||.'MI|.=‘.|'J: 'lh'H'l'D{J'H"Ef~EEflHEUN§]1E£?
 

 

Uflflivflefnmumcmnsmti-'c£¢mHwnmnuLu.n mu-um. Ah-h1i:IIII:. nah-1-h&=.nx:I4J~rs. E-nun-I.
'I':].-I-«I-=I{|}]flJ§l.I.'5:I,J-9.'I".|u:| p-1|:IJ:'I'Ii:IjpIJ|1Ji.:ui:n:I1InI_}.'Elrq:n'|:IdJ.l::b:I. I'D:l.'ldflll'l¢I1.:Ji1]l1'atl]'|.|1rIlm'rITI:IlU1|l'E:'ftIm
'rI'I'||'rI:I-I.I-I flu |:I'i-I:I-I' I-I1'il'lIa1 |:l.'rI:I1im':I-n Gfll: |'.I£|iH'rI.'-r-I
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A TESTING TIME

F'tItti' Rein-:':ttt:rtt

Eeeun: Elempufi-u;g,1fi.-'i|lian1 Knee He11ss,Brita.tu:I.ie Wear. Llen-:ierI:3.', Swnneeefl-'1 10 IEEL, Lil-'-'1

TIE!-I-H [T92 3E'.4i}'|]l'FaJt+Ii-|I1'?9I 31-Ii-|J'fl]

If;-'eu have seen the tihn.B1-'r:r:::3‘ee.t1.i'-ht-I-.5. 3-eumeyr reesll theseene where Jute -Craig, the ehereeter pleated
by Helly I-Iunter, eprepntinzganeesrepen Ferhreedeest. The Iinteeveihbletnget the tapetlrepertreedzr is

quickly running eut. Peeplesre seresmjegsmi sheutingttzrget 'rtree;I:,.rinfinie.edterpenp!e are meeting that
there’snete1teugI1tie1e.Fi1:rIeciuett'en eseistemstteteites up-the fitlishetl tape and ruhsttrithitthreugh the

eheteeie eeurse efthe news reemte the studie‘seen1reIt-nettt Thetepe 'etth1'usthtte s msehihesn-d... the
me.-3tn'eed::a:.teenfieues wilhdtetsped lepeflitl-rEpH'E|:ii:IjI'JEfl£CI'Iigi:l1JIWi'LiflIJflI3h}' efthe viettrem

realising tltetirlma. that has taken pieee behind the seena.

‘Well efeeurse Ihatt.-snsjust emet-vie s.m:l1hi|1_g,seren‘t lihcethstjn reel ]tfe—sieflte§r?hie et‘eeu|senet_hut
the;-.: 1.-amen: thanagrai; eflmthihthemetieaheutthe tt|'ajftItatthEbl1JcltIE=E31tl1|:-|ii9.‘iItJflf.!.TtJfl letter
estentthemtheistzrtte efthe printmedieend fltieisseentrslehitaeteristie efrmgeziee publiehini. Tel
uetlerstend tt.I'i'I1.' things s|'et:|1e1.i.-'s3rthe1.rtt.H: andteuttdettttsntiwhtr Ihiltgs are netes geet|.$the3.rsht:Iu|I:| be,

it isneeeeeestr testerl here:

PRDDl.T’C.'I' RE‘!-“IE-‘IFiI'5

Tllerehssheeesgeed-dee1efe1'iIt'eism fretneueseureeereneflzersheutseeuritgr preettetteviews-and in

pertieuisrseti-1.-inei p1-edutt reviews. The sulestsriee eflhie t:rit'teiem ieflretfllete I'¢t-'iI=1-I-"5 Eilhellre 11'?‘-'i»i'|'.
fait Ie a.:I.:h-ea lhe real iteuetftt-|1etetrer,inthe epiniett eflhe eritie. thetmight be}; are wreng in seme espeet.

erarehss-ed entests whirh are fI1wed;dt'a.'1t-' eeeetusiens which are net eene'etent~.t-ith the-teat results; thil

teespisin their een-elusien:.—enI:leI:I en.

Itigtrue t]'|:|tfl'|e'['-e havebeenpeer pmduetreviettrs. lethisfirstpert efmtr paper. I wentte lee}: at what

hsppenet.-..-hen u. mngzherevieuman a.1:ui.~.-1'me1:u-ed1.:et, v.-tut itseteeutte eehietre and why this
sernetimes leattete djssetistisetieh irteerleitt perte efflzeanti-vinte eetmmmity.

Magazine publishing is: funny sert eflrru-scinem Unlike mst1:rpreduete,e maqaaziee is 1:1|.i.II frem the
greunti up every mentlt [in the eaete efs menthlg.-I nuguine}. Thisputss let efpreseere en magazine
editers te-flli these pages each menth, and tnsuyeciiters will tell yen that it is: hit efe trettI:|mi1|..-*m}' Inf

~_I.reu that have been isatreltred with I-I:I:II’I'IPiIII}' nieiezeihe ernewslelterwill reeegnisehew uiifiieult it iste
seuree themettriai ‘|.|."I1.'iv.':]:l gees ente the page.

The preeenrete fillthepeges iseettuaemtdedhy s ahertsge efqzreeielitstjettmeliststvhe Elm at Brit:-E

Linderstantl the teehneleggtr and write eeherenflgx; there are rnsntr peeple ttrhe esttele em: 11-ii-ng er ether hut

 

t7eLttflett.t..EI'III1:'£:tItF£.e.EIu'E.Et-III!-ttrufltileitltfl. t.‘:1‘|1el.‘._IuttIr-nt. .tHngI-n.,DsHt-flttt-t.t'JJ£]e3‘t‘S. Iinghntl.

flflI_']1 33. 1-1.1. mm: fl.fl,J-l.]‘w.|e§J.I':t:-:|"|1j||;|:‘tl'I-t:I.h':I'|l1I].'he ru1:n't::|1.I.m:L:|!|:n5i:IlI:e:l"ni=I] I-[|-'tl'l:|:I2I.I:t"'I5IIEI|ifl:'|ii- |niI1:-flanrn-A-lltl:-Latlaeprinr
'l'«1i|1t:t'|1l'I:rttl|.1ain-I1-t':E"I-he-|:.|l:1H:u:..
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net helis. Ieen eettnt en titefingersefenehsndfhitite i.JIt'L}ti:ejeureeiists'whefittitehi]l-e.ed fi'e1:u tviter

I've seeitefpeethtetrevietee fi'een e'ti1tet'eetut1:'iee,ti1ep'heh:re i5fi:e5:en'teelIe-verthewefld. in these

t:it't':urti!..le.1‘rI:ea., 111%-flilttt Eflbflfllt are ]t!te!..‘l2|:'t_i'..|:t1Ji1:|.-'H:Iet:I.e||:efis.t':,.r :u'tie:lft,-_ lI:E.‘It',l'|2IH._, ei'eu1.1rr,e:, he ntielflest it

we-ulcl beheiterifiitteditereh-neenetlneeveriite subject are: nthertitttnptthiislte llssliian iirst rette

review. Sueh eprepesilienmigltl ntisfjrsemehutit ‘ea neteseiutienwhiehwe-1I1dsu1'vivei.11 theres] war]-ti.

wetJJdi.tteiLtde et|tighn1.u1:I]:er efleurnelimwiteere teeheieeily

eeeemplished- This is net. I believe, the t:eee_']‘Ite1.ru.t 11-tntjtzt-it_-g.r nf'enmput:er_iveen1s1ist_-t are rmreerrquurer

eer.pr:rl;t. lfynu ]|:n'_'IlI: at the t:rI£jt:tt'it'_I.-' nfpraliuntrcslieeaatiley sre nt;tt's.'tet11 tests aft]:-I: p11:n:l1.tt::I, but ere, by

:tn~el 1sn[E.Ii.H-::I'i1:IIieI1e eflile predu-::t:nt1i'ts features. New wl:Iile this ntsj.-he legititmte in shewing ltew

well e werd-preeesser weri-ts. es feresnnti-virus preduet reviews are e-etteerrte-d die qnestien that

t:v-:r_-mt:-I: wsetsteheve eitswer-ed isltew vtrelldet~uthe prudetstdeteetviruees. Tiierefere desenhing the

f'-I:atLtr:5, the Leeterfituae and st: en duets I1t:Ptsigti:l".Itt:ently answer the qu:.stit:n:I_ Te tetetllte vines. t:lt.=tt:t:I:it;t:I:t of

e pretluet requires semeceniitletable understanding efie] hew viruses well: and ifh} hew arIt'i-virus

pmduets werlt. Even these eetnputerjeteneiiflswhe eve teeh:e.iI:e.][y seeetrtplishetti are eifly Ifllflljf

suffieientiv Les tn speed en I.‘t:|-1]'.|]!|ll1H' viruses. FI1.rthern:tere_ titere is eeusiderehle suqtieien s.n1trItg

jeurrtsiietsetieutttme in.fet-ms1:ien effered terantt-vtnsepredustdevelnpetset Iiteirleeai t:lis.i:t'il:t:Itt:rI'.E'.

—eleeI1;|.r the develepetfvettdefs seenth is tepmmett: iii-aerhermtrn predeehsetite ittfennstiee prevideti

may he eeleured te present the 1.'rt'edt.teti:I:I efsvuttrehle light. Editerse-mild l.'t1I'J1itJ-jtt-ulnfilislti-1-irlttit have

etelsiisired in sutheritetive jeurnsls such as F'1I'tett fletiiietile and Fees Mes [ere-vtetisnei but there is

eeneent that sueh pnbiimtiens dud dtereferetheireenmhuteee we-ee net irtteertiei heeestse efthe

aeeeeistien wiflt lite-is E.t1|:i-*v:l.t‘tfl 1:Iredueing,r ewnete Sepia: and 3&3 I-mg-.:nan'e.-1.1! fflteugh ] eeitnet reeeli

:1 single eeeesien en witieh tum-'ette itesestehiished bias in the pretluets reviewed in eilitetpuhliestien }.

A.nt:i-virtts ergsnisetienssueh is Eeflfl erflti‘.-1.t'Eeeu1ti rmedv the iedepeddeneeissue and weultl he
'|:l."t:l.l-Ft'l5t'.':Ii. its pt-evide eettseiteney er deeuntt-ettietien e.1:tt:l irifitil field

—5.|I:;Iiy,h-t:twtrure1',titiethssnutl1sp-It-tene~:lyeL

Themsjetits efmewrlttesvxnfld-ttedesrerelisttt en fieetatteejc-ttrns1tsts.Ttte1e ates-dtentses-'5 fer

msgszinfi in using f'ree-ilsreeflsr fur . tlieirte-est: are usually iuwer ti:L-an In rlieny

ewes. freeletteers ares. need eptiert sinee.itJ.[.trinei;:t1e st least. they are mere Jileelg.-'tI:r specialise in 4!

eeteein espeetefeentp-uting. Eutinereesieglj lheeereerete eentputing e-ttperienee is net replieeble by

freelsnuers whet eenireeely will only lave twe er three eerepnteeste week an {instead eflite several

iIl.!l1'Jv|:l.i'l==|'.ll-t.'.|f1'-'l1IZItlJ.-.'t-|!.I1El.'i| tilettypiteelly esietin eerpentie ergsntieetiette}. Few fieelsueentt-t-‘ill he nultiing I

netwerit elt-dthese flteteie will nteetliisely he runningepeer~te—p-eer Itetwerit: retitet Iitsneenz-eth.iI:I,5 like

.i"te.tH":s.I'e er F'i'n-es er.F'eI:I'It-ezrrtis. And titettgh there sresetne fl'°EElE.1!It'.‘¢l'E ivheere uetwerit speeielisls Iliejr

will not have suffieientreseurees tun have s-eve1's1r1etweriss,sevet'e1servers er several differentversiens ef

network epereling systems [few will even have several different versiens ti-FIIIIZIS ru.1:Leing en their PCs}.

He fteeleneet I Imew efhsssuffieieetteseureestesetup epteper 1:12 which eeuid be tleveted Le

seientifiesll}-' testing preduels. Anetlterprehlem fer freelsneetsis thatfitey erepeisien the t:ttItt'fl:et' ef

werdstlteypeendttee. These is ne-eel-Iiitienelelettteltt fer therehstrhieh isdemsndetl by the n1e1'e'
challenging preduet reviews. In sens-eqtteI1ee,fewfi'-eelsneers ltsve enertgh lime te testpretlttets. pruperiy.

S-nn1ert:tsg1'.riJ:eshaveIitei.t'etv11-[er she.1e]s testisit. Eventtrheretiiehhisweli-equippedend well-stzsffed

—ti:ere steseueepreble.ms.ettiehflespe:ifl:terevieteItgaeeethespmdtmts Ft:d'e!t£mp1e,lmt.=hinesiIt t:he

Ish weuitl heveteeentsin e-emputer virnsessetiferwhenwould hsvethe PCs‘ tItI':tttet‘].' er beet sentete

iefeeIsdwithviruses.Sttelt1:s'eeeduresv.rnuldmel:eti1etire 1she‘dirtv* site-tviIitsil’dtepre-h-1eu'ettitst

'i'hEllJ-I‘l'ltfl5-flflfi-lhl5i5fl'lldEfl'|Dl'E dilifieultttthere the lehissitsredwiflt ette-therrttegesineertvh-I1-eetiter

predttettests are qtteeitueuttfetteelzitttt. Cieeniltitttpiite lsh 'meprehIemet1ti qiecislpieeedttressre

neeessetjnfsdtiehpmteederes sdtite flteeemjteaveideetttinued in.fiset:ienerreinfe:tieneflhe lab

hardware. Tqringt-eemstruete lIEfli3'.1.'I‘|"l|"G.|!|.l'I'I-l';'l'IH't:|l1.it.‘.i:I hethreeegjaises. the sirttetitiuterltieh prevails fer the

res-tiessltipsndwltieh rI=ee5|:I1i.Eel:he cletzeendseftite anti-virus preI:'n.tete I:-eiltgtested ist."eI‘_|.-' lrehblesenit.

flfl UflfiWEG.UFE!E£EUH! '|t-I.ruE.I|li.IL-efl,1:I 'l'I-I-et.':_tu.lrq-It, .ua‘|!.eq, I:I:eI'tneIe.&-I.‘-EtI!I'.‘Id3-'l:"E. F:rfl.|.-rl.(D3111! 5.’-!'|.F.Ne;Irteffi1'epIi:1iI:licltnt:I}'i!eTenedtteei.st:eed ittetetieul 11.rstettt.I:t'IItt:t1tih1i:1tI1-'|!i:II'I-t|i'|?rLI=IIlI! |:I1'I:I
t.n1‘Ienp¢nflntue«l"Ii1e1:tHIiiHIt'e.
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The Isl: stptwissr needs to tmtletstsnd as 11'ltI:|1flb-DlIi.‘i|'it1le¢fl s.rt:lsnti—1.u'1*u.s ptsdtisis nth: resiewess- and
sh-euldhe in it send pesitien te entltsslstttiiflse day-ts-dssr es]:-e1"u:ni:e efli-IIS ]:Ie1'si:-nuel.

‘|fi.I'l'tetl1erIhes.1Jti-trirtts FIEIILIEIIEIEEIB its-ntiutlletilsqp‘ s Il'tii:Itt:i:i.i:er i:tr1-tritliin tl:I.e::rtagI::i11e'siei:t. all te1.I'ie'tt'eI's

hm-e hsssenssmellteissue sfti in‘.-rus.eriittst:iun. Wehtuwsfmudummwewswhrh tmreizseueuutiueteit

wifltsuts-irttses—thisissI1s1sgsustuswsItiprntsessJr seviess '.l.|iIhl2I-'i:|l!'|.l.|'I:|i1'|[i.'B. 'f']tes.riI1Iseshs.1.-e babe
gemfinettiritsessndfitetefsreysu E‘-|1|!Ii1|!3Il1'.2|'E-'1‘l!t.¥I.']ll1'I'Ii|!I'l‘.}' fileswith *viruss1:iugs' in them—tlu's is situply nut

II esnuinetestiwe its-aw tlistserttte sni:i—vir-.e prsrlueis Ihemselvesiue several tesiss: ests|:ri.'uh.sgenui.1:ie

inzfesfisn iltsludinneungssrini: seheslssumuftitesii-egreizl 1.r'£rt:rswithi:tne I1ei-dun file}. Esrthemmetslten gr-nu

esnnsl use a'mu1stes!| viruses {R.useI:t1l1-.31] sushss were usieel in tI1e1nlIEI'i'E_1.-1t.sItest—tI'tisis anslegeustu

teetizrlg s :presu:lslteetl:mt::leeir].1'J1g trtfleurarfiirlstiead e-l‘11umbu-e.Ifs.u sn1:i-1-'i.11.1s. puuieuge -i:inesI1't elerset

si:tl1.1J.11tet11.ti1'ust':t:sis1.I'irn.'si:':, jltl-l.I ssnnutdeelsre flutfltsprudutethaefiilniflts test: [since fl:t:'_I.r're nut

1|-'il'l-lfl-'.'-5] stitrisetlletiestis ntestiitiglees. El-tie mustusee fitIIee]1eetien—ti:te review shtrultl nstbeiirtsiterl re

jttstefeiswiruses ertei eeruin carefully se1eetiedt.ri1'I1sesi:i-titer%ei:I.ee egeiu 'Iltere-view isepeti fer

ueeusaizieins til" E|1I|:t:uIae}'-TheII:st1pr'nl:Ien'ifl1s1s1'ise.sis: fi':n:L'I1.t.r]:I.ii:hst:Iu1'i.:I: shuuld Ihe reviewetnhtninflse

gennituei-*iIi.1si=L Setting aside the 1"=li'=I'|-'E11Ii'-'-|l1ET-ilfl1l'J1ll|]i' snli-1-'1':.'tis distreiep-ets i'|-ll‘|-'¢EiJ|:i|1-1lI1'|=]|=i5lEi|lE.i5| sup:-'

sftlteirvlrns sI:il.l-i:i:l:ii':itt1.triil:.-'-ttill:_'.-r. fish sslieetisn 1-I-'ilIi:-izsttsin seizilleetisn I:-ffiles same i:ri"ii-'lIit=l'I are

hlfeetedeudssrtte sfwliish are rrst.Sui:l1 ‘ii1'1't}.-" sellssti-sass will raiseeennuvetsysistse tltepretlust efthe

deselspetssrhepresridedflseenllesfiunislikelyts seute hjgherresulisthsnnflterdeselnpets‘ pm-dueis. The

1'nueeurs.e_s thutthis ieimdiieests the testis liiceigi ts tiisstetiit iJ1etettes|'n;i1ete1;;.i2ines:itu1iuu wuul-cl be for

thereviewerts shdsin an ittdepettiieathrims eulleetiun isutfewsueh sslleeli-i:i|1s esist—sni$ welt fiswtrs-rssitl

he sttsilsisle lizlnheresriewertsuse. FiI't:Bi.i}I' tlreret-ties-rere-nuistereste his t:-rI1erer'tI.rItei:tll':ee1:it:in,. him-'ei.re1'.

this isssignifieentlgr ‘nun-trim.-iai‘ spetstieu—m:lI will reium is this issue later.

Theeieensnies sfrnsgsztee pulslishing isslsu snmefllingthstwe needts-e-sutsitf-e1'iJ1uu:Iu-u-it st1.ii.rl11.r1:i1iI1gs
are ustbeuerthsnflsryme fiiptitteipsl [iii ssmeessesttspritisipslissutss trfreveniie ti:-rnstgssiuesis

s-tlserI:isirig.].11the l.iI|LtJ1e stlserfising rsles eresignifismtiy lens-eriltss '|:l:e:rs.1'ei:tt£'te*l.|'S—t:I:it1'q:i-ttititilti

fieim s i.re11.i large number sftitieshss ii:Ire:eii:1 big disetztumstu be sppiietitntile published Isle tserd. This

|!|-l'EE£1.iI'E an revenue results il:i1t]'li'E.'1' budgetsfir the editsrhii Iettrtts-Iseeepttlisttltis isi:t11l:.r]:Ist1.'i:iffl1e

ptelslem lseesusesense ptthlifiisg hstises, while E:fl'I'Il!l!|.g tehfisely gt:-ed rnsrgins, srestiil penny-pinching
'I;I.I'i:lIt1l'llIt1Iitl'I1t"_|l-‘l!I1'I erliteriel budgets. The relstii.-'el:-.* leiu.r eelitneisl budgets eenstseits whstsneditctresn

|2Ii|-lTI1'liiEi-iii-ll eiliust fi'emsbfi'I:ir from fieehmse sutI1't:-ee.‘3iveu1iisttmsn:r Jersristt-ts tirscsiitprsutiatehflh-I-ntslt

whet ispsssibleendwhetiseehievable-all sftlsepressunssaniidiffisullies srefiutherserttgn-nuntindl:I5r H:-e

fiilure sfflte enfi-sinus sievelcrpers tlsemsels-'es{eefl1eirieeels1ist|'ib~uterJts wet]-: suffisiemly sleeeigr witlt

then-nguzineretrievs-as a.1:u1teensuse, tisresarrpie, that Ihesrery latest ttetsise eftheseiitssme "u mrsiiehle.

-I:i;t[pa'I:|:l.c1'l4:|.§!lI'|t:ir|1psti:tt:|i"1i1I: n:\'iI:-ws s:I:u:I ha-been levied lgaiufl thereby ‘H1-E anti-virus

desetuuets. itissisrtttrigss d.1's:i;wer li:'fl.t:ii:i-t‘.Eit.'.“dIi!-"I-'t:i'i.‘.5itE'I'i! tttlt.-t susi: itcssusleppruselr tetheknmsiedgeflsat

Il.1'I:‘n'i|£'li'i|'12l-f'l:}l-li|.'|:|IlIit2llJ.'|:tiS tteingeislssi-deteai1stIi1u:tiii:=|‘1ii-'tt:.I'.

F1'ns|II3r,}tuu have In luulruthuw tlzningewerlrinflae real world. ‘|.ii."hu1 you use respe-esil:-le ferepublieetiee

'iI'i'IiI:hp|lJi1]i.'1i:lE£fl-n flmCD.i?l1.i}"E]i"BI'E.flEfliD5iil11Ifl1Bflr.Il'Efl-'|il},‘jI‘DH tends: wetit withilt Ihattwsls. "I!'i:IuIs|nfi'

jeiumelisls and regular eeutn'|:tutens tend tepteduee sstieiesenripeisdueat reviews within the Ftesststvsrlt of

that |11E|nII1.. Even whe-reyeu are ttrstleisg ‘ti-'1li:l. smenflfs t:ire1.reni1twt:ims:ntl1'slestitiI11e, you are still

working tum: aflcrsptmstseuftimefiiatis tljetetedbiryeuepqshfishiangey-ele.The1'eIbreeseh I'IE|-II|!ill'lj.|'-i2|il.l have In

prurtuse apr-I:II:l1.1I:tIe'tI'ietI.te1.teII ifthst msiewsdllnet heJ:Iul:r|:i.fl1ei:| untii tiseneslrts:-mh or the mantis after
tl:Iet.T|1isntes.ustl:iat1.rttu tisnetlsssre muehtirlzte tn t.l:Ims.-at s t=e'tI'ie1itr—sl'tlJ.-Dug]: to same estesttess

ptafemiestsl I't31i.tii.'!!'|.l.|'t!'l'-[E-5 isthe ssse e-I1 F|1TCl-f|.'£Ei.iiZlI!|3I1t"i.I'I.I5 researcher] gnu learn ts ‘ti.-'sII:quii:|i:I}r heesuse

ysu rersignisehuw tetslre npmdustapsii Atieast this isisueinsgenetsl sense, but it is s trttismwhieh is
e is-'l1e113|.ri:::I.1e11ie1'ss]:ri:-e:i.sljstfit:]=I:i Iilteseetnit}-sstderenmeiressv-iths liiglttlysplettiilm field

like &.'|1ti-‘|."i1'|.:|.£» teu:l:tI1t:uI-I:rg'_I.-'. Eu-eertlemlsetizsg nusleekst Hl"l:|Et3'-t£ltI.5'.l'i"l'E‘t'l'3'].'t1iIlfi.IivEi'li].fll the sllem-asses i:tl'lJ'me

are intsiersbls Iiehtsttdwhen iltinus es wtstts. te~n'e-vets stitleiiitastshstretssi:-snttuu what ties wuutrl

 

LuEBL|I.£.E'Il5|'C't1ti|5‘E:'l2Ei'iiiIEl:I]!!5Hrnli.Ilefl1Ltfl.1l 'iI'lIt|T.l-lt|1i-|..il.l1fliIl.|.'III'i:r«l:lit'It. will-13-‘|“5r. Bail-ml.
UDD1 -numssss fl139.Hepe:turt'Iu'IpiJhIeeti:uen;I.-isertp'e:Is::id.sh:ed iurue-iewIsg.rum.ereIuiultud hanlliitm will:-1t.I1tll::pries

iI.'rii1:i'I;tIn111.Istit:I:I1t'tl:ept.Ittli:.l1en.
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itlesally liItv:t::r tlnttntlsnlfle fur whatfltay can anhieurer-fg:F:1nnu'. Tn l1II':31:l2|'IE-I:}'|:1E andst-q:rn:f'I“th4:
trna»dn1i.lllaitn=.'tb~n'ti1a;g1'¢a1:1t:Bl tlfplanning and ngnaattleal nfrenntu-n«t:a{1ntnrJnfl1I.tp:aperI‘1I talk about
1-t"tt£:I'e lhnan I'E3II1JE ct]-mt*.fi1:I1t1‘J. T-tr gi'I.'It '_Imu 51.‘:-nteitlna nffitest-ttalnnffltis I:-ptrllticln, HIEECURE

Cnmnrunhg ntafizinnnrn planwhatwnircgningtltljtuhiish {Editorial Schndtflnjabntu Iimnnlhnahnadnf
titnn. h-injnrmtritntrs ntknttntreml muntltsfitltmm nfII:adli:tt:'_I-nfplnnnilg aruiwltgruuntlrnsnarnh and
than nnvettalmnntltstn mnrslmlthe I13-Il]IlI'l2E'.5-‘ill-Ellihtil-I]-Iillli-'HiIIEI:a.I$. Wnhntrn ‘nnnn plamtingthl: flI11.'i-1-".i.I'l.I5

prn|:IuI:t1'e'I.-'iE1:I.r tiaatwnu-illpnblicah i.11t['|.vE.T£t:IIlfli1'_|f issue si:ttt:e Hay. D‘nr1.r'u'tr3 |1'hrnrinnh:I5heutwt:r|'king IJJ1
'|'.1'.lE‘|.".i.'I1'1J$II|El".E:lB-1i|E|I1. 5int:e.Tun:.‘-1:’: ft!-t'mnIl:r nlnrtndsntttnnsp-ants nfthe '|iIS1.'i.'|2lE I.-a.t|it=l"fJ‘1iE II'II:fl1|i'I

|[SEptE1'nI:I|.'r}. CntnEIJI'I'Eftt ti-'1'li'I 'll'lH£3-’|.'i.TI_E itth: IlTEE5'Si3 nfthnrtttstllfi, rt=.tt=.'sIinga.1:Iti-I:l1I:4:l:.i1J: with |:II'utllII21
I151.-'t!|t:IpE1'n where nut tam shnwdimrepamiu wit}: I‘.h-nirnlaims. At tn: nndnftite Iilfl]-‘.13-!EE5|[E-I?!-|3|'Lv|ZIE"i'|-'¥‘Ii|-'.II'I
my h'.1tr+atal-tu1:|n5.rntn t:n1t'q:r1nln}'u.r11J nppearanaaintpte 1:tt|:+l: nf mtulmnnnnpgringnn ntnrn than :-.I fnw
|:'.uIu:|'|:|,|:| inc]:-es. Asan editor it in galling atlzlmnut farm: tn nnethnt suttltan nffnrt isnntnnnnmpanietl with n
fttnfarn nfn-ump:I:t,, H1: fluhnnddazzlcu-firjrlulnnhninanrflan gtithar and glnntnur t:-fan Hwnrtla mrmmngr-
E-L112 t'I".I'-:11: it in.

111:5: rt‘.!'I.ri-.":".|.-'E1.'_';.'[:riI:fl1I'_'.? nnrntpyrlnaafitm 25 pnrncntnfthznugnzinehut Iflegrsttckupaunltsidnrahlnpdhrtitan

ttfunur mp-mnnn.In H1: cnnqaetifivew-nfid nfmagizirte |_:Iu'bl'n:|1.1'J:.g aqrpublidrnrwltnisaeeizingtzluim ct:-at:
will ban: In lnvnlcatprndnntrcvin-a.-5. Itisrclat-in-:13.r casymslkeav.-By nttitn htadgntfiibr tn-:a.t:rq:r1: cutting
mat a test which may I'l:E1-'I=tBJr:nfiJrnn£Enj,rnandnu::l'nSl,flflfl utdttplantng itwitlit a bit mntmicanri-ptinn nf
thnprndutttnt E-I!II'.rEl'J!|.D[l graphicsmny sat-rt: Ihtpuhliahnranmuch an$9flI|II.T']:e dnttrnaiuinia flnattirn rnvinw
willhn hm $l1'1'.1:I.gt:nth1.1t "Ln: rrraltntplaun -am.-tn th:tmj1:rn't;.r trfrrtafizittfiatte given may Eran '|.|.|'I1H.lp|i.t:-E
E|:DEBI1'lDg£]1|::pT hart?

A MODEL. EE‘iF[E‘I-I-"ET-'l.

WIII’.-It Iwnsprttpalingthispnpnr. IIEHIIEIIES-i].I}f|JIfl3£d lit: qutntinn. ‘WM isgletfingittight?’ L-Ilirllllliililfl it
thcwnrld nfnnlj-Hints product rnvinwnnnjj-.lfn-EH1: lI2l.E‘in'E1'i!|-. ‘Ha-nun!‘ I tJ11'.nIt Ih-E1‘-E: are good

[El-1'|JdLlt:l retrinttrs in lit: flcnntnl pro-ductarenn and I think there have been nasmahhrcmtpetnnt rntrieu.-rs nf
sttrne 5Iat:1.1ril'_I.-'p1':'_'u:l1.t.I::13.Eu'l'.n!I.fl.t'fl nnti-vimsprndnntretriewsnre nnncetund I dn|1‘t rfillly 'L'E1'n:I1t R111-‘nit:

has got liter»: yet.

Thar: hnvchnmt nutnnnxnetbent nffiam-"I.-'esne].1'.n Eflntchlvis-fill: a11li-'In'.1'I.r.*i. rnscarcher when has

prnuiuned hutialzl-le nafittlrts and t'.rIur.th an Instant: histff-nrE,he is-on rnI:t:-rtlhilns-:Ii'aa5I.‘:1‘itiI:i5:iJJ.1;11Lst:rt.t.'n
rnI.Iin'u.-'5. Bttnllt ir"i.r14I.s'£':l'v.t.|'¢'en'n and SECURE Canqnutfi-:2 l'I1i‘|-"I|‘."i'l'I fllfliiliniflpr-Ddullfldflflfldflftfltlflflflfil
anI:i-1rit'I.I5 prcuiuttt revieurs-a:td1.ru:tI dtinl: that Ii1='tr:I’f-nrlalntvn been it:t-I'I'InE.'1.l."3.5|' away front H11! idttal. As
fia.raath.-.- nfltertestingarttl publisltitut maainiaafinm a:1:nnnn:rnnt!,II:n:-]in1': flmtfltey arnstturn-I: my bchiatd

trtrnnth: Inna: ncfinmprn-d'u.ced byfltn E:-ta.1'np[e-3 Ihaw.-e citld.-n:+fl:_

Wltntnrntitnainfininttttina nfprntluutrcvinrs fl.'l.EflII-1-"E rtachnd plintinthn Inst 12 mnntim‘?{Jrn¢-Dffltttrlajta-r
drfinimnin-.9 {and F111 nntstrehnwttiscnuld headdress:-d}i5fi1¢latIt nfncrmplnlttnfl
testers Itmre na.I-ttnflhrnnlnnttrdnnifln u.'T1inhpt-'nd‘u'.nttnnd whtfiamms uffllnnn prntluntsflt-eyrtest. If}.-n-u

1-nnl-: ntetren the heat E‘-"'lE"5'-PE in the last st-nar,;|.r-nuw1'JJ nnnfltnt nntnll Iiteprnduttln at-'aiEa1:r|: wnr[d—1-.vid¢hnn.r¢
ha-nu n:nI::| and ‘lint nflhnnewlninh hat-¢ b~EEni]HI1'|.II:|-EH1 nntallttfflltirftitnrtta ha"-ht nude itfl:-1h-E1EI"iEP-'

pagE.Ih1t:m.rwh3.- fltiniabnnnttn-.-, as an-.=diIn-1', Iltswehntl I-D-H11-Ii-Efi.-Eulifltih.-D11 rn5r:a+:].fnn what gt:-:5 in and
whntis I:’flm.tt—antI th:n:ft:n:apcaJI:h:Ig uni;-fn-I I'n}r rtrut-n1:nuI:li1:a'tinn,1.r]:dv:hIfe~eIla.1n nntitlndtn nrifinisn,

I |;u:lin-u.r-.- Ihttt I]:u:a.nI:i-trirtm rcvima-MI’: hflV¢§I|b|iflhfii'|i1iE}'¢flIhE1'¢EJflEnh1fi3I11p1flHbE¢Hu5!=1h!Infi t:n:|:t'

[fur :::tt$,t'l'I1:l-|E.'}tI'IE: rnpaj: fltncthnn lhatint:-ffnndhy tnany pm-tItH:t5. lb-:]in1.rnH1a1fl1v: snlufinn alt-ttuttl-that
gun in andwhntlslefl nntis nnmnfltingthatwn tlttcittt-tl ]I.Et]."IlII'|'r"I]Il:i]1'i|u'|:5]:|E'Hd nuranfl-vinisprnduct
1'13‘:-'[E'Ii.'tJ'|.|'fi'lI}.t'fl‘i35il.Ilt5—|:||!:H"u'I¢l‘i1‘.lflnflflUflfl!Iflnfl-\'Ifl.B5pIDd1EIrBViEWEinD¢EEEflJEI.5EflIH1BlrflViEW$in

January ant1'l‘5Rs In-I:h:h-nclatsuxmnnrs 1'11 F-E]I|'|1]BI}'. I thin]: it wlaannbltflttrtttntrurpnnhutitdid nut
deiiverannmpr-nitulsit-t ttnrdittt EH1 1-1-"I'Ii-ch 1'5-flit‘. T:|IE:Etl1I1-1'flI.lII[l patadunt.

 

wmuHw ntm 1:-11-n|flt|:Iui:].Id.1l1'|nt:I'_ItuItIt-I:|.I,1|u.|:-I-gtlll. IJ-sltrnhlirntll-II-IJH. Enghntl.
GD {unztn E5313-I. Nt1|I.t1:Ifltr5nuJ:fl:I11I:t1tnI1.rIII'qI:I;l:IEIt.rh:IIdin nrnru:'-a-'-1-1.'m:n. nttruumluunmnar Itamfliflrrultflnntrinr

1-u-pin-pp:-rnn:'ulnnn-flcun-pu'h1.i.i:unr:.
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There are I heliette nnurnher afptthlteatirnrswhn are getting itwrnng. I have seen aetr-etal reviews wltich
fi'al]I:]_jI' should net beg-Iven hc-tee rcuztrn. flne nfthehiggest pr-eh-Ietre: fer reviewers is the absence nfa
virus ccullectin-11 en'e'h.'teh te test tltept-nducts. Lnthe E.':E.I'l]." days efanti-1r'rt'us [:It‘I.‘:IdttI.':t rew'ewe.1e1w

pteduct reviews wltich had netuse-d any viruses. Later! taerprnduct 1'-le‘|."it‘.:1.I.-‘ti-'I.I.-'i1.tt:I]. hadh-eeneenducted
with cttlgt eheuladcteen viruses. I have seen prc-duetretrews ttrhich werecnruincteti teing a 1t'l]'l.IE-
celleetlen Etemjust ttsingl-e anti-virus deveJnper.Iha1.'e seen preduetret.-'iews which were ecnnduc-tend
with nan-viruses er fi_n1u]atederiru:¢s..-alltheae reviews are ilawe-d and the rcesan titatfltey Been: it-the

ens I gave earlier, the retriew-ers and editersde ttet Itat-‘e suflicienttime ctr mnnegt tn dun thejeh ptt:r|:I-tt‘]:.-'.

l ttlsn believe theteane sarne realttrehleltts ahead the anti-trirusprnduet 1'E1t"il‘|.l.I'It'S. The firtt qttestierl is 11-t+'|-If

dc: weteptcsentthe ct:nrtpI-e:It 5ulJjIEfltEtfflttli‘t"l1‘|.l5[l¢'I:tdl|¢T reviettfeentttepage c-fa tzrtegazitte vrilhcut
peeltitta the infh-rmatinn insc: denseljt ti:ta.tpecI1:Ile dd net wttntte eratenntahletc read it‘? HG‘-|r' dn-wedee]
with the infnnrtatien nve1‘flne'.fnre1s:np|esl1cI1d~are trnlteadditinnal i:njh-nnalinnataihhle tnpeeple and

what ntechaniattedtzuweuse tn-de Ihis—supple.ttte1tt‘s. u.-'cu'[rl widest-ehpages. fhartdaeeni Haw dc: we

reuiewntenret-_I.r resident anti-ttints. pendants‘? And fit1nll_'.- at-he pasts iertltese preductretriews ittthc fitture?

AMEIDELFDREEVIEWE

I.etn:tet:rg.r b3d!aIttdfl1Hthill1itlfliEpTfld.1EIIEViE‘fi'¢flIlb:=d1DdfltfleflndtI:l an anti-vinutpreductretriew.

First. _1.tstt needed esmhitshetestpretecei. This dneen'tjust rnean dettisinga s-et eftestt, it means ttre-tlcitg

Iu aeetnfprineiplts u.dt:'-chjten can discuss. publish anddefend. It magnuellhethatyeu will invite
aaa'u»'teeeccIradtrirtet:'rern eatpensin thearea 'lh‘Ht‘_|.?trl.I eretee1i.tJg—eet1tte~.re1siall3.r tttntelnettpertiseesists
antnng l1'II:‘-"I.'.fj.|'1:I1:I:I[:I]l: whet-se pmdnelsyeu are testing. De 1.-en epprnach them and im.-itetherntnenlltes
gt-nu'." ‘Ihepresendcem enuldhepteeented eat-rte-qnsetiens: Ii'}'ttl1ll.1I: tatheprcdttct develep-era will]-'eu

eetrlpreeneejreurintegntytlfyrendnn 't'tIllttI:Illltt}ftt'£2ItlltI::ttlII31-ti!|I|2IpIi*r!:'- wfll 1.-nuentnptnmisedte qttalitgt ed‘
yretureview?

Seeded. _t-utt need‘ a:r;:-repnrre tfietirnseslleednnjitr tits test. There ereseme 1:!-l'l.I:It::i1.'ll-=Ei.I'l"|t"-IlIl'It"*.‘-Id.l'IEI°e.'
via} the I:-ulleelicn sheuld nethelztr-ed1tctdet'eInpet specific. Eh) it ahcntld entttaineeaeend generntinn 1.-irutes

{that is E‘|.|"|:|t].|'l1'l.lI1g that'tti.1t dtete she-uldhe a genuine infieetittn],t[c]-itsl1t:tuldeentein tetasnites finr

pelgmretphic trirns withzne Fewerthan SIZHJ mutatirtus n-Fclrn-sen pclgrnrnrphi-c viruses, {cl} it shnuld cent-a.1'.n
en in-the-wild testseturhich sensibly rcileets the 1r'lttIe-es which are genuinelyin the wild. {cf} the

celleetien [and auilneslshnulud be available in same ftnrnerellterferpredu-etdeveinpers wltn-se pm-duets
have been used in lite teeLWl1en it cnmes tn publishing the results, there is a cenventien which says that
the 1ti.tnsesused in thettale sheuld he itrlentitied Hcwetret, this tln-es nut malt: particulafly e:-tciting

reading and trying tt:tha|anceatt:racti'-'e attdappealihg cenmnt 1.-etsus the pessihle tralue u-fttte
infittrtttalicn is a tnugh ed'rI.et'ia| deciaien. The deettien is ttttfltjtllicated h}' the ahsettee efa glehal

aneeptence et'w':usnames- the elesest we lttutceurtte tn dtieiethe 1'2.-t'.E_'C-‘naming ccmtentiurt h-utfltia
cnrn.-em-inn u.=.t:t rrery lung names 1.1.-|1'tc.h frcnt e l3‘,t|'-|:!I1IIL|1:IEil||!t'.‘-‘L'l"t't ceuseeeetttidcrahle diificulty.

l'i'tt't=d._1.'t:ttt eeednthauenandequstemngeqt'JnudnereeedaefiwdreeHh'HMMflmt1ducItile I-Eat. Pflflflf
thctes-tsl1e1.11d heat eipredttct petfnrmanee and en tliathmis. the test ehcetld include h-nth
smndalene PCs and wctitstatietts. Ftnnt a hardware perspective, areviewet tna}' take a decisicn an ‘II.-'ltfl.1.‘
nnnstit-um the typieal user's rnachirte [arid clearly this will ehengcfrcrn tirttete-titnel but the review
sheuld atleaetexgtlnreawider range nfhnrdware and idecntifiriflhcre are ‘a1'.gn1'i'tcant‘ pt-ehlems. There hut
te be t1-t.‘.a;|]:|s'u.'l:e|1t speeificafinnandset-up en the lsnrdware tttltich is used ferthe test. In dfltei‘ Wfirdd il'}'flIl
are lnnlziitg ateatingtheapecdefa 1.r'tn.Lssetm an an tn:.i:n.ieete=d I'Ifl.t::hit.'lE'., jtcu rrtustmalt.-_ 5'|.I1.'I|!'Ll1B.I:'Ll‘.I.t':

maehitte iepreperhr setup. Frncnn snftlarere pet'sp-ec1:'we.the cemputer aheuld he pnpulated wi-t|:ta
cetseeuticnal elteise efuser eefh.-tra.re -—this will ‘It'a.t']t see-nrdingtc the t1.-']:«e efuenr [elearly eerpn-rate users

1-rillhnvre a diFEet'et1tscrfi'ttate pe;-fde ftemhctrte ueeral. 'i'-"im|I:r'e'auae1'e may h1c11.td:i!-an-t’t1|-tire wltinh hinders

DDS scanner!-—fi:tIeJtantple dues dtecachirtg seftwate wutlt fiat cregait1.~a‘.the scrflta-"eI'e.T|:cr'e ate a nunzber

 

t1.lI'{.|:t'.fi'[,'.!'_.[.t£1':tt'.'C't:Itt|3'EttEt'C'EI:JsIfi ‘t-‘It-tttfietllati-tI.tt|.1l Thelthtl-lttlut. .lt.Ilng:I-tn, Elnfntniltlre. CHE]-I3'!'5.. Ennhttl.

UDD1 Q3. +.t.ttI:t;tt:tas sflt3s.t~tepu1ettut1:-.e|ettin1_1.-burqnutu-=d.uutad it:-nlliml e-nutter IInItrr1tI=d lI1In:-rflrrr-trill:-It11=t='i-I
1-.-n'tI-tn e-enttielle-tet’tt-rupntttisltnta.
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ctfaspet;-Is eflhe sst-1.1.1:: which a.r1'JJ affe:a.ttI1e]:nen'I::a1'I::ta.114:e ufa azamlt-rattdrJ:ue5emattets shtmttl be expmrefl
-1.1.-im-ea deeiaiun lstaltsn which dimdlrsntsgesapartleular |1|l'|Z|-dl1I:'.l..'l11.l51:l|::1.'lE I-alas entplalttetl tn the
readers. I‘lt:I‘i'|:‘|u'-ll',|:1.-'fl]:|. 1-a-I|'tt.-1': flaishflppaflsantila txplaiastltu readers, 'rt:ra'm-es tl't¢pI'l'tl-tl|:rlI: -til" Itu|rpLa:r
sine: flit wag.-fin 'itIi1it:|1 that itfnrmatinn is plcsetlttd tttagr nutelajm the att1:111:i.t:s1nfa readertu the same
extent dmatthe t:l".|'EI1ll1'I.‘.!:B1:|JliI:lElE5.

Fn:.rrsEI,_tt:ru tEEtl'J5l11'l'l1tJ'F:E.5'H?‘vIEI.llt11‘_}IJ'ilttJ-ll‘-'|iI.l.|1 the Pefisfiateetpraaduetjl-are tle*pr'aa‘a'ctdet'eta;:sr.Thia iantr
n1eanfeat—evenfl1eugl: you migl1t1:hinl: nwuutdhestnpiietqriuelfl Ernenffits pmblemsin ga1i|ering

lflgefllflllit latestaetainnsufsprnductisntsmetrelopersare atdtfferentstagesnfdetrelnpntentatsny nus

pt:-int. Se itI:rI_‘;«'I1-In-llihvcp-I:!:»Ell!l|!'lI2+¢I2I-4:IlI'|1ltlfl!lI: 'tI.«'hst|1'n:.-'l:I~e lfitnltl-sntrq:IantestupIu1.rid-etltelrlaltlt
pmdueL1lr’herese+nIpatIiesde]a}rmndingutnapmdttaLtheku¢¢k-an |:fl‘h:'tfI1-‘Elfin-'rrhE£lfltl:t1t!.rtJ1Jt'r|:IlJ|EllJI1-re
tfI.eSe[:IrtI:1'rlJt:t‘1I't-t‘altrn+:Ifs-nnisp-rnliucm antl1l1eflau1henretsiua1ufnfl1er]:|1Jdtttts.'l'hisaltuatinnssn arise
inspite t1ftrne‘a heat alTtJ1*te.tIJtt«et4:trIta':.-lJtntl3.r ntntlittg tn flit: fl.11!|.E; heat The sltustiun 1hfi1rtl1t:1' atatfits-tail

wltere spmdttattleveluperlsnutluaal arttltheI:HmIdit1J*i3tttarha5a.gteedwiflt1i1ede1re|npeIfl1atheursl1e
will be re-speusil:-ls faes11pI'essa-ut1tact.lnsuth straatbarls 1'Imar_I.rl:Ie -Enmplctelj-I tnpnuihlam gettha lstea

vetainn nfflae auftwsre—and heetftlties eanlareelc aut lfg.-H:r1.1 l1':.rttn:l-eal directlfurifla tlte1:n-n-duet detrelnper.

.1~"l.l‘l-"I- .'|-"E-‘I-I‘ seam mtebflsh apmmdursjhrtdsmfiliegenamln tlts.tss'ts}r-Itr Fittlttfl -milflflfl-I't!tE-ti Fartnfthis
p-|'n;h;:ue55wi]I require an analysis t2If'lJ1IE l't'.S1.l.ll:'B..'I'l!.i£lE nateasy to ashietreheaause 1'lia11-I:IlaJuI't13'at:lE:s:
wheflterresulta make I-E1'l1Dl!"flDl'. In DI:l:l.E1"lIDE.I:lfl]]|"'.'.Et the results, yen Imns to tltr rnt:Ire1l1a1'I sitrtply run it

svesnnerata collection ufvintaesattdtllen read trfi'1i'Le numb-=I'itcl==tuctEanI1 flit numberinliaaea. "I'm! have

ten lcnuwwlaieh vi1*te:esitn:.isse:s-itn1s1.rl:e'tt|atst:ntearf1ha1rh'uaasi11 3.-uurenllevstiernteventlsaugla tl1e1.ra:'e

genuirte infeminua] my nntmplinsteamia:-e Hzea-efnre nu-t genuine trtrttsesnraaaan anlg.-r dhauvurthiafym
hat-e a. full ["|:f|:II::II'1':||'l°l'-l'l.|H'fl1.ll'|3:|-"1"|I| talc: an-:r1:l:I:I example. if:-ttuam attfltlitleriflfilfllt r-Eaulta-Futaflflnners D11

daepalyrnntphia suite. 1-‘Ell tnazr wlzrntlizrwltgran tn-iiuztwiaerelltlale pm:-+:l1u.:tfiEls t:rde%st:-n:1.euftl:e
infectedfllfi. In tltepastareha-reused an D]I:lEI'1n‘fl:E-lflfl trftlae taflwstetottheelt lffl: detects the infected
filts—samefln1eaprnductslssstfte1rahflfl}rtudete-:taparti:flan'irta Itliahlgrtithaahetppen-etl}I:sutne1imss
thepmducthashtundtmedaanm newespshflity whiahimprmresitsdete-atlunpetfiatniautlnetstmhssgensrie
-:ls::.:].-ptiun] andwhstyauwn-e-mrtfldent war-e1.-irttsetslfand hallbe-an itlfln1ifiEv|il}}'.'llflTI'flE1'SES‘r'l11E~EjHIE
new n1tn'eaa»:uIateJ:p- identified asnun-‘I-Iin1a:a— in Its: l"J.ta:tt:a:.t Illeprc:-t1tIt=t+:l-s1.relI:II[:rr:r1-I.-'a.'.I It-'t'I:rt1g1'n fill:
aeamhitasewe ttrere. Elhasltingtn seew]1et|1er the hlftattd files will replicate is one sure-fine tn-e’tl:u:II:l t:f'
iderttifi-ingaahefherthis is agenujste naissedshatotnnt: mah IIlIIl~"'.?:lI'I.13-|:EI sltnuld. t:+ft:::r1.I:I3e, ltaae been

weetleti uutufflte Dflllflfilitffl slt'eatE3-'-fit1Ja:;tfl1ee' pl'EIEEt1El1.'t1°E ‘ll-'l'Ii.'.'.l1WE recommend ill-ll'.'It'EtI1ti-'|.-'iEl1E ps1:n:i1:u:t

retrieweastapre-puhlzislt tlrtir rcaullata the a1;:;pra1:r1'tsie 11md1tetd-svslnper. {REEL-‘RE tflasepttttngentplt:-1.'s
this as tlI1E trfits pTI;lI:l3J.I::t Tetrhewpru-aedmuarlzl has pulalhhed tteles.-afguitlantae wlljalt explain I-'l1a't

hnppensin this stage t:f‘tlte;rrI:Hluttre'-I'le1-I-']:rrI:I:en.fl "1'ntn:tn ml},-prndneerdishle results lfirau analyse
lhun an-dsslt questians ahtznuttltem - it Es.ht:nt-raver. allh:-utearqalinittn luck stasetefresttlts and say, ‘Hey.

Pm.-lttetl-E tmirrn_t:nrt:~tr-etl.-‘delve:-itrratetltnver ll1El.lSlj."El.'r.' Such I11 qapeuaeh aeeapts tl1t:1-'alitiil:'_-.-' |:3ffl1l.EIE5-I
abu:n.rethe1raJ.itIit:.- t:i'fl:e};|a-ut1uet—itu-tet}.r be Hantfltetestis valid t:It"|:l:I.e aem.-‘eras maybe 1:nstI—.aL1.t.=l: 1
an-n‘.-it:tit:n+l1t:'-1-'a:'-'er.l:atltI areviewsa In beblinltered mdzculc-esthe liltellhnndtafetrtrtaveryr much greater.

S't'rtl}._t-em J-:e=sa":'s« :'.|:iHJ.'e::r1s,I'lrl.[tr .lIutJI'|-'|-'_l-h.':hH it-'I'll'-t't1Il-ti&I't:'J'I'.l'!.t!!H'£:1-.II mcfipmductflflsisumwsh an 4:Il:nri.It:n|s

state:-nentm it n::.igl::ts~s=ema1 fitst:[h-:saltl,1:::at1't1-nisi:1_gl:.-'|‘_l. The l|'f'l-:|"fl1flt}'l:l'u¢flnli“l:t'fl3-E hastfihm I-5
rentcma :|l.B1:I!Ia.'I.‘I}" t1-fthve vat-iaT:r1-esaaapaasible. Thismay mean, fl:-r easm1:Ile. running Dfllfiaesnnnsfi-umthe
C'.prumpt.tu11:'ng t:n.ttT.h: scttaert d'ltlp'l£]-'.]:IlplJ:I.fl ti1ereeu}tsstrs.1'ghth:nrepv:nriJ1-srflterwutds autlirtg

dlzntm an thtrsethlttgs ttrhieh addwnablestatbe result: 'Dq_l.|fl1'l||:|'I'|. Ital:-tr rmane drswingsnme caamlusitum

utsnutunwhomthsrepun tsltassui ls -nrhatg.-reuaretiuingthe aetlun ufatypieal user‘?{.A.n:| -nrI:n'ng.n:ru.1'
11.'p-iaal utt:r— ts1ttJ1ea:ra1:n1eupa1'v'1aarardte enni-u.tse1"i']IT]:.e d-astsiunsyuutalte here trtay d1'tn:w:'::ali:.r
afiemntemrmurreufthcprnduttrcatew. San: vlntastarrmuahataahesvyresnume-drain ‘nth: attqneuf

the interface which either prsats t2|l'£.E1t'E1'El}|' limim the sI:attn.1'ng ufalargt number nf files
setumnwdsflngtheseseauuemhyantmhhgmemm qalet{nasarss:uept:rt}mnd:n1slttsitpastEb1e tateat

 

P?.flt-'E£lL'L££?Ih'tJt1'.VFEF.EFI:'Efll!!51'i1tlull=lh1Jdt11 TH'Q‘flIll'fl'l.fl-flIi'|51l.|3|I1'flI'IlIl'IlII.'1}7Il143'l'3. I-lfllli
[}flfl£|.flnl|;a]ua.sm.1a.tuupututtutapuauuann:-uq.-atmpcmnnsummnmmug-mmwnnfimahut-hmwimrmpum

1-1-itlut-t-n111:a:Itat1el‘Il1=:|:I.IfliI-‘rttu-e.
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them btititelsetcalethent i:I:I tntrng,-rwhich ‘ESE-DnIlII_j'IDfllEvl1tfH.ul'tl]J'E|-|2l.¢t}f'ElPEI3tl-DII antlferguelzrlzfl
deriveerestfllewhieh tlnlttpccnent the nnnualperfnrtnnnee nftheprndunt. This 15! I'flt1ttEI"it'1ti-E!l1t2|ifl°EI'IInt
p-I:I;1j-]¢IB.l:-E widely‘ di:H"cI-cnt.‘ tricwe nperLInthi3.eetee,j'n11rteeInee+.’cstncn:cii:lcrflte Iilfiigii nflhe prudent
yen eretesting thnugltfliieieunly merely cxplaincdhy |he1:I'nd1.tctdet.relnper. Freq1.1entl:.- yen tlieentret
features I:If'Iite :ieei§:It wh yen lI'jH?IJ1'|.I:|'I E leetu.tHi il|flDIE:i;Ii'I‘ut'-'ttJrlI:|!lI't!I-[J-EI'|‘1.f,',_‘{t!>1J then spcntitt Int-eflitttc

u-aelcing d.enrnfi1c'p;'¢h1ee'H'feen.Lre titreughtueltnicaleuppnttwhn eiH1et‘I1nn't1mnwebeutlhcprnhlc|n"
feature er.5'.ng1.-ttliey-clen'Ilv:nnwehnntiL Failingte rennguiee fltetgrmntcetheeteeenlmtntndate pmtiuct
design may result in Iitentiercprceentntinn ei'eerne prn-fluent Fureuimle. we Imletctucnlljr been leeking at
p1'ndunmn.|hi::]:IitII:l1JI:lE': lteurietic element u:-it.hinthc1-n. Enmr.-efliieeeprnducts finite Inccndcsiuttcad flit‘
clililiererutncm-e an-:11!-.1'eeme1-gee in afnntlamentel afilntflffltepludtletnnmely hew death: Prtliltrtlrepnrt

an infected nranapicimn file‘? Lfflie pm:-duct ieaimed eta user with e |'l'i_flZhEr'LI1EI:I'l:h!‘.l.I.flI level nf
mcleratnnniing ufnnnuitniri; tlietttherep-cu-teen eentein ittfennetienwhichwntdti befflna nu-tint. Cllflter

1;:I1'I;:|I:luE:t3»1EllI'I1-Efl]fl'£lIlElI&tt.“I'Iil'I|:I1i'-EIitrlflfltnlihingahnutnnnpuflng and t.'r:-erel"u:ur:= the rep-nrlntelcea
tlifihrcttteheracter. Dependiitg cm which design}-nuecceptievnlidwillcletermine whether 3.-en n|:Ie:nee::r.'nc

lite repnrtscrit ettmieintie flleeaefelse Ilunzne nrnnt. Cnmitlgtne clecieinn nee we}.-' er ennther cnuld lcet-c
yen npente €l'lII'E'|lt$ that jreu ere einiplg-I tinelcingm iIt|:I-nitent ieeue -[fehie nlentne]. Theju-h nflite retrintrer
is tcaictccniinewlmethcrfliia is a lcgtflnnhc design isetle erwhetheritiean atteI|i1;tt1:I].|"l1‘I-t‘§rt't:'aI1ttJ:Itt1I:'-'e|tt11It!1'

tn win it ntere fetrnttrehle txnatmcnt f:Ir|:u':s prndtiel.

Fin::H_v._+-uttttaeetiin cennfuierullnw tile vnlnlmn teefinreguingnibe art:-ht'iher-7. ‘:"tJIJ '|-'r"J'.'I1J:I.'I1==t'.'tt:I dlcitlttntt the
pritteiplcun wltiehnurlteare ewemti—t:Iri1l'ynu awardmmlteentnrdieg I:-eflmtmathenuticalmntlel nr
w'LII1.rcu uecaeuncffuzzyawnrdnndtetling up-nfprneanfieem-lzneed, fnrcanarnple. en epnndmtheing

PeermfleluwJvemgem'AvemgenrAbeveAtrfl'n,pHGned?Tm1mayehn-needtnentttlttittethenierke
fietntheindividuel teateittenmewegrlnetahieveett overall nrfimlmerk-this eddingtq: nfnterltsttittj-t

cmplnrsnnteeenefeqttefinnwhich g'n.reepn'n1'i’r_-pr in ntteteetutrcrenetlter. He-ww:'Jl 3-reumakeelleftiiis
cieertntruttrreedcts? Willjrett preemtyeurreeulteh nnentrerelltzlil-e t:II1i't'iII1rflu5pI:iLl'.1'|firEE|J1E&t:JtDm»
set.-er-aJ ta]:-Ta-and will}.-‘nu I!3i.'[J|iB.i|J1JJ']]jp'}r'E!l1fl"Pr'Hl'I1]l'CI1It'fIlJ£J reenrnnienchtinceerepininn?

Therearennany fmflm-aspect: cfttflnttyeuhetretedn fl5Ep1':[:It.'ltIE1I]‘E‘t-'iI:‘|.|.'¢I—i:|iI‘lI1‘I$1'l='_'|-' efflmeetttinge
l':'l.|'t:Il"u|E arenn-I:l ltnw yrnn mating): flit: review;-receac. ]-[crw we n:u1I1egeit- ieecnInIncreie|5eureL But
what I can tell 3-nu ie that it int-'c-hrceetrery hm-T tltvcsttneut ht hardware. It else intrnltreee great deal ni'

plann1':|1:,l1+-.-atr5.I iznt.-mnient in the prepaietinn nfeyeteine and finellyr hem.-'_-,r in-treetment in fitntnrtiett
evnidencc.

sum EGME {IF THE PEDPLE ...

In preparing this paper, I eenduclted enumher nfintenliewe with the readers efp-retluct reviews. As it
happens many nflhe inter-.rie1.-.-e were eenuiu-elefl in the US which 1 thenghtepprnpriate since thiapeper
will be given in t.1:I.e US. Hnwever, snrnt: ni'I:he incenrie.-re -n.-creeemluehed in 1114: UK humus: ttflltt
difference inthe magezincpuhliehirtg tt‘:I=!.t‘:1J1ll'L:1tentuttr:g.r.i5.J|inter'rieweare itcp-nit-tali en :1 mm-
ettrilnuttthllc heneheeausethe iiditridueie cannncrncd cithcr tiidnuttireintheireempanieetnhe identified nr

1313]‘ enultl net geteleareruze J.nt:|.1:ne. I,’-ElI1l:.r twu nftiie i:|!ll:EI"|.|iE'i|u'! nnttltl nhtein lite ttma.-3:11.? eleerenceejn
iirne eel tieeiciecltiie-_I.r elinuld netheahtgled cut.) I have cecuiemetl lite i:u.t'ern:Iatinn fi'u-in all the intenriewe.

Cine nfthe things lltetuulprieed nicweehnw at-'1't:lI3 peep-lereaui 1'e'u-ietce.'I"_',.'|:uical eftite 1:rc=n]:III: interw.-ieweci
urns Daniel who eaiuitirathe eeughteutret-ien.rew|1en 11: weelnclting fiur supp-ert lhrahuj-ring cleeieien.

Daniel lea mlleualified e.'¢pe1't iI:Ltl:Ie ereztnfn-etwnrlc enrnrne andwnflte in B. ¢I:n1'[.'raJ'I,t-' Ihtttprfltiufiesi

number u-fprnducte in lintt area. In resent-new queelinne nntite quality nfprnduet rc:'-'iI:'|-t-'5 he said thethe
fhrnted juuigemenehas-e:I qztntt he-wthc mricwwae ‘ti-|'I'it|f-1.'t1.‘:t.|IIflII=‘-':1t!;tl"IiE:l:Iil'i|tII5 included. the avenue}:
nfihe 1'et.riew1.:r'e ltnewbcclge |[fi'I1ElEVElthfl1fl-fliflflid-Eiiwillltii-'i1athElIIlIE|}' lntew]. Deniel said thathehetl
hcenprepn-ed in a|tprntrept:|'¢-hflnanii tltctneia nfreuicws ltehmiread htnhequalifiedtlfestatflttelfl

 

9fl.Lct.et.I:.z.E';:.=Jc'c-wFa:.t.Ee'ct-:-eicestutuntuaenua.:1T|a-:rndrau.nIh1gI-un.umrd:l1hc.IJ3tH31't’»,£.e:Iutl.GDD1 +«u{n}1.13en551.tn Ne p-utuJ.'liI.'.pu|i|eI'li-an any beleprndln-Id. :'.Itt'H1'Itl.I:Itt"n'-II-1I:rIu11.I=It'I'It.|tti'I1H| itlii-Itrnn'-tII:II| Irwin
ttuinmpurujnlenernc pulilll-ltutt.



I-!I-|I|'+EI'.'.|'flf.l"r|"'.'iI'.'.|'i"«I'.'.i'iI TE$'H'I"i|G T-|'fl'E

saying that each easeurmtaltrtt on its individual merits and diepiiidaervery iiiueii dieiatediiis finial
-IJIIIIJ-l.'IITl:‘.

Julie is the head ofa rnarltsting dspartrnerrt ffereheieeheld pradriet msiiufasliireri wlieispartiaularly

interested in products which assist his depsriiiieniis l'.i1:.“1'.1"I-'|-"|i!|I'iIi...]|2Ii'II1'i'-‘HE less erilzieatd-11 the wiiels than

Daniel efthepredtiet reviews he read. He said that he ieelaerl atarryprednet reviews fer seitivare tiiathe

i.I.-115 thinking dflsuyiiig Isut else read reviews -[fr-nrn time in ti.rtie_‘,I enprediiets dist he lied reeeritiy

punshased -rirtliat lie was using 1:ie1'sriiis1ly in see lieriv lfiey ratedagainst +:i'tiierv.:riIi1petiigprn-duets. He

said that he was pariieu lariy irrteresied in rtrvid'r-tar’: apirtiaits.

Sliaiiiitla is the manager efan lillfl dep-a:I:r:ient [itrithiti a large eerperatieni it-rite said she lied little time

Far reetiingpruduustreviews. She said that she mainly used preduet reviews asa s-nsrree efinfertnatien

about the msrlretplaeeiindliiat sisetersdedtri slrziisitiireugli the reviews identifying pm-duets in be hreugiit

in.|1uu5e fuT£VaILlH‘Ei£lI1..Si1¢5Eiti tlistsfie utilised the reviewers rqiinirms tn eliiiiinateprriduets. radier

ths.1:i tri r:hi:u;is-e preirinets. She was partieuiarig.-' -i:!l'.'i'I1_"I-litii-|:I'l:|_'i nfthuse re1.ri-ri.I.=s wliieii eI:iIi'i"Ii'rr‘ir-d her eavrn

dpinien erfthe preduetitvhere appreerriate]-.SI1e said itwas unheard effer a niajer deeisienttr be Ielten as
s resiiltrifa priiduet review altheugh if‘ areview which was liesiile re a prednetappred at a vsrilieal

peried, this might eeueethe purelzuese tel |:Ie deleyerl while fintlzier erriznziderefiunivesgiiren. Where twcr

prednets were Iieelit aridrieait. afaveurab-le review might aiving the balance. Shamflila ltarl telephened

editdrs and reviewers atleut prednet reviews where she was lririlririg ftir additieual infsmtatirin {vrhieh is
hesv I first lieeaiiie aware eflser ezristeliee}.

Siisirui is-srlrs in the students depnrtiiierit dfe uinjerreuilnetwerlvt. He regularly gees nut es the read an

t.ris.1'ti;IiiTr:rr:rit situesariei 1,:-,I.e-e en-el'ei;:-use-Ir 1-le pisreltaseii E.l.':t:l'EI'IPI.II2I:l' fut‘ his fl"i|.".iii1J.:!-I: st I'idt'r'Ie stir]

unlike many users dues rim‘ useit far games and aunueetiug In the Internet; he dads n-at ellew his ahildntn

in play an it; usiig it instead fsralittle aeevniuiting freelancing. He issnavid reader enfpraduet reviews

nndpumliases eeriiputer iiie3;s:ei.1ies. regularly whiehlsereads wlilleeeuinindng te w-rrrlr. Eileen dees net

ediisider himselfan up-rrtiii edsiputiiig and pays grearattenlirm in the epiuida aftlte reviewers-he is

p1'ineip-ally irtterestedintite preduets thatthe reviewer gives high rrsaaitstrtt. and deesn't aiwaysread tllrddt
seeliens nftlse review aheutpmduets wiiiehv.-'ei'e given Ieriv rriarks. He else pays eirssa attrsritierl ta

features tables ts see ivliieh pr-rsduets rientaisi the meet E-atnres. Sirrieit ites aslitesi fervaiieus prednetsfis
be bought by his enijsldyers based an die inferrriafien he lsasgl-eaned frnrii pra-diet reviews. He is seidern

sissesssful in getting wliat he wants fiizrtii the M15 departriient tiuthas aecasieaally purchased aeftivare for
his awn use an the basis afthe reviews he reads.

Freuii the resuludftlie interviews I eueduetei:l,we ean see prednet reviews are read and eerisidered by

three periple who tiasrean interest in sriftware or hardware purchasing erwlte have same interest er

respansitiility fartiie way their eem;:rn'ieIs fiinetien. Thepidhsreis very di.'fl'r:rI:rst atttendc dt‘t11'i‘Ji'Hl'i-' users

i.-.-liri are riiily rarely interested inpr-eduet reviews i_'e1'a.Iy etheraapeet eftiieir FIE's.apa1't flan-e1 lhes|:r-red at

which Hie ‘damn tliiiig‘ riperstes]- Crirper-ates pay elase stteritirai ts ifieprriduet reviews iinttemper the

advieethey reeeivein lite Iipiitriftireiritrrwt-i:I.[:reaiesiee—ti1e1.rs.1'elaasiiIely' Iiiseeerilp-rudLtr:trevieivsstiiiee
1.-'aIuethe-ugh fiiis i.-s:|'ne1'.1'iIy because tiieptrehase e|f's,n-flwnrt ti-rIieirrli.I.I1m Eaeiily nsmallpsrt |:i'I"'Ii.'IeITi:ri|.i

fi.'iraeerperate;sI-vitehing fr-eiiid-ne seeiirity pee-diar:ttr:u anritiierrsarrsfl M13 departments greatuplteavtrls and

they, emtlieis-hi;i]e,~.r.-ere r:-rliisrriely uiliirelyte eiiiluiiee diisuulumtlseie iireivesig-iiit"ieantl:neiiefits—a few

p-ereaeiitegep-niuisIsnavi1't::=.d-rtraaiiee eiiart-[avert wharrsthdseviriisesvrrste iiiihrsvrfldj waennt-tarrnai-dated,

by-the ti.-flfidepartiiienlsl spake tn,sajfieient_greuui:lstnrnevefl'eri1anertistiugpredsiet. Small and rrisdiant

sizedeenipsnlesweretiiere Iflrelyieil:-uy n[:ircidueternislrensIri'ir:htriadiEI’erentpreduetiidierethe,r had

espeiierinedssniepmlilems and fstttliatadiffertntprsdnsteeuldsslvsflis pralsleni. Heme usarsivere dis
rtiest ldreiytubuy aprednetentfiehasis -efa ]:I-ruduet review.

flcemduned 3:5 imrenrieirsmnenge i-.-ide dnd're,nve.seridsrfs.aeri!‘sa.Irr,eie sfmispirder users‘. l"i‘revfetsstt-'-‘tie-lit

£&eciI¢irrsCIErtftI.EI'rhEiEl;£Jr'E;S5‘dr'-En_g'E'flEf‘flii:y|1 esrs;idsfrsdftEeterervrews!ea.Iia‘aetsai_f
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W'l:I.e.T TD LDUK FDR IN AREVIEW

It ia1‘I-wsyatiuetglanee tehe able tteaee 1.It-tteiheryeupntyem faith in apreduetreyiew. Matty
reviews are wrrttert in en aerlitetitatit-*ee1'_trlet:le5:i.ine:l legitreyeu eeefidettee in the reeiewete epinien -

that ie,t:rft:-tztttrte. wI'rat1itey‘re in the buaineeafetr.

.S4:trrte retriettrereerill intiieate lhattlley been a hiflvury in preduet reyiee.eefth.Eetype-‘I‘he:rmey indicate

haw a p-1'-adttet has intpreyeti er tieleritztrateti ainee they last lt:tt:r]t.et1 at iL ‘WIt:'le it ia tiiffieuh tn gettetaliee

on three etattere, 1 etbuid he leaking fartlegztth ina review -a fieaeliag that the reyiewerwaeatheeneinflte
suttjeet underreyiew er ha-djuat r..'.Jt:t-I'I1pIE:IEt1E 1.-ety thatreugh reeeareh etfthe e1tbjeetThie ieindieated by
his DI‘ her ttrtrleralan-I:|ingtJE'ae1:tue:1a.efllte]:IrIJut:ittetbeit1g: retriewettl. Fer eeatnpie. why were |!H3|}'I'I1CrlIIL|1'lt3

yinusee inyemeriand why are they t:1.t'.ffieuItt:t:t-t:|e1-eet, aurlin this. earrlet-t1 what is the 5.1'gnt'fieettee ef

tretterie ere-eeifliee?

Eeeaantily ] atnleekiag fer 1ttrhatie1:t‘treyie'tt'ed in the 1111:-duet review. What featt.-tree eflhe |‘.II'I'-Mill-'1! iii!‘-re

been ignored and why I'|:|.i.fli'i:Hi'IEtI be en‘? Cine eflhe big pm-blente fer re'tI"eewe1a.. partieuIttt'Iy tttegaxiue
reviewers. is testing metne-t:|.r resit:|errt{TSRi trittls ezatmere. I ea.tt tell yeti that SECURE Can-[earring has

deete a gated deal efreaeareh inte tltiaarea and there are no drart cute and the utilities which fleilitaie
teetzirtg T3125. htlahy predttet retdewe tie nethaye teete fb-r metnary resident at:enttte1'e be-muse lb-E5’ eEln"I

da them. lie this a 1:t1'ei:rlern'?i!tie when yen realise tl'ratT5Ha and new it-'?{IJe are seine he i''eI'’I'I'I, 111 It'll.‘
t:tp:i|1it'.:tn., t]'.tt,efm1'Lt'Iirte it11.ri:n.13 defeueea. ‘!r"au ear: earth: the aame start efqueatiene about the absence I:rf'

tests fur |1eu.:i51:':5, repairing i:nf'et::t-ed files :an:la.r:a.1:t.11it'rg 2iJ2IEi.d: eelrnprteu-ettl files;

Thirdly. lwaulrl w:eal:tt:t In-alt etthe lewd efteetill-Ewiiitilt enretlttet reeiew. Tearing ia difliettlt.

expenehre and firtte-eanaunfing. It iemueh eaeiertedeaerilne the pr't:tdt.tet. the interface ElI1tiT.'|1e Deer
manual, lfflte nruuiaer efteers a.1'e flirly hmit-et:I and iftbe areaiyscie eftiteee teebt ielixnited er‘ missing.

this is ant]-Thar iudiealiran that this is :1 lut:.ta.e—t‘.'haJ:t-f'tLIIy—t:=ttut'I'q:t«t':tett1 1.'t1't:tdI.It':J: 1'eyiew.1‘-"|1atIy-reuld 5121:}: 33 HII
irleal is a gee-d balance between the deeertiptiertt efflee 11m-duet. ite interfere-E. t'I1eJ111=E-1 ind 50 em and '11!
tests whieh er-tamirre the teehai-HI pre-weea e-fthepretlttet. It is alee imperlentte he‘-'e deeeripfielte efthe
tests and |ZII.'.|'t't' they were eetadrtetedgtt-hereprtadueta failed and what wee the eignifieenee ef ltte failure.

what 1.-iruees were uaetitin eenajn eireun1etartt:ee]atJd where they were eetrreetl [I'd be t::-ttrtemeljr

3|:-epfitaai ahtztutavlnra eeylleetienvrtlitieh att1t1en.|§.rrr'rateriaJie-e:l but efnewiztere —e:aytI1e .1".-‘I-'I'rI3tLeit'Ie yirue
eetleetien}. .I‘t.|ae-as a. |:rartefwI1at'e tdeai. t'n:| like In eee eeme e1e|:I-eretien ef the my tbetpnfeneenee is
marked fanttthe Il1:fl.'L‘ItE-Il'I.'. eert1binet:|]Iat:I that where] diaagree r-rlth the 111e:1n'J1g.Ir.'eJt uenetheleae still
make use efthe tiara.

Ft:rLLrth|y, [am ]t:ItJit.itt_g flerhenw '|1]e=|:|l'Iilli1l|HI'|:"t'i|:'i'-'I:l'|::liIi-i11iIl-|:I5- ieatltee like the inteffeeet er lhe

managetrtent aapetteea-fthe pmetteta, arth-eteeht1iealeup1:Iert. er the manual —lWElI1’I he knew What
irnpttrtttrtee input 'I't5Lteh iwuee{ifany}aethatleandeterminehe~arau:haepecteeeea1hutetathe enrerall

aaamrrtentefthepreduttt.

I-'inaII;.r, [thin]: itie imperaartthattlrepre-duet review preeerteiminfecrnntieuieawey which is helpful he
u:tt:r-.5. It i:. atlttzru msy fer puhlieatieneee hurl infennatie-natreaderawifll littleerrtle flieughl he he-'-‘fit 1':
geirgteiz interpreted.

Hflw CAN TI-IE EI'I'Ut5r.'I'IDN BE Ih-'[PF'.E.'I‘iI'EI|

|!*t.ra 5|]-mta lnteftime in this paperindicarmgthatflte rtetriewere are at fatt.1t.w|1et'e |:l1e;r"re_1'.t1'i11I|t Ind l'I-EH-I-I‘
they ean t:J'ta.nge firings. E-utfl1i5.t'51'ret Iiueeentptete etety. There aretwe ether players In ti1l511'EIeed!r. Ihe
firatiathe readeranti flzte eeeelnd ia the deyelepet‘.

Let'ad.eaI1iriththedetre|ejtt1‘firsl. I've been reeieeeeg ant!"-ytrtle pterlttete ereditittg rem-We fete eeed

many year.e- eartaiarenity trrareyaere than any eflteteditet it‘: the it:uiuett'y.lIttJ1atIiII:te. 1"-feeeflifi T-D
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tttttrteapettnuiaaetfiae plthlititete
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imenw mast ufthe desrelepaess efauti-ttinis pro-dttefi pert-ttrlail;-'.I'~"lttt15t ufthe develnpers eeulddea let men:

tu rruke the product re1.riet.I.rer‘s_i-Db hath easieraetimeieefltetitre. Unihrtattttiell-'. itelerrlamr a-fthe peuple

whuattdmlittgwiflt IhepressaIefi1:Irnfl1edeveJapets* flt£IiEEIin.'|_!tiEIflTTmErt1E~3fld‘#itIt1hE}'}t!tDtt'Eht11tt

the teeltnieai side eftlte product [to he kind to them‘: is insuffieieat finrthe re1riewe1"spurpese. It-{est

mtr|teti:1,gdep:art::tte::IB:a'e werleingua the 'al:u:n-rt-temt. principle‘ —1isat i.s Ii:t.dj" wa.1:u the ret.-tie-.:-.* tetsaj-I gnarl
Ihitlga ah-I:tL1t fltcirpruduetnaw, they're not Eatenatnd in a.euh'ing Iha pmhnl-uztt In;irLg-term. The tmuiala is that

te da-gee-t.'I pru-ciuet resins-aunanti-viII.te.pt'adaete requires a lung:-teru1een'tmit:'rLe:1th:rt.he retrieu-ers— I've

indieaetedabcntethe sert eftime aadea:-mputing resa-urees. that need ta he put ‘lite theret-'iews..

Same eftite elevelepetsdereeagnisethae ttettefiiaefwurting. 't|-|'iT.i!tIi'IE:ttt'EE1tI.d thei.rteehniea|sts.f['ufan'taiee

therraelt.-esaeaiIahle— but fl1eteeh.a.iealsea£Et‘,partieuti1r|3.- theniiaustaeetreqitisii-ed a.I:I1I'.'tII1g til-EJIIJ-i"vt'.t-.".*]1.-'«:1'].t

much I.1nder]ir=aaI.Ire n::I|’rJ1-=I:.' erureluflarltte inveetmteh Iimein udtiitiean tntiteirutltereetnrttilmentein

talieingterflte pre. Clearly enlythe deveiepers ean eieeitie an the ptienrities lidrtheir staITl::ut this matterit

seems erieseut fees-uu::h im.rest:n1enL [a.ad:iitien,tJ1e  aflflPflageneiesare eatremeijr

nenraus urttena techie gets up LI:LIt'en1t efa E:Cti1fE1'E:1h:E a-r1.1-aer gmupaudjeetee urspeakate Ihepees.s.Tlieg.-I

are nevereei-min whats meet-tie will rem-ml about theirparade-1: fivttich lIl|:§-"'-I-'t:tt.Ii|i prefcrwas tzept ae1:11:1.‘].I

eunaee mated tpfera nae-I;-n~u11e the ehiefanehiteaetefan anti-sitttsptuduet and fe-undhim
eltapere-tieni hyrfiaur rtmitetiligpee-pie, iliEEII1'EElIt!.'1}I' tarefarme tr: getan interttieurwithanjtteeitie these

tiays wirltteutatteast ene martteting petsenpreeent. It isagivett fietfliatteehiesendwarkefiaa people

nuifliertmdersland eaeheflrererwaiitueuederstaadeaehedterfneitirermtlehvaluiilg 1a-Iilittlleutherdeeai

and thisisanarea whieh aeedsten |:tei.t1'J;I-1'esre-:I ifflrepre-d1.1etresIiewsa1'e tahe iniprmted.

Eta: t:tfti1e questicrnswltieit is iatraridt-lggr asked I:r:.r PE lg-eI1t:'l:5. st:II:tteti1'I1es aaiced hgr marketing dq:Itt:1men'|5

and aiI'rLestne'eer asleetihyteehies whelt taileingte th:epI'e$is,“I.‘i'haI’s 1.Iau.1' tleadlinefi" Thi.ssi.mpJe
questienwitl indicate the peemitre that the juurnntiaia werkina ut1der.IEsn-ntething haete be siw-ham‘-=1

ten dlejeumaiistjuzru ueedtzrlntew hlzrw ntuehtittte ieavailahlle. Men: jt:HJ.t't]fii:i.‘t15E:I.1: f|'ua|:t'atedsI.t|t-en Iiteizr

attemptstedtzl-a iDfldjEthfl]'Efl]'fl'El'tlliiJE1Jfl1I5Etl1E=EDH|]1H13fE-DEEEIEEIII dtnesnatreanandarifltiu the titre:

a1.ra.iJ|1h'E-e.It:au Iestifgrtudtentanheruftitttw. we luv: fail-edta getarfipense finnt aeampamtesente

questiem Whidl resultsiriflte psedaet teveeivirtga lam flattetingret.-'iew than it migitt atherteise have done.

Reuiemhettite Bi-an-.n'::asrNeu.-s eetaiiiple Imentiened eaxii-er, fatal deadlines ia puhiishiag mean jtsi that - if

3.-'t;uI.1 pa.5a.usrerIi1e line 1rt:Iu'redea.d. I nenttemh-erlt!._1_.r E1‘:-tarditur eI:idi1:LgmI: finthatjaeular and fi'i-end]:-F way

that ia unique to e-dittertaj h-eaeauee Ifiaenuming up agairnfladeardliue. "1dI:n*twa.11t itgund', he !I1I:r1'I=IL ‘I

eIeu't want it had. [ want it NCIIW!‘ If}-uu wat1t}.H:r1.1r preuiuees trade better. 1.tuI.I‘d better understand how

jun:-nalists lzun-e tnwarlc-this 'a:n‘ts1].-ing that II1t:it"ttmI'.’s.ia sen:-re intpeu-hnt it‘sjust ea}-ting that these an:

m|,:g.uf‘tI1ega111¢Ii1at_t.r¢u're playing ititltfl-EtE}"CIttPIt1fllIt:=E ap1'adueL

In :.1-mtii-:1-same developers have already starteeltnrespeuid ta:rretriet.I.-ets—h:.teheatit1_g. Weeanteaereasune

develeper whe sentuaaapeeiaivetraieua-fhiaauflwmt 'e'hiehu-tladeaigttedtlndeteeteverg-' ‘an-celled t-'1'.t'ttt-‘

i.11aee1'ta.iu virus. eelleetiee. Ufl.fJ1'¢t.1I'tB‘I¢|}' fat tttatdevelaperwe aeureeuus 1ri'uaea1tetj.r winielj-' anflwc Elan

enailayravinis I'E5fll'Di!IEHi:I traatage uureuileetiea. ‘ii-realist:-ed the 'deeep1:ie:I1.". deruantied a genuine eepy

and tiaenwmteuptht: whdle:a'tnI'}r.Thntw'lap1'flhlbl}t'dt:fl1t:t!I blatant qeisndewlsuwevetwe I'.|1Er'Ft' enfether

developers 1F-'l1t2ti1fl"-IE Inuettted 1t1eirj:eoduetsse li:|HIli|‘tE:'_'p' an-n‘t |.t'l'i|3ti=|.'f=|!-'1"!-"'.I'iE'-7r*|i=I'$-['tl-'i1tII efeuurs: auhjeet the

praduettn quite I:1ifl‘ere:I:Ltt:-re=ssa.t1as fI't:imtI1t:raethataus:m'wi||jI.

The ether piaj.-etin e-at little tI:agead:.r is the reader. Ta a:m1e eJ:te:I1t,l&eI'_I.n:Iu eannut blame semeerte fer

-A-anliiig samethingt'en1etl1ing— and elearlyitwas theptthlisheta when started this huainess u-fgitritg

puhlieatieas auray the flee- Eutthe pressure efeesrs ea publishers urh |::]1tJ:I.is has caused, has caused

sum: elfthe ].‘.tI|2|i:|it=l]‘.I5 wtiieh I have lipt.':iE|:=1I went here. There i5a1.'rI:tism. that you I:rn|:}r get what yen pay

fenr—a.11-I:l it is I'El2E||IttiJI|,E far meta-suggest tt1a1 this is lTEt£ft2tl'fl.i.lfl1t2t3vE magazines ‘i|'hiI:I1t:tt:|rl1|: fite. But I

tin net thinlt. such a Iiireet Iiniu: he-twee]: use and effeet is aeeurate- These are same Free magazines wllieh

are eseellentami then there are use st.Ihse:riptiea-based publications which atetztrea-dfeL Ihelieeea,

i1tJ'Wl|":"-III. !:]'.Ia1.'the free magazines apply anu.1:Ihe]pfi.t1 prefiua an the ]:It1hIishiu,g star]-:et]:I|aee— whieh is

flflfi'ifiLEEflT EfiHEWfiE.&fl1Iflfl 'l'I:l]-hlruil. tltltvi-sph-t,lEI|:I:t-tit.H:-r..lJ.‘.I1¢Zl-‘t"S. England.[I.'t]I..‘t.'iE £55131 }tapt::a1*ttuptthEeatt:u:tI1rherept1Jdueed.at:eeiiueeaiasa1 :retaI:Let'iai1a:I'Itteti iIfl]'&HI'|1I'I'i'ij'|UIu|l Il:l't|:tt'
Irittettintwniatianufirenlhiilttertt
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unbulottoed es a result. -Some rcodersseemnow ttzttalte 1hetIiess'poi.ntthat el.lptl:rJ.1'oatioIts should be free-
en-I:| are therefore dimtissive of-o.rr_t- publication wltich charges a suhscriptiorl. ltseems tome thatiiothe
end slilreaders lose from this approach and are poorer hoth hi the knowledge ofwhat systemssre out

there aedinthe quality oi'soI't'tI.-'s.re {witose developers without El well-Eltfotm-ed and eethsepress, are

likely to eoeeenhute en pressiee forward their marketing campeiirns rather than theirrteesreh and

+:leve|oprr1e1ttpmgramme].F.eade1ts need to he more demanding ofmagziries I:Iut1he'rrtIo-1'ce is root as

powerful as it might be since as receivers ofa fl'eehle magarine they are not cuflomersio the trueseose —

they have rtttl:e:I'.I".Ise's:.t{sr bought into the product. Free rungs.-sine receivers eennot 1.rete--.-ith theirfeet and

indicate lheir Izlissatisfaetion — they can 't stop buying sI:In:Iel:h.1'.ug they eIcIn"r some for, it keeps an arris'iJ:I.g

whether they read it or throwitin thctreshe-an.. and heceuse ofthe absence ofthis etude loot efieetivc

‘approval indicator’. editors and reviewers dot-::‘tget the message. Sales oi‘I:roI.L3ht orsgasin end

newspapers eiofluctuate when readers disapprove efurhat fltegfrel;-einj; glueo. To gi'|.|E: an eetaeqiie, the Sun

neulspeper tfihrthoeeutho may not]-Lnou-'lt, The Son is s istbltritl tioily newspaper inthe UK} reported a

trsged-_~r which involved Liseip-eel peeptein a wsgmhiehtie people ofL.i1rerp-o-oIIt_t_sit't1etlIs unacceptable.

The salesofthe newspaper in Litrerpooleollapsed, plunging from 524,I3II2IiI|-per day to32{|',|.’iI|I|-IEI per day - a

loss oi'3E.5| percent.

IN CGNCI-UEIflN

'WI1'I|e product reviews sreimproving insottteseuses. there are strong forcm at worlt 1-1.-"f1ic|1 ditvooutage

rigcorous product reviews. Even where some publications are nukhig valiant efforts to produce

meticulous evaluations ofproducts there is little or petehgr support Fronethepredoctciet-relopers or the

reading puhlie. It ieeesy to eritieise itmgnzzines and d-e[.'|]t:Irts their leek nfesperfis: end leek of‘

thoro-ughnese in conducting product t'c'trie1oe—hut suoh critieismison the one hand nfistmderstoodend

-on the otheris £55-E:lIfifl.l|.}" a waste oftime. To dothe sort ofthing that Fires Eoflsm: and Sf.‘-C'I.-‘RE

Computing have been Irjtriog to do lshoeli: the trend in -ooreputerpohlishiog-

]hope that this peperwill provide you, as one-ernher oflhe produet—reoiew-r-udingpoblic. and }.reu.. es

pmtitllzt develupent, 'a-'it‘J1 etztlne iltesight irrhzt I11-.-.1t.rr_-r flint Jzrlagsziizus pith-Iisltzingzw-o1‘I-es -and why things. are

not as good as flue} t3t;|l.I]E| be and how they etoulcl but: better.

flEfi CflU fil!fi '|"I'uEIIkI:h'ILI!...1l 1-|'Ewd.I'l.‘..fi.I:lifih.. lIl'!I:I'I:InI'I:|.'I.i'E..flIl'.l-I3's!'5. Efiifl.UDD1 +44Efl}113dfl5]J5'.NopInoffl1iepuhisIIio|nI3Iherep'odooed.1toted iiereo-ievel is-st:In.teIIin1i.ttod ‘:1 -n_-rem '«'«'i|3'tDu-|!fl'tII|=I'J'I=I
1.lu'iltu1p-fl'Iii:h'ee'IufI.e|_:InhI.s|:n:'s.
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FENBING CUFF VIIIUSES IN THE U1‘-IIVEREI'l"Y CHIHEHIUNITY:

A CASE STUDY {IF THE MACINTDSH

.ru.a§.:e. eewares

Illineia Staie Univenity. ME Sr-IT1}. N-urn‘-HL ll. E-l'i'§I-El-34?£|-. USA.

Fae: +1 3139 A135’ E‘-I32? - EmflI W.mm.mm.mu

.aiES'I'R_h.C'1"

There 1': e ;:1:.:e.I1I'I'u:'J'{]-I rI':h;u .5'.r'.rue.Iie.r: en:-Ihr:'eg -rt-15:37: regard an the r:'.1'h*+:I;|"-.*i:1e5'a'n_#*eei'En-n and rmnemimlen

due 11:: :he,ee.r-r.:r.Erfl‘:r'1:.- efleieel rIr:.Ieme.r_J eflenie emailed with The H-ark heir-a'I.5= ej"i'he 1:rrL:'we.r::1'1fp-

ee.eene.ea'Jj1=. H-‘er mther [hen reeier eemgrlerren in were the I-Hearth q.I"Mee:'nm:.h refine: elfenu etuiiffl-‘lie.

mud vim: pmrefiien me:hee'_-.- r_'.r=eaJ'e e e::_:,i|I*_'re1-err‘:-1::-zrrue::I.'_.FF:rr eirrefnihg area! using them.

Expene eirfmflre the number efh-£5‘ D-GS 1ra'ru;s'ee at jjflfirerrdgrewing H}. men.’ xheemre efwrltfrgr muf

Irere-mieeieneeesne :5: pain: es: .r.he eenchmee the: rhere Je ee reef emni in sight. While there does nu:
appear .re he e1:pa.u:.eurr'eJ grelwlh qfrhe EDS fire; pep-a-.I‘eI:'e.r: men.-, we have w.r'.I!neeeee' ever I.&e_aeei',I‘imr
_1.'e::rs err eraemxeue Jinereeee in die rnmber q.I"'flfl5' vireeee. The eewle mam! Elm!-iitf fl-_.I"1'|-:!':1t=-I5.r1I'rJ'.5'-Fr

viruses. However. rhme is :1 J+.:-e:enrIe.I‘.I‘y r.‘e.ia.r eI'mm‘imI emrahuhg with re;ga.n:I' 1.-a'n.:.-.*:':yI'e:::'a'ee end‘

rra-neneeefen .a'.ee In the pennfiiifigr e_.r'1e.hae.I .rfn:e.rrmj} ehI'e::.re en-::-:.r,eIee' with the wer-1' huhire efnhe

uuivens-f.t_].I eeul-1nr:H.II.I'i:|.r.

fine eeeiheh-emflehie eefifieefy ur.f£e.E:-Ie Maeimeeh seine: |'S|'.r.t.re.r'IIIe.IJ elfeete hm-e I-:m::neI‘e emasing

a're:em.e1 rE'::ru'.r'en=;I.' emjer Lherr E‘eE'r. J’: is came-me preexteefer meanbee ef rhe Hnivereiur 41'-D‘mm1r.niIf1." lair

use aehne: .:Iie.-up ea e‘.u1.u.nJ'e.ee' and Iraarepe:Ii"r their eJ'n.::I'.i', end‘ erherpeleehei eeryiguimfienfiffl. between
ehetr e_gii'i‘eeM.:Eheme eenepmere an e :£r'.1rh:e1'!'e .'II'I.re£e.rIIa' u-he nei'_;|.-' en puhfie -.+-er.i:s.'mH'e::e have no eh-eI'ee
ielhemeeer.

This is.‘ .11‘,-re e pepcrderlen eeeueremed .|'|'.'.| ehe-.r1'eg deer with elf:-er inerrmflees reI'h-e.I‘1h.:IrI ehymg as-ee_p

fun doing en with any-ene ear:-Me The eemp;:rh;1r' This £re.E:a'|.IL'er hue e:Irn'e:::'e1.reJ-' fem fhefiee e-.I:eh.engce

efreinet efie-nus. efien without regard‘ in exposure 1:: 1-inreee.

I"e:' :.iIe!e;I11,emiu:rn he meme_i|'He5 e.n-Id eppiieefieaue eere-ee Ihe J'e.'er.r:ef alums! beeemee irrermibfe Afi-er

-::H. We {'3 the meel-lee qfeerraeuflng: the e-‘wring e_.I" r'n_i|'I'=rr1n-!I'I'eJ-I."

.flr.mJ'e'__-.-nu reset meg rehmel efiertle? fliffemdree not A mere epprepriaae reepenee is In Seep current
vfneeprereerien in piece end‘ In eaheele ewfl men an Freer:-easfieei wfrh the p‘i'£E-E.|'Ii!'E er_.I"e -I.r:'ru3.
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FILE EICHANEE5

I‘:-'l.E.|3l.l:lIl.‘.I5|1 telnet clients have vastly increased the fieqrtertcj.-' at‘ file exchanges ofall types across the

iiil!t::1'I'lEl'_ Where once a rant may have had only one shareware Elle, titegr l!I'til1].|' now efliiy pass through

numerous fllra during a aing;le monllt — obe'io1.ts|3r:inor'ehs1nEtl:It prebeblllrzs ofesposure to a virus-
infecterl file.

FGProail cliezds Eimpfifir n1niltcs.nsilem -[and attached shareware application and reset files]: hp physically
ntnt.-ing rnail front. a Unit. machine to a It-iaclntnelt, for instance. Test files. nrltlch can contract INIT 2'9

[1] orthc it-il3IEl“' si, B or C strain [3]. can be eteltongott electronically as end users collaborate on

projects vie poptnsil strscnnsetts. itIn|:tt:It]Il:1]|' passing a virus onto aoolltaptlo

File Transfer Protocol chants eliminate the need to le-am 1:|t.e oornniand line ftp prooesstotrmtsfer over!

entire direotcaiet ot'data- includirtg collections oiadtiitional shasee.Ia.re c|imts- to your ls-Iaclntosh with

lightning speed front .ll.1:I£Il'I].|'I'I'Itl'llS flrp sites. Gopher clients rtot only locate information on the Intent-at, hut
an.ttet‘l'|aIicalljt.r ftp and install new sltsrewete onto :.I'ot.tt It-teclntoahas you continue to 1ilt'|J1']Ii.T1'l.¢ b-Hit‘.
rle:t‘ault oot.tt"ig1.1.t'ationtalr:es plaoe tr-ith initialuse —and. l-f"I|'l1‘l.l5‘- pt'o'tee'Hon is net in place, so can

cnnternirtstion of your lttacLntesh_

lnstallaticn ofthe it-iscintosh clients tint Inaloe all this possible reqnira merely that la-IncTi;‘F. Apple

Rentote access. or a see client he installed on the ttcrtststion. The main application can either reside on

Ihe hard drive orthe tner‘s diskette —pt'o‘t'idcd it tensnins nnloclred nrlten "muse.

End users store their pols-tlrnll application settings files {l1~l'l'l‘s or Preferertcu}, on their l'-tacintosh. along
with cntnil, bo-o-ltnurl-n. and hotiiete staring Internet addresses in: it-orite sites for r1-o*e'nltIte.'1H'tg
infottnfllon, and subscriptions to Useflel neteagrottpa they roguhrltr rend on a non-rtrric protected

tlislcette. E3; earring these flies to an unloclred rlislsette. the end ttaeresn access infornsation 1'fl5i|I1.Ei'IilE'$ they
use fi'eqt.1.enthr as they ntntre from one Macintosh to mother.

There are torn lnherent problems in this asintarion. The that problem is the seot.trit3.r trick of randontl;-.r

ttatrslhrrlng film, either applications or mail attaclnzncnts, without heading where these files.-. ha-.-e heess.
E-aclitintealllepwes scrosssnotherleiaoitrtosit desktop, itis |:it;1Et‘.'i:|.t.|.ElJ.l].n' I.‘.!ll'.|2rIit-SE-tilt-l:riE‘I"il'l.l51a|fl'Iit:lI :itt:.nn
oontsoot or past on toast}? other lttlacimoslt tleslrtop it passes across

The 5:1;-,uont;1 prnljletn |:tE'.l_'I2fliI'E ‘on end more who |'.'|'.'l.-l:|'|.|'-B fitinn one 1:'IH:tIltE'lLll:IiI.‘.II'l to 1I1t1t|:IEt'.iI1alt1d'ttIg s|:IJdntIh!
whouseopen labeas weflasstaifiiflcultywhocrmryrcliemndingafilesbctwcenrheeflioeandhoma
cennptner on st diskette that E not write-protected. Retnotring write-protection Eden 1 cliskette creates an

ontrlrenrnent ripe for passing elnnes.

IUi.I'ilI|{'}I'I-‘I FILE  R5

From a support tien.-point, flee ease of i'lI!Idt1|:l:l]}" transferring files is a Irernernions been to a urtit.rtns'rt_-.r’s
ctrer changing flottrofteere and tears. It has become cornntctplace for urI.t'v-mities to pee-dehflgt-Ire telnet

client applications and utilities for ettd users and then ntalretite clients tr.-ldelj.-' available. This psocnfi
setrcstzhe Help Dealt snail‘ itoto ltstrlng to penalize a.ssistecer_-r end ttserthrough the configuration

procas.

The original ‘clean’ copy will beopened and the site-specific inli:It'cJ.ation entered, such as the names of
the university.-‘s gopher, news. to-'e|:I. mail tensors. l»tIec"J'.'|2P' can he pre-configured for the correct domain

name and g3stenra_t.-', before being pamed on to usem. as pan ofa site licensing acrsngemertt.
Communications oath-‘are can be pro-co-ntigurod with the local diahtp nttrnber.

Fiies are clean compressed, |Ht.fl.Ilj.|' with aprodttct such as Biol-Iea or Compact Pro, among deserts
atrailah-le, that have also ls-em dots-nlosstled from an anonymous FTP aie. Dace compressed, the

 

 mmtr|.ua.1teantsst.s11-|.t;I.umt..tun.a-s.rsnauuen.t:r:tt-t 3":'3..El|1-fl..
flfl [n+1rsesss1ss.stepsnerat:eueaeutnnusatnprnaeeta.nnreeIasretenInsteettto-nittedtuerforeulttoe-tttrsnter

I.'|_-I|;ertper'nsl.'.uh:n:I nf'I]:|s|:dsIia.bI'n.
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pro-configured filee a.1'este-rod at the tnrit-ersity‘s anonymous ftp site or on trarious Macintosh sewers or
public arorltstatious where and users are enootnagetlte taketlreir own copies For personal use.

But the question ahunys rte-nains as to ltonr clan an application transf‘en-ecl yiailre l.nteI:rtet may lie. and
new clean the s-ert-tertl-ntt application resides on may lie. Anyone cart iJfii!Il'1.l]:| aeelieetions li't:r1:I'I their
sar-trar—andtl:tat n-eh server or tip eertrer may aoiuallyresideon a it-iacintosh which could int-e yinis

infections on ‘rt and, by association pass these t-irtmes on.

There exists the temptation to use a Macintosh as a lile server, catlrertlnn a uni:-i ataehine, bemilse files
can he tzrartsferred either tria tip or itpplefihare. oFFer'ln1r IE preaercltoice in how iiteyaeoees tlte
server. It also introduce: more oontaniination points, lreyorazl jtntt the traditional nniit-liasecl ltttemet
server.

anyone maintainine storettare on a it-Iacinto:s|:t filesener. arast maintain stringetn virus protection on
tttat filesertrer in order to avoid the risit of infecting clients he-inn made atrailalileto end risers. This is

especially true Fortirose inclieiclusls who open and pro-configure them. hifecte-cl applications tlon‘t Et-"E11

netedfnbamn in orderm p-ms on 1..'in,i.p:pssttnhanET.|'t'3.ai:|riltI1'DECF'

in addition, tneclients mate it so easy to begin partioimting intliis tile exchange with I-'.l|i'.iltE1' end users,

furtlter increflsing the end user's 1.-'ulneral:iliiy.'l1t-e nature oftlre nlorlcl ttricte welt oonlrlltnt-es to tire need

to participate in this free oitcltange ofapplications. The plethora of ‘i|tt1nErEt|!I|!-1ic:stiti11s' ftIl't"iew'iIIit
graphics, listening to snentti files, or viewing ntoyia ttritltin the seal: clients are also tra.nsferre:I ill-1i"Er the
Internet.

its users gain greater exposure to the ttrealtlr ofclata files available. they tttltfi-' also he EIIIIEHEHEI in it
destnictit-o infection. Clue Macintosh Trojan ltntsn, EPtn L41, n:|asn_ne1aci-es E the eotnntottlycsed

rlecetnpresaion program CiJl'I'|.‘.IflI:'E Pro 1.41 and erases tine Syste-In and floppy disltettes [4].

It is crucial that virus protection he installed and kept up to date on et-'et'y single ltdacirttosli. and that
anyone pie-confi_Ig.1rriug clients 1.-igilantly maintains a sterile ensironrnent to avoid p1.1t'.i:in,g end users at
risk.

'I'lL¢!t.“|t-"El'...I'...].l!'~«|'-G END USERS

The mobile rerture ofenti users adfl yet another entry point for infection. Faculty oftert '-I-"Elk ftfltfl tltttlt
nottteatttioitioe Enitlentsa-no tiIJn“tl]fltFnli1ItifEIt|i1lI2=ilIrIJ.|:|I1.lll.‘.tiIH1.'EtnlJ cnoicenottotteteltretween

computer labs. In order to mice HIE possible, they carry clients on an ttnlocltccl Izlislcelte fiom one
teorltsution to another in order to maintain access to tlteirpersonal information- ststltme cl users nrotre
files ii-are one orori-mtion to a.not|1er,they may iaatit-ertently encourttera tirm on one of those rnacilines

or pass it on to another.

PRUPER USE DF ‘VIRUS P1IClTE'E."I'l'Dl"'i

Commonly Lnted lhiacintosl: virus protection products include Disinfectant. Gaieleeerpelt. MHETME and

‘fires. Each require that a Control Panel be stored in the System folder. it is also necessary to open the
application and configure lire soil-tears. It-Iany end users skiptltis step, causing the trirus protection to fail
to scan dislss ornotifl-I the end met when a ‘r'il'l1S has been detected Di'1'E!lTII:lt-‘Eli.

The ease of insullin,-g most It-teciotoah applications is oenlrasted by the fact titat one oftlre more effective

tools, Clntlsiootsprer, does require s-orne tecintioal -exprettiaetn install properly. E-.-en Disinfectant and
]'t-[aeToo|s require aclmls installation and, lfnot configurecl property, onn fiilto scan floppy dieltetlee.
S-acne ptodtrets such ES Vite: sotnetiines must he denies tarlten installing ofltoreppiitekietts ttlidtlten
atltoniatlcally rterciiyatetl alter aspecified period of time.

 

IITRLIE EfliflI1' Dl?H "i"II'IlE.|.iH'ItI'ILIH-.11 9'31-‘I--3'35-.. Ethi-

+-I-I-[IIIIIII-IEEl?-‘P.Il"i|-npI.I'lofflfipfliflflflflnujhrqnmtmiflmdhamfinflnlnhmwhfififiifld-hlfilhfififitl-flllpifl
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H-E |- EIJW'A.REi1-'.- FE|'s|iJiHEt'.'.|Fi-' WFIUEESJNTJ-i.E i..||"o.|'F|u|'Efli|5-"Til" E-|.'H'I'|-‘I-'IUf'~|'|"|"I'
 

Distnfestant is ;:Iessil:II:.r the mast G-|IlI'I'll'i'|.-|2|':|'||."}'1.5iH=d —antI nne nfthe more effective —tuI:r1s.|:Ieutl:.r lneliteuse it

is a freeware pmdnet itself. Htwreeer. it dues net fllil-Iilrflfi viruses whieh Iafeet H;eperCard eieeke erue-jen
hatees- Treujsn he-mes, briefly defined, are ‘fiend-alene eptllieatiurut that must he lauttehed in order tn be
activated. and that are shnilarte trinlses in the damage they tu.nee1.1se’]'_5].

‘while the telnet anplieaflnns themselves are net H31;IeI'C.aIt|-h»tesed.. man} at-‘the helper applieelieee the

creating II)-'|:IeItve}ttI]'Iti.I|ItI.t|2I language datum-ants are I-I:,rp-erf.‘sni atld-ens. Far H'_Ir|1e1{.‘.aIt| users.

Disinfeetem is that fully eft‘eer'nre end Ihey need additional protection uneh as ‘I.-"i.te:|:_

E-CsiJ'iI|iIi"-|'G FLIHPPT IJISIEETTES

It is pessihleta eunfiqtme Disinfectant, and etinerpr-nehe::t.s, tn ship seanning flepp-1' diskettes. Sittee the

telnfi clients’ settings file may reside on a fluppgr diskette. ml: is an unwise iieeisinn. Ctlder 1.-'e1'siuns ef

Eutieea ]:Ieptus.il, for instance. are small eu.uI:tgh fetthe entire etieni. eieng tI.riti:t theend 1.Eer's n1aiL tn

reside en a high-density.-I fleppjr dis]-tette.

It maybe pessihte. win any plreduet. fat an and ueerter eaneet aaean. Tu eeunt-erthis. ‘fires and
l'-'lae1'ee1sesnheeenflg]1red iu |:I-erfizutu estun at sttattup. tiI]i.l.t|:I|:|-'|.|-'It- and at pee-eel-tcted i.11tt:l"-‘tilt ‘I-I-'|1:|le

the -.senIv.'_etarh::ni.srI.1ni:Ii.n_g. lfa seana-ssesneei1eddu11n_gatrirI.IsinIeeIien,thene:tamee1aiesean
she-uld detect the 1.-tn.1tL

CUMPATIBIIJTY PROBLEMS

The fiateleeeper daeumentatien srielulates that eertein fllee such as ‘e-nmnnnaieatiens pregrems.

eumpretsian utilities, and ele-ttrenie nnil pat."-hges require PiIe{E|'theri pfivilegee when deeeding
dneenleaded epplitetiena ant! syflem files’- hint assigning thae p1'l1.ri1eges within Eateieeeper can

interfere with the my penple eetnaily start: when they usethe trarleus telnet eiients and decompression

pregrsens such as Stufflt Lie.

Cine ediraritege sf ‘I.-"ireit is that ttptuteele against same truj-an hnrses, in edtiitien t-er "r'iI!l.i5H. I-Isa-esree. el

Quielth-Isil Eenrer will nut treturnit mail Ines-sages enrere meeleni while vine: is running. The statue is

true the Apple's Pawerfiu-uh E:|l'|]l'F.'E-E h-[et1e1:n settw'e.1'e fiat fflit transmission. The sdlutiun is ten dinhle the
fe:|:I.'|.J,|'¢'ti'!I.aI diagnesesttyperflardstaehs. TinesesrenntprehI—unlessH:.'p-erC.art1ttsetse:eenthe

ssmenetwaet. ermilessueeeeareueiaeamedem.

.-tune-.-ieeis nntflwegspreparedtedeai withthaese issues endmey eitheretapnehngsittlspreieetlener

spend a re:,p'uea1.a1:-ieanteunit ettlnie calling a Help Desi: fhrmisteme.

NETWORKS

Sen-‘hag up appli-eatiuns ever eserver ie at-eentlea-fi.ai weyta ]:I:l.E.I:E.gII! applieeflees en esreqr end users’

we-1-lcstetiaa and ineiude tee-ls en-hie.t1 prevent end useet frern diseh-ling s-irmpneneetlen en the system. It is

a wise deeistnn nu ti:-spent efthe netw-ark ed1:niI:Lis'tr:tet he ensure thntttee entire Ilehr-a:rk'e int-egtitjit it
maintained.

hiem-e-1-Iced users must he made a1.I.rs.rI,=.- efuppsuiee that have been fiansparently installeti for th.

inelu-ding an upgrade at‘ their 1.ri.n.'s preteetien is: that they also upg;nde pr-ateetien en their heene
eumputer. Eite iieensep-ureheaes ean ineludeueers whe werlefin-n1 I1!!!-II'.|E in under te eueeurageail users

ten keep their wutltstatiuns eurrent.

EE.EPl1"~iG THE C.hI'-IIPUS CURRENT

An engning prnhlem far eeeurane isjtet keeping current nfttie latest ]:a'odueI releases Cemmereial
veneers are setnetilnes unaware efriie elrneuu-e ufthe system. While there is eaten a
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cenusl infonrrsiion services office on campus, lfliliifliilflil depsrunents generally have the Enzedn-m tn

purchase so-itutsre imlepentientl:-r.

Frequently, an Ii1'.|I:I.'i1i-'ii.‘1|l.B.I clepm-trnent will purclisses site license fee the software, unawsn thm snethsr

depermieut has done the some The contact name fhrthe most recent purchase will then become the near
contact name in the 1-ree'.u:loI"s database, even tliough it may he the secreu.r3r u-its processed the im-rcice for

an medemlc iispsitmeut, en instance. That person may not be responsible fisaactuallfi-I maintaining
sofl-were end therefere no-t comprehend that this is scrucisl upgrade.

'.t?i::nan1.1pg.-mdeexutmmeenteitt Es seiittcthetmit-eteit;-r. isms}-eel}-alenhaaanttethm shtglecentoet
person. |:I].'1:i:sss:ing all other tlepmtments incltutiiug the -:s.mpi:s computing servriots. It may also bctltllt
an}.-'one wishing to punsltsee the Lqsgmie, nzeq.-need. to oniet through. that department who sees lest-listed

3 the ccntsst. Vendors ere piles unprepared lbs Ilsliltg multiple contacts and departments as ‘the’ official

contact point- 'ii.I'c-tit u.-ith 1.rou1' sender. and ereplsin that ;|.rou.runitret'stt:.r may ltetre multiple site-license

contact points, ifthst isthe cam

Through other ntnns {such as nestle pu’e]imI:ions). msnsgersstid cotnptltet services cen 1-cumin em-me cf‘
new upgrades even before - or in lieu of-- receitringsnsnnnuncernent. Uuitreisities sometisnes also keep

nsem jnfnrn-yeti ufuew upgmdes via a uultressiq--h1ts.eui limsers or mail list. Jchn Notsisd nisicm the

following reustnniensintiotts. among otltets:

I Join s user group such as Bi‘-afllfi I:BcI'i:e|Ie}r I'rI&I:i.1:LtI:tsl'u User {troop}, BEE {E-esto-u Ccmptlter

5-ociety} or a. local user yotsp.

In Eiuhsc1'J'l:Ie to the BITHET chsirib-uiion lists "r'|Ii1UE—L end 11~iFIu—Ma:.

I Reed thel.rsEJ~1ET news grutlps omnp.s:.rs.mmiu:muuce end cunip-t'lrLu_

IIIEFENIJ-ING AGAINST VIRUSES

The old adage ‘ltesp your disks lcrcite-cl’ is no longer suffitient. not appropriate since using so presents
the clients from uptlfling p-ersotnl settings or escimugiitg enuiil. But there are reasonable responses.

I: install -rim prpteiptiun en eeenr eemputer, notjust scanning ststions era: the office.

I Install and maintain curreitt eirus protection to immediately scan newly dournlcscled en-:|

deeempresseui files before using them.

I Conflgiire virus protection to issue it notifieelion ifs trirus IE been Iietectecl smi tlesu'e:|-'ed.

I Run esecontl snsnjuet to he sure lint you have elimimieti the ‘i-".i.i.'|.Ii‘-. ifs trims such es IHITE9 is

cu.1'.temI;.-' infecting one file it could rmsnnislgr he in.i-‘seeing others as well.

I Ecufigtue products like Stufllt Lite 3.l.'1"-' to illfl-i1|i|fl}p' activate 1'-Hiflcnt 1-Finn prctcctiun in stem new

files es thepsre tlecaompressetl.

I l-'tei:u.iiui.i.ug the Desktop when installing new spplicstions is not only gocrsl meint-ecumice prooedute
i:Iut it onto remove the ‘WDEF end IZDEF trims.

I Use Checksinn To-o-ls such as Cheel-zsum from Geoff ‘Welsh or ‘i-Vise: and it-iscToo|s which have

built-in checltsirtus to perfiornt inteaIit_s' chvezl-sing similar to that fetutd in sottlc M3 DDS

A.nri«‘i-'irus programs.

I Download a ‘c1esn' copy of "Jfl'|l5 prute-cI:'Lun mt! scan public or shmed vrorieltetions bcftite Sftlttiltg
to work.

I Sc-tut tiisl-tettss may time Ihly me Last] st puliiic -e1's|u.1'e1i wcritnstiens.

 

HMEH Em%ITEF-Ht I.-H-.1] Tll.lI:Hl-lllI1.l’e*:IIfltI:hfi'liil'E.UIII3'I!'I.'E.fl].IH.
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I FTP ‘clean’ copies eftelrtet elletttts Earn an s11ert1.tme1.'e 11:]: site rather than eI:r.:e1:ItiI1g shareware

tttat semeerte has been using as their peteettal eepy eren pttlelte wethtetiene

II Seensefiwarelltethaebeellpre-eeni'I.I3',IIndfi5r}'e1:r5ifl.

I Net-if5.r and users tr.-hen there is a new ".'il'|.1tl'- pmteetittn upgradestteilehle te them.

It I-Jetwurlt ..I||..d:|:n'11I'5IIatn:tr5 sheuld be especially I.I.rsr3.r ef mreting an infected client en tr netwetlt

server, therebgrpmsing en en infeetiee.

The prittilege ef sharing efinfzl-ttrtatiert t:=erI"tes with it the 1'ee=,:e::ttE-i'tIiIlt1.r fbrtlmtfiflfiflg 1tEIt1I'£E|f it-Ilfl

urtugxs.-,_ Eaunti 't.rin1s pmtectlen tr:-etlttmzls create :1 safer EI2l."i.".iJ'l2l-JZIZIIIEIZII ihreltteiejng .e1't-ti using the '|:l.|'t.':aIl]1 Elf
Maeitit-uh telnet elieets etreilehle.
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RECENT VIRUSE S, VIRUS ‘WRITERS Mm RDUTES {IF VIRUS
SPREAD IN HHNG HUNG AND CHINA.

.-:iHa.r.t D5-'er

‘fui flee Camp-any Ltd, Flat E E‘; D. 3-‘th F|I:I-11:. Tally lnduatrhl Bull-ding, I5 ‘Elp Fat Street.
Wang Che]: Hang, Hung E-Le-I13

Tet +352 25 55 [=1::I'=.1-- Fax +352 2313 :5 I54 - Ema.1'.i adyer»@:.ruiJ:ee.n'd1a.¢empLeene.cnm

ABS~TR.M'.'T

Bruin; the past !"|-'|-'IZ|'_'|.’I';'£I'.|"..!l. :1 r'rIrI'i1E1-I-:'a'13'__f"I-'!r‘II.E+.‘!:n' -i'iIfl'I-‘E Eflwlgedfmm Hong Kong and C.iIi'.!m'. Same -M11‘-5?

spread mlereetfamnfly white Ether: tars a-niy Iumwn fin-»::::.H_'v. H-mg Hang mm‘ Shim urn: mimileneausfiy
muju my and I.-L-'.|'.|'.1'.5.f:|.-'.!i'uE_,|:J'.:1'.r.e;i|!e:::I' in :e.n:n.s nfbusiraese. mmmunrmflnns. tecimic-3-1' haw-{edge arm.’

.::|1=:Ii£:I£I'!fl{|.' cf E:-fl.|'.|1pIu' flagpower.

Tire 1:1.-_,I:v-e.9h:r_.I"1r-.|'.rI.|'.i= I+'rme.r.I mid’ Heir speed we dqsvaitiml‘ in daflfereer we}: cm the eI'n'fr:rnniEn|'_t in aha‘
I'rP::I e:'H.|'.I':rrre:"... Timrpaper 1-+'H'I Iuz?-M: |!iI.I'.I!3Ie*1-'.Ii.I".|'al‘.5‘-H 1uI.=-I'1'EI!E1I and relate their In H-'Fr-Ill ii‘ fine:-w.I1 III-I’!-:1-1:I1'.I'.lIa vine:
u-rue.-.r5 and w‘.-mi 'l'|-'r".|'NE' grmps 1!: Hang Er:-rig mt.-:1’ China.

The dggfia-a-annex in virus repemfiwm EIu:5f:Ie3:a11d'.E|'.E'.5' user: in flew R’-neg .-rimn.-I: Lin.-at drfihrem w‘:-n-.s..=_-.*
ere Jufled 1-cr spreading in these e.u-u!.r-:m:-rIer1I.s'. Cerparnra :'nda;.1_'}{a.re.u.ne a.-rd teenage Jrrespeurba'h'1;:..-
mun-fl_'::nI|'e In .|'.Fn,e 1.1":-n.r:_v pncl-Maw r'.r:r fl mljl-'33-'.

INTRDDUCTIHH

I lJ'.'|.i.I'IIu:'_ everyone Izum-.r.r5t]:ua1 Hang B:-uang Is a ninja: lutemarlenal fl31a-mce centre and the biggest emrg.-' part
to -china. Haw du wrjnn.-sea l'1ti.11t-ntlL1'5 eamrenuuent. and what efleci does this have an the internelic-Ital

virus steam?

EACKGHDUND

Clmnge is +1-nmi:1an1:. For Hung Hana. 199'? will marl: theend :1-fEIr'Iti5h rule and preparetiens are beg

1-made thmughn-ut an-::ie1}'. In Eh'Li1a. the I.I:-:e ef I::n-mpI.lter5 H grewing e!'m11:I1m.E|1.r_ Last year. the estimated
number m"P'Ce in El-u'.1m was one n1il].iun. This year it is deuble and. the growth will enn1im1e.
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THE LAW

Relevant latss artist in Hong Kong :5: China. Hong Kong has the Computer Crimes flrdinrtpoe. introduced

in [993 [1]. The iirstcase prosecuted urtderthis act eariiertiris year, was s ‘oracl::er‘.

In Ehina. the It-iationei Congress issrred tr Guideline ir:t Feinuary I994 [I]. This places. the h-1'inistry of

Public Security in charge ofthe whole nation’s computer information systems security. More

specifically. this luiioistty is gitrert responsibility to tttsrtsgs research and investigation oI“ocotptrter

yirtrses and other this endangering social and puhliosectnity and relaed hanuful programs‘. In addition,
st permit is required fit-r selling pr-odir-cls specifically designed for consptner information systems security.

These pennies sre dwell-sdsrri srlroinisteretl hy the some

Possess-it 23 offlltirsfs guideline routes two definitions: s computer sinus is a program or proetm

inserted into computer‘ pru-grants which can destroy the function oi'l:h.e co-t'r'lpt.Iet' sndhr destroy dstsor

influence the frnretion oftire compiler. it is also a program lists can he self-replicating. This definition

appears to ooyer nrost mslware: trinrses. Trojan horses, logic bombs. and maybe eyen htggy programs-

Eoeondiy, a srecialiseti computer inforrnslrion soct.trily product is a hardware or software product
specialising in prolettrrrg cotupttter inlhnnshoo symt ssctrrlly.

Psrsgrqth 23 ofthe guideline specifies prmishnrents: deliberately introducing comptrter viruses or any

other hsrrnfitl date which endangers computes inihnistion system security, orsclline an cotontltsr

inforrnation system security product without a pennit. can result in s warning from the l't{inisl'ry of Public

Security or a personal iine ofup to 5ilIZ|'|l' yuen. Urgsnisaliotrs may he finedupto lfitlilfl ytl-ell. Any gains
front the violation would he ooniiscatetl and there may he a fare offrom orreto three times the quantity

gained. .-'-'lss comparison the average monthly ahr-_I.r intlhirts is elltl to son yueu. although anyone

privileged with acoess to a i:ll|l|:]]l1.lt-H’ could hays a much higlras salary.

This leads tee el,rl.'iel,rs situation. People who spresd t.-'in:rses do not gain from their actions. so lirepverrsity
for selling a security product without El license is potentially higher tlentite penalty for deliberately

spreading a trims- It seems that the National Cong ihiled lo understttnd the nature ofthe problem

when it imred this Eitrideline. The level ofthe penalty is also lenient fora cotnrtry where corniptiou than

be punished with the death penalty- For comparison. tleliirrerateiy spreading a trirus in l-long its-neoett he

pturished with up to ten years imprriroomeot

Hottretrer, the level ofpunislrnterl is ineleyart when no prosecutions haye hoen hrouglrt in either

jurisdiction.

Tl-IE ‘VIRUEE-E'r

I have eontpiledrt list oi't-'irl.tsert the Hong Kong and China Iitshle 1}. This is :|i.fl"e1‘eILt fl't:tl1 my
submissions to Joe ‘ti-'e]l's ‘lo the Wild‘ list hecattse I have used it slael-:er crite-:n's for :'tI1t'-hsiolti I 1'I'II.'Et

l1EI.'|."E osoeitr-ed or sample ofths virus from someone in Ho-og Kong erflhina. Borne oftltoss I reooiysd in

eolieotzions; some I nstsoiyecl s-is lo-osl Eflss, and while I ooulri see thet they were spreading. I could not

col:liiJ1'n a single case of infection. Ftsthertitatt indicating tire tritnscs infill: wild. this list indicates the

yln.1ses which are ‘strailahle‘. liome ofthe ohier ones were prohshiy in the wild in the post; the Izlsswer

ones they tLet'Ii out to he rheres-oo specimens or the first indications ofa wtelerspread.

The list is short: just 52 trirus-es the Hang Kong. and 1 landfill for China. it is ahuost csrtsinly

incomplete; the China list should itnp-roye so strange: limits are itlrgetl For Hong Kong it it possible tltlill

my contacts are ireuflicient. hut it may also he hecatrse the local "|-'lI'|.E so-llootor‘ ooromuttity dose tltrt

hetre frequent exchange with their European and .-hrueri-can counterparts. This hrings us to
coutrrtunlcrtiorts.
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TABLE 1: HUNG HUNG Er. CHINA VIRUSES
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E-E55 dsl"iI} THE [l'~lTERl'~lET

In Hong Kong. Ioeal phone calls ale free. and. as HE. is a sinnllterritorgr. evergrwheie "E local.

Eonseqineiitlgn there are large rnnnlicrs of Bulletin Boards. However. intermtional calls are ei-tootsie-e. A.

1.-ea:-ent clsmge is in:-nrcess to the Internet. The firm‘ Internet Se1'I.'ice Provider opened in 1994. and i.l1'tt3'I'flt

has rocketed in the last six months. wlietliei-this -uastl;-.r ol-reaper method of reaching inieraarional sites

will remit in a wider range ofoiruses in Hong Kong zoos remains to be seen.

Un the B1355. titers is s well-estaieiishnj vials Eoiio. which is uunoderated. Host of the t'l1¢$flfl,Et.'$ deal

'WIiU'I combating triiuses. Int some are fl'oo:i self-proclaimed t-isus authors (fig. l is part ofa tyoitfll

neesmgei. There are Inns in these niessnges that 'l|'l.1'lE eitchage Bliss eitin‘, and some indication that

then: iniglit he one or more virus writing statics. but I have been tmalilete verify this.
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Source: '“""' """"“"'.1Eon.t'erenI:ie 4 u["i’-‘I.-'i.rIss$]|: Message I"-lo. Efifll

Titliv-2‘: Stmnp: U‘)-i|l3—95 20:21‘

Subject: Form "-"irI.1s

. So- do you]-inoorl crmteu:lrnj.rtI}'|li"l~ivin1s?

lt is called the .Tfl'E|-II Inn: ‘noticing onthe Jmun [[ irirus...

lt is REJi1..Lh" strong.-.

lose 'CLl'-‘IE otrieet Inol and tile einheiiitnsto create a fiJ|.l:|tn-ol:i'II‘II:r1'|'.1|i.ii: ‘I-"-lI'I.l$.

Thereere It-ifl 5§"ll'l|:|T|:lItI5... no clnelcnotes ii'l1e.u"she is nifectod.

It infects E'i-"Ell'."i"l"I-Il'l'-lCr.-_ boot sector. files [es-en data}, fl'l|'E1'lEy&. etc.

It is like infiot, so oflhe ta-i::l:inulo§_"_I.r used is fitim the

Hlii‘-«"TECl-l. Files cannot hoptotooted at all... ev-enanrlhroannot help. Mt’ sittls

slowly uses Low Level Format... it also uses the LJLTEST teohnolo-gj.r...

I .F'i'g. J.‘ Pan‘ ofmestogefmm Ii! '1-'I‘r'i-Is 1-i»Ti't-er‘ on HR’ 333 vines ecino |

The 'i'll'|JS nrriteis takeadiiantage nfthe BBS rules to spread their creations- I--Ian}: of the B355 specfit an

upload-do-ii.-nload ratio. and check uploaded files against files alrmdy on the BEE- 'I'liosewl1o upload
new 1rersI'cu'is may also he-an.-arded ii.-lth eitira pfioileges As soon as a new session appears on one BBS.

users will race to be the Est to upload it to all tliaol-.herBlEISs i'IIe_',r lmonar. ‘The 1."i1'Il5 'o.rritern1erel:,.I has to

inject a well-ltnown package. give it a new version nominee and upload it to one ortwo BBS: with ti

tantalising description ‘The erssuing confusion will obliterate any trail t-otlie insfgator.

Some of the 1.'in1s farniliu which hat-Ie ernenned from the local EBSs are:

JEIIUS.-ilLF.l|i-'[.HItI

The flrsl in this Emily was Jen.ualeru.F[lt.235iE. ltaopeared in l-laroli [12-‘int. It displayed the test wing

‘Hits ‘I-"lecl1'. which led to it being called .TerusaIe|1'i."Ii’te:l1. This new hter changed to lerus-aleru.I-II-E

became a company Iuanufiotining computers and other consitnner electronics in Hong Kong is called

wash. There is no oonneinion hens-aenuie oanspany and the lerusaleni.I-lK. flniily of viruses-

JerI.'saleni-I-l.BLE3Etl appeared in May 1994, and 1336 and .ll5l3 soon fizillonied. These were i.1:Lttiallj,r

distrilnited using the "Trojanised new version upload’ method By June. teoottn of Jenisa1ein.Hl£.2E1iil

were circulating [hit-cli E-Elfis. This is cerla.inJ}r e dimilsution metheod that can he very efiiectisre.
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