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WHAT OF A VIRUS TRYING TO INFECT FILES ON THE 547

s If a virus tried using one of the standard {or even undocumented) DOS calls to write to a file, an
Int 2Fh would nevertheless be invoked

s [f a virus opened a file in Read mode and then changed the SFT entry to Read Write, this would
nat matter, because wrting to the 52 is prohibited, az implemented by SZMOUNT

» The file system as used by SZMOUNT is alien to the standard DOS file system. Hence, no virus
would be able to infect files by manipulating the file system directly

¢ For viruses which infect the header of EXE files, it is very simple to stop them in their tracks by
encrypting data before it is written to the 5Z and decrypiing it (in memory) in case DOS needs to
read it

= WVirses can tunnel their way to ‘Kingdom come’ and derive the address of DOS for all we care, as
we are operating at a level below DOS

s File system infectors would fail on an alien file system (they wouldn't even see itl)

e Any virus trying to infect would end up ultimately calling the Redirector. The Redirector could log
these attempts and, in the event of a threshold being crossed, could sound an alarm indicating the
presence of a virs.

As we can ses, by SEGREGATING our code and data, we achieve the pumpose of SECURING DOS.
Unfortunately we achieve it too well_ .

PROBLEMS WITH THE APPROACH

This proposed solution (if it can be called one) raises quite a few questions (as I'd promised!) which
remain unanswersd. But then at times, | seek not to know the answers, but to understand the gquestions,

o  What of our six files om the IVZ: how do we secure them?
[ DON'T KMNOW!
e  What of sell-modifying files?

You know, it is becoming increasingly difficult to convince me that we ought to tolerate
companies which in this day and age write programs that modify themselves.

But then, I guess that it does not speak very highly of the anti-virus community when the publisher
of a certain product still calls its configuration file - what was it? | forget. Something like..
somel Fiz. BN,

Well, the only thing to do with such files is to keep them on the DZ. And pray that people learn!
« What happens when you update soffware?

I knew vou were gonna ask that one, Quite frankly, this iz a sticky situation. My proposal is, treat
the update as you would treat a create request. Let the executable get created on the DZ, At the
earliest, move it to the SZ (but ask for user permission before doing so - especially when you're
overwriting existing files on the 521,

Files created on the DZ are vulnerable until moved to the SZ, If it is anv consolation, only these

files can get infected, they cannot spread the infection to other files (THAT IS NO
CONSOLATION! ),

?ﬂj BULLETIN CONFERENCE ©1995 Virws Bulbetin Lid, 21 The Qusdrant, Abingdon, Oxfordshire, 0X14 3YS, England, _
000 {01235 555139, Ne pan of this publication may be reproduced, stoved i a retrieval sysiem, or tramsmitled in any form witsott the priar

written permissica af the pablishers. Blue Coat Systems - Exhibit 1010 Part 2 of 3



VIRLIS BLALLETIN COMFEREMCE, SEPTEMBER | 205 « &5

+ What happens with files on CFVs created via STACKER ete?

The concept can be extended on such volumes too - though you'd have to call upon the device
driver that manages that drive to perform disk 1/0. That is a negative point; it makes that volume
vulnerable!

o What of disk utilities?

Disk utilities {CHEDSK/NDDVNU etc) should work just fine. This is because, at any given
instance, an application szes only the host drive (the DZ). None of the executable entities would be

visible at a sector level.
s What of development environments?

Programs under development should be kept in the DZ until you're done with them.
# What of executables with non-executable extensions?

Bad habit - and bad manners! It is time to change.
»  What of DDS files residing on a NetWare server?

[ see no reason why the Segregation principle cannot be employed at the server level
& What of Windows?

Yikes! You got me there! I'm no cat at Windows programming. So [ can’t answer this one. But
some aducated guesses,.,

Windows 3.11 - with 32 bit file access - no way is that going to work! But perhaps a VxD would.
Someone needs to explore this further Windows "93 - hey we're talking of Securing DOS here!
Remember [ said that it may run DOS apps, but it still ain™t DOS. It ain't - the file system is
different, which is what we're discussing here.

s  What of targeted attacks against this method?

The encrvption/decryption of the SZ data should be variable. So should the name of the file which
actually holds the SFV, and the name of the driver that implements it,

The driver should be almost 64K (on digk). This prevents it from being infected by a device driver
infector. To safeguard it against a possible future device driver infector, it should aveid having
repeated sequences of bytes {no large uninitalized buffers).

Perhaps the driver itself should be polymormphic - with apologies to Alan, Vesselin & Fridrik (in no
particular order) - [ hope they don’t strangle me for suggesting this. But this reduces the possibility

of a targreted attack.

e 1% the method safe?

I've bean an Assembler programmer for as long & | can remember. And despite the fact that my
programs may have the declaration:

‘assume ¢s:code, dsicode ..’
what precedes this is a reminder to myself which reads...
S —— assmme NOTHING —— (Neville Bulsara’s first law of programming).

&

Tao be quite honest, the method described makes a lot of assumptions. It assumes that the
documentation of the Network Redirector Interface is accurate (it is reputed to be undocumented
even within Microsofi?). As for example, most of the information on the Network Redirector is to
be found in the book, *Undocumented DOS'. One would tend to 1ake this information at face
value, Beware - mistakes do occur. Case in point - Schulman states that Novell uses the Redirector
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in versions 4 and above of NetWare. Actually, it started with Version 3.12! We also assume that
Microsoft will not change the data structures overnight. All these assumptions make me a wee bit

eV OFlS. ..

Bui then o5 [ said befove, if someone carrvies the bail from here, and takes the segregation principle 1o its
fogical conclusion. the paper will have solved its purpose.

CONCLUSION

In theory, the Segrezation principle may seem the best way of securing executable files. The scheme is
best usad if implemented within the 03 itself. However, as mentioned, at all times must executables and
non-executables appear to lie on the same volume, The actual juggling, must be done at a level lower
than the 05"z file ['D APT.

The method can (can it?) be implemented within any OS. My only regret is that T thought of this method
of securing DOS when DOS finally seems to be on its way out!
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ABSTRACT

Firuses are growing in number from day te day, se it is obvigus that Soon anti-virus programs like NAV
ar MSAV will not be quite efficactous. Therefore, we started designing @ program thal would annthilate
mot individual infectors, but viruses in general, regurdiess of whether a virus is known or nol, or whether
it ix old or new.

The first osticome of our efforts in this direction, ADinf (Advanced Diskinfoscope), is a forecasting center
which alerts the user in advance with greai reliability about the intrusion of viruses, even HITHERTO
tnknawn infeciors. As distinet from all other data integrity checkers, ADinf inspects o disk by scanning
the sectars one by one via direcl addvessing af BIOS withour the assistance of the speraling sysiem and
takes under check all vital parts of hard disk. To evade such detection tactics iy almost impassibie,

ADinf alerts the user in time about virus intrusion and restores infected boot sectors. How io restore the
infected files automatically? Our next step war to produce a curing companion 6 ADinf. The new oo,
ADvinf Cure Module, deplovs a novel sirategy. Paradoxically, ninety seven percent of the virises in our
colfection fall under a few standard groups by the types of infection methods, New viruses ave as a vule
designed on ane of these common infection principles and, herefore. ADinf Cure Module will be about
07% efficient in its performance also in the future,

ADinf and ADinf Cure Module are parts of DialogueScience anti-virus kit - the most popelar anii-virus
in Russia

INTEGRITY CHECKING

The basic classes of anti-virus programs are well known. They are scanners/removers, monitors, and
vaccines, [ would like to discuss the development of programs to which, in my opinien, anti-virus
designers undeservedly pay little attention. This class of anti-virus programs is known as “integrity
checkers’, although the name does not fully characterize the programs’ policy which we describe below,
This is the only class of purely software anti-virus protection, which permits the detection ¢f known and
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Finally, an integrity checker utilizing direct reading of sectors is twice as fast at checking a disk than any
other program that relies on the operating systemn tools, because a disk scan algorithm can be created that
reads each sector onlv once and optimizes the head movements,

Disk handling via B1OS has its own hurdles. The foremost problem is the compatibility with the large
number of diverse hardware and software, including disk compactors ( Stacker, DoubleSpace), specialized
drivers for accessing large disks (Disk Manager), SCSI disk drivers etc. Furthermore, there are many
MS-DOS compatible operating systems that have imperceptible but quite important features in
partitioning logical drives. Integrity checkers must pay due attention to these fine Bctors.

VIRUS REMOVAL TECHNIQUES

Modem integrity checkers are useful not only in detecting infection, but are alse capeble of removing
viruses immediately with the help of the information they retrieve from an uninfected machine at the
time of installation. An integrity checker can kill known viruses as well as the viruses which were
unknown at the time of creation of the integrity checker.

How this is done? Most obvious are the methods for removing vinases from the master boot record and
boat sectors. An integrity checker stores images of uninfected boot sectors in its tables and in case of
damage can instantly restore them. The only restriction is that the restoration must also be effected via
direct addressing of BIOS and after restoration, the system must be rebooted immediately in crder o
prevent the active virus from reinjecting infection while accessing the disk via INT 13h.

Remaval of file viruses is based on a surprising fact,
namely, despite the vast number of diverse viruses, there are

only a few techniques by which a virus is injected into a file. EXE-header 1
Here we only brieflv outling the file restoration strategy.

Figure 1 shows a schematic diagram of a usual EXE file. Relocation table .

For each file, the integrity checker keeps a header (area 1),

relocation table (area 2) and the code at the entry point (area :
4). Strings {area 3 and area 5) are vital because they are the Code 3
keys to identifying the mutual locations of various areas in
an infected file when a virms writes its tail, not at the file

end, but at the file beginning or in the file body (after the Entry point &
relocation table or at the entry point). In an infected file,
after determining the area that coincides with the imaged
areas in the table, the displacement of a block (for example, 5
the block for area 3 begins at the end of area 2 and ends at
the beginning of the area 4) can be identified by string 3

position and thus moved back to its original location. Debug information or 6
Imaze of area 6 takes about 3-4 Kb and is essential in overlays

recovering a file corrapted by viruses which damage the
debug information and overlavs in the course of defective

infection, Fig. 1

Thus, a file is recoverad by reinstating its original status,
overwriting the image of its structure stored in imtegrity checker tables on an infected file. Consequently,

a knowledee as to which virus infected the file is not mandatory.
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Tables containing information necessary for recovening files take about 200-450 Kb for one logical drive.
The table size can be cut down ta M) Kb, ifa user decides not to save the relocation information and this
has no perceptible influence on the quality of recovery in most cases.

CONCLUSION

Integrity checkers undoubtedly do not provide a panacea agalnst computer viruses. Unfortunately, there

15 no such panacea, nor can there be one, But they are quite reliable protection utilities which must be
used jointly with ether classes of anti-virus tools, The highlights of integriry checkers described above

are all implemented in ADinf program, the most popular tegrity checker in Russia. 1t is also known in
Germany where it is distributed on CD-ROM as a component of the DialogueScience Anti-Virus Kit. It
checks a disk by reading its sectors one by one directly addressing BIOS, easily traps active stzalth
viruses by comparing the information obtained through B1OS and DOS. It instantly restores up to 97% of
files corrupted by known and unknown vinses,
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update { when was the test?), whether the iester maximizes or normalizes each feature set, and how these
features are 1o be implemented (will it be beneficial?). From this discussion it is obvious that one cannot
choose a product merely because it offers a greater number of features,

Cerainly, the above limitations notwithsanding, an evaluator nust fest a product’s detection rate,
performance and features. [n addition, products designed for today”s vastly distributed environments must
safeguard network servers, connected workstations, remote users and stored data. Although the network
server itself cannot support virus replication, it can substantially contribute to the spread of vinuses w other
servers orworkstations, While running under a network operating system such as Novell or Windows NT,
viruz system calls are unsuccessful Moreover, the server is a vital organ of the nerwork whose availability
and manageability remains crucial to efficient operations. Waorkstations remain the breeding ground and
entry point for the vast majority of viruses, If a workstation becomes inoperable, or data is diminished, the
user is unproductive. The mmote user, distant or isolated from the server, is equally at risk as the connected
user. In fact, some arguc that the remate user isat greater risk, due to the usual difficelty in serviceability,
eritical need for data availability, and value of summarized or customized corporate information.

Most users do not associate viruses with data storage management. Within a distributed environment, it is

not unusual o witness the daily backup of wp to a terabyte of network data. A high perfformance,
uninterrupted virus-free backup is eritical to the imegrity of the network. Therefore, to omit any of these
areas from protection is to assume some level of vulnerability. Overall the guestion is which product offers

the maost wsefidl fearures while saving the most time and effort,

The authaor believes that one must consider bow a product is best suited to managing the virus threat within
the evaluator's distributed environment in terms of detection, performance, administration, notification and
reliability.
e Detaction - Does the product detectall *commaon’ vimses; consistently detect predominantvirsas;
and employ a varisty of configurable counteraction methodologies?

s Performance - Will the product’s impact on the environment, both server and workstation, be minimal
in the light of user detection requirements?

» Administration - Can the product be centrally managed and maimntained by the administrator while
remaining transparent to, and convenient to operate for, the end-user?

» Notification - Does the product offer a variety of ways to enable quick response to a virus incident?

« Reliability - Is the product’s design stable; can the vendor support the product; is the vendor pursuing
ongoing product development; and does the vendor have the facilities and relationships w0 meet your
current and future needs?

CONCLUSION

Virus conirols must be practical and plausible within the context of data preservation, confidentiality and
accessibility requirsments, With the enterprise notwholly protected, the possibility of a virus spreading
quickly and wreaking significant damage increases. Itis important to have a firm understanding of the threat
of virus exposure, current detection technelogies, and present and fumre environmental needs and
constraints, Furthermore, user-customizable testing methodalogy is a necessity. Ultdmately, to select the best
enterprise-wide anti-virus solution, the evaluator must fully understand the detection, performance,
administration, notification and reliability criteria which best snits the environment
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ABSTRACT

The number of files which need processing by virus lahs is growing exponentially. Even theugh only a small
proporiion of these files will contain a new virus, each file requires examination. The normal method for
dealing with files is still brute force manual analysis. A virus expert runs several tesis on a given file and
delivers a verdict on whether it is virulent or not. If it is a new virus, it will be necessary to detect it. Some
tools have been developed to speed up this process, ranging from programs which identify previcusiy-
classified files to programs that genevate detection data. Sowme angi-virus products have built-in mechanisms
hased on hewristics, which enable them fo detect unknown viruses. Unfortunazely all these wols have

I iiRs.

In this paper, we will demonstrase how an emulator is wsed fto monitor the system activiey of a virtual PC,
and how the expert system ASAY (s used o analyse the siream of data whicg the emulator produces. We use
general rules to detect real viruses genericailly and reliably, and specific rules w extract details of their
behaviowr, The resulting system is called VIDES: it is a prototype for an automatic analysis sysiem for
computer viruses and possibly a protonpe anii-virus product for the emerging 32 bit PC operatihg
S¥SIENL.

1 INTRODUCTION

Virus researchers must cope with many thousands of suspected files each month, but the problem is not so

much the number of new viruges (which number perhaps a few hundred and grows at a nearly exponential
rate] as the number of files the researcher receives and must analyse - the glut. Outofperhaps one hundred
files, only one may actually contain a new virus. Unfortunately, there are no shortcuts. Every file has to be

processed.
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22 VIRUSSPECIFIC DETECTION

Virus specific detection is by far the most popular type of virus protection used on PCs. Information
from the virus analysis is used in the so-called scanner to detect it. Usually, 2 scanner uses a database of

vins identification information which enable it to detect all viruses previously analysed.

The term scanner has become increasingly incorrect ierminology. The term comes from lexical seanner, i.e.
a pattern matching tool. Traditionally scanners have been just that. The information extracted from viruses
were sirings which were representative of that particular virus. This means that the swing has to:

» differ significantly from all other viruses, and
s differsignificantly from strings found n boma fide anti-virus programs.

Finding such strings was the entire art of anti-virus program writing until polymorphic viruses appeared on
the scene.

Encrypted viruses were the first minor challenge to string searching methods, The body of the virus was
encrypted in the host file, and could not be sought, due to its variable nature. However, the body was
prepended by a decryptor-loader which must be in plain text (unencrypted code; otherwise it would not be
executable. This decryptor can sill be detected using strings, even if it becomes difficult to differentiat
between viruses.

Polymorphic viruses are the obvious next step in avoiding detection. Here, the decryptor is implemented
in a variable manner, so that pattern matching becomes impossible or very difficalt. Early polymorphic
viruses were identified using a set of patterns (strings with variable clements). Moreover, simple virus
detection technigques are made unreliable by the appearance of the so-called Mutation Engines such as
MtE and TPE (Trident Polymorphic Enpine). These are object library modules generating variable
implementations of the virus decryptor. They can easily be linked with viruses to produce highly
polymorphic infectors. Scanning techniques are further complicated by the fact that the resulting vinizes
do not have any scan strings in common even if their structure remains constant, When polymorphic
technology improved, statistical analysis of the opcodes was used.

Recently, the bestof the scanners have shifted course from merely detecting viruses to atiempting to
identify the virus. This is often done with added strings, perhaps position dependent, or checksums. over the
invariant part of the virus, To support this, many anti-virus products have implemented machine-code
emulators so that the virus' own decryptor can be used to decrypt the virus. Using these enhancements, the
positive identification of even polymorphic viruses peses no problem.

The next shift many scanners are presently experiencing is away from known virus only detection to
detection of unknown viruses, The method of choice is hewristics. Heuristics are bailt info an anti-virus
product in an attempt to deduce whether a file is infected or not. This is most often done by looking for a

pattern of certain code fragments that occur most often in viruses and hopefully not in bena fide programs.

Heuristics analysis suffers from a moderate to high false-pesitive rate. Of course, a manufacturer of a
heuristic scanner will improve the heuristics both to aveid false positives and still find all new viruses, but
both cannot be achieved completely. Usually, a heuristic scanner will containa *raditional” pattem-maiching
component, so that viruses can be identified by name.

2.3 GENERIC VIRUS DETECTION

Computer viruses must replicate to be viruses. This means that a virus must be observable by its mechanism
of replication.
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Unfortunately, it 5 not as easy to observe the replication as it may seem. DOS, in it vanous flavours,
provides no process isolation, or even protection of the operating system from programs. This means that
any menitoring program can be circumvented by a virus which has been programmed to de so. There used to
be mamy anti-virus programs which would try to monitor system activity for viruses, but were not proof
against all viruzes. This problem led to the demise of many such programs, Later in the paper, we shall
discuss how we avoided the problem when implementing VIDES.

A more common approach is to detect symptoms of the infection such as file medifications. This type of
program iz usually called an fntegrity checkar or checksummer.

When programs are installed on the PC, checksums are calculated aver the entire file, or over portions of the
file. These checksums are then used to verify that the programs have not been modified. The shortcoming of
this method 15 that the integnty checker can detect a modification in the file, but cannct determine whether
the modification is due to a virus ornot, A legitimate modification to, for instance, the data area of a
program will canse the same alarm a3 a virnus infection.

Another problem is virus technology aimed specifically against anti-virus products. Advances in stealth and
tunnelling technology have made updates necessary. There have also been dirsctattacks against
particular intzgrity checkers, rendering them useless. Again, the lack of support from the operating
systern makes the prevention of such attacks very difficult. As a consequence, the acceptance of such

products is low.

The non-specific nature of the detection has little appeal for many of the users, Even generic repair
facilities in the anti-vims products do not help, despite theze methods effectively rendering identification
unnecezsary, The problem iz parily understandable. The user iz concemed with his data. Merely
disinfecting the programs is not enough if data has been manipulated. Only if'the virus has been
identified and analyzed can the user determine if his data was threatened.

(Generic virus detection technology should not be dismiszed. [t is just as valid as vims-specific technology.
The problems so far have stemmed from the permissiveness of the underlying operating system, DOS, and
from the limita in the programs. Both problems can be addressad.

3 DYNAMIC DETECTION RULES

Before we can attempt to detect a virus using ASAX, we need to model the virus attack strategy, This is
then ranslated into RUSSEL, the rule-based language which ASAX uses to identify the virus attack.

31 REPRESENTING INFECTION PATTERNS USING STATE TRANSITION DIAGRAMS

State transiticn diagrams are eminently suitable for representing virus infection scenanos, In this model of
representation, we distinguish two basic components: a node in a siate ransition diagram represents some
aspects of the computing system state. Arcs represents actions performed by a program in execution.
Given a (current) state 5, the action @ takes the system from the state 5, to the state 5 as shown in Figure
1. The infection process played by a virus can be viewed as a sequence of actions which drives the system
from an initial clean state 0o a final infections state, where some files are infected. In order to get a complets
descnption of the actual scenario, a state is adorned by a set of assertions, characterizing the objects as

affected by actions,
-+ a

Flgnire 1: State transition diagram
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33 FINDING COM FILE INFECTIONS
With respect to assumptions 1 and 2, we are looking for two possible infection strategies:
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Figure 2: Generic rule for identifiing COM file infectors

1 The virus is overwriting. Therefore, we are looking for a write fo the beginning of the file (BOF),
withouta previous read to the same location. Other reads and writes are permitted,

2 The virus is non-overwriting, We expect to see a read to BOF, then a write to BOF, Before, in
between, and after these two events, other reads and writes are permitted.

The assumption in bath cases is that the write to BOF causes the virus to gain control on execution.

In the case of 2 non-overwriting virus, we assume that the virus first reads the original code at BOF and
then replaces it with its own code, usually a fump to the virus body. In most cases, the number of bytes read
will be the same as the number of bytes written, but we cannot assume this. In the case of an overwriting
virus, the code is notread (and saved somewhere), but everwriten.

Other reads and writes are not actually relevant to the detection of the virus, They can be logged and used in
generating virus- specific rules,

The rule is initiated by the opening of a file (in this case a COM file). The rule is terminated by a close of
the file, where this does not have to be done by the virus itself. In between these two events, we expect the
actyal infection to occur. We look for the read BOF followed by the weite BOF or the write BOF without
the read. Other administrative operations, like tracking the file position, are also done by the rule. This is
shown in the state transition diagram of Figure 2,

Some viruses cause problems for the rle by closing the file after a first set of operations. This is handled
by 2 reopen mechanism which waite for a possible open event on the same file from the virus. In order that
this rule does not stay active indefinitely and clog up the rule memaory, there are a number of terminating

DWL‘LLETW{T&FFER_FJJCESIHSMWL'III.II Thee Caad rant, Abingdon, Oxfordshire, OX 14375, El"lﬂl:lll-
00 (091235 555139, No part of this publscation may be reproduced, stored in a refrieva] system, or trarsmined in any form
withoul the proor wiitien pamission of the publishers,



VIRLIS BULLETIN CONFERENCE, SEFTEMBER 1975+ 81

events. In fig. 2, reapen is abstracted as a transition element, whereas its implementation is as a separate
rule.

MS-DOS provides two methods of accessing files. The most common method uses file handles. Access
using file control blocks (FCB) was provided for compatibility to CP/M, and is rarely used, even by
vinses, However, because it is used, we need a separate rule to handle this method. The basic rule stays the
same, but internal handling of the data is different.

We could avoid this problem by abstracting the audit data to give usa generic view of the system events.
This way, we could reduce the number of audit records to cnly relevant higher-level records by using a
filter. A fier that, processing becomes simpler as the problems of reopens and handle/FCB use disappear.
Thiz method alzo allows us to apply the rules on non-MS-DOS systermns which provide similar file handling.

As a matter of fact, ASAX itself is the logical choice to act as the filter. The first ASAX system reads the
raw audittrail, converts it into generic data, and pipes its output as a NADF file for further processing (scc
Section 5). Using ASAX as a filter allows us to reduce the complexity of maintaining such a system while
not sacrificing anmy [OwWer.

4 PC AUDITING

The prerequisite for using an Intrusion Detection (ID) system like ASAX is an audit system which securely
collects system activity data. In addition, integrity of the 1D system it=elf must not be compromised: this
means that the audit data retrieval, analysis and archiving must be secured against comruption by virses.
Moreover, the ID system must not be prevented from reporting (raising alarms, updating virus information
databases) the results of such analysis. DOS neither provides such a service, nor makes the implementation
of such a servics easy. Its total lack of security mechanisms means that the collection of data can be
subverted. Even if the collection can be secured, the data is open to manipulation if stored on the same

machine,

For the prototype of VIDES, we were not bound o a real world implementation, so we explored vanous
alternative possibilities. The experience gained by the use of such a system will not benefit DOS users, but
should be applicable to users of various emerging 32-bit operating systems which offer DOS suppor.

We have made several attempts to build a satisfactory audit system: these are desenbed hereafter.

41 DOSINTERRUFTS

All DOS services are provided to application programs via interrupts, which can be described as indexed
inter-segment calls. Primarily, interrupt 0x21 is uged. The requested serv ice is entered into the AH
register and its parameters are entered into the other registers. When the e2rvice is finished, it returns
control tothe calling program and provides its results in registers orin buffers.

The very first implementation of an auditing system was a filter which was placed before DOS Services and
registered all calls to DOS functions. This was done very early on, together with Dr. Figcher-Hiibner, to
prove the feasibility of the VIDES concept. It also demonstrated the limits which DOS imposes an the
implementation of such an auditing system: it did notrun reliably, and could be subverted by tunnelling

Viruses,

This implementation was soon scrapped, but it did prove that the premise was correct: virusescould be
found using 1D technology. This was perhaps the first such a trial that kad been done [BFHS91].
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42 VIRTUAL8086 MACHINE

The Insel iAPX 386 introduced the so-called virtual 8086 machine mode. A protected mode operating system
can create many virtual 5086 machines in which tasks can run completely isolated from cach other and from
the operating system. Each task *sees” only its own environment, Operating systems such 052 use these
constructs to provide a full DOS envirenment for DOS programs, All calls to the machine {via the BIOS
interface or direct port access) and DOS are redirected to the host operating system (052 in this caze ) for

processing.

This machanism can also be used to monitor the activity in DOS session. Because all interrupts are being
redirected to the native operating system, the native operating system can record the activity securely and
unobtrusively.

Care has to be taken in the implementation of the virtual 3086 machine, The DOS windows in O5/2 have
been shown in tests at the VTC w be too permissive. In the course of a comprehensive test including the
entire collection of file viruses, many of the viruses running under a DOS window managed to harm vital
parts of the systemn. One problem was that 0542 files could be manipulated directly from within the D05
session. However, this did not explain the corruption of the running operating system.

Even though using a virtual 8086 machine was the original method of choice, such expenments showed that
the complexity of building a safe implementation would be difficult. A more secure method was sought for
the profotype.

43 HARDWARESUPPORT

Hardware debugzging systems, such as the Periscope IV, may be used to monitor system events closely in
real time, This is achieved by a card fited between the CPL and the motherboard and which can set break
points on various types of events on the PC's bus. The card is connected to a receiving card in a second PC

which is used to control the debugging session.

Monitoring system behaviour on a DOS machine can be accomplished by capturing the Interrupt (w21
directly, or by setting a break point in the resident DOS kemel. Special memory areas can be monitored by
sgtting a break condition on access 1o those areas.

The monitoring is completely unobtrusive, i.e. the program will not notice a difference between mnning
with or without the debugger. When an event is triggered, the PC is stopped while the controlling PC i
processing the data. If the controlling PC s fast enough, the time delay should be nearly negligible.

A hardware solution using the Periscope IV is complicated by the problem of automating the processes
necessary to test large numbers of viruses on different operating systerns. When such a solution is
implemented, itwill offer the possibility of testing viruses on other PC operating systems which require full
iAPX 386 compatibility.

44 B086 EMULATION

The solution which was finally chosen was the software emulation of the 8086 processor. An emulation isa
program which accepts the entire instruction set of a processor as input, and interprets the binary code as the
original processorwould, All other elements of the machine must be implemented or emulated, e.g. the
various ports. To simplify and quicken the emulation, the BIOS Code (Basic Input Output System - the
interface between the operating system and the hardware) can be replaced with special emulation hoeks, so
that the complicated machine access can be skipped as long as all access to those services are routed via the
BICS. In the case of a graphics adapier, the entire hardware must be emulated, whereas disk access can be

handled with hooks inthe BIOS.
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Using emulation gives us all the advantages of the hardware solution plus the possibility of handling
everything in pseudo real-time with respect to the program running in the emulation. Because even the
time-giving functions of the emulation are being steered by the emulation. when interruptable to process an
event, the time in the emulation can also be stopped.

The emulation is ‘safe’ as the running virus has no access 1o the host machine at all. This iz because the
target machine’s memory is being controlled entirely by the emulation, and file accesses are directed to a

virtual disk, stored as a disk image file.

The major problem with using an emulation is its lack of speed. Even on fast platforms, the unning speed
is only marsinally faster than an original PCAXT,

4.5 ACTIVITY DATA FORMAT

Audit records representing the program behaviour in general, and virus activity in particular, have a pattem
which is borrowed from the Dorathy Denning's model of Intrusion Detection [DenB7] {<Swbject, Action,
Ofpect, Exception-Condition, Rezource- Usage, Time-Stamp=), However, due to the way processes are
handled in DOS, this pattem iz slightly modified to collect nseful available attributes, For instance, the code
segment of a process is chosen instead of the common process identifier in most existing mu lti-user

operating systems,

The audit record attributes of records as collected by the PC emulator have the following meaning: code
segment is the address in memory of the executable image of the program; finction nember is the number
of the DNOS function requested by the program; arg (..J i8 a list of register/memaory values used in the
call to a-DOS function; rer {7..) is a list of register/'memory values as returned by the fanction call;
RecType is the type of the record; StartTime and EndTime are the time stamp of action start and end
respectively. The final format for an MS-DOS audit record is as follows: <code segment, RecType.
StariTime, EndTime, fiunction number, arg (..), ret ../, Anexample of an audit trail is given in fig. 3.

=25=3311 Type=0 Frelld argi) ret[ AM=5)>

<55=3911 Typesd Fr=2% avg() ret! BM=122 ES5=3911)=

<£5=3911 Type=0 Fn=£4 arg( AL=61 CL=3 strl=*.COM) rec{ AL=0 CF=l)=

<05=3911 Fre5l argi AL=0 strl-COMMAMD.COM) reb| AL=0 CHe32 CF=i):>
=05=3911 Fhe51l arg| AL=1l sbrl-COMMAMD.COM) ret! AL=D CHe32 CF=0):>
<C5=30911 Typa Fhed5s arg| AL=2 CL=32 strl=-COMMAMD.COM! ret( ALs0 AX=5 CF=0)>
<05=3911 Tvpe Fiu=73 arg| BX=5] ret| CX=1024]1 DX=5206 CFul) =

<C5=3811 T Fn=27 arg{] rec| CX=51X1 D¥=8032)>

<C5=3%11 Type=0 Fn=47 arg{ BX=5 CX=3 DE=028 D==3211) ret( AX=1 CFel)=
<C8=3511 Type=0 Fn=50 arg| AL=2 BXel CX=0 DX=0) ret( AL=0 AXK=E50D31 DE=s CF=l)>
<[S=35%11 Type=0 Fn=dE arg( BX=5 CH=548 DX=3l3 DS=35%11) retb[ AN=-543 CF=0)>
«[S=3%11 Type=0 Fn=50 arg! AL=0 BE=5 CHel DXel) ret( AL=0 AXK={0 DE=0 CF=0|=
£5=3%11 Tvpesl Frn=d48 arg( BE=5 CH=3 DE=031 D5=3%11) rek| AKs3 CF=0|>
={38=3%211 TypesDd Fns=T4 arg( BX=5 CX=10271 D¥=6208}) ret( CF=0]=

<C5=3911 Type=0 Fn=4% arg( Bi=3} ret( CF=0}>

<£5=3911 Tvpe=0 Fn=5%1 arg( AL=sl scrl=COMMAND.COM} ret( AL=0 CX=3Z CFulj=

g
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Figure 3: Excerpt from an medit trail for the Vienna virus

46  ACTIVITY DATA COLLECTION

The audit systern was integratad into an existing PC emulation by placing hooks into the module for
proceszing all opeodes cormesponding with the events (see fig, 4). These are primarily calls to the DOS
functions, This was implemented in such a way, that stealth and tunnelling viruses could not circumvent the
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mechanism. A separate module receives notification of the event and pushes all parameters on to a stack.
When the DOS call returns, the parameters are popped from the stack and sent to the audit trail with the

retum values,

| cpu audit

hardware bios
wga | wgahard

L =stuff
!

X11

(mis)|

- ——p

UINIX

Figure 4. Modules in Pandora

Internally, the audit trail complies to a canonical format, which is also ASAX s native format. Thig is very
generic, and allows most types of records to be implemented.

An example of an audit trail is printed in Figure 3. This is a human readable representation of the binary
NADF file: The example is from an audit trail of the Vienna virus. The text representation does not
comply exactly with the binary version. Some of'the less impartant fields are missing so that the audit
record becomes clearer and shorer.

In the next section, we show how the activity data produced by the emulator is analysed using ASAX.

4.7 USING RUSSEL TO DETECT INFECTION SCENARIOS

In this section, we show how the RUSSEL language can be used effectively to detect an infection scenario.
We first model the infection as a state transition diagram, then briefly show how this diagram can be
translated into RUSSEL rules,

Each state in the diagram is represented by a rule describing not only the current state, but alzo the sequence
of previous states leading to it. The actual parameters of the current rule encode all the relevamt information
collected in previously-visited states. A transition in the diagram is represented by the rule-riggering
mechanism of the RUSSEL language as described in section 5. The acmal parameters of the current rule are
computed from the data items conveyed by the current audit record and from the parameters of the cu rn:nt
rule, Once triggered, the new rule represents the new current state in the transition diagram.

In particular, the very first active rule at the beginning of the detection process has no actual parameters,
since no information i contained in the initial state {one can argue that the initial state containg this
assertion: system is clean. That is then represented by an empty list of parameters). As an example, the
states 5., 5 and s, of fig. 5. are represented by the rules Open, read BOF(...), and 1seekEQFL...) rn:spnctw:ly
Figure 4, ? dl:pu:ts this st of rules in the RUSSEL language. In this figure, RUSSEL keywords are noted in
bold-face characters, words in italic style identify fields in the current audit record, and actua] parameters are
noted in roman-style words.
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Open ReadBOF IseekEQF
(s elomen b b read b5 b
filename = prg.COM filename = prg. COM
CodeSegment = 0x3911  CodeSegment = 0x3811
Handle =5 count=23
Handle = &

Figure 5: Example of a state transition diagram

Finallv, the transition leading to the final state does not trigger further rules, but instead initiates a procedure
which raises an alarm message describing the infection and using the data items accumulated along the path.

5  ASAXFEATURES

This section outlines the main features of the ASAX (Advanced Security audit trail Analysis on uniX) tool.
It is used in VIDES as an expert system for intelligent analysis of virus activity data collected by the PC
emulasor. For a more detailed description of ASAX s architecture, the reader is referred to [HLCMM92a].
A comprehensive description of ASAX and its implementation is presented in [HLCMMS2b, HLCM92].

rule dpan;
B -
sErTaInkt {Funetisnl = 45 S"open file *f
and Tna.ti:h-!".-f-ﬂ]!!ﬂ"_.nr-;’_strl m 1
-
trigger off f[ar_next
readBOF (Trek_A¥, CS, avg strl]
Erue

trigger off for_next

Open
i
rule readBOF(handle, codssSeg, filesnames:string) ;
if
sE¥TelIne (Functicn|l = 47 /* raad file */
and £S = codeSeg
and ret_BX = handle
-
Erigger off for_next
lseekEdF (handls, sodeSeyg, arg CX, filenamel
Eiz

ruls lseekECFihandle, codeSeg, count, filenams:stbripngi;
if
Figire 6: The FileOpen rule

ASAX has proved very powerful for efficient infrusion detection on UNIX platforms, It uses a prieri niles
for detecting malicious behaviour, Two versions of the ASAX system arecurrently available. The single
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audit trail analvsis version is applicable caly to a single audit trail. The other version allows a distributed
analysis of mubiple audit trails produced at various machines on a network. In the latter version, ASAX
filters audit data ate=ach monitored node and analyses the filtered data gathered at a central host (see
[MLCHZ95]). In the following, we describe briefly the main features of ASAN.

51 UNIVERSALITY

ASAX is theoretically able to analyse arbitrary sequential files. No semantic restrictions are imposed on the
file being analysed. For instance, analvsed files could be trace data, generated by a process controller, or
audit data, collected in a multi-user environment. In the context of this paper, the sequential file is the
activity data record produced by the PC emulator. The universality is attained by translating native files to a
seneric format which is the only one supported by the evaluator. The format is simple and flexible enough to
allow straightforward conversion of most file formats, This generic format is referred to as the Normalized
Audlit Data Format (NADF).

An NADF file iz a sequential file of records in NADF format. An NADF record consists of the fellowmg:

o & four-byte mteger representing the length (in bytes) of the whole NADF record { mcluding the length
field);

a a certain number of contizuous audit data fields. Each audit data field contains the thres following
CONEZUoNS items:

identifier: an unsigned short { 16-byte) integer which is the identifierof the audit data,
This itern must be aligned on a 2-bytes boundaries;

length: an unsigned short integer which is the length of the audit data value;
value: the actual audit data value.

In addition, audit data identities appearing in an NADF record must be sorted in a strict ascending order.
This is important for ASAX to preprocess audit records efficiently before analysis. A user guide for
constructing NADF files is presented is [Mou%5].

52 POWER: THE RUSSEL LANGUAGE

RUSSEL {RUle-baSed Sequence Evaluation Language) is a novel language, specifically tailored to the
problem of searching arbitrary patterns of records in sequential files. The built-in mechanism of rule

triggering allows a single pass analysis of the sequential file from left ro right.

The language provides commoen central structures such as conditional, repetitive, and compound actions.
Primitive actions include assignment, external routine call and rule triggering. A RUSSEL program
simply consists of a set of nule declarations which are made of a rule name, a list of formal parameters and
local variables, and an action part. RUSSEL also supports modules sharing global variables and exported
rule declarations. The operatianal semantics of RUSSEL can be briefly described as follows:

« FReccords arc analysed sequentially. The analysis of the current record consists in executing all active
rules, The execution of an active rule may tripger off new rules, raise alarms, write report messages

or alter global varables, tc,

Rule triggering is a special mechanism by which a rule is made active, either for the current or for the
next record. In general, a rule is active for the current record because a prefix of a particular
sequence of audit records has been detected (the rest of this sequence may still be found in the rest of
the file). Actual parameters in the set of active rules represent knowledge about the already-found
subsequence and is useful for selecting further records in the sequence.
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+ When all the rules active for the current record have been executed, the next record is read and the
rules triggered for it in the previous step are executed in turn,

« Toinitialize the process, a set of so-called it rules are made active for the first record.

User-defined and built-in C-routines may be called from a rule body. A simple and clearly-specified
interface with the C language allows to extend the RUSSEL language with any desirable feature, This
includes simulation of complex data structures, sending an alarm message to the security officer, locking
an account in the case of an outright security violation, ete.

53 IMPLEMENTATION

Efficiency is a critical requirement for the analysis of large sequential files, especially when on-line
monitoring i involved, The very principle of the rule-baged lanpuage RUSSEL allows each record to be
processed only once, whatever complex is the analysis. RUSSEL is efficient, thanks to s eperational
semantics, which exhibit a bottom-up approach in constructing the searched record patterns. Furthermaore,
optimization issues are carefully addressed in the implementation of the language: for instance, the mternal
code zenerated by the compiler ensures a fast evaluation of Boolean expressions and the current record is
pre-processed before evaluation by all the current rules, in order to provide a direct access to its fields.

All reponts and conference papers related to the RUSSEL language, as well as the whole ASAX package, are
available from the anonymous fip site fip.info. fandp.sc. be/pub/projectaasax.

6  CONCLUSION

As with all virus detection systems, it is not possible to state that all future viruses will be detected by the
system. However, whereas scanner technology requires previons knowledge of the actual virus, VIDES
requires a knowledge of the infection strategy. The number of new viruses averages a few hundred every
month, however, the number of new infection strategies which are significantly different frorm the point of
view of the detection rules average less than one a year.

This isdemonstrated by the generic detection mle which was developed using some of the first viruses. The
rule, when used on a collection of all known viruses, scored 95% of all viruses which ran in the emulation.
This indicates that significant departures from the mainstream infection strategy are rare.

The advanced rules generate enough information 1o give a rough idea as to what type of virus is being
analysed. With further development of the audit system, we hope to get more details of the virus. In

particular, indications to the virus® damage routine would be important.

VIDES could conceivably be used outside the virus lab to detect viruses in a real environment, One
possibility isto use it asa type of firewall for programs entering a protected netwerle Another possibility is
the detection of viruses in the DOS sessions of emerging 32- bit desktop operating systems.

For such a systermn to be accepted, it mustnot cause false positives. A concept for this is currently under
development. Such a systern must also be unnoticeable unless a virus is found. As a virtual 8086 machine
will be the basis fior thiz, the onlv extra overhead will come from the audit system and from ASAX. The
audit systemcan be tuned to provide only the nesessary data, which eliminates some overhead. ASAX has
proven itself very fast: only the rules rmust be tuned for speed.

The prototype VIDES system shows that an automatic analysis system for computer viruses is possible and
useful. Atthe same time, it is a prototype for the use of intrusion detection technology for desktop systems.
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2 FOUNDATION SHAKE

We have got used to taking the presence of the BIOS for granted. It was always there, somewhere inside our
PCs, imprintsd forever in the read-only memory, hidden between dozens of ather chips on the motherboard.
Like areliable part of the brain contralling the fundamental activities of the organism ensuring cooperation
between all peripherals. the BIOS is an essential part of a computer. When the BIOS code crashes the whale
PC may stay unbootable and useless.

We have gotused to the fact that malicious programs (viruses and trojans) can damage our files, overwrite
whole disks, even corrupt the CMOS data. We keep backups of our work, we make rescue disks containing
copies of the boot sectors and we create copies of the CMOS configuration. 1tis not only average wsers, but
also peaple involved in anti-virus research and those concerned with security issues, who do not keep copies
of their B10S code (read from their PCs).

Until now, there was no need for it. And for the vast majority of users there won'tbe a need in the very near
future. At least notuntil most of the PCs on the market are equipped with Flash BIOS, when trojans and
viruses tarpeting such systems may become a real threat,

3 TRYING SOMETHING NEW

In 1993, in the third edition of ‘Upgrading and Repairing PCs", Scoit Mueller wrate: * Without the lock, any
program that knows the nght instructions can rewrite the ROM in your system - not a comforting thoughs!
Without the write protection, it s conceivable that virus programs could even be writien that copy
themselves dircctly into the ROM BIOS code in your system!”

The idea that BIOS code could, theoretically, be altered without even opening the computer case has already
attracted the virus writers® attention. The first such virus, completely ndive and funny in its ignomnee,
without any chance of working, was a boat sector virus; its source code was revealed in October 1994,

Coincidentally, a few weeks later, I had a chance to investigate a PC that was showing all the signs of an
unknown virus infection. When booted on 13th of November, the PC played the Happy Birthday tune and
the system hung. After eliminating the possibility of an infection with a file and later with a boot sector
virus I started looking through the BIOS code. I"ve found the malicious procedures and fortunately
dscovered that the trojan does nothing but plays the tune and locks up the computer. As it turned out later,
the “Happy Binhday" trojan was written "in house’, and the big party of trojanised motherboards was
shipped from one of the South-Asian countriesall over the world. This was not a case of malicious
software targeting specific BIOS types but it encouraged me to investigate further into the BIOS security
problem and the implementation of Flash EEPROM chips in the modermn PCs.

4 THE REAL THING

There are many different Flash components, including: Flashfile Memory, Bulk-Erase Memory, Boot
Block Memary, Flash Drives, Flash Cards. The manufacturers’ Flash Memory catalogues contain
hundreds of pages. Currently it ssems liks the most commonly used as BIOS storage elements are the
Boot Block Memory chips with 128 KB capacity in typical desktop implementations (eg PVI-4868P3,
GA-586AP). Ome of the motherboard distributors in Australia, ASUSTek, supplies Flash Memory Writer
utilities supporting a few typical flash block components, including: Intel 2Z8FO01B, SST 27EERIO,
Winbond W29EEQL10.

The Boot Block Memory is a companent in which the memory array is divided into blocks that can be
erased s2parately and an additional hardware protection feature is added to protect data in the one selected

area {the baot Bloek),
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The example of intemal memory map of one of the 128 KB Boot Block device 1s pictured in fig.1.

1FFF
BOOT BLOGCK 8 KB
1E00
PARMAIETER BELOCK 4 KB
1000
PARAMETER BLOGK
1C00 e
| MAalN BLOCK 112 KB
0000

o

Figure | Memovry Map oflntel 28F00BX

The four blocks allow logical segmentation of the entire code. The parameter blocks provide convenient
storage for software and hardware configuration data backing up or even reducing systern SEAM and
battery configurations. The boot block can store the recovery procedures in case of system failure while
updating the code in the main or parameter blocks.

In order to access and control the Flash memory component in-built n the svstem structure, it's
necessary to provide the proper interface including the required signals and signal levels. The basic
requirements of the Microprocessor System - Flash Memory interface is presented in fig.2

5  THE WORKING MODES

The typical Block Flash Memory chip has a few different modes which define specific possible
operations. The most impaortant, from the security point of view, are Read and Write Modes. The modes
are selected and changed by external memory-control pins like: RP, CE, OE, WE, Address and Data
lines. The level of Vpp does not determine the type of current working mode.

51 READMODE

After the initial power up, the Flash memory operates as a standard EPROM., From the users point of view,

the process of reading the contents of Flash memorny looks exactly the same as reading any of the memory
rrapped inside the system memory rescurces{EPROM, Static or Dynamic RAM).
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Vop ——=»
< DATA >

[~ 28FO01BX

ADDRESS

DECODER CE

Figure 2. Svstem - Flash Memory Interface

51 WRITE MODE

Write Mode together with Read Mode enables access to the Command Register and invokes a special set of
operations like reading the Intelligent Identifier or reading and resetting the Status Register. Together with
the high {active) level of Vpp, Write Mode enables erase and program operations. The Command Register
does not cccupy any specific memory location, and it’s fanction is fulfilled by the latch stonng commands,
addresses and data needed to perform the specific operation.

6  ERASEPROGRAM PROTECTION

The Flash BIOS memory chip installed in the specific PC is usually quite well protected against accidental
or unwanted erasing or reprogramming. The general protection scheme is presenied in fig. 3. The clements
that can be considered as parts of the erase/program protection are: programming voltage (Vpp),
hardware environment of the epecific implementation, segmentation and additional boot black protection,

specific component requirements,

6.1 RAISING PROGRAMMING VOLTAGE (VPF)

Turmning the Vpp on/off is sometimes referred to as 'the absolute data protection”. This term perfectly
reflects the fact that without providing the active level of Vpp alterations to the Flash memory data is
impossible. Italso means that whoever controls the Vpp, controls, in fact, any changes to memory contents.

Some of the motherboard producers prefer to miplement a hardware switch to enable the erasing and

programming of the Flash ROM memory or to protect the chip against unwanted writing, The jumper placed
on the motherboard enables'disables the active state of Vpp. In the latest solutions (eg PVI-4863P3), asetof
two jumpers not only allows you to tum Vpp on, but also selects its level depending on the type of the Flash
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Since mobile computing is constantly growing, Flash components are finding a large market who are hungry
for low-power, high density and extremely rugged elements. Flash Memory Cardsand Flash Disks using
new faster technology will successfully compete against less reliable mechanical solutions (hard drives).

Cn the other side, virus writers and generally speaking malicious software authors will ry to abuse the fact
that destruction of the BIOS code leads to complete system crash. We will see the efforts of
reprogramming/damaging the contents of the Flash BIOS memory but very few of them will succeed. The
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problems discussed in this paper show us quite clearly that the skills and knowledge needed for successful
reprogramming the Flash BIOS are far bevond the reach of the average virus writer,

APPENDIX. AMIBIOS

Amerncan Megatrends corpotation produces one of the most popular and well documented AMIBIOS. The
080893 and later versions provide additional functions to support the American Megatrends Flash Lntility
(AMIFlash), INT 16H, function EOH provides 14 subfunctions that facilitate the use of the AMIFlash
EFROM programming wtility, so that it can be used successtully with all types of Flash ROM hardware,

These subfunctions are:

subfunction 00H Get Version Mumber of BIOSFlagsh Memory Interface
This call returns the version number in BCD format stored in the BX register.
subfunction 01 H Save and Restore Status Requirement
This call retumns in BX number of bytes needed to save the chipset environment.
subfunction 02H Save Chipset Stamus and Prepare Chipset
This procedure saves the chipset features, disables Shadow RAM, cachememaory, power
management functions and other chipset features.
subfunction (3H Restore Chipset Status
This procedurs restores saved by function 02H chipset features.
subfunction (4H Tum Programming Voltage Off
This function lowers Vpp to its normal level and disables Eraze/Program mode.
subfuncton 15H Turmn Programming YVoltage On
This function raizes Vpp to the high level and enables Flash memaory alterations,
subfunction D6H Write Profect
This function 15 usually redundant to function 04H
subfunction OTH Write Enable
This function is usually redundant to function 05H
subfunciion 08H Flagh Memory Select
This function is called only if Flash and standard EPROM are located on the same
mkherboard.
subfunction 09 H Flash Memory Desslect
This function 15 complementary to function 08H.
subfunction 0AH Verify Allocated Memory
This procedure checks if memorny used by AMIFlash is accessible (after disabling the
shadowing ).
subfunction 0BH Save Internal Cache Status
subfunction 0CH Restore Infemal Cache Status
subfunction DFH CFPU Reset
This subfunction doesn't retumn to the calling program and reboots the svstem afier
successful updating of the Flash BIOS,
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AUTOMATIC VIRUS ANALYSER SYSTEM

Ferene Leitold

Humix Lid, Budafaki ut 57/, Budapest 1111, Hungary
Tel+361 2002711 -Fax+36 1 1669206

ABSTRACT

This paper hightights the fact that Bulletin Board Syitems can also be used as powerfil tools against
computer viruses. At the last Firus Bulletin Conference, Jeremy Gumbley presented a paper about Virus
eXchange BBSs [1]. This paper intends 1o show the other side, Le. a passibile way of using BESy against
viruses. The Automatic Virus Analyser System (A VAS) can be used to establish general features of a virus
and also o generate the searching and killing algorithms of a virus, with certain restrictions.

1  INTRODUCTION

The large-scale growth of computer vinmses sets increasing tasks for anti-virs specialists. On discovering a
new and unknown virus, specialists should examine it, add it into their virus database, and develop a
remedy. In most cases, these activities represent phases which can be performed nearty automatically. In the
autormation of these activities, the first step was to develop a preess called VIRSKILL, which describes the
algorithms of seeking and killing viruses [2]. Cn the one hand, as shown in Fig. 1, VIRSKILL significanthy
accelerates the development of the remedy for 2 new virus after its first appearance. On the other hand,
VIRSKILL is a powerful tool for sharing searching and killing algorithms.

catchvirus
Anti-virus program
|
o Ly
DEBUG " Upgrade antivirus SW
|
) I
VIRSKILL techmnique + .
" imterpreter | DERUG ' Create
developement I VIRSKILL
[ spuroe

Fig. I: Upgrading periods [,
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o Reset: restarts the SLAVE. The same function is obtained by depressing the <Reset> key on the
SLAVE.

o ChangeFloppyDrives: invens the sequence of drives A and B in the SLAVE.

TR G R e

Ethernet
: > Resyy =
iz : ’-‘rj'.ﬁl -l
| € floppy drves e

Fig.2: The structure of AVAS

These two commands anable the MASTER fo create a clear and virus-fres environment for the SLAVE. In
fact, during operation of the AVAS, one of the floppy dnves on the SLAVE holds a write-protected boot
disk, while the other drive is empty. Thus, the MASTER. is capable of changing the boot drive of the
SLAVE, on the one hand, and perform the booting on the other hand. This link between the MASTER and
the SLAVE is connected to a parallel port on the MASTER. Within the SLAVE, a dedicated ¢lectronic unit
controls the reset terminal of the mainboard as well as ‘changing over’, certain wires of the flat cable
connecting the floppy drives and the controller.

32 THESTATES OF THESLAVE

During the operation of the AVAS, the active drives are changing in the SLAVE. This is done by changing
the Master Boot Record (MBR) of the SLAVE and changing the CMOS.

The SLAVE includes an IDE disk area of 130-MBytes capacity, divided into 22 logic drives (Fig. 3). The
change among the various operating systems is performed on the first partition (VIRTEST) located ar the
beginning of the disk. This partition serves for reproducing the viruses. [t has a 30-MByte capacity, which
is limited by the fact that it has to function a5 a boot partition, e.g. even under the operating system MS5-
DO 3.30, The next partition, which has a 20-MByte capacity (COMMON), stores the programs
independent of the operating systems which are necessary for the operation of the SLAVE. The various
onerating systems are stored on the next 20 partitions of 4 MBytes each.
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StatesValid drives Disk parameters
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Fig. 5: Active drives and partitions in difference states

In the virus reproduction state (VIR), according to the CMOS disk parameters, there is only one disk of
|49 cylinders in the computer. [n this statz, the BIOS is unable to handle the remaining cylinders. In logic
respect, only the partition VIRTEST is active (28 drive C); drive A does not include 2 floppy diskette, while
a write-protected diskett is inserted into drive B. Thus, the reproduction of the virus does not endanger
other disk areas.

The data saving state (SAV E) differs from the virus reproduction state in that the partition COMMON
also appears as drive D. Inaddition, drive A is that drive which contains the floppy diskette. Thus, in this
state, the virus-free environment can be ensured by booting from the virus-free diskette in drive A.

In the regeneration state (GEN), drive B contzins the floppy diskette, Booting will be performed from the
partition of the operating systemn to be generated. This is drve C(DO8-xx). As inthe data-saving state, the
partition COMMON appears as drive D, while the partition VIRTEST is shown as drive E.
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4 FUNCTIONS OF THE SLAVE AND THE MASTER

During the operation of the AVAS, the SLAVE and the MASTER function by tum: as long as one of them
performs some function, the other waits for the termination of that activity. The only exception iz the
vins reprodection state, inwhich the SLAVE performs vinus reproduction while the MASTER. monitors it
continuously. Ome group of activities belonging to the SLAVE performs the change-over among the states of

SLAVE az follows:

s GenToVirtest: After regenerating the partiion VIRTEST, the regeneration state 1s changed
antomatically to the vins reproduction state. On terminating regeneration, both the CAMOS and the
MBE will be updated and, by restarting, the SLAVE enters info the virus repraduction state,

s VirtestToSave: The SLAVE can be entered from the virus reproduction state to the data saving state
with the aid of the MASTER. The MASTER changes over drives A and B of the SLAVE and
restarts the SLAVE. Thus, the SLAVE will be booted from the floppy diskette indrive A. During the
booting procedure, it detects that no drive D (partition COMMON | is included. Therefore, after
updating the MBR and the CMOS, it restarts the computer. Atthe ime of the second baoting from
the floppy diskette, drive D already exists; thus, the SLAYE will be sof in datz- saving state.

« SaveToGen: On termination of the data-saving state, the MASTER places a file describing the next
MBR and CMOS contents through MNetWare Lite onto the partition COMMOMN, These items of
imformation will be written by the SLAVE into the MBR and the CMOS, respectively, and the
computer restarts itself

The other group of activities belonging to the SLAVE includes those performed by the SLAVE in the
specific stafes:

s« MakePart: In the repensration state, the SLAVE creates the full content of the partition VIRTEST;
Le. the files of the actual operating system, the files to be infected, and the fileis) already infected.
Furthermore, the files ensuring operation of the virus regeneration state, the files of NetWare Lite and
the basch file performing the running will alse be created, Of course, the SLAVE has to connect to the
MASTER during regeneration, in arder to copy the files to be examined (reproduced).

o Makelnfections: In the virus reproduction state, the first step is for the SLAVE to make connection
with the MASTER through NetWare Lite. This is necessary o enable the MASTER to monitor the
infection process. Then, the SLAVE starts the files already infected and, subzequently, those not
infected. This activity will be repeated until the MASTER restarts the SLAVE.

» PassToMaster: In the dara saving state, the SLAVE makes connection with the MASTER and waits
until the MASTER performs saving and evaluation. Then, the SLAVE enters into the regeneration
gtafe.

As aresult of the function PassToMaster, control passes to the MASTER. The MASTER performs two

miwin functions: it evaluates the files infected, then creates the files necessary for the generation of the
subsequent virus-free environment and passes control to the SLAVE. The evaluation of files presents the

following fumdamental functions:

# Checklntegrity: By examining the integrity of the files, this function establishes which files werne
changed, and identifies the difference between the original and the infected files,

+ CheckPolymorph: Examining the infection of the files, this establishes whether or not the virus is
polvmorphic. This will be obtained by finding byies which are the same n the infected files. Using
this byte mask, the polvmorphic character can be recognized.

o CheckDatabase: This establishes whether the virus is in the database but can be perfectly performed
only in the case of non-polvmorphic vireses.
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» CheckAntiVir: By nunning the anti-virus products stored in the anbi-virus database, the *hat
probability” of recognizing the virus is established,

» MakeStrain: [fthe virus is not polymorphic, a searchstring will be selected from among the identical
bytes.

+ RunEmulator: If the virus is pelymorphic, this function crestes the searching algonthm for the

virus. In certain simple cases, this procedure is also suitable for creating the killing algorithm of the
virus. Using this function, a processor emulator tests the instructions and activities carried out in each

infected file,
s TestAlgorithm: This function tests the searching and (if anwv) killing algonthmms created by
MakeStrain or RunEmulator

Further fundamental tasks of the MASTER consist of performing the functions listed below. These are
necessary for the next generation:

+ PassToSlave: The MASTER places a file describing the next MBR and CMOS contents onto the
partition COMMOMN. The SLAVE monitors the creation of this file and, after closing it, the SLAVE
updates the MBR and the CMOS and enters into the regencration state,

As a2 result of the PassToSlave function, ‘control” passes to the SLAVE. Then the MASTER performs the
activity Look&Reset:
s Look&Resai: The MASTER monitors continuously the start of the virus reproduction procedure.
During virus reproduction, it examines the changes in the monitored files through NetWare Lite, If

each file is infected, or the time-out expires, the MASTER restarts the SLAVE by changing the
sequence of floppy drives, and waits for the PassToMaster function to be initiated.

3 WORKING PERIODS

In respect of the examination of viruses, the AVAS includes two databases which are subject to continuous
changes:

& thevirus database {incloding the virus and its features)
o the anti-vins programs database

Both of these databases mayv change continuously, as new viruses, or a new version of an anti-vims program
appear. Of course, installing a new anti-virus program, means that the complate database has to be
examined: the examination of the viruses included in the database has to be repeated (). On appearance of a
new virus, examination is significantly faster; in fact, only one virus must be examined. This examination
procedure is represented in Fig. 6.
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Fig.6: Working Cycles
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i SUMMARY

This paper has highlighwed how the Automatic Vins Analyser System could be used to establish general
features of a virus, and how itcan generate the ssarching and killing algorithms of'a virus, (with certain
resfrictions). Of course, this system cannot be perfect, because no anti-virus system is perfect. However, it
should be possible 1o use this system widely. Using AVAS, the upgrading period of anti-virus software s
much easier (Fig. 7).
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THE PROBLEMS IN CREATING GOAT FILES
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ABSTRACT

Having more than 6000 viruses for IBM PCs, the maintenance and updating of a vivus libvary of samples is
a difficult wask Pavasitle file Infectors ave the majority of this great quantity and testing their properiies
and creation of samples takes great gffort. To help solve this problem, the author has developed a special
tool far anti-virus researchers, which allows the creation of baix files (also calied sacrificiol goars).
Theovetical paings af bait creation (infectable objects, umesual infeciion conditions, enviranmenial
requirements) are discussed and a detailed description of the GOAT package is given.

Thiz paper is ar atempt to summarize the problems which appear during weeding suspiciows files and
replicating viruses. A safe testing environment based on hardware kard disk drive {HDO) proteciion is
described. The paper also describes DOS pecrliarities, which appear when working with long
directirmes.

The possible appearance of viruses targeted against anti-virus research envivonments are discussed.

1  VIRUS SAMPLES

1.1  WHATIS ‘A VIRUS SAMPLE"?

A file-mfector virus usually attaches fiself to an executable file using an appending or prepending
technique. Such viruses are called parasitic infectors, Among anti-virus researchers these viruses are
usually transferred in the *sample form’ - the virus is attached to a do-nothing file of some fixed size
{usually divisible with 10**N or 16**N} and simple contents { do-nothing er printing a short message on
the screen). The result of infection of such a goat file is called “a virus sample™, We have:

Virus sample = Virus{Goat file)
of, simply:
Virus sample = Goat file + Virus

"an we ‘standardize” the virus sample? Generally speaking. unfortunately not, All polymorphic viruses have
zillione of instances and it is impossible to select some “standard” image of such a virus, Oligomorphic and
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*Turba® switch to the motherboard with a simple jumper. Now vour *Turbo® switch connector 15 frée for use
as a hard-disk protection switch. Typically the connector of *Turbo’ switch has three contacts (and a switch
zhorts two left contacts or two right enes). The uge of this switch to tum the disk protection on/off looks

like an elegant solution

Now find the jumper on your hard disk controller, which enables its operation (examine the controller
manual if needed). Most MFM, [DE and SCSI controllers have such a jumper, Remove this ‘“HDD-enable’
jumper and substitute it with the connector of *“Turbo’ switch (the connector should replace the jumper on
the contraller and short the contacts instead of the jumper).

Mow, after the above modification, vou can easily mren off the HDD by simply pressing the *Turbo’ switch
pressing it again to retum it to operation.

The LED indicator {or simple LED) of your PC {which usually shows the current frequency of processor
aperation) 18 wired to the turbo switch and reflects its state. You can easily configure the LED indicator
to reflect the current mode of operation (say, ‘On’ FF° L

2.2.2 Software shell for hardware protection

To work without HDD you will need some media instead of it. An ideal solution is to use a ramdrive.
You have to add the following statement to your CONFIG.SY 5:- DEVICE=RAMDRIVE.SY S nnnn
{where nnnn stands for the size of ramdrive in kilobytes, vou may alzo need /e switch to use extended
memory ). Ramdnive size <2MB is usually not sufficient, so it’s better to select 2-4MB.

First, copy all software, nesded for virus testing (plus suspicious files) to your virtual disk, When your
hard dizk is switched off, all programs will be inaccessible, so make a good selection [in my case it took
around 1 MB or more). Now vou are ready to disable hard disk. But DOS still thinks that HDD 12 present,
[ts internal buffers and cache utilities (if any ) still remember the current contents of some portions of
your hard disk in the computer memory. The meost cbvicus solution is the ¢limination of all *notes’ about
hard disk presence. To simulate the absence of a hard disk on the PC, I wrote a special program, which
clears INT_41hand INT_46h {peinters to the HDD disk tables) and sets the number of available hard disks
{BIOS variable at [(:475h]} to zero, To reroute any access from hard disk (eg., drives C:, Dz, E:) to the
wirtual disk, 1 use DOS’ SUBST utility, which replaces drives C;, D; and E: with the virmal disk drive letter
(F; in my case). SUBST also clears HDD cache contents. Finally, the DOS environment variables (eg..,
COMSPEC and PATH) should be rewritten to point on the ramdrive objects.

23 CGREPLICATION PROBLEM®

The problem of infecting a goat file, with 2 sample of'a possible virus is called ‘replicating . Very often one
researcher will ask the others, *I have a sample that I think is a vims, but cannot replicate it. Have you wied?
If anybody has succeeded in doing this, send me a sample, please...” And this is repeated very frequently.
We see that the ‘replication problem” is one of the most common problems. The question 15 to find comect
computer environment and meet all virus infection conditions. Obviously, both problems can be solved with
the help of full disassembly of the viral code, but that is not a very practical approach, because it takes much
time. Usually, suspicious files are simply tested in the so-called *goat computer’. Only in the case of
problems {files not replicating, but looking suspicious) are they disassembled and analyzed in deep. We
have already seen ane approach to the replication problem - to ask for help from other researchers, There are
also other options:

o trv a lotof different goats
# trv a lot of different env irenments

« manual analysis (tracing, debupging, disassembling) to find out all infection conditions (i.2.,
requirements for the goat and environment).
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2.4 INFECTION CONDITIONS

To replicate a virus we have io feed it a goat file, which meets internal virus infection conditions. This must
be done in the environment which is appropriate for the current virus. Fortunately, 1o make viruses more
infective, they are usually made to operate in a wide range of environments. On the other hand, sometimes,
numerous limitations are implemented to simplify the viral code (eg., Ping-Pong, Vindicator, Yale and
Exeheader. MzI vinuses work only on 88/86 processors; 34APA34 and MIREA. 4156 viruses require a 16 bit
FAT hard disk; the AT /44 virus requires a 286 processor or higher; The Green_Carerpiliar virus needs a
CMOS clock; the Laovechild virus requires MS-DOS 3.2; the Mghgfall virus does notreplicate without an
XMS driver [Brown]; the EMMA virus requires the presence of EMS [Kaspersky]; etc.). In the case of
specific requirements, only a random environment selection or manual analysis of the virus internals may
help to find the correct environment.

Parasific file infectors can theoretically infect all of the following types of files:

« COM
s EXE
MZZW (DS executables)
ME {Windows, 052 16-bit)
LE, W3 [Windows VxD, Win3a6)
LX (052)
_ PE (Windows, NT 32-bir)
MP, P2, P3 (Pharlap DOS extenders)
¢ SYSTOM (normal DOS drivers)
e SYS/EXE (understood only by DOS 5.0, 6.0

There are following infection conditions {except file type)

o file size

# filename

s attributes

o file timestamp (datetime of creation/modification )
s file contents

The most commeon infection condition is file type (COM/EXE) and the second is the size of the victim,
WVery short files are usually avoided, because their growth is too noticeable. Infection of do-nothing goat
files { like primutive INT_20, 2-byte files)is also avoided.

Most file infectors are targeted against simple DOS executables - COM files and EXE files (with MZ or
ZM markers). Some file infectors are capable of infecting DOS drivers of 3YS type (eg., SVC. 4644,

SVC 4661, SVC 4677, Alpha 4000, Asira, Aswra_II, Cysta or Comsysexe, Terminator. 3275, CCBB, Talon
or Daemaen, Ontarte, VLAD Hemlock, Face 2521, ewc.). All other formats of executables need
reclamation of the virgin lands from virus writers. For example, there are only & few known Windows
viruses up to date {all infecting only executables in NE-EXE format).

Speaking of the contents of goat files, we should mention that viruses, which check the intermals of the
victim file, are rather rare. 1 do not mean a selfcheck 1o avoid multiple infections of the same file. 1 mean
checking of virus-free areas (same as inspection of the uninfected file}. Nevertheless, such viruses exist.
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The Lucretia virus looks for an OxER byte (Tntel x86 CALL ingtruction) in the file and replaces the offset of
the call to point on the viral bady. The Warfock virus avoids all files having the OEh byte at the start of
program code {includes all LZEXE-packed programs). Rapror virus does not infect EXE files with 55 in
the header equal to O7BC, 141D, ...2894 (12 entries). The behaviour of frzermal 1381 virus depends on
the contents of the EXE header too. Morsover, there are Zerafiunrer viruses, which look for a series of
zeroes (412 byies for Zerohunter. 412 and 415 for Zevofiunter. 41 5) in the file and infect the victim
overwriting this block of zeroes, if found, Zerofunter viruses are typical representatives of the class of
*cavity viruses' (like Helicopter. 777, Grog. Hop, Gorlovka, 1022/1024, Russian_Anarchy. 2048, Locust 24546,
Tony. 338, ete.).

There are also viruses of the exeheader type - Dragon, Hobbit, SkidRow, Mike, VM, Bob, XAM, Mz1,
Pure, eic. They infiect only EXE files, having a long block of zeroes (around 200-300 bytes) in the EXE
header (itis 511 bytes by default). They can be regarded as a subclass of cavity virses,

Many viruses do not infect some programs. They usually aveid command processor COMMAND.COM and
certain anti-virus or widely used programs {archivers, command-line shells, #tc. ). The following reason
come to my mind: infection of COMMAND,COM is very noticeable and causes many incompatibilities, so
virus writers simply filter-off COMMAND.COM to avoid compatibility problems. This approach hasa
drawback { from the virus writer's point of view), as the infection of COMMAND,.COM with a resident
virus gnarantees that the computer will come up with a virus installed in memory, because
COMMAND.COM iz always automatically invoked during the boot process, Viruses try to avoid anti-virus
programs - they normally check their own imfegrity and a virus will be detected immediately. The list of
viruses that avoid infection of cenain programs is given in Table 1.

A more difficult case occurs if the virus infects only on certain davs of week, or during the first 20 minutes
of an hour (like Fienna 644.adoes). For example, the Kylie virus affects the victim if the current year is not
1990, The Fumble vimusinfects only on even dates. The virus called frvisible avoids certain COM files by
doing achecksum on the name of the victim. Viruses of the Phoenix family (also called Live_after_Death)
avoid some file sizes and about 1/8 of files are left uninfected. The Russian Mirror (Beeper) virus infects
only every third executed file, Some ofthese viruses are called “sparse” infectors. Random environment/goat
zalection may not help in this case and viruses have to be traced and/or disassermnbled.

Many viruses require a JMP instruction in the beginning of the victim file (eg., the first versions of
Yankee_Doodle, Russian_Tiny. 143, Ruse 1710, Screen. 1014, Leapfrog. 316, etc.)

All mentioned exclusions and conditions must be taken into account when trving to create goat files
suitable for the nfecton and if the virus does not replicate.

25 INFECTION MARKERS AS AN OBSTACLE FOR INFECTION

Almost all virases try to ‘mark” their victims to aveid multiple infections of the same file, because the
growth of files beyond some reasonable limit cannot go unnoticed (because of waste of disk space and
delays for the reinfections) and may even cause infected an file to hang (eg., COM filke =64k). Viruses
use different ‘mfection markers™:

» detection of self-presence (check own code; full or partial)

s sequence of bytes (text or binary designator; usually at specific position)
« timestamp (62 seconds, =2000 year, etc, )

o file size (ex., Urnguay-#3, 84)

e attribute (some vinses mark their victims as ReadOnly ).
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Some vimeses use perfectly legal markers - for example, seconds value (say, all infected files have 33s) or
file length (say, all infected files’ lengths are divisible by 23 ). If, occasionally, our goat file carriesa
‘marker” of the virus, it will not be infected. Some unugual infection mardeers are listed in Table 2.
Fortunately, most viruses use specific markers, In fact, virases have to behave in such a way to be
infective. Therefore, it is usually casy to make an infectable goat file if the first attempt of replication
failed because of a coincidence with a legal virus marker.

26 CHECKING OF GOAT FILESAFTER ATTACK

After trying to infect a goat we have to detect possible changes. 1f we s2e file growth (in a directory
listing) - the reason is obvious: longer files are virus children. One additional test iz recommended - to
check whether virus child is itself replicating. In some cases (because of the errors in the virus) it i3 not
and, therefore, must be classified as intended, not a virus, Visual checks after the attack are made just
like before the attack - see 2.1,

If the virus has stealth or semi-stealth properties, the detection of infected samples is somewhat more
complex. The best approach is to preserve all goat files, involved in the test and inspect them after a
clean reboot (copy them to a floppy disk if your HDD is disabled as described in 2.2), More simple, but
not that a reliable method, try to remove the virus from the interrupt chains using, say MARK/RELEASE
programs by TurboPower Software. MARK should be installed before the first start of the virus, it
remembers the whole interrupt table; RELEASE should be started after the attack w reswore the cld
interrupt table and remove the virus from the interrupt chain). Unfortunately, this approach might not
work if the virus uses tunneling.

In principle, we can use an integrity checker to compare test files before and after the virusattack. This
generic method can detect almost all stealth viruses if used in the low-level disk access mode. For
example, this mode is available in the Russian integrity checker ADInf

3 POLYMORPHICS DETECTION RATE?

31 HUGE QUANTITIES OF GOATS

In product reviews, we frequently read something like the following: ®... the ‘Polymorphic’ test-set
contains a mammoth 4796 infected files™ [TOP] or “When tested against the SO0 positively replhcating
Mutation Engine (MtE) samples, all but two were correctly detected as infected™ [Jackson]. Why all
these tests need g0 many samples of the same virus? The answer is stmple because of the great variability
of polymorphic vimses (more correctly - because of the variability of the vims decryptor). Any scanner
coping with polymorphics has to decrypt the body of the virus and lecate a search-siring. Another
approach is to try to distinguish the viral decryptor from normal non-viral code. Both methods can
produce both false positives and false negatives. They are, of course. rather rare, but practically (and even
theoretically) unavoidable. To find out the weaknesses of the scanner, the number of tested samples
should be very high. That is why almost all comparsons of scanners are performed using very large
samples, That is, unavoidably, of course, rather time consuming and not very convenient practice,

How can we speedup the tests and preparation of samples? The first idea is to put virus samples on fast
media - virtual dizk looks the ideal selection. Butcan we enhance DOS access to the drive?

32 DOSSLOWDOWN WHEN WORKING WITH LONG DIRECTORIES

When experimentimg with the ereation of hundreds of files, T have noticed a very interesting peculirity.
After creating 2 number of files in the directory (in my case, around 700 file) all additional files needed
much maore time to be created! Obviously, some mternal resource of DOS was exhausted. To shed the
light an this effect | have run the same task - creation of 100%N goat files (N=1..10) using GOATS (with
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no size increase; i.e., all goats were identical), but thevaried number of BUFFERS {as writien in
CONFIG.SYS )L Note, that the disk cache (SMARTDRV ) was not active, because files were created on
the virtual disk. Collected data is given inthe table:

Time needed to create given number of files (in seconds +/~1).

FILES 100 200 300 400 500 600 700 800 900 100
BUFFERS
15 6 12 19 28* 40 51 64 B0 96 118
48 6 12 19 It 3/ 45 2 mr W 12
58 & 12 1 X 3B 45 5 N B* 10
ST} 6 12 19 6 35 45 5 W E XN

Mote: **" - shows number of files, when significant slowdown oceurs.

1. Wesee that total time greatly depends on the number of BUFFERS.

At some place significant slowdown always occurs {compare columns to see).
The moment of this slowdown depends on the number of BUFFERS.

For creation of 1000 files, 68 BUFFERS are sufficient

For 48 BUFFERS slowdown occurred at around 7240 files.

. For 58 BUFFERS slowdown cccurred at around 870 files.

B e

Thus, addition of 10 BUFFERS {10*512=5120bytes) shifts the limit on (8 70-720=150) files. We can
calculate how many bytes are needed per file - 51207150=34. 1. Surprisingly, this is very cloge to the
directory entry size! This 15 additional evidence that slowdown occurs when thers 18 no more space in
BUFFERS to store current directory {(and DOS needs to reload it from disk).

[ have also found an imeresting fact (not yet known o me) - the creation of files ina fresh directory takes
much lesstime, than the creation of the same number of files in the same directory after removing 1000
files! Andthe creation time for 1000 files in used directory is approximately three times more than in a
fresh directory! That is because DOS scans a directory only until it encounters zero entry. And for a used
directory there are no such entries (at least near the beginning) and DOS has to scan the whaole list of
deleted entries.

Thus, we have to create bait files in a set of fresh directories of moderate size. The same applies 1o the
testing of scanners against huge virus collections - fresh and short directories will be scanned faster.

4 GOAT SOFTWARE PACKAGE

After discussing some theoretical poinis, let’'s turn to the realization of these idess in the GOAT package
[GOAT]. This package is a set of tools for anti-virus researchers, which help to create bait files (also

called =acrificial goat files or, simply, goat filzs)

0o BULLETINGONFERENCE £1995 Virus Bulletin Lad, 21 The Qusdrant, Abingdon, Oxfordshire, OX 1438, England.
(1235 555139, Mo part of thie publicasion may be reprodisced, stored @ retrieval system, o transmited in any form
witsoui the prior wmgien permission of the publishars.



WIRLIS BLUILLETIN EOMFERENCE, SEFTEMBER (995 11T

The purpose of the programs can be explained using the following table:

Y ou need Use

Bait file with some special internal strecture GOAT.COM

A series of bait files of different sizes GOATS.COM
Files of the same size, but with different contents GOATSET.BAT
Many identical files to infect them with polymarphic virus FLOCE.COM

Using GOAT.COM vou can manually select the size, the name of a sacrificial goat file and vary its intemnals
to meet the criteria, which the virus uses when deciding “to infect or not to infect” the victim file. You can
enter the size of a sacrificial goat file in any given format: decimal, hexadecimal or in kilobytes, Size of the
victim files can be as small as 2 bytes and as large as many gigabytes (it is stored in 32-bit variable).
GOAT.COM is very flexible - it can create COM, EXE, 5Y5(COM) and SYS(EXE] files, with code at the
beginning, in the middle, or at the very end of the goat file. Files can be filled with zeroes, NOPs, two types
of pattern and even filled with random garbage. Youcan add stack segment for the EXE files, vary header
size, and ... many other options are available. The GOATS.COM file is intended o create a series of bait
files with linearly increasing length Length mcrease step is changeable. GOATS.COM has the same
flexibility as GOAT.COM.

FLOCK COM creates up to 1,000,000 identical files. You can infect them in a polymorphic virus to test its
behaviour and properties. FLOCK.COM uses the same engine as GOAT.COM and GOATS.COM. Thus,

the same flexibility as GOAT.COM iz available too.

GOATSET.RAT produces some sort of *a standard set” of files of the same size. These files are different
{internal contents or attribute is varmable). GOATSET.BAT needs GOAT.COM for execution. GOAT.COM

should be located in the current directory accessible via PATH environment vanable.

A small batch file RUN-ALL.BAT will help you to run (or infect, if you have a resident virus) all
generated bait files.

41 SYNOPSIS AND SWITCHES
Usage of the main program - GOAT.COM looks like this (others are similar):
GOAT Size [Filename] Fewitch] [Switch] ...

Size - decimal, hexadecimal, or in kbytes
{Example: 10000, 3E0Ch, FFODh, 31k, 512K, 2048k)
Filename - file to create. If no, makes GOATOO0, GOATI, ...

Short reference of all available switches is given below in alphabetical order:

/Annnn set device Attribute (default=0C253h)

/B place code at bottorn of file (default - at start)
iC[n) et selfecheck level (by defanlt equal to 2. the highest)
{/C means (C0; ie., no selfchecking at all)
/Dmnn eregte maximum ‘nnn’ subdirectories (default=10}
(recognized anly by FLOCK.COM, ignored by GOAT and GOATS)
E create EXE file (if size = 65280 - done automatically)
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/Fnnn create maximum ‘nmn’ files in a subdirectory (default=500)
(recognized only by FLOCK.COM, ignored by GOAT and GOATS)
M, 7 Helpscreen
Ann uze fill byie “on’ instead of standard z=ro-fill
{ex., decimal /il 0 or hexadecimal notation AE5h)
{1 remove JMP at code start {default - JIMP present)

/Knnnn add ‘nnnn’ bytes of STACK sezment to the bottom of EXE file
{stack segment is filled with *STACK” by default)
Minnnn place code in the middle of the file exactly at nnnn
position (“nnan’ is 32-bit value, but see [imitations below)
/MN[nnmn]  fill goat file with pseudorandom bytes, The parameter
{(if given) is a random number generator seed.
RMNG uses a multiplicative congruental method with 2**32 peniod
do not make long EXE (=256K) with internal overlay structure
fill free file space with pattern 00, 01, .. FE, FF, 00, ..
make file BeadCnly (default- normal)
miake short (32 bytes) EXE header (default- 512 bytes)
set timestamp seconds field =nn (<63, even: 0, 1Eh, 62, ..)
sef 55:5P equal to CE:0P
make word pattern (0000, 0001, . FFFF, 0000)
suppress signature defined in the NI file using “Motto="
create device driver(5Y'S file)
. make "ZM" EXE header instead of "MZ’
fill free file space with NOPs {default - with zeroes)

TRIRFIIAFIO

GOAT.COM, GOATS.COM and FLOCK.COM programs use the same set of command line switches.
Mozt ewitches are self-explanatory.

The pattemn inside the goat file always reflects the current offisets in the file {i.e., it is "anchored” to the
absolute bocation in the file). For example, at the file offset 1 A2Bh vou will see bytes “1IB', *2C°, *2D°, ..
(for byte patiern ). Waord pattern at the same location will lock like this:- ‘287, "1A", "2C°, " LA, ete.
Sometimes pattern filling is very useful.

Switch /Knnnn adds stack segrment at the bottom of the EXE file, Size of the stack segment i3 limited -
16 < nnnn < 653536, Obviously, SP always points on the bottom of stack segment (i.e.. SP=nnnn}. Small
and odd values m /K switch should be aveided, because they can hang the computer ar cause *Exception
#13" (QEMM frequent waming), when SP goes through the stack segment boundary (ie., half of a word is
written at $5:0000 and other half— at 55:FFFF).

Switches /Fnnn and /Dinnn are recognized only by FLOCK.COM (GOAT.COM and GOATS . COM
simply ignore them). You can specify the desired number of files and subdirectories to create, By default,
10} subdirectories with S00 files in each are created.

4.1 SIZE LIMITATIONS

By default GOAT COM, GOATS.COM and FLOCK.COM programs produce a sacrificial file of COM
type. This appliss to any given size, which meets the following criterion:

2 < Size_of COM <65230

The magic number 83280 is a maximum size of COM file, which must fit in a segment size (64k=63536]
without PSP size (256):

65536- 256 =H65280
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When placing the code at the bottom of the COM file, which size isaround 64K, the code may lay too close
to SS:SP (S8=C8 for COM files; SP=FFFE ) and the program may hang when run, because stack will likely
averwrite the code, Therefore, if the spacing between IP and SP is less than 54 bytes, the goat generation is
abarted and the output file is not created (you will see a waming, ‘Goat [P will be too close to SP. Abort!”),

When the size specified inthe command line is greater than 65280 (or equal to}, an EXE file s generated
automatically (vou do not need to write /E or /S switch explicitly), Such a file will have a normal 512-
bytes EXE header in the beginning. When yvou need to create an EXE file shorter than 65280 bytes,

uge E (or /S, 7 ar /Knnnn) commmand line switch.

4.3 INIFILE

Yon may like to put vour preferences {signature, switches, filename temnplates, etc.) into a separate file -
GOAT.INT {common for GOAT.COM, GOATS.COM and FLOCK.COM). Use any text editor to create
ar modify anINI file. The sample GOAT.INI file is given below:

GOAT.INI
Motto=""Anti-virns test file,” ;all output bait files will carry this string,
GOATfiles=FPROT -files will be FPROTO00.COM, FPROTOO01.COM, ...
Hdefaul=G0AT)
GOATSfiles~ESASS -files will be ESASS000.COM, ESASSDOL.COM, ...
{defaul=GOAT)
FLOCKfiles=5&5 sfiles will be S&S000.COM, S&S001.COM, ...
A defaul=GOAT)
FLOCK dirs=HEAP -directories created - HEAPOM, HEAPOD1, HEA P02
o default=DIR)
STACKAll="*M¥STACK" fill stack with **MYSTACK*MYSTACK*MYSTACK'
Wdefaul=STACK})
SY¥Sname="DRIVERXX" ;this string is inserted into SY'S header
(defanl=GOATIOXX)
Ewitches=F200D30 :make 50 dirs, 200 files in each. 10000 in total
Switches=/Cl ;o turn off registers check and avoid
rwarning *Your PC might be infected...”
Switches=1F&h :abways fill free file space with 0F6h byte
Switches=0 :never make overlaid EXE files

GOAT.INI may be located in the current directory or in the path of the started program, The first location
has priority over the second. GOAT.INI may not exist, In that case programs use built-in defaults,

Filename and subdirectory templates are limited to 5 symbols, because programs always add ‘(K" and then
start incrementing this nurmber until it becomes '999°, Any stning exceeding the limitef 5 symbels will
result in the following emor massage:

“Errar in the INI file line #non”

44 BAITFILE INTERNALS

The hait files created with GOAT.COM, GOATS.COM and FLOCK.COM (if they are the same size) are
abzolutely identical in their intemnal structure and properties.
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in most cases full disassembly of the virus will be required and that takes time. Moreover, such anti-goat
tricks are programmed much more easily than any polymorphic engine.

6.2 ARMORING TRICKS, VIRUS TROJAN CONVERSION

There are a lot of viruses which try to complicate their investigation. Viruses use anti-fracing technigues:
SVC 4644, feronim, XPEH (family of viruses), Zherkov (called also Loz}, Magnitogorsk, HideNowrt,
OneHalf 3544, OneHalf 3577, Cormucopia, etc. A wonderful set of antitracing capabilities is found in
Compact Polvmorphic Engine (CPE 0.11b), which is actually a virus creation tool.

Some viruges, when they detect that they are being traced switch to the "trojan’ mode and try to damage
files, floppiss and’'or hard disks. That looks like revenge by the virus writer for an anti-virus researcher s

atternpts to catch the virus, Many viruses have such behaviour - for example, recently found

RDA. Fighter 387 1/596%/7408 overwrites random sectors on the HDD [Daniloff], whereas Maltese
Amaeha destrovs 4 sectors on each of the first 30 cvlinders of all drives; CLME. Ming, 1952 overwrites 34
first sectors on all drives: DRAET. 1710 erases 128 first sectors on HDDs; Gambler, 288 destrows first 10
sectors on dnve C:; Kotlas removes original nen-infected copy of MBR. SumCMOS. 4000 tnes to corrupt

HDD.,

The most nasty idea 18 to use destructive capabilitiez (4 latrojan) if the virus senses the anti-virus
environment. For example, when a virus detects goat files,
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TABLES

Table |. Alist of viruses avoiding infection of some files (usually, anti-virus programs)

Virus name(s) Avaids

JUP GO AID* COMMAND= ANTI* AV: HOOK* S0S5*,
TSAFE*, -V*, SCAN® NC*, VC* TNT*, ADINF*

Amagedon *ND.COM

Bastard 1979 SC*, CL*, F-*, TB*, V5*, VI*, IM* MS*, CV*
(also deletes MS* * and CP*_*)

Chibir 523 o

CLME Ming 1952 "AN.® NOT. "85 *PY., *BEG*
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Comucopia
Cpwe

Cremcher

Daemegen. 894 (Talan)
Datacrme

DREET 710
Evse-821

Grog 2075

(rog 2825

Helloween-1378
Jersalom- {1 3h
Jerisalem-Nemesis
Menal-5010
Migram-Smack
Migram-Cemery
MPTLIS36

MrD. 1569
PlayGrame 2000

Pradatar2 448

PSMPC Joshua
RO Fiehiter

Sl 08 3088
Slovekia §.00T,

Sgueaker
SumCMOS. 6000

Sverlon-1 064
Swirni (Bhaknivedang)
Thirteern Miniges

falso catled Thursdy-12th)

Tived-1 740

TPE_Bozria

TPE. Girafe

PROT*, SCAN®, VIRLU* NAV*

CNC®, GUARD® EMS*, CPAV*, SCAN*,
CLEAN®, FINDVIRU*, CHKVIRLUS*

CO*, S3C*, CL*, V5* NE* HT*, TB*, VI*,

FI*, GI*, RA*, FE*, MT*, BR*, IM*

RC*, CLY VE* F-*

*D.COM

Sc -1 1:‘:L.l:I Vﬁt.l F‘_i:- EP-!': W

*AID*, *VIR*, *"DINF*, "CHEK*, *TEST*,
*ALUR®, *PAV® *NAV®, *-V* *SENT*, *ASM*,
*SCAN*, *LEAN*, *ANT™, *3AFE", "BOOT",
*STRA* (and deletes these files)

*MBIO®, *MDOS®*, *SCAN®, *LEAN®, *PROT™,
*CPAV* (and deletes CHKLIST.CPS}

IBMBIO®, IBMDOS*, SCAN*, CLEAN®, F-PROT",
CPAV®, MEAV®, NAV*

{and deletes ANTI-VIR.DAT, CHKLIST.®)
SCAN.*, CLEAN.*

PHENOME.COM

MEMESIS.COM

tsl"_ﬂ

tHD.*, *ﬁHI i"‘ tml*l *HFL"

w0

AIDSTEST.*, VL.*

VIR, *"MES*, *AV*, *NV*, *IB*,

CO*, 4D* 8C*, CL*, V8", NE*, HT*, TB¥,

v1*, F-*, FI*, GI*, IM*, RA® FE*, MT*, BR*
*FROT®, *SCAN*, *CLEA®, *VSAF*, *CPAV",
*NAV.®, *DECO*

*ND.COM

*ES?, *WE, "ANY?

Al*, WP*, HI*, DO, KR*

SCAN* AVG*, VIR* ASTA* ALIK* REX*,
MSAV® CPAV* NOD*, CLEAN*, F-PROT*, TBAV*,
TBUTIL*, AVAST* NAV* VSHIELD* VSAFE", DIZZ*
FCANS, TIVYURS

COMMAND.COM, GDLEXE, DOSX EXE,
WIN3E6,EXE, KRNL286 EXE, KRNL386 EXE,
USER.EXE, WSWAP EXE CHKDSK. EXE

ﬂl‘.*, S-':-'". L]

“ND.COM, *AN, *LD, *RJ

COMMAND.COM, SCAN* CLEAN=® VIR®,

ARI* FLL*

Has achecksum list of 16 programs

{checksum mcludes name and contents)

CO*, SC*, CL*, V5* NE", ME* TB*, VI*, FI*, F-*, IM*,
CP*, HA*, -V* RA*, FE* MT", BR*

o™ SC*. CL*, V5* NE*, HT*, TR*, VI*.FI*,. GlI*",
RA* FE*, MT* BR*, IM*

000164,
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Linion. 1449 AT* AD*™ SC* NC*
Ulraigriamy-HO%7EE COMMAND.COM, SC* * F-* * *V*
XPEH-4016 COMMAND.COM, AIDSTEST *

Note: SC=SCAN, CL=CLEAN, TB=TBSCAN, F—=F-PROT, CP=-CPAYV,
Al=AIDSTEST, VS3=VSIELD/V3AFE, NA=NAV, FI=FINDVIRL,
AV=AVSCAN/AVPAVPRO, AD=ADINF, BRE=BRM_SCAN, 4D=4D0S.

Tabe I, Some unusual virns markers

Virus Infection marker
Agas. 1268 Minutes mod #=0, seconds=34 in file imestamp
ComiZcon Timestamp: ime—11:19
Kela, 2009 625 in file timestamp, JMP, “KLM" at start
Kkt 448 205 in file timestamp
Taiwan. 708 6525 in file timestamp
Urszay-#1 Filesize mod 13h=0
Urugrnnay-#2835%4 med 1 Th=0
Filedaie 11 {F-537) Timestamp: date=17.0£. 3, time=02:08:34
Flenna (DOS-62) 625 m file ttmestamp
Fienma 377 Filestamnp date (certain bits)
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came as something of a shock when conducting this review’, It s obvious from these results that it is not
safe to extrapolate from the results with the non-resident scanners to their memory-resident counterparts.

Since this time, no such fests appear to have been published elsewhere. Secure Computing made an attempt
in February of this vear to look at memory-resident scanners, but limited themselves to observations in
memary usage and the performance impact of copying files (normally very significant). They shied away
fram the really interesting tests; the tests against real viruses.

There are several methods which have been developed to protect against viruses: virus-specific scanning
software, behaviour monitorsblockers and integrity checkers. All rely on being memory resident, and the
ahility to monitor various aspects of the PC to provide constant protection. They also nommally alert the user
if something 15 amiss.

THE ULTIMATE TEST

To teat any of these methods and their ability to provide vires protection adequately, they must be submined
1o a real virus attack. This is the ultimate test of any anti-vinus product, However, such tests are normally
far too fime consuming and tediows ever to be conducted. Even copying infected files, as was done in the
Firus Bulletin wesrs, takes a lot of time. Copving filesis also limited in scope, and is unable to test products
fully. Only memory-resident scanners can be evaluated in this way, and then only in a limited way. It 15
interesting that Firuy Bulietin has never conducted further tests along thess lines.

With these factors in mind, it is readily apparent that there is a vital need for some awtomated method to test
protection provided against virus attacks, Companies producing anti-virus software require such a method 1o
test their products fully, and to provide adequate quality control. Such 2 method is also required to evaluae
products properly and to provide meaningful resulis, such as under the European [TSEC scheme.

REQUIREMENTS FOR TESTING AV SOFTWARE

Let us examine some of the requirements for testing virus protection. To start, the test computer must be
viruz-free, and exact information on file and zystem integrity must be established, so that any changes
produced by a virus can be detected.

Mext, the anti-vires protection must be activated. and then the virus sample must be introduced under
controlled conditions. Following this, an attempt nust be made to activate the virus, by executing the
mfected sample. At this point the resident anti-virus software may or rmay not protect the system, and may
produce an alert message.

Lastly, several other programs should be executed to act as virus bait, or goats. Memory-resident parasitic
file viruses commanly infect on file execution, file open or file close when a suitable target file presents
itzelf. Agam the anti-virus software may provide protection, and may provide an alert message. All traces of
the virus must now be removed from memory, by ensuring a clean boot. The method nomnally adopted
for this is acold boot from a DOS system floppy dizk, with a watch being kept for CMOS-modifying
viruses such as EXEBug. A full integrity check must follow to discover if the virus succeeded in infecting
the computer, or in making any other unauthorised changes to the system.

Finally, and most importantly, the PC must be completely cleaned of the virus (if it was infected | and all
files etc must be restored to their original state. Using the Cleanup utility from an anti-virus toolkit is
obviously not adsquae,

If this procedure is strictly followed, a fairly good knowledge of the protection offered by a product against
a particular virus threat will result, although even this is by no means an exhaustive test. A person could
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probably accomplizh in the order of four tests an hour using this method, when one takes into account
fatigue, etc. [t now becomes obvious why no product tests are generally conducted using such a method!

FOTENTIAL PROBLEMS WITH AUTOMATED TESTS

ATOMS { Automated Testing Of Memory-resident Software ) iz a method we developed at Reflex Magnerics
o automate such a test procedure. From the curset, it was clear that an adequate system could mot be
constructzd from a single computer on it2 own withour a large amount of exrra handware. 1t was far better to
use two Separate PCS, with various links between the two (see Fig. 1), One of the PCs would control the
testing process (the Control PC), and the other would act as the dirty PC, with active viruses on it (the Test
PC). With such an arrangement, the Contrel PC can remain in full contrel, since it can be kept totally free
from viruses at all times.

CLEANBOOTING

When constructing ATOMS, one of the first questions to be decided was how to clean-boot. This isa
necessary regquirement for accurate analysis of infected items, o avoid interference from virues stealth
technigues, and to ensure cleanup after a virus, The most common method of clean-booting is via a system
floppy disk, but this method was far from ideal for use by ATOMS, for a number of reasons, We therefore
decided to clean boot from a network, using a boot image, This was faster and had the advantage that, by
changing the beot image on the network, different modes of operation could readily be initiated.

HANGING

Another potential difficulty we had encountered was the propensity of many virus samples to hang a
computer. Similarly, considerable numbers of so-called virus samples often turn out to not be viruses at
all, but Trojan horses, which immediately cause damage, resulting in a hang when executed. Obwiously, if
the Test PC hangs during a test eyvele, the Control PC must have a method to sense this and force a resst,
Citherwise, when testing a number of virus samples, the process would be very likely to stall partway
through, requiring operator input, and would not be folly automated.

A systemn such as ATOMS could be constructed using memory-resident code of one form or another o
monitor the infection process and log or report results, Reliance on such code would be a mistake, however,
in a DOS system environment, due to the ease with which viruses could cause interference.

% re——

Contrild FC

| Task

' u
Fles + wines samphs

Hatmark

Sarver
]‘ Resort Ed_l Viuses

— ——

Fig I ATOMS compomnent links
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ATOMS DESIGN AND OPERATION

ATOMS uges a Novell netwark to link the Control PC to the test PC, plus other proprietary Hardware links
{Fig. 1), All virus samples are stored on the network drive in a directory with restricted access. Each sample
iz selected for testing in sequence according to a list which is accessed sequentially from a database.

TESTPCSETUP

The test PC is normally configured as a bagic DOS PC, MSDOS 3.3 was selected as being most “virus
friendly’, there being some viruses which are very fussy about which version of DOS they will function
on. An additional run using other versions of DOS can be used for such awkward viruses.

A Goat directory containing a number of different Goat filea of differing lengths, etc is used on the test PC,
and the virus sample is inserted after these. There is also a standard DOS directory containing a full
complement of DOS files.

INITIALISATION

The testing procedure starts by the Control computer cléan-bootimg the test computer (see Fig.2). The test
files and programs including DOS, etc are lcaded onto the test PC, and a copy is made for comparison later
of various tracks on the Hard Disk which contain the MBR and partition boot sectors, etc. The main loop
which is performed for sach virus in furn is now begun, This consists of three main phases; the Infection
phase, the Analysis phase and the Cleanup phase.

| Inidalisation |

L J

| Irfectian |(

Y
| Aralyss :

v

Cleanup

Meore viruses Wik
to test!

v

[ Produce

repart

Figr. 2. Main stages in ATOMS testing
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INFECTION
The Infection phase is begun by booting the test PC from a clean boot image. Included within this are the

filezs CONFIG.SYS and AUTOEXEC.BAT which first execute the anti-virus TSR to be tested. The virus is
then executed, followed by a series of goat files.

ANALYSIS

When all the Goat files have been executed, the test PC is rebooted, and the Analysis phase begins, A full
comparison check is made for changes, and any found are logged to the report file.

ATOMS - Automatic Testing Of Memory-resident Scftware

copyright (C) 1995 Reflex Magnerics Limited. Designed by David
Aubrey-Jones, written by Andrew Caten and David Aubrey-Janes

Report Started on Wednesday 28th of June 1995, Time 4:55 pm.

— e G N N B e o e o o e e S M EE B R TEE e e e e e = B R e e e e

Virus : Bhal.
Filamame : ALTSE . COM.
tumber + 1.

Changed Files:

: WTARGETYWCOMIT . COM

P \TARGET\A1000 . CoM

P WTARGETWAS0000 . COM
: WTARGET . A10000 . COM
s W DOSWFORMAT , COM

: Z\WDOS\MIDE . COM

: \DOS\SELECT . COM
:\DOSA\SYS .COM
ADOSVASSIGH , COM

s W DOSWBACEDR , COM

AW DOS\CHEDSE . COM

A\ DOSACOMEP . COM

T SNC U ————— e e

NOoOOOaGNNDMANoan

Wirus : Bruchabtso.

Filenames : BRUCETTO.COM.

Humlbear : B

Changed Files:
C:AZWTARGETWCOMIT . COM
C:\TARGET\ALOOD .. COM
C:\TARREGETWASQQQ0 ., COM
C:\TARGET\AL0Q00.COM

N mmm e o — e — - S N B R TR M e e e e e = &S Em Em e e e e e e e

Virus s Dir IT.
Filename : DIR2ZM.COM.
rumber L

Mo changes detected.

— e N o mm mmm o e e e e e e S S EE B EER mm eem emn mm m— e— e E EE
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Virus : Dark Slayer Mutation Engine wirus.
Filename : DSME.COM.
HNumbsr : 4.

Changsed Filesz:
1 WVTARGETYWWAIT . EXE
tANTARGET\COMIT . COM
PVTARGETSALQ00 . OO
\VTARGET'B1000.EXE
PVTARGETWELADOD . EXE
OVTARGETWEBSAD0D . EXE
NTARGETWALQ000 oM
\VTARGETWAZ 00 . COM
Virus : F=goft. 580,
Filename : F-S0FTS%.C0M.
Mumkber s (5.,

Changed Files:
:WTARGETAWCOMIT. COM
s WTARGETWASQQOD . C0M
WTARGETWALQD OGO .COM
NTARGET\WAV1 . DAT

: WTARGET\AVZ . DAT
ZWTARGET WAVS . DAT
TARGET\AV4d . DAT

oy, i e i Y e el P e e s (i T T e T Gk il mmtiTan e el e Fem] B pEmL gn iy AEsh e

CrOY 0000y

L I O O o I O O

Virus : Fax free.27hb.
Filenama : FaM.EXE.
Mumber ¢ 6.

Changed Files:

C:\TAREGET\WAIT.EXE
C:\TARGET'B1O0{.EXE
C:\VTARGET W E1O000 .EXE
CATARGET\BEO0AD . EXE

Wirus : HLICL.16B50.

Filename : WORM.COM.,

Humber : 7.

Mew files:
C:A\B1OOQ . COM

C:\TARGET“AV1.CCOM
C:\TARGET\AVZ .COM
Cr\TARGET\AVS .COM
C:\TARSET\AVL .COM

¢ : \TARGET \AVS . COM

C: \TARGET"AVE , COM

C: \TARSETWESA000 . COM
C: \TARGET\B1OOGOD .COM
C: \TARGET\B100G . COM
C:\TARGET\WAIT.COH

— o — o — — — s S e mw m mer mm
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CORCLUOUSICH
Finish Tima : Wednesday 23th of June 1995, Time 5:19 pm.
Time taken to process 7 viruses ( hours 24 minutes.
Avarage time to process a virus 3 minutes 25 seconds.

There were 7 wirusss testcad.
The wiruses that infected were:

11 Rbal

21 Bruchettao

4] Dark Slayer Mutation Engine
5] F=zoft.550

E] Fax_free.2786

7] HLIL.16850

Tatal @ &

mnep P oQ»

Keav:
C - Companicn Virus.
0 = Ovarwrites code in original file.
A - Appends coda to original file.

The wiruses that were stopped were:

3} Dir II
Total : 1

Fig 3 Sample repori produced by ATOMS

CLEANUP

Lastly, the Cleanup phase commences. The hard disk is wiped clean and formatted, and fresh copies of all
files required are then copied onto the test PC from the network., Finally, to complete the cleanup, the next
virus sample file specified in the database is copied into the directory with the Goat files, and the Infection

phase begins again.
Based on a 486 DX2 test PC ATOMS is capable of performing around 30 tests per hour, In a day itcan

therefore manage nearly 800 virus samples. However, memory-resident scanners slow file access times
considerably, and ATOMS performance when testing these products can be greatly reduced.

FINDINGS

Sections from a typical report produced by ATOMS are shown in Fig.3. Details.on each virus which
succeeded in bypassing the memory-resident protection is produced. This includes information on
changes to hard disk boot sectors, and all files.

At the end of the report, there is a summary noting the time taken for the tests, the number of virus samples
tested, and the number which produced a change on the test PC, A list of all viruses which produced a
change is given, with a note on the oype.

L5 BULLE TIN CONEERENCE ©1995 Virus Bulletin Lid, 11 The Quadrmnt, Abingden, Oxferdshire, 0K 143V, Englar,
0001 +44 (0)1235 555139, Mo part of this publication may be reproduced, siored in & Tetrieval sysiem, of ramsminicd i any form
without the prior wiines permission of the publishers.



Q0

132 AUBRE Y-{ONES: AUTOMATIC TESTING OF MEMORY RESIDENT ANTIVIRUS SOFTWARE

LIMITATIONS OF ATOMS

Cme must be careful when conducting any kind of anti-virus product test, and in thissense ATOMS 15 no
different, There are several potential problems. One of the moest important of thess is the library of vimuses
which are used. Obviously, all these should be true viruses, but many virnises are very fussy about the
conditions under which they will function, and must be “spoon fed’. DOS version, BIOS type, disk type,
tvpe of Goat files, et. can all prove very important. Such viruses may well never infect on a grven PC. Slow
viruses, although uncommon, may also not infect For this reazon, all the viruses used in our final tests were
first checlked to make sure that they were functioning under the ATOMS zetup. [t should be remembered that
if a change is found after a test with a given viros sample, it does not necessarily mean that a true infection
has resulted. Changes could be caused by payload activation, etc and may not always correspond to an

infection in the true s2nse of the wornd.

ATOMS has not been designed for use with boot sector viruses and cannet at present be used to perform
any tests with them. This is something to be addressed in the future,

HUGE HOLES

Several memory-resident anti-virs programs have so far been tested with interesting results. These support
the findings of Firus Builetin two years ago, which showed that memory-resident scanners in general have a
far poorer performance than their non-resident counterparts. In some cases the differences are stnking, with
huge holes in their security, For example, very few memorv-resident scanners can detectmany polymorphic
viruges, which are becoming more and mare common. By contragt, the performance achieved by behaviour
blockers was generally superiar,

THE FUTURE OF ATOMS

After initial teething problems, ATOMS soon proved invaluable. It is now possible to take a library of
several thousand different viruses, and, with minimal operator input, check a memory-resident anti-virus
product for any weaknesses. This is invaluable for good quality control.

It would alzo be very suitable for adoption as a tool to assist with evaluation of memory-resident anti-virus
products. It enables tests with 2 reeaningful number of viruses to be conducted which would atherwise be
imposaible, and reduces the cost of those tests, In addition, it has the advantage of being reproducible.
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COMPUTERVIRUSES IN HETEROGENEOUS UNIX NETWORKS

Feter V. Radatti

CyherSoft, Inc., 1508 Butler Piks, Conshohocken, PA 19428, USA
Tel +1 610 825 4748 - Fax+1 610 825 6785 ' Emnail radattii@evber.com

1 ABSTRACT

Liix systems ave as susceptible o hostile software attacks as any other system, however; the Unix
comminity 5 zealous in its belief that it is immune. This belief i in the face of historical reality. The first
compuer viruses created were on Unix systems. The Internet Worm, Trajan horses and logic bombs are all
ignored milestones in this belief. Not withstanding these beliefs, there i5 a growing concern among
compuier security professionals about these problems. this is based on recognition of the complex nature of
the problem and the increasing value of Unix based nerworks. Whereas the Internet Worm disrupied the
Internet in 1988 the cosi was relativity low; if this attack were repeated today, the cost will be very high
because of the new-found importance of the Internet, electronic business networks using EDI, and private
networks, all of which are Unix-based,

Traditional methods used against attacks in other operating system environmenis such as M5-DWS are
insuificient in the move complex environment provided by Unix, Addttionally, Unix provides a special and
sigrificant probiem in this regard due fo iis open and heterogeneous nature. These problems are expected to
become both more common and more pronounced as 32-bit multi-tasking network opergting Sysems such as
Micrasaft NT become popular. Therefore, the problems experienced ioday are good indicators af the
problems and the solutions which will be experienced in the future, no matter which operating system
hecomes predominate.

2  THE EXISTENCE OF THE FROBLEM AND ITSNATURE

The problem of software attacks exists in all operating systems. These attacks follow different forme
according to the function of the attack. [n general, all forms ofattack contain a method of self-preservanon,

which may be propagation or migration, and a payload. The most common method of self-preservation in
Unix is obscurity. If the program has an obscure name or storage location, then it may aveid detection until
afier its payload has had the opportunity to execute. Computer worms preserve themselves by migmtion,
while computer viruses use propagation. Trojan horses, logic bombs and time bombs protect themselves by
obscurity.

While the hostile algorithms which have captured the general public's imagination are viruses and worms,
the more common direct problem on Unix systems are Trojan horses and time bombs, A Trojan horse 1z a
program which appears o be something itis not. An example of a Trojan horse is a program thatappears to
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be a calculator or other useful utility which has a idden pavload of inserting a back door onto its host
systern. A simple Trojan horse can be created by modifying any source code with the addition ofa payload.
One of the most favorite payloads observed in the wild is */bin/mm -rf/ =/dev/null 2=&1". This paykad will
attempt to remove all accessible files on the system as a background process with all messages redirected to
waste disposal. Since svstem security 1s lax at many sites, there are normally thousands of files with
permission bit settings of cctal 777. All files on the system with this permission setting will be removed by
this attack. Additionally, all files owned by the nser, their group, oranyone else on the systern whose files
ara write-accessible to the user will be removed. This payload is not limited to use by Trojan horses, butcan
be wtilized by any form of attack. Typically, a ttme bomb can be created by using the “cron’ or “at” nulites
of the Unix system to execute this command directly at the specified time.

While the *hin remove” payload is a favorite of many authors, there are other traditional attacks which are
not as pvert in their destruction. These other artacks are more important becausa they bend the operation of
the system to the purposes of the attacker while not revealing themselves to the system operator. Attacks of
this form include the appending of an account recerd to the password file, copying the password file to an
off-site ernail address for leisurely cracking and modification of the operating systemn to include back doors
or cause the ransfer of money or property, It is extremely simple to email valuable information offsite in
such & manner as to insure that the recipient cannot be raced or located, Some of these methods are path
dependent; however, the path selected is at the discretion of the azacker,

One of the most simple methods ofinserting a back door is the well known “sticky bitshell® attack. In this
attack, a Trojanized program is used to copy a shell program to an accessible directory. The shell program is
then set with permission bits that allow it to execute with the user ID and permission of its creator, A simple
one line sticky bit shell amack can be created by adding the following command toa user’s * legin® or any
other file they execute. Example: cp /bin/sh /rmp/gotu ; chmod 4777 famp/got.

Trojan horses and time bombs can be located using the same methods required to locate viruses in the Unix
environment. Thers are many technical reasons why these forms of attack are not desirable, the foremest
being their immobility. A virus or worm attack is more important because these programs are mobile and
can integrate themselves into the operating system. Of these two forms of antack, the virus attack is the
hardest to detect and has the best chance of survival, Worms can be séen in the system process tables and
eliminated, since they existas individual processes, while virus attacks are protected from this form of
detection by their host programs. All ofthe methods used to detect and prevent vimses are also effective
against the other forms of attack; therefore, the remainder of this paper will deal with the more sericus
prablem of viral attacks.

3 UNIX VIRUS ATTACKS

The promotion of the concept of *magical immunity’ to computer viral attacks surfaces on a regularbasis.
This concept, while desirable, is misleading and dangerous since it tends to mask a real threat. Opponents of
the possibility of viral attacks in Unix state that hardware instructions and operating system concepts such as
supervisor mode or permission settings, security ratings like C2 or B provide protection. These ideas have
been proven wrong by real life. The use of supervisor mode, the additional levels of protection provided by
€2 and the mandatory access control provided by security level B1 are not necessary for viral actrvity and
are therefiore moot as a method of protection. This fact issupported by the existence of viruses which infect
Unmnix systems as both scripez and binary.

In fact, virus attacks against Unix systems will eventually become maore popular as simpler farms of attack
become cbsolets, Computer viruses have significantly more virility, methods of protection and oppartunity
for infection. Methods of protection have been highly refined in viruses, including rapid reproduction by
mfection, migration though evahmtion of its environment, {boot viruses look for uninfecied floppy
diskettes), armor, stealthand polymorphism. In addition, the host system itself becomes a method of
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It has been proposed that audit tools such as COPS can be used to deter virus infections because they
strengthen the systern’s ability to control access and data movemnent, These inspection tools only improve
contrel. As stated, control does not provide protection against virus attacks. [tatempts to keep outside
people out and inside people within their areas of authorization.

The third category of protection is Integrity. Integrity systems are intended to detect change. In the MS-DOS
world, early integrity systems used cyclic redundancy character, CRC, values to detect change. A virus was
then created which countered this protection. The virus determined the CRC value of the target file, infected
it, then padded the file until the CRC value computed the sarme. Many Unix users still use this method of
change detection, or worse, they attemnpt 1o uze the date of lastmodification a8 an indication of change. The
date of last modification can be changed to any value on Unix systems with a simple user command. On
many systcms, an option of the “towch’ command provides this ability.

Any integrity tool which does not use eryptographic methods is of little value. In fact, if the integrity system
fails to detect critical changes, the false sense of security created in the system operator can be devastating to
the syatem. CyberSaft created an integrity tool, CIT, using the RSA Associates’ MDS cryptographic hash
algarithm. Since the algorithm is cryptographic, itcan detect even asingle bit flip and cannot be misled by
any known means. In addition, during the development of CIT, it was determined that it was necessary to
detect additions and deletions to the fils system, since these could be indications of non-infectious attacks
such as performed by Trojan horses, worms and hackers, In this way, a rolling bascline can be created
which will allow the system operator to recover quickly from any form of file systemattack. Modifications
to the protected file system created by unauthorized users or software attackscan be detected and removed.
Using a tool of this type allows the administrator to locate the approximate time of anack, since the
modification will have taken place between two known timed events, the lastand currentexecution of the
integrity oal. Finally, integrity tools can be used to dztermine if'a third party file has been modified or
tampered with prior to use. Some manufacturers of Unix operating systems now publish MD3 digests of
their systems. Using these digess, it is possible to determine that the file on vour system is exactly as it
should be. There was no degradation from misreading the installation media, deterioration of the disk
systern, or intentional modification, If 2 manufacturer does not publish a list, end users can create their own
by installing an operating system on multiple systems from different media sources. The created digests of

each systern should agree.

7 NON-TRADITIONAL CATEGORIES OF PROTECTION AND THEIR FAILURE

In the past, fencing systems were sold as a popular method of virus protection on PC platforms. A fencing
gystern write-protects parts of the disk using a hardware board which is added to the system bus. Since a
virus cannot infect a file that is write protected using hardware, it appears to be a good method. The obvious
drawback is that the user cannot write to the disk if it is write-protected. The fencing system therefore had to
create zones of protection so that the user could perform useful work. Viruses happily infected the
unprotected zones. Fencing systems appear to have never been marketed for Unix systems, CyberSoft did
provide fencing asa custom solution to an Intemnet service provider a few vearsago. We suggested that their
bont disk have the write-enable line cut and a shunt installed. The operating system was installed and logical
links were created for all files which required constant modification to a second write-enabled disk. This
method has been very successful against hacker attacks, The service provider has never had a write-pratected
file modified by an attack. Many people have tried, but the method has stood the test of ime. This
implementation method also suffers from the problem of zones of protection.
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8 CURRENTLY AVAILABLE METHODS OF PROTECTION

CvberSoft, Inc. manufactures the first and oldest [1991] product in this caregory. The product is called
VFind and runs on most Unix systems. Since [ have not studied the other products available for Unix, [ wall
deal with the product which I am qualified to discuss, VFind.

VFind provides protection in all three categories, [t provides Contrel by supplying the COFS audit wol
along with a proprietary audit tool called THD (Trojan Horse Detector). COPS was not developed by
CyberSoft and isavailable free on the Internet; however, CyberSaff believes it is necessary 1o provide a
certificate of raceability for COPS. It receives the program directly from the author, Dan Farmer, and
supplies it to the end user without modification, other than packaging. This insures that the end user does
not receive a Trojanised or corrupt copy of the program. The THD program makes use of the fact that many
Trojan attacks use duplicate file names where the file name of the Trojan = the same ag a papular Unix
command in order to execute. The *ls” command is normally stored in the *fusc/bin® directory. Since many
users allow world read permission on their account eontrol file, {aka dot-files), itis easy to leamn the search
path selected by that user to search for system commands, If an area that can be written into is in the search
path prior to “ust/bin’, then a Trojan or vins-infected version of the Is command can be located in that
directory and will be executed. The THD program looks for duplicate file names throughout the system. It
also detects known high risk file names such as */ump/gift’, which is the result of the Unix Usenix Virus
{aka AT&T Attack Virus) running on the system.

Inspection is provided by a standard virus scanner. Since the Typhoid Mary problem affects Unix syatems,
the scanner simultaneously searches for Unix, M3-DOS, Macintosh and Amiga viruzes on the Unix system.
It has a user accessible pattern maching language called CyberSoft Virus Description Language, CVDL,
which can be used 10 keep the scanner up to date. In facy, the end vser can use legally-obmined scan codes
from other vendors, or ones of their own creation, in order to provide independence from the vendor.

There were multiple reasons why CyberSoff felt it was necessary to develop a virus description language.
The increasing sophistication of the problem was becoming difficult using standard scanning technology.
Many of the viruses which amack Unix are written entirely in source code and executed in interpretative
languagess such as script. Scan codes cannot be easily designed to find a virus in which white space, the use
of tabs, and variable names change. Nomnal scan codes depend on the fact that binary executables contain
stable strings of code which can be searched for at specific addresses (excluding polymorphic and stealth
viruses). Thisis enly partially true in the Unix environment. Since VFind was designed to search for Unix,
MS-DOS, Apple Macintosh and Commodore Amiga viruses on the Unix platform, addresses could no
longer be specific, since the infected file might exist within a pseudo-disk or a compound file such as atar
file. In addition, the sequences of stable code values had to increase in size, to hold statistical validity and
not generate false hits.

Scanning for viruses written in source code required several innovations i virus scanners. Many of the
features required are norma! parts of compiles parsers. Compiler parsers are the first step in the process of
taking a compater program written in a source language and producing & binary executable, CyberSoft felt
that a compiler parser could provide a selufion o its technical goals; however, it would be necessary to
define an enfire language for the parser 1o work correetly. At the time this decision was being made, 1991,
CyberSaft was unable to locate any standards for a virus description language. The language was defined in
January 1992 and named the CyberSafi Vinus Description Language, CVDL.

During the design of CVDL, several goals were defined. The first was to design a universal way of
describing pattern matching. The second was that the language meorporate enough features that unforeseen
firture requirements could be resalved without changing the language orcode. The grammar and versatility
of the language must allow general programming wathin the pattern matching framework. These goals
dictatzd many of the intrinsic features within CVDL, including the necessity to process any character or hex
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can trace the source of attack by physical channel without relying on the [P address. In cooperation with
other Internet providers, the attacker can be isolated from the Internet for a short time, Hopefully, the
attacker will become bored and go away, or can be identified for action by law enforcement. Another
poszibility 1% to use viruses to generate the attack. Ifa virus is successful in spreading to thousands of sites
on the Internst, and 15 programmed to start an [P attack against a specific arget on the same day at the same
time, then there is no way to stop the attack, because it has originated from thousands of sites-all of which
are live hostages. The site under atack will have to go off-line, since the Internet service providers will be
helpless in the face ofa coordinated dispersed atack. As the impact againgt each individoal hostage system
12 low, the hostages may not even notice that there 15 a problem. The Internet service provider attached to the
target systern is in the best position to detect the attack; however, they are as subject to this attack as the
target, since they may “crash’ from the excessive bandwidth usage flooding their network from muliple
SOUrCEs,

10 SCENARIO OF A VIRUS ATTACK AGAINST A SECURE UNIX NETWORK

The military and many other companies believe that they are protected against focused attacks because they
employ aclosed network configuration. In seme cases these nerworks may alsouse highly secure "B’ rated
operating systems [NCSC-TG-006]. Typically, the network will not allow modemns, Intemet connections or
have amy electronic connections o arganizations putside of the immediate need. In addition, the netwodks are
alminst always heterogeneous becanse of legacy equipment, primarily PC systemns. The network designers
normally allow the PC systems o retain their floppy disk drives even thought theiratachment to a network
renders them nonessential, Networks of this type have been considered secure; however, they are open to

information warfare attacks via focused virus

Assuming that the perpetrator is an outsider without access w the equipment or premises, one possible
method ofattack against this type of network would ke advantage of both the Typhoid Mary Syndrome and
Transplatform Viruses to produce an attack which is targeted against the Unix systems bat originated from
an attached PC. A virus can be created whose payload is triggered by executing on a PC attached to the
target network. This is not hard, with a linde inside information about the configuration of the network. The
perpetrator would then install the virus at all of the local Universities inthe hope that someone working at
the installaticn 15 taking a night class, or one of thew children, will unknowingly infect a common usage
home computer. At that point, the virus has a pood chance of entering the target network. Thisisa
well-known vector and is enhanced because the virus will not reveal itself. Once on the target system, the
PC virus will act like a dropper releasing a Unix virus into the backbone. The paylead virus may be
necessary because many Unix backbone systemns are not PC-compatble, The Unix virus payload can then
install a backdoor which can be remotaly directed, [n sddition, the virus can create a covert channel by
making usc of messenger viruses. While the use of messenger viruses are slow and have low bandwidth,

they are bi-dircctional and can be used for command and control of mors complex attacks.

11 CONCLUSION

[ belizve that the problem of attack software targeted against Unix systemns will continue to grow, Viruses
may become more prevalent because they provide all of the benefits of other forms of attack, while having
few drawbacks, Transplatform viruses may become common as an effective attack. All the methods
currently used in creating MS-DOS viruses can be ported to Unix. This includes the creation of automatad
CADCAM wvirus tools, stealth, pelymomhizsm and armar. The future of viruses on Unix is already hinted at
by the wide spread use of Botsand Kill-baots (slang term referning to software robots). These programs are
able to move from system to systemn performing their function. Using a Bot as a dropper or creating a virus
which includes bot-like capability is simple. With the advent of global networks, the edge between vimses,
bots, worms and Trojane will blur. Attacks will be created that uee abilitiss from all of these forms and
others to be developed There have already been cases where people have used andit tools such as COPS and
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SATAN to attack a system. Combining these tools with a virus CAINCAM programwill allow a fally
functional virus factory to create custom viruses to attack specific targets.

As these problems unfold, new methods of protection must be created, Research has hinted at several
promising methods of protection, including real-tirme security menitors which use artificial intelligence for
simple decision making. It is my hope that these problems never reach existence, butl am already testing
them in an aempt to devise methods of countéracting them. If [ can create these programs, so can others.

Even with the curment problems and the promise of more sophisticated problems and solutions in the future,
the one thing I believe to be certain is that Unix or Unix-like systems will continue to providea payback

well worth the cost of operating them.
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how it is hidden. By simulating the virug inside the scanner, it will finally reveal what it intends to do, no
matter how it haz been concealed,

The results of these new methods? They are excellent. Currently, about 80% of the vinuses can be detected,
without false positives, | expect that, with continued research, it will finally be possible to detect about 90%,
of the viruses, still without false positives,

This means that out of 10 new viruzes, nine will still be detected! Virus authors will try 1o avoid detection,
but it will be quite difficult for them to achieve that. Even if they succeed, they have to pay a huge price for
it, and must refrain from using some convenient technigues. They also have to accept that the virus becomes
larger, slower, and much more difficult to develop. Whatever the outcome, we have beaten them: 1=n"t that
what we are supposed to do?

Q001 Bﬁ.’_ﬁ BT OMER AT D1 995 Vieus Bulletin Lid, 21 The Quadrant, Abingden, Oxfsrdshive, OX143Y5, Enpland.
444 (031235 838139, Mo part of this publication may be reproduced, storsd in n resevnl system, or irenswibed in sy form
without the prsar watlen permssion of fhe publishers,



XV = VELDMARN: WH'Y D0 WE MEED HEURISTICS?

O0QFBT 50 srvConFERENCE ©199 Virus Bulletin Ltd, 21 The Quadrant, Ahingdon, Ofordshire, OX143YS, England,
Tel. +24 (1258 535139, bo part of tes publication mey b reprodueced, storsd @ a rewmieval svsbam, of mansmifed o vy fam
without the prior writen pemmissan of the grblishors






WIALIS BULLETTN COMNFEREMCE. SEFTEMBER, {985 « [ 53

A TESTING TIME

Parl Bokingewn

Secure Computing, William Knox House, Britannic Way, Llandarcy, Swansea SA 10 6EL, UK
Tel+44 1702 324000 - Fax +44 1792 32400 ]

I you have seen the film Broadcasi News, you may recall the scene where Jane Craig, the character played
by Holly Hunter, i preparing a news report for broadeast. The time available w get the taped report ready is
guickly mnning out. People are screaming and shouting to get it ready in ime, other people are shouting that
there’s not encugh time. A production assistant snatches up the finished tape and runs with it through the
obstacle course of the news room to the studio’s control room. The tape is thrust into a machme and ... the
news broadcast continues with the taped report prepared by Jane Craig but without atry of the viewers
realising the drama that has taken place behind the scenes.

Well of course that was just a movie and things aren’t like that in real life —are they? Ne of course not. but
there is more than a grain of truth in the movie aboutthe way that the broadcast media works. To a lesser
extent the same is true of the print media and this is a central characteristic of magazine publishing. To
understand why things are the way they are and to understand why things are not as good as they should be,
it 15 necessary to sian here:

PRODUCT REVIEWS

There hasbeen a good deal of criticism from one source or another about security product reviews — and in
particular anti-virus product reviews, The substance of this criticism is that these reviews either are trivial;

fail to address the real issue (whatever, in the opinion of the eritic, that might be); are wrong in some aspect,
or are based on tests which are flawed; draw conclusions which are not consistent with the test results; fail
to explain their conclusions — and so on.

It is true that there have been poor product reviews. In this first part of my paper, [ want to look at what
happens when a magazine reviews an anti-virus product, what it sets out to achieve and why this
sometimes leads to dissatisfaction in certain parts of the anti-virus community.

Magazine publishing is a funny sort of business. Unlike many products, a magazine is built from the
ground up every month (in the case of a monthly magazine). This puts a lot of pressure on magazine
editors to fill those pages each month, and many editors will tell you that it is a bit of 2 treadmill. Any of
you that have been invelved with a company magazine or newsletter will recognise how difficult it is to
source the material which goes onto the page.

The pressare to fill the pages is compounded by a shortage of specialist journalists who can at once
understand the technalogy and write coherently; there are many people who can do one thing or other but
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There are | believe a number of publications who are getting it wrong, [ have seen several reviews which
frankly should not be given house room. One of the biggest problems for reviewers is the absence of a
virus collection on which to test the products. In the early days of anti-virus product reviews, | saw
product reviews which had not used any viruses. Later | saw product reviews which had been conducted
with only about a dezen viruses. | have seen product reviews which were conducted using a virus
collection from just a single anti-virus developer. | have seen product reviews which were conducted
with non-vimses or simulated vireses, All these reviews are flawed and the reason that thev occur 15 the
one | gave earlier, the reviewers and editors do not have sufficiznt time or money to do the job properly.

1 also believe there are some real problems ahead for anti-virus product reviewers, The first question is how
do we represant the complex subject of anti-virus product reviews on the page of amagazine without
packing the information inso densely that people do not want to or are not able to read it? How do we deal
with the information averflow, for example should we make addifional information available to people and
what mechanisms do we use to do this — supplements, world wide web pages, fip and soon? How do we
review memory resident anti-virus products? And finally who pays for these product reviews m the future?

AMODEL FOR REVIEWS
Let me try to deal with what 1 think product reviewers need to do to conduct an anti-virus product review.

First, vou need to establish a test protocol. This doesn’t just mean devising a set of tests, it means working
to a set of principles which you can discuss, publish and defend. It may well be that you will invite
assistance oradvice from experts in the area that you are testing — controversially much expertize exists
armcng the very people whose products you are testing. Do you approach them and invite them to talk to
vou? The pros and cons could be presented as two questions: [fyou talk w the product developers will you
compromise your integrity? [f you don ‘7 talk to the product developers will you compromise the quality of
VOUT TevIEw,

Second, you need to prepare the virus collection for the test, There are some principles involved here;

{a) the collection should not be product developer specific, (b) it should contain second generation viruses
{that is everything that's in there should be a genuine infection), (¢} it should contain test suites for
polymerphic virus with no fewer than 500 mutations of chosen polymorphic viruses, (d) it should contain
an in-the-wild test set which sensibly reflects the viruses whichare genuinely in the wild, (c) the
collection (and suites) should be available in some form or other for product developers whose products
have been used in the test. When it comes 1o publishing the results, there i3 a convention which says that
the viruses used in the tests should be identified. However, this does not make particularly exciting
reading and rying to balance attractive and appealing content versus the possible value of the
information is a tough editorial decision. The decision is complicated by the absence of'a global
acceptance of virus names - the closest we have come to this is the CAR( naming convention but this
convention uses very long names which from a layout perspective causes considerable difficulty.

Third, vou need to have an adeguate range of hardware and software on which to conduct the fest. Part of
the testshould be an indication of product performance and on that basis, the test should include both
standalone PCsand workstations, From a hardware perspective, a reviewer may take a decision on what
constitutes the typical user's machine (and clearly this will change from time to time ) but the review
should at least explore a wider range of hardware and identify if there are “significant’ problems. There has
ta be a consistent specification and set-up on the hardware which is used for the test, In other words, if you
are looking at testing the speed of a virus scan on an uninfected machine, you must make sure that the
machine is properly set up. From a software perspective, the computer should be populated with a
conventional choice of user software — this will vary according to the type of user (clearly corporate users
will have a different software profile from home users). Windows users may in¢lude software which hinders
DOS scanners— for example does the caching software work for or against the software. There are a number
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saying that each case was taken on its individual merits and the produet very much dictated the final
outCome,

John is the head of a marketing department (for a household prodect manufacturer) who is particularly
interested in products which assist his department in their work. John was less critical on the whole than
Daniel of the product reviews he read. He zaid that he looked at any product reviews for software that he
was thinking of buying but alzo read reviews (from time to time) on products that he had recently
purchased or that he was using personally to see how they rated against other competing products, He
said that he was particularly interested in reviewer's opinions.

Shamilla is the manager of an MIS department (within a large corporation) who said she had little time
for reading product reviews. She said that she mainly used product reviews as a source of information
about the marketplace and that she tended to skim through the reviews identifying products to be brought
in-house for evaluation, She said that she wtilised the reviewer's opinions to eliminate prodoucts rather
than to choose products. She was particularly conscious of those reviews which confirmed her oun
opinion of the product {where appropriate ), She said itwas unheard of for a major decizion to be taken as
a result of a product review although if a review which was hostile to a product appeared ata critical
period, this might cause the purchase to be delayed while further consideration was given. Where two
products were neck and neck, a favourable review might swing the balance. Shamilla had telephoned
editors and reviewers about product reviews where she was lecking for additional information (which is
howw [ first became aware of her existence).

Simon works in the accounts department of a major retail network. He regularly goes out on the road to
wvisit different sites and uses a notebook computer. He purchased a computer for his own use at home and
unlike many users does nor use it for games and connecting o the Internet; he does not allow his children
to play on it, using it instead for a little accounting freelancing. He is an avid reader of product reviews
and purchases computer magazines regularly which he reads while commuting to work. Simon does not
consider himself an expert in computing and pays great attention to the opinion of the reviewers - he is
principally interested in the products that the reviewer gives high marks to, and doesn't always read those
sections of the review about products which were given low marks. He also pays closs attention to
features tables to see which products contain the most features, Simon has asked for various products to
be bought by hiz employers bagsed on the information he has gleaned from product reviews. He is seldom
successful in getting what he wants from the MIS department but has occasionally purchased software for

hiz own use on the basis of the reviews he reads,

From the results of the interviews I conducted, we can see product reviews are read and considered by
those people who have an interest in software or hardware purchaging or who have some interest or
responsibility for the way their computers function. The picture is very different among ordinary users
who are only rarely interested in product reviews (or any other aspect of their PCs apart from the speed at
which the ‘damn thing® aperates). Corporates pay close attention to the product reviews but temper the
advice they receive in the light of their own experience — they are less likely to accept product reviews at face
value though this is mainly because the purchase of software or hardware is only a small part of the IT hill
for a corporate; switching from one security product to another causes M1S departments great upheavals and
they, on the whole, were extremely unlikely to embrace this unless there were significant benefits —a few
percentage poinits on a virus detection chart (even where those viruses were in the wild) was not considered,
by the MIS departments | spoke to, sufficient grounds to meove from an existing product. Small and mediuom
sized companies were more likely to buy a product or make a switch to a different product where they had
experienced some problems and felt that a different product could solve the problem. Home users were the
maost likely to buy a product on the basis of a product review.

[T conducied 36 interviews among o wide and representational sample of computer users. The views which
the characters above express are g generally @ composite of the interviews J conducred. ]
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unbalanced as a result. Some readers seem now to take the viewpoint that all publications should be free -
and are therefore dismissive of any publication which charges a subscription. It seems to me that in the
end all readers lose from this approach and are poorer both in the knowledge of what systems are out
there and in the quality of software {whose developers, without 3 well-informed and active press, are
likely to concentrate on pressing forward their marketing campaigns rather than their research and
development programme). Readers need to be more demanding of magazines but their voice is not as
powerful ag 1t might be since as recervers of a freebie magazine they are not customers in the true gense —
they have not directly bought into the product. Free magazine receivers cannot vole with their feet and
indicate their dissatisfaction — they can’t stop buying something they don’t care for, it keeps on arriving
whether they read it or throw it in the trash can. And because of the absence of this crude but effective
‘approval indicator”, editors and reviewers doa't zet the message, Sales ofbought magazines and
newspapers do Mucate when readers disapprove of what they*re being given. To give an example, the Sun
newspaper {for those who may not know it, The Sun 15 a tabloid daily newspaper in the UK) reported a
tragedy which invelved Liverpool people in 2 way which the people of Liverpool regarded as unacceptable,
The sales of the newspaper in Liverpool collapsed, plunging from 524,000 per day to 320,000 per day - a
loss of 38.9 percent.

IN CONCLUSION

While product reviews are improving in some senses, there are strong forces at work which discourage
rigorous product reviews, Even whers some publications are making valiant efforts to produce
meticulous evaluations of products there iz litlle or patchy support from the product developers or the
reading public. It 1s easy to criticise magazines and deplore their lack of expertise and lack of
thoroughness in conducting product reviews — but such criticism is on the one hand misunderstood and
on the other is essentially a waste of time. To do the sort of thing that Firus Bulflerin and SECURE
Computing have been rying o do is buck the wrend in computer publishing.

I hope that this paper will provide you, as a member of the product-revisw-reading public, and you, as
product developers, with some insight into the way that magazine publishing works - and why things are
not as good as they could be and how they could be better.
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FENDING OFF VIRUSES IN THE UNIVERSITY COMMUNITY?:
A CASE STUDY OF THE MACINTOSH

Judy K. Edwards

Illinois State University, MC 3470, Normal, IL 617%0-3470, USA
Fax +1 309 438 3027 - Email jedwards@rs6000.cmp.ilstu.edu

ABSTRACT

There is a potentially risky situation evolving with regard to the risk of virus infection and transmission
due to the porfability of telner (Tnternet) clients coupled with the work habits of the university
conmumity. But rather than resist tlemplation o use the wealth of Macintosh telnet clients available,
sound virus protection methods create a safer environment for oblaining and using them.

Experts estimate the number of MS DOS viruses af 5500 and growing [1], and ihe ease of writing and
transmission seams to point to the conclusion that theve f: no real end in sight. While there does not
appear fo be exponeniial growth af the DOS virus population now, we have witnessed over the past few
vears an enormous increase in the rumber af DOS viruses. The same cannot be said of Macintosh
viruses, However, there is a potentially risky situation evolving with regard virus infection and
transmission due to the portability of telnet (Tnternet) clients coupled with the work habits of the
LHMNEPEIIY COMMIERITY.

The easil-installable and freely avaifable Macintosh teinet (Interner) clients have made accessing
internatl resources easier than ever. It iy common practice for members of the university community to

use ielnet clients to download and transport their email, and other personal configuration files, between
their office and home computers on a diskette. Students who rely on public workstations fave Ro chalce

i the maiter

Thiz 15 also a population accustomed lo sharing data with other institutions rather than shyving away
from doing so with anyene outside ‘the company ' This behavior has carried over into the jree exchange
af telnet clients, often without regard to exposure to virises.

Yet the tempiation to move files and applications across the Internet almest becomes irresistible. After
all. thiz is the emsence of computing: the sharing of mformation!

Skould vou resist using telnet chenis? OF course not A more apprapriaie response is o kéep curren!
virus profection in place and to educate end wsers on how o deal with the presence of a virus,
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FILE EXCHANGES

Macintosh telnet clients have vastly increased the frequency of file exchanges of all types across the
intemnet. Where once a user may have had only one shareware file, they may now easily pass through
numercus files during a single month — obviously increasing the probability of exposure (o a vinus-
infected file.

POPmail clients simplify mail transfers (and attached shareware application and text files) by physically
moving mail from a Unix machine 1o a Macintosh, for instance. Text files, which can contract INIT 29
[2] or the MDEF A, B or C strain [3], can be exchanged electronically as end wsers collaborate on

projects via popmail attachments, innocently passing a virus onto a colleague.

File Transfer Protocol clients eliminate the need to leamn the command line fip process to transfer even
entire directories of data - including collections of additional shareware clients = to your Macintosh with
lightning speed from anonymous fip sites. Gopher clients not only locate informatien on the Intemet, but
automatically fip and install new shareware onto your Macintosh as you continue to work. The basic
default configuration takes place with initial use — and, if virus protection is not in place, so can
contamination of vour Macintosh.

Installation of the Macintosh clients that make all this possible requires merely that MacTCP, Apple
Remote Access, of a PPP client be installed on the workstation. The main application can either reside on
the hard drive or the user’s diskette — provided it remains unlocked when in use.

End users store their personal application settings files (INITs or Preferences), on their Macintosh, along
with email, bookmarks, and hotlists stering Intermet addresses for favorite sites for downloading
information, and subscriptions to UseNet newsgroups they regularly read on a non-write protected
diskette. By saving these files to an unlocked diskette, the end user can access information resources they
use frequently as they move from one Macintosh to another,

There are two inherent proklems in this situation. The first problem is the security risk of randomly
transferring files, either applications or mail attachments, without heeding where those files have been.
Each time a file passes across another Macintosh desktop, it is potentially exposed to a virus which 1t can
contract or pass on to any other Macintosh desktop it passes across.

The second problem pertains to end users who move from one workstation to ancther, including students
who use open labs as well as stafl’ faculty who camy client settings files between the office and home
computer on 3 diskette that is not write-protected. Removing write-protection from a diskette creates an

environment ripe for passing viruses.

RANDOM FILE TRANSFERS

From a support vicwpoint, the ease of randomly transferring files is a tremendous beon to a university’s
ever changing flow of new end users. It has become commonplace for universities to pre-configure t2lnet
client applications and utilities for end users and then make the clients widely available. This process
saves the Help Desk stafl from having to personally assist every end user through the configuration

process,

The eriginal ‘clean’ copy will be opened and the site-specific information entered, such as the names of
the university's gopher, news, web, mail servers. MacTCP can be pre-configured for the comect domain
name and gateway, before being passed on to users, as pant of a site licensing arrangement.
Communications seftware can be pre-configured with the local dialup number.

Files are then compressed, wsually with a product such as BinHex or Compact Pro, among dozens
available, that have also been downloaded from an anonymeous FTP site, Once compressed, the
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Disinfectant is possibly the most commaonly used — and one of the more effective — tools, partly because it
i5 a freeware product itself. However, it does not address viruses which infect HyvperCard stacks or frojan
horses. Trojan horses, briefly defined, are *stand-alone applications that must be launched in order 1o be
activated, and that are similar to viruses in the damage theyv can cause” [5].

While the telnet applications themselves are not HyperCard-based, many of the helper applications for
creating hypertext markup language documents are HyperCard add-ons. For HyperCard users,
Disinfectant is not fully effective and they need additional protection such as Virex.

SCANNING FLOPPY DISKETTES

It is possible to configure Disinfectant, and other products, to skip scanning floppy diskettes. Since the
telnet clients” settings file may reside on a floppy diskene, this is an unwise decision. Older versions of
Eudora popmail, for instance, are small enough for the entire client, along with the end wser’s mail, w
reside on a high-density floppy diskette.

It maybe possible, with any product, for an end user to cancel a scan. To counter this, Virex and
MacTools can be conflgured to perform a scan at startup, shutdown — and at pre-selected intervals while
the workstation is running. 1f a scan was cancelled during a virus infection, the next avtomatic scan
should detect the virus.

COMPATIBILITY PROBLEMS

The Gatekeeper decumentation stipulates that certain files such as "‘communications programs,
compression utilities, and electronic mail packages require File{Other) privileges when decoding
downloaded applications and system files'. Not assigning these privileges within Gatekeeper can
interfere with the way people actually work when they use the varions telnet clients and decompression
programs such as Stuffit Lite,

One advantage of Virex is that it protects against some trojan horses, in addition to vimses. However, a
QuickMail Server will not transmit mail messages over 2 modem while Virex is ranning. The same is
true for Apple’s PowerBook Express Modem software for fax transmission. The solution is te disable the
feature that diagnoses HyperCard stacks. These are not problems —unless HyperCard users are on the
same network, or unless users are using a modem.

A novice 15 not always prepared 1o deal with these issues and may either stop nsing virus protection of
spend a regrettable amount of time calling a Help Desk for assistance.

NETWORKS

Serving up applications over a server is a wonderful way to manage applications on every end users’
workstation and include tocls which prevent end users from disabling virus protection on the system. It iz
a wise decision on the part of the network administeator to ensure that the entire network’s integrity is

maintained,

Metworked users must he made aware of upgrades that have been transparently installed for them,
including an upgrade of their virus protection so that thev alse upgrade protection on their home
computer. Site license purchases can include users who werk from home in order to encoursge all users

to keep their workstations current,

KEEPING THE CAMPUS CURRENT

An ongeing problem for everyone is just keeping cumrent of the latest product releases. Commercial
vendors are sometimes unaware of the structure of the American university system. While there is often a
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central information services office on campus, individual depanments generally have the freedom to
purchase software independently.

Frequently, an individual department will purchase a site license for the software, unaware that another
department has done the same. The contact name for the most recent purchase will then bacome the new
comtact name in the vendor's database, even though it may be the secretary who processed the invoice for
an academic depanment, for instance. That person may not be responsible for actually maintaining
software and therefore not comprehend that this is a crucial vpgrade,

When an upgrade announcement is sent to the university, it may only also be sent to that single contact
person, bypassing all other departments including the campus computing services, [t may also be that
anyone wishing to purchase the upgrade, may need to order through that depantment wheo was last-listed
as the contact. Vendors are often unprepared for listing multiple contacts and departments & “the” official
contact point. Work with your vendor, and explain that yvour university may have multiple site-license
contact points, if that is the case.

Through other means (such as trade publications), managers and computer seTvices can remain aware of
new upgrades even before - or in lieu of - receiving an announcement, Universities sometimes also keep
nsers informed of new upgrades via a university-based listserv or mail list. John Norstad makes the
following recommendations, among others:

¥ Join a user group such as BMUG (Berkeley Macintosh User Group), BCS (Boston Computer
Societv) or a lecal user group,

¥ Subscribe to the BITNET distribution lists VIRUS-L and INFO-Mac.

¢ Read the USENET news groups comp.sys.mac.announce and comp.virs.

DEFENDING AGAINST VIRUSES

The old adage “keep vour disks locked’ is no longer sufficient, nor appropriate since doing 20 prevents
the clients from updating personal settings or exchanging email. But there are reasonable responsas.

¢ Install virus protection on every computar, not just scanning stations or at the office,

¥ Install and maintain current virus protection to immediately scan newly downloaded and
decompressed files before using them,
Configure virus protection to issue a notification ifa virus has been detected and destroyed.

Run a second scan just to be sure that you have eliminated the virus. If a vines such as INIT 29 is
currently infecting one file it could reasonably be infecting others as well.

¥ Configure products like Stufflt Lite 3.07 to instantly activate resident virus protection to scan new
files as thev are decompressed.

¢ ERebuilding the Desktop when installing new spplications is not only good maintenance precedure
but it can remove the WDEF and CDEF vinuses.

# Use Checksum Tools such as Checksum from Geoff Walsh or Virex and MacTools which have
built-in checksams to perform integrity checking similar to that found in some MS DOS
Anti-Virus programs.

# Download a “clean’ copy of virus protection and scan public or shared workstations before stanting
to work,

¥ Scan diskettes every time they are used at public or shared workstations.
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 FTF ‘clean’ copies of télnet clients from an anonymous ftp site rather than accepting shareware
that someone has been using as their persenal copy or on public workstations.

Scan software that has been pre-configured for your site.

Motify end users when there 15 a new vims protection upgrade available to them.

Metwork Administrators should be especially wary of running an infected client on a network
server, thareby passing on an infection.

The privilege of sharing of information carmies with it the responsibility for protecting yourself and
others. Sound virus protection methods create a gafer environment for obtaining and nsing the wealth of

Macmtosh telnet clients available,
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THE LAW

Relevant laws exist in Hong Kong & China. Hong Kong has the Computer Crimes Ordinance, introduced
in 1993 [1]. The first case prosecuted under this act earlier this vear, was a ‘cracker’.

In China, the National Congress issued & Guideline m February 1994 [2]. This places the Ministry of
Public Security in charge of the whole nation’s computer information systems security. More
specifically, this Ministry is given responsibility to manage research and investigation of ‘computer
wiruses and other data endangering social and public security and related harmful programs’. In additien,
a permit is required for selling products specifically dezigned for computer information svstems securiny.
These permits are desipned and administered by the same Ministry.

Paragraph 28 of China's guideline makes two definitions; a computer virus is a program or programs
inserted into computer programs which can destroy the function of the computer and/or destrov data or
influence the function of the computer. It is also a program that can be self-replicating. This definition
appears to cover most malware: viruses, Trojan horsss, logic bombs, and mavbe even buggy programs.

Secondly, a specialised computer information security product is a hardware or software product
specialising in protecting computer information svstem security.

Paragraph 23 of the goideline specifies punishments: deliberately introducing computer vireses or any
other harmful data which endangers computer information system security, or selling a computer
information system security product without a permit, can result in a waming from the Ministry of Public
Security or a personal fine of up to S000 yuen. Organisations may be fined up to 15000 yuen. Any gaing
from the vielation would be confiscated and there may be a fine of from one to three times the quantity
gained, As a comparison, the average monthly salary in China is 200 to 300 yuen, although anyone
privileged with access to a computer could have a much higher salary.

This leads to a curious situation, People who spread virases do not gain from their actions, so the penalty
for selling a security product without a license is potentially higher than the penalty for deliberately
gpreading a virus. It seems that the National Congress failed to understand the nature of the preblem
when it issued this Guideline. The level of the penalty is also lenient for a country where corruption can
be punished with the death penalty. For comparisen, deliberately spreading a vims in Hong Kong can be
punished with up to ten years imprisonment.

However, the level of punishment is irrelevant when no prosecutions have been brought in either
jurisdiction.

THE VIRUSES

I have compiled a list of viruses for Hong Kong and China (table 1). This iz different from my
submissions to Joe Well's “In the Wild' list because 1 have used a slacker criteria for inchugion: 1 must
have received a sample of the virus from someone in Hong Kong or China. Some of these I received in
collections; some 1 received via local BBSs, and while | could see that they were spreading, 1 could not
confirm a single case of infection, Rather than indicating the virases in the wild, this list indicates the
viruses which are ‘available’. Some of the older ones were probably in the wild in the past; the newer
pnes may twm out to be mere 200 specimens or the first indications of a wider spread.

The list is short: just 52 viruses for Hong Kong, and a handful for China. It is almost certainly
incomplete; the China list should improve as stronger links are forged. For Hong Kong, it is possible that
my contacts are insufficient, but it may also e because the local *vines collector’ community does not
have frequent exchange with their European and American counterparts. This brings us to
communications,
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TABLE 1: HONG KONG & CHINA VIRUSES

Hong Kong

AntiCad. 2900, Flastique. A
AntiCad 4056, Danube
AnHCMOS. A

AntEXE

Burzer 360.AY

Burzer. 360.BA

Cascade 17014
Crazy_Lard

Dalian
Cireen_Caterpillar. 1575.A
Green_Caterpillar 1575.D
Cirgen_Caterpillar 1575 H
Jerusalem. 1808 Standard
Jerusalem. Clipper
Jerusalem CVEX 31204
Jerusalem HE 2358
Jeru=alem HE. 2513
Jerusal=m HE. 2B
Jerusalemn HE 2386
Jerusalem Sunday . A
June_12th

Keypress. 12124

Liberty. 2857

Line

Mew or modified varizit of Little_Red
MacGywer 2824, 4
Manpge_towt, | (59

Ming 1017

Ming. 421

Ming. CLME. 1528

Ming. CLME. 1932
MELG. 1030 - Generation 1
NRLG 774 - Generation 1
MNELG 932 - CGeneration |
Ping-Pong, Standard
Possibly a variant of Devil’s_Dance
(uartz

sampo

Shlank

Shatin

Shinsd o, S
Shsdowem, 598

Stoned. Dinamo

Stoned Empire. Monkey. [
Stoned Flame

Etoned Nolnt. A

Staned. Standard

Timid. 205

i1k

Yienna g8 Reboot &
Yankee_Doodle TP.44

Yankee_Doodle TP.44.E

China

Betijing

_l4g2

Changsha

Democracy 3806
Gireen_Caterpillar. 15751

HideMowt

Mew or modified vanant of Little_Eed
Mlamps_vour, 1095

Specified

Uestc

Shenzen

AntiCMOS B
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