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[57] ABSTRACT

Software (programs, videogames, music, movies, etc.)
can be authorized for use a given number of times by a
base unit after which the base unit (computer, video-
game base unit, record player, videorecorder or video-
disk player) cannot use that software until the manufac-
turer sends an authorization for additional uses to the
user’s base unit. Authorizations may be sent via tele-
phone line, mail, or whatever form of communication is
most suited to the application. Authorizations cannot be
reused, for example by recording the telephone authori-
zation signal and replaying it to the base unit. Similarly,
authorizations can be made base unit specific, so that an
authorization for one base unit cannot be transferred to
another base unit. This invention also solves the “soft-
ware piracy problem” and allows telephone sales of
software as additional benefits.

10 Claims, 11 Drawing Figures

17
3!'\\ /23 {33
PERM.! " TEme ' ONE way
MEMORY MEMORY HASH
NA H
Ky
H
NON CRYPTO
VOLATILE |—4a UPzT:E NH 1 cHECK
MEMORY  faMN] v UNIT
e/ s (ag af Cza
XMT
RCV
|4/ UNIT "

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Apr. 14, 1987 Sheet1of4 4,658,093

AN Y xmr |1
RCV RCV
UNIT | UNIT
1 |3\
BRaE AUTHORIZATION
SOFTWARE K BILLING
UNIT [
\12 17 UNIT
. 18 19
TABLE OF SER.NO'S | : TABLE OF
AND SECRET KEYS SOFTWARE
A SK A
PUBLIC N R H SOFTWARE
SER.NO. l l NAME
CRYPTOGRAPHIC ONE WAY SOFTWARE |
FUNCTION HASH PACKAGE
FUNCTION
l A L 23 22 2|j
0
P
DES
MODIFIED
SOFTWARE—K oo ance
KEY
lcl

®
FIG_3

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent  Apr. 14, 1987 Sheet2 of4 4,658,093

lg (64 BITS)
P ;
Ki—- DES
Y
K2 DES
168 BITS i *
KEY
OF e K3 DES
ki —{oes ]
H(64 BITS)

FIG_3A

lH,R,N

lpl
.+ MODIFIED |
SK—»{K DES 26

a
FIG_4

12
—~  RANDOM NO. GEN. M
29 L il 14
‘ RCV o5
__| TEMPORARY } UNIT '

o8 ~  MEMORY SER.NO. 4_ 3| I

PERM. MEM. N‘;\

7 N SOFTWARE NAME

27 7 |SOFTWARE NAME SER. NO.

USER IBILLING INFO BILLING INFO

FIG__5

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent Apr. 14, 1987 Sheet3 of4 4,658,093

SOFTWARE
IT-/
3l N & 28 (33
PERM.’ L temp ONE WAY
MEMORY MEMORY HASH
l.
- NR| H
K* | 3
H
NON CRYPTO
VOLATILE s Umﬁs NH | cxEck
MEMORY MsN ] UNIT
2/ (a7 (36 al (34
XMT
RCV —v‘
14/ UNIT i
i i A
. CRYPTOGRAPHIC
8 FUNCTION
C
N,H 8
39 COMPARATOR |—=TO 36
Sl SOFTWARE NAME

la
FlG..7

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

U.S. Patent  Apr. 14, 1987 Sheet4 of4 4,658,093

SOFTWARE
42\‘ ‘ 121 {/4| ‘ .(33
ONE WAY
PLAYER |je— SWITCH o
H
H
NON
PDAT
37 | vouTiLe —M—s Uuin,e 36
~T MEMORY M-| -
lH,R,N
PUBLIC KEY
sk—= CRYPTO | 43
SYSTEM
Y
H: Rl‘ Nt
- \
PUBLIC KEY N.H
K—»{ CRYPTO COMPARATOR |—»TO 36
SYSTEM

n'T I44 I 46f TH,R,N
FIG_.IO

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




