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TRANSMITTER
S/,

A conditional access system for transmitting and receiv-
ing scrambled television signals over-air includes means
for addressing each of the receiving apparatus with an
over-air signal whereby to permit reception and de-
scrambling of the signal. The transmitter is provided
with means for assembling a cipher block of information
including a first key for use in descrambling the televi-
sion signal and information relating to a plurality of
users, and means for encyphering the cipher block with
a second key which is common to the plurality of users.
On reception a receiver applies the second, common
keys to the received cipher block, recovers the first key
for use in descrambling the signal and the information
relating to the respective user and descrambles the tele-
vision signal. Further, it is proposed to transmit a fur-
ther key in encrypted form and to use the first key to
decrypt the further key which is then used to descram-
ble the television signal. This provides a three level key
system which is very secure but by using a common
second key for a plurality of users, the time to access
each user is short.

23 Claims, 5 Drawing Sheets
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