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Jordan J. Baruch, Assistant Secretary for Productivity,
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NATIONAL BUREAU OF STANuARDS, Ernest Ambler, Director
Foreword

The federal Information Processing Standards Publication Series of the National Bureau - of -
Standards 1s the official publication relating to standards adoited and promulgated under

the provisions of Publie Law 89-306 (Brooks Act) and under Part b of Title 15, Code of

Federal Hegulations. These legislative and executive mandates have given the Secretary of
Commerce important Ttesponsibilities for improving the wutilization and management of

computers and automatic data processing in the Federal Government. To carry out  the

Secretarv’s responsibilities, the NBS, through its Institute for Computer Sciences and

Technology, provides leadership, technical guidance and coordination of Government efforts
in the development of guidelines and standards in these areas.

Comments concerning Federal Information Processing Standards Publications are weleomed and
should be addressed to the Director, Institute for Computer Sciences and Technology,
National Bureau of Standards, Washington, DC 20234,

James H. Burrows, Director
Institute for Computer Sciences
and Technology

Ahstract

wderal Data Encryption Standard (DES) (FIPS 46) specifies a crvptographic algorithm to

for the crvptographic protection of sensitive, but unclassified, computer data.
s FIPS defines four modes of operation for the UZS which may be used in a wide variety

anr‘jxe fons. The modes specify how data will be encrypted (cryptographically protect~-

1 decrvpted {returned to original form). The modes included in this standard are the

sodebook (ECR) mode, the Cipher Block Chaining (CBC) mode, the Cipher Feedback
and the Output Feedback (0FB) mode.

sr gecurity; crvptographv; data security; DES; encrvption; Federal Infor-
ng Standards; modes of operation.

Nat,Aur.Stand. (U.8.0), Fed.Info.Process.Stand.Publ (FIPS PUBY Bl, 26 papes.
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| - Federal Information |
Processing Standards Publication 81

1980 December 2

ANNOUNCING THE
STANDARD FOR

DES MODES OF OPERATION

Federal Information Processing Standards Publications are issued by the National Bureau of
St ndards pursuant to the Federal Property and Administrative Services Act of 1949, as
amended, Public Law 89-306 (79 Stat. 1127), Executive Order 11717 (38 FR 12315, dated May
11, 1973), and Part 6 of Title 15 Code of Federal Regulations (CFR).

1. Name of Standard. DES Modes of Operation.
2. QCategory of Standard. ADP Operations, computer security.

3. Explanation. The Federal Data Encryption Standard (DES) (FIPS 46) specifies a crypto-
graphic algorithm to be used for the cryptographic protection of sensitive, but unclassi-
fied, computer data. This FIPS defines four modes of operation for the DES which may be
used in a wide wariety of applications. The modes specify how data will be encrypted
{cryptographically protected) and decrypted (returned to original form). The modes in-
cluded in this standard are the Electronic Codebook (ECB) mode, the Cipher Block Chaining
{CBC) wode, the Cipher Feedback (CFB) mode, and the Output Feedback (OFB) mode.

The body of this standard provides specifications of the recommended modes of operation but
does not specify the necessary and sufficilent conditions for their secure implementatior in
a particular application. This standard specifies the numbering of data bits, how the bits
are encrypted and decrypted, and the data paths and the data processing necessary for
encrypting and decrypting data or messages. This standard is based on (and references) the
DES and provides the next level of detail necessary for providing compatibility among DES
equipment. This standard anticipates the developent of a set of application standards
which reference it such as communication security standards, data storage standards, pass~—
word protection standards and key management standards. Cryptographic system designers or
security application designers must select one or more of the possible modes of operation
for implementing and using the DES in a cryptographic system or security application. The
Appendices to this standard provide tutorial information on the modes of operation and
examples for validating their correct implemeitation. The Appendices are guidelines and
are not mandatory requirements of this standard.

4. Approving Authority. Secretary of Commerce.

5. Maintenance Agency. U.S. Department of Commerce, National Bureau of Standards, Insti-
tute for Computer Sciences and Technology.

6. Related Documents.
FIPS PUB 46, "Data Encryption Standard," January 15, 1977.
(Proposed) Federal Standard 1026, '"Telecommunications: Interoperability Requirements for

Use of the Data Encryption Standard,” May 20, 1980, draft.

{Propesed) Federal Standard 1027, "“Telecommunications: Security Requirements for Use of
the Data Encrvption Standard." Aupust 5. 1980, draft.
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A list of currently approved FIPS may be obtaihed from the Standards Administrition Office,

Insti ute Tor Computer Sciences and Technology, National Bureau of Standards, Washington,
BC ‘} ?23£‘n .

7. Applicability. This standard shall be used by Federal departments and agencies when
procuring equipment or services which implement the Data Encryption Standard and which are
intended for use in the cryptographic protection of sensitive, but unclassified, computer
data. This standard may be used by anyone desiring to implement and use the Data
Encryption Standard. The selection of one of the specified modes of operation will depend
on the particular application being considered.

8. Specifications. TFederal Information Processing Standard (FIPS 81) DES Modes of Opera-
tion (affixed).

9., Qualilications. The DES modes of operation described in this standard are based upon
information provided by many sources within the Federal Government and private industry.
These modes are presently being implemented in eryptographic equipment containing DES
Guvices. However, a standard of this nature must, of necessity, remain flexible enough to
adapt to advancements and innovations in science and technology. As such, this standard
‘should not be construed as being either exhaustive or static. It wi be reviewad every

five vyears in order to incorporate new Implementations whose techni: = economic merit
justify the issuance of a revised standard. FIPS 46 requires impleme. of the DES
algorithm in electronic devices when used by Federal departments and ap =+ The DES,
itself, must therefore be in hardware or firmware for Federal applicatior However, the
modes of operation specified in this standard may be implemented in softws -, hardware, or
firmware.

10. Export Control. Cryptographic devices and technical data regarding them are subject
to Federal Government export controls as specified in Title 22, Code of Federal
Regulations, Parts 121 through 128. Cryptographic devices implementing this standard and
technical data regarding them must comply with these Federal regulations.

11. Patents. Cryptographic equipment implementing this standard may be covered by U.S.
and foreign patents.

12. Implementation Schedule. This standard becomes effective on June 2, 1981,

13. Waivers. Heads of agencies may request that the requirements of this standard be
waived in instances where it can be clearly demonstrated that there are appreciable perfor-
mance or cost advantages to be gained and when the overall interests of the Federal Govern-
ment are best served by granting the requested waiver. Such waiver requests will be
reviewed by and are subject to the approval of the Secretary of Commerce. The waiver
request wmust specify anticipated performance and cost advantages in the justification for
the waiver.

Forty~five days should be allowed for review and response by the Secretary of Commerce.
Waiver reguests shall be submitted to the Secretary of Commerce, Washington, DC 20230, and
labeled as a Request for a Waiver to this Federal Information Processing Standard. No
agency shall take any action to deviate from this standard prior to the receipt of a waiver
approval from the Secretary of Commerce. No agency shall implement or procure equipment
using a DES mode of operation not conforming to this standard unless a waiver has been
approved.

14, Where to Obtain Copies. Copies of this publication are for sale by the National
Technical Information Service, U.S. Department of Commerce, Springfield, VA 22161. When
ordering, refer to Federal Information Processing Standards Publication 81 (FIPS PUB 81),
and title. When microfiche is desired, this should be specified. Payment may be made by
check, money order, or deposit account.
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