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  Théa material may be protected by fimpyright law {Title "E"? US. Eode)

M, DEPARTMENT 23? czsmaaca, Phi1"Ep “M. Kiutznick, §et:r:=:tary

Jordan J. Baruch, AssisLant Secretary far Productivity,
Technology and Innovation

NAQEONAL BBREAU OF STANBARDS, Ernest Ambler, fiirecror

Fareworfl

The Feéaral Infcrmation Prmcessing Standards Publicatimn Seriea 0f the Natianal Buzeau of
Htamdards is tha ufficial pmblicauimn relating to standards ado tad amfi promulgated under
Ehfi pravisimns 05 Publie Law B9*3G6 (Braaks Act) and under Para 6 of Title 15, Code QE

Fmderal Regulations. These legislative anfi executive manéates have given the Secretary uf
Cnmmarce impvrtant rasponsihilities fur imprnving the utiiization ané management of
ammnmtvrg and autmmatic data processing in the Federai Gnvarnment. To carry gut the

Secretary’s raspansibilities, the WEB, thrmugh its Institute far Csmputer Sciences and
Twchnolngy, praviflax lwaéership, teahnicai guidance and caordinatisn uf Gnvernment efforts
éu the fiaveingment mf guidelinea and standards in thfififl areas.

fimmmamfw cmncgrning Fed@ra1 Infnrmatimn Prmcessimg Standards ?ub1ications are welcnmed and

ahnu1§ he flddffifififld km the flirectmr, institute for Computer Sciences and Technnlogy,
Nuiimnak Bureau Q5 8tan&arfls, Washington, DC 2023&.

James H. Burraws, Director

In$titute far Cnmvucar Sciences

and Technmlagv

Abstract

Vnfiwfai %at& Envryptinn Standard (953) {F1?S $6) specifies a cryptagraphic algurithm to
wand far aha rrywtmgraphic prntectimn nf $EflRiE§U&, but unciasgifiafi, computer data.

FE?fi fiufimvs fmur mmdos of mperatian fnr the LJS which may be used in a wide variety
app3€va:imns. The mwdéa specify haw data wili he annryptwd (cryptographicaily prntect~

‘ ‘ " 0 {retnrnefi Em ariginal farm}. The mmdég includaé in this standard ara tha
Anniv ,nd&hwmk {ESE} made, thm Cipher Black Chaining (QBC) moda, the Cipher Faedback

1} mmfiw, mnfl {Ha fiurput Ffiadhack {flFB) mafia.

 
 

 
  
 

«water awcurit¥; cryprmgraphw; dflta securitv; HES; encrypaimn; Faderal Enfnr-
u Srwwdxrdwi mmdma nf ngaratiom. 

Ké{.3nr.§?mu£+ 5V.S.3. V9d.{nfm»?r<CfiSS.S£Mn&~?ubE.{F?PS FUR} SI, 2% p¢g¢S.

{E9313
CWflEK:FI?PAT

W3: Twcknémné énfarmntimm fivrrisn, V.R. Wvpnrrmumx of Cummmrcc,
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HPS PUB 81

V Federal Infnrmmion
Processing Standards Publiwtion 81

1930 Dsgecember 2

ANNDUNCING THE

STANBARB FOR

DES MODES OF OPERATION

Fefleral Information Processing Standards Fublicationfi are issuad by the National Bureau sf
St.ndards pursuant tn the Federal Prcperty and Administrative Services Act uf 19&5, as

amended. Public Law 89~306 (?9 Stat. 112?), Executive Orfier l1?17 (38 FR 12315, dated May
11, E973), and Part 6 of Title 15 Cnée sf Feaeral Regulations {CFR).

1. Name of Standard. DES Mnfie3 of Operation.

2. Categary of Standard. ADP Operations, computer security.

3. Explanation. The Federal Data Encryptian Standard (DES) (F195 46) specifies a crypts"
graphie algnrithm to be used far the cryptngraphic protacticn of sensitive, but unclassi-

fied, computer data. This FIPS defines faur modes of operatiwn for the DES which may be
used in a wi&e variety af applications. Tha moées specify how data will be encrypted
{cryptagraphically pratected) and d&cryptafl (returned ta original form). The mudes in-
cluded in this stanéard are the Electronic Codebook (ECB) made, the Cipher Block Chaining
(SEC) mfida, thm Cipher Feeéback (CF33 mcda, and the Dutput Feedback (OFB) mode.

The bad? 0f this standard provides specifications of tha recommended muées of operation but
fleas not specify the necessary and sufficianr nonditicns for their seaure implementation in

a particular applicatian. This standard specifies the numbering of data bits, haw the bits
are encrypted and decrypted, and the data paths and the data precessing necessary far
encrypting and éecrypting data at messages. This standard is based on (and refarences) the
DES and provides the max: level of detail necessary far providing compatibility among DES
equipment. This standard anticipates the develayfient cf a set of application standards
which reference it such as cummunicatian security standards, data storage standards, pass-

woré protactian standards and key management standarés. Cryptographic system designers er
security application designers must select ane or more of the pmssible mdea of operatiwn
far implemanting and using tha DES in a cryptcgraphic system at sacurity application. The
Appendices to this standard provide tutarial informatinn an the modes of operation and
examples fur validating their correct implementation. The Appendices are guidaifinwg and
are not m$néatory requirements pf this stanéard.

4. Approving Authority. Secretary of Cnmmerce.

5. Raintenance Agency. U.S. Department of Cammerce, National Bureau cf Standards, Insti-
tute for Computer Sciences and Technalngy.

6. Related Dacuments.

FIPS PUB £6, "Data Encryptian Standard," January 15, 1917.

(Proposed) Federal Standard 1626, ”Te1ecommunicaticns: Interoperability Requirements for
Use of the Data Encryption Standard," May 26, 1980, draft.

“Telecommunications: Security Requirements fur Use cf
1980, draft‘

(Proposed) Federal Standaré 1027,
the Data Encryption Standard," August 5,
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raps ma 3:

A list wf fiutrently appravefi FIFE may be obtained frem the Standardg Admin1stv*t1on affine,
Ins:l:ute for Computer Sciences and Technology, Rational Bureau of Standarfia, Washington,
DC 2%23&. ’

7. Applicability. This standard shall be uaed by Feéeral departmenta afid agencies when
procuring equipment or services which implement the Data Encryption Standar& and which are
intended fur use in the cryptngraphic pratectinn of aensitive, but unclassifiefi, computer
&ata. This stanflard may be used by anyone desiring ts implement and age the Data
Encryption Standard. The selectinn of one of the apecified mudes af operatian will depenfi
an the particular appliaation being cnnsidered.

8. Specifications. Fafieral Informatinn Processing Stanfiard (FIPS 81) 0B5 Hades cf 0para—
tinn (affixed).

9. Quallficationa. The DES modes of mperatiun described in this atandard are based upan
in§nrmatlnn pravideé by many saurces within the Fefleral Gavernmant and private industry.
These modes are presently being implemented in cryptugraphic equipment cantaining DES
figvices. Hawever, 3 stanaard of this natura must, of necesaity, remain flexible enough to
adapt to advancements and innavations in science and technolagy. As such, thig standard
shoulfi not ha construed as being either exhaustive or static. It wi be reviewed every
five years in order tn incorporate new implementations whnse technig " ecnnomic merit
justify the issuance af a rwvised gtanfiard. ?IPS A6 requires imp1ema« ~ of the DES
algcrithm in electrnnic devicas when used by Federal departments and ah V . The DES,
itself, must therefore be in hardware at firmware far Federal applicatiar However, the
moées of oparatinn specifiefi in this standard may he implemented in softwa a, hardware, or
firmware.

10. Export Cuntrnl. Cryptagraphic davices and technical data regaréing them are subject
ta Federal Government export cantrals as speciflefi in Titlg 22, Caée nf Federal
Regulations, Parts 12} through 123. Cryptmgtaphic devices im§1ementing this standard and
technical data regarding them must comply with thesa Fefieral regulations.

1!. Patents. Crypcograghlc equipment implementing zhls standard may be cavared by U.S.
and fareign patents.

12. Implementation Scheéule. This standard bacmme$ effemtive an June 2, 1981.

13. Waivers. fleafls of agencies may request that the requirements nf this standard be
waiwwd in instances where it can be clearly demnnstrated that there are appreciable perfor«
mance at cost aévantages to ba gained and when the nverall interests of the Federal Govern»
ment are best sErv&d by granting the requested waiver. Such waiver requestg will be
reviewed by ané are subject tn the approval of the Secretary of Commerce. The waiver

raquest must specify anticipated perfnrmanme and cast advantages in tha justificatian for
the waiver.

Fortywfive days shoulfi be alluwed for review ané response by the Secretary cf Commerce.
waiver requestg shall be submitted to tha Secretary of Cemmerca, Washington, DC 20230, ané
labeled as a Request for a waiver ta this ?edera1 lnfarmatinn Processing Standard. No
agency shall taka any actien ta fieviate from this standard prior tn the receipt af 3 waiver
appraval Exam the Secretary of Cummerce. No agency shall implement or procure equipment
using 3 DES made nf operatlan net cnnforming to this standard unless a waiver has been
approvaé.

lfi. Hhera ta Obtain Copies. Copies of this publication ara far sale by the National
Technical lnfutmation Service, U.S. fiepartment uf Commerce, Springfield, VA 22161. when
ordering, refer ta Fedmral Infnrmatian Processing Stanfiardfi Publication 81 {FIPS PUB 81),
and title. when microfiche is fiesired, this should he apecified. Payment may be made by
check, mnney arder, or deposit account.
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