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Status of this Memo

This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
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Official Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.

ABSTRACT

This document describes the External Data Representation Standard
(XDR) protocol as it is currently deployed and accepted.
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1. INTRODUCTION

XDR is a standard for the description and encoding of data. It is
useful for transferring data between different computer
architectures, and has been used to communicate data between such
diverse machines as the SUN WORKSTATION*, VAx*, IBM—PC*, and Cray*.
XDR fits into the ISO presentation layer, and is roughly analogous in
purpose to X.409, ISO Abstract Syntax Notation. The major difference
between these two is that-XDR uses implicit typing, while X.409 uses
explicit typing.

XDR uses a language to describe data formats. The language can only
be used only to describe data; it is not a programming language.
This language allows one to describe intricate data formats in a
concise manner. The alternative of using graphical representations
(itself an informal language) quickly becomes incomprehensible when
faced with complexity. The XDR language itself is similar to the C
language [1], just as Courier [4] is similar to Mesa. Protocols such
as ONC RPC (Remote Procedure Call) and the NFS* (Network File System)
use XDR to describe the format of their data.

The XDR standard makes the following assumption: that bytes (or
octets) are portable, where a byte is defined to be 8 bits of data.
A given hardware device should encode the bytes onto the various
media in such a way that other hardware devices may decode the bytes
without loss of meaning. For example, the Ethernet* standard
suggests that bytes be encoded in "little-endian" style [2], or least
significant bit first.

2. BASIC BLOCK SIZE

The representation of all items requires a multiple of four bytes (or
32 bits) of data. The bytes are numbered 0 through n-1. The bytes
are read or written to some byte stream such that byte m always
precedes byte m+l. If the n bytes needed to contain the data are not
a multiple of four, then the n bytes are followed by enough (0 to 3)
residual zero bytes, r, to make the total byte count a multiple of 4.

we include the familiar graphic box notation for illustration and

comparison. In most illustrations, each box (delimited by_a plus
sign at the 4 corners and vertical bars and dashes) depicts a byte.
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Ellipses (...) between boxes show zero or more additional bytes where
required.

+ —————— —-+------ --+...+------ —-+--------+...+------—-+

I byte 0 I byte 1 |...|byte n—l| 0 |...| 0 I BLOCK
+ --------+------ —-+ + —————— -—+ —————— —-+. .+ ------—-+

|< ————————— ——n bytes ———————— -->|< ---- --r bytes ---- -—>|
|< ————————— —-n+r (where (n+r) mod 4 = 0)> ————————— -—>|

3. XDR DATA TYPES

Each of the sections that follow describes a data type defined in the
XDR standard, shows how it is declared in the language, and includes
a graphic illustration of its encoding.

For each data type in the language we show a general paradigm
declaration. Note that angle brackets (< and >) denote
variablelength sequences of data and square brackets ([ and 1) denote
fixed—length sequences of data. "n", "m" and "r" denote integers.
For the full language specification and more formal definitions of
terms such as "identifier" and "declaration", refer to section 5:

"The XDR Language Specification".

For some data types, more specific examples are included. A more
extensive example of a data description is in section 6: "An Example
of an XDR Data Description".

3.1 Integer

An XDR signed integer is a 32-bit datum that encodes an integer in
the range [—2l47483648,2l47483647]. The integer is represented in
two's complement notation. The most and least significant bytes are
0 and 3, respectively. Integers are declared as follows:

in: identifier;

(MSB) (LSB)
+ —————— —+ ————— —-+ ————— —-+ ————— —-+

|byte O |byte 1 Ibyte 2 Ibyte 3 I INTEGER
+ —————— —+ ————— —-+ ————— —-+ ————— —-+

< —————————— ——32 bits —————————— —->

3.2. Unsigned Integer

An XDR unsigned integer is a 32-bit datum that encodes a nonnegative
integer in the range [0,4294967295]. It is represented by an
unsigned binary number whose most and least significant bytes are 0
and 3, respectively. An unsigned integer is declared as follows:

unsigned int identifier;

(MSB) (LSB)
+ —————— —+ ----- —-+ ----- —-+ -----—-+

lbyte 0 lbyte 1 [byte 2 lbyte 3 1 UNSIGNED INTEGER
+ —————— —+ ------ —+ ————— —-+ ————— —-+

< ---------- --32 bits ----------—->
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3.3 Enumeration

Enumerations have the same representation as signed integers.
Enumerations are handy for describing subsets of the integers.
Enumerated data is declared as follows:

enum { name-identifier = constant, ... } identifier;

For example, the three colors red, yellow, and blue could be
described by an enumerated type:

enum { RED = 2, YELLOW = 3, BLUE = 5 } colors;

It is an error to encode as an enum any other integer than those that
have been given assignments in the enum declaration.

3.4 Boolean

Booleans are important enough and occur frequently enough to warrant
their own explicit type in the standard. Booleans are declared as
follows:

bool identifier;

This is equivalent to:

enum { FALSE 0, TRUE = l } identifier;

3.5 Hyper Integer and Unsigned Hyper Integer

The standard also defines 64-bit (8-byte) numbers called hyper
integer and unsigned hyper integer. Their representations are the
obvious extensions of integer and unsigned integer defined above.

They are represented in two's complement notation. The most and
least significant bytes are 0 and 7, respectively. Their
declarations:

hyper identifier; unsigned hyper identifier;

(MSB) , (LSB)
+ —————— -+ —————— —+ ————— -—+ ————— -—+----- -—+ ————— -—+----- -—+ ————— -—+

Ibyte 0 Ibyte 1 Ibyte 2 Ibyte 3 Ibyte 4 Ibyte 5 Ibyte 6 Ibyte 7 |
+ ————— -—+ ————— -—+ ————— -—+ ————— -—+ ————— -—+ ————— -—+----- -—+ ————— -—+

< —————————————————————————— —-64 bits -------------------------- —->
HYPER INTEGER
UNSIGNED HYPER INTEGER

3.6 Floating—point

The standard defines the floating-point data type "float" (32 bits or
4 bytes). The encoding used is the IEEE standard for normalized

single—precision floating-point numbers [3]. The following three
fields describe the single—precision floating-point number:

S: The sign of the number. Values 0 and 1 represent positive and
negative, respectively. One bit.
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E: The exponent of the number, base 2. 8 bits are devoted to this
field. The exponent is biased by 127.

F: The fractional part of the number's mantissa, base 2. 23 bits
are devoted to this field.

Therefore, the floating-point number is described by:

(-l)**S * 2**(E-Bias) * l.F

It is declared as follows:

float identifier;

+ ————— ——+ ————— ——+ ————— ——+ ————— ——+

lbyte 0 (byte 1 [byte 2 Ibyte 3 I SINGLE-PRECISION
S) E I F I FLOATING-POINT NUMBER
+ ————— ——+ ————— ——+ ————— ——+ —————— —¢

l|<— 8 —>)< ----- --23 bits ———— —->|
< —————————— ——32 bits —————————— ——>

Just as the most and least significant bytes of a number are 0 and 3,

the most and least significant bits of a single-precision floating-
point number are 0 and 31. The beginning bit (and most significant

bit) offsets of S, E, and F are 0, l, and 9, respectively. Note that
these numbers refer to the mathematical positions of the bits, and
NOT to their actual physical locations (which vary from medium to
medium).

The IEEE specifications should be consulted concerning the encoding
for signed zero, signed infinity (overflow), and denormalized numbers
(underflow) [3]. According to IEEE specifications, the "NaN" (not a
number) is system dependent and should not be interpreted within XDR
as anything other than "NaN".

3.7 Double—precision Floating—point

The standard defines the encoding for the double-precision floating-
point data type "double" (64 bits or 8 bytes). The encoding used is
the IEEE standard for normalized double-precision floating—point
numbers [3]. The standard encodes the following three fields, which
describe the double—precision floating—point number:

S: The sign of the number. Values 0 and.l represent positive and
negative, respectively. One bit.

[71 The exponent of the number, base 2. 11 bits are devoted to
this field. The exponent is biased by 1023.

F: The fractional part of the number's mantissa, base 2. 52 bits
are devoted to this field.

Therefore, the floating-point number is described by:

(—l)'*S * 2**(E—Bias) * 1.F
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It is declared as follows:

double identifier;

+ ———— ——+ ———— ——+ ———— ——+ ———— -—+ ———— ——+ ———— ——+ ———— ——+ ———— ——+

Ibyte Otbyte llbyte 2|byte 3lbyte 4|byte Slbyte 6|byte 71
SI E I F I
+ ———— -—+ ———— ——+ ———— -—+ ———— ——+ ———— ——+ ———— -—+ ———— -—+ ———— -—+

1|<——11——>|< ——————————————— -452 bits ————————————————— —->|
< ————————————————————— ——64 bits ——————————————————————— -—>

DOUBLE-PRECISION FLOATING-POINT

Just as the most and least significant bytes of a number are 0 and 3,
the most and least significant bits of a double-precision floating-
point number are 0 and 63. The beginning bit (and most significant
bit) offsets of S, E , and F are 0, 1, and 12, respectively. Note

that these numbers refer to the mathematical positions of the bits,
and NOT to their actual physical locations (which vary from medium to
medium).

The IEEE specifications should be consulted concerning the encoding
for signed zero, signed infinity (overflow), and denormalized numbers
(underflow) [3]. According to IEEE specifications, the "NaN" (not a
number) is system dependent and should not be interpreted within XDR
as anything other than "NaN".

3.8 Quadruple—precision Floating-point

The standard defines the encoding for the quadruple-precision
floating-point data type "quadruple" (128 bits or 16 bytes). The
encoding used is designed to be a simple analog of of the encoding
used for single and double-precision floating-point numbers using one
form of IEEE double extended precision. The standard encodes the
following three fields, which describe the quadruple-precision
floating—point number:

S: The sign of the number. Values 0 and 1 represent positive and
negative, respectively. One bit.

E: The exponent of the number, base 2. 15 bits are devoted to
this field. The exponent is biased by 16383.

F: The fractional part of the number's mantissa, base 2. 112 bits
are devoted to this field.

Therefore, the floating-point number is described by:

(-l)*‘S ‘ 2**(E-Bias) * l.F

It is declared as follows:

quadruple identifier;

+ ———— -—+----- -+ ———— ——+ ———— ——+ ———— ——+ ---- --+—...—-+---- -—+

lbyte Olbyte llbyte Zlbyte 3lbyte 4Ibyte 5| ... lbytel5|

|PR2016-00726 -ACTIVISION, EA, TAKE-TWO, 2K, ROCKSTAR,
Ex.1102,p.764of1442



IPR2016-00726 -ACTIVISION, EA, TAKE-TWO, 2K, ROCKSTAR, 
Ex. 1102, p.  765 of 1442

http://www.faqs.org/rfcs/rfc 1 832.htrnl O1/29/2002--page 7

s( E ( F I
+ ————— —+ ———— ——+ ———— ——+ ———— ——+ ---- ——+ ———— ——+—...-—+ ———— ——+

1(<——-—15————>|< ——————————— --112 bits ———————————————— ——>)
< ————————————————————— ——l28 bits —————————————————————— ——>

QUADRUPLE-PRECISION FLOATING-POINT

Just as the most and least significant bytes of a number are 0 and 3,
the most and least significant bits of a quadruple—precision
floating-point number are 0 and 127. The beginning bit (and most

significant bit) offsets of S, E , and F are 0, 1, and 16,
respectively. Note that these numbers refer to the mathematical

positions of the bits, and NOT to their actual physical locations
(which vary from medium to medium).

The encoding for signed zero, signed infinity (overflow), and
denormalized numbers are analogs of the corresponding encodings for
single and double-precision floating-point numbers [5], [6]. The
"NaN" encoding as it applies to quadruple-precision floating-point
numbers is system dependent and should not be interpreted within XDR
as anything other than "NaN".

3.9 Fixed-length Opaque Data

At times, fixed—length uninterpreted data needs to be passed among
machines. This data is called "opaque" and is declared as follows:

opaque identifier[n];

where the constant n is the (static) number of bytes necessary to
contain the opaque data. If n is not a multiple of four, then the n
bytes are followed by enough (0 to 3) residual zero bytes, r, to make
the total byte count of the opaque object a multiple of four.

0 l ...
+ ——————— —+ ------ -—+...+ —————— ——+ —————— -—+...+ —————— ——+

I byte 0 I byte 1 |...|byte n—l) O )...| O I
+ ——————— —+ ——————— —+ + ------ ——+ —————— -—+...+ —————— ——+

(< --------- --n bytes -------- -->l<---- —-r bytes ---- -->|
)< ————————— ——n+r (where (n+r) mod 4 = O) —————————— ——>|

FIXED-LENGTH OPAQUE

3.10 Variable-length Opaque Data

The standard also provides for variable-length (counted) opaque data,
defined as a sequence of n (numbered 0 through n—l) arbitrary bytes
to be the number n encoded as an unsigned integer (as described
below), and followed by the n bytes of the sequence.

Byte m of the sequence always precedes byte m+l of the sequence, and

byte 0 of the sequence always follows the sequence's length (count).
If n is not a multiple of four, then the n bytes are followed by
enough (0 to 3) residual zero bytes, r, to make the total byte count
a multiple of four. Variable-length opaque data is declared in the
following way:

opaque identifier<m>;
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or

opaque identifier<>;

The constant m denotes an upper bound of the number of bytes that the
sequence may contain. If m is not specified, as in the second
declaration, it is assumed to be (2**32) — 1, the maximum length.
The constant m would normally be found in a protocol specification.
For example, a filing protocol may state that the maximum data
transfer size is 8192 bytes, as follows:

opaque filedata<8l92>;

0 1 2 3 4 5 ...
+—————+-——--+--—-—+————-+-—---+-————+.,.+—————+—-———+...+----—+

I length n Ibyte0IbytelI..}I n—l I O I...I 0 I
+-————+—-———+—-—-—+———-—+--———+—————+...+—————+—-———+...+—————+

I< ————— ——4 bytes ————— ——>|< ———— ——n bytes ----—->|<———r bytes——->|
|<—--—n+r (where (n+r) mod 4 = O)---->I

VARIABLE-LENGTH OPAQUE

It is an error to encode a length greater than the maximum described
in the specification.

3.ll String

The standard defines a string of n (numbered 0 through n—l) ASCII
bytes to be the number n encoded as an unsigned integer (as described
above), and followed by the n bytes of the string. Byte m of the

_ string always precedes byte m+l of the string, and byte 0 of the

string always follows the string‘s length. If n is not a multiple of
four, then the n bytes are followed by enough (0 to 3) residual zero
bytes, r, to make the total byte count a multiple of four. Counted
byte strings are declared as follows:

string object<m>;
or

string object<>;

The constant m denotes an upper bound of the number of bytes that a
string may contain. If m is not specified, as in the second

declaration, it is assumed to be (2**32) - 1, the maximum length.
The constant m would normally be found in a protocol specification.
For example, a filing protocol may state that a file name can be no
longer than 255 bytes, as follows:

string filename<255>;

0 1 2 3 4 5 ...
+———--+ ---- -+ ———— -+--———+-—---+-——--+,..+-——--+————-+...+—————+

I length n |byteOIbytelI...I n—l I 0 I...I 0
+ ———— —+ ---- —+————-+---——+———-—+-—-——+...+—--—-+---——+...+----—+

I< ----- --4 bytes ----- —->I<---- ——n bytes ------>|<---r bytes--->l
I<————n+r (where (n+r) mod 4 = 0)————>I

STRING

It is an error to encode a length greater than the maximum described
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in the specification.

3.12 Fixed-length Array

Declarations for fixed-length arrays of homogeneous elements are in
the following form:

type-name identifier[n];

Fixed—length arrays of elements numbered 0 through n—l are encoded by
individually encoding the elements of the array in their natural
order, 0 through n—l. Each element's size is a multiple of four
bytes. Though all elements are of the same type, the elements may
have different sizes. For example, in a fixed—length array of
strings, all elements are of type "string", yet each element will
vary in its length.

+--—+———+———+-——+———+———+———+—-—+...+—--+---+-——+--—+

I element 0 I element 1 |...| element n—l I
+-——+———+———+——-+s——+---+---+———+...+———+———+--—+———+

|< —————————————————— ——n elements ————————————————— ——>|

FIXED-LENGTH ARRAY

3.13 Variable-length Array

Counted arrays provide the ability to encode variable—length arrays of
homogeneous elements. The array is encoded as the element count n (an

unsigned integer) followed by the encoding of each of the array's
elements, starting with element 0 and progressing through element n— 1.
The declaration for variable-length arrays follows this form:

type~name identifier<m>;
or

type—name identifier<>;

The constant m specifies the maximum acceptable element count of an
array; if m is not specified, as in the second declaration, it is
assumed to be (2**32) — l.

0 1 2 3
+-—+——+—-+-—+——+—-+——+-—+——+——+—-+--+...+——+——+——+—-+

I n .b| element 0 ! element 1 |...Ielement n-ll+-—+——+—-+——+——+——+—-+——+——+-—+——+--+...+——+—-+——+--+

§<-4 bytes->|<------------ ——n elements ----------- ——>|
COUNTED ARRAY

It is an error to encode a value of n that is greater than the
maximum described in the specification.

3.14 Structure

Structures are declared as follows:

struct (

component-declaration-A;
component-declaration-B;
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} identifier;

The components of the structure are encoded in the order of their
declaration in the structure. Each component's size is a multiple of
four bytes, though the components may be different sizes.

+ ——————————— ——+ ——————————— ——+...

I component A I component B I... STRUCTURE
+ ——————————— ——+ ——————————— ——+...

3.15 Discriminated Union

A discriminated union is a type composed of a discriminant followed
by a type selected from a set of prearranged types according to the
value of the discriminant. The type of discriminant is either "int",
"unsigned int", or an enumerated type, such as "bool". The component
types are called "arms" of the union, and are preceded by the value

of the discriminant which implies their encoding. Discriminated
unions are declared as follows:

union switch (discriminant—declaration) {
case discriminant—value-A:

arm-declaration-A;
case discriminant-value—B:

arm—declaration-B;

default: default—declaration;
} identifier;

Each "case" keyword is followed by a legal value of the discriminant.
The default arm is optional. If it is not specified, then a valid
encoding of the union cannot take on unspecified discriminant values.
The size of the implied arm is always a multiple of four bytes.

The discriminated union is encoded as its discriminant followed by
the encoding of the implied arm.

0 1 2 3

+—-—+———+-——+—-—+———+-—-+-——+———+’ _

I discriminant I implied arm I DISCRIMINATED UNION
+———+———+-——+———+———+———+———+—-—+

I<———4 bytes--->I

3.16 Void

An XDR void is a 0-byte quantity. Voids are useful for describing
operations that take no data as input or no data as output. They are
also useful in unions, where some arms may contain data and others do
not. The declaration is simply as follows:

void;

Voids are illustrated as follows:

-'r+

|PR2016-00726 -ACTIVISION, EA, TAKE-TWO, 2K, ROCKSTAR,
Ex.1102,p.768of1442



IPR2016-00726 -ACTIVISION, EA, TAKE-TWO, 2K, ROCKSTAR, 
Ex. 1102, p.  769 of 1442

http://www.faqs.org/rfcs/rfc l832.html 01/29/2002--page 1 1

|| VOID
++

--><-— 0 bytes

3.17 Constant

The data declaration for a constant follows this form:

const name-identifier = n;

"const" is used to define a symbolic name for a constant; it does not
declare any data. The symbolic constant may be used anywhere a
regular constant may be used. For example, the following defines a
symbolic constant DOZEN, equal to 12.

const DOZEN = 12;

3.18 Typedef

"typedef" does not declare any data either, but serves to define new
identifiers for declaring data. The syntax is:

typedef declaration;

The new type name is actually the variable name in the declaration
part of the typedef. For example, the following defines a new type
called "eggbox" using an existing type called "egg":

typedef egg eggbox[DOZEN];

Variables declared using the new type name have the same type as the
new type name would have in the typedef, if it was considered a

variable. For example, the following two declarations are equivalent
in declaring the variable "fresheggs":

eggbox fresheggs; egg fresheggs[DOZEN];

When a typedef involves a struct, enum, or union definition, there is
another (preferred) syntax that may be used to define the same type.
In general, a typedef of the following form:

typedef <<struct, union, or enum definition>> identifier;

may be converted to the alternative form by removing the "typedef"
part and placing the identifier after the "struct", "union", or

"enum" keyword, instead of at the end. For example, here are the two
ways to define the type "bool":

typedef enum { /* using typedef */
FALSE = O,
TRUE = l

} bool;

enum bool { /' preferred alternative */
FALSE = 0,
TRUE = 1

};
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The reason this syntax is preferred is one does not have to wait
until the end of a declaration to figure out the name of the new
type.

3.19 Optional-data

Optional-data is one kind of union that occurs so frequently that we

give it a special syntax of its own for declaring it. It is declared
as follows:

type-name *identifier;

This is equivalent to the following union:

union switch (bool opted) {
case TRUE:

type—name element;
case FALSE:

void;
) identifier;

It is also equivalent to the following variable—length array
declaration, since the boolean "opted" can be interpreted as the
length of the array:

type-name identifier<l>;

Optional-data is not so interesting in itself, but it is very useful
for describing recursive data-structures such as linked-lists and
trees. For example, the following defines a type "stringlist" that
encodes lists of arbitrary length strings:

struct *stringlist {
string item<>;
stringlist next;

};

It could have been equivalently declared as the following union:

union stringlist switch (bool opted) {
case TRUE:

struct {

string item<>;
stringlist next;

} element;
case FALSE:

void;\
1;

or as a variable-length array:

struct stringlist<l> {

string item<>;
stringlist next;

};
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Both of these declarations obscure the intention of the stringlist
type, so the optional-data declaration is preferred over both of
them. The optional-data type also has a close correlation to how

recursive data structures are represented in high-level languages
such as Pascal or C by use of pointers. In fact, the syntax is the
same as that of the C language for pointers.

3.20 Areas for Future Enhancement

The XDR standard lacks representations for bit fields and bitmaps,
since the standard is based on bytes. Also missing are packed (or
binary—coded) decimals.

The intent of the XDR standard was not to describe every kind of data
that people have ever sent or will ever want to send from machine to

machine. Rather, it only describes the most commonly used data—types
of high—level languages such as Pascal or C so that applications
written in these languages will be able to communicate easily over
some medium.

One could imagine extensions to XDR that would let it describe almost
‘any existing protocol, such as TCP. The minimum necessary for this
are support for different block sizes and byte-orders. The XDR
discussed here could then be considered the 4-byte big-endian member
of a larger XDR family.

4. DISCUSSION

(1) Why use a language for describing data? What's wrong with
diagrams?

There are many advantages in using a data-description language such
as XDR versus using diagrams. Languages are more formal than

diagrams and lead to less ambiguous descriptions of data. Languages
are also easier to understand and allow one to think of other issues

instead of the low-level details of bit-encoding. Also, there is a

close analogy between the types of XDR and a high—level language such
as C or Pascal. This makes the implementation of XDR encoding and
decoding modules an easier task. Finally, the language specification
itself is an ASCII string that can be passed from machine to machine
to perform on—the—fly data interpretation.

(2) Why is there only one byte—order for an XDR unit?

Supporting two byte—orderings requires a higher level protocol for
determining in which byte—order the data is encoded. Since XDR is

not a protocol, this can't be done. The advantage of this, though,
is that data in XDR format can be written to a magnetic tape, for
example, and any machine will be able to interpret it, since no
higher level protocol is necessary for determining the byte-order.

(3) Why is the XDR byte-order big-endian instead of little-endian?
Isn't this unfair to little-endian machines such as the VAX(r), which
has to convert from one form to the other?

Yes, it is unfair, but having only one byte-order means you have to
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be unfair to somebody. Many architectures, such as the Motorola
68000‘ and IBM 370*, support the big—endian byte—order.

(4) Why is the XDR unit four bytes wide?

There is a tradeoff in choosing the XDR unit size. Choosing a small
size such as two makes the encoded data small, but causes alignment
problems for machines that aren't aligned on these boundaries. A
large size such as eight means the data will be aligned on virtually
every machine, but causes the encoded data to grow too big. We chose
four as a compromise. Four is big enough to support most
architectures efficiently, except for rare machines such as the
eight—byte aligned Cray*. Four is also small enough to keep the
encoded data restricted to a reasonable size.

(5) Why must variable—length data be padded with zeros?

It is desirable that the same data encode into the same thing on all
machines, so that encoded data can be meaningfully compared or
checksummed. Forcing the padded bytes to be zero ensures this.

(6) Why is there no explicit data-typing?

Data-typing has a relatively high cost for what small advantages it
may have. One cost is the expansion of data due to the inserted type
fields. Another is the added cost of interpreting these type fields
and acting accordingly. And most protocols already know what type
they expect, so data-typing supplies only redundant information.
However, one can still get the benefits of data-typing using XDR. One
way is to encode two things: first a string which is the XDR data
description of the encoded data, and then the encoded data itself.
Another way is to assign a value to all the types in XDR, and then
define a universal type which takes this value as its discriminant
and for each value, describes the corresponding data type.

5. THE XDR LANGUAGE SPECIFICATION

.1 Notational ConventionsU1

This specification uses an extended Back-Naur Form notation for
describing the XDR language. Here is a brief description of the
notation:

(1) The characters 'l', '(', ')', '[', ‘]', '“‘, and '*' are special.
(2) Terminal symbols are strings of any characters surrounded by
double quotes. (3) Non-terminal symbols are strings of non—special
characters. (4) Alternative items are separated by a vertical bar
("I"). (5) Optional items are enclosed in brackets. (6) Items are
grouped together by enclosing them in parentheses. (7) A '*'
following an item means 0 or more occurrences of that item.

For example, consider the following pattern:

Ila Iv livery" (H, II IIverylI)..- [ll cold I! "and II] II rainy ll
(Ivdayn I unightvl)

An infinite number of strings match this pattern. A few of them are:
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mmmJ
very rainy day"
very, very rainy day"
very cold and rainy day"
very, very, very cold and rainy night"

5.2 Lexical Notes

(1) Comments begin with '/*' and terminate with '*/'. (2) White
space serves to separate items and is otherwise ignored. (3) An
identifier is a letter followed by an optional sequence of letters,

digits or underbar ('_'). The case of identifiers is not ignored.
(4) A constant is a sequence of one or more decimal digits,
optionally preceded by a minus-sign ('—').

5.3 Syntax Information

declaration:

type-specifier identifier
I type-specifier identifier "[" value "I"

I type—specifier identifier "<" [ value ] ">"
I "opaque" identifier "I" value "1"
i "opaque" identifier "<" [ value I ">"
I
I
I

"string" identifier "<" [ value I ">"
type—specifier "*" identifier
"void"

value:
constant

I identifier

type-specifier:
I "unsigned" ] "int"

I I "unsigned" I "hyper"
I "float"
I "double"

I "quadruple"
I "bool"

I enum-type-spec
I struct-type-spec
I union—type-spec
I identifier

enum-type—spec:

"enum" enum—body

enum—body:
lI{lI

( identifier "=" value )
( "," identifier "=" value )*nvu

struct-type—spec:

"struct" struct—body

struct—body:
u(II
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( declaration ";" )
( declaration ";" )*

Il}ll

union-type-spec:
"union" union-body

union-body:
"switch" "(" declaration ")" "("

( "case" value ":" declaration ";" )
( "case" value ";" declaration ";" )*
[ "default" ":" declaration ";" ]

u}u

constant-def:

"const" identifier "=" constant ";"

type-def:
"typedef" declaration ";"

I "enum" identifier enum—body ";"
I "struct" identifier struct-body ";"
1 "union" identifier union-body ";"

definition:

type-def
I constant—def

specification:
definition *

5.4 Syntax Notes

(l) The following are keywords and cannot be used as identifiers:
"bool", "case", "const", "default", "double", "quadruple", "enum",
"float", "hyper", "opaque", "string", "struct", "switch", "typedef",
"union", "unsigned" and "void".

(2) Only unsigned constants may be used as size specifications for
arrays. If an identifier is used, it must have been declared
previously as an unsigned constant in a "const" definition.

(3) Constant and type identifiers within the scope of a specification
are in the same name space and must be declared uniquely within this
scope.

(4) Similarly, variable names must be unique within the scope of
struct and union declarations. Nested struct and union declarations
create new scopes.

(5) The discriminant of a union must be of a type that evaluates to
an integer. That is, "int", "unsigned int", "bool", an enumerated
type or any typedefed type that evaluates to one of these is legal.
Also, the case values must be one of the legal values of the
discriminant. Finally, a case value may not be specified more than
once within the scope of a union declaration.

6. AN EXAMPLE OF AN XDR DATA DESCRIPTION
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Here is a short XDR data description of a thing called a "file",
which might be used to transfer files from one machine to another.

const MAXUSERNAME = 32; /* max length of a user name */
const MAXFILELEN = 65535; /* max length of a file */
cons: MAXNAMELEN = 255; /* max length of a file name */

/vr

* Types of files:
*/

enum filekind {
TEXT = O, /* ascii data */
DATA = 1, /* raw data */
EXEC = 2 /* executable */

};

/9:

* File information, per kind of file:
*/

union filetype switch (filekind kind) {
case TEXT:

void; ‘ /* no extra information */
case DATA:

string creator<MAXNAMELEN>; /* data creator */
case EXEC:

string interpretor<MAXNAMELEN>; /* program interpretor */
};

/ir

* A complete file:
*/

struct file {

string filename<MAXNAMELEN>; /* name of file */
filetype type; /* info about file */
string owner<MAXUSERNAME>; /* owner of file */
opaque data<MAXFILELEN>; /* file data */

};

Suppose now that there is a user named "john" who wants to store his
lisp program "sillyprog" that contains just the data "(quit)". His
file would be encoded as follows:

OFFSET HEX BYTES ASCII COMMENTS

0 00 O0 00 09 .... -- length of filename = 9
4 73 69 6c 6c sill -- filename characters

8 79 70 72 6f ypro -- ... and more characters ...
12 67 00'OO 00 g... -— ... and 3 zero-bytes of fill
16 00 O0 00 O2 .... -- filekind is EXEC = 2

20 00 00 00 04 .... -- length of interpretor = 4
24 6c 69 73 70 lisp -— interpreter characters
28 00 O0 00 04 .... -- length of owner = 4
32 6a 6f 68 6e john -- owner characters
36 O0 O0 00 06 .... -- length of file data = 6
40 28 71 75 69 (qui —— file data bytes ...
44 74 29 00 00 t).. -- ... and 2 zero-bytes of fill
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7. TRADEMARKS AND OWNERS

SUN WORKSTATION Sun Microsystems, Inc.
VAX Digital Equipment Corporation
IBM-PC International Business Machines Corporation
Cray ' Cray Research
NFS Sun Microsystems, Inc.
Ethernet Xerox Corporation.
Motorola 68000
IBM 370

Motorola, Inc.
International Business Machines Corporation

APPENDIX A: ANSI/IEEB Standard 754-1985

The definition of NaNs, signed zero and infinity, and denormalized
numbers from [3] is reproduced here for convenience. The definitions
for quadruple-precision floating point numbers are analogs of those
for single and double—precision floating point numbers, and are
defined in [3].

In the following, '8' stands for the sign bit, ‘E’ for the exponent,
and ‘F’ for the fractional part. The symbol 'u' stands for an
undefined bit (0 or 1).

For single—precision floating point numbers:

Type S (1 bit) E (8 bits) F (23 bits)

signalling NaN u 255 (max) .Ouuuuu---u
(with at least
one 1 bit)

quiet NaN u 255 (max) .luuuuu---u

negative infinity 1 255 (max) .0O0000-—-0

positive infinity 0 255 (max) .000000—--0

negative zero 1 0 .000000---O

positive zero 0 0 .0000O0---0

For double-precision floating point numbers:

Type S (1 bit) E (ll bits) F (52 bits)

signalling NaN u 2047 (max) .0uuuuu---u
(with at least
one 1 bit)

quiet NaN u 2047 (max) .luuuuu——-u

negative infinity 1 2047 (max) .000OO0---0

positive infinity 0 2047 (max) .O00000---0

negative zero 1 O .00O000---0

positive zero 0 0 .000OO0—--0
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For quadruple—precision floating point numbers:

Type S (1 bit) E (15 bits) F (112 bits)

signalling NaN u 32767 (max) .0uuuuu--—u
(with at least
one 1 bit)

quiet NaN u 32767 (max) .1uuuuu---u

negative infinity 1 32767 (max) .0000O0---O

positive infinity 0 32767 (max) .00000O—--0

negative zero 1 0 .OO0000—--O

positive zero 0 0 .000O00———0

Subnormal numbers are represented as follows:

Precision Exponent Value

;l;;i;'" 6"""’ Iiiils * 2**(-126) * 0.?

Double 0 (-l)**S * 2**(—1022) * 0.F

Quadruple O (-1)**S * 2**(-16382) * O.F
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Security Considerations

Security issues are not discussed in this memo.
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A PRIMER ON THE T.120 SERIES STANDARDS

Broad vendor support
means that end users
will be able to choose

from a variety of inter-
operable products.

A PRIMER ON THE T.120 STANDARD 1

The T.120 standard contains a series of communication

and application protocols and services that provide sup-

port for real-time, multipoint data communications.

These multipoint facilities are important building blocks

for a whole new range of collaborative applications,

including desktop data conferencing, multi—user applica-

tions, and multi-player gaming.

Broad in scope, T.120 is _a comprehensive specification

that solves several problems that have historically slowed

market growth for applications of this nature. Perhaps

most importantly, T.120 resolves complex technological

issues in a manner that is acceptable to both the comput-

ing and telecommunications industries.

Established by the International Telecommunications

Union (ITU); T.120 is a family of open standards that

was defined by leading data communication practitioners

in the industry. Over 100 key international vendors,

including Apple, AT&T, British Telecom, Cisco Systems.

Intel, MCI, Microsoft, and PictureTel, have committed

to implementing T.l20—based products and services.

While T.120 has emerged as a critical element in the data

communications landscape. the only information that

currently exists on the topic is a weighty and complicated

set of standards documents. This primer bridges this

information gap by summarizing T.120's major benefits,

fundamental architectural elements, and core capabilities.
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KEY BENEFITS OF T.120

So why all the excitement about T.120?

The bottom line is that it provides excep-
tional benefits to end users. vendors, and

developers tasked with implementing real-

time applications. The following list is a

high-level overview of the major benefits
associated with the T.120 standard:

Multipoint Data Delivery

T.120 provides an elegant abstraction for

developers to create and manage a

multipoint domain with ease. From an

application perspective, data is seamlessly

delivered to multiple parties in “realtime."

Interoperability

T.120 allows endpoint

applications from multiple

vendors to interoperate.

T.120 also specifies how

applications may interop-

erate with (or through) a
variety of network bridg-

ing products and services

that also support the T. 120
standard.

V Support for Varied Topologies
Reliable Data

Delivery

Error—corrected data deliv-

ery ensures that all end-

points‘ will receive each
data transmission.

Multicast Enabled Delivery

ln muliticast enabled networks, T.120 can

employ reliable (ordered, guaranteed) and

unreliable delivery services. Unreliable

data delivery is also available without mul-

ticast. By using multicast, the T. l 20 infra-

structure reduces network congestion and

improves performance for the end user.
The T.120 infrastructure can use both

unicast and multicast simultaneously, pro-
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V Multipoint Data Delivery fact, Da¢aBeam'5 cus-

V Interoperability

V Reliable Data Delivery

1/ Multicast Enabled Delivery

V Network Transparency

V Platform Independence

1/ Network Independence 
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viding a flexible solution for mixed unicast
and multicast networks. The Multicast

Adaptation Protocol (MAP) is expected to

be ratified in early 1998.

Network Transparency

Applications are completely shielded from

the underlying data transport mechanism

being used. Whether the transport is a

high-speed LAN or a simple dial-up

modem, the application developer is only

concerned with a single, consistent set of

application services.

Platform Independence

Because the T.120 standard is completely

free from any platform dependencies. it

will readily take advantage of the
inevitable advances in

computing technology. In

tomers have already ported
the T.120 source code eas-

ily from Windows to a

variety of environments,

including OS/2,
MAC/OS, several versions

of UNIX, and other pro-

prietary real-time operat-

ing systems.
1/ Application Independence

V Scalability

V Co-existence with Other
Standards

V Extendability

Network

Independence

The T.120 standard sup-

ports a broad range of

transport options, includ-

ing the Public Switched Telephone

Networks (PSTN or POTS), lntegrated

Switched Digital Networks (ISDN).

Packet Switched Digital Networks

(PSDN). Circuit Switched Digital

Networks (CSDN), and popular local area

network protocols (such as TCP/ll’ and

IPX via reference protocol). Furthermore.

these vastly different network transports,

operating at different speeds, can easily co-

exist in the same multipoint conference.

A PRIMER on THE T.120 STANDARD
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Support for Varied Topologies

Multipoint conferences can be set up with

virtually no limitation on network topolo-

gy. Star topologies, with a single

Multipoint Control Unit (MCU) will be

common early on. The standard also sup-

ports a wide variety of other topologies

ranging from those with multiple, cascad-

ed MCUS to topologies as simple as a

daisy-chain. ln complex multipoint con-

ferences, topology may have a significant

impact on efficiency and performance.

Application Independence

Although the driving market force behind

T120 was teleconferencing, its designers

purposely sought to satisfy a much broad-

er range of application needs. Today,

T.12O provides a generic, real-time com-

munications facility that can be used by

many different applications. These appli-

cations include interactive gaming, virtual

 

reality and simulations, real-time subscrip-

tion news feeds, and process control appli-
cations.

Scalability ’

T120 is defined to be easily scalable from

simple PC-based architectures to complex

multi-processor environments character-

ized by their high performance. Resources

for T.12O applications are plentiful, with

practical limits imposed only by the con-

fines of the specific platform running the
software.

Co-existence with Other

Standards

T120 was designed to work alone or with-

in the larger context of other ITU stan-

dards, such as the H.32x family of video

conferencing standards. T.12O also sup-

ports and cross-references other important
ITU standards. such as V.series modems.

FIGURE 1: MODEL or ITU T.12O SERIES ARCHITECTURE

Application(s)(Using both Standard and Non-standard Application Protocols)

Appliz:ntion(s) Node App!icotion(s)
(Using Std. App. Protocols) l Controller (Using Std. App. Protocols)

Multipoint File Transfer 1.127

Still Image Exchange 7.126
ITU-T Standard
App!" ' n Protoco 

.1 - _ _
Generic Application

Template (GAT) T.121
F  

 

 

l

Protocols

Generic Application

. Template (GAT) 7.121 f 
 

 
'51 

Generic Conference Control (GCC)
‘L124

Multipoint Communication Service (MCS)
T.122I125

Network-specific Transport Protocols
T.123
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Extendability

The T. 120 standard can be freely extended

to include a variety of new capabilities,

such as support for new transport stacks

(like ATM or Frame Relay), improved

security measures, and new application-

level protocols.

ARCHITECTURAL OVERVIEW

The T.120 architecture relies on a multi-

layered approach with defined protocols

and service definitions between layers.

Each layer presumes that all layers exist

below. Figure 1 provides a graphical repre-
sentation of the T120 architecture.

The lower level layers (T122, T.123,

T124, and T125) specify an application-

independent mechanism for providing

multipoint data communication services

to any application that can use these facil-

ities. The upper level layers (T126 and

T127) define protocols for specific con-

ferencing applications, such as shared

whiteboarding and multipoint file trans-

fer. Applications using these standardized
protocols can co-exist in the same confer-

ence with applications using proprietary

protocols. 1n fact, a single application may
even use a mix of standardized and non-

standardized protocols.
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COMPONENT OVERVIEW

The following overview describes the key
characteristics and concepts behind each

individual component of the T120 stan-
dard. This overview starts at the bottom of

the T.120 stack and progresses upward.

Transport Stacks - T.123

T.l20 applications expect the underlying

transport to provide reliable delivery of its

Protocol Data Units (PDUS) and to seg-

ment and sequence that data. T.123 speci-

fies transport profiles for each of the fol-

lowing:

' Public Switched Telephone

Networks (PSTN)

° lntegrated Switched Digital

Networks (ISDN)

' Circuit Switched Digital

Networks (CSDN)

° Packet Switched Digital

Networks (PSDN)

' TCP/IP

' Novell Netware IPX

(via reference profile)

As highlighted below in Figure 2, the

T. 1 23 layer presents a uniform O51 trans-

port interface and services (X.214/X224)
 

FIGURE 2: CROSS-SECTION or-' T.123 TRANSPORTS (BAs|c MooE PRor=rLEs)
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to the MCS layer above. The T123 layer
includes built-in error correction facilities

so application developers do not have to

rely on special hardware facilities to per-
form this function.

ln a given computing environment, a

transport stack typically plugs into a local

facility that provides an interface to the

specific transport connection. For exam-

ple, in the Windows environment,

DataBeam's transport stacks

plug into COMM.DRV for

support.

The Multicast Adaptation Protocol

(MAP) service layer is a new extension to

MCS. MAP manages unicast- and multi-

cast-based transports. MAP can be used

with any transport where multicast is

The MCU is a logical
construct whose role

modem communications, may be served by a
WINSOCKDLL for TCP/IP node on a desktop
and communications, or by special-
and NWIPXSPX. DLL for purpose equipment
Novell lPX communications within the network.
 

 

available, such as IP networks. While mul-

ticast provides unreliable delivery, many

applications using T120 require reliable

services. Developers can incorporate a
variety of multicast error correction

schemes into MAP, thereby selecting the

scheme most closely aligned with their

application.

In 1996, the ITU is expected to adopt
extensions to support important new

transport facilities, such as

Asynchronous Transfer Mode

(ATM) and H.324 POTS

videophone. It is necessary to

note that developers can easily

produce a proprietary transport

stack (supporting. for example,

AppleTalk) that transparently

uses the services above T123. An impor-
tant function of MCUS or T120-enabled

bridges, routers, or gateways is to provide

transparent interworking across different

network boundaries.

FIGURE 3: EXAMPLES or VALID MCS TOPOLOGIES
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Multipoint Communication

Service (MCS) -T.122, T.125

T122 defines the multipoint services

available to the developer, while T.125

specifies the data transmission protocol.

Together they form MCS, the multipoint

“engine" of the T.120 conference. MCS

relies on T123 to deliver the data. (Use of

MCS is entirely independent of the actual

T123 transport stack(s) that is loaded.)

FIGURE 4: CHANNEL DIAGRAM

 
MCS is a powerful tool that can be used to

solve virtually any multipoint application

design requirement. MCS is an elegant

abstraction of a complex organism.

Learning to use MCS effectively is the key
to successfully developing real-time appli-
cations.

How MCS Works

In a conference, multiple endpoints (or

MCS nodes) are logically connected

together to form what T120 refers to as a

domain. Domains generally equate to the

concept of a conference. An application

may actually be attached to

multiple domains simulta-

neously. l7or example. the

 chairperson of a large Channei
online conference may

simultaneously monitor

information being dis-

cussed among several activ-

ity groups.
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In a T. 120 conference, nodes connect up-

ward to a Multipoint Control Unit

(MCU). The MCU model in T120 pro-
vides a reliable approach that works in

both public and private networks.

Multiple MCUS may be easily chained

together in a single domain. Figure 3 illus-

trates three potential topology structures.

Each domain has a single Top Pmvider or
MCU that houses the information base

critical to the conference. If the Top
Provider either fails or leaves a conference,
the conference is terminated. If a lower

level MCU (i.e., not the Top Provider)

fails, only the nodes on the tree below that

MCU are dropped from the conference.

Because all nodes contain MCS, they are

all potentially "MCUS."

One of the critical features of the T120

approach is the ability to direct data. This

feature allows applications to communi-

cate efficiently. MCS applications direct
data within a domain via the use of chan-

nels. An application can choose to use

multiple channels simultaneously for

whatever purposes it needs (for example,
separating annotation and file transfer

operations). Application instances choose

to obtain information by subscribing to

whichever channel(s) contains the desired

data. These channel assignments can be

dynamically changed during the life of the

conference. Figure 4 presents an overview

of multiple channels in use within a
domain.

It is the application developers responsi-

bility to determine how to use channels

TABLE 1: CHANNEL SETUP EXAMPLE

   Type Priority -Routing
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within an application. For example, an

application may send control information

along a single channel and application

data along a series of channels that may

vary depending upon the type of data

being sent. The application developer may

also take advantage of the MCS concept of
private channels to direct data to a discrete

subset of a given conference.

Data may be sent with one of four priori-

ty levels. MCS applications may also spec-

ify that data is routed along the quickest

path of delivery using the standard send

command. If the application uses the uni-
form send command, it ensures that data

from multiple senders will arrive at all des-
tinations in the same order. Uniform data

always travels all the way up the tree to the

Top Provider. Table 1 provides an example

of how a document conferencing applica-

tion could set up its channels. Reliable or

unreliable data delivery is determined by

the application.

There are no constraints on the size of the

data sent from an application to MCS.

Segmentation of data is automatically per-

formed on behalf of the application.

However. after receiving the data it is the

applications responsibility to reassemble

the data by monitoring flags provided
when the data is delivered.

Yolrens are the last major facility provided
by MCS. Services are provided

to grab, pass, inhibit, release,’ _One of GCCS "lost
Important roles IS to
maintain information _]Oll'] conferences, and 1l']VllC
about the nodes and others to conferences. As end-

applications that are
in a conference.

and query tokens. Token

resources may be used as either

exclusive (i.e., locking) or non-
exclusive entities.

Tokens can be used by an appli-

cation in a number of ways. For example.

an application may specify that only the

holder of a specific token. such as the con-

ductor, may send information in the con-
ference.
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Another popular use of tokens is to coor-
dinate tasks within a domain. For exam-

ple, suppose a teacher wants to be sure

that every student in a distance learning

session answered a particular question

before displaying the answer. Each node in

the underlying application inhibits a spe-

cific token after receiving the request to
answer the question. The token is released

by each node when an answer is provided.

In the background, the teacher's applica-

tion continuously polls the state of the
token. When all nodes have released the

token, the application presents the teacher

with a visual cue that the class is ready for
the answer.

Generic Conference Control

(GCC) - T.124

Generic Conference Control provides a
comprehensive set of facilities for estab-

lishing and managing the multipoint con-
ference. It is with CCC that we first see

features that are specific to the electronic
conference.

At the heart of CCC is an important
information base about the state of the

various conferences ‘it may be servicing.

One node, which may be the MCU itself,

serves as the Top Provider for GCC infor-

mation. Any actions or requests from

lower GCC nodes ultimately filter up to

this Top Provider.

Using mechanisms in GCC,

applications create conferences,

points join and leave confer-
ences. the information base in

GCC is updated and can be

used to automatically notify all endpoints
when these actions occur. GCC also

knows who is the Top Provider for the
conference. However, GCC does not con-

tain detailed topology information about

the means by which nodes from lower
branches are connected to the conference.
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FIGURE 5: T.121 Geuemc APPLICATION TEMPLATE

 

 
 

 
 

  

 
 

! Node controller
Il

Every application in a conference must

register its unique application key with

GCC. This enables any subsequent join-

ing nodes to find compatible applications.

Furthermore, GCC provides robust facili-

ties for applications to exchange capabili-

ties and arbitrate feature sets. 1n this way. _

applications from different vendors can

readily establish whether or not they can

interoperate and at what feature level. This

arbitration facility is the mechanism used

to ensure backward compatibility between

different versions of the same application.

GCC also provides conference security.

This allows applications to incorporate

password protection or “lock" facilities to

prevent uninvited users from joining a
conference.

Another key function of CCC is its abili-

ty to dynamically track MCS resources.

Since multiple applications can use MCS

at the same time, applications rely on

GCC to prevent conflicts for MCS
resources. such as channels and tokens.

This ensures that applications do not step

on each other by attaching to the same

channel or requesting a token already in

use by another application.

|PR2016-00726 -ACTIVISION, EA, TAKE-TWO, 2K, ROCKSTAR,
Ex. 1102, p. 787 of 1442

User Applicatlon(s)

Generic Application Template (T.121)

Application Resource
Manager (ARM)

Generic Conference Control (GCC)
11124

Multipoint communication service (lines)
T.122I125

Application Se rvice
E|ement(s) (ASE)  

 

Finally, CCC provides capabilities for sup-

porting the concept of conductorship in a

conference. GCC allows the application to

identify the conductor and a means in
which to transfer the conductors “baton."

The developer is free to decide how to use

these conductorship facilities within the

application.

T.124 Revised

As part of the ongoing enhancement

process for the T.121) standards, the ITU

has completed a draft revision of T124.
The new version, called T124 Revised,

introduces a number of changes to

improve scalability. The most significant
changes address the need to distribute ros-

ter information to all nodes participating

in a conference, as well as improvements

in the efficiency of sending roster refresh

information (from the Top Provider) any

time a node joins or leaves a conference.

To improve the distribution of roster

information. the concept of Node

Categories was introduced. These cate-

gories provide a way for a 1.124 node to

join or leave a conference without affect-

ing the roster information that was dis-

tributed throughout a conference. In addi-
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FIGURE 6: T.126 WORKSPACE DIAGRAM

tion, the Full Roster Refresh, which was

previously sent any time a new node

joined a conference, was eliminated by

sending out roster details from the Top

Provder. These changes will not affect

backward compatibility to earlier revisions

of T124. This revision will go to the ITU
for Decision in March of 1998.

Generic Application Template

(GAT) - T.121

1.121 provides a template for T120

resource management that developers

should use as a guide for building applica-

tion protocols. T121 is mandatory for

standardized application protocols and is

highly recommended for non-standard

application protocols. The template

ensures consistency and reduces the

potential for unforeseen interaction

between different protocol implementa-
tions.

 

A PRIMER on THE T.120 STANDARD

|PR2016-00726 -ACTIVISION, EA, TAKE-TWO, 2K, ROCKSTAR,
Ex. 1102, p. 788 of 1442

Within the T121 model, CAT defines a

generic Application Resource Manager

(ARM). This entity manages CCC and

MCS resources on behalf of the applica-

tion protocol—specific functionality

defined as an Application Service Element

(ASE). Figure 5 demonstrates the CAT
model within the T.l20 architecture.

Simply put, CAT provides a consistent

model for managing T120 resources

required by the application to which the

developer adds application-specific func-

tionality.

CAT'S functionality is considered to be

generic and common to all application

protocols. CAT'S services include

enrolling the application in CCC and

attaching to MCS domains. CAT also

manages channels. tokens, and capabilities

on behalf of the application. On a broad-

er scale, CAT responds to CCC indica-

9



IPR2016-00726 -ACTIVISION, EA, TAKE-TWO, 2K, ROCKSTAR, 
Ex. 1102, p.  789 of 1442

FIGURE 7: T.127 FILE TRANSFER MODEL

Current transmitter
'sou1a'ng 61:: Anna E

tions and can invoke peer applications on
other nodes in the conference.

Still Image Exchange and

Annotation (SI) - T.126

T.126 defines a protocol for viewing and

annotating still images transmitted

between two or more applications. This

capability is often referred to as document

conferencing or shaned whiteboarding.

An important benefit of T.126 is that it

readily shares visual information between

applications that are running on dramati-

cally different platforms. For example, a

Windows-based desktop application could

easily interoperate with a collaboration

program running on a PowerMac.

Similarly, a group-oriented conferencing

system, without a PC-style interface,
could share data with multiple users run-

ning common PC desktop software.

As Figure 6 illustrates, T.126 presents the

concept of shared virtual workspace: that

are manipulated by the endpoint applica-

tions. Each workspace may contain a col-

lect_ion of objects that include bitmap

images and annotation primitives, such as

rectangles and freehand lines. Bitmaps
typically originate from application infor-

mation. such as a word processing docu-

10
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ment or a presentation slide. Because of

their size. bitmaps are often compressed to

improve performance over lower-speed
communication links.

T.126 is designed to provide a minimum

set of capabilities required to share infor-

mation between disparate applications.

Because T.126 is simply a protocol, it does

not provide any of the AP]-level structures

that allow application developers to easily

incorporate shared whiteboarding into an

application. These types of facilities can

only be found in toolkit-level implemen-

tations of the standard (such as
DataBeam's Shared Whiteboard

Application Toolkit, known as SWAT).

Multipoint Binary File Transfer
-T.127

T127 specifies a means for applications to

transmit files between multiple endpoints
in a conference. Files can be transferred to

all participants in the conference or to a

specified subset of the conference.

Multiple file transfer operations may
occur simultaneously in any given confer-

ence and developers can specify priority

levels for the file delivery. Finally, T127

provides options for compressing files

before delivering the data. Figure 7 dis-
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FIGURE 8: NETWORK-LEVEL INTEROPERABILITY DIAGRAM
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plays a view of conference-wide and indi-
vidual file transfers.

Node Controller

The Node Controller manages defined

CCC Service Access Points (SAPS). This

provides the node flexibility in responding
to CCC events. Most of these CCC events

relate to establishing conferences, adding

or removing nodes from a conference, and

breaking down and distributing informa-

tion. The Node Controller's primary

responsibility is to translate these events

and respond appropriately.

Some GCC events can be handled auto-

matically; for example, when a remote

party joins a conference, each local Node

Controller can post a simple message

informing the local user that “Bill Smith

has joined the conference." Other events

may require user intervention; for exam-

ple, when a remote party issues an invita-

tion to join a conference. the local Node

Controller posts a dialog box stating that

"Mary Jones has invited you to the Design

Review conference. <Accept> <Decline>."

Node controllers can be MCU-based, ter-

minal-based, or dual-purpose. DataBeam's

application. Farsite, for example, contains

a dual-purpose Node Controller. The
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MULTIFOINT
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PROPRIETARY
DATA CONFERENCING

APPLICATION

T.122IT.125

 

Another Terminal or MCU
 

range of functionality found within a

Node Controller can vary dramatically by
implementation.

Only one Node Controller can exist on an

active T.lZ0 endpoint. Therefore, if multi-

ple applications need to simultaneously

use T120 services, the Node Controller

needs to be accessible to each application.
The local interface to the Node Controller

is application- and vendor-specific and is
not detailed in the T120 documentation.

INTEROPERABILITY

Buyers overwhelmingly rate interoperabil-

ity as the number one purchase criteria in

their evaluation of teleconferencing prod-

ucts. For most end users, interoperability

translates to "my application can talk to

your application"—regardless of which

vendor supplied the product or on what

platform it runs. When examining the

T. 1 20 standard closely. buyers can see that

it provides for two levels of interoperabili-

tyi application-level interoperability and

network-level interoperability.

Network-level Interoperability

Network-level interoperability means that

a given product can interwork with like

products through the infrastructure of
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FIGURE 9: APPLICATION-LEVEL |NTEROPERABlLlTY DIAGRAM

DATABEAM'$ OTHER STANDARDS-BASED
STANDARDS-BASED DATA CONFERENCING

APPLICATION APPUCATION

MULTIPOINT
CONTROL

UNIT
Generic

Conference
Control

MCS

Natwuk
aspects

network products and services that sup-

port T120. For example, T120-based

conferencing bridges (MCUS) that can
support hundreds of simultaneous users

are now being developed. If an application

supports only the lower layers of T120,
customers can use these MCUS to host a

multipoint conference only if everyone in

the conference is using the exact same

product. Figure 8 displays network inter-

operability through a conference of like

products.

Application-level

Interoperability

The upper levels of T120 specify proto-

cols for common conferencing applica-

tions, such as shared whiteboarding and

binary file transfer. Applications support-

‘ing these protocols can interoperate with

any other application that provides similar

support, regardless of the vendor or plat-

form used. For example, through T126.

users of DataBeam's Farsite application

will be able to share and mark up docu-

ments with users of group conferencing

systems. This interoperability will exist in
simple point-to-point conferences as well

as large multipoint conferences using a

conference bridge. Figure 9 represents

12
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application-level interoperability between

two standards-based applications connect-
ed in a conference.

In the short-term, network-level interop-

erability will be the most common form of

T120 support found in conferencing

applications. This is largely due to the fact

that the lower-level T120 layers were rati-
fied by the ITU more than a year in

advance of the application-level layers.
However, end users will not be satisfied

with network interoperability alone. For

the market to grow, vendors will have to

deliver the same application-level interop-

erability (or endpoint interoperability)
that customers enjoy today with fax

machines and telephones.

RATIFICATION OF THE T.1 20

AND FUTURE T.130
STANDARDS

The Recommendations for the core

multipoint communications infrastruc-

ture components (T122, T.123, T124

and T125) were ratified by the ITU
between March of 1993 and March of

1995. The first of the application stan-

dards (T.126 and T.l27) was approved in
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March of 1995. An overview of the T120

series was approved in February of 1996 as

Recommendation T120. T121 (CAT)

was also approved at that time. Stable
drafts of these recommendations existed

for some time prior to the ratification,

thereby providing a means for DataBeam

to actively develop products in parallel to
the standardization effort.

The existing ratified standards are being

actively discussed for possible amend-

ments and extensions. This commonly

occurs when implementation and interop-

erability issues arise.

T.130 Audio-visual Control For

Multimedia Conferencing

The T130 series of recommendations

define an architecture, a management and

control protocol, and a set of services

which together make up an Audio-Visual

 

Control system (AVC). This system sup-
ports the use of real-time streams and ser-

vices in a multimedia conferencing envi-

ronment. The protocol and services sec-
tion, outlined in T132, consists of two

parts: management and control. Together,

they allow Network Elements, such as the

traditional MCU, Gateway, or Conference

Server, to provide T132 audio and video

services to their endpoints. Some of the
services include Stream ldentiiication,

On—Air Identification, Video Switching,
Audio Mixing, Remote Device Control,
and Continuous Presence.

The T130 series is built upon existing

ITU-T conferencing recommendations
such as the H.320 audio-visual conferenc-

ing series and the T.l20 series for

multipoint data conferencing. The T.130

series is compatible with systems, such as
H.323, in which audio and video are

FIGURE 10: AUDIO-VISUAL CONTROL ARCHITECTURE
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transmitted independently of T.120, as

well as systems which are capable of trans-

mitting multiple media types within a

common multiplex.

Unlike other standardized methods for

managing real-time streams within a con-

ference, T. 130 provides some unique capa-
bilitiesi

' Contains a network- and platform-

independent control protocol for

managing real-time streams

' Coordinates operations across
network boundaries

° Processes and distributes media
streams within a conference

environment

' Delivers of Quality of Service (Q03)
to multimediacommunications

applications

' Provides distributed conference

management

' Leverages the functionality of existing

multimedia protocols

T130 can be used in any conferencing
scenario where there is a need for

multipoint audio or video. T130 relies

upon the services of GCC and MCS to
transmit control data. but the audio and

video streams are transported in indepen-

dent logical channels due to the transmis-

sion requirements of real-time data flows.

(See Figure 10).

T130 and T132 were determined in

March of 1997 and should be ratified in

January of 1998. T131, which defines

network-specific mappings to allow AVC

to communicate with the underlying
Multimedia Control Protocol, such as

H.245, should be determined in the Fall
of 1997.
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VENDOR COMMUNITY

SUPPORT FOR T.120

More than 100 multinational companies

have pledged their support for the T.120

standard and more are being added to this

list every week. Public supporters of T. 1 20
include international market leaders. such

as Apple, AT&T, British Telecom, Cisco

Systems, Deutsche Telecom. IBM, Intel,
MCI, Microsoft, Motorola, PictureTel,
and DataBeam.

Most supporters of T.120 are also mem-
bers of the International Multimedia

Teleconferencing Consortium (IMTC).

The goals of the IMTC are to promote the

awareness and adoption of ITU telecon-

ferencing standards, including T.120 and

H.32x. The IMTC provides a forum for

interoperability testing and helps to define

Application Programming Interfaces

(APIS). DataBeam's co-founder and chief

technical officer, C. J. "Neil" Starkey,

serves as the president of the IMTC.

Previously, Starkey served for six years as

chairman of the ITU study group that
defined T.120.

NEw MARKETS FOR T.120

DEPLOYMENT

The teleconferencing community is the

first market segment to adopt the T.120

standard. Because the technology is broad

in scope, it can be effectively used by a

number of other application software ven-

dors and equipment providers.

The computing paradigm is rapidly

extending past today's personal productiv-

ity model. Over the next two years, we will

witness the development of a new genera-

tion of application software that incorpo-

rates multi-party collaboration.

Independent Software Vendors (ISVS)

have begun to adopt T. 1 20 as the means in
which to incorporate real-time collabora-
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tion capabilities into common desktop

applications, such as word processing and

presentation graphics. Engineering prod-

ucts, such as Computer Aided Design

(CAD) software, are also on the migration

path to T120 technology. Other ISVS

with a strong interest in T120 include

developers of fax, remote control, docu-

ment imaging, and "overtime" collabora-

tion products, such as Lotus Notes.

With T120 technology in the hands of

operating system providers and horizontal

application vendors, network equipment

providers are beginning to take notice. For

vendors of PBXS, network bridges, hubs,

routers and switches, T120 represents an

important opportunity to provide value-

added capabilities within their network

products. In the short-term, these features

will represent an opportunity for compet-

itive advantage. However, within the next

year, T.120 support will be a required fea-
ture.

Finally, we can envision a whole range of

T120 applications in the areas of interac-

tive video, network gaming, and simula-
tions. From Nintendo to DOOM to set-

top boxes, the need for bidirectional

multipoint data communications is acute.

The ability to use a common set of APIS

and protocols that are broadly supported

from the desktop through the network

will drive the adoption ofT.120 into these

important emerging markets.

IMTC, ITU, AND T.120

Standards have played an important part

in the establishment and growth of several
consumer and telecommunications mar-

kets. By creating a basic commonality,

standards ensure compatibility among

products from different manufacturers.

This encourages companies to produce

varying solutions and encourages end

users to purchase the solutions without

fear of obsolescence or incompatibility.
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The work of both the IMTC and the ITU

represents organized efforts to promote a

basic connectivity protocol that will

encourage the growth of the multimedia
telecommunications market. The

Standards First” initiative. which is sup-

ported by many industry leaders, requires

a minimum of H.320 and T120 compli-

ance, which is enough to establish this

basic connectivityprotocol. Manufacturers

are then able to build on the basic compli-

ance by adding features to their products,

creating Standards Plus equipment.

With Standards First, the IMTC has the

end users‘ interests in mind. By ensuring

interoperability among equipment from

competing manufacturers, Standards First
also ensures that a customer's initial

investment is protected and future system

upgrades are possible. The IMTC is help-

ing to educate the industry and the public

about the importance, function, and sta-

tus of standards. In addition, the organiza-

tion provides a coordination point for

industry leaders to communicate their

interests to the ITU-T. As the multipoint

multimedia teleconferencing industry

continues its rapid growth. the develop-

ment and implementation of standards for

interoperability, and the work of the

IMTC, will be instrumental in securing
the market's future. '

IMPLEMENTING T.1 20

With the T120 set of standards in place.

third-party developers are faced with yet

another challenge-—- implementation.

DataBeam's Collaborative Computing

Toolkit Series (CCTSN) has jump-started

the conferencing industry by providing
the first standards-based toolkits for devel-

oping multipoint, data-sharing applica-

tions. These toolkits encapsulate the com-

plex system-wide, multipoint communica-

tions stacks that allow application devel-

opers to rapidly embed sophisticated real-

time, data-sharing capabilities into new or

15
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existing products. Simply stated, CCTS

provides a seamless solution for parties

developing standards-based communica-
tion solutions.

As a result, DataBeam envisions an accel-

eration in the development of software

applications and network infrastructure

products such as, PBXS, bridges, routers,
network switches, and LAN servers. that

incorporate T120. In addition, the indus-

try will grow well beyond today's existing
paradigms and the world will begin to see

a whole range of new products and ser-

vices that incorporate T.1Z0. Users wait-
ing for the standards dust to settle can

now feel confident that with the support
of vendors like Microsoft, DataBeam's

T120-based Collaborative Computing
Toolkit Series is the best solution for

industry-wide interoperability.

16 A PRIMER ON THE T.120 STANDARD
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