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Performance Analysis of Network Connective Probability of Multihop
Network under Correlated Breakage

Shigeki Shiokawa and lwao Sasase

Department of Electrical Engineering, Keio University
3-14-1 Hiyoshi, Kohoku, Yokohama, 223 JAPAN

Bl

Abstract—One of important properties of multihop network is the
network connective probability which evaluate the connectivity of
the network. The network connective probability is defined as the
probability that when some nodes are broken, rest nodes connect
each other. Multihop networks are classified to the regular net-
work whose link assignment is regular and the random network
whose link assignment is random. It has been shown that the net-
work connective probability of regular network is larger than that
of random network. However, all of these results is shown under
independent node breakage. In this paper, we analyze the network
connective probability of multihop networks under the correlated
node breakage. It is shown that regular network has better per-
formance of the network connective probability than random net-
work under the independent breakage, on the other hand, random
network has better performance than regular network under the
correlated breakage.

1 Introduction

In recent years, multi-hop networks have been widely studied
[11-[8]. These networks must pass messages between source and
destination nodes via intermediate links and nodes. Examples of
them include ring, shuffle network (SN) [1],(2] and chordal net-
work (CN)[3]. One of the very important performance measure
of multi-hop network is the connectivity of the network. If some
nodes are broken, it is needed for a network to guarantee the con-
nection among non-broken nodes. Thus, the network connective
probability defined as the probability that when some nodes are
broken, rest links and nodes construct the connective network,
should be a very important property to evaluate the connectivity
of the network.

Multi-hop networks are classified to regular network and ran-
dom network according to the way of link assignment. In the regu-
lar network, links arc assigned regularly and examples of them in-
clude shufflenet and manhattan street network. On the other hand,
in random network, link assignment is not regular but somewhat
random and examples of them include connective semi-random
network (CSRN) [6]). The network connective probabilities of
some multi-hop networks have been analyzed and it has been
shown that the network conncctive probability of regular network
is larger than that of random network. However, all of them is an-
alyzed under the condition that locations of broken nodes are in-
dependent each other. In the real network, there are some case that
the locations of broken nodes have correlation, for example, links
and nodes are broken in the same area under the case of disaster.
Thus, it is significant and great of interest to analyze the network
connective probability under the condition when the locations of
broken nodes have correlations each other.

In this paper, we analyze the network connective probability
of multi-hop network under the condition that locations of broken
nodes have correlations each other, where we treat SN, CN and
CSRN as the model for analysis. We realize the correlation as fol-
lows. At first, we note one node and break it and call this node the
center broken node. And next, we note nodes whose links con-
nect to the center broken nodes and break them at some probabil-
ity. We define this probability as the correlated broken probability.
Very interesting result is shown that under independent breakage
of node, regular network has better performance of the network
connective probability than random network, on the other hand,
under the correlated breakage of node, random network has batter
performance than regular network.

In the section 2, we explain network model of SN, CN and
CSRN which we analyze in the section 3. In the section 3, we ana-
lyze the network connective probability under the condition when
the location of broken nodes have correlation each other. And we
compare each of network connective probability in the section 4.
In the last, we conclude our study.

2 Multihop network model

In this section, we explain the multihop network models used
for analysis of the network connective probability. We treat three
networks such as SN, CN and CSRN which consists of N nodes
and p unidirected outgoing links per node.

Fig. I shows SN with 18 nodes and 2 outgoing links per node.
To construct the SN, we arrange N = kp* (k = 1,2,--+; p =
1,2,---) nodes in k columns of p* nodes each. Moving from left
to right, successive columns are connected by p**! outgoing links,
arranged in a fixed shuffle pattemn, with the last column connected
to the first as if the entire graph were wrapped around a cylinder.
Each of the p* nodes in a column has p outgoing links directed
to p different nodes in the next column. Numbering the nodes in
a column from 0 to p* — 1, nodes ¢ has outgoing links directed
to nodes 7,7 + 1,---, and j + p — 1 in the next column, where
j = (i mod p*~")p. In Fig. 1, pis equal to 2 and & is equal to 2.
Since the link assignmentof SN is regular, SN is regular network.

Fig. 2 shows CN with 16 nodes and 2 outgoing links per node.
To construct CN, at first, we construct unidirected ring network
with NV nodes and V unidirected links. And p— 1 unidirected links
are added from each node. Numbering nodes along ring network
from O to V — 1, node 1 has outgoing links directed to nodes (i +
1) mod N,(i + ) mod N,---, and (i + 7,_,) mod N, where
r; (G =1,2,---,p — 1) is defined as the chordal length. In Fig. 2,
7y is equal to 3. Since r; for every 1 are independent each other, CN
is not regular network. However, CN has much regular elements
such a symmetrical pattern of network.
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Figure 2. Chordal network with N = 16,p =2 and r, = 3.

Fig. 3 shows CSRN with 16 nodes and 2 outgoing links from a
node. Similarly with CN, CSRN includes unidirected ring network
with N nodes and N unidirected links. And we add p — 1 links
from each node whose directed nodes are randomly selected. In
CSRN, the number of incoming links per node is not constant, for
example, in Fig. 3, the number of incoming links into node 1 is
1 and the one into node 3 is 3. The link assignment of CSRN is
random except for the part of ring network, thus CSRN is random
network. It has been showa that since the number of incoming
links per node is not constant, the network connective probability
of CSRN is smaller than those of SN and CN when locations of
broken nodes are independent each other. And that of SN is the
same as that of CN, because the network connective probability
depends on the number of incoming links come into every nodes.

3 Performance Analysis

Here, we analyze the network connective probability of SN, CN
and CSRN under the condition that locations of broken nodes have
correlation each other. Now, we explain the network connective
probability in detail using Fig. 3. This figure shows the connective
network whichis defined as the network in which all nodes connect
to every other nodes directly or indirectly. At first, we consider the
case that the node 1 is broken. The node 1 has two outgoing links
directed to nodes 2 and 3, and if the node 1 is broken, we can not
use them. However, node 2 has two incoming links from nodes 1
and 14, and node 3 has three incoming links from nodes 1, 2 and
11. Therefore, even if node 1 is broken, rest nodes can construct

Figure 3. Connective semi-random petwork with N = 16 and
p=2

the connective network. Next, we consider the case that node 0 is
broken. The node 0 has two outgoing links directed to nodes 1 and
8, and if the node O is broken, we can not use them. Since node
1 has only one incoming link from node 0, even if only node 0 is
broken, rest nodes can not connect to node 1, that is, they can not
construct the connective network. Here, we define the network
connective probability as the probability that when some nodes
and links are broken, the rest nodes and links can construct the
connective network.

Now, we explain the correlated node breakage using Fig. 3. At
first, we note one node and break it, where this node is called as
the center broken node. And then, we note nodes whose outgoing
links come into the center broken node or whose incoming links
go out of the center broken node, and break them at a probability
defined as the correlated broken probability. In Fig 3, when we
assume that the center broken node is the node 3, there are five
nodes 1, 2, 4, 9 and 11 which have possibility to become correlated
broken node. And they become the broken nodes at the correlated
broken probability. It is obvious that none of them is broken when
the correlated broken probability is O and all of them is broken
when the correlated broken probability is 1.

In our study, we analyze the network connective probability that
only nodes are broken. And we assume that the number of center
broken node is one in the analysis. We denote the correlated bro-
ken probability by a and the network connective probability of SN,
CN and CSRN by Psy, Pon and Pcgrav, respectively.

3.1 Shuffle Network

Because the number of incoming links per node in SN is the
constant p, when broken node is only center broken node, the rest
nodes can construct the connective network. There are 2p nodes
have the possibility to become the correlated broken node. All of p
nodes which have outgoing link come into the center broken node
have the outgoing links directed to the same nodes. For example,
in Fig. 1, if we assume that the node 9 is the center broken node,
the nodes 0, 3 and 6 has outgoing links to node 9. And each of
three nodes have two outgoing links directed to nodes 10 and 11.
Therefore, only when all of them are broken, the rest nodes can
not construct the connective network. On the other hand, all of
outgoing links go out from p nodes which have incoming link from
center broken node direct to different nodes. In Fig. 1, nodes 0, 1
and 2 have the incoming link from center broken node 9. And
all of the outgoing links from their nodes direct to different nodes,
thus even if all of them are broken, the rest nodes can construct the
connective network. Thus, the network connective probability of
SN is the probability that all of nodes whose outgoing links come
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into the center broken node are broken, and it is derived as

P5N=1-a”. (l)

3.2 Chordal Network

The network connective probability of CN with p = 2 is differ-
ent from that with p > 3. At first, we consider the case withp = 2.
When p is equal to 2, all of the outgoing links, from the nodes
whose incoming links go out from the center broken node, direct
to the same node. For example, in Fig. 2, when we assume that
the center broken node is node 0, the outgoing links from it direct
to nodes 1 and 4. And each of outgoing links from them directs to
node 5. Therefore, only when all nodes whose incoming links go
out from the center broken node are broken, the rest nodes can not
construct the connective network. And we can obtain the network
connective probability as

Poy=1-d> forp=2. )
And next, we consider the case that p > 3. In CN, when p is equal
to or larger than three and each chordal length is selected properly,
all of outgoing links from the nodes whose incoming links go out
from the center broken node do not direct to the same nodes. And
therefore, even if all'of nodes which connect to the center broken
nodes with incoming or outgoing links is broken, the rest nodes
can construct the connective network, that is,

Pey =1 for p>3. 3)

3.3 Connective Semi-Random Network

In CSRN, the number of the incoming links per node is not con-
stant. Since the maximum number of incoming links is NV — 1 and
one link come into a node at least, the probability that the number
of the incoming links come into a node is %, denoted as A;, is

0, fori =0
A; = N -2 P i1 P \N-1-i .
(z—l)(N——Z) (1 N—Z) fori > 1.
4)

The nodes which have possibility to become the correlated bro-
ken nodes are those which connect to the center broken node by
outgoing link or incoming link. When the number of the incom-
ing link come into the center broken node is ¢, the sum of outgoing
links and incoming links it have is p + i. However, the number of
the nodes which have possibility to become the correlated broken
nodes is not always p + %, because the p outgoing links have the
possibility to overlap with one of ¢ incoming links. For example,
inFig. 3, when the center broken nodes is node 5, the outgoing link
to node 12 overlap with the incoming link from node 12, There-
fore, in spite of the node 5 has four outgoing and incoming links,
the number of the nodes which have possibility to become the cor-
related broken nodes when the node § is the center broken node is
three.

And now, we derive the probability that the number of nodes
which have possibility to become the correlated broken nodes is j,
denoted as B;. Before derive B;, we derive the probability that ¢
of p outgoing links which go out of a node overlap with r incoming
links come into it, denoted as C,, . Here, we define regular link
as the link which construct the ring network and random link as
other link. We consider the two case. The one is the case that one
of the incoming links overlap with the regular outgoing link, and
the other case is that none of incoming links overlap with it. Since

the regular incoming link never overlap with the regular outgoing
link, the probability to become the first case is (r ~ 1)/(N ~ 2)
and one to become the second case is 1 — (r — 1)/(N - 2). In
the first case, Cp q,» is the same as the probability that each of
g — 1 outgoing links among the p — 1 outgoing links except for
the regular outgoing link overlap one of » — 1 incoming links,
denoted as C)_, ., ._;- And in the second case, C; g - is the
same as the probability that each of ¢ outgoing links among the
p — 1 outgoing links except for the regular outgoing link overlap
one of r incoming links, denotedas C;,_, . ... Using C}, .. . given
as follows,

0, forg' <0,7' <0,¢'>p',
(' +r' > Nand
Chrogro = ¢ <p'+r' - N)

’
P
((,) o qu N=1—#' Pvl_ql

ey otherwise,

(5)

we can derive Cp ¢ » a8

r—1
Cpar = (N_;_i
Bj can be derived as the sum of the probability that when the num-
ber of incoming links is j — p + ¢, g of p outgoing links overlap
with one of incoming links. Therefore, we can obtain B; as

—1
)Cl_va"‘l'"_l * (1 - ILV—.__z-)C}I’_"‘I:" ’ (6)

r

Bi= Y.

=max(0,p+] ~j)

Ai—wq Cp.q.;‘ -p+q Q)

Here, we consider two nodes whose regular links connect to the
center broken node. We call them regular node (R-node). And we
define non-connective node (NC-node) as the node which have no
incoming link. Even if a node has many incoming links, when all
of source node of them are broken, it becomes NC-node. How-
ever, when the number of incoming link is equal to or greater than
2, the probability that all of source nodes of them are broken is
very small compared with that when the number of incoming link
is 1. Therefore, we assume the NC-node as the node which have
only one incoming link and its source node is broken. That is,
when the destination node of regular outgoing link of the broken
node has only this regular incoming link and this node is not bro-
ken, it becomes the NC-node. Fig. 4 shows the center broken node
and R-node. (a) shows the case that none of R-node is broken, (b)
shows the case that one of them is broken, and (c) shows the case
that both of them are broken. It is found that there is only one
node which have possibility to become the NC-node in all case.
The probability that this node becomes the NC-node is A;. When
the number of broken nodes is k, we can consider the three case
withk =1,k =2and k > 2. In k = 1, this node is the center bro-
ken node and it certainly becomes the case (a) and never becomes
the case (b) and (c). In k = 2, the one node is the center broken
node and the other is the correlated broken node and it becomes
the cases (a) or (b). And the probability to become the case (a) is
2/1 and to become the case (b) is 1 — 2/1 where ! is the number of
the nodes have possibility to become the correlated broken nodes.
If k > 2, it becomes all the case. The number of broken nodes ex-
cept for R-node in (a), (b) and (c) is k, k— 1 and k —2, respectively.
Furthermore, when the number of links connect to the center bro-
ken node is , the probability that the number of correlated broken
nodes is k, denoted as 2,k is

=B (i) ak(l - a.)"" . 8)
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regular node

/

regular link

(a)

()

()

. center broken node

correlated broken node
@ node which have posibility to
become non-connective node
Figure 4. The center broken node and regular nodes.

And in this case, the probability to become the case of (a) is
() 1=2P1)/1 Ps. to become the case of () is ((}) 1-2Pe-1)/1Ps
and to become the case of () is (%) 1-2Px-2)/tPr. The network
connective probability when the number of broken nodes is /, de-
noted as Fj, is derived in [8) as follows

-1

N - NA, -
El:Ho—‘N——_—‘l;——s. (9)

Therefore, using (8) and (9), we can obtain the network connective
probability as

N-1
Respy = Z tro(l = Ay)
I=p
N-1 2 )
+?:tz,|{7(1 - AD+(1 - (1= ADE}
=p
N-—-1 N-1 k
-2 P
+Z tl,k{%‘—k(l - ANE,

k=2 l=maz(p,k)
k P
+———<]) ‘[P l(l - ANEx

k
B) Py
+(-)_’;.'£_2_(1 — ADEy_2}.
1Py
(10)

4 Results

We show computer simulation and theoretical calculation re-
sults of the network connective probability under the correlated
breakage.

Fig. 5 shows the network connective probability of SN, CN and
CSRN with p = 2 versus the correlated broken probability. In this

1.0 T T T

0.8 h
0.6 b

2 4
041 No3gs ]

thoretical caluculation
0.2 o SN 1
e CN computer simulation
o CSRN
0.0 : t
0.0 0.2 0.4 0.6 0.8 1.0
correlated broken probability «

Figure 5. The network connective probability with p = 2 versus
correlated broken probability.

network connective probability P

I 1

1.0¢% A 2 g * e
& L\.,
>
=
Z 081
]
£
[=]
=
2 061 1
@
>
k=
o N=324
E 04r -
8 thoretical caluculation
L e SN
; 0.2 ¢« CN computer simulation b
> o CSRN
Z 1 1 Py 1 . 1 .

0.0
00 02 04 06 08 1.0
correlated broken probability a

Figure 6. The network connective probability with p = 3 versus
correlated broken probability.

figure, the chordal length of CN, 7, is 50. It is shown that the both
the network connective probability of SN and CN is the same in
p = 2. It is also shown that the network connective probability of
CN or SN is larger than that of CSRN in small a, however, in large
a, the network connective probability of CN or SN is smaller than
that of CSRN.

Fig. 6 shows the network connective probability of SN, CN and
CSRN with p = 3 versus the correlated broken probability. In
this figure, 7| is 50 and =3 is 120. The tendency of the network
connective probability of SN and CSRN is the same as. the case
with p = 2. However, the tendency of the network connective
probability of CN is not different from that withp = 2.

In CSRN, because the number of incoming links come into a
node is not constant, even if p is large, there are some nodes whose
number of incoming links is one. Therefore, the network connec-
tive probability itself is small. However, the link assignment of
CSRN is random, the condition of correlated breakage is not so
different from that of independent breakage. On the other hand,
in SN, because the number of incoming links come into a node is
constant, the network connective probability under the indepen-
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igure 7. The network connective probability with a = 0.4 versus
the number of outgoing links per node,

ent breakage is large. However, because of regularity of the link
ssignment, that under the correlated breakage is small. In CN,
'hen p is two, the link assignment is regular, however, when p
: larger than two, every chordal length is random and indepen-
ent each other, and the link assignment is random. Moreover, the
umber of incoming links per node of CN is the constant. There-
»re, the network connective probability of CN is large under both
1e independent and correlated breakage.

Figs. 7 and 8 show the network connective probability with

= 0.4 and 0.8 versus p, respectively. It is shown that the larger
is, the smaller difference of network connective probability be-
veen SN and CSRN is, when a is smatl. On the other hand, when

is large, the larger p is, the larger difference of network con-
ective probability between SN and CSRN is. The reason is as
sllows. When a is small, the network connective probability of
‘SRN is small. However, the larger p is, the smaller the number of
odes, whose number of incoming links is 1, is, and the closer to 1
1e network connectivity is. In SN and CN, even if p is small, the
etwork connective probability is somewhat large when a is small.
vhen p is large, the network connective probability of CSRN is
Imost the same with small p. On the other hand, in SN, the ten-
ency network connectivity versus p is almost the same, however,
1e larger a is, the smaller the value is.

As these results, CN has best performance of network connec-
vity. However, it has been shown that CN has much poorer per-
yrmance of intemnodal distance than other network. Thus, it is
xpecetd for the network to have good performance of both net-
rork connective probability and intermnodal distance.

iy Conclusion

We theoretically analyze the network connective probability
f multihop network under the correlated damage of node. We
‘eat shuffleNet, chordal network and connective semi-random
etwork. It is found that in the independent node breakage, the
etwork whose number of incoming links is the constant has good
erformance of network connective probability, and found that in
1e correlated node breakage, the network whose link assignment

1.0 T o0 " E
-8
z
¥ R 4
E 0.8 o
©
=
(=%
4
= 0.6 T
§ N=384 for CN and CSRN
g N=3pA3 for SN
S ) .

thoretical caluculation

£ 04} -
e o SN
% 8 o CN computer simulation 4
4 g CSRN

0.2 1 A 1 1 A L

1 2 3 4 5 6 7
number of outgoing links p
Figure 8. The network connective probability with e = 0.8 versus
the number of outgoing links per node.

is random has good performance of one.
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correlated node breakage. It is shown that a regular network has a better performan
the network connective probability than a random network under independent break.
on the other hand, a random network has a better performance than a regular netwc
under correlated breakage
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On Four-Connecting a Triconnected Graph'
(Extended Abstract)
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tshsu@cs.utezas.edu

Abstract

We consider the problem of finding a smallest set
of edges whose addition four-connects a triconnected
graph. This is a fundamental graph-theoretic problem
that has applications in designing reliable networks.

We present an O(na(m,n) + m) time sequential
algorithm for four-connecting an undirected graph G
that is triconnected by adding the smallest number of
edges, where n and m are the number of vertices and
edges in G, respectively, and a(m,n) is the inverse
Ackermann’s function.

In deriving our algorithm, we present a new lower
bound for the number of edges needed to four-connect
a triconnected graph. The form of this lower bound is
different from the form of the lower bound known for
biconnectivity augmentation and triconnectivity aug-
mentation. Our new lower bound applies for arbitrary
k, and gives a tighter lower bound than the one known
earlier for the number of edges needed to k-connect a
(k — 1)-connected graph. For k = 4, we show that this
lower bound is tight by giving an efficient algorithm
for finding a set of edges with the required size whose
addition four-connects a triconnected graph.

1 Introduction

The problem of augmenting a graph to reach a cer-
tain connectivity requirement by adding edges has im-
portant applications in network reliability [6, 14, 28}
and fault-tolerant computing. One version of the aug-
mentation problem is to augment the input graph to
reach a given connectivity requirement by adding a
smallest set of edges. We refer to this problem as the

$This work was supported in part by NSF Grant CCR-80-
23059.
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smallest augmentation problem.

Vertex-Connectivity Augmentations
The following results are known for solving the small-
est augmentation problem on an undirected graph to
satisfy a vertex-connectivity requirement.

- For finding a smallest biconnectivity augmentation,
Eswaran & Tarjan [3] gave a lower bound on the small-
est number of edges for biconnectivity augmentation
and proved that the lower bound can be achieved.
Rosenthal & Goldner [26) developed a linear time se-
quential algorithm for finding a smallest augmenta-
tion to biconnect a graph; however, the algorithm in
{26] contains an error. Hsu & Ramachandran [11]
gave a corrected linear time sequential algorithm. An
O(log? nJ time parallel algorithm on an EREW PRAM

" using a linear number of processors for finding a small-

70

est augmentation to biconnect an undirected graph
was also given in Hsu & Ramachandran [11], where
n is the number of vertices in the input graph. (For
more on the PRAM model and PRAM algorithms, see
(21]))

For finding a smallest triconnectivity augmenta-
tion, Watanabe & Nakamura [33, 35] gave an O(n(n+
m)3) time sequential algorithm for a graph with n ver-
tices and m edges. Hsu & Ramachandran {10, 12]
developed a linear time algorithm and an O(log’ n)
time EREW parallel algorithm using a linear num-
ber of processors for this problem. We have been in-
formed that independently, Jordan [15] gave a linear
time algorithm for optimally triconnecting a bicon-
nected graph.

For finding a smallest k-connectivity augmentation,
for an arbitrary &, there is no polynomial time algo-
rithm known for finding a smallest augmentation to
k-connect a graph, for k > 3. There is also no effi-
cient parallel algorithm known for finding a smallest
augmentation to k-connect any nontrivial graph, for
k> 3.




The above results are for augmenting undirected
graphs. For augmenting directed graphs, Masuzawa,
Hagihara & Tokura [23] gave an optimal-time sequen-
tial algorithm for finding a smallest augmentation to
E-connect a rooted directed tree, for an arbitrary k.
We are unaware of any results for finding a small-
est augmentation to k-connect any nontrivial directed
graph other than a rooted directed tree, for k> 1.

Other related results on finding smallest vertex-
connectivity augmentations are stated in [4, 19].

Edge-Connectivity Augmentations

For the problem of finding a smallest augmentation for
a graph to reach a given edge connectivity property,
several polynomial time algorithms and efficient paral-
lel algorithms are known, These results can be found
in (1, 3, 4, 5, 8, 9, 13, 16, 19, 24, 27, 30, 31, 34, 37].

Augmenting a Weighted Graph

Another version of the problem is to augment a graph,
with a weight assigned to each edge, to meet a connec-
tivity requirement using a set of edges with a minimum
total cost. Several related problems have been proved
to be NP-complete. These results can be found in
(3, 5, 7, 20, 22, 32, 33, 36).

Our Result

In this paper, we describe a sequential algorithm for
optimally four-connecting a triconnected graph. We
first present a lower bound for the number of edges
that must be added in order to reach four-connectivity.
Note that lower bounds different from the one we give
here are known for the number of edges needed to bi-
connect a connected graph [3) and to triconnect a bi-
connected graph [10]. It turns out that in both these
cases, we can always augment the graph using ex-
actly the number of edges specified in this above lower
bound [3, 10]. However, an extension of this type of
lower bound for four-connecting a triconnected graph
does not always give us the exact number of edges
needed [15, 17]. (For details and examples, see Sec-
tion 3.)

We present a new type of lower bound that equals
the exact number of edges needed to four-connect a tri-
connected graph. By using our new lower bound, we
derive an O(na(m, n) + m) time sequential algorithm
for finding a smallest set of edges whose addition four-
connects a triconnected graph with n vertices and m
edges, where a(m, n) is the inverse Ackermann’s func-
tion. Our new lower bound applies for atrbitrary k,
and gives a tighter lower bound than the one known
earlier for the number of edges needed to k-connect a
(k — 1)-connected graph. The new lower bound and
the algorithm described here may lead to a better un-
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derstanding of the problem of optimally k-connecting
a (k — 1)-connected graph, for an arbitrary k.

2 Definitions

We give definitions used in this paper.

Vertex-Connectivity

A grapht G with at least k+1 vertices is k-connected,
k > 2, if and only if G is a complete graph with k+1
vertices or the removal of any set of vertices of cardi-
nality less than k does not disconnect G. The vertez-
connectivity of G is k if G is k-connected, but not
(k + 1)-connected. Let & be a minimal set of ver-
tices such that the resulting graph obtained from G
by removing U is not connected. The set of vertices
U is a separating k-set. If |U| = 3, it is a separating
triplet, The degree of a separating k-set S, d(S), in a
k-connected graph G is the number of connected com-
ponents in the graph obtained from G by removing S.
Note that the degree of any separating k-set is > 2.

Wheel and Flower

A set of separating triplets with one common vertex ¢
is called a wheel in [18]. A wheel can be represented
by the set of vertices {c} U {s0,81,...,8,-1} which
satisfies the following conditions: (i) ¢ > 2; (4i) Vi #
J» {c184,8;} is & separating triplet except in the case
that j = ((i + 1) mod ) and (s;,5;) is an edge in G;
(#43) c is adjacent to a vertex in each of the connected
components created by removing any of the separating
triplets in the wheel; (iv) Vj # (i+1) mod g, {c, s, 55}
is a degree-2 separating triplet. The vertex c is the
center of the wheel [18). For more details, see [18].

The degree of a wheel W = {c}U {50, 561,...,8¢-1},
d(W), is the number of connected components in
G- {c,80,...,80-1} plus the number of degree-3 ver-
tices in {80, 81,...,8,—1} that are adjacent to c. The
degree of a wheel must be at least 3. Note that
the number of degree-3 vertices in {so,s1,...,80-1}
that are adjacent to ¢ is equal to the number of sep-
arating triplets in {(c,8:,8(142) med ¢) | 0 £ ¥ <
g, such that 8(i41) mod ¢ i8 degree 3 in G}. An ex-
ample is shown in Figure 1.

A separating triplet with degree > 2 or not in a
wheel is called a flower in [18]. Note that it is possible
that two flowers of degree-2 f; = {a1,; | 1 < i < 3}
and f2 = {a2, | 1 < i < 3} have the property that Vi,
1 <1 < 3, either a;,; = az,; or (a;,4, 82,;) is an edge
in G. We denote fyRf2 if fi and f; satisfy the above

{Graphs refer to undirected graphs throughout this paper
unless specified otherwise.



Figure 1: INlustrating a wheel {7} U {1,2,8,4,5,6}.
The degree of this wheel is 5, i.e. the number of com-
ponents we got after removing the wheel is 4 and there
is one vertex (vertex 5) in the wheel with degree 8.

condition. For each flower f, the flower cluster F; for
f is the set of flowers {fi,..., fz} (including f) such
that fRfi,Vi,1<si< 2.

Each of the separating triplets in a triconnected
graph G is either represented by a flower or is in a
wheel. We can construct an O(n)-space representation
for all separating triplets (i.e. flowers and wheels) in
a triconnected graph with n vertices and m edges in
O(na(m, n) + m) time [18].

K-Block

Let G = (V,E) be a graph with vertex-connectivity
k~1. A k-block in G is either (§) a minimal set of
vertices B in a separating (k—1)-set with exactly k—1
neighbors in V' \ B (these are special k-blocks) or (i5) a
maximal set of vertices B such that there are at least
k vertex-disjoint paths in G between any two vertices
in B (these are non-special k-blocks). Note that a set
consisting of a single vertex of degree k—~1in Gis a k-
block. A k-block leafin G is a k-block B; with exactly
k — 1 neighbors in V' \ B;. Note also that every special
k-block is a k-block leaf. If there is any special 4-block
in a separating triplet S, d(S) < 3. Given a non-
special k-block B leaf, the vertices in B that are not
in the flower cluster that separates B are demanding
vertices. We let every vertex in a special 4-block leaf
be a demanding vertex.

Claim 1 Every non-special k-block leaf contains at
least one demanding vertez. . a]

Using procedures in [18], we can find all of the 4-block
leaves in a triconnected graph with n vertices and m
edges in O(na(m, n) + m) time.

Four-Block Tree

From (18] we know that we can decompose vertices in
a triconnected graph into the following 3 types: (i)
4-blocks; (i) wheels; (iii) separating triplets that are
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Figure 2: Illustrating a triconnected graph and its 4-
blk(G). We use rectangles, circles and two concen-
tric circles to represent R-vertices, F-vertices and W-
vertices, respectively. The vertex-numbers beside each
vertex in 4-blk(G) represent the set of vertices corre-
sponding to this vertex.

not in a wheel. We modify the decomposition tree
in (18] to derive the four-block tree 4-blk(G) for a
triconnected graph G as follows. We create an R-
vertex for each 4-block that is not special (i.e. not
in a separating set or in the center of a wheel), an
F-vertex for each separating triplet that is not in a
wheel, and a W-vertex for each wheel. For each wheel
W = {c} U {s0,81,...,8¢-1}, We also create the fol-
lowing vertices. An F-vertex is created for each sep-
arating triplet of the form {c, 8, 8(i4+1) mod ¢} in W.
An R-vertex is created for every degree-3 vertex s in
{0,81,...,8,-1} that is adjacent to c and an F-vertex
is created for the three vertices that are adjacent to
8. There is an edge between an F-vertex f and an R-
vertex r if each vertex in the separating triplet corre-
sponding to f is either in the 4-block H, correspond-
ing to r or adjacent to a vertex in H,. There is an
edge between an F-vertex f and a W-vertex w if the
the wheel corresponding to w contains the separat-
ing triplet corresponding to f. A dummy R-vertez is
created and adjacent to each pair of flowers f; and
f3 with the properties that f; and f; are not already
connected and either f; € Fy,, fa € F, (i.e. their
flower clusters contain each other) or their correspond-
ing separating triplets are overlapped. An example of
a 4-block tree is shown in Figure 2.

Note that a degree-1 R-vertex in 4-blk(G) corre-
sponds to a 4-block leaf, but the reverse is not nec-
essarily true, since we do not represent some special
4-block leaves and all degree-3 vertices that are cen-
ters of wheels in 4-b1k(G). A special 4-block leaf {v},
where v is a vertex, is represented by an R-vertex in
4-blk(G) if v is not the center of a wheel w and it is in
one of separating triplets of w. The degree of a flower
F in G is the degree of its corresponding vertex in
4-blk(G). Note also that the degree of a wheel W in



G is equal to the number of components in 4-blk(G)
by removing its corresponding W-vertex w and all F-
vertices that are adjacent to w. A wheel W in G is
a star wheel if d(W) equals the number of leaves in
4-blk(G) and every special 4-block leaf in W is either
adjacent to or equal to the center. A star wheel W
with the center ¢ has the property that every 4-block
leaf in G (not including {c} if it is a 4-block leaf) can
be separated from G by a separating triplet containing
the center ¢. If G contains a star wheel W, then W
is the only wheel in G. Note also that the degree of a
wheel is less than or equal to the degree of its center
in G.

K-connectivity Augmentation Number

The k-connectivily augmentation nsmber for a graph
G is the smallest number of edges that must be added
to G in order to k-connect G.

3 A Lower Bound for the Four-
Connectivity Augmentation Num-
ber

In this section, we first give a simple lower bound
for the four-connectivity augmentation number that
is similar to the ones for biconnectivity augmentation
(3] and triconnectivity augmentation {10]). We show
that this above lower bound is not always equal to
the four-connectivity augmentation number [15, 17].
We then give a modified lower bound. This new lower
bound turns out to be the exact number of edges that
we must add to reach four-connectivity (see proofs in
Section 4). Finally, we show relations between the two
lower bounds.

8.1 A Simple Lower Bound

Given a graph G with vertex-connectivity k — 1, it
is well known that max{[%],d — 1} is a lower bound
for the k-connectivity augmentation number where [}
is the number of k-block leaves in G and d is the maxi-
mum degree among all separating (k—1)-sets in G [3].
1t is also well known that for £ = 2 and 3, this lower
bound equals the k-connectivity augmentation num-
ber [3, 10). For k = 4, however, several researchers
[15, 17] have observed that this value is not always
equal to the four-connectivity augmentation number.
Examples are given in Figure 3. Figure 3.(1) is from
(15] and Figure 3.(2) is from [17). Note that if we ap-
ply the above lower bound in each of the three graphs
in Figure 3, the values we obtain for Figures 3.(1),
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T

Figure 3: Illustrating three graphs where in each
case the value derived by applying a simple lower
bound does not equal its four-connectivity augmen-
tation number.

(L]

3.(2) and 3.(3) are 3, 3 and 2, respectively, while we
need one more edge in each graph to four-connect it.

3.2 A Better Lower Bound

Notice that in the previous lower bound, for every
separating triplet $ in the triconnected graph G =
{V, E}, we must add at least d(S) — 1 edges between
vertices in V \ S to four-connect G, where d(S) is the
degree of S (i.e. the number of connected components
in G — S); otherwise, S remains a separating triplet.
Let the set of edges added be A; s. We also notice
that we must add at least one edge into every 4-block
leaf B to four-connect G; otherwise, B remains a 4-
block leaf. Since it is possible that S contains some
4-block leaves, we need to know the minimum number
of edges needed to eliminate all 4-block leaves inside
S. Let the set of edges added be A3 5. We know that
AisNAzs = 0. The previous lower bound gives a
bound on the cardinality of A; s, but not that of A3 5.
In the following paragraph, we define a quantity to
measure the cardinality of Az 5.

Let Qs be the set of special 4-block leaves that are
in the separating triplet S of a triconnected graph G.
Two 4-block leaves By and B; are adjacent if there is
an edge in G between every demanding vertex in By
and every demanding vertex in B;. We create an aug-
menting graph for S, G(S), as follows. For each special
4-block leaf in Qs, we create a vertex in G(S). There
is an edge between two vertices vy and vy in G(S) if
their corresponding 4-blocks are adjacent. Let G(S)
be the complement graph of G(S). The seven types of
augmenting graphs and their complement graphs are
illustrated in Figure 4.

Definition 1 The augmenting number a(S) for a
separating iriplet S in a triconnected graph is the num-
ber of edges in a mazimum matching M of G(S) plus
the number of vertices that have no edges in M inci-
dent on them.



augmenting . o o —=ae o o We now give a better lower bound on the 4

oren ¢ connectivity augmentation number for a triconnected
graph.

comrplemant ¢ e e 0 Lemma 1l We need at least max{le(G), dec(G),

oron we(G)} edges to four-connect a triconnected graph G.

b ' ' 2 2 Proof: Let A be a set of edges such that G' = GUA is

" @ ™ “ four-connected. For each 4-block leaf B in G, we need

one new incoming edge to a vertex in B; otherwise
B is still a 4-block leaf in G'. This gives the first
component of the lower bound.

For each separating triplet S in G, G — S contains

o ~ ° d(S) connected components. We need to add at least
d(S) — 1 edges between vertices in G —~ S, otherwise §
is still a separating triplet in G’. In addition to that,

— e 4 4 we need to add at least a(S) edges such that at least
graph ° ¢ one of the two end points of each new edge is in §;
otherwise S contains a special 4-block leaf. This gives

m 2 2 : the second term of the lower bound.

® ®
Figure 4: Illustrating the seven types of augment-
ing graphs, their complement graphs and augmenting
numbers that one can get for a separating triplet in a
triconnected graph.

The augmenting numbers for the seven types of aug-
menting graphs are shown in Figure 4. Note that in a
triconnected graph, each special 4-block leaf must re-
ceive at least one new incoming edge in order to four-
connect the input graph. The augmenting number
a(S) is exactly the minimum number of edges needed
in the separating triplet S in order to four-connect the
input graph. The augmenting number of a separating
set that does not contain any special 4-block leaf is 0.
Note also that we can define the augmenting number
a(C) for a set C that consists of the center of a wheel
using a similar approach. Note that a(C) < 1.
We need the following definition.

Definition 2 Let G be a triconnected graph withl 4-
block leaves. The leaf constraint of G, le(G), is [£].
The degree constraint of a separating triplet S in
G, de(S), is d(S) — 1 + a(S), where d(S) is the de-
gree of S and a(S) is the augmenting number of S.
The degree constraint of G, de(G), is the mazimum
degree consiraint among all separating triplets in G.
The wheel constraint of a star wheel W with center
cinG, we(W), is [@] +a({c}), where d(W) is the
degree of W and a({c}) is the augmenting number of
{c}. The wheel constraint of G, we(G), is 0 if there is
no star wheel in G; otherwise il is the wheel constraint
of the star wheel in G.

74

Given the star wheel W with the center ¢, 4-blk(G)
contains exactly d(W) degree-1 R-vertices. Thus we
need to add at least | @] edges between vertices in
G—{c); otherwise, G’ contains some 4-block leaves. In
addition to that, we need to add a({c}) non-self-loop
edges such that at least one of the two end points of
each new edge is in {c}; otherwise {¢} is still a special
4-block leaf. This gives the third term of the lower
bound. u]

8.3 A Comparison of the Two Lower
Bounds

We first observe the following relation between the
wheel constraint and the leaf constraint. Note that if
there exists a star wheel W with degree d(W), there
are exactly d(W) 4-block leaves in G if the center is
not degree-3. If the center of the star wheel is degree-
3, then there are exactly d(W) + 1 4-block leaves in
G. Thus the wheel constraint is greater than the leaf
constraint if and only if the star wheel has a degree-3
center. We know that the degree of any wheel is less
than or equal to the degree of its center. Thus the
value of the above lower bound equals 3.

We state the following claims for the relations be-
tween the degree constraint of a separating triplet and
the leaf constraint.

Claim 2 Let S be a separating triplet with degree d(S)
and h special §-block leaves. Then there are at least
h+d(S) 4-block leaves in G. 0
Claim 3 Let {ay,a2,a3} be a separating triplet in a
triconnected graph G. Then a;, 1 < i < 3, 15 in-
cident on a vertez in every connected component in
G—{ahdg,ds}. a
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Corollary 1 The degree of a separating triplet S is
no more than the largest degree among all vertices in
S. a

From Corollary 1, we know that it is not possible that
a triconnected graph has type (6) or type (7) of the
augmenting graphs as shown in Figure 4, since the
degree of their underling separating triplet is 1. We
also know that the degree of a separating triplet with
a special 4-block leaf is at most 3 and at least 2. Thus
dc(S) is greater than d(S) — 1 if dc(S) equals either 3
or 4. Thus we have the following lemma.

Lemma 2 Let low (G) be the lower bound given in
Section 8.1 for a triconnected graph G and let lows(G)
be the lower bound given in Lemma I in Section 3.2.
(i) lowy(G) = lowy(G) if lowa(G) ¢ {3,4}. (ii)
lowz(G) — lown(G) € {0,1}. n]

Thus the simple lower bound extended from biconnec-
tivity and triconnectivity is in fact a good approxima-
tion for the four-connectivity augmentation number.

4 Finding a Smallest Four-
Connectivity Augmentation for a
Triconnected Graph

We first explore properties of the 4-block tree that
we will use in this section to develop an algorithm for
finding a smallest 4-connectivity augmentation. Then
we describe our algorithm. Graphs discussed in this
section are triconnected unless specified otherwise.

4.1 Properties of the Four-Block Tree

Massive Vertex, Critical Vertex and Balanced
Graph

A separating triplet S in a graph G is massive if
de(S) > 1e(G). A separating triplet S in a graph G
is critical if dc(S) = le(G). A graph G is balanced if
there is no massive separating triplet in G. If G is bal-
anced, then its 4-blk(G) is also balanced. The following
lemma and corollary state the number of massive and
critical vertices in 4-blk(G).

Lemma 3 Let S, Sz and Sg be any three separating
triplets in G such that there is no special §-block in
SinS;,1<i<j<3. Lo de(S) <U+1, wherel
is the number of 4-block leaves in G.

Proof: G is triconnected. We can modify 4-blk(G)
in the following way such that the number of leaves in
the resulting tree equals / and the degree of an F-node
f equals its degree constraint plus 1 if f corresponds
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to Si, 1 <¢ < 3. For each W-vertex w with a degree-3
center c, we create an R-vertex r. for c, an F-vertex f.
for the three vertices that are adjacent to ¢ in G. We
add edges (w,f.) and (f.,rc). Thus r. is a leaf. For
each F-vertex whose corresponding separating triplet
S contains h special 4-block leaves, we attach a(S)
subtrees with a total number of h leaves with the con-
straint that any special 4-block that is in more than
one separating triplet will be added only once (to the
F-node corresponding to S;, 1 < i < 3, if possible).
From Figure 4 we know that the number of special
4-block leaves in any separating triplet is greater than
or equal to its augmenting number. Thus the above
addition of subtrees can be done. Let 4-blk(G)’ be
the resulting graph. Thus the number of leaves in 4-
blk(G)' is l. Let f be an F-node in 4-blk(G)’ whose
corresponding separating triplet is S. We know that
the degree of f equals de(S)+1ifS € {S:;]1<i<3}.
It is easy to verify that the sum of degrees of any three
internal vertices in a tree is less than or equal to 4 plus
the number of leaves in a tree. D

Corollary 2 Let G be a graph with more than lwo
non-special §-block leaves. (i) There is at most one
massive F-vertez in {-blk(G). (ii) If there is a mas-
sive F-vertez, there is no critical F-vertez. (iii) There
are at most two critical F-vertices in §-blk(G). s]

Updating the Four-Block Tree

Let v; be a demanding vertex or a vertex in a special
4-block leaf, i € {1,2}. Let B; be the 4-block leaf that
contains v;, i € {1,2}. Lel b;, i € {1,2}, be the vertex
in 4-blk(G) such that if v; is a demanding vertex, then
b; is an R-vertex whose corresponding 4-block contains
v;; if v; is in a special 4-block leaf in a flower, then ¥;
is the F-vertex whose corresponding separating triplet
contains v;; if v; is the center of a wheel w, b; is the F-
vertex that is closet t0 8(; mod 2)4+1 and is adjacent to
w. The vertex b; is the implied vertez for B;, i € {1,2}.
The smplied path P between By and B; is the path in 4-
blk(G) between b; and by. Given 4-blk(G) and an edge
(v1,v2) not in G, we can obtain 4-blk(G U {(v1,v3)})
by performing local updating operations on P. For
details, see [18].

In summary, all 4-blocks corresponding to R-
vertices in P are collapsed into a single 4-block. Edges
in P are deleted. F-vertices in P are connected to the
new R-vertex created. We crack wheels in a way that
is similar to the cracking of a polygon for updating
3-block graphs (see [2, 10] for details). We say that
P is non-adjacent on a wheel W, if the cracking of
W creates two new wheels. Note that it is possible
that a separating triplet S in the original graph is no



longer a separating triplet in the resulting graph by
adding an edge. Thus some special leaves in the orig-
inal graph are no longer special, in which case they
must be added to 4-blk(G).

Reducing the Degree Constraint of a Separat-
ing Triplet

We know that the degree constraint of a separating
triplet can be reduced by at most 1 by adding a new
edge. From results in (18], we know that we can re-
duce the degree constraint of a separating triplet S
by adding an edge between two non-special 4-block
leaves B, and B; such that the path in 4-blk(G) be-
tween the two vertices corresponding to B, and B;
passes through the vertex corresponding to S. We
also notice the following corollary from the definitions
of 4-blk(G) and the degree constraint.

Corollary 3 Let S be a separating iriplet that con-
tains a special {-block leaf. (i) We can reduce de(S) by
1 by adding an edge between two special 4-block leaves
By and B; in S such that B, and B; are not adjacent.
(ii) If we add an edge between a special §-block leaf
in S and a 4-block leaf B not in S, the degree con-
straint of every separating triplet corresponding to an
internal vertez in the path of §-blk(G) between vertices
corresponding to S and B is reduced by 1. o

Reducing the Number of Four-Block Leaves
We now consider the conditions under which the
adding of an edge reduces the leaf constraint le(G)
by 1. Let real degree of an F-node in 4-5[k(G) be 1
plus the degree constraint of its corresponding sepa-
rating triplet. The real degree of a W-node with a
degree-3 center in G is 1 plus its degree in 4-blk(G).
The real degree of any other node is equal to its degree
in 4-blk(G).

Definition 3 (The Leaf-Connecting Condition)
Let By and B, be two non-adjacent §-block leaves in
G. Let P be the implied path between B, and B; in 4-
blk(G). Two 4-block leaves B, and B; satisfy the leaf-
connecting condition if at least one of the following
conditions is true. (i) There are at least two vertices
of real degree at least § in P. (ii) There is at least
one R-verter of degree at least { in P. (iii) The path
P is non-adjacent on a W-vertez in P. (iv) There is
an internal vertez of real degree at least $ in P and at
least one of the {-block leaves in {B;, B} is special.
(v) By and By are both special and they do not share
the same set of neighbors.

Lemma 4 Let By and B; be two 4-block leaves in
G that satisfy the leaf- connecting condition. We can
find vertices v; in B;, i € {1,2}, such that lc(GU
{(v1,v2)}) = 1e(G) - 1, ifle(G) > 2.
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4.2 The Algorithm

We now describe an algorithm for finding a smallest
augmentation to four-connect a triconnected graph.
Let § = de¢(G) — le(G). The algorithm first adds 26
edges to the graph such that the resulting graph is
balanced and the lower bound is reduced by 26. If
1c(G) # 2 or we(G) # 3, there is no star wheel with
a degree-3 center. We add an edge such that the de-
gree constraint de(G) is reduced by 1 and the number
of 4-block leaves is reduced by 2. Since there is no
star wheel with a degree-3 center, wc(G) is also re-
duced by 1 if we(G) = Ie(G). The resulting graph
stays balanced each time we add an edge and the
lower bound given in Lemma 1 is reduced by 1. If
1e(G) = 2 and we(G) = 3, then there exists a star
wheel with a degree-3 center. We reduce we(G) by 1
by adding an edge between the degree-3 center and a
demanding vertex of a 4-block leaf. Since I¢(G) = 2
and we(G) = 3, de(G) is at most 2. Thus the lower
bound can be reduced by 1 by adding an edge. We
keep adding an edge at a time such that the lower
bound given in Lemma 1 is reduced by 1. Thus we
can find a smallest augmentation to four-connect a
triconnected graph. We now describe our algorithm.

The Input Graph is not Balanced

We use an approach that is similar to the one used
in biconnectivity and triconnectivity augmentations to
balance the input graph [10, 11, 26]. Given a tree T
and a vertex v in T, a v-chain [26] is a component
in T — {v} without any vertex of degree more than
2. The leaf of T in each v-chain is a v-chain leaf [26).
Let § = de(G) — Ie(G) for a unbalanced graph G and
let 4-blk(G)’ be the modified 4-block tree given in the
proof of Lemma 3. Let f be a massive F-vertex. We
can show that either there are at least 26 + 2 f-chains
in 4-bik(G)' (i.e. f is the only massive F-vertex) or
we can eliminate all massive F-vertices by adding an
edge. Let A; be a demanding vertex in the ith f-chain
leaf. We add the set of edges {(Ai, Aig1) |1 <4 < 26}.
It is also easy to show that the lower bound given in
Lemma 1 is reduced by 26 and the graph is balanced.

The Input Graph is Balanced

We first describe the algorithm. Then we give its proof
of correctness. In the description, we need the follow-
ing definition. Let B be a 4-block leaf whose implied
vertex in 4-blk(G) is b and let B’ be a 4-block leaf
whose implied vertex in 4-blk(G) is b’. B’ is a nearest
4-block leaf of B if there is no other 4-block leaf whose
implied vertex has a distance to b that is shorter than
the distance between b and ¥’.
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{# G is triconnected with > 5 vertices; the algorithm finds

a smallest four-connectivity augmentation. »}

graph function aug3to4(graph G);

{# The algorithmic notation used is from Tarjan [29]. #}

T := 4-blk(G); root T at an arbitrary vertex;
let { be the number of degree-1 R-vertices in T;
do 3 a 4-block leaf in G —

if 3 a degree-3 center ¢ —

1. iflc(G) =2 and we(G) =3 —

{# Vertex c is the center of the star wheel w. ¢}
u; := the 4-block leaf {c};
let u2 bé a a non-special 4-block leaf

| 3 another degree-3 center ¢’ non-adjacent to ¢ —
let u2 be the 4-block leaf {c'}

| 3 a special 4-block leaf b non-adjacent to u; —
let uz := b

| A (degree-3 center or special 4-block leaf)

non-adjacent to uy —
let u2 be a a 4-block leaf such that 3 an internal
vertex with real degree > 3 in their implies path

fi

| 1e(G) # 2 or we(G) # 3 —

if I > 2 and 3 2 critical F-vertices f and f2 —

2. find two non-special 4-block leaves u; and u3z such
that the implied path between them passes through
fi and f

| 1> 2 and 3 only one critical F-vertex f; —
if 3 two non-adjacent special 4-block leaves in the
separating triplet S) corresponding to f; —

3. let u; and u; be two non-adjacent 4-block leaves

in &
| A two non-adjacent special 4-block leaves in the
separating triplet Sy corresponding to f; —

4 let v be a vertex with the largest real degree

among all vertices in T besides f;;

if real degreeof v in T > 3 —
find two non-special 4-block leaves u; and u;
such that the implied path between them
passes through f) and v

fi

{» The case when the degree of v in T < 3 will

be handled in step 8. »}

fi
| 3 two vertices v; and vz with real degree > 3 —

S. find two non-special 4-block leaves u1 and uz such
that the implied path between them passes
through vy and v2

| 3 an R-vertex v of degree > 4 —

6. find two non-special 4-block leaves u; and u3 such
that the implied path between them passes
through v

| 3 a W-vertex v of degree > 4 —
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7. let u; and u2 be two non-special 4-block leaves such
that the implied path between them is
non-adjacent on v

| 3 only one vertex v in T with real degree > 3 —
{s T is a star with the center v. #}

8. find a nearest vertex w of v that contains a 4-block
leaf v;;
let w' be a nearest vertex of w containing a 4-block
leaf non-adjacent to vy;
find two 4-block leaves u; and u; whose implied
path passes through w, w’ and v
{» The above step can always be done, since T'is a
star, s}

{= Note that T is path for all the cases below. +}
| 3 two non-adjacent special 4-block leaves in one
separating triplet S —

9. let ©; and u2 be two non-adjacent special 4-block

leaves in S
| 3 a special 4-block leaf uy —

find a nearest non-adjacent 4-block leaf u,
|[I=2—

let u; and ua be the two 4-block leaves

corresponding to the two degree-1 R-vertices in T
fi

fi;

let yi, i € {1, 2}, be a demanding vertex in u; such that

(1,¥2) is not an edge in the current G;

G:=GU{(y,1)}

update T, I, Ic(G), we(G) and de(G)

od;

return G
end aug3tod;

10.

Before we show the correctness of algorithm
aug3to4, we need the following claim and corollaries.

Claim 4 [26] If §-blk(G) contains two critical ver-
tices fi and f;, then every leaf is either in an fy-chain
or in an fa-chain and the degree of any other vertezr
in 4-blk(G) is at most 2. D

Corollary 4 If {-blk(G) contains two critical vertices
f1 and f3 and the corresponding separating triplet S;,
i € {1,2}, of f; contains a special 4-block leaf, then
ils augmenting number equals the number of special
4-block leaves in it. a

Corollary 5 Let f; and f; be two critical F-vertices
in {-blk(G). If the number of degree-1 R-vertices in
4-blk(G) > 2 and the corresponding separating triplet
of fi, i € {1,2}, contains a {-block leaf B;, we can add
an edge between a vertez in B, and a vertez in B; to
reduce the lower bound given in Lemma 1 by 1. (w}



Theorem 1 Algorithm augSio4 adds the smallest
number of edges o four-connect a triconnected graph.
o

We now describe an efficient way of implementing
algorithm aug3to4. The 4-block tree can be computed
in O(na(m, n) + m) time for a graph with n vertices
and m edges [18]. We know that the leaf constraint,
the degree constraint of any separating triplet and the

wheel constraint of any wheel in G can only be de- -

creased by adding an edge. We also know that le(G),
the sum of degree constraints of all separating triplets
and the sum of wheel constraints of all wheels are all
O(n). Thus we can use the technique in [26] to main-
tain the current leaf constraint, the degree constraint
for any separating triplet and the wheel constraint for
any wheel in O(n) time for the entire execution of the
algorithm. We also visit each vertex and each edge
in the 4-block tree a constant number of times before
deciding to collapse them. There are O(n) 4-block
leaves and O(n) vertices and edges in 4-blk(G). In
each vertex, we need to use a set-union-find algorithm
to maintain the identities of vertices after collapsing.
Hence the overall time for updating the 4-block tree
is O(na(n, n)). We have the following claim.

Claim 5 Algorithm augSto4 can be implemented in
O(na(m,n)+m) time where n and m are the number
of vertices and edges in the input graph, respectively
and a(m, n) is the inverse Ackermann’s function. O

5 Conclusion

We have given a sequential algorithm for find-
ing a smallest set of edges whose addition four-
connects a triconnected graph. The algorithm runs
in O(na(m,n) + m) time using O(n + m) space. The
following approach was used in developing our algo-
rithm. We first gave a 4-block tree data structure for
a triconnected graph that is similar to the one given in
[18). We then described a lower bound on the small-
est number of edges that must be added based on the
4-block tree of the input graph. We further showed
that it is possible to decrease this lower bound by 1
by adding an appropriate edge.

The lower bound that we gave here is different from
the ones that we have for biconnecting a connected
graph (3] and for triconnecting a biconnected graph
[10]. We also showed relations between these two
lower bounds. This new lower bound applies for arbi-
trary k, and gives a tighter lower bound than the one
known earlier for the number of edges needed to k-
connect a (k — 1)-connected graph. It is likely that
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techniques presented in this paper may be used in
finding the k-connectivity augmentation number of a
(k = 1)-connected graph, for an arbitrary k.
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A Flexible Architecture for Multi-Hop Optical Networks-

A. Jaekel, S. Bandyopadhyay

School of Computer Science,
University of Windsor,
Windsor, Ontario N9B 3P4, CANADA

Abstract

It is desirable to have low diameter logical topologies
for muliihop lightwave nenworks. Researchers have
investigated regular topologies for such networks. Only a
few of these (e.g., GEMNET [8]) are scalable to allow the
addition of new nodes 10 an existing nerwork. Adding new
nodes 1o such nenvorks requires a major change in routing
scheme. For example, in a multistar implementation, a large
number of retuning of transmitters and receivers and/or
renumbering nodes are needed for [8]. In this paper, we
present a scalable logical topology which is not regular but
it has a low diameter. This topology is interesting since it
allows the network to be expanded indefinitely and new
nodes can be added with a relatively small change to the
nenwork. In this paper we have presented the new topology,
an algorithm to add nodes 10 the network and two routing
schemes.
Keywords: optical networks, multihop networks, scalable
logical topology, low diameter networks.

1. Introduction

Optical nctworks [ 1] are interconnections of high-speed
broadband fibers using lightpaths. Each lightpath provides
traverses one or more fibers and usecs one wavelength
division multiplexed (WDM) channel per fiber. In a
multihop network, each node has a small number of
lightpaths to a few other nodes in the network. The physical
topology of the network determines how the lightpaths get
defined. For a multistar implementation of the physical
topology, a lightpath u — v is established when node u
broadcasts to a passive optical coupler at a particular
wavelength and the node v picks up the optical signal by
tuning its receiver to the same wavelength, For a wavelength
routed network, a lightpath « — v might be established
through one or several fibers interconnected by router
nodes. The lightpath definition between the nodes in an
optical network is usually represented by a directed graph
(or digraph) G = (V, E) (where V is the set of nodes and E
is the set of the edges) with each node of G representing a

0-8186-9014-3/98 $10.00 © 1998 IEEE
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node of the network and each edge (denoted by u—v)
representing a lightpath from u to v. G is usually called the
logical topology of the network. When the lightpath u — v

does not exist, the communication from a node u to a node v
occurs by using a (graph-theoretic) path (denoted by
U=x| x5 —v) in G using k hops

through the intermediate nodes
information is buffered at intermediate nodes and, to reduce
the communication delay, the number of hops should be
small. If a shortest graph-theoretic path is used to establish a
communication from u to v, the maximum hop distance is
the diameter of G. Clearly, the lightpaths need to be defined
such that G has a small diameter and low average hop
distance. The indegree and outdegrec of each node should be
low to reduce the network cost. However, a reduction of the
degree usually implies an increase in the diameter of the
digraph, that is, larger communication delays. The design of
the logical topology of a network turns out to be a difficult
problem in view of these contradictory requirements.
Several different logical topologies have been proposed in
the literature. An excellent review of multihop networks is
presented in [1].

Both regular and irregular structures have been studied
for multihop structures [2], [3), [4], (5], [6], (7). All the
proposed regular topologies(e.g., shuffle nets, de Bruijn
graphs, torus,-hypercubes) enjoy the property of simple
routing algorithms, thereby avoiding the need of complex
routing tables. Since the diameter of a digraph with n nodes
and maximum outdegree d is of O(logy n), most of the
topologies attempt to reduce the diameter to O(log4n). One
common property of these network topologies is the number
of nodes in the network must be given by some well-defined
formula involving network paramcters. This makes the
topology non-scalable. In short, addition of a node to an
existing network is virtually impossible. In [8}, the principle
of shuffle interconnection between nodes in a shufflenct (4]
is generalized (the generalized version can have any number
of nodes in each column) to obtain a scalable network
topology called GEMNET. A similar idea of generalizing

Xy Xy s Xp - The

e

e



the Kauiz graph has been studied in [9] showing a better
diameter and network throughput than GEMNET. Both
these scalable topologies are given by regular digraphs.

One topology that has been studied for optical networks
is the bidirectional ring network. In such networks, each
node has two incoming lightpaths and two outgoing
lightpaths. In terms of the graph model, each node has one
outgoing edge to and one incoming edge from the preceding
and the following node in the network. Adding a new node
to such aring network involves redefining a fixed number of
edges and can be repeated indefinitely.

Our motivation was to develop a topology which has
the advantages of a ring network with respect to scalability
and the advantages of a regular topology with respect to low
diameter. In other words, our topology has to satisfy the
following characteristics:

* The diameter should be small

* The routing strategy should be simple

o It should be possible to add new nodes to the net-

work indefinitely with the least possible perturbation of

the network. ]

* Each node in the network should have a predefined

upper limit on the number of incoming and outgoing

edges. '

In this paper we introduce a new scalable topology for
multihop networks where the graph is not, in general,
regular. Given integers n and d, our proposed topology can
be defined for n nodes with a fixed number of incoming and
outgoing edges in the network The major advantage of our
scheme is that, as a new node is added to the network, most
of the existing edges of the logical topology are not changed,
implying that the routing schemes between the existing
nodes need little modification. The edges to and from the
new added node can be implemented by defining new
lightpaths which is small in number, namely, O(d). For
multistar implementation, for example, this can be
accomplished by retuning O(d) transmitters and receivers.

The paper is organized as follows. In section 2, we
describe the proposed topology and derive its pertinent
properties. Section 3 presents two routing schemes for the
proposed topology and establishes that the diameter is
O(logy n). Our experiments in section 4 show that, for a
network with n nodes and having an indegree of at most d+1,
an outdegree of d and the average hop distance is
approximately logy n. We have concluded with a critical

summary in section 4.

2. Scalable topology for multihop networks

2.1 Proposed interconnection topology

Given two integers n and d. d <n. we define the
interconnection topology of the network as a digraph G in
the following. As mentioned carlicr, the digraph is not
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regular - the indegree and outdegree of a node varies from /
1o d+1. We will assume that there is no k, such that

n=d if o= dk for some &, our proposed topology is
the same as given by [2]. Let k be the integer such that

d* <n<d"*'.Let Z, be the set of all (k+/)-digit strings
choosing digits from Z = {Q1,2,...,d -1} and let any
string of Z, be denoted by xgx,...x, . We divide Z,
into k+2 sets Sq, Sy, ..., S; ., such that all strings in Z,
having x; as the left most occurrence of O is included in S
0<j<k and all strings with no occurrence of 0 (i.e.
0<j<k )isincluded in Si + 1 - We note that
Is) = (d-1Yd",

0< j<sk .Wedefine an ordering relation between every

xj¢0.

Sker] = (@-0F"" and

pair of stringsin Z, . Eachstringin S; issmaller than each
string in S if i < j. For two strings ¢,,0,¢ S; .
0<j<k+1,if 6)= xpx;..x, and Oy=¥py;...)y
and 7 is the largest integer such that x,#y, then G, <0,
if x, <y .

Definition: For any string ¢, = KoK oo XjeenKjenn X the

String O = XoX)|... X X X, obtained by interchanging

the digits in the i'" and the j™ position in &, . will be called
the i-j-image of O .

Clearly, if 0, is the i-j-image of g then @, is the i-j-
image of 0, and if x; = x;, ¢, and o, represent the

same node.
We will represent each node of the interconnection

topology by a distinct string xgx,...x, of Z,. As

d<ncdt , all strings of Z, will not be used to
represent the nodes in G. We will use n smallest strings from
Z, to represent the nodes of G. Suppose the largest string
representing a node is in §),. We will use a node and its
string representation interchangeably. We will use the term
used string to denote a string of Z, which has been already

used to represent some node in G. All other strings of Z,
will be called unused strings.
Property 1: all strings of S, are used strings.

Property 2: if 6 € S/' is an used string, then all strings



of Sg. S ..:,Sj_ | are also used strings.
Property 3: If 6, = 0x,...x,, &, is the O-1-image of

o, and x, #0 ,then 0y € S',v .

Property 4:1f 6, = Ox;...x; , x; #0 and 0,,the0-

l-image of o, is an unused string, then all strings of the
form x,x,...%,j, 0<j<d -1 are unused strings.

The proofs for Properties 1 - 4 are trivial and are

omitted.
We now define the edge set of the digraph G. Let any

node 4 in G be represented by xgx;...x, . The outgoing
edges from node u are defined as follows:
* There is an edge xoX, X5...X, = X X5... %, ] when-
ever X X,...X,j is an used string, for some jeZ,

» Thereisanedge Ox;xy...x, = x,0x;...0,
whenever the following conditions hold:
a) X\ X,...x,j is an unused string for at least one
je Z and

b) x,0...x, , the O-1-image of u, is an used string
* There is an edge Ox;x,...x, = 0x,...x, j forall
J € Z whenever the following conditions hold:
a) x; #0 and
b) x,0x,...x;, the 0-1-image of u, is an unused
string
We note that if ue 5;,j >0, node v = xyxy...%,j
always exists (from property 2, since ve Sj_l ). As an

example, we show a network with 5 nodes ford=2,k=2in
figure 1. We have used a solid line for an edge of the type

XQX Xp. Xy = X,X,...X, j, aline of dots for and a line of
and dots of type
0x,x,...x, = Ox,...x, j. We note that the edge from 010 to

dashes for an edge the

100 satisfies the condition for both an edge of the type
xo,t_lxz...xkf—).r|x2...xkj and an edge of the type

Oxyxy...x, = x,005... %
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Figure 1: Interconnection topology with d=2, k=
2 for n =5 nodes. '

2.2 Limits on Nodal Degree

In this section, we derive the upper limits for the
indegree and the outdegree of each node in the network. We
will show that, by not enforcing the regularity, we can easily
achieve scalability. As we add new nodes to the network,
minor modifications of the edges in the logical topology
suffice, in contrast to large number of changes in the edge-
set as required by other proposed methods.

Theorem 1: In the proposed topology, each node has an
outdegree of up to d. .

Proof: Let u be a node 'in the network given by
XpXj---Xy € Sj . We consider the following three cases:

i) 0< j<Sk: Forevery v given by x,x,...x,t forall t,
0<t<d-1is an used string since v € Si— - There-

fore the edge u — v exists in the network. If u € SJ:,j

> 0, these are the only edges from u. Hence, u has out-

degree d.

ii) j = 0: According to our topology defined above, u

will have an edge to X|Xy...X, j whenever x,xy...x, j

is an used string for some je Z We have three sub-

cases to consider: : ‘

o If x;x,...x,j is an used string for all j, 0< j<d
then u has outdegree d. ‘ '

* Otherwise, if p of the strings xx,...x,j are used
strings, for some j, 0 < j <d and the 0-1-image of u
is also an used string, then u has edges to all the p
nodes with used strings of the form x,x,...x,j and

to the 0-1-image of u. Hence u has outdegree p + 1.
Here u has an outdegree of at least 1 and at most d.
 Otherwise, if the 0-1-image of u is an unused string,

then all strings of the form x,x,...x,j are unused’



strings (Property 4) and u has d outgoing edges to
nodes of the form Ox,x3...x,j, 0< j<d.Henceu
has outdegree d.
iiiy j = k+1:1f p of the strings x x,...x, j are used
strings, for some j, 0 < j < d, then « has outdcgree of p.

We note that x,x,...x,0 € S, is an used string. There-

fore 1 < p <d. and u has an outdegree of at least / and

at most d.
Theorem 2: In the proposed topology, each node has an
indegree of up to d+1.

Proof: Let us consider the indegree of any node v given
by yo¥y---¥i € Sj. As described in 2.1, there may be three
type of edges to node v as follows:

o Anedge tyoy|...¥,_1 = ¥o¥).--)x Whenever
£ypY)---¥g _ y is an used string, forsome te Z .

There may be at most d edges of this type to v.
* If y, = 0, yo#0 there may be an edge

0yg)2---Yi = Yo¥ 1Yk

* If yo = Oand rygy,...y, _ is an unused string for
some re€ Z ,thereisanedge

Oryy...¥, | = ¥o¥,---¥i - There may be at mostd
edges of this type to v.

We have to consider 3 cases, j=0,j=land j>1.If j >1,
the only edges are of the type tygy|...¥;_| = Yo¥-- Vi
and there can be up to d such edges. If j = 1, in addition to
the edges are of the type 1ygy ...y, _| = yo¥)--- Yy, there

can be only. one edge of the type Oygy,...¥, = Yoy ---¥i -
Thus the. total number of edges cannot exceed d + 1, in this
case. If j = 0, an edge of the type Oty ...y, _; = Yo¥;---¥x
exists if and only if the comresponding edge of type
tyo¥y---Ye o1 = ¥oYy---¥, does not exist in the network.

Therefore, there are always exactly d incoming edges to vin
this case.

2.3 Node Addition to an Existing Network

In this section we consider the changes in the logical
topology that should occur when a new node is added to the
network. We show that at most O(d) edge changes in G
would suffice when a new node is added to the network.
When a multistar implementation is considered, this means
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O(d) retuning of transmitters and receivers, whereas for a
wavelength routed network, this means redefinition of O(d)
lightpaths. In contrast, for other proposed topologies {8], {9]
the number of edge modifications needed was O(nd). As
discussed in the previous section, the nodes are assigned the
smallest strings defined earlier. Addition of a new node u
implies that we will assign the smallest unused string to the

newly added node. Let the string be xyx,...x, € Sj . We
consider the following three cases:

i) 1<jsk: For every v given by xjx,...x.1,

0<r<d-1, ve Sj_i. Therefore v is an used string

and we have to add a new edge u — v to the net-
work. The node given by wy = Oxgx;...x._, is guar-
anteed to be an used string, since wy€ S5 and we
have to add a new edge wy—u "to the network, If
%t = d-1 we have to delete the edge from wy (0 its

0-1-image at this time. For every w given by

we S, and is an

XX Ky 1 S1Sd-1, e

unused string. Therefore wy is the only predecessor of
u.

i) j=k+1:0f v=uxx,.xt, 0St<p-lisan
used string, we add a new edge u—v to the net-
work. We note that x x,...x,0 € S, is an uscd string.
Therefore, there is at least one v such that u —v
exists. Similarly, if w = txgx,... x|, 0Sr<p~1lis
an used string, we add a new edge w— u 1o the net-
work. We note that wy = Oxpx,...x,_ € Sy is an
used string. Therefore, there is at least one w such that
w—ou exists. If x, = d- 1, we delete the edge from
wp to its O-1-image at this time.

i) j=1:Letw, = Oxgxy...x, be the 0-1-image

of u. Before inserting u, the node Oxgx,...x, was

connected to all nodes v = Oxy...x;t, 0<1Sd -1
(case iii in our topology given in 2.1).We have to
* delete the edge w,— v for each node

v = 0Ox,...x;! in the network.

> addanedge u—v foreachnode v = Ox,...x.¢

in the network.

* add a new edge to the

Wo = 0XgX ... Xy =2

network



o If w, #w, ,addanedge w —u to the network.

*If x, =d-1,and wo # 0x,000...0 delete the

edge from wy to its 0-1-image.

Figure 2: Expanding a topology with d=2, k=2
from (a) n=5 to (b) n =6 nodes.

Figure 2(a) shows again the network with 5 nodes given
in Figure 1. We choose the smallest unused string
u = 101 to represent the new node being inserted. The

node u will have outgoing edges (shown by solid lines) to all
nodes of the form 01j, to nodes 010 and 011. The 0-1 image
of u is node 011. Hence all edges from 011 to nodes 010 and
011 are deleted an a new edge from 101 to 011 is inserted
(shown by a dashed line). Also a new edge is inserted from
node 010 to 101. The final network is shown in Figure 2(b)

3. Routing strategy

In this section, we present two routing schemes in the
proposed topology from any source node § to any
destination node D. Let S be. given by the string

XXy Xy € Sj and D be given by the string

Yo¥1--- YL € S,
3.1 Routing scheme
Let { be the length of the longest suffix of the string

XoXy---X; that is also a prefix of ygy,...y, and let
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6(S, D) denote the string XoXp XY 1142V of

length 2(k+1)-1. Since o(S, D) isof length 2(k+1) - /, ithas
(k+1)-I+1 substrings, each of length (k+1). Two of these
substrings represent S and D. Since S and D are nodes in the
network, these two substrings are used strings. If all the

remaining k-/ substrings of (S, D) having length k+1 are
also used strings, then a routing path from S to D of length
k+1-1 exists as given by the sequence of nodes given in (1)
below.

8= xoR o Xy D X Ky Xp Y= Xgoo Xpp 1 XY Y141

e DXV Y n Y1 O YoV -Y =D (hH

In other words, if all the k - { + 2 substrings of o(S, D)

are used strings, we can use G(S, D) to represent the path
from S to D in (1).

Property 5: If all the k - { + 2 substrings of o(S, D) are

used strings, o(S, D) represents the shortest path from S to
D.

However, if some of the substrings of (S, D) are not
used strings, then some of the corresponding nodes do not
currently appear in the network and hence this path does not

exist. We note that any two consecutive strings in 6(S, D)

where O = x.x; (- X YD1 Yisio

is given by of,
0<i<k-i-1land

B = XiviXis2 XY Yia 1 Vs Viaivr Let Bbe the
first unused string in (1). According to our topology, either

o€ Sy or A€ S, .

Property 6: If x € S, and

Y = X, 10X 2 XYYy |- Y14 j» the O-1-image of ais
an used string, then

e o(S,a) represents a path from S to « of length i,
° there exists a path

a-oY—8= oxi+2"‘xky1yl+l"'yl+iyl+i+l

< ©o(3, D) isastring of length k+2-I-i
Property 7: If ae §, and
Y = X, 0% 9 XYy 1Yy 4 i the O-1-image of a is

an unused string, then

e o(S,a) represents a path from S to o of length i,
o there exists a path



@8 =0x;, 0 XYV 1 Yie Vi vl

» (8, D) isastring of length k+2-[-i

Properties 6 and 7 follow dircctly from our topology
defined in 2.1.

Property 8: If a network contains all nodes in Sg, Sy, ... , S¢

then

* there exists an edge S > ¥ = X x,...x, 0 and

° &(Y, D) represents a path from o to D of length

that cannot excced k+1. -
Proof of Property 8: Since the network contains all

nodes in Sp, Sy, ..., Sy Y€ §; forsomej, j<Sk and must
exist. Our topology (section 2.1) ensures that the edge
S — v exists. The path given below consists only strings
belonging to groups S;, 0<i<k and hence are used
strings:

Y= Xy x,0vg 2 x5 0,0y = ... 5 ¥y,...¥,.  The
number of edges in the path is k+ |, hence the proof.

Theorem 3:The diameter of a network using the
proposed topology cannot excecd 2(k+1).
Proof: We consider any source-destination pair (S, D).

If all the k - | + 2 substrings of (S, D) are used strings,

G(S, D) represents the shortest path from S to D and
cannot exceed k+1. If B is the first unused string in (1), and
a is the preceding string then we have to consider two
cases:

Case 1) e Sy : In this sitation we can apply
property 6 if O-1-image of o is an used string.
Otherwise we can use property 7. If we can use
property 6, it means we need two edges to insert the

digit y,,;,, - Altermatively, if we can use
property 7, it means we need one edge to insert the
digit ¥4y -

Case 2) ae S, ., : In this situation we discard the
partial path from S to a. The first edge in our new
be

Property 8 guarantees that once we have this
situation, we can always start all over again

YorYiee o Ye
encountering an unused string and requires a

path will S = xgk| . Xy > XXy 500

inserting  digits without ever
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maximum of k+1 edges.This represents the worst
case since there may exist a shorter path by finding

the longest suffix of xx,...x,0 that matches the

corresponding prefix of D. In this case the path
cannot exceed k + 2.
Case | can appear repeatedly. The worst situation is
when we have to apply it to insert every digit of D. In other’
words, the path in this case can be as long as 2(k+1).

3.2 Example of routing

Let us consider the network of Figure 2(b). Suppose, S
=011 and D = 001. Since the only outgoing edge from 011
is to its O-1-image 101, the first edge in the path is

011 — 101 .From 101, we shift in the successive digits of
the destination. So, the final path is given by
§=011-101-010-100-5001 =D. In this
particular example, there are no nodes belonging to group
k+1. So, case 2 is not used.

4. Experiments to determine the average hop
distance

We carried out some experiments to determine the

average hop distance k. In cach of these experiments, we
have started with a given value of d, the minimum indegree
(or outdegree) and a specified value of an integer k. The

network with dk nodes is identical to that given in (8). We

have calculated the average hop distance % of this network
from the hop distances of every source/destinations pairs
using the routing scheme described in the previous section.

Then we have added a node to the network and calculated A
for the new network in the same way. We continued the

process of adding nodes until the nctwork contained dt!
nodes. The results of the experiments are shown in Table I
and reveal the following:

» The average hop distance is approximately k+1.

o The average hop distance starts at approximately k
and increases to approximately k+1 as we start add-
ing nodes to the network.

We interpret these results as follows. Even though the
diameter is 2(k+1), the number of lightpaths through paths
involving 0-1 images, which increase the number of hops, is
relatively small. Qur network is identical to that in {2] when

. . I
the number of nodes in the network is d* or dk *1 and, for
these values, it is known that the network has a diameter of



k and k+1 respectively.

Table 1: Variation of average hop distance with number of

nodes
Number of d k average hop
nodes i
10 3 2 2.4333
13 3 2 2.6154
16 3 2 2.6618
19 3 2 2.4954
22 3 2 2.5974
25 3 2 2.5148
10 2 3 2.7000
12 2 3 2.9470
14 2 3 2.8022
16 2 3 2.8333
65 4 3 3.5954
75 4 3 3.8366
85 4 3 4.1077
95 4 3 4.2215
105 4 3 4.5172
115 4 3 4.5506
18 2 4 3.5915
20 2 4 3.67630
22 2 4 3.8636
24 2 4 4.30181
26 2 4 3.7908
28 2 4 3.7169

5. Conclusions

In this paper we have introduced a new graph as a
logical network for multihop networks. We have shown that
our network has an attractive average hop distance
compared to existing networks. The main advantage of our
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approach is the fact that we can very easily add new nodes
to the network. This means that the perturbation of the
network in terms of redefining edges in the network is very
small in our architecture. The routing scheme in our network
is very simple and avoids the use of routing tables.
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Alexandria, VA 22313-1450 | Technology Center 2100
Sir:

The present communication responds to the Office Action dated January 12, 2004 in the
above-identified application. Please extend the period of time for response to the Office Action
by one month to expire on May 12, 2004. Enclosed is a Petition for Extension of Time and the
corresponding fee. Please amend the application as follows:

Amendments to the Specification begin on page 2.

Amendments to the Claims are reflected in the listing of claims beginning on page 4.

Remarks/Arguments begin on page 8.
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Amendments to the Specification:

In accordance with 37 CFR 1.72(b), an abstract of the disclosure has been included
below. In addition, the status of the related cases listed on page 1 of the specification has been
updated.

Therefore, please add the Abstract as shown below:

A technique for adding a participant to a network is provided. This technique allows for

the simultaneous sharing of information among many participants in a network without the

placement of a high overhead on the underlying communication network. To connect to the

broadcast channel, a seeking computer first locates a computer that is fully connected to the

broadcast channel. The seeking computer then establishes a connection with a number of the

computers that are already connected to the broadcast channel. The technique for adding a

participant to a network includes identifying a pair of participants that are connected to the

network, disconnecting the participants of the identified pair from each other, and connecting

each participant of the identified pair of participants to the added participant.

Please amend the "Cross-Reference to Related Applications" to read as follows:

This application is related to U.S. Patent Application No. 09/629,576, entitled

“BROADCASTING NETWORK,” filed on July 31, 2000 (Attorney Docket No. 030048001

US); U.S. Patent Application No. 09/629,570, entitled “JOINING A BROADCAST

CHANNEL,” filed on July 31, 2000 (Attorney Docket No. 030048002 US), U.S. Patent

Application No. 09/629,577, “LEAVING A BROADCAST CHANNEL,” filed on July 31, 2000

(Attorney Docket No. 030048003 US);, U.S. Patent Application No. 09/629,575, "entitled

“BROADCASTING ON A BROADCAST CHANNEL,” filed on July 31, 2000 (Attorney

Docket No. 030048004 US); U.S. Patent Application No. 09/629,572, entitled “CONTACTING

A BROADCAST CHANNEL,” filed on July 31, 2000 (Attorney Docket No. 030048005 US);
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U.S. Patent Application No. 09/629,023, entitled “DISTRIBUTED AUCTION SYSTEM,” filed

on July 31,2000 (Attorney Docket No. 030048006 US); U.S. Patent Application

No._09/629,043, entitled “AN INFORMATION DELIVERY SERVICE,” filed on July 31, 2000

(Attorney Docket No. 030048007 US); U.S. Patent Application No. 09/629,024, entitled

“DISTRIBUTED CONFERENCING SYSTEM,” filed on July 31, 2000 (Attorney Docket No.

030048008 US); and U.S. Patent Application No. 09/629,042, entitled “DISTRIBUTED GAME

ENVIRONMENT,” filed on July 31,2000 (Attorney Docket No. 030048009 US), the

disclosures of which are incorporated herein by reference.

\\sea_apps\patent\Clients\Boeing (03004)\8002 (Joining)\WsOOOFFICE ACTION RESPONSE 9.D0C -3-

IPR2016-00726 -ACTIVISION, EA, TAKE-TWO, 2K, ROCKSTAR,
Ex. 1102, p. 1270 of 1442



Attorney Docket No. 030048002US

Amendments to the Claims:

Following is a complete listing of the claims pending in the application, as amended:

1. (Currently amended) A computer-based, non-routing table based, non-switch

based method for adding a participant to a network of participants, each participant being
connected to three or more other participants, the method comprising:

identifying a pair of participants of the network that are connected wherein a seeking

participant contacts a fully connected portal computer, which in turn sends an

edge connection request to a number of randomly selected neighboring

participants to which the seeking participant is to connect;

disconnecting the participants of the identified pair from each other; and

connecting each participant of the identified pair of participants to the-addsd the seeking

participant.
2. (Original) The method of claim 1 wherein each participant is connected to 4
participants.
3. (Original) The method of claim 1 wherein the identifying of a pair includes

randomly selecting a pair of participants that are connected.

4, (Original) The method of claim 3 wherein the randomly selecting of a pair
includes sending a message through the network on a randomly selected path.

5. (Original) The method of claim 4 wherein when a participant receives the
message, the participant sends the message to a randomly selected participant to which it is
connected.

6. (Currently amended) The method of claim 4 wherein the randomly selected path

is appreximatebrproportional to the diameter of the network.
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7. (Original) The method of claim 1 wherein the participant to be added requests a
portal computer to initiate the identifying of the pair of participants.

8. (Original) The method of claim 7 wherein the initiating of the identifying of the
pair of participants includes the portal computer sending a message to a connected participant
requesting an edge connection.

9. (Currently amended) The method of claim § wherein the portal computer

indicates that the message is to travel a eetaim—distance proportional to the diameter of the

network and wherein the participant that receives the message after the message has traveled that
sertamn-distance is one of the participants of the identified pair of participants.

10. (Currently amended) The method of claim 9 wherein the certain distance is
approximatelytwice the diameter of the network.

11. (Original) The method of claim 1 wherein the participants are connected via the
Internet.

12. (Original) The method of claim 1 wherein the participants are connected via
TCP/IP connections.

13. (Original) The method of claim 1 wherein the participants are computer
processes.

14. (Currently amended) A computer-based, non-switch based method for adding

nodes to a graph that is m-regular and m-connected to maintain the graph as m-regular, where m
is four or greater, the method comprising:
identifying p pairs of nodes of the graph that are connected, where p is one half of m,

wherein a seeking node contacts a fully connected portal node, which in turn

sends an edge connection request to a number of randomly selected neighboring

nodes to which the seeking node is to connect;
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disconnecting the nodes of each identified pair from each other; and

connecting each node of the identified pairs of nodes to the-added-the seeking node.

15.  (Original) The method of claim 14 wherein identifying of the p pairs of nodes
includes randomly selecting a pair of connected nodes.

16. (Original) The method of claim 14 wherein the nodes are computers and the
connections are point-to-point communications connections.

17. (Original) The method of claim 14 wherein m is even.

18-31. (Previously cancelled)

32. (Currently amended) A computer-readable medium containing instructions for
controlling a computer system to connect a participant to a network of participants, each
participant being connected to three or more other participants, the network representing a
broadcast channel wherein each participant forwards broadcast messages that it receives to all of

its neighbor participants, wherein each participant connected to the broadcast channel receives

all messages that are broadcast on the network, the network containing a method wherein

messages are numbered sequentially so that messages received out of order are queued and

rearranged to be in order, by a method comprising:

identifying a pair of participants of the network that are connected,
disconnecting the participants of the identified pair from each other; and
connecting each participant of the identified pair of participants to t-he-addedﬁ seeking
participant.
33.  (Ornginal) The computer-readable medium of claim 32 wherein each participant
1s connected to 4 participants.
34, (Original) The computer-readable medium of claim 32 wherein the identifying of

a pair includes randomly selecting a pair of participants that are connected.

\\sea_apps\patent\Clients\Boeing (03004)\8002 (Joining\UsOO\OFFICE ACTION RESPONSE 9.00C -6-

IPR2016-00726 -ACTIVISION, EA, TAKE-TWO, 2K, ROCKSTAR,
Ex. 1102, p. 1273 of 1442



Attorney Docket No. 030048002US

35. (Original) The computer-readable medium of claim 34 wherein the randomly
selecting of a pair includes sending a message through the network on a randomly selected path.

36.  (Original) The computer-readable medium of claim 35 wherein when a
participant receives the message, the participant sends the message to a randomly selected
participant to which it is connected.

37. (Currently amended) The computer-readable medium of claim 35 wherein the
randomly selected path is appreximately-twice a diameter of the network.

38. (Original) The computer-readable medium of claim 32 wherein the participant to
be added requests a portal computer to initiate the identifying of the pair of participants.

39. (Original) The computer-readable medium of claim 38 wherein the initiating of
the 1dentifying of the pair of participants includes the portal computer sending a message to a
connected participant requesting an edge connection.

40.  (Currently amended) The computer-readable medium of claim 38 wherein the

portal computer indicates that the message is to travel a eertain-distance that is twice the diameter

of the network and wherein the participant that receives the message after the message has

traveled that eertain-distance is one of the identified pair of participants.

41-49. (Previously cancelled)
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REMARKS .
Reconsideration and withdrawal of the rejections set forth in the Office Action dated
January 12, 2004 are respectfully requested.

L. Rejections under 35 U.S.C. § 112, first paragraph

Claims 1, 14, and 32 have been amended to include sufficient antecedent basis. In claim
1, the phrase "the added participant”, which appears in the last line of the claim, has been
changed to "the seeking participant”. In addition, "a seeking participant" precedes "the seeking
participant" in an earlier line of claim 1, providing sufficient antecedent basis. In claim 32, the
phrase "the added participant", which appears in the last line of the claim, has been changed to "a
seeking participant". In claim 14, the phrase "the added node", which appears in the last line of
the claim, has been changed to "the seeking node". In addition, "a seeking node" precedes "the
seeking node" in an earlier line of claim 14, providing sufficient antecedent basis.

II. Rejections under 35 U.S.C. § 112, second paragraph

Claim 6 has been amended to render the claim definite. The term "approximately
proportional” has been changed to "proportional”. Claim 10 has also been amended to render the
claim definite. The term "approximately twice the diameter" has been changed to "twice the
diameter”". Claim 37 has been amended to render the claim definite. The term "approximately
twice a diameter of the network" has been changed to "twice a diameter of the network".

IIT.  Rejections under 35 U.S.C. § 102

A. The Applied Art

U.S. Patent No. 6,603,742 B1 to Steele, Jr. et al. (Steele, Jr. et al) is directed to a
technique for reconfiguring networks while it remains operational. Steele, Jr. et al. discloses a
method for adding nodes to a network with minimal recabling. Column 3, lines 2-5. An interim

routing table is used to route traffic around the part of the network affected by the adding of a
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node. Column 11, lines 40-45. Each node in the network can connect to five other nodes.
Column 4, lines 36-39, Column 4, lines 43-44. To add a node to a network, two links between
two pairs of existing nodes are removed and five links are added to connect the new node to the
network. Column 11, lines 25-31. For example, when upgrading from 7 to 8 nodes, the network
administrator removes two links, 3-1 and 5-2, and adds five links, 7-1, 7-2, 7-3, 7-5, and 7-6.
Column 12, lines 45-48.

B. Analysis

Distinctions between claim 1 and Steele, Jr. et al. will first be discussed, followed by
distinctions between Steele, Jr. et al. and the remaining dependent claims.

As noted above, Steele, Jr. et al. discloses a technique for reconfiguring networks. Such
a technique includes steps for disconnecting the participants of a pair from each other and
connecting each participant to a seeking participant but does not include a step for identifying a
pair of participants of the network that are fully connected. Column 12, lines 45-49. Steele, Jr.
et al. fails to disclose a method for identifying a pair of participants of the network that are fully
connected.

In contrast, claim 1 as amended includes the limitation of identifying a pair of
participants of the network that are connected. For at least this reason, the applicant believes that
claim 1 is patentable over Steele, Jr. et al.

The invention discloses an identification method in which a seeking participant contacts a
fully connected portal computer. The portal computer directs the identification of a number of
(for example four), randomly selected neighboring participants to which the seeking participant
is to connect. Steele, Jr. et al. fails to disclose a portal computer that directs the identification of
viable neighboring participants to which the seeking participant is to connect. Claim 1 has been

amended to recite, among other limitations, the use of a portal computer for the identifying of "a
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number of selected neighboring participants to which the seeking participant is to connect."
Steele, Jr. et al. fails to disclose such a method for identifying neighboring participants for a
seeking participant to connect to. For at least this reason, claim 1 is patentable over Steele, Jr. et
al.

Further, the claimed does not make use of routing tables. Steele, Jr. et al. fails to disclose
a non-table based routing method. Claim 1 has been amended to recite, among other limitations,
"a computer-based, non-routing table based, non-switch based method for adding a participant to
a network of participants". For at least this reason, claim 1 is patentable over Steele, Jr. et al.

Claim 2 discloses a connection scheme where "each participant is connected to 4
participants". Steele, Jr. et al. fails to disclose a connection scheme in which each participant is
connected to 4 participants. Instead, Steele, Jr. et al. discloses a connection scheme in which
each participant is connected to 5 other participants. Column 7, lines 14-33. For at least this
reason, claim 2 is patentable over Steele, Jr. et al.

Anticipation a claim under 35 U.S.C. § 102 requires that the cited reference must teach
every element of the claim.! Steele, Jr. et al. fails to disclose every limitation recited in claim 1.
Since claim 1 is allowable, based on at least the above reasons, the claims that depend on claim 1

are likewise allowable.

1 MPEP section 2131, p. 70 (Feb. 2003, Rev. 1). See also, Ex parte Levy, 17
U.S.P.Q.2d 1461, 1462 (Bd. Pat. App. & Interf. 1990) (to establish a prima facie case of
anticipation, the Examiner must identify where “each and every facet of the claimed invention is
disclosed in the applied reference.”); Glaverbel Société Anonyme v. Northlake Mktg. & Supply,
Inc., 45 F.3d 1550, 1554 (Fed. Cir. 1995) (anticipation requires that each claim element must be
identical to a corresponding element in the applied reference); Atlas Powder Co. v. E.l. duPont
De Nemours, 750 F.2d 1569, 1574 (1984) (the failure to mention “a claimed element (in) a prior
art reference is enough to negate anticipation by that reference”).
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IV.  Rejections under 35 U.S.C. § 103, first paragraph

A. The Applied Art

A Flood Routing Method for Data Networks by Cho (Cho) is directed to a routing
algorithm based on a flooding technique. Cho discloses a method in which flooding is used to
find an optimal route to forward messages through. Flooding refers to a data broadcast technique
that sends the duplicate of a packet to all neighboring nodes in a network. In Cho, flooding is
not used to send the message, but is used to locate the optimal route for the message to be sent
through. The method entails flooding a very short packet to explore an optimal route for the
transmission of the message and to establish the data path via the selected route. Each node
connected to the broadcast channel does not receive all messages that are broadcast on the
broadcast channel. When a node receives a message, it does not forward that message to all of
its neighboring nodes using flooding. In addition, Cho fails to disclose a method for rearranging
a sequence of messages that are received out of order.

B. Analysis

As noted above, Steele, Jr. et al. discloses a method for adding nodes to a network with
minimal recabling. Steele, Jr. et al. fails to disclose a method in which "eacﬁ participant
forwards broadcast messages that it receives to all of its neighbor participants". Claim 32 has
been amended to clarify the language of previously pending claim 32. Cho discloses a method in
which flooding is used to find an optimal route to forward messages through. Cho fails to
disclose the use of flooding to forward messages. In Cho, flooding is used only to find an
optimal route for data transmission and is not used to actually forward messages. Cho fails to
disclose a system in which "each participant forwards broadcast messages that it receives to all
of its neighbor participants". In Cho, each participant forwards messages only to a destination

node once the optimal route has been selected. Cho fails to disclose a system in which "each
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participant connected to the broadcast channel receives all messages that are broadcast on the
network". In addition, Cho fails to disclose a method for addressing a sequence of messages that
are received out of order in which "messages are numbered sequentially so that messages
received out of order are queued and rearranged to be in order".

As explained below, there is no incentive or teaching to combine Steele, Jr. et al. and
Cho. However, even if they were combined, neither Steele, Jr. et al. nor Cho teach or suggest
the use of flooding to send messages to all nodes connected to a broadcast channel. In addition,
neither Steele, Jr. et al. nor Cho teach or suggest the sequential numbering of messages to
rearrange a sequence of messages that are received out of order. The invention of claim 32
includes forwarding messages to all neighboring nodes and numbering each message
sequentially so that "messages received out of order are queued and rearranged to be in order",
which are not disclosed in either Steele, Jr. et al. or Cho. For at least this reason, the applicant
believes that claim 32 is patentable over the combination of Steele, Jr. et al. and Cho.

The independent claims are allowable not only because they recite limitations not found
in the references (even if combined), but for at least the following additional reasons. For
example, there is no motivation to combine the various references as suggested in the Office
Action. According to the Manual of Patent Examining Procedure ("MPEP") and controlling case
law, the motivation to combine references cannot be based on mere common knowledge and
common sense as to benefits that would result from such a combination, but instead must be
based on specific teachings in the prior art, such as a specific suggestion in a prior art reference.
For example, last year the Federal Circuit rejected an argument by the PTO's Board of Patent
Appeals and Interferences that the ability to combine the teachings of two prior art references to

produce beneficial results was sufficient motivation to combine them, and thus overturned the
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Board's finding of obviousness because of the failure to provide a specific motivation in the prior
art to combine the two references.2 The MPEP provides similar instructions.3

Conversely, and in a manner similar to that rejected by the Federal Circuit, the present
Office Action lacks any description of a motivation to combine the references. Thus, if the
current rejection is maintained, the applicant's representative requests that the Examiner explain
with the required specificity where a suggestion or motivation in the references for so combiniﬁg
the references may be found.*

Steele et al. deals with a method for adding nodes to a network while Cho deals with
finding an optimal route to forward messages in a network. The addition of nodes to a network
represents a completely separate process from the forwarding of messages in a network. Steele
et al. contains no specific teachings that would suggest combining Steele et al. with Cho. In
other words, Steele et al. contains no specific teachings that would suggest finding an optimal
route to forward messages in a network.

One may not use the application as a blueprint to pick and choose teachings from various
prior art references to construct the claimed invention ("impermissible hindsight
reconstruction").> Assuming, for argument's sake, that it would be obvious to combine the

teachings of Steele et al. with Cho, then Steele et al. would have done so because it would have

2 |n re Sang-Su Lee, 277 F.3d 1338, 1341-1343 (Fed. Cir. 2002).

3 Manual of Patent Examining Procedure, Section 2143 (noting that "the teaching or
suggestion to make the claimed combination and the reasonable expectation of success must
both be found in the prior art, not in applicant's disclosure," citingin re Vaeck, 947 F.2d 488
(Fed. Cir. 1991).

4 See, MPEP Section 2144.03.

5 See, e.g., In re Gorman, 933 F.2d 982,987 (Fed. Cir. 1991), ("One cannot use
hindsight construction to pick and choose between isolated disclosures in the prior art to
deprecate the claimed invention.").
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provided at least some of the advantages of the presently claimed invention. Steele et al.’s failure
to employ the teachings cited in Cho is persuasive proof that the combination recited in claim 32
is unobvious. For at least this reason, the applicant believes that claim 32 is patentable over the
combination of Steele et al. and Cho.

Claim 33 discloses a connection scheme where "each participant is connected to 4
participants”. Steele, Jr. et al. fails to disclose a connection scheme in which each participant is
connected to 4 participants. Instead, Steele, Jr. et al. discloses a connection scheme in which
each participant is connected to 5 other participants. Column 7, lines 14-33. For at least this
reason, claim 33 is patentable over Steele, Jr. et al.

Since claim 32 is allowable, based on at least the above reasons, the claims that depend
on claim 32 are likewise allowable. Thus, for at least this reason, claim 33 is patentable over the
combination of Steele, Jr. et al. and Cho.

V. Rejections under 35 U.S.C. § 103, second paragraph

A. The Applied Art

U.S. Patent No. 6,490,247 B1 to Gilbert et al. (Gilbert et al.) is directed to a ring-ordered,
dynamically reconfigurable computer network utilizing an existing communications system.
Gilbert et al. discloses a method for adding a node to a network using a switching mechanism in
which the nodes are ordered in a ring-like configuration as opposed to a hypercube
configuration. Column 3, lines 28-35. The first step in adding a seeking node to the network
consists of the seeking contacting a portal node that is fully connected to the network. Column
6, lines 31-33. The portal node that is contacted provides information regarding a neighboring
node that is adjacent to the seeking node; the selection of the neighboring node is not random.
Column 6, lines 40-42. The seeking node then contacts the neighboring node to request a

connection. Column 6, lines 57-59. The portal node provides the relevant information regarding
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the node that is adjacent to the neighboring node that is adjacent to the seeking node but does not
request a connection.

U.S. Patent No. 6,553,020 B1 to Hughes et al. (Hughes et al.) is directed to a network for
interconnecting nodes for communication across the network. Hughes et al. fails to disclose a
system where a portal computer randomly selects four nodes to serve as neighboring'nodes to the
seeking node. Hughes et al. also fails to disclose a system in which the portal computer sends an
edge connection request to the neighboring nodes.

B. Analysis

As noted above, Gilbert et al. discloses a method for adding a node to a network using a
switching mechanism. Gilbert et al. fails to disclose a method in which a portal computer seeks
"a number of randomly selected neighboring participants to which the seeking participant is to
connect". In Gilbert et al., the selection of the neighboring nodes is not random. Column 6,
lines 40-49. Figure 6 of Gilbert et al. reveals that node 100 selects nodes 10 and 16; the
selection of nodes 10 and 16 is not random since they are purposely adjacent to one another and
since node 10 provides node 100 with information regarding the node adjacent to it, node 16.
Column 6, lines 42-46. Gilbert et al. fails to disclose a method in which a portal computer
"sends an edge connection request to a number of randomly selected neighboring participants to
which the seeking participant is to connect". In Gilbert et al., the seeking node, not the portal
node, contacts the neighboring participants to which the seeking participant is to connect.
Column 6, lines 57-61. Gilbert et al. fails to disclose a "non-switch based method for adding a
participant to a network of participants". Column 3, lines 8-11. Gilbert et al. fails to disclose a
method in which an additional node contacts "a number of randomly selected neighboring
participants”. Column 6, lines 30-32. Hughes et al. discloses a method in which an additional

node contacts four neighboring participants. Hughes et al. fails to disclose a method in which a
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portal computer seeks "four randomly selected neighboring participants to which the seeking
participant is to connect". Hughes et al. also fails to disclose a method in which a portal
computer "sends an edge connection request to four randomly selected neighboring participants
to which the seeking participant is to connect”.

As explained below, Gilbert et al and Hughes et al. would not be combined. However,
even if they were combined, neither Gilbert et al nor Hughes et al. teach or suggest the random
selection of neighboring participants. Claim 1 has been amended to recite, among other
limitations, a method in which a portal computer seeks "four randomly selected neighboring
participants to which the seeking participant is to connect”. In other words, the invention of
claim 1 includes randomly selecting neighboring participants to which the seeking participant is
to connect, which is not disclosed in either Gilbert et al or Hughes et al. Even if they were
combined, neither Gilbert et al nor Hughes et al. teach or suggest the sending of an edge
connection request by the portal computer to the randomly selected neighboring participants to
which the seeking participant is to connect. Claim 1 has been amended to recite, among other
limitations, a method in which a portal computer "sends an edge connection request to four
randomly selected neighboring participants to which the seeking participant is to connect". In
other words, the invention of claim 1 includes the portal computer sending an edge connection
request to the randomly selected neighboring participants to which the seeking participant is to
connect, which is not disclosed in either Gilbert et al or Hughes et al. For at least these reasons,
the applicant believes that claim 1 is patentable over the combination of Gilbert et al and Hughes
etal.

In a similar fashion, claim 14 has been amended to recite, among other limitations, a
method in which a portal computer seeks "four randomly selected neighboring nodes to which

the seeking node is to connect". In other words, the invention of claim 14 includes randomly
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selecting neighboring nodes to which the seeking node is to connect, which is not disclosed in
either Gilbert et al or Hughes et al. Even if they were combined, neither Gilbert et al nor
Hughes et al. teach or suggest the random selection of neighboring nodes. In addition, even if
they were combined, neither Gilbert et al nor Hughes et al. teach or suggest the sending of an
edge connection request by the portal computer to the randomly selected neighboring nodes to
which the seeking node is to connect. Claim 14 has been amended to recite, among other
limitations, a method in which a portal computer "sends an edge connection request to four
randomly selected neighboring nodes to which the seeking node is to connect". In other words,
the invention of claim 14 includes the portal computer sending an edge connection request to the
randomly selected neighboring nodes to which the seeking node is to connect, which is not
disclosed in either Gilbert et al or Hughes et al. For at least these reasons, the applicant believes
that claim 14 is patentable over the combination of Gilbert et al and Hughes et al.

Since claim 1 is allowable, based on at least the above reasons, the claims that depend on
claim 1 are likewise allowable. Thus, for at least this reason, claims 2-5, 7, 8, and 11-13 are
patentable over the combination of Gilbert et al and Hughes et al. Since claim 14 is allowable,
based on at least the above reasons, the claims that depend on claim 14 are likewise allowable.
Thus, for at least this reason, claims 15-17 are patentable over the combination of Gilbert et al
and Hughes et al.

If the current rejection is maintained, the applicant's representative requests that the
Examiner explain with the required specificity where a suggestion or motivation in the

references for so combining the references may be found.6

6 See, MPEP Section 2144.03.
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Gilbert et al. deals with a method for adding nodes to a network while Hughes et al. deals
with a network for interconnecting nodes for communication across the network. The addition
of nodes to a network represents a completely separate process from the interconnection of nodes
in a network. Hughes et al. contains no specific teachings that would suggest combining Hughes
et al. with Gilbert et al. In other words, Hughes et al. contains no specific teachings that would
suggest adding a node to a network.

As is known, one may not use the application as a blueprint to pick and choose teachings
from various prior art references to construct the claimed invention ("impermissible hindsight
reconstruction").” Assuming, for argument's sake, that it would be obvious to combine the
teachings of Hughes et al. with Gilbert et al., then Hughes et al. would have done so because it
would have provided at least some of the advantages of the presently claimed invention. Hughes
et al’s failure to employ the teachings cited in Gilbert et al. is persuasive proof that the
combination is unobvious. For at least this reason, the applicant believes that claims 1 and 14
are patentable over the combination of Hughes et al. and Gilbert et al.

Since claim 1 is allowable, based on at least the above reasons, the claims that depend on
claim 1 are likewise allowable. Thus, for at least this reason, claims 2-5, 7, 8, and 11-13 are
patentable over the combination of Gilbert et al and Hughes et al. Since claim 14 is allowable,
based on at least the above reasons, the claims that depend on claim 14 are likewise allowable.
Thus, for at least this reason, claims 15-17 are patentable over the combination of Gilbert et al

and Hughes et al.

7 See, e.g., In re Gorman, 933 F.2d 982,987 (Fed. Cir. 1991), ("One cannot use
hindsight construction to pick and choose between isolated disclosures in the prior art to
deprecate the claimed invention.").
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VI.  Rejections under 35 U.S.C. § 103, third paragraph

A. The Applied Art

A Flood Routing Method for Data Networks by Cho (Cho), U.S. Patent No. 6,490,247 B1
to Gilbert et al. (Gilbert et al.), and U.S. Patent No. 6,553,020 B1 to Hughes ét al. (Hughes et al.)
have already been disclosed in the above descriptions of the applied art.

B. Analysis

As noted previously, Gilbert et al. discloses a method for adding nodes to a network
while Hughest et al. discloses a network for interconnecting nodes for communication across the
network. The combination of Gilbert et al. and Hughest et al. fails to disclose a method in which
"each participant forwards broadcast messages that it receives to all of its neighbor participants".
Cho discloses a method in which flooding is used to find an optimal route to forward messages
through. Cho fails to disclose the use of flooding to forward messages. In Cho, flooding is used
only to find an optimal route for data transmission and is not used to actually forward messages.
Cho fails to disclose a system in which "each participant forwards broadcast messages that it
receives to all of its neighbor participants”. In Cho, each participant forwards messages only to a
destination node once the optimal route has been selected. Cho fails to disclose a system in
which "each participant connected to the broadcast channel receives all messages that are
broadcast on the network". In addition, Cho fails to disclose a method for addressing a sequence
of messages that are received out of order in which "messages are numbered sequentially so that
messages received out of order are queued and rearranged to be in order". Claim 32 has been
amended to clarify the inherent language of previously pending claim 32. As explained below,
Gilbert et al, Hughes et al., and Cho would not be combined. However, even if they were
combined, Gilbert et al, Hughes et al., and Cho fail to teach or suggest the use of flooding to

send messages to all nodes connected to a broadcast channel. In addition, Gilbert et al, Hughes
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et al., and Cho fail to teach or suggest the sequential numbering of messages to rearrange a
sequence of messages that are received out of order. The invention of claim 32 includes
forwarding messages to all neighboring nodes and numbering each message sequentially so that
"messages received out of order are queued and rearranged to be in order", which are not
disclosed in Gilbert et al, Hughes et al., or Cho. For at least these reasons, the applicant believes
that claim 32 is patentable over the combination of Gilbert et al, Hughes et al., and Cho.

Since claim 32 is allowable, based on at least the above reasons, the claims that depend
on claim 32 are likewise allowable. Thus, for at least this reason, claims 33-36, 38, and 39 are
patentable over the combination of Gilbert et al, Hughes et al., and Cho.

Gilbert et al. deals with a method for adding nodes to a network, Hughes et al. deals with
a network for interconnecting nodes for communication, and Cho deals with finding an optimal
route to forward messages in a network. These three prior art references represent separate,
distinct processes. The combination of Gilbert et al. and Hughes et al. contains no specific
teachings that would suggest combining Gilbert et al. and Hughes et al. with Cho. In other
words, the combination of Gilbert et al. and Hughes et al. contains no specific teachings that
would suggest finding an optimal route to forward messages in a network.

Assuming, for argument's sake, that it would be obvious to combine the teachings of
Gilbert et al. and Hughes et al. with Cho, then Gilbert et al. and Hughes et al. would have done
so because it would have provided at least some of the advantages of the presently claimed
invention. The failure of Gilbert et al. and Hughes et al. to employ the teachings cited in Cho is
persuasive proof that the combination recited in claim 32 is unobvious. For at least this reason,
the applicant believes that claim 32 is patentable over the combination of Gilbert et al. and

Hughes et al. in view of Cho.
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Since claim 32 is allowable, based on at least the above reasons, the claims that depend

on claim 32 are likewise allowable. Thus, for at least this reason, claims 33-36, 38, and 39 are
patentable over the combination of Gilbert et al, Hughes et al., and Cho.

VII. Conclusion

In view of the foregoing, the claims pending in the application comply with the

requirements of 35 U.S.C. § 112 and patentably define over the applied art. A Notice of

. Allowance is, therefore, respectfully requested. If the Examiner has any questions or believes a

telephone conference would expedite prosecution of this application, the Examiner is encouraged

to call the undersigned at (206) 359-6488.

Respectfully submitted,
Perkins Coigd.LP

Date: 5/,//‘?/05/ L

Chun M. Ng
Registration No. 36,878

Correspondence Address:
Customer No. 25096

Perkins Coie LLP

P.O. Box 1247

Seattle, Washington 98111-1247
(206) 359-6488
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Performance Analysis of Network Connective Probability of Multihop
Network under Correlated Breakage

Shigeki Shiokawa and Iwao Sasase

Department of Electrical Engineering, Keio University
3-14-1 Hiyoshi, Kohoku, Yokohama, 223 JAPAN

Abstract—One of important properties of multihop network is the
network connective probability which evaluate the connectivity of
the network. The network connective probability is defined as the
probability that when some nodes are broken, rest nodes connect
each other. Multihop networks are classified to the regular net-
work whose link assignment is regular and the random network
whose link assignment is random. It has been shown that the net-
work connective probability of regular network is larger than that
of random network. However, all of these results is shown under
independent node breakage. In this paper, we analyze the network
connective probability of multihop networks under the correlated
node breakage. It is shown that regular network has better per-
formance of the network connective probability than random net-
work under the independent breakage, on the other hand, random
network has better performance than regular network under the

correlated breakage.

1 Introduction

In recent years, multi-hop networks have been widely studied
[1]-{8]. These networks must pass messages between source and
destination nodes via intermediate links and nodes. Examples of
them include ring, shuffie network (SN) [1],(2] and chordal net-
work (CN)[3]. One of the very important performance measure
of multi-hop network is the connectivity of the network. If some
nodes are broken, it is needed for a network to guarantee the con-
nection among non-broken nodes. Thus, the network conncctive
probability defined as the probability that when some nodes are
broken, rest links and nodes construct the connective network,
should be a very important property to evaluate the connectivity

of the network.

Multi-hop networks are classified to regular network and ran-
dom network according to the way of link assignment. In the regu-
lar network, links arc assigned regularly and examples of them in-
clude shufflenet and manhattan street network. On the other hand,
in random network, link assignment is not regular but somewhat
random and examples of them include connective semi-random
network (CSRN) [6). The network connective probabilities of
some multi-hop networks have been analyzed and it has been
shown that the network connective probability of regular network
is larger than that of random network. However, all of them is an-
alyzed under the condition that locations of broken nodes are in-
dependent each other. In the real network. there are some casc that
the locations of broken nodes have correlation, for example, links
and nodes are broken in the same area under the case of disaster.
Thus, it is significant and great of interest to analyze the network
connective probability under the condition when the locations of

broken nodes have correlations each other.
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In this paper, we analyze the network connective probability
of multi-hop network under the condition that locations of broken
nodes have correlations each other, where we treat SN, CN and
CSRN as the model for analysis. We realize the correlation as fol-
lows. At first, we note one node and break it and call this node the
center broken node. And next, we note nodes whose links con-
nect to the center broken nodes and break them at some probabil-
ity. We define this probability as the correlated broken probability.
Very interesting result is shown that under independent breakage
of node, regular network has better performance of the network
connective probability than random network, on the other hand,
under the correlated breakage of node, random network has better
performance than regular network.

In the section 2, we explain network model of SN, CN and
CSRN which we analyze in the section 3. In the section 3, we ana-
lyze the network connective probability under the condition when
the location of broken nodes have correlation each other. And we
compare each of network connective probability in the section 4.
In the last, we conclude our study.

2 Multihop network model

In this section, we explain the multihop network models used
for analysis of the network connective probability. We treat three
networks such as SN, CN and CSRN which consists of V nodes
and p unidirected outgoing links per node.

Fig. 1 shows SN with 18 nodes and 2 outgoing links per node.
To construct the SN, we arange N = kpt (k = 1,2, p=
1,2,---) nodes in k columns of p* nodes each. Moving from left
to right, successive columns are connected by p**! outgoing links,
arranged in a fixed shuffle pattemn, with the last column connected
to the first as if the entire graph were wrapped around a cylinder.
Each of the p* nodes in a column has p outgoing links directed
to p different nodes in the next column. Numbering the nodes in
a column from O to p* — 1, nodes i has outgoing links directed
to nodes j,7 + 1,---, and j + p — 1 in the next column, where
j = (i mod p*~Y)p. In Fig. 1, p is equal to 2 and k is equal to 2.
Since the link assignmentof SN is regular, SN is regular network.

Fig. 2 shows CN with 16 nodes and 2 outgoing links per node.
To construct CN, at first, we construct unidirected ring network
with N nodes and N unidirected links. And p— 1 unidirected links
are added from each node. Numbering nodes along ring network
from 0 to N —~ 1, node i has outgoing links directed to nodes (i +
1) mod N,(i + ry) mod N,---, and (i + r,_;) mod N, where
r; (j =1,2,--+,p — 1) is defined as the chordal length. In Fig. 2,
7} is equal to 3. Since r; for every 1 are independent each other, CN
is not regular network. However, CN has much regular elements
such a symmetrical pattern of network.
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Figure 2. Chordal network with N = 16,p=2and r, = 3.

Fig. 3 shows CSRN with 16 nodes and 2 outgoing links from a
node. Similarly with CN, CSRN includes unidirected ring network
with N nodes and N unidirected links. And we add p — | links
from each node whose directed nodes are randomly selected. In
CSRN, the number of incoming links per node is not constant, for
example, in Fig. 3, the number of incoming links into node I is
1 and the one into node 3 is 3. The link assignment of CSRN is
random except for the part of ring network, thus CSRN is random
petwork. It has been showa that since the number of incoming
links per node is not constant, the network connective probability
of CSRN is smaller than those of SN and CN when locations of
broken nodes are independent each other. And that of SN is the
same as that of CN, because the network connective probability
depends on the number of incoming links come into every nodes.

3 Performance Analysis

Here, we analyze the network connective probability of SN, CN
and CSRN under the condition that locations of broken nodes have
correlation each other. Now, we explain the network connective
probability in detail using Fig. 3. This figure shows the connective
network whichis defined as the network in which all nodes connect
to every other nodes directly or indirectly. At first, we consider the
case that the node 1 is broken. The node 1 has two outgoing links
directed to nodes 2 and 3, and if the node 1 is broken, we can not
use them. However, node 2 has two incoming links from nodes 1
and 14, and node 3 has three incoming links from nodes 1, 2 and
11, Therefore, even if node 1 is broken, rest nodes can construct

Figure 3. Conneclive semi-random petwork with N = 16 and
p=2.

the connective network. Next, we consider the case that node 0 is
broken. The node 0 has two outgoing links directed to nodes 1 and
8, and if the node O is broken, we can not use them. Since node
I has only one incoming link from node 0, even if onty node 0 is
broken, rest nodes can not connect to node 1, that is, they can not
construct the connective network. Here, we define the network
connective probability as the probability that when some nodes
and links are broken, the rest nodes and links can construct the
connective network.

Now, we explain the correlated node breakage using Fig. 3. At
first, we note one node and break it, where this node is called as
the center broken node. And then, we note nodes whose outgoing
links come into the center broken node or whose incoming links
go out of the center broken node, and break them at a probability
defined as the correlated broken probability. In Fig 3, when we
assume that the center broken node is the node 3, there are five
nodes 1, 2, 4, 9 and 11 which have possibility to become correlated
broken node. And they become the broken nodes at the correlated
broken probability. It is obvious that none of them is broken when
the correlated broken probability is 0 and all of them is broken
when the correlated broken probability is 1.

In our study, we analyze the network connective probability that
only nodes are broken. And we assume that the number of center
broken node is one in the analysis. We denote the correlated bro-
ken probability by a and the network connective probability of SN,
CN and CSRN by Psy, Pon and Peggry, respectively.

3.1 Shuffle Network

Because the number of incoming links per node in SN is the
constant p, when broken node is only center broken node, the rest
nodes can construct the connective network. There are 2p nodes
have the possibility to become the correlated broken node. All of p
nodes which have outgoing link come into the center broken node
have the outgoing links directed to the same nodes. For example,
in Fig. 1, if we assume that the node 9 is the center broken node,
the nodes 0, 3 and 6 has outgoing links to node 9. And each of
three nodes have two outgoing links directed to nodes 10 and 11.
Therefore, only when all of them are broken, the rest nodes can
not construct the connective network. On the other hand, all of
outgoing links go out from p nodes which have incoming link from
center broken node direct to different nodes. In Fig. 1, nodes 0, 1
and 2 have the incoming link from center broken node 9. And
all of the outgoing links from their nodes direct to different nodes,
thus even if all of them are broken, the rest nodes can construct the
connective network. Thus, the network connective probability of
SN is the probability that all of nodes whose outgoing links come
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into the center broken node are broken, and it is derived as

P5N=I—a". (1

3.2 Chordal Network

The network connective probability of CN with p = 2 is differ-
ent from that withp > 3. At first, we consider the case withp = 2.
When p is equal to 2, ali of the outgoing links, from the nodes
whose incoming links go out from the center broken node, direct
to the same node. For example, in Fig. 2, when we assume that
the center broken node is node 0, the outgoing links from it direct
to nodes 1 and 4. And each of outgoing links from them directs to
node S. Therefore, only when all nodes whose incoming links go
out from the center broken node are broken, the rest nodes can not
construct the connective network. And we can obtain the network
connective probability as

Pon=1-d’ for p=2. (2)
And next, we consider the case that p > 3. in CN, when p is equal
to or larger than three and each chordal length is selected properly,
all of outgoing links from the nodes whose incoming links go out
from the center broken node do not direct to the same nodes. And
therefore, even if alt of nodes which connect to the center broken
nodes with incoming or outgoing links is broken, the rest nodes
can construct the connective network, that is,

Pey =1 for p>3. 3)

3.3 Connective Semi-Random Network

In CSRN, the number of the incoming links per node is not con-
stant. Since the maximum number of incoming links is N — I and
one link come into a node at Jeast, the probability that the number
of the incoming links come into a node is ¢, denoted as A, is

0, fori =0

Ai= N-2 P -l P \N-i-i .
(i—l)(N—z) (l—N_z) fori > 1.
4)

The nodes which have possibility to become the correlated bro-
ken nodes are those which connect to the center broken node by
outgoing link or incoming link. When the number of the incom-
ing link come into the center broken node is i, the sum of outgoing
links and incoming links it have is p + i. However, the number of
the nodes which have possibility to become the correlated broken
nodes is not always p + i, because the p outgoing links have the
possibility to overlap with one of ¢ incoming links. For example,
in Fig. 3, when the center broken nodes is node 5, the outgoing link
to node 12 overlap with the incoming link from node 12. There-
fore, in spite of the node 5 has four outgoing and incoming links,
the number of the nodes which have possibility to become the cor-
related broken nodes when the node 5 is the center broken node is
three.

And now, we derive the probability that the number of nodes
which have possibility to become the correlated broken nodes is 7
denoted as B;. Before derive Bj, we derive the probability that g
of p outgoing links which go out of a node overlap with r incoming
links come into it, denoted as C, o . Here, we define regular link
as the link which construct the ring network and random link as
other link. We consider the two case. The one is the case that one
of the incoming links overlap with the regular outgoing link, and
the other case is that none of incoming links overiap with it. Since
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the regular incoming link never overlap with the regular outgoing
link, the probability to become the first case is (r — DN =2)
and one o become the second case is | - (r — 1)/(N = 2). In
the first case, Cp,q,- is the same as the probability that each of
q — 1 outgoing links among the p — 1 outgoing links except for
the regular outgoing link overlap one of r — 1 incoming links,
denoted as Cp,_ oy ;- And in the second case, Cpq.r is the
same as the probability that each of g outgoing links among the
p — 1 outgoing links except for the regular outgoing link overlap
one of r incoming links, denoted as C, —1,q,r Using C;,.v,‘,,, given
as follows,

0, forqg' < 0,7 <0,¢ >p,
@ +7' > Nand
C;,Iqlrl= q'<pl+rl~N)

'

»

(u,) o~ P‘: hv_z_,.lpnl_ql
NPy

, otherwise,

5

we can derive Cp ¢,r a$

r—1
Crar =(F 3
B; can be derived as the sum of the probability that when the num-
ber of incoming links is j — p + ¢, ¢ of p outgoing links overlap
with onec of incoming links. Therefore, we can obtain B; as

-1
)C;—l,q—l,r—l +(1- ]L\]—_—i)c}"—liql' : (6)

P

B; = b

g=maz(0,p+1 —j)

Ai—p‘qu.q.i-r»q . M

Here, we consider two nodes whose regular links connect to the
center broken node. We call them regular node (R-node). And we
define non-connective node (NC-node) as the node which have no
incoming link. Even if a node has many incoming links, when all
of source node of them are broken, it becomes NC-node. How-
ever, when the number of incoming link is equal to or greater than
2, the probability that all of source nodes of them are broken is
very small compared with that when the number of incoming link
is 1. Therefore, we assume the NC-node as the node which have
only one incoming link and its source node is broken. That is,
when the destination node of regular outgoing link of the broken
node has only this regular incoming link and this node is not bro-
ken, it becomes the NC-node. Fig. 4 shows the center broken node
and R-node. (a) shows the case that none of R-node is broken, (b)
shows the case that one of them is broken, and (c) shows the case
that both of them are broken. It is found that there is only one
node which have possibility to become the NC-node in all case.
The probability that this node becomes the NC-node is A;. When
the number of broken nodes is &, we can consider the three case
withk =1,k =2and k > 2. In k = 1, this node is the center bro-
ken node and it certainly becomes the case (a) and never becomes
the case (b) and (c). In k = 2, the one node is the center broken
node and the other is the correlated broken node and it becomes
the cases (a) or (b). And the probability to become the case (a) is
2/1 and to become the case (b) is 1 — 2/ where [ is the number of
the nodes have possibility to become the correlated broken nodes.
If k > 2, it becomes all the case. The number of broken nodes ex-
cept for R-node in (a), (b) and (c) is k, k— 1 and k-2, respectively.
Furthermore, when the number of links connect to the center bro-
ken node is {, the probability that the number of comrelated broken
nodes is k, denoted as t; ¢ is

tin =B (i) ak(1 - o)t . (8)
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regular link

(a)
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(b)

center broken node

correlated broken node
@ node which have posibility to
become non-connective node
Figure 4. The center broken node and regular nodes.

And in this case, the probability to become the case of (a) is
(( ) 122P:)/1Pe. 10 become the case of (b) is (( ) 1=2Pe-1)/1Ps
and to become the case of (¢) is ( ) 1-2Px_2)/1P:. The network

connective probability when the number of broken nodes is /, de-
noted as E;, is derived in [8] as follows

N-NA -5
El:Ho_—jV——;—_. ° (9)

Therefore, using (8) and (9), we can obtain the network connective
probability as

N-1
S tioll - A1)

Resrn =
=p
N-1
+2m{ S(1-4A .)+(1——)(1— AVE)
i=p
N-1 N-1 ( )
+Z Z tip {"L—— (l- ANE,
k=2 {=maz(p,k)
k
+_(M-_l(] -— Al)Ek-l
1Pr
k
2 —ZP—
LlPo e,y
1Py
(10)
4 Results

We show computer simulation and theoretical calculation re-
sults of the network connective probability under the correlated
breakage.

Fig. 5 shows the network connective probability of SN, CN and
CSRN with p = 2 versus the correlated broken probability. In this
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Figure 5. The network connective probability with p = 2 versus
correlated broken probability.
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Figure 6. The network connective probability with p = 3 versus
correlated broken probability.

figure, the chordal length of CN, 7y is S0. Itis shown that the both
the network connective probability of SN and CN is the same in
p = 2. It is also shown that the network connective probability of
CN or SN is larger than that of CSRN in small e, however, in large
a, the network connective probability of CN or SN is smaller than
that of CSRN.

Fig. 6 shows the network connective probability of SN, CN and
CSRN with p = 3 versus the correlated broken probability. In
this figure, 7; is SO and =, is 120. The tendency of the network
connective probability of SN and CSRN is the same as the case
with p = 2. However, the tendency of the network connective
probability of CN is not different from that with p = 2.

In CSRN, because the number of incoming links come into a
node is not constant, even if p is large, there are some nodes whose
number of incoming links is one. Therefore, the network connec-
tive probability itself is small. However, the link assignment of
CSRN is random, the condition of correlated breakage is not so
different from that of independent breakage. On the other hand,
in SN, because the number of incoming links come into a node is
constant, the network connective probability under the indepen-
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igure 7. The network connective probability with a = 0.4 versus
the number of outgoing links per node.

ent breakage is large. However, because of regularity of the link
ssignment, that under the correlated breakage is small. In CN,
‘hen p is two, the link assignment is regular, however, when p
. larger than two, every chordal length is random and indepen-
ent each other, and the link assignment is random. Moreover, the
umber of incoming links per node of CN is the constant. There-
»re, the network connective probability of CN is large under both
1e independent and correlated breakage.

Figs. 7 and 8 show the network connective probability with
= 0.4 and 0.8 versus p, respectively. It is shown that the larger
is, the smaller difference of network connective probability be-
veen SN and CSRN is, when a is small. On the other hand, when

is large, the larger p is, the larger difference of network con-
ective probability between SN and CSRN is. The reason is as
>llows. When a is small, the network connective probability of
‘SRN is small. However, the larger p is, the smaller the number of
odes, whose number of incoming links is 1, is, and the closer to 1
1e network connectivity is. In SN and CN, even if p is small, the
etwork connective probability is somewhat large when a is small.
vhen p is large, the network connective probability of CSRN is
{most the same with small p. On the other hand, in SN, the ten-
ency network connectivity versus p is almost the same, however,
1e larger a is, the smaller the value is.

As these results, CN has best performance of network connec-
vity. However, it has been shown that CN has much poorer per-
yrmance of internodal distance than other network. Thus, it is
xpecetd for the network to have good performance of both net-
‘ork connective probability and intemodal distance.

i Conclusion

We theoretically analyze the network connective probability
f multihop network under the correlated damage of node. We
eat shuffleNet, chordal network and connective semi-random
etwork. It is found that in the independent node breakage, the
etwork whose number of incoming links is the constant has good
erformance of network connective probability, and found that in
1e correlated node breakage, the network whose link assignment
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Figure 8. The network connective probability with @ = 0.8 versus
the number of outgoing links per node.

is random has good performance of one.
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Abstract

In this paper, a new routing algorithm based on a
flooding method is introduced. Flooding
techniques have been used previously, e.g. for
broadcasting the routing table in the ARPAnet {1]
and other special purpose networks [3][4][5].
However, sending data using flooding can often
saturate the network [2) and it is usually regarded
as an inefficient broadcast mechanism. Our
approach is to flood a very short packet to explore
an optimal route without relying on a pre-
established routing table, and an efficient flood
control algorithm to reduce the signalling traffic
overhead. This is an inherently robust mechanism
in the face of a network configuration change,
achieves automatic load sharing across alternative
routes, and has potential to solve many
contemporary routing problems. An earlier
version of this mechanism was originally
developed for virtual circuit establishment in the
experimental Caroline ATM LAN [6][7] at
‘Monash University.

1. Introduction

Flooding is a data broadcast technique which
sends the duplicates i ing
riodes in a network. It is a very reliable method of
data transmission because many copies of the
original data are generated during the flooding
phase, and the destination user can double check
the correct reception of the original data. It is also
a robust method because no matter how severely
the network is damaged, flooding can guarantee at
least one copy of the data will be transmitted to
the destination, provided a path is available.

While the duplication of packets makes flooding a

0-7803-3676-3/97/$10.00 © 1997 IEEE

James Breen

Monash University
Clayton 3168, Victoria
Australia '
jwb@dgs.monash.edu.au

generally inappropriate method for data

transmission, our approach is to take advantage of
the simplicity and robustness of flooding for
routing purposes. Very short packets are sent over
all possible routes to search for the optimal route
of the requested QoS and the data path is
established via the selected route. Since the Flood
Routing  algorithm  strictly  controls  the
unnecessary packet duplication, the traffic
overhead caused from the flooding traffic is
minimal.

Use of flooding for routing purposes has been
suggested before {3][4]{S], and it has been noted
that it can be guaranteed to form a shortest path
route[10]. And an earlier protocol was proposed
and implemented for the experimental local area
ATM network (Caroline [6][7]). However the
earlier protocol had problems with scaling timer
values, and also required complex mechanism to
solve potential race and deadlock problem. Our
proposal greatly simplifies the previous
mechanism and reduces the earlier problems.

Chapter 2 explains the procedure for route
establishment and the simulation results are
presented in cHapter 3. The advantages of the
Flood Routing are reviewed specifically in chapter
4. Chapter S concludes this paper with suggesting
some possible application area and the future
study issues.

2. Flood Routing Mechanism

Figure 1, 3, 4 show the stepwise procedure of the
route establishment.

In the Figure 1, the host A is requesting a
connection set up to the target host B. In the initial
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stage, a short connection request packet (CREQ)
is delivered to the first hop router 1 and router 1
starts the flood of the CREQ packets.

Figure 1

VC number (1byte=0)

Packet Type (1byte="CREQ")

CDM (lbyte)

Source Address

Connection No (Ibyte)

Destination Address

QoS

Figure 2 CREQ Packet Format

Figure 2 shows the format of the CREQ packet.
The CREQ packet contains a connection difficulty
metric (CDM) field, QoS parameters and the
source & destination addresses and connection
number. The metric can be any accumulative
measure representing the route difficulty, such as
hop count, delay, buffer length, etc. The
connection number is chosen by the source host to
distinguish the different packet floods of the same
source and destination.

When a router receives the CREQ packet, the
router matches the packet information with the
internal Flood Queue to see if the same packet has
been received before. If the CREQ packet is new,
it records the information in the Flood Queue,
increases the CDM value, and forwards the packet
to all output links with adequate capacity to meet
the QoS except the received one. Thus the flood
of CREQ packets propagate through the entire
network. '

The Flood Queue is a FIFO list which contains the

information relating to the best CREQ packet the
router has received for each recent flood. As the
flood packet of a new connection arrives and the
information is pushed into the Flood Queue, the
old information gradually moves to the rear and
eventually is removed. The queucing delay from
the insertion to the deletion depends on the queue
size and the call frequency, and provided this
delay is enough to cover the time for network
wide flood propagation and reply, there is no need
for a timer to wait to the completion of the flood.

Since the CDM value is increased as the CREQ
packet passes the routers, the metric value
represents the route difficulty that the CREQ
packet has experienced. Because of the repeated
duplication of the packet, a router may receive
another copy of the CREQ packet. In this case, the
router compares the metric values of the two
packets and if the most recently arrived packet has
the better metric value, it updates the information
in the Flood Queue and repeats the flood action.
Otherwise the packet is discarded. As a
consequence, all the routers keep the record of the
best partial route and the output link to use for
setting up the virtual circuit.

Figure 3 shows the intermediate routers 2, 7, 8
have chosen the links toward the router 1 as the
best candidate link. If one of them is requested
for the path to the source node A, the router will
use this link for the virtual circuit set up.

Figure 3

When the destination host receives a CREQ
packet, it opens a short time-window to absorb
possible further arriving CREQ packets. The
expiration of the timer triggers the sending of the
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connection acceptance (CACC) packet along the
best links indicated by the CREQ packet with the
lowest CDM. The CACC packet is relayed back
to the source host by the routers which at the same

time install the virtual circuit via the optimal route.

Finally, when the source host receives the CACC
packet, the host may initiate data transmission.

Figure 4

Note that bandwidth reservation occurs during the
relay of the CACC packet. It is possible that the
available QoS will have dropped below the
requested level in one or more links. In this case,
the source may either accept the lower QoS, or
close the connection and try again.

More implementation details of the flooding
protocol can be found in [9).

3. Simulation Result

One concern of Flood Routing is whether it will
lead to congestion of the network by the signalling

traffic. A simulation was carried out using various
network conditions. Figure S shows the number of
flooding packets produced in a connection trial in
a normal traffic condition on a network consisting
of 5 switching nodes, 9 hosts and 16 links. The
simulation tested the event of 2000 seconds.

The graph shows that the total number of flooding
packets per connection converges on the lower
bound 18 with some exceptions. This is slightly
higher than the number of the network links (16).
This shows how the flood control mechanism is
efficient in that the routers usually generate only
one flooding packet per output link and this
duplication process is rarely repeated again. As a
result, the total number of flooding packets per
connection is nearly same as the number of
network links.

Considering the small size of the flooding packet,
the bandwidth consumed by the signalling traffic
is small. Suppose an ATM nctwork using the
Flood Routing generates 1000 calls per seconds,
the bandwidth consumption by the signalling
traffic will only be about 424 Kbps (= 1 K * 53
byte) per link and this does not include any
additional route management traffic such as the
routing table update.

From the simulation, it is observed that the
average number and the maximum number of the
flooding packets depends on the network topology
and the traffic condition. If the network is simple
topology such as a tree oOr a star shape, the average
number of the flooding packets is nearly identical
to the number of the network links. If the network
is a complex topology such as a complete mesh
topology, and there is a high traffic load, the
routers tend to generate more packets because of
the racing of the flooding packets.
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The connections established by Flood Routing
successfully avoid busy links and disperse the
communication paths to all possible routes. This
reduced the chance of congestion and utilizes all
network resources efficiently.

4. Advantages of the Flood Routing

The distinctive features of the Flood. Routing
method are :

(a) It facilitates the load sharing of available
network resources. If many possible routes exist
between two end points in a network, the Flood
Routing can disperse different connections over
different routes to share the network load. Figure
6 shows this example.

SUBNET-1

SUBNET-2

Figure 6 Example of Multipath Connection

In the sample network, there are more than two
links exist between node A and H, and the node A
used all links for different connections with
balancing the load. More than two exterior routers
are connecting the subnet 1 and the subnet 2, and
the node H distributed the connections to all
exterior routers. Therefore, all the network
resources are utilized fully in Flood Routing
network. This load sharing capability has been
considered to be a difficult problem in table based
routing algorithms.

(b) It automatically adapts to changes in the
network configuration. For example, if the overall
traffic between two end points has been increased,
the network bandwidth can simply be expanded
by adding more links between routers. The Flood
Routing algorithm can recognize the additional
links and use them for sharing the load in new
connections.

(c) The method is robust. The Flood routing can
achieve a successful connection even when the
network is severely damaged, provided flooding
packets can reach the destination. Once a flooding

packet reaches the destination, the connection can
be established via the un-damaged part of the
network which was searched by the packet. This is
very useful property in  networks which are
vulnerable but which require high reliability, such
as military networks.

(d) The method is simple to manage, as it makes
no use of routing tables. This table-less routing
method does not have the problem like
“Convergence time" of the Distance Vector
routing [8].

(e) It is possible to find the optimal route of the
requested bandwidth or the quality of service.
While the packet flood is progressing, bandwidth
requirement and QoS constraints specified in the
flooding packets are examined by the routers and
the links that does not mect the requirements are
excluded from the routing decision. As a result,
the route constructed with the qualified links can
meet the bandwidth and the QoS requirements,
usually in the first attempt.

(f) It is a loop-free routing algorithm. The only
possible case that the route may consist a loop can
be caused from the corrupted metric information.
However this can be detected by a check sum.

(g) Since the flooding method is basically a
broadcast mechanism, it can be used for locating
resources in network. Many network applications
are best served by a broadcast facility, such as
distributed data bases, address resolution, or
mobile communications. Implementing broadcast
in point-to-point networks is not straight forward.
The flooding technique provides a means to solve
this problem. In particular, locating 2 mobile user
by Flood Routing, and establishing a dynamic
route is an interesting issue. Application to a
movable network in which entire network units
including both the mobile users as well as the
switching nodes &nd the wireless links is another
potential research area.

5. Future Study and Conclusion

In this paper, we introduced a revised Flood
Routing technique. Flood Routing is a novel
approach to network routing which has .the
potential to solve many of the routing problems in
contemporary networks. The basic Flood Routing
presented in this paper has been developed to be
used in an ATM style network, however we
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believe a similar technique can also be applied to
IP routing. Another promising area of
application of this method would be military or
mobile networks which require high mobility and
reliability. Research to extend the point-to-point
Flood Routing to optimal multi-point routing is
now progressing. Further analysis of performance,
and application to large scale networks are the
future issues.
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