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Chapter

Transmission Control

Protocol/Internet

Protocol (TCP/I P)

Transmission Control Protocol/Internet Protocol (TCP/IP) is one of

today’s most widely used networking protocols. A TCP/IP network is

generally a heterogeneous network, meaning there are many different

types of network computing devices attached.

Before TCP/IP, network protocols were proprietary and known to only

a few individuals. Users and network administrators were held to pro-

prietary network environments and proprietary network applications,

which deterred network development and enhancement in all corporate

environments. TCP/IP allows public access to network protocols and

allows seamless integration between all computing environments that

wish to operate in a network environment. Commercial success of this

protocol happened unexpectedly. TCP/IP was never envisioned as a com-

mercial network system and was not envisioned to gain the widespread

use it has today. Had the open protocol ofTC’P/IP not flourished, the net-
work environment would possibly be in the same situation as the oper-
ating system World was in the 197Os. Everyone had their own

proprietary operating system, and users were stuck with one operating

system. TCP/IP not only gave the network world the groundwork for

future protocols (OSI), it allowed open access so that users may choose

this network operating system without having to choose a single vendor

along with it. We should be thankful for this. There are many more

advantages to this protocol that will be pointed out throughout the text.
TCP/IP allowed for open communications to exist and also allowed

for the proliferation of LAN to LAN to LAN to WAN connectivity

between multiple operating environments. The only people hurt by
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this open protocol are the network companies that do not support it. All
other companies have flourished based on it.

From this, one would tend to think that this operating system was
developed by a large-scale R&D center like that of IBM or DEC. It

wasn’t. It was developed by a team of research—type people, but these

individuals were college professors, graduate. students, and under-
graduate students from major universities. This should not be hard to

believe. These individuals are the type who enjoy not only R&D work,
but who also believe that, when problems occur, the fun starts.

Many years from now we will look back on the TCP/IP protocol as the
protocol that provided the building blocks offuture data communications.

The following text will show the inner workings of the TCP/IP proto-

col. The text will not enable the reader to write code or perform proto-
col analyzer traces on protocol packets, but will merely provide an
alternative to the current theory books.

Introduction

The suite ofprotocols that encompass TCP/IP were originally designed
to allow different types of computer systems to interact. It was devel-

oped by a project underwritten by an agency of the Department of

Defense known as the Advanced Research Projects Agency (DARPA).
There are many reasons why TCP/IP became popular, two of which

are paramount. First, DARPA provided a grant to allow the protocol
suite to become part of Berkeley’s UNIX system. When TCP/IP was

introduced to the commercial marketplace, UNIX was always men-
tioned in every story about it. Berkeley UNIX and TCP/IP became the

standard operating system and protocol of choice for a lot of major uni-

versities, where it was used with Workstations in engineering and
research environments. In 1983, all U.S. government proposals that

included networks mandated the TCP/IP protocol in all the govern-
ment proposals.

Second was the capability of the protocol to allow dissiinflarsysteins
togcommunicate thiidufii the network. At the timeof the TCP/IP influx,
other protocols were in use and very popular with the LAN vendors.
Variations of Xerox’s XNS and Digital’s proprietary DECnet/LAT were

the most popular. One drawback for users of these protocols is that the

protocols were vendor dependent. Running XNS on one system did not

guarantee compatibility of communication to any other system except
for the same vendor. This was good for the vendor, but it tended to lock
users into one vendor.

TCP/IP eliminated this- TCP’s beginnings were rough (interoperabil-

ity issues), but the protocol stabilized and the interoperabflity between
different computer and operating systems became a reality. For exam-
ple, a DEC system running the VMS operating system combined with

TCP/IP running
with a Sun Micr

systems could c»
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With TCP/IP replacing NCP, the NCP application-specific programs
were converted to run over the new protocol. The protocol became man-
dated in 1983, when ARPA demanded that all computers attached to

the ARPAnet use the TCP/IP protocol.

In order to perpetuate the task of allowing dissimilar government com-

puters to communicate, DARPA gave research grants to UCLA, Univer-
sity of California at San Bernadino, the Stanford Research Institute

(SRI), and the University of Utah. A company called BBN provided the
Honeywell 316 Interface Message Processors (IMPS) which provided the

internet communications links. In 1971, the ARPAnet Networking
Group dissolved and DARPA took over all the research work. Between

the years of 1975-1979, DARPAhad begun the work on the Internet tech-

nology which resulted in the TCP/IP protocols as we know them today.
Around 1980, the Internet was started when DARPA began to move

their machines and research networks over to the TCP/IP protocols.
Around 1983, the Office of the Secretary of Defense mandated that

all government computers be switched over to the new TCP/IP proto-
cols. Also during this year, the ARPAnet was split into two networks:

1. The Defense Data Network (DDN)—also known as the MILNET

(military network)

2. The DARPA Internet—a new name for the old ARPAnet network.

In 1985, the National Science Foundation expanded the use of the

Internet by using it as the vehicle to network as many scientists as pos-
sible. This program was started as network access to their six super
computer sites. The NSFNET was formally established in 1986.

There are two prominent items in the architecture of this protocol
that need to be understood: the architecture itself and the elements

that control the architecture.

First, the protocol is well defined. The TCP/IP protocol is known as

an open protocol. The architecture is defined in public documents for
anyone who _vv'o’uld like to build a TCP/IP operating system. What gov-
erns the protocol? Refer to Fig. 6.1.11. The TCP/IP protocol suite is gov-
erned by an organization known as the Internet Activities Board (IAB).

This group was originally set up by DARPA to allow information to be

exchanged between the major individuals involved in the ARPAnet.

Each member of the IAB heads a group known as the Internet Engi-
neering Task Force (IETF) that is responsible for investigating a prob-
lem or a set of issues. Each IETF has a chairperson known as the

Internet Architect whose responsibilities include future directions,
coordination of the activities, and technical directions.

Finally, there are documents written known as Request for Com-

ments (RFCs) that define the processing functions of this protocol.
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One last distinction of TCP/IP. To run the protocol on any network
does not require a connection to the Internet. TCP/IP may be installed

on as few as two network stations or as many as can be addressed (pos-
sibly millions). A TCP/IP network may be built privately. This means
that there is no access to the Internet. When a network requires access
to the Internet, the network administrator must call the NIC to place
a request for access and to be assigned an official IP address.

Request For Comments (RFCs)

The Request for Comments are papers (documents) that define the

TCP/IP protocol suite. These papers may be submitted to the editor in

chief of NIC by anyone, and are usually about reports for work, pro-
posals for protocols, and the actual protocol standards. As a matter of

fact, there is an RFC that defines the procedure for submitting an
RFC. The following text will be mentioning the RFCs periodically, for
any modification to the TCP/IP protocol is defined in these RFCs.

Each RFC is assigned a number in ascending sequence (Newer RFCs

have higher numbers and they are never reassigned). Newer RFCs
may make older RFCs obsolete. For example, the SNMP network man-

agement was originally proposed in RFC 1065, 1066, and 1067. The

latest adopted SNMP RFC is 1155, 1156, and 1157.

The RFCs are continuing to evolve as the technology demands. For
example, the wide area network connection facility known as the Frame
Relay specification is becoming very popular, and there are RFCs to define

how to interface TCP to the frame relay protocol. RFCs also allow refme—

ments to enhance better interoperability. As long as the technology is chang-
ing, the RFCs must be updated to allow connection to the protocol suite.

The second part of this protocol is the actual protocol itself. What is
TCP/IP?

Let’s start with understanding the functions and protocols by study-
ing their placement in the OSI model. In looking at Fig. 6.2, we can see
that there are distinct protocols that run at each layer of the OSI
model, starting from the network layer to the application layer. The
heart of the TCP/IP network protocol is at layers 3 and 4. The applica-
tions for this protocol (file transfer, mail, and terminal emulation) run

at the application layer.

As you can see, this protocol runs independently of the data—link and
‘ physical layer. At these layers the TCP/IP protocol can run on Ether-

net, Token Ring, FDDI, serial lines, X25, etc. It has been adapted to
run over these protocols. TCP/IP was first used to interconnect com-

puter systems through synchronous lines and not high-speed local area
networks. Today, it is used on any type of media. This includes serial

lines (asynchronous and synchronous) and high-speed networks such
as FDDI, Ethernet, and Token Ring.

OSI Model

 

  
Application
presentation

session

  
 
  
 

Transport

Data link

Physical
 

  

"I"‘|’I'I‘I-.‘:l'l'\!"Ifn"ll
Figure 6.2 OSI mode

The protocol suite

TCP/IP is actual]

path that allows f

In this chapter

phases:

1. The Internet P

2. The Transport

3. The suite of a];
TCP: TELNET

(DNS), and Sir

A brief summai

Overview

Section 1: the netvi

Internet Protocol (I

switched COI11D1'l1]

 



 
Transmission Control Protocolllnternet Protocol 24?

_OS| Model TCPIIP Architectural Model

Application
presentation

session

Transmission

control protocol

Transport

FDDI
IEEE 802.3 IEEE 802.4 IEEE 802.5 ANSI X3T9.5

 
FTP — File Transfer Protocol

SMTP — Simple Mail Transfer Protocol
DNS — Domain Name Server

SNMP — Simple Network Management Protocol
ICMP — lntemet Control Message Protocol
AFIP — Address Flesolution Protocol
FDDI — Fiber Distributed Data Interface

FIIP — Routing Information Protocol

Figure 6.2 OSI model and TCP/IP architectural model.

The protocol suite

TCP/IP is actually a family of protocols working together to provide a

path that allows internet data communication.

In this chapter, the TCP/IP protocol suite will be discussed in three

phases:

1. The Internet Protocol (IP)

2. The Transport Control Protocol (TOP)

3. The suite of applications that were specifically developed on top of

TCP: TELNET, File Transfer Protocol (FTP), Domain Name Service

(DNS), and Simple Mail Transfer Program (SMTP), to name a few

A brief summary of these three section is given below:

Overview

Section 1: the network layer

Internet Protocol (IP_). This protocol is designed to interconnect packet-
switched communication networks to form an internet. It transmits
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blocks of data called datagrams received from its upper-layer software
to and from source and destination hosts. It provides a best effort or
connectionless delivery service between the source and destination——

connectionless in that it does not establish a session with the desti-

nation before it transmits its data. This is the layer that is also
responsible for the protocol addressing.

Internet Control Message Protocol (ICMP). Not really part of the IP layer,
this works directly with the IP layer. Reports certain error conditions
on the network. Basically, it allows internet routers to transmit error

or test messages. These error messages may be that a network desti-
nation cannot be reached or they may generate/reply to an echo re-
quest packet (PING, explained later).

Address Resolution Protocol (AFIP). ARP is not really part ofthe network

layer, it resides in-between the IP and data—link layers. It is protocol
that translates between the 32-bit IP address and a 48-bit Local Area

Network address. Since TCP was not originated to run over a LAN, an
address scheme was implemented to allow each host and network on

the internet to identify itself. When TCP/IP was adapted to run over
the LAN, the IP address had to be mapped to the 48-bit data-link or
physical address that LANs use, and this is the protocol that accom-
plishes it.

_ Section 2: transport layer protocols

Transmission control protocol. Since IP provides for a connectionless

delivery service of TCP data, TCP provides application programs
access to the network, using a reliable connection-oriented transport-
layer service. This protocol is responsible for establishing sessions
between user processes on the internet, and also ensures reliable com-

munications between two or more processes. The functions that it pro-
vides are:

1. to listen for incoming session establishment requests

2. to request a session to another network station

3. to send and receive data reliably

4. gracefully to close a session

User datagram protocol. UDP provides application programs access to
the network using an unreliable connectionless transport-layer ser-
vice. It allows the transfer of data between source and destination sta-
tions without having to establish a session before data is transferred.

This protocol also does not use the end-to-end error checking that TCP

uses. With UDP, 4
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uses. With UDP, transport—1ayer functionality is there, but the over-
head is low. It is primarily used for those applications that do not
require the robustness of the TCP protocol. For example, mail, broad-
cast messages, naming service, and network management.

Section 3: applications
TELNET. For new users to the TCP/IP protocol, this is not Te-lenet, a

packet—switching technology using the CCITT standard X25. It is pro-
nounced TELNET. This is an application-level protocol that allows ter-
minal emulation to pass through a network to a remote network
station. TELNET runs on top of the TCP protocol and allows a network
Workstation to appear to a remote device (i.e., a host) as a terminal as
if the terminal were a local device.

File Transfer Protocols (FTP, Trivial FTP). FTP is similar to TELNET in
terms of control, but this protocol allows for data files to be transferred
on the internet. FTP resides on top of TCP. TFTP is a simplex file trans-
fer protocol (based on an unreliable transport layer called UDP). It is
primarily used for boot loading of configuration files across an internet.

Simple Mail Transfer Protocol (SMTP). This is an electronic mail system
that is robust enough to run on the entire Internet system. This proto-
col allows for the exchange of electronic mail between two or more sys—
tems on an internet-

Domain Name service (DNS). This is a centralized name service that
allows users to establish connections to network stations using
humanly readable names instead of cryptic network addresses. It pro-
vides a name-to-network address translation service.

The aforementioned protocols are the topics for this chapter. Since
the TCPIIP protocol suite basically begins at layer 3, the Internet Pro—
tocol, it will be the protocol that we will study first.

Section 1: The Network Layer

Internet protocol (IP)

The main goal of IP is to provide interconnection of subnetworks to
form an internet in order to pass data.

The IP protocol provides four main functions:

1. Basic unit for data transfer

2. Addressing

3. Routing

4. Fragmentation of datagrams
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Basic unit for data transfer—connection|ess, best-effort delivery service.

The IP layers provide the entry into the delivery system used to trans-
port data across the internet.

Usually, when anyone hears of the name IP, they automatically
think of the devices commonly known as routers which connect multi-

ple subnetworks together. It is true the IP performs these tasks, but

the IP protocol performs many other tasks, as mentioned previously.
The IP protocol runs in all the participating network stations that are

attached to subnetworks so that they may submit their packets to
routers or directly to other devices on the same network. It resides

between the data—link layer and the transport layer.

Declarations. The primary goal of IP is to provide the basic algo-
rithm for transfer of data to and from a network. It provides a con-

nectionless delivery service for the upper—layer protocols. This means
that IP does not set up a session (a virtual link) between the trans-

mitting station and the receiving station prior to submitting the data
to the receiving station. It encapsulates the data and delivers it on a

best-efifort basis. IP does not inform the sender or receiver of the sta-

tus of the packet. It merely attempts to deliver the packet and will
not make up for the faults encountered in this attempt. This means

that if the data link fails or incurs a recoverable error, the IP layer
will not inform anyone. It tried to deliver a message and failed. It is

up to the upper-layer protocols (TOP) to perform error recovery. In
other words, TCP will time-out for that transmission and will resend
the data.

IP submits a properly formatted data packet to the destination sta-
tion and does not expect a status response. Because IP is a connection-

less protocol, IP may receive and deliver the data (data sent to the

transport layer in the receiving station) in the wrong order from which

it was sent, or it may duplicate the data. It is up to the higher-layer
protocols (layer 4 and above) to provide error recovery procedures. IP is
part of the network delivery system. It accepts data and formats it for

transmission to the data—link layer. (Remember, the data-link layer
provides the access methods to transmit and receive data from the

cable plant.) IP also retrieves data from the data link and presents it to
the requesting upper layer.

IP will add its control information, specific to the IP layer only, to
the data received by the upper layer (transport layer). Once this is
accomplished, it will inform the data link (layer 2) that it has a mes-
sage to send to the network. The unit of information that IP transfers

is known as a datagram. This datagram may be transferred over high-
speed networks (Ethernet, Token Ring, FDDI). When it is transmitted

over these networks, it will be called a packet. For simplicity, consid-
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Bit 0 Bit 31

VERS HLEN Total length
identification Fragment offset

Source IP address

Destination IP address

IF‘ options (may be none) Padding

IP datagram data (up to 65535 bytes) 
‘\

\. \

‘N x \ \

Destination Source Type IF’address IP data
Ethe rnet frame

 
Figure 6.3 IP header encapsulated in an Ethernet frame.

For example, if there is more than one route to a destination, the router

could read this field to pick a route. This becomes important in the

OSPF* routing protocol, which is the first IP routing protocol to take

advantage of this. If the transaction to take place is a file transfer, you

may want to set the bits to 0 0 1 to indicate that you do not need low

delay or high throughput, but you would like high reliability. TOS

fields are set by applications (i.e., TELNET or FTP) and not routers.

Routers only read this field. Routers do not set this field. Based on the

information read, routers Will select the optimal path for the datagram.

It is up to the TCP/IP application running on a host to set these bits

before transmitting the packet on the network. It does require a router

to maintain multiple routing tables—one for each type of service.

* Open Shortest Path First (OSPF) is a routing protocol that allows devices known as
routers to determine the topology of the TCP/IP internet. With this, routers will be able
to forward packets correctly to their destination. OSPF will not be covered in this chap-
ter. Another routing protocol known as Routing Information Protocol (RIP) will be cov-
ered later.
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Total length. This is the length of the datagram measured in bytes
(this field allots for 16 bits, meaning the data area of the IP data-
gram may be 65535 bytes in length).

Fragmentation. There may be times when a packet transmitted from
one network may to be too large to transmit on another network. Con-
sider transmitting a frame from a Token Ring network (which typically
supports 4472 bytes as the maximum transmission size) to an Ether-
net LAN (which supports only 1518 bytes as the maximum transmis-
sion size). A TCP/IP router must be able to “fragment” the larger
packet into smaller packets. TCP will set up packet sizes for a connec-
tion, but what if the two communicating stations are separated by mul-
tiple types of media, each supporting different transmission sizes‘?
Fragmenting a packet into smaller packets suitable for LAN transmis-
sion or heterogeneous LAN routing is another task accomplished by
the IP layer. The following fields are used to accomplish this.

Identification, flags, fragment offset. These indicate how to fragment a
forwarded datagram that is too large for the attached network. TCPIIP
can run on top of almost any data link. When trying to send data to dif-
ferent networks, the maximum size ofthe data that may be sent at one
time may Vary on those networks. Ethernet holds its packet size to a
total of 1518 bytes (including all headers). 'Ibken Ring allows for
around a l7800—byte* data size (16 Mbps, 4472 bytes for 4 Mbps) and
FDDI allows for a 4472-byte data size} Any of the networks may have
the largest frame passing on it. IP allows for the exchange of data
between all these networks via its ability to fragment packets.

Each IP header from each of the fragmented datagrams is almost
identical. The identification field indicates which datagram fragments
belong together. It identifies a group to which datagrams belong so
datagrams do not get mismatched. The receiving IP layer uses this
field and the source IP address to identify which fragments belong
together.

The flags field is used to indicate the following:

1. Whether more fragments are to arrive or whether no more data is to
be sent for that datagram (no more fragments)

2. Whether or not to fragment a datagram (a don’t-fragment bit)

Fragmenting is by far the most important feature to notice if the net-
works to be traversed employ diiferent frame sizes. Readers who
 

* The mardmum number of bytes is typically 4472 for ring—type circuits (FDDI and
16/4 Token Ring).

l Taken from IBM Token Ring Architecture Reference Manual, 1989.
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understand bridges know that bridges do not have this capability. If a
bridge receives a packet that is too large for the forwarded network, as
mandated by the IEEE 802.1d, it will drop the packet and notify no
one that it has done so. Higher-level protocols will time-out the packet
and will respond accordingly. Once a session is established, most pro-
tocols have the capability to negotiate the maximum packet size that
each of the stations may handle and, therefore, it will not effect bridge
operation.

The total length and the fragment offset fields IP can reconstruct a

datagram and deliver it to the upper—layer software. The total length
field indicates the total length of the original packet, and the offset
field indicates to the node that is reassembling the packet the offset
from the beginning of the packet. It is at this point that the data will be
placed in the data segment to reconstruct the packet.

'fime to live (TTL). There are error conditions that may occur that
would cause a packet to endlessly loop between routers on the internet.

The initial entry is set by the originator of the packet. Time to live is a

field that is used by routers to ensure that a packet does not endlessly
loop around the network. This field (currently defined as the number of
seconds) is set at the transmitting station and then, as the datagram
passes through each router, it will be decremented. With the speed of
today’s routers, the usual decrement is 1. One algorithm is that the
receiving router will notice the time when a packet arrived, and then,
when it is forwarded, the router will decrement the field by the num-
ber of seconds the datagram sat in a queue waiting for forwarding. Not
all algorithms work this way. A minimum decrement will always be 1.
The router that decrements this field to 0 will discard the packet and
inform the originator of the datagram that it cannot be forwarded.

The time-to—live field may also be set to a certain time (i.e., initial-
ized to a low number like 64) to ensure that a packet stays on the net-
work for only a set time. Some routers allow the network administrator

to set a manual entry to decrement. This field may contain any number
from 0 to 255.

Protocol field. This field is used to indicate which higher-level proto-
col sent the frame and which receiving protocol should get the frame
(i.e., TCP or UDP). There are many protocols that may reside on top of
IP. IP is not specific as to the protocol that runs on top of it. Currently,
the most common transport implementations are TCP and UDP

(explained in Section 2). In order for IP to know how to correctly deliver
the packet to the correct entity above it is the purpose of this field. It
will be explained in more detail in Section 2. If the protocol field is set
to TOP, the packet will be handed to the TCP process for further frame
processing. The same is true if the frame is set to UDP.
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Addressing’s purpose was to allow IP to communicate between hosts
on a network or on an internet. IP addresses identify both a particular
node and a network number where the particular node resides on an
internet. IP addresses are 32 bits long, separated into four fields of 1
byte each. This address can be expressed in decimal, octal, hexadeci-
mal, and binary. The most common 1}? address form is written in deci-
mal as is known as the dotted decimal notation system. This format
will be shown in a moment.

There are two ways that an IP address is assigned. It all depends on
your connection. If you have a connection to the Internet, the network
portion ofthe address is assigned through a central authority known as
the Network Information Center (NIC). Their address and phone nu.m-
ber are located on p. 245. If your network will not have a connection to

the Internet, the IP addresses for your internet can be locally assigned
by the network administrator of your network.*

Individual host IDs are not assigned by the NIC and will always be
assigned by the local network administrator of the network whether
the network attachment has access to the Internet or not. When the
NIC assigns your network address, it will be the network number
only—the host portion of the address is locally assigned.

Whereas XNS uses the 48-bit MAC address as its host address, IP
was developed before high-speed local LANS and, therefore, it has its
own numbering scheme.

IP addressing was later adapted to the physical—layer addressing of
Ethernet and Token Ring and will be discussed in a moment-

IP address format. Each host on a TCP/IP network is uniquely identi-
fied at the IP layer with an address that takes the form of <netid,
hostid>. The address is not really separated and is read as a whole. The

whole address is always used to identify a host. There is not a separa-
tion between the fields. In fact, when an IP address is written, it is
hard to tell the distinction between the two fields without knowing how
to separate them.

The following shows the generalized format of an IP address:

<Network Number , Host Nurnber>

IP classes. 128.-4~.7{).9 is an example of an IP address. When looking
at this address, it is hard to tell which is the network number and
which is the host number. In order to understand how this is accom-

* IP addresses may be local to your network. That is, commercial businesses may
assign their own addresses on their network. But, in order to connect to the Internet, the
address connecting to the Internet must be assigned by the NIC.
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plished, let’s look first at the how IP addresses are divided. The struc-

ture of an IP address takes the following form:

 

 Byte Byte Byte Byte

1 2 3 4
xxx xxx xxx xxx Decimal

<Network Number, Host Number> 

As shown in the this table, there are four bytes that are used to repre-
sent an IP address. The network number can shift from the first byte
to the second byte to the third byte. The same can happen to the host
portion of the address. xxx represents a decimal number from 0 to 255
(the reason for three yrs), in decimal.

IP addresses are divided into five classes: A, B, C, D, and E. Classes
A, B, and C are used to represent host and network addresses. Class D

is a special type of address used for multicasting (for example, OSPF
routing updates use this type of address). Class E is reserved.

For those trying to figure out this addressing scheme, it is best if you
also know the binary numbering system and are able to convert
between decimal and binary. Finally, IP addresses are sometimes
expressed in hexadecimal and it is helpful to know. The most common

form is decimal. This book shows most addresses in binary and decimal.
Classes A, B, and C are the most commonly used. Referring to Fig.

6.4:: and b, we can see how the classes are actually defined. How does
a host or internet device determine which address is of which class?
Since the length of the network ID is variable (dependent on the class),
a simple method was devised to allow the software to determine the
class of address and, therefore, the length of the network number.

IP class identification. The IP software will determine the class of the
network ID by using a simple method of reading the first bit(s) in the
first field (the first byte) of every packet. IP addresses contain four (4)
bytes. Refer to Fig. 6.44:. The IP address is broken down into its binary
equivalent. Ifthe first bit is a 0 of byte 0, it is automatically a class A
address. If the first bit is a 1, then the protocol mandates reading the
next bit. If the next bit is a 0, then it is a class B address. If the next bit
is a 1 and the third bit is a 0, it is a class C address. If the third bit is a
1, the address is a class D address and is reserved for rnulticast
addresses.

Class A. Class A addresses use only the first of the four bytes for
the network number. It is identified by the first bit in the first byte of
the address. If this first bit is a 0, then it identifies a class A address.
The last three bytes are used for the host portion of the address. Class
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A addressing allows for 126 networks (using only the first byte) with
up to 16 million hosts on each of the 126 network numbers (the last

three bytes, 24 bits in binary) and are used for networks with a large
number of hosts attached to each logical network. Why only 126 net-

works when there are eight bits? First, 127.x (O1111111 binary) is
reserved for a loop-back function. It cannot be assigned to identify a
network number.

Second, since the first bit is reserved and will always be set to a D, it
leaves seven hits to assign to a network number (01111111). Seven ls in

binary is 127 in decimal. The last three fields we do not care about, for

Byte o Byte 3

Network address Host address

Fgur bytes in length

Class A

L] Bit 0 | ‘
,. 0 7 bits of network address 24 bits of host address

I First byte I I Last_th_ree bytes I

Class B
Bit 0 1

14 bits of network address 16 bits of host address
I_ First two bytes I I ,7 Last two_b1tes I

Class C
Bit 0 1 2

1 1 0 21 bits 01 network address 8 bits of host address

_Firs_t_’t_hree bytes _ _ I I I Fourth byte I:

Class D
Bit 0 1 23

1 1 1 O 28 bits of assigned muiticast address

Class E
site 1 234

1 1 1 1 0 Reserved for future use

Identifier is included as part of the address
(3)

Figure 6.4 (a) 32-bit Internet addressing scheme.
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Class C. Class C addresses use the first three out of four fields of
the address for the network number and the last field for the host
number. A class C address is identified by the first three bits of the

first field. If the first and second bits are a 1 and the third bit is a 0,
this will identify a class C address (llflxxxxx). Since the first three
bits in the first field will always be a 110XXXXX, the allowable network
range is 192-223 in the first field. All of the bits in the second and
third fields are allowed to be used. Therefore, the whole allowable
range for class C network addresses is 192 to 223 (in the first field), 1
to 255 (in the second field), and 1 to 254 (in the third field). The last
field will range from 1 to 255. This allows 2 million network numbers,
each capable of supporting 254 hosts (all Os and all 1s are reserved).
Class C addresses allow only 254 hosts per network number. Notice
that the largest number in the first field may go up to 223. Any num-
ber over 223 in the first field will indicate a class D address. Class D
addresses are reserved as multicast addresses and are not used an
individual addresses.

Class C addresses are the most commonly assigned by the NIC. If
you can prove a need for a class B address, they will assign one to you.
Usually, they assign a class C.

Class C takes the form of <network numbennetwork number.net—
work nu.mber.host>, bytes 0, 1, 2, and 3.

For anyone new to this protocol, the easiest way to remember IP
addresses and their associated class is this: the first byte will always
identify the class address. A is the first letter in the alphabet and there-
fore a class A network address is only the first byte leaving the last
three fields for host addressing. B is the second letter in the alphabet
and therefore the network portion of the address is the first two bytes
of the address leaving the last two fields for host address. C is the third
letter in the alphabet and the network portion takes up the first three
bytes of the address and leaves one field for host addresses. As for
remembering which number is associated to which class, the only field
that is important is the first field. Memorize the starting network
number for each class.

Let’s review. Refer to Fig. 6.4a and b. All IP addresses are actually
the grouping of four bytes that represents both a network number and
host number. This number is usually represented in decimal. With the
first bit reserved (set to 0 ) in a class A address, the network
numbers can range from 1 to 126. Number 127 is reserved as a local
loop—back IP address and must not be assigned to a network number
and broadcast on the network. With the first two bits reserved in a

class B (IOXXXXXX) or three hits in a class C (110xXxxX) address, the
network numbers for class B range from 128.10.!) to 191.255.0.0 and
for class C, they range from 192.1.1.0 to 223.255.2550.
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Examples

192.1.1.1 node assigned with a host ID of 1, located on a class C net-
work ofnetwork 192.1.1.0

200..6.5.4 node assigned with a host ID of 4, located on a class 0 net-
work of 200.6.5.0

150.150.5.6 node assigned with a host ID of 5.6, located on a class B
network of150.150.0.0

9.6.7.8 node assigned with a host ID of 6.7.8, located on a class A
network of 9.0.0.0

128.1.0.1 node assigned with a host ID of 0.1, located on a Class B
network of 128.1.0.0

Notice that to represent a network number only, only the network
number is written. The host field will be set to 0. This type of network
number display will become apparent when looking at routing tables.

For those not familiar with binary, you need to memorize the start-
ing and stopping points of the first byte of an IP address:

Class A 1 to 126 in the first field

Class B 128 to 191 in the first field

Class C 192 to 223 in the first field

Restrictions

1. Addresses cannot have the first four highest bits (in the first field)
set to 1111. This is reserved for class E networks only (a reserved
network classification).

2. The class A address of 127.): is for a special function known as the
Zoop—bacIc function. This is provided so that processes which need to
communicate through TCP that reside on the same host will not
send packets out to the network. It is usually set to 0, although it can
be set to 1. Routers that receive a datagram addressed this way will
discard the packet.

3. The bits that define the network and host portion ofthe address can-
not be set to all ls to indicate an individual address.* This is a spe-
cial address to represent a broadcast packet to all hosts on that
particular network. Broadcast addresses indicate that every host on
the network (not necessarily the internet) should receive and inter-
pret the datagram. Ifeach byte of the IP address is all ls (all 255 in
decimal), this is known as a limited broadcast (the packet will be
received by all network stations on the local network). Routers will
not forward a limited broadcast datagram. This takes the form of
 

* The exception to this rule is the subnet mask. This concept is explained later.
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255.255.255.255. Routers, explained later, use this type of address.
They use this to update other routers with network number and

hop-count updates. Routers are explained later.

4. Another form of broadcast is when the network portion of the
address is set to a specified network address but the host portion of
the address is set to all ls. This is known as directed broadcast.

Routers will forward this type of datagram. An example of this is
128.1.255.255. This signifies a broadcast address to all stations on
network number 128.1.0.0.

Other types of broadcast formats will be shown in the subnet sec-
tion of this chapter.

5. Any address with all Us in the network portion ofthe address is meant
to represent “this” network. For example, 0.0.0.120 is meant as host

number 120 on “this” network (the network from which it originated).

6. There is an old form of broadcasting known as the all-0s broadcast.

This will take the form of 0.0.0.0. This form is discouraged from being
used. 0.0.0.0 is used to indicate a default router (explained later).

Class D or multicast addresses are used to send an IP datagram to a
group ofhosts on a network. This will prove to be very beneficial when
routers need to update their neighbor routers (in some routing algo-
rithms). It is a more efficient way of broadcasting to use a multicast
address rather than a broadcast address, for the upper-layer software
will not always be interrupted every time a broadcast packet arrives.
With a multicast address, each individual IP station must be Willing to
accept the multicast IP address before the transport—layer software
will be interrupted. With a broadcast address, all stations will inter-

rupt their upper—layer software no matter what type the packet is.
Remember that the Network Information Center (NIC) assigns all

IP addresses for those stations with an attachment to the Internet. No

one is allowed to attach to the Internet with their own assigned
address (the network number portion of the address). The NIC is the

only source for an IP address. You can assign your own IP network
numbers if you will never have access to the Internet.*

Addresses cannot be out of the 255 (decimal) range for any for the
four bytes. Therefore, an address of 128.6200.-S55 is not a valid

address. Likewise, an address of 42.0.6.7 .900 is not a valid address.

Each of the fields must be less than 255 for network and host assign-
ments and the host fields should be 255, or all fields set to 255, if it is
a broadcast address.

* There is an exception to this rule, as noted in a previous footnote.
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Subnetting. Now that IP address assignment has been shown Iet’s
confuse the issue some more by looking at subnet masks. In short, this

using a method known as sulmet masking.
Figure 6.5 shows the three classes of networks, each with an

address. This time, each of’ the addresses has been assigned a subnet
mask, In this example of the classes A and B addresses, only the first

tion ofthe address for the subnet. In reality, with any of the addresses,
any ofthe host bits (except for 2 bits, there must he at least one. host on
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Subnet using 8 bits of the host field (according to the Class)

Network address Host address

Network address Subnet address

Class A— network 17, subnet 1, host 1.1

00010001 00000001 00000001 00000001

| _Network 11 Subnet i|_ Host
17.1.1.1

Class B—network 129.1, subnet 1, host 1

10000001 00000001 00000001 00000001

| Network address [] Subnet || Host
129.1.1.1

Class C—using a 4-bit subnet: subnet 32, host 1

11000000 00000001 00000001 00100001

Network address 11 ll Host 1
192.1.1.33 3”b"e"

Figure 6.5 IP network addressing.
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To illustrate further: If the class B network address of 130.1.0.0

is assigned to a site, it may be subnetted into the following:
130.1.Xxx.0. is: here indicates the decimal-formatted field that may be
consumed for subnetting. The field may be subnetted using any of
the bits in the field (translating binary into decimal, you may have
one subnet using the most significant bit of the third field or use all
the bits in the third field, which would give you 254 subnets with 254
hosts per subnet).

Refer to Fig. 6.6a. Suppose the first five bits (starting from the left;
they should start from the left and remain contiguous going to the
right) are reserved in the third field for assigning subnet numbers.
Convert those first five bits of that octet to binary. All five of those bits
are now assigned to the subnet number and may not be used for host
IDs. To assign a unique subnet number, one rule must be adhered to.
This is that a subnet must not have all Os or all ls (they are used for
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