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DOWNLOAD ABLES 

BACKGROUND OF THE INVENTION 

5 1. Field of the Invention 

This invention relates generally to computer networks, and 

more particularly to a system and method for protecting computers 

from hostile Downloadables. 

10 2. Description of the Background Art 

The Internet is a collection of currently over 100,000 

individual computer networks owned by governments, universities, 

nonprofit groups and companies, and is expanding at an accelerating 

rate. Because the Internet is public, the Internet has become a maJor 

15 source of many system damaging and system fatal application 

programs, commonly referred to as "viruses." 

Accordingly, programme{·s continue to design computer 

security systems for blocking these vuuses from attacking both 

individual and network computers. On the most part, these security 

20 systems have been relatively successful. However, these security 

systems are not configured to recognize computer viruses which 

have been attached to Downloadable application programs, 
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commonly referred to as "applets" or "Downloadables." A 

Downloadable is an executable application program which is 

automatically downloaded from a source computer and run on the 

destination computer. Examples of Downloadables include applets 

5 designed for use in the Java™ distributing environment produced by 

Sun Microsystems or for use in the Active X distributing 

environment produced by Microsoft Corporation. Therefore, a 

system and method are needed to protect computers from viruses 

attached to these Downloadables. 
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SUMMARY OF THE INVENTION 

The present invention provides a system for protecting a 

computer from hostile Downloadables. The system comprises an 

interface for receiving a Downloadable, a first memory portion 

5 storing security policies and a second memory portion storing known 

hostile Downloadables. The system further comprises a first 

comparator, coupled to the interface and to the first memory portion, 

for discarding the received Downloadable when it matches one of the 

known hostile Downloadables. The system further compnses a 

10 second comparator, coupled to the first comparator and to the second 

memory portion, for discarding the received Downloadable if it 

violates one of security policies. 

The present invention further provides a method for protecting 

a computer from hostile Downloadables. The method comprises the 

15 steps of receiving a Downloadable, discarding the received 

Downloadable when the received Downloadable matches a 

predetermined hostile Downloadable, obtaining Downloadable 

security profile data on the received Downloadable when the 

Downloadable does not match a predetermined hostile Downloadable 

20 and discarding the received Downloadable when the Downloadable 

security profile data violates a predetermined security policy. 

-3-

0005
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


