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Executive Summary
Expanding Internet technologies have redefined corporate approaches to 
internetworking and security. As the Internet becomes the forum for corporate 
communications and international commerce, enterprises require an innovative, 
comprehensive security solution. 

Check Point Software Technologies Ltd. meets these growing connectivity needs 
with FireWall-1, the leading network security solution. FireWall-1 enables 
enterprises to define and enforce a single, comprehensive security policy while 
providing full, transparent connectivity. Utilizing Check Point’s patented Stateful 
Inspection Technology and Open Platform for Secure Enterprise Connectivity 
(OPSEC), FireWall-1 integrates and centrally manages all aspects of network 
security. 

This document describes the unique features of Check Point FireWall-1’s Security 
Suite, and also presents OPSEC, an innovative framework that provides 
integrated management for FireWall-1 and third-party security applications. In 
addition, simple step-by-step procedures demonstrate how to build a FireWall-1 
Rule Base to implement a security policy for both a simple and more detailed 
network configuration. Finally, performance data illustrates how FireWall-1’s 
high levels of speed, transparency and efficiency deliver unmatched network 
security. 
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The Check Point FireWall-1 Security Suite
Check Point FireWall-1’s comprehensive Security Suite delivers an enterprise-wide 
security solution that goes far beyond the capabilities of previous firewall solutions. 
FireWall-1’s unique and innovative Security Suite includes: 

• Open Platform for Secure Enterprise Connectivity (OPSEC)
• Stateful Inspection Technology
• Enterprise-wide Security Management
• Distributed Client/Server Architecture
• Authentication
• Network Address Translation 
• Encryption
• Content Security
• Connection Control
• Router Management

OPSEC 

Check Point’s OPSEC introduces a new standard in enterprise security that 
integrates all aspects of network security through a single, extensible 
management framework. 

OPSEC allows enterprises to take full advantage of the FireWall-1 Security Suite 
and other security applications. The OPSEC framework provides central 
configuration and management for FireWall-1, while integrating third party 
security applications. Enterprises can choose the security components, from 
Check Point and other vendors, that best meet their requirements. OPSEC is 
both open and extensible, incorporating a variety of security applications in a 
single, centrally managed security system. Enterprises can take full advantage of 
the latest security technologies and can upgrade individual components without 
having to reconfigure an entire security system. 

Enterprises can plug into Check Point’s OPSEC framework in the following ways: 

• OEM/Bundling
The FireWall-1 Inspection Module runs directly on third-party security 
equipment.

• Published APIs
Check Point provides Application Programming Interfaces for open protocols. 

• Network Security Applications
FireWall-1 supports third-party applications securely out-of-the-box. 

The OPSEC Model

In the OPSEC framework, the enterprise security system is composed of several 
components, each of which is provided by different a different vendor and 
installed on a different machine. FireWall-1 distributes security tasks to the 
OPSEC components. Transactions between FireWall-1 and OPSEC security 
components take place using open, industry standard protocols.  
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Example OPSEC components are: 

• a CVP (Content Vectoring Protocol) server that examines files for viruses
• a UFP (URL Filtering Protocol) server that categorizes URLs 

Published APIs
OPSEC provides C language APIs for configuring transactions between FireWall-1 
and OPSEC components. The OPSEC API is a powerful and easy to use 
environment that defines an asynchronous interface suitable for developing:

• servers that implement one or more OPSEC security tasks
• clients that use an OPSEC server

OPSEC Client/Server Interaction
In a common OPSEC model, FireWall-1 acts as a client sending requests to an 
OPSEC server. FireWall-1 intercepts a connection and generates a request to the 
OPSEC server. The server processes the request and sends a reply to FireWall-1. 
FireWall-1 processes the original connection based on the reply. 

Figure 1 OPSEC Client/Server Communication

For example, FireWall-1 intercepts a connection request from an internal host to 
a specific URL. FireWall-1 passes the request to a UFP server, which checks a 
list of permitted and denied URLs. The UFP server sends FireWall-1 a reply 
stating that the requested URL is a denied Web site. FireWall-1 denies the 
original connection.

In the “standard” framework, FireWall-1 is the OPSEC client, but other scenarios 
are also possible:

• An OPSEC client (not a FireWall) communicates directly with an OPSEC server 
without the intervention of a FireWall Module.

• A FireWall Module acts as the OPSEC server

Stateful Inspection Technology

FireWall-1’s patented Stateful Inspection Technology delivers full firewall 
capabilities, assuring the highest level of network security. FireWall-1’s powerful 
Inspection Module analyzes all packet communication layers and extracts the 
relevant communication and application state information. The Inspection 
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Module understands and can learn any protocol and application. By employing 
this flexible, extensible technology, FireWall-1 meets the dynamic security 
requirements of today’s enterprise. 

FireWall-1 Inspection Module 
The FireWall-1 Inspection Module resides in the operating system kernel, below 
the Network layer, at the lowest software level. By inspecting communications at 
this level, FireWall-1 can intercept and analyze all packets before they reach the 
operating systems. No packet is processed by any of the higher protocol layers 
unless FireWall-1 verifies that it complies with the enterprise security policy.

Figure 2 FireWall-1 Inspection Module

Full State Awareness
The Inspection Module has access to the “raw message,” and can examine data 
from all packet layers. In addition, FireWall-1 analyzes state information from 
previous communications and other applications. The Inspection Module 
examines IP addresses, port numbers, and any other information required in 
order to determine whether packets comply with the enterprise security policy. 

The Inspection Module stores and updates state and context information in 
dynamic connections tables. These tables are continually updated, providing 
cumulative data against which FireWall-1 checks subsequent communications. 

FireWall-1 follows the security principle of “All communications are denied 
unless expressly permitted.” By default, FireWall-1 drops traffic that is not 
explicitly allowed by the security policy and generates real-time security alerts, 
providing the system manager with complete network status.

Securing “Stateless” Protocols
The FireWall-1 Inspection Module understands the internal structures of the IP 
protocol family and applications built on top of them. For stateless protocols 
such as UDP and RPC, the Inspection Module extracts data from a packet's 
application content and stores it in the state connections tables, providing 
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