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Abstract

Computer viruses pose an increasing risk to computer data
integrity. They cause loss of valuable data and cost an enor-
mous amount in wasted effort in restoration/duplication of lost
and damaged data. Each month many new viruses are re-
ported. As the problem of viruses increases, we need tools to
detect them and to eradicate them from our systems.

This paper describes a virus detection tool: a generic virus
scanner in C*+ with no inherent limitations on the file systems,
file types, or host architectures that can be scanned. The tool
is completely general and is structured in such a way that it
can easily be augmented to recognize viruses across different
system platforms with varied file types. The implementation
defines an abstract C*+ class, virInfo, which encapsulates
virus features common to all scannable viruses. Subclasses
of this abstract class may be used to define viruses that infect
different machines and operating systems. The generality of
the mechanism allows it to be used for other forms of scanning
as well.

*This paper appears in the Proceedings of the 8th Computer Security Applica-
tions Conference, IEEE Press, 1992.
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1 Introduction

Computer viruses pose an increasing risk to computer data in-
tegrity. They cause loss of valuable data and cost an enormous
amount in wasted effort to restore or recreate damaged or destroyed
data. Each month new viruses are reported (cf. issues of The Virus
Bulletin and Virus News and Reviews). As the number of viruses
increases, we need tools to detect them and eradicate them from our
systems. While the problem of detecting, without error, all viruses
automatically is intractable[4], it is certainly feasible to detect sim-
ple, known viruses.

In this paper we describe a tool — a generic virus scanner in
C++ — that can run in a high integrity virtual memory environ-
ment and scan for viruses in files. These files can be available
either on the tool's host machine itself, available through a locally
mounted file system, or visible to it through an appropriate network
mount. For example, the testing machine could be a UNIX worksta-
tion accessing a DOS filesystem through its floppy disk interface or
remote-mounted on the workstation through a network (e.g., Novell
or PC-NFS). The rapid proliferation and use of network software in
the PC community has already created a need for such interfaces
whereby PC mounted file systems and file servers may be accessible
to more powerful workstations on the same local area network.

One common definition of a virus is as a segment of machine
code that installs a (possibly evolved) copy of itself into one or more
larger “host” programs[4].! When the program is executed, the code
is activated and enables further spread of the virus, or destruction
of data, or both. The principal cause of this problem is the almost
nonexistent controls in most PC systems that allows user programs
to potentially gain complete control of the system. This allows virus
code to perform any operation, and to change any code or data.

Looking for viruses is not a simple matter of looking for extrane-
ous code, because it is not always obvious what is extraneous. Re-
cent “stealth viruses” make even this procedure difficult by ensuring
that the original contents of an infected file are returned when its
contents are requested as data for examination.? It is more reliable

10ther definitions may be found in the collections [7] and [10].
2See [8] for a good description of how stealth viruses operate.
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to test for infected files by using a system that partitions its pro-
cesses into distinct address spaces by a virtual memory translation.
This way we can avoid the effects of stealth and other memory res-
ident viruses on the scanning procedure. Better still would be the
use of a scanner on a completely different architecture — one that
cannot support the execution or spread of the searched-for viruses.
In such an environment, when a virus scanner running as a user
program requests bytes from a file for examination, it is assured of
the integrity of the bytes from influence by other user programs; in
no case can an ordinary user process modify the interrupt vectors
of devices or traps leading to system calls.

If one is testing for viruses on a diskette using a machine that
runs processes in their own virtual memory space, one can be rea-
sonably sure about the integrity of the memory. Similarly, boot
diskettes can be just as easily tested because we do not attempt
to boot from the diskettes and, in the process, compromise the in-
tegrity of the testing machine in any way. In short, by testing on a
machine with processes running in their own virtual address space
we ensure, with very high confidence, the integrity of the machine
on which we are doing the testing. This is similar to doing a high
integrity boot of a PC before scanning for viruses on it. Further-
more, if we are able to run our detector in a completely different
environment from the one containing the potential viruses, those
viruses cannot infect or interfere with our detector.

2 How viruses are detected

In this section we review current methods of virus detection and
end with the conclusion that detection by signature scanning still
remains the most simple, economical and commonly used tool for
virus detection.

2.1 Virus monitors/detection by behavioral abnormality

In this approach to virus detection, the machine is booted from
uninfected files and a virus monitor is installed that monitors vari-
ous activities of the machine while in day-to-day use. The program
monitors known methods of virus activity including attempts to in-
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