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RESPONSE TO NON-FINAL OFFICE ACTION

Sir:
In response to the pending non-final Office Action dated November 19, 2013 (response

due February 19, 2014 with granted extension), please consider the following remarks regarding

the above-captioned patent.

Amendments to the Specification begin on Page 2.
Amendments to the Claims begin on Page 3.

Remarks begin on Page 12.
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AMENDMENT TO THE SPECIFICATION

Kindly replace the first paragraph of the specification on page 2 with the following:

This application is a continuation of and incorporates by reference patent application Ser.
No. 09/861,229, filed May 17, 2001 now U.S. Pat. No. 7,058,822, which claims benefit
of reference provisional application Ser. No. 60/205,591 entitled “Computer Network
Malicious Code Runtime Monitoring,” filed on May 17, 2000 by inventors Nimrod
Itzhak Vered, et al. This application also incorporates by reference the provisional
application Ser. No. 60/205,591. This application is also a Continuation-In-Part of and
hereby incorporates by reference patent application Ser. No. 09/539,667, now U.S. Pat.
No. 6,804,780, entitled “System and Method for Protecting a Computer and Network
from Hostile Downloadables” filed on Mar. 30, 2000 by inventor Shlomo Touboul,

which is a continuation of U.S. patent application Ser. No. 08/964,.388. now U.S. Patent

No. 6,092,194, entitled "System and Method for Protecting a Computer and a Network

from Hostile Downloadables" filed on November 6, 1997 by inventor Shlomo Touboul.

This application is also a Continuation-In-Part of and hereby incorporates by reference
patent application Ser. No. 90/551,302 now U.S. Pat. No. 6,480,962, entitled “System
and Method for Protecting a Client During Runtime From Hostile Downloadables”, filed

on Apr. 2000 by inventor Shlomo Touboul, which is a continuation of U.S. application

Ser. No. 08/790,097, now U.S. Patent No. 6,167,520 entitled "System and Method For

Protecting a Client From Hostile Downloadables", filed January 29, 1997 by inventor

Shlomo Touboul.
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AMENDMENTS TO THE CLAIMS

1. (Original; Rejected) A computer processor-based method, comprising:
receiving, by a computer, downloadable-information;

determining, by the computer, whether the downloadable-information includes executable code;
and

based upon the determination, transmitting from the computer mobile protection code to at least
one information-destination of the downloadable-information, if the downloadable-information
is determined to include executable code.

2. (Original; Rejected) The method of claim 1, wherein the receiving includes monitoring
received information of an information re-communicator.

3. (Original; Rejected) The method of claim 2, wherein the information re-communicator is a
network server.

4. (Original; Rejected) The method of claim 1, wherein the determining comprises analyzing
the downloadable-information for an included type indicator indicating an executable file type.

5. (Original; Rejected) The method of claim 1, wherein the determining comprises analyzing
the downloadable-information for an included type detector indicating an archive file that
contains at least one executable.

6. (Original; Rejected) The method of claim 1, wherein the determining comprises analyzing
the downloadable-information for an included file type indicator and an information pattern
corresponding to one or more information patterns that tend to be included within executable
code.

7. (Original; Rejected) The method of claim 1, further comprising receiving, by the computer,
one or more executable code characteristics of executable code that is capable of being executed
by the information-destination, and wherein the determining is conducted in accordance with the
executable code characteristics.

8. (Original; Not Rejected) A computer processor-based system for computer security, the
system comprising
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an information monitor for receiving downloadable-information by a computer;

a content inspection engine communicatively coupled to the information monitor for
determining, by the computer, whether the downloadable-information includes executable code;
and

a protection agent engine communicatively coupled to the content inspection engine for causing
mobile protection code (“MPC”) to be communicated by the computer to at least one
information-destination of the downloadable-information, if the downloadable-information is
determined to include executable code.

9. (Original; Not Rejected) The system of claim 8, wherein the information monitor intercepts
received information received by an information re-communicator.

10. (Original; Not Rejected) The system of claim 9, wherein the information re-communicator
1 a network server.

11. (Original; Not Rejected) The system of claim 8, wherein the content inspection engine
comprises a file type detector for determining whether the downloadable-information includes a
file type indicator indicating an executable file type.

12. (Original; Not Rejected) The system of claim 8, wherein the content inspection engine
comprises a parser for parsing the downloadable-information and a content analyzer
communicatively coupled to the parser for determining whether one or more downloadable-
information elements of the downloadable-information correspond with executable code
clements.

13. (Original; Not Rejected) A processor-based system for computer security, the system
comprising:

means for receiving downloadable-information;
means for determining whether the downloadable-information includes executable code; and

means for causing mobile protection code to be communicated to at least one information-
destination of the downloadable-information, if the downloadable-information is determined to
include executable code.
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14. (Original; Not Rejected) A computer program product, comprising a computer usable
medium having a computer readable program code therein, the computer readable program code
adapted to be executed for computer security, the method comprising:

providing a system, wherein the system comprises distinct software modules, and wherein the
distinct software modules comprise an information re-communicator and a mobile code
¢xecutor,

receiving, at the information re-communicator, downloadable-information including executable
code; and

causing mobile protection code to be executed by the mobile code executor at a downloadable-
information destination such that one or more operations of the executable code at the
destination, if attempted, will be processed by the mobile protection code.

15. (Original; Not Rejected) The method of claim 14, wherein the mobile code executor is a
Java Virtual Machine.

16. (Original; Not Rejected) The method of claim 14, wherein the mobile code executor is the
operating system, running native code executables.

17. (Original; Not Rejected) The method of claim 14, wherein the mobile code executor is a
subsystem of the operating system.

18. (Original; Not Rejected) The method of claim 14, wherein the mobile code executor is a
scripting host.

19. (Original; Not Rejected) The method of claim 14, wherein the re-communicator is at least
one of a firewall and a network server.

0. (Original; Not Rejected) The method claim 14, wherein executing the mobile protection code
at the destination causes downloadable interfaces to resources at the destination to be modified
such that at least one attempted operation of the executable code is diverted to the mobile
protection code.

21. (Original; Not Rejected) A processor-based system for computer security, the system
comprising:
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