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ABSTRACT

Lately we have seen how sandboxing technology is positively altering the software security landscape. From the
Chrome browser, to Adobe Reader, to Mac and iOS applications, sandboxing has become one of the main exploit
mitigation technologies that software has come to rely on. As with all critical security technologies, they need to
be understood and scrutinized, mainly to see how effective they are, or at the very least, to satisfy one's curiosity.
The sandbox implementations for Adobe's Flash Player certainly piqued ours.

Our talk will explore the internals of three sandbox implementations for Flash: Protected Mode Flash for Chrome,
Protected Mode Flash for Firefox, and Pepper Flash. And of course, we will show that an exhaustive exploration of
the Flash sandboxes will eventually yield gold as we discuss and demonstrate some Flash sandbox escape
vulnerabilities we found along the way.

We start with a look at the high level architecture of each sandbox implementation. Here we will define the role of
each process and the connections between them. In the second part, we will dive deep into the internal sandbox
mechanisms at work such as the sandbox restrictions, the different IPC protocols in use, the services exposed by
higher-privileged processes, and more. In the third part of our talk we will take a look at each sandbox's security
and talk about the current limitations and weaknesses of each implementation. We will then discuss possible
avenues to achieve a sandbox bypass or escape. Throughout all this we will be pointing out the various differences
between these implementations.
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2. INTRODUCTION

During Black Hat USA last year, we gave a talk about Adobe Reader X’s sandbox. In that talk we covered the
sandbox implementation of one of the primary exploitation vectors used by malware. We also noted that ever
since the Reader X sandbox’s introduction there has been a remarkable decrease in PDF exploits released in the
wild, and thankfully, this remains true up to this time. This year, we focus our sights on another popular
exploitation vector - Adobe’s Flash Player, and this time, we have three implementations of the sandbox to play
with.

In doing this research, we asked ourselves the same things we did last year. What are the security implications
with this new technology and what other things can an attacker do in spite of the restrictions imposed by the
sandbox? What can still be done within these limits that, from an attacker’s perspective, would still bring profit, or
from a user’s perspective, should be watched out for? Since we are investigating three different Flash sandbox
implementations, we also asked ourselves how these implementations differ from each other.

To answer these questions, we dived deeply into the internals of the three Flash sandbox implementations. This
paper documents our findings and discusses the internal mechanisms, limitations, and potential escape avenues
for each sandbox implementation. We will also provide our thoughts and recommendations on the matter of
sandbox security.
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3. THE TARGETS

In this paper, we will discuss three different implementations of the Flash Player Sandbox. The targets are:

1. Flash Player Protected Mode For Firefox
2. Flash Player Protected Mode For Chrome
3. Flash Player Protected Mode For Chrome Pepper

Throughout this paper we will refer to them as Firefox Flash, Chrome Flash, and Pepper Flash, respectively.

Firefox Flash, an NPAPI [1] plugin, was first released as a beta on February 2012, and was officially released in June
2012. It is developed by Adobe in collaboration with Mozilla. It is based on the sandboxing code in Adobe Reader X,
which we covered in our talk and paper [2] at Black Hat USA last year. Hence, there will be a lot of similarities
between them. We will be using version 11.3.300.257 in this paper.

Chrome Flash, also an NPAPI plugin, has been around since December 2010 and is a result of collaboration
between Adobe and Google. It is the default Flash player in Chrome. We will be using the version bundled with
Chrome 20.0.1132.47 in this paper.

Pepper Flash is an implementation of Flash player using Google’s Pepper Plugin APl (PPAPI) [3]. It can be enabled
through Chrome > Settings > Privacy > Content Settings > Plugins. The version covered in this paper is bundled with
Chrome 20.0.1132.47 and is an experimental version. At the time of writing, Chrome Beta 21 has been released
which includes Pepper Flash as the default Flash Player.
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