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Kava - A Reflective Java based on Bytecode
Rewriting
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Abstract. Current implementations of reflective Java typically either
require access to source code, or require a modified Java platform. This
makes them unsuitable for applying reflection to Commercial-off-the-
Shelf (COTS) systems. The high level nature of Java bytecode makes
on-the-fly rewritings of class files feasible and this has been exploited by
a number of authors. However, in practice working at bytecode level is
error prone and leads to fragile code. We propose using metaobject pro-
tocols in order to specify behavioural changes and use standard bytecode
rewritings to implement the changes. We have developed a reflective Java
called Kava that provides behavioural runtime reflection through the use
of bytecode rewriting of Java classes. In this paper we discuss the binary
rewriting approach, provide an overview of the Kava system and provide
an example of an application of Kava.

1 Introduction

We are interested in the problems of applying non-functional requirements to
Commercial Off-the-Shelf (COTS) software components. In an environment such
as Java, components are usually supplied in a compiled form without source code,
and can be integrated into a system at runtime.

Metaobject protocols [12] offer a principled way of extending the behaviour
of these components. Metaobjects can encapsulate the behavioural adaptations
necessary to satisfy desirable non-functional requirements (NFRs) such as fault
tolerance or application level security [1][2][18][19] transparently at the met-
alevel. Ideally we want to apply these metaobjects to compiled code that executes
on a standard Java platform.

The Java 2 Reflection package java.lang.reflect provides introspection,
dynamic dispatch and the ability to generate proxies for classes on-the-fly. How-
ever, this is not sufficient to build a rich metaobject protocol that can be applied
transparently. There are a number of alternative extensions for Java that provide
more powerful and more transparent reflection. However, they all have flaws that
do not make them applicable to the problem of adapting components. These flaws
include the requirement for customised Java Virtual Machines (JVMs), limited
reflective capabilities, or weak non-bypassability. The term non-bypassability
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refers to the binding between the base level and the meta level. For a number of
NFRs such as security the meta level should never be able to be bypassed. This
is what we term strong non-bypassability. However, in a number of implemen-
tations the techniques used to implement the bindings are easily bypassed. We
refer to this as weak non-bypassability.

We have produced our own implementation of a reflective extension for Java
called Kava that provides a rich metaobject protocol, requires only a standard
JVM and provides strong non-bypassability. Kava implements a runtime be-
havioural metaobject protocol through the application of standard byte code
rewritings, and behavioural adaptation is implemented using Java metaobject
classes. This is to be distinguished from structural reflection where a metaobject
protocol provides an interface for a programmer who wants to change the actual
structure of an object.

The rest of the paper is organized as follows. In section two we provide a
review of different approaches to implementing reflection in Java. Section three
introduces the Kava metaobject protocol. Section four explains the byte code
rewriting approach. Section five gives an example of an application of Kava.
Finally section six provides some conclusions about the general approach.

A prototype implementation of Kava has been completed and is available
from http : //www.cs.ncl.ac.uk/people/i.s.welch/kava.

2 Review of Reflective Java Implementations

In this section we briefly review a number of reflective Java implementations
and attempt to categorize them according to the point in the Java class lifecycle
that reflection is implemented.

The Java class lifecycle is as follows. A Java class starts as source code that
is compiled into byte code, it is then loaded by a class loader into the JVM for
execution, where the byte code is further compiled by a Just-In-Time compiler
into platform specific machine code for efficient execution.

Different reflective Java implementations introduce reflection at different
points in the lifecycle. The point at which they introduce reflection charac-
terizes the scope of their capabilities. In order to realise reflective control by
a metalevel the baselevel system is modified through the addition of traps on
operations. These traps are known as metalevel interceptions [26]. For exam-
ple, in Reflective Java method calls sent to the base object are brought under
control of an associated meta object by trapping each method call to the base
object. These traps are added at the source code stage of the lifecycle making it
necessary to have access to the source code. In contrast MetaXa adds the traps
into the JVM, here the implementation of the dispatch mechanism of the JVM
is changed in order to take control over method calls. As the traps are added
to the runtime system source code is no longer required. The drawback of this
approach is that unlike Reflective Java a specialized JVM must be used.

Table 1 summarizes the features of the different reflective Java implementa-
tions.
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