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Embodiments of the present invention relate to a method and system for addressing massive theft
(or suspected theft) of identification information used in order to access services that contain
confidential information of the users of those services, or services where the user can perform
sensitive operations (such identifying information includes but is not limited to user-names and
passwords of any form, or any other personal identifying data that can be used in order to access
services that contain confidential information. all together referred herein as “Credentials” or
“User Credentials™).

The system and method described herein can be implemented whenever massive Credentials’ theft
has occurred, as well as when it is suspected to have occurred, or anytime.

One of the advantages of an embodiment of the invention is that it can be deployed immediately
when needed and where needed, and has very low operational and deployment costs, moreover, it
does not require prior access (such as pre-enrolment, or pre-distribution of hardware) to users,
who are potential victims of such theft.

An embodiment of the invention extends authentication to a two-factor out-of-band form,
requiring an additional data element (in addition to the credentials) to be transmitted to the user
via a different channel. Such channel could be, but is not limited to a mobile phone or a landline
phone, or a pager, or any channel that has the characteristic that it is difficult (either logistically,
money-wise, or time-wise) to obtain access to many access points to it (for example it is difficult/
expensive to own numerous telephone lines, or mobile numbers to beeper numbers), and in a
preferable embodiment of this mventxon, it is widely available and easy to access by users (on an
individual basis).

" It should be noted that unlike typical two-factor authentication methods, the additional
authentication channel does not have to be previously uniquely linked to a user, and therefore
there is no need for prior access to the users (either in the form of registration, distribution of
hardware or education of users) prior to deploying the method. Security is achieved by limiting
the number of different user service accounts that can use the same authentication channel (for
example, if the service is a bank account, such limitation would be achieved by limiting the
number of bank accounts that can be linked to a certain telephone number, , or by limiting the
number of users who can link their accounts to that telephone number (based on name/ SSN/
whether they are members of the same family), and by deploying as part of the method only those
channels that have the characteristic that it is difficult (either logistically, money-wise, or time-
wise) to obtain access to many access points to it (for example, it is both expensive and
logistically difficult to obtain access to a significant number of land-line telephone numbers).

The deployment of an embodiment of the invention can be governed and set according to criteria
intended to specify the level of the threat of fraud. It can also be applied selectively to users
according to various criteria intended to assess the probability of fraud (for example, at various
levels of fraud users logging into a service from their typical IP location may be exempt from the
method, or users who performed a successful out of band authentication, for example from a

. certain location (such as computer or ATM machine) according to the method would be exempt
from the method in their next attempt to access the service from the same location).

In summary this method pertains to a two factor authentications using a communication channel
that meets certain criteria. When using this method, users will be authenticated using a
combination of their regular Credentials and proof that the User has access to a communication
channel that meets the criteria of this method (for example, without limitation, such proof could
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be delivered by the user presenting a dynamic piece of data that would be delivered to it via a
communication channel that meets the criteria of this method, or by the user showing it knows the

. content of this dynamic data; or by the user initiating a call from the phone/ channel to a certain
phone number). The criteria that the additional communication channel needs to meet under this
method, is that it would be difficult and/or cumbersome and/or expensive to obtain a significant
number of it (for example, without limitation, it is expensive and cumbersome to obtain numerous
telephone/ mobile phone numbers including access to them). Security is achieved not only by
selecting such a type of communication channel for delivery of the dynamic password, but also
by restricting the number of Users or User accounts (or any other number of distinct values of a
property of the user/account, such as owner name, SSN, billing address) that can be linked to a
particular channel. This method can be used either with respect to Users who have pre-registered
the details of their secondary authentication channel, as well as with respect to users who have
not preregistered. With respect to the latter, such details can be collected during the
authentication session, as shall be illustrated in the following sections

This method can more generally be seen as a method for achieving a sufficient level of security in
authentication not by actually validating user’s identity but rather by (i) requiring users to provide
details of "something" that is either expensive, complicated or hard to achieve (Ideally, it should
be something that meets the above criteria, but that is readily available (such as a telephone line));
and (ii} by limiting the number of different user service accounts or users who can use the same
"something" for authentication

In one embodiment, this method and system would not protect from any single false
authentication. It is rather intended to protect from massive use of stolen or fabricated data.

- BACKGROUND:

" Various service providers use Credentials in order to authenticate users in remote applications.
Authentication is required whenever a sensitive operation takes place — viewing personal

. information, performing financial transactions, updating the user’s profile and more.
During authentication the user is usually required to supply a pre-established password and
optionally an additional shared secret between the user and the service provider. '
Users’ credentials enable access to sensitive information as well as funds, and therefore getting
hold of them has become a popular criminal activity. Stealing users’ credentials can be done in
various ways. For example, theft of a file containing credentials from the bank or a third party
(including an “inside job™), a large and successful “Phishing™ attack, keyboard sniffing and more.

‘When there is no threat of fraud, a service provider may elect to operate, using Credentials via the
regular single communication channel as the only means for authentication. However when faced
with a fraud alert using Credentials only may not provide sufficient security. :

In general, service providers may face various levels of fraud alert, and act accordmgly,
implementing their contingency plans which are appropriate to a given level of alert. For ease of
exposition the current description shall refer to 3 levels of alert: (i) no alert (i.e. business as
usual); (ii) suspected fraud — medium level alert; (iii) actual (massive) fraud — high level of
alert. Other numbers and types of alerts may be used.

When faced with a major theft of user credentials, the service provider may execute one or more
of the following unsatisfactory options:
e Operate its business at a much higher risk level — checking and analymng '
transactmns to make sure no fraudulent activity takes place
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* Perform a costly operation of changing the user credentials or deploying a new
authentication mechanism

e Shut down parts of the business in case the other two options are not acceptable

e Perform other sets of actions.

It should be noted that many times the service provider will not have any external alert as to the
occurrence of a massive credential theft. For example — it may not know when a large set of
credentials is stolen by an insider job, or from a 3rd party service provider. In addition, even
when a large theft is known, like in the case of a large phishing attempt, the service provider may
not know when the stolen credentials will actually be used.

Service providers are therefore looking for alternative authentication options. Some of the
altematlve solutions offered today are:

e Ask for shared secret information that changes over time and is therefore more
difficult to obtain (or that loses its value after some time, as it becomes
irrelevant) - like details about recent transactions, or invoicing

e  Ask for random parts of shared secret information: Like random digits of the
password, or random data elements out of a set of known data elements

s Mobile / phone authentication — in which the mobile phone is pre-registered to
the service and is used to authenticate the user

e Token based authentication

The current solutions are not satisfactory, since none of them strikes a good balance between

security and usability. Either they are not secure enough (like asking for random pieces of a
- shared secret— information which can easily be obtained during the initial user credentials theft)

not usable enough or too expensive to actually deploy (like token authentication — which is
" expensive to implement, requires customer education, and deployment ahead of time to all users).

To create an efficient and cost—effective solution, one must make sure the solution offered:
1. Provides adequate security
2. Is pon-intrusive — can be deployed on demand and not burden all customers all of the time

3. Requires low deployment and operation costs

DETAILED DESCRIPTION OF THE INVENTION

In the description herein, various aspects of the present invention will be described. For
purposes of explanation, specific configurations and details are set forth in order to provide a
thorough understanding of the present invention. However, it will also be apparent to one skilled
in the art that the present invention may be practiced without the specific details presented herein.
Furthermore, well-known features may be omitted or simplified in order not to obscure the
present invention. Various examples are given throughout this description. These are merely |
descriptions of specific embodiments of the invention, but the scope of the invention is not
limited to the examples given.

Embodiments of the invention may be used so Service Providers that provide services
containing confidential information, will be able to continue providing access to such services to
their users, even in the face of massive theft, or suspected theft of Credentials of the users of their
services. It will be appreciated, however that the present invention is not limited to usage by
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