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(57) ABSTRACT

An internetworking device that provides improved immu-

nity to Denial of Service attacks, and in general, improved

Quality of Service (QoS). An internetworking element or

other route processor is composed of two main parts, includ-

ing a data forwarding plane and a control plane; the control

plane runs routing, signaling and control protocols that are

responsible for determining the packet forwarding behavior

by the data plane. Independent control plane processes may

be provided; however, they are considered to be a single

network entity that is a uniquely addressable port. Packets

thus intended for the control plane always pass through a

designated point. As a result, a set of port services unique to

the control plane may be applied to the control plane port.

These control plane port services thus can be utilized to

control all packet trafiic entering and exiting the control

plane processes as a whole.

72 Claims, 6 Drawing Sheets
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LINE CARD RECEIVES THE PACKET AND

DELIVERS IT TO CENTRAL SWITCH ENGINE 400

I THE CENTRAL SWITCH ENGINE PERFORMS
NORMAL INPUT PORT SERVICES AND OOS 402

. CENTRALSWITCH ENGINE PERFORMS L2/L3

SWITCHING OR ROUTING DECISION AND 403
DETERIVIINES IF THE PACKET IS DESTINED TO THE CP

FOR CP PACKETS, THE CENTRAL SwITCH ENGINE

PERFORIVIS AGGREGATE CP SERVICES (TREATED
AS OUTPUT SERVICES FOR THE CP 405

DESTINATION PORT)

BASED ON THE RESULT OF AGGREGATE CP SERVICES,

' DROP THE PACKET, MARK THE PACKET AND
POTENTIALLY DELIVER THE PACKET TO 406

THE CP FOR FINAL PROCESSING

FIG. 4
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