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This chapter provides release-specific information for each new and changed feature in the Cisco Nexus
7000 Series NX-OS Quality of.S'ervice Cottfigur-nrion Guide, Release 6.x. The latest version of this
document is available at the following Cisco website:
http:Hwww.cisco.com!ent'USfdocs/'switchesldatacenter/swf6_tu'nx—osfqosfconfigurationlguidelnx-os_qo
s_book.html

To check for additional information about Cisco NX-OS Release 6.x, see the Clsco NX-OS Release
Notes, which is available at the following Cisco website:
http:Ilwww.eisco.com/en/US{productsips94l)2.'prod_release_notes_list.html

Table l summarizes the new and changed features for the Cfsco Nexus 7000 Series NX-OS Quality of
Service Configuration Guide, and tells you where they are documented. Your software release might not
support all the features in this document. For the latest caveats and feature information, see the Bug
Search Tool at https:Htools.c~iscocomfbugsearehf and the release notes for your software release.

Table 1' New and Changed Features

Feature
l K Changed in

Description Release Where Documented

Fabric QoS Mapping The Fabric Q08 Mapping feature 62(2)
allows copying the default
configuration and modifying the
copied system queues that perform
flow control on fabric traffic
within the Cisco NX-OS device.

Chapter '5',“Configuring
Fabric QoS Mapping"

4qSq policy template
that support S egress
queues

s Four 4q8q policy templates that 62(2)
support eight egress queues on the
‘Cisco Nexus 7710 switch and
Cisco Nexus 7718 switch only.

Chapter 9, “Configuring
Network Q05” and
Chapter 10,
“Configuring Queuing
and Scheduling on
F-Series I/O Modules”

Local Policy-Based
Rotltlng (PER)

You can now configure local 62(2)
policy—based routing.

Chapter 12,
“Configuring Local
Policy-Based Routing”

default—nq-Se-4q4q
policy template for F2
modules

The defaultnq~8e-4q4q-policy 6.l(3)
template supports four ingress
buffers.

Chapter 10,
"Configuring Queuing
and Scheduling on
F-Series I/O Modules”

I ut-utazsaut _ Giseo Nexus TlltltlSeries lllll-OSQuality of Service Gonliguration Guide 1
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Table 1‘ New and Changed Features

Feature Description
Changed in
Release ‘Where Documented

DSCP mapping for F2 Support for DSCP mapping for F2
modules modules

s.1(t)* Chapter IO,
“Configuring Queuing
and Scheduling on
F~Series L'O Modules"

Network Q05 policy

and switches.

You can now configure a network
qos policy, which defines the
characteristics of each C05 that is
applicable network wide, across
virtual device contexts (VDCs),

5.l(i) Chapter 9, “Configuring
Network Q05” and
‘Chapter l0,
“Configuring Queuing
and Scheduling on
F-Series I/O Modules“

Priority flow control You can now configure PFC,
which prevents frame loss that is[PFC]

‘due to congestion.

5.l(l) Chapter ll,
“Configuring Priority
Flow Control"

Fabric Extender
(FEX) support

You can now configure QoS
policies on the FEX interfaces.

5.l(l) Chapter l, “Overview”

Match IPv6 ACLs.
as IPv4, addresses.
You can now match IPv6, as well 141(2) lChapter 3, “Configuring

Classification"

Only same variable

mutation mapping.

You can match only the sarne
for mutation mapping variable with different values for

751.1(2) Chapter 5, “Configuring
Mutation Mapping”

Added qos-dynamic
variable

policy-map names.

The qos-dynamic variable lists
already configured class-map and

42(1) Chapter 2, “Using
Modular Q08 CLI,"
Chapter 4, “Configuring
Marking,“Chapter 5,
“Configuring Mutation
Mapping,”Chapter 6,
“Configuring
Policing,"Chapter 8,
“Configuring Queuing
and Scheduling"

Support for Session Allows you to verify the
Manager configuration and required

resources prior to committing
them to the running configuration.

l4.2(1)

Ciscu Nexus 7000Series NX-O5Ollnlitv of Sentice Configuration Guide i i
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This preface describes the audience. organization, and conventions of the Cisco Nexus 7000 Series
NX-OS Quality ofService Corrfigrrrarion Guide. It also provides information on how to obtain related
documentation.

This chapter includes the following sections:

v Audience, page xiii

0 Organization, page xiii

Q Document Conventions, page xiv

" Related Documentation, page xv

I Documentation Feedback, page xvii

- Obtaining Documentation, Obtaining Support, and Security Guidelines. page xvii

This guide is for experienced network administrators who configure and maintain Cisco NX-OS devices.

Organization
This publication is organized as follows:

Chapter Description

New and Changed Information Describes the new and changed information for
each Cisco NX~OS software release.

Chapter l, "Overview" Provides an overview of quality of service (Q03)
features.

Chapter 3, “Configuring Classification" Describes how to configure the classification
feature.

Chapter 2. “Using Modular Q05 CLI" iDescribes how to use Modular Q08 CLI (MQC) to
define Q05 policies.

Chapter 4, “Configuring Marking” Describes how to configure the marking feature.

Chapter 5, “Configuring Mutation Mapping" Describes how to configure the mutation feature.

I ct-19025-n1
Disco Nexus ?|]lJ0Series NX-USQuality oi Service Corrliguratinn Guide I



Chapter Description

Chapter 6. “Configuring Policing" ‘Describes how to configure the policing feature.

Chapter 8, “Configuring Queuing and
Scheduling" scheduling feature.

‘De5Cribeshow to configure the queuing and

Chapter 9, “Configuring Network Q05” Describes how to configure a network qos policy.

Chapter ll]. “Configuring Queuing and
Scheduling on F-Series I/O Modules"

Describes how to configure the queuing and
scheduling feature on F-Series I/O modules.

Chapter l l, “Configuring Priority Flow Control" Describes how to configure priority flow control.

Chapter I2, “Configuring Local Policy-Based
Routing“ routing.

Describes how to configure local policy-based

Chapter 13. “Monitoring QoS Statistics” CDescribes how to view Q05 statistics.

Appendix A, “Configuration Limits for Cisco
NX-OS Quality of Service Configuration
Features. Release 6.0"

in implementing Q03.
Lists information related to numerical limitations

Appendix B, “Additional References"
support and help from Cisco.
Lists related documents and RFCs, and how to get

Document Conventions
This publication uses the following conventions:

s.
Note Means reader micenote. Notes contain helpful suggestions or references to material not covered in the

manual.

A.
Baution Means reader be careful. ln this situation, you might do something that could result in equipment

damage or loss of data.

9 .
Tip Means thefollowing iJ1f0rmt1lt'0nwill’help you solve a problem.

Command descriptions use these conventions:

boldface font |Comrnands and keywords are in boldface.

italic font ‘Arguments for which you suppiy values are in italics.

{ ] ‘Elements in braces are required choices.
[ ] Elements in square brackets are optional.

x I y IX Alternative, mutually exclusive elements are separated by
vertical bars.

ri Cisuo Nexus 1000SeriesVNX-OSDuality of Service Configuration fiyuiger
ot-19nz5»|u l
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Screen examples use these conventions:

scrccn font lTerminal sessions and information that the switch displays arc

lin screen font.

boldface screen font ‘Information that you must enter is in boldface screen font.
1talic sci een font Arguments for which you supply values are in italic screen

font.

Nonprinting characters, such as passwords, are in angle
brackets.

[ ] lDefault responses to system prompts are in square brackets.
An exclamation point (1) or number sign (#) at the beginning
of a line of code indicates a comment line.

Related Documentation

Release Notes

Cisco NX-OS includes the following documents:

Cisco Nexus 7000 Series NX»OSRelease Notes, Release 6.x

NX-OSConfiguration Guides

I 0L-19825-01

Cisco Nexus 7000 Series NX-OS Configuration Examples, Release 54"

Configuring the Cisco Nexus 2000 Series Fabric Extender

Cisco Nexus 7000 Series NX-OS Fubr/TcPath,Configuration. Guide

Configuring Feature Setfor FahricPatl1

Cisco NX-OS FCOE Configuration Guide for Ciseo Nexus 7000 and Cisco MDS 9500

Cisco Nexus 7000 Series NX-OS Fundamentals Configuration Guide, Release 6.x

Cisco Nexus 7000 Series NX-OS High Availability and Redundancy Guide

Cisco Nexus 7000 Series NX-OS Interfaces Configuration Guide, Release 6.x

Cisco Nexus 7000 Series NX-OS IP SLAs Configuration Guide

Cisco Nexus 7000 Series NX-OS Layer 2 Switching Configuration Guide

Cisco Nexus 7000 Series NX-OS LISP Configuration Guide

Cisco Nexus 7000 Series NX-OS MPLS Configuration Guide

Cisco Nexus 7000 Series NX-OS Multicast Routing Configuration Guide

Cisco Nexus 7000 Series NX-OS OTV Configuration Guide

Cisco Nexus 7000 Series OTV Quick Start Guide

Cisco Nexus 7000 Series NX~OSQuality ofServiee Configuration Guide, Release 6.x

Cisco Nexus 7000 Series NX-OS SANSwitching Configuration Guide

Cisco Nexus 7000 Series NX-OS Security Configuration Guide, Release 6.x

Cisco Nexus 7000 Series NX-OS System Management Configuration. Guide, Release 6.x

i Cisco Nexus 7000Series NX-OSQuality oi Service Configuration Guide I



Cisco Nexus 7000 Series NXVOSUnicast Routing Configuration Guide, Release 6.x

Cisco Nexus 7000 Series NX-OS Virtual Device Context Configuration Guide, Release 5.x

Cisco Nexus 7000 Series NX-OS Virtual Device Context Quick Start

NX-OSCommand References

Cisco Nexus 7000 Series NX-OS Command Reference Master Index

Cisco Nexus 7000 Series NX-OS FabricPath Command Reference

Cisco NX»OSFCoE Command Referencefor Cisco Nexus 7000 and Cisco MDS 9500

Cisco Nexus 7000 Series NX-OS Fundamentals Command Reference

Cisco Nexus 7000 Series NXeOSHigh Availability Command Reference

Cisco Nexus 7000 Series NX-OS Interfizces Command Reference

Cisco Nexus 7000 Series NX-OS Layer 2 Switching Command Reference

Cisco Nexus 7000 Series NX~USLISP Command Reference

Cisco Nexus 7000 Series NX-OS MRLS Command Reference

Cisco Nexus 7000 Series NX»OSMulticast Routing Command Reference

Cisco Nexus 7000 Series NX-OS OTV Command Reference

Cisco Nexus 7000 Series NX-OS Quality 0fService Command Reference

Cisco Nexus 7000 Series NX-OS SAN Switching Command Reference

Cisco Nexus 7000 Series NX-OS Security Command Reference

Cisco Nexus 7000 Series NX-OS System Management Command Reference

Cisco Nexus 7000 Series NX-OS Unicast Routing Command Reference

Cisco Nexus 7000 Series NX-OS Virtual Device Context Command Reference

Other Software Documents

Cisco NX-OS Licensing Guide

Cisco Nexus 7000 Series NX-OS MIR Quick Reference

Cisco Nexus 7000 Series NX-OS Software Upgrade and Downgrade Guide, Release 6.x

Cisco NX-OS System Messages Reference

Cisco Nexus 7000 Series NX-OS Troubleshooting Guide

Cisco NX-OS XML Interface User Guide

F Cisco Nexas TQOOSeries NX-OSQuality of Service Cunfiguratinn Guide
0L-19825-01 I



Documentation Feedback
To provide technical feedback on this document, or to report an error or omission, please send your
comments to nexus7k-docleedbaek@cisco.com. We appreciate your feedback.

Obtaining Documentation, Obtaining Support, and Security
Guidelines

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What's New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whalsnew.html

Subscribe to the Wlzat’.rNew in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

W Vi V in Cisco Nexus 7000 Series NX-OSQuality of Service Conliguration Guide
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Overview

This chapter describes the configurable Cisco NX-OS quality of service (Q05) features on the Cisco
NX-OS device.

Q05 allows you to classify the network traffic, police and prioritize the traffic flow, and help avoid traffic
Congestion in a network.

This chapter includes the following sections:

' Information About QoS Features, page 1-l

¢ High Availability Requirements for QOSFeatures, page 1-5

' Q05 Feature Configuration with MQC, page l-5

I Q05 Statistics, page I-5

I QoS Policies on Fabric Extenders. page I-6

InformationAbout 00$ Features

%.

You use the QOS features to provide the most desirable flow of traffic through a network. Q03 allows
you to classify the network traffic, police and prioritize the traffic flow. and provide congestion
avoidance. The control of traffic is based on the fields in the packets that flow through the system. You
use the Modular Q05 CLI (MQC) to create the traffic classes and policies of the Q05 features.

Q03 features are applied using Q05 policies and queuing policies are as follows:

v QoS policies include the policing feature and the marking features.

v Queuing policies use the queuing and scheduling features as well as a limited set of the marking
feature.

Nnta The system-defined QoS features and values that are discussed in Chapter 2, “Using Modular Q05 CLI”
apply globally to the entire switch and cannot he modified. For complete information on virtual device
contexts (VDCs), see the Cisco Nexus 7000 Series NX-OS Virtual Device Context Configuration Guide.
Release 5.x.

I at-19:25-nt
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Caution Before you attempt a downgrade from Cisco NX-OS Release 5.2(x) to any release prior to Release
5.2(l), you should clear the Q08 M133and MPLS Q05 defaults by using the clear qos mpls-snmp
command. The downgrade might fail if the defaults are not cleared.

Before you downgrade from Cisco NX-OS Release 5.2(x) or 5. l (it) to Cisco NX-OS Release 5.0(x) or
an earlier release, remove all system Q05 and Q05 policies configured on F-Series I/O modules. Use the
clear qos policies command to remove the defaults for F-Series modules. An internal process failure can
result if the QoS policies are not removed prior to the downgrade.

This section includes the following topics:

I Using Q03, page l-2

I Classification, page 1-2

' Marking, page l-3

I Mutation. page L-3

' Policing, page l-3

I Queuing and Scheduling, page 1-3

0 Sequencing of QoS Actions, page l-4

Using Q08

Traffic is processed based on how you classify it and the policies that you create and apply to traffic
classes.

To configure QoS features, you use the following steps:

1. Create traffic classes by classifying the incoming and outgoing packets that match criteria such as
[P address or QoS fields.

2. Create policies by specifying actions to take on the traffic classes, such as limiting, marking, or
dropping packets.

3. Apply policies to a port, port channel, VLAN, or a subinterface.

You use MQC to create the traffic classes and policies of the Q03 features. For more information, see
Chapter 2. “Using Modular Q05 CLI."

‘hr. ,
Note The queuing and scheduling operations of the overall Q03 feature are applicable to both IPv4 and IPv6.

Classification

You use classification to partition traffic into classes. You classify the traffic:based on the port
characteristics (class of service [C05] field) or the packet header fields that include ].Pprecedence.
Differentiated Services Code Point (DSCP), Layer 2 to Layer 4 parameters, and the packet length.

The values used to classify traffic are called match criteria. When you defi ne a traffic class, you can
specify multiple match criteria, you can choose to not match on a particular criterion, or you can
determine the traffic class by matching any or all criteria.

Traffic that fails to match any class is assigned to a default class of traffic called class-default.

Cisco Nexus 7000Series NX-OSlluality of Service Configuration Guide
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Marking

Mutation

Policing

7 lninrmatiunAboutllnS Features I

For more information about configuring classification, see Chapter 3. “Configuring Classification.“

Marking is the selling of Q03 information that is related to a packet. You can set the value of a standard
Q03 field IP precedence, DSCP and CoS, and internal labels that can he used in subsequent actions.
Marking is used to identify the traffic type for policing, queuing, and scheduling traffic (only CoS is used
in scheduling).

For more information about configuring marking, see Chapter 4, “Configuring Marking."

Mutation is the changing of packet header Q08 fields. You can map IP precedence, DSCP, or C05 values
to all incoming or outgoing packets. You Can use mutation in policies that contain policing commands,
btlt you cannot use mutation in queuing and scheduling commands. You use configurable, user-defined
table maps for mutation.

For more information about configuring mutation, see Chapter 5, “Configuring Mutation Mapping."

Policing is the monitoring of data rates for a particular class of traffic. The device can also monitor
associated hurst sizes.

Three colors, or conditions, are determined by the policer depending on the data rate parameters
supplied: conform (green), exceed (yellow), or violate (red). You can configure only one action for each
condition. When the data rate exceeds the user-supplied values, packets are either marked down or
dropped. You can define single-rate. dual-rate, and color-aware policers.

Single-rate policers monitor the specified committed information rate (CIR) of traffic, Dual-rate policers
monitor both CIR and peak information rate (PIR) of traffic. Color-aware policers assume that traffic has
been previously marked with a color.

For more information about configuring policing, see Chapter 6. “Configuring Policing."

Queuing and Scheduling

The queuing and scheduling process allows you to control the bandwidth allocated to traffic classes, so
you achieve the desired trade-off between throughput and latency.

You can apply weighted random early detection (WEED) to a class of traffic, which allows packets to
be dropped based on the CoS field. The WRED algorithm allows you to perform proactive queue
management to avoid traffic congestion.

You can schedule traffic by imposing a maximum data rate on a class of traffic so that excess packets are
retained in a queue to smooth (constrain) the output rate.

For information about configuring queuing and scheduling, see Chapter 8, “Configuring Queuing and
Scheduling.”

I 0|.-tsazsur
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Sequencing of [108Actions

The following are the three types of policies:

I network qos—Defines the cllaracteristics of QoS properties network wide.

I qos—Defines MQC objects that you can use for marking and policing.

I queuing-Defines MQC objects that you can use for queuing and scheduling as well as a limited
set of the marking objects

%
Note The default type of policy is qos.

The Cisco NX-OS device processes the Q05 policies that you define based on whether they are applied
to ingress or egress packets. The system performs actions for Q08 policies only if you define them under
the type qos service policies.

‘s.
Note You can apply only ingress traffic actions for type Q05 policies on Layer 2 interfaces. You can apply

both ingress and egress traffic actions for type Q05 policies on Layer 3 interfaces.

This section includes the following topics:

I Sequencing of Ingress Traffic Actions, page l-4

I Sequencing of Egress Traffic Actions, page l-4

Sequencing of ingress TrafficActions

The sequence of Q05 actions on ingress traffic is as "follows:

1. Queuing and scheduling

1. Mutation

3. Classification

4. Marking

5. Policing

Sequencing of Egress Traflic Actions

The sequencing of Q03 actions on egress traffic is as follows:

1. Classification

2. Marking

3. Policing

4. Mutation

5. Queuing and scheduling

%>
Note Mutation occurs much closer to the beginning of the traffic actions on the ingress packets, and any

further classification and policing is based on the changed Q05 values. Mutation occurs at the end of the
traffic actions on the egress packets, right before queuing and scheduling.

UL-15825-01 I
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HighAvailability Requirements for 00$ Features

%.

The Cisco NX-OS QoS software recovers its previous state after a software restart, and it is capable of
a switchover from the active supervisor to the standby supervisor without a loss of state,

Note For complete information on high availability, see the Cisco Nexus‘7000 Series NX-OSHigh Availability
ur1a'Red1.m.drmcy Guide.

00$ Feature Configuration with MQC
You use MQC to configure Q05 features, The MQC configuration commands are shown in Table l-l.

Table 1-1 MQC Configuration Commands

MOCCommand |Descriptiun
class-map Defines a class map that represents a class of traffic.

table-map Defines a table map that represents a mapping from one set of field values
to another set of field values. You can reference a table map from a policy
map.

policy-map Defines a policy map that represents 21set of policies to be applied to a set
of class maps. Policy maps can reference table maps.

You can modify or delete MQC objects, except system-defined objects, when the objects are not
associated with any interfaces. For information on system-defined MQC objects, see Chapter 2, “Using
Modular QOS CLI.”

After a QoS policy is defined, you can attach the policy map to an interface by using the interface
configuration command shown in Table l-2.

Table 1-2 Interface Command to Attach a Policy Map to an Interface

lnterlace Command lDescriptiun
service-policy Applies the specified policy map to input or output packets on the

interface.

For information on how to use MQC, see Chapter 2, “Using Modular QoS CLI.”

Q08 Statistics
Statistics are maintained for each policy, class action, and match criteria per interface. You can enable
or disable the collection of statistics, you can display statistics using the show policy-map interface
command, and you can clear statistics based on an interface or policy map with the clear qos statistics
command. Statistics are enabled by default and can be disabled globally.

For information about monitoring Q05 statistics, see Chapter l3, “Monitoring QoS Statistics.”

l 0|.-19825-01
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Default (108 Behavior
The QoS queuing features are enabled by default. Specific QoS-type features, policing and marking, are
enabled only when a policy is attached to an interface. Specific policies are enabled when that policy is
attached to an interface.

By default, the device always enables a system default queuing policy, or system-defined queuing policy
map, on each port and port channel. When you configure a queuing policy and apply the new queuing
policy to specified interfaces, the new queuing policy replaces the default queuing policy and those rules
now apply.

The default settings for various interface modes is shown in Table 1-3.

Table 1-3 Default Settings for Interface Modes

Egress
Trust DSCP/C03 by Default ingress (AiterTra1fic is Routedil

svr cos iDscP
RoutedInterface loser’ ioscn

Layer 2 Interface |CoS2 iDSCP
l. When traffic is routed, the DSCP value is used (by default) to derive the egress queue. If the egress interface is the trunk, the

CoS is derived from the DSCP value of the routed packet.

2. When the Layer 2 Interface is an access port, it is considered as no C05. CoS is set to 0 in the case when access lo the trunk
interface with bridged traffic, even if DSCP bits are set.

For more information on the system—defined,default queuing policies and the default values that apply
to each interface, see Chapter 2, “Using Modular Q05 CLI.”

The device enables other QoS features, policing and marking, only when you apply a policy map to an
interface.

00$ Policies on Fabric Extenders
The Cisco Nexus 2000 Series Fabric Extender (FEX) is a remote line card that you can connect to the
Cisco Nexus 7000 Series switch. The FEXl1as 48 l-Gbps fr0nt~panel or server-facing ports, which are
satellite ports. The FEX has four uplink ports that you can use to connect it to the Cisco Nexus 7000
Series switch. The four ports on the Cisco Nexus 7000 Series switch that connect to the uplink ports are
fabric ports. Only Q05 policies can be configured on the servenfacing FEX ports. Currently, queuing on
the FEX interfaces is not supported.

For more information on FEX, see the Cisco Nexus‘7000 Series NX-OSInteifaces Configuration Guide,
Release 6.x, Cisco Nexus 7000 Series NX-OSFundamentals Configuration Guide, Release 6.x, and Cisco
Nexus 7000 Series NX-OS Fundamentals Command Refereztce.

I Cisco Nexus 7000Series NX-V0§(1ualityof Sewice Cuniiguratiun Guide
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Using Modular 00$ CLI

This chapter describes how to configure Modular QoS CLl (MQC) objects that can be used for
configuring Q05 features using the Cisco NX-OS software.

This chapter includes the following sections:

- Finding Feature Information, page 2-1

' information About MQC, page 2-l

~ Licensing Requirements for Using MQC Objects. page 2-2

~ Using an MQC Object, page 2-3

¢ Attaching and Detaching a Q05 Policy Action, page 2-17

v Session Manager Support for QoS, page 2—21

~Feature History for Using Modular QoS CLI, page 2-2]

Finding Feature Information
Your software release might not support all the features documented in this module. For the latest caveats
and feature information, see the Bug Search Tool at https:/ftools.ciscocomlbugsearchf and the release
notes for your software release. To find information about the features documented in this module, and
to see a list of the releases in which each feature is supported, see the “New and Changed Information"
chapter or the Feature History table below.

Information About MOB
MQC provides a language to define Q05 policies.

s.
Note For more information about MQC commands, see the Cisco Nexus 7000 Series NXAOSQuality of.S'erw'ce

Command Reference.

You configure QoS policies by following these three steps:

1. Define traffic classes.

2. Associate policies and actions with each traffic class.

3. Attach policies to logical or physical interfaces and VLANs.

I ot-isazs-oi 0
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I Licensing Requirements for Using MOCOhiecis

MQC provides three command types to define traffic classes and policies:

I class-mapADefines a class map that represents a class of traffic based on packet-matching criteria.
Class maps are referenced in policy maps.

%, Z
Note When you configure match all for a QoS class map by entering the class-map type qos match-all

command, the match-all option does not work. Instead, the match criteria is always treated as match any.

0 table-map—Defines a table map that represents a mapping from one set of packet field values to
another set of packet fields. Table maps are referenced in policy maps.

v policy-map—Defines a policy map that represents a set of policies to be applied on a class-by~class
basis to class maps.

You define the following class-map and policy-map object types when you create them:

' network qus—Defincs the characteristics of COSproperties network wide (across switches and
VDCs).

' q0s—Defines MQC objects that you can use for marking and policing.

1 queuing—Defines MQC objects that you can use for queuing and scheduling.

%.
Note The qos type is the default.

You can attach policies to ports, port channels, VLANs, subinterfaces, or tunnels by using the
service-policy command.

On Fabric Extender (FEX) interfaces, you can configure only the type qos policies. However, you cannot
configure the type qos policies that refer to classes that match with the access control lists (ACLs) that
are configured for the FEX external interfaces.

The type queuing policies are currently not supported on FEX interfaces.

You can view all or individual values for MQC objects by using the show table-map, show class-map,
and show policy-map commands.

/l\ .
Caution In interface configuration mode, the Cisco Nexus 7000 Series switch might accept Q03 and ACL

commands irrespective of the line card on which the interface host is up or down. However, you cannot
enter interface submode when the line card is down because the Cisco Nexus 7000 Series switch does
not accept any preeonfiguration information.

Licensing Requirements for Using MQCObiects
The following table shows the licensing requirements for this feature:

Product lLicense Requirement
Cisco NX-OS The Q05 feature does not a require license. Any feature not included in a license package is bundled with

the Cisco NX-OS system images and is provided at no extra charge to you. For a complete explanation of
the Cisco NX-OS licensing scheme, see the Cisco NX-OS Licensing Guide.

Cisnn Nexus 7000Series NX-OSQuality of Senrice Configuration Guide i
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However, using virtual device contexts (VDCs) require an Advanced Services license.

Using an MDC Object

‘s.

You configure Q03 and queuing policies using the MQC class-map, policy—map‘and table-map objects.
Youcannot use table maps in queuing poiicies. After you configure class maps and policy maps, you can
attach one policy map of each type to each of the ingress or egress directions of an interface. Figure 2-I
lists the maximum QoS and queuing policies that you can define on each interface.

Figure 2-‘I Maximum 00$‘ Policies Par inta:-face

Device

ingress Q08 policies 1 :' Egress Q05 Pumas

Per Werlace ~Q'1' per interfaceQOne type qos " ~ one type Q06

. Onetype queuing I i , one We queuing

185439

Ethernet 2/2

A policy map contains either a Q08 policy or queuing policy. The policy map references the names of
class maps that represent traffic classes. For each class of traffic, the device applies the policies on the
interface or VLAN that you select.

A packet is matched sequentially to a class of traffic starting from the first traffic class definition. When
a match is found, the policy actions for that class arc applied to the packet.

The reserved class map receives all traffic that is not matched in type qos policies, and the device applies
the policy actions as it would for any other traffic class. You use class~defau1t to perform mutations
(mutation is a method for translating Q03 values in the packet header prior to traffic classification).

Nuts You can access user-defined MQC objects only in the VDC in which they were created You can access
the system-defined MQC objects in all VDCS.

This section includes the following topics:

~ Type qos Policies, page 2-4

' Type Queuing Policies, page 2-5

' System-Defined MQC Objects, page 2-7

¢ Configuring an MQC Object, page 2-10

I Applying Descriptions to MQC Objects, page 2-i5

I Verifying an MQC Object. page 2-17

Cisno Nexus TDIJUSeries Nit-OS lluality of Service Configuration Guide
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Type qos Policies
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You use type qos policies to mark, to apply mutations, to set the ingress port trust state, and to police
packets.

Figure 2-2 shows the QoS policy structure with the associated MQC objects of type qos without
mutation, and Figure 2-3 shows the QoS policy structure with mutation. The MQC objects are shown in
bold.

Figure 2-2 O08 Policy Diagram Showing Typequs MQCObject Usage Without Mutation

Q05 policy tor Class of traffic
type 1

qos policy-map class-map

Class of traffic
_- 2

class-map

Policy actions

- Marking

- Policing

Policy actions

- Marking

- Policing

Class of traffic
— N

class-map

Class of traffic
7 unmatched

class-default

Policy actions

- Marking

- Policing

Policy actions

- Marking

- Policing

43785
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Figure 2-3 00$ Policy Diagram Showing Typeqos MOCObject Usage with Mutation

Mutation

QoS policy for Class of traliic
type 1

qos policy-map class-map

Class of trallic
— 2

class-map

Policy actions

~ Marking

~ Policing

Policy actions

» Marking

- Policing

Class of trafficZ N
class-map

Class of traffic
_ unmatched

class-default

Type Queuing Policies

Policy actions

- Marking

- Policing

Policy actions

- Marking

- Policing

86686

You use type queuing policics to mark, shape, and queue packets. Marking is limited to the CoS field
and docs not support the use of table maps.

Figure 2—4shows the Q05 policy structure with associated MQC objects of type queuing. The MQC
objects arc shown in bold.

\.
Note MQC table-map objects cannot be used in policies of type queuing.

I 0L-19825-01
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class of traffic 1
System-defined class map

(see Table 2-3)

Figure 2 4 O05 Policy Diagram Showing TypeQueuing MOCObject Usage

Policy actions

Priority (egress)
Bandwidth
Shaping (egress)
Tail drop
WHED
Queue limit

class of traffic 2
System-defined class map

(see Table 2-3)

Policy actions

Bandwidth
Shaping (egress)
Tall drop
WHED
Queue limit

class of traffic N
System-defined class map

(see Table 2-3)

Policy actions

Bandwidth
Shaping (egress)
Tail drop
WRED
Queue limit

default class of traffic
System-defined class map

(see Table 2-3)

Disco Nexus 7000Series NX OS Quality nf Service Configuration Guide

Policy actions

Bandwidth
Shaping (egress)
Tail drop
WRED
Queue limit
Set ingress C08

Note See Chapter 5, "Queuing and Scheduling,
for information on configuring these parameters.
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Note

%.

The system-defined MQC objects that are shown in Table 2-I are the default. All of these values apply
across all VDCs.

When you configure Q08 features, and the system requests MQC objects, you can use one of the
system-defined objects shown in Table 2-l.

liable 2-1‘ System-Defined MOOObjects

Table and Page

Table 2-2 on page 2-7
,|Descriptinn

|Type qos class maps
Table 2-3 on page 2-8 |Type queuing class maps
Table 2-4 on page 2-9 |Table maps

Table 2-5 on page 2-10 |Policy maps

Type qos class maps that are defined by the system are listed in Table 2-2.

Nnta You cannot reference the conform-color-in, conform-color-out, exceed-color-in, or exceed-colorrout
class maps in a policy map.

‘labia2-2 System-Defined‘ Typeqos Class Maps

Glass Map Name Description if T

class-default Type qos class map that is assigned to all packets that match none
of the criteria of traffic classes that you define in a type qos policy
map. You can use class-default for mutation.

conform-color-in Type qos conform color class map in the input direction. This
color-aware class map makes a policer color-aware for a conform
action.

conform-color-out Type qos conform color class map in the output direction. This
color-aware class map makes a policer color-aware for a conform
action.

exceed-color-in Type qos exceed color class map in the input direction. This
color-aware class map makes atpolicer color-aware for an exceed
action.

exceed-color-out Type qos exceed color class map in the output direction. This
color-aware class map makes a policer color-aware for an exceed
action.

Type queuing class maps that are defined by the system are listed in Table 2-3.

I ct-isazs-ui
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Table2-3 System-De 'ned Typequeuing Class Maps

I Using an MCICOlueci 7

fl

Class Map Queue Name Description Default C03 Values

1 Gigabit Module Ingress: 2 queues with 4 thresholds per queue

2q4t-in-ql Ingress queue l of 2q4t type 5-7

2q4t-in-q-default llngress default queue of 2q4t type 0-4

1 Gigahit Module Egress: 1 strict priority queue and 3 normal queues with 4 thresholds per
queue

lp3q4l-out-pql 1 Egress priority queue of lp3q4t type 5-7

lp3q4t-out-q2 Egress queue 2 of lp3q4t type

lp3q4t-out-q3

lp3q4t-out-q-default

Egress queue 3 of lp3q4t type

Egress default queue of lp3q4t type O-4

10 Gigabit Module Ingress: 8 queues with 2 thresholds per queue

8q2t~in-ql Ingress queue l of 8q2t type 5-7

8q2t-in-q2 it ingress queue 2 of 8q2t type

8q2t-in-q3 Ingress queue 3 of 8q2t type

8q2t-in-q4 ylngress queue 4 of 8q2t type

8q2t-in-q5 ‘ingress queue 5 of 8q2t type

8q2t»in-q6 ingress queue 6 of 8q2t type

8q2t-in-q7 0 llngress queue 7 of 8q2t type
8q2t-in-q-default Ingress default queue of 8q2t type 76-4

10 Gigabit Module Egress:
queue

1 strict priority queue and 7 normal queues with 4 thresholds per

lp7q4t-out-pql 1 Egress priority queue of lp7q4t type ls-7

7lp7q4t-out-q2 Egress queue 2 of lp7q4t type

lp7q4t-out-q3 Egress queue 3 of lp7q4t type

lp7q4t-out-q4 W Egress queue 4 of lp7q4t type

lp7q4t-out-q5 Egress queue 5 of lp'7q4t type

71p7q4t-out-q6 ‘Egress queue 6 ef lp7q4t type

lp7q4t~0ut-q7 Egress queue 7 of lp7q4t type l__

ip7q4t~out-qwdefault H Egress default queue of lp7q4t type ‘0-4

l. These are either priority or nonnal queues. If you use the priority keyword in your configuration, these queues are used as
priority queues. Otherwise, they are used as normal queues.

Table maps that are defined by the system are listed in Table 2-4. The default mapping of values in the
tables maps is contained in RFC 2597. These table maps are not configurable.

Ciscn Nexus 7000Series Nl(~0Sl1uality of Sewice Configuration Guide
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Table2-4 System-Defined TableMaps

Table Map Name lDescription
cir—markd0wn-map Table map used to mark down packets that exceed the committed

information rate (CIR).

Note Enter the show table-map command to display the default
, mapping.

pir-markdewn-map Table map used to mark down packets that violate the peak
‘information rate (PIR).

lNote Enter the show table-map command to display the default
mapping.

c0s—discard-class-map Table map used to map the CeS value to the discard-class value.

coswdscp-map Table map used to map the COS value to the DSCP value.

cos-precedence~map Table map used to map the COSvalue to the precedence value.

dscp-cos-map Table map used to map the DSCP value to the COS value. H

dsep-precedence-map Table map used to map the DSCP value to the precedence value.

dscp-discard—class-map Table map used to map the DSCP value to the discard-class value.

precedence-dscp-map Table map used to map the precedence value to the DSCP value.

precedence-cos-map Table map used to map the precedence value to the COS value.

precedence-disca1'd—class-map Table map used to map the precedence value to the discard-class
value.

discard—elass-cos-map Table map used to map the discard-class value to the C0S value.

discard-class-prec-map Table map used to map the discard-class value to the precedence
value.

discard-class-dsep-map Table map used to map the discard-class value to the DSCP value.

Policy maps that are defined by the system are listed in Table 2-5.

l 0|.-19325-01
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Table2-5 System-Defined Queuing PolicyMaps

Queuing Policy Map Name Description

default-in-policy Input queuing policy map that is attached to all module ports to C
‘which you do not apply a queuing policy map. The default
configuration values are as follows:

policy-map type queuing default-in-policy
class type queuing in-q]

queue-limit percent 50
bandwidth percent 80

class type quelling in—q-default
queue-lirnit percent 50
bandwidth percent 20

default-out-policy Output queuing policy map that is attached to all module ports to
which you do not apply a queuing policy map. The default
configuration values are as follows:

policy—rnaptype queuing default-out-policy
class type queuing out-pql

priority level l
queue-limit percent l6

class type queuing out-q2
queue-lirnitpercent 1

class type queuing out-q3
queue-limit percent l

class type queuing out-q-default
queue—limit percent B2
bandwidth remaining percent 25

Configuring an M00 Object

When you specify an MQC object command. the device creates the object if it does not exist and then
enters map mode.

To remove a class-map, table-map, or policy-rnap object, use the no form of the command that you used
to create the object.

For the commands that you can use in the MQC object mode, see the following configuration chapters:

' Chapter 3, “Configuring Classification“

' Chapter 4. “Configuring Marking"

' Chapter 5, “Configuring Mutation Mapping"

I Chapter 6, “Configuring Policing"

I Chapter 8, “Configuring Queuing and Scheduling“

This section includes the following topics:

" Configuring or Modifying a Class Map, page 2-1 l

= Configuring or Modifying a Table Map, page 2-13

¢ Configuring or Modifying :1Policy Map, page 2-14

i Disco Nexus TQIJIJSeries NX-OSlluulity at Senriee Bnnfiguratinn Guide
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Configuring or Modifying a Class Map

\.
You can create or modify a class map. You can then reference class maps in policy maps.

Note

SUMMARY STEPS

You cannot create atqueuing class map; you must use one of the systcm-defined queuing class maps
listed in Table 2-3.

1. configuration terminal

2. class-map [type qos] [match-any Imatch-all] class-map-name

3. exit

4. (Optional) class-map [type qos] {conform-color-in Iconform-color-out I exceed-color-in I
exceed-color-out}

5. exit

E. class-map type queuing match-any {class-queuing-name I WORD}

7. exit

8. (Optional) show class-map [type qos] [class-map-name Icollform-color-in Iconform-color-out I
exceed-color-in Iexceed-color-out]

9. (Optional) show class-map typc queuing [class-queuing-name]

10. (Optional) copy running-config startup-config

I ot-tsazs-01
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DETAILED STEPS

Step1

Step 2

Step 3

Step 4

Step 5

Step B

Chapter2 Using Mu||ular[1oSCLl |

Command Purpose

configure terminal

Example:
swiLch# configuration terminal
swlLch(config)#

Enters global configuration mode. if

class-map [type qos] [match-any if
match-all] class—map—name

Example:
switch(config)# c1ass—mapClassl
switch(con£ig'cmap—qos)#

Creates or accesses the class map of type qos, and then
enters class-map qos mode. Class-map names can
contain alphabetic, hyphen, or underscore characters,
are case sensitive, and can be up to 40 characters.

Note When you configure match all for a QoS class
map by entering the class-map type qos
match-all command, the match-all option does
not work. Instead, the match criteria is always
treated as match any.

t

exit

Example:
switch(config—cmap—qos)# exit
switch(conFig)#

Exits class-map qos mode and enters global
configuration mode.

class-map [type qos] {conform-color-in
conform-colo:—0ut l exceed-color—in
exceed-color-out)

Example:
switch(config)# c1ass—map
exceed—co1or—in
switch(config—co1or—map)#

(Optional) Accesses the class map of type qos for one
of the system-defined color maps, and then enters
color-map mode.

Note This command is only used when color-aware
policing is required.

exit

Example:
switch[config—co1or—mep)# exit
switchlconfiglfl

iExits color-map mode, and then enters global
configuration mode.

class-map type queuing match-any
class—queuing—name

Example:
switch(config)# class—maptype queu
match any lp3q4t—out—pq1
switch(config~cmap—que)#

ing

Creates or accesses the class map of type queuing, and
then enters class-map queuing mode. Class queuing
names are listed in Table 2-3.

Note The match on WORD is used for defining
hierarchical class maps. The argument,
WORD, is supported only on the F-Series
Modules.

Qisco Nexus 7000 Series NX-OS Duality ni Service Cnnfiguratinn Guide W
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Step 7

Step 8

Step 9

Step 10

Using an MQCObject

Command Purpose
exit

Example:
switch (config—cznap—que)# exit
swit:ch(c:mfig)#

Exits class map queuing mode and enters global
configuration mode.

show class-map {type qos]
[class—map~name | conform-col
ccnfonn-color-out: l exceed-color-in
exceed-color-out]

Example:
swit;ch(config)# show class-ma

(Optional) Displays information about all configured
°"'i“ class maps or a selected class map of typc qos.l

|

n

show class-map type queuing
[cla.ss—queuing—name]

Example :
swiLch(confiq) it show class—rna
queuing

(Optional) Displays information about all configured
class maps or a selected class map of type queuing.
Class queuing names are listed in Table 2-3.

D type

copy running-config startup-c

Example:
switch (cnnfig) 1*copy zunning—
start:up—config

(Optional) Saves the running configuration to the
startup configuration.

onf ig

config

Configuring or Modifying a Table Map

SUMMARY STEPS

You can create or modify a table map that you can reference ir1policy maps. For information on
configuring tablc maps, see Chapter 4, “Cor1l'iguringMarking.”

1. configure terminal

2.

3.

4.

5. exit

6.

table-map table-map-name
exit

7.

table-map {cir-markdnwn-map Ipir-markduwn-map]

(Optional) show table-map Liable-map-nameICir-markclown-map Ipir-markdown-map}

(Optional)copy running-config startup-cunfig

Ciseo Nexus 1000 Series NX—US[luality of Service Configuration Guide
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Command Purpose

configure terminal

Example:
switch# configuration terminal
switch(conFig)#

Enters global configuration mode.

table-map tabl€—map—namE
Example:
switchlconfig)# tdb1€—maptablel
SwitChlCOnfig—tmap]H

Creates or accesses the table map and then enters
table-map mode. Table map names can contain
alphabetic, hyphen, or underscore cliaracters, are case
sensitive, and can be up to 4-Ocharacters.

exit

Example:
switchlconfigetmapll exit
swicch(contig)#

iExits tab1e—mapmode and enters global configuration
‘mode.

table-map (cir-markdown—mep
pir—markdown-map}

Example:
switch(config)# table-map
Cir—muIkd0Wn—map
switch(config*mrkdwn—map)#
exit

Example:
switch(confiq—mrkdwn—map)R exit
switch(confiq)#

Accesses one of the system-defined markdown table
maps, and then enters markdown-map mode.

Exits table-map mode and enters global configuration
mode.

show table-map [table—map name
cir-markdown-map | pi:-markdown-map]

Example:
switch(c0nfig)# show table—map

i(Optional) Displays information about all configured
table maps or a selected table map.

copy running-config startup-config

Example:
switch(config)# copy 1unning—c0nfig
startup—config

(Optional) Saves the running configuration to the
startup configuration.

Configuring or Modifying a Policy Map

SUMMARY STEPS

You can create or modify a policy map that you

1. configure terminal

can use to define actions to perform on class maps.

2. policy-map [type qos] [match-first] {qus-policy-map-name Iqos-dynamic}

3. exit

ll. policy-map type queuing [match-first] {queuing-policy-map-name l qos-dynamic}

5. exit

6. (Optional) show policy-map [type qosj [pa/icy-map-name Iqos-dynamic]

r Ciseo Nexus 7000Series NX-OSDuality of Senlice Configuration Guide
0L-19825-D1 l



|7Qiapter2 UsiniModu|ar(1oSCLl

DETAILED STEPS

Step 1

Step Z

Step 3

Step 4

Step 5

Step B

Step 7

Step B

Using an MODOhiect I

7. (Optional) show policy-map type queuing [policy-map-name l qos-dynamic]

B. (Optional) copy running-config startup-cunfig

Command Purpose

configure terminal

Example:
switch# COnfiqurati0n terminal
switch(config)#

Enters global configuration mode.

policy-map [type qcsl [mat¢h—first]
{qos—policy—map—name | qos-dynamic}

Example:
switch(config)# pOliCy—mappolicyl
switch(config—pmap—qos)#

Creates or accesses the policy map of type qos and then
enters policy-map mode. Policy-map names can
contain alphabetic, hyphen, or underscore characters,
are case sensitive, and can be up to 40 characters.

exit

Example:
switch(config—tmap)# exit
switchlconiig]#

Exits policy-map mode and enters global configuration
mode.

policy—maptype queuing [match-first]
lqueuing~p0licy-map-name l qos-dynamic)

Example:
swiLch(config)fl policy—map hype queuing
po1icy_queue1
Switch (c0n[.ig*pxnap—que) it

lCrcates or accesses the policy map of type queuing and
then enters policy-map mode. You can specify a
policy-map name. Policy-map names can contain
alphabetic, hyphen, or underscore characters, are case
sensitive, and can he up to 40 characters.

exit

Example:
switchtconfiq-tmap)# exit
switch(config)#

Exits policy-map mode and enters global configuration
mode.

show policy-map itype qos]
[policy-map—name l qos-dynamic]

Example:
switch(cnnfig)# show policy—map

(Optional) Displays information about all configured
policy maps or a selected policy map of type qos.

show po1icy—map type queuing
lp0liCy—map name | qos—dynamic]

Example:
switch[config)# show policy—maptype
queuing

(Optional) Displays information about all configured
policy maps or a selected policy map of type queuing.

copy running-config startup-config

Example:
switchlconfiglfl copy rnnninq—config
sLarLup—config

(Optional) Saves the running configuration to the
slartup configuration.

Applying Descriptions to MQCObjects

You can use the description command to add a description to a MQC object.

l UL-19825-01
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SUMMARY STEPS

DETAILED STEPS

Step1

Step 2

Step 3

Step 4

Step 5

1. configure terminal

2. class-map [type qos] [match-any Imatch-all] class-map-name
or
table-map table-nmp-name
or
policy-map [type qos] [match-first] [policy-map-nameIqos-dynamic]

3. description string

4. exit

5. (Optional) copy running-cnnfig startup-config

Command Purpose

configure terminal

Example:
switch# configuration terminal
switch(config)#

Enters global configuration modc.

class-map [type qos] [match—eny l
match—a1l] class—map—name

Example:
swiLch(config—cmap)# c1ass—mapclassl
switch(config—cmap)#

Creates or accesses the class map, and then enters
class-map mode. The class—mapname can contain
alphabetic, hyphen, or underscore characters, is case
sensitive, and can be up to 40 alphanumeric characters.

table—mep table—map—name

Example:
switch(ccnFig—tmap)# tabie—maptablel
switch(confiq—tmap)#

=Creatcsor accesses the table map, and then enters
table-map mode.The table-map name can contain
alphabetic, hyphen, or underscore characters, is case
sensitive, and can be up to 40 characters

policy-man Home nos] {march-first]
jp0licy—map—name I qos-dynamicl

Example:
switch(config)# pOliCy—mappolicyl
switch(config~pmap)#

Creates or accesses the policy map, and then enters
policy-map mode. The policy-map name can contain
alphabetic, hyphen, or underscore characters, is ease
sensitive, and can be up to 40 characters.

description sL11ng

Example:
switch(config—cmap)# description my
traffic class
switch(config—cmap)#

i system-defined queuing class maps.

Adds a description string to the MQC object. The
description can bc up to 200 alphanumeric characters.

Note You cannot modify the description of

exit

Example:
switch(config-cmap)# exit
switch(config)#

Exits table-map modc and enters global configuration
modc.

copy running-ccnfig startup—con£ig

Example:
switch(config)# copy running—config
starcup—config

(Optional) Saves the running configuration to the
startup configuration.

F Cisco Nexus7Ul}flSeries NX-USQuality of Senrice Configuration Guide
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Verifying an MQC Obiect

To display MQC object configuration information, perform one of the following tasks:

Command Purpose

show class-map [type qos] lclassemap-name I
conform-color-in Iconform-color-out I
exceed-color-in Iexceed-color-out]

Displays information about all configured class
maps or a selected class map of type queuing.
Class queuing names are listed in Table 2-3.

Displays information about all configured class
lmaps or a selected class map of type qos.

show class-map type queuing
[class-queuing-name]

show table-map [tal7l6~map—narl1eI
eir-markdown-map Ipir-markdown-map]

Displays information about all configured table
maps or a selected table map.

show policy-map [type qos] [po/icy-map-name I Displays information about all configured policy
qos-dynamic] maps or a selected policy map of type qos.

show policy-map type queuing Displays information about all configured policy
[policy-map-name I qos-dynamic] maps or a selected policy map of type queuing.

For detailed information about the fields in the output from these commands, sec the Cisco Nexus 7000
Series NX-OS Quality of Service Command Reference.

Attaching and Detaching a 00$ Policy Action
The software does not allow you to enable or disable Q05 features with a configuration command. To
enable or disable QoS features, you must attach or detach QoS policies to or from interfaces, VLANS,
or tunnels as described in this section.

%.

7 Attachiiii; and Detaehing a 005 Policy Action I

You must enable the tunnel feature by entering the feature tunnel command and configure thc
tunnel before you attach policies.

Note ¢

~ On Fabric Extender (FEX) interfaces, you can configure only the type qos policies. However, you
cannot configure the type qos policies that refer to classes that match with the access control lists
(ACLs) that are configured for the FEX external interfaces.

- The type queuing policies are currently not supported on FEX interfaces.

The system-defined type queuing class maps (see Table 2-3) are attached to each interface unless you
specifically attach a different class map.

%.
The device restricts Q05 policies to one per interface per direction (ingress or egress) for each of the
policy types qos and queuing.

Note

Policies that are defined at multiple interfaces have the following restrictions:

~ A Q05 policy attached to the physical port takes effect when the port is not a member of a port
channel.

i Ciscn Nexus 7000 Series N)_(-OSQuality nl Service [Iuniiguration Guiile
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0 A QoS policy attached to a port channel takes effect even when policies are attached to member
ports.

I A Q03 policy attached to a VLAN is applied to all ports in that VLAN that do not have other policies
specifically applied.

' One ingress policy type queuing is supported for each Layer 2 port- and Layer 2 port-channel
interface in both the ingress and egress direction. Egress type qos policies are not allowed on Layer
2 port or Layer 2 port-channel interfaces.

- One ingress and one egress Q05 policy are supported for each Layer 3 and Layer 3 port-channel
interface.

~ One ingress and one egress Q08 policy are supported for each VLAN.

~ One ingress and one egress queuing policy are supported for each Layer 2 port-, Layer 2
port-channel, Layer 3 port-, and Layer 3 port-channel interface.

- When a VLAN or port channel, or both, touches multiple forwarding engines, all policies that
enforce a rate are enforced per forwarding engine.

For example, if you configure a policer on a specific VLAN that limits the rate for the VLAN to 100
Mbps and if you configure one switch port in tl1eVLAN on one module and another switch port in
the VLAN on another module, each forwarding engine can enforce the 100-Mbps rate. In this case,
you could actually have up to 200 Mbps in the VLAN that you configured to limit the rate to 100
Mbps.

%, g
Note Default queuing policies are active, unless you configure and apply another policy. For the default

queuing policies, sec Table 2-5.

The interface where a Q08 policy is applied is summarized in Table 2—6.Each row represents the
interface levels. The entry descriptions are as follows:

~ Applied—Interfaee where an attached policy is applied.

- Present—lntcrface where a policy is attached but not applied.

~ Not present—Interface where no policy is attached.

I Present or not—Intcrfacc where a policy is either attached or not, but not applied.

Table2-6 00$ Policy Interfaces

Port Policy iPort-Channel Policy iVLANPolicy

Applied ‘Not present ‘Present or not

Present or not Applied iPresent or not

Not present Not present i/\pplied

To attach a policy map to an interface, tunnel, or VLAN, use the service-policy command. You can
specify whether the policies defined in the policy map are applied to the input or output stream of packets
on the interface.

To detach a policy map from an interface, tunnel, or VLAN, use the no form of the service-policy
command.

Cisno Nexus 7000Series NX-USfinality oi Senrice Configuration Guide i
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Attaching a 00S Policy Action to an Interface or Tunnel

SUMMARY STEPS

DETAILED STEPS

l 0|.-19525-n1

Step 1

Step 2

Step 3

Step 4

Step 5

1. configure terminal

2. interface {lcthcrnet slot/port-listl I [tunnel number-list]}

3. service-policy [type qos] {input I output} {policy-mizp-narne] [no-stats]

4. (Optional) show policy-map [interface interface I vlan vlan_id] [input Ioutput] [type qos I
queuing] [class [type qos I queuing] Cl£1S.l‘—I71Llp-I1(l.I77.€]

5. (Optional) copy running-eonfig startup-config

Command Purpose
configure terminal

Example:
switchfl configuration terminal
switch(config}N

Enters global configuration mode.

interface ([ethernet slot/port—list]
{tunnel nLmwer—list])

Example:
switch(config)# interface ethernet 1/1
switch(config—ifI#

Enters interface mode on the Ethernet or tunnel
interface.

Note xlnz/portrlist is a space-separated list of slots
and ports.

Note immber-/i.sr is a space-separated list of tunnels.

service-policy [type qos] {input
output] (policy~map—name) [no—stats]

Example:
switch(confiq—if)fl service—po1icy input
policyl
switch(config—if)#

I

Adds the policy map to the input or output packets of
an interface. Only one input policy and one output
policy can be attached to an interface.

This example adds policyl to the input interface.

showpolicy-map [interface interface
vlan vlan—id] [input [ output] [type qos
[ queuing] [class [type qos l queuing]
class-map~name]

Example:
switch(config)# show policy—map
interface ethernet 1/1

(Optional) Displays information about policy maps
that are applied to all interfaces or the specified
interface. You can liinit What the device displays to
input or output policies, qos or queuing polices, and to
a specific class.

This example shows all policy maps on the ethernet l/l
interface.

copy running—config startup—config

Example:
swicch(config)# copy running config
starcup—config

(Optional) Saves the running configuration to the
startup configuration.

Cisco Nexus 7000Series NX-OSQuality ul Seniice Configuration Guide W
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Attaching a [108 Policy Action to a VLAN

SUMMARY STEPS

DETAILED STEPS

1. configure terminal

2. vlan configuration vlan-id-list

3. service-policy [type qos] {input Ioutput} [policy-mup-rmme} [no-stats]

4. (Optional) show policy-map [interface interface Ivlan vlan_id] [input Ioutput] [type qos I
queuing] [class [type qos I queuing] class—map-name]

5. (Optional) copy running-config startup-config

Command Purpose

Step1 coniigure terminal

Example:
switch# configuration terminal
switchtcontig)#

K7 Enters global configuration mode. 7

Step Z vlan configuration vlan—id—list

Example:
switch(con£ig)# vlan configuration 2
switch(eonfig—vlaneconfig)H

Enters VLAN configuration model",

Note vlan-id-listis a space-separated list of VLANs.

Step 3 service-policy [type qos] {input I
output) (policy-map—name) [no-stats]

Example:
switch(config—vlan—config)#
service—po1icy type qos input policy 1

Adds the policy map to the input or output packets of
a VLAN. Only one input policy and one output policy
can be attached to a VLAN.

This example adds polieyl to the VLAN.

Step 4

Step 5

showpolicy-map [interface interface
vlan vlan—id] [input I output] {type
I queuing] [class [type qos I queuin
Class—map—name]

Example:
switchtconfiqlfl show po1icy—mapvlan

I t

2

(Optional) Displays information about policy maps
Q“ that are applied to all interfaces or the specified
Q] interface. You can limit what the device displays to

input or output policies, qos or queuing polices, and to
a specific class.

This example shows all policy maps VLAN 2.

copy running—config startup-config

Example:
switchtconfiglfi copy running—C0nFig
startup—c0nfig

(Optional) Saves the running configuration to the
startup configuration.

r Cisco Nexus 7000Series NX-USDuality olSen1ice Configuration Guide
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Session Manager Support for 00S
Beginning in Cisco NX~OSRelease 4.2, Session Manger supports the configuration of QoS, This feature
allows you to verify thc Q08 configuration and confirm that the resources required by the configuration
are available prior to committing them to the running configuration. For information about Session
Manager, see the Cisco Nexus 7000 Series NX-OS System Management Configuration Guide, Release
6.x.

After you start the configuration session, do not cnter any configuration commands using thc configure
terminal configuration modc until the configuration session is aborted or committed. Entering parallel
configurations (one configuration that uses the configuration session and another using the configuration
terminal configuration mode) might cause verification failures in the configuration session mode.

Feature History for Using Modular 00$ CLI
Table 2-7 lists the release history for this feature.

Table2-7 Feature History for Modular 00S CL!

Feature Name llteleases Feature Information

No changes from Release 4.2(1) l5.l(l) W —
Support for Session Manager 4.2(l) Allows you to verify thc configuration and required

resources prior to committing them to the running
configuration.

at
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Configuring Classification

This chapter describes how to configure classification on the Cisco NX-OS device. This chapter includes
the following sections:

I Finding Feature Information. page 3-]

v Information About Classification, page 3-l

I Licensing Requirements for Classification, page 3-3

r Prerequisites for Classification. page 3-3

' Guidelines and Limitations, page 3-3

I Configuring Traffic Classes, page 3-4

I Verifying the Classification Configuration, page 3- l8

' Configuration Examples for Classification, page 3-18

I Feature History for Classification, page 3-18

Finding Feature Information
Your software release might not support all the features documented in this module. For the latest caveats
and feature information, see the Bug Search Tool at https://tools.cisco.corm'bugsearchI and the release
notes for your software release. To find information about the features documented in this module, and
to see a list of the releases in which each feature is supported, see the “New and Changed Information"
chapter or the Feature History table below.

Information About Classification
Classification is the separation of packets into traffic classes. You configure the device to take a specific
action on the specified classified traffic, such as policing or marking clown,or other actions.

You can create class maps to represent each traffic class by matching packet characteristics with the
classification criteria in Table 3-l.

I at-tsszs-n1 Cisco Nexus TIIIJDSeries Ill!-US Duality of Service Configuration Guido 1
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Table3-1 Classification Criteria

Classification Criteria Description

CoS T W class of service (COS) field in the IEEE 80Z.lQ
header.

IP precedence Precedence value within the type of service (ToS)
byte of the IP header.

Differentiated Services Code Point (DSCP)

QoS group

DSCP value within the DlffScrv field of the lP
header.

Locally significant Q05 values that can he
manipulated and matched Within the system. The
range is from O to 126.

Discard class

ACL

Locally significant values that can be matched and
manipulated within the system. The range is from
0 to 63.

IP ACL or MAC ACL name.

Protocol Standard Layer 2 protocol such as Address
Resolution Protocol (ARP) or Connectionless
Network Service (CLNS).

Packet length

[P RTP

Class map

Size range of Layer 3 packet lengths.

Identify applications using Real-time Transport
Protocol (RTP) by UDP port number range.

Criteria specified in a named class-map object.

You can specify multiple match criteria, you can choose to not match on a particular criterion, or you
can determine the traffic class by matching any or all criteria.

Note

\.
Note

E
Note

I Ciscn_VNexus7l1U0Series NX-OSQuality ul Service Cnnfiguraiiun Guide _

However, if you match on an ACL, no other match criteria, except the packet length, can be specified in
a match-all class. In a match-any class, you can match on ACLs and any other match criteria.

Some match criteria relate only to ingress or egress traffic. For example, the internal label QoS group
has no meaning on ingress traffic because it has not yet been assigned a value.

Traffic that fails to match any class in a QoS policy map is assigned to a default class of traffic called
class-default. The class-default can be referenced in a QoS policy map to select this unmatched traffic.

When you configure match all for a QoS class map by entering the class-map type qos match-all
command, the match-all option docs not work. instead, the match criteria is always treated as match any.

You can reuse class maps Withinthe same virtual device context (VDC) when defining the Q05 policies
for different interfaces that process the same types of traffic.

For more information on class maps, see Chapter 3, “Using Modular Q08 CLI”.

0t-19a25-01 I
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Licensing Requirements for Classification
The following table shows the licensing requirements for this feature:

Product License Requirement

Cisco NX—OS ;The QoS feature docs not a require license. Any feature not inclttded in a liccnsc package is bundled with
the Cisco NX—OSsystem images and is provided at no extra charge to you. For a complete explanation of
the Cisco NX—OSlicensing scheme, see the Ciscn NX—OSLicensing Guide.

However, using virtual device contexts (VDCs) requires an Advanced Services license.

Prerequisites for Classification
Classification has the following prerequisites:

Q You must be familiar with Chapter 3, “Using Modular QoS CLI”.

I You are logged on to the switch.

' You are in the correct VDC. A VDC is a logical representation of a set of system resources. You can
use the switchto vdc command with a VDC number.

Guidelines and Limitations
Classification has the following configuration guidelines and limitations:

I You can specify a maximum of 1024 match criteria in a class map.

~ You can configure a maximum of 4096 classes for use in a single policy map.

' When you match on an ACL, the only other match you can specify is the Layer 3 packet length in a
match-all class.

0 The match—alloption in the class-map type qos match-all command is not supported. The match
criteria of this command becomes the some as in the class-map type qos match-any command. The
class-map type qos match-all command yields the same results as the class-map type qos
match-any command.

1 You can classify traffic on Layer 2 ports based on either the port policy or VLAN policy of the
incoming packet but not both. Either the port policy or the VLAN policy takes effect but not both.
If both are present, the clcviec acts on the port policy and ignores the VLAN policy.

' The match cos command is not supported in the egress direction.

~ For Fl module proxy-forwarded traffic, ACL classification is matched against the layer 3 protocols
shown in the following table.

Table3-2 Protocol Number and Associated Layer3 Protocol

Protocol Number lLayer3 Protocol

l |1cMP

2 |IoMP

ii" Cisco Nexus 7000Series NX—OSQuality of Service Cunliguration Guide
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‘liable3-2 Protocol Number and Associated Layer3 Protocol (continued)

Protocol Number lLayar 3 Protocol

4 |lPv4 Encapsulation

6 |TcP

17 |UDP 7

s».
Note Layer 3 protocols not listed in the table are classified as protocol number 4 (IPv4 Encapsulation).

Q Cltaptarii ConfiguringClassification |

Configuring Traffic Classes
This section includes the following topics:

~ Configuring ACL Classification, page 3-4

- Configuring a Deny ACE, page 3-5

' Configuring DSCP Classification, page 3—6

- Configuring IP Precedence Classification, page 3-8

I Configuring Protocol Classification, page 3-10

I Configuring QoS Group Classification, page 3-11

I Configuring Discard Class Classification. page 3-I2

I Configuring Layer 3 Packet Length Classification, page 3-I3

I Configuring COSClassification, page 3-I4

‘ Configuring IP RTP Classification, page 3-15

° Configuring Class Map Classification, page 3-I6

Configuring ACLClassification

s.
Note The device does not support tl1eno form of the match access-group name command.

You can classify traffic by matching packets based on existing ACLs. The permit and deny ACL
keywords are ignored in the matching. Q08 does not use the permit-deny functions of ACLs. You can
classify by either IPv4 or IPv6.

%
Note Support is available for controlling deny access control entry ([no] hardware access-list allow deny

ace} in the CLI. For more information about this support, see the Cisco Nexus 7000 Series NXeOS
Seam-r'r_vConfiguration Guide, Release 6.x.
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%.
Note

SUMMARY STEPS

DETAILED STEPS

Step 1

Step 2

Step 3

Configuring a

BEFORE YOU BEGIN

SUMMARY STEPS

Tunneled IP packets are matched unless the tunneling protocol is also TP,and then the match applies to
the outer IP header and not the encapsulated IP header.

1. configure terminal

Z. class-map [type qos] [match-any i match-all] class-mapename

3. match access-group name aclename

Command Purpose
configure terminal

Example:
switchit conFigure terminal
switch iconf iq) it

class-map gtype qos] [match-any i
match-all] ClaSS*Il'|5p—ni1m6

Example:
swi tch (cnnfig) it c1ass—mapc1ass_acl

Enters global configuration mode.

Creates or accesses the class map named
class-map-name and enters class-map mode. The class
map name can contain alphabetic, hyphen. or
underscore characters, is case sensitive, and can be up
to 40 characters.

match access-group name aclfiiarne

Example:
SWiiiCh{COnfig—cmap qo:s)ii match
accessegrcup name 1lly_<.1C1

Configures the traffic class by matching packets based
on the acl-name. The permit and deny ACL keywords
are ignored in the matching.

Note The device does not support the no form of this
command.

This example shows how to display the ACL class—mapconfiguration:

switcl'i# show class-map classfacl

Deny ACE

You can configure the device to support deny access control entries (ACEs) in a sequence for the
following sequence-based features: VACL, policy-based routing (PBR), and Q05. When deny ACEs are
enabled, the traffic that matches a deny ACE (an ACL rule with the deny keyword) in a class—map-aclis
recursively matched against subsequent class-map-acls until it hits a permit ACE.

Ensure that you are in the correct VDC (or use the switchto vdc command).

1. configure terminal

2. [no] hardware access-list allow deny ace

I 0|.-19825-01
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DETAILEDSTEPS

Step 1

Step 2

Step 3

Step 4

3. (Optional) show running-config aclmgr

(Optional)copy running-config startup-config

Command Purpose

¢°11fiQ\1re l:e:1|\:i.:na.l Entcrs global configuration mode.

Example:
switch# configure terminal
switch(config)#
[ml hardware ac¢ess—liBb allow deny we Enables support for deny ACEs in 21sequence

Example:
switchlconfiglfi hardware access—1ist al
low deny ace

(Optional) Displays tlle ACL configuration.show running-config aclmgr

Example:
swiLch(Config)# show running—config
aclmgr

copy r1mnins:—¢<>nfig=l=arl:un—¢onfia (Optional) Saves this configuration change.

Example:
switch(config)# copy running—config
startup—c0nfig

Configuring DSCPClassification

You can classify traffic based on the DSCP value in the DiffServ field of the IP header. The standard
DSCP values are listed in Table 3-3.

dTable3-3 Stan rd DSCP Valuesa

Value List ol DSCP Values

' AFl1 dscp (0Ol01O)—Llecinlalvalue 10 W jaill
af12 iAFl 2 dscp (OO1100)—decimal value 12
afl3 AFI3 dscp (001 llO)—decimal value 14

af2l K521 dscp (010010)-decimal value 18

af22 AF22 dscp (Ol0100)—clecinlal value 20

af23 AF23 dscp (0101 lO)—decinial value 22

af3l AF3l dscp <01l0l0)—decima1 va1ue26

af32 AF40 dscp (011100)-——decimalvalue 28

af33 AF33 dscp (011110)-—dceilnal value 30

af41 AF4l dscp (lO0010)—decimalva1ue 34

af42 iAF42 dscp (1(JOl00)—decimal value 3'6

af43 Auiislluup (100110)—decimal value as

I CiscoNexus§eries NX-OSQualityulService ConfigurationGuide
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E
Note

SUMMARY STEPS

Table 3-3 Standard DSCP Values (continued)

Value List of DSCP Values

csl

cs2

cs3

CS1 (precedence l) dscp (OOlOOO)—deeimalvalue CS’

CS2 (precedence 2) dscp (0l0000)—-decimal value l6

W ”7WC0n||gur|ng Traffu:Classes I

CS3 (precedence 3) dscp (01l0U0)——decima|value 24

cs4 CS4 (precedence 4) dscp (100000)—decimal value 32

cs5 CS5 (precedence 5) dscp (l0l0OO)—declmal 40

I-L6

cs7

default

CS6 (precedence 6) dscp (1l00O0)—decimal value 48

CS7 (precedence 7) clscp (1ll00O)—decimal value 56

Default dsrcyp(O0(l0()0)—-decimal value 0

ef EF dscp (101 l lO)—decimal value 46

ilnneled lP packets are matched unless tl1etunneling protocol is also IP, and the match applleb L0the
outer IP header and not the encapsulated IP header.

1. configure terminal

2. class-map [type qos] [match-any Imatch-all] class-map~name

3. match [not] dscp dscp-list

4. exit

5. (Optional) copy running-config startup-config

_" §i_sno Nexus 7000 Series NX-(ISDuality of Service Cnnfngurauon Guide
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‘DETAILED STEPS

Command Purpose

Step1 configure terminal

Example 2
switchfl configure terminal
switch[C0nfiq)#

Step 2 class-map [type qosl [rna\:ch—anyI
match-all] class—map—na1ne

Example:
switch(config)# c1ass—mapclass_dscp

Enters global configuration mode.

Creates or accesses the class map named
class-map-name and enters class-map mode. The
class—mapname can contain alphabetic, hyphen, or
underscore characters, is case sensitive, and can be up
to 40 characters.

match [not] dscp dscp—valuesStep3

Example:
switch(config—cmap~qos)ll match dscp
af21, af32

Configures the traffic class by matching packets based
on dscpevalues. The standard DSCP values are shown
in Table 3-3.

Use the not keyword to match on values that do not
match the specified range.

Step4 exit

Example:
switch (config—cmap—qos)if exit
switchtconfiq) #

Exits global class-map queuing mode, and enters
configuration mode.

sf6p5 copy running-config startup-config

Example:
st-vitch(config)# copy running—config
start:up—conFig

(Optional) Saves the running configuration to the
startup configuration.

This example shows how to display the DSCP class-map configuration:

switchff show class-map c1.ass_dscp

onfiguring IP Precedence Classification

You can classify traffic based on the precedence value in the type of service (ToS) byte field of the IP
header. Table 3-4 shows the precedence values.

Table3-4 Precedence Values

Value ‘Listof Precedence Values

O-7 ill) precedence value

critical lCritical precedence (5)

flash |Flash precedence (3)

flash-overridc ‘Flash override precedence (4)

immediate |In1mediatc precedence (2)

internet llnteriietwork control precedence (6) T

network |Network control precedence (7) TC

Cisco Nexus 7000Series NX-OSQuality of Seniice Configuration Guide
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‘s.
Note

SUMMARY STEPS

‘DETAILED STEPS

I OL-19825-01

Step 1

Step 2

Step 3

Step 4

Slap 5

Table 3-4 Precedence Values (continued)

ConfiguringTrnflicClasses I

Value |List of Precedence Values

priority |Priority precedence (1)

routine [Routine prcccdence (0)

Tunnclcd lP packets are matched unless the tunneling protocol is also IP. and the match applies to the
outer IP header and not the encapsulated IP header.

1. configure terminal

2. class-map [type qos] [match-any Imatch-all] class~map~name

3. match [not] precedence precedence~values

4. exit

5. (Optional) copy running-config startup-config

Command Purpose

configure terminal

Examle:
switch# COnfigure terminal
switch(c0nfig)#

Enters global configurationimode.
l

class—map [type qos] [match-any
match-all] class—map—name

Example:
switch(config)fl c1ass—map
cLass_ip_precedencc

Creates or accesses the class map named
class-map-name, and then enters class-map mode. The
class-map name can contain alphabetic, hyphen, or
underscore characters, is casc sensitive, and can be up
to 40 characters.

match [not] precedence preceden

Example:
switch(config—cmap—qos)# match
precedence 1-2, 5-7

ce—values Configures the traffic class by matching packets based
on precedence—values. Values are shown in Tablc 3-4.
Use the not keyword to match on values that do not
match the spccificd range.

exit

Example:
swicch(coniig—cmap—qos)# exit
switch(config)#

Exits global class-map queuing mode and enters
iconfiguration mode.

copy running—con£ig startup-co n

Example:
switch(config)# copy running—co
startup—c0nfig

fig

nfig

(Optional) Saves the running configuration to the
startup configuration.

i Ciscu Nexus 7000Series NX-OSQuality of Service Bonliguration Guide I



Chapterii [ZonliguringClassification |
I ConfiguringTreflie Classes W777 7777777777

This example shows how to display the IP precedence class-map configuration:

switchll show c1ass—mapc1ass_ip_precedence

Configuring Protocol Classification

For Layer 3 protocol traffic, you can use the ACL classification match. For more information, see the
“Configuring ACL Classification” section on page 3-4.

You can classify traffic based on the protocol arguments described in Table 3-5.

Table3-5 match Command Protocol Arguments

Argument Description

arp Address Resolution Protocol (ARP)

bridging Bridging

cdp ‘Cisco Discovery Protocol (CDP)

clns iConncctionlcss Network Service (CLNS)

clns_es iCLNS End Systems
clns_is CLNS Intermediate System

dhcp Dynamic Host Configuration (DHCP)

isis Intermediate system to intermediate system
(IS-IS)

ldp Label Distribution Protocol (LDP)

netbios NetBlOS Extended User Interface (NctBEUl)

%.
Note A maximum of eight different protocols (in Table 3-5) can be matched at a time.

SUMMARY STEPS

1. configure terminal

2. class-map [type qns] [match-any Imatch-all] class-map»name

3. match [not] protocol {arp Ibridging Iclns Iclns_is Idhcp I isis I netbios Icdp I clns_es I ldp}

4. exit

5. (Optional) copy running-config startup-config

r Cisco Nexus 7000Series NX-OSQuality of Service Configuration Guide
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DETAILEDSTEPS

Step 1

Step 2

Step 3

Step 4

Step 5

ConfiguringTrafficClasses I

Command Purpose

configure terminal

Example:
switchfi configure terminal
switch(confiq)#

Enters global configuration mode.

class-map itype qosl [match—any l
match-all] class~map—name

Example:
switch(config)# class-map class_proiuco1

Creates or accesses the class map named
class-map-mzme, and then enters class-map mode. The
class-rnap name can contain alphabetic, hyphen. or
underscore characters, is case sensitive, and can be up
to 40 characters.

match [not] protocol (arp 1 bridging |
cdp i clns l clns_is | dhcp l isis
nebbios | c1ns_es l ldp)

Example:
SWitCh(C0nflg*Cmdp—qOs)# match
isis

protocol

Configures the traffic class by matching packets based
on the specified protocol Use thc not keyword to
match on protocols that do not match the protocol

rspecified.
l

exit

Example:
switch[config-cmap—qos)# exit
switchlconfiglfi

Exits global class—Inupqueuing mode and enters
configuration mode.

copy running-config startup-config

Example:
switch(confiq)# copy running—contig
startup—c0nfig

(Optional) Saves the running configuration to the
startup configuration.

This example shows how to display

switch” showclass-map class_p:
the protoc
otocol

Configuring (108 Group Classification

‘s.

0| class-map configuration:

You can classify traffic based on the value of the Q05 group internal labcl, which is not part of the packet
payload or any packet header. You can set the value of the QoS group within a policy map by using thc
set qos-group connnand as dcscrihed in the “Configuring QOSGroup Marking” section.

Nnte

SUMMARY STEPS

You match on the Q05 group only in egress policies because its value is undefined until you set it in an
ingress policy.

1. configure terminal

2. class-map [type qos] [match-any Imatch-all] class-map-name

3. match [not] qos-group mulli-range-qns-grmrp-values

4. exit

I OL-19825-01
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

5. (Optional) copy running-config startup-config

Command ‘Purpose
<=<>niis1\-weterminal Enters global configuration mode.

Example:
switchfl configure terminal
switch[config)#
class-map [type qos] [match-a
match-all] class—map-name

Example:
swiLch[config]fi class—map
c1ass_q0e_group

ny | §Creates or accesses the class map named
iclass-map-name, and then enters class-map mode. The
class-map name can contain alphabetic, hyphen, or
underscore characters, is case sensitive, and can be up
to 40 characters.

match {not} qoe—group
multi—Yange—qos—group—values

Example:
switch(c0nfiq—cmap-qos)# match qos—group
4, 80-90

Configures the traffic class by matching packets bascd
on a list of QoS gro11pvalues. Values can range from 0
to I26. The default QoS group value is 0. Use the nut
keyword to match on values that do not match the
specified range.

exit

Example:
switch(config—cmap—qos}#
switch(config)#

exit

Exits global class-map queuing mode and enters
configuration mode.

copy running-confis sI=artu1>—¢<>nfis (Optional) Saves the running configuration to the

Example:
switch(config)# copy zunning—
startup—config

config

startup configuration.

This example shows how to to

switeh# show class-map cla ss_q
display the QoS group class-map configuration:

O5_QIOU.P

Configuring Discard Class Classification

s.
Note

SUMMARY STEPS

You can classify traffic based on the value of"the discard class internal label. which is not part of the
packet payload or any packet header. You can set the value ofthe discard class Within a policy map using
the set discard-class command as described in the “Configuring Discard Class Marking” section.

You match on the discard class only in egress policies because its value is undefined until you set it in
an ingress policy.

1. configure terminal

Z. class-map [type qosj [match-any l match-all] class-nzap-name

3. match [not] discard-class mulzi-range-discardeclass-values

I Ciscu Nexus 7000Series NX-OSQuality of Senriee Dunfiguratipnifiuide W
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

4. exit

ConfiguringTrafficClasses I

5. (Optional) copy running-config startup-eonfig

Command Purpose
configure terminal

Example:
switch# configure terminal
switch(config)#

Enters global configuration mode.

¢lass—map [type qos] [match-any
match-all] class—map-name

Example:
swiLch(configl# class—map
Class_disuard_c1ass

Creates or accesses the class map named
class-map~nam@,and then enters class-map mode. The
class-map name can contain alphabetic, hyphen, or
underscore characters, is case sensitive, and can be up
to 40 characters.

match [not] discard-class
multi—range-discard~class—value

Example:
switch(confiq—cmap—q0s)# match
discard—c1ass 4, 60-62
exit

Example:
switch(config—cmap—qos)# exit
switch(config)#
copy running-config startup-con

Examle:
switcnlconfiglfl copy running—co
startup—config

S

fig

nfig

Configures the traffic class by matching packets based
on the list of discard-class values. Values can range
from 0 to 63. The default discard class value is O.Use

the not keyword to match on values that do not match
the specified range.

Exits global class-map queuing mode and enters
configuration mode.

(Optional) Saves the running configuration to the
startup configuration.

This example shows how to display the discard class class—mapconfiguration:

switch# show class-map class_discard_c1ass

Configuring Layer 3 Packet Length Classification

%.
Note This feature is designed for IP packets only,

SUMMARY STEPS

You can classify Layer 3 traffic based on various packet lengths.

1. configure terminal

2. class-map [type qos] [match-any l match-all] cla.vs-map-name

3. match [not] packet length packet-lengthelist

4. exit

Ft: L-'1ms-m Wf
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5. (Optional) copy running-config startup-config

DETAILEDSTEPS

Command Purpose

Step1 configure terminal.

Example:
swit-.r:h#configure terminal
swit-.ch(config)#

Enters global configuration mode.

slepz class-—map [type qos] [match—any l
match—a1l1 cl-2ss~map*namc

Example:
switch (cunfig) ll CldSS—Inap
c1ass_pe\CkeL_length

Crcatcs or accesses tl1eclass map named
class-map-name, and then enters class-map mode. The
class-map name can contain alphabetic, hyphen, or
underscore characters, is case sensitive, and can be up
to 40 characters.

Slepfl match [not] packet length
packet-length—list

Example:
switchlconfig-cmap—qos)# match packet:
length min 2000

Configures the traffic class by matching packets based
on various packet lengths. Values can range from 1 to
9198. Use the not keyword to match on values that do
not match the specified range.

Step4 exit:

Example:
swit-.ch(config~cmap—qos)it exit
sv-1ir.ch(<:onfig)#

Siep5 copy runn:i.ng—conf:i.gstartup-config

Example:
switcnlcontiglll copy Iunning—c0nfig
starl:up—config

Exits global class-map queuing mode and enters
configuration mode.

(Optional) Saves the running configuration to the
startup configuration.

This example shows how to display the packet length class—mapconfiguration:

swi:ch#- show class-map class_packel:_1engl:h

onliguring CoS Classification

You can classify traffic based on the class of service (CoS) in the IEEE 802.1Q hcadcr. This 3-bit field
is defined in IEEE 802.lp to support Q05 traffic classes. CoS is encoded in the high order 3 bits of the
VLAN ID Tag field and is referred to as user_priority.

%.
Note I W

SUMMARY STEPS

1. configure terminal

The match cos command is not supported in the egress direction.

2. class-map [type qos] [match-any Imatch-all] class-map-name

3. match [nut] cos cos-list

4. exit

Cisco Nexus 7000Series NX~0SDuality of Service Configuration Guide
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DETAILED STEPS

Step 1

Step Z

Step 3

Step 4

Step 5

Cuniigiuiini]Traffic Classes I

5. (Optional) copy running-cunfig startnp-config

Command Purpose

configure terminal Enters global configuration mode.

Example:
Switchii configure tenninul
Switch(corifig) 4*

class-map [type qos] [match-any l
match-all] class—map—name

Creates or accesses the class map named
classemap-name, and then enters class-map mode. The
class-map name can contain alphabetic, hyphen, or
underscore characters, is case sensitive, and can be up
to 40 characters.

Example:
switch(confiq)# c1ass—mapclass_cos

iConfigures the traffic class by matching packets based
ion list of CoS values. Values can range from 0 to 7. Use

switch (Config_Cmap_qOS)# match COS4’ {the not lteyword to match on values that do not match
5_6 {the specified range.

match [not] cos cos—list

Example:

exit Exits global class-map queuing mode and enters
configuration mode.

Example:
SWIi.ilCl’1lCOI1fig'cinap qosl ii exit
switch(configI~ ii

copy rurminq-confiq startun-eonfig (Optional) Saves the running configuration to the
startup configuration.

Example:
switchlccnfiglii copy running—config
startup—config

This example shows how to display the CoS class-map configuration:

switchit show class-map class cos

Configuring IP RTPClassification

SUMMARY STEPS

The IP Real-time Transport Protocol (RTP) is a transport protocol for real-time applications that transmit
data such as audio or video and is defined by RFC 3550. Although RTP does not use a common TCP or
UDP port, you typically configure RTP to use ports 16384 to 32767. UDP communications uses an
even-numbcrecl port and the next higher odd-numbered port is used for RTP Control Protocol (RTCP)
communications.

You can configure classification based on UDP port ranges, which are likely to target applications using
RTP.

1. configure terminal

Z. class-map [type qosl [match-any l match-all] clasmmaprname

3. match [not] ip rtp udp-porrvalue

4. exit

i V Ciseo Nexus 7000 Series NX-[IS Duality oi Service Cnnfiguratinn Guide
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Configuring Traffic Classes

5. (Optional) copy running-config startup-config

DETAILEDSTEPS

Command Purpose

SEP1 configure terminal

Example:
switcha configure terminal
switch(config)#

Enters global configuration mode.

Step2 Class-map ltype qosl lmatch—any 1
match—alll class—map—name

Example:
switch(contig)# class—mapclass_rtp

Step3 match [notl ip rep udp~port—va1uc

Example :
SWitCh(COnfig—cmap—qO$)# match ip rLp
2OOU*2100, 4000*4l00

Creates or accesses the class map named
class-map-name, and then enters class-map mode. The
class-map name can contain alphabetic, hyphen, or
underscore characters, is case sensitive, and can be up
to 40 characters.

Configures the traffic class by matching packets based
on a range of lower and upper UDP port numbers,
which is likely to target applications using RTP.Values
can range from 2000 to 65535. Use the not keyword to
match on values that do not match the specified range.

Step 4 exit:

Example:
switch(config—cmap-qos)# exit
switch(config)fi

Exits global class-map queuing mode and cntcrs
configuration mode.

SIGPB copy running-config startup-config

Example:
switch(cnnfig)# copy running—cnnfiq
startup—config

(Optional) Saves the running configuration to the
startup configuration.

This example shows how to display the RTP class-map conliguration:

switch# show class-map c1ass_rtp

Configuring Class Map Classification

You must create a referenced class map prior to its reference. Youcan configure only one level of nesting
of class maps. You cannot reference a class map that references another class map.

Before you delete a rcfcrcncccl class map, you should dclctc all rcfcrcnccs to that class map.

You can classify traffic based on the match criteria in another class map. You can reference the same
class map in multiple policies.

Follow these guidelines Whileconfiguring the class-map classification:

- To perform a logical OR with the class map specified in the match class-map command, use the
match-any keyword. The match-any or match-all specification of the matched class map is
ignored.

~ To perform a logical AND with the class map specified in the match class-map command, use the
match-all keyword. The match-any or match-all specification of the matched class map is ignored.

Cisco Nexus 7000Series NX-OSDuality of Service Configuration Guide
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SUMMARY STEPS

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

1. configure terminal

77 7 Configuring Traflic Classes 7

2. class-map [type qos] [match-any Imatch-all] clas.v-map-name

3. match [not] class-map class-map-name

4. exit

5. (Optional) copy running-config startup-config

Command Purpose
configure terminal

Example:
switchtt configure terminal
switch(config)#
class-map [type qos] [match-any i
match-all] class map name

Example:
Switch(config)# class map
ciass_c.Lass_map

Enters global configuration mode.

Creates or accesses the class map named
class-map-name, and then enters class-map mode. The
class-map name can contain alphabetic, hyphen, or
underscore characters, is case sensitive, and can be up
to 40 characters.

match inoti class-map class—map—name

Example:
swi tch(config—c1nap—qos) it match cl
class_map3

exit

Example:
switch(config~cmap~qos)# exit
swi tch (conf lg] ll

35$‘map

Configures thc trafiic class by matching packets hased
on the match criteria in another class map. Because
match-all is the default for the class-map command,
thc match criteria specified in class_map3 are ANDed
with the match criteria in class__class_map.Use the not
keyword lo match on values that do not match the
specified range.

Exits global class-map queuing modc and cntcrs
configuration mode.

copy running-config startup-config

Example :
switch(confiq)# copy running-config
startup-config

(Optional) Saves the running configuration to the
startup configuration.

This example shows how to display the class-map class-map configuration:

9switchit show class-map c1ass_c1as 5__

l UL-19825-01
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Chap1er3 ConfiguringClassification

Verifyingthe Classification Configuration
Use the show class-map command to verify the class-map configuration. This command displays all
class maps.

switchfl show class-map

Configuration Examples for Classification
The following example shows how to configure classification for two classes of traffic:

class~map class_dscp
match dscp af21, af32

exit
class—map c1uss_cos

match cos 4, 5—6
exit

Feature Historyfor Classification
Table 3-6 lists the release history for this feature.

Table3-6 Feature History for Classification

N0 changes from Release 4.l(2) 5.l(1) —Feature Name “Releases lFeature Information

élassificalion i4.l(2) You can now match IPv4 and lPv6 ACLs.

Earl‘fiC_iscoIlexus 7000 Series NX-OSDuality of Senrice Configuration Guide
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Configuring Marking

This chapter describes how to configure the marking features on the Cisco NX-OS device that you can
use to define the class ot' traffic to which the packet belongs.

This chapter includes the following sections:

v Finding Feature Information, page 4-l

- Information About Marking, page 4-l

I Licensing Requirements for Marking, page 4-2

I Prerequisites for Marking, page 4-2

- Guidelines and Limitations, page 4-3

I Configuring Marking, page 4-3

' Verifying the Marking Configuration. page 4~l5

' Configuration Examples for Marking, page 445

I Feature History for Marking, page 4-15

Finding Feature Information
Your software release might not support all the features documented in this module. For the latest caveats
and feature information, see the Bug Search Tool at https:1’/tools.ciscdcornfbugsearchf and the release
notes for your software release. To find information about the features documented in this module, and
to see a list of the releases in which each feature is supported, see the “New and Changed Information"
chapter or the Feature History table below.

Information About Marking
Marking is a method that you use to modify the Q03 fields of the incoming and outgoing packets. The
Q03 fields that you can mark are CoS in Layer 2, and IP precedence and Differentiated Service Code
Point (DSCP) in Layer 3. The QoS group and discard class are two labels local to the system that you
can assign intermediate marking values. You can use these two labels to determine the final values
marked in a packet.

You can use marking commands in traffic classes that are referenced in a policy map. The marking
features that you can configure are listed in Table 4-I.

I otfioéis-oi Giseo Nexus TIIIIJDSeries NX-D5 tluality of Service Configuration Guide 1
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72~2bIe4-1 Configurable Marking Features

Marking Feature Description

DSCP T Layer 3 oscr.

discard class values, and vice-versa.
Note If you manipulate this dscp value, you cannot manipulate

IP precedence Layer 3 IP precedence.

the ToS field to O.

Note IP precedence uses only the lower three bits of the type of
service (ToS) field. The device overwrites the first three bits of

CoS Layer 2 class of service (CoS).

Q05 group k

iwithin the system. The range is from 0 to l26.

iI.ocal|y significant QoS7values that can be manipulated and matched

Discard class
the system. The range is from Oto 63.

manipulate dscp values and vice—versa.

Locally significant values that can be matched and manipulated within

Note If you manipulate this discard class value, you cannot

lngress and egress ports Status of the marking applies to incoming or outgoing packets.

Using table maps Method tn use table maps for marking.

Unless noted as a restriction, you can apply marking features to both incoming and outgoing packets.

Licensing Requirements for Marking
The following table shows the licensing requirements for this feature:

Product License Requirement

Cisco NX-OS The QoS feature does not a require license. Any feature not included in a license package is bundled With
the Cisco NX~OS system images and is provided at no extra charge to you. For a complete explanation of
the Cisco NX-OS licensing scheme, see the Cisco NX-OS Licensing Guide.

However, using virtual device contexts (VDCs) requires an Advanced Services license.

Prerequisites for Marking
Marking has the following prerequisites:

v You must be familiar with Chapter 2, “Using Modular QoS CLL”

~ You are logged on to the switch.

v You are in the correct VDC. A VDC is a logical representation of a set of system resources. You can
use the switchto vdc command with a VDC number.

r Disco Nexus Series NX-OSDuality oi Service Configuration Guide iy H i
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Guidelines and Limitations
Marking has the following configuration guidelines and limitations:

v The set cos command can only be used in ingress policies when no other set commands are used for
the same packet for egress.

I The set qos-group command can only be used in ingress poiicies.

I The set discard-class command can only be used in ingress policies.

v When PIM is enabled on the switch virtual interface (SVI), you cannot mark the Layer 2 switched
multicast traffic on that VLAN.

Configuring Marking

$1

You can combine one or more of the marking features in a policy map to control the setting of Q05
values. You can then apply policies to either incoming or outgoing packets on an interface.

This section includes the following topics:

I Configuring DSCP Marking, page 4-3

i Configuring IP Precedence Marking, page 4-5

I Configuring CoS Marking, page 4--7‘

' Configuring Q03 Group Marking, page 4-7

I Configuring Discard Class Marking, page 4~8

v Configuring Ingress and Egress Marking, page 4-10

' Configuring DSCP Port Marking, page 4- lll

I Configuring Table Maps for Use in Marking, page 4-12

' Configuring Marking Using Table Maps, page 4-I3

Note Do not press Enter after you use the set CO1'nmandand before you add the rest of the command. If you
press Enter directly after entering the set keyword, you will be unable to continue to configure with the
Q05 configuration.

Configuring DSCP Marking\
Nata If you configure this value. you cannot configure the discard-class value (see the “Configuring Discard

Class Marking“ section on page 4-8).

You can set the DSCP value in the six most significant bits of the DiffServ field of the IP header to a
specified value. You can entcr numeric values from 0 to 60, in addition to the standard DSCP values
shown in Table 4-2.

I ut-19525-u|
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Table4-2 Standard DSCP Values

Value List of DSCP Values

afll §A1=1ldscp (0Ol0l0)—decima1 value 10
af12 IP12 dscp ((J0110())—decimalvalue 12 ll

z1fl3 AF13 dscp (0O111O)——clccimalvalue l4

af2 1 AF21 dscp (0100l0)—(l7CClIIl2llvalue 18

21122

af23

AF22 dscp (010100)—decimal value 20

AF23 tlscp (0101 lO)—decima1 value 22” Z

af3 1 HAF31 dscp (011010)—-—decimalvalue 26

af32 AF4O dscp (ll11100)—decilnal value 28

af33 AF33 dscp (011110)-decirnal valuc 30

af41 AF4l dscp (looololmdeuimalvalue 34

af42 AF42 clscp (1O()lO0)—decin'1al value 36 1

af43

csl
A1543<1scp(100l10)—decimaI value 38

CS1 (precedence 1) dscp (0O1000)—dec1n1a| value 8

cs2 CS2 (precedence 2) dscp (010000)—decilnal value 16

cs3 CS3 (precedence 3) dscp (011000)—~decimal value 24

cs4 CS4 (precedence 4) dscp (1000OO)—decimal value 32

cs5 CS5 (precedence 5) clscp (lO1O(J0)—decimal value 40

cs6 lCS6 (precedence 6) dscp (1 1000O)—decirna1value 48
cs7 CS7 (precedence 7) dscp (111000)-—decirnal value 56

default Default dscp (O0O0O0)—deci1nz1lvalue 0

cf EF dscp (101110)~—decimal valuc 46

For more information about DSCP, see RFC 2475.

SUMMARY STEPS

1. configure terminal

2. policy-map [type qos] [match-first] {qos-policy-map-name I qus-dynamic}

3. class {type q0s] {class-map-name Iqos-dynamic Iclass-default] [insert-before
before-class-map-name]

4. set dscp dxcp-value

I Disco Nexus 7000Series NX~0SQuality oi Senrine Configuration Guide
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DETAILED STEPS

Command Purpose

Step1 configure teminal Enters global configuration mode.

Example:
switchl configure terminal
switch(con[ig)#

Creates or accesses the policy map named
E qos-pa/icy-map-name, and then enters policy-map

mode. The policy-map name can contain alphabetic,

Example, hyphen, or underscnre characters, is case sensitive, and
switch(config)# po1icy—mappolicyl lCflnb8 UPIO 40 Ch3TaCt€f&
switch(config—pmap—qos)#

-ip

po1icy—map [type qos]
[match-first] [qos—policy—mapenam
| qos-dynamic]

Step 2

class [type qos] (class—m —name
|qos-dynamic l class-default}
[insert-before
before—class map—uamcl

Step3 Creates a reference to c[ass~map-name, and enters
policy-map class configuration mode. The class is
added to the end of the policy map unless
insert-before is used to specify the class to insert
before. Use the class-default keyword to select all
traffic that is not currently matched by classes in the
policy map.

Example:
switCh(COnfig—pmap)# class
switch(config—pmap c—q0s)#

classl

set dscp dscp—vaTuc Sets the DSCP value to dscp—value.Standard values
are shown in Table 4-2.

When the Q03 policy is applied on the VLAN
configuration level, the DSCP value derives the C05
value for bridged and routed traffic from the 3 most
significant DSCP bits.

Step 4

Example:
switch(configepmap—c—qoslk
dscp af31
switch(config—pmap—c—qos)#

SEC

This example shows how to display the policy-map configuration:
switch“ showpolicy-map policyl

Configuring IP Precedence Marking

You can set the value of the lP precedence field in bits O~2of the IPv4 type of service (TQS)field of the
IP header.

%.
Note The device rewrites the last 3 bits of the T05 field to Ofor packets that match this class.

Table 4-3 shows the precedence values.

Table4-3 Precedence Values

Value |List of Precedence Values

0—7 lIP precedence value

critical ‘Critical precedence (5)

flash lFlash precedence (3)

I 0L-19025-01
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SUMMARY STEPS

W WW Chapterll HConfigurin§|Marking |

Table4-3 Precedence Values (continued)

Value lList of Precedence Values

flash-override ‘Flash override precedence (4)

immediate ‘Immediate precedence (2)

internet llnternetwork control precedence (6)

network ll\lctwork control precedence (7)

priority lPriority precedence (l)

routine |R0utine preceignce (0)

1. configure terminal

2. policy-map [type q0s] [match-first] {qos-policy-m.a.p-namel qos-dynamic]

3. class [type qos] {class-mapqwme Iqos-dynamic l class-default} [insert-before
bef0re~class-map-name]

4. set precedence precedence~value

DETAILED STEPS

Command Purpose

Step ‘I configure l:ez-minal

Example:
swit:ch# configure terminal
switch(c0nFigl#

Tinters global configuration mode.

Step2 policy-map [type Q05] [match-first]
[qos—policy—map—name | qos—dynamic]

Exunple:
switch(contig)# policy—mappolicyl
swit-ich(config-pmap—qos)ii

Creates or accesses the policy map named
qos-p0lic_v»map-name, and then enters policy-map
mode. The policy-map name can contain alphabetic,
hyphen, or underscore characters, is case sensitive, and
can be up to 40 characters.

Step3 class [type qosl lclass—map-name l
qos—dynam:'Lc2 class-default}
[inserl:—before befo.z'eeclass—map—name]

Example:
switch[conlIigepmap~qos)itclass classl
SVIil2Ch(Ccnfig pmap—c—qos)it

Creates a reference to class-map-name and enters
policy-map class configuration mode. The class is
added to the end of the policy map unless
insert-before is used to specify the class to insert
before. Use the class-default keyword to select all
traffic that is not currently matched by classes in the
policy map.

Step4 sel: precedence precede-nc'e-value

Example:
switch(c0nfigepme.p—c—qoS-1ll set
precedence 3
switch (con£ig—pmapec—qos] ll

Sets the IP precedence value to precedence-value. The
value can range from 0 to 7. You can enter one of the
values shown in Table 443.

This example shows how to display the policy-map configuration:
switchll showpolicy-map policyl

Cisen Nexus 7000Series NX-OSQuality of Senrice Configuration Gtiide
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You can set the value of the CoS field in the high-order three bits of the VLAN ID Tag field in the IEEE
802. lQ header.

SUMMARY STEPS

1. configure terminal

2. policy-map [type qos] [match-first] {qos-policy-map-name Iqos-dynamic}

3. class [type qosj {cla.r.r-map-mzrnel qos-dynamic 1class-default} [insert-before
before-class-map-name]

4. set cos cos-vrrlne

DETAILED STEPS

Command Purpose

$lBp'| configure terminal

Example:
switchii configure terminal
switch (configl it

Enters global configuration mode.

Slepl policy-map [type qcs} [match-first]
[qos~po]J'cy—map-name | qos-dynarnic]

Example:
switchtconfig) it p@1icy—i-rappolicyl
switch (c0nfig—pmap~qos) it

Creates or accesses the policy map named
qos-policy-map-name, and tlicu cntcrs policy-map
mode. The policy-map name can contain alphabetic,
hyphen, or underscore characters, is case sensitive, and
can be up to 40 charactcrs.

Step3 class [type qos] {class—map—na1ne|
qos-dynamic | class—d.efauli:}
{insert-before before—class—map-name]

Example:
switch(:znnfig—pmap—qos)ilclass classl
switch(<:r:mfig—pmap-c—qos) ii

Creates a reference to class-map-name, and cntcrs
policy-map class configuration mode. The class is
added to the end of the policy map unless
insert-before is used to specify the class to insert
bcforc. Use the class-default keyword to select all
traffic that is not currently matched by Classes in thc
policy map.

Stepll sat: cos cos—value

Example:
switch(config—prnap—c—qcs)it set cos 3
switch (config—pmap—c—qos)ii

Sets the C05 value to cos-value. The value can range
from 0 to 7.

This cxarnplc shows how to display the policy-map configuration:

switchil show policy-map policyl

Configuring I105 Group Marking

You can set the value ofthe internal label QoS group, which is only locally significant. Youcan reference
this value in subsequent policy actions or classify traffic that is referenced in egress policies by using
the match qos-group class-map command.

Ciscu Nexus 7000Series NX-OSQualityl Service tionfigratinn Guide
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Note You can set thc QOS group only in ingress policies.

SUMMARY STEPS

1

2

3

. configure terminal

before-class-map-name]

4. set qos-group q0.r-group-value

DETAILEDSTEPS

. policy-map [type qos] [match-first] {qos-policy-map-name Iqos-dynamic}

. class [type qos] {class-map-name Iqos-dynamic Iclass-default} [insert-before

Command Purpose

Step1 configure terminal

Example:
swicchfi configure terminal
switch (confiq) if

Step2 policy-map Ltype qoa] [match-first]
(qos—policy-map—name | qos-dynamic}

Example:
switch(cnnfig)# po1icy—mappoiicyl
switch(cnnfig—pmap—qos)#

class [type qosl lclass map—name
qcs—dynam:ic I c1ass—d.e£au1t:}
[inse:t—before bef0re—class map~name]

Step 3

Example:
switch(config—pmap—qos]#class classl
switch[coniig—pmap—c—qos)#

Smp4 set qos-group qOS—gr0up~value

Example:
switch(contig—pmap—c—qos)# set qos—gruup
100
switch(config—pmap—c—qos]0

Enters global configuration mode.

Creates or accesses the policy map naincd
qos-policy-map-name, and then enters policy-map
mode. The policy-map name can contain alphabetic,
hyphen, or underscorc characters. is case sensitive, and
can be up to 40 characters.

I

;Creates a rcfcrcncc to class-map-name, and enters
policy-map class configuration mode. The class is
added to the end of the policy map unless
insert-before is used to specify the class to insert
before. Use the class-default keyword to select all
traffic that is not currently matched by classes in the
policy map.

Sets the Q05 group value to qos-group-value. The
value can range from O to 126.

This example shows how to display the policy

switch# show policy—mappolicyl

Configuring Discard Class Marking

%.

map configuration:

Note If you configure this value, you cannot configur
section on page 4-3.

rimtlisoo Nexus 7000Series NX-USlluality of Service Configuration Guide
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You can set the value of the internal label discard class, which is locally significant only. You can
reference this value in subsequent policy actions or classify traffic that is referenced in egress policies
by using the match discard-class class-map command.

%.
Note You can set the discard class only in ingress policies.

SUMMARY STEPS

1. configure terminal

2. policy-map [type qos] [match-first] {q0S-p0liCy-map-nameIqos-dynamic}

3. class [type qos] {class-nmp-name Iqos-dynamic 1class-default} [insert-before
before-class-nzap—name]

4. set discard-class discard-class-value

DETAILED STEPS

Command Purpose

flfipl configure terminal

Example:
switch# configure terminal
switch(config)fl

Enters global configuration mode.

Step2 po1icy—map [type qos} [macch—fi::sc]
{q0s—policy>map*namc l qos—dynamic)

Example:
swiLch(config)# pelicyemap policyl
switch(eonfig—pmap—qos)N

Creates or accesses the policy map named
q0s»p0lic_v-map-name, and then enters poliey~map
mode. The policy-map name can contain alphabetic,
hyphen, or underscore characters, is case sensitive, and
can be up to 40 characters.

Smp3 class [type qos] (class—map-name
qos-dynamic | class-default)
[insert-before before—class—map—name]

Example:
switch(config—pmap—qos)#class classl
switch(config—pmap—c—qos)#

Creates a reference to class-map-name, and enters
policy-map class configuration mode. The class is
added to the end of the policy map unless
insert-before is used to specify the class to insert
before. Use the class-default keyword to select all
traffic that is not currently matched by classes in the
policy map.

fiep4 set discard-class discard—c7ass—value

Example:
switch(config—pmap—c—qos)0 set
discard—class 40
switch(config—pmap~c*qos)#

Sets the discard class value to discard-classvalue. The
value can range from 0 to 63.

Note For information on using table maps with
marking, see the “Configuring Marking Using
Table Maps” section on page 4-l3.
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This example shows l1owto display the policy-map configuration:

switch?! show policy-map policyil.

Configuring lngress and Egress Marking

You can apply the marking instructions in a QoS policy map to ingress or egress packets by attaching
that Q05 policy map to an interface. To select ingress or egress, you specify either the input or output
keyword in the service-policy command. For detailed instructions, see the “Attaching and Detaehing a
QoS Policy Action” section on page 2»l7.

Configuring DSCP Port Marking

You can set the DSCP value for each class of traffic defined in a specified ingress policy map.

The default behavior of the device is to preserve the DSCP value or to trust DSCP. To make the port
untrusted, change the DSCP value. Unless you configure 21QoS policy and attach that policy to specified
interfaces, the DSCP value is preserved.

§‘ V
Note ~ You can attach only one policy type qos map to each interface in each direction.

' The DSCP value is trust on the Layer 3 port of a Cisco NX-OS device.

' lf the default policy-map policy is used, DSCP maps to a relevant CoS value and the queuing works
correctly.

' If a customer policy is used, you must manually set the l)SCP value to map to a CoS value so that
the traffic is queued to the correct queue.

SUMMARY STEPS

1. configure terminal

2. policy-map [type qos] [match-first] {qas-policy-r1mp-nameIqos-dynamic}

3. class [type qos] {class-map-name I qos-dynamic Iclass-default} [insert-before
hefore-clas.r-map-name]

4. setdscp-value

5. exit

B. class [type qos] {class-map~name Iqos-dynamic Iclass-default} [insert-before
before-class-map-name]

7. set dscp-value

8. exit

9. class [type qos] {clu.rs-map-nameIqos-dynamic Iclass-default} [insert-before
before-class-rnap-name]

10. set dscp-value

11. exit

12. interface ether-net {slot/port}

Cisco§e*)tusV7l_lfli1_§eriesy|\V|)W(_-OSDuality of Senrice Configuration GuidaE ct-rsazs-01I
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DETAILEDSTEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 1

Step I!

ConfiguringMarking_.

13. service-policy [type qos] {input i output} {policy-map-name I qos-dynamic} [nu-stats]

Command ‘Purpose l
configure terminal

Exemplar
switchit configure terminal
switchiconfigl it

Enters global configuration mode.

policy-man [type qos] {match-first]
[qos—policy-map—neme l qos—dynam:l.c]

Exmlmlez
ewitchtccnfigili polic:y—mappolicyl
s.wit:chtconfig—prnap—qoslii

Creates or accesses the policy map named
qos-policy-map-name and then enters policy-map
mode. The policy-map name can contain alphabetic.
hyphen, or underscore characters, is ease sensitive, and
can be up to 40 characters.

class [type qua] iclass~mep—name |
qua-dynamic | class-default)
{insert-before be-fore—class-map—nam-e]

Example:
swi |:chtccmfigrpmfltllit class classl
switzchtconf :i.g—pmap-c—qes}ii

Creates a reference to class-map-nanze and enters
policy-map class configuration mode. The class is
added to the end of the policy map unless
insert-before is used to specify the class to insert
before. Use the class-default keyword to select all
traffic that is not currently matched by classes in the
policy map.

sat dscpevalue

Bxampllr
swiechlc:onfig—prrtap—c—qos}iiset dscp af31
switchtconfig—pmap—c—qoslit

Sets the DSCP value to dscp-value. Valid values are
shown in Table 4-2.

exitr.

Bxatriple:
switch tconf ig—prnap-c—qo5Jti exi r.
switch tconf ig—pmap—qo5iii

Returns to policy-map configuration mode.

clash [type qos] (cla.ss—:rnap—nam-sI
qcuz-dynamic i elaia—da£a.ul|:l
l5.uaart:—be£ore .before—class—map—namel

Example:
swi tCl'1((:0nfig—pIl'|fip—qOSHtclass class2
swi tr:htcc>nfig—pmap-c-qos} it

Creates a reference to class-map-name. and enters
policy-map class configuration mode. The class is
added to the end of the policy map unless
insert-before is used to specify the class to insert
before. Use the class-default keyword to select all
traffic that is not currently matched by classes in the
policy map.

set: ciscp-value

Example:
switchtconfig—pmap—::—qes)# set clscp etf13
switchtconfig—pmap—c—q0s)ii

Sets the DSCP value to drop-value. Valid values are
shown in Table 4-2.

exit

Example:
switch tconfig —pn1ap—c—qos)ti exit:
switchtconfig-pmap—qos]N

Returns to policy-map configuration mode.

I at-1 uazs-01
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Step 9

Step 10

Step 11

Step 12

Step 13

Chapter 4 Configuring Marking

Command lPurpose
class {type qos] (class—map-name |
qos—dyna.micl class-default)
[insert—before before—c7ass-map—name]

Creates a reference to c/ass-map-name, and enters
policy-map class configuration mode. The class is
added to the end of the policy map unless
insert-before is uscd to specify the class to insert
before. Use the class-default keyword to select all
traffic that is not currently matched by classes in the
policy map.

Example:
switch(config—pmap—qosl# class
cluss—defau1t
switch(config—pmap~c~q0s)#

Bet dscpwalve Sets the DSCP value to dscp-value. Valid values are
shown in Table 4'2.

Example:
switch(config—pmap~c~qosl# set dscp af22
switch(config—pmap—c~qns)R

exit Returns to policy-map configuration mode.

Example:
switch(config—pmap—c—qos)R exit
switch(config—pmap qes)#

Enters interface mode lo configure the Ethernet
interface.

interface ethernet (slot/port}
Example:
swituhlc0nfig)# interface ethernet 1/1
SwitCh(Config—if)#

Adds policy-map-name to the input packets of the
‘interface. You can attach only one input policy and one
output policy to an interface.

service-policy [type qcs] (input I
output} (p0licy—map—name l qos-dynamic)
[no—st-acs]

Example:
switch(config—if)# service-policy input
policyl
switch(cunfig—if)#

This example shows how to display the policy-map configuration:

swiLuh# show policy-map policyl

Configuring Table Maps for Use in Marking

%.

You can use the system-defined tzthlemaps to define the mapping of values from one variable to another
from a source QoS field to a destination QoS field. For the list of system-defined table maps, see
Chapter 2, “Using Modular QoS CLI." The source and destination fields are determined by the context
of the table map in the set and police commands. For information about table maps, see the “Configuring
Marking Using Table Maps” section on page 4~l3.

Note The system-defined table maps are not configurable. To display the current values, enter the show table
map command.

Use the default command to define the destination valuc of unmapped source values. By default,
unmapped values are copied to the destination value, so that the destination value is the same as the
source value. The ignore variable for the default command is no longer supported.

r Ciscu Nexus 7000Series NX-OSQuality of Senlice Configuration Guide
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%.
Note You can use only one of the system~defined table maps in this procedure. For information on the

system-defined table maps, see Chapter 2, “Using Modular QoS CLI.“

Configuring Marking Using Table Maps

You can use the system-defined table maps to perform marking in the set and police policy map class
commands.

%.
Note For the list of system-defined table maps. see Chapter 2, “Using Modular Q05 CLI.“

A source field and destination field are specified in the command that maps to the source and destination
values supplied in the referenced table map. The Q05 fields that can be used in these commands are listed
in Table 4-4.

Table4-4 O05 Table Map Fields

008 Table Map Fiald |Descripti|:tn

CoS |Class of service field in the 802.1Q header.

DSCP |Differcntiated Services Code Point in the IF‘header.

IP precedence [Bits 0-2 of the IPv4 ToS field.
Discard class Locally significant values that can be matched and manipulated within

the system. The range is from 0 to 63.

By using the system-defined table maps. you cannot change unlike values, but you can only change one
value to another when it is the same variable. You can use the rnarkdown system-defined table maps for
the exceed or violate action of the police command by using the same syntax as the set command.

‘st
Note The internal label QQS group is not supported through table maps.

ea
Note Marking down in the police command requires the use of a table map.

For information on the police command, see Chapter 6, “Configuring Policing.“

i Vii Disco Nexus TlltltlSeries Nit-USfinality nl Sentice Configuration Guide
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SUMMARY STEPS

1. configure terminal

Chapteril Configuring Marking I

2. policy-map [type qosj [match-first] {qns-policy-map-name Iqos-dynamic}

3. class [type qos] {class~map-name Iqos-dynamic Iclass-default} [insert-before
beforewlass-map-name]

4. set {cos I dscp I discard-class I precedence I discard-class} {cos Idscp I discard-class I
precedence Idiscard-class} table-map-name

5. exit

DETI-\|LED STEPS

Command Purpose

Step1 configure terminal

Example:
:sw.iLchIIconfigure terminal
swiLch[Config)#

Enters global configuration mode.

Slepl policy-map [type qos] {match-first]
Iqos —pol1'c'v—map—nameI qos-dynamic)

Example:
switch (confiq) ii pol icy—map
switch (confiq~pmap—qc>s) ii

policyl

Creates or accesses the policy map named
qos-policy-map-name, and then enters p0licy~rnap
mode. The policy-map name can contain alphabetic,
hyphen, or underscore characters, is case sensitive, and
can be up to 40 characters.

Step3 class [type qosl {c.Lass—mapena1ne I T
qos-dynamic I class-default)
[insert-before before—class—map—name]

Example:
swicch(config—pmap~qos)#class classl
switch(config—pmap-c—qosI#

Stepll set {cos I dscp I discard-class I
precedence I discard-class} (cos I dscp
I discard-clessI precedence I
discard-class} t:able—map—name

Example:
switch Iconfi g-pmap—c—qos)it
cos—dscp—map
switch (confi g—pmap—C—qOS)it

set: cos dscp

Creates a reference to c/a.rs-map-name and enters
policy-map class configuration mode. The class is
added to the end of the policy map unless
insert-before is used to specify the class to insert
before. Use the class-default keyword lo select all
traffic that is not currently matched by classes in the
policy map.

Sets the first packet field to the value of the second
packet field based on the mapping values specified in
the referenced Iable—map-name.

Note The table-map-name must be the name of one
I of the system»defined table maps, which are
I not configurable, listed in Chapter 2, “Using

Modular Q08 CLI.” You cannot use the name
of a user—definedtable in this procedure.

The example shows that CoS is replaced by DSCP
based on the system~defined c0s~dscp—inap.

Step 5 exit W 7

Example:
swit-.ch(config—pmap*C)# exit
switch (config—pmap—qos) II

Returns to policy-map configuration mode.

This example shows how to display the policyl

switchii show policy—map policy

policy-map configuration:

r Cisco Nexus 7000Series NX—0Si1uaIityof Service Configuration Guide
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Verifying the Marking Configuration
To display the marking configuration information, perform one of the following tasks:

Command ‘Purpose

show table-map ‘Displays all table maps.
show policy-map 7 ‘Displays all policy maps.

Configuration Examples for Marking
The following example shows how lo configure marking:

configure terminal
policy—maptype qos untrust_dcsp
class class—default

set dscp O
policy—maptype queuing untrust_lGport_policy

class type queuing 2q4t—in—q—defauLt
set cos O

policy—maptype queuing untrust_1OGport_policy
class type queuing 8q2t—in—q-default

set cos 0

Feature History for Marking
Table 4-5 lists the release history for this feature.

Table 4-5 Feature History for Marking

Feature Name ‘Releases ‘Feature Information

set cos command ‘5.0(3) ‘Support for set cos command in ingress policies.

I or-rsazs-oi"
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Configuring Mutation Mapping

This chapter describes how to configure the mutation of packet values used to define traffic classes on
the Cisco NX-OS device. This chapter includes the following sections:

I Finding Feature Information, page 5-l

I Information About Mutation Mapping. page 5-I

I Licensing Requirements for Mutation Mapping, page 5-2

I Prerequisites for Mutation Mapping, page 5-2

I Guidelines and Limitations, page 5-3

I Configuring Mutation Mapping, page 5-3

I Verifying the Mutation Mapping Configuration, page 5-5

I Configuration Examples for Mutation Mapping. page 5-5

I Feature History for Mutation Mapping. page 5-6

Finding Feature Information
Yoursoftware release might not support all the features documented in this module. For the latest caveats
and feature information, see the Bug Search Tool at httpszfftools.cisco.comfbugsearch." and the release
notes for your software release. To find information about the features documented in this module, and
to see a list of the releases in which each feature is supported, see the “New and Changed Information”
chapter or the Feature History table below.

Information About Mutation Mapping
Mutation mapping is a method of modifying a quality of service {QoS) field in all packets on an
interface. On ingress, mutation mapping occurs before traffic classification and all other actions. On
egress, mutation mapping occurs after traffic classification and before the other actions. You can apply
mutation mapping to the class of service (CQS), Differentiated Service Code Point (DSCP), IP
precedence packet fields. or to the internal field discard class.

You cannot configure system-defined mutation maps. You can only configure those maps that modify
the same source and destination variable.

You use a hierarchical policy map to configure mutation mapping. In the mutation mapping policy map,
you specify the field to mutate and the policy map to apply with the mutation.

I ot-niazs-oi Bisco Nexus TIJIIJSeries Mt-OS Duality o1'Setvit:e Configuration Guide 1
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I Licensing Requirements inr Mutation Mapping

%. .,
Note The device supports hierarchical policies only for mutation mapping.

The sequence of Q05 actions on ingress traffic is as follows:

1. Queuing and scheduling

2. Mutation

3. Classification

4. Marking

5. Policing

The sequencing of QoS actions on egress traffic is as follows:

1. Classification

2. Marking

3. Policing

4. Mutation

5. Queuing and scheduling

%.
Note Mutation occurs much closer to the beginning of the traffic actions on the ingress packets. and any

further classification and policing is based on the changed QoS values. Mutation occurs at the end of the
traffic actions on the egress packets, right hefore queuing and scheduling.

Licensing Requirements for Mutation Mapping
The following table shows the licensing requirements for this feature:

Product ‘License Requirement
Cisco NX-OS The QoS feature does not require a license. Any feature not included in a license package is bundled with

the Cisco NX-OS system images and is provided at no extra charge to you. For a complete explanation of
the Cisco NX-OS licensing scheme, see the Cisco NX-OS Licensing Guide.

I Ciseo Nexus 7000Series NX-OSQuality of Service Configuration Guide

However, using virtual device contexts (VDCs) requires an Advanced Services license.

Prerequisites for Mutation Mapping
Mutation mapping has the following prerequisites:

' You must be familiar with Chapter 2, “Using Modular QoS CLI."

- You are logged on to the switch.

~ You are in the VDC. A VDC is a logical representation of a set of system resources. You can use the
switchto vde command with a VDC number.

OL-19825-ill l
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Guidelines and Limitations
Mutation mapping has tl1efollowing configuration guidelines and limitations:

I You use a hierarchical policy for mutation mapping. Hierarchical policies are not supported for any
other use.

1 The device supports only one level of hierarchy.

0 You can configure up to 14 table maps for use in ingress interfaces and up to 15 table maps for use
in egress interfaces.

0 Before you delete a referenced policy map, you must first remove all references to that policy map.

' You can use only like parameters (for example, cos»cos) when you create a mutation map. Mutation
maps with dissimilar types (for example, cos-dsep) are not supported.

Configuring Mutation Mapping

%.
Note

Step 1

Step 2

Step 3

Step 4

SUMMARY STEPS

To configure mutation mapping, you create a hierarchical policy map that uses the class-default traffic
class lo capture all packets and apply mutation mapping to them. You use the service-policy command
to specify the policy map to apply with mutation mapping.

You can set only similar values when you create 21mutation map. For example, you can set cos-cos or
dsep-dscp; you cannot set cos-dscp or dscp-precedence.

To configure mutation mapping:

Create the policy map to apply in the mutation mapping hierarchical policy. For information about
configuring policy maps, see Chapter 6, “Configuring Policing” or Chapter 8, “Configuring Queuing
and Scheduling."

Create the table map to use in the mutation mapping hierarchical policy. For information about
configuring table maps, see the “Configuring Marking Using Table Maps” section on page 4-13.

Configure the mutation mapping hierarchical policy as described in this section.

Apply the service policy to the interface. For information about attaching policies to interfaces, see
Chapter 2, “Using Modular QoS CLI.”
‘swt./41tt:fm#u£»L<“WQ%./\>>T'§‘¢S§\WU7@¢1t11(w,<v~A_#<‘himF!'i'M”'!t~/ewzvmtf£4Q¢§%22‘:<:~¢4r.:2;:mt~,~..\. »~ ~>;v ~ t I,» "V .»-.‘ "“‘§"’"<"W14“<§'>w‘\%'-‘Y‘>+W<'L1'\\»“\"€"t4""’@’*"'"""X'“"“' ~-\-~ ,~ / ~ */“\¢r\(, . . ti

1. configure terminal

2. policy-map [type qos] [match-first} {qn.r-policy-map-name Iqos-dynamic}

3. class class-default

4. set {cos I discard-class I dscp I precedence} {cos Idiscard-class I dscp Iprecedence} table
table~map-name

5. service-policy [type qos] {policy-map-name I qos-dynamic} [no-stats]

6. (Optional) show policy-map [type {qos I queuing}] [policy-map-name I qos-dynamic]

7. (Optional) copy running-config startup-config

I or-19525-01
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DETAILED STEPS

Step 1

Step 2

Step 3

Step ll

Step 5

Step B

Step 7

F KQiseo Nexus 7000Series NX-DSQuality oi Service Configuration Guide i
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Command Purpose

configure terminal

Example:
switchfl configure terminal
switch(confiq)#

Eiters global configuration mode.

policy-map ttyve cos] §mat:ch—first]
[q0s—policy—map—name | qos-dynamic]

Example:
switch(config)# poiicy—mappolicyl
switch(config—pmap~qos)#

Creates or accesses the specified policy map and then
enters policy-map mode. The policy map name can
contain alphabetic, hyphen, or underscore characters,
is case sensitive, and can be up to 40 characters.

class class-default

Example:
switch(con£ig*pmap—qcs)# class
ciass—default
switch(con[ig*pmap—c—qos)#

Configures class-default to capture all traffic in this
policy map.

set {cos | discard-class | dscp i
precedence) {cos i discard-class | dscp
| precedence) table table—map~name

Example:
swiLch(coniig—pmap—c—qos)#set dscp dsc
table dscp_mutation
swiLch(config—pmap~c—q0s)#

P

§Sets the first packet field to the value of the second
packet field based on the mapping values in the
specified table map. For mutation mapping, both fields
must have the same value. The specified table map
must already exist.

Note You can only set same fields when in mutation
mapping (for example, dscp-dscp).

The example shows how lo use mutation mapping on
the DSCP field based on the mapping values in table
map dscp_mutation.

service-policy [type qos]
(policy—map~name I qos-dynamic)
[no-stats]

Example:
swiLch(config—pmap—c—q0s)#
serviceepolicy testpolicy
swiLch(config—pmap—c—qos)#

Defines tl1cpolicy map to apply With the mutation
map. The specified policy map must already exist and
cannot contain a service-policy command.

§Nute Classification Within this service policy is
based on the mutated value, not on the original
value in the packet.

Note The service-policy command can only be used
for mutation mapping.

show policy—map [type [qos | queuingfl
[policy-map—name1 ] qos—dynamic1

Example:
switch(con£ig—pmap—c—qos)# show
po1icy—mappolicyl

(Optional) Displays information about all configured
policy maps or the specified policy map.

copy running-config startup—config

Example:
switch(config—pmap—c—qos)# copy
running—config stu1tup—config

(Optional) Saves the running configuration to the

fstartup configuration.

0L-19825-D1 I
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Verifying the Mutation Mapping Configuration
T0 display the mutation mapping configuration information, perform the following task:

Command ‘Purpose
lDisplays information ahoutfall configured policy

lmaps or the specified policy map.
show policy-map [type {qus l que11iiig}]
[policy-map-name Iqus-dynamic]

For detailed information about the fields in the output from these commands, see the Circa Nexus 7000
Series NXVOSQuality of Service Command Reference.

Configuration Examples for Mutation Mapping

s.
The following example shows how to configure a mutation:

Note if the child service policy (in this example, child_qos_p0licy) is not configured in the parent policy map
(in this example, parcnt_policy_f0r_mutati0n), all packets will be changed according to the mutation
map.

class-map type qos match—all dsepO-12
match dscp 0—l2
match protocol dhcp

class—map type qos match—all dscp13—63
match dscp l3—60

tableemap mutate_dscp
default copy
from O to 0
from l to l
from 2 to 1
from 63 to 46

pollcyemap type qos child_qos_policy
class dscp0—l2
police cir lO mbps be 200 ms pir 20 nbps be 200 ms conform transmit exceed set dscp

dscp table cir-markd0wn—mapviolate drop
class dscpl3—63
police cir 20 mbps he 200 ms pir 40 nbps be 200 ms conform transmit exceed set dscp

dscp table cir—markdown—mapviolate drop
class class—default
police cir 5 mbps be 200 ms conform transmit violate drop

policy map type qos parent_policy_for_mutation
class classedefault
set dscp dscp table mutate_dscp
service policy type qos child_poliey

_ Ciseo Nexus 7000 Series NX-OS’Quality of Senrioe Configuration Guide
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Feature History for Mutation Mapping
Table 5'1 lists the release history for this feature.

Table5-1 Feature History for Mutation

Feature Name liieleases lFeature information

Mutation Mapping 4.l(2) You can only use similar variables for mutation mappingiN0 changes from Release 4.l(2) <‘5.l (l) ,4

r CisrznNexus 7000Series NX-USQuality of SyeniiceConfiguration Guide
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Configuring Policing

This chapter describes how to configure policing of traffic classes on the Cisco NX-OS device. This
chapter includes the following sections?

I Finding Feature information, page 6-l

I Information About Policing, page 6-1

I Licensing Requirements for Policing. page 6-2

I Prerequisites for Policing, page 6-2

I Guidelines and Limitations. page 6-3

I Configuring Policing, page 6-3

I Verifying the Policing Configuration, page 6-l 8

I Configuration Examples for Policing, page I5-I8

I Feature History for Policing, page 6*]9

Finding Feature Information
Your software release might not support all the features documented in this module. For the latest caveats
and feature information. see the Bug Search Tool at httpstl/tools.cisco.cornfbugsearch/ and the release
notes for your software release. To find information about the features documented in this module, and
to see a list of the releases in which each feature is supported, see the “New and Changed Information”
chapter or the Feature History table below.

Information About Policing
Policing is the monitoring of the data rates for a particular class of traffic. When the data rate exceeds
user-configured values, marking or dropping of packets occurs immediately. Policing does not buffer the
traffic; therefore. the transmission delay is not affected. When traffic exceeds the data rate, you instruct
the system to either drop the packets or mark Q05 fields in them.

You can define single-rate, dual-rate. and color-aware poiicers.

Single-rate policers monitor the committed information rate (CIR) of traffic. Dual—ratepolicers monitor
both CIR and peak information rate (PIR) of traffic. In addition, the system monitors associated burst
sizes. Three colors, or conditions, are determined by the policer for each packet depending on the data
rate parameters supplied: conform (green), exceed (yellow), or violate (red).

Bison Nexus T001!Series NX-OSDuality ol Service Configuration Guide
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I LicensingBequirementsforPolicing

You can configure only one action for each condition. For example, you might police for traffic in a class
to conform to the data rate of 256000 bits per second, with up to 200 millisecond bursts. The system
would apply the conform action to traffic that falls Within this rate, and it would apply the violate action
to traffic that exceeds this rate.

Color-aware policers assume that traffic has been previously marked with a color. This information is
then used in the actions taken by this type of policer.

For more information about policers, see RFC 2697 and RFC 2698.

Shared Policers

QoS applies the bandwidth limits specified in a shared policer cumulatively to all flows in the matched
traffic. A shared policer applies the same policer to more than one interface simultaneously.

For example, if you configure a shared policer to allow I Mbps for all Trivial File Transfer Protocol
(TFTP) traffic flows on VLAN l and VLAN 3, the device limits the TFTP traffic for all flows combined
on VLAN l and VLAN 3 to I Mbps.

The following are guidelines for configuring shared policers:

' Youcreate named shared policers by entering the qos shared-policer command. If you create a
shared policer and create a policy using that shared policer and attach the policy to multiple ingress
ports, the device polices the matched traffic from all the ingress ports to which it is attached.

' You define shared policers in a policy map class within the police command. If you attach a named
shared policer to multiple ingress ports, the device polices the matched traffic from all the ingress
ports to which it is attached.

' Shared policing works independently on each module.

Licensing Requirements for Policing
The following table shows the licensing requirements for this feature:

Product ILicense Requirement
Cisco NX-OS The Q05 feature docs not require a license. Any feature not included in a license package is bundled with

the Cisco NX-OS system images and is provided at no extra charge to you. For a complete explanation of
the Cisco NX-OS licensing scheme, see the Cisco NX-OS Licensing Guide.

However, using virtual device contexts (VDCs) requires an Advanced Services license.

Prerequisites for Policing
Policing has the following prerequisites:

' You must be familiar with Chapter 2, “Using Modular QoS CLI."

v You are logged on to the switch.

' You are in the correct VDC. A VDC is a logical representation of a set of system resources. You can
use the switehto vdc command with a VDC number.

Cisco Nexus 7000 Series Ni)V(-0$Duality of Seniica Configuration Guide
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Guidelines and Limitations
Policing has the following configuration guidelines and limitations:

' Fl modules do not support policing.

I Each module polices independently. which might affect QoS features that are being applied to traffic
that is distributed across more than one module. The following are examples of these QoS features:

- Policers applied to a port channel interface.

— Egress policers applied to a Layer 3 interface. The device performs egress policing decisions at
the ingress module.

— Policers applied to a VLAN.

I All policers in either the ingress or egress direction must use the same mode. For example, if the
color-aware mode is needed for a class, all classes in that policy in the same direction must be in the
color-aware mode.

I The police rate for traffic between two different port ASIC instances on a module is set differently
for Ml modules and F2 modules.

- When traffic is between two different instances on an Ml module, the police rate is shared
between the instances. if you add another interface as a third instance, the same police rate is
shared as was between the two existing instances. For example, if a police rate of 5 Mbps is
shared between two instances and an interface on a third instance is added, then the police rate
of 5 Mbps is shared among all three instances.

- When traffic is between two different instances on an F2 module, the police rate is not shared
between the instances. The police rate is shared only among the interfaces on the same instance.
For example, if a police rate of 5 Mbps is set for the interfaces on one instance. this 5 Mbps
police rate is not shared with interfaces on another instance.

I When the policer uses aMAC ACL for traffic classification. the policer is applied differently by Ml
modules and F2 modules. (The application depends on the mac packet-classify command.)

- On Ml modules, the policer is applied only when the mac packet-classify command is not
enabled.

- On F2 modules, the policer is applied regardless whether the mac packet-classify command is
enabled or not.

I Ingress policing is not supported on FEX host ports.

Configuring Policing
You can configure a single- or dual-rate policer.

This section includes the following topics:

I Configuring I-Rate and 2-Rate, 2-Color and 3-Color Policing, page 6-4

I Configuring Color-Aware Policing, page 6-8

I Configuring ingress and Egress Policing, page 6-13

I Configuring Markdown Policing, page 6-I3

I Configuring Shared Policers. page 6- l5

I at-maze-01
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Configuring 1-Rate and 2-Rate, 2-Color and 3-Color Policing

The type of policer created by the device is based on a combination of the police command arguments
described in Table 6-l

%.
Note You must specify the identical value for pir and cir to configure 1-rate 3-color policing.

Table6-1 Arguments to the police Command

Argument Description

cir Committed information rate, or desired bandwidth, specified as a bit rate
or a percentage of the link rate. Although a value for cir is required, the
argument itself is optional. The range ofvalues is from 1to 80000000000.
The range of policing values is from 8000 to 80 Gbps.

percent Rate as a percentage of the interface rate. The range of values is from 1 to
100 percent.

be

pir

Indication of how much the cir can be exceeded, either as a bit rate or an
amount of time at cir. The default is 200 milliseconds of traffic at the
configured rate. The default data rate units are bytes, and the Gigabit per
second (gbps) rate is not supported for this parameter.

Peak information rate, specified as a PIR bit rate or a percentage of the link
rate. There is no default. The range of values is from 1 to 80000000000;
the range of policing values is from 8000 to 80 Gbps. The range of
percentage values is from 1 to 100 percent.

be Indication of how much the pir can be exceeded, either as a bit rate or an
amount of time at pir. When the be value is not specified, the default is
200 milliseconds of traffic at the configured rate. The default data rate
units are bytes, and the Gigabit per second (gbps) rate is not supported for
this parameter.

Nola You must specify a value for pir before the device displays this
argument.

conform Single action to take if the traffic data rate is within bounds. The basic
actions are transmit or one of the set commands listed in Table 6-4. The
default is transmit.

exceed Single action to take if the traffic data rate is exceeded. The basic actions
are drop or markdown. The default is drop.

violate Single action to take if the traffic data rate violates the configured rate
values. The hasic actions are drop or markdown. The default is drop.

%.
Note For information on the color-aware police command arguments, see the “Configuring Color-Aware

Policing” section on page 6-8.

Although all the arguments in Table 6-1 are optional, you must specify a value for cir. In this section,
cir indicates its value but not necessarily the keyword itself. The combination of these arguments and
the resulting policer types and actions are shown in Table 6-2.

Disco Nexus 7000 Series NX-_[lS[luality of Service Configuration Guide _
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Table6-2 Policer Types and Actions from PoliceArguments Present

Police Arguments Present Policer Type |Policer Action

cir. but not pir, be, or violate 1-ratc, 2-color icir, conform; else violate

cir and pir 1-rate. 3-color ificir, conform; Spir, exceed; else violate
iNote You must specify identical values for

i cir and pir.

cir and pir i2-rate, 3-color iécir, conform; Spir, exceed; elsewviolate

The policcr actions that you can specify are described in Table 6-3 and Table 6-4.

Table 6-3 Policer Actions for Exceed or Violate

Action Descflpfion

drop Drops the packet. This action is available only when the packet exceeds
or violates the parameters.

set dscp dscp tahl 9

{air-markdown-map I
pi rrmarkdown-map }

Sets the specified fields from a table map and transmits the packet. For
more information on the system-defined or default table maps, see
Chapter 4, “Configuring Marking." This action is available only when
the packet exceeds the parameters (use the cir-markdown-map) or
violatcs the parameters (use the pir—markdoWn—inap).

Table 6-4 PolicerActions for Conform

Action §Descfipfion
transmit Transmits the packet. This action is availablc only when the packet

conforms to the parameters.

set-prec-transmit Sets the IP precedence field to a specified value and transmits the
packet. This action is available only Whenthe packet conforms to the
parameters.

set-dscp-transmit Sets the Differentiated Service Code Point (DSCP) field to a specified
value and transmits the packet. This action is available only when the
packet conforms to the parameters.

set-cos-transmit Sets the class of service (CoS) field to a specified value and transmits

‘the packet. This action is available only when the packet conforms to the

lparamctcrs
set-qos-transmit Sets the QoS group internal label to specified value and transmits the

packet. This action can be used only in input policies and is available
only When the packet conforms to the parameters.

set-discard-class-transmit Sets the discard-class internal label to a specified value and transmits V
the packet. This action can be used only in ingress policies and is
available only when the packet conforms to the parameters.

_ i Cisco Nexus 7000 Series NX-OSQuality of Service Configuration Guide
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%. ,
Note The polioer can only drop or mark down packets that exceed or violate the specified parameters. For

information on marking down packets, see Chapter 4, “Configuring Marking.”

The data rates used in the police command are described in Table 645.

Table6-5 Data Rates for the police Command

Rate |Description

bps |Bits per second (default)

kbps [1,000 bits per seconds W1

mbps I1,000,000 bits per second 0

gbps |1,000,()00,000 bits per second W

Burst sizes used in the police eornrnand are described in Table 6-6.

Table6-6 Burst Sizes for the police Command

Speed IDescription

bytes

kbytes

mbytes

bytes

1,000 bytes

l,000.000 bytes

I115

US

milliseconds

microseconds

SUMMARY STEPS

You rnust specify the identical value for pir and cir to configure 1-rate 3—eolorpolicing.

1. configure terminal

2. policy-map [type qos] [match-first] {qos-po[icy-map-name Iqos-dynamic}

3. class [type qos] {class-map-narne Iqos-dynamic Iclass-default} [insert-before
before-class-map-name]

4. police [cir] {committed-rate [dam-rate] Ipercent cir-link-percent} [bc conunitted-burst-rule
[link-speerljj [pir] {peak-rate [dam-rate] Ipercent cir-link-percent} [be peak-burst-rate
[link-speedll {conform {transmit Iset-prec-transmit Iset-dscp-transmit I set-cos-transmit I
set-qos-transmit Iset-discard-class-transmit} [exceed {drop Iset dscp dscp table
[cir~mm"l<d0wn-map}}[violate [drop I set dscp dscp table {pirwiarkdown-map] }]]]

5. exit

B. exit

7. (Optional) show policy-map [type qos] [policy-map-name Iqos-dynamic]

8. (Optional) copy running-contig startup-config\
Note A l-rate 2-color polieer with the violate markdown action is not supported.

__VQ_i§§VoNexus 11100Series NX-OS Quality oi Service Configuration Guide
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

7 TionliguringPolicing I

Command Purpose

configure terminal

Example:
switchfl configure terminal
switch{config)#

Enters global configuratioii rnodc.

policy—map[type qos] [match-first]
Lqosipolicyemap-name l qos-dynamic]

Example:
switch(config)# p01icy—mappnlicyl
switch(config—pmap—qos}#

Creates or accesses the policy map named
qos-policy-map-name, and then enters policy-map
mode. The policy-map name can contain alphabetic,
hyphen, or underscore characters, is case sensitive, and
can he up to 40 characters.

class [type qoe] (class—map~name
qos-dynamic l class-default)
[insert-before before—class map—namcl

Example:
switchlconfiq-pmap—qosl# class
c1ass—default
switch(confiq-pmap~c~qos)#

Creates a reference to class-map-name, and enters
policy-map class configuration mode. The class is
added to the cnd of the policy map unless
insert-before is used to specify the class to insert
before. Use the class-default keyword to select all
traffic that is not currently matched by classes in the
policy map.

police [cir] (c0mmitted—rate
[data—rate] l percent cir*link—perccn
lbc committed-burst—rate
llink—speed]][pir] (peak—rate
[data—rate] l percent cir—link~percen
[be peak—burst—rate [link—speed]l
[conform{transmit | set-prec-transmit
set-deep-transmit l set-cos-transmit
set-qos-transmit l
eet~discard-class-transmit} {exceed
{drop | set deep deep table
lcir—ma1kdOWn~mapl} [violate (drop l
set deep dscp table
lpiremazkdown-map))]])

Examle:
switch(config—pmap—c—qos)0police cir
256000 pir 256000 conform transmit
exceed set dscp dscp table
cir—markdownmap violate drop
switch(Config—pmap—c—qos)#

cl

ti

Polices cir in hits or as a percentage of the link rate.
‘The conform action is taken if the data rate is icir. If
be and pir are not specified, all other trallic lakes the
violate action. If be or violate are specified. the
exceed action is taken if the data rate fipir, and the
violate action is taken otherwise. The actions are
described in Table 6-3 and Table 6-4. The data rates
and link speeds are described in Table 6-5 and
Table 6-6.

This example shows a l—rate,3-color policer that
itransmits if the data rate is within 200 milliseconds of
traffic al 256000 bps, marks DSCP to 6 if the data rate
is within 300 milliseconds of traffic at 256000 bps, and
drops packets otherwise.

Note You must specify identical values for cir and
pir.

l OL-19825-01
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Step 5

Step 6

Step 7

Step 8

Chapterfi Configuring Policing |

Command Purpose
exit:

Example:
swLLch(config—prnap—c—qosl it exit:
switch(configAprnap—qos) ll

Exits policy-map class configuration mode and enters
policy-map mode.

exit

Example:
switch(c0nfiq—pman—qns)# exit
switch (config)#

Exits policy-map mode and cntcrs global configuration
mode.

show po1icy—map [type qos]
lpolicyflnapename l qos-dynamic]

Example:
switch(config)# show po1icy——n\ap

(Optional) Displays information about all configured
policy maps or a selected policy map of type qos.

copy running-config startup-config

Example:
swiLch(ccnfig)il copy runninq—conFig
suartupeconfig

(Optional) Saves the running configuration to the
startup configuration.

This example shows how to display the policyl policy-map configuration:

switchit show po1icy—mappolicyl

Configuring Color-Aware Policing

§
Note

%.

Color-aware policing implies that the Q08 DSCP field in a class of traffic has been previously marked
with values that you can use in a policer. This feature allows you to mark traffic at one node in a network
and then take action based on this marking at a subsequent node.

For information on the police command, see the “Configuring l-Rate and 2~Rate, 2-Color and 3-Color
Policing” section on page 6-4.

Youcan use one or more of the four police command class maps conform-color or exceed-color to
perform color-aware policing. These keywords require a class-map name that is used to classify packets.
Based on the match criteria that you specify in the class maps, the traffic is classified into one of these
two classes or class-default if there is no match. The policcr thcn takes the following action:

' Packets that belong to the conform-color class are policed with the cir and pir arguments to thc
police command.

~ Packets that belong to the exceed-color class arc policed only against the pir argument to the police
command. If pir is not specified, the cir values are used.

Q Packets that end up in class—defaultbecause they fail to match cithcr the conform-color or
exceed-color class will immediately takc the violate action.

Note A color other than class-default cannot be assigned to the violate action because according to RFC 2697
and RFC 2698, all packets must be assigned a color.

r Cisco Nexus 7000Series NX-OSQuality nl Service Configuration Guide i i
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Step 1

Step 2

Step 3

Step 4

BonliguringPolicing I

You can set the DSCP value for color-aware policing to a specified value. The list of valid DSCP values
is shown in Table 6-7.

Table 6-7 Color-Aware Policing Valid DSCP Values

Value List oi DSCP Values

afll AF11 dscp (001010)—decimal value 10

at'l2 AF12 dscp (001 100)—decimal value 12

af13 ,AFl 3 dscp (001 110)4e1ee1u1u1value 14
af2l ‘AF21 dscp (0lO010)—decimal value 18

af22

af23

al'3 1

af32

X1522deep(010100)_<1ee1me1ve1ue20 W Z7

AF23 dscp (0101 10)—decimal value 22

AF3l dscp (01l01O);dccimal value 26

AF40 dscp (011100)_ueeuuu1 value 2s

af33 AF33 dscp (01 11l0)—decimal value,30

af4 I

af42

’AFll1dscp (l000lU)—decimal value 34

AF42 dscp’(l(l0100)—deeiinal value 36

af43 AF43 dscp (100110);0eeiu1u1 value as

csl CS1 (precedence 1) dscp (O0lO()0)—deci1nal value 8

cs2 CS2 (precedence 2) dscp (Ol0OOO)Adecimal value 16

cs3 CS3 (precedence 3) dscp (O11000)—decimal value 24 C

cs4 cs4 (precedence 4) dscp"(10OO00)—deci11'1alvalue 32

cs5 ‘CS5 (precedence 5) dscp (lOl000)¥deeirnal value 40

cs6 CS6 (precedence 6) dscp (11000O)~—decimalvalue 48

cs7 CS7 (precedence 7) dscp (11l0O0)—decimal value S6

default

ef

Default dscp (OOOOO0)~decirnalvalue 0

EF dscp (101 110)—decimal value 40

After you apply color-aware policing, all matching paCl(8tSin the device are policed according to the
specifications of the color-aware policer.

To configure color-aware policing:

Create the class map. For information about configuring class maps, see Chapter 3, “Configuring
Classification.”

Create a policy map. For information about policy maps, see this chapter and Chapter 2, “Using Modular
Q08 CLI.”

Configure the c0lor—awareclass map as described in this section.

Apply the service policy to the interfaces. For information about attaching policies to interfaces, see
Chapter 2, “Using Modular QOSCLI."

l 0L-19825-01
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%.
Note 'l'he rates specified in the shared policer arc shared hy the number of interfaces to which you apply the

service policy. Each interface docs not have its own dedicated rate as specified in the shared policer.

SUMMARY STEPS

1. cnnfigure terminal

Z. class-map {confnrnl-color-in I conform-color-out I exceed-color-in I exceed-color-out}

3. match dscp dscp-value

4. policy-map [type qus] [match-first] {qn.r-1mlicy—map-nameI qus-dynamic]

5. class [type qosj {c/a.r.r-map-mzmeI qos-dynamic Iclass-default} [insert-before
before-classrmap-name]

6. police [cir] {committed-rare [data-rate] Ipercent cir»[ink-percent] [bc committed-hursrrate
[link-speedj] [pir] {pealomte [data-rare] I percent cir~lr'.nk-percent][be peak-burs!-rate
[link-specd]] {conform {transmit Iset-prec-transmit Iset-dscp-transmit Iset-cos-transmit I
set-qos-transmit Iset-discard-class-transmit} [exceed {drop Iset dscp dscp table
{air-markdown-map}} [violate {drop Iset dscp rlscp table {pir-markdown-map} ]]]}

7. exit

8. (Optional) show policy-map [policy-map~name Iqos-dynamic]

9. (Optional) copy running-config startup-config

0L-19825-01 I
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DETAILED STEPS

Step 1

Step Z

Step 3

Step 4

Step 5

ConfiguringPolicing I

Command Purpose

configure terminal

Example:
switchfl configure terminal
swiLch(c0nfiq)#

WEnters global configuration mode.

class—map {con£orm—color-in |
conform—color-out | exceed-color-in |
exceed-color-out}

Example:
switch(contig)# class—map
conf0rm—col0r-in
switch(config—coioremap)

Accesses the color-aware class map, and enters
color-map mode. When you enter this command, the
system returns the following message:

Warning: Configuring match for any DSCPvalues
in this c1ass—mapwill makeALLpolicers in the
system co1or—aware [or those DSCPvalues

#

match deep dscp—value

Example:
switch(configecolor—mapl#
at22
switch(Config—cu1or—map)#

Specifies the DSCP value to match for color-aware
policers. See Table 6-7 for a list of valid values.

match dscp

policy—map [type qos] [match-first]
[q0s—policy—map-name l qos—dynamie]

Example:
switeh(cenfigl# policy-map poiicyl
switch(cunfig—pmap—qos)#

Creates or accesses the policy map named
qns-policy-map-name, and then enters policy-map
mode. The policy-map name can contain alphabetic,
hyphen, or underscore characters, is ease sensitive, and
can be up to 40 characters.

class [type qos] {class—
qos-dynamic l class-default)
[insert-before before—cl

Example:
swiLchlc0nfig~pmap-qos)#
c1ass—dc£ault
swiLch(confiq—pmap—n»qos

map name | Creates a reference to class-map-name and enters
policy-map class configuration mode. The class is
added to the end of the policy map unless
insert-before is used to specify the class to insert
before. Use the class-default keyword to select all
traffic that is not currently matched by classes in the

W policy map.

asS—map~namc]

class

WCisco Nexus 7000 Series NX-OSQuality of Service Configuration Guide
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Command
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Purpose

Smpfi police [cirl {committed IflL€
[data—rate] | percent cir—link—perce
[be committed—burst~rate
[link~speed][pir] (peak—rate [dataer

nt)

ate]
l percent cir—link—percent) [be

rmpcak—burst—rate [link—speed] [confo
(transmit l set-prec-transmit
set-dscp-transmit | set—cos-transmit
set—qos-transmit l
set-discard-class-transmit) [exceed
(drop l set dscp dscp table
{cir—markdown—map}}[violate (drop
set dscp dscp table
lpiremarkdon/n—map} }] ]]

l

Example #1:
switch(config—pmap~c—qos)#police ei
256000 be 300 ms conform—class
my_conform_class_map exceedrclass
my_exceed_classAmap conform transmit
exceed set dscp dscp table
cir~markdown—mapviolate drop
swiLch(config~pmap—c—qos)#

Example #2:
swiLch(cOnfig~pmap—C—qOs)#police ci
256000 pir 512000 conform—class
my_conform_c1ass map exceed—class
my_exeeed_class map conform transmit
exceed set dscp dscp table
cir—markdown—mapviolate drop
SwitCh(COnfig—pmap~C—qOS)0

I

1?

Polices cir in bits or as a percentage of the link rate.
The conform action is taken if the data rate is ficir. If
be and pir are not specified, all other traffic takes the
violate action. If be or violate are specified. the
exceed action is taken if the data rate spir, and the
violate action is taken otherwise. The actions are
described in Table 6-3 and Table 6-4. The data rates
and link speeds are described in Table 6-5 and
Table 6-6.

This first example shows a l-rate, 3-color color-aware
ipolicer that transmits if the conform-class data rate is
within 200 milliseconds eftraffic at 256000 bps, marks
DSCP to 6 if the exceed-class data rate is within 300
milliseconds of traffic at 256000 bps, and drops
packets otherwise.

This second example shows a 2-rate, 3-color
color-aware policer that transmits if the data rate is
within 200 milliseconds of traffic at 256000 bps. marks
CoS to 5 if the data rate exceeds 200 milliseconds of
traffic at 512 bps, and drops packets otherwise.

Step1 exit

Example:
switch(config-color—map)# exit
switeh(config)#

Exits color-map mode and then enters global
Zconfiguration mode.

Step8 show policy-map [type qos]
[policy—map—name l qos—dynamic]

Example:
switch(config)# show policy map

(Optional) Displays information about all configured
policy maps or a selected policy map of type qos.

Step9 copy running-config startup-config

Example:
switch(cenfig)# copy running—config
startup—config

(Optional) Saves the running configuration to the
starlup configuration.

This example shows how to display the po

switch# showpolicy-map policyl

Configuring lngress and Egress Policing

lieyl policy-map configuration:

You can apply the policing instructions in a Q05 policy map to ingress or egress packets by attaching
that QoS policy map to an interface. To select ingress or egress, you specify either the input or output
keyword in the service-policy command. For more information on attaching and detaching a QoS policy

F Ciscu Nexus 7000Series NX-OSQuality ofiervice Configuration Guide 7
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action from an interface, see the Chapter 2, “Using Modular QoS CLI.”

Configuring Markdown Policing

SUMMARY STEPS

Markdown policing is the setting of 21Q03 field in a packet when traffic exceeds or violates the policed
data rates. You can configure markdown policing by using the set commands for policing action
described in Table 6—3and Table 6-4.

The example in this section shows you how to use a table map to perform a markdown.

1. configure terminal

2. policy-map [type qos] [match-first] {qos-policy-map-name I q0s—dynamic}

3. class [type qos] {class-map-name Iqos-dynamic Iclass-default} [insert-before
before—clasx-map~m1me]

4. police [cir] {committed-rate [data-rule] Ipercent ciwlinkrpercent} [bc committed-burst-rate
[link~spced]] [pir] [peak-rate [data-rate] Ipercent cir-link-percent] [be peak-burst-rare
[link-speedj] {conform conform-action [exceed {drop Iset dscp dscp table air-markdown-map}
[violate {drop Iset dscp dsep table pir-markdown-map}]]}}

5. exit

6. exit

7. (Optional) show policy-map [type qos] [policy-map»name I qos-dynamic]

B. (Optional) copy running-conflg startup-config

Cisconldexus 7001]Series NX‘OSQuality ol Seruioe Configuration Guide
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DETAILED STEPS

Command Purpose

configure terminalStep 1

Example:
switchfl configure terminal
switch(c0nfig)#

Entersrglobal configuration mode.

pOliCy—map [type qos] [mat:ch—first]
[qos—policy—map—name | qos—dynamic]

Step Z

Example:
switch(confiq)# o01icy—mappolicyl
switch(config—pmap—qos)#

Creates or accesses the policy-map natnod
q0s»p0licy~map-name, and then enters policy-map
mode. The policy-map name can contain alphabetic,
hyphen, or underscore characters, is case sensitive, and
can be up to 40 characters.

Step3 class [type qos] {CldSS—map—name|
qos-dynamic l c1ase—default]
[insert-beiore before—class—map—name]

Example:
switch(config—pmap'qos)# class
class-default
switch(config-pmap—c*qos)#

Creates a reference to c/ass-lrlap-name, and enters
policy-map class configuration mode. The class is
added to the end of the policy tnap unless
insert~befure is used to specify the class to insert
before. Use the class-default keyword to solcct all
traffic that is not currently matched by classes in the
policy map.

police [cirl {commiLted—rate
[data—rate] l percent cir—link~percent}
Elbe l burst] burst rate [link—speed]]
[[be | peak~burst] peak—burst—rate
[link—speed]l [Conform conform—accion
[exceed set dscp deep table
cir—markdown—map[violate drop set dscp
dscp table pir—markd0wn*map]l

Step 4

Example:
switch(config-pmap—c—qoS)#police cir
256000 be 300 ms conform transmit exceed
set dscp dscp table cir—markdownmap
violate drop
switch(confiq—pmap—c—q0s)#

Polices cir in bits or as a percentage of the link rate.
The conform action is taken if the data rate is icir. If
he and pir are not specified, all other traffic takes the
violate action. If be or violate are specified, the
exceed action is taken if the data rate épir, and the
violate action is taken otherwise. The actions are
described in Table 6-3 and Table 6-4. The data rates
and link speeds are described in Table 6-5 and

2T£1bl6

This example shows a l-rate, 3-color policcr that
transmits if the data rate is within 200 milliseconds of
traffic at 256000 bps; marks down DSCP using the
system-defined table map if the data rate is within 300
milliseconds of traffic at 256000 bps, and drops
packets otherwise.

Cisco Nexus 7ll|Ml_SejesNX-OSlluality of Sewice Conligurationiliuide
OL-19825-01 l
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Step 5

Step 6

Step I

Step B

ConfiguringPolicing I

Command Purpose C

feud.t

Example:
swi tch (conEig—pmap—c—qoelit exit
switch ICO1'.\f;l.g-pIna_p—qO5Jit

Exits policy—mapclass configuration mode and enters
policy-map mode.

exit:

Example:
sw1‘.tch(ccn£ig—pmap-qosj ll exit:
switch(cOnfig)#

Exits policy-map mode and enters global configuration
mode.

nhowpolicy-ntap [type qos]
[pc|11'c7y—map—.rzamEi qua-dynamic]

Example:
Switch[configl# Showpolicy—map

(Optional) Displays information about all configured
policy maps or a selected policy map of type qos.

copy running-cot-tfiq nt:e.::t:un—::onEiq

Example:
switchtconfiglll copy running-config
startup—c0nfig

(Optional) Saves the running configuration to the
startup configuration.

This example shows how to display the polieyl policy—rnapconfiguration:

switchft show policy-map policyl

ConfiguringShared Policers

$1

The shared-policer feature allows you to apply the same policing parameters to several interfaces
simultaneously. You create a shared policer by assigning a name to a policer, and then applying that
policer to a policy map that you attach to the specified interfaces. The shared policer is also referred to
as the named aggregate policer in other Cisco documentation.

Note

Step 1

Step 2

Step a

Step ll

Step 5

After you configure the shared policer, you cart use the shared-policer name to configure any type of
shared policing. as described in the “Configuring l-Rate and 2-Rate, 2-Color and 3-Color Policing"
section on page 6~4, the “Configuring Color-Aware Policing“ section on page 6-S. the “Configuring
lngrcss and Egress Policing” section on page 6-13, and the “Configuring Markdown Poiicing” section
on page 6-I3.

To configure shared policing:

Configure the shared policer as described in this section.

Create the class map. For information about configuring class maps, see Chapter 3, “Configuring
Classification."

Create apolicy map. For information about policy maps, see this chapter and Chapter 2, “Using Modular
Q05 CLI."

Reference the shared policer to the policy map as described in this section.

Apply the service policy to the interfaces. For information about attaching policies to interfaces. see
Chapter 2. "Using Modular QoS CLI.”

I nt-rsttzs-ur Bison Nexus Ifltlll Series NX-OSDuality at Service Configuration Guirle 1
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‘e.
Note The rates specified in the shared police!’ are shared by the number of interfaces lo which you apply the

service policy. Each interface does not have its own dedicated rate as specified in the shared policer.

SUMMARY STEPS

1. configure terminal

Z. qos shared-policer [type qus] slwred-pa/icer-name [cir] {committerl-rare [data-rate] Ipercent
cir-link-percent} [bc c'0m.n1.itted-burst-rate[link-speed]] [pir] {peak-rare [data-rate] I percent
cir-link-percent} [be peak-burst-rate [link-speedj] {{c0nf0rm conform-action. [exceed {drop I set
dscp dscp table cir-markdawn-map] [violate {drop Iset dscp dscp table pir-markdown-map}]] }]

3. policy-map [type qus] [match-first] {q0s—policy-map-nameI qos-dynamic}

4. class [type qosl {class-map-name Iqus-dynamic Iclass-default} [insert-before
before»class'map-name]

5. police aggregate shared-policer-name

6. exit

7. exit

B. (Optional) show qos shared-policer [.\'hared-policer-name]

9. (Optional) copy running-config startup-cnnfig

OL-19825-D1 I
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DETI-\lLED$TEP$

Command Purpose

configure terminal KlEnters global configuration mode. CStep 1

Example:
switchfi configure terminal
switch (confiq) ll

qos shared—policer [type qos]
shared—policer—name tcirl
{committed—rate [data~rate] l percent
cir—link—percent) [bc
committed—burst—rate[link~spced]][pir
{peak—rate [data zatel | percent
cir~link—percent) [be peakeburst-rate
[link—speedl] [Conform conform—acti0n
[exceed {drop l set dscp dscp table
ctr-markdown~map[violate set dscp dscp
table pir—markdown—mapll])

Creates or accesses the shared policcr. The
shared-polieer-name can contain alphabetic, hyphen,
01'underscore characters, is Case sensitive, and can he

3 up to 40 characters. Policcs eir in bits or as a
percentage of the link rate. The conform action is
taken if the data rate is écir. If be and pir are not
specified, all other traffic takes the violate action. Ifhe
or violate are specified, the exceed action is taken if
the data rate Spir, and the violate action is taken
otherwise. The actions are described in Table 6~3and
Table 6-4. The data rates and link speeds are described

1 in Table 6-5 and Table 6-6.
i

Step 2

Example:
switch(configl# qos shared pO1iCCItest
cir l0 mbps
switch(ccnfig)#
policy-map [type qos] [match-first]
[q0s—policy’map—name | qos-dynamic]

Creates or accesses the policy-map named
policy-mup~!ml11e,and then enters policy-map mode.
The policy~rnap name can contain alphabetic, hyphen,
or underscore characters, is case sensitive, and can be
up to 40 characters.

Step 3

Example:
swicch(c0ntig)# po1icy—mappolicyl
swi:ch(c0nfig—pmap—qos)fl

class [type qosl {class—map-name |
qos—dynamic| class-default}
[insert-before bef0re—cJass—map—name]

Creates a reference to clasx-map-name and enters
policy-map class configuration mode. The class is
added to the end of the policy map unless
insert-before is used to specify the class to insert
before. Use the class-default keyword to select all
traffic that is not currently matched by classes in the

lpolicy map.

Step 4

Example:
switch(cunfig—pmap—q0s)#class classl
switch(config*pmap—c—qos)#

Step5 police aggregate share-d—1'>olir:er—name Creates a reference in the policy map to
shared-policer-name.

Example:
switch(config—pmap—c—qos1#police
aggregate testl
switch(con[ig*pmap—c—qos)#

W V i Cisco Nexus 7000 Series NX-OS Duality of Seryice llnnliguration Guide
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Step 5

Step 7

Step 8

Step 9

Chapterfi ConfiguringPo|icing |

Command Purpose
exit

Example:
switch(config-pmap—c-qos]3 exit
switch(config-pmap—qos)#

Exits policy-map class configuration modc and enters
policy~map mode.

exit

Example:
switch(config~pmap~qos)#
switch(configl#

Exits policy-map mode and enters global configuration
mode.

exit

show qos Bhared—policer
[shared—policerename]

Example:
switcb(config)# show qos
testl

(Optionall Displays information about the
Xconfiguration of all shared policers.

shared—policer

copy running-config startup-config

Example:
swiLch(confiq)# copy running—config
StuItup—cOnfig

(Optional) Saves the running configuration to the
startup configuration.

This example shows how to

switchfl show qos shared

display the testl shared-policer configurations:
police: testl

Verifying the Policing Configuration
To display the policing configuration information, perform one of these tasks:

show policy-map ‘Displays information about policy maps and

‘policing.

show qos shared-policer [type qos] }Displays information about all shared policing.[policer-name]

Configuration Examples for Policing
The following example sho

configure terminal
policy—map pOliCyl

ws how to configure policing for a l-rate, 2—colorpoliocr:

class one_rate_2_color,po1icer
police cir 256000 conform transmit violate drop

Thc following example shows how to configure policing for a l-rate, 2-color policer with DSCP
markdown:

configure terminal
p0licy—map p01icy2

class one_rate_2_color_policer_with_dscp_markdown
police cir 256000 conform transmit violate drop

I HCisco Nexus 7000Series NX-OSQuality of Service Configuration Guide
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The following example shows how to configure policing for a 1-rale, 3-color policcrt

configure terminal
policy-map policyl

class one_rate_3_color_policer
police cir 256000 pir 256000 conform transmit exceed set dscp dscp table

cir—markd0wn-mapviolate drop

The following example shows how to configure policing for a 2-rate, 3-color policerz

configure terminal
policy—map policy4

class two_rate*3_color_p0lice1
pnlice cir 256000 pir 256000 conform transmit exceed set dscp dscp table

cir—markd0wn—mapviolate drop

The following example shows how to configure policing for 21color-aware policer for specified DSCP
values:

configure terminal
class—map conform~color—in

match dscp 0-10
policy—map policy5

class one_rate_2_color_policer
police cir 256000 conform transmit violate drop

The following example shows how to configure policing for a shared policcr:

configure terminal
qos shared-policer type qos udp_1Ombpscir lC mbps pir 20 mbps conform transmit exceed

set dscp dscp table cir~markdown umpviolate drop
policy—map type qos udp_policy

class type qos udp_qos
police aggregate udp_1Ombps

Feature History for Policing
Table 6-8 lists the release history for this feature.

Table6-8 Feature History for Policing

Feature Name |Re|eases Feature Information

No changes from Release 4.1(2) l5.1(l) 4

F or-raazs-01
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Configuring Fabric 00$ Mapping

This chapter describes how to configure the Fabric QoS mapping feature within the Cisco NX-OS
device. This chapter includes the following sections;

I Finding Feature Information, page 7-1

I information About Fabric Q05 Mapping, page 7-1

I Configuring Fabric QoS Mapping, page 7-3

I Configuration Examples for Fabric QoS Mapping. page 7-8

I Feature History for Fabric QoS Mapping, page 7-1 1

Finding Feature Information
Your software release might not support all the features documented in this module. For the latest caveats
and feature information, see the Bug Search Tool at https:fltools.cisco.con1fbugsearclt/ and the release
notes for your software release. To find information about the features documented in this module, and
to see a list of the releases in which each feature is supported, see the “New and Changed Information"
chapter or the Feature History table below.

Information About Fabric l1oS Mapping

‘s.

The Fabric Q05 Mapping feature allows copying the default configuration and modifying the copied
system queues that perform flow control on fabric traffic within the Cisco NX-OS device, thus enabling
the choice of parameters for fabric queuing based on the network, traffic, and requirements for traffic
prioritization.

Nolo Default policies cannot be modified. The user-defined policies configured on the fabric cannot be
modified.

Fabric queuing policies are controlled by COS-to-queue (cos2q) mappings, ingress queuing policies. and
egress queuing policies applied on the QEngine of Ml and M2 linc cards.

This section includes the following topics:

I COS-to-Queue Fabric Mapping, page 7-2

I ingress Buffer Policy, page 7-2

Cisoo Nexus JllilllSeries NK-OSDuality of Service Configuration Guido
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I Egress Queue Bandwidth Allocation, page 7-2

COS-to-Queue Fahric Mapping

The following are the four system~defincd queues available fur coslq mapping:

' system-pql

i system-q2

I system-q3

' system~q-default

The COS value indicates the Data Centre Ethernet (DCE) cos2q mapping of the active Q08 network. The
default COS value allocation for each system-defined queue is as follows:

Table 7-1 describes the system-defined queues that you can use to perform cos2q Fabric mapping.

Table 7-1 System-Defined Queue Types

llueua Type |Delau[t COSValue

system-pql |5.6,'i"

system-q2 |3,4

system-q3 |2

system-q-default |0,l _

For information about configuring cos2q fabric mapping, see the “Configuring Cos2q Fabric Mapping"
section on page '7-4.

ngress Buffer Policy

In the ingress direction, the queue limit for the system-q-default queue can he configured for
burst—optin1i?.ed,default, ntesh-optimized, or percent.

For informzttlou about configuring ingress buffer policy for policy maps, see the “Configuring ingress
Buffer Policy“ section on page 7-5.

Egress Queue Bandwidth Allocation

r Ciacu Nexus TEIIIISeries NI-OS Duality oi Sanrice Bnnliquratiun Guido

In the egress direction, priority and bandwidth can be configured for the system-defined queues. Only
the system-pql queue can take the priority. If system—pq!is configured for priority, the remaining 3
system queues can be configured based on bandwidth percentage. lf system-pql is not configured for
prinrity, all 4 system-defined queues share the bandwidth configured for each.

For information about configuring egress queue bandwidth allocation for policy maps. see the
“Configuring Egress Queue Bandwidth Allocation" section on page 7-6.

at-rsiazs-or I



| Chapter? Borrliguring Fabric I1nSMapping
‘ Guidelinesand Limitations I

Guidelines and Limitations
When you are Working with fabric QoS mapping. all the ports on M Series modules much be allocated
to the default VDC.

Configuring Fabric [105 Mapping

§a

User-defined Fabric Q05 Mapping is configured in the following sequence:

' Copying a default policy to create a user-defined policy for fabric mapping

1 Configuring cos2q fabric mapping

v Configuring ingress buffer policy for fabric mapping

' Configuring egress buffer queue bandwidth allocation for fabric mapping

' Configuring the new policy on fabric

You can copy a default policy to create anew policy for fabric mapping and modify the Q05
configuration.

If atuser—defincdpolicy is not applied on fabric, the default policies will be considered in ingress and
egress directions.

Note Only the users who have access to the default VDC or the admin VDC can copy the default policy and
modify the default fabric QoS configuration on the copied policy.

This section includes the following topics:

I Copying a Default Policy. page 7-3

I Configuring Cos2q Fabric Mapping, page 7-4

I Configuring Ingress Buffer Policy. page 7-5

' Configuring Egress Queue Bandwidth Allocation. page 7-6

I Configuring the new User-defined Policy on Fabric, page 7-8

Copying a Default Policy

SUMMARY STEPS

1. configure terminal

2. qns copy policy-map type fabric-queuing system~i11-policy{prefix Isuffix} prefix-or-sufiix-rranre

3. qos copy policy-map type fabric-queuing system-out-policy [prefix Isuffix}
prefix-or’-sr¢)_'fr'x-iiame

Bison Nexus 7000 Series NX-USDuality oi Sorrricu Eonfiguratinrt Guide
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DETAILED STEPS

Command Purpose

Step1 configure terminal Enters global configuration mode.

Example:
switchfl configure terminal
switch(confiql#

fiepl qos copy pc1icy—maptype fabric—queuing
system-in-poliCY {Prefix | suffix)
prefix—or—suffix—name

Example:
switch(config)# qos copy policy map Lype
fabric—queuing system—in—policyprefix
fab_in_

SIEP3 qos copy po1icy—maptype fabric-queuing
system—out-policy iyrefiix | suffix)
prefix v.r'—.5'u[[ix~namc Sun-ix‘

Example:
switch(config)# qos copy po1icy—maptype
fabricequeuing sysLem—uut—po1icyprefix
fab_out_

Copies the default input policy to create a user defined
input policy with the specified prefix or suffix.

Copies the default output policy to create a user
defined output policy with the specified prefix or

Configuring Cos2q Fabric Mapping

SUMMARY STEPS

1. configure terminal

2. class-map type queuing {system-pql l system-q-default Isystem-q2 l system-q3}~

3. match cos value-range

4. exit

5. Repeat Steps 2 to 4 to configure additional system-defined queues

6. exit

r Ciscn Nexus ‘I000Series NX-OSQuality of Senlice Configuration Guide
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Configuring Fabric 00$ Mapping

Command

configure terminal

Example:
switch# configure terminal

Purpose

Enters global configuration mode.

class—maptype queuing {system-pql
system-q-default i system-q2
system—q3)

Example:
switch(eonfig)R class—maptype queuing
system pql

Configures the class map of type queuing, specifies the
Class map name as the selected system-defined queue
and then enters class-map queuing mode.

match cos value—range

Example:
switch(config—cmap—que)# match cos 0

Sets the C05 value range matched by this queue. You
can specify a range of values by using a hyphen
between the beginning and ending values and 21comma
between values. The range is from O to 7.

exit

Example:
switch(confiq—cmap—que)# exit

Exits class-map queue mode and enters global
configuration mode.

Repeat Steps 2 to 4 to modify C05 values fo
additional system-defined queues.

I

Configuring lngress Buffer Policy

I oi-isazs-01
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I ConfiguringFabric 005 Mapping

SUMMARY STEPS

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

1. configure terminal

Z. policy-map type queuing ingress-policy-name

3. class type queuing system-q-default

4. queue-limit {default I burst-optimized Imesh-optimized Ipercent percent_Qf_queue/imir}

5. exit

Command Purpose

I lénters global configuration mode.configure terminal

Example:
switch# configure terminal

Configures the policy map of type queuing with the
user—definedingress pulicy and enters policy-map
mode.

policy—map type queuing
ingress—policy name

Example:
switch(contig)# policy~map Lype queuing
fab_in_system—in—policy

Specifies the class type queue as system-q-default and
enters policy-map class system mode.

class type queuing system-q-default

Example:
switchIconfig—pmap—sys)fl class type ;
queuing system—q—dcfault I

Configures the queue limit for the system queue.queue—limic {default I burst-optimized |
mesh—optimized I percent
perccnt_0f queuelimjt}

Example:
switch(config—pmap—c—sys)#queue-limit
burst—opLimized

Exits pulicy-map class system mode and enters global
configuration mode.

exit

Example:
switch(config—pmap—sys)# exit

Configuring Egress Queue Bandwidth Allocation

SUMMARY STEPS

1. configure terminal

Z. policy-map type queuing egress-policy-name

3. class type queuing system-pql

4. priority level 1

5. exit

6. class type queuing system-q-default

7. bandwidth [remaining] percent percent

I Cisco Nexus 7000Series NX-OSDuality of Service Configuratiun Guide i
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DETAILED STEPS

I DL-19825-0t

Step 1

Step Z

Step 3

Step 4

Step 5

Step B

Step 7

Step 8

Step 9

8. exit

ConfiguringFabric 0oS'Mapping I

9. (Optional) Repeat Steps 6 to 8 to assign bandwidth or bandwidth remaining for additional
system~defined queues.

Command iPurpose

configure terminal

Example:
switchfl configure terminal

Enters global configuration mode.

policy-map type queuing
egress—poliuy*name

Example:
switch(config)# p0licy—maptyp
fab_out_system—out—policy

e queuing

Configures the policy niap of type queuing with the
uscr-dcfinerl egress policy and enters policy-map
mode.

class type queuing system—pql

Example:
swlLch(config—pmap—sys)# class
queuing system-pqi

type

Speciiics the class type queue as systenrpql and
enters policy-map class system rnodc.

priority level 1

Example:
switch(config—pmap—c—sys)fi pri
level 1

ozity

Configures the priority for system-pql as level 1.

exit

Example:
switch(c0nfig~pmap—c—sys)# exi t

Exits policy-map class system mode and cntcrs global
configuration mode.

class type queuing system-q-de

Example:
switch(config—pmap—sys)# class
queuing systcm—q—default

fault

type

Specifies the class type queue as system—q—defaultand
enters policy»map class system mode.

bandwidth {remaining} percent

Example:
switch{ccnfig-pmap—c—sys)# ban
percent 60

percent

dwidth

Configures bandwidth for system-q-default.

exit

Example:
switch(config—pmap*c syslfl cxi t

Exits policy-map class system mode and enters global
configuration mode.

Repeat Steps 6 to B to configu
bandwidth or bandwidth remaining for t
other non-priority system-defi
queues.

re

ned
he

i Biscn Nexus 7000 Series NX-OSOur-ilitynplService Contiguratinn Guide I
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I Cnnliguration Examples for Febrir:floS Mapping

Configuring the new User-defined Policy on Fabric

SUMMARY STEPS

DETAILEDSTEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

1. configure terminal

2. system fabric

3. service-policy type queuing input irrgr‘e.9s-poiicymanre

4. service-policy type queuing output egi'es.r-policy-onme

5. exit

6. (Optional) show poiicy-map system fabric

Command Purpose

ccrnfiqure tfirminal

Example:
switchti ccnfigure terminal

EEnters global configuration mode.

system fabric
Example:
Switflhiconfigiii system fabric

Enters system fabric mode

sax.-\rica—pcr1icytype queuing input
ingress-policy>name
Example:
switchtconfig-sys—mEab)fl service
type queuing input
fnb_in_system-in—policy

policy

Configures the specified user-defined input policy on
the fabric.

service-policgr type queuing outplzt
egress—pol i cy—name
Example:
switch Ec0rtfiEl*SYS-mfabiit service
type queuing output
tiab_out_system—0ut-policy

policy

Configures the specified user-defined output policy on
the fabric.

exit:

Example:
switch (Q01-i£ig—sys—m£abJll exit
switchtconfigi it

Exits system fabric mode and enters global
configuration mode.

(Optional) show poIl.icy—:n-upsystem
Bxantplea
switchittonfiglii show poJ.icy—mapt
queuing priority_queue1

labric

YPE

(Optional) Displays information about the system
fabric configuration.

Configuration Examples for Fabric 00$ Mapping
I Example: Verifying System Fabric Configuration, page 7-9

Cisco Nexus ZIIJIIJSeries Nll 05 Duality of Service Cont‘ urefinn Guide

I Example: Configuring Cos2q Fabric Mapping, page 7-9

I Example: Configuring the User-defined Poiicy on Fabric. page 7-9
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1 ConfigurationExamples lor Fabric I105Mappiri§—

I Example: ‘verifying System Fabric Configtiralion, page 7-9

I Example: Verifying the QoS Mapping on Fabric, page 7-l0

Example: Copying Default Policy to Create a new User—definedingress and
Egress Policy

The following example shows how to create user-defined policies with the suffix ‘-in’ for ingress policy
and ‘—out’for egress policy:

switchll configure terminal
switchlconfiglll qcl copy po1icy—:|ueptype Eebric-queuing eyetem-in—po1icy auffix -in
Switchlconfiglll qoe ccpy policy—:|ua.ptype fabric-queuing system-cut—po1i::y eufiix —0ut

Example: Configuring Cos2q Fabric Mapping

The following example shows how to configure Coslq fabric mapping for all the system-defined queues:

Switchif configure tflrminll
Switchtconfigllt c1aee—n\aptype queuing system-pqil.
Switchtcon£ig—cmap—que)ll match cos 0
Swit;|:h(config—cmap—que) ll exit;
Switchfconfiglll <:leee—maptype queuing system-q—de£auJ.t
Swi1;chlcon£ig—crnap—queHl match cos 1
Swir;chlconEig—crnap—quelil exit
Switchlconfiiglit class-map type queuing eyetem—q2
Swir.ch(Cor1fig—cn1ap—qucHf match COB 2
switchlcontig-crnap—quel# exit:
swicchiconfiglii cleas-map type queuing ey-etem—q3
switc:h(con£:‘.g-cmap-queJ# match cos 3
Switc:h(conf:i.g—cmap—queJit exit

Example: Configuring the User-defined Policy on Fabric

The following example shows how to configure the user-defined system-in-policy and system-out-policy
on fabric:

Switchlt configure tenninel
Switchlconfiglif system fabric
Sw1‘.l:chlconEig—sys—mEab)#sei-v:lce—pc1icy type queuing input system-in—pe1icy-in
SwitChlCO1'1fig'5y5—mfab)#eei-vir:a—pu1icy type queuing output eyetem-cut-policy-out
SwiLch(Config—sys—r-nfablll exit

Example: Verifying System Fabric Configuration

The following sample output from the show policy-map system fabric command displays the input and
output policy applied on fabric:

Switchlt elww policy-map eystesn fabric

Service—po1icy (queuing) input: syscem~in-po1:l::y—in

Class-map (queuing): system—q—deEaul.l: (mal;ch—arryl
queue-limit; percent 60

Cisco Nexus TODDSeries NX-OS Quality of Service Configuration Guide
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Class—map (queuing):

Class—map (queuing):

Class—map (queuing):

Service—policy (queuing)

Class—map (queuing):

system—pql (ma:ch—any)

system—q2 (matcheany)

system~q3 (match—any)

output: system—out—policy—out

system-q-default (matcn—any)
bandwidth remaining percent 5

Class—map (queuing):
priority level l

Class mup (queuing):

system—pql (match—any)

system—q2 (match—any)
bandwidth remaining percent 5

Class—mup (queuing): system—q3 (match—any)
bandwidth remaining percent S

Example: Verifying the (108 Mapping on Fabric

The following excerpts of the sample output from the Show policy-map type queuing command
displays the QQS mapping on fabric:

Switch# show policy-map type queuing

Type queuing policy maps

policy—map type queuing system—inepolicy
class type queuing system q~deIault

queue~limit default
class type queuing system pql
class type queuing system—q2
class type queuing system—q3

policy—map type queuing system—out—policy
class type queuing system—q—default

bandwidth remaining percent 33
class type queuing system—pq1

priority level 1
class type queuing system—q2

bandwidth remaining percent 33
class type queuing system-q3

bandwidth remaining percent J3

policy—map type queuing fab_in-system—in—policy
class type queuing system-q—default

queueelimit percent 60
class type queuing system—pql
class type queuing system~q2
class type queuing system—q3

pOliCy—maptype queuing fab_out—system—out—policy
class type queuing system—q—default

bandwidth remaining percent 5
class type queuing sysL8m—pql

I Cisco Nexus 7000Series NX-OSQualify 0| Service Configuraliun Guide
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prio1iLy level 1
class type queuing system—q7

bandwidth remaining percent 5
class type queuing system—q3

bandwidth remaining percent 5

Feature History for Fabric Q08 Mapping
Table 7-2 lists the release history for this feature.

Table 7-2 Feature History for Fabric 00$ Mapping

Feature Name [Releases |Feature Information

Fabric Q05 Mapping i6.2(2) ‘This feature Wasinilroduced.

I "UL-15025-01
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Configuring Queuing and Scheduling

This chapter describes how to configure the Q05 queuing and scheduling features on the Cisco NX-OS
device. This chapter includes the following sections:

- Finding Feature Information, page 8-l

- Information About Queuing and Scheduling, page 8-l

I Licensing Requirements for Queuing and Scheduling, page 8-4

I Prerequisites for Queuing and Scheduling, page S-4

' Guidelines and Limitations, page S-5

¢ Configuring Queuing and Scheduling, page S-5

I Enabling DSCP to Queue Mapping, page B-31

1 Configuration Examples for Queuing and Scheduling, page 8-32

I Feature History for Queuing and Scheduling, page 8-35

Finding Feature Information
Yoursoftware release might not support all the features documented in this module. For the latestcaveats
and feature information, see the Bug Search Tool at https:f/tools.cisco.comIbugsearchi' and the release
notes for your software release. To find information about the features documented in this module, and
to see a list of the releases in which each feature is supported, see the “New and Changed Information”
chapter or the Feature History table below.

Information About Queuing and Scheduling
Traffic queuing is the ordering of packets and applies to both input and output of data. Device modules
can support multiple queues, which you can use to control the sequencing of packets in different traffic
classes. You can also set weighted random early detection (WRED) and taildrop thresholds. The device
drops packets only when the configured thresholds are exceeded.

Traffic scheduling is the methodical output of packets at a desired frequency to accomplish a COnSiStent
flow of li‘3fTiC.You can apply traffic scheduling to different traffic classes to weight the traffic by
priority.

The queuing and scheduling processes allow you to control the bandwidth that is allocated to the traffic
classes, so that you achieve the desired trade-off between throughput and latency for your network.

I Ill.-l9B25-I11
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Table 8-1 describes the system-defined queues that you can use to perform queuing and scheduling.

Table 8-1 System-Defined Queue Types

llueue Type lDirectiun Descflpfion

2q4t Input 2 queues with74WRED or tail drop thresholds per queue

lp3q4t Output 1 strict priority plus 3 normal queues with 4 WRED or tail-drop
thresholds per queue

8q2t Input queues with 2 tail drop thresholds per queue

1p7q4t Output il strict priority queue plus 7 normal queues with 4 WRED or
tail drop thresholds per queue

lp7qlt Output l strict priority queue plus 7 normal queues with IWRED or tail
drop thresholds per queue

lp3qlt Output l strict priority queue plus 3 normal queues with l WRED or
tail drop thresholds per queue

2p2qlt

2p6q1t

Output 2 strict priority queues plus 2 normal queues with l WRED or
tail drop thresholds per queue

Output 2 strict priority queues plus 6 normal queues with 1 WRED or
tail drop thresholds per queue

3pit]it Output 3 strict priority queues plus l normal queue with 1 WRED or
tail drop thresholds per queue

3p5qlt Output 3 strict priority queues plus 5 normal queues with 1 WRED or
tail drop thresholds per queue

The queues match on the class of service (CoS) field. The device ensures that every CoS value from O
to 7 maps to a queue for each queue type. Only one queue for a queue type can be assigned with a specific
CoS value. For more information about the system-defined queues, see Table 2-3.

DSCP-to-queue mapping is disabled by default. Use the hardware qos dsep-to-queue ingress
command to enable DSCP mapping on the modules.

Table 8-2 describes the system-defined DSCP queuing class-maps with the default DSCP values.

Table8-2 System-Defined Queuing Class Maps with Default DSCP Values

Class Map Queue
Name Description Default DSCP Value

8q2t-in-ql ingress queue l of type 8q2t 40-63

8q2t-in-q2

8q2t-in~q3

Ingress queue 2 of type 8q2t —

Ingress queue 3 of type 8q2t ~—

8q2t“in~q4 Ingress queue 4 of type 8q2t ——

8q2t-in-q5 ingress queue 5 of type 8q2t —

8q2t-in-q6 Ingress queue 6 of type 8q2t —

8q2t~in~q7 Z Ingress queue 7 of type 8q2t —

8q2t-in-q-default Ingress default queue of type 8q2t (J-39

I Bison Nexus 7000Series NX-OS[luality ul Senlice Configuration Guide V "W
ct-19825-n1 l
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This section includes the following topics:

I Setting Ingress Port CoS, page 8-3

I Modifying Class Maps, page 8-3

- Congestion Avoidance. page 8-3

I Congestion Management. page 8-4

' Virtualization Support, page 8-4

I Enabling DSCP to Queue Mapping, page 8—3l

Setting lngress Port CoS

You can set the CoS field in all ingress packets for untrusted ports. By default. ports are trusted and the
CoS field is not modified. You can use this method to configure the port state to trusted or untrusted.

For information about configuring ingress port CoS, see the “Configuring Iugress Port C08” section on
page 8-6.

Modifying Class Maps

A

You can modify the CoS values that are matched by system-defined queuing class maps, which modify
the CoS-to-queue mapping. Table 2-3 on page 2-8 lists the default system-defined CoS values. Each C05
value appears only once in the queues of the same type.

If you want to change the system-default queuing class maps, you must also change the queuing policies
applied on the interfaces because any changes in the queuing class maps causes traffic disruptions and
might also cause packet drops.

Caution

$
Note

§~.

When you modify It system-defined queuing class map, the changes occur immediately and it might
disrupt traffic on all virtual device contexts (VDCS).

l5ortraffic crossing Layer 3, the queue mapping CoS-to-queue occurs automatically.

For information about configuring class maps, see the “Modifying Queuing Class Maps for COS"
section on page S-8.

Note Starting from Cisco NXOS Release 62(2), DSCP-to-queue mapping on ingress class maps is supported
on M Series IOG modules. However, the DSCP-to-queue mapping on all egress class maps is not
supported.

Congestion Avoidance

You can use the following methods to proactively avoid lraflic congestion on the device:

I Apply WRED to a class of traffic, which allows the device to drop packets based on the CoS field.
WRED is designed to work with TCP traffic.

Bison Nexus TtlllflSeries NX-OSQuality of Service tioniiguratin Guido
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0 Apply tail drop to a class of traffic, which allows the device to drop packets based on the C03 field.

' Apply WRED to a class of traffic, which allows the device to drop packets based on the DSCP field.
WRED is designed to Workwith TCP traffic.

I Apply tail drop to a class of traffic, which allows the device to drop packets based on the DSCP field.

For information about configuring congestion avoidance, see the “Modifying Queuing Class Maps for
DSCP” section on page 8-l0.

Congestion Management

For ingress packets, you can configure congestion management by specifying a bandwidth that allocates
a minimum data rate to a queue.

For egress packets, you can choose one of the following congestion management methods:

' Specify a bandwidth that allocates a minimum data rate to a queue.

~ Impose a maximum data rate on a class of traffic so that excess packets are retained in a queue to
shape the output rate.

' Allocate all data for a class of traffic to a priority queue. The device distributes the remaining
bandwidth among the other queues.

For information about configuring congestion management, see the “Configuring WRED by DSCP
Values” section on page 8~l9.

Virtualization Support

A \/DC is a logical representation of a set of system resources. Other than configuring class maps,
queuing and scheduling apply only to the VDC where the commands are entered. For information about
configuring class maps, see the “Modifying Queuing Class Maps for COS” section on page 8-8.

For information about configuring VDCs, see the Cisco Nexus 7000 Series NX-OS Virtual Device
Context C0n_figumti0/1Guide, Release 5.x.

Licensing Requirements for Queuing and Scheduling
The following table shows the licensing requirements for this feature:

Product lLicense Requirement

r Cisiawlllexus1000Series NX-OSDuality of Seniice Configuration Guide i

Cisco NX-OS The QoS feature docs not a require license. Any feature not included in a license package is bundled with
the Cisco NX-OS system images and is provided at no extra charge to you. For a complete explanation of
the Cisco NX—OSlicensing schcinc. see the Cisco NX-OS Licensing Guide.

However, using VDCs requires an Advanced Services license.

Prerequisites for Queuing and Scheduling
Queuing and scheduling have the following prerequisites:

0L-19825-U1 l
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You must be familiar with Chapter 2, “Using Modular Q05 CLI.”

You are logged on to tl1eswitch.

You are in the correct VDC. A VDC is a logical representation of a set of system resources. You can
use the switchto vdc command with a VDC number.

Guidelines and Limitations
Queuing and scheduling have the following configuration guidelines and limitations:

O

I

Configure system—definedclass maps with care because the changes occur immediately and traffic
might be disrupted on all VDCs.

Defining the CoS with the match cos command is not supported for custom configured class maps.

Specifying DSCP values fora class map with the match dscp command is not supported for custom
configured class maps.

When you are working with 10-Gigabit Ethernet ports in the shared mode, the egress queuing policy
applies to all the ports in the port group. With the 10-Gigabit Ethernet ports in shared mode, all the
ports in the port group must be in the same VDC. For information about the shared and dedicated
modes, see the Cisco Nexus 7000 Series NX-OS Interfaces Configuration Guide, Release 6.x. For
information about the port groups, see the Cisco Nexus 7000 Series Hardware Installation and
Reference Guide.

You cannot set either the queue limit or WRED on ingress 10-Gigabit Ethernet ports except for the
8 port, 10-Gigabit Ethernet I/O module.

Configuring Queuing and Scheduling
Queuing and scheduling are configured by creating policy maps of type queuing that you apply to either
traffic direction of an interface. You can modify system-defined class maps, which are used in policy
maps to define the classes of traffic to which you want to apply policies.

Additional considerations are as follows:

Changes to system class maps take effect immediately across all VDCs.

The specified CoS values immediately map to the new queues.

Changes are disruptive.

The traffic passing through ports of the specified port type experience a brief period of traffic loss.
All ports of the specified type are affected. For example. if you change COS-to-queue mapping for
the Ml 10G egress interface type, all Ml 10G ports in all VDCs experience a brief disruption.

Performance can be impacted.

If one or more ports of the specified type do not have a queuing policy applied that defines the
behavior for the new queue, then the traffic mapping to that queue might experience performance
degradation.

If you change the CoS-to-queue mapping by modifying the queuing class maps, you must ensure
that a new queuing policy was applied to all ports of that type that use the new queues.

lf you change the DSCP~to—ingress-queuemapping by modifying the queuing class maps, you must
ensure that a new queuing policy is applied to all ports of that type that use the new queues.

i Cisco Nexus 7000Series NX~0SDuality nl Service Configuration Guide
I of-58025-n1
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0 By default, nonused queues do not have an allocated buffer. Allocate buffers to these queues to avoid
tail drop.

¢ Changes to system class-maps are made only on the default VDC.

For information about configuring policy maps and class maps, see Chapter 2, “Using Modular Q03
CLI.“

You can configure the congestion-avoidance features, which include tail drop and WRED, in any queue.
You can configure one of the egress congestion management features, such as priority, shaping. and
bandwidth, in output queues. and you can configure bandwidth in input queues.

We recommend that you modify the CoS value before you create a policy map. You can modify the CoS
values that are matched by device-defined class map queues. You must assign each CoS value from Uto
7 to one or more ofthe queues for each queue type. Each CoS value is used only once in each queue type.

We recommend that you modify the DSCP value before you create a policy map. You can modify the
DSCP values that are matched by device-defined class map queues. You must assign each DSCP value
from Oto 63 to one or more of the queues for each queue type. Each DSCP value is used only once in
each queue type.

The system-defined policy maps default-in-policy and default-out-policy are attached to all ports to
which you do not apply a queuing policy lllap. The default policy maps cannot be configured. For more
information about the default policy maps, see Table 2-5.

This example shows that if you downgrade from Release 40(3) to Release 4.0(2) and enter the show
running-configuration command. the input default queuing policy has an unknown enum in the display:
switchit showrunning-confiq
version 4,D(2]

policy—maptype queuing default-in-policy
class type queuing Ltnknownsnum D
queue—].im:it percent S0
bandwidth percent BO
Class type queuing ianknflwn enurrt Cl
queue-limit percent 50
bandwidth percent; 20

If you copy and paste this configuration into any Cisco NX-OS release, the device sends errors while
executing all the commands starting from the policy-map type queuing default-in-policy command.
You can ignore these errors because they do not affect the performance of the device.

This section includes the following topics:

I Configuring Ingress Port CoS, page 8-6

I Modifying Queuing Class Maps for COS, page 8-B

' Modifying Queuing Class Maps for DSCP, page 8-10

I Configuring WRED by DSCP Values, page 8-19

I Configuring Queue Limits, page 8-29

Configuring lngress Port C08

To make a port untrustecl, set the CoS value to a static value.

Ciscu Nexus H100Series NX-USDuality of Service Cnniigurntinn Guide
' i " at-19025-0|1
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Note I By default, ports are trusted (trust C05) and the CoS field is not modified. When you configure the

%.

ingress port CoS value, the port becomes untrusted.

' For the untagged bridged traffic, 21Cisco Nexus 7000 Series device ignores the Differentiated
Services Code Point (DSCP) and queues on ingress and egress directions, if the COS value is O.

~ By default, Layer 3 ports trust DSCP and also copy the DSCP value to CoS.

You use the ingress default queues from the system-defined queue classes for the type of module to
which you want to apply the policy map. For the list of system-defined class maps for each type of
module, see Table 2-3 on page 2—8.

The CQSvalues set using this procedure apply to all packets that ingress the specified interfaces, notjust
to the class-default packets. If you set the CoS value, the device modifies the value before ingress
queuing and scheduling so the CoS-modified packets are classified differently.

Note

%.

If you want to change the system-defined queuing class maps, you must either modify the configured
queuing policies or create new queuing policies and attach these policies to the affected interfaces. If
you fail to do so, you can render the default queuing or the configured queuing policies invalid, which
might affect the interfaces in multiple VDCs.

Note

SUMMARY STEPS

When DSCP is enabled and configured on a queue, and ifthe port is untrustued, and an ingress port cos
is configured, DSCP is considered for queuing.

1. configure terminal

Z. policy-map type queuing [match-first] {p0licy~map-nameI que-dynamic]

3. class type queuing class-queuing-nanze

4. set cos value

5. exit

6. (Optional) show policy-map type queuing [policy-map-name Ique-dynamic]

7. (Optional) copy running-eonfig startup-config

l ot-iaszs-01
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DETAILEDSTEPS

Step1

Step Z

Step 3

Step 4

Step 5

Step 6

Step 7

Command Purpose

configure terminal

Example:
switchfl configure terminal
switch(configl#

Enters global configuration mode.

policy—maptype queuing [match-Eirsfl
[policy—map~name | qua-dynamic}

Example:
switch(config)fl po1icy—maptype queuing
unLrusted,pore_cos
switch(config—pmap—que)#

Configures the policy map of type queuing, and then
cntcrs policy-map mode for the policy-map namc that
you specify. Policy-map names can contain alphabetic,
hyphen, or underscore characters, are case sensitive,
and can be up to 40 characters.

class type queuing ClaSS—queuing—namC

Example:
switch(config)# class type queuing
2q4t—in—q-default
switch(config—pmap—c—que)#

Configures the class map of type queuing, and thcu
enters policy—mapclass queuing mode. Class queuing
names arc listcd in Table 2s3.

Note To configure port COS, you can use only an
ingress default system-defined queue type.

set cos value

Example:
switchlconfig—pmap—c—que)# set cos 5

lSets the COSfield in all ingress packet to the value
specified. The range is from Oto 7.

exit

Example:
switch(config—cmap»que]fl exit
switch(c0nfig)N

Exits policy-map queue rnodc, and enters global
configuration mode.

show policy-map type queuing
[pulicy>map—name | qua-dynamic]

Example:
swiLch(config)# show po1icy—maptype
untrusLed_portWcos

(Optional) Displays information about all configured
policy maps or a selected policy map of type queuing.

copy running-ccnfig starbup—config

Example:
Switch(C0nfig)# copy running config
startup-config

(Optional) Saves the running configuration to the
startup configuration.

Modifying Queuing Class Maps for COS

You can modify the CoS values that are matched by system~defined class maps. Table 2-3 on page 2~8

s.

lists the default systenrdefined CoS values.

The system-defined class maps can bc changed only from the default VDC. Changes occur immediately
and are applied to all ports on all VDCs that use the modified class map.

Note When you modify a system-defined class map, the changes occur immediately and might disrupt traffic
on all VDCs that use the modified class map.

Cisco Nexus ‘I000Series lllX-UVSlluality of Senrice Cunliguratiun Guide i
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BEFORE YOU BEGIN
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Note

SUMMARY STEPS

DETAILED STEPS

Step 1

Step 2

Step II

Defining the COSwith the match cos command is not supported for custom configured class~maps.

The device automatically modifies the CoS values that you configured in other queues so that each C05
value appears only once in the queues of the same type.

Ensure that you are in the default VDC for the device.

1. configure terminal

2. class-map type queuing match-any {0/ass-qusuing-nanze I WORD}

3. match cos value-range

Ii. (Optional) Repeat Steps 2 and 3 to modify CoS values for additional queues

5. exit

6. (Optional) show class-map type queuing [class-queuing-name]

7. (Optional) copy running-cunfig startup-config

Command Purpose

configure terminal

Example:
switchfl configure terminal
switch(config)#

5Enters global configuration mode.

class—map type queuin
class—queuing—name

Example:
switch(config)# Cl&SS—maptype queuing

p .match—any lp3q4t—out—
switch(config~cmap—qu

g mat¢h—any Configures the class map of type queuing, and then
enters class-map queuing mode. Class queuing names
are listed in Table 2-3.

Note The match on WORD is used for defining
hierarchical class-maps in a queuing policy.
The argument, WORD, is supported only on
the F-Series Modules.

ql.
e)#

match cos vaiue—range

Example:
switch(config—cmap—qu

Sets the COS value range matched by this queue. You
lcan specify a range of values by using a hyphen
between the beginning and ending values and a comma

elil inatch O—3,7 V y
between values. The range is trom 0 to 7.

I 0L-19825-D1
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Step 4

Step 5

Step 6

Step 7

Command

Chapter 8 Configuring Queuing and Scheduling |

Purpose

Repeat Steps 2 and 3 to modify CoS values for
additional queues.
exit

Example:
switch(nonfig—cmap—que)# exit
switch(nonfig)#

Exits class-map queue mode and enters global
configuration mode.

show class—i-nap type queuing
[class queuing—name]

Example:
switchlconfliglfi show c1ass~map type
queuing

(Optional) Displays information about all configured
class maps or a selected class map of type queuing.
Class queuing names are listed in Table 2-3.

copy running-config seareup—con£ig

Example:
switchtccnfiqll copy running—config
startup—config

(Optional) Saves the running configuration to the
staitup configuration.

Modifying Queuing Class Maps for DSCP

You can modify the DSCP values that are matched by system~defined class maps. The system-defined
class maps can be changed only from the default VDC. Changes occur immediately and are applied to
all ports on all VDCs that use the modified class map.

%.

T0 allow the modifications to be implemented, the DSCP~to—queuemapping must be enabled. if you have
not enabled the DSCP~to-queuemapping earlier, you can use the hardware qos dscp-to-queue ingress
module type command to enable DSCP-to-queue mapping.

To disable the DSCP mapping, use the no hardware qos dscp-to-queue ingress command.

Note

BEFORE YOU BEGIN

SUMMARY STEPS

When you modify a system-defined class map, the changes occur immediately and might disrupt traffic
on all \/DCs that use the modified class map.

The device automatically modifies the DSCP values that you configured in other queues so that each
DSCP value appears only once in the queues of the same type.

Ensure that you are in the default VDC for the device.

1. configure terminal

2. (Optional) hardware qos dscp-to-queue ingress module type {all I f-series Im-series}

3. class-map type queuing match-any class-queuing-l1aI1ze

4. match dscp value-range

5. (Optional) Repeat Steps 5 and 6 to modify DSCP values for additional queues

B. exit

I Cisnu Nexus 7000Series NX-OSllualityyol Service Configuration Guide _
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DETAILEDSTEPS

Step 1

Step2

Slep 3

Step 4

Step 5

Step B

Configuringflueuing and Scheduling I

Command Purpose

confirrure terminal Enters global configuration mode.

Exalnplar
switchii configure terminal
switchlconfigiit

(Optional) Enables the dscp-to-queue mapping on the
specified moduie(s).

hardware qo: dscp-to-queue ingress
module typo {:11 i E-series i m—sez-inn}

Use the hardware qus dscp-to-queue ingress module
type command if you have not enabled dscplto-queue
mapping.

E-1;-ample:
switchlconfigiil hardware qos
deicp-r:o—queue ingress module type i
m—series

Clhifl-map type queuing match-any
c.lerss—queuing—na.rne

Configures the class map of type queuing, and then
enters class—mapqueuing mode.

Bxuznplax
sw:il:ch(con£igJ# clasermap type queuing
match-any Bq2t—in—q1
swibchiconfig-cmap-quelil

IMI‘-chdeco value-range Sets the DSCP value range matched by this queue. You
can specify a range of values by using a hyphen
between the beginning and ending values and a
eommafspacc between values. The range is from 0 to
63.

Example:
swit::h£con£ig—cm-ap—queili match 5-6

Repeat Steps 2 and 3 to modify DSCP values —
for additional queues.

exit Exits class—1uapqueue mode and enters global
configuration mode.

Example:
switchiconfig-cmap-que)# exit
switchiconfigl ii

Configuring Congestion Avoidance

%.

You can configure congestion avoidance with tail drop or WRED features. Both features can be used in
ingress and egress policy maps.

Note WRED and tail drop cannot be configured in the same class.

This section includes the following topics:

I Configuring Tail Drop by COS Values. page 8-12

I Configuring Tail Drop by DSCP Values, page 8~l4

' Configuring WRED by COS Values, page 3-16

- Configuring WRED by DSCP Values. page 8-I9

I ot-19025-n1
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Configuring Tail Drop by COSValues

You can configure tail drop on both ingress and egress queues by setting thresholds by CoS values. The
device drops packets that exceed the thresholds. You can specify a threshold based on the queue size or
buffer memory that is used by the queue.

Note You cannot configure the queue size on ingress 10-Gigabit Ethernet ports except for the 8-port,
10-Gigabit Ethernet 1/O module.

You use the system-defined queue classes for the type of module to which you want to apply the policy
map. See Table 2-3 on page 2-8.

§t ' ,
Note WRED and tail drop cannot be configured in the same class.

Eisco Nexus 7000 Series NX-OSQuality of Senlice Configuration Guitljw K
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SUMMARY STEPS

DETAILED STEPS

l OL-19025-01

Step 1

Step 2

Step 3

Step 4

Step 5

1. configure terminal

ConfiguringQueuing and Scheduling I

2. policy-map type queuing [match-first] {queuing~p0licy-map-namel que-dynamic}

3. class type queuing class-queuilig-name

4. queue-limit cos value {threshold [packets l bytes I kbytes Imbytes Ims Ius] Ipercent
perce/1z_0f_qu.euelimit}

5. (Optional) Repeat Step 4 to assign tail drop thresholds for other CoS values.

6. (Optional) Repeat Steps 3 through 5 to assign tail drop thresholds for other queue classes.

1. exit

B. (Optional) show policy-map type queuing lpo/icy-map-name l que-dynamic]

9. (Optional) copy running-cnnfig startup-config

Command Purpose
configure terminal

Example:
switchfi configure terminal
switch(configl#

Enters global configuration mode.

policy-map type queuing {match-first]
[quening—p0licy—map—name | que-dynamic]

Example:
switch(c0nfig)# po1icy—maptype queuing
shape_queues
switch(config—pmap—que)#

class type queuing class—queuing~name

Example:
switch(config)# class type queuing
1p3q4t—out—pql
switch(confio—pmap—c—que)#

Configures the policy map of type queuing, and then
enters policy-map mode for the p0licy»map name you
specify. P0licy~map names can contain alphabetic,
hyphen, or underscore characters, are case sensitive,
and can he up to 40 characters.

Configures the class map of type queuing, and then
enters policy-map class queuing mode. Class queuing
names are listed in Table 2-3.

queue—limiecos value (threshold
[packets | bytes | kbyces l mbytes l ms
| us] l percent percenc_of_queuelimic)

Example:
SWitCh[config pmap—e—que)#qucuc—limit
cos b 10 mbytes

Assigns a tail drop threshold based on the queue size
or percentage of the buffer memory that is used by the
queue. The device drops packets that exceed the
specified threshold. Youcan configure the threshold by
the number of packets, number of bytes. or the
duration of time at the underlying interface minimum
guaranteed link rate. The default threshold is in
packets. The size is from l to 83886080. The duration
is from 1 to 83886080. The percentage is from 1 to
100.

The example shows how to set 21tail drop threshold for
packets with a COS of 5 to a maximum size of 10 MB.

(Optional) Repeat Step 4 to assign tail drop
thresholds for other CoS valucs.

i Ciscn Nexus 7000Series NX-OSQuality of Service Conligurationfilliuirley I
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Step 6

Step 7

Step 8

Step 9

i tihapter B Configuring Queuing and Scheduling |

Command Purpose

(Optional) Repeat Steps 3 through 5 to assign
tail drop thresholds for other queue classes.
exit

Example:
switchlconfig-cmap—que]# exit
switch(config)#

Exits policy-map queue mode and enters global
configuration mode.

show policy—map type queuing
[policy—map*name I que—dynamic]

Example:
switch(config)# show p0licy—maptype
queuing shape_queues

(Optional) Displays information about all configured
policy maps or a selected policy map of type queuing.

copy running-config startup-config

Example:
switch(config)fi copy running—config
sturLup~config

(Optional) Saves the running configuration to the
startup configuration.

Configuring Tail Drop by DSCPValues

You can configure tail drop on ingress queues by setting thresholds by DSCP values. The device drops
packets that exceed the thresholds. Youcan specify a threshold based on the qucue size or buffer memory
that is used by the queuer

I Disco Nexus 7000Series NX'USDuality oi Sfnrioe Qontiguration Guide
0L-19825-D1 l



| Chaptert! Configuring[lueuing amiScheduling if W

SUMMARY STEPS

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

V V Cisep Nexus 7000 Series NX-OS Quality oi Senlice Configuration GuideI 0L-19825-01 JE

1. configure terminal

ConfiguringHueuing and Scheduling I

2. policy-map type queuing queuing-palicy-map-name

3. class type queuing class-queuing-naz-ne

4. queue-limit dscp value {qucue~siz@I percent percent_0f_queuelirniz}

5. (Optional) Repeat Step 4 to assign tail drop thresholds for other DSCP values.

6. (Optional) Repeat Steps 3 through 5 to assign tail drop thresholds for other DSCP queue classes.

7. exit

8. (Optional) show policy-map type queuing [p0licy~map-name]

9. (Optional) copy running-config startup-cunfig

Command Purpose

configure terminal

Example:
switchfl configure terminal
switch(c0nfiq)h

$Enters global configuration mode.

policy-map type queuing
queuing~policy—map—name

Example:
switch(config)# po1icy—maptype queuing
test_dscp
switch(config~pmap—que)#

Configures the policy map of type queuing, and then
enters policy-map mode for the policy-map name you
specify.

class type queuing class—queuinq~name

Example:
switch(config)# class Lypequeuing
8q2t—in—q3
switch(ccnfig—pmap—c—que)#

Configures the class map of type queuing, and then
enters policy-map class queuing mode.

queue—limit dscp value (queue-size
percent perccnt_of_queuelimit}

Example:
switch(conflg—pmap—c—que]# queue—1imit
dscp 12 percent 50

Assigns a tail drop threshold based on the queue size
or percentage of the buffer memory that is used by the
queue. The device drops packets that exceed the
specified threshold.

(Optional) Repeat Step 4 to assign tail drop
thresholds for other DSCP values.
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Step E

Step 7

Step 8

Step 9

Command

Chapter 8 Configuring Queuing and Scheduling |

Purpose

(Optional) Repeat Steps 3 through 5 to assign
tail drop thresholds for other DSCP queue
classes.

I

I

exit

Example:
switchIconfig—cmap—que)# exit
switch[config)#
show policy-map type queuing
[policy—map—name]

Example:
switch(config)# show policy map typo
queuing shape_queues

Exits policy-map queue mode and enters global
configuration mode.

(Optional) Displays information about all configured
policy maps or a selected policy map of type queuing.

copy running-config startup-config

Example:
switch(config)N copy running—config
startup config

(Optional) Saves the running configuration to the
startup configuration.

Configuring WRED by COS Values

Before configuring WRED, ensure that the CoS values are there (see the “Modifying Queuing Class

S.
Note

%.

Maps for COS” section on page 8-8).

You can configure WRED on both ingress and egress queues to set minimum and maximum packet drop
thresholds. The frequency of dropped packets increases as the queue size exceeds the minimum
threshold. When the maximum threshold is exceeded, all packets for the COSvalue are dropped.

You cannot configure WRED on ingress l0-Gigabit Ethernet ports except the 8-port 10-Gigabit
Ethernet I/O module.

You can configure WRED thresholds by the CoS value, and configure a single WRED threshold to use
on all COS values that you do not specifically configure.

Note

SUMMARY STEPS

WRED”and tail drop cannot be configured in the same class. N

You use the system-defined queue classes for the type of module to which you want to apply the policy
map. See Table 2-3 on page 2-8.

1.

2.

configure terminal

3. class type queuing class-queuing-name

policy-map type queuing [match-first] {queuing-policy-map-nameIque-dynamic}

4. random-detect cos-based [aggregate [minimum-threshold] {min-threshold [packets Ibytes I
kbytes Imbytes Ims Ius] Ipercent min-percent-of-qsize} [maximum-threshold] {max-threshold
[packets I bytes I kbytes I mhytes I ms Ius] I percent max-percent-of-qsize}]

I Cisco Nexus 7000Series NX-USDuality oi Senrice Configuration Guide
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random-detect {cos cus—lisl[minimum-threshold] {miIz—tlzre.s'h0lrl[packets Ibytes I kbytes I
mbytesl ms Ius] Ipercent mi11-percenz~0f-qsize][maximum-threshold] {max-threshold [packets
I bytes I khytes I mbytes Ims I us] I percent max-percent-of-qsizeII

(Optional) Repeat Stop 5 to configure WRED for other CoS values.

(Optional) Repeat Steps 3 through 6 to configure WRED for other queuing classes.

exit

(Optional) show policy-map type queuing [policy-map-name Iquc-dynamic]

(Optional) copy running-config startup-config

I UL-19825-01
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DETAILED STEPS

Command Purpose

Step1 7configure terminal

Example:
switchii configure terminal
switch(config)#

Enters global configuration mode.

Step2 po1icy—maptype queuing [match-first]
[queuing~polic'y—map—narne qua-dynamic]

Example:
switchlconfiglll policy—maptype queuing
shapc_queues
st-viLch(config-pr-nap»que)it

Configures the policy map of type queuing, and then
enters policy-map mode for the policy—mapname you
specify. P0licy—mapnames can contain alphabetic,
hyphen, or underscore characters, are case sensitive,
and can he up to 40 characters.

Step:-I class type queuing classequeuingflzame

Example:
switc:h(configl# class type queuing
‘lp3q4t:—out—pql
swi tch (config—pmap—c—que) it

Configures the class map of type queuing, and then
enters policy-map class queuing mode. Class queuing
names are listed in Table 2-3.
l

random-detect cos-based [aggregate
lminizmun-threshold] [zni'n—threshold
[packets | bytes | kbytes l mbytes I ms
l us] l percent rnin——percent—of—qsize}
maximum-threshold] lmax—threshold

ackets l bytes l kbytes | mbytes | ms
us] | percent max percenL—of~qsize)]

Step 4

-iq f‘W

Example 1:
switch(conFig—pmap—c—quel#ranolorwdetect
cos—bas-ed aggregate 1C~mbytes 20 mbytes

Example 2:
switch (confiq—i:>rnap—c—que)it randorrvdetect
cos—baseclagqreqate percent 10 percent
20

Configures WRED for all CoS values not configured
by a CoS-specific random-detect command‘ Youcan
specify minimum and maximum thresholds used to
drop packets from the queue. You can configure
thresholds by the number of packets, number of bytes,
the duration of time at the underlying interface
minimum guaranteed link rate, or as the percentage of
queue size. The minimum and maximum thresholds
must be of the same type. If no aggregate arguments
are supplied, no aggregate WRED is configured. The
default threshold is in packets. The thresholds are from

Note You must enter this command, even if you
enter the command with no values.

Example l shows how to set the aggregate WRED
thresholds for nonconfigured classes of traffic to a
minimum of 10 MB and a maximum of 20 MB.

Example 2 shows how lo set the aggregate WRED
thresholds for noneonfigured classes of traffic to a
minimum of l0 percent and a maximum of 20 percent
of the queue size.

Note You can specify only one random-detect
cos-based command in a class.

1 to 83886080. The percentage range is from 1 to 100.

Cisco Nexus 7lllllJSeries NX-OSQuality nl Senrice Cunliguratinn Guide
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Step 5

Step 6

Step 7

Step B

Step 9

Step 10

Configuring[lueuing and Scheduling I

Command Purpose

random-detect {cos cos—list
[[minimum—thresho1d] (min—threshoid
[packets l bytes | kbytes | mbytes
l us] l percent min—percent—ot~qsiz
[maximum—threshold] {max—threshold
{packets l bytes l kbytes | mbyces
l us] | percent max—percent~of—qsiz

Example 1:
switch(config—pmap—c~que)# random—de
cos 5,7 15 mbytes 20 mbytes

Example 2:
switch(config—pmap—c—que)# random—de
cos 5 percent S percent 15

| ms
ell

I ma
ell

tect

CECE

(Optional) Configures WRED for specific CoS values.
You can specify minimum and maximum thresholds
used to drop packets from the qucuc. You can
configure thresholds by the number of packets, number
of bytes. the duration of time at the underlying
interface minimum guaranteed link rate. or as the
percentage of the queue size. The minimum and
maximum thresholds must be of thc same type. The
default threshold is in packets. Thresholds are from l
to 83886080. The percentage range is from 1 to 100.

Example l shows how to set the aggregate WRED
thresholds for CoS values 5 and 7 to a minimum of 15
MB and a maximum of 20 MB.

Example 2 shows how to set the aggregate WRED
thresholds for CoS value 5 to a minimum of 5 percent
and a maximum of 15 percent of the queue size.

(Optional) Repeat Step 5 to configure W
for other CoS values.

RED
r

l

(Optional) Repeat Steps 3 through 6 to
configure WRED for other queuing classes.
exit

Example:
switch(config—cmap-que)# exit
switch(config)#

Exits policy—mapqucuc mode and enters global
configuration mode.

show policy-map type queuing
[p0licy—map—name l qua-dynamic]

Example:
switch(config)# show po1icy—maptyp
queuing shape_queues

6

(Optional) Displays information about all configured
policy maps or a selected policy map of type queuing.

copy running-coniig startup—config

Example:
switch(config]# copy running~con£ig
startup—config

(Optional) Saves the running configuration to the
startup configuration.

Configuring WRED by DSCP Values

s.
Nole

Before configuring WRED, ensure that the DSCP values are present (see the “Modifying Queuing Class
Maps for DSCP” section on page 8~lO).

You can configure WRED on ingress queues to set minimum and maximum packet drop thresholds. The
frequency of dropped packets increases as the queue size exceeds tl1cminimum threshold. When the
maximum threshold is exceeded, all packets for the DSCP value are dropped.

You cannot configure WRED on ingress l0-Gigabit Ethernet ports except for the 8-port 10-Gigabit
Ethernet I/O module.

I DL-19825-01
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Youcan configure WRED thresholds by the DSCP value, and configure a single WRED threshold to use
on all DSCP values that you do not specifically configure.

\». YT

Note WRED and tail drop cannot he configured in the same class.

SUMMARY STEPS

1. configure terminal

2. policy-map type queuing queuing-policymap-name

3. class type queuing class-queu.irig-name

4. random-detect dscp-based [aggregate [minimurn-threshold] {mimthresltold [packets Ibytes I
kbytcs Imbytes I ms I us] I percent mi/it-percent-of-qsize} [maximum-threshold] {ma.x-tlzreshold
[packets I bytes I kbytes Imbytes I ms I us] I percent nmx-percent-of-qsize}]

5. (Optional) random-detect {dscp a'scp~valu.e [minimum-threshold] {I7Zl>I’l-I/Z!‘€.i‘/'I.O{flI[packets I
bytes I kbytes I mbytes I ms Ius] Ipercent nzin-percent-of-qsize} [maximum-threshold]
{max-threshold [packets I bytes I kbytes I rnbytes I ms I us] Ipercent max~percenr-of-qsize}}

6. (Optional) Repeat Step 5 to configure WRED for other DSCP values.

7. (Optional) Repeat Steps 3 through 6 to configure WRED for other DSCP queuing classes.

B. exit

Ciecn Nexus 7000Series NX-OSQuality of Service Configuration Guide _ W i
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DETAILED STEPS

Step1

Step 2

Step 3

Step 4

ConfiguringQueuing and Schetluling I

Command Purpose

configure terminal

Example:
switchil configure terminal
swiLch(config) it

fllllntersglobal configuration mode.

policy-map type queuing
queui rig-pol 1'cy—map—name

Example:
switch(config)# p0l.icy—maptype queuing
test_dscp
swit:r".h(config—pmap—que)it

Configures the policy map of type queuing, and then
enters policy-map mode for the policy-map name you
specify.

class type queuing cl.ass—queuing—name

Exarrrple:
switcl'i(config}tt class type queuing
8q2t—in*q4
switchlccnfig —pmap—C—qL1G)it

Configures the class map of type queuing, and then
enters policy-map class queuing mode.

:random—detecl:dscp-based [aggregate
[mi.n:i.rnu.m-threshold] (min—threshold
[packets | bytes | khytes l mbytee | ms
L us] | percent min—percen!:—of—qsize}
[maximum-—threshold] (max—t:hresh0.ld
[packets \ bytes l kbytes l mbytes | ms
l us} l percent max~percent:—of—qsize}]

Example IL:
swit:ch(config—p1na.p—c—quc) # random—:letect:
dscp-based aggregate 10 mbytes 20 mbytes

Example 2:
.=:wit:ch(contig—pmap(rquelil ranitlonvdeterttz
dsr1p—basedaggregate percent; 10 percent
20

Configures WRED for all DSCP values not configured
by 21DSCP~specific random-detect command. You
can specify minimum and maximum thresholds used to
drop packets from the queue. You can configure
thresholds by the number of packets, number of bytes,
the duration of time at the underlying interface
minimum guaranteed link rate, or as the percentage of
queue size. The minimum and maximum thresholds
must be of the same type. If no aggregate arguments
are supplied, no aggregate WRED is configured. The

(default threshold is in packets. The thresholds are from

Note You must enter this command, even if you
enter the command with no values.

Example 1 shows how to set the aggregate WRED
thresholds for nonconfigured classes of traffic to a
minimum of 10 MB and a maximum of 20 MB.

Example 2 shows how to set the aggregate WRED
thresholds for nonconfigurcd classes of traffic to a
minimum of 10 percent and a maximum of 20 percent

lof the queue size.

Note You can specify only one random-detect
dscp-based command in a class.

‘l to 52428800. The percentage range is from 1 to 100.

I 0L-19825-01'
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Command Purpose
rsndom—datact {deep dscp—value
[lminimum-threshold] {min—thresho1d
[packets | bytes | khyees | mbytes l ma
I ul] l percent rrrin~_percent:—of—qsizel]
[m5ximum—threShD1d] {max—threshold
[packets | bytes I khytes | mbybes l ma
I us] | percent max-percent—of—qsizell

Step 5

Example 1:
switch(config—pmep—c—que}# random—detect
dscp 5,7 15 mbytes 20 mbytes

lillaxnpla 2:
switchlconfig—pmap—c-quelfl random—detect
dscp 5 percent 5 percent 15

(Optional) Configures WRED for specific DSCP
values. You can specify minimum and maximum
thresholds used to drop packets from the queue. You
can configure thresholds by the number of packets.
number of bytes, the duration of time at the underlying
interface minimum guaranteed link rate. or as the
percentage of the queue size. The minimum and
maximum thresholds must be of the same type. The
default threshold is in packets. Thresholds are from l
to 52428800. The percentage range is from l to 100.

Example 1 shows how to set the aggregate WRED
thresholds for DSCP values 5 and 7 to a minimum of
15 MB and a maximum of 20 MB.

Example '2 shows how to set the aggregate WRED
thresholds for DSCP value 5 to a minimum of5 percent
and a maximum of l5 percent of the queue size.

Step5 (Optional) Repeat Step 5 to configure WRED
for other DSCP values.

Step7 (Optional) Repeat Steps 3 through 6 to
configure WRED for other DSCP queuing
classes.

Stapfl exit K

Exaltple:
switchtconfig—cmap—queJn exit
switchtconfiglfl

Exits policy-map queue mode and enters global
configuration mode.

Configuring Congestion Management

You can configure only one of the following congestion management methods in a policy map:

I Allocate a minimum data rate to a queue by using the bandwidth and bandwidth remaining
commands.

I Allocate all data for a class of traffic to a priority queue by using the priority command. Youcan
use the bandwidth remaining command to distribute remaining Lrafficamong the nonpriority
queues. By default, the system evenly distributes the remaining bandwidth among the nonpriority
queues.

' Allocate a maximum data rate to a queue by using the shape command.

In addition to the congestion management feature that you choose, you can configure one of the
following queue features in each class of a policy map:

- Taildrop thresholds based on the queue size and the queue limit usage. For more information, sec
the “Configuring Tail Drop by COS Values“ section on page 8-l2 and “Configuring Tail Drop by
DSCP Values“ section on page S-l4.

Q WRED for preferential packet drops based on CoS. For more information, see the “Configuring
WRED by COS Values" section on page 8-16 and “Configuring WRED by DSCP Values" section
on page 8-19.

This section includes the following topics:

Cisoo Nexus 'l'IJil0Series Nil-USfluality ui Snwigrllnnliguration Guido
or-raazs-or I
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~ Configuring Bandwidth and Bandwidth Remaining, page 8-23

0 Configuring Priority, page 8-25

' Configuring Shaping, page 8-2'?

Configuring Bandwidth and Bandwidth Remaining

Youcan configure the bandwidth and bandwidth remaining on both ingress and egress queues tn allocate
n minimum percentage of the interface bandwidth to a queue. You use the system-defined ingress or
egress queue class for the type of module to which you want to apply the policy map. For the list of
system-defined ingress or egress queue classes for eaeh module, see Table 2-3 on page 2-8.

%.
Note When a guaranteed bandwidth is configured, the prioritgt queue must be disabled in the same policy map.

SUMMARY STEPS

1. configure terminal

2. policy-map type queuing [match-first] [qusuing-policy-map-name Ique-dynamic}

3. class type queuing class-queuing-mmze

4. bandwidth {rare [bps I kbps 1mbps Igbps] I percent}
or
bandwidth remaining percent percent

5. (Optional) Repeal Steps 3 to 4 to assign bandwidth or bandwidth remaining Forother queuing
classes.

B. exit

1. (Optional) show policy-map type queuing [paltry-map-name I que-dynamic]

B. (Optional) copy running-eonfig startup-config

I 0|.-1sa25-tn
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Command Purpose

configure terminal

Example:
switch# configure terminal
switchtconfiglfl

Enters global configuration mode.

policy—maptype queuing [match-first]
[queuing~policy map—namel que-dynamic}

Example:
switch(config)# policy—maptype queuing
shape_queues
switch(contig~pmap—que)#

Configures the policy map of type queuing, and then
enters policy-map mode for the policy—mapname you
specify. Policy-map names can contain alphabetic,
hyphen, or underscore characters, are case sensitive,
and can be up to 40 characters.

class type queuing class—queuing—name

Example:
switch{config)# class type queuing
lp3q4L—out—pq1
switch(config—pmap—c—que)#

Configures the class map of type queuing, and then
enters policy-map class queuing mode. You must
iselcct one of the system-defined output queues. Class
‘queuing names are listed in Table 2-3.

bandwidth {rate [bps l kbps l mbps
gbps] | percent percent}

Example 1:
switch(config~pmap—c~que)# bandwidth 10
mbps

Example 2:
switch(config—pmap—c—que)# bandwidth
percent 25

Assigns a minimum rate of the interface bandwidth to
an output queue. You can configure a data rate by the
bit rate or as the percentage of the underlying interface
link rate. The default units are kbps. The data rate is
from l to l0,000,000,000. The percentage range is
from l to l00.

Note You can use only the percent keyword for
interfaces set to autonegotiate.

Example 1 shows how to set the bandwidth to a
minimum rate of 100 megabits pcr second (mhps).

Example 2 shows how to set the bandwidth to a
minimum of 25 percent of the underlying link rate.

bandwidth remaining percent percent

Example:
switchlconfig—pmap—c—quel# bandwidth
remaining percent 25

(Optional) Assigns the percentage of the bandwidth
that remains to this queue. The range is from 0 to 100.

The example shows how to set the bandwidth for this
queue to 25 percent of the remaining bandwidth.

r [ZiscnNexus 7000Series NX—OSQualityyntservice Cuniiguratiun Guide 7
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Step 5

Step 6

Step 7

Step B

ConfiguringQueuing and Scheduling I

Command Purpose

(Optional) Repeat Steps 3 to 4 to assign
bandwidth or bandwidth remaining for other
queuing classes.
exit

Example:
switch(config*cmup—que]# exit
switch(configlfi

Exits policy-map queue mode and enters global
configuration mode.

show po1icy—map type queuing
[policy—map—name | qua-dynamic]

Example:
switch(config)# show po1icy—maptype
queuing shape queues

‘(Optional)’Displays information about all configured
policy maps or a selected policy map of type queuing

copy running-config startup—config

Example:
switch(config)# copy running config
startup—config

(Optional) Saves the running configuration to the
startup configuration.

Configuring Priority

%.

If you do not specify the priority, the system-defined egress pq queues behave as normal queues. For
information on the system~defined type queuing class maps, see Chapter 2, “Using Modular Q05 CLI."

You can configure only one level of priority on an egress priority queue. You use the system-dcfined
priority queue class for the typc of module to which you want to apply the policy map. For the list of
available system-defined class maps for each module, sec Table 2-3 on page 2-8.

For the nonpriority queues, you can configure how much of the remaining bandwidth to assign to each
queue. By default, tho device evenly distributes the remaining bandwidth among thc nonpriority queues.

Note

SUMMARY STEPS

When a priority queue is configured, the other queues can only use the remaining bandwidth in the same
policy map.

1. configure terminal

2. policy-map type queuing [match-first] {queuing-p0Iir:y-map-namel que-dynamic}

3. class type queuing class-queuing-nanze

4. priority [level value]

5. class type queuing class-queuing-name

6. bandwidth remaining percent percent

7. (Optional) Repeat Steps 5 to 6 to assign bandwidth remaining for the other nonpriority queues.

B. exit

El. (Optional) show policy-map type queuing [policy-map-name l que-dynamic]

10. (Optional) copy running-config startup-config

I ot-19825-n1
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I ConfiguringQueuing and Scheduling

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

I Cisno Nexus 7000Seriesllllt-[)5 Duality of Service Configuration Guide

Command Purpose

configure terminal

Example:
switch# configure terminal
switch(config)#

Enters global configuration mode.

policy-map type queuing [match-first]
{queuing~policy—map-name | qua-dynamic]
Example:
switchlconfiqll po1icy—maptype queuing
priority_queuel
swituh(config—pmap~que)#

Configures the policy map of type queuing, and then
enters policy-map mode for the policy-map name that
you specify. Policy-map names can contain alphabetic,
hyphen, or underscore characters, are case sensitive,
and can be up to 40 characters.

class type queuing class—queuing—namc

Example:
switch(config»pmap—que)# class type
queuing lp3q4n—out—pq1
switch(conFig—pmap—c—que)H

Configures the class map of type queuing, and then
‘enters policy-map class queuing mode. You must
select one of the system-defined priority queues. Class
queuing names are listed in Table 2-3‘

priority [level value]

Example:
switch(configepmap~c—que)flpriority

Selects this queue as a priority queue. Only one
priority level is supported.

class type queuing class—queuing—name

Example:
switch(configepmap—c—que)# class type
queuing 1p3q4t—out—q2

(Optional) Configures the class map of type queuing,
and then enters policy-map class queuing mode. Class
queuing names are listed in Table 2-3.

Choose a nonpriority queue where you Want to
configure the remaining bandwidth. By default, the
~systemevenly distributes the remaining bandwidth
among the nonpriority queues.

bandwidth remaining percent percent

Example:
switch(config—pmap—c—que)# bandwidth
remaining percent 25

(Optional) Assigns the percent of the bandwidth that
remains to this queue. The range is from 1 to 100.

0L-19025-01 l
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Step 7

Step 8

Step 9

Step 10

ConfiguringCliieuingand Scheduling I

Command Purpose

(Optional) Repeat Steps 5 to 6 to assign the —
remaining bandwidth for the other nonpriority
queues.

Exits the policy-map queue mode and enters global
configuration mode.

exit

Example:
switch(config~cmap*que)fi exit
switch(config)#

(Optional) Displays information about all configured
policy maps or a selected policy map of type queuing.

show policy-map type queuing
[policy—map-name | que-dynamic]

Example:
switch(confiq)# show po1icy—maptype
queuing pri0rit:y_quei1e1

Copy rtmninrconiie sbart=\1r>—<=0nfiq l(Optional) Saves the running configuration to the
‘startup configuration.

Example:
switch(config)# copy running—CUnfiq
stavtup—cenfig

Configuring Shaping

‘S.
Note

S1

The device forces the shape rate to the closest value in the following percentage intervals: 100, 50, 33,
25, 12.5, 6.25, 3.13, or l.07.

You can configure shaping on an egress queue to impose a maximum rate on it. You use the
system-defined egress queue class for the type of module to which you want to apply the policy map.
For the list of available system-defined class maps for each module, see Table 2-3 on page 2-8.

Note

SUMMARY STEPS

Configuring shaping for a queue is independent of priority or bandwidth in the same policy map.

1. configure terminal

2. policy-map type queuing [match-first] {queuI/zg-policy-map-nameIque-dynamic}

3. class type queuing class-queuing-name

4. shape [average] {rate [bps l kbps l mbps l gbps] l percent percent]

5. (Optional) Repeat Steps 3 to 4 to configure shaping for other queuing classes.

6. exit

7. (Optional) policy-map type queuing [policy-map-name l que-dynamic]

8. (Optional) copy running-config startup-config

I nt-1aaz5-01
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Intionliguring Queuingand Scheduling

DETAILED STEPS

Command Purpose

configure terminalStep 1

Example:
switchfl configure terminal
switchlccnfiglfl

Enters global configuration mode.

policy-map type queuing [match-first]
[queuingepolicy—map—name | que—dynamic]
Example:
switch(config)# po1icy—maptype queuing
shape queues
switch(config—pmap—que]#

Step 2 Configures the policy map of typc queuing, and then
enters policy-map mode for the policy—mapname you
specify. Policy-map names can contain alphabetic,
hyphen, or underscore characters, are case sensitive,
and can be tip to 4-0characters.

class type queuing class—queuinq—nameStep 3

Example:
switch(config)# class type queuing
1p3q4t—out—pq1
switch(config—pmap—c~que)fi

Configures the class map of type queuing and then
enters policy-map class queuing mode. You must
select one of the system-defined output queues. Class
queuing names are listed in Table 2-3.

shape [average] (rate [bps l kbps
| gbps] l percent percent)

Step 4 mbvs

Example l:
switch(config pmdp*C—qu€]"shape 10 mbps

Example 2:
switch(config—pmap c—que)#shape percent
25

Assigns a maximum rate on an output queue. You can
configure a data rate by the bit rate or as a percentage
iof the underlying interface link rate. The default bit
rate is in bits per second (bps). The data rate is from
8000 bps to l0 gbps. The percentage range is from l to
lOO.

Note You can use only the percent keyword for
interfaces set to autonegotiate.

Example 1 shows how to shape traffic to a maxirnuni
ratc of 100 megabits per second (rnbps).

Example 2 shows how to shape traffic to a maximum
of 25 percent of the underlying link rate.

(Optional) Repeat Steps 3 to 4 to configure
shaping for other queuing classes.

Step 5 7
K4 __

Step6 exit

Example:
switch(c0nfig—cmap—que)# exit
switch(config)fl

Exits policy-map queue mode and enters global
configuration mode.

show policy-map type queuing
[policy—map—name l qua-dynamic]

Step 7

Example:
switchlconfiq)# show po1icy—maptype
queuing shape_queues

(Optional) Displays information about all configured
policy maps or a selected policy map of type queuing.

copy running-config etartup-configStep B

Example:
switchlconfiglfl copy running cunfig
startup~config

(Optional) Saves the running configuration to the
startup configuration.

Ciscn Ne)§u_s7000 Series NX-OSQuality of Senrice Configuration Guide8-28 0L-isazs-ui l
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Configuring Queue Limits

SUMMARY STEPS

You can configure the queue limit on both ingress and egress queues. The device drops any packets that
exceed the queue limit. You use the system-defined queue classes for the type of module to which you
WZ1I‘l[to apply the policy map. Sec Table 2-3 on page 2-8.

1. configure terminal

2. policy-map type queuing [match-first] {queuing-policy-map-name Ique-dynamic]

3. class type queuing class-queuing-name

4. queue-limit {threshold [packets I bytes I kbytes I mbytes Ims Ius] Ipercent
per"cemf_0f_queuelinzit}

5. exit

6. exit

7. (Optional) show policy-map type queuing [policy-mapename Ique-dynamic]

8. (Optional) copy running-config stnrtup-config

I 0L-19825-01
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DETAILED STEPS

Command Purpose

configure terminalStep 1

Example:
switch# configure terminal
switch(con£ig)#

Enters glob alwconfiguration mode.

fiepl po1icy—maptype queuing [match~first]
[queuinq—policy-map—name l que—dynamiei

Example:
switch(config)# pnlicy—maptype queuing
shape_queues
switch (confi g—pmap—que)#

Configures the policy map of type queuing and then
enters policy-map mode for the policy-map name you
specify. Policy-map names can contain alphabetic,
hyphen, or underscore characters, are case sensitive,
and can be up to 40 characters.

class type queuing CldSs—qu@uing—nameStep 3

Example:
swicchlconfiglfl class Lype queuing
lp3q4t—out—pq1
switch(config—pmap~c—que)#

iC0nfigures the class map of type queuing and then
ienters policy-map class queuing mode. Class queuing
names are listed in Table 2-3.

Step4 queue—iimit (threshold [packets | bytes
l kbytes l mbytes | ms l us] l percent
percent_of_qucuelimit)

Example:
switch(config—pmap—c—que)# queue—limit
10 mbytes

Assigns a queue limit based on the queue size or
percentage of the buffer memory used by the queue.
The device will drop packets that exceed the specified
threshold. You can configure the threshold by the
number of packets, number of bytes, or the duration of
time at the underlying interface minimum guaranteed
link rate. The default threshold is in packets. The size
is from l to 83886080. The duration is from l to
83886080. The percentage range is from l to 100.

The example shows how to set a queue limit to a
maximum size of 10 MB.

Step5 exit

Example:
switch(config-pmap—c—que)# exit
switch(confiq—pmap—que)#

[Exits class—mapqueue mode and enters policy-map
queue mode.

Step B exit

Example:
switch(contig—pmap que)# exit
switch(config)#

Exits policy-map queue mode and enters global
configuration mode.

fi9p7 show policy-map type queuing
[policy—map—name | que-dynamic]

Example:
switch(con£ig]h show po1icy—maptype
queuing shape_queucs

(Optional)VDisplays information about all configured

Slepfl copy running-config scartup—con£ig

Example:
swiLch(config)# copy running~config
staztup—config

(Optional) Saves the running configuration to the
startup configuration.

Gisco Nexus 7000 Series NX-OSQuality at Senrice Configuration Guide
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Enabling DSCPto Queue Mapping

SUMMARY STEPS

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

1. configure terminal

2. hardware qos dscp-to-queue ingress module type { all l f-series I In-series }

3. (Optional) show hardware qos dscp-to-queue ingress

4. (Optional) copy running-config startup-config

Command Purpose

configure terminal

Example:
switch# configure terminal
switch(config)#

Enters global configuration mode.

hardware qos dscp-to-queue ingress
module type fall l f—series | m—series}

Example:
switch(con£ig)# hardware qos
dscp—toequeue ingress module type
m-series

Enables the dscp-to-queue mapping on the specified
module(s).

t

show hardware qos dscp-cc—queue ingress

Example:
swiLch(config)# show hardware qos
dscp—Lo—queueingress

(Optional) Displays information about the status of
dscp-to-queue mapping in ingress direction.

copy running-confiig startup—config

Example:
switch(config)# copy running U0n[ig
startup—config

(Optional) Saves the running configuration to the
startup configuration.

Verifying the Queuing and Scheduling Configuration
To configure queuing and scheduling, perform one of the following tasks:

Command

show class-map type queuing
[class-queuing-name]

Purpose

Displays information about all configured class
maps or a selected class map of type queuing.
Class queuing names arc listed in Table 2-3.

i Disco llfexus 7000 Series NX-OSQuality of Service Configuration Guide
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Command |Purpose

show policy-map type queuing Displays information about all configured policy
[policy-nxap-narne I que-dynamic] maps or a selected policy map of type queuing.

show policy-map system Displays information about all configured policy
maps on the system.

For more information about the fields in the oetput from these commands, see the Cisco Nexus 7000
Series NX-OS Quality of Service Cntnmrmd Reference.

Configuration Examples for Queuing and Scheduling
In this section you can find examples of configuring queuing and scheduling.

This section includes the following topics:

I Example: Setting Ingress Port CoS Configuration, page 8-32

I Example: Friority and Queue Limit Configuration, page 8-33

I Example: Shaping and Tail Drop Configuration, page 8-33

I Example: Bandwidth and WRED Configuration, page 3-34

I Example: Verifying the Status of DSCP-to-queue Mapping, page 8-34

Example: Setting lngress Port C08 Configuration

so
Note Setting the ingress port CoS value makes the specified interfaces untrusted.

‘st
Note Ensure that you are using the default queue for the port type that you are configuring. For information

on the default queue for the port types, see Chapter 2, “Using Modular Q05 CLI."

The following example shows how to configure ingress port CoS for l-Gigabil Ethernet ports:

configure terrninal
po1icy~map type queuing ut'ttrust:ed_p0rt'._<:05

cl-ass type queuing 2q4I:-in—q—clefeu1.t
BEE cos 5

interface ethernet: 2/1
service-policy type queuing input; untrust:ed_port;_cos

Cisco Nexus 1000Series NXg0SDuality of Saruien Configuration Guido
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The following example shows how to configure ingress port CoS for 10-Gigabit Ethernet ports:

configure terminal
policy—maptype queuing untrusted_porL_cos

class type queuing 8q2t—in—q—defau1t
set cos 5

interface ethernet 2/1
service—policy type queuing input untrustcd,p0rt_cos

Example: Priority and Queue LimitConfiguration

The following example shows how to configure the priority and queue limit features:

configure terminal
class—map type queuing match—any lp3q4t—out—pql

match cos be?
class—map type queuing match-any lp3q4t-nut—q2

match cos 3 4
class—map type queuing match—any 1p3q4t—cut—q3

match cos 0e2
policy—maptype queuing priority_queuel

class type queue 1p3q4t—out—pql
priority

class type queue 1p3q4L—out»q2
bandwidth remaining percent 60
queue—limit 1 mbytes

class type queue lp3q4t—out—q3
bandwidth remaining percent 40
queue—1imit 2 moytes

Example: Shaping and Tail Drop Configuration

\

The following example shows how to configure the shaping and tail drop features:

configure terminal
class—map type queuing match—any 1p3q4t—out—pql

match cos 5~7
class—map type queuing match—any lp3q4t—out—q2

match cos 3—4
policy-map type queuing shape dt

class type queue lp3q4t—out—pql
shape percent 50
queue-limit cos 5 percent 10
queue—iimit cos 6 percent 10

class type queue 1p3q4t~out—q2
shape percent 25
queue—1imit cos 4 percent 15

Note If the priority keyword is not specified for a pql queue, the queue is considered as a normal queue, not
a priority queue.

I UL-19825-Oi
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Example: Bandwidth and WREDConfiguration

The following example shows how L0configure the bandwidth and WRED features for COS queues:

configure terminal
class—map type queuing match-any 1p3q4t—out—pq1

match cos 5—7
class—map type queuing match—any 1p3q4t—out—q2

match cos 3~4
policy map type queuing bandwidth_wred

class Lype queuing 1p3q4t—out~pq1
bandwidth percent SO
random—detect cos—based
rundom—detcct cos 5 minimum~threshold percent lO maximum—thresholdpercent 30
rundomedctcct cos 6 minimum»thresh0ld percent 40 maximum—thresholdpercent 60

class type queuing 1p3q4t-out—q2
bandwidth percent 25
random—detcct cos—based
random detect cos 4 minimum—threshold percent 20 maximum—thresholdpercent 40

The following example shows how to configure the bandwidth and WRED features for DSCP queues:

configure terminal
class—map type queuing match—any Bq2t—ineql

match dscp 5-6
class—map type queuing match~any 8q2t in—q2

match dscp O-A
policy—map type queuing dscp_wred

class type queuing 8q2t~in—ql
bandwidth percent 50
random—detect dscp—based
randcm—dctect dscp 5 minimum—threshold percent 10 maximum—thresho1dpercent 30
random—detect dscp 6 minimum—threshold percent 40 maximum-threshold percent 60

class type queuing 8q2t—in—q2
bandwidth percent 25
random—detect dscp—based
random detect dscp 4 minimum—thYesh0ldpercent 20 maximum—threshold percent 40

Example: Verifyingthe Status of DSCP-to-queue Mapping

The following sample output from the show hardware qos dscp-to-queue ingress command displays
the status of DSCP—to-queuemapping enabled in ingress direction on M-series modules:

Switchh show hardware qos dscp-to-queue ingress

status: Enabled
module_type : m—series

Ciscu Nexus 7000Series NX-USQuality nl Senrica Cnnliguratinn Guide 7 fiir
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Feature Historyfor Queuing and Scheduling
Table 8-3 lists the release hisloiy for this feature.

Table8-3 Feature History for Queuing and Scheduling

Feature Name [Releases |Feature Information

DSCP to Queue Mapping l6.2(2) lThis feature was introduced.

System-defined queue types K 62(2) Updated the System-Defined Queue Types table with hew
system-defined queue types for 4q8q policy templates on
the Cisco Nexus 7710 switch and the Cisco Nexus 7718
switch.

N0 change from Release 4.1(2) |5.1(1) l—

Cisco Nexus 7000 Series Nlt-U§"VElualityul Service Configuration Guide
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Configuring Network 0.08

This chapter describes how to configure a network qos policy for the Cisco NX-OS device in the Data
Center Bridging (DCB) network. This chapter includes the following sections:

Note This chapter applies to the F-Series U0 modules only.

I Finding Feature Information, page 9-l

~ Information About Network Q05, page 9-l

e Licensing Requirements for Network Q03. page 9-7

I Prerequisites for Network Q03, page 9-B

e Guidelines and Limitations, page 9-9

e Configuring Network QoS Policies, page 9-9

~ Applying a Network Q05 Poiicy on a Target, page 9“l3

' Verifying the Network Q05, page 9-l4

I Configuration Examples for Network Q05, page 9-15

I Feature History for Network QoS, page 9~l5

Finding Feature Information
Your software release might not support all the features documented in this module. For the latest caveats
and feature information, see the Bug Search Tooi at https:/{tools.cisco.c0rn/bugsearchi’ and the release
notes for your software release. To find information about the features documented in this module, and
to see a list of the releases in which each feature is supported, sec the “New and Changed Information"
chapter or the Feature History table below.

Information About Network £108
A Data Center Bridging (DCB) network, which is also referred to as a DCB cloud, is a network that
provides I/O consolidation. This network consists of switches that support class of service (CoS)-based
traffic differentiation. The DCB network carries different types of traffic such as storage area network
(SAN), local area network (LAN), and inter—processcommunication (IPC) traffic. The SAN traffic is
sensitive to packet dnops and relies on in—orderdelivery, which means that the traffic is delivered (frames

l tn.-ims-or
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and packets) in the same order in which it was sent. The LAN traffic allows dropping of packets and is
delivered on a best—effortbasis. The LAN traffic can have a different level of priority and a chance of
being delivered in a timely manner during congestion. The IPC networks require very low latency.
Therefore, a DCB network must support traffic differentiation and provide quality of service (Q05).

ln a DCB network, virtual links (Vl.s) are used to differentiate traffic classes. VLs, which are an
extension of CoS, enable traffic differentiation and are carried in the priority bits of the 802.lQ or S-Tag.
CoS allows forming of a physical link into multiple logical links so that the traffic in the CoS does not
affect the traffie on the other CoS.

A DCB network has eight CoS values. All traffic that enters the DCB cloud must be mapped into one of
these eight CoS values. Each frame in a DCB network belongs to a CoS. You can define the CoS by a
set of parameters that gives a specific behavior to the CoS.

The network qos policy defines the characteristics of each COSvalue, which are applicable network wide
across virtual device contexts (Vl)Cs) and switches. With a network qos policy, you can configure the
following:

' Pause behavior—You can decide whether a CoS requires the losslcss behavior (the lossless behavior
is provided by using a priority flow control (PFC) mechanism that prevents packet loss during
congestion) or not. You can configure drop (frames with this CoS value can be dropped) and no drop
(frames with this CoS value cannot be dropped). For the drop and no drop configuration, you also
need to enable PFC per port. For more information about PFC, see Chapter ll, “Configuring Priority
Flow Control."

' Congestion Control Mechanisms—You can select either tail drop (TD, which drops frames without
differentiation based on the per-VL occupancy) or Weighted Random Early Detection (WRED,
which drops frames without differentiation based on the per-VL occupancy and the probability
factor) only for a drop CoS. By default, TD is enabled for drop CoS in the default policies. Any of
the burst—optimizedor mesh-optimized thresholds for TD and WRED can be selected for the
packet—dropalgorithm based on the traffic pattern expected for the CoS. If no congestion control
algorithm is selected, and congestion occurs, a hard tail-drop that is based on a single threshold
occurs for the drop CoS.

' MTU—You can set the maximum transmission unit (MTU) or maximum payload length for CoS.
The MTU range is from l500 to 9216. The MTU must be smaller than the system jumbo MTU in
all VDCs. The MTU must be the same for the CoS that is mapped to the same ingress queue. For
more information about the ingress queue, see Chapter 10, “Configuring Queuing and Scheduling
on F-Series l/O Modules.”

' Protocols—You can select Fibre Channel over Ethernet (FCoE), iSCSl, or TCP as the protocol for
a CoS value. The protocol value is used in the DCB Exchanges.

Table 9-1 shows the drop and no-drop CoS values for the different policy templates.

Table9-1 Differences in Drop C08 and No-Drop C05 Values

Templates lflrop CoS |No Drop CoS

default-4q-Se-policy |O—7 l—

default»4q-7e-policy |0-2, 4-7
default-4-q-6e-policy 0—2,5

dcfault-4q-4e-policy —4

P
LII

P‘
\l

it

default-Se-4q4q-policy l0~7 —
default-8e-4q8q-policy (on ()—7 —
Cisco Nexus 7710/7718
switches only)

Cisco Itljxuis1000 Series NX-USQuality of Service Configuration Guide
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Table9-1 Differences in Drop C08 and N0-Drop C08 Values (continued)

Templates |umpms Woumpms
default-7e—4q8q—pi>’1icy (on
Cisco Nexus 7710/7718
switches only)

0-2 , 4 7 3

default-6e-4q8q-policy (on
Cisco Nexus 7710/7718
switches only)

O—2,5-7

4>

Z

default-4e-4q8q-policy (on
Cisco Nexus 7710/7718
switches only)

O, 5,6,7
1 7

1-4

Table 9-2 shows the queue names and default mappings of COSvalues to egress and ingress queues

Table9-2 Queue Names and Default Mappings of C05‘Valuesto Egress/ingress Queues

Templates

Queue Names for
ingress Queues

C08
Valu BS

Queue Names
for Egress Queues

Cos
Valu

lngress Egress Prinrit
C08

es Value

Y

default-4q-Se-policy 2q4t-8e-in-ql

i2q4t-8e-in-q- default

5-7

0-4
1p3qlt-Se-out-pql
lp3q1t-Se-0ut»q2
lp3q1t-Se-out-q3
lp3qlt-8e-0ut-q- default

Omwui
'-‘ 4>\1

5-7

2/1

\l

default-4q:7e-policy 4q4t-7e-in-ql — 7 lp3qlt-7c-out-pql
4q4t-7e~in»q-default
4q4l-7c-in-q3
4q4t-7e-in“q4

<,.vt\>é="‘>

lp3ql t-7e‘0ut-q2
lp3qlt-7e-out-(13
lp3q1t-7c-0ut-q- default

5_7 5_7 7 7
3

2,4
0,1

defau1t—4q-6e-policy

4q4l-4e-in-ql
4q4t-4e-in'q~default
4q4t-4e—in-q3
4q4t-40-in-q4

default-4-q~4e-policy

4q4t—6c-in-ql
4q4t-6e-in-q-default
4q4t-6e—in-q3
4q4t-6e-in-q4

5—7

0-2
4

3

3plqlt-6e-out-pql
3plqlt-6e-out-pq2
Splqlt-6e-out-pq3
3plqlt-6e-0ut-q- default

CJK»-JAU
l\J \1

w-l>U1
\l

—~>ou~
W \1

2p2qlt~4e-out-pql
2p2q1t-4c-out-pq2
2p2ql t-4e—0ut-q3
2p2q1t-4e-0ut-q- default

C--l>~'J|
U.) \l

‘5-7
4

defz1ult-8e-4q4q
policy

4qlt-Se-4q4q-in-ql
4qlt-8e-4q4q-in-q
default
4qlt-Se-4q4q-in-q3
4-qlt-8e-4q4q-in-q4

is-7
04

3,4
2

ilp3qlt-8e~4q4q-’0ut;pql
lp3q1t-8e-4q4q- out-q2
lp3q1t-8e-4q4q- 0ut—q3
lp3q l t-8e-4q4q
out-q-default

5-7
0,1
3,4
2

5-7

I 0L-19825-U1
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Table9-2 Queue Names and Default Mappings of C05 Values to Egress/Ingress Queues (continued)

Queue Names for

Templates lngress Queues

lngress 1 Egress
‘C08 Queue Names 500$
Values for Egress Queues Values

Priority
C08
Value

default—8e-4q8q-pelicy 8c-4q8q-inrql

(Cisco Nexus 7710/ 8 _4 8 _- _ _d f
7718 switches only) 6 q q In q 6

Se-4q8q-in-q3

Se-4q8q-in—q4

mill ()_4

5-7 80-4q8q-out-ql (priority
queue)

8e-4q8q-out-q2
80-4q8q-out-q3
8e-4q8q~0ut-q4
Se-4q8q-out-q5
8e-4q8q-out-q6
8e-4q8q-out-q7
8c-4q8q-r>ut'q- default

5

O~—*l\)U~J-l>O'\\1

5

(Drop
category)

r Cisen Nexus 71100Series NX-OSQuality of Serviceflfinnfiguratiun Guide _
OL-19825-Ill I
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Table9-2 Queue Names and Default Mappings of C05 Values to Egress/Ingress Queues (continued)

ingress Egress
Queue Names for 00$ Queue Names Cos

Templates lngress Queues Values for Egress Queues Values

Priority
C08
Value

rlefault-7c-4q8q-policy default-7e-4q8q- W default-7e-4q8q- _
(Cisco Nexus 7710/ drop-in-policy: drop-out-policy: i

7718 Swilclws Only) 7e-4q8q-in—q1 5~7 76-4q8q-out-ql 5
(priority queue)
76-4q8q-out-q2
7c-4q8q-out-q3
7e-4q8q—0ut-q4
7e-4q8q-out-q6
7e-4qSq“out-q7
7e-4q8q-uul-q- default 0

7e-4q8q-in-q-default 0—l

>-—*I\>-l>O\\l

7e-4-q8q-in'q3 2-4

default-7e-4q8q- defa11lt'7e'4q3q"
ndrop-in-policy: éndrup-out-policy:

7e-4q8q-in-q4 3 7e-4q8q-out-q5 3

5 (Drop
category)

Cisco Nexus 7000 Series NX-OSDuality of_Service Configuration Guide
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Table9-2 Queue Names and Default Mappings of CoS Values to Egress/Ingress Queues (continued)

lngress Egress
Queue Names ior CoS ;Queue Names iCos

Templates lngress Queues Values for Egress Queues Values

Priority
CIJS

Value

default~6e-4q8q-policy default-6e-4q8q- l Eefault-6e-4q8rp
(Cisco Nexus 7710 drop-in-policy: drop-out-policy:

/77‘ 8 Swltches Only) 6e-4q8q-in-ql 5~7 6e—4q8q-out-ql (priority

6e—4q8q-in—q-default 0-2 queue)
6e-4q8q-out-q2
6e-4q8q-out~q3
6e-4q8q-out-q6
6e-4q8q-out~q7
6e—4q8q-oul-q- default

ldefault-6e-4q8q
ndrop-in -policy:

default-6e-4q8q
ndrop-out-policy:

6e-4q8q-in-q3 4 6e—4q8q-out-q4(priority

6e-4q8q—in-q4 3 *‘i“‘*“°>

6c-4q8q-out-q5 (priority
queue)

O—‘I\)O\\lU\

4

3

5 (Drop
category)

1

4

(no drop
category,
highest
priority)

3

(2nd
highest
priority)

default-4e-4q8q-policy default-4e-4q8q
(Cisco Nexus 7710/ drop-in-policy:

7718 switches only) ‘4e_4q8q_in_q1 5_7

4e-4q8q~in-q-default (J

default-4e-4q8q
drop-out-policy:

4e-4q8q-out-ql (priority
queue)

l4e~4q8q—oul-q2
~ 4e-4q8q-out-q3

4e-4q8q-out-q— default

default-4e-4q8q
ndrop- out-policy: out-policy:

4e-4q8q-out-q4 (priority
queue)
4e-4q8q—0ul-q5

r 4c-4-q8q-out-q6
4e-4q8q-out-q7

4e—4q8q-in-q3 4

4e-4q8q-in-q4 1_3

x

default-4c-4q8q-ndr0p

cméiur4T—ruw4=

l

5 (Drop
category)

(4

(no drop
category)

-7 Cisco Nexus 7000Series NX-OSQuality oi Service Qonfiguration Guide _
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Table 9-3 shows the default DSCP values to ingress queues for the Cisco Nexus 7710/7718 switches.

Table9-3 Default DSCPMappings on Cisco Nexus 7710/7718 Switches

Template lngress Queue Default DSCPMappings

default-Se-4q8q-policy 8e-4q8q-in-q-default

8e-4q8q-in-ql
S

I

Be-4q8q-in-q4

8e-4q8q-in-q3

0-39

40-63

0-39

0-39

default-7e-4Viq8q-policy 7e-4q8q-in-q-default

7e-4q8q-in-ql

7e-4q8q-in-q4

7e-4q8q-in-q3

0-15

40-63

16-39

default-6e-4i.|8q-policy 6e-4q8q-in-q-default

6e-4q8q~in-ql

6e-4q8q-in-q4

6e-4q8q-in-q3

‘0-39

40-63

default-4e-4q8q-policy 4e-4q8q-in-q-default

4e-4q8q-in-ql

4e-4q8q-in-q4

0-39

40-63

i4e-4q8q-in-q3 

ln a default network policy template name, the numbers 4, 6, 7, and 8 denote the number of the drop CoS
that is defined in the policy and e denotes Ethernet.

Note

%.
Note

%.

The 4q8q policy templates are supported and enabled by default on the Cisco Nexus 77l0 switch and the
Cisco Nexus 7718 switch only.

For the default-8e-4q8q-in-policy, as the ingress buffers are limited to two queues (80-4q8q-in-ql and
8e-4q8q-in-q-default), you must change the queue limit by using the queue limit command, before any
CoS2q / dscp-to-queue mapping changes are madc to Se-4q3q-in-q3 and 8e—4q8q-in-q4.

The network qos policy templates are created when the first F-Series module becomes operational or the
templates are saved in the start-up configuration.

Note A policy that does not conform to a system-defined policy template is currently not supported.

Licensing Requirements for Network 008

I 0L-19825-D1

The following table shows the licensing requirements for this feature:
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Product ‘License Requirement
Cisco NX-OS The QOSfeature does not require a license. Any feature not included in a license package is bundled with

the C' ' - NX O i ‘ ‘ 'isco - S system images and is provided at no extra charge to you. For a complete explanation of
the Cisco NX-OS licensing scheme, sec the Cisca NX-OS Licensing Guide,

However, using virtual device contexts (VDCs) requires an Advanced Services license.

Prerequisites for Network Q08
The network qos policy has the following prerequisites:

' You must be familiar with Chapter 2, “Using Modular Q05 CLI.”

= You are logged on to the switch.

I You are in the default VDC. A VDC is a logical representation of a set of system resources. You can
use the switchto vdc command with a VDC number.

ot-19525-01 l
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Guidelines and Limitations
The network qos policy has the following configuration guidelines and limitations:

Note These guidelines and limitations are applicable to all F-Series edge and FabricPath mode ports.

You must configure and apply a network qos policy only to the default VDC.

Selecting a template with a no-drop CoS value does not automatically give no-drop behavior to it.
The no-drop behavior is enabled for those CoS values only on ports \vhere priority flow control
(PFC) is successfully negotiated or turned on.

When the port MTU is configured on an interface, it overrides the network qos MTU.

Fabric Extender (FEX) interfaces do not support MTU changes made to a qos policy template.

The FEX port channel requires a minimum MTU setting of 1058 for traffic with CoS 5—CoS7. The
FEX fails when the MTU is less than l058 and does not register with the switch.

Changing the network qos policy is a disruptive operation and it can cause traffic drops on any or
all ports across VDCs.

DCB network qos policies pertain to F-Series modules. DCE network qos policies are created only
when DCE network enabled line cards are inserted into a chassis.

PFBand F1Series Module Forts

When PFC is enabled on a port, precision time protocol (PTP) is not supported on the port.

The pong utility is not supported on a VDC when PFC is enabled on any of the ports in the same
VDC.

PFC is not supported when PTP is enabled on the same port or when the pong utility is enabled in
the same VDC.

Configuring iSCSI

As a best practice, both iSCSI and FCoE should be configured on the same CoS (vl) in the
network-qos policy for the default-nq»7e~policy and default-nq-6e-policy templates.

- Avoid using CoS 4 for iSCSI in the default-nq-6e-policy template.

(CoS 4 is reserved for no-drop control traffic.)

In the default-nq-4e-policy template, iSCSI can be configured in a different CoS (vl) than FCOE.

- Avoid using CoS 4 for iSCSI in the default-nq-4e-policy template.

(CoS 4 is reserved for no-drop control traffic.)

Configure the network-qos policy with MTU = 2112 i1'iSCSI shares the CoS (vl) with FCoE.

Configuring Network G08 Policies
You can configure a network qos policy by following one of these methods:

Predefined Policies-You can apply a predefined network qos policy template that fits your
requirement. For more information about the predefined policies, see Table 9'3. By default,
default-nq-8e-policy is configured. The numbers denote the number of drop (Ethernet) COSvalues.
The template CoS values are chosen based on standard conventions and usage patterns.

l at-iaazs-01
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I Copying the predefined temp|ates—Y0u can copy a network qos policy template and modify it as
needed. Copying a network qos policy trims the default policy name by stripping the default and
policy substrings from it.

° User-defined policy——Youcan create a network qos policy that conforms to one of the
system-defined policy templates.

S.
Note I

the default VDC.
Ports that are in the nondefault virtual device contexts (VDCs) inherit the network qos policy from

~ You can copy and modify a network qos policy template and use the network qos policy commands
only from the default-vdc.

Copy 21predefined network qos policy template:

SUMMARY STEPS

1. configure terminal

2. qos copy policy-map type network-qos default-nq-7e-policy {prefix prefix Isuffix suffix}

3. (Optional) show policy-map type network-qos

4. exit

DETAILED STEPS

Command Purpose

configure terminalStep 1

Example:
switchk configure terminal
switch(config)#

Enters global configuration mode.

$ep2 qos copy policy-map type network-qos
default-nq-7e-policy [prefix prefix l
suffix suffix}

Example:
switch(config)# qos copy po1icy—maptype
nctwork—qos default—nq—7e’po1icy prefix
ml
switch(config)#

Copies a predefined network qos policy and adds a
suffix or prefix to its name. A prefix or suffix name can
contain alphabetic, hyphen, or underscore characters,
is case sensitive, and can be up to 40 characters.

show policy-map type network—qos
my_nq-7a

Step 3

Example:
switch# show p0licy—map type network—q0s
my_nq-7e

(Optional) Displays the type network qos policy map.

exitStep 4

Example:
switch# exit

Exits from the command interpreter.

Configure a user~defined network qos policy:

I Cisnu Nexus 7000Series NIX-0_SDuality of Senrice Cunliguratinn Guide
K V 0L-19825-01 l
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SUMMARY STEPS

configure terminal

class-map type network-qos match-any {class-map-name}

match cos [0-7]

class-map type network-qos match-any {class-map~n.um.e}

match protocol [fcoe I iscsi I tcp]

match cos [0-7]

class-map type network-qos match-any {class-nzap-name}

match cos [0-7]

policy-map type network-qos (my_remplare)

class type network-qos eth

no pause

mtu [mtu_size]

ConfiguringNetwork 008 Policies I

congestion-control [random-detect {threshold [burst-optimized I mesh-optimizcdj} I
tail-drop{thresh0ld [burst-optimized Imesh-0ptimizer.l]}]

class type network-qos

pause

class type network-qos

pause

mtu [mtu_size]

exit

Cisco Nexo§lOQ0 Series NX-OSDuality of Senrice Configuration Guide
I 0L-19825-01 IE
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

I Cisco Nexus 7000Series NX-OSDuality of Service Configuration, Guyirle
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Command Purpose

configure terminal

Example:
switch# configure terminal
switch(con[ig)#

Enters gluhal corifiguratioii mode. H W

class-map type netwo:k—qosmatch-any
(class—map—name)
Example:
switch(conFlg)# c1ass~map type
nctwork—qos match-any eth
switch[config—cmap~nqos)#

Configures the class map of the type network-qos,
specifies the class map name as er/1.,and enters
class-map mode.

l

match cos [Off

Example:
switch(config—cmup—nq0s)# match cos
O,5—7

Specifies the COSvalue to match. The range is from O
to 7.

class-map type network-qos match—any
(class*map—name)
Example:
switch(config)fl c1ass—maptype
netwezk—q0s match—any fcl

Specifies the typc network qos class name. C

match protocol [fcoe | iscsi | tcp]

Example:

switchlconfiq-cmap—nqns)# match protocol
fcoe

Specifics the C0S value to match and specihcs which
protocol has to be mapped to a given C08 value.

»

match cos [O—H

Example:
switch(config—cmap—nqos)# match cos 3

Specifies the C05 value to match. The range is from 0
to 7.

class—map type network-qos match-any
{class—map'name)

Example:
switch(config)# C1dSS—maptype
network—q0s mutch—any fc2

Specifies the type network qos class name.

match cos 50-H

Example:
switch(config-cmap—nqos)# match cos
1,2,3,4

Specifies the COS value to match. The range is from O
to 7.

policy-map type network-qos
{my;temp7ate}

Example:
switch(config)# po1icy—maptype
network—q0s my template U1

Creates or accesses the policy map named
my_template_01. The policy-map name can contain
alphabetic, hyphen, or underscore characters. is case
sensitive, and can be up to 40 characters.

class type network-qos (class—mup—na

Example:
switch(config—pmap—nqos)# class type
network—qos eth

me} Refers to the class map of type network qos as
configured in Step 2.

T C’ 0t-19025-or I
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Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

Step t7

Step 18

Step 19

Applying a

Command

Applyinga Network 008 Policy on a Target I

Purpose

DO pause

Example:
switch(config—pmap—nqos—c)# no pause

Specifies drop for the CoS.

mtu (mLu_sizc)

Example:
switch[CunIig—pmap—nqU5—C)# mtu 1600

Specifies the MTU or the payload length. The range is
frorn 1500 to 9216. The MTU size in this example is
set to 1600.

congestion—contrcl [random-detect
(threshold [burst-optimized
mesh-optimized]} | tail-drop {threshold
[burst—optimized l mesh-optimizedl}]

Example:
switch(c0nFig—pmap*nqos—c)#
congestion-control random—detec:
threshold m€Sh—Op[imized

class type network-qos [ClusS*map—namE}

Example:
switch(config—pmap nqus)# class typo
network—qos tcl

Specifies either the WRED or TD congestion control
protocol and the thresholds optimized for bursty or
mesh traffic.

Configures the class map of type network-qos and
specifies the class map name as fcl.

QHUSG

Example:
switch(config—pmap*nqos—cl# pause

Specifies no~drop. The default is no pause.

class type network-qos {class—map—name}

Example:
switchlconfig-pmap—nqos)# class type
network—qos fc2

Configures the class map of type network-qos and
specifies the class map name as fc2.

DBIJSG

Example:
switch{config—pmap—nq0s—c)# pause

Specifies no-drop. The default is no pause.
s

mtu [mtu_size]

Example:
switch(c0nfig*pmap nqus—c)# mtu 3000

Specifics the MTU value. The range is from 1500 to
9216.

exit

Example:
switch(config—pmap—nqos—c)# exit
switch(config)#

Exits policy-map network-qos mode and enters global
configuration mode.

Network (108 Policy on a Target
You apply :1network qos policy only globally on a system across \/l)Cs. Applying a network qos policy
also automatically applies tllc corresponding queuing policies.

To apply a network qos policy to a target, use the service-policy cornrnand.

Cisco Nexus 7000 Series NX-OSQuality oi Service CnnfiguLitip_n(rifle,
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SUMMARY STEPS

1. configure terminal

2. system qos

3. service-policy type network-qos {my_zem.p1are}

4. exit

DETAILED$TPE$

configure terminalStep 1

Example:
switch# configure terminal

Enters global configuration mode.

SYECBIII QOSStep 2

Example:
switch (config)# systcm qo
switch (cunfig—sys—qosl#

S

Enters system qos mode.

Step 3 service-policy type netwcr
{my_temp1at9}

Example:
switch (confiq—sys—qos)# s
Lype nctwork—qos my_temp1a

Step4 exit

Example:
switch (config—sys—qos)# e
switch (confjg)#

k-qos

ervice—po1icy
te_01

xit

Adds the policy map to the input or output packets of
system.

This example adds n2y_templare_0I to the system.

Exits config-sys-qos mode and enters configuration
mode.

Verifying the Network Q08
To display the network qos policy configuration, perform one of the following tasks:

Command ‘Purpose

show class-map type network-qos ‘Displays the type network qos class maps.”

show policy-map type network-qos ‘Displays the type network qos policy maps.

show policy-map system type network-qos ‘Displays the active type network qos class maps.

For detailed information about tho fields in the output from these commands, see the Cisco Nexus 7000
Series NX-OS Quality of Service Command Reference.

rnfisco Nexus 7000Series NX-USDualityof Senriee ConfigurationGuide If W
0L-19825-01 I
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Configuration Examples for Network Q08
The following example shows how to configure a network qos policy:

po1icy—map type network-qos defau1t—nq*6e—po1icy
class type network—qos cenq 6e—dr0p

match cos O—2,5~7
congestion—control tail—drop
mtu 1500

class type network—qos c—nq—6endropefcoe
match cos 3
match protocol fcoe
pause
mtu 2112

class type network—qos c—nq*6endrop
match cos 4
pause
mtu 1500

Feature Historyfor Network 00$
Table 9-4 lis

‘Bible 9-4

ts the release history for configuring network qos policies.

Feature History Network Q05

Feature Name Feature Informationlfieleases

Support for 4q8q policy templates 62(2) Support for four 4q8q templates that provide eight egress
queues for the Cisco Nexus 7710 switch and Cisco Nexus
7718 switch only.

Support for four ingress buffers 7 I 6.1(3) Support for the default-Sc-4q4q-policy template that
supports [our ingress buffers.

network-qos policy
\

\5.1(1) ‘This feature was introduced.

_ Cisco Nexus 7000 Series NX-V05Duality oi Service Configuration Guide
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Configuring Queuing and Scheduling on F-Series
l/0 Modules

This chapter describes how to configure the QoS queuing and scheduling features on the F-Series U0
module of the Cisco NX-OS device. This chapter includes the following sections:

0 Finding Feature Information, page ll]-l

~ Information About Queuing and Scheduling, page if]-l

I Licettsing Requirements for Queuing and Scheduling, page 10-9

I Prerequisites for Queuing and Scheduling, page l0-9

1 Guidelines and Limitations, page 10-l0

r Configuring Queuing and Scheduling, page I0-I I

' Enabling DSCP to Queue Mapping, page 10-I6

1 Configuration Examples for Queuing and Scheduling on F-Series Modules. page HHS

' Feature History for Queuing and Scheduling for F-Series Modules, page 10-21

Finding Feature Information
Your software release might not support all the features documented in this module. For the latest caveats
and feature information. see the Bug Search Tool at https:/ftools.ciscocomfbugsearclif and the release
notes for your software release To find information about the features documented in this module, and
to see a list of the releases in which each feature is supported, see the “New and Changed Information"
chapter or the Feature History table below.

Information About Queuing and Scheduling
On an F-Series module, a queuing policy is closely coupled with the network qos policy. For each
network qos policy that is activated, its corresponding default queuing policy is automatically selected
for the system target. In the ingress direction, either two or four queues (buffer pools) are formed
depending on the policy template. In the egress direction, there are four physical queues for qos policy
templates on Cisco Nexus 70043Series devices, except on the Cisco Nexus TJIO switch and Cisco Nexus
T718 switch, where, beginning with Cisco Release 62(2), there is support for eight physical queues.

The system queuing policy applied by default can be overridden on a per-port basis. In general, the
user-configured queuing policies are per virtual device context (VDC).

I ot-1 9:125-01
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Ingress queuing detcnnines the following attributes:

v Qucuc-limit-—-Amount of buffers to be allocated for a class of service (C05).

v Bandwidth——Prioritygrouping and its bandwidth allocation advertised using the Data Center
Bridging Capability Exchange Protocol (DCBXP).

I Sct COS——-Untrustedport default COS (similar to the Ml modules).

r Cisco Nexus 1000Series NX-US[luality oi Senrice ConfigurationGuide i
OL-19825-I11 I
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Egress queuing determines the following attributes:

I Bandwidth—Differential Weighted Round Robin (DWRR) bandwidth for a given queue and the
group.

' Priority level—The priority level of the queue.

I Shape—The shaper for the queue.

This section includes the following topics:

0 Ingress Queuing, page 10-3

' Similarly, the default dsep values are mapped for ingress queues for Cisco 7710/7718 switches,
page 10-7

ingress Queuing
You use the ingress queuing to partition the port ingress buffers that are 1.25 MB and an additional 256
KB (a total of 1.5 MB) to absorb the frames in transit after pause has been sent. This buffer is partitioned
among the eight CoS values. The number of partitions is fixed for a given network qos template. The
incoming CoS values are mapped to each partition. Hach buffer partition is considered as an ingress
queue.

There is a high threshold and a low threshold at which the pause or resume frames are generated when
a threshold is met. This requirement is applicable to the no~dr0p CoS only. The frames that are in transit
are absorbed by a skid buffer after a pause is generated. If the number of frames exceed the skid buffer
threshold, the frames are tail dropped. There are three thresholds for drop eligible (DE), non-DE, and
Bridge Protocol Data Unit (BPDU) frames for dropping. For the drop CoS. the high and low thresholds
are the same.

The default policy ingress queues are created as follows:

I Different queues per drop class:

Drop queue =70% buffers; no-drop queue = 30% buffers

I Different queues for priority and nonpriority CoS in a given drop class:

Nonpriority queue: 90% buffers; priority queue = 10% buffers

Each network qos policy has a corresponding default ingress queuing policy (template) and is
automatically activated for the system. They arc the default-4q-Se-in-policy, default-4-q-7e-in-policy,
default-4q-6e-in—policy, del'ault—4q-4e-in-policy,default-Se-4qSc|-in-policy, default-7e~4q8q-in-policy,
default-6e-4qBq—in-policy, default—4e~4q8q-in-policy, and default-8e—4q4q-in-policy.

The predefined class map names (queue names) for ingress queuing are described in Table 10-1.

Table 10-1 Predefined Class Maps for Ingress Queuing

lngress Policy Maps ‘ingress Class Map Names

default-4q-8e-in-policy 2q4t-Be-in-ql and 2q4ta8e-in-q-default

default-4q-7e—in-policy 4q4t—7e-in-ql, 4-q4t-7e—in-q-default, 4q4t—7e-in-q3, and
4q4t-7e-in-q4

default-4q-6e-in-policy 4q4t-6e-in-ql , 4q4t~6e~in~q—default,4q4t-6e-in-q3, and
4q4t~6e-in-q4

default—4q-4e-in-policy {4q4t-4e-in-ql , 4q4t-4e-in-q-default, 4q4t-4e-in-q3, and
i4q4t-4e-in-q4

al

I 0L-19825-I11
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Table 10-1 Predefined Class Maps for Ingress Queuing (continued)

lngress Policy Maps lngress Class Map Names

default-8e—4q4q-in-policy 4q1t-8e~4q4q-in~ql, 4qlt-8e-4q4q-in-q-default,
4qlt—8e-4q4q—in-q3,and 4qlt-8e-4q4q-in-q4

default—8e-4q8q-in-policy (on Cisco Nexus 8e-4q8q-in—ql, 8e-4q8q—in-q-default, Se-4-qSq-in-q3,
7710/ 7718 switches only) and 8e-4q8q-in-q4

default-7e-¢lq8q-in-policy (Cisco Nexus c-7e-4q8q-drop-in: c-7e-4q8q-ndrop-in
7710 / 7718 switches only)

- default-7e-4q8q-drop-in-policy 7e-4q8q-in-ql, 7e-4q8q-in-q-default and 7e-4q8q-in-q3

- default-7e-4q8q-ndrop-in-policy 7e-4qSq-in-q4

default-6e-4q8q-in-policy (Cisco Nexus c-6e-4q8q-drop-in and e-6e-4q8qandrop-in
7710 / 7718 switches only)

— default-6c-4qSq-drop-in-policy 6e-4q8q-in-ql and 6e-4q8q-in-q-default

— default-6e~4q8q-ndrop-in—policy i6e—4q8q-in-q3 and 6e-4q8q—in-q4

default-4e-4qSq-in-policy (Cisco Nexus cA4e-4qi8q-drop-inand c-4e—4q8q-ndrop-in
7710/7718 switches only)

" defaull-4*3'4q3(l'dl'°P'1n'P°|l¢§’ 4e-4q8q-in-ql and 4e-4-q8q-in~q-default

- (lCfault—4e—4q8q—ndrOp—in—p0licy 4c_4qgq_in.q3 and 4e.4qgq_in_q4

s.
Note I The naming conventions of the queue are similar to the Ml modules. Also, the process for referring

to queuing class maps and changing CoS to queue maps is also similar to Ml modules.

0 When a port becomes part of a port channel, the port inherits the policy of the port channel. When
the port is moved out of the port channel, the default system queuing policy gets activated on the
port.

By default, the queuing policy maps the priority CoS values (CoS 5-7) and nonp1'iorit.yCoS values (CoS
O-4)into different ingress queues (IVL). CoS to ingress queue mapping is configured from the default
VDC and the configuration is applied system wide. A network administrator user role is required to
change CoS to IVL.

Starting with the Cisco NX—OS6.1 release, DSCP to l\/L is supported on F2 modules, in the ingress
direction, using the match dsep command with the 2q4t~8e-in-ql class map and the 2q4t-8e-in-q-default
class map.

%,. L

Note Starting with the Cisco NX-OS 6.l(2) release, DSCP to IVL is supported on IPV6 using FZE modules.

Guidelines for the match dscp command are as follows:

- The match dscp command is applicable only to queues that have at least one CoS value associated
with it. If all DSCP values are not mapped to a nondefault ingress queue, the default queue should
have the CoS values associated with it.

~ DSCP queuing is automatically disabled when the user removes all match clscp commands (using
no match statements).

0L-isazs-o1 l



| Qhapter 10 Configuring Queuing and Scheduling on F-Series l/0 Modules

s.
Note

InformationAbout[luauing and Scheduling I

I if the match dscp command is used in tl1e2q4t-8e~in-ql class map to set some DSCP values, all
remaining DSCP values are automatically mapped to the default queue.

Bridged Traffic When DSCP to IVL is enabled. the ingress queue selection is based on the
DSCP value. However, the egress queue selection is based on the COSvalue
of the packet. If a C05 value docs not exist, then all packets are accepted as
C05 0.

To override this behavior and use DSCP for egress queue selection, an
ingress QOSpolicy has to be applied that matches the DSCP value and uses
the set dscp value command to set the DSCP to the same value as the
matched DSCP on the class map.

Routed Traffic I When l)SCP to IVL is enabled, the ingress queue selection is based on
DSCP. However, the egress queue selection is based on the DSCP value,
because packets are routed and the DSCP to egress queue takes place.

The following table contains an example of when the match dscp command is used in the 2q4t-8e-in-ql
class map to set specific DSCP values.

Commands Description

class-map type queuing match-any
2q4t-Se-in-ql
match cos 5-7

match dscp 40-45

The values setibyithe match dscp command are displayed’
by the show run command.

class-map type queuing match-any
2q4t-8e-in-q-default

match dscp 0-39,46-63.

The remaining DSCP values (0-39, 46-63) are
automatically mapped to the default queue.

The values associated with the default queue are not
displayed by the show run command, These values are
implicitly programmed in the hardware.

class-map type queuing match-any
2q4t-Se-in-q-default

match dscp 40-45

When specific DSCP values are mapped to the default
queue (2q4t-80-in-q-default), the remaining DSCP values
are automatically mapped to the default queue.

There is no restriction when specifying all of the remaining
DSCP values in the default queue.

The values set by the match dscp command are displayed
by the show run command.

class-map type queuing match-any
2q4t-Se-in-q-default

match dscp 0-39,46-63

The DSCP values (Oi39, 46-63) are automatically mapped
to the default queue (2q4-t-8e-in-q»default).

The values associated with the default queue are not
displayed by the show run command. These values are
implicitly programmed in the hardware.

Modifying the default queuing policy maps is a disruptive operation that might cause frame drops.

You can assign a bandwidth percentage to each ingress queue. The CoS values (priority group) of each
queue and its bandwidth are relayed to the peer using the DCBXP.

I ot-19025-01
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With the Enhanced Transmission Selection (ETS; specifies scheduling of queues based on priority)
implementation, when you define both the drop and no-drop classes in a non-8e network qos policy
template, the queuing follows a hierarchical pattern. in a hierarchical queuing pattern, queues within a
class are configured with respect to the buffer at the first level, and buffers across the queuing groups are
configured at the second level.

You use the queue-limit command to tune the ingress queue sizes (buffers). You can define the
percentage of the total buffer to be allocated to the queue. For more information about the queue-limit
command, sec the Cisco Nexus 7000 Series NX-OS Quality 0fSer1/ice Command Referen.ce.

You use the bandwidth command to control the bandwidth allocated to the traffic classes (COS)in the
ingress queue. The bandwidth allocated to a traffic class in the ingress queue does not impact the switch.
Instead, it sends the bandwidth information to the peer as an indication of the bandwidth for the traffic
classes (COS)that the peer sends. For more information about the bandwidth command, sec the Cisco
Nexus 7000 Series NX-OS Quality 0fService Command Reference.

You use the set cos command only on the default queue to make a port that is untrusted on the default
queue.

Starting with Cisco NXOS 62(2) Release, default dscp values are provided for all the following five
templates on F—SeriesModules:

1 default-nq—4e-policy template 4e

~ default-nq~6e-policy template 6e

~ default-nq-7e-policy template 7e

' default—nq-Se-policy template Se

' defauIt-nq»8e—4q4q~policytemplate 8e-4q4q

The following table lists the default dscp values for 4q mode templates:

ingress (Iueue DSCPMap Value

Template: default-nq-4e-policy template 4e

4q4t-4e-in-q-default O-39

4q4t-4c-in-ql 40-63

4q4t-4e-in-q3 

4q4t-4e~in-q4 

default-nq-6e-policy template 6e

4q4t-6e-in—q-default 0-39

4q4t-6e-in;q1 7 T 40-63

4q4t-6e-in-q3 I 0 -1

4q4t-6e-in~q4 ~

default-nq-7e-policy template 7e

4q4t-7e-in-q-default 0-15

4q4t—7e-in-ql 40-63

4q4t-7e~in-q3 l6~39

4q4t~7e-in-q4

default-nq-Se-policy template 8e

2q4t»Se-4q4q-in-q-default 0-39

Cisco Nexus 7000Series NX-OSQuality of Service Sonfiguratinn Guide i
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lngress Queue |DSCP Map Value

2q4t-8e-4q4q-in-ql |40-63
default-nq-8e-4q4q-policy template 8e-4q4q

4q1t-8e-4q4q-in-q-default 10-15

4qlt»8e-4q4q-in-ql l40»63

4qlt-8e~4q4q~in-q3 12449

4q1t-8e-4q4q-in-q4 l16-23

Similarly, the default dscp values are mapped for ingress queues for Cisco 7710/7718 switches.

Egress Queuing

s.

You use egress queuing to determine how to schedule the traffic from the egress queues out of a port.
The class rnap names represent queues and match cos represents the COSvalues mapped to them. You
can modify the egress class map and match cos to achieve the desired COS~to-queuemapping.

Note

s.

CoS remapping is supported only in strict F-Series VDCs. It is not supported in F~Series/Ml mixed
VDCs.

Each egress port has about 0.7 MB of buffers that are distributed equally among the 8 CoS values. A COS
has approximately 0.1 MB of buffers.

The default policy egress queues are created as follows:

I The drop and no-drop CoS must be mapped to different queues.

I The priority CoS is mapped to a strict priority (SP) queue. All the nonpriority CoS values are
mapped to a DWRR queue.

' For all the non-8e templates, second level scheduling is used.

Note 0 Egress queues have a fixed siae and are not user configurable.

' The egress port has four queues, except for the Cisco Nexus 7710 switch and the Cisco Nexus 7718
switch, whereby, beginning with Cisco Release 62(2), has support for eight queues (4q8q mode).

Each network qos policy has a corresponding default egress queuing policy (template) and is
automatically activated for the system. They are the default-4q-8e-out-policy, default-4q-7e-0ut-policy,
defauIt-4-q-6e-out-policy, default~4q-4e-out-policy, default-8e~4q8q—0ut-policy,
default—7e-4q8q-out-policy,default-6e-4q8q-out'p0licy, default-4e-4q8q-out-policy and the
default-8e-4q4q-out-policy. The flexible egress queues configuration is based on these queue types
lp7qlt-8e, 1p7qlt~7e, lp3q1t-8e, 1p3q1t-7e, 2p2qlt»4e, 2p6q1t~4e, 3p1q1t-6e, and 3p5qlt-6e.

For the Cisco Nexus 7710 switch and the Cisco Nexus 7718 switch, a hierarchical scheduling pattern is
followed on the 7e-4q8q, 6e-4q8q, and 4e-4q8q templates.

Cisco Nexus 7000Series NX-OSQuality ul Sewice Cnnliguratinn Guide
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The predefined class map names (queue names) for egress queuing are described in Tahle 10-2.

Table 10-2 Predefined Class Maps for Egress Queuing

Egress Policy Names Egress Class Map Names

default-4q-8e-out-policy 1p3q1t-8e-out-pql, lp3q 1t~8e-out—q2,V

i1p3qlt-8e—out-q3, and 1p3q1t-8e-out-q-default

default-4q—7e-out-policy 1p3q1t-7e-out-pql, 1p3q 1t~7e—0ut-q2,
lp3q1t-7<:—out-q3, and 1p3q 1t-7e-out~q-default

default~4q-6e—0ut-policy 3p1q1t-6e-out-pq 1, 3p1q1t-6e-out-pq2,
3p1q1t-6e-out-pq3, and 3p1q1t»6e-out-q-default

default-4q-4elout-policy 2p2q1t-4e-out-pq 1, 2p2q1t-4e-out-pq2,
2p2q1t-4e-out-q3, and 2p2q1t-4e~out-q-default

default-8e-4q4q-out-policy
1p3qIt-8e—4q4q-out-q3, and
1p3q1t—8e-4q4q-out-q-default

default-8e-4q8q~0ut-policy (Cisco Nexus
7710 / 7718 switches only)

Sc-4q8q-out-qfi, 8e~4q8q'out-q7, and
8e-4q8q-out-q-default

1p3q1t-8e-4q4q-out-pql , lp3q1t-8e-4q4q-out-q2,

8e—4q8q-out-q1(priority queue), Se-4q8q-out-q2,
8e-4q8q-out—q3,Se-4q8q-out-q4, Se-4q8q-out-q5,

default-7e-4q8q-out-policy (Cisco Nexus
7710/ 7718 switches only)

— default-7e-4q8q-drop-out-policy

7e-4q8q-out-q7, and 7e-4q8q-out-q~defau1t

— defau1t-7e-4q8q-ndrop-out-policy 7e'4q8q-out~q5

c-7e-4q8q-dropwout and c-7e-4q8q-ndrop-out

7c-4q8q-out-ql (priority queue), 7e-4q8q-out-q2,
7e-4q8q»out-q3, 7e-4q8q-out-q4, 70-4q8q-out-q6,

default—6e-4q8q-out-policy (Cisco Nexus
7710 / 7718 switches only)

- dcfault-be-4q8q-drop-out-policy

6e-4q8q-out-q-default

— default~6e-4q8q-ntlrop-out-policy
(priority queue)

c-6e-4q8q'drop-out and e»6e-4q8q-ndrop-out

6e-4qSq-out-q1 (priority queue), 6e~4q8q-out-q2,
Ge-4q8q-out-q3.,6e-4q8q-out-q6, 6c-4q8q-out-q7, and

6e-4q8q-out-q4 (priority queue) and 6e—4q8q-0ut—q5

default-4e-4q8q-out-policy (Ciseo Neitus
7710/ 7718 switches only)

— default-4c-4q8q-drop-ourpolicy
4e-4q8q-out-q3, and 46-4q8q-out-q-default

— default-4e-4q8q-ndrop-out-policy
4e-4q8q-out-q6, 4e-4q8q-out~q7

e-4e-4q8q-drop-out and c-4e-4q8q-ndrop-out

4e-4q8q-out-ql (priority queue), 4e-4q8q~out-q2,

4-e-4q8q—out-q4(priority queue), 4e-4q8q-out-q5, and

You can modify an egress COS to queue map irrespective of the ingress CoS to queue map hy using the
match cos command to configure the desired COSto queue mapping.

r Ciscn Nexus 7000Series NX-OSuUfl|il0i Service ConfigurationGuide
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An egress queue follows a hierarchical scheduling pattern when both drop classes are present. For more
information, see the “Ingress Queuing” section on page l0-3. For a given network qos template, the
egress queuing configuration (the number of DWRR queues, number of priority queues, and the
scheduling hierarchy) are fixed. Youcan modify the bandwidth percentage, priority level, and shaper for
a given port.

You use the bandwidth command to control the bandwidth allocated to an egress queue (traffic class).
For more information about the bandwidth command, sec the Cisco Nexus 7000 Series NX-OS Quality
0fService Command Reference.

‘s.
Note Bandwidth and priority are mutually exclusive on a class map (queue).

You use the priority command to specify that a class of traffic has low latency requirements with respect
to other classes. You can configure the priority level to a traffic queue as high or low. Use the priority
command to define multiple levels of a strict priority service model. For more information about the
priority command, see the Cisco Nexus 7000 Series NX-OS Qnalhy 0fService Command Reference.

The shaper can be configured with a percentage value and it can be enabled on any queue. You use the
shape command to specify that a class of traffic has a maximum rate imposed on it and the outgoing
traffic has a smooth output rate. To achieve a smooth output rate, the excess packets are retained in the
queue and then scheduled for transmission later. For more information about the shape command. see
the Cisco Nexus 7000 Series NX-OS Quality 0fService Command Reference.

%. 
Note A shapcr delays excess traffic that does not conform to the profile by queuing it in a buffer to shape the

flow.

Licensing Requirements for Queuing and Scheduling
The following table shows the licensing requirements for this feature.

Product lLicense Requirement
Cisco NX-OS The QoS feature does not a require license. Any feature not included in a license package is bundled with

the Cisco NX-OS system images and is provided at no extra charge to you. For a complete explanation of
the Cisco NX-OS licensing scheme, see the Cisco NX-OS Licelising Guide.

However, using VDCs requires an Advanced Services license.

Prerequisites for Queuing and Scheduling
Queuing and scheduling have the following prerequisites:

' You must be familiar with Chapter 2, “Using Modular Q05 CLI.”

I You are logged on to the switch.

0 You are in the correct VDC. A VDC is a logical representation of a set of system resources. You can
use the switchto vdc command with a VDC number.

V77 Cisco Nexus 7000Series NX-OSQuality at Service Cnntiguratiun Guide
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Guidelines and Limitations
Queuing and scheduling of F-Series modules have the following configuration guidelines and
limitations:

A queuing policy that is being activated should be consistent with the system network qos policy.

The default queuing policy is attached to the system target (includes all F-Series module ports),
which is unlike the Ml series configuration where the default-in-policy is attached exclusively to
each port.

A queuing policy that is attached to a given port, overrides the system queuing policy on that port.

The DSCP to egress queue selection for DSCP values 2-7 are set to be the same as the values for
CoS 2-7. To change this setting, access the type Q05 policy and use the set cos command to change
the selected egress queue (applicable for all types of interfaces. such as access, trunk, routed, and
so on).

F—Seriesmodules do not support the following commands in a QoS policy:

— set discard-class or match discard-class

— set qos-group or match qos-group

F-Series modules do not support WRED in ingress queuing policies.

F2 modules do not support CoS-to-queue mapping changes when Ml modules are also installed in
the switch.

F-Series modules and M2 modules support shaping in the priority queue. Ml modules do not support
shaping in the priority queue.

See the following information about the default-nq~8e-4q4q—policytemplate that support four
ingress buffers:

- The default-nq-8e—4q4q-policytemplate is supported only with F2 modules.

— When Fl modules are online, the default-nq-8e—4q4q-policy template cannot he attached to the
system qos.

- When the default—nq—8e-4q4q-policytemplate is attached to system qos, F1 modules are
allowed to come online. However, all interfaces of the Fl modules go to the unallocated pool of
the corresponding VDC.

— To make software downgrades nondisruptive, the following is required before the software
downgrade:
- All user defined and cloned 8e-4q4q template queuing policies should be detached manually
from all interfaces in each VDC.
- The default-nq-Se-4q4q-policy or the user defined/cloned Se-4q4q template network-qos
policy should be detached from the system qos.
- All user defined and cloned Se-4q4q template network-qos policies should be removed
manually from the default VDC.
~All user defined 8e-4q4q template queuing policies should be removed manually from all
VDCs.
- Use the clear qos policies 8e-4q4q command in the default VDC to clear the default 8e-4q4q
template policies. This command clears PPF (Policy Propagation Facility) nodes of 8e-4q4q
template policies.
- After executing clear qos policies 8e-4q4q command, you must perform an in-service
software downgrade (ISSD). If an ISSD is not performed, unexpected results might occur.

- The clear qos policies 8e-4q4q command is only supported in the default VDC. Using this
command in the default VDC also clears the 8e—4q4qpolicy»maps in non-default VDCs.

Cisco Nexus 7000Series NX-OSQuality of Service Configuration Guide
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— Reloading an F2 module brings up all the cleared default 8e-4q4q template related poiicy—maps
by using the clear qos policies 8e-4q4q command.

- The default 8e-4q-'4-q-policytemplate is published when a software upgrade is completed.

v See the following information about the Cisco 77l 0/7718 switches and the four default 4p8q policy
templates that support eight egress queues on these switches:

‘SeC

The default 4q8q-policy templates are supported and enabled by default on the Cisco Nexus
77l0 switch and Cisco Nexus 7718 switch only.

The default 4q8q-policy templates are supported on FZE modules only.

DSCP queuing is enabled by default on the Cisco Nexus 7710/7718 switches. You must use the
no hardware qos rlscp-to-queue command to disable DSCP queuing on the switch. You can
use the hardware qos dscp-to-queue command module type command to reenable DSCP
queuing.

the following information about the match clsep command:

Supports only the ingress queues for F2 modules for the 8E template. (It does not support egress
queues, M1 queues. or fabric-qos queues.)

Supports only ingress queues that have at least one CoS value associated with it without any
restriction on which COS value is used.

Cannot be used in user-defined class maps.

Cannot he used in a user configuration session.

Must be disabled for ISSD. (If it is not disabled, the ISSD is disruptive).

DSCP to IVL mapping is disabled by default.

The queue-limit command cannot be specified based on CoS or DSCP values. The configured
queue~limit sizes are applicable for both the DSCP and COSvalues.

No additional statistics are generated to differentiate how many packets are matched on DSCP
or CoS.

When DSCP to IVL is enabled. an interface uses the DSCP value as trusted for IP packets and
the COSvalue is trusted for n0n'IP packets.

DSCP to IVL mapping is enabled by default on the Cisco Nexus 7710/7718 switches. You must
use the no hardware qos dscp-to-queue command to disable DSCP to TVLmapping.

DSCP to IV]. mapping for FabricPath interfaces is not supported.

DSCP to IVL mapping for IPv6 packets is not supported.

DSCP to IVL mapping change is a disruptive operation and might cause BFD/Routing protocols
to flap.

Configuring Queuing and Scheduling
You configure queuing and scheduling by creating policy maps of type queuing that you apply to either
traffic direction of an interface. You can configure a queuing policy by following one of these methods:

~ Copying predefined poliey—You can copy a queuing policy template and modify it as needed.

I 0L-19523-01” 0
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Note When you copy an ingress or egress queuing policy, you are also copying the internal policies
for the hierarchical queuing policy. Copying shortens the default policy name by stripping the
default and policy substrings from it.

' User~dcfined policy—You can create a queuing policy that conforms to one of the system-defined
queuing policy templates.

For information about configuring policy maps and class maps, see Chapter 2, “Using Modular Q05
CLI.”

This section includes the following topics:

I Configuring an ingress Queuing Policy, page 10-l2

~ Configuring an Egress Queuing Policy, page l0-l4

' Enabling DSCP to Queue Mapping, page l0-16

Configuring an ingress Queuing Policy

You must modify the ingress queuing policy only if you want to change the default policy that the port
inherited from the system default.

The example in this section assumes that you are copying an 8e template queuing policy.

SUMMARY STEPS

1. qos copy policy type queuing default-4q-8e-in-policy {prefix prefix Isuffix sig]j‘i.x}

2. (Optional) show policy-map type queuing [policy-map—name]

3. configure terminal

4. policy-map type queuing [p0licy~map-name]

5. class type queuing [2q4t-8e-in-q-default l 2q4t-8e-in-qll

6. queue-limit percent [1-100]

7. bandwidth percent [I-100]

B. exit

9. service-policy type queuing input [policy-map-/wme]

10. (Optional) show policy-map type quelling [policy-mapuzame]

11. (Optional) show policy-map interface ethernet [slot/port]

H Cisco Nexus 7000Series NX-OSQuality of Sewice Configuration Guide r
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DETAILED STEPS

Step 1

Step Z

Step 3

Step 4

Step 5

Step 6

Step 1

ConfiguringQueuing and Scheduling I

Command Purpose

qos copy policy type queuing
[default-4q-8e—in-policy (prefix prefix
l suffix suffix]
Example:
switchf qos copy policy type queuing
defau1t—4q—8e*in~policy prefix my_
switchf

{Copiesa system-defined queuing policy and renames it
with a prefix or suffix.

The policy is renamed as my_4q-8e-in~policy in this
example.

show policy-map type queuing
{p0licy—map—name]

Example:

switchfi show policy-map type queuing
my_4q—8e~in

(Optional) Displays the quelling policy that you copied
and renamed.

configure terminal

Example:
switchfl configure terminal
switch (configl ii

Enters global configuration mode.

l

policy-map type queuing
[policy map—namc]
Example:
switchlconfiylfl D01icy—maptype queuing
my_4q—8e—drcp in
switch(con£ig pmap—quc)fl

Configures the policy map of type queuing and enters
policy-map mode for the policy map name that you
specify. The policy map names can contain alphabetic,
hyphen, or underscore characters, are case sensitive,
and can he up to 40 characters.

class type queuing [2q4t-Be-in—q-default
[ 2q4t-Be-in—q1]

Example:
switch(config)# class type queuing
2q4t—8e~in—q—defau1t

Configures the class map of type queuing and then
enters policy-map class queuing mode.

queue-limit percent [l—l0M

Example 1:
switch(confiq)# class type queuing
2q4t*8e—in-q»deFau1t
switch[confiq—pmap~c—que)# queue limit
40
Example 2:
swiLch(c0nfiq)# class type queuing
2q4L—8c-in—q1
switch(confiq—pmap-c~que)# queueelimit
60

lScts the queue limit for the queue. The range is from 1
‘to 100.

%. t
Note 'l‘he total queue limit for all the

queues in the policy cannot
exceed I00.

In this example, the queue limit is set to 40 percent in
the 2q4t-8e-in-q-default and 60 percent in
2q4t—8e-in~ql.

bandwidth percent [l—lUM

Example:
switch(confiq—pmap—c—que)# bandwidth
percent 10
swiLch(confiq~pmap-c—que)#

lAllocates the bandwidth to the COSvalues mapped to
the queues for exchanging with the peer. The range is
from 1 to 100.

The bandwidth is set to 10 percent in this example.

I OL-19825-D1
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Command

Step8 exit

Example:
switch(config—cmap—que)# exit
switch(config)#

Purpose

Exits policy-map queue mode and enters configuration
mode.

service-policy type queuing input
[pnlicy—map—name]

Step 9

Example:
switch(contig)# interfuce ethernct 5/5
switch{config—if)# service policy type
queuing input my_4q—8ein
switch(config—if)#

Applies a policy to an interface.

I

$Bp1U show policy-map type queuing
[pOlicy—map—nam€]

Example:
switch# show po1icy—map type queuing
default—4q—4e*in-policy

(Optional) Displays information about all configured
policy maps or 21selected policy map of type queuing.

Step 11 showpolicy-map interface ethernet
[slot/port]

Example:
switch# show po1icy~map intertace
ethcrnet 1/5

(Optional) Displays information about the service
policy on an Ethernet interface.

Configuring an Egress Queuing Policy

You can configure an egress queuing policy.

The example in this section assumes that you are copying a 4e leniplatc queuing policy.

SUMMARY STEPS

1. qos copy policy type queuing default-4q 8e-out-policy I {prefix prefix I suffix suflix}

2. (Optional) show policy-map type queuing [policy-nmp-name]

3. configure terminal

4. policy-map type queuing [policy-map»name]

5. class type queuing [1p3qlt-Se-out-pql I 1p3q1t-Sc-out-q-default I 1p3qlt-8e-out-q2 I
1p3q1t-8e-out-q3]

6. bandwidth [percent {1-100} I remaining]

7. priority level{1 I2}

B. shape [average I percent {1-1l]0}]

9. exit

10. service-policy type queuing output [polic

‘I1

y-mzzp-nanze]

. (Optional) show policy-map type queuing [policy-mapename]

f Ciscn Nexus 7000Series NX—0SDuality of Service Configuration Guide
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

CunliguringQueuing and Scheduling I

Command Purpose

qos copy policy type queuing
default-4q-Be-out-policy (prefix prefix
l suffix suffix}

Example:
switch# qos copy policy type
default-4q—8e—0ut—policy pre
switchfi

queuing
fix my_

Copies a system-defined queuing policy and renames it
with a prefix or suffix.

The policy is renamed as niy_4q-8e-out-policy in this
example.

show policy-map type queuing
[policy—map»nameJ

Example:
switch# show policy—map type
my_4q~Be—out—p0licy

queuing

(Optional) Displays the queuing policy that you copied
and renamed.

configure terminal

Example:
switchl configure terminal
switch(u0nEig)#

Enters global configuration mode.

policy-map type queuing
[policy~map-namd

Example:
switch(confiq)# po1icy—mapt
my_4q—8e—out—po1icy
switch(config—pmap—que)#

class type queuing [lp3qlt—8
1p3qlt-Be-out-q-default |
1p3qlt-Be-out-q2 | lp3qlt-Be

Example:

ype queuing

e—out-pql |

—out-q3l

switch(confiq)# class type queuing
1p3q1C—8e—Ont—pq1
switch(config—pmap-c—qne)#

Configures the policy map of type queuing and enters
policy-map mode for the policy-map name that you
specify. Policy-map names can contain alphabetic,
hyphen, or underscore characters, arc case sensitive,
and can be up to 40 characters.

Configures the class map of type queuing and then
enters policy-map class queuing mode.

i

bandwidth {percent {l—l00H

Example:
switch{config—pmap—c—que)# b
percent 25
switch(config—pmap-c—que)#

remaining}

andwidth

Allocatcs the bandwidth in all ingress packets to the
value specified. The range is from 1 to 100.
Alternatively, absolute values in Gbps, Mbps, Khps
can also be specified.

The bandwidth is set to 25 percent in this exatnplo.

priority level {1 l 2)

Example:

switch(contig—cmap—que)# pzi
1

switch(config—cmap~que)#

ority levcl

Marks the priority level of the traffic queue. 1 stands
for the highest priority and 2 stands for the lowest
priority.

The priority level is set to l in this example.

I 0L~l9825-01
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Command Purpose

shape percent [average l percent
(l—J.0l7ll

Step 8

Examle:
switch(ccnfig—cmap—quc)# shape 50000 bps
switch(config—cmap—que)#

Shapes the traffic rate from a queue. The range is from
80000 bits per second to l0 Gigabytes per second.

?Thc shaper is set to 50000 bits per second in this
cxainple.

exitStep 9 I

Example:

swiLch(confi )#

7Exilspolicy-map queue mode, and enters global
configuration mode.

Step 10 service-poli
[policy-map

y type queuing output

switch(config-cmap—que)# exit
Q

C .

namel

<w1tch(ronf1g)# interface ethcrnet 5/5
sw1tch(conf1g—if)# service policy type
queuing input my_4q—8e~out
switch(config—ii)#

Applies a policy to an interface.

p type queuing
amt: ]

Example:

Step 11 mashow policy
[policy—map n

Example:
switchfl show po1icy—map type queuing
my_4q—8e—out—po1icy

(Optional) Displays information about all Configured
policy maps or a selected policy map of typc queuing.

Enabling DSCPto Queue Mapping

SUMMARY STEPS

1. configure terminal

2. hardware qos dscp-tn-queue ingress module type {all I f-series l m-series}

3. (Optional) show hardware qus dscp-to-queue ingress

4. (Optional) copy running-config startup-config

r Disco Ne)_(us]ll0l‘lSeries NX-OSQuality of Sewice Conliguralionyfiuide
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Verilyingthe Queuing and Scheduling Configuration I

Command Purpose

configure terminal

Example:
swiLch# configure terminal
swiLchlconfig)#

Enters global configuration mode.

hardware qos dscp-t0—queue ingress
module type {all | f—sezies l m—se

Example:
switch(ccnfig)# hardware qos
dscp—to—queue ingress modulo
m—series

type

ries) ‘Enables the dscp-to-queue mapping on the specified
module(s).

show hardware qos dscp-to-queue in

Example:
switch(config)# show hardware qos
dscp—to—queue ingress

QIESS (Optional) Displays information about the status of
dscp-to-queue mapping in ingress direction.

copy running-config startup-config

Example:
switch(confiq)# copy running—confi
sLartup—confiq

Q

(Optional) Saves the running configuration to the
startup configuration.

Verifying the Queuing and Scheduling Configuration
To display the queuing policy configuration, perform one of the following tasks:

%.
Note The show commands display only the default policies that correspond to the active template.

Command Purpose

show quelling interface ethernet Displays information about whether the queuing
policy is applied correctly to the module.

show class-map type queuing Displays information about all configured class
maps or a selected class map of type queuing.

show policy-map type queuing’ Displays information about all configured policy
maps or a selected policy map of type queuing.

show policy-map system D Displays information about the network qos and
queuing policy-maps that are currently in effect
on the system.

show hardware qos dscp-to-queue Shows the status of DSCP queuing.

When changing the network qos template, you must remove any queuing policy that is attached
exclusively on an F-Series module interface because the queuing policy would be inconsistent with the
new network qos template.

Cisco Nexus 7000Series NX-OSQuality of Service Configuration Guide
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For more information about the fields in the output from these commands, see the Cisco Nexus 7000
Series NX—OSQuality of Service Command Re_fere|1ce.

Configuration Examples for Queuing and Scheduling on F-Series
Modules

In this section you can find examples of configuring queuing and scheduling for the F—Sericsmodules.

This section includes the following topics:

I Example: Ingrcss Queuing Policy Configuration

I Example: Egress Queuing Policy Configuration

I Example: Hierarchical Queuing Policy Configuration

' Example: Verifying the Status of DSCP—to-queueMapping

r Ciscn Nexus 7000Series NX-OSDuality oi Servjceyllunliguratiou Guido
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Example: ingress Queuing Policy Configuration

The following example shows how to configure an ingress queuing policy:

policy—map type queuing p 4que—7c—drop~in
class type queuing 4q4t 7eeineql

queue—limit percent 45
bandwidth percent 25

class type queuing 4q4t—7e ineq2
queue-limit percent 10
bandwidth percent 25

class type queuing 4q4te7e in—q3
queue—]imit percent 45
bandwidth percent 25

policy—map type queuing p 4que—7e—ndrop~in
class type queuing 4q4t—7e in—q4

queue—limit percent 100
bandwidth percent 25

policy—map type queuing p—4que'7e—in
class type queuing c—4qe7e—drop—in

service—policy type queuing pe4que—7e—drop—in
queue—linit percent 70

class type queuing c—4qe7edrcpein
scrvice—p0licy type queuing p—4quc—7e-ndrop-in
queue—limit percent 30

Example: Egress Queuing Policy Configuration

The following example shows how to configure an egress queuing policy:

po]iey—map type queuing pe4que—6e—drop—out
class type queuing lq3p1t~6e—out—pql

priority level l
shape average percent 50

class type queuing 1q3p1t—5eeout—q4
bandwidth remaining percent 100

policy—map type queuing p 4que—6c—ndrop—out
class type queuing lq3p1t—6e—out—pq2

priority level l
shape average percent 50

class type queuing lq3plt 6e—out~pq3
priority level 2

policy—map type queuing pe4que—6e—cut
class type queuing c—4q—6e—drop—cut

service—p0licy type queuing p—4que—6e—drop-out
bandwidth percent 70

class type queuing c—4q—6e—ndrop—out
service—policy type queuing p~4que—6e—ndrop~out
bandwidth percent 30

l 0L-19025-01
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Example: Hierarchical Queuing Policy Configuration

The following example shows how to configure a hierarchical queuing policy:

pOliCy—map type queuing inner—po1icy—1
class type queuing lp3q1t—out-ql

bandwidth percent 40
class type queuing 1p3qlt-out—q2

bandwidth percent 60
poiicy—map type queuing inner—po1icy—2

class type queuing lp3qlt—out—q3
bandwidth percent 40

class type queuing 1p3qlteout—q4
bandwidth percent 60

ClaSS—maptype queuing dr0p—c1ass
match c1ass—map lp3qlt—0ut—q1
match class—map lp3qlt—out—q2

ciass—map type queuing nodr0p—c1ass
match class map 1p3q1t—out~q3
match c1ass—map lp3q1t—out-q4

policy-map type queuing examp1e—hierarchical—policy
class type queuing drop—c1ass

bandwidth percent 4C
service—policy type queuing inner—po1icy~1

match class nodrop—class
percent 60

service—poiicy type queuing inner—po1icy—2

Example: Verifying the Status oi DSCP-to-queue Mapping

The following sample output from the show hardware qos dscp-to-queue ingress command displays
the status of DSCP-toequeue mapping enabled in ingress direction on llseries modules:
Switchh showhardware qos dscp-to-queue ingress

status: Enabled
modu1e_type : f sezies

0L-19025-01 I
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Feature Historyfor Queuing and Scheduling for F-Series
Modules

Table 10-3 lists the release history for this feature.

Table 10-3 Feature History for Clueuing and Scheduling for F-Series Modules

Feature Name Releases Feature information

l)SCP to Queue Mapping 6.2(2) Support for five default templates to enable DSCP to Queue
Mapping on F‘Series Modules.

<Supportto enable DSCP to Queue mapping using hardware
qos dsep-to-queue ingress module-type command.

Support for 4q8q policy templates 62(2) Support for four 4q8q policy templates that provide eight
egress queues on the Cisco Nexus 7710 switch and Cisco
Nexus 7718 switch only.

Support for four ingress buffers
K

l

6.1(3) Support for default-8e-4q4q-poliey template that supports
four ingress buffers.

DSCP mapping for F2 modules

Scheduling and Queuing for Fl Series Modules

61(1) Support for DSCP mapping for F2 modules.

Elli) This chapter was added. (Chapter title subsequently
changed to aeconnnodate other F-Series Modules.)

I nt-isazs-01
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Configuring Priority Flow Control

This chapter describes how to configure priority flow control (PFC) on the Cisco NX-OS device. This
chapter includes the following sections:

%
Note This section applies only to the F—Seriesmodule ports.

v Finding Feature Information, page I 1-1

1 Information About Priority Flow Control, page I l-l

Q Licensing Requirements for Priority Flow Control, page l I72

v Prerequisites for Priority Flow Control, page ll-2

I Guidelines and Limitations, page ll-2

I Default Settings for Priority Flow Control, page 11-3

' Configuring Priority Flow Control, page ll-3

- Verifying the Priority Flow Control Configuration, page l I-4

' Configuration Examples for Priority Flow Control, page I14

I Feature History for Priority Flow Control, page ll-5

Finding Feature Information
Yoursoftware release might not support all the features documented in this module. For the latest caveats
and feature information, see the Bug Search Tool at httpsz./ftools.cisco.com/bugsearchi' and the release
notes for your software release. To find information about the features documented in this module, and
to see a list of the releases in which each feature is supported, see the “New and Changed Information"
chapter or the Feature History table below.

Information About Priority Flow Control
Priority flow control (PFC; IEEE 802.] bb), which is also referred to as Class-based Flow Control
(CBFC) or Per Priority Pause (PPP), is a inechanism that prevents frame loss that is due to congestion.
PFC is similar to 802.3): Flow Control (pause frames) or link-level flow control (LFC). However, PFC
functions on a per class-of-service (CoS) basis.

Disco Nexus ‘ltltlflSerigsrflii-D5 Duality oi Senrice Configuration Guide
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I VLicensing Requirements for Priority Flnw Control’

When a buffer threshold is exceeded due to congestion, LFC sends a pause frame to its peer to pause all
data transmission on the link for a specified period of time. When the congestion is mitigated (traffic
comes under the configured threshold), a resume frame is generated to restart data transmission on the
link.

In contrast, during congestion, PFC sends a pause frame that indicates which C05 value needs to be
paused. A PFC pause frame contains a 2—octettimer value for each CoS that indicates the length of time
that the traffic needs to be paused. The unit of time for the timer is specified in pause quanta. A quanta
is the time that is required for transmitting 512 bits at the speed of the port. The range is from 0 to 65535.
A pause frame with a pause quanta of 0 indicates a resume frame to restart the paused traffic.

%‘ 7

Note Only certain classes of service of traffic can be flow controlled while other classes are allowed to operate
normally.

PFC asks the peer to stop sending frames of a particular CoS value by sending a pause frame to a
well-known multicast address. This pause frame is a one-hop frame that is not forwarded when received
by the peer. When the congestion is mitigated, PFC can request the peer to restart transmitting frames.

Licensing Requirements for Priority Flow Control
The following table shows the licensing requirements for this feature:

Product ‘License Requirement
Cisco NX-GS The QOSfeature does not require a license. Any feature not included in a license package is bundled with

the Ciseo NX-OS system images and is provided at no extra charge to you. For a complete explanation of
the Ciseo NX-OS licensing scheme, see the Ciseo NX-OS Licensing Guide.

However, using virtual device contexts (VDCs) requires an Advanced Services license.

Prerequisites for Priority Flow Control
Network QoS has the following prerequisites:

' You must be familiar with Chapter 2. “Using Modular Q05 CLI."

~ You are logged on to the switch.

° You are in the VDC. A VDC is a logical representation of a set of system resources. You can use the
switchto vdc command with a VDC number.

Guidelines and Limitations
PFC has the following configuration guidelines and limitations:

' If PFC is enabled on a port or a port channel. it does not cause a port flap.

Q A flap occurs when both the PFC and LFC are enabled and PFC is disabled before LFC is
configured.

itiisco Nexus 1000Series NX-OSQuality oi Service Configuration tiuide
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~ PFC configuration enables PFC in both the send ('l'x) and receive (Rx) direction.

' PFC on mode is used to support the hosts that support PFC but do not support the Data Center
Bridging Capability Exchange Protocol (DCBXP).

' Only an exact match of the no-drop CoS is considered as a successful negotiation of PFC by the
DCBXP.

PFCand F1 Series Module Ports

I When PFC is enabled on a port, precision time protocol (PTP) is not supported on the port.

0 The pong utility is not supported on a VDC when PFC is enabled on any of the ports in the same
VDC.

' PFC is not supported when PTP is enabled on the same port or when the pong utility is enabled in
the same VDC.

Default Settings for Priority Flow Control
Table Table ll-l lists the default setting for PFC.

Table 11-1 Default PFC Set-ting

Parameter lDelault

PFC |Auto

Configuring Priority Flow Control
You can configure PFC on a per—portbasis to enable the no-drop behavior for the CoS as defined by the
active network qos policy. PFC can be configured in one of these three modes:

I autoAEnables the no-drop CoS values to be advertised by the DCBXP and negotiated with the peer.
A successful negotiation enables PFC on the no-drop COS. Any failures because of a mismatch in
the capability of peers causes the PFC not to be enabled.

v on—Enables PFC on the local port regardless of the capability of the peers.

' 0ff—Disables PFC on the local port.

%. . ,
Note You can also enable Link-level Flow Control (LFC) on the same port in which PFC is enabled. However,

PFC, if enabled, always gets the priority.

SUMMARY STEPS

1. configure terminal

2. interface ethernet [slot/port-number]

3. priority-flow-control mode {auto l off l on}

4. show interface priority-flow-control

_* Cisco lllexus ‘(U00Series NX-OSQuality ol Service Conliguration Guide
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

i i Chapter 11 Configuring Priority Flow Control |
I Verifyingthe Priority Flow ControlConfiguration

Command Purpose

configure terminal

Example:
switch# configure term
switch(con£igl#

inal

Enters global configuration model

interface ebhernet
[slot/port—number]

Example:
switch(config)# interface ethernet 2/5
switch(c0nfig—if)#

7Enters interface mode on the interface specified.

priority-£low—control
on}

Example:

mode (auto | off l

switch(config—ifl# priority—f1ow-control
mode on
switch(config—if)#

Sets the PFC to the auto, off, or on mode. By default,
PFC mode is sct to auto on all ports.

showinterface priorit

Example:
switchfl show interface
priority—f1ow*control

y-flow—control iDisplays the status of PFC on all interfaces.

Verifying the Priority Flow Control Configuration
To display the PFC configuration, perform the following task:

Command iPurpose

show interface priority-flow-control ,Displays the status of PFC on all interfaces.

For detailed information about the fields in the output from these commands, see the Cisco Nexus 7000
Series NX»OSQualify ofService Command Reference.

Configuration Examples for Priority Flow Control
The following example shows h0Wto configure PFC:

configure terminal
interface ethernet 5/
priority—fl0w—conLrol

S

mode on

I Cisco Negros7000Series NX-DSQuality oi Sewioe Configurationyfiuidey H i
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Feature History for Priority Flow Control
Table i I-2 lists the release history for this feature.

Table 11-2 Feature History for PFC

Feature Name ‘Releases |Feature Information

PFC ‘S.121) ‘This feature was introduced.

V Cisco Hlilexus1000 Series NX-OS Quality of Senrice Bunligurotion Guide
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Configuring Local Policy-Based Routing

This chapter describes how to configure local policy-based r0uting(PBR) on the Cisco NX-OS device.
This chapter includes the following sections:

0 Finding Feature Information, page I2-l

' Information About Local Policy-Based Routing, page I2-1

' Licensing Requirements for Local Policy-Based Routing, page I243

' Prerequisites for Local P0licy—BasedRouting. page l2-3

I Guidelines and Limitations, page l2-3

I Default Settings for Local Policy-Based Routing, page 12-3

I Configuring Local Policy-Based Routing, page 12-4

- Verifying the Local Policy-Based Routing Configuration, page 12-7

- Configuration Examples for Local Policy—BasedRouting, page l2-'1'

' Feature History for Local Policy-Based Routing, page 12-8

Finding Feature Information
Your software release might not support all the features documented. in this module. For the latest caveats
and feature information, see the Bug Search Tool at https:i’ftools.cisco.eom/hugsearch.' and the release
notes for your software release. To find information about the features documented in this module, and
to see a list of the releases in which each feature is supported, see the “New and Changed Information"
chapter or the Feature History table below.

Information About Local Policy-Based Routing
Local policy-based routing allows you to configure a defined policy for IPv6 traffic flows, lessening
reliance on routes derived from routing protocols. All packets received on an interface with local
policy-based routing are configured in route maps. The route maps dictate the policy, determining where
to forward packets.

Route maps are composed of match and set statements that yott can mark as permit or deny. You can
interpret the statements as follows:

' If the packets match any route map statements, all the set statements are applied. One of these
actions involves choosing the next hop.

I ut-tam-ut
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Route Maps

Match Criteria

Set Changes

1 If a statement is marked as deny, the packets that meet the match criteria are sent back through the
normal forwarding channels and destination—basedrouting is performed.

If the statement is marked as permit and the packets do not match any r0ute—mapstatements, the packets
are sc11tback through the normal forwarding channels and destination-based routing is performed.

This section includes the following topic:

0 Route Maps, page 12-2

You can use route maps for route redistribution or policy~based routing. Route map entries consist of a
list of match and set criteria. The match criteria specify match conditions for incoming routes or packets,
and the set criteria specify the action taken if the match criteria are met.

You can configure multiple entries in the same route map. These entries contain the same route map
name and are differentiated by a sequence number.

You create a route map with one or more route map entries arranged by the sequence number under a
unique route map name. The route map entry has the following parameters:

' Sequence number

* Permission—permit or deny

0 Match criteria

~ Set changes

By default, a route map processes routes or IP packets in a linear fashion, that is, starting from the lowest
sequence number. You can configure the route map to process in a different order using the continue
statement, which allows you to determine which route map entry to process next.

You can use a variety of criteria to match a route or IP packet in a route map. When Cisco NX-OS
processes a route or packet through a route map, it compares the route or packet to each of the match
statements configured. If the route or packet matches the configured criteria, Cisco NX-OS processes it
based on the permit or deny configuration for that match entry in the route map and any set criteria
configured.

The match categories and parameters are as follows:

' IP access lists—(For policy-based routing only). Match based on source or destination IP address,
protocol, or QoS parameters.

Once a route or packet matches an entry in a route map, the route or packet can he changed based on one
or more configured set statements.

The set changes are as follows:

' Policy»based routing only--Change the interface or the default next-hop address.

r CiscoKNexus7000Series NX-OSQuality of Service Configuration Guide
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Licensing Requirements for Local Policy-Based Routing
The following table shows the licensing requirements for this feature:

Product ‘License Requirement

Cisco NX-OS ‘For a complete explanation of the Cisco NX-OS licensing scheme, see the Cisco NX-OS Licelzsi/ig Guide.

Prerequisites for Local Policy-Based Routing
Local policy-based routing has the following prerequisites:

0 Install the correct license.

' You must enable local policy-based routing (see the “Enabling the Policy-Based Routing Feature”
section on page 12-5).

I Assign an IP address on the interface and bring the interface up before you apply a route map on the
interface for policy-based routing.

v If you configure VDCs, install the appropriate license and enter the desired VDC (see the Cisco
Nexus 7000 Series NX-OS Virtual Device Context Configuration Guide, Release 5.x for
configuration information and the Cisco NX-OS llicensirzg Guide for licensing information).

Guidelines and Limitations
Local policy-based routing has thc following configuration guidelines and limitations:

' A local policy-based routing route map can have only one match or set statement per route-map
Statement.

° A match command cannot refer to more than one ACL in a route map used for local policy-based
routing.

' An ACL used in a local policy-based routing route map cannot include a deny statement.

° The same route map can be shared among different interfaces for local p0licy—basedrouting as long
as the interfaces belong to the same virtual routing and forwarding (VRF) instance.

' Setting a tunnel interface or an IP address via a tunnel interface as a next hop in a local policy-based
routing policy is not supported.

Default Settings for Local Policy-Based Routing
Table Table 12-l lists the default setting for PFC.

Table 12-1 Default Local Policy-based Routing Setting

Parameter ‘Default

Local policy-based routing iDisabled

llisco Nexus 7000 Series NX-OSQuality ol Service Configuration Guide
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Configuring Local Policy-Based Routing
This section includes the following topics:

\ Configuring Route Maps. page 12-4

I Enabling the Policy-Based Routing Feature, page 12-5

- Configuring a Local Route Policy, page 12-6

%.
Note If you are familiar with the Cisco 10S CLI, be aware that the Cisco NX-OS cotnmands for this feature

might differ from the Cisco IOS commands that you would use.

Configuring Route Maps

Youcan use route maps for route redistribution or route filtering. Route mops can contain multiple match
criteria and multiple set.criteria.

SUMMARY STEPS

1. configure terminal

2. route-map map-name [permit Ideny] [seq]

3. (Optional) continue seq

-l. (Optional) exit

5. (Optional) copy running-config startnp-config

DETAILED STEPS

Command Purpose

Stepl config-urn en-minal

Exanmla:
switchli configure terminal
Etwil:C]'1lCOnfigHf

Enters configuration mode.

Step2 rout:e—map map—.na.rne[permit | denyl [seq]

Example:
ewicchtconfigitt rc>ut:e—rnapTestmap
10
switchtconfig-route—rrtap)-ll

permit

Creates a route map or enters route-map configuration
mode for an existing route map. Use seq to order the
entries in a route map.

continue seqStep3

Ealmtple:
switch [con£ig—r0ute—map}ll Continue 10

(Optional) Determines what sequence statement to
process next in the route map. Used only for filtering
and rcdistribtttion.

F Ciseo Nexus IDIJEISeries Nit-OSQuality f Service Configuration Guide
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Step 4

Step 5

7 Configuring Local Policy-Based Routing I

Command |Purpose
exit (Optional) Exits route-map configuration mode.

Example:
switch(config~route—map)H exit

rwmrfilming-confiq Etartup-wnfiq (Optional) Saves this configurationchange.

Example:
switch(config)# copy running-config
starcup—contig

You can configure the following optional match parameters for route maps in route-map configuration
mode:

Command |Purpose
match ipvfi address in awess list nwnber Matches against one or more IP access lists.

Example:
switch(config—route—map)# match ip address
10

You can configure the following optional set precedence parameter for route maps in route-map
configuration mode:

Command Purpose

[no] set precedence (number | name) (Optional) Sets the IPv6 precedence for
policy-based routing. The options are as follows:

Example:
switch(contig—route—map)H set preceéence 6
l internet

O—routine

l—priority

2-—imn1ediate

3Wflash

44flash-override

l5—cri tical

6—internet

7—netWork

Use the no form of this command to disable the
feature.

Enabling the Policy-Based Routing Feature

BEFORE YOU BEGIN

You must enable the policy-based routing feature before you can configure a route policy.

Ensure that you are in the correct VDC (or use the switchto vdc command).

Cisco Nexus 7000 Series NXj_USlluality oi Service Conliguration Guide?
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SUMMARY STEPS

1. configure terminal

2. [no] feature pbr

3. (Optional) show feature

4. (Optional) copy running-config startup-config

DETAILED STEPS

Command Purpose

stein °°='*fi9“1’°terminal Enters global configuration mode.

Example:
switch# configure terminal
switch(cor.fig) it

Step2 Enables the policy-based routing feature.[no] feature pbr

Example:
swi\;cl1(config)# feature pbr f6i:llLl1"C.

Use the no form of this command to disable the

Step 3 show feature

Example: .
switchiconfig if)il showfeature

(Optional) Displays enabled and disabled features.

Step4 copy running-coniig startup-coniig

Example:
switchil copy running—config
startupeconfig

(Optional) Saves this configuration change.

Configuring a Local Route Policy

You use route maps in local policy-based routing to assign routing policies.

SUMMARY STEPS

1. configure terminal

2. feature pbr

3. [nu] ipv6 local policy route-map map»name

4. (Optional) show ipv6 local policy

5. (Optional) exit

6. (Optional) copy running-config startup-config

I Disco Nexus 7000Series NX-OSQuality oi Seniice Configuration Guide
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

| Chapter12 ConfiguringLocalPo|icy-Based Routing
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Command Purpose

configure terminal

Example:
switchfl configure terminal
switch{conFig)#

Enters global configuration mode.

feature pbr

Example:
switch(config)# feature pbr

lllnables theflpolicy-based routing feature.

[no] ipv6 local policy route—map
map name

Example:
switch(confiq)# ipvfi local policy
routeflnap Testzriap

Assigns a route map for local policy-based routing to
the interface.

Use the no form of this command to disable the
feature.

show ipvfi local policy

Example:
switch(config—if)# show ipv6 local
policy

(Optional) Displays irilbrlnation about the policy.

copy running—configstartup-ccnfiq

Example:
switch# copy runningeconfig
startup—config

;(Optiona1) Saves this configuration change.

Verifying the Local Policy-Based Routing Configuration
To display thc local policy-based routing configuration, perform the following task:

Command Purpose

show ipvfi local policy ‘Displays information about the local IPv6 policy.
show route-map name lDisplays information about a route map.

For detailed information about the fields in the output from these commands, sec the Cisco Nexus 7000
Series NX-OS Quality 0fSer\/ice Command Reference.

Configuration Examples for Local Policy-Based Routing
This example shows how to configure a simple local route policy on an interface:

feature pbr
route—mapTestmap, permit, sequence 10

ip address 10
ip next—hop
ip precedence: internet

I 0L-19825-01'
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Feature History for Local Policy-Based Routing
Table 12-2 lists the release history for this feature.

Table 12-2 Feature History for PFC

Feature Name ‘Releases Feature lnlormation

Local Policy-Based Routing i6.2(2) W This feature was introduced.

r Ciscu Nexus 7000Series NX-OSQuality of Senrice Configuration Guide
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Monitoring 00S Statistics

This chapter describes how to enable, display, and clear Q05 statistics on the Cisco NX-OS device. This
chapter includes the following sections:

I Finding Feature Information, page I3-l

I Information About Q03 Statistics, page 13-1

I Licensing Requirements for Monitoring QoS Statistics, page 1371

I Prerequisites for Monitoring Q05 Statistics, page I3-3

' Enabling Statistics, page 13-3

I Monitoring the Statistics. page l3-4

I Clearing Statistics‘ page I3-5

' Feature History for Statistics. page I3-6

Finding Feature Information
Your software release might not support all die features documented in this module. For the latest caveats
and feature information, see the Bug Search Tool at httpszlftools.cisco.comIbugsearchf and the release
notes for your software release. To find information about the features documented in this module, and
to see a list of the releases in which each feature is supported, see the “New and Changed Information"
chapter or the Feature History table below.

Information About 00S Statistics
You can display various Q03 statistics for the device. By default, statistics are enabled, but you can
disable this feature. For more information, see the "Configuration EKHIHPIDSFor Monitoring Q03
Statistics” section on page I3-5.

Licensing Requirements for Monitoring 008 Statistics
The following table shows the licensing requirements for this feature:

I UL-19825-01

ttiysycoNexus TtllltlSeries NX-OSDuality nl Service Configuration Guide I



I II?"censingRequirementsfo M ' ' V ' ‘ W
Bha ta

r onitonng 0uS Statistics

Product ‘License Requirement

i p r13 Monitoring00$ Statistieil

CiseeNX-OS Th ‘ Te Q05 feature does not a require l'ieense. Any feature not included in a license package is bundled with
the Cisco NXVOSsystem images and is provided at no extra charge to you. For :1complete explanation of
the Cisee NX-OS licensing scheme, see the Cisco NX-OS Li ' ‘Icerismg Guide.

@' Cisco N

However, using virtua

exus H100Series NX-OSQuality oi Servic

l device contexts (VDCs) re

e Configuration Guide

quires an Advanced Services license.
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Prerequisites for Monitoring t1oSStatistics
Monitoring QoS statistics has the following prerequisites:

I You must be familiar with Chapter 2, “Using Modular QoS CLI.”

I You must log in to the switch.

0 You are in the correct VDC. A VDC is a logical representation of a set of system resources. You can
uso the switchto vdc command with a VDC number.

Enabling Statistics

%.

You can enable or disable QoS statistics for all interfaces on thc device. By default, QoS statistics are
enabled.

Note

SUMMARY STEPS

DETAILEDSTEPS

Step 1

On Ml modules, when Q05 statistics are disabled, the output from the show policy-map interface mun
type queuing command might he delayed by as much as 90 seconds.

1. configure terminal

2. qos statistics

no qos statistics

3. (Optional) show policy-map interface
or
show policy-map vlan

4. (Optional) copy running-config startup-config

Command lPurpose
¢<=nfio'\-\reterminal Enters global configuration inode.

Example:
switchit configure terminal
swi tch (config) it

_" CisrzoNexus 7000Series NX-OSQuality of Senrice Configuration Guide
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Command Purpose

qos statisticsStep 2

Example:
switch(con£ig)ii qos statistics

KEnables QOS statistics oniall interfaces.

no qos statistics

Example:
switch{config)# no qos statistics

iDisahIes QOSstatistics on all interfaces. If

show policy—map interfaceStep 3

Example:
swit:ch(config)# show po1icy—map
interface

(Optional) Displays the statistics status and the
configured policy maps on all interfaces.

show policy-map vlan

Example:
switcl1(config)# show policy—mapvlan

I (Optional) Displays the statistics status and the
configured policy maps on all VLANs.

copy running-config startup-configStep 4

Example:
sv-1itch(coni‘ig)il copy running—config
startup—config

(Optional) Saves the running configuration to the
7S[8.fKLlpconfiguration.

Monitoringthe Statistics
You can display QoS statistics for all interface

SUMMARY STEPS

s or a selected interface, data direction, or a Q05 type.

1. show policy-map [policy-map-name] [interface] [vlan] [input I output] [type {control-plane I
network-qos I qns Iqueuing}]

DETAILED STEPS

Command Purpose

Step1 show policy-map [policy/—map—name]
[interface] ivlan] [input output]
[type icontro1—p1ane I netwo:r:k—qos | qos
| queuingl]

Example:
switchii show p0licy—rnap interface
ethernet 2/1

Displays statistics and the configured policy maps on
all interfaces or the specified interface, all VLANs or
specified VLANs, data direction, and Q05 type.

I Bisco Nertus 7000Series NX-OSQuality oi Sewice Bonliguration Guide at-mas-01 I
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Clearing Statistics

SUMMARY STEPS

DETAILED STEPS

Step 1

You can clear Q05 statistics for all interfaces or a selected interface, data direction, or QoS typo.

1. clear qos statistics [interface] [vlan] [input i output] [type {qos I queuingfl

Command [Purpose
clear qos statistics [interface] ivlani lfiisplays statistics and the configuredpolicy maps on

[inP““k\ °“tP“"] [FY99 {‘_‘°““°1'P1a“° i all interfaces or the specified interface, all VLANs or
“emu _q°s I qos queumgn the specified VLANs, data direction, or QOStype.

Example:
switch# clear qos statistics type qos

Configuration Examples For Monitoring (1oSStatistics
The following example shows how to display the Q08 statistics:

switch(config># showpolicy-map interface ethernet 8/1

Global statistics status: enabled
Ethernet8/1
Service—policy (qosi input: pmap
policy statistics status: enabled
Class—map (qos): map (match—all)
O packets, O bytes
5 minute offered rate O bps, drop rate O bps
Match: cos 0
police cir 10 mbps bc 280 ms
conformed 0 bytes, 0 bps action: transmit
violated O bytes, 0 bps action: drop
Class~map (qos): mapl (match—all
O packets, 0 bytes
5 minute offered rate O bps, drop rats G bps
Match: dscp O
police cir 10 mbps bc 200 ms
conformed O bytes, U bps action: transmit
violated Obytes, 0 bps action: drop
Class—map (qos): map2 (match—all>
0 packets, O bytes
5 minute offered rate U bps, drop rate O bps
Match: precedence 5
police cir 20 mbps bc 200 ms
conformed O bytes, O bps action: transmit
violated Obytes, 0 bps action: drop
Class-map (qos): map3 (match—all]
0 packets, O bytes
5 minute offered rate 0 bps, drop rate O bps
Match: cos 3
policc cir 30 mbps bc 200 ms
conformed O bytes, O bps action: transmit
violated Dbytes, Obps action: drop

l or-1sazs-n1
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Class map [q0s): map4 (match—aii)
0 packets, O bytes
5 minute offered rate 0 bps, drop rate O bps
Match: packet length 100
police cir 40 mbps bc 200 ms
conformed O bytes, O bps action: transmit
violated 0 bytes, O bps action: drop
Class—map (qos): map5 (match-all)
O packets, 0 bytes
5 minute offered rate O bps, drop rate 0 bps
Match: access group foo
police cir 50 mbps bc 200 ms
conformed 0 bytes, 0 bps action: transmit
violated 0 bytes, O bps action: drop
Class—map(qos): class-default (match—any)
O packets, 0 bytes
5 minute offered rate O bps, drop rate O bps
police cir 60 uips bc 200 ms
conformed U bytes, O bps action; transmit
violated O bytes, O bpS action: drop

Chapterti-1 Monitoring [lnS Statistics |

For complete information on the show policy-map command, see the Cisca Nexux 7000 Series NX-OS
Quality 0fService Command Reference.

Feature Historyfor Statistics
Table 13-1 lists the release history for this feature.

Table 13-1 Feature History for Statistics

Feature Name liieleases llieature Information

N0 changes from Release4.l(2) ‘5.l(l) I

F Cisco Nexus 7000Series NX~OSfi(1uaIitynt Seniice Configuration Guide i
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Configuration Limits for Cisoo NX-OSQuality of
Service Configuration Features, Release 6.0

The features supported by Cisco NX-OS have maximum configuration limits. For some of the features,
we have verified configurations that support limits less than the maximum.

The configuration limits are documented in the Cisco Nexus 7000 Series NX-OS VerifiedScalability
Guide.
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Additional References
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This appendix contains additional information related to implementing Q05 on the Cisco NX—0Sdevice.

This appendix includes the following sections:

I Related Documents, page B-l

~ RFCs. page B-1

Related Documents

Related Topic Document fitle
Cisco Nexus 7000 Series NX-OS Virtual‘Device Context

Configmurion Guide, Release 5.x
VDC5,

Cisco Nexus 7000 Series NX-OS Quality ofService Command
Reference

CLI commands

Release Notes Cisco Nexus 7000 Series NX-OS Release Noses, Release 6.x

RFCs

RFCs Title

RFC 2474 <|?)zffenerttiared Services Field
RFC 2475 Architecturefor Differentiated Services

RFC 2697 A Single Rate Three Color Marker

RFC 2698 A Dual Rate Three Color Marker

RFC 3289 Management Information Bosefor the Drfierentiared Services
Architecture
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