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ABOUT THIS GUIDE

This Command Reference Guide provides information about the
commands that you use to configure and manage your system or module
after you install it. Before you use this guide, you should have already
consulted documents such as your system Getting Started Guide or
module Quick Start Guide and physically installed your system or module.

Several CoreBuilder® and SuperStack® Il platforms are documented in this
book. Table 1 lists the specific platforms and the current software release

level of that platform as it relates to the information contained in this
book:

Table 1 Platforms Covered in This Document

Platform Release
CoreBuilder® 3500 3.0
SuperStack® Il Switch 3900 3.0
CoreBuilder 9000 3.0
SuperStack 1l Switch 9300 3.0
CoreBuilder 9400 3.0

This guide is intended for the system or network administrator who is
responsible for configuring, using, and managing the system. It assumes
a working knowledge of local area network (LAN) operations and
familiarity with communications protocols that are used on
interconnected LANs.

differs from the information in this guide, follow the instructions in the
release notes.

b If the information in the release notes that are shipped with your product
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Using This Book This guide contains information for every command for the platforms
listed at the beginning of this chapter. it includes specific information
about command syntax, field descriptions, default values, and the
possible range of values. Some command descriptions include a section
called “Important Considerations” that contains additional information
to be aware of when using the command. Where appropriate, examples
help you to understand the commands.

This guide does not contain troubleshooting information or instructional
material about why or when 1o use a particular command. For
information about troubleshooting and networking tasks, see the
Implementation Guide that is shipped with your system on a CD-ROM.

Finding Specific Use this chart to help you find information about specific tasks:
iInformation
in This Guide

i you are looking for information about Turn to

Systermn administration and configuration tasks Part © Getling Started

Lsing command abbraviations
summnary of commands Tor sl platforms

Displaying the system or module configuration Part i System-Level
Using the snapshot Teature Functions
Baselining siatistics

Configuring system parameters, such as name, dateftime,
and passwords

Configuring system security

Establishing system access through a Web browser
Saving, restoring, and resetting norwolatile data
Running scripts of Console tasks

Setting up the system Tor out-of-band management access  Part i Establishing
through serial ports or using 1P and setting up SNMP hManagement Access

Administering the IP managernent interface
Configuring SNMP community strings
Admiristering trap reporting

Adrinistering Ethernet ports Part IV: Physical Port

Displaying statistics for and labelling Ethemnet ports Pararneters

Administering Fiber Distributed Data interface (FDDD ports

frosn worw Manualshib com masnes
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if you are looking for information about Turn to
Configuring bridge parameters such as bridge display, Part V: Bridging
agingTime, stpState, and Class of Service Parametlers

Managing trunks

Configuring bridge port parameters such as listing
addresses, setting the port priorty, and controlling the
Spanning Tree Protocol (STP) on a bridge

Displaying MultiPoint Link Aggregation {MPLA] parameters
Configuring resilient links
Configuring virtual LANs (VLANS)

Configuring packet filters

Configuring 1P interfaces and 1P protocol pararmeters Part Vi Routing
Protocols

Configuring Virtual Router Redundancy Protocol (VRRP)
parameters

Configuring 1P multicast routing and filtering
Configuring Open Shortest Path First {OSPF} routing
Configuring IPX routing

Configuring AppleTalk routing

Canfiguring Quality of Service {QnS) classifiers, controls, Part Vil- Traffic Policy
Resource Reservation Protocol {(RSWP), bandwidth,
and excess tagging

Viewing statistics

Administering the event log Part Vil Monitoring
Adrrinistering roving analysis

Technical support Part IX: Reference
Quiickly locating inforrnation on tasks and topic index
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1 22 ABCOUT THIS GLIDE

Command Each software command has its own description in this guide. Each
information command description begins at the top of a page. A command
description begins with these items:

e he full command name
s Platforms on which this command is valid

Under the command name is a list of 3Com switch platforms. The
command is valid on every platforrn that has a check mark () next
o it

V3500
vv9000
V9400

v¥3900
Y9300

s A short description of the purpose of the command

Sample platform fist

S Some command descriptions begin with a sentence similar to this one:

}» “For CoreBuilder 3000: Applies to Layer n switching modules only.”
where n is either 2 or 3. Because the CoreBuilder 9000 system can house
both Layer 2 modules and Layer 3 modules, this sentence alerts you to
the fact that this particular command is valid only on Layer 2 modules or
Layer 3 modules.

The command description continues with one or more of the following
sections:

= Valid Minimum Abbreviation — This section lists the shortest
number of characters that you can type to issue the command.

= Important Considerations — These usage notes identify potential
problems before you use the command.

s Options — if the command begins a configuration process or other
procedure, this section presents each prompt that you see, its
description, the possible values that you can enter, and the default
value.

s Fields — If the command prompts the system to display information,
this section lists the display parameters and their definitions.
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= Procedure — Numbered steps walk you through complex commands.

x Example — Examples show the interactive display when the systemn
provides additional useful information.

Recommendations Before you enter any command, 3Com recommends that you:
for Entering

Examine the systemn menu carefully for the full command string:
Commands

e Consull the documentation for the valid minimum abbreviation for
the command string.

[‘b\ If you are unfamiliar with a particular system, always enter the entire

=" command, even though the system accepts abbreviated commands. If
vou abbreviate commands, you may make errors or omissions that have
undesirable consequences.

For example, on the CoreBuilder 9000, to list all addresses for a port, you
use the bridge port address list all command. if you mistakenly
enter bridge port address all, the system interprets it as an
abbreviated version of the bridge port address flushall command,
which Hushes the entire address table for the port and does not request
that you confirm the command.

Conventions Table 2 and Table 3 list icon and text conventions that are used
throughout this guide.

Table 2 Notice lcons

icon Notice Type Description

\.\\3 information note  Information that describes important features or

| v instructions

A Caution Information that alerts you to potential loss of data

/1 * or potential damage t0 an application, systam, or
Lt device

/’\ Warning Information that alerts you 1o potential persanal

s %\\ injury

A -
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Table 3 Text Conventions

Convention Description

Screen displays This typeface represents informaticn as it appears on the
screen.

Command The word “command” means that you enter the command

exactly as shown in the text and then press Return or Enter.
Cormviands appear in bold. Example:

Te set flow control, enter the following command:
ethernet flowControl

e~ This guide always gives the full form of a command.
ﬂl;/\" However, you can abbreviate commands by entering just
anough characters fo distinguish one command from
ancther similar command, as shown in "Valid Minimum
Abbreviations” under each command description.
Commands are not case sensitive,

The words "enter” Whern you see the word “entfer” in this guide, you must type

and “type” something, and then press the Return or Ender key. Do not
press Retum or Enter when an instruction simply says
”t:y'}pﬁ,"

Kevboard key names  If you must press two of more keys simultanecusly, the key
narnes are linked with a plus sign (+). Example:

Press Clrl+ .

Words in fighics italics are used 1o
= Etmphasize a poird
& Denote a new term when it is defined in text

sarch ongane
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Documentation Your suggestions are very important to us. They help us to make our
Comments docurmnentation more useful to you.

Please send e-mail comments about this guide to:

sdtechpubs comments@ne. 3com. com

Include the following information when commenting:
s Document title

= Document part number {found on the front or back page of each
document)

= Page number (if appropriate)

Example:
Command Reference Guide
Bart Number 100713505

Page 347
Year 2000 For information on Year 2000 compliance and 3Com products, visit the
Compliance 3Com Year 2000 Web page:

hittp: /fwww. dcom. com/products/yr20060. . himl
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ADMINISTRATION OVERVIEW

This chapter introduces the Administration Console software that is
supplied with your systemn, the types of commands that you use to
perform network tasks, the valid syntax for command abbreviations, and
some shortcuts 1o help you navigate through the menus. It also provides
an overview of the management software that is specific to the
CoreBuilder® 9000 Enterprise Switch. it introduces the EME (Enterprise
Management Engine) Management Console for the CoreBuilder 9000
and describes its relationship to the Administration Console software.
The following topics are covered in this chapter:

e Administration Console Overview

= CoreBuilder 8000 System Management Overview

s CoreBuilder 9000 Management Features

s Configuration Tasks

& Accessing the Administration Console

= Using Menus to Perform Tasks

Administration The Administration Console software is installed at the factory in flash

Console Overview memaory on the system processor. Because this software boots
autornatically from flash memory when you power on your system, the
system is immediately ready for use in your network. However, you may
need to:

& Configure certain parameters before the system can operate
effectively in your networking environment.

= Connect to the Administration Console, i you have a
CoreBuilder 5000.

 View important MAC, port, bridge, virtual LAN (VLAN), and P
statistics while you manage your system.
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You use the Administration Console software to configure your system
parameters {or, on the CoreBuilder 9000, to configure your module
parameters) and display statistics and counters.

e~ For more complete network management, you can use an external
27 application, such as 3Com’s Transcend® Network Controf Services tool
sufte.

Yo~ On the CoreBuilder 3500, CoreBuilder 9000, and CoreBuilder 9400, and

},/ on the SuperStack® if Switch 3900 and Switch 9300, you can also
configure parameters and view statistics using the Web Management
suite of HTML-based applications. See the Web Management User Guide
for your system for additional information.

CoreBuilder 9000 The CoreBuilder 8000 comes in a 7-slot, 8-slot, or 16-slot chassis in which
System you install switch fabric modules and interface modules. Before you begin
Management to manage your CoreBuilder 9000 system, review the

Overview management-related information in this section.

The CoreBuilder 9000 system supports the following management
interfaces:

s EME Management Console

Use the EME Management Console to manage EME and Enterprise
Management Controller (EMC) functions, such as login table
management, IP connectivity, event and trap logs, and soffware
downloads to all modules. The EME Management Console also
manages chassis functions, such as systern inventory and power
management features.

s Administration Console

Use the Administration Console to manage the CoreBuilder 9000
switch fabric modules and intelligent interface modules. These
modules contain an on-board network management agent that allows
this direct management.

s ATM Local Managernent Application (LMA)
Use the ATM LMA to manage the ATM Enterprise Switch, ATM Switch
Fabric Module, and ATM interface modules. These modules contain an

on-board network management agent o allow this direct
management.
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ATM LMA management of ATM switch fabric modules and ATM
ivterface modules 5 outside of the scope of this guide. To learn about
managing the ATM Enterprise Switch and ATM modules using the
ATM LMA, see the CoreBuilder 9000 ATM Enterprise Switch
Management Guide.

You cannot rmanage the EME using the ATM LMA, and you cannot
manage ATM Switch Fabric Modules or ATM interface modules using
the EME Management Console.

= Web Management

The Web Management suite of applications are an embedded part of
the CoreBuilder 9000 system software image. They indude the
WebConsele and DeviceView applications. Additional installable
applications include online Help. After you have set up your IP address
for your system, you can access the Web Management applications
directly from your Web browser by entering its IP address.

See the Web Management User Guide for the CoreBuilder 8000
Enterprise Switch for additional information about Web Management.

You manage the EME from a command line interface using EME
rmanagement commands. You manage the switch fabric modules or
interface modules through the Administration Console using module
management commands or through the Web Management interface.

Management and  The CoreBuilder 9000 systern uses separate channels for network traffic
Data Channels and management traffic

e [he private management LAN (MLAN) handles management traffic.
Management traffic travels to and from the EME, which acts as the
single point of contact for all management traffic in the chassis.

® Switch fabric module backplane channels handle network traffic. Each
ivterface module has one or two backplane ports that connect o the
switch fabric module backplane, which allows network tratffic to pass
through the CoreBuilder 9000 system.

Figure 1 illustrates the MLAN channel and the switch fabric module
backplane channels in the CoreBuilder 9000 16-slot chassis.
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Figure 1 Systern Data Channels in the16-slot Chassis
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CoreBuilder 9000 You can manage the CoreBuilder 9000 system through a terminal
Management interface, through the Simple Network Management Protocol (SNMP),
Features and through the 3Com Transcend” Network Control Services. The EME is

the primary communication mechanism into the chassis and modules.
You manage other intelligent modules within the chassis through the
EME.

EME Overview The EME is an SNMP-based network management module that manages
and controls the 3Com CoreBuilder 8000 chassis and its modules. The
EME has the following features:

& Chassis Management Architecture — Provides a cost-efficient
management architecture that:

« Provides a central point of contact for chassis management
s« Provides all controller functions, as well as EME functions

= Intelligent Power Management — Manages power use in the
chassis by

x Preventing newly installed modules from receiving power when
there is not encugh power available

» Allowing you to prioritize the order in which modules power off (if
there is insufficient power available)

« Allowing you to implement fauli-tolerant power, which allows the
chassis to reserve some of ifs power capacity to protect against a
power supply failure

In the chassis:
s 1he EME exchanges information with all modules through the MLAN.
= Interface modules pass data through the switch fabric rmodule.

= On modules that include their own agent, the EME "connects” to that
module and then you can use the Administration Console
management interface to manage that module.
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Configuration Tasks  To help you configure your system, the top-level menu of the
Adrministration Console groups the commands into types for certain
tasks, as listed in Table 4.

s
[5 > Not all menus and tasks are available on all systemns.

Table 4 Types of Commands Assodated with Configuration Tasks

Type of
Command Top-Level Menus Tasks
General system Set systern or module parameters, handie
module norvolatile (NV) data, set security, reboot
script Run scripts
logout, disconnect | Leave the Administration Console
Managernent rnanagement Set up the out-of-band management
setup interface
Snmp Set up the system for SKNMP and trap
reporting
Port-based ethernet hanage Ethernet poris
management fddi Manage Fiber Distributed Data interface
{FRDY ports
Bridging bridge Set bridge parameters Tor the entirs systern,
including Tor Spanning Tree Protocol 6T}
and Class of Service {CoS)
Manage trunking of bridge poris
Set and display MultiPoint Link Aggregation
{MFLA) parameters
kdanage resilient links
Set bridge parameters for specific bridge
ports
Manage virtual LANs (VLANMS)
Manage packet filtering for port groups
Routing ip Set up IF, P multicast, and iP Open Shortest
Path First {OSPF) routing
iR Set up IPX routing
appletalk Set up AppleTalk routing
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Table 4 Types of Commands Associated with Configuration Tasks (continued)

Type of
Command Top-Level Menus Tasks
Cuzality of Service | gos Set up classitiers and controls for
management traffic-policy-based services
rMoritoring fog Set severity levels arvd services for event
iogging
analyzer Monitor the network using a network
analyzer
Accessing the Depending on which system you are managing, you access the
Administration Administration Console in either two steps (for the CoreBuilder 8000) or
Console one step (for all other systems). See " Accessing Your Systern” later in this

section for details.

For all systerns, the Administration Console supports three password
levels, allowing you to provide different levels of access for a range of
USErs.

Password Access  Your access level determines which types of menu commands you can
Levels use, as described in Table 5.

Table & Password Access Levels

Access

Level For users who nesd to Allows users to

Admirister  Perform system or module Perforr systern-level or
setup and management tasks  module-level administration {such
{usually a single network as resetting the module or changing
administraton passwords)

Write Perform active network Configure network pararmeters
management {such as setting the aging time for a

bridge}

Read Ordy viswy system or module Access only “display” menu ifems

parameters {like display, summary, and delail)
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Accessing Your  You access the Administration Conscle for your system in one of two
System  ways:

= For all systems except the CoreBuilder 9000 — Access the
Administration Consale for the first time at the Administer level and
press Return at the password prompt {the inifial password is null).

Subsequently, every time that you access the Administration Console,
it prompts you for an access level and password, as shown here:

Selact access level {read, write, administer}:
Password:

The passwords are stored in nonvolatile (NV} memory. You must enter
the password correctly before you can continue.

= For the CoreBuilder 8000 — On this system, the Enterprise
Management Engine (EME) controls passwords and access levels to
manage the chassis and its installed modules.

To access a module in a CoreBuilder 89000 system, follow these steps:
1 Login to the EME.

2 Access the module that you want to manage using the EME connect
command.

Example: To connect 1o a module in slot 10, subslot 1, enter:

connect 10.1

[{} All modules use subslot 1.
The system displays a prompt similar to the following:
CB200CGEs1otl0.1 [20-B/FEN-TX-L2]
When you have connected to a module, you manage the module from
the Administration Console with the same level of access that you have
on the EME. For example, if you have logged in to the EME with

administer privileges, you also have administer privileges for the module
to which you are connected.

. Foradditional information about the £EME, see the CoreBuilder 8000
}/’ Enterprise Switch Getting Started Guide and the CoreBuilder 9000
Enterprise Management Engine User Guide.
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Access Examples

The examples in this section show how the top-level menu structure of
the Administration Console changes. The menus that you see in the
Administration Console vary depending on:

Access Examples

Which 3Com system you are viewing {as described in "Accessing Your

-3
Systern” earlier in this chapter).
= Your level of access.
= 1he optional interface modules, switch fabric modules, and other
hardware options that you configure into your system. For example,
you see the £ddi menu only if you have installed the FDDI module on
your CoreBuilder 3500 system.
3 These examples show the CoreBuilder 3500 menus. Menus for other
L- platforms may differ. See the Command Quick Reference for your system

for the list of commands on your system.

Administer Access Example

When you enter the Administration Console with Administer access, each
menu contains all of the options for the system. Here is an example of a
system menu for users with Administer access on the CoreBuilder 3500:

Eslect menu option: system

{CorsBuilder-2B4200): ~~--wn-

Menu options e e
Display the system configuration

diaplay -
consols -~ Administer conscle-level funcibions

fileTransfer ~ Sat the file tranzfer protocol

snapshot - Dleplay all configuration and stabtus lnformation
goftwareUpdate - Load a new revision of systenm ascftware

baseline - Bdminister a statistics bazslins

szrialPort - Administer the tsrminal and modem serial ports
LAmES -~ Bet the syvsism nane

Lo -~ Bet the date and tims

nvizta - Bave, restore, or reseb nonvolatile data

clearDiagBlock
diagRrrLog

Clear the diagnostic block
Display Diagnose Brror Log

sntp - Administer the Simple Network Time Probocol
rebool Reboot ths svabtem

Select menu option {system):
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Write Access Example

When you enter the Administration Console with write access, the
system menu contains a subset of the complete menu, focusing on the
network, as shown in this example on the CoreBuilder 3500:

Select menu option: system

Menu options {(CoreBullder-2B4200): ~rrrmrmmmm e e
- Display the system configuration

dimplay

congale ~ Administer oonsole-level functions

filaeTransfey ~ Set the file transfer proboccl

snapahot - Display all configuration and status information
baseline ~ Bdminister a statistics baseline

gerialPort -~ Administer the terminal and modem ssrial poris
Iama - et the system name

diagBrrlog - Display Diagnose Brror Log

antp -~ Bdmindigter the Simple Network Time Protoocol

Type g Lo return to the previous menu or ? for help.

Read Access Example

When you enter the Administration Console with read access, the
system menu contains the fewest options, as shown in this example on
the CoreBuilder 3500:

Relsct menu opbion: systbem

Menu options {(CoraBullder-2893300): ~~-rrrrrr o rmr
display ~ Display the svetem configurabion
snapshot - Digplay all configuration and status information
hagelins - Bdminister & statistics baseline
diagRrriog ~ Display Diasgnose Brror Log
sntp -~ Administer the Simple Network Time Frotococoel

Type Yg¥ to return to the previous menw or 7 for help.
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Using Menus to When you access the Administration Console, the top-level menu

Perform Tasks appears. You perform administrative tasks by selecting options from this
menu and its subrnenus. A brief description accompanies each option in
the display. The commands that you can use depend on the system that
you have, your level of access, and the types of modules and other
hardware options that are configured for your systermn. The “"Menu
Structure” diagrams at the beginning of most chapters show the
complete list of comrmands for all systerns. See the checklist at the
beginning of each command description in each chapter for whether
your system supports the command.

The following example shows the CoreBuilder 8000 top-level menu when
a Layer 2 switching module is installed:

Menu options:

module -~ Administer module-~lewvel functions

ethernst -~ Administer Ethernet ports

bridge ~ Administer bridging/V0iANs

snmp - Administer SNMP

disconmect - Dizconnect and return to the Management Console

Type 7 for help.

Select a menu option:

-~

- switching interface module. Menus on other platforms may differ. See
the Command Quick Reference for the list of commands on your system.

E\A’" These examples show the CoreBuilder 9000 menu options for a Layer 2
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Selecting Menu  To select a menu option, at the prompt enter the menu option or enough
Options  of the name to uniquely identify it within the particular menu. Example:
to access the module menu from the top level of the Administration
Console on a module in the CoreBuilder 8000, enter:

Select a menu option: module
1 > Menu options are not case sensitive.

When you enter a menu option or cornmand correctly, either you move
o the next menu in the hierarchy, or the Administration Console displays
information {a prompt or a screen display) for the option that you
entered.

if you enter the menu option incorrectly, a message indicates that your
entry is not valid or is ambiguous. Reenter the option from the point at
which it became incorrect or expand a truncated command until it
becomes unambiguous.

When a new menu appears, the selection prompt {with its choices in
parentheses} changes to reflect your progression through the menus.

Example: If you enter bridge at the top-level menu and then agingTime
at the module prompt, the prompt changes to reflect the current level:

Select a menu option (bridgs/agingTime):

Entering a Command String

After you become familiar with the menu structure, you can enter a string
of menu options or commands to move immediately to a task. Example:
The command string for setting the path cost for a port on a module
looks like this:

Select a menu coption: bridge port stplost
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Entering Abbreviated Commands

You can abbreviate command strings by typing only as much of the
command as is necessary to make it unigue:

Select a menu option: b po stpc

When you correctly enter either a full or an abbreviated command string,
you move to the last menu level or option that is specified in the string.
Information that is relevant to that option appears as a menu, a prompt,
or a display.

if you enter a command string incorrectly, the Administration Console
displays a message indicating that your entry was not valid or was
ambiguous. Reenter the command from the point at which it became
incorrect, or expand a truncated command until it becomes
unambiguous.

Entering Values  When you reach the level at which you perform a task, the
Administration Console prompts you for a value. The prompt usually
shows all valid values {if applicable} and typically suggests a default value.
The default may be the factory default value or the current value that you
have defined for that parameter.

The Administration Console displays the valid values in parentheses and
the default or current value in brackets. For example:

Enter 3 new value {disabled,enabled) {enabled]:
To accept the default or current value, press Enter.

Entering Values in Command Strings

A command string can also contain the value of a command parameter. if
you enter a value at the end of a command string, the Administration
Console executes the task and the previcus menu appears on the screen.

For example, to set the path cost to the root through a port, from the top
level of the Administration Console, enter:

bridge port astpeoost 20

or

b po stpe 28
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Navigating The Administration Console provides several shortcuts:

Through the Menus Press Esc (the Escape key) — To move quickly to the top-level menu

without backtracking through each intermediate menu. The top-level
menu immediately appears.

s Enterg-—

« 1o move up through the hierarchy, that is, to move to the menu
that is one level higher in the hierarchy

= 1o cancel an operation that is currently in progress. The previous
menu appears.
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COMMAND SUMMARY

Table & gives an overview of all the commands in this book.

Table 6 Command Summary

3500 9000 S000: 9400 3900 9300
Layer Layer
Commands 2 3

PART #: System-Level Functions

Chapter 3 System Environment

system display

<
~
<\

system fileTransfer

system console webHelpConfig
systemn console webAccess
system console consoleAcress
system console ctikeys

systemn console password
system console sareenbHeight
systermn console security display
systermn console security define
system console security remove
system console security acCess
systemn console security message

system console timeout tirmeGut

NHNAANSASASNASARARANANSAANANSNN
NN INARANANRNANARANARNANANAN
LN HNANRNANARANANANASCSKNAANN
NNANSANSNSANARNSANAN

system console timeout intarval
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Table 6 Command Summary {continued)

3500 90680 9000 9400 3900 8300
. Lager i_age.r
Commardds ‘

system snapshot summary
systern snapshot detail
system snapshot save
system softwareUpdate
systern baseline display

systemn baseline set

NN RN
NN NN
"R NE R NE NN

system baseline requestedState

systern serialPort terminalSpeed

RN N N N T N

systern serialPort modemsSpeed
system serialPort baudRate
systern serialPort serialPoriMode
systemn seriatPort configModem
system serialPort enablehModem
system name

systern tirme dateTime

systern tirne tirmezone

system time dst

systern nvData save

systern nvData reslore

system nvData exarnine

systern clearDiagBlock

SN NE NN NE N NE NN NN
SN NE NN NN N S SN N
SN NN N NN N NE N NN

systern diagEriog

system snip display

LN ANAARANANANANSANANAN

<~
<~
<~

system snip define
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Table & Command Summary {continued)

3500 9000; 2000: 9400 3900 9300
L’sger Lager
Commands ‘

system sntp modify
systern sntp remove
system sntp siate
system sntp pollinterval
systemn sntp tolerance
system rebooi

script

fogout

NN ASNANASNANKAN
NNANSNSNANSNSKNS
NN SN ANARNANKN
N N N N N NN

Ch 4 Module Environment

module display

module snapshot summary
module snapshot detail
muodule baseline display

module baseline set

NN SNANASNS

module baseline requestedSiate

module redundancy display

module redundancy reset NonRedundant
module name

module time

module screenHeight

module nvData reset

module nvData ermergencyDownload
module nvData displayDownrdoad

module nvData staging

LN HANANAANRNANNNANASCNSANANANAN

NN NS
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Table 6 Command Summary {continued)

3500 90680 9000 9400 3900 8300
Lager i_age.r

Commands

rrodule cdearDiagBlock Ve ‘/
module diagErriog ‘/
maodule reboot ‘/ \//
disconnect '/ /

PART Hl: Establishing Management Access
Ch 5 Out-of-Band Management
rianagement summary

management detail
management ip

management ip interface surnmary
management ip interface define
management ip interface modify
reanagement ip interface remove
management Ip route display
management ip route static
management ip roufe remove
rranagement ip route flush
management ip route default
management ip route noDefault
management ip route findRoule
management ip arp display
management ip arp static

ranagermnent ip arp remove

L HANASAARANARARANARNANANNASSANASASAANN

ranagerment ip arp flushall
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Table & Command Summary {continued)

3500 9000; 2000: 9400 3900 9300
L’sger Lager
Commands ‘

management ip arp flushDynamic
management ip rip display
management ip rip mode
management ip rip statistics
managernent ip ping

management ip advancedPing
management ip traceRoute
management ip advancedTraceRoute

managernent ip statistics

Ch 6 SNMP
snmp display

“~
<.

snmp community
snmp trap display
snmnp trap addiodify
snmp trap remove

snmip trap Hush

ANENENEN
AR NN NEN
SR NN NN
AR NN NN

snmp trap smitProwyTraps

spmyp rmonConfiguration

NN SASANASNARAARNYN JTSANNASARNASASN

N NE NN

snmp writeDisable

Part W Physical Port Parameters
Ch 7 Ethernet Ports
ethernet summary

ethernet detail

AN
AR NEN
AR NN
AN NEN
AN NEN
ANENEN

ethernet autoMNegotiation
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Table 6 Command Summary {continued)

3500 90680 9000 9400 3900 8300
Lager i_age.r

Commands

ethernet portMode v v v
ethernet flowControl / ‘/ ‘/ ‘/ ‘/ /
ethernet pacelinteractiveAccess ‘/ \//

ethernet paceAcess

ethernet (abel

~N

ethernet portSiate

ethernet monitoring summary

NN ASNS S
“~
NN NSNS
“~

sthernet monitoring mode

Ch 8 FDD
fddi station display

fddi station connectPolicy
fddi station totify

fddi station statusReporting
fddi path display

fddi path twxLowerBound
fddi path tmaxbowerBound
fddi path maxTreq

fddi mac summary

fddi mac detall

fddi mac frameErorThreshold
fddi mac notCopiedThreshold
fddi mac HcService

fddi mac path

LR RARAARNRNRNINANANANASAANARANAN
NN NSNASANSNANANASNSASNANSNSASNSNAN

fddi port display
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Table & Command Summary {continued)

3500 9000; 2000: 9400 3900 9300
L’sger Lager
Commands ‘

fddi port lerAlarm

fodi port lerCutoff
tadi port label
fddi port path

fddi stationMode display

NENENENE RN
NN N

fddi stationMode rmodify

Part V Bridging Parameters

Ch 9 Bridge-wide Parameters

bridge display

bridge ipFragmentation

bridge ipxSnapTransiation

bridge addressThreshold

bridge agingTime

bridge spanningTree sipState
bridge spanningTree stpPriority
bridge spanningTree sipMaxAge
bridge spanningTree stpHeloTime

bridge spanningTree stpForwardDelay

NN SNSNASNANKN
NN N ASNANANKS
NN SSANAKNKN
NANSASASNSXN

bridge spanningTree sipGroupaddress

NSANSNASAANSNASAANANSNS
N N N N N e N N NN

bridge gurpState
bridge cos enable
bridge cos sumimary

bridge cos modify

NN NS
NN NN
NSNS
NN

bridge multicast igmp summary
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Table 6 Command Summary {continued)

3500 90680 9000 9400 3900 8300
. Lager i_age.r
Commardds ‘

bridge multicast igmp snoopMode
bridge multicast igmp querybode
bridge multicast igmp queryipAddress
bridge multicast igrmp vians

bridge multicast igmp groups

bridge multicast igmp desQuerier
bridge mutlticast igmp rPorts

bridge multicast igmp qPort

Ch 10 Bridge Ports
bridge port summary

bridge port detail
bridge port multicastlimit
bridge port sipState

bridge port stpCost

NN ASNAANEKN] NSNS SANANAS
NN NASNANN RN SASSNSANSAS
NN SASANYN IRANSNASANANANSNAS

bridge port stpPriority

NSNS ANANEN ISNASRNSNAANSAS

bridge port gurpState
bridge port addrass list
bridge port address add
bridge port address remove
bridge port address find

bridge port addrass flushAll

LR ERNASANANANASNANASAARAANN
N ANANNASNANNASCSNANANANNAN

CN NN NS
RN NN
N NE NN
C NN

bridge port address flushDynarmic
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Table & Command Summary {continued)

3500 9000; 9000: 8400 3900 9300
L’sger Lager
Commands ‘
Ch 11 Trunks

bridge trunk autoMap surnmary

bridge trunk autoMap enable
bridge trunk autobMap disable
bridge trunk autoMap fest
bridge trunk summary

bridge trunk detail

bridoge trunk define

bridge trunk modify

ANENENENEN
NN NN NN N
AN NE N NN
AN NN
ANENENENEN

bridge trunk remove

Ch 12 MultiPoint Link Aggregation
bridge mpla summary

bridge mpla detail
bridge mpla mode

bridge mpla peerddacAddress

Ch 13 Resilient Links
bridge link summary

bridge link detall
bridge Hnk define
bridge link linkState
bridge link activeFort

bridge link modify

AN NN N N N N N NN N N N N

NENANANSNASAN
AN N N TN
NENSNSANASNS

bridge link ramove
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Table 6 Command Summary {continued)

Diovendsaded fom worw Manunadslib.com manusls o

Commardds

3500 9000: 9004r 9400 3900 9300

Lager i_age.r

Ch 14 virtual LANs (VLANs)

bridge vian summary
bridge vian detail
bridge vian define
bridge vian modify
bridge vian remove
bridge vian mode
bridge vlan stphMode

bridge vian vianfAwareMode

NANANANNSNS

NN SNANANKSN

NN NSNS KS
NN SNSNANSS

Ch 15 Packet Filters

bridge packetFilter list
bridge packetFilter display
bridge packetFilter creale
bridge packetFilter delete
bridge packetFilter edit
bridge packethiter load
bridge packetFilter assign

bridge packetFilter unassign

bridge packetFiller portGroup list
bridge packetFilter portGroup display
bridge packetFilter porlGroup create
bridge packetFiter portGroup delete
bridge packetFilter portGroup addPort

bridge packetFilter portGroup removePort

LNHRNARARNARNANRNASNARNANSNANYN IRANASANNSNANASAN

NANNSNANNANANANSNAANANYN INSASNASNANASNSN
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Table & Command Summary {continued)

3500 9000; 2000: 9400 3900 9300
L’sger Lager
Commands ‘

Part Vi Routing Protocols
ChisIp
ip interface summary

ip interface detail
ip interface define

ip interface modify

AN NEN
AN NN
AN NN

ip interface rernove

ip interface arpProxy

ip interface broadcastaddress
ip interface direciedBroadcast
ip interface icmpRedivedt

ip interface ianpRouterDiscovery
ip interface statistics

ip route display

ip route static

ip route remove

ip routs flush

ip route default

ip route noDefault

ip route findRoute

ip arp display

ip arp static

i arp remove

NN AANRANRANARASNANRNINSRNANANSNANANSNASANSNSNSN
AN AN A AN AAARANARANARARNARANARNSNSNSASAASNASSNSANAN

NN SNHNANNASNANANSNA
NENASNANANANANANNSAKNAN
NN AANIANANARANSNSNANANSNS

i arp flushaAdl
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Table 6 Command Summary {continued)

Commardds

3500 9000: 9004r 9400 3900 9300

Lager i_age.r

ip arp AushDynamic

ip arp age

ip arp statistics

ip dns display

ip dris domainName

ip dns define

ip dns modify

ip dns remove

ip dns nsiookup

ip udpHelper display

ip udpHelper define

ip udpHelper remove

ip udpHelper hopCountlimit
ip udpHelper threshold

ip udpHelper inferface first
ip udpHelper interface even
ip udpHelper interface sequential
ip routing

ip rip display

ip fip mode

ip rip compatibiitybMode

ip Fip cost

ip rip polsonReverse

ip rip routeAggregationhode
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Table & Command Summary {continued)

3500 9000; 2000: 9400 3900 9300
L’sger Lager
Commands ‘

ip rip password

ip rip addAdvertizement
ip fip rermove Advertisemant
ip rip policy summary

ip rip policy detail

ip rip policy define

ip fip policy modify

ip rip policy rermaove

ip rip statistics

ip ping

ip advancedPing

ip raceRoute

ip advancedTraceRoule

NN NSNS
NN SNSNAKNKN
NSNS NSNS

ip statistics

Ch 17 VRRP

ip VITD SUMmMary

ip vrrp detail
ip virp define
ip virp rmodify
ip viTp remove
ip virp mode

ip vrrp neighbor

NN ANSAASNEINSNANANSNARNASNSNAANASNANA
NN ANANANAAE ITSNANRNAANRNANRNANANSASANSNAS SN

ip virp statistics
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e,

Table 6 Command Summary {continued)

3544 9000 9000 9400 3900 3300
. Lager i_age.r
Commardds ‘
€h 18 P Multicast

ip reulticast dvmrp interface surmmary

ip multicast dvmrp interface detall

ip multicast dvmrp interface mode
ip mudticast dvmip interface metric
ip mutticast dvmrp tunnels summary
ip multicast dvmip tunnels define

ip roulticast dvmp tunnels remove
ip mudticast dvmrp tunnels address
ip multicast dvmrp tunnels threshold
ip multicast dvmrp tunnels metric

ip reulticast dvmep routeDisplay

ip multicast dvmirp cacheDisplay

ip multicast dvmirp default

ip rrealticast igmp interface surnmary
ip rmultticast igmp interface detail

ip multicast igmp interface TTL

ip multicast igmp snooping

ip multicast igmp querying

ip mutticast cache

ip multicast traceRoute

LEHSAAAAANASANARNARANARNANNAANNASAN
N AN ANANNANANAANANANANANANASNANN
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Commands

3500 9000: %000: 9400 3900 9300

L’sger Lager

Ch 19 OSPF

ip ospf areas display

ip ospf areas defineArea

ip ospf areas modifyArea

ip ospf areas rempveArea

ip ospf areas addRange

ip ospf areas modifyRange

ip ospf areas removeRange

ip ospf defauliRouteMetric display
ip ospf defauliRouteMetric define
ip ospf defaultRoutshetric remove
ip ospf interface surnrmary

ip ospf interface detail

ip ospf interface statistics

ip ospf interface mode

ip ospf interface priority

ip ospf interface arealD

ip ospf interface cost

ip ospf interface delay

ip ospf interface hello

ip ospt interface retransmit

ip ospf interface dead

ip ospf interface password

ip ospf linkStateData databaseSummary

N A ARAANSNASANANASNARARANRNARRIRNSISANSNSNASANANSNSAS

AN A ASAAASNAARANRNRARARRANASNASASASNASNSSSAN N
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Table 6 Command Summary {continued)

3500 90680 9000 9400 3900 8300
. Lager i_age.r
Commardds ‘

ip ospf linkStateData router

ip ospf linkStateData network

ip ospf linkstateData summary
ip ospf linkStateData external

ip ospf neighbors display

ip ospf neighbors add

ip ospf neighbors remove

ip ospf routeriD

ip ospf partition display

ip ospf partition rmodify

ip ospf stubDefaultMetric display
ip ospf stubDefaultMetric dafine
ip ospf stubDefaultMetric remove
ip ospf virtuallinks summary

ip ospf virtuallinks detail

ip ospf virtuallinks statistics

ip ospf virtuallinks define

ip ospf virtuallinks remove

ip ospf virtuallinks arealD

ip ospf virtuallnks router

ip ospf virtuallinks delay

ip ospf virtuallinks hello

ip ospf virtuallinks retransmit

LN AN AAASANRS A SANASNARNARARNARKRARNARNAANANNS
N AN ASANANASNARAARARNNRNRNRNSNSNASNSNSSANSNNS

ip ospf virtuallinks dead
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Table & Command Summary {continued)

3500 9000; 2000: 9400 3900 9300
L’sger Lager
Commands ‘

ip ospf virtuallinks password
ip ospt policy surmrnary

ip ospf policy detail

ip ospf policy define

ip ospf policy modify

ip ospf policy remove

ip ospf statistics

Ch 20 IPX
o interface display

ipx interface define

ipx interface modify

ipx interface remove

ipx interface SAPadvertising
ipx interface RiFadvertising
ipx route display

ipx routs secondary

ipx route static

ipx route remove

ipx route flush

ipx server display

ipx server static

X server remove

ipx server flush

ipx server secondary

NANANANANSNANANSNAARANANARNARANANYN ISNANSASSNSANAN
N N N N N N e N N N N N N N N N NN
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Table 6 Command Summary {continued)

3500 90680 9000 9400 3900 8300
. Lager i_age.r
Commardds ‘

ipx forevarding

ipx rip mode

ipx rip triggered

ipx rip policy summary
ipx rip policy define
ipx rip policy modify
ipx rip policy remove
ipx sap mode

ipx sap triggered

ipx sap policy summary
ipx sap policy detail
ipx sap policy define
ipx sap policy modify
ipx sap policy remove
ipx output-delay

ipx statistics stanvmary
ipx statistics rip

ipx statistics sap

ipx siatistics forwarding
ipx statistics interface
ipr oddiengthPadding
ipx MetBIOS

ipx secondary

LA N ANAAANAARARNARARNARRNRARNARNANSANAANANA
LN ANASANAARNASANAARNSNAANANANSNSASNASNSSNSSNSASNNS
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Table & Command Summary {continued)

3500 9000; 9000: 8400 3900 9300
L’sger Lager
Commands ‘
Ch 21 AppleTalk

appletalk interface summary

appletalk interface detail
appletalk interface define
appletalk interface modify
appletalk interface remove
appletalk interface statistics
appietalk route display
appletalk route flush
appletalk aarp display
appletalk aarp remove
appletalk aarp flush
appletalk zone display network
appletalk zone display zone
appletalk forwarding
appletalk checksum
appletalk sourceSocket
appietalk ping

appietalk statistics ddp
appletalk statistics imp

appletalk statistics zip

NHSNAASNARARANNARNNNIASNANSNANANANSNASAS
A AN ANASANAARANARNRNARANARARARANRNASNNANNSNASNSANKN

appletalk siatistics nbp

Diovendsaded fom worw Manunadslib.com manusls o

ANI-ITC-944_945-1824750



1 &2 CHAPTER 27 COMMAND SUMMARY

Table 6 Command Summary {continued)

3500 9000 9000 9400 3900 9300
Lager i_age.r
Commands ‘
Part Vil Traffic Policy
Ch 22 Quality of Service and RSVP

qos classifier summary

gos dassifier detail
gos dlassifier define
qos classifier modify
qos dassifier remove
gos control summary
gos control detail
gos control define

gos control modify

SN N NN N NN RN

qos control rermove
qos idap display

gos idap enable

gos Idap disable

qQOs TSYp SLITnary

qos rsvp detail

gos rvp enable

qos rsvp disable

qos bandwidth display
gos bandwidth modify
fqos excessTagging display

qos excesstagging enable

AN ARNRASNARANARNSNANNSNASNARARNARAARNSNSANANN

NN SNSSNSNSNAN

qos excessTagging gisable
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Table & Command Summary {continued)

3500 9000; 2000: 9400 3900 9300
L’sger Lager

Commands

gos statistics interval Ve \/
qos statistics receive ‘/ ‘/
qos statistics transmit ‘/’ ‘/

Part Vil Monitoring
Ch 23 Event Log
log display

log devices

ing services

Ch 24 Roving Analysis

analyzer display
analyzer add
analyzer remove

analyzer start

ANENENENEN N ENENEN
AN NE R NN
2 NENENE NN
RN NN
2N NN NN
AR NN NN

analyzer stop

Diovendsaded fom worw Mannalslib com neanuals sonrch ongine

ANI-ITC-944_945-1824752



&4 CHAPTER 27 COMMAND SUMMARY

sews
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SYSTEM ENVIRONMENT

This chapter provides guidelines and other key information about how to
Use system cormmands fo:

= Set and modify general system parameters. Important considerations
and options are also provided where applicable

= Configure management access to the system (through one of two
serial connection types)

= Configure management access through the serial port. (For
mformation about commands for configuring an out-of-band
management interface, see Chapter 5.)

S For more information about administering your system environment, see
=7 the Implementation Guide for vour system.
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Menu Structure

Diovendoaded fom wonw Manualslib.com manunis

The commands that you can use depend on the system that you have,
your level of access, and the types of modules and other hardware that
are configured for your system. The following diagram shows the
complete list of commands for all systems. See the checklist at the
beginning of each command description in this chapter for whether your
systern supports the command.

Top-Level Many sysiem meny sonsole meny sRCUry meny
¥ ayslem dHaplay webHelpCondig drsplay
rrshude webdoress define
management consoiedocess TETROVE
ethernet chilpys ACCEDE
fdddi password Mmessags
bridge % baseding e sereenHeight i .
iy ¥ seriaiPort b security timenul meny
iy e b imens ] BMEd
applaialk # time | interval
qos % nvData sTapshot meny
ST clearDiagBlock SuTmary
anatyzer diagbrriog dudail
oy i# snlp N
soriph | redond
logout baseling many
discorreet display
e oset
requestedSiale
serialPort menu
ferminaiBpesd
""""" modemSpeed
baudRate
seriaiPoriblods
confghicdem
enableblodem
time menu
dateTune
imerone
dst

nviiaty many
save

restore
XTI

SOEn Mmen
display
defing
madify
FRITIONS
siate
potfirderval
iolerancs

I addition, this chapter describes the seript and Logout options from
the top-level menu.
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system display 69
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system display  Generates a systern configuration display that includes software and
hardware revision numbers, module status information, and warning

v 3500 messages for certain systern conditions.
3000 |
v/ 9400 Valid Minimum Abbreviation
gy 4
v 3900

/ 9300 important Consideration

s A message appears in the display if any module fails a diagnostic test
at start-up.

Fields in the System Display

Field Description

Diagnostics Whether a module has passed or falled diagnostics

Marnory size (AP, FP, Memory capacities of the system processors

Flash, and Buffen

POV Power on verification

SysBoot Boot software revision

ExtDiags Extended diagnostics version number

Part number Each module's 3Com part identification number

Product number Each module’s 3Com 3C product identification number

Rev Unigue nummber assigned to the hardware bulld by 3Com

Serial number Each module's unigue serial numbser

Siot number Siot position of each hardware module

System 1D Unigue number that is assigned to the system by 3Com

System name &4-character {imaximum) user-defined alphanurneric name
that uniquely identifies the systern on your nebwork

System up time Tire since the last systam reboot

Tirne in service Total operational time since the systermn was manufactured

Type of module Type of physical ports

Wersion, build date, and  System software version number, and date and time
tirme when the software was built

e You configure the system parameters for the CoreBuilder® 9000 system
| through the Enterprise Management Engine (EME). See the
CoreBuilder 9000 Enterprise Management Engine User Guide for a

complete list and detailed explanation of the CoreBuilder 8000 system
commands.
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system fileTransfer Sets the file transfer protocol to either Trivial File Transfer Protocol (TFTP)
or File Transter Protocol (FTP). Use this protocol to retrieve or store files

v’ 3500 across the network for system functions such as scripts, snapshots,

9000 software updates, and nvData save and restore.

9400 . _ e
Valid Minimum Abbreviation

3900 sy £

9300 Options
Prompt Bescripiion Possible Values [Befault]
File transfer  File transfer protocol for the w IFIP TFTP
protocol sysiem

e FIP
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system console
webHelpConfig

v 3500

3000
v 9400

v 3900
v 9300

Diovendsaded from wonw Manualslib.com mann

systern console webHelpConfig 1

ak
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Sets the Uniform Resource Locator {URL) for access to the Web
Management Help system.

Valid Minimum Abbreviation

gy oo wh

Options

Prompt Description Possible Valuss {Default]
Enter Web URL where the Web - -

help Management Help systern files

instaliation are located

URL

ANI-ITC-944_945-1824760
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sesa,

system console  Enables or disables access to the Web Management software.

webAccess |
Valid Minimum Abbreviation
\/ 3500 BY o0 W
9000
v 9400 Options
‘/ 2900 Prompt Diescription Possible values [Default]
/ 9300 Web Whether remote access tothe «  snabled enabled
management  Web Management system is .
_ s disabled
allowed

frosn worw Manualshib com masnes
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system console  Controls remote access via Telnet or modem to the systern console.

consoleAccess |
Valid Minimum Abbreviation
3500 8y oo do
9000
v 9400 Options
v 3900 Prompt Description Possible Values  [Default]
v/ 9300 Conscle Whether remote access tothe o« enabled enabled
acess systern conscle is allowed . disabled

frosn worw Manualshib com masnes
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system console  Enables or disables the control key combination (default: Ctri+X) that
ctiKeys  allows you to reboot the system from the Administration Console.

v 3500 Valid Minimum Abbreviation
9000 gy o ot
v 9400 '
Options
r// gggg Prompt Description Possible Values  [Default]
Controf keys Whether youwanttoenableor « enabled enabled
Eissabig th;e“r{et}czot control key . disabled
combination
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system console  Sets one of the password levels for the Administration Console. There are
password three levels of password for the Administration Console.

Y 3500 Valid Minimum Abbreviation
9000 sy ©o p
v 9400
important Considerations
v 3900 = [he Administration Console supports three levels of access:
v 9300 s One for only browsing or viewing (read)

s One for configuring network parameters (write)
»  One for full syster administration (administer)

s When you log on for the first time, press Return or Enter at the
password prompt because the initial passwords that are stored in the
nonvolatile memaory of the systern are null for all access levels.

m [0 change passwords, you must enter the Console at the administer
access level.

s |he system does not display the password in the field as you type.

= Seta password for each access level that you want to configure.

Options
Prompt Description Possible Values {Default]
Access level  Level of access for the person = read read

logging on to the system write

¢ administer
Password Text string typed by the person « Astringofup -
logging on o 32

case-sensitive
characters

e Enter {for a null
password})
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system console
screenHeight

v 3500
9000
v 9400

v 3900
v 9300

Diovendsaded fom worw Manunadslib.com manusls o

Changes the Administration Conscle’s screen height to increase or
decrease the space available for displaying information.

Valid Minimum Abbreviation

sy oo so

Important Considerations

= The setting controls the way that the system displays statistical
surnmaries or gther information that results from your use of the
menus, not the way that the systemn displays the menus themselves.

s Each time that the screen output reaches the designated screen
height, the system prompts you o press a key to display more
information. Set the screen height to infinite (0} if you do not want
the systerm to display this prompt. At o, however, the screen output
can scroll beyond the screen, depending on your screen size.

s Most terminal screens are 24 lines high.

Options
Prompt Description Possible Values  [Default]
New screen  New screen height in lines e 20200 24
height « O {0 receive no

promplts)
Default Default screen height for e Y {yOs) ¥
valug future Administration Console 1 {no)

sessions
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system console  Displays a summary of trusted IP client information.
security display |
Valid Minimum Abbreviation

\/ 3500 gy oo se 4i
9000
v 9400 important Consideration
= [If you do not have any trusted IP clients configured, this command
v 3900 displays only the first two fields.
v 9300 e .
Fields in the System Console Security Display
Field Description
Trusted client access Whether the trusted IF client feature is enabled or
orly disabled
Dery message Text of the current message that is sent 1o a userwho is
not a trusted clierd
index index nurnber that is associated with the trusted P dient
Trusted P address 1P address of the trusted 1P dient
hAask Subnet mask that is associated with the trusted 1P addrass

frosn worw Manualshib com masnes
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system console
security define

v 3500
9000
v 9400

v 3900
v 9300

Gives a client trusted access to your systern by adding the dient IP address
and subnet mask to an access list.

Valid Minimum Abbreviation

gy oo sa de
Important Considerations

CAUTION: Be careful when you define trusted IP clients. If you specify an
incorrect IP address or subnetwork address when you define a trusted IP
client, you can affect your own abifity to access the system. See the
Implementation Guide for your system.

= Configure trusted IP clients in this order:

s Define the trusted IP dients using system console security
define.

« Display the list of configured trusted IP dients using systen
console security display to verify that you have configured the
trusted IP clients correctly.

« Enable the systern to verify trusted IP dients using system console

security acoess.

s You can configure up to five IP addresses or five subnetwork addresses
as trusted P dlients.

s An P address or subnetwork address can be used o access the system
only if it is on the trusted IP client list.

s Use the subnet mask to allow trusted access to all addresses on a
particular subnetwork. Examples: The IP address 158.99.112.219
with a subnet mask of 255.255.255 .0 allows trusted access to all
addresses on the 158.99.112 subnetwork. The P address
158.99.112.219 with a subnet mask of 255.255.255.255 allows
access only by the single IP address 158.99.112.219.

= 1he trusted IP dient information is retained after a system reboot; that
is, it is saved in nvData.
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Systemn console security define 79
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Cptions
Prompt Description Possible Values {Default]
1P address iP address of the interface, Any valid 1P address -
chesen from the range of
addresses that are assigned to
your organization. This address
is specific to your network and
syster.
Subret 32-bit number that uses the A valid subnet Depends on
mask same format and mask in accordance  specified 1P

representation as an IP address.
The subnet mask determings
which bifs in the P address are
interpreted as the network
number, the subnet nurmber,
and the host number. Each P
address bit that corresponds o
a 1in the subnet mask is in the
network/subnet part of the
address. Each 1P address bit
that comresponds o a 0isin
the host part of the IP address.

with the bits used
for nehwork
nurnber, subnet,
and host nrumber

address

el engine
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system console  Rernoves an IP address from the trusted P client access list.

security remove
Valid Minimum Abbreviation

J 3500 BY CO 88 ¥
9000
v 9400 important Considerations
= I you remove a trusted IP client definition through the Administration
v 3900 Console, the definition is also removed in the Web Management
/ 9300 Console, and vice versa.

= This command takes effect immediately. You are not prompted to
contirm the deletion.

Options
Prompt Bescription Possible Values [Default}
Trusted P One of more index numbersof ¢ 1-5 1 {f only one
client index  the IP addresses that you wand 3 client)
o remove
e ¢ {foralistof
splectable
indexes)
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system console
security access

v 3500
9000
v 9400
v/ 3900 A
/ 9300 /TN
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Systern consofe security atcess 81
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Enables or disables whether the system verifies trusted IP clients on your
system.

Valid Minimum Abbreviation

8y oD 28 a
important Considerations

CAUTION: Be careful when you define trusted IP clients. If you specify an
incorrect IP address or subnetwork address when you define a trusted [P
dient, you can affect your own ability to access the system. See the
Implementation Guide for your system.

= (Configure trusted IP clients in this order:
s Define the trusted IP dients using system console security define.

« Display the list of configured trusted IP clients using system
conscle security display 1o verify that you have configured the
trusted {P clients correctly.

s Enable the system to verify trusted P clients using syastem console

gsecurity access.

Options
Prompt Description Possible Values [Default]
Trusted Whether you want to allow or  »  enabled disabled
dlient access  disallow your systern 10 restrict e

‘ SR ; e e w  tzabled
only access according to your list of

trusted P clients
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system console  Defines the text that is displayed to a prospective user when access to
security message  your system is denied.

v 3500 Valid Minimum Abbreviation
9000 sy co s& m
v 9400 o
Important Consideration
\/ 2000 8 Use gsystem console security display 1o view the text of the
/ 9300 current deny message.
Options
Prampt Bescription Possible Values [Default]
Deny Test that is displayed (o a Alphanumeric text  “You are not
rmessage prospedtive user whose P of up 1o 8BS considered a
address does not appear on characters and trusted user.
the list of frusted users spaces Please see your
network

adrrinistrator.”

o www Manualslib com neasusls sonrch ongine
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system console  Configures the systemn to disconnect remote sessions after a specified
timeout timeQut  interval of no activity.

Y 3500 Valid Minimum Abbreviation
9000 sy oo b ok

v 9400 o

important Considerations

v 3900 = | he default inactive time interval is 30 minutes.

v 9300 = To change the timeout interval value before the systemn disconnects
remote sessions, see ”system console timeout interval” next for
details.

Options
Prompt Description Possible Values [{Default]
Tirneout Whether you wantioenableor « enabled disabled
state thisable the tmeout state ot

» tlizabled

Diovendsaded from wonw Manualslib.com mann
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system console  Sets the remote timeout interval to a value from 1 minute through 60
timeout interval  minutes.

v 3500 Valid Minimum Abbreviation
89000 gy oo £t i
v 9400 o
Important Consideration
v 3900 = 1o enable or disable the inactive timeout interval for remote sessions,
v 9300 see the preceding command, “systern console timeout timeQut” for
details.
Options
Prompt Bescription Possible Values IDefauli}
Telnet Timeout inferval 1 — 60 minutes 30
timeout
interval

frosn worw Manualshib com masnes
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system snapshot  Captures an image of all systemn summary display screens. This display
summary reflects each application’s status at the time that you use the snapshot

feature.
v 3500
8000 Valid Minimum Abbreviation
v 9400 8y sn su
v 3900
v 9300

Diovendoaded fom wonw Manualslib.com misny
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system snapshot  Captures an image of all systemn detail screens. The display reflects the
detail cumrent values of all fields and counters at the time that you use the
snapshot feature.

v 3500
9000 Valid Minimum Abbreviation
\/( 9400 ay sn 4
v 3900
v 9300

Diovendoaded fom wonw Manualslib.com misny
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v 3500

3000
v 9400

v 3900
v 9300
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Sends detail screens to a file on the host machine that you specify.

Valid Minimum Abbreviation

8y 8n =8

Important Considerations

The CoreBuilder 3500 uses the Trivial File Transfer Protocol (TFTP) or
File Transfer Protocol (FTP) to transfer the files to the host, depending
on the setting for the system fileTransfer option. The
SuperStack® |l Switch 3900, Switch 9300, and the CoreBuilder 9400
use TFTP to transfer files.

Before you transfer files:

You must create the file to receive the snapshot images on an FIP or
THP server before you send the images to the file.

You supply the IP address of the host and specify the file according to
the requirements of your TFTP or FIP implementation.

Some TFIP implementations require that you store the file in the same
directory in which the THP daemon (server} is running on the remote
host.

Because THP provides no user authentication, give the file loose
permissions to make it publicly readable and writable. TFTP servers do
not grant requests for file access.

On the CoreBuilder 3500, if you use FIP for system fileTransfer
you must enter a login name and password if you are sending a file to
an FIP server.

TEYP Procedure

Create an empty file with open write permissions on the host 1o store the
systern display images.

From the top level of the Administration Console, enter:

system snapshot save

Enter the IP address of the host on which you want to save the display
images.

if your TFTP implementation requires a full path name, enter the full path
of the file that is designated to contain the display images. (Some
implementations allow you to specify only the file name and the system
uses the default TFTP directory.)
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While the system sends the files to the host, it displays the name of each
display image that it transfers. When the transmission is comnplete, the
systern displays a message that the transfer is complete and displays the
file name and the name of the host on which it stored the file.

FTP Procedure {3500 Only)

1 Create an empty file with open write permissions on the host o store the
systern display irmages.

2 From the top level of the Administration Console, enter:
system snapshet save

3 Enter the IP address of the host on which you want to save the display
Images.
4 Enter the full pathname of the file that you designated.

5 Enter your username and password.

While the systern sends the files to the host, it displays the name of each
display image that it transfers. When the transmission is complete, the
systern displays a message that the transfer is complete and displays the
file name and the name of the host on which it stored the file.

Diovendsaded fom worw Mannalslib com neanuals sonrch ongine
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system  Loads a new revision of systern software.

softwarelpdate
Valid Minimum Abbreviation
v 3500 sy 8o
9000
v/ 9400 Important Considerations
= [ he CoreBuilder 3500 uses the Trivial File Transfer Protocol (TFTP) or
Y 3900 File Transfer Protocol (FTP) to transfer the files to the host, depending
v/ 9300 on the setting for the system fileTransfer oplion. The SuperStack i

Switch 3900, Switch 9300, and the CoreBuilder 8400 use THP to
transfer files.

= Before you attempt to install the system software, make sure that you
have extended memory installed on your system.

& You can load the system software into flash memory while the systemn
is operating. The system does not have to be powered down.

= Make sure that the FTP server or TFTP server software is running on the
device from which you are installing the software.

= Make sure that you have defined an IP address on your system.

s Some FTP servers or THIP servers do not accept the full pathname. if
this is true on your server, enter the image filename only.

= On the CoreBuilder 3500, if you are using the FTP file transfer
protocel, you must enter a login name and password.

Options

Prompt Description Possible Values {Default]
Host 1P IP address of the machine frorm Any valid P address -~

address which to lnad the software

updats

install file MNamsg of the image to be - -
nama loaded
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system baseline  Displays when the current baseline was last set.

display

Valid Minimum Abbreviation

\/ 3500 gy b 4
9000

v 9400 important Considerations

= Use this command to determine if you need a newer baseline for
v 3900 viewing statistics.
v 9300 s The systern also indicates if you have not yet set a baseline on the

system.
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system baseline set  Resets the baseline counters to zero.

v 3500 Valid Minimum Abbreviation
9000 sy b s
v 9400
Important Considerations
Y 3900 = Baselining is automatically enabled when you set a baseline.
v 9300 = |he system maintains the accumulated totals since power-up.

s The baseline is fime-stamped.

Diovendsaded fom worw Manunadslib.com manusls o
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system baseline  Enables or disables a baseline.

requestedState
Valid Minimum Abbreviation
\/ 3500 gy b r
9000
v 9400 important Considerations
=  When you reenable a baseline, the counters return 1o the values that
v 3900 have accumulated since the most recent baseline that you set.
v 9300 s Disabling a baseline returns the counters to the total accumulated

values since the last power-up.

OUptions
Prompt Bescription Possible Values [Befault]
New value  Whetheryouwanttoenableor = snabled enabled

disable the baseling . disabled

Diovendsaded from wonw Manualslib.com mann
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system serialPort  Sets the terminal speed of your system serial port. The terminal speed is
terminalSpeed  set by changing the terminal connection port baud rates.

Y 3500 Valid Minimum Abbreviation
9000 sy B
9400 ) )
important Considerations
3900 = When you change the terminal port baud rate to something other
9300 than 9600, the new setting becomes the new default, even after you

use the system nvData reset Op‘iiﬁ)iﬁ.

= You must adjust the baud setting of vour terminal or terminal
emulator to match your system serial port's baud rate before you can
reestablish communication using the terminal port.

= You can use this command through the terminal serial port or through
a Telnet session. However, if you change the terminal speed while you
are in a Telnet session, you rmust reboot the system for the change to

take effect.
Options
Prompt Bescription Possible Values {Doefault]
Termirnal Signal speed for the terminal & 18200 B600
speed connection . 9600
s 4800
w2400
e 1200
Confirrnation Confirmation of terminal speed &« v (ves) -
change & 1ino

Procedure {Local Connection)

1 To set the terminal speed for the serial port, from the top level of the
Administration Console, enter:

system serialPort terminalSpeed

Diovendsaded fom worw Manunadslib.com manusls o
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sesa,

2 Enter the terminal speed setting for the serial port. See the Options table
for supported terminal speed rates.

The systemn response depends on the cable status.

The terminal speed is referred 10 as baud rate in the following messages.

kY

gom—t
‘-
\‘(‘(

if the cable is connected to the terminal port when you set the terminal
speed for that port, the system displays the following message:

Changing the baud rate may cause a loss of communication
since you are currently connscted via the serial port.

Are you sure yvou want to change the baud rate? {y/n):

s I you respond y (yes}, the serial port’s baud rate is changed
immediately, and you lose the ability to communicate with any devices
connected to the port until you adjust the device baud setting to
match.

s [If you respond = (no}, the rate does not change, and the display
returns to the previous menu.

Procedure {IP Interface)
1 From the top level of the Administration Console, enter:
system serialPort terminalSpeed

2 Enter the terminal speed setting for the terminal port.

The terminal speed is referred to as baud rate in the folfowing messages.

[ /
kY
N

\

After you select the new terminal speed rate, the system displays the
following message:
The baud rate will not change until the system is rsbooted.

To have vour change take effesct without rebooting, perform
this command via the serial port.

Are you sure you want to change the baud rate? {y/n}:
s If you respond y {yes), the rate is not changed until you reboot.

= If you respond n (no}, the rate does not change, and the display
returns to the previous menu.

sarch ongane
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system serialPort  Sets the port speed for the modem port to match your external modem
modemSpeed  baud setting.

Y 3500 Valid Minimum Abbreviation
9000 sy Be m
9400 ) )
important Considerations

3900 = After you use this command, you must establish a connection

9300 between your current Console session and the modem port before
you dial in. (See “system serialPort configModem” later in this chapter
for details.)

= Be sure that the baud setting of the modem port matches that of your
external modem.

= |he system immediately changes the modem port baud setting.

Cptions
Prompt Description Possible Values {Default]
rodem Signal speed for the e 15200 9600
speed connection . 9600
s 4800
s 2400
w 1200

Diovendsaded fom worw Manunadslib.com manusls o
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system serialPort  Sets the baud rate of your system serial port.

baudRate
Valid Minimum Abbreviation
3500 gy s& b
9000
v 9400 important Considerations
= [he default setting for the serial port is ssoo. You can change the
v 3900 setting to match the port speed on your terminal or modem . The
v 9300 default setting for the serial port is se00. You can change the setting

to match the port speed on your terminal or modem.

s When you change the baud rate to something other than 9600, the
new setting becomes the new default, even after you use the
system nvData resst option

= You must adjust the baud rate setting of your terminal or terminal
emulator’s terminal interface processor (tip) to match your system
serial port’s speed before you can reestablish communication using the
terminal port.

® You can use this command through the terminal serial port or through
a Telnet session. However, if you change the terminal speed while you
are in a Telnet session, you must reboot the system for the change to

take effect.
Options
Prompt Description Possible Values {Default]
New value Baud rate for the serial port x 19200 9500
connection . 9600
e 4800
s 2400
« 1200
Confirmation Confirmation of baud rate s Y iyes) -
change . 1ino)

Procedure (Local Connection)

1 To set the baud rate for the serial port, from the top level of the
Administration Console, enter:

gystemn serialPort baudRate

Diovendsaded fom worw Manunadslib.com manusls o
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2 Enter the baud setting for the serial port. The system supports the
following baud rates:

s 19200
= 9600
= 4800
= 2400
= 1200

The systern response depends on the cable status. If the cable is
connected to the terminal port when you set the baud rate for that port,
the system displays the following message:

Changing the baud rate may cause a loss of communication
since you are currently connected via the gerial port.

Are you sure you want to change the baud rate? (v/n}:
s I you respond y {yes), the serial port’s baud rate is changed

immediately, and you lose the ability to communicate to any devices
connected to it until you adjust the device baud setting to match.

= f you respond n {no}, the rate does not change, and the display
returns o the previous menu.

Procedure {IP Interface)
1 From the top level of the Administration Console, enter:
system serialPort baudRate
2 Enter the baud setting for the terminal port.
Atter you select the new baud, the systerm displays the following
rmessage:
The baud rate will not change until the system is rebooted.

To have your change take effect without rebooting, perform
this command via the serial port.

Are you sure vou want to change the baud rate? {(y/n):
s If you respond vy {yes), the rate is not changed until you reboot the
system.

s f you respond n {no}, the rate does not change, and the display
returns to the previous menu.

frosn worw Manualshib com masnes
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system serialPort  Configures the system serial port to establish either a terminal connection
serialPortMode  or a modem connection.

3500 Valid Minimum Abbreviation
9000 sy se s
v/ 9400 '
Options
r// gggg Prompt Description Possible Values  [Default]
Serial port  Type of serial port - console console

configuration that you want . modern

Procedures
To change the serial port configuration from console 10 modem, perform
the following steps:

1 Change the serial port configuration from console 10 modem.

2 Disconnect the console cable.

3 Connect the modem cable.
The system is ready for you to establish a modern connection. See
“systern serialPort configModem™ next for details.
To change the serial port configuration from modem 10 console, perform
the following steps:

1 Change the serial port configuration from modem to console.

2 Disconnect the modem cable.

3 Connect the console cable.

The system is ready for you to establish a console connection. (See
“system serialPort baudRate” earlier in this chapter.)
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system serialPort  Configures the external modem from the Administration Consocle.

confighModem
Valid Minimum Abbreviation
\/ 3500 8y Be C
9000
v/ 9400 Important Considerations
= 1he system transmits characters that you have entered as output on
v 3900 the modem port. The system echoes characters that it receives as
v/ 9300 input on the modem port to the current Console session. Thus, the

Console appears to be directly connected to the external modem.
= You may need to change the baud of the modem to match that of
your rmodern port.
Procedure
1 From the top level of the Administration Console, enter:
system serialPort configModem

You can now enter commands that support the appropriate parameters
for your network. All characters that you enter are transmitted to the
modern port until you type the escape sequence in step 2.

2 When the modem is configured, enter the escape sequence -1 with no
intervening characters or spaces.

Entering the escape sequence breaks the connection to the modem serial
port and returns you to the previous Administration Console menu.

Diovendsaded fom worw Manunadslib.com manusls o
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system serialPort  Enables the external modem from the Administration Console.

enablieModem
Valid Minimum Abbreviation
\/ 3500 8y B8 e
9000
v 9400 important Consideration
= You rnust configure the external modemn before you can enable it. See
v 3900 the configModerm command description on the previous page.
v 9300

Diovendoaded fom wonw Manualslib.com misny
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system name  Assigns or changes the name of the system. The systern name identifies
the system to users on other systems in the network.

v 3500
5000 Valid Minimum Abbreviation
v’ 9400 sy na
/ 3900 Important Considerations
v 9300 = Assign an easily recognizable and unique name for each systemn. For

example, name the systern according to its physical location, as in
PARIS-ENGLAB1.

= Use quotation marks () around any string that has embedded spaces.

= Use double guotation rarks (»~} to enter an empty string.

s he new sysiem name appears the next ime that you display the
systern configuration.

Options

Prompt Description Possible Values [Default]

Mew string  New or changed name forthe « Astingofup -
systermn 1o 64
Case-sensitive
characters

« 7 {loget
information
about the
Narring
guidelines)
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system time

/ 3500
9000
v 9400

/ 3900
v 9300

Diovendsaded from wonw Manualslib.com mann

Displays and changes the systern’s current date and time, tirmezone, and
daylight saving time.

Valid Minimum Abbreviation

gy &

Important Considerations

= The system’s internal clock is set at the factory. You may want {o reset
the systemn date and time to malch the systern’s physical location.

= 00 specifies the year 2000 for all 3Com products. See the 3Com Web
site for more details.

Options

Field Description

DateTime Starting date and time in the following format:
yyyy-mn-ddThhammiss

Timezone User-configured time zone {(for exarmple, GMT for Greenwich
Mean Time}

gst e fyou enter v iothe prompt, a sub-menu appears that

fists the Daylight Savings Time around the world and a
user specified option for start and end dales

e I you enter n, you are returned o the Time menu
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system time datetime  Sets the system’s date and time.

v 3500 Valid Minimum Abbreviation
3000 sy t d
v 9400 o
Important Considerations
Y 3900 = The system’s internal clock is set at the factory. You may want to reset
v 9300 the system date and time to match the system's physical location.

s 00 specifies the year 2000 for all 3Com products. See the 3Com Web
site for more details.
Procedure
1 To change the system date or time, enter:
da
The systern displays the current date and time and then prompts you to
change the time.
2 Enter y {yes) or n {no) at the prompt.
if you respond n, the top-level menu appears.
If you respond vy, the systern prompts you for the correct date and time.
3 Enter the correct date and time in this format:

aoyy-mm-ddThh rmm: 85

Format Description

VY century and last two digits of the year
{00-99)

first mm date (1 -~31}

dd month {1 - 12}

T Ture designator

hh hour (1 - 12}

second mm minute (G0 - 59}

55 second (G0 — 53}
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system time timezone  Configures the local time zone and daylight savings time values.

Y 3500 Valid Minimum Abbreviation
9000 gy &t times
9400
important Considerations
3900 s Displays the current time zone table, with time zone indexes and the
9300 time zone identifiers before it prompts you 1o select a time zone index.

= The local time zone value adjusts the server reply universal time to
local time properly.

& | he default time zone is Greenwich Mean Time {GMT).

Options
Prompt Description Possible Values [Default]
Time zong Index number of thetimezone w1 - 28% 1{GMT)
index that you want fo configure o 7 (fists the

default

selection and

selectable

yaiues)

* Index number 28 prompts for an offset from the GMT in the following time format; shhimm,

frosn worw Manualshib com masnes

ANI-ITC-944_945-1824793



spstem time timezone 108

ak
AL

System Time Timezone Example (3500)

Select menu option (system/antp}: timez

Index Time Zonsa

i [GMT+0:00] GMT/HET/UT

2 [GMT-1:00] WAT

3 fGMT-2:00} AT

4 [GMT-3:00] Brasilia/Buenos Ar/GecrgeTown
5 [{GMT-4:00] ASBT

) IGMT-5:00] EST

7 [GMT-&6:00] CBT

4 [GMT-7:00] M=ST

g [GMT-8.:00] PET

ig [GMT-9:00] YET

i1 [GMT-10:00] AHST/CAT/HST

iz [GMT-11:00] NT

i3 [GMT-12:00}] IDLW

14 [GMT+1:00] CET/FWT/MET/MEWT/SWT

is [GMT+2:00] EET

i& [GMT+3:00] BT

17 [GMT+4:00] ZP4

ig [GMT+5:00] ZFS

i2 [GMT+5:30] Bombay/Calcoutta/Madras/New

Dehli/Colombo

24 [GMT+&: 001 ZP&

21 [GMT+7:001 WAST
22 [GMT+8:00} CCT
23 [GMT+9:00} J8T
24 [GMT+9:301 Darwin/Adelaide
25 [GMT+10:00] EAST/GST
26 [GMT+11:00] Magadan/Solomon Is/N. Caledonia
27 [GMT+12:00] IDLE/NEST/NZT
28 Input an coffset from GMT

Select timezone index {1-28{%} [1]:
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system time dst  Sets daylight savings time.

Y 3500 Valid Minimum Abbreviation
9000 gy & ds
9400
important Consideration
3900 = Displays the daylight savings time periods for various parts of the
9300 world.
Procedure

1 To set daylight savings time, enter:

ds

The system displays the following prompt:

Do you want to set the Daylight Saving Time?{n,vy) [nl:
2 Enter y {yes) or n {no) at the prompt.

if you respond n, the Time menu appears.

If you respond vy, the system displays the following:

1 First Sunday in April to last Sunday in October (Morth
Americal

2 Last Bunday in March to last Sunday in Gotober {(Burope,
parts of Asia)

3 Last Sunday in October to last Sunday in March {Parts of
Australial

4 Last Sunday in October to the Sunday on/after March 15th
{New Zealand, parts of Bustralia}

% Enter a start and an end dates for the current year

Select daylight saving time option {1-5{?} [11:
The format for option 5 is: coyy-mm-ssThhommess
Example: 1599-05-20T12:20:34

3 Enter a daylight saving time option.
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system nvData save
v 3500

3000
v 9400

v 3900
v 9300

system nvData save 107
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Stores nonvolatile (NV) data on a server. The CoreBuilder 2500 uses the
Trivial File Transter Protocol (TFTP) or File Transter protocol (FIP) to transfer
the files to the host, depending on the setting for the system
fileTransfer option. The SuperStack il Switch 3900, Switch 9300, and
the CoreBuilder 9400 use TFIP to transfer files.

Valid Minimum Abbreviation

gy nv @

Important Considerations {TFTP)

e 10 store NV data, you must first create two files on the TFTP server
before you send the data:

s Control file — Use any filename that is meaningful to you.
Example: ctrifile

« NV data file — Use the control filename plus the .nvd extension.
Exam F}§€‘Z ctrlifile.nvd

& When the systern saves NV data, it writes it 1o a disk file on a host
computer {that is, a server) using TFIP or FTR. You can then retrieve the
data from the disk file with the restore option.

= Some TFTP implementations require that you store the files in the
same directory in which the TFTP daemon {server} is running on the
remote host.

s Some THP implementations require a full path, while other
implementations allow you to specify only the file name, and the
systern saves the file to the default TFTP directory. Consult your
network administrator or TFTP documentation for details about your
host systern’s TFTP implementation.

s Because TFTP provides no user authentication, give Joose permissions
to the control file and the NV data file on the remote host {that is,
make the files publicly readable and writable). THP servers do not
grant requests for file access.
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Important Consideration (FTP and TFTP)

= During the save procedure, the current configuration can be altered.
To detect this event, the software runs checksum on the NVRAM
before and after the save.

i the checksum is different, you are notified and prompted to save the
configuration again. In abnormal situations, this reiteration can
continue indefinitely, so you are given the option to terminate the
save. You are also prompted for a retry request after a network (TFTP)

VO failure.
Options
Prompt Description Possible Values [Default]
Host P iP address of the host onvwhich Any valid IP address  Previous IP
address you want 1o store the data file address used
NV control  Full path of the file where you  ~ -
file want {0 store the NV data
File labal Meaningful description of the  32-character text -~
{optional} fite string
Procedure

1 To save NV data, from the top level of the Administration Console, enter:
gystem nvData gave

The system prompts you for information about saving the data. To accept
the value in brackets, press Return. Any entry for IP address, filename,
and user name becomes the new default.

2 Enter the IP address of the TFIP or FIP server.

3 If you are using TFIP and your implementation requires a full path, enter
the full pathname of the control file. (Some implementations allow you to
specify only the file name, and the server uses the default TFTP directory.)

}/ controf Hle without the NVD extension.
4 Optionally, enter a label for the file.

]\:»» The system prompt says NV Control file, 5o enfer the name of the

Example:

Hogt IP Address [158.1021.3100.17: 158.101.112.34
NV Control file {full pathname}: nvdata
Enter an optional file label: Labdata
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PELLEN

if the information is incorrect or it a connection cannot be made with the
specified host, the systermn displays a message similar to this one:

Login incorrect.

Error: Transfsr Timed Outb

Error - I/0 ervor while writing nomvolatile data

If a session is successfully opened, a system message notifies you of the
success or failure of your save, as in the following examples:

1%2]

ueess  Bystem NV data successiully stored on host 158.101.112.34.

Failure  Baving systenm...transfer timed out.
Brror - I/0 error while writing nonvolatile data. Do you wish
to retry the smave using the same paramsters? {(n,v) [vi.

5 To save the data as proposed, enter y
If you enter n, the NV data is not saved and the previous menu appears.

The text of the failure message depends on the problem that the system
encountered while it saved the NV data.

At the end of a successful save, the systern display returns to the previous
Meny.
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system nvData  Restores the NV data that was previously saved to a file.

restore

Valid Minimum Abbreviation

\/ 3500 8y BV ¥
9000

v 9400 important Considerations

= Before you attempt to restore the data 1o a systern that has a different
v 3900 systemn 1D, be aware that the following types of NV data may cause
v 9300 problems when they are restored:

=«  Management IP addresses (defined in IP interface configurations)
are saved as NV data and restored. To avoid duplicate IP address
problems, you rmay need to change the 1P address of defined
interfaces before you connect the restored system to the network.

» Statically configured Ethernet addresses are saved as NV data.
Verify that you have no duplicate addresses when you restore the

NV data.
Options
Prompt Bescription Possible Values [Default]
Host P iP address of the host onwhich  Any valid IP address Previous IP
addrass the NV data file resides address that
was used
MY control Location of the NV data file e lile name Frevious nv
file full path control file that
= TURD was used
Dovouwish Confirmation of the operation. = n{nod y
10 {You may not want {o reboot y yes)
- Y, s

continue?  because resetling nonvolatile
data may leave the system in
an inconsistent state, so the
systemn reboots after each
reset)

Procedure

1 To restore the NV data, from the top level of the Administration Console,
enter:

gystem nvData restore

The systemn prompts you to enter information for restoring the NV data
that was saved {o a file.
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Press Return at any prompt {o accept the current or default value in
brackets.

Enter the P address of the host on which the NV data file resides.

If you are using THIP and youwr implementation reguires a full path name,
enter the full NV data file path and filename. Some implementations
allow you to specify only the file name; the systemn uses the default THP
directory.

When you restore system NV data, the software compares the system IDs,
module types, and module revisions {if applicable) between the saved
configuration and the system on which you are restoring the image.

= f the system finds an exact match between system IDs, module types,
and module revisions, the system displays a reminder message and
prompts you for verification before performing the restoration (see
step 4).

= [f there is not an exact match between systern IDs, module types, and
module revisions, the systemn displays a warning message and prompts
you as follows:

WARNING - wmismabtch between saved system IDs {(27DROD) and

currvent system {(28E100}
Do you want to disregard this and continue the restore (n, v}

ivl:
if you want to continue the restoration, enter y {yes). If you do not
want to continue, enter n (No).
4 At the next prompt, to have the system NV data restored as requested,
enter y {yes). To terminate the restoration, enter n {noj.
For example:

Restoying nonvolatile data may leave the system

in an inconsistent state and therefore a reboot 1is necessary
after each restore.

Do you wish to continue? {y/n): ¥

= If you enter y, the system displays the following messages:

Restoring nonveolatile data...done
Monvelatile data successfully restored

The system automatically reboots itself after it restores the NV data.

= If you enter n, the restoration ends and the previous menu appears.

v worw Manusislib com tan
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system nvData  Displays the header information of the NV data file.

examine

Valid Minimum Abbreviation

\/ 3500 8y BV @

9000

v 9400 important Considerations
= Some TFIP implementations allow you to specify only the file name,

v 3900 and the systemn uses the default THP directory.

v 9300 = If a session is successfully opened, the system displays the header

information that corresponds to the file name that you entered.

OUptions
Prompt Bescription Possible Values [Befault]
Host 1P iP addrass of the host onwhich  Any valid [P address Previous IP
addrass the NV data file resides address used
NV control  Location of the NV data file # file name Systern NV data
file file

e full path
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system nvData reset  Resefs the systern values to the factory defaults. You can then reconfigure
the system from its original settings.

v 3500

v 8000 Valid Minimum Abbreviation

./ 8400 sY nv rese

/ 3900 Important Considerations

v 9300 & You are not permitted to perform an NV data resef from a Telnet

session. An NV data Reset over Telnet dears all of your configurable
information, including the IP interface of the box, and prevents you
from managing the system without a direct console connection.

= I you enter an (no} when you are prompted to confirm the reset, the
system displays the previous menu.

/\ CAUTION: As a precaution, consider saving the existing NV data to a file

/ ! n  before vou reset alf values to the factory defaults. Resetting NV data
means that NV memory is set back to the factory defaults {except for the
serial port baud rate, modem baud rate, and system boot parameters).
Before you proceed, be sure that you want to reset yvour NV data.

Options

Prompt Description Possible Values {Default]
Doyouwish  Confirmation of the rasat x n{no) y

o operation. (You may not want

continue? 1o reboot because resetling - ¥ {yes)

nonvolatile data may leave the
system in an incorsistent state,
sa the systern reboots after
pach reset.)
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system  Prevents diagnostic information about failed modules from appearing in
clearDiagBlock  systern display screens.

v 3500 Valid Minimum Abbreviation
9000 gy ©l

v 9400 o
Important Consideration

v 3900 = After you enter this command, the system immediately removes

v 9300 diagnostic information about failed modules from the SNMP MIB

swiysDiagnosticsGroup.

Options
Prompt Bescription Possible Values IDefauli}
Clear the Confirmation of your dedision  « n {no} y
diagnostic 1o clear the diagnostic ¥ fyes)
block information = YIYES

Diovendsaded fom worw Manunadslib.com manusls o

ANI-ITC-944_945-1824803



system diagErriog 115

ak
‘‘‘‘‘‘‘‘

system diagErrlog  Displays hardware diagnostic errors that have been saved in the fash
memory. When the systemn is initializing, if the diagnostic software detects

v 3500 errors, and if the system completes initializing, the detected errors are
3000 written to flash memory and stored in a dynamic error log.

v 9400 Valid Minimum Abbreviation

\/ 3900 me dia

v 9300 important Consideration

= The error messages are saved to flash memory until you power down
the system or dear the error log with the system clearDiagBlock
command.
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sesa,

system snip display

/ 3500
9000
v 9400

/ 3900
v 9300

frosn worw Manualshib com masnes

Displays Simple Network Time Protocol (SNTP) information.

Valid Minimum Abbreviation

gy snbt d4i

important Considerations

= SNTP handles the synchronization of systermn docks in the network to
the national time standards via distributed time servers.

= Your systermn provides the SNTP client.
s |he display has two types of information:

» Configuration information — User configurable parameters
appear.

= Servers information — information returned by the server
appears if you have defined SNTP servers. Otherwise, the no
Serverg are defined MESsSage appears.

Fields in the System SNTP Display

Field Description

Configuration information

State SNTP state. it is either enabled of disabled

Pollinterval interval for the dient to send requests 1o a specific
server

Tolerance Threshold for updating the local system time

Servers information

Server Server {F address

Mode Client’s SNTF operating mode. This fisld always
gdisplays Unicast.

Version YVersion nurnber of the responding server (Tor
example, 4 represents version 4, which is suitable for
Pvd, 1PV, and G50, The client version number is 3.

Stratum 8-bit integer that indicates the straturn level of the
ocal clock (for examnple, a stratum value of 3
indicates a secandary reference via SNTP).

Poll Maximumm interval between successive messages
Delay Roundtrip propagation delay from the server's reply
LastPkiRoy Date and time stamp of the last packet that was

received from the specific server,
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system snip define  Specifies up to three Simple Network Time Protocol (SNTP) server IP

addresses.
v 3500
5000 Valid Minimum Abbreviation
./ 8400 sy snt da
/ 3900 Important Considerations
v 9300 & You can define up to three SNTP servers for backup purposes.

® Your system provides the SNTP client.

= 1he system indicates that it is adding the 1P address to the SNTP
database. The server is assigned an index number.

Options
Prompt bBescription Possible Valuss [Default}
Server's P iP address of 5 server o add to  Valid IP address -
address the SNTP database {except 0.0.0.0}
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e,

system sntp modify  Replaces an existing Simple Network Time Protocol (SNTP) server 1P

address.

Y 3500

9000 Valid Minimum Abbreviation

V/ 2400 sy snt m
Options

v 3900 P

"/ 9300 Prompt Description Possible Values [Defauli]
index Index number of the server that  Available Server -

you want to modify index number

Server IP address of each configured Yalid IP address -
address SBIVET

frosn worw Manualshib com masnes
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v 3500
3000
v 9400

v 3900
v 9300
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Removes a Simple Network Time Protocol (SNTP) server IP address from

the SNTP server list.

Valid Minimum Abbreviation

sy Bnt »
Options
Prompt Description Possible Values [Default]
index index number of the server Available Server -
that you want (o remove index number
Server iP address of each configured  Valid IP address -
addrass server
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system sntp state  Enables or disable the Simple Network Time Protocol {(SNTP) state for the

systermn.
v 3500
9000 Valid Minimum Abbreviation
v 9400 sy snt s
v/ 9300 Prompt Description Possible Values  [Default]
SNTP state Whether you want to s disabled disabled

implement SNTP on the system « enabled
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system sntp  Sets a poll interval value. This value determines how often the Simple
pollinterval  Network Time Protocol (SNTP) client sends a request to the SNTP server.

Y 3500 Valid Minimum Abbreviation
S000 sy Bnt p

v 9400 ) )
important Consideration

v 3900 = he default pollinterval value is once an hour (2600 seconds). The

v/ 9300 value as400 (the pollinterval limit) is the number of seconds in a day.
Options
Prompt Description Possible Values [Dafault]

Request poll  In seconds, the poll interval 64 - 86400 seconds 3600
interval
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system sntp tolerance  Sets a tolerance threshold that is used to update the local system time.

Y 3500 Valid Minimum Abbreviation
9000 gy snbt to

v 9400 o
important Consideration

Y 3900 = [f the difference between the server time and the local time exceeds

v 9300 the specified tolerance threshold, the dient drops the server time and

maintains the current local system time unchanged.

Options
Prampt Description Possible Values {Default]
Time Time threshaodd value, in 0~ 3600 seconds 900
tolerance seconds, that is used to update

the lacal system tirme

Diovendsaded from wonw Manualslib.com mann

ANI-ITC-944_945-1824811



system reboot 123

ak
‘‘‘‘‘‘‘‘

system reboot  Rebootls the system.

v 3500 Valid Minimum Abbreviation
3000 sy ¥
v 9400 o
Important Considerations
Y 3900 = his command disconnects the present Administration Console
v 9300 session and starts another session whether your system is connected

to the Administration Console by an external modem or through an
rlogin or Telnet session.

= 10 view diagnostic information during reboots, connect your system
through the Console serial port.

Options

Prompt Bescription Possible Values {Default]

Reboot the  Confirrnation thatyouwantto & n{no) -

17
systemn? reboot . Vives)
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script  Executes a command file that you have written to expedite and automate
Administration Console tasks.

v 3500
9000 Valid Minimum Abbreviation
v 9400 8¢
v 3900 Important Considerations
Y 9300 = Any command that you can enter in the Administration Console can

be part of a script. You can even script your entire systern setup so that
you can repeat the exact setup on other systerns.

s You create scripts in an ASCll-based line editor, such as EMACS or vi.
Scripts must be stored on the THIP server. For the CoreBuilder 3500,
you can select THP or FTP as the file transfer method. See “systemn
fileTranster” earlier in this chapter for more details.

s Some TFTP implementations require that you store the script file in the
sarne directory in which the THP daemon {server) is running on the
remote host.

= Because TFP provides no user authentication, make the file
permissions loose so that the public can read and write to the file.
THP servers do not grant requests for file access.

Procedure
1 From the top level of the Administration Console, enter:
script

The systemn prompts you for information about where you have stored
the script that vou want 1o run: host 1P address and file path

Press Return at any prompt 1o accept the current or default value in
brackets.

2 Enter the path name to the script file. If you are using TFIP, see “system
snapshot save” earlier in this chapter for more details about pathname
requirements.

The task that you scripted runs in the Administration Console.
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Example Script (3500}

This example scripts these tasks to initially configure your system:
s Changes the modern port baud

s Sets the system name

= Assigns an IP address for management

x Verifies the IP connection by pinging the system

s Enables Spanning Tree

Sets up SNMP trap reporting

This script performs some starit-up configurations.

Bet the modem serial port baud.

vobenm ssrialPort modenmSpeed
SO0 # moden serisal port baud

Zalt the gystem nams

EETIEET LT

aysham nams
Eng CorsBuilder 4

[

Agzsign an IP address to the svsteam.

interface defins
L E01.112.8% # IP address for thes system
CEER 0.0 # subnet mask

¥ VIAN interface indsx

1
[23 e+

[l Rt

ip interface summary all
#
# Validate access Lo management workstation
#
ip ping
158.101.112.2¢ # management workstation address
4
Enable the Bpsnning Trss Probtoool
#
bridge stpState snabled
#
# Configures my nods as an SNMP trap destination
#
gnmp trap add
158.3101.112.28 # management workstabtion address

#1ll # turn on all traps
g # no move trap destinations

#
gnmp btrap display

#
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logout Terminates a Telnet session or returns control to the password promptin a
serial port session.

v 3500
9000 Valid Minimum Abbreviation
v’ 9400 Logo
v 3900 Important Consideration
Y 9300 = Press Escape to return to the top level before you log out.
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MODULE ENVIRONMENT

This chapter describes how {0 use module commands for modules
that are installed in the CoreBuilder® 8000 7-slot, 8-slot, and 16-slot
chassis to:

= Display the module configuration and status

= Administer a statistics baseline and module redundancy
= Set the module name and the console screen height

= View the date and time

& Manage nonvolatile data {(nvData)

s Clear the module diagnostic block

= Reboot a module

‘e\} For more information about administering your module parameters, see
L~ the CoreBuilder 9000 Implementation Guide.
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CHAPTER 47 MODULE ENVIRONIENT

Menu Structure

E::»

The commands that you can use depend on the system that you have,
your level of access, and the types of modules and other hardware
options that are configured for your system. The following diagram
shows the complete list of commands for all systerns. See the checklist at
the beginning of each cormmand description in this chapter for whether
your system supports the command.

Top-lavel Menu
R
¥ sooviie

management

ethernst

fofedi

briddge

ip

ipx

appledatk

Gos

SIWNR

analyrer

fsgy

SCEpE

g

disconnect

mngdule menu

SHApshot mant

display SUTINANY

¥ 2napshol ] E deiail

b DASEHRE ooy )

* redundancy Baseling menu
naTe diapbay
e set
soreanHeight reqpeestedSiate

% nvllata ]
clearDiagBiock redunziancy meny

e ) display

diagberl )
:;;%F*r 9 reset MonHedundant

myimata menu

resed
emergencyDownioad
wiowntoad

The redundancy option appears if you have a CoreBuilder 9000 8-slot
and 16-slot chassis and if you have one or two GEN Switch Fabric

Modules installed.

in addition to the module options, you must also use the disconnect
option from the top-level menu to return to the Enterprise Management

Engine (EME).
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madule display  Generates software and hardware revision numbers, module status
information, and warning messages for certain module conditions.
3500
v 8000 Valid Minimum Abbreviation
8400 mo d
3900 Important Considerations
93200 = |he module display provides the configuration information for the

module to which you are currently connected. To display configuration
information for another module, disconnect from the current module
through the Enterprise Management Engine (EME) and then connect
to the module that you want to display.

= After you have logged in to the EME, you can access the module that
you want 1o manage.

= Diagnostic messages appear in the display only if a module fails any of
the tests at start-up.

Fields in the Module Display

Diovendsaded from wonw Manualslib.com mann

Field Diescription

24 port Gigabit 32-character alphanumeric name that uniquely identifies
Switching Fabric this rrodule

3C number kach module’s 3Com 3C product identification number
Built Date and time whaen this software version was built
Diagnostics Whether a module has passed or falled diagnostics.

Mernory size (AP, FP,

Flash, Buffer)
tModule D

Rev

Serial

Slot

System name
System up time

Tirme in service

Varsion

Additional diagnostic messages describe a fallure.
kemory capacities of the processors

1D number that the sysiem assigns to that module
Unique number assigned to the hardware build by 3Com
Each module’s unigue serial number

Location of the module in the chassis (slotsubslot)
Name of the system

Tire that this module has been up and running

Total operational time since the module was
manufactured

software release number
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module snapshot  Captures an image of all the module’s display sareens. The values in each
summary screen reflect the current values of all fields and counters at the time that
you use the snapshot feature.

3500
v 9000 Valid Minimum Abbreviation
S400 moe sn su
3900 important Consideration
9300 = I a feature or protocol has only one display option {(display), the

module includes the same image in the snapshot of both the summary
and the detail display images.
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module snapshot Captures an image of all module detail display screens. The display
detail soeens contain the current values of all fields and counters at the time
that you use the snapshot feature.

3500
v 8000 Valid Minimum Abbreviation
9400 me sn de
3900 important Consideration
9300 s |f a feature or protocol has only one display option (display), the
module includes that image with both the summary and detail display
Images.
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module baseline  Displays when the current baseline was last set.

display

Valid Minimum Abbreviation

3500 mo ba dis
v/ 9000

9400 Important Considerations

s Use this command to determine if you need a newer baseline for
3900 viewing statistics.
9300 = The display indicates if you have not set the baseline on a module.
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module baseline set  Resets the baseline counters to zero and time-stamps the baseline.

3500 Valid Minimum Abbreviation
\/ 9000 me ba set
8400
Important Considerations
3900 = Baselining is automatically enabled when a baseline is set.
9300 = 1he module maintains the accumulated totals since power-on.

s After you disconnect from a module on which you set a baseline, the
baseline is disabled. You must reconnect to that module and use the
module baseline requestedState option to reenable the baseline.

o www Manualslib com neasusls sonrch ongine
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module baseline Enables or disables a baseline.

requestedState
Valid Minimum Abbreviation
3500 mo ba regq
v 9000
9400 important Considerations
=  When you reenable a baseline, the counters return 1o the values that
3900 have accumulated since the most recent baseline that you set.
9300 s Disabling a baseline returns the counters to the total accumulated

values since the last power on.

s After you disconnect from a module on which you set a baseling, the
baseline is disabled. You must reconnect to that module and use the
module baseline requestedState option 1o reenable the baseline.

Options
Prompt Bescription Possible Values [Defauli]
Basgling Whether youwantioenable or = enabled disabled

disable the baseline « disabled
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module redundancy

3500
v 9000
9400

3900
9300

Diovendsaded fom worw Manunadslib.com manusls o

Establishes a fauli-tolerant enwironment for your CoreBuilder 9000
system.

Valid Minimum Abbreviation

me rad

important Considerations

& You must be using a CoreBuilder 9000 8-slot or 16-slot chassis.

= [he Redundancy option appears on the module menu if you have one
or two switch fabric modules installed. If you only have one switch
fabric module installed in the chassis, the status of the second switch
fabric slot is ot Responding.

Options
Possible
Prompt Description Values [Befault]
Display Module redundancy - -
configuration and status
resel Whether the module’s - -

nonRedundant nor-redundant indicator resets
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module name
help you manage it.

3500

Y 9000 Valid Minimum Abbreviation
9400 mo nam
3900 Important Considerations
9300 "

Assigns or changes an easily recognizable and unigue module name to

Assign an easily recognizable and unique name for each module. For

exarnple, name the module according to its physical location, such as

CRB0OO-ENGLABL.

= Use quotation marks (") around any string with embedded spaces.

= [he new rmodule name appears the next time that you display the

configuration.

Options
Prompt Bescription Possible Values [Defauli]
New rame  New orchanged nameforthe « Astringofup  Current system
module to 32 and module
case-sensitive name

characters

7 {for
information
about the
naring
guidelines)

frosn worw Manualshib com masnes
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module time  Displays the module’s current date and time.

3500 Valid Minimum Abbreviation
v 8000 mo ti
8400
Important Considerations
3900 = You cannot change the system time from the module. You can only
93200 change the date and time from the Enterprise Management Engine
(EME).

= 1he CoreBuilder 9000 module’s internal dock is initialized when the
module is shipped from the factory. You may want to reset the EME
date and time to match the system’s physical location.

Module Time Example

CBSD0@slotl0. 1 [12-B/FEN-TX-L3] {(wodule}: time
The current module time ig 05720798 04:37:57 PM.
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module screenHeight Changes the Administration Console’s screen height to increase or
decrease the space available for displaying information.

3500
/ 9000 Valid Minimum Abbreviation
9400 mo sOr
3900 Important Considerations
9300 = The setting controls the way that the module displays statistical

surnmaries and other information that results from your use of the
menus, not the way that the module displays the menus themselves.

s Each time that the screen output reaches the designated screen
height, the module prompts you 1o press a key 1o display more
information. Set the screen height o infinite (o) i you do not want the
modules to display this prompt. At o, however, the screen output can
scroll beyond the screen, depending on your screen size.

g Most terminal screens are 24 lines.

Options
Prompt Description Possible Values  [Default]
MNew screen New screen height in lines e 1200 24
height e

w O {for infinite

height}

Set this Default screen height for e Y {yes) ¥
valug as the  fulure Administration Console 1 {no)
default? sessions ’
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3500
v 9000
9400

3900
9300
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Resets the module’s nonvolatile data (NV) values to the factory defaults.

Valid Minimum Abbreviation

me IV res

Important Considerations

= At times you may want to reset the values 1o the factory defaults so
that you can reconfigure the module from its criginal settings.

s Resetting the NV data means that all NV memory is set back {o the
factory defaults. Before you proceed, be sure that you want to reset
your NV data. Rebooting a module returns you to the Enterprise
Managerment Engine (EME} promipt, so that you must reconnect to the
module.

Prompts

Prompt Description Possible Values {Default]
Doyouwish  Confirmation prompt. « n{no) y

1o Resetting nonvolatile data may

continue? ieave the module in an y lyes)

inconsistent state; a reboot is
necessary after each reset.
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module nvData Performs an emergency download.

emergencyDownload
Valid Minimum Abbreviation
3500 moa nv sta
v/ 9000
9400 important Consideration
= If you hot swap a module and the staging flag is set to of £, the new
3900 module uses the module default settings for the new module.
9300 .
Options
Prompt Bescription Possible Values [Default]
Siaging Whether youwanticenableor « off off
setting disable the MV staging flag on
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module nvData  Displays emergency download information for your module.

displayDownload
Valid Minimum Abbreviation
3500 me nv dis
v/ 9000
9400 Important Consideration
= 1he download display shows the following information:
3900 s File Type
9300

s« File Name

s Sepver P
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module nvData Enables either default module settings or retention of nonvolatile data
staging  setlings when you hot swap a module.

3500 Valid Minimum Abbreviation
v/ 9000 mo nv sta
9400
Important Considerations
3900 = If you hot swap a module and the staging flag is set to on, the new
9300 module adopts the nonvolatile data settings from the old module.

= [If you hot swap a module and the staging flag is set to of £, the new
module uses the module default settings for the new module.

Options

Prompt Bescription Possible Values [Default}
Staging Whether youwantioenableor « off off
setling disable the NV slaging flag

G
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module Prevents diagnostic information about failed modules from accumulating
clearDiagBlock  in module display screens.

3500 Valid Minimum Abbreviation
v/ 9000 mo cle
9400
important Considerations
3900 & |he module immediately removes diagnostic information about failed
9300 modules from the SNMP MIB swSysDiagnosticsGroup.

= f you enter y (ves), the module immediately removes the diagnostic
information about failed modules from the SNMP MIB
swlysDiagnosticsGroup.

= If you enter n (no), the module displays the previous menu.
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module diagErrlog  Displays hardware diagnostic errors that have been saved in the flash
memory. When the system is initializing, if the diagnostic software detects

3500 errors, and if the system completes initializing, the detected errors are
Y 9000 written to flash memory and stored in a dynamic error log.

9400 Valid Minimum Abbreviation

3900 mo dia

9300 important Consideration

s The error messages are saved fo flash memory until you power down
the system or clear the error log with the system clearDiagBlock
command.
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module reboot  Reboots the spedfied module.

3500 Valid Minimum Abbreviation
\/ 9000 me reboot
8400
Important Considerations
3900 = Rebooting a module returns you to the Enterprise Management
93200 Engine (EME) prompt, so that you must reconnect to the module.

s If you enter y, the module reboots.

= f you enter n, the previous menu appears on the screen.

Diovendoaded fom wonw Manualslib.com misny
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disconnect  Disconnects you from the Administration Console and returns you to the
Enterprise Management Engine (EME} module.

3500
/ 9000 Valid Minimum Abbreviation
9400 disc
3900 Important Consideration
9300 s Disconnecting from the Administration Console does not disconnect

you from a Telnet session.
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OuT-OF-BAND MANAGEMENT

The Internet Protocol (iP) is a standard networking protocol that is used
for communications among various networking devices. To gain access to
the system using the Transmission Control ProtocolAnternet Protocol
{TCP/IP) or to manage the system using the Simple Network Management
Protoco! (SNMP), you must set up an IP interface 1o manage your system,
either in-band {with your regular network trafticy or out-of-band (with a
dedicated network).

= In-Band Management — Set up an IP routing interface and at least
one virtual local area network (VLAN). See Chapter 14 for information
about how to define a VLAN.

= Out-of-Band Management — Assign an IP address and subnet
mask for the out-of-band Ethernet port on your system through the
management menu. This chapter focuses on out-of-band
management. The out-of-band Ethernet port is the 10BASE-T porton
the system processor module. it is not associated with a port number.
{See Chapter 16 for background information about IP addresses and
subnet masks.)

This chapter provides guidelines and other key information about how to
set up an out-of-band management interface for your system.

\.\) The CoreBuilder® 9000 and SuperStack® [l Switch 3900 use in-band
| % management only. For more information about management interfaces,
see the Implementation Guide for your system.
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sews
x Faae

Menu Structure The commands that you can use depend on the system that you have,
your level of access, and the types of modules and other hardware
options that are configured for your system. The following diagram
shows the complete list of commands for all systerns. See the checklist at
the beginning of each cormmand description in this chapter for whether
your system supports the command.

Top-level Benu MAnAgRITIANt meny i mermg interfase meny
Sysiam RUFAIMArY B interfacs e SUHTHNATY
module deta % routs define
¥ managament 1 b i & arp micdily
ethernet # rip FEITIOWE
el ] ping
bridge advancedPing routs manu
i traceRoute display
s34 advanced TraceRoute statin
apphetalk statistics FENOvE
GO% Hush
Snmp default
analyrer noDefaull
by findRaute
sCript
E,‘Jgg‘_"}i SR TN
disconnect display
slatic
------- remEVES
Hushal
fHushDynamic
rip menu
display
nndga
statistics
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management Displays Ethernet summary information about the out-of-band system
summary management port.

v 3500
3000
v 9400

3900
v 9300

o wwrw Manualslib.com neasusls

Valid Minimum Abbreviation

m sum

important Considerations

® 1he management summwary and management detail d%ispiays contain
the same fields as the Ethernet summary and Ethernet detail displays.

= Fields that do not apply to the management port contain n/a in the
management SUMWRATY and management detalil dispiays.

Fields in the Management Summary Display

Field Description

actuslFlow ontrol Actual flow control setting {for Gigabit Ethernet ports).
When autonegotiation is completed, the value is the
autonegotated setling. When autonegotiation is
disabled, the valug is the user-selected flow control valus.,

actualPoriMode Actual operating port mode. When autonegeotiation is
completed, the value shown is the autonegotizted setting.
When autonegotiation is disabled, the value is the
user-selected port mode.

autoMeghiods Autonegotiation mode configured for port. Possible
values are enabled of disabled.

autoMegState Current negotiation state. Possible values are disabled,
configuring, completed, and failed.

linkStatus Bootear value indicating the current state of the physical
lirdc status for this port {either enabled or disabled)

macAddress MAC address of this port

noRxBuffers Number of frames that were discarded because no buffer
space was available

portlabel User-defined label name. The maximum length of the
string is 32 characters, including the null terminator.

portState Current software operationd state of this port. Possible
valugs a2 on-1line and of £-1line.

portType Specific description of this port’s type. Value for port type:
10/100BASE-TX (RJI-45)

regFiowontrol i autonegotiation is disabled, a condigurable parameter

that sets the flow control option on the ports. if
autonegotiation is enabled, flow control values are
ignared.

el engine
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e,

Field Description

reqPortMode if autonegotiation is disabled, a configurable parameter
that sets the port mode on Ethernet ports that have port
mode options. if autonegotiation is enabled, port mode
values are ignored.

rBytes Number of bytes received by this port, including framing
characters

ryEres Sum of all receive errors that are associated with this port
{surnmary report only)

rxFrames Number of frames that were copled into receive buffers
by this port

D Bytes Number of bytes that were transmitted by this port,
incduding framing characters

txErrs Sum of all fransrit errors that are associated with this
port {(summary report only)

Frames Nurnber of frames that were fransmitied by this port

O0verflows Number of frames that were lost because transmit gueus
was full

o www Manualslib com neasusls sonrch ongine
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management detail Displays Ethernet detailed information about the out-of-band system
management port.

v 3500
5000 Valid Minimum Abbreviation
v’ 9400 m det
3900 important Considerations
'/ G200 ® |he management summary and management detaill dispiays contain

the same fields as the Ethernet summary and Ethernet detail displays.

= Fields that do not apply to the management port contain n/a in the
management SUMWRATY and management detalil dispiays.

Fields in the Management Detail Display

Field Description

actuslFlow ontrol Actual flow control setting for the port. When
autonegotiation is completed, the value is the
autonegotated setling. When autonegotiation is
disabled, the valug is the user-selected flow control valus.,

actualPoriMode Actual operating port mode. When autonegeotiation is
completed, the value shown is the autonegotizted setting.
When autonegotiation is disabled, the value is the
user-selected port mode.

alignmenitrs Number of frames recelved by this port that are not an
integral number of octets in length and do not pass the
FCA chedk

autoMeghiade Autonegatiation mode configured for port. Possible

values are enabled OF digabled.

autoMegState Current negotiation state. Possible values are disabled,
configuring, completed, and failed.

carrierSensebrr Number of frames discarded because the carier sense
condition was lost while attempting to transmit & frame
from this port

collisions Number of collisions detecied on this port

excessCpllision Number of frames that could not be transmitted on this
port becauss the maximum allowsd number of collisions
was exceeded

exressDeferrals Number of frames that could not be transmitted on this
port because the maximurm allowed deferral time was
exceaded

fesErrs Number of frames received by this port that are an
integral number of octets in length but do not pass the
FCS check

o www Manualslib com neasusls sonrch ongine
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Field

Description

o wwrw Manualslib.com neasusls

lateCollisions
lengthErms
linkStatus

macAddrass
multiCollisions

noRxBuffers
portlabel
portState

portType

regFlowControl

regPortMode

requestedState
rxByteRate
rxBytes

rxDiscards

rxErrs

reFrameRate

rxFrames

el engine

Nurnber of tirmes that a collision was detected on this port
fater than 512 bit-tirmes into the transmission of a frame

Number of frames received by this port that are longer
than 1518 byles or shorter than 64 bytes

Boolean value indicating the current state of the physical
fink status for this port {either enabled Of disabled)

MAC address of this port

Nurmnber of times that multiple collisions were detected on
this port.

Number of frames that were discarded because no buffer
space was available

User-defined label name. The maximur tength of the
string is 32 characters, including the null terrninator,

Current sofhware operations! state of this port. Possible
values are on-line and of £- line.

Specific desaription of this port's type. Values for each
port type: 10/ 100BASE-TX {RJ~45}, 100BABE~FX
{SCY, 1DD0BASE-8X (8C), 1000BASE-LX {8C).

if autonegotiation is disabled, a configurable parameter
that sets the flow control option on the port. if
autonegotiation is enabled, flow control values are
ignored.

¥ autonegotiation is disabled, a configurable parameter
that sets the port mode on Ethernet ports that have port
mode options. if autonggotiation is enabled, port mode
values are ignored.

Configurable parameter that enables or disables this port.
The default is enabled.

Average number of bytes received per second by this port
during the most recent sampling period

Numbaer of bytes received by this part, including framing
characters

Nurnber of received frames that were discarded because
there was no higher layer 1o receive them or because the
port was disabled

Sum of all receive srrors that are assoclated with this port
{surmmary report only)

Average number of frames that were received per second
by this port during the most recent sampling period.
Sarnpling periods are 1 second long and not configurable.

Nurnber of frames that were copied Into receive buffers
by this port
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Field

Description

rdnternalkrrs
mxMulticasts
ruPeakByteRate
rxPeakFrameRate
rxlnicasts
ixByteRate
xByles
Discards
IxErrs
WxFrameRate
{xFrames
txirternalkrrs

dAulticasts

PeakByleRate
txPeakFrameaRate
GOverflows

txUnicasts

Mumber of frames that were discarded because of an
internal error during reception

Number of multicast frames that were delivered to a
higher-level protocol or application by this port

Peak value of ethernetPoriByteRecsiveRate for this port
since the station was last initialized

Peak value of sthermetPortFrameReceiveRate for this port
since the station was last inftialized

Number of unicast frames that were delivered by this port
1o a higher-level protocol or application

Average number of bytes transmitted per second by the
port during the most recent sampling period

Mumber of bytes that were transmitied by this port,
including framing characters

Number of ransmitied frames that were discarded
because the port was disabled

Sum of all transmit errors that are assodated with this
port (surmmary report only}

Average number of frames transmitted per second by this
port during the most recent sampling period. Sampling
periods are 1 second long {not configurable).

Number of frames that were transrrdtted by this port

Number of frames that were discarded because of an
internal error during transrnission

Number of multicast frames that are queusd for
transmission by a higher-level protocol or application,
including those not transmitted successfully

Peak value of ethernetPortByleTransmitRate for this port
since the station was last inftialized

Peak value of ethermetPortFrameTransmitRate for this port
since the station was last inftialized

Number of frames that were lost because transmit queus
wias full

Number of unicast {(nonmutticast) frames that are queued
for fransmission by a higher-level protocol or application,
including frames not tramsmitted successully

o wwrw Manualslib.com neasusls
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sesa,

management ip Displays a summary table about the out-of-band system IP management
interface summary  interface configuration, including parameter settings.

v 3500 Valid Minimum Abbreviation
9000 m ip 1 sum
9400
Fields in the Management IP Interface Summary Display
39:{}0 Field Description
9300 index Linigue number that identifies the cut-of-band interface
iP address P address of the out-of-band interface, chosen from the

range of addresses that the central agency assigned o
your organization, This address is specific o your network
and system.

P routing status Whether the interface is available o route IP traffic
{enabled) or nol digabled)

RIF status Whether RIP is dyramically configuring its routing tables
{active) or on request (passivel

State State of the IF interface, indicating whether the interface
is available for communications fup} or unavailable
{down).

Subnet mask 32-bit number that uses the same format and

representation as an P address. The subnet mask
determines which bits in the 1P address are interprated as
the network number, the subnet number, and the host
nurrber. Each 1P address bit that corresponds to a 1 in the
subriet mask is in the networkssubret part of the address.
Each P address bif that corresponds 10 a 0 is in the host
part of the IP address.

Type Type of device that is connecied to the interface

frosn worw Manualshib com masnes
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management ip
interface define

v 3500
9000
9400

3900
9300

frosn worw Manualshib com masnes

management ip interface define 157
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Defines the IP address of the IP rmanagement out-of-band port.

Valid Minimum Abbreviation

mip 1 4
Options
Prompt Description Possible Values {Default]
P address 1P address of the cut-of-band  Any valid IP address -
interface, chosen from the
range of addresses that the
central agency assigned o your
organization. This address is
specific to your network and
sysiem.
Subnet 32-bit number that uses the Any subnet mask  255.255.0.0, or
mask same format and valid for use with  the subnet

representation as an IP address.
The subnet mask defermings
which bits in the IP address are
interpreted a5 the network
numiber, the subret number,
and the host number. Each 1P
address bit that corresponds to
a 1 inthe subnet mask is in the
network/subnet part of the
address. Each P address bit
that corresponds o a Oisin
the host part of the {P address.

the current IP
address

mask value
currently stored
in the system
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sesa,

management ip Changes the configuration of an IP management interface that you have
interface modify  already defined.

v 3500 Valid Minimum Abbreviation
89000 mip im
9400 ) )
Important Consideration
3900 s Use the management ip statistics command {o periodically
9300 monitor P activity Tor your system. The statistics can help determine

whether you need to change the IP management interface using the
management ip interface modify command.

frosn worw Manualshib com masnes
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management ip Removes an IP management interface if you no longer need it.

interface remove |
Valid Minimum Abbreviation

\/ 3500 mip i r
9000
9400 Important Consideration
= Use the management ip statistics command to periodically
3900 monitor P activity for your systern. The statistics can help determine
9300 whether you need to remove the IP management interface using the

management ip interface remove command.

sarch ongane
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management ip route
display

v 3500

9000
9400

3900
9300

Diovendsaded from wonw Manualslib.com mann
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Displays the systemn’s routing table to determine which routes to other IP
networks are configured and whether the routes are operational.

Valid Minimum Abbreviation

m ip ro d4di

Important Considerations

The systern prompis you for an IP address and subnet mask. This

&
information enables you to display only a subset of routes instead of
all routes. To see all entries in the table, press Return at the prompis.
= The first line in the output {the status line) indicates whether 1P routing
is enabled {in-band only}):
= P interface options (such as ICMP router discovery} appear under
ip interface detail and are set on a per-interface basis.
= The route table display includes a range for the routing table entries as
follows:
There are n of m possible RHoubing Table entries.
Where n is the minimum and m is the maximum number of entries.
Options
Prompt Description Possible Values [Default]
iP address IP address that A valid 1P address 0.0.00
directs the system o
display only those
routes that match
the bits set in the
specified 1P address
{and its
corresponding
subnet mask)
Press Enter to take
the defaull, which
displays all entries
Subnet mask  Subnet mask that A valid subnet mask Based on
directs the system o specified 1P
display only those address

routes that match
the bits set in the
subnet mask for the
specified IP address
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Fields in the Management IP Route Display

Field

Description

Diestination

Gateway

hMetric

Status
Subnet rmask

IP address of the destination nebwork, subnetbwork, or hast. This
field can also identify a default route, which the system uses to
forward packets that do not match any other routing table
entry. You may want to use the default route in place of routes
to numerous destinations that all have the same gateway 1P
address.

Address that directs the router how to forward packsts whose
destination addresses match the route’s IP address and subnet
rrasi. The systemn forwards such packets to the indicated
gateway.

Number of networks through which a packet must pass to reach
a given destination. The sydlem includes the metric in ifs RIP
updates to allow other routers to compars routing information
that is received from different sources.

Status of the route. Sse the Tollowing route status table,

Subnet mask that is assodated with the 1P address of the
destination network, subnet, or host.

Status for Routes

Value Description

Direct Route is for a directly connacted network
Learned Route was leamed using indicated protocol
Learned RIP Route was lsarned using RIP-1 protocol
Learned Route was learned but is partially timed owt
RIP-Zombie

Learned RIP2
Local

Static

Timed out

Route was leamed using RIP-2 protocol
Actual interface address

Route was statically configured

Route has timed out and 5 no longer valid

el engine
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management ip route
static

v 3500
9000
9400

3900
9300

Diovendsaded fom worw Manunadslib.com manusls o

Defines a static route.

Valid Minimum Abbreviation

m ip ro =

important Considerations

Before you can define static routes, you must define at least one IP
interface. See " ip interface define (3500/9000 Layer 3}” in Chapter 16

for more information.

You can define up to 128 static routes.

Static routes remnain in the table until you remove them or the

corresponding interface.

Static routes take precedence over dynamically learned routes to the

same destination.

Static routes are not included in periodic Routing Information Protocol

28
(RIP) updates sent by the system.
Options
Prompt Description Possible Values [Default]
Destination 1P [P address of the A valid 1P address -
address destination network,
subnet, or host for
this routs
Subnet mask  Subnet mask for the A valid subnet mask Based on
specified 1P address specified P
address

Gateway 1P IP address of the A valid router address
address gateway user by this
route
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management ip route
remove

v 3500
9000
9400

3900
9300

Diovendsaded from wonw Manualslib.com mann

management ip route remove 163

Deletes an existing route.

Valid Minimum Abbreviation

m ip ro ¥

Important Consideration

ak
‘‘‘‘‘‘‘‘

=  When you enter the command, the systemn deletes the route
immediately from the routing fable. You are not prompted to confirm

the deletion.

Options
Prompt Description Possible Values [Default]
Dastination 1P 1P address associated A valid 1P address -
address with the route that
you want to delels
Subnet mask  Subnet mask forthe A walid subnet mask Based on
specified IP address specified P
address
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management ip route  Deletes all learned routes from the routing table.

flush
Valid Minimum Abbreviation
\/ 3500 m ip ro £l
9000
9400 important Considerations
= [he system deletes all learned routes from the routing table
3900 immediately. You are not prompted to confirm the deletion.
9300 s Fushing the routing table causes Routing Information Protocol (RIP) to

regenerate the routing table. The system repopulates the routing table
a few seconds after you flush it.
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management ip route  Adds a default route to the routing table immediately.

default
Valid Minimum Abbreviation
\/ 3500 m ip ro de

9000
9400 Important Considerations

= I you detine a default route, the system uses it to forward packets
3900 that do not match any other routing table entry. The systern can learn
9300 a route using the Routing information Protocol (RIP), or you can

statically configure a default route.

= If the routing table does not contain a default route, the system
cannot forward a packet that does not match any other routing table
entry. When the systemn drops the packet, it sends an ICMP
destination unreachable message to the host that sent the packet.

Options

Prompt Bescription Possible Values [Default]
Gateway P iP address thatis Avalid P address -

address associated with the

default route that
you want 1o add
{for example,
158.101.112.253)
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management ip route  Deletes the default route.

noDefaulit
Valid Minimum Abbreviation
\/ 3500 m ip ro n
9000
9400 important Consideration
= [he system deletes the default route from the routing table
3900 immediately after you enter the command. You are not prompted to
9300 confirm this deletion.
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management ip route  Searches for a route in the routing table.

findRoute
Valid Minimum Abbreviation
\/ 3500 m ip route fi
9000
9400 Important Considerations
= This command enables you to find a route using an P address or a
3900 host name, as long as Domain Name Systern (DNS} is configured.
9300 = When you enter this command with a valid IP address or host name,

the systern displays the routing table entry.

Gptions
Prompt Bescription Possible Values [Default]
1P address {or 1P address that is A valid IP address or host 0.0.0.0
host name) associated with the  name

route you that want
to find, or a host
name, if DNS is
configured

Diovendsaded from wonw Manualslib.com mann
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management ip arp  Display the contents of the Address Resolution Protocol (ARP) cache for
display each interface on the system.

v 3500 Valid Minimum Abbreviation
89000 m ip ar 4
9400
Important Considerations
3900 = The system uses the ARP cache to find the MAC addresses that
9300 correspond 1o the IP addresses of hosts and other routers on the same

subnets. Each device that participates in routing maintains an ARP
cache, which is a table of known IP addresses and their corresponding
MAC addresses.

s | he first line in the output (the status line} indicates whether IP routing
is enabled {in-band only):

« P interface options (such as ICMP router discovery) appear under
ip interface detail and are set on a per-interface basis. The
second status line indicates the number of entries in the ARP
cache.

Fields in the Management IP ARP Display

Field Deascription

Hardware address hMAC address that is mapped to the 1P address
{F address i address of the interface

Type Type of entry, static of dynamic
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management ip arp  Detlines a static ARP cache entry on the system.

static
Valid Minimum Abbreviation
\/ 3500 m ip ar =8

9000
9400 Important Consideration

= You can define up to 128 static ARP entries.
3900 )
9300 Options

Prompt Description Possible Values [Default]

Interface index  Indexnumberofthe =« A valid index number -~
interface for which
you want to define a
static ARP entry

w 7 {foralist of
selectable indexes)

P address iP address o use in A valid 1P address -
the entry

MAC address  Hardware addressto A valid MAC address -
use in the entry
{in the format
KU SR YRR X

Management IP ARP Static Example

Select interface index {1-2]?} 2
Enter IP address: 158.101.12.12
Enter MAC address: 00-00-00-00-00-01

frosn worw Manualshib com masnes
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management ip arp  Deletes an entry from the ARP cache {for example, it the MAC address
remove has changed).

v 3500 Valid Minimum Abbreviation
9000 m ip ar rem
9400 ) )
Important Considerations
3900 = When you enter the command, the system deletes the entry
9300 immediately from the cache. You are not prompted to confirm the
deletion.

s [ necessary, the system subseguently uses ARP to find the new MAC
address that corresponds to that IP address.

Options
Prompt Description Possible Values [Defauit]
P address IP address that is Avalid 1P address -

associated with the
entry that vou want
1o delete
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management ip arp  Deletes all entries from the ARP cache.

flushAll
Valid Minimum Abbreviation
\/ 3500 m ip ar flusha

9000
9400 Important Considerations

= This command applies to the CoreBuilder 3500 only; other platforms
3900 use ip arp flush. To flush dynamic entries only, see the
9300 “management ip arp flushDynamic” command next.

= When you enter the comrmand, the system deletes all entries
immediately from the cache. You are not prompted to confirm the
deletions.

Diovendoaded fom wonw Manualslib.com misny
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management ip arp  Deletes all dynamic (automatically learned) entries from the ARP cache.

flushDynamic
Valid Minimum Abbreviation
\/ 3500 m ip ar flushD
9000
9400 important Considerations
= [his command applies to the CoreBuilder 3500 only; other platforms
3900 use ip arp flush. Jo flush all entries, static and dynamic, see the
9300 previous “management ip arp HushAll” command.

= When you enter the command, the systern deletes all dynamic entries
immediately from the cache. You are not prompted to confirm the
deletions.
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management ip rip  Displays information about the Routing Information Protocol (RiP)
display  interfaces on the system. RIP is one of the IP Interior Gateway Protocols
{IGPs). When enabled, RIP allows the systern to dynamically configure its

v’ 3500 routing tables.
9000 ‘
9400 Valid Minimum Abbreviation
mip ri 4
gggg Important Considerations

= [he firstline in the output (the status line) indicates whether IP routing
is enabled {in-band only):

» P interface options (such as ICMP router discovery) appear under
ip interface detail and are set on a per-interface basis. The
rest of the output contains more RIP interface information.

e | he two available RIP modes are as follows:

» Disabled — The system ignores all incoming RIP packets and does
not generate any RIP packets of its own.

« Learn — The systemn processes all incoming RIP packets, but it
does not transmit RIP updates.

Fields in the Management IP RIP Display

Field Description
index Index number of the interface
RIP-1 mode Muode for RIP-1. If vou disable RIF-1, the output lists

the state as of £. Other modes are learn
{default), advertise, and enabled.

RiP-2 mode Muode for RIP-Z. if you disable RIP-2, the output lisis
the state as of £. Other modes are learn
{defaull), advertise, and enabled.
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management ip rip
mode

v 3500
9000
9400

3900
9300

Diovendsaded fom worw Manunadslib.com manusls o

one of four RIP Version 2 (RIP-2) modes on the system.

Valid Minimum Abbreviation

mip rim

Important Considerations

On a per-interface basis, sets one of four RIP Version 1 (RIP-1) modes and

s The CoreBuilder 3500 supports RIP Version 1 as well as RIP Version 2.
For each interface, you select a RIP Version 1 mode and a RIP Version 2
mode. The default RIP Version 1 mode for all platforms is 1earn. The
default RIP Version 2 mode for the CoreBuilder 3500 is disabled.

s | he four available RIP modes are as follows:

« Disabled — The interface ignores all incoming RIP packets and

does not generate any RIP packets of its own.

« Learn — The interface processes all incoming RIP packets, but it
does not transmit RIP updates. This is the default RIP mode.

« Advertise — The interface broadcasts RIP updates, but it does not

process incoming RIP packets.

» Enabled — The interface broadcasts RIP updates and processes

incoming RIP packets.

Options
Prompt Description Possible Values  [Defauli}
iP interfaces index number of the interface for «  Selecled Previaus
which you want {0 set the RIP interfaces entry, if
mode . al applicable
w ¢ {foralistof
selectable
indexes)
RIP mode, Selected RIP Version 1 mode that a  disabled lgarn, or
Version 1 determines how the interface fearm currant
handles RIP 1 packets and value
updates s athertise
e enabled
RIF mode, How the interface handles RIP 2 »  disabled disabled, or
Wersion 2 packets and updates loarr current
s leam
value
w advertise
e enabled
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Management IP RIP Mode Example

Belecot menuy option (mansgement/ip/ripl: mode

Select IP intevfaces {1]alll?®y [11: 1

Interface 1 - Enter BIP Ve on 1 modse {(disabled, learn) [learn]: disabled
Interface 1 - Enter RIP Ve on 2 mode {dissbled, learn) {learn]: dissbled
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management ip rip
statistics

v 3500

9000
9400

3900
9300

Diovendsaded from wonw Manualslib.com mann

Displays general RIP statistics.

Valid Minimum Abbreviation

m ip rip s

Fields in the Management IP RIP Statistics Display

Field Description
gueries Number of gueries
routeChanges Number of route changes
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management ip ping
v 3500

8000
9400

3900
9300
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Tries to reach or "ping” a specified destination using the default ping
options.

Valid Minimum Abbreviation

m ip p

important Considerations

This tool is useful for network testing, performance measurement,
and management. it uses the internet Control Message Protocol
(ICMP) echo facility to send ICMP echo request packets to the IP
destination that you specify.

i you need to change the default ping options, use management ip

advancedPing.

You can either supply the host name or IP address as part of the
command string, or you can supply the information at the prompt.

When you specify a host name, the host name and its assodiated 1P
address must be configured on a network name server. Also, you must
add the IP address on the name server to the list of name server
addresses that are assodated with the network domain name. See "ip
dns define” in Chapter 16 for more information.

When the systern sends an echo request packet to an P station using
ping, the systern waits for an ICMP echo reply packet. Possible
responses:

« If the host is reachable, the systern displays information about the
ICMP reply packets and the response time to the ping.

« I the host does not respond, the systern displays the ICMP packet
information and this message: Host is Not Responding. YOu may
not have configured your gateway P address.

« if the packets cannot reach the host, the systern displays the ICMP
packet information and this message: Host is Unveachable. A
host is unreachable when there is no route to that host

s Jo interrupt the command, press Enter.
Options
Prompt Bescription Possible Values  [Default]
Host name or  Host name or 1P address of the A walid hostname  0.0.0.0
IP address destination that you want to or 1P address
ping
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Management IP Ping Example

Gelect manu optlion {ipl: ping
Enter host name/IP address [0.0.0.0]: 158.3101.311.50
Prega "Enter?® key Lo interrupb.

BING 158.101.111.5%0: &4 hyte packeils
84 beytes from 158.101,111.%0: :cmp QQQxO. time
g from 158,101,111, 80: “me geg=1. time

[
B3 S b
NORTR

N

=

1

from 158.101.111.50: Lomp seg=3. itimes
e 3BRRCI01.11L.50 BING ‘Sta’(l%i:l("’% AR

3 pavktt transmittsd, 3 packets recsived, 0% packet loss
round-trip (me) minfavgimax = 18/30/24
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advancedPing

v 3500
9000
9400

3900
9300

Diovendsaded fom worw Manunadslib.com manusls o

management ip advancedPing 179

ak
‘‘‘‘‘‘‘‘

Tries to reach or “ping” a host with one or more of the advanced ping
options.

Valid Minimum Abbreviation

m ip advanced?

important Considerations

& When you specify a host name, the host name and its associated P
address must be configured on a network name server. Also, you must
add the 1P address on the name server to the list of name server
addresses that are associated with the network domain name. See the
ip dns commands in Chapter 16 for more information.

= | he Burst option, when enabled, overrides the value that is set in the
Quiet or Wait option.

= 1he Burst option floods the network with Internet Control Message
Protocol (ICMP) echo packets and can cause network congestion. Do
not use the Burst option during periods of heavy network traffic. Use
this option only as a diagnostic tool in a network that has many
routers 1o determine if one of the routers is not forwarding packets.
For example, you can set a high count value (1000 packets), and then
observe the run lights on the units: the run lights blink rapidly on
routers that are forwarding packets successfully, but rernain unlit, or
blink slowly, on routers that are not forwarding packets successfully.

s 1o interrupt the command, press Enter.

Options
Possible

Prompt Description Values {Default]

Host name o Host name or 1P address of the Avalid host  0.0.00

P address destination that you want to ping. narne or (P
address

Mumber of Number of FKCMP echo request 19599 3

ICMP Request  packets that are sent 1o ping a host.  packets

packets if the destination host does not

respond after it is pinged by the
number of packets that you spedify,
the system displays 2 Host is
Unreachable oxr Host is not
Regponding message.
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e,
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Prompt

Dascription

Possible
Values

{Default]

Packet size

Burst Transmit
Ping mods

Quiet mode

Tims between
sending each
packet {wail)

HCMP
sourceAddress

interface index

Mumber of bytes in sach IIMP echo
reguest packet. The packet size
includes both the 1P and the ICMP
headers.

When enabled, sends out the
HCRAP scho request packets as rapidly
as possible. The systemn displays a
period L) upon receiving an ICMP
echo replay packst. Use this display
1o determine how many packets are
beirg dropped during the burst. This
is unique o the Burst oplion.

How much packet information the
systern displays after a ping. When
enabled, the system displays
information about the number of
packets that the systern sent and
received, any loss of packets, and the
average time that i {ook a packetio
travel to and from the host. When
disabled, the system displays
more detailed status information
about each ICMP echo request
packet.

Number of seconds that the system
walts before it sends out successive
HCMP echo request packets. Set this
option 1o & Hgh value if network
traffic is heavy and you do not want
to add to the network traffic with
pings in fast succession.

Forces the source address of the
ICRAP packets to be something other
than the P address of the interface
from which the packet originated.
You can use this option if you have
rrore than one 1P interface defined.

index nurmber of the KOMP source P
address that you wani 1o use.

28 — 4096
bytes

a disabled

a enabled

a disabled
a enabled

1-20
seconds

s 0{no

« Yiyes

Currently
defined
interfaces
and their
indexes

64

disabled

disahled

O {the
router
picks the
best
interface)
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Management IP Advanced Ping Example

Sslect menu option {ip): advancedPing
Enter host IP addrsess [0.0.0.0]: 158.101.112.5%
Enter nuwmbsr of ICMP reguest packets {1-329%) [31:
Enter pavket size {bytes) {(28-40%6) [&4]:
Enter Burst Transmit Ping mode {disabled,enabled}) [disablsd]:
Enter Quiet mode {disabled,enabled) [disabkled]:
Enter fime {sec) walits bstwesn sending each packet {[1-38} {11: 2
Configurs IOMP souresdddress? (n,vd [yl:
Index Interface address

g Best interface {default}

1 158.101.117.15%

2 1%8 .101.10.1
Select interfage index {0-2]%} [0]: 1
Prezss "Enter” hey to interrupt.

PING 158.101.112.56 from 158.101.117.151: 64 bvis packets
£4 bytes from 1B8.101.112.86: ilcwp segs=(. time=28. ms
64 bytes from 158.101.112.5%6: i1omp seg=1. time=18. me

-

58 .
64 bvtes from 158.101.112.56: iomp seg=2. Lime=18. me

cem- 1BB.101.112.56 PING Btatistics ----
3 packebg transmittsed, 3 packebts recsived, 0% packet loss
round-~trip {ma) wmin/avg/max = 18721786
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management ip Traces a route to a destination using the default traceRoute options.

traceRoute
Valid Minimum Abbreviation
\/ 3500 m ip &
89000
9400 important Considerations
= raceRoute information includes all of the nodes in the network
3900 through which a packet passes to get from its origin to its destination.
9300 It uses the P time-to-live (TTL} field in User Datagram Protocol (UDP}

probe packets to elicit an Internet Control Message Protocol (ICMP}
Time Exceeded message from each gateway to a host.

s 0 change the default traceRoute options, use the managemsnt ip
advancedTraceRoute command.

= You can either supply the host name or IP address as part of the
command string, or you can supply the information at the prompt.

s When you specify a host name, the host name and its associated 1P
address must be configured on a network name server. Also, you must
add the IP address on the name server to the list of name server
addresses that are associated with the network domain name. See
Chapter 16 for more information about ip dns commands.

s [0 track the route of an IP packet, traceRoute launches UDP probe
packets with a small TTL value and then listens for an ICMP Time
Exceeded reply from a gateway. Probes start with a small TTL of 1 and
increase the value by 1 until one of the following events occurs:

» The system receives a Port Unreachable message, indicating that
the packet reached the host.

« [The probe exceeds the maximum number of hops (default 30).

s At each TIL setting, the system launches three UDP probe packets,
and the traceRoute display shows a line with the TTL value, the
address of the gateway, and the round-trip time of each probe. if a
probe answers from different gateways, the traceRoute feature prints
the address of each responding system. If no response occurs in the
3-second timeout interval, traceRoute displays an asterisk (*} for that
probe.
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Other characters that can be displayed include the following:
s 1 — Network is unreachable
« H-— Hostis unreachable
» P Protocol is unreachable
» | F— Fragmentation is needed
s l<ns — Unknown packet type
= 10 interrupt the command, press Enter.
Cptions
Prompt Bescription Possible Values  [Default]

Host name or  Host name or 1P address of the A valid host name  0.0.00
P address gdestination to which youwantto  or 1P address
trace a oule

Management IP Trace Route Example

Select menu option {(ip}: traceRouts
Enter host nams/IP address [0.0.0.01: 1588.101.101.4¢
Press "Enter" key to interrupt.

Tracerouts to 158.101.101.40: 30 bops max, 28 bytes packst

1 158.100.217.254 % ms 22 m8 5 ms
2 AR8.141.112.2354 & mp Z2 mz 8 ms
3 ARS8 001 .50.22 Tomg £2 me 7 owms
4 158 . 101L.101.40 Tomg £3 ms 6 owms
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management ip Traces a route to a host with one or more of the advanced traceRoute
advancedTraceRoute  options.

v 3500 Valid Minimum Abbreviation
9000 m ip advancedT
9400 ) )
Important Considerations
3900 = When you specify a host name, the host name and its associated 1P
9300 address must be configured on a network name server. Also, you must

add the IP address on the name server 1o the list of name server
addresses that are associated with the network domain name. See “ip
dns define” in Chapter 16 for more information.

= 1o interrupt the command, press Enter,

Options
Possible
Prompt Description Values [Default]
Host name or  Host name or 1P address of the « Avwalid 0000
{P addrass destination that you want to ping host
nams
a IP
address
Maximum tf  Maximurn nurmber of hops that 1 - 255 3G
the systemn can use in oulgoing hops
probe packets
Destination Destination {or base} UDP port 30000 - 33434
port nurnber that the systern uses in 65535

probe packets. Set the destination
LUDP port nurmnber to be very high
1o ensure that an application at
the destination is not using that

port.

probeCourd Maximum number of probes that 1 - 10 3
the system sends at each TTL level

Wait Wait interval {in seconds) that T - 10 3

determines the maximum amount  seconds
of time that the system walts for a
response 1o a probe

packeiSize MNumber of bytes that the system 28-40%6 28
sends in each UDP probe packet  bytes

frosn worw Manualshib com masnes
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Possible

Prompt Bescription Values [Defauli]
sourceAddress  Source address other than the e NN ¥

one from which the probe v tyes)

packets originate. This optionis ™ 7 ¥°©

available if you have more than

one P interface defined on the

system.
interface index  Index number of the ICMMP source A selectable O{therouter

iP address that you want to use.  interface picks the

The system lists defined interfaces best

and their indexes. interface)
Numeric mode  Whether the system shows hop  »  disabled  default

addresses numerically or

symbolically. » enabled

Management IP Advanced Trace Route Example {TTL value of 10}:

Zelect wmenu opbion {(ip): advancedTraceRoute
Enter host IP address [158.1031.101.271:

Entey maximum Time-to-Liwve (bl {1-258% [301: 16
Enter Destination Port number {(30000-6553%) [33434

Entaer the number of probss to be senbt at
Enter time [sec} bto walt for a reesponse
Entey the packst zmize {bytes] {(28-4088} :
Configure TRACEROUTE sourcedddress? (n,w) [vl:

Index Interface addrses
% Baegt interface {defauli}
1 158,101 .217.151

2 LER.1L01.310.1
Select interface indsx {0-21%} [0]:
Enter Numsric mods {disabled, enabled) [disabled]:
Press "Enter® key bo inbterruph.

Traceroute to 158.101.101.27: 10 hops max, 28 bytes packst

1 1%58.310L1.117.3%4 12 mp T oms 2 ms
2 1%8.101.112.2%4 51 ms 9 mz 7 ms
3 158.101.9%.22 21 ms 15 ms S me
4 L5R.101.3101.27 18 me 20 ma BO ma

aarch sngine
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sesa,

management ip Displays different types of IP statistics: general statistics and those spedific
statistics 1o the User Datagram Protocol (UDP} or the Internet Control Message
Protocol {ICME.

v/ 3500 |
9000 Valid Minimum Abbreviation
9400 m ip sta
Options
3900 P
9300 Prompt Description Possible Values  [Defauii]
Statistics Type of IP statistics that you want & ip ip
to display
« udp
® mp
e 2l

Fields in the Management IP Statistics Display

Field Bescription
forwDalagrams Number of datagrams that the 1P station tried to forward
fragCreates Number of IP datagram fragments that were generated as a

result of fragmentation on this system

fragFails Number of 1P datagrams that were discarded because they
needed 1o be fragmented but could not be (for example,
because their Don't Fragrment bit was set)

fragOks Number of IP datagrams that were successfully fragmented

inAddrErrors MNurnber of datagrams that the 1P station discarded because of
ar error in the source or destination 1P address

inDelivers Murnber of datagrarms that the P station delivered 1o local 1P
clierd protocols

inDiscards Number of packet receive discards

inHdrErrors Murnber of datagrams that the P siation discarded because
the IP header contained errors

inReceived Total nurnber of IF datagrams that were received, including
those with srrors

osHeceives Number of packets received that are destined 1o higher-level
protocols such as Teinet, DNS, TFTP, and FTP

osTransmits Nurnber of packets that were sent through the router by

higher-level protocols such as Telnet, DNS, TFTP, ang FTP
outDiscards Number of packet transmit discards

frosn worw Manualshib com masnes

ANI-ITC-944_945-1824875



o wwrw Manualslib.com neasusls

management ip statistics 187

ak
‘‘‘‘‘‘‘

Field Description

putNoRoutes Number of datagrams that the IP station discarded because
thare was no route 1o the destination

gutRequests Number of datagrams that local 1P dlient protocols passed to P
for transmission

reasmbails Number of packet reassermnbly failures

reasmieqs Number of packet reassembly requests

reasmOks Number of successtul packet reassemnblies

riDiscards Number of packets that were discarded due o system
resource ervors

unkProtos Number of packets whose protocol is unknown

Fields in the Management UDP Statistics Display

Field Bescription

inDatagrams Number of UDP packets that were received and addressed to
the router or broadcast address

inErrors Number of received LIDP or KCMP packets that contain header
BITOFS

noPorts Mumber of UDP packets that were received but addressed 1o
an unsupported UDP port

outDatagrams Number of UDP packets that were sent by the router

Fields in the Management ICMP Statistics Display

Field Description

inAddriaskReps Number of ICMP address mask reply frames that were
received

inAddriasks Number of ICMP address mask request packets that were
received

inDestUrweach Number of ICMP destination unreachable packets that were
received

inEchoReps Number of ICMP scho reply packets that were received

inEchos Number of ILRMP echo request packets that were received

inParmProbs Nurmber of ICMP parameter problem frames that were
received

inRedirecis Number of ICMP redirect packets that were received

inSreQuenchs Mumbser of ICMP source quench packets that were received

inTimeExcds Number of ICMP time exceeded packets that were recelved

el engine
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Field Bescription

inTimeStamps MNurnber of ICMMP time stamp reguest packets that were
received

inTimeSiampsReps  Number of ICMP time stamp reply packets that were received

Messages Number of ICMP packets that were received

outAddriaskReps  Numnber of ICMP address mask reply packets that were sent

outAddridasks MNurnber of ICMP address mask request packets that were sent

outDatagrams Number of UDP packets that the rouler sent

outDestiUnreach Number of ICMP destination unreachable packets that were
sent

outfchoReps Murnber of ICMP echo reply packets that were sent

outtchos Murrber of ICMP echo request packets that were sent

outErmrs Number of ICMP packats sent that were dropped due 1o
Sysiem resource Brvers

outhdsas Mumber of ICMP packets that were sent

outParmProbs Nurnber of ICMP parameter problem packets that were sent

outRedirects
outsrcQuenchs
outTimebxcds
outTimeStampReps
outTimeStamps

Murnber of ICMP redirect packets that were sent

Number of ICMP source quench packets that were sent
Number of ICMP time exceeded packets that were sent
Nurmber of ICKP time stamp reply packets that were sent
MNurnber of ICMP tirme stamp reguest packets that were sent

el engine
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SIMPLE NETWORK
MANAGEMENT PROTOCOL
(SNMP)

You can manage the system using a Simple Network Management
Protocol (SNMP}-based external management application (called the
SNMP manager) that sends requests to the system.

The SNMP agent provides access 1o the collection of information about
the system, called Management Information Bases {MIBs). Your views of
MIB information differ depending on the SNMP management method
that you choose. In addition, you can configure an SNMP agent o send
traps to an SNMP manager to report significant events. Access to system
information through SNMP is controlied by community strings. You can
use either an in-band or an out-of-band IP interface to manage the
system with SNMP

This chapter provides guidelines and other key information about how to
set up SNMP in your system.

To configure SNMP for systern management with SNMP:

Assign an IP address 1o either the systermn processor out-of-band Ethernet
port or an in-band Ethernet port.

Set the destination IP address to which the traps are forwarded by the
system agent.

For more information about setting up SNMP see the Implementation
Guide for your system.

To set community strings, snmp authentication_trap, and snmp
extensions on a CoreBuilder® 9000 Enterprise Switch, see the
CoreBuilder 9600 Enterprise Management Engine User Guide.

You can access the Remote Monitoring (RMON} capabilities of the
CoreBuilder 3500 through SNMP applications such as Transcend®
Network Control Services software.
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sews
x Faae

Menu Structure The commands that you can use depend on the system that you have,
your level of access, and the types of modules and other hardware
options that are configured for your system. The following diagram
shows the complete list of commands for all systerns. See the checklist at
the beginning of each cormmand description in this chapter for whether

your system supports the command.
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snmp display  Displays the current SNMP configurations for the community strings.

v 3500 Valid Minimum Abbreviation
\/ 9000 sn 4
v’ 9400 o
Fields in the SNMP Display
‘/ 3900 Field Description
‘/ 9300 commurity string Community strings sefting that controls access o the
system:

w Read-only cornmunity strings with the default public

» Read-write communily strings with the defauit
private

Diovendsaded from wonw Manualslib.com mann
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snmp community

v 3500 Fa\\
9000 )

v 9400

Y 3900

v 9300

Diovendsaded from wonw Manualslib.com mann

Sets two SNMP community strings: read-only and read-write.

To set the community strings for the CoreBuilder 9000, see the
CoreBuilder 9000 Enterprise Management Engine User Guide,

Valid Minimum Abbreviation

2n ¢

Important Considerations

s  When an SNMP agent receives an SNMP request, the agent compares
the community string in the request with the community strings that
are configured for the agent:

= SNMP get, get-next, and set requests are valid it the community
string in the request matches the agent’s read-write community.

x  SNMP ger and get-next requests are valid if the community string
inn the request matches the agent's read-only community string or
read-write community string.

= You can specify any string value up to 48 characters long. Do not use
embedded spaces or the # symbol.

= [If you do not want to change the value of a community string, press
Return or Enter at either prompt.

Options
Prompt Bascription Possible Values [Default]
Read-only  Octel string, induded in each  »  public public
SMMP message, that provides ; )
read-only access to system = igsf:{ag%ag&;?
information long
Read-write  Octel string, induded ineach & private privale

SKMP message, that controls
read-write access 1o system
information

e Astringupio
48 characters
iong

SNMP Community Example (3500)

Select menu option {snmp): community

Enter new read-only community [public]:our app
Enter new read-write community {private]: my mail
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v 3500

v/ 8000
v 9400

v 3900
v 9300

Diovendsaded from wonw Manualslib.com mann
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Displays the SNMP traps and their currently configured destinations.

Valid Minimum Abbreviation

sn b 4

Fields in the SNMP Trap Display

Field

Description

Trap description

Trap destinations
cordigured

Trap nurnber

Trap numbers enabled

Description of the system event that triggers the trap

IP address of the system that is to receive svent
notification

Identifying number of the trap that is associated with a
systern event

Traps that are aclive

ANI-ITC-944_945-1824882
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snmp trap addModify

/ 3500
/ 9000
v 9400

/ 3900
v 9300

Diovendsaded fom worw Manunadslib.com manusls o

Adds or maodifies trap reporting destination configurations. When an
event occurs, the system sends the trap that you spedcify here to the
destination address.

Valid Minimum Abbreviation

gn ¢t oa

important Considerations

You can define up to 10 destination addresses and the set of traps
that are sent to each destination address.

No unlisted traps are transmitted.

Specify a range of more than two trap numbers with a hyphen (-} and
nonsequential trap numbers with commas.

If the destination address that you entered is not a valid end station, if
a valid IP interface is not defined on the system, or if the agent does
not have a route to the destination, the agent displays this message:

Trap address invalid or unreachable

If you see this message, verity the IP address of the end station, that it
is online, and that a route exists to the intended management station.
See the "Device Monitoring” chapter in the Implementation Guide for
your system for an explanation of what the individual traps mean.

Options

Prompt Bascription Possible Values [Default]
Trap Destination 1P address of the A valid destination -
destination  SNMP manager IP address

address

Trap Trapsthatyou wantlo dirett o Avalidirap#, -
numbers to 1o the SNMP Manager range, or

enable sequence of

valid trap #s
w all

e 7 {for s list of
available trap
nunibers)
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Procedure
1 From the top level of the Administration Console, enter:
snnp brap addModify
The systern displays the list of traps.
Enter the IP address of the SNMP manager (destination address).
Enter one or more trap numbers for that destination, a11, or 2 toget a
list of selectable values.

SNMP Trap addModify Example (3500)

Select menu option {snmp/itrap): add¥odify

Trap Descripbions:

Trap # Description
1 MIB 1I: Coldstart
2 MIB II: Link Dhown
3 MIBE IT: Link Up
4 MIE 1I: Authentication PFailure
5 Bridge MIB: New Root
& Bridge MIB: Topology Change
7 3T Bvstem MIB: Bvstem Overtemperaturs
8 30 Byestem MIB: Power Supplyv Failure
13 3¢ System MIB: Address Thresheold
14 3C Bystem MIB: Bystem Fan Failurs
15 3C FDDI MIRB: SMT Hold Condition
16 30 FDDI MIB: SMT Peer Wrap Condition
17 3T FODI MIB: MAC Duplicabte Address Condition
ig 3C FODI MIR: MAC Frame Error Condition
i3 30 FRDT MIB: MAC Not Jopied Condition
20 3T FDDI MIE: MAC Heighbor Changs
21 3¢ FDOI MIB: MAC Path Change
22 3C PDDI MIB: PFort LER Condition
23 3T FDRI MIB: Port Undesired Connection
24 3¢ FDDI MIB: Port EBE Error Condition
25 30 OFRDI MIB: Port Path Changs
26 RMON MIB: Rising Alaym
27 RMON MIB: Falling alarm
28 POLL MIE: Rssponse Received
29 POLL MIE: Response Not Received
32 YREF MIE: Mew Master
33 YVRRP MIB: Authenticabtion Failure
35 QO8 MIE. QOS5 INTRUDER Trap

Enter the trap Jdestination address: 158.102.31.23 . .
Enter the trap numbsys to enable {(1-8,13-29,32-33,35 811 %)

Diovendsaded fom worw Mannalslib com neanuals sonrch ongine
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snmp trap remove  Rernoves a destination, so that no SNMP traps are reported to that

destination.
¥ 3500
J/ 9000 Valid Minimum Abbreviation
v’ 9400 sn tor
v 3900 Important Consideration
v 9300 s  When the systermn removes the destination address, it displays the

previous ment.

Diovendsaded fom worw Manunadslib.com manusls o
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snmp trap flush  Removes all SNMP trap reporting destinations.

v 3500 Valid Minimum Abbreviation
v 8000 sn t f
v/ 9400
Important Consideration
v 3900 =  When you flush the SNMP trap reporting destinations, you remove all
v 9300 trap destination address information for the SNMP agent.

Diovendsaded fom worw Mannalslib com neanuals sonrch ongine
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snmp trap For CoreBuilder 9000: Applies to Layer 3 switching modules only.

smtProxyTraps ¢ onypls SNMP's ability to alert you, by means of an SNMP-to-SMT proxy,
that a significant event is occurring in the Fiber Distributed Data Interface

v 3500 (FDDI} station statistics.
v 9000
9400 Valid Minimum Abbreviation
sn t 8
3900
9300 Options
Prompt Description Possible Values [Default]
SHMP-1o-SMT  Whether the SMT proxy s snabled disabled
proxy mode agent is enabled or disabled . disabled

Diovendoaded fom wonw Manualslib.com misny
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rmonConfiguration
v’ 3500
v/ 9000
9400

3900
9300
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For CoreBuilder 9000: Applies to Layer 3 switching modules only.

Configures the transmit and receive mode to monitor Ethernet and Fiber
Distributed Data Interface (FDDD statistics as follows:

= receive — Monitors incoming port data

= transmitAndReceive — Monitors incoming and outgoing port data

Valid Minimum Abbreviation

8 x

Options

Prompt Description Possible Values iDefault]
Trarsmitrecsive Whether RMON is w Teceive Current
mode configured for ondy setting

incoming port data, or for s transmitAndReceive

both Incoming and
ouigoing port data
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sesa,

snmp writeDisable  Allows or disallows SNMP write requests.

Y 3500 Valid Minimum Abbreviation

v 9000 sn w

v 9400 _,
Options

:;: gggg Prompt Bascription Possible Values [Default]

' SNMP write  Whether SNMP wrile accessis = oOff off

request enabled or disabled on
mode *

frosn worw Manualshib com masnes
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ETHERNET PORTS

Before you configure your systern, become familiar with the physical port
numbering scheme on the system. Understanding the port numbering
scheme enables you to:

= Manage your bridge ports (especially if you use trunking), as described
in the Implementation Guide for your systemn

= Accurately define your virtual LANs (VLANS}, as described in the
Implementation Guide for your system

This chapter provides guidelines and other key information about how to
configure Ethernet ports in your system.

e For more information about port numbering and how to configure
=" Ethernet ports, see the Implementation Guide for your systermn.

Menu Structure The commands that you can use depend on your system, your level of
access, and the modules and other hardware options that are configured
for your system. The following diagram shows the list of commands for
all systems. The checklist at the beginning of each command description
in this chapter shows whether your systerr supports the command.

sihernet meny maniipring menu
g SUEENANY STy
module detal made
managemant autoMenaliation
LR T 4T poriiode
fedeli HowGonbrol
bridge pacEAcress
i paceinteractiveAcess
Tebd abet
appletiaik poribtate
f51513 % moritoring
B2t
analyzes
log
SOFipE
logout

discommnect

Diovendoaded fom wonw Manualslib.com mssusis
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ethernet summary  Displays a summary of Ethernet port information. The summary shows
the port's label and status, as well as the most pertinent statistics about

v’ 3500 general port activity and port errors.
v/ 9000 o o
Y 9400 Valid Minimum Abbreviation
8 5
v/ 3900

7 9300 important Considerations

= Port numbering is consecutive, regardiess of module type {(if you are
using a system that has modules).

= Depending on the system, numbering may or may not skip an empty
slot and continue with the ports that are associated with the next
occupied slot. (See the Implementation Guide for your system for
specific information about port numbering.)

s Numbering includes unused ports.

= Only one port number is assigned 1o a Gigabit Ethernet module in
switches that use Gigabit Ethernet modules.

= The systern no longer assigns port number 1 to the out-of-band
management port, which does not receive a port number.

s 1he rxFrames value that the Ethernet summary command reports for
a bridge port may differ from the value that the bridge port summary
command reports. The Ethernet summary command counts aff frames
that are delivered to the port while the bridge port summary
command reports only valid frames that are passed to the port.
Therefore, the Ethernet summary value should exceed the bridge port
summary value by the number of receive errors (rxBrrse).

= At some prompts, you can specity the » option to list Ethernet ports
and port numbers. The » option displays Selection, Port, and Port
Label columns. The Selection column and Port column contain the
same port numbers because they represent your physical ports.

Diovendsaded fom worw Mannalslib com neanuals sonrch ongine
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Fields in the Ethernet Summary Display

Field

Description

actualFlowControl

actualPortdode

autoMeghtode
autoMegState
linkStatus

macAddress

noRxBuffers
portiabel

portState

portType

regrlowControl

regPortiiode

rBytes

rxErms

el engine

Actual flow control setling. When autonegotiation is
completed, the value is the autonegotiated setting. When
autonegotiation is disabled, the value is the user-selected
flow control value,

Actual operating port mode. When autonegotiation is
completad, the values shown are the autonegotiated
settings. When autonegotiation is disabled, the value is
the user-selected port mode.

Autonegatiation mode configured for port. Possible
values are enable Of disable.

Current negotiation state. Possible values are disabled,
configuring, completed, and failed.

Boolean value that indicates the current state of the
physical link for this port {(either enabled of disabled).

MALC address of this port.

Number of frames that were discarded berause no buffer
space was available.

User-defined label name. The maximum length of the
string Is 32 characters, including the null terminator.

Current sofbware operational state of this port. Possible
valugs are on-line, off-line, partitioned,
tx-fault, antd config-srror. The value on-linse
appears whern the port is both enabled and connected 1o
a cable. The valug partitioned appearswhen the port
has been disabled by the sthernst port monitoring
feature.

Specific description of this port’s type. Values for each
porl type! 10/ 100BASE-T {RJ45}, 100BASE-FX
{8C), L000BASE-SX (8C), LO00BASE-LX (GBIC),
1000BASE-SX {GBIC), Backplane (3000}

Configurable parameter that sets the flow control option
fwhen autonegotiation is disabled). When
autonegotation is enabled, flow control values are
ignored.

Configurable parameter that sets the port mode on
Ethemnet ports that have port mods options (when
autonegotiation is disabled}. When autonegotiation is
enabled, port mode values are ignored.

Number of bytes received by this port, induding framing
chiaracters.

Totat of all receive errars that are associated with this
port.
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sesa,

Field Description

raFrames Nurmnber of frarmes that were copied inlo receive buffers
by this port.

slot:.channel Maps a CoreBuilder® 2000 switch fabric module port fo

{2000 switch fabric ar interface module backplane link. The "channel”

rnodula) designation is just a backplane trace number. For
exarnple, to troubleshoot a problern with switch fabric
module port 5 {slot:channel 3:1}, look at the first
backplane link for slot 3.

siotport hModule slot and port number in the CoreBuilder 5000

{3000} sysieirn.

xByies Number of bytes that were transmitiad by this port,
including framing characters.

ixErrs Sum of all tfransmit errors that are assodiated with this
port {(summary report onkivl

teFrameas Nurnbaer of frames that waere tfransmitied by this port,

xO0verflows Number of frames that were lost because transmit gueue
was full,

vendorMamse vendor name for a GBIC module. Cther modules display

(3500) n/a.

To display Ethernet port statistics relative to a baseline, see the

Implementation Guide for your system.

Procedure
1 To display summary information about Ethernet ports, enter:
ethernst summary

2 Atthe prompt (for example, (1-24]a11i7?)), select the ports whose
information you want to display, or to display a port surnmary, specify 2
Indicate a range of ports with a hyphen {-). Separate nonconsecutive
ports with a comma.

The system displays port information based on the ports that you
specified.

frosn worw Manualshib com masnes
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ethernet detail Displays detailed Ethernet port information including the information in
the summary and additional Ethernet port statistics, such as collision

v 3500 counters.

v 8000 ) o ‘ o
v/ 9400 Valid Minimum Abbreviation
e 4

v 3900

7 9300 important Considerations
s Port numbering i5 consecutive, regardless of module type (if you are
using a system that has modules).

= Depending on the systermn, numbering may or may not skip an empty
slot and continue with the ports that are associated with the next
occupied slot. (See the Implementation Guide for your system for
specific information about port numbering.)

= Numbering incdudes unused ports.

= Only one port number is assigned to a Gigabit Ethernet module in
switches that use Gigabit Ethernet modules.

s The system no longer assigns port number 1 to the out-of-band
management port, which does not receive a port number.

g 1he rxFrames value that the Ethernet detail command reports for a
bridge port may differ from the value that the bridge port detail
command reports. The Ethernet detail command counts alf frames
that are delivered to the port while the bridge port detail command
reports only valid frames that are passed fo the port. Therefore, the
Ethernet detail value should exceed the bridge port detail value by the
number of receive errors (sxErrs).

s At some prompts, you can specify the 7 option to list Ethernet ports
and port numbers. The » option displays Selection, Port, and Port
Label columns. The Selection column and Port column contain the
same port numbers because they represent your physical ports.

Diovendsaded fom worw Mannalslib com neanuals sonrch ongine
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sesa,
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Fields in the Ethernet Detail Display

Fieid

Description

actuatFlowControl

artualPortMode

alignraentErrs
{3500, 3900 and
8000)

autoMeghMode
autoNsgSiate

carierSensekrr
{3500, 3900 and
Qo0

excessCollision
{3500, 3900 and
3000)

excessDeferrals
{3500 and 5000
Layer 3}

foskrrs

fragrnents

(3500, 9000
Layer 2, 9300 and
Q400

jabbers

{3900, 9000
Layer 2, 9300 and
S400}

lateCollisions
{3500, 3900 and
SO0M

tengthins
{3500 and 9060
Layer 3}

el engine

Actual flow control setting. YWhen autonegotiation is
completed, the value is the autonegotiated setfing. When
autonegotiation is disabled, the value is the user-selected flow
control value,

Actual operating port mode, When autonegotiation is
completed, the value shown is the autonegotiatad setting.
When autonegotiation is disabled, the value is the port mode.

Mumber of frames received by this port that are not an integral
number of octets in length and do not pass the FCS check.

Autonegotiation mode configured for porl. Possible values are
snable O disable.

Current negotiation state. Possible values arg disabled,
configuring, completed, and failed.

Mumber of frames that were discarded because the carrier
sense condition was lost while transmitting a frame from this
port.

MNumber of frames that have been dropped because they
experienced 15 consecutive collisions when sent from this port.
This value s incremented by 1 sach time that a frame
experiences 15 consecutive collisions.

Mumber of frames that were not transmitied on this port
because the maxirmur: sllowed deferral ime was exceeded.

Mumber of frames received by this port that are an integral
number of octets in length but do not pass the frame check
sequence {FCS) test.

Number of frames received by this port that were shorter than
&4 bytes and had CRC or alignment errors.

Mumber of frames received by this port thal were longer than
1518 bytes and had CRC or alignment errors.

Number of times that a collision was detected on this port later
than 512 bit-tirmes into the transmission of a frame.

Number of frames received by this port that are longer than
1518 bytes or shortay than 54 bytes.
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Field Description

linkStatus Boolean value that indicates the current state of the physical
link for this port {(gither enabled OF digabled).

macAddress MAC address of this port.

muttiCollisions
{3500, 3900 and
9000 Layer 3)

noRxBuffers

oversized

{3900, 8000
Layer 2, 9300 and
9400}

pacefccess
{3900 and 9000
Layer 2}

portLabel

portSiate

portType

regFlowControl

reqPorihode

requestedstate

funts

{3800, 2000
Layer 2, 9300 and
9400}

r#Broadeast
{3900, 8000
Layer 2, 9300 and
G400}

el engine

Number of frarmes that have experienced from 2 to 15
consecutive collisions hefore successful fransmission frorm this
port. If a frame also experiences a collision on the 15th attempt,
itis dropped and the excessCollision count is increased by 1.

Mumber of frames that were discarded because no buffer space
was available.

Nurmber of frames received by this port that were longer than
1518 byies.

Whether PACE® Interaclive Access S enabled of disabled
for this port.

User-defined label name. The maxirnum length of the string is
32 characters, including the null terminator.

Current software operational state of this port. Possible values
are on-line, of f-line, partitioned, tx-fault, and
config-errer, The value on-1line appears when the port
is both enabled and connected 1o 3 cable, The value
partiticned appears when the port has been disabled by
the sthernet port monitoring feature.

Spedific description of this port's type. Values Tor each port
type: 16/100BASE-T{RJI45}, 100BASE-FYX (8C),
1000BARE~S8Y (SC), 1000BASE-LY {GRIC),
10G0BABE-SX {GBIC), Backplane (3000}

Configurable parameter that sets the flow control option {when
autonegotiation is disabled). When autonegotiation is enabled,
flow control values are ignored.

Port mode on Ethernet ports that have port mode options
{when autonegotiation i disabled). When autonegotiation is
enabled, port mode values are ignored.

Configurable pararmeter that is used 10 enable and disable this
port. The default s enabled.

Mumber of frames received by this port that were shorler than
64 bytes.

Number of broadcasis received hy this port.
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Field Description

r¥ByteRate Average number of bytes received per second by this port
during the most recent sampling period.

rxBytes Mumber of bytes received by this port, including framing

rxDiscards
{3500 and 2000
Layer 3}

rxFrameRale

rxFrames
rxinternalfrs

rebAcastsOnly
{3500, D000
Layer 2, 9300 and
9400}

rebutticasts
rxPeakByteRate
r¥PeakFrameRate
rxinicasts

singleCollision
{3500, 3500 and
a000}

siot:port
{3000}

xBroadcasts
{3900, 2080
Layer 2, 9300 and
G400

ixByleRate

xBytes

txDiscards

el engine

characters.

Mumber of received frames that were discarded because there
was no higher layer to receive them or because the port was
disabled.

Average nurmber of frames that were received per second by
this port during the most recent sampling period. Sampling
periods are 1 second long and not configurable.

Number of frarnes that were copied into receive buffers by this
port.

Mumber of frames that were discarded because of an internal
arror during reception.

Mumber of multicast frames received by this port.

Mumber of multicast frames that were delivered 1o a
higher-level protocol or application by this port.

Peak value of ethernetPortByleReceiveRate for this port since
the station was last initialized.

Paak value of etharnetPortFrameReceiveRate for this port since
the station was last initialized.

Mumber of unicast (nonmulticast) frames that were delivered by
this port to a higher-level protocol or application.

Number of frames that have experienced only one collision
before successful transmission from this port on the second
attermnpt.

Module slot and port number,

kumber of frames that were queued for transmission from this
port by a higher-level protocol or application, induding frames
not transmitted successiully.

Axerage number of bytes that were transmitted per second by
this port during the most recent sampling period.

Mumber of bytes that were fransmitted by this port, including
framing characters.

mMumnber of transmitied frarmes that were discarded because the
port was disabled.
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Field Description

tsFrarmeRate Average nurnber of frarmes that were transrmitted per second by
this port during the most recent sarmpling period. Sampling
periods are 1 second long and not configurable.

Frames Number of frames that were transmitted by this port.

hdrternalbrrs

IxbMcasisOnly
{3900, 3000
Layer 2, 9300 and
9400}

teddulticasts
txPeakByteRate
txPeakFrameRate
xQ0Overflows

xUnicasts

vendorNames
{35001

MNurnber of frames that were discarded because of an internal
arror during transrnission,

Mumber of multicast frames transmitied by this port.

Number of multicast frarnes that were gueued for transmission
from this port by a higher-level protocol or application,
including frames not transmitted successfully.

PFeak valus of sthermnetPoriByteTransmitRats for this port since
the station was last initialized.

Peak value of ethernetPortFrameTransmitRate for this port singe
the station was last initialized.

Number of frames lost because transmit queus was full.

Mumber of unicast inonmutticast) frames that are gueued for
transmission by a higher-level protocol or application, induding
frames not transmitted successiully.

Vendor name for a GBIC module. Other modules display n/a.

el engine
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ethernet Enables or disables autonegotiation of port attributes such as duplex
autoNegotiation mode and port speed on ports that support autonegotiation.

v 3500 Valid Minimum Abbreviation
v 9000 e a
v 9400 o
Important Considerations
v 3900 = You can use this command to configure the same setting on multiple
v 9300 ports simultaneously. When you specify multiple port numbers, the
systemn prompts you to choose the setling and then applies it to all of
the ports.

s When you enable autonegotiation, the system ignores your requested
portMode information for 10/100BASE-TX ports and your requested
flowControl information for 1000BASE-SX ports. When you disable
autonegotiation, the system recognizes the requested portMode
values for ports that have portMode options and the requested
flowControl values for 1000BASE-5X ports. (100BASE-FX ports and
backplane ports do niot support autonegotiation.)

Therefore, it is extremely important that you understand how o
implement flowcontrol and portMode in your nebwork. See the
Implementation Guide for your systern for more information.

Options
Prompt Description Possible Values  [Default]
Port Port numbers for which you « A single port -
warnt to enable or disable
- g s Arange of
auvtonsgotiation ports
a ail
s 7 {lodisplay a
port surmnimary)
Autonegotiation Whether to enable or s =enable enable
setting disable autonegotiation on disable
each of the ports thatyou  ®
selectad

Diovendoaded fom wonw Manualslib.com misny
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ethernet portMode  Sets the port speed (10 Mbps or 100 Mbps) and the duplex mode
{full-duplex or half-duplex) on individual ports.

v 3500
v 8000 Valid Minimum Abbreviation
8400 e portm
/ 3900 Important Considerations
93200 & You can use this command to configure the same setting on multiple

ports simultaneously. When you specify multiple port numbers, the
system prompts you to choose the setting and then applies it to all of
the ports.

= The device that is connected to each port must be configured for the
same port mode. If the port speeds differ, the link does not come up.
if the duplex modes differ, link errors occur.

= Gigabit Ethernet ports do not support mode options. The value a11
refers only to ports that support port mode options.

= f you change to full-duplex mode on the port, a message indicates
that collision detection will be disabled unless you configure the
connected device 1o the same duplex mode.

= Disable autonegotiation on any port on which you are setting a
specific port mode.

s 10/100BASE-TX supports the following modes and speeds:
« 10 Mbps, full-duplex mode
« 10 Mbps, half-duplex mode
» 100 Mbps, full-duplex mode
« 100 Mbps, hali~-duplex mode
s 100BASE-FX supports the following modes and speeds:
« 100 Mbps, full-duplex mode
» 100 Mbps, half-duplex mode

Diovendsaded fom worw Mannalslib com neanuals sonrch ongine
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Diovendsaded fom worw Manunadslib.com manusls o

Options
Prompt Bascription Possible Values [Default}
Port Ports for which you want to e Asingleport -

change the portMode values « Arange of
ports
e ol

« ¢ {to display a
port summary}

Port mode  Speed and duplex mode for See “important t0half

setling each of the ports that you Considerations,”  {(10/100BASE-TX)
selected aartier in this 100half
section '

{10OBASE-FX)

Procedure

To change the port speed or duplex mode for 10/100BASE-TX ports or
the duplex mode for 100BASE-FX ports, enter:

ethernet portMode

At the prompt {for example, {1-24]alli?)}, enter the ports whose
portMode values you want to change, or to display a port summary,
specify »

After you have selected the ports, the system prompts you to enter the
port mode for the ports that you selected.
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ethernet flowControl  Controls whether a Fast Ethernet or Gigabit Ethernet port can respond to
or generate flow control packets.

v 3500

v 8000 Valid Minimum Abbreviation
v 9400 o £

/ 3900 Important Considerations

v 9300 & Flow control allows a port to:

« Decrease the frequency with which it sends packets to a receiving
device, if packets are being sent too rapidly.

» Send flow control packets to a sending device, to request that the
device slow its speed of transmission to the port.

s 1he system does not count flow control packets in either receive or
transmit statistics.

Options
Prompt Description Possible Values [Default]
Port Ports for which youwant foset a A single port -
selection flow control characteristics A range of ports
s all
« ¢ {to display a
port surmnmary)
Flow control  Flow control characteristicsfor e on off
setting each of the ports that you off
selected "
s HON
s BONn

Diovendsaded fom worw Manunadslib.com manusls o
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e,

Flow Control Settings

Available on
Setting Dascription Port Type

on Port recognizes flow control packets and Gigabit Ethernet
responds by pausing transmission. The port can
generate fow control packels as necaessary to
slow incoming traffic,

Fast Ethernet

off Port ignores flow control packets and does not Gigabit Ethemnat
generate them. Fast Ethernet

rxn Port recognizes Tflow control packets and Gigahit Ethermet
responds by halting transmission. The port does
not generate flow control packets.

On Port ignores flow control packets, but it can Gigabit Ethemnet
generate themn, if necessary.

o www Manualslib com neasusls sonrch ongine
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ethernet paceAccess
3500

v 9000
9400

v 3900
9300

Diovendoaded fom wonw Manualslib.com misny

For CoreBuilder 9000: Applies to Layer 2 switching modules only.

Configures the Ethernet ports on your system 1o support the PACE®
Interactive Access feature, which ensures reliable timing by preventing
excessive Ethernet network jitter (the variation in the fiming of packet
delivery that can cause garbled sound, jerky images, and delays).

Valid Minimum Abbreviation

e pa

important Considerations

= PACE technology is 3Com's method to provide reliable timing, optimal
LAN bandwidth utilization, and data prioritization for time-sensitive
multimedia and real-time applications, and data-only applications.

s PACE Interactive Access employs a "back-off” algorithm that enables
your system to control traffic flow on a point-to-point link with an end
station. When the network experiences congestion, the switch holds
packets. PACE Interactive Access prevents an end station from

“monopolizing” the link.

Options
Prompt Description Possible Values  [Default]
Port Ports forwhichyou wanttoset « Avrange of port -
the PACE® feature rium bers
s all
s ¢ {lodisplay a
port surmmary)
PACE Whether the PACE featureis  » enable disable
setling an or off for each of the ports disable
- ]

that you selected
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ethernet For CoreBuilder 8000: Applies to Layer 3 switching modules only.

pacelnteractiveAccess Configures the Ethernet ports on your systermn to support the PACE

Interactive Access Teature, which ensures reliable timing by preventing

v 3500 excessive Ethernet network jitter {the variation in the timing of packet
v 9000 delivery that can cause garbled sound, jerky images, and delays).
9400
Valid Minimum Abbreviation
3900 & pa
9300

Important Considerations

s PACE technology is 3Com's method to provide reliable timing, optimal
LAN bandwidth utilization, and data prioritization for time-sensitive
multimedia and real-time applications, and data-only applications.

s PACE Interactive Access employs a "back-oft” algorithm that enables
your systern to control traffic flow on a point-to-point link with an end
station. When the network experiences congestion, the switch holds
packets. PACE Interactive Access prevents an end station from
“monopolizing” the link.

Options
Prompt Bescription Possible Values [Default]
Port Ports for which you wantto set « Avangeof port -
the PACE® feature numbers
e all
e 7 {ladisplay a
pori surnmary)
PACE Whether the PACE feature s « enable disable
setting on or off for each of the ports disable
3

that you selected

Diovendoaded fom wonw Manualslib.com misny
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ethernet label

v 3500
v/ 8000
v 9400

v 3900
v 9300

Diovendsaded fom worw Manunadslib.com manusls o

Labels the Ethernet ports to help identify the kind of device that is
attached to each port (for example, LAN, workstation, or server).

Valid Minimum Abbreviation
e 1

important Considerations

= Label Ethernet ports so that you can easily identify the devices that are
attached 1o thern (such as LANs, workstations, or servers). For

examp le: engineeringserver

= A new port label appears in system displays the next time that you

display information for that port.

Options
Prompt Description Possible Values [Default]
Port Ports for which you want o ¥ Arangeof port -
selection define a port [abel nurn bers
s all
« 7 {ip display a
port surmimary)
Port label Labels that appear the next stringofupto 32 -

time that you display
information for the ports that
you selectad

ASCH characters,
including the null
terminator
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ethernet portState  Enables or disables Ethernet ports, controlling whether the ports send or
receive frames.

¥ 3500

Y 9000 Valid Minimum Abbreviation

v/ 94*}0 8 ports

v 3900 Important Consideration

v 9300 s When an Ethernet port is enabled, frames are transmitted normally

over that port. When an Ethernet port is disabled, the port neither
sends nor recelves frames.

Options
Prompt Bescription Possible Values IDefauli}
Port Ports that you wart to enable  « Individual ports -
o disable » A range of port
numbers
e all
e ¢ {to display a
Dol summary}
Port siate Value shown in the summary « enabled enabled
and detail displays reports: bl
on-line for all enabled ports disabled
displayed and of £ -1line for
all disabled ports displayed
Procedure

1 To enable or disable an Ethernet port, from the top level of the
Adrinistration Console, enter:

ethernst portState

2 Atthe prompt {for example, (1-24]a11]7)), enter the ports whose port
state values you want to set, or to display a port summary, specify »

3 Enter enabled OF disabled for each Ethernet port.
The portstate value shown in the summary and detail displays reports
on-line for all enabled ports that are displayed and off-1ine for all
disabled ports. The Port Status LED for each disabled port on the module
indicates the disabled status.

Diovendsaded fom worw Manunadslib.com manusls o
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ethernet monitoring  Displays the status of 10/100 Mbps Ethernet ports that are being
summary monitored. The display shows the status of port statistics that are being
monitored, including:

3 50:0 = error count
4 gggg = excessive collisions
= multiple collisions
v 3900 = late collisions
9300 = funts
m foskrrs

Valid Minimum Abbreviation

& MO8

important Consideration

& The Ethernet monitoring feature in enabled by default, and performs
these functions:

1 Monitors 10/100Mbps Ethernet ports for excessive collisions,
multiple collisions, late collisions, runts, and FCS errors

Cornpares these error counters against user-defined thresholds
Disables a port that reaches an error threshold

Reports the reason that a port is disabled to the Administration
Console, MiB databases, and SNMP traps

Reenables the port after an initial backoff time interval

6 Continues monitoring

Diovendsaded fom worw Mannalslib com neanuals sonrch ongine
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ethernet monitoring  Enables or disables port monitoring on 10/100 Mbps Ethernet ports on
mode  the switch.

3500 Valid Minimum Abbreviation
v/ 9000 emm
9400 ) )
Important Considerations
v 3900 = You can use this command to configure the same setting on multiple
9300 ports simultaneously. When you specify multiple port numbers, the
systemn prompts you to choose the setling and then applies it to all of
the ports.

s You can determine when a monitored port is in error and has been
disabled by these port statistics:

s 1he status value shown in the ethernet monitoring summary
display reports partitioned.

= The portstate value shown in the ethernet summary and
ethernet detail displays reports partitioned.

= The linkstatus value shown in the ethernet summary and
ethernet detail displays reports disabled.

When the monitoring feature reenables the port, port statistics
resume normal values.

s The Ethernet monitoring feature in enabled by default, and performs
these functions:

1 Monitors 10/100Mbps Ethernet ports for excessive collisions,
multiple collisions, late collisions, runts, and FCS errors

Compares these error counters against user-defined thresholds
Disables a port that reaches an error threshold

Reports the reason that a port is disabled to the Administration
Console, MIB databases, and SNMP traps

Reenables the port after an initial backoff time interval

6 Continues monitoring

Diovendoaded fom wonw Manualslib.com misny
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FIBER DISTRIBUTED DATA

INTERFACE (FDDI)

Fiber Distributed Data Interface (FDDV is a standards-based solution that
provides fast and reliable data transfer on a local area network. This
chapter provides guidelines and other key information about how to
configure FDDI parameters in your systemn.

For more information about implementing FDDI in your network, see the
Implementation Guide for your system.

Menu Structure

The commands that you can use depend on the system that you have,
your level of access, and the types of modules and other hardware
options that are configured for your systern. The following diagram
shows the complete list of commands for all systems. See the checklist at
the beginning of each command desaription in this chapter for whether
your system supports the command.
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224 CHAPTER 8. FIBER DISTRIBUTED DATA INTEREACE (FDDI)

fddi station display  Displays FDDI station information. The system display shows the station
configuration, status reperting, and the most pertinent statistics about

v 3500 general station activity and errors.
v 9000 |
9400 Valid Minimum Abbreviation
£4 stabtion d
gggg Fields in the FDD! Station Display
Field Description
configuration Attachment configuration for the station or concenirator.

connectPolicy

ecmSiate
poris

remoteDisconnect

stationiD

statusReporting

inotify

fraceMaxExp

Values can b2 Thru, Isclated, Wrap A, and Wrap B.

Bil string that represents the connediion polides in effedt
ot a station. How connection policies translate into bits is
described in “fddi station connedPolicy” in this chaplter.
This value is user-defined.

Current state of the ECM state machine.

Ports numbers assigned to the FODI module. The FDDI
port numbers change depending on the configuration of
your system.

Flag indicating that the station was remotely disconnecied
from the network as 3 result of receiving an
fddiSMTACton with the value of discommect in a
Parameter Management Frame (PMF). A station requires a
Connect Action to rejoin the network and clear the flag.

Unigue identifier for the FDDY station.

Whether a station generates Status Report Frames {(SRFs)
o report svents and conditions 1o network managerment
stations. This value is user-defined.

Timer used in the Neighbor Notification protocol 1o
indicate the interval of time between generation of
Netghbor information Framies {NIF). This value is
user-defined.

haximum propagation tirme for a trace on an FDE
topology. Places a lower bound on the detection time for
an unrecovering rng.

o www Manualslib com neasusls sonrch ongine
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fddi station
connectPolicy
v 3500
v 9000
89400

3900
9300

Diovendsaded from wonw Manualslib.com mann

Sets the connectPolicy attribute string that represents the connection
policies in effect on a station. A connection’s type is defined by the types
of the two ports involved in the connection.

Valid Minimum Abbreviation

£4 station <

important Considerations

s Portitypescanbe A B, M, orS.

= 1he system FDDI ports are type A or type B for Dual Attachment
Station {DAS) ports and type M for Single Attachment Station (SAS)
ports.

s By default, all connections to the system ports are valid. M-M

connections are accepted so that one CoreBuilder® 3500 port can be
connected to another system port.

Options
Prompt Description Possible Values {Default]
Ports One or more FRDI station ports «  Any of the -
for which vou want 1o set the available ports
connection policies on the installed

FODI modules
] all

connectPolicy  Bif string that represents the See next table -
connection policies in effect an
that station

Bit to Set for Rejecting a Station Connection

This
Connection
is Rejected If This Bit Is Set Connection Rules

Ay o Undesirable peer connection thal creates
twisted primary and secondary rings; notify
station rmanagement (SMT).

A-B 1 Mormal frunk ring peer connection.

A-S 2 Undesirable peer connection that creates a
wrapped ring; nolify SMT.
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226 CHAPTER 8. FIBER DISTRIBUTED DATA INTEREACE (FDDI)

sesa,

This

Connection

is Rejected If This Bit is Set Connection Rules

A-bd 3 Tree connection with possible redundancy. The
node may not go 1o Thru state in Configuration
ranagement (CFAM). In a single MAC node,
Port B has precedence (with defaults) for
connecting 1o a Port M.

B-4 4 Normal trunk ring peer connection.

B-B 5 Undesirable peer connection that creates
twisted primary and secondary rings; notify
SMT.

B-S & Undesirable peer connection that ceates a
wrapped ring; notify SMT.

B-M 7 Tree connection with possible redundancy. The
node ray not go 1o Thru state in CFML
In a single MAC node, Port B has precedence
fwith defaults) for connedting to a Port M.

M-4A 12 Tree connection with possible redundancy.

M-8 13 Tree connection with possible redundancy.

h-5 14 Mormal treg connection.

hA-hA 15 Connection that allows one system port to be

connected 1o another system port.

o www Manualslib com neasusls sonrch ongine
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fddi station tNotify  Sets the timer used in the Neighbor Notification protocol to indicate the
interval of time between generation of Neighbor Information Frames

v 3500 {NIF).
v 8000 ) o | o
9400 Valid Minimum Abbreviation
£4 station t
gggg important Considerations

s I you set the Tnotify value low, your network reacts quickly to station
changes, but uses more bandwidth.

= If you set the Tnotify value high, less bandwidth is used, but your
network does not react to station changes as quickly.

Options
Prompt Description Possible Values [Default]
Ports One of more FDDI station ports w Any of the -

for which you want 1o set the available ports

neighbor notification timer on the installed

FDDI maodules
-1

tnotify Tirner {in seconds) used inthe 2 - 30 seconds 30

Meighbor Motification protocal
o indicate the interval of time
between generation of
Meighbor Information Frames
{NIF3

Diovendsaded fom worw Manunadslib.com manusls o
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sesa,

fddi station  Controls whether a station generates Status Report Frames {SRFs) to
statusReporting  report events and conditions to network management stations.

v 3500 Valid Minimum Abbreviation
\/ 9000 fd station s
9400 ) )
Important Consideration
3900 = If you do not have an SMT management station listening to these
9300 event reports or if you use SNMP to monitor FDDI events on all FDDI

end stations, set this attribute to disabled 50 that the station does
not generate SRFs.

Options
Prompt Description Passible Values [Default]
Ports One or more FOD station ports &« Any of the -

for which you want {o set available ports

statusReporting on the installed

FODI modules
e 2l

statusReporting  Parameler that controls « enabled gnabled

whether a station generates

Siatus Report Frames (SRFs) o
report events and conditions to
network management stations

disabled

frosn worw Manualshib com masnes
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fddi path display 229 '

fddi path display  Displays FDDI path information.

v 3500 Valid Minimum Abbreviation
\/ 9000 fd pa d
8400
Important Consideration
3900 = [he path display changes slightly when ports are configured as DAS
9200 ports.

Fields in the FDDI Path Display

Field Description

maxTReqg kasdmuim time value of fddibACT-Reg that any MAC
that is configured in this path uses. This value can be
user-defined.

path Current selecied path.

parts Ports numbers that are assigned 1o the FDD! moduls. The
FDDI port numbers change depending on the
configuration of your system.

ringlatency Total accumulated latency of the ring that is associated
with this path.
tmaxiowBound Minimum time value of fddiMACT-Max that any MAC

that is configured in this path uses. This value can be
user-defined.

tracestatus Current frace status of the path.

twvnlowBound Minimurm time value of fddibMACTvxValue that any MAC
that is corfigured in this path uses. This value carn be
user-defined.

Options
Prompt Description Possibile Values [Default]
Ports One or more FDDE station ports & Any of the -
for which you want to set the available ports
path display on the installed
FDDI modules
s all
Path Path that you want {o set. e P {primary} -

e A& DAS port has primary and & s {secondary)

secondary paths. . al

e ASAS porthasonly a
prirnary path.

Diovendsaded from wonw Manualslib.com mann
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fddi path  Specifies the minimurn time value (in microseconds} of fddiMAC tvxValue
twxlowerBound that any MAC that is configured in this path uses.

v 3500 Valid Minimum Abbreviation
\/ 9000 £fd pa tv
9400
Important Considerations
3900 = A MAC uses its valid transmission timer (TVX) to detect and recover
9300 from certain ring errors. If a valid frame has not passed through a

MAC during the time indicated by fddiMACTvxValue, the MAC
reinitializes the ring.

s By adjusting the twdowerBound value, you specify how guickly the
ring recovers from an error. The lower you set this value, the faster the
network reacts to problems, but the ring might be reinitialized when
there is no problem.

s | he higher you set this value, the less chance of frequent
reinitializations, but the network takes longer 1o recover from errors.

= You can use this command o configure the same setting on multiple
ports simultaneously. When you specify multiple port numbers, the
system prompts you to choose the setting and then applies it to all of

the ports.
Options
Prompt Description Possible Values [Default]
Forts One or more FDDI station ports «  Any of the -
for which you want 1o set the available
tvxLowerBound ports on the
installed FODI
rodules
« all
Path Path that you want to set: & D {primary} -
e A DASport has primary ard  « 5 {Secondary)
secondary paths.
e all
w ASASporthasonly a
primary path.
tvxbowerBound  Minimum time value of 0~ 4294867295 2500
fddidad tvxvalue that any micreseconds

MAC that is configured onto
this path uses

Diovendsaded fom worw Manunadslib.com manusls o
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fddi path
tmaxlowerBound

v 3500
v 9000
9400

3900
9300

Diovendsaded fom worw Manunadslib.com manusls o

Specifies the minimum time value (in microseconds) of fddiMAT T-Max
that any MAC that is configured in this path uses. This value specifies the
boundary for how high T-Req (the requested token rotation time) can be

set,

Valid Minimum Abbreviation
£d pa tm

important Consideration

= You can use this command to configure the same setting on multiple
ports simultanecusly. When you specify multiple port numbers, the
systemn prompis you 1o choose the setting and then applies it to all of

the ports.
Options
Prompt Description Possible Values [Defauli]
Ports One or more FROI station e Any of the -
ports for which you want to available
set the tmaxbowerBound ports on the
installed FDDY
modules
& 3zl
Path Path that you want to set. e D {primary} -
a ADASporthasprAmary e ${secondary)
and secondary paths, 3l
a ASASporthasonly a
primary path.
tmaxiowerBound  Minimum time value of 0 —-429496729% 16500

fddiMAC T-Max that any microseconds

MAL that is configured onto
this path uses
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fddi path maxTreq  Specifies the maximum time value {(in microseconds) of fddiMACT-Req
that is used by any MAC that is configured in this path. 7Req is the value

v’ 3500 that a MAC bids during the claim process to determine a ring's

,/ 9000 operational token rotation time, T_Opr. The lowest T-Req bid on the ring
9400 becornes T_Opr.
3900 Valid Minimum Abbreviation

Important Considerations

s  When you set T_Opr low, the token rotates more quickly, so token
latency is reduced. However, more of the ring’s available bandwidth is
used to circulate the token.

s Higher values of T_Opr use less bandwidth to circulate the token, but
they increase token latency when the ring is saturated.

s You can use this command to configure the same setting on multiple
ports simultaneously. When you specify multiple port numbers, the
systermn prompts you to choose the setting and then applies it to all of

the ports.
Options
Prompt Description Possible Values [Default]
Parts One or more FDDI stalion ports & Any of the -
for which you want 1o sef the available porls
path maxTrag an the installed
FOD modules
w il
Path Path that you want 1o sel. w P {primary) -
e ADAS porthas primaryand e s (secondary)
secondary paths. 1
w all
w A SAS port has only a
primary path.
rriaxTreg Value that a MAC bids during 0 - 4294967295 16500

the dlairn process to determine  microseconds
a ring’s operational token
rotation time, T_Opr

Diovendsaded fom worw Manunadslib.com manusls o
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fddi mac summary

v 3500
v 9000
9400

3900
9300

frosn worw Manualshib com masnes

fddi mac summary 233

ak
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Displays a summary of FDDI MAC information. A summary report displays
various FDDI MAC statistics, including information about the MAC,
received and transmitted frames, and received and transmitted bytes.

Valid Minimum Abbreviation

fd m =

important Consideration

s The MAC summary display changes slightly when ports are configured

as DAS ports.

Fields in the FDDI MAC Summary Display

Field Description

currentPath Path on which this MAC is currently located (primary,
secondary, Of isclated)

downstream MAL address of this MAL s downstream neighbor

Errors sum of errorCount, lateCount, lostCount, and
tvxExpiredCount

noRxBuffers Mumber of frames discarded because no buffer space was
available

port Port numbers assigned to the FDDI module. The FDDI port
rumbers change depending on the configuration of your
system.

riBytes Number of bytes that this MAUZ received

rXErTors Number of errors that this MAC received

sxFrameas Mumber of frames that this MAC received

station Unigue identifier for the FDDI station.

smtAddress Address of the MAC that was used for SMT frames

Bytes MNumber of bytes that this MAL transmitted

xFrames Number of frames that this MAC transritted. This
number does not include MAL frames.

QOverflows Number of frames that were discarded because the
transmit gueus was full

upstream MAC address of this MAC's upstream neighbor
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sesa,

fddi mac detail Displays detailed FDDI MAC information. A detail report displays various

FDDI MAC statistics, including information about the MAC, received and

v’ 3500 transmnitted frames, and received and transmitted bytes, as well as
Y 9000 additional FDDI MAC statistics.

9400 Valid Minimum Abbreviation

3900 fdmd

9300

important Consideration

= The MAC summary display changes slightly when ports are configured
as DAS ports.

Fields in the FDDi MAC Detail Display

frosn worw Manualshib com masnes

Field Description

currentPath Path o which this MAC is currently located primary OF
secondary, isclated, concatenated, O thru

downstream hAC address of this MAC's downstream neighbor

downstreamType PC type of this MAC's downstiream neighbor

dupsddriest Pass or fail test for a duplicate address

duplicatedddr Whaether this address is duplicated on the FDDIring

errorCount Numnber of SMT MAC errors

frameCount Nurnber of frames that this MAC received

frameErCond Active when the frameErrorRatio is greater than or equal
to framekrrorThresh.

frarneErrorRatio Ratio of the number lostCount plus the frameErrorCount
divided by the frarmeCount plus lostCount

frameErrThresh Threshold for determining when a MAC condition report
is generated

fateCount Murnber of token rotation timer expirations since this
MAC last recelved a token

Heavailable Whether this MAL can send or receive LLC frames

HoService Setting of the Logical Link Control service

fostCount Nurnber of frarmes and tokens that this MAC lost during
reception

noRxBufers Nurnber of frames discarded because no buffer space was
available

notCopiedCond Active when the notCopiedRatio is greater than or egual

to notCopiedThresh,
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Field Description

notCopledCount Number of frames that were addressed 1o this MAC but
were not copied into its receive buffers

notCopiedRatio Ratio of notCopiedCount divided by the quantity
coptedCount plus notCopiedCount

notCopiedThresh Threshold for determining when a MAC condition report
is generated

oldDownstream Previous valug of the MAC address of this MAL'S
dowrstrearn neighbor

cldUpstream Pravious value of the MAC address of this MAL's
upstream neighbor

ringCpCount Number of Hmes that this MAC has entered the
gperational state from the nonoperational state

rrodStats State of the ring marnagement as defined in SMT

rxByteRate Average nurnber of byies per second that this MAC
received during the most recent sampling pericd

riBytes Number of bytes that this MAU received

rxDiscards Number of good frames that this MAC received and
discarded before being delivered 1o a higher-level protocol
or apphcation. Does not include frames that were not
received into receive buffers, such as missed frames.

riFrameRate Average number of frames per second that this MAC
received during the most recent sampling period

rxFrameas Mumber of frames that this MAC received

rirternalbrs
nihulticasts
rxPeakByteRate
rxPeakFrameRate
ralinicasts

sttAddress
thiax
thiaxCapab

theg

tokenCourt

el engine

Number of frames discarded because of an internal
hardware error during reception

Number of multicast frames that this MAC deliwered 1o &
higher-level protocol or application

Peak value of {ddiMAC ByteReceiveRate for this MAL since
the station was last injtialized

Peak value of TddiMACFrameReceiveRate Tor this MAC
since the station was last initialized

Mumber of unicast (nonmulticast) frames that this MAC
delivered 10 a higher-level protoco! or application

Address of the MAC used for SMT frarnes
rairmum value of the target token rotation time

hMaxirmun supported target token rotation time that this
MAL can support

Target token rotation time negotiated during the daim
process

Number of tokens that this MAC received
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Field Description
tReqg Target token rotation time that this MAC requested
tvxCapab Maximum time value of the valid ransmission tirmer that

pexbExpiredCount

tvxalue

{xByteRale

xByles
{xDiscards

{xFrameRale
txFrames
txinternalbrrs

txhulticasts

txPeakByieRate
txPoakFramaRate
xOOverflows

DlUnicasts

upstream

upstrearnDupAddr

this MAC can support

Number of times that this MAC's valid transmission timer
has expired

Value of the valid transmission timer that this MAC uses

Average number of bytes that this MAC transmitied per
second during the most recent sampling period

Nurnber of bytes that this MAC transmitted

Number of frames discarded because LLT service was not
erabled or the FDDI ring was not operational

Average number of frames that this MAC fransmitied per
sscond during the most recent sampling period

Number of frames that this MAC transmitted. This
number does not indude MAC frames.

Nurnber of frarmes discarded because of an internal
hardware error during transmission

Nurnber of multicast frarmes queusd for fransmmission by a
higher-tevel protocol or application, including frames not
transmitted successfully

Peak value of fddiMACByteTransmitRate for this MAC
since the station was last initialized

Peak value of fddibMACFrameTransmitRate for this MAC
since the station was last initialized

Number of frames discarded because the ransrmif queue
was full

Number of unicast frames queusd for fransmission by a
higher-tevel protocol or application, including frames not
transritied successfully

MAC address of this MAC s upstream neighbor

Whether the address upstream of this address is
duplicated on the ring

o wwrw Manualslib.com neasusls
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fddi mac
frameErrorThreshoid

v 3500
v 9000
9400

3900
9300

Diovendsaded from wonw Manualslib.com mann

Determines when the system generates a MAC condition report because

too many frame errors have occurred.

Valid Minimum Abbreviation
fd m f

important Considerations

& A frame error occurs when a frame becomes corrupted.

s A high frame error rate often indicates a faulty station on the FDDI

ring or a dirty FDDI connector.

& You can use this cornmand to configure the same setting on multiple
ports simultanecusly. When you specify multiple port numbers, the
system prompts you to choose the setting and then applies it to ali of

the ports.
Cptions
Prompt Dascription Possible Values [Default]
Ports One or more FDDI station &« Any of the -
ports for which you want available

o setthe mac
frameErrorThreshold

Time value set to
determine when the
system generates a MAC
condition report because
too many frame errors
have ocourred

frameErrorThreshold
value

ports on the
installed FDDI
modules

all

0 - 4204967295 £5%
microseconds
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fddi mac
notlopiedThreshold
v 3500 Valid Minimum Abbreviation
v/ 9000 £4 m n
9400
Important Considerations
3900 =
9300

Sets the timing when the systern generates a MAC condition report
because too many frames could not be copied.

Not-copied frames occur when there is no buffer space available in the
station {which in turn indicates congestion in the station).

= You can use this command to configure the same setling on multiple
ports simultaneously. When you specity multiple port numbers, the
systermn prompts you to choose the setling and then apphes it to all of

the ports.

Options

Prompt

Description

Possible Values [Default]

Ports

notlopiedThreshold

One or more FDDI station »
ports for which you want

to set the mac
notCopiedThreshold

Time value set to
determines when the
systern generates a MAL
condition report because
oo many frames could
not be copied

Any of the -
available

ports on the
installed FDDI
modules

all

- 4284967285 6550
microseconds

Diovendsaded from wonw Manualslib.com mann
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fddi mac llcService  Sets the Logical Link Control {LLC) service so that LLC frames are sent and
received on the MAC. LLC frames are all data frames that are fransmitted

v 3500 on the network.
v 8000 o ‘ o
9400 Valid Minimum Abbreviation
£d m 1
3900

9300 important Considerations

s If there is something wrong on your network, you may want to turn
off data {user) traffic for a MAC by disabling LLC service. Although
you have disabled data traffic from the MAC, the MAC still
participates in neighbor notification and is visible to network

management.
® You can use this command to configure the same setting on multiple

ports simultanecusly. When you specify multiple port numbers, the
system prompts you to choose the setting and then applies it to all of

the ports.
Options
Prompt Description Possible Values {bBefault]
Ports One or more FDDI station ports «  Any of the -
for which you want 1o set the available ports
mac HcService on the installed
FDDI modules
& all
HoService Whether LLT frames are sent «  snabled enabied
and recsived on the MAC .
e Cisabled

Diovendsaded fom worw Manunadslib.com manusls o
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fddi mac path  Sets the path assignment for MACs.

Y 3500 Valid Minimum Abbreviation
v/ 9000 fdmp
9400
important Considerations
3900 s he fddiMAC path selections depend on the stationMode
9300 configuration (DAS or SAS).

® You can use this command to configure the same setting on muitiple
ports simultaneously. When you specify multiple port numbers, the
systemn prompts you to choose the setting and then applies it to all of

the ports.
Options
Prompt Description Possible Valuses [Default]
Ports One or more FDD station ports & Any of the -
for which you want 1o set the available ports
MAC path on the installed
FDDI modules
w all
MAL path Path assignments for MACs For DAS ports: primary
s Primary

w Spcondary

» isclated
For SAS ports:
e prirnary
v isclated

Diovendsaded fom worw Manunadslib.com manusls o
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fddi port display

v 3500
v 9000
9400

3900
9300

frosn worw Manualshib com masnes
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Displays information about FDDI ports, induding the type, path, and port
label, as well as other FDDI port statistics, such as error counters.

Valid Minimum Abbreviation

fd po d

Fields in the FDDI Port Display

Field Description

connectState Connedct state of this port {(disabled, connecting,
standby, Of active}

currentPath Path on which this port is currently located

ebErrorCond Whether an elasticity buffer error has been detected
during the past 2 seconds

ebErrorCount Murmber of elasticity buffer errors that have been deteded

ictFalliCount

lernCount

lemRejectCount
lerAlarm

lerCondition
lerCutoff

lerEstimate
lineState

myType
neighborType

parnsiate

powithheld
pmdClass
port

portLabel

Number of consecutive times that the link confidence test
{LCT) has falled dwring connection management

Number of iink errors that this port detected

Number of Himes that the ink error monitor rejected the
link

Link error rate estimate at which a link connection
generates an alarrn

Whether the lerEstimate & less than or equal to leralarm

Link error rate estimate at which a link connection is
broken

Average link error rate. it ranges from 10410 105 and is
reporied as the absolute value of the exponent of the link
error estimate

Line state of this port
Type of port connector on the port{a, B, 8, M}

Type of port connector at the other end of the physical
connection (&, B, 8, M)

Currant Physical Connection Management (PCW) state
defined in SMY

Reason for withholding the connection
Type of PMD erity that is associated with this port

Ports numbers that are assigned to the FDDI module. The
FDOH port nurmbers change depending on the
configuration of your system.

32-character string of a user-defined name for the port
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242 CHAPTER 8. FIBER DISTRIBUTED DATA INTEREACE (FDDI)

fddi port lerAlarm  Sets the link error rate (LER) value at which a link connection generates an

alarm.
v 3500
/ 9000 Valid Minimum Abbreviation
2400 fd po lera
3900 Important Considerations
9300 = The lerAlarm value is expressed as the absolute value of the exponent

{such as 1 x 10-'9). A healthy network has an LER exponent between
1 x 10-10and 1 x 10-15.

s If the LER value is greater than the alarm sefting, then SMT sends a
Status Report Frame (SRF) to the network manager software
indicating a problem with a port.

s Set the lerAlarm value below these values so that you receive alarms
only if your network is in poor health. The SMT Standard
recommended value is 8,

= You can use this command to configure the same setting on multiple
ports simultaneously. When you specify multiple port numbers, the
systermn prompts you to choose the setting and then apples it to all of

the ports.

Options
Prompt Description Passible Values [Default]
Ports One or more FDD! station parts «  Any of the -

for which you want 10 set the available ports

pori lerAlarm on the installed

FODI modules
™ all

lerAlarm value  Link error rate (LER) value at 415 7

which a link connection
generates an alarm

Diovendsaded fom worw Manunadslib.com manusls o
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fddi port lerCutoff  Sets the link error rate estimate at which a link connection is disabled.
When the lerCutoff value is reached, the PHY that detected a problem is

v 3500 disabled.
v 8000 o ‘ o
9400 Valid Minimum Abbreviation
fd pe lexC
3900

9300 important Considerations
s The lerCutoff value must be lower than the lerAlarm value s0 that the
network management software is alerted to a problermn before the PHY

{port) is actually removed from the network.

m Set the lerCutoff below these values so that a port is removed only as
a last resort. The SMT Standard recommended value is 7.

s 1he lerCutoff value is expressed as an exponent {such as 1 x 10-19). A
healthy network has an LER exponent between 1 x 100 and 1 x 10-15,

® You can use this command to configure the same setting on multiple
ports simultaneocusly. When you specify multiple port numbers, the
system prompts you 1o choose the setting and then applies it to all of

the ports.
Options
Prompt Description Possible Values {Default]
Parts One or more FRDI station porls & Any of the -
for which you want {o sel the available ports
port lerCutoff ot the installed
FDDI modules
-1
lerCutoff Link errar rate estimate at 415 4
which a link connection is
disabled

Diovendoaded fom wonw Manualslib.com misny
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fddi port label  Assigns a unique name to your FDDI ports for easy identification of the
devices that are attached to them (for example, workstation, server, FDDI

v’ 3500 backbone). Port labels serve as useful reference points and as an accurate
Y 9000 means of identifying your ports for management.

9400 Valid Minimum Abbreviation

3900 fd po label

9300

important Consideration

= You can use this command to configure the same setting on multiple
ports simultaneously. When you specify multiple port numbers, the
systemn prompts you to choose the setting and then applies it to all of

the ports.

Options
Prompt Description Possible Values [Default]
Ports One or more FDDI station ports » Any of the -

for which you want 1o sef the available ports

port label on the installed

FODI rmodules
e Aall

Label MNarne of the FDDM port used for - -

identification

Diovendsaded fom worw Manunadslib.com manusls o
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fddi port path  Sets the one or more FDDI ports to be either part of the primary path or
isolated from the ring.

v 3500 |
v 8000 Valid Minimum Abbreviation
9400 £d po p
Options
3900 P
9300 Prompt Description Possible Values {Default]
Ports One of more FDDI station ports & Any of the -
for which vou want 1o set the available ports
path on the installed
FDD modules
w all
Path Seisthetypeof path used by« isol pri
the port: . pri

e S0l — isolales the port
from the ring

e Dii — sets the port to be
part of the primary ring

Diovendsaded fom worw Manunadslib.com manusls o
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246 CHAPTER 8. FIBER DISTRIBUTED DATA INTEREACE (FDDI)

fddi stationMode  Generates a display of FDDI stationMode information. The display shows
display the station mode, DAS (Dual Attachment Station} or SAS {Single
Attachment Station), for each FDDI port.

v 3500
v 9000 Valid Minimum Abbreviation
S400 £4 stationM d
3900 important Consideration
9300 = Before the new stationMode takes effect, you must reboot your

system.

Fields in the FDDi Station Mode Display

Field Description

Ports Ports nurmbers that are assigned to the FDDI modude. The
FDODI port numbers change, depending on the
configuration of your system,

stationMode Current FDDI stationMode, Das of 2as, that is assignad
10 a spedfic port.

Diovendsaded fom worw Manunadslib.com manusls o
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fddi stationMode
modify
v 3500
v 9000
89400

3900
9300

Diovendsaded fom worw Manunadslib.com manusls o
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Maodities the stationMode, DAS or SAS, that is assigned to a spedfic port

number

Valid Minimum Abbreviation

£4 mtationM m

important Considerations

& You cannot modify the stationMode when any of the poris in the pair
are part of a trunk.

= Before the new stationMode takes effect, you must reboot your

system.

m You can use this cornmand to configure the same setting on multiple
ports simultaneously. When you specify multiple port numbers, the
system prompts you 1o choose the setting and then applies it to all of

the ports.
Options
Prompt Description Possible Values {Default]
Ports FOOI station port forwhichyou «  Any of the -
want 10 sef the stationMode available ports
on the installed
FODI modules
w all
stationMode Mede of the FDDI port pair e DAS SAS
selected to change . SAS
reboot Prompt toreboot the system if & v {yes) -
you want the siationMode . 1Mo}
& 2 E

changes 1o ake effect
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BRIDGE-WIDE PARAMETERS

This chapter provides guidelines and other key information about how
use the Administration Console to configure bridge-wide parameters.

\:\) This chapter addresses the commands in the bridge menu, except
}k’ port, packetFiltexr vian, trunk mpla, and link, which other
chapters in this Command Reference Guide address.
\‘m\) For more information about configuring bridging and related features,
L7 see the Implementation Guide for your system.
Menu Structure The commands that you can use depend on the systerri that you have,

your level of access, and the types of modules and other hardware
options that are configured for your system. The following diagram
shows the complete list of commands for all systems. See the checklist at
the beginning of each command description in this chapter for whether
your systern supports the command.

Top-Lavel Wenu bridgs menu spanningTres meny igmp menu
syatem dispday sipSiate SURTHTRATY
miocihe ipFragmentation stpPrinrity saoopiiode
management ipxSnap franslation sipMaxfige gueryldode
ethernet addressT hreshold sipHellnTime queryiphddress
ik AN ] sipFarwardlelay wians

# bridge ————® spanming Tree sipGrouphddress groups
i gwrpSiaie cos mEny desCuerier
ipx b cox e s Poris
appetal port L erable gPort
gos b multicast Suinnary
snmp packetF iter modiy
analyzer viaﬁk rulticast meny
] frun P
script mipla #igmp
oot fink
disconnect
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e,

bridge display  Displays bridge statistics and configuration information including
Spanning Tree Protocol (STP) parameter values.

¥ 3500

J/ 9000 Valid Minimum Abbreviation
v’ 9400 b d

/ 3900 Fields in the Bridge Display

V/ 9300 Field Description

addressCount Murmber of addresses in the bridge address table at the
point in time in which you are viewing if. This value
fluctusates but the highest value reached is recorded inthe
Peakhddrlount fisld.

addrTableSize Maxirmum number of addrasses that can be stored in the
bridge address {able. For CoreBuilder® switches, the value
is 32K, For SuperStack® il Switches, the value is 16K,

addrThreshold Configurable reporting threshold for the total number of
addresses known on this bridge. When this threshold is
reached, the systeny generates the SMNMP trap
addressThreshoidEvent. The range of valid values for
setting this object is between 1 and 1 plus the maximum
table size. To configure this value for the 3500 and 9000
L3 rmodules, see "bridge addressThreshold” {ater in this
chapter. This option is not available for the 3900, 8300,
G400 and 9000 L2 rmodules at this release.

agingTime Configurable time peried in seconds that the bridge uses
10 age out dynarnic addresses except when a topology
change has occurred. (After a topology change, the
bridge uses the value shown in the forwardDelay fisld
instead until it receives configuration messages without
the topology change flag set). The defaull value for
agingTine is 300 seconds. The acceplable range is
10~ 1,000,000, You can also enter € to disable aging. To
configure this value, see “bridge agingTime” later in this
chapter.

bridgefwdDelay Configurable time period in seconds that the bridge
spends in each of twa states — listening and learmning —
before it transitions to the forwarding state, provided that
the bridge Is the root bridge. {if the bridge iz not the root
bridge, the bridge uses the value shown in the fwdDelay
field that is assigned to it by the root bridge.) The defaul
value is 15 seconds. The acceptable range s 4 - 30
seconds. To configure the bridge forward delay, see
“bridge spanningTres stpForwardDelay” later in this
chapter.

frosn worw Manualshib com masnes
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Field

Bescription

bridgeHelloTime

bridgeldentifier

bridgeMaxAge

designatedRont

forwardDelay

gvrpSiate
{3500 and 2000 L3)

helloTime

holdTime

ipFragmentation
{3500 and 9000 L3}

ipxTransiation
{3500 and 8000 L3}

lowLatency

frosn worw Manualshib com masnes

Configurable time period in seconds that elapsas betwesn
configuration messages when the bridge is the root
bridge. {(if the bridge is not the root bridge, the bridge
uses the value shown in the helloTime field which is
assigned 1o it by the root bridge.} The default value i5 2
seconds. The acceptable range is 1 — 10 seconds. To
configure the bridge hello time, see “bridge spanningTree
stpHelloTima” ater in this chapter.

Unigue bridge identification that includes the bridge
priority value and the MAC address of port 1.

Configurable time period in seconds that the bridge uses
to discard the stored configuration message when it is
eperating as the root bridge. {if the bridge is not the root
bridge, it uses the value shown in the maxage field
instead which &5 assigned to it by the root bridge.} The
default value is 20 secondds. The acceptable range is 6 — 40
seconds. To configure the bridge maximum age, see
“bridge spanningTree stipMaxAge” later in this chapter,

identity of the root bridge. i includes the root bridge’s
priority valug and the MAC address of port 1 on that
bridge.

Time period in seconds that the bridge spends in each of
two states — histening and learning — as assigned by the
root bridge. Compare with the bridgeFwdDelay field.

Status of GARP VLAN Registration Protocol {GVRP) for the
entire bridge. You configure GVYRP as a bridge state as
well as individual port states. To configure GVRP for the
bridge, see “bridge gurpSiate” later in this chapter. To
configure GVRP on ports, see “bridge port gerpState” in
Chapter 10.

Time periad in seconds that elapses between the
configuration messages that the bridge receives from the
root bridge. Compars with the bridgeHelloTime field.

Minirnum delay time the bridge uses between topology
change BFDUs that it sends.

Shows configuration state of the IP fragmentation option.
The default setting s enabled. To configure this option,
see “bridge ipFragmentation” later in this chapter.

Shows configuration state of P SNAP translation. The
defaulf setiing is disabled. To configure this oplion, see
“brichge ipxSnapTransiation” later in this chapter.

{Not available at this release)
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Field

Deascription

frosn worw Manualshib com masnes

maxAge

mode
peakAddrCount

priorty

rootCost

rootPort

stpGroupAddress

stpState

tirmeSincetastTopology
Change

topologyChangeCount

topologyChangeFlag

Time period in seconds that the bridge uses 1o discard
stored configuration messages. The value is determined
by the root bridge. Compare with the bridgeMaxage
field.

Reflects that the bridge operates as a transparent bridge.

Reflects the highest number of addresses that have been
counted since the [ast address table flush. For the current
size of the address table, see the addressCount field.

Configurable STP priority value for the bridge. The default
value is Ox8000. {Ox signifies that 8000 is a hexadedimal
nurnber.) The acceptable range is Ox0 — OxEFT (0 - D). To
configure a value, see "bridge spanningTree sipPriority™
later in this chapter. The bridge priority is induded in the
bridge wentifier and 15 considered the most significant
portion because it influences root bridge selection. A
lower pricrity incraases the odds that the bridge will
becorne the root bridge.

Vatue that reflecis the total cost of the best path (lowest
vatue) from the bridge root port to the root bridge. The
value swns individual port path costs. To configure path
costs for ports on the bridge, see "bridge port stpCost” in
Chapter 10.

Logical port with the best path from the bridge to the root
bridge.

Address 1o which the bridge listens o receive
configuration messages and other STP information. To
modify the STP group address, see “bridge sganningTree
stpGroupAddress” later in this chapler.

Whether the Spanning Tree Protocol is enabled or
disabled for the bridge. The default value is disabled for all
switches except CoreBuilder 9000 modules. To contigure
the bridge STP state, see "bridge spanningTree stpState”
later in this chapter. {STP is alsc configured on a
port-by-port basis. See "bridge port stpState” in
Chapter 10.)

Time slapsed (in hours, minutes, and seconds) since STP
last reconfigured the network topology.

Mumber of times that STP has reconfigured the network
fopology since you enabled STP or rebooted the system
{whichever is less).

Whether the bridge topology is currently changing
{true} of not changing (false)
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bridge For CoreBuilder 9000: Applies to Layer 3 switching modules only.

ipFragmentation Determines whether the Fiber Distributed Data Interface (FDDY and
Ethernet stations that are connected 1o your systermn can communicate

V3 50:0 using IP when FDDI stations transmit packets that are too large for
v/ 9000 Ethernet. IP fragmentation divides such large FDDI packets into smaller
9400 packets that can be bridged to Ethernet LANs.
3900 Valid Minimum Abbreviation
9300 b ipf
Options
Prompt Description Possible Values {Default]
ipFragmentation  Whether large FDDI packels » enabled gnabled
value can be divided into smaller . dicabled

packets so that they can be
bridged 1o Ethernet

Diovendoaded fom wonw Manualslib.com misny
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bridge For CoreBuilder 9000: Applies to Layer 3 switching modules only.

ipxSnapTranslation 1.1t 802.3_RAW IPX packets to FDDI_SNAP packels when they are
forwarded from Ethernet to FDDI links, and vice versa when packets are

‘/ 3500 forwarded from FDDI to Ethernat.
v 8000
9400 Valid Minimum Abbreviation
b ipx
3900
a300 Important Consideration

=  When IPX SNAP Translation is disabled, the system uses standard
IEEE 802 .1H bridging to translate 802.3_RAW packets to FDDI_RAW
packets when they are forwarded from Ethernet to FDDI, and vice
versa from FDD{ to Ethernet.

Options
Prompt Bescription Possible Values [Default]
0 Whether the systern usesiPX & enabled disabled
Smapiransiation  SNAP Transiation when . v

e disabled

forwarding packets batween
Ethernet and FODI inks

Diovendsaded fom worw Mannalslib com neanuals sonrch ongine
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bridge For CoreBuilder 9000: Applies to Layer 3 switching modules only.

addressThreshold ¢ 4o reporting threshold for the number of Ethernet addresses that

/ 350 are known. When this threshold is reached, the system generates the

3500 SNMP trap called addressThresholdEvent.
v/ 9000

9400 Valid Minimum Abbreviation

b ad
3900
9300 important Considerations

= 1he bridge address table size on CoreBuilder switches is 32K; that is,
the bridge can store a maximum of 32768 addresses.

= The range of valid values for this parameter is between 7 and 7 plus
the address table size. Setting the address threshold 1o the highest
possible value prevents the system from generating the trap, because
the value can never be reached.

Options

Prompt Description Possible Values [Default]
address Threshold for the total number 1 - 32769 29491 {factory
threshold of addresses that are known default), or

on this bridge current value

Diovendoaded fom wonw Manualslib.com misny
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bridge agingTime

/ 3500
/ 9000
v 9400

/ 3900
v 9300

Diovendsaded fom worw Manunadslib.com manusls o

Sets the maximurn period {in seconds) for aging out {deleting) dynamic

addresses from the address table.

Valid Minimum Abbreviation

b ag

Important Considerations

= Use this parameter to configure the system to age addressesin a

timely manner, without increasing packet flooding.

= 1o disable the bridge aging function, set the value to 0.

s | his parameter does not affect statically contigured addresses.

Options
Prompt Bescription Possible Values [Default]
aging time  Maximum pericd {in 0 to disable 300

seconds) for aging out
dynamically leamead
forwarding information

10 - 1,000,000 seconds
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bridge spanningTree  Enables or disables the Spanning Tree Protocol (STP) on your system.

stpState

Valid Minimum Abbreviation
\/ 3500 b sp stps
v/ 9000
v 8400 Important Considerations

= 1he state of STP is configured in two places: the entire bridge {this
v 3900 command) and individual bridge ports. (See Chapter 10.) The
v/ 9300 combination of the states determines the forwarding behavior of each

port, as shown in the following table:

Port Participates  Port Forwards

Bridge STP Siate Port STP State in STP? Frames?
Disabled Disabled No ¥es, if lnk state is up.
Enabled No Yes, if fink state is up.
Removed NO Yes, if link state is up.
Enabled Disabled No Mo
Enabled Yes Determined by STP,
provided that the link
state is up.
Removed No Yes, if link state is up.

s After you enable STP the systemn takes several seconds to process the
command before the Administration Console menu reappears.

= Although bridge-wide STP is initially disabled, default values exist for
the following STP bridge parameters: priority, max age, hello time,
forward delay, and group address. These values do not function until
STP is enabled.

s CoreBuilder® 3500 and CoreBuilder 8000 Layer 3 modules include an
ignore STP mode option. See Chapter 14 in this guide or see your
system Implementation Guide for more information.

= Bridge-wide STP must be disabled on a CoreBuilder 9400 switch if you
configure it as a MultiPoint Link Aggregation (MPLA} core switch. For
more information about MPLA, see the CoreBuilder 9400
Implementation Guide.
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e,

o wwrw Manualslib.com neasusls

Options

Prompt Description Possible Walues [Default]
stpState Whether the Spanning Tree o enabled disabled (factory
{3500, 3900, Protocol is enabled or disabled default), or
3300, 3400) disabled for the system . current valug
stpState Whether the Spanning Tree s enabled enabled {factory
{3000 L2 and L3} Protocol is enabled or . disabled default), or

disabled for the module

current value

el engine
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bridge spanningTree  Modifies the bridge priority, which influences the choice of the root and
stpPriority  designated bridges.

Y 3500 Valid Minimum Abbreviation
v 9000 b sp stpp
v/ 9400
important Considerations
v 3900 = [he bridge priority is expressed as a hexidecimal value. The characters
v/ 9300 Ox signity this.

= 1he lower the bridge’s priority value, the more likely it is that the
bridge is chosen as the root bridge or a designated bridge.

= You can change the value while STP is disabled or enabled. If you
change the value while STP is disabled, the value is retained when you

enable STP
Cptions
Prompt Description Possible Values {Default]
STP priority  Bridge-wide STF parameter (s — OxITf OxB000 factory

default), or
current valug
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bridge spanningTree  Determines when the stored CPDU configuration message is discarded
stpMaxAge from the bridge's memory if the bridge is the root bridge. The current
value is shown in the bridgeMaxAge field of the bridge display

v’ 3500

v 9000 Valid Minimum Abbreviation

V/ S400 b sp astpm

/ 3900 important Considerations

v 9300 = If the value is too small, the STP may reconfigure the topology too

often, causing temporary loss of connectivity in the network.

s If the value is too large, the network may take longer than necessary
to adjust to a new STP contiguration after a topology change such as
the restarting of a bridge.

= A conservative value assumes a delay variance of 2 seconds per hop.
The recommended and default value is 20 seconds.

=  Although the possible range for stpMaxAge is 6 — 40, the available
range is constrained by the following inequalities:

= 2 x {stpForwardDelay - 1 second} »= stpMaxAge
s stpMaxAge >= 2 x (sipHelloTime + 1 second)

Options

Prompt Bestription Possible Values Ibefault}

STPmaxage Value {in seconds) when the 6 — 40 seconds 20 {factory
stored corfiguration riessage default), or
information is deemed too old current value

and is discarded
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bridge spanningTree  Sets the time between configuration messages that the bridge generates
stpHelloTime  if it is operating as the root bridge. The current value is shown in the
bridgeHelloTime field of the bridge display

v’ 3500

v 8000 Valid Minimum Abbreviation

‘/ 9400 2 sp stph

v/ 3900 important Considerations

v/ 9300 s [f the probability of losing configuration messages is high, shorten the

time to make the protocol more robust.

= If the probability of losing configuration messages is low, lengthen the
time to lower the overhead of the algorithm.

e | ne recommended Hello time is 2 seconds.

s Although the possible range for stpHelloTime is 1 ~ 10, the available
range is constrained by the following inequality:

stpMaxAge >= 2 x {stpHelloTime + 1 second)

Options

Prompt Description Possible Values [Default]

STR hello time  Time {in seconds) between T - 10seconds 2 {factory
configuration messages from default), or
the root bridge current valug
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bridge spanningTree  Sets the amount of time that the bridge spends in each of the listening
stpForwardDelay and learning states if it is the root bridge. The current value is shown in
the bridgeFfwdDelay field of the bridge display

v 3500

v 9000 Valid Minimum Abbreviation

v 9400 b sp stpf

/ 3900 important Considerations

v 9300 = This value temporarily prevents a bridge from starting to forward data

packets to and from a link until news of a topology change has spread
to all parts of a bridged network.

s he recommended and default value is 15 seconds.

= Setting the value too low can result in ternporary loops while STP
reconfigures the topology.

= Setting the value too high can lead to a longer wait while STP
reconfigures the topology.

s If the configuration was not successful, the system notifies you that
your changes failed, and you can try to reenter the changes.

s Although the possible range for stpForwardDelay is 4 ~ 30, the
available range is constrained by the following inequality:

2 x {stpForwardDelay - 1 second) »>= stpMaxAge

Options

Prompt Bascription Possible Values [Default]

STP forward delay  Time {in seconds) that a 4 - 30 seconds 15 {faciory
bridge spends in the listening default), or
state and the learning siate current value
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bridge spanningTree  Sets the single address to which a bridge listens to receive Spanning Tree
stpGroupAddress  Protocol (STP) information. Each STP bridge on the network sends STP
packets to the group address. Every STP bridge on the network receives

v 3500 STP packets that were sent to the group address, regardless of which
Y 8000 bridge sent the packets. The current value is shown in the

v 9400 stpGroupAddress field of the bridge displav

/ 3900 Valid Minimum Abbreviation

v 9300 ® s stey

Important Considerations

s Because there is no industry standard for a group address, products
from different vendors may respond to different group addresses. i
STP does not seem to be working in a mixed-vendor environrment,
other vendors” products may use different group addresses as their
defaults. If that is true, set the STP group address to be the same
across alt bridges in the network.

= Before you can modify the STP group address, you must disable STP (i
it is not already disabled) on the bridge. (See "bridge spanningTree
stpState” earlier in this chapter.)

Options
Prompt Description Possible Values [Default]
STPgroup  Single address to which a A yalid STP 01-80-C2-00-00-00
address bridge listens for STP group address fartory default), or

information current valug
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bridge gvrpState For CoreBuilder 8000: Applies to Layer 3 switching modules only.
Enables or disables the GARP VLAN Registration Protocol (GVRP), which

v 3500 can help simplify managerment of VLAN configurations in larger

v/ 9000 networks, and determines whether the virtual LAN {VLAN) origin for a
9400 port-based VLAN is dynamic (with GVRP) or static (without GVRP).
3900 Valid Minimum Abbreviation
9300 b g

Important Considerations

= 10 activate GVRP in your system, you first enable it for the entire
bridge (this command} and then enable it on appropriate individual
bridge ports {see Chapter 10).

= To maximize the effectiveness of GVRP it should be enabled in as
many end stations and network devices as possible.

s VLANs that are created dynamically with GVRP exist only as long as a
GVRP-enabled device is sending updates. If the devices no longer send
updates, or if GVRP is disabled, or if the systemn is rebooted, all
dynamic VLANs are removed.

= |f you disable GYRP after it has been enabled for a period of time, the
systemn deletes all VLAN interfaces that were learned through GVRP
and leaves unchanged all VLANs that were statically configured
through the Administration Console or through the Web
management software.

OUptions
Prompt Bescription Possible Values [Default]
GVRP state Whather the system uses GVRP «  enable disabled

for the entire beidge . disable
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bridge cos enable
3500

v/ 8000
v 9400

v 3900
v 9300

For CoreBuilder 9000: Applies to Layer 2 switching modules only.

Enables or disables IEEE B02.1p Class of Service (CoS) on the bridge. Use
this feature to help prioritize business-critical or time-sensitive traffic in
your network.

Valid Minimum Abbreviation

bea

important Considerations

= 1he opportunity to be processed in the high priority queue exists only
for IEEE 802.1Q tagged packets {provided that CoS is enabled) with
pricrity values that match the high priority queue configuration.
Non-tagged packets are always processed in the low priority queue,
along with tagged packets with priority values that match the low
priority queue configuration.

s 05 is enabled by default and initial queue assignments conform with
EEE 802.1p recommendations — that is, priorities 0 - 3 are assigned
to the low priority queue and priorities 4 — 7 are assigned to the high
priority queue. To modify queue assignments, see "bridge cos modify”
later in this chapter.

= f you disable CoS, all tagged and non-tagged fraffic is processed
through the low priority queue and its buffers. (The high priority
gueue and buffers are shut off.)

Options

Prompt Description Possible Values {Default]

oS setting  Whether all bridge portsinthe «  enabled enabled {factory
systern: implement Class of disabled defaull), or
Service " ‘ current value
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bridge cos summary  For CoreBuilder 9000: Applies to Layer 2 switching modules only.

Displays whether Class of Service (CoS) is enabled or disabled; shows how

3500 the eight possible priority values are assigned {or, if CoS is disabled, how
v/ 9000 they were last assigned) to the two queues; and shows the rate limit that
v 9400 exists on the high priority queue {gueue 1).
Y 3900 Valid Minimum Abbreviation
v 9300 beos

Important Considerations

= By default, CoS is enabled and the eight priority values {traffic dlasses
0 —~ 7} are divided between the two queues in accordance with {EEE
802 . 1p recommendations — that is, queue 1 thigh priority) has dasses
4,5, 6, and 7 and queue 2 {low priority) has classes 0, 1, 2, and 3.

s If CoS is disabled (indicated at the top of the display), the display
reflects the most recent configuration even though it is no longer

active.
Options
Prompt Bescripiion Possibile Values [Default]
Queus Number of the gueue for e ! -
index which you want 1o see 2
number information =
s all

Fields in the Bridge CoS Summary Display

Field Description

Queus Number of the gueue. Queue 1 is always the high priority
gueue. Qusue 7 is always the low priority gueue.

Rate limit Percentage of traffic allowed on the high priority queue.
See the Implementation Guide for your system for more
information about the rate limit option.

Traffic dasses Pricrity values assigned to sach queue. The IEEE 802.1p
standard specifies eight possible values (0 - 7), each of
which is intended to signify a certain kind of traffic.
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bridge cos modify

3500
v/ 8000
v 9400

v 3900
v 9300

Diovendsaded fom worw Manunadslib.com manusls o

For CoreBuilder 9000: Applies to Layer 2 switching modules only.

Changes how the eight priority values (0 — 7} are assigned to each of the
two hardware queues and changes the optional rate limit on queue 1
{the high priority queue).

Valid Minimum Abbreviation

bem

important Considerations

= Because you cannot configure a rate limit for queue 2, the
Administration Console prompts you to enter a rate limit only if you
select queue 1.

s When you assign priority values to a given queue, the system
automatically assigns the remaining priority values to the other guesue.

s f CoS is disabled, you can still modify the queue settings; however,
they do not affect traffic until CoS is enabled.

Options
Prompt Description Possible Values [Default]
Cueus Mumber of the device & 1 -
index aueues whose settings you -
want 1o modify s
w 7 {foralist of
solectable
indexes)
Rate lirnit Throughput lirit that Whole numbers 100 ffactory default),
applies only to queue 1 from 1 - 100 or current value
and is expressed as a
percentage
Class of IEEE BO2. tp priovity values « 0~ 7 For gueue 1, values
service tags  that you want to assign to ” 4,5, 6, 7 {factory
the selected queus. Use " default}, or current
commas 1o separate w 7o a st of values
multiple values. possible values)

For queue 2, values
3,1, 2, 3 ffactory
default), or current
values
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bridge multicastigmp  For CoreBuilder 9000: Applies to Layer 2 switching modules only.

UMMary  npicplays a summary of parameters related to the Internet Group
- Management Protocol (IGMP) which conserves network bandwidth by

3500 directing IP multicast application traffic only to the ports that require it.
v/ 9000
v 9400 Valid Minimum Abbreviation

b mu i su

v/ 3900
v 9300 important Consideration

= For the CoreBuilder 3500 system and CoreBuilder 9000 Layer 3
modules, IGMP commands exist under the ip multicast igmp
mernu.

Fields in the Bridge Multicast IGMP Summary Display

Field Dascription

OMp snooping Whether the IGMP snooping function is enabled or
disabled for the entire systemn.

iomp querying Whether the system is enabled 1o operate as an IGMP
querier. IGMP snooping must be enabled for the querying
function to operate.

igmp guery source 1P Sourcs 1P address used by the system or moduls in query
address messages if it is eledled a5 the IGMP querier.
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bridge multicastigmp  For CoreBuilder 9000: Applies to Layer 2 switching modules only.

snoopMode o iias o disables the snooping {(istening) function of the internet
‘ Group Management Protocol 4GMP).
3500 panag {‘
v 9000 Valid Minimum Abbreviation
\/ 9400 b mu i sn
,/ /OO Important Considerations
v 9300 = The value that you select applies to the entire system or module.

= IGMP snooping must be disabled on a CoreBuilder 9400 switch if you
contigure it as a MultiPoint Link Aggregation (MPLA} core switch. For
more information about MPLA, see the CoreBuifder 9400
Implementation Guide.

s For the CoreBuilder 3500 systern and CoreBuilder 9000 Layer 3
modules, IGMP commands exist under the 1p multicast igmp

menu.
Options
Prompt Description Possible Values [Defauit]
HGMP Whether your systern « onabled enabled factory
snooping implemeants IGMP snooping defaull), or

disabled
» current value
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bridge multicastigmp  For CoreBuilder 9000: Applies to Layer 2 switching modules only.

queryMode ¢ 1ie or disables the querying function of the Internet Group
- Management Protocol (IGMP). From all IGMP-capable devices on a given
/ gggg subnetwork, the one with the lowest IP address is elected as the querier.
v 9400 Valid Minimum Abbreviation
\/ b mu i querym
3900
v 9300 important Considerations

= The value that you select applies to the entire system.

s T you enable igmp guerymode, but disable igmp snoopmode, the
system or module cannot operate as an IGMP querier.

= 1o prevent [P multicast traffic from occupying unnecessary bandwidth,
the best device to operate as the querier is the one closest to the
source of IP multicast tratfic. You can disable querying on select
devices or manipulate IP addresses with the bridge multicast igmp
queryIpaddress command to force this configuration.

= IGMP querying must be disabled on a CoreBuilder 9400 switch if you
configure it as a MultiPoint Link Aggregation (MPLA) core switch. For
more information about MPLA, see the CoreBuilder 8400
implementation Guide.

s For the CoreBuilder 3500 system and CoreBuilder 3000 Layer 3
modules, IGMP commands exist under the ip multicast igmp

meny.
Options
Prompt Bescription Possible Values IDefauli}
1GMP Whether the system can « enabled anabled {factory
querying operate as the IGMP querier if disabled defaulty, or
-] 3

50 elected current value
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querylpAddress

3500

v 9000
v 9400

v 3900
v 9300
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For CoreBuilder 9000: Applies to Layer 2 switching modules only.

Configures the source address that is inserted in IGMP query packets.

Valid Minimum Abbreviation

b oma i gueryi

Important Considerations

w For the CoreBuilder 9400 and SuperStack It Switch 9300 and 3500
systems, you do not need to used this command as long as you have
one in-band IP interface configured; the system uses its IP address as
the source IP address of query packets. Use this command only if you
want the systern to use a different source IP address for query packets.
if there are no in-band IP interfaces configured and you want to
enable guerying, you rnust enter an P address with this command.

= For a CoreBuilder 9000 Layer 2 switching module to offer itself as a
guerier, you must enter an IP address with this command.

& For the CoreBuilder 3500 systern and CoreBuilder 9000 Layer 3
modules, IGMP commands exist under the ip multicast igmp
menu.

Options

Prompt Description Possible Values [Defauli]

IGMP Query  Source address that the Any unigue IP 3.0.0.0, first in-band
Source P system uses in its IGMP address indotted 1P interface index, or
Address gueries decimal format current value

(3900, 9300, 9400)

0.0.0.0, or crrend
value (9000 L)

Diovendsaded fom worw Mannalslib com neanuals sonrch ongine

ANI-ITC-944_945-1824962



274 CHAPTER 9. BRIDGE-WIDE PARAMETERS

bridge multicastigmp  For CoreBuilder 9000: Applies to Layer 2 switching modules only.

vians  icpp snooping is enabled, lists the VLAN IDs of VLANs that are carrying
P rulticast traffic.
3500

v 9000 Valid Minimum Abbreviation

V/ 9400 b ma i v

\/ 29400 important Consideration

v 9300 s For the CoreBuilder 3500 system and CoreBuilder 9000 Layer 3
modules, IGMP commands exist under the ip multicast igmp
ment.
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bridge multicastigmp  For CoreBuilder 9000: Applies to Layer 2 switching modules only.

groups  pisplays IP multicast group and associated port information for a selected
3500 VLAN,

v/ 8000 Valid Minimum Abbreviation

\/ 9400 bmaig

,/ /OO Important Considerations

v 9300 = For the CoreBuilder 3500 systern and CoreBuilder 9000 Layer 3
modules, IGMP commands exist under the ip multicast igmp
menu.

= I no P multicast group traffic is present on the selected VLAN, you see
this Message. No groups exist for this VLANW

Options
Prompt Description Possible Values [Defauli]
YLANID {0 number of the VLAN e Avalid VLANID 1 {Default VLAN)
for which you want o VDY number
display group and port

7 {for a st of

information selectable VIDs)

Fields in the Bridge Multicast IGMP Groups Display

Field Diescription
VLANID 1D nuanber of the selected VLAN,
Group Hexidecimal equivalent of the IP multicast group address

shown in the Tpaddrese column.

ipAddress P multicast group address of the traffic that the systermn or
module has observed on the selecied VLAN.

Parts Ports that lead to group members.
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bridge multicastigmp  For CoreBuilder 9000: Applies to Layer 2 switching modules only.

desQuerier  noiormines whether the system or module is the designated querier for
the selected VLAN.
3500

v 9000 Valid Minimum Abbreviation

V/ 9400 b ma i 4

\/ 3900 important Considerations

v 9300 s For the CoreBuilder 3500 system and CoreBuilder 9000 Layer 3
modules, IGMP commands exist under the ip multicast igmp
ment.

s If the system or module is not functioning as the querier, you see this
message. Device IS5 WOT designated guerier on VLAN

s If the system or module is functioning as the querier, you see this
message. Device I8 designated guerier on VLAN

Options
Prompt Bescription Passible Values [Default]
YWLAN ID 1D number of the VLAN e« Avalid VLANID 1 (Default VLAN)

tor which you are {viDy)

requesting information 7 ffor a list of

selectable VIDs)
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bridge multicastigmp  For CoreBuilder 9000: Applies to Layer 2 switching modules only.

rPorts  |ices the ports in the selected VLAN that lead to IP multicast routers.
3500 Valid Minimum Abbreviation
? gggg bmuicrx
Important Considerations
v 3900 = The system determines which ports in a VLAN lead to multicast routers
v 9300 by snooping on advertisements from the following routing protocols:

Distance-Vector Multicast Routing Protocol (DVMRP), Multicast Open
Shortest Path First (MOSPF), and Protocol Independent Multicast (PIM).

= Router port entries age out after 100 seconds. Routing protocol
advertisernents are usuatly sent every few seconds.

s For the CoreBuilder 3500 systern and CoreBuilder 9000 Layer 3
modules, IGMP commands exist under the 1p multicast igmp

meni.
Options
Prompt Description Possible Values [Default]
VLAN D 1D number of the VLAN e Avalid VLANID 1 (Default VLAN)

for which you want to list (I3
ports that lead to P

raulticast routers = 7 {foralistof

selectable ViDs)
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bridge multicastigmp  For CoreBuilder 9000: Applies to Layer 2 switching modules only.

qPort Displays the number of the port that receives incoming IGMP gueries for
3500 the selected VLAN.
v 8000 Valid Minimum Abbreviation
V/ 9400 b mu i gp
\/ 3900 important Considerations
v 9300 s If no guery packets have been received within the last five minutes

{approximately) when you enter this command, the system responds:
Mo gqueries are heard by the switch

s For the CoreBuilder 3500 system and CoreBuilder 9000 Layer 3
modules, IGMP cornmands exist under the ip multicast igmp

menu.
Options
Prompt Bescription Possible Values {Default]
VLAN 1D D number of the VLAN w  Avalid VLANID 1 (Defaull VLAN)

for which you want to {00
dizplay the port that last

received query packets w ?{foralstof

selectable VIDs)
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BRIDGE PORT PARAMETERS

This chapter provides guidelines and other key information about how to
manage bridge poris in your system.

\:\) This chapter covers bridge port options only. For information about
}k’ other bxridge menu options, use the Table of Contents to find the
appropriate chapter in this Command Reference Guide.
\‘m\) For more information about configuring bridge ports in your network,
L7 see the Implementation Guide for your system.
Menu Structure The commands that you can use depend on the systerri that you have,

your level of access, and the types of modules and other hardware
options that are configured for your system. The following diagram
shows the complete list of commands for all systems. See the checklist at
the beginning of each command description in this chapter for whether
your systern supports the command.

Top-Leve! Menu bridge menu Gt meny address meny
syatem display SUNBETY fint
modiabe infragmentation detai add
mienage ipxSnapransiation multicasilimit FEITEE
ethernet address T hreshoid eipSiate JR— find
Fich aging Hime sipflost | Hushall
¥ bridge ————]  Spanning free stpPrionity Hushlynamic
i gvrpBSiate erpSiate
i o8 § address
applatatk & ot
qos rauics
SR packeiFiter
analyzer ehar
by
sCript
Ingod

disconnect
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bridge port summary

/ 3500
/ 9000
v 9400

/ 3900
v 9300

Diovendsaded from wonw Manualslib.com mann

Displays a summary of bridge port information, including the Spanning
Tree Protocol (STP) configurations for selected bridge ports.

Valid Minimum Abbreviation

b po su

Important Considerations

= The port numbering that is displayed is always sequential, although it
depends on the placement of the modules that you have configured
into your system. See the Implementation Guide for your system for
more information about port numbering.

s For resilient links, the main and standby ports are shown in ascending
order.

s When you are prompted to select ports, you can enter ? to see a
matrix of information about the bridge ports. This matrix is useful, for
example, if you have trunks configured but forget which port is the
anchor port. You must use the anchor port number 1o display a port
summary for a trunk.

Fields in the Bridge Port Summary Display

Field Description

fwdTransitions  MNumber of times thal the port has entered the forwarding
state since you erabled STP or rebooted the system. This
value is useful Tor determining the relative stability of the
topology.

gurpsiate Whether GARP VLAN Registration Protocol (GARP is

{3500, 20060 L3Y  enabled or disabled on the port. For GVYRP to funclion on
the port, you must enable it on the port as well as the
entire bridge. To configure GVRP on a port, see “bridge
port gurpSiate” later in this chapter. To configure GVRP
on the bridge, see “bridge gurpSiate” in Chapter 8.

firkState State of the link {up of down), that is, whether it is
avallable for cornmunication.

portid Port identification, which includes the port priority value
{first 2 digits after "Ox"} and the logical port number {ast
2 digitsy. Both are shown as hexidedmal values.
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Field Description

porthiumber Logical index number that the system assigns o the
bridge port, which may not correspond with the physical
port number depending on your system configuration.
{For example, when you define a trunk, only the anchor
port receives a poriNurmber.) As you add and remove
logical ports, portNumbers are reassigned so that they
remain consecutive.

rxDiscards Total number of frames received on the bridge port that
have been discarded. This value reflects a summary of all
statistics that end with Discs, Discards, OF Filters.

rFrames Total number of frames that this bridge port received
from #ts segreent. However, unlike the rxFrames field in
the Ethernet display which counts all frames, this field
does not count frames in error. Thus, this value may be
towwer than the value shown in the riFrames field in the
Ethemet display.

state Current operating state of the port

& Blocking-— The bridge continues to run STP an the
port, but the Dridge does not recelve packets from the
port, learn lacations of station addresses from it, or
forward packets onio it

¢ Listening-— The bridge continues to run 8TP and
to transmil configuration messages on the port, but it
discards packats that ars reczived on the port and does
not transmit packets that are forwarded o the port.

¢ Learning - 5TP operating state in which the bridge
receives packets on the port 1o learn the location of
sorme of the stations that are located on the port.

& Forwarding — The bridge receives packets on the
port and forwards or does not Torward them,
depending on address comparisons with the bridge's
source address st Provided that the link state is up,
this state field indicates forwarding sven if STP is
disabled for the bridge.

& Disabled — Management has disabled the port or
the link state is down.

o www Manualslib com neasusls sonrch ongine
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Field Description

stp Configurable status of STP on a port. if bridge-wide STP is
enabled, the port 5TP cordiguration options are:

s enabled— 5TP seis the operating state of the port
{blocking, listening, elc.) according to network
topology characteristics. This is the default
configuration for all ports.

a disabled — STPis disabled and the port 5 disabled.
The port does not participate in STP decisions, frams
reception, or frarme transmission.

« removed— 5TP s disabled on the port but the port
can still receive or transmit frames if its ink state is up.
if bridge-wide STP is disabled, the port 5TP setting has no
valid frames. To see a matrix of port and bridge STP
settings, see "bridge port stpState” in this chapter.

ixFrames NMumber of frames that this port has transmitied. This
object counts a frame transmitted on the interface that
corresponds to this port only if the frame is for a protocol
that the local bridging function is processing (indudes
bridge management frames}.

o www Manualslib com neasusls sonrch ongine
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v 3500

v/ 8000
v 9400

v 3900
v 9300

Diovendsaded fom worw Manunadslib.com manusls o

Displays detailed information about bridge ports, induding the Spanning
Tree Protocol (STP} configurations for the bridge port.

Valid Minimum Abbreviation
b po d

important Considerations

The port numbering that is displayed for your ports is always
sequential, although it depends on the placement of the modules that
you have configured into your system. See the Implementation Guide
for your systemn for more information about port numbering.

For resitient links, the main and standby ports are shown in ascending
order.

When you are prompted 1o select ports, specify the 2 option to see a
list of information about your bridge ports. This matrix is useful, for
example, it you have trunks configured but forget which port is the
anchor port. You must use the anchor port number to display a port
summary for a frunk.

Fields in the Bridge Port Detail Display

Field Bescription

designatedBridge identity of the designated bridge of the LAN to which the

port is attached. It is an STP port pararmeter.

designatedCost Cost through this port to get to the root bridge. The

designated cost of the root port is the same a3 the cost
that is received in incoming BPDUS from the designated
bridge for that LAN. It is an STP port parameter,

designatedPort identity of the designated port on the designated bridge.

designatedRoot identity of the root bridge in the LAN, which includes the

root bridge’s priority value and the MAC address of port 1
on that bridge.

fwdTransitions Number of times that the port has entered the forwarding

state since you enabled 5TP or rebooted the systern. This
value is usetul for determining the relative stability of the

topology.
gurphiate Whether the GARP VLAN Registralion Protocol {GVRP) is
{3500, 3000 L3) enabled or disabled on the port. For GVRP to function on

the port, you must enable it on the port as well a5 the
entire bridge. To configure GVRP on a port, see "bridge
port gurpstate” in this chapter. To configure GVRP on the
bridge, see "hridge gurpState” in Chapter 9.
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Field

Deascription

linkState

pathCost

portNurrber

portld

priority

rrAdiFilters
{3500 and 9000 L3

rxBlockedDiscs
{3500 and 9000 LD

rebErrarDiscs

rxForwards
{3500 and 9000 1L3)

rxForwardhicasts

{3900, 9300, 9400, and

9000 1L2)

rxForwardijcasts

{3800, 9300, 9400, and

GOOD L2
r¥FloodUcasts

State of the link {up or down), that 5, whether it is
available for communication.

Cost to add 1o the total path cost when this port is the
root port. To configure & port's STP cost, see "bridge port
stplost” in this chapter.

Logical index nurnber that the systern assigns 1o the
bridge port, which may not correspond with the physical
port number depending on your system configuration.
{For example, when you define a trunk, anly the anchor
port receives a porthiumber.) As you add and remove
logical ports, portNumbers are reassigned so that they
remain consecutive.

Port identification, which indudes the port priornity value
{first 2 digits after "0x"} and the logical port number (last
2 digits). Both are shown as hexidedirmal values.

Configurable STP port griority value. The default value is
80, {0 signifies that the value to follow is 3
hexadecirnal nurmber.) The acceptable range is Ox0 - Oxft.
To configure port priorfty values, see “bridge port
sipPriovity” in this chapter.

The port priorty is incduded in the port 1D and is
considered the most significant portion because it is the
first factor that determines i 2 port is 1o ba the
designatad port when more than one bridge port is
attached 1o the same LAN. The lowast priornity is chosen. if
all ports in a bridge have the same priority, then the port
number is used a5 the determining factor.

Murnber of frames that the bridge port discarded due to a
user-defined packet filter on its “receive all” path.

Nurmber of frames that the bridge port discarded because
the receiving bridge port was not in the forwarding state.
Mumber of frames that the bridge port discarded because
of intemal bridge system errors (such as hardware and
software address table discrepandies).

Total nurmber of frames {all types) that the bridge port
received and forwarded 1o another bridge port

Mumiber of multicast frames that the bridge port received
and forwarded to another bridge port.

Murrber of unicast frames the bridge port received and
forwarded to ancther bridge port.

Mumber of unicast frames that the port received and
flooded to one of more ports.
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Field

Bescription

frosn worw Manualshib com masnes

rafrares

ruirtemalfiters
{3500 and 9000 L3)

rxpcastExcDiscs

replcastiExceeds

rebdcastFitters
{3500 and 2000 L3)

rxdcastlimit

radAcastlimitType
{3900, 9300, 9400, and
9000 L2)

raMNoDestDiscs
{3900, 8300, 9400, and
2000 L2)

rxMoRescrDiscs
{3500 and 9000 L3}

rxiotherDiscs
{3000, 3300, 9400,
9000 L2, 9000 L3)

OtherDiscards
{3500)

rxSarmesegDiscs

ruSecurityDiscs

SRRinghumber
{3500 and 9000 L3)

Total nurnber of frames that this bridge port received
from: Hs segment. However, unlike the rdFrames field in
the Ethernet display which counds all frames, this field
does not count frames in error. Thus, this value may be
lower than the value shown in the rFrames field in the
Ethernet display.

Nurnber of frarmes discarded due to customer filters on
the rxinternal path.

Number of multicast frames that were discarded when
rMcastLinnit was exceeded.

Amount of ime that rabicastLimit has been excesded.

Nurber of frames that were discarded due to a
user-defined packet filter on the “receive mullicast” path
of this porL.

Configurable parameter that imits the rate of multicast
frames that are forwarded from a bridge port. The default
value is 0, which means there is no imit. To configure this
option, see "bridge port roulticastlirnit™ in this chapter.

Canfigurable parameter that selects the type of frames on
which the multicast Himit operates {both multicast and
broadcast frames, or broadcast frames only). The default
value is McastBeast. To configure this oplion, see “bridge
port multicastlindt™ in this chapter.

Nurnber of frames that this port discarded because of an
unknown VLAN ID or because the port was in 3
non-forwarding Spanning Tres state.

Number of frames that this port discarded due to
insufficient resource availability (buffer space).

MNurnber of frames that this port discarded because they
contained either invalid {group) source addresses or
source addresses that belong to this bridge (indicates
network loopsh

Number of frames that this port discarded because they
contained either invalid MAC source addresses or source
addresses that belong to this bridge.

Nurnber of frarnes that this port discarded because the
destination address is known on the same network
segment as the source address and, thus, the frame does
not need to be bridged.

Number of frames that this port discarded because they
contained source addresses that were statically configured
on another bridge port.

{Not available at this release}
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Field Deascription

SRHoplLimit {Mot available at this release)

{3500 and 8000 13}

state Current operating state of the por:

# Blocking — The bridge continues to run 5TF on the
port, but the bridge does not receive packels from the
port, learn locations of station addresses from i, or
forward packets onto it

¢ Listening — The bridge continues to run 5TF and
to transmit configuration messages on the port, but it
discards packets that are recelved on the port and does
not transmit packets that are forwarded 1o the port

s Learning — Simiar 1o lstening, but the bridge
receives packets on the port to leam the location of
some of the stations that are located on the port.

s Porwarding — The bridge receives packets on the
port and forwards or does not forward them,
depending on address comparisons with the bridge’s
source address list. Provided that the link state is up,
this state figld indicates forwarding even f 5TPis
disabled for the bridge.

s Disabled — Management has disabled the portor
the link state is down.

sip Configurable status of STP on a port. Provided that
bride-wide 5TF is enabled, the port TP configuration
states function as follows:

s enabled — STP sels the operating state of the port
{blocking, listening, elC.} according 1o network
topology charaderistics. This is the default
configuration for all ports.

¢ disabled — STPis disabled and the port is disshled.
The port does not participate in TP dedsions, frame
recegtion, or frame transrnission.

x removed — STRis disabled on the port but the port
can still receive or transmit frames if its link state is up.

I bridge-wide STP is disabled, this port 5TP setling is
rmeaningless; as long as s iink state is up, the port
forwards all frames. To configure STP on a port, see
“bridge port sipState” in this chapter.

teAllFilters MNurrber of frames that the bridge port discarded because

{3500 and 8000 L3 of a user-defined packst filter on s "transmit all” path.

BinckedDiscs Numbaer of frames that this bridge port discarded because

{3500 and 8000 13} the transmitting bridge port was not in the forwarding
state.

frosn worw Manualshib com masnes
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Field Bescription

tsFrames Number of frames that this port transmitted 1o s
segmert. This object counts a frame transmitted on the
interface that corresponds to this port only if the frame s
for a protocol that the local bridging function is
processing {includes bridge managernent frames).

bAcastFilters Number of frames that this port discarded bacause of a
{3500 and 9000 L3) user-defined packet filter on its “transmit multicast” path.
Db AtuExcDisce Nurnber of frames that this port discarded because of
{3500 and 2000 L3) exXcessive size.

o www Manualslib com neasusls sonrch ongine
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bridge port  Sets a threshold value on a bridge port that affects the per-second
multicastLimit  forwarding rate of multicast or broadcast traffic that originates on the
segment connected to that port.

v 3500

v 9000 Valid Minimum Abbreviation

v 9400 b pom

/ 3900 important Considerations

v 9300 = You can use this command to configure the same setling on multiple

ports simultaneously. When you specify multiple port numbers, the
systemn prompts you to choose the setting and then apples it to all of
the ports.

s A value of zero indicates that no limit is configured.

= If you want to configure a limit for a trunk, be sure to apply it to the
trunk’s anchor port (lowest-numbered port} only. However, be aware
that the limit that vou specify applies separately to each fink in the
trunk, even though you only enter it once — that is, it is not an
aggregate.

s For alarger array of similar options in the CoreBuilder 3500 and 8000
Layer 3 modules, see the Quality of Service (QoS} chapter in this guide
{Chapter 22) and in the appropriate Implementation Guide.

Options

Prompt Description Possible Valuss [Default]

Bridge poris Bridge ports forwhich  One or more valid bridge -~
you want to set the port numbers
multicastlimit

Frame type Frarme type 1o which w BrastOnly hMcastBcast
{3900, 9300,  the limit shall apply {broadcasts only}

9400, 9000 L2} s McastBeast

{rmuticasts and

broadcasts)
huiticast Configurable w 0-200# framesfecy O
threshold value parameter that limits {3500 and 9000 L3)

the per-second receive

rate of specified traffic. 0 — 200000 (frames/seq)

{3900, 9300, 9400, and
3000 L2}

Diovendsaded fom worw Manunadslib.com manusls o
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bridge port stpState  Sets the Spanning Tree Protocol (STP) state for one or more bridge ports.
The selection is effective only it STP is enabled for the systemn or module.

v 3500

v 8000 Valid Minimum Abbreviation

v 9400 b po stps

/ 3900 Important Considerations

v 9300 = You can use this cornmand to configure the same setting on multiple

ports simultaneously. When you specify multiple port numbers, the
system prompts you to choose the setting and then applies it to all of
the ports.

= The following table explains the forwarding behavior of a port based
on its bridge and port STP states:

Bridge STP State  Port 5TP State

Port Participates
in 5TP?

Port Forwards
Frames?

Disabled Disabled No Yes, if link state is up.
Enablad No Yes, if link state is up.
Rernoved No Yes, if ink state is up.
Enabled Disabled No MNo
Enabled Yes Determined by STP,
provided that the
port link state is up.
Removed No Yes, if Hnk state is up.

Options

Prompt Description Possible Values [Default]

Ports Ports for which you want  »  One or more -
to control the STP setting valid port

numbers
w 7 {todisplay a
port suremary}

STP state Spanning Tree Protocol e enabled enabled (factory
state that you assign to . default), or current
specified ports disabled value

s Temoved

Diovendsaded fom worw Manunadslib.com manusls o

ANI-ITC-944_945-1824978



290 CHAPTER 107 BRIDGE PORY PARAMETERS

bridge port stpCost

/ 3500
/ 9000
v 9400

/ 3900
v 9300

Diovendoaded fom wonw Manualslib.com misny

Sets the path cost that the Spanning Tree Protocol (STP) adds to the root
cost field in a configuration message that the port receives. The system
uses this value 1o determine the path cost to the root through the port.
The current value is shown in the pathCost field of the bridge port
detail display

Valid Minimum Abbreviation

b pe stpc

Important Considerations

s You can use this command to configure the same setting on multiple
ports simultaneously. When you specify multiple port numbers, the
systermn prompts you to choose the setling and then apphies it to all of
the ports.

= A larger path cost value makes the LAN that is reached through the
port more likely to be low in the Spanning Tree topology. The lower
the LAN is in the topology, the less through traffic it carries. For this
reason, you rmay want to assign a large path cost to a LAN that has a
lower bandwidth or to one on which you want to minimize traffic.

s I your configuration is successful, the previous menu appears. If the
configuration is not successful, the system notifies you that your
changes failed, and you can try to reenter your changes.

s See the [EEE 802.1D MAC Bridges standard for recommended path
cost settings.

Options
Prompt Bescription Possible Values IDefault}
Bridge ports  Bridge ports for which you One or more valid -
want to set the path cost bridge port
riirnibers
STP oost Canfigurable bridge port 3TF 1 - 65535 s 100
parameter that specifies the {Ethernel}
cost to add 1o the total path .
¢ et e e s 10 {Fast
cost when this port is the root Ethernet)
port
s 1 {Gigabit
Ethernst)
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stpPriority
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v/ 9000
v/ 9400

v 3900
v 9300
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Sets the Spanning Tree Protocol (STP) bridge port priority. This value
influences the choice of port when the bridge has two or more ports that
have the same path cost and that are connected to the same LAN, which
creates a loop. STP selects the bridge port with the lowest priority and
places the remaining ports in the blocking state. The current value is
shown in the priority field of the bridge port detail display.

Valid Minimum Abbreviation
b po stpp

Important Considerations

m You can use this cornmand to configure the same setting on multiple
ports simultaneously. When you specify multiple port numbers, the
system prompis you 1o choose the setting and then applies it to all of

the ports.

= Port priority is a 1-octet value written in hexidecimal format.

= |f all ports in a bridge have the same priority value, then the port
number is used as the determining factor.

s I your configuration is successful, the previous menu appears. If the
configuration is not successtul, the system notifies you that your
changes failed, and you can try to reenter your changes.

Options

Prompt Description

Possible Values [Defauit]

Bridge ports  Bridge ports for which you
want to set the STP port
priority

STP priority  One-octet value that
determines which port is the
dasignated port when there is
more than one port attached
o the same LAN

A valid bridge port
number

0x0 — Oxff, where  Ox80
Ox precedes a
hexidecimal valug
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bridge port gvrpState  For CoreBuilder 9000: Applies to Layer 3 switching modules only.
Allows the port {o participate in sending and receiving GARP VLAN

v 3500 Registration Protocol (GVRP) updates, which can help you simplify the
v/ 9000 management of IEEE 802.1Q VLAN configurations.
9400
Valid Minimum Abbreviation
3900 b po g
9300

Important Considerations

= You can use this command to configure the same setling on multiple
ports simultaneously. When you specity multiple port numbers, the
systermn prompts you to choose the setling and then apphes it to all of
the ports.

s o activate GVRP in your system, you must enable it for the entire
bridge (see “bridge gwrpState”in Chapter 9) as well as on individual
bridge ports {this command). if you enable GVRP on a port but you
have not enabled it for the bridge, GVRP does not function.

w10 maximize the effectiveness of GVRE it should be enabled in as
many end stations and network devices as possible.

=  GVRP updates are not sent to any blocked Spanning Tree Protocol
(STP) ports. GVRP operates only on ports that are in the forwarding
state.

= f GVRP is enabled on the bridge and on a given port which changes
to the STP forwarding state, the port automatically begins to
participate in GVRP

s VLANs that are created dynamically with GVRP exist only as long as a
GVRP-enabled device is sending updates — if the devices no longer
send updates, GVRP is disabled, or the system is rebooted, ali dynamic
VLANs are removed, but the system leaves unchanged all VLANs that
were statically configured through a management interface.

Options
Prompt Bescription Possible Values IDefault]
Bridge porls Bridge ports for which you &« enable disable
wish to enable or dizable the .
GVRP state » disable
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bridge port address  Displays the MAC addresses {canonical addresses) that are currently
list associated with selected bridge ports, as well as the address type (staticor

dynamicy.
v/ 3500
v 8000 Valid Minimum Abbreviation
v’ 9400 bpoal
/ 3900 Important Consideration
v/ 9300 = If you have multiple ports that are associated with a trunk, the display

groups ports that are associated with a trunk on one line {for example,
3,4, 6) and lists the addresses that are associated with the trunk.

Options
Prompt Description Possible Values [Defauilt]
VLAN Index numbers of the VLANS to «  One or mare -
interface which the desired bridge poris valid VLAN
indexes belong indexes
{only if in Al
aliClosed =
mode) w ¢ {foralistof
selectable
V0IANS)
Bridge ports  Bridge ports for which you s One or more o

vwant {o display MAC addresses valid bridge
port numbers

s all

e 7 {to display a
port surmmary)

Diovendsaded fom worw Manunadslib.com manusls o
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bridge port address
add

v 3500
v 9000
v 9400

v 3900
v 9300

Diovendsaded fom worw Manunadslib.com manusls o

Adds new MAC addresses to the selected bridge ports as statically
configured addresses.

Valid Minimum Abbreviation

h po a a

Important Considerations

s If you have multiple ports that are associated with a trunk, the display
groups ports that are associated with a trunk on one line {for example,
3,4, 6) and lists the addresses that are associated with the trunk.

s A statically contigured address is never aged out of the address table
and cannot be learned on a different port. You must first remove it
from its former port.

Options
Prompt Brescription Possible Values [Default]
WVLAN index numbers of the VLANS 1o « One or more -
interface which the dasired bridge ports valid VLAN
indexas belong indexas
{only if in I
allCiosed *
mode} e 7 {foralistof
selectable
YEANS)
Bridge ports  Bridge poris towhichyouwant & One or morg -
1o add certain MAC addresses valid bridge

MAC
address

MAL address that you want to
add to the selected port

port numbers

e ¢ {(todisplay a
port sUmmary}

A valid MAC
address
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remove
v 3500
v/ 9000
v/ 9400

v 3900
v 9300
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Removes individual MAC addresses from the address table.

Valid Minimum Abbreviation

bpoar

Important Consideration

= This command is typically used to remove only static MAC addresses,
because the bridge could relearn a dynamic MAC address shortly after
you remove it.

Options

Prompt Description Possible Values {Default]

VLAN Index numbers of the VLANS 10w One or more -

interface which the desired bridge poris valid VLAN

indexes belang indexes

{only if in all

aliCiosed o

mode) s ¢ {foralistof
selectable
VLIANS)

MAL MAC address that you want to A valid MAC -

adidress FRImMove address
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bridge port address  Displays the bridge port (as well as the vlan index number if the system is
find  in allClosed mode) that is associated with a specified MAC address.

v 3500 Valid Minimum Abbreviation

\/ 9000 b po a £i

v 9400 ,
Options

‘:/,{ gggg Prompt Bescription Possible Values [Defaulf]
BAC MAC address {canonical A valid MAC -
address address) that you want to find  address

or the system

Diovendsaded fom worw Manunadslib.com manusls o
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bridge port address Removes all static and dynamic MAC addresses from the bridge ports
flushAll  that you select. Static MAC addresses are those that you specified using
the bridge port address add option. Dynamic MAC addresses are

v’ 3500 those that the bridge learned automatically.
v/ 9000 o -
v 9400 Valid Minimum Abbreviation
b po a flusha
? gggg important Consideration

= |f the bridge is power cycled, reset, or rebooted, the address table is
automatically flushed.

Options
Prompt Description Possible Values [Defauilt]
VLAN Index numbers of the VLANS to «  One or mare -
interface which the desired bridge poris valid VLAN
indexes belong indexes
{only if in Al
aliClosed =
mode) w ¢ {foralistof
selectable
V0IANS)
Bridge ports  Bridge ports for which you s One or more o

want to remove all addresses valid bridge
port numbers

« 7 {ipdisplaya
port surnmary)
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bridge port address  Reroves all dynamic MAC addresses from the bridge ports that you
flushDynamic  select. Dynamic MAC addresses are those that the bridge learned by
receiving and processing packets.

v 3500
v 9000 Valid Minimum Abbreviation
V/ S400 b po a flushd
Important Consideration
v 3900 P o ,
v 9300 = |If the bridge is power cycled, reset, or rebooted, the address table is
automatically flushed.
Options
Prompt Bescription Possible Values IDefauli}
VLAN index numbers of the VLANS 1o &«  One or more -
interface which the desired bridge ports valid VLAN
indexes belong indexes
{only if in all
aliCiosed *
mode) g ¢ {foralist of
selectable
VELANS)
Bridge ports  Bridge ports for which you e  One or more -

want to remove all addresses valid bridge
port numbers
e 7 {0 display a
port summary)
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TRUNKS

You can configure a system to aggregate multiple network links into a
single frunk. With trunking you can create high-speed point-to-point or
rmultipoint connections without changing or replacing existing cabling. In
addition, trunking provides automatic point-to-point redundancy
between two devices. Redundant links normally have one link disabled by
Spanning Tree (to prevent looping); trunking utilizes both links.

This chapter provides guidelines and other key information about how to
configure trunking in your system.

The system treats trunked bridge ports in the same way that i treats
normal individual bridge ports. Also, all higherlevel network functions —
including Spanning Tree algorithms, virtual LANs (VLANs), and Simple
Network Management Protocol (SNMP) management — do not
distinguish a trunk from any other network port. Unlike for any other
network port, the systemn automatically distributes traffic across the ports
that are associated with a trunk. if any of the trunk’s ports go down or
up, the system automatically redistributes traffic across the new
arrangement of operational ports.

v~ For more trunking information, see the Implementation Guide for your
system.

Trunks can work with MuftiPoint Link Aggregation (MPLA). MPLA is a
feature for the CoreBuilder® 9400 that increases the capacity and
availability of campus LAN cores without using complex, meshed router
networks. Functioning at Layer 2, MPLA provides both dual-homed link
resfliency and automatic load sharing over point-to-multipoint backbone
connections. MPLA increases network availability using scalable Gigabit
Ethernet connections among multiple campus switches. For more
information about MPLA and trunking, see the CoreBuilder 9400
implementation Guide.

bt
\/
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sews
x Faae

Menu Structure The commands that you can use depend on the system that you have,
your level of access, and the types of modules and other hardware
options that are configured for your system. The following diagram
shows the complete list of commands for all systerns. See the checklist at
the beginning of each cormmand description in this chapter for whether
your system supports the command.

..... Top-tevel Meny _bridge meng Trunk meny Rutomap meny
system dispiny # autohiap SLATRTIY
management ipFrogmentafion SLTRITIATY
sthernet i Snap ranslation detail
folddi address Threshobd et

# hridnpe ——————————————— gging fime modify
ip spanning fres FRITIOWE
ipx gyrpSiate
appletalk st
GOs port
BRIV mrutticast
analyzer packetFiter
g vian
sript % trank
fogout mpia
disconnecd Hnk
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bridge trunk Displays a list of slot numbers that have been selected to support
autoMap summary  automatic backplane trunking.

3500 Valid Minimum Abbreviation
v/ 9000 bt a
9400
important Considerations
3900 = Automatic backplane trunking is supported only through the switch
9300 fabric modules and managed interface modules.

= The Gigabit Ethernet (GEN) Switch Fabric Medule {(Model
Number 3CB9FG24T) has 24 non-blocking Gigabit Ethernet ports that
connect to the chassis backplane to provide high-speed, low-latency
connectivity between CoreBuilder 9000 interface modules.

s 1he GEN Switch Fabric Module supports port trunking for 12 groups,
with up to six ports in a group.

Fields in the Bridge Trunk autoMap Summary Display

Field Description

Siot number Port numbers selecied to be in the trunk.

Autobdap status Whether the autoMap on the slot s enabled of
disabled
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bridge trunk  Dynamic backplane trunking provides automatic backplane trunking on
autoMap the switch fabric modules and managed interface modules.

enable/disable
Valid Minimum Abbreviation
3500 bt ae
v 9000
9400 Important Considerations
= You can enable or disable the autoMap function on slots.
3900 = Al trunking is performed through the switch fabric module.
9300

= Do not perform backplane trunking through the interface modules.

= When you enable autoMap on a medule in a specific slot, the switch
fabric module verifies that the switch fabric module and the interface
module’s backplane configuration support dynamic backplane
mapping.

s  When you disable autoMap on a module in a specific slot, the switch
fabric module verifies that the interface module’s backplane
configuration is compatible with that of the switch fabric module’s

backplane.
Options
Prompt Dascription Possible Values [Default]
Shot number Slot number to choose o Cne slot number -
enable or disable autoMap
function
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ANI-ITC-944_945-1824991



bridge trunk
autoMap test
3500
v/ 9000
9400

3900
9300

Diovendoaded fom wonw Manualslib.com misny

Indicates what happens when you do a reset on the switch fabric module
when autoMap is enabled.

Valid Minimum Abbreviation
Bt at

important Consideration

= After you enable or disable a module for automatic backplane
trunking, the switch fabric module verifies that the interface module’s
backplane configuration is compatible or not compatible to the switch
fabric’s configuration.

» If autoMap is enabled on the desired interface module, then the
switch fabric module verifies that the switch fabric and interface
module’s backplane configuration satisfies the requirements of
automatic backplane trunking. If the switch fabric module and
interface module satisfy requirements, then no reset is required. If
not, then the switch fabric module determines if the interface
module must reconfigure to support backplane configuration
requirements. If the switch fabric module or interface module must
reconfigure, then a message is sent to the user that areset is
required:

Fabric reset reguired for trunk configuration to be
effective for the module in slot x=.

» If autoMap is disabled, the switch fabric module verifies that the
interface module’s backplane configuration is compatible o the
switch fabric’s configuration. It the interface module is compatible
to the switch fabric module’s backplane configuration, then no
reset is required. If not, then the switch fabric module determines if
the interface module can support the defined switch fabric
module’s backplane configuration.

if the interface module can, then a message is sent to the interface
module with the desired backplane port configuration. Otherwise,
the switch fabric module will modify its configuration and a
message is sent to the user that a reset is required:

Fabric reset reguired for trunk configuration to be
effective for the module in slot x.
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bridge trunk
summary

v 3500
v 9000
v 9400

v 3900
v 9300

Diovendsaded fom worw Manunadslib.com manusls o

Displays summary information about configured trunks on your system.
In a summary report, the system displays the trunk name and index
number, the ports defined in that trunk, whether the Trunk Control
Message Protocol (TCMP) is enabled or disabled, and whether the port

link is up or down.

Valid Minimum Abbreviation

bt s

Fields in the Bridge Trunk Summary Display

Field Description

index identifving nurnber that the systern assigned to the trunk.
You can setect all or one trunk.

MName Trunk name that you defined.

Ports Port numbers in the trunk.

State Whether the trunk is up or down

TOMP Whether the Trunk Control Message Protocol (TCMPY is

enabled Of disabled.
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bridge frunk detaif

Displays detailed trunk information in addition to the summary

For Gigabit Ethernet trunks, the flow control setting {on,
rxOm, txOn) For other media types, the fisld
contains n/a to indicate that flow control does not apply.

Identifying number for the systern or module that the
systemn assigned o the trunk.

Number of ports that are configured for the frunk, but are
missing becauss an interface modude s inaccessible.

Operating mode: 100half or 100Ffull for Fast
Ethemnet and 1000full for Gigabil Ethernet.

bridge trunk detail
information.
v 3500
v 8000 Valid Minimum Abbreviation
Y 8400 b t det
/ 3900 Fields in the Bridge Trunk Detail Display
v/ 9300 Field Description
FlowC
off,
index
hAiszing
Mode
Name

Node trunk id
Node trunk id list

Ports

Prezent
rxBadType

rBadVersion

niFrames

rxHellos

mOverflow

nsameTrunkid

Selectad node frunk id
fist

State

frosn worw Manualshib com masnes

Trunk name that you defined.
TCMP identifier that the sysiem assigned to the trunk.

Mode trunk identifications that each port has detecied on
the trunk.

Ports in the trunk. The second half of the display lists each
individual port in each trunk.

Number of ports that participate in the trunk.

Number of TCMP messages received that contain a bad
TCMP Type field.

Number of TCMP messages received that confain a bad
TCMP version number.

Number of TCMP messages that were received on each
port.

Humber of TUMP helloMessages that were received on
each port.

Number of Hirmnes that TCMP has detected a TOMP trunk
configuration that exceeds the eight-node maxirnum.

Number of times that TCMP has recelved a helloMessage
that contfains the TCMP agent's own Node trunk id {an
ittegal configuration).

Node trunk identifications that are selected for use on the
trunk.

Whether the trunk i3 up o down.
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e,

Field Description
TOMP Whether TUMP I8 enabled or disabled for the trunk.
Tompstate TCMP state for each port in the trunk:

s notInUse — NoOt selected for use in the trunk

« selected-— Selected for use in the trunk, but not
yet active in the trunk

a 1inUse — Active in the trunk

Trunk state State {up or down} Of each port link in the trunk.

txFrames Nurnber of TCMP messages that were fransmitied on
each port.

xHellos MNurnber of TCMP helloMessages that were fransmitted on
each port.

Type The network type that you assigned to the poris in the

trunk (for example, FDDI, Fast Ethernet, OF
Gigabit Ethernet).

o www Manualslib com neasusls sonrch ongine
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bridge trunk define  Defines one or more trunks on the system. When you define a trunk, you
specify ports and characteristics for the trunk.

v 3500

v 8000 Valid Minimum Abbreviation

v 9400 b t def

/ 3900 Important Considerations

v 9300 = If you have more than one media type on vour systern: {for example,

Fiber Distributed Data Interface (FDD), Fast Ethernet, and Gigabit
Ethernet), you are prompted for a media type before you are
prompted for the trunk information.

= All links to be trunked must be homogeneous. For example, you
cannot mix Fast Ethernet and Gigabit Ethernet links in a trunk.

= f you have already defined other trunks on your system, you cannot
select ports that are part of an existing frunk.

= In general, create trunks before you define your virtual LANs (VLANs).
if you create a trunk whose ports are part of existing VLANSs, the VLAN
bridge port configuration changes. For example, if you have the
default VLAN as well as IP VLANs and you then define a trunk with
ports in one of the IP VLANSs, the system removes those ports from
that VLAN and places them in the default VLAN. You must modify the
VLAN and add the new bridge ports to the appropriate VLAN. This
situation does not apply if you have only the default VLAN {all ports
are part of the default VLAN).

= When you define a VLAN to indude trunk ports, specify the anchor
port {lowest-numbered port) that is associated with the trunk.

= Do not use Gigabit Ethernet {GEN) Interface modules {such as the
2-port 1000BASE-5X Gigabit Ethernet (GEN) Interface Module) when
defining trunks.

s Enter » 1o see the port summary {for example, to indicate whether
there are ports associated with FDDI Dual Attach Station (DAS) pairs),
and then enter the appropriate port numbers. To specify an FDDI DAS
pair, specity the lowest-numbered port in the DAS pair.

s 1he number of trunk groups and the number of ports within a trunk
group depend on your systemn. See the Options table.

The 3CBOFG24T switch fabric module supports up to 12 trunk groups
on the CoreBuilder 9000.
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= [If you are working with Gigabit Ethernet modules in a SuperStack #
Switch, keep in mind that each Gigabit Ethernet module uses an
internatl trunk resource towards the limit of four. You can trunk Gigabit
Ethernet modules together {each with one port} to consolidate the
Gigabit trunk resources. If you have four trunks defined and you add a
Gigabit Ethernet module to the systern, after a boot, the system
reports that the configuration is incompatible. You must delete one of
the existing trunks.

s You must reboot the module at the end of the trunk definition
process. {(You can define multiple trunks in one bridge trunk define
operation.} On the CoreBuilder® 9000, rebooting a module returns
you to the EME prompt, which requires you to reconnect {o the
module.

= The following considerations apply to the trunk clustering function,
MultiPoint Link Aggregation (MPLA), in the CoreBuilder 9400 system:

= When you configure a new switch, define multipoint aggregated
links and reboot the system before you define other trunks and
VLANs on the switch.

= On a reboot, existing trunks and VLANs are deleted, and the
default VLAN is restored. Trunked ports that were part of a VLAN
before reboot are moved to the default VLAN. You must then
redefine trunks or VLANs that you want to continue to use. See

Chapter 11.
Options
Prompt Description Possible Values fDefault]
hac type  Media type for the trunk.  Depends on your -
{if you configuration:
have more
than one} » FODI

w Fast_Ethernet

e Gigabit Ethernst
s 0/100BASE-TX
e 100BASE-FX

= 1000BASE-SX

w7 {for a list of selectable
media types)
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Prompt Description Possible Values {Default]
Ports Total nurmber of the bridge  3000: -
ports that you want to be
part of the trunk.

a Layer 2 modules support up
1o 4 frunk groups with up
1o 6 ports per trunk

s Layer 3 modules supporiup
to 3 trunk groups with up
1o 6 ports per trunk

The 6-port SAS (3-port
DAS) FDDH Laver 3 supports
3 trunk groups. In SAS
maode the runks can
contain up 1o 6 ports. in
DAS mode, the trunks can
contain up to 3 ports,

s The FGAZ4 switch fabric
rocdule supports up to
4 trunk groups with up o
& ports per trunk and the
FGAZ24T and GAZ switch
fabric modules support up
to 12 frunk groups with up
o 6 ports per trunk
{The GAD cannot support
12 trunk groups because

there are not enough ports
on this module. }

3500:

s Supports up to 4 trunk
groups with up 1o 8 ports
per trunk

3500:

«  Supports up 1o 4 trunk
groups with up to & ports
per trunk

9300 and 9400

¥ Supports up 1o 12 runk
groups with up 1o 6 ports
per trunk

a all

a 7 {for alist of selectable
ports)

frosn worw Manualshib com masnes
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Prompt Description Possible Values IDefaulf]
hMode Operating mode for the » 100hal, 100full for Fast -
trunk. Ethernet}

w 1Chalf, 10full, 100half,
100%ull {for platforms that
support 10 Mbps Ethernet)

Flow Flow control setting s Oh off
covirol {Ethernet only} off

w300 {Gigabit Ethernet}
w  1XOn (Gigabit Ethermnet)

Trunk Name of the trunk. e Magimum 32 alphanumeric -
narne ) . characiers
Use guotation marks (")
around any string with w ? {for a list of selectable
embedded spaces. NAmes)
TCMP Trunk Controf Message = enabled enabled

Protocol (TCMPY. Performs

the following functions: disabled

w Detects and corrects
trunks that violate
trunk configuration
riles

w  Ensures ordery
activation and
deactivation of trunk
ports

Procedure

You can define all trunks in one bridge trunk define operation and
then reboot. At the end of each trunk definition, the system prompts you
to define another trunk.

1 if you have more than one media type on your systemn, enter the media
type {for example, Past Ethernet OF Gigabit Ethernet).

2 Enter the ports that you want to be part of the trunk.
To get information about the selectable ports, enter ¢
3 Enter the correct operating mode for 10/100 Ethernet ports.

if you are configuring a Fast Ethernet trunk, select the Fast Ethernet port
mode (100half, 100Full).

4 For an Ethernet trunk, enter the flow control setting (on, off, rxon, OF
szn}.

Diovendsaded from wonw Manualslib.com mann
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PELLEN

5 Enter the trunk name, or to get information about specitying the trunk
name, enter 2

6 Specity whether TCMP is enabled or disabled.
The system indicates that the trunk definition is complete and allows you
to define additional trunks until you reach the system trunk limit.

7 At the system prompt, to define another trunk enter y {yes) or to end the
trunk seguence, enter n (No).

You must then reboot to enable the trunks to take effect.

Bridge Trunk Define Exampile {8000}
The example shows a define operation that creates two trunks.

Select menu opbtion: bridge trunk define

Select mac type {Past Bthernet,Gigabit Bthernet|?}: Past Ethernset
Select ports {14-19%9{all|?}: 14-18

Enter mode {100balf,100fulll?}: 160full

,

Enter trunk name {7} {}: “Trunk 1~
Enter TOMP state {disabled, enabled! [enabled]: enabled

Trunk definition complete

Defins ancther trunk? {v,n} Inl: ¥y

Select maco type {Fast Ethernet,Qigabit Bthernet|?}: Past Ethsrnet
Select up Lo & porbg {1-121%1: 1-6

Enter trunk pame {2} [1: Trunk2

Enter TOMP stabs {disabled, enabled] {[enabled] :enabled

Trunk definition complets

The configuration of the ports will be modifisd.

The system must be rebooted to complets trunk configuration.
This may taks 3 fow minubss.

Are you sure vou want Lo reboot the system? (n,vl Ivi: ¥
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bridge trunk modify  Changes a trunk in either of two ways:

s Modifies a trunk’s characteristics (for example, a Fast Ethernet

j// gggg operating mode or the Trunk Control Message Protocol (TCMP) state).
Q/ 9 4{;0 = Adds or removes a port from the trunk, as long as you maintain at
' least one of the original ports in the trunk.
v/ 3900 Valid Minimum Abbreviation
¥ 9300 bt om

Important Considerations

s Keep at least one port that you defined in the original trunk. To
completely redefine a trunk configuration, remove the trunk and
define a new one.

s You cannot modify, add, or remove ports that are part of different
trunks from the trunk that you are modifying.

= 0 avoid configuration errors, do not modify Fiber Distributed Data
Interface (FDD) station mode port pairs when any of the ports in the
pair are members of a trunk.

s If you have more than one media type on your system (for example,
Fast Ethernet and Gigabit Ethernet), you are prompted for a media
type before you are prompted for the trunk information.

= Any changes that you make to the trunk’s characteristics take effect
immediately and do not interrupt trunk operations. if you add or
rernove a port, however, you must reboot the systern to implement
the change.
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e Inan FDD frunk:

s You cannot modity FDDI station mode port pairs when any of the
ports in the pair are in a trunk.

« When you modify the station mode, any FDDI ports that are
associated with virtual LANs (VLANs} or a trunk are removed from
the VLAN or trunk.

= Within a trunk, you cannot change certain port characteristics, such as
FDDI station mode. For example, in an FDDI trunk, you cannot change
a trunked DAS (dual attach station} port to an SAS (single attach
station) port or an SAS port to a DAS port.

= f you change an FDDI port pair from SAS to DAS, you select the pair
using just the lower of the two port numbers, just as with a trunk
anchor port.

Options

Prompt Description Possible Values {Default]

Trunk index  Index number of the frunk &«  One or more trunks -

that yau want to modify ? {for a list of selectable

trunk indexes)
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Prompt Bescription Possible Values {Default]

Ports Total nurmber of the bridge  8000: Currently
ports that you wantto be Laver 2 modules supnort configured
part of the trunk = LayE - PROTL oorts

up to 4 trunk groups
with up 1o 6 ports per
trunk

w Layer 3 modules support
up to 3 trunk groups
with up 1o 6 ports per
trunk

The G-port 5AS (3~port
DAS) FDDI Layer 3
supports 3 trunk groups.
In SAS mode the trunks
can contain up to 6
ports. in BAS mode the
trunks can contain up to
3 ports,

w 1he FGAZ4 switch fabric
module supports up to
4 trunk groups with up
to 6 ports per trunk and
the FGA24T switch
fabric module supports
up to 12 trunk groups
with up to 6 ports per
trumik

{The GAS cannot
support 12 frunk groups
hecause there are not
encugh ports on this
module.}

3500:
w  SUpports up to 4 frunk

groups with up 1o 8
ports per trunk

3800

w  Supports up to 4 trunk
groupswithupto 6
ports per trunk

9300 and 8400:

m  Supports up to 12 trunk
groupswithupto 8
ports per trunk

w of

frosn worw Manualshib com masnes
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Prompt Description Possible Values {Default]
hMode Operating mode for a a 100half, 100full (for Fast  Cumrent
1/100 Ethemnet trunk Ethernel} made

s 10half, 10dull, 100half,
100full {for platforms
that support 10 Mbps

Ethernet}

Flowcontrol Flow control settingfora e« OR Current

{Gigabit Gigabit Ethernet trunk off value

Ethernet =

anly) a xOn

s xOn
Trunk name  Name of the trunk. s Maximum 32 Current
N i o alphanumeric characters  trunk name
Use quotation rmarks {*)
around any string with s 7 {for a list of selectable
embedded spaces. trunk names}

TCMP Trunk Control Message = enabled enabled
1Psrgmt?l {TCMP)‘ Pgr’fﬂrwms . disabled {factory
the following fundiions: default), or

i . current
a Detects and corrects TCMP state

frunks that viclate
trunk configuration
rules

a Ensures orderly
activation and
deactivation of trunk
poris

frosn worw Manualshib com masnes
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Procedure
To modify trunk information for a bridge, follow these steps:
1 Enter the trunk index number, or to display the selectable trunks, enter 2

The system shows the media type for the trunk (for example,
Past EBthernet, Gigabit Ethernek, OF FDDI).

2 At the prompt, enter the ports that you want fo be part of the trunk, or
to display a port summary, enter 2

The maximurn number of ports per trunk is 8 {for the CoreBuilder 3500
and the CoreBuilder 3000 Layer 3 modules).

3 To change the 10/100 operating mode, enter the new operating mode,
or to display information about the selectable values, enter 2

For Fast Ethernet, you can select 100 Mbps, running in half-duplex or
full-duplex mode. All ports in the trunk are set to the specified operating
mode.

4 To change the flow control setting for a Gigabit Ethernet trunk only, enter
a new flow control setting

5 To change the name of the trunk, enter the new name, or {o view
information on how to specify a trunk name, enter ?

The narme can have up to 32 characters. Use quotation marks around any
character string that has embedded spaces.

6 Enter the TCMP state. The system default is enabled.

if you modified the port information, the system displays a message to
inform you that the port configuration will change and then displays a
reboot prompt.

7 At the system prompt, to reboot the system, enter v {yes) and implement
the new frunk information, or to return 1o the previous menu, enter
n {no}.

Entering n {no) cancels the trunk changes. The systemn reports that itis
unable to continue with the trunk configuration.
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Bridge Trunk Modify Example {9000)

felect menu opbtion: bridge trunk medify
Select trunk index {1-3{2}: 9

Selectable trunks

selection ports IEme

1 T.8,L2 trunkl
2 1,2,4,1% Erunk2
3 2,14,17,18 Crunk3

Select trunk index {1-31%}: 2
Fast Ethsrnet
Select ports {1,2

,5,6,15,16,1% a11}?) {1,2,1%1: 1.2
Enter trunk name {
{

z $
> {rrunk2] :

5
5

Bnter TOMP state {disabled, enabled! [snabled]:
The configuration of fhe ports will be modified.

Are vou sure vou want to reboot the system? {n,vy [vl:
£ £ Py Py
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bridge trunk remove  Removes a previously defined trunk. You can remove one or more trunks
with this command.

¥ 3500

Y 9000 Valid Minimum Abbreviation

v’ 9400 btr

v 3900 Important Considerations

Y 9300 s The number of trunk groups and the number of ports within a trunk

group depend on your system. See the Options table. However,
because each Gigabit Ethernet module uses an internal frunk resource
towards the limit of four (Gigabit Ethernet only), keep in mind how
many trunk resources you have when you remove trunks. For example,
if you have a trunk with two Gigabit Ethernet ports {which
consolidates two Gigabit trunk resources into one} as well as three
other trunks, and you then try to remove the Gigabit Ethernet trunk,
you will exceed the trunk rescurce limit. {The Gigabit Ethernet ports
use two trunk resources.} The system reports that it is unable to
remove the trunk because the trunk resource limit would be exceeded.

= Removing a trunk requires a module reboot. For CoreBuilder 9000
modules, rebooting a module returns you to the EME prompt, which
requires you to reconnect 1o the module.

Options
Prompt Bescription Possible Values IDefault]
Trunk index  index number of the trunk that « One or more -

you want 1o remove valid trunk
index number

a all

e ¢ {foralistof
selectable trunk
indexes)

Diovendoaded fom wonw Manualslib.com misny
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Bridge Trunk Remove Example {8000}

Belect menu option: bridge trunk remove
CRoGU0eslotl. 1 [12-B/FEN-TH-L3] {bridge/trunk! remove
Belect trunk index{s) {i-2lalli?}: 2

The configuration of the ports will be modified.

The module must be rebooted to complets trunk configuration.
Thiz may take a few minubes.

Ars you sure vou want to reboot the syvstsm? {n, vl Ivi:y
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MULTIPOINT LINK AGGREGATION
(MPLA)

MultiPoint Link Aggregation (MPLA) increases the capacity and availability
of campus LAN cores without using complex, meshed router networks.
Functioning at Layer 2, MPLA provides both dual-homed link resiliency
and autornatic load sharing over point-to-multipoint backbone
connections. MPLA increases network availability using scalable Gigabit
Ethernet connections among multiple carnpus switches.

. Formore information about MPLA and trunking, see the
L7 CoreBuilder 9400 lrnplementation Guide.

Menu Structure The commands that you can use depend on the system that you have,
your level of access, and the types of modules and other hardware
options that are configured for your system. The following diagram
shows the complete list of commands for all systems. See the checklist at
the beginning of each command description in this chapter for whether
your system supports the command.
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aging Time
ety —— spanmng free
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bridge mpla summary Describes the state of the multipoint aggregated link.

3500 Valid Minimum Abbreviation
9000 b mp s
v 9400 o , _

Fields in the Bridge MPLA Summary Display

gggg Field Description

' Mode Whether MPLA is enabled on the switch. Possible values
are enabled and disabled. The defaull is disabled.

Peer Switch Interface The state {up or down) of the ocut-of-band management
State port on the other {peer) switch in the MPLA core.

frosn worw Manualshib com masnes
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bridge mpla detail Displays the trunk state and node trunk 1Ds for the switch ports.

3500 Valid Minimum Abbreviation
9000 b oap d
v’ 9400 v
Fields in the Bridge MPLA Detail Display
390:0 Field Deascription
9300 Mode Whaether MPLA is enabled on the switch. Possible values

are enabled and disabled. The default is disabled.
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bridge mpla mode  Enables or disables the MultiPoint Link Aggregation feature on the

switch.
3500
9000 Valid Minimum Abbreviation
v 9400 b mp m
3900 Important Considerations
9300 s Use only CoreBuilder 9400 systems as MPLA core switches.

The core of a multipoint aggregated link rmust contain two 9400
switches, whose out-of-band management ports also must be directly
connected.

s Use only Switch 3900 devices as edge switches.

Each MPLA edge switch must have at least one physical link to sach
core switch. Multiple trunked links may connect an edge and core
switch, for added bandwidth

= Use only Gigabit Ethernet links between MPLA core switches and
edge switches.

s  Alllinks from an edge switch to the MPLA core switches must be
aggregated (frunked) at the edge switch.

s While the Trunk Control Message Protocol (TCMP) is optional in
point-to-point trunks, you must configure it to run on all of the
point-to-multipoint links between MPLA edge switches and core
switches.

= You can enable these features in MPLA edge switches, but not in
MPLA core switches:

= Spanning Tree

= IGMP snooping

» Resilient links

= Roving analysis port

=  When you configure a new MPLA core switch, define MPLA
configurations and reboot the switch before you define other trunks
and VLANs on the switch.
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Procedure

1 To enable MultiPoint Link Aggregation on the switch, use the bridge
mpla mode snable command.

To disable MultiPoint Link Aggregation on the switch, use the bridge
mpla mode disable command.

2 Select the ports that you want 1o be part of the multipeint aggregated
link using the bridge trunk define command, as described in
Chapter 11.

3 Reboot the switch to implement the multipoint aggregated link selection.

On reboot, existing trunks and VLANs are deleted, and the default VLAN
i5 restored.
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bridge mpla  Specifies the MAC address of the out-of-band management port of the
peerMacAddress aftached CoreBuilder 9400 switch in the MPLA core {the peer core

switch).
3500
9000 Valid Minimum Abbreviation
v 9400 b mp p
2900 important Considerations
9300 B You sxecute this command on each of the two CoreBuilder 9400

switches in the MPLA core.

= In each core switch, you use this command to specify the MAC
address for the out-of-band management port of the attached peer
switch.

You must use this management port to connect a crossover Ethernet
cable to the out-of-band management port on the switch you are
presently configuring.

e B
:\, A

s The input format for this MAC address is 00-00-00-00-00-00
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RESILIENT LINKS

Resilient links protect your network against the failure of an individual
link or device by providing a secondary backup link that is inactive until it
is needed.

This chapter provides guidelines and other key information about how to
configure resilient links in your systern.

For more information about resilient links, see the Implementation Guide
for your system.

:\ ”
N
v

Menu Structure The commands that you can use depend on the systern that you have,
your level of access, and the types of modules and other hardware
options that are configured for your systemn. The following diagram
shows the complete list of commands for all systems. See the checklist at
the beginning of each command description in this chapter for whether
your system supports the command.

Top-Level Beny ridge menn link menu
sysiem display | swmmary
modaie ipFragmeniation | detail
management ig}xSnapTraensiatém defing
ethernet addressThreshold — linkSiate
T aging T ine | activeFort
¥ bridge ——————f  SpRnning Tree | modify
ip gyrpSiale | remove
ipx oS

appletalic port

qos nsticast

SR packeiFiter

aralyzer wlan

fog frumsh

RO B

fogout Bk e

disoomnect
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bridge link summary  For CoreBuilder 9000: Applies to Layer 2 switching modules only.

Displays surnmary information about configured resilient links on your

3500 systemn. In a summary report, the systern displays the index number, link
v/ 9000 name, and whether the link is up or down.
v/ 9400
Valid Minimum Abbreviation
Y 3900 b1ls
v/ 9300 o o ,
Fields in the Bridge Link Summary Display
Field Description
index Nurnber that the system assigned 1o the resilient Hink pair.
You can sebect all resilient link pairs or one resilient link
pair.
MName MName of the defined resilient link pair.
Siate Whether the resilient link pairis up of down.
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bridge link detail For CoreBuilder 9000: Applies to Layer 2 switching modules only.

3500 Displays detailed link information in addition to the summary

information.
v 8000
Y 9400 Valid Minimum Abbreviation
P 1 det
v 3900
Y 9300 Fields in the Bridge Link Detail Display
Field Description
Active Port Port that carries nebwork traffic
Enable State Whether the resilient pair 5 enabled of disabled
index Number that the system assigned to the resilient link pair.
You can select all resilient link pairs or one resilient link
pair.
Wain Link Link state (up or down} of the main link
Main Port kain resilient link port
Narne Name of the defined link
Standby Link Link state (up or down} Of the standby link
Standby Port Standby resitient link port 1o which traffic shifts if the
main resifient ink port fails
State whether the resilient link pairis up oF down
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bridge link define

3500
/ 9000
v 9400

/ 3900
v 9300

For CoreBuilder 9000: Applies to Layer 2 switching modules only.

Defines one or more links on the systern. When you define a link, you
specify ports and characteristics for the link.

Valid Minimum Abbreviation

b 1 def

important Considerations

Connect the network cable to the resilient link ports after you reboot
the systern; failure to do so may create a bridge loop in your network.

In general, create resilient links before you define your virtual LANs
(VLANS). If you plan to greate resilient links for part of a VLAN, create
the resilient links before you create the VLAN.

When you create a resilient link that includes ports that are part of a
VLAN, those ports are removed from the VLAN. You must modify the
VLAN and add the new bridge port to the appropriate VLAN. This
situation does not apply 1o the default VLAN (all ports are part of the
default VLAN).

If vou have already defined other resilient links or trunks on your
system, you cannot select ports that are part of an existing resilient
link pair or a trunk.

You must reboot the system at the end of the link definition process.
{You can define multiple links in one define operation.)

The resilient link port pair uses a single MAC address for frames
sourced by this pair.

The resilient link name can be up to 32 alphanumeric characters.
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Cptions
Prompt Description Possible Values {Defauit]
Resilientiink  Name of the link. Use Maxirnum 32 -
nane quotation marks around any  alphanumeric characters
character string that contains
spaces
Main Port  Main portthat you want 1o be  Any of the available -
part of the link. ports on the system
Standby Standby port that you want to - Any of the available -
Port be part of the link. ports on the system
Define Whether you want to define & v {yes) n
another another lrk.
link? = n(no)
Reboot the  Resilient links that you define & v (yes) y
systern? do not take effect until you

reboot the system. = nnoj

Procedure

You can define all links in one bridge link define operation and then
reboot. At the end of each link definition, the system prompts you to
define another link.

1 Enter the link name, or to get information about specifying the link
name, enter

2 Select the port that you want 1o be the main port.
To get information about the selectable ports, enter »
3 Select the port that you want to be the standby port.
To get information about the selectable ports, enter 2

4 At the systern prompt, to define another link enter y (yes}, or to end the
link define sequence, enter n {no}.

You must reboot for the links 1o take effect.
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bridge link linkState For CoreBuilder 9000: Applies to Layer 2 switching modules only.

Sets the linkState value {enabled or disabled) for a specific resilient link.

3500
v’ 9000 Valid Minimum Abbreviation
v 9400 b11
,/ 3900 Important Considerations
¥ 9300 s When the bridge 1ink linkstate option is enabled, the resilientlink

fransmiis or receives frames.

s When the bridge link linkState option is disabled, the resilient
link no longer transmits or receives frames.

Options

Prompt Bescription Possible Values [Default]

Resiientlink  Index number of the resilient » Depends on -
index fink that you want o modify configured links
e ¢ {foralistof
salectable link
indexes)

e Aovalid link
number
] all

linkSiate Whether you want the resilient &« esnable -
yalue fink for the selected link index disable
1o transmnit and receive frames
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bridge link activePort  For CoreBuilder 9000: Applies to Layer 2 switching modules only.
Sets either the main port or the standby port as the aclive port. The aclive

3500 port carries the network traffic.
v 9000
v’ 9400 Valid Minimum Abbreviation
P1la
v 3900
v 9300 Options
Prompt Description Possible Values  [Default]
Resilientiink  Index number of the link s Depends on -
index whose active port you want {o configurad links
set s 7{foralistof
selectable link
indexes)
»  Avalid link
nurn ber
x all
Active port  Port that vou want to carry = [hain -
state network traffic « standby
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bridge link modify

3500
/ 9000
v 9400

/ 3900
v 9300

For CoreBuilder 9000: Applies to Layer 2 switching modules only.

Modifies the link name, as well as the main port and standby port, of a
detined resilient link.

Valid Minimum Abbreviation

I m

important Considerations

Connect the network cable to the resilient link port after you reboot
the system.

In general, create links before you define your Virtual LANs (VLANs). if
you plan to create resilient inks for part of a VLAN, create the resilient
links before you create the VLAN.

When you create a resilient link that includes ports that are part of a
VLAN, those ports are removed from the VLAN. You must modify the
VLAN and add the new bridge port to the appropriate VLAN. This
situation does not apply 1o the default VLAN (all ports are part of the
default VLAN).

If vou have already defined other links or trunks on your system, you
cannot select ports that are part of an existing link or a trunk.

You must reboot the systern at the end of the link definition process.
{You can define multiple links in one define operation.}

The resilient link port pair uses a single MAC address for frames
sourced by this pair.

The resilient link name can be up to 32 alphanumeric characters.
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Cptions

Prompt Description Possible Values {Default]

Resilientiink  New resilient ink name. Use  Maximum 32 -
nane quotation marks around any  alphanumeric characters
character string that has
embedded spaces.

Main port  New port to be the main port Any of the available -

of the defined resilient link. ports on the system
Standby Mew port to be the standby Any of the available -
port port of the defined resilient ports on the system

link.
Define wWhether you want o define e v {yes) n
another another fink. A (no)
fink? "
Reboot the  Resilient links that you define & v {yes) ¥
systern? do not take effect until you A (o)

]

reboot the system.
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sesa,

bridge link remove

3500
/ 9000
v 9400

/ 3900
v 9300

Diovendoaded fom wonw Manualslib.com mssusis

For CoreBuilder 9000: Applies to Layer 2 switching modules only.

Removes a previously defined resilient link pair. You can remove one or

more resilient link pairs with this command.

Valid Minimum Abbreviation
1 r

important Consideration

=  Removing a link reguires that you reboot the systemn.

Options
Prompt Description Possible Values [Default]
Resilientlink  Index number of the resilient «  Depends on -
index fink pair that you want to configured lirks
remove

e ¢ {foralstof

selectable link

indexes)

Bridge Link Remove Example

Select menu opbtion: bridge link remove
Select link index{s} {1-2{all}?}: 2

The configuration of the ports will be modified.

The system must be rebooted to complete resilient link

configuration.
This may take a few minutes.

Are you gure you want to reboot the aystem? {n,v)

sarch ongane

fyl: ¥
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VIRTUAL LANS (VLANS)

Avirtual LAN (VLAN]) is a legical definition of a network work group. It is
roughly equivalent to a broadcast domain. A VLIAN interface is your
system’s point of attachment to a given VLAN. A VLAN and a VLAN
interface are analogous to an IP subnetwork and an IP interface.

YOur system:.

[i\> For more information about VLANs, see the Implementation Guide for

Menu Structure

Diovendoaded fom wonw Manualslib.com mssusis

The commands that you can use depend on the system that you have,
your level of access, and the types of modules and other hardware
options that are configured for your systern. The following diagram

shows the complete list of commands for all systems. See the checklist at
the beginning of each command desaription in this chapter for whether
your system supports the command.

Top-Level Meny hridge menu vian menu
systern displny SURHNRIY
mindiuie ipFragmentation detad
management ipxSnap Transiation define
ethermnet guidress Threshold iy
fod agping T o FETRONE

& pridge SPAnRING fres made
ip gwrpSiate siphode
P el wianfwarehode
appietalk port
Ggos mutticast
BRI packetFiter
analbyzer % vian
ing trurk
seript e
fogout firk.
dizronnect

The bridge vlan stpMode command is available only when vou enable
allClosed mode on the CoreBuilder® 3500 system or the

CoreBuilder 9000 Layer 3 switching modules. The command does not
appsar when you are using the default VLAN mode (aflOpen) or when
you use allClosed mode on a Layer 2 system or module.

sarch ongane
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338  CHAPTER 147 VIRTUAL LANS (VLANS)

bridge vian summary  Displays a summary of VLAN information. In a surnmary report, the

/ 3500
/ 9000
v 9400

/ 3900
v 9300

systern displays the ports and protocols that are assigned to each VLAN.

Valid Minimum Abbreviations
b v s {in allOpen mode on Layer 2 or Layer 3 switches and modules}

b v su {in allClosed mode on Layer 3 switches and modules}

important Considerations

= The summary display lists the physical ports that are associated with
each VLAN interface. It does not indicate bridge port characteristics
(for example, trunked ports). See “bridge vian detail” next for this
information.

= 1he VLAN mode {shown in the Type field) affects VLANs as follows:

& For the CoreBuilder 3500, CoreBuilder 9400, SuperStack® ||
Switch 3900, and SuperStack l Switch 9300, the VLAN mode
affects all configured VLANs on the systern. For the entire system,
the default VLAN mode is allopen.

s Forthe CoreBuilder 8000, the VLAN mode affects all VLANs that
are associated with a particular module (the switch fabric module,
or ail VLANs on a switching module). For each module, the default
VLAN mode is allopen.

s As of Release 3.0.0, the CoreBuilder 3500 system and
CoreBuilder 83000 Layer 3 modules support one of three origins for a
VLAN:

« If you explicitly create the VLAN with 3 bridge vian define
operation, the origin of the VLAN is static.

« I you create a router port IP interface {for which the system
automatically creates a router port VLAN), the origin of the router
{)OY‘?E VLIAN is router.

= {f you enable dynamic port-based VLAN configuration via the
GARP VLAN Registration Protocol (GVRP), the origin is avre
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= GVRP is based on IEEE 802.1Q and allows for dynamic configuration
of port-based VLANs. GVRP can help you simplify the management of
VLAN configurations in larger networks. Use the command
bridge port gvrpState 1o explicitly enable GVRP on the
participating bridge ports and use the command bridge gvrpState
to enable the bridge GVRP state for the entire systern. The bridge
GVRP state enables you to control GVRP on the system without losing
the per-port GVRP state. By default, the GVRP state for the entire
system is disabled and the GVRP state for each bridge port is
disabled.

= [he systermn prompts you for a VLAN interface index number before it
displays the surnmary information.

Options

Prompt Bescription Possible Values [Default]

ViAN interface index numbers  « One or more selectable VLAN 1 {(ifyou

index of the VLAN interface index numbers have only
interfaces for il ong VLAN)
whichyouwant ® %
summary e 7 {for alist of selectable
information indexes)

Fields in the Bridge VLAN Summary Display

Field Description

index System-assigned index number that identifies a VLAN of the
identified origin. Statistics appear in the display for the VLAN that
yOu specify.

Mame Character string of from © through 33 byles that identifies the

VLAN. The default VLAN always uses the name Default.
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sesa,

Field Description

Origin For all Layer 2 systemns of switching modules, the VLAN origin is
always st at ic, which indicates that the user greated the VLAN.
For the CoreBuilder® 3500 or CoreBuilder 9000, the origin
indicates one of the following:

& static — The VLAN was created statically (user-configured
by using the bridge vlan define command).

= rTouter — The VLAM was created automatically by a outer port
P interface (of router origind. You create a router port 1P
interface using the ip interface define command with
the interface Iype port. You cannot modify or remove a router
port VLAN.

¢ OVRP — The VLAN was created dynamically from a GVRP
update {SVRP). You must enable the GVRP state for the entire
systern as a bridge-wide parameter and for the participating
bridge ports as a bridge-port parameter,

Ports index numbers of the bridge ports that belong to the VLAN, or the
bridge port that belongs o the router port 1P interface.

On the CoreBuilder 9000, the list of ports indudes the front-pane!
ports and the appropriate backplane ports. Example: On a 12-port
Layer 3 module, the st of ports indudes ports 1 - 12 and port 13,
which is the module’s backplane port.

Type (VLAN Either allopen OF allClosed. VLANS in allOpen mode share a

rrinde) single address table for all configured VLANS; in allCosed mode,
sach VLAN has Hs own unigue address table. Standard bridging
rules apply based on the table addresses that are assigned to the
spedific VLAN. A router port 1P interface reguires that you put the
systemn in aliClosed mode.

ViD Unique, user-defined integer (VLAN 1D} that identifies this VEAN. |
is used by management operations. You can assign or modify a viD
that is associated with a static VLAN; you cannoi modify the VID
selecied automatically after you define a router port IP interface,
nar <an you change the VID of the default VLAN. The default VLAN
ragulirgs 3 VID of 1,

VLAN Aware  Whether the VLAN aware mode {fagging mode) 8 allPorts of
hMode taggedvVlanPorts. The default for CoreBuilder 3500 Release
(3500 and 200r Ejater is allPorts; allPorts is also the default as of
000 Layer 3) CorgBuilder 9000 m@‘mrare Rvsleagsa’ 3.0 The value ’

- taggedVlanPorts 15 @ compatibility mode for VLANS configured
prior to CoreBuilder 3500 Release 2.0 and Tor VLANs configured on
CoreButider 3000 Layer 3 modules prior to CoreBuilder 9000
Relsase 3.0,
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bridge vian detail
v 3500

v/ 8000
v 9400

v 3900
v 9300

bridge vian detail 341

ak
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Displays per-port information such as tagging in addition 1o the VLAN
surnrnary information. For the CoreBuilder 3500 and the

CoreBuilder 9000 Layer 3 switching modules, this command also displays
VLAN statistics.

Valid Minimum Abbreviation
b v det

Important Considerations

= 1he default VLAN always uses VLAN ID (VID} 1 and the name pefault.
For Layer 3 systemns and modules, it also uses the protocol type
unspecifisd.

= 1he VLAN ID (VID) is used as the 802.1Q tag if tagging is enabled for a
port.

= |he VLAN statistics for the CoreBuilder 3500 and CoreBuilder 9000
Layer 3 switching modules are valid only under one of the following
conditions:

« I the VLANs are defined for the same protocol type (or for the type
called unspecified) and do not share any ports. Example: |P
VLAN1T has ports 1 through 6 and IP VLANZ has ports
7 through 12.

» I the VLANs are explicitly defined for different protocol types. in
this case, the VLANS rnay share ports. Example: An IP VLAN and an
IPX VLAN both use ports 2 through 4.

s As of Release 3.0.0, the CoreBuilder 3500 system and
CoreBuilder 8000 Layer 3 modules support one of three origins for a
VLAN:
« I you explicitly create the VLAN with @ bridge vlan define
operation, the origin of the VLAN is static.

» If you create a router port IP interface {for which the system
autornatically creates a router port VLAN), the origin of the router
F}Q?"Z YLAN is router.

« I you enable dynamic port-based VLAN configuration via the
GARP VLAN Registration Protocol (GVRP), the origin is avre
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342 CHAPTER 147 VIRTUAL LANS (VLANS)

s GVRP is based on EEE 802.1Q and allows for dynamic configuration
of port-based VLANs. GVRP can help you simplify the management of
VLAN configurations in larger networks. Use the command
bridge port gvrpState 10 explicitly enable GVRP on the
participating bridge ports and use the command bridge gvrpState
to enable the bridge GVRP state for the entire systern. The bridge
GVRP state enables you to control GVRP on the systern without losing
the per-port GVRP state. By default, the GVRP state for the entire
system is disabled and the GVRP state for each bridge port is
disabled.

s [he system prompts you for a VLAN interface index number before it
displays the detail information.

= Either you can use network-based [P VLANs {by supplying Layer 3
address information when you configure a VLAN for IP), or you create
the {P VLAN and then define multiple IP interfaces per VLAN. See

Chapter 16.
Options
Prompt Dascription Possible Values [Default]
WEAN interface  Index numbers of e One of more 1 ¢f you
index the VLAN interfaces selectable VLAN have only
for which you want interface index one YLAMN)
detailed information numbers

s all

w 7 {foralistof
selectable indexes)

Fields in the Bridge VLAN Detail Display

Field Description

ignore STP mode Whether a VEAN can ignore STP blocked ports and fef
{3500 and 8000 Layer 3y routing traffic pass through. Possible values: enabled
and disabled.

index Systemn-assigned index number that identifies 3 VLAN.
Statistics appear for the VLAN that you spedify.

Layer 3 addresses information that is used o set up flood domains for

(3500 and 8000 Layer 3¥  overlapping 1P VLAN subnetworks {nebwork-based
YLANS)

Name Character string 0 through 32 byles that identifies the
VLAN. Tha default VLAN always uses the name
Default.
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Field

Description

Crigin

Ports/Port

Protocol
{3500 and 9000 Layer 3)

rxBrastByies
{3500 and 9000 Layer 3)

rxBeasthrarmes
{3500 and 9000 Layer 3)

rxbAcastByles

{3500 and 2000 Layer 3)
b castFrames

{3500 and 9000 Layer 3)

rilcastByles
{3500 and 9000 Layer 3}

rxlcasiFrames
{3500 and 9000 Layer 3}

For all Layer 2 systems ar switching modules, the VLAN
origin is abvays atatic, which indicates that the VLAN
was created by the user. For the CoreBullder® 3500 or
CoreBuiider 9000, the origin indicates ane of the
Tollowing:

s static — The VLAN was created statically
{user-canfigured by using the bridge vlan
defins command).

a rouber — The VLAN was created automatically by
the router port P interface (of router origin). You
create a router port P interface using the ip
interface define command with the interface
type port. You cannot modify or remove a router
port VLAN.

a  GVEP — The VLAN was created dynamically from a
GVRP update (QVRP). You must enable the GVRP
state for the entire system as a bridge-wide
parameter and for the partidipsting bridge porisas a
bridge-port parameter.

index numbers of the bridge ports that betong to each
YLAN. In the second part of the detail display, the Fort
column lists the ports Tor the VLAN individually and
indicates ports that are frunked or have tagging.

On the CoreBuilder 3000, the list of ports indudas the
front-panel ports and the appropriate badkcplaneg ports.
Example: On a 12-port Laver 3 module, the list of ports
includes ports 1 - 12 and port 13, which is the module’s
backplane port.

Protocol suftes for the VLAN. VLANS that are assodated
with router port 1P interfaces always have 1P as the
protocal type. The default VLAN always uses the
protocol type unspecified

Mumber of recaived broadcast bytes
Number of received broadcast frames
Number of received multicast bytes
Number of received multicast frames
Number of received unicast bytes

Number of received unicast frames
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Field Bescription

Tag type Whether tagging is set 10 none or 802 . 1Q {IEEE
(3500 and 8000 Layer 3% 802.1Q tagging)

txBrasiByles Number of transmitted broadcast bytes

{3500 and 8000 Layer 3}

xBoastFrames Number of fraremitted broadcast frames

{3500 and 8000 Layer 3}

{xhAcastByles MNurmber of transmitted muticast bytes

{3500 and 8000 Layer 3}

xMcastFrames Number of transmitted multicast frames

{3500 and 9000 Layer 3)

Type {VLAN Mode} Either all0pen or allClosed. VLANS in allOpen

mode share a single address table for all configured
VLANS. In allCiosed mode, each VLAN has its own
unigue addrass table. Standard bridging rules apply
based on the table addresses that are assigned to the
specific VLAN. Router port P interfaces require
aliClosed mode.

ViD Unigue, user-defined integer (VLAN 1D} that identifies
this VLAN. It is used by managernent operations. You
can assign or modify a VID that is asscdated with a
static VLAN; you cannot modify the VID selected
automatically after you define a router port 1P interface,
nor car you changs the VID of the default VLAN. The
default VLAN requires a ViD of 1.

YLAN Aware Mode Whether the VLAN aware mode (fagging mode} is

{Laver 3 only) allPorts of taggedVianborte. The defaull for
CoreBuilder 3500 Release 2.0 or later is allPorts;
allPorts is also the defaull as of CoreBuilder 9000
software Release 3.0. Thevalue taggedVianPorts is
a cornpatibility mode for VLANs configured prior to
CoreBuilder 2500 Release 2.0 and for VLANs configured
on CoreBuilder 9000 Layer 3 modules prior to
CoreBuilder 9000 Release 3.0,

frosn worw Manualshib com masnes
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bridge vian define  For CoreBuilder 9000: Applies to Layer 3 switching modules only.

(350079000 Layer 3) ¢ oqtes 2 VAN on the CoreBuilder 3500 system or a CoreBuilder 3000
Layer 3 module. When you explicitly configure a VLAN on the system, you

V3 50:0 assign information such as a VLAN 1D {VID}, a set of bridge ports, and,
v/ 9000 optionally, a protocol type and IEEE 802.1Q tagging.
9400
» For details about this command on the SuperStack I Switch 3900, the
3900 L= Switch 9300, the CoreBuilder 9400, and CoreBuilder 9000 Layer Z
9300 modules, see “bridge vian define (3900/9300/9400/ 8000 Layer 2)7 next.

Valid Minimum Abbreviation
b v def

important Considerations

e If you have previously defined your IP VLANs with Layer 3 address
information (that is, network-based VLANS), you can redetine your 1P
VLANs without Layer 3 address information. To define multiple P
interfaces per IP VLAN, use the ip interface define command. (See
Chapter 16.)

= 1he VLAN that you wreate with this command is a static VLAN. To
establish routing between static IP VLANs, define your IP VLANs and
then use the ip interface define command to define an IP routing
interface. As of Release 3.0, you can also specify the interface type
vian tO create one or more IP routing interfaces for a static IP VLAN.

s [ you have a router port IP interface on the system, you cannot specify
the port that belongs to the router port IP interface when you
explicitly define an IP VLAN {or a VLAN that includes the IP protocol). A
router port IP interface is an alternative to static VLANs and allows
routing versus bridging. You create a router port 1P interface by
entering the ip interface define command with the interface type
port and a single bridge port. A router port IP interface requires
aliClosed mode. See Chapter 16 for more information.
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= You must specify a VID in the range from 2 through 4094. You can no
longer define a VLAN other than the default VLAN with a VID of 1.
VID 1 is reserved for the default VLAN only as of Release 3.0.0. (As of
Release 3.0.0, the default VLAN always uses the name Default and
the protocol type unspecified.} If you delete the default VLAN, vou
can redefine it with VID 1 only.

= You cannot delete a VLAN that has a routing interface associated with
it.

= If you plan to use the trunking feature or the MPLA feature, define the
appropriate trunks before you define your VLANs. See Chapter 11 for
more information.

= If you plan for your VLAN to include trunk ports, specify the anchor
port (owest-numbered port) that is assodiated with the trunk. For
example, if ports 1 through 3 are associated with a trunk, specify 1 to
define the VLAN to indude all of the physical ports in the trunk {ports
1 through 3). i you have not defined trunks, specify one or more port
numbers, or a11 to assign all ports to the VLAN interface.

= If a port is shared by ancther VLAN, verify that if tagging is the only
distinguishing characteristic between the VLANs, the specified tag
type is not in conflict with the port’s tag type in another VLAN (that is,
there is only one port that is tagged none).

= Do not use this command if you want GVRP to dynamically create
I[EEE 802.1Q port-based VLANs. Instead, explicitly enable the GVRP
state for the participating ports and enable the GVRP state for the
entire system. To set the per-port GVRP state, use the bridge port
gvrpstate. {See Chapter 10.) To set the bridge-wide GVRP state, use
the bridge gvrpState command. (See Chapter 9.)

= Whether you are bridging or routing, you can select more than one
protocol suite per VLAN and specify one protocol at each of the
prompis. Use the protocol type of unspecified to Create a port-based
VLAN.

s 1he IPX protocol type Ipx-802.2-swap is available for both the
CoreBuilder 3500 systern and the CoreBuilder 9000 Layer 3 switching
modules.

s For the CoreBuilder 3000, keep the following considerations in mind:

= When you define a VLAN on a switching module {and other
switching modules in the system also define this VLAN), you must
define the VLAN on both the switching module and on the switch
fabric module.
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s  When you define the VLAN on the Layer 3 switching module, you
rnust specity any front-panel ports in the VLAN as well as the
module’s backplane port. The specified backplane port must also
be tagged i you have more than one VLAN and plan to
communicate with VLANs on other modules on the
CoreBuilder 9000 through the switch fabric module.

»  When you define the VLAN on the switch fabric module, you must
specify which switch fabric rmodule backplane port is connected to
the module backplane port. The switch fabric module backplane
port must also be tagged if you have more than one VLAN.

»  When you use a Layer 3 switching module to establish routing
between VLANs on other switching modules, you can configure
the backplane port of the Layer 3 switching module as part of the
VLANs and then define a routing interface for each VLAN. One
VLAN equals one network or subnetwork.

For configurations that indlude FDDI ports, if you plan for your VLAN
to include FDDI DAS ports, you must specify the lowest-numbered
port in the DAS pair when defining the ports in the VLAN. See
Chapter 8.

Specify » to see the port surnmary (for examnple, to see whether ports
are associated with a trunk), and then enter the appropriate port
numbers.

The VID is used as the IEEE 802.1Q tag if tagging is enabled for a port.

Options

Prompt Bescription Possible Values  [Default]

ViD Unique, wer-defined integer  w  If the default Next avallable

Diovendsaded fom worw Mannalslib com neanuals sonrch ongine

used by managernent VLAN oxists, VD
operations 2 — 4084

= 1T the default
WiAN does not
exist, 1 1o
redefine the
default VLAN,
or 2 - 4094 for
other VLANS
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Prompt Description Possible Values fDefault]
Bridge ports  Index numbers of the bridge &  One or more of
ports that belong to the the ports that
VEAN. If you indude trunked are available o
ports, specify the anchor port be assigned to
of the trunk. On the the VLAN
CoreBuilder 9000, the list of all
ports includes the front-panel ®
ports and the module’s w 7 {foralistof
backplane port. selectable ports)
when you define a VLAN that
includes the IP protocal type,
you cannot specify a port that
is owned by a router port IP
interface.
Protoco One or more profocol suites « P unspecified
suite that vou want to specify for {factory default)
. the VLAN . X
{for VLANS N ’ Apple (for
other than The default VLAN always uses * Amil eTalk)
the defaull)  the protocol type unspedified. PE ’
e KNS
e DECned
e SNA
e Vines
e 25
e« MNETBEU
s unspedified
{Default VLAN
of a port-based
VLAN)
e XA
e IPX-80272
e IPX-802.3
e IPX-B02.2-SNAP
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Prompt Bescription Possible Values {Default]
Layer 3 Whather you want to define ¥ {yes ¥
adidress Layer 3 information for the (P R (N}
corfiguration VLAN BB
iiﬁfﬁw Since this is the last release to
) support Layer 3 address
information in [P VLANS, avoid
this mechanism and instead
define multiple IP interfaces
for the VLAN with 1p
interface defins
commands.
Layer 3 Fields (1P network address and  Any valid 1P -
address and  subnet rmask) you can use to network address
mask set up flood domains for and subnet mask
{1P VLAN averlapping 1P VLAN
anly) subretworks.
This is the last release 1o
support Layer 3 address
information in IP VLANS,
Per-port Whaether you want to s Y {yes} ¥
tagging configure {EEE 802.1Q VLAN ;
et o s N {no
{agging. You are prompted to
answer for each port that you
selected.
Tag type Whether you want to x NONe none
configure no tagging or IREE 802.103
802.1Q tagging (the VID) for  ® a
eath port.
YLAN name  Unigue, user-defined name Up to 32 ASCH -
{for VLANS that sdentilifgez membersof the characiers or
VLAN. If you use spaces, put  spaces

other than

the default) guotation rmarks around the

VLAN name.

Procedure

1 Enter the VLAN identification (VID) number in the range 2 —~ 4094,

2 Select the bridge ports.

3 Select one or more protocol suites.

if you select an IP protocol suite, proceed with step 4. If you did not
choose an IP protocol suite for this interface, proceed to step 5.
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4 Specify whether you want to specify Layer 3 address information (n or v).

The default is y. Specify n if possible and instead define multiple IP
interfaces for this VLAN using ip interface define commands. (See
Chapter 16.) If you still want to specify Layer 3 address information for an
P VLAN:

a Entery for Layer 3 addressing.
b Enter the Layer 3 network address.

¢ Enter the Layer 3 subnet mask. To accept the default or current value
in brackets [ ], press Return or Enter.

Specify whether you want per-port tagging (n or y). The defaultis v

6 If you specified per-port tagging, enter the tag type for the indicated port

(none 0$802‘1QX

if you have defined more than one port, you are prompted again for a tag
type for each port.

Enter the VLAN name.

Bridge VLAN Define Example (9000 Layer 3}

This example shows the steps necessary to define a protocol-based VLAN
for IPX 802.3 on a Layer 3 switching module. In this example, only the
backplane port {port 13} of the module has IEEE 802.1Q tagging; the
front-panel ports in this VLAN are not tagged. Because you have tagged
the module’s backplane port, you must also tag the corresponding switch
fabric module port of the switch fabric module for that VLAN. {Use the
EME to connect to the switch fabric module and configure the VLAN.)

CRSGOO0@s1lot2. 1 [12-B/fFEN-TX-L3}
Enter VID {2-405%4}) [&]1: &
Select bridge ports (1-13|alli?}: 1-3,13

Enter protoceol suite

{IP, IPY, Apple,XNE, DECnet , SNA, Vines , X25, HetBEUI, unspecified,
IPX-ITI,IPX-802.2,IP¥-802.3): IPX-802.3

Enter protocol suite {'g' to guit)

{IP, Apple, XNE,DECnet, SNA, Vines,X25,NetBEUT, IPX-II, IPX-802.2,
IPX-802.3}: g

Configure per-port tagging?
Enter port 1 tag btype {nons,802.1Q}: none
Enter port 2 tag type {none,803,.1Q}:
Enter port 3 tag type {none,802.1Q}:
Enter port 13 tag type (none,B02.1¢):
Enter VLAN Name {2} [ }: IPX1

{bridge/vian): define

fn,vy {vi: ¥

none
OIS

B02.19
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Bridge VLAN Define Example {3500}

This example shows the steps necessary fo define an IP VLAN with IEEE
802 .1Q tagging on some ports. {Instead of supplying Layer 3 address
information when you define the VLAN, you can define multiple IP
interfaces for this VLAN.} This VLAN has trunk ports.

Selsct meny option: bridge vian defins

Enter VID {1-409%94) [21: 2 ‘ .

Zelect bridge porte {1-3,5,3-13{ail1i7} {3,8}: ¥
Default selection: [3,6]

Sxlectables bridge ports

salection orts label
1

3,5 CampusLil
4
-8 CampusLk2
2

1

TR Oy b G B

fot ot
B3 ot
b o
B et

13 1z
Select bridge porte {(1-4,8,%-131a11%)} {3,81: 3,6,9
Enter probtocol suilte
{IP,IPY,Apple  XHE, DECnet , SNR, Vines | X25% KetBEUT ,unapecified, IPX-II, IPX-802.2
IPX-802.3, IPX-ROZ.2-5HAP) : IP
Enter protocel suilte (g o guin)
{IPX,Apple, XNS, DECnet , SNA, Vines , X25, NetBEUI, IPX-II, IPX-B02.2, IPX-802.3,
IFY-802.2-8MAR): g
Configure laver 3 address? {n,v) [vl: n
Configure per-port bagging? (n,yy Ivi: ¥
Enter port 3,5 tag tvpe {none,B802.10) [(nonel: nons
Enter port 6-% tag type {none,B802.1Q) [(nonel: BUZ.1Q
Enter port 9 btag byps {oone, 8020101 nons
Enter VIAW Nawme {®} [ 1: IP1
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bridge vlan define  Creates a port-based VLAN on standalone systerns or the
{3900/9300/9400/ CoreBuilder 9000 Layer 2 modules. When you configure a port-based
9000 Layer 2} VLAN, you assign a VLAN D (VID), a set of bridge poris, and, optionally,
IEEE 802.10 tagging.

3500
Y 9000 S~ for details about this command on the CoreBuilder 3500 and
v 9400 L~ Coresuilder 9000 Layer 3 modules, see "bridge vian define (3500/9000
Layer 3)” earlier in this chapter.
:;: 3900 Valid Minimum Abbreviation
9300

b v def

important Considerations

s On the SuperStack It Switch 3800 or 8300, you can define a maximurm
of 127 port-based VLANs on a single system.

= By default, all ports are defined to be part of the default VLAN, which
always uses a VID of 1 and the name Default as of Release 3.0.0. i
you delete the default VLAN, you can redefine it with VID 1 only

s You cannot delete 2 VLAN that has an IP interface associated with it
s The VID is used as the IEEE 802.1Q tag for a port if tagging is enabled.

s  On the CoreBuilder 8000, the list of ports includes the front-panel
ports and both backplane ports {even though only the
lower-numbered backplane port is enabled by default). On the
SuperStack Il Switch 3800, the list of ports includes the 24 or 36
10/100 ports and any Gigabit Ethernet ports in use.

s For the CoreBuilder 9000, keep the following considerations in mind:

« When you define a VLAN on a switching module and other
switching modules in the systern also define this VLAN, you must
define the VLAN on both the switching module and on the switch
fabric module.

«  When vou detine the VLAN on the Layer 2 switching module, you
must specify any front-panel ports in the VLAN as well as the
module’s lower-numbered backplane port. The specified backplane
port must also be tagged if you have more than one VLAN.

« When you define the VLAN on the switch fabric module, you must
specify the switch fabric module backplane port that is connected
to the switching module’s backplane port. The switch fabric
module port must also be tagged if you have more than one VLAN.
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Cptions
Prompt Description Possible Values iDefault]
viD Unique, user-defined integer e If the default Next available
used by ghobal management YVEAN exists, ViD
operations 2—- 4084
e [fthe default
VLAN does not
exist, 1 to
redefine the
default VLAN,
oy 24094 for
other VLARNS
Bricdge ports  Index numbers of the bridge « Oneormoreof -
ports that belong to the VLANU I the ports that
you indlude trunked ports, are available to
specify the anchor port of the be assigned to
frunk. See “lmporiant the VLAN
Considerations” for information -
about the list of ports. = &
« ?{foralistof
selectable ports)
Per-port Whether you want to configure  » v {yes) ¥

fagging 80210 VLAN tagging. You are

prormpted to answer for each = 1 {no)
port that you selected.
Tag iype Whether you want no tagging or = none none
IEEE 802.1Q tagging (the VID). 802.1G
& . ¢

For a port shared by another
VEAN, verify that the specified
tag type is not in conflict with the
port's tag ype in another VLAN.

YLAN name  Unigue, user-defined name that  Up to 32 ASCH -
{for VLAMs identifies members of the VLAN. characters or

other tharj; if you use spaces, put quotation  spaces

the default) rarks around the YLAN namae.

Procedure

Press Return or Enter to accept the default or existing values that appear
in brackets | ].

1 Enter the VLAN identification (VID) number.

2 Enter one or more port numbers. To assign all ports to the VLAN, enter
all

3 Configure the per-port fagging.

frosn worw Manualshib com masnes
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4 Enter the tag type for each port in the VLAN.
5 Enter the VLAN name.

Diovendsaded fom worw Manunadslib.com manusls o

Bridge VLAN Define Example (9000 Layer 2)

This example shows a port-based VLAN that indudes tagged front-panel
ports and a tagged backplane port {port 21). These ports are tagged
because they overlap with ports that belong to other VLANs:

= Because the froni-pane! ports are taqged, any attached devices must

be IEEE 802.1Q enabled.

s Because the backplane port is tagged, the corresponding switch fabric
module port must also be tagged in the VLAN definition on the switch
tabric module. {You connect to the switch fabric module and define
the VLAN to include the appropriate tagged switch fabric module
port, based on the siot that contains the switching module.)

CRS000@slot 10.1 [20-B/FEN-TX-L2] {(bridge/vlian): define

Enter VID {2-40%4}) [3]: 3
Select bridge ports (1-22}all}?}: 1-5,21
Configure per-port tagging? (n,v) {vi: v

Enter port 1 tag type {none,802,.1Q): BO2.1Q

Enter port 2 tag type {none,802,1Q): 802.19
Enter port 3 tag btype {none,802.10}: B802.1¢
Enter port 4 tag btype {none,802.10}: B802.1¢Q
Enter port 5 tag btype {none,802.10}: 802.1¢

Enter port 21 tag type [(none,B02.310): BO2.1Q

Enter VLAN Name {2} [ }: vliantag3

Bridge VLAN Define Example (3900)

This example shows a port-based VLAN that indudes tagged ports.

Select menu option (bridge/vian): defins
Enter VID {2-405%4) [2]:. 2

Select bridge ports (1-3%|alll?): 3-5
Configure per-port tagging? (n,v! {vl: ¥

Enter port 3 tag typs {(none, 202.1Q) [nons]:
Enter port 4 tag typse {(none, 202.1Q¢) [nonsl:
Enter port & tag type {(none, 802.1Q} [nonel:

Enter VLAN name {?} [ 1: Sales

802.10
802.10
802.10
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bridge vlan modify  For CoreBuilder 9000: Applies to Layer 3 switching modules only.

(3500/9000 Layer 3) Changes an existing port-based, protocol-based, or network-based VLAN

definition on the CoreBuilder 3500 system or CoreBuilder 9000 Layer 3

:5, gggg module.
9400 »_ Jo use this command on the SuperStack Il Switch 3300 or Switch 9300,
L~ the CoreBuilder 9400, and CoreBuilder 9000 Layer 2 modules, see
3900 “bridge vian modify (3900/9300/9400/ 9000 Layer 2)” next.
9300

Valid Minimum Abbreviation

b w modi

Important Considerations

s Before you modify the port assignments for a VLAN, always enter 7 to
review the systemn port summary. If the VLAN includes trunk ports, you
must specify the anchor (lowest numbered) port in each trunk. if there
are no trunk ports, enter one or more port numbers, or enter all to
assign all ports to the VLAN.

= For the CoreBuilder 3500, if you want to modify your VLAN to include
FDDI DAS ports, you must specify the lowest-numbered port in the
DAS pair.

s [ you modify the default VLAN, you can only change the member
ports or the tag status. You cannot change the name or the VID or the
protocol type of unspecified.

= If you modify the tagging type of a backplane port on a switching
module, make sure that you modify the tagging type of the
corresponding port on the switch fabric module.

= 1o modify a VLAN to support more than one protocol suite for the
VLAN, specify one protocol at each of the prompts.

= Select the bridge ports that you want to be part of the modified
VLAN, or specify = to display a port summary with the selectable
bridge ports.

= |f tagging is enabled for a port, the software uses the VID as the
802.1Q tag.
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= If you modity the tagging for a port shared by another VLAN, and
tagging is the only distinguishing characteristic between the VLANs,
verify that the new tag type does not conflict with the port’s tag type
in another VLAN. (A shared port can use a tag type of none for only
one of its VLANs; for all other VLANs to which it belongs, the shared
port must use IEEE 802.1Q tagging.}

Options
Prompt Bescription Passible Values [Default]
WLAN Systern-assigned index nurnber «  SelectableVLAN 1 (if vou have
interface that identifies 3 VLAN index only the default
index VEAMN
e all
e ¢ {foralist of
selectable
indexes)
WiD Unigue, user-defined integer 2 - 4084 Current VID
(for VLANS géid;a?%gicbai managerrent
other than o

the default)
Bridge ports  index nuwmbers of the bridge e ONe or more Current ports in

ports that belong 1o the VEAN. index numbers  the VLAN
To add trunked ports, specify of the ports that
the anchor port of the trunk. are available to
You cannot add 3 port owned be assigned o
by a router port P interface. the VLAN
e ail

e ?ifor g hist of
sedectable ports)
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Prompt Description Possible Values {Default]
Protocol One or more protocol suites s [P Curent
suite that you want {0 specify for the ‘ protocol type
VLAN X
{for VLANs Apple ffor
cther than AL A
the default) Appletalk)
e KNS
w DECHet
u  SNA
s Yines
¥ A25
e NETBELY
s unspedcified
w  IPXA
w IPN-802.2
s PX-BO23
e IPX-BOZ 2-SNAP
{32500 only)
Modify Whether you want o modify =y lyes) y
Layer 3 the Layer 3 information for the A (no)
addrass VLAN *
(P VLAN) Avaid this mechanism and
instead define multiple P
interfaces per VLAN with ip
interface define
commands.
Layer 3 Optional fields (P network and  Any valid IP Current address
address and  mask) used 1o set up flood network address and mask
mask domains for overlapping 1P and mask
{1P VLAN) VEAN subnetworks
Fer-port Whether you want to madify v iyes) y
tagging the per-port 802.1Q VLAN n ey
tagging. You are prompted to no)
answer for each port that you
specified.
Tag type Either no tagging or s NoOne Current tag
JEEE 802.1Q tagging {the VID) . type for each
e 802103
port
VLAN name  Unique, user-defined nams Up to 32 ASCH Current name
. that identifies members of the  characters or
{for VLANs VLAN. If you use spaces, pul SPaces

other than
the default)

guotation marks around the
YLAN name.
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Procedure
To modify information for a VLAN, follow these steps:
1 Select the VLAN interface index.

2 For a VLAN other than the default VLAN, enter the VLAN identification
(VID} number.

3 Specify the index numbers of the bridge ports.

4 For a VLAN other than the default VLAN, specify one or more protocol
suites.

if you have selected the 1P protocol suite, proceed with step 5. I you did
not define an IP protocol suite for this VLAN, proceed 1o step 7.

5 Spedify whether you want to modify Layer 3 address information {n or y).
Since this is the last release to support Layer 3 address information,
spedcify n if possible and instead define multiple IP interfaces for this VLAN
Using ip interface define commands. (See Chapter 16.) If you still
want to maodify Layer 3 address information for an IP VLAN:

a Entery for Layer 3 addressing.

b Enter the Layer 3 network address.

¢ Enter the Layer 3 subnet mask. To accept the default or current value
in brackets [ ], press Return or Enter.

6 Specify whether you want to modify per-port tagging.

7 i you want to modify per-port tagging, enter the new tag type for the
port (nene OF 882.10).

8 If you have specified that you want to modify more than one port, entera
tag type for each port.

9 For a VLAN other than the default VLAN, enter a new VLAN name or
keep the current name.

The VLAN name can include up to 32 ASCIH characters, including spaces.
if you include spaces, put guotation marks around the VLAN name.

Bridge VLAN Modify Example (9000 Layer 3)

This example shows the steps to modify the per-port tagging for a
protocol-based VLAN on a Layer 3 module. In this example, front-panel
port 5 is changed to have IEEE 802.1Q tagging, and its associated device
is IEEE 802.1Q enabled.

CBE000@slot2. 1 {12-BE/FEN-TYX-L3] (bridge/vlan): modify
Select VLAN interface index {1-5(%}: 5
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Enter VID (2-40%4) [5]: &

Belect bridge ports {1-13|all}?} [1-5,13]: 1-5,13

Enter protocol sulite

{IP, IPX, Apple XN5, DECnet , BNA, Vineg , 25, NetBEUIL, unspecified,
IPX-I1,IPX-802.2,IPX~802.3} [IPE~-B0Z2.3}1: IPX-B02.3

Enteyr protocol sulte {'g'! to gquit) (IP,IPX, Apple, KNS,
DECnet, SNA, Vines, X25, NetBEUI, IPX-II,IPX-802.2): g

Modify per-port tagging? (n,yv) [vl: ¥

Enter port 1 tag tvype (none, 802,10} inonel: none

Enter port 2 tag type {(none, B0Z.10)} inonel: none
Enter port 3 tag Lype (none,B802.14} inonel: nons
Enter port 4 tag type {(none,802.10) [nonel: none
Enter port 5 tag type {(none,802.10) inonel: 80832.1Q

Enter port 13 tag type (none,802.1¢) [802.14): BG2.1Q
Enter VLAW Name {7} [IPX}: IPX1

Bridge VLAN Modify Example {3500}

This example shows the steps to modify the member ports and per-port
tagging for an IP VLAN.

SZelect menu option: bridge vlan modify

Select VLAN interface index {1-2{%}: 2

Enter WID {(2-40%4) [21: 2

Select bridge ports {1-4, &, 9-13]all|%¥) [3,6,9]: 9,11
Enter protocel suite

{IP, IPX, &pple, NS, DECnet , SNA, Vines , X258, N=tBEUI , unspecified,
IEX-TT,IPY~202.2, IPX-B02 .3, IPX-802.2-8HAP} {IP}: IP
Enter protocol sulte {'g’' to guit)

{IPX,Apple, XNS,DECnet, SNA, Vines, X25, NetBEUT, IPX-11,
IPX-802.2, IPX-802.3, IPX-B02.2-8SNAP}: g

Modify layer 2 address? {n,v} [¥l:n

Modify per-port tagging? in,vi [vl: ¥

Enter port 9 tag Lype (none, B0Z.1g} [nonel: B02.1Q
Enter port 11 tag type {(none, 802.10} [none] . BO2.1Q
Enter VLAN Name {?} [IP1]: IP1
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bridge vlan modify  Changes a port-based VLAN definition on the indicated system Layer 2
{3900/9300/9400/ module. See “Important Considerations” for information on when
9000 Layer 2} changes take effect.

3500 e, louse this command on the CoreBuilder 3500 or CoreBuilder 8000
Y/ 90 1 Layer 3 modules, see the "bridge vian modify (3500/9000 Layer 3}”
9000 3 HOUUIE
J/ 9400 earlier in this chapter.
/39 Valid Minimum Abbreviation
~/ gggg b v modi

important Considerations

= You need not reboot the system for the changes to take effect.
However, depending on the number of VLANs that are affected, the
system may take several minutes 1o return control to you.

s If you modify the tagging type of a backplane port on a switching
module, make sure that you modify the tagging type of the
corresponding port on the switch fabric module.

= If tagging is enabled for a port, the software uses the VID as the
802.1Q tag.

s I you modify the default VLAN, you can only change the member
ports or the tag status. You cannot change the name or the VID.

s If you modify the tagging for a port shared by another VLAN, verify
that the new tag type does not conflict with the port’s tag type in
another VLAN. {A shared port can use a tag type of none for only one
of its VLANSs; for all other VLANSs to which it belongs, the shared port
must use IEEE 802.1Q tagging.)

Options
Prompt Brescription Passible Values [Default]
WLAN System-assigned index nurnber that « Selectable VAN 1 {fyou
interface identifies a VLAN index have only
index il the default
* VLAN)
« ¢ {foralistof
selectable
indexes)
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Prompt Description Possible Values [Default]
viD Unique, user-defined integer used 2 - 4084 Current
{for VLANS by management operations ViD
gther than

the default}

Bridge ports  Index numbers of the bridge ports  w  One or more Current
that belong to the VLAN. To add index numbers  portsin
trunked ports, spedify the anchor of the portsthat  VLAN
port of the trunk. are available to

be assigned to
the WLAN

e all

s ?{foralistof
selectable ports)

Paer-port Whether you want to configure = ¥ {yes) y

tagging 80210 VLAN tagging. You are 1 (no)
prompted to answer for each port  ® ‘
that you selecied.

Tag type Either ne tagging or [EEE 80210 s Done Current
tagging (the ViD) . 802.10 tag ‘fyg?f-'j*

for each
port

VLAN name  Unique, user-defined name that Up to 32 ASCH Current

{for VLANS identifies members of the VLAM. It characters or nams

other than
the default)

you use spaces, put quotation
marks around the VLAN name.

S[aCes

Procedure

Enter the VLAN interface index.

For a VLAN other than the default VLAN, enter a VLAN identification
{VID) number or keep the default in brackets.

Specify the index numbers of the bridge ports.

4 Specity whether you want to modify per-port tagging.

if you modify per-port tagging, enter the new tag type for the port (rone

or 802.10).

& If you have defined rmore than one port, enter a tag type for each port.

For a VLAN other than the default VLAN, enter a new VLAN name or
keep the current name.

The VLAN name can include up to 32 ASCH characters, including spaces.
if you include spaces, put quotation marks around the VLAN name.
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sesa,

Bridge VLAN Modify Example (9000 Layer 2}

This example shows the removal of two ports from a port-based VLAN
that includes tagged front-panel ports and a tagged backplane port
{port 21).

CES000@slot 10.1 [20-E/FEN-TE-L2] {(bridge/vlan}: modify
Selact VLAN interface indsx [1-3]?}: 2

Enter VID {2-40%4) [31: 3

Select bridge ports {1-22alli?) [1-5,21]: 1-3,21
Configurs per-port tagging? (n,v) {vi: ¥

Enter port 1 tag type {none,802.1Q) [BD2.1Q1: BOZ.1Q
Enter port 2 tag type {none, 802.1Q) [B02.101: BO2.1Q
Enter port 3 tag type {(none,802.1Q) [B02.101: BOZ2.1Q
Enter port 21 tag type {(none,B802.1Q) {[R0Z.1Q1: BG2.1Q
Enter VLAN Name {?} [vlan3]: vlantag3

Bridge VLAN Modify Example (3900}

This example shows default VLAN changes in the ports and per-port
tagging type.

Select menu option (bkridge/vian): modify

Select VLAN interface index {1-2]%}: 1

Select bridge ports (1-27|all}?) {[1-27]: 2-§
Modify per-port tagging? {(n,vy) [vy}:

Enter port tag type (none,802.1¢}) [none}: BH2.31Q
Enter port tag type (none,802.10}) [none}: 802.31Q
Enter port tag type {none,B802.1¢) [nonsel: 802.1§
Enter port tag type {none,B02.1¢} [none}: B802.31¢
Enter port tag type {none,B80Z.1¢) [nonel: 802.1¢

o8]

Wy 1 e
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Deletes a VLAN definition.

Valid Minimum Abbreviation

b wvorx

Important Considerations

=  When you remove a VLAN on a CoreBuilder 9000 Layer 2 or Layer 3
module, the system prompts you to verify that you want to wait the
several minutes that it may take for the rermoval to be complete.

= You cannot remove a VLAN that s assodiated with any type of routing
interface {(for example, a router port VLAN created by a router port iP
ivterface or a protocol-based VLAN associated with a particular router

interface).
Options
Prompt Description Possible Values [Default]
WLAN System-assigned index number that » Aselectable -
interface is assaciated with the VLAN VLAN index
index :
s all
s« ¢ iforalistof
seleciable
indexes)
Continue Whether you want {o continue with & n{no) ¥
verfication  the VLAN removal, sven though the (yes)
{9000 removal may take a few minufesto  ® Y ‘
Layer 2 and  complete
Layer 3}
Bridge VLAN Remove Example {3500)
Select menu option: bridge vian remove

Belect VLAN interface indexes {1-2{a1l{?}: »

Selectablie vians

selection VIR jateckofof TLEmE
1 1 1-13 Defaallb
2 2 3,5-3,11 IPL

Selsct VLAN interface indexes {1-2]all

?yiZ
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bridge vlan mode  Determines whether data with a unicast MAC address can be forwarded

between VLANs.
¥ 3500
Y 9000 Valid Minimum Abbreviation
V/ 2400 b v moda
v 3900 Important Considerations
Y 9300 = Select a VLAN mode as follows:

« allOpen — Use this less restrictive mode if you do not have
security issues concerning the forwarding of data between VLANSs.
It is the default VLAN mode for all VLANSs that you create. It permits
data with a unicast MAC address to be forwarded between VLANs,
The allOpen mode implies that the systermn uses a single bridge
address table for all of the VLANs on the system.

» aliClosed — Use this restrictive mode if you are concerned about
security between VLANs. Data cannot be forwarded between
VEANs but can still be routed between VLANs. This mode implies
that each VLAN that you create has its own address table.

s For the CoreBuilder 3500 system and CoreBuilder 9000 Layer 3
modules, if you are using allClosed mode and STP {with multiple
routes 1o a destination), you can also use the command “bridge vian
stpMode” 1o disable STP blocking for a specified VLAN.

= For the CoreBuilder 9000, set a VLAN mode for each switching
module and the switch fabric module.

s Changing this mode removes all VLANSs and redefines the default
VEAN,

= Before you issue this command to change the mode, you must remove
all routing interfaces, including router port IP interfaces. If routing
interfaces are defined, the systern displays this message:

could not change configured VLAN mode - interface in
use by client.

Options
Prompt Bescription Possible Values [Default]
VIAN mode Selected VLAN mode for the entire «  aliOpan aliOpen
sysiem {factory
e« aliClosed default), or

current value
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bridge vlan stpMode  For CoreBuilder 9000: Applies to Layer 3 switching modules only.

it allClosed mode is enabled, allows the systern to ignore the Spanning

‘-/ 3 500 Tree Protocol (STP) state for a specified VLAN interface or all interfaces,
v/ 9000 for either routing or bridging.
9400
Valid Minimum Abbreviation
3900 b v st
9300

important Considerations

= This mode is valid only if the VLAN mode is sef t0 aliClosed.

e [0 disable the STP state on a per-port basis with either allOpen or
aliClosed mode, use the bridge port stpStats command. See
Chapter 10.

s I you have configured router port IP interface {and therefore have a
router port VLAN), the ignore STP mode is enabled and cannot be
changed. You cannot select a router port VLAN with this command.

Options
Prompt Description Possible Values [Default]
VELAN System-assigned index numberthat  w  Any -
interface is associated with the VLAN selactable
index VEAN index
murnber
a alf
s ¢ iforalist of
seleciable
indexes)
STP state Whether you want {o ignore the STP o  disabled disabled
state for the VLAN index
&« enabled

Bridge VLAN STP Mode Exampie (3500)

selection VID ports eboviics
1 1 1-13 Default
2 2 3,5%-8,11% Ipl

Select VLAY interface index{es) {1-21all{?}:2
Ignore STP state for VLAN index: Z {disabled,enabled} [disabled].snabled
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bridge vian  For CoreBuilder 9000: Applies to Layer 3 switching modules only.

vlanAwareMode ¢ ornatibility purposes, allows the system to observe previous VLAN

resource usage and tagged-frame ingress rules for CoreBuilder 3500

v 3500 serial-port upgrades from Release 1.2.01t0 2.1.0 or 3.0.0(or
v 9000 CoreBuilder 9000 upgrades from Release 2.0.0 10 3.0.0}.
9400
Valid Minimum Abbreviation
3900 bvwy
9300

Important Considerations

s Use this command only if you upgrade your system and the system
reports an error after reaching the VLAN resource limit during a power
up with a serial-port console connection. During the upgrade, the
difference in resource usage and modes of tagging could cause the
later release fo use more VLAN resources than did the earlier release,
thereby causing a decrease in the total number of allowable VLANSs.

s If the system reaches the VLAN resource limit during the upgrade, it
displays an error message to identify the index of the VLAN that it was
unable to create. The system removes all bridge ports from the VLAN
that it could not restore from NV data but does maintain the
previously stored NV data.

= The difference in VLAN resource usage is based on the following:

s« in CoreBuilder 3500 Release 1.2 .0 (and CoreBuilder 9000
Release 2.0.0}, all bridge ports were not VLAN aware (tagging
aware) unless they were assigned to a VLAN that has one or more
tagged ports. This behavior is associated with the VLAN aware
mode of taggedvlanrorts. If you see the VLAN resource error
message, you can restore your VLANs by issuing this command and
setting the VLAN aware mode 10 taggedviANPorts. If VLANS are
already defined, the system prompts you to reboot the systemn fo
put the new mode into effect.

« As of CoreBuilder 3500 Release 2.0.0, (and CoreBuilder 9000
Release 3.0.0}, all bridge ports become VLAN aware after a
software update or after an NV data reset and do not have to be
explicitly tagged in order to forward tagged frames. This behavior
is associated with the default VLAN aware mode of allports. if
you do not see the VLAN internal resource error message, maintain
the VLAN aware mode of alirorts.
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= The VLAN aware mode reflects the difference in tagged-frame ingress
rules between releases. Therefore, even if the systern can
accommodate the number of VLANS from the earlier release, be aware
that it begins using different ingress rules for tagged frames.

» The CoreBuilder 3500 tagged-frame ingress rules vary for 1.2.0,
2.0.0, and 3.0.0. For more information, see the CoreBuilder 3500
Implementation Guide.

« The CoreBuilder 9000 tagged-frame ingress rules vary for 2.0.0 to
3.0.0. For more information, see the CoreBuilder 8000
Implementation Guide.

Options
Prompt Description Fossible Values [Default]
V0iAN aware Whether all ports are tagging « allPorts allPorts
made aware or anly tegged ports are ‘
tagging aware taggedvianPorts
Reboot Since changing the mode x N {No) ¥ (yes)
systern? reguires you to reboot, whether . v yes)

you want to reboot the system
or cancel the request

Bridge VLAN Aware Mode Examplie (3500)

Select menu option (bridge/vlian}): vlianBwareMode
VLAN-aware mode {faggedVianPorts,alliPorts} [allPorts]:
taggedVLaNPorte

Changing the VILAN-aware mode will reboot the system -
continue? {(n,v Iyvl: ¥
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PACKET FILTERS

This chapter provides guidelines and other key information about how to
administer bridge packet filters in your systern, including the following
tasks:

= Listing and displaying packet filters

= Creating, deleting, editing, and loading packet filters

= Assigning and unassigning packet filters

= Managing port groups

Independently configurable packet filtering is provided for the packet
processing paths on each bridge port of the systermn. After you create a
packet filter, you can assign the filter to the transmit or the receive paths
of any bridge port or group of bridge ports.

The filter executes a series of test operations on the packet's contents
and, if the result is zero, it stops (filters) the packet. If the end result is
non-zero, the filter lets the packet pass.

[’;\\ For more information about implementing packet filters on your network,
f'/"f

see the Implementation Guide for your system.

B For the CoreBuilder® 89000 platform, the commands in this chapter apply
> to layer 3 switching modules only.
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Menu Structure The commands that you can use depend on the system that you have,
your level of access, and the types of modules and other hardware
options that are configured for your system. The following diagram
shows the complete list of commands for all systerns. See the checklist at
the beginning of each cormmand description in this chapter for whether
your system supports the command.

_____ Tap-bheval Mems bridge many pachelFilter mern argsie menu
system display fist oortGroup
mockie ipFragmentatio npday cuslom
management ipx Snap Transiation ¥ create
aﬁiheﬂf\etg address Threshold | delate ....EQE.@;’.’.@.@?E.;@%@B_
feddi aging Time %zst

T 1o S—— spanning Tree display
i gyipSiate 5B create
Evd COS LUNASSIGH ;jetejﬁ
appletalh por $ portGroup akiPort
gOS rrsdticast removePort
ST % packetFilber e
analyzer vian
f frumb

mda
firke
disconnect
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list |t the currently defined packet filters.
v’ 3500 Valid Minimum Abbreviation
v/ 9000 b pa 1i
9400
Bridge Packet Filter List Example (3500)
3900 Select menu option (bridge/packetPFilter): list
9300

Packst Filter 1 - rejdiffportgrp
Port 11, txd, rxd

In the example, the systemn has one packet filter, with a filterid of 1 and a
defined name of rejdiffportgrp. This filter is loaded onto port 11. The
filter is assigned to both the transmit all {exa) path and the receive all
{xxa) path.
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bridge packetFilter For CoreBuilder 9000: Applies to Layer 3 switching modules only.

display  pisplays the contents of the specified packet filter.
v 3500 Valid Minimum Abbreviation
"/ 9000 b pa d4i
9400
important Considerations
3900 = Possible values for filters {n} depend on the number of created or
9300 loaded filters on the system.

s |he packet filter id and name are displayed, followed by a list of the
packet filter instructions.

Options
Prompt Bescription Possible Values [Default]
Select filter  identifier (d numben of the g 1-n Current filter id

fitter that you want to display 3 tfor 3 list of af

filters)

Sample Bridge Packet Filter Display (3500)

Select manu option (bridge/packetFilter): display
Select filter {1}?} [11:

Packet Filter 1 - rejdiffportgrp
Tame *rejdiffportgyp”
pughDPGM
pushSPGEM
and
pughbiteral .l 0x00000000
e
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bridge packetFilter For CoreBuilder 9000: Applies to Layer 3 switching modules only.

create portGroup  raqies the portGroup {rejdiffporigroup) standard hardware filter.

v/ 3500 Valid Minimum Abbreviation
v 9000 b pa ¢ p
9400
Important Considerations
3900 = | he portGroup {rejdiffporigroup) packet filter rejects a frame if the
2300 destination and source ports are not in the sarne group.

= “Creating” a hardware filter means that the code for the filter is
copied from firmware into non-volatile memory.

e [0 verify that the filter has been created, use the bridge
packetFilter list command. o see the contents of the portGroup
filter, use the bridge PacketFilter display command.

= 1he system only creates the packet filter definition. You must still
assign ports and masks to port groups, as described for “bridge
packetFilter portGroup create” later in this chapter, and assign the
standard filter to ports and filtering paths, as described for "bridge
packetFilter assign” later in this chapter.

s At present, portGroup is the only filter supported in hardware.

Bridge Packet Filter Create Port Group Example
This example shows the user creating the portGroup filter.

Select menu option (bridge/packetFilter): create portgroup
BPacket filter 1 stored.
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bridge packetFilter For CoreBuilder 9000: Applies to Layer 3 switching modules only.

create custom  roq00c a custom packet filter using the built-in editor.

v 3500 Valid Minimum Abbreviation
‘/ 9000 b pa ¢ ¢
9400
important Considerations
3900 = You can create custom filters to add filtering logic based on the
9300 content of the packet.

s 1he built-in editor is a simple one-line-at-a-time editor that supports a
short list of EMACS-style editing commands.

® Save your work periodically with Ctrl+w. When you press Esc to exit
the built-in editor, the system exarnines the filter's syntax. If the syntax
is correct, the filter is loaded into the switch’s non-volatile memory.
Incorrect syntax filters are not loaded into non-volatile memory and
are not saved across editor sessions.

s After you create the filter, edit it using "bridge packetFilter edit” as
described later in this chapter.

s |he alternative {o creating a custom packet filter using the built-in
editor is to create the packet filter on an external system and transfer
it across the network into the switch. See “bridge packetFilter load”
later in this chapter.

s You can also use the Filter Builder component of the Web
Management application to create custom filters.

e On CoreBuilder 3500 systems, you can load the filter on to the
switch directly from Filter Builder.

« On CoreBuilder 9000 system, you must save the filter to an ASCH
file and then download the file to the switch manually using TFTP
and the "bridge packetFilter load” command described later in this
chapter.

s The systern only creates the packet filter definitions. You must still
assign the standard filter to ports and filtering paths, as described for
“bridge packetFilter assign” later in this chapter.
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Create Custom Bridge Packet Filter Example (3500)

After you enter the custorn filter editor, the systern displays the editor
commands, as shown here.

Relseb menu opticn {(bridos/packetFllier): coreate custon

Bditor Commands
Buffer: list = Jbrl-1
Line: next = Ctrl-n, previous = Ctyl-p
Cursor: start = Cbri-a, end = CTtri-e, left « Cori-b, right = Cbrl-f
Ingert: line = Enteyr

Delete: pravicous = Ctrl-h {BEP), current = Utryrl-d {(DELY, lins = OJbrl-k
Mode ingert/overstrike toggle = Cbrl-o
Save Ctrl-w

PRI W Bao

You now enter packet filter language statements that define the packet
filter algorithm. See the Implementation Guide for your systemn for
information abiout developing the packet filters.
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bridge packetFilter For CoreBuilder 9000: Applies to Layer 3 switching modules only.

delete  pojores the selected packet filter.
v 3500 Valid Minimum Abbreviation
‘/ 9000 b pa de
9400
important Considerations
3900 = You cannot delete a filter if it is assigned. Before you can delete the
9300 filter, you must unassign the filter from the assigned ports.

s Possible values for filters (n) depend on the number of created or
loaded filters on the system.

s 10 tind the id of the filter, list the filters using the bridge
packetFilter list command.

Options
Prompt Brescription Possible Values [Default]
Select fiter  identifier {id number) of the e 10 Current filter
fittar that you want to delete 7 (for a list of al nurnther
identifiers)
Delale Whiether you want t;} delete & 11{n0Y y
gaztit the selected packet filler y yes)

Bridge Packet Filter Delete Examples {3500}

Select menu coption {(bridge/packetFilter): delete
Select Filter {17} [11: 1

Delete packet filter (m,v) Ivl: ¥

Packet Ifilter 1 has heen deleted.

if the filter is assigned, it cannot be deleted. The system responds as
follows to the delete command:

Select menu option (bridge/packetFilter): delete
Select filter {1}?} [11: 1

The selected filter is assigned

This problem prevents the delstion of this filter.
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edit  piodifies an existing packet filter using the built-in editor.
v/ 3500 Valid Minimum Abbreviation
v 9000 b pa e
9400
Important Considerations
3900 = | he built-in editor is a simple one-line-at-a-time editor that supports a
9300 short list of EMACS-style editing commands.

= 1he system displays the editor commands that you use to edit the
packet filters. You can edit packet filter language statements that
define the packet filter algorithm. See the Implementation Guide for
your system for information about developing the packet filters.

e Save your work periodically with Ctrlvw. To complete the editing
process, press Bsc. The system replaces the filter or creates a new filter,
depending on your response o the prompts.

& When you exit, the system examines the filter’s syntax. if the syntax is
correct, the filter is loaded into the switch’s non-volatile memory.

e Possible values for filters {n) depend on the number of created or
lnaded filters on the system.

Options
Prompt Description Possible Values [Default]
Select filter  Identifier (d) number of the 8 |—n Most recent
fitter that you want 1o edit « 7 (foralistofal fitter edited
identifiers)

Replace Whather to raplace the x n{no) ¥

axistin selected filter

filter? 2 = Y (yes)

Stare as Whether to ageate 3 new filter & n {no} y

new fifter? .y (yes)
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Belsct menu opti
Seleot filter {1
Editing packet £

Bditor Commands
Buffer:
Line:
CUTSOL
Ingert:
Dalate:
O
av
xi

o R

< pe oo

b

Bdit buffer has

TR

Replace sxisting filter

Packet filter 3

Select menu option
Select filter {1-27}

FILTERS

Replace Existing Filter Example (3500)

{bridge/packetPilter}: edit
f1l:
ilter 1.

[ €3

P
4

ligt = Ctrl-1
next = Ctri-n,
start = Chrl-a,
line = Entsr
pravious Ceri-h {BER), current
insert/overstyrikse toggle = Ctri-o
Ctrl-w

Eso

Chrl-p
igft =

Previous w

end = Crrl-s, ctri-b,

= Ciri-d (REL},

been saved

treidiffportgrp®
fn. vy Iyl: v
bag besn rsplaced.

Store as New Filter Example (3500)

{hridge/packetFilter): edit

f1i: 1

HEditing packet filter 1.

Editor Commands
Buffer:
Liine:
CUrsor:
Inzsexrt:
Delate
Mods:
Eave:

Bwits

Bdit buffer has

TEEE

Replacs existing filter {(n,v! Ivl:
Store ap new filter i

Packet filter 3
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Ego
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load Transfers a packet filter file from another host machine to the switch 1o
/ 3500 which you are currently connected.
v 9000 Valid Minimum Abbreviation
9400 b pa . )
3900 Important Considerations
9300 s On the CoreBuilder 3500, before you use the packetFilter load

command, select the required file transfer protocol (TFTP or FIP} using
the system fileTransfer command.

= On the CoreBuilder 3500, this single command transfers a file from
another host and loads it in a one-step process.

e On the CoreBuilder 9000, loading a filter from another host is a two-
step process. You must first download the packet filter source file to
the Enterprise Management Engine (EME) using TFTP, then commect to
the Layer 3 module, then enter this bridge packetFilter load
command.

The syniax of the EME download command is:
download module <glot.subsliots filter <IP addresss: «filenames

You must use TFTP to download on the CoreBuilder 9000, FIP does
not work.

When you enter bridge packetFilter load, the CoreBuilder 9000
does not prompt you for any options. Instead, the module simply
looks for the downloaded filter on the EME. If it finds it, it loads it. If it
does not find if, it prints the message Filter not found.

= [HP or FIP hosts may place restrictions on which files and pathnames
are valid. See your host administrator or host documentation for TFIP
and FTP information.

® bridge packetFilter load verifies the syntax of the filter if the
syntax is correct, it stores the filter into non-volatile memory. if the
syntax is incorrect, you are prompted to enter the built-in editor so
that you can fix the filter.

Diovendsaded fom worw Mannalslib com neanuals sonrch ongine

ANI-ITC-944_945-1825068
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sesa,

Options (3500)
Prompt Bascription Possible Values [Default]
Host P iP address of the machine from  Any valid [P address current IP
address which you want to transfer the address
filter
File Path and filz name of the filler » ? {foralistof path and file
pathname 1o transfer criteria for narne last
gntering the ivaded
pathname)
e Upto 128
characters

Bridge Packet Filter Load Example {3500}

The system transfers the specified filter and displays a confirmation
mesiage.

Select menu option {bridge/packetFilter}: load

Host IP address: 158.101.112.191

File pathname {?}: /tftpboot/srackley/joms.fil

Packet filter 2 stored.

Bridge Packet Filter Load Example (9000}

The user has copied the source fext for the “reject multicast traffic” filter,
rejmulticast.fil, from the Filter Builder application to the THP application’s
root directory on host 159.101.8.112. {You must use THP; FIP does not
work.)

The user then logs on to the CoreBuilder 8000 EME and issues the
download command to transfer the filter file to the EME. Note that the
user specifies the type of download (filter) and for which module (6.01)
the filter is destined.

CHRO00> download module £.01 filter 1585.301.8.112 reijmulticast.fil

File fransfer regusst pending.

Dowmloading £ile from external file server to eme - DBOGOD02E89
Downloading £ile from eme to module 6.1 - ODOCGDRES

File transfery complsted sucoessfually.

el engine
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The user next connects o the module and loads the filter.

CR3000G» connect &, 01

Monu opbtions {Corebuildery S000-34D0B): ~rrrmrrmerrrmc s m i mm
list - t all packet filters
display -~ Digplay a packeb Filter
creabs -~ Create a packet filter
delete - Delete a packet filter
adit - Bdit a packet filter
losd - Load a packet filter
agsgigm - Bmmign a packetr filtsy
unassign - Unassign a packet filter
port@roup -~ Administer pori groups

Typse "g* Co refturn to the previocus mernm or ? for help.

CERI00 [12-B/FEN-TX-L3}] {}: bridge packetFilter load
Packet filter 1 stored.

Lastly, the user lists the loaded filters with bridge packetfilter list
and confirms the contents of the filter with bridge packetfilter
display.

CESOODEelons. 1 [12-B/FEN-TE-L3] (bridge/packetFilter): list

Packet Filter 1 - rejbMulticast
No port assignments

Menu opbions {(Corsbuilder 2000-94008) :

list - List all gpackst Filters

display -~ Display a packst filter
create -~ Create a packst filtery

delete - Delete a packeb filter
adit - Bdit a packet filt
load - Lioad a packet filte

assign -~ Assign a packet filter
unasgion - Unassion a packet filter
PO LoD - Administer port groups

Type "g¥ to return to the previous menu or ¢ for help.

CROGO0@slobE. 1 [1Z-B/FEN-TH-L3] {bridgs/packetFilter}: display 1

Packet Filter 1 -~ reiMulticast
name treidMulticast®
pushField. b o
pushLiteral.b Oxa1
and
nob

aarch sngine
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bridge packetFilter For CoreBuilder 9000: Applies to Layer 3 switching modules only.

assign Assigns a selected packet filter to a port or set of ports {port group).
v 3500 Valid Minimum Abbreviation
v/ 9000 b pa a
9400
important Considerations
3900 =  When you assign a packet filter to one or more ports, you must assign
9300 a processing path. The path (transmit all, transmit multicast, receive

all, receive multicast, or receive internal) of a port can have only one
packet filter assigned to it; however, you can assign a single packet
filter to multiple paths and ports.

= If you try to assign a filter to a port that already has a filter assigned,
the systemn displays a warning message and the assignment fails.

= After you assign the filter, ports and paths are removed from the list of
possible values (which are listed in the Options table).

= Possible values for filters (n} depend on the number of created or
loaded filters on the system.

s Possible values for bridge ports (n) depend on the number of existing
bridge ports on the system.

Options

Prompt Description Possible Values [Default]

Select filter identifier {id a 1—-n Current valid
gi’:giﬁggfmzh&an - ? {i"@r.a iliiﬁt_qf valid selected filter
o assign filter identifiers)

Select bridge ports  Number of the s 1-n Current valid

bridge port to
which yvou want to
assign the selected  « 7 {for alist of valid
filter ports)

selected bridge

all port
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ak
‘‘‘‘‘‘‘

Prompt Deascription Possible Values [Defauli]

Select path{s} identitier of the e DA Current valid
path to which you selected path

want to assign the XM

selected filter e XA
e DA
e DY
e all

w ¢ {for alist of valid
paths}

Bridge Packet Filter Assign Examples (3500}

Saelect menu option {bridge/packetFilter): asaign
Select filter {1{?} [1]:

Select bridge porti{s) {1-12]alil]?} [4-8]: all
Select pathis) (txA,txM,rxh, rxM, rxI{all|?): txa

To specify multiple ports, use the hyphen (-} to indicate ranges, and
commas 1o indicate individual, non-contiguous ports. To specify multiple
paths, separate the paths with commas.

Select menu option (bridge/packeiFilter): assign

Select filter {1]?} [11:

Select bridge porti{s) {1-6|alli?}: 1-3.,5

Select pathi{s) (txA, txM,rxd, rzM, rxI{all{?)}: txa,rxd,rxl
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bridge packetFilter For CoreBuilder 9000: Applies to Layer 3 switching modules only.

unassign Unassigns selected packet filter from one or more ports.
v 3500 Valid Minimum Abbreviation
v/ 9000 b pa u
9400
important Considerations
3900 = | he packet filter that you want fo unassign must have been assigned
9300 to at least one port.

s Possible values for filters (n) depend on the number of created or
loaded filters on the system.

s Possible values for bridge ports (n) depend on the number of existing
bridge ports on the system.

s After you unassign the filter, ports and paths are added to the list of
possible values {which are listed in the Options table).

Options
Prompt Description Possible Values [Default]
Select filter identifier {id s 1-n Current vatid
umbenofthe o 2(foralistofvaig Seected fiter
wer thaty fitter identifiers)
1O unassigrn
Select bridge ports MNumbersofoneor & 1-n Current valid
more bridge poris A selected bridge
from which you ® port
want 1o unassign e ? {for a list of valid
the selected filter ports)
Select path(s) identifiersofoneor « A Current valid
more paths from M selected path
which you wantto ® %7
unassign the ¥ IXA
selected filter ey
a 1
s all

a ¢ {for alist of valid
paths)
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Bridge Packet Filter Unassign Examples (3500)

The unassignment is from the transmit all {txa} paths on port 1.
Select menu option (bridge/packeiFilter): unassign
Select filter {1]?} [11: 1

Select bridge port [1}: 1

Select pathis) (tx&, rxA{all|?) [txd,rxR]: txa
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IS

bridge packetFilter For CoreBuilder 9000: Applies to Layer 3 switching modules only.

portGroup list Displays a list of currently defined port groups.

v/ 3500 Valid Minimum Abbreviation
v/ 9000 b oe o1
9400
Bridge Packet Filter Port Group List Example
3900
9300 Select menu opticn (bridgs/packetFilter/portGroup): list

Port Group 1 - Marketing
Port group mask - bit 15
Port Group 2 - Salss
Port geoup mask - bit 32

In the example, the system has two port groups defined: Marketing and
Sales. The display shows the group id, group name (if any), and group
mask.
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bridge packetFilter For CoreBuilder 9000: Applies to Layer 3 switching modules only.

portGroup display Displays a port group.
:; 3500 Valid Minimum Abbreviation
9000 :
b pa p di
9400
Important Consideration
3900 = Possible values for port groups {n} depend on the number of
9300 user-defined port groups on the system.
Options
Prompt Description Possible Values [Default]
Select port Mumberoftheportgroupgte e 1-n Cuirent port
group display « 7iforalistof 9odP
valid port
groups;

Sample Bridge Packet Filter Port Group Display {3500}

Belent menu option {(bridas/packetFilter/portCGroup): display

S 2 2
Select port group {1-217} [2]: 2

Port Group 2 - Sales
Bort B Boxt 8
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bridge packetFilter For CoreBuilder 9000: Applies to Layer 3 switching modules only.

portGroup create {reates a port group.

? 3500 Valid Minimum Abbreviation
9000
b papec
9400
important Considerations
3900 = You can create up to 32 port groups, one for each bit in the 32-bit
9300 port group mask.

s |he portGroup create command only creates port group
associations. You must create and assign a filter to a port group to
affect filtering. See "bridge packetbilter areate portGroup” and
“hbridge packetFilter assign” earlier in this chapter.

s Possible values for bridge ports (n) depend on the number of bridge
ports on the system.

Options

Prompt Bescription Possible Values [Default]

Select port Mask that you want to assign w1~ 32 -

group mask 1o the port group « 7 (for  list of

masks)

Selectport  Nameoftheportgroupthat « Upito 32 -
group name you want {o ueale alphanumeric

: characters
Lise quotation marks around N

any string with embeddad e ¢ tfor name criteria)
spaces. Use ** to enter an
ermply string

Select Number of the Dridge portthat « 1-n -
bridge port  you want to add to the new Al
group

e ¢ {for 3 st of valid
poris)

Diovendsaded fom worw Manunadslib.com manusls o

ANI-ITC-944_945-1825077



bridge packetFilter portGroup create 389

Bridge Packet Filter Port Group Create Example {(3500)

Select menu vption (bridge/packetFilter/portSroup): create
Select port group mask {1-32i7%}: 15

Select port group name {¥7}{}: Marketing

Port Group 1 - Markebing - has bsen created

Select bridge porti{sz) {1-8{alli?}: 1.3,4

Select menu option (bridge/packetFilter/portGroup): creats
Select port group mask {1-14,16-32{%}: 32
Select port group nams {?2] [1: Bales

Port Sroup 2 - Sales - has besn crsabed
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bridge packetFilter For CoreBuilder 9000: Applies to Layer 3 switching modules only.

portGroup delete oo selected port group.

v 3500 Valid Minimum Abbreviation
‘/ 9000 b pa p da
9400
important Considerations
3900 s When you delete port groups from the system, those groups are no
9300 longer available for use in packet filters.

s  When you delete a port group, the remaining port group iDs are
automatically renumbered to maintain consecutive numbering.

s Possible values for port groups (n) depend on the number of user-
defined port groups on the system.

Options

Prompt Brescription Possible Values [Default]

Select port Number of the port groupte & 1-n Current port

greup delete « 7(oralistof 9OUP

groups;

Delete port  Whether to delete the selected « n{nod y

group? port group P
x y{yes)

Bridge Packet Filter Port Group Delete Example
Select menu option {bridge/packetFilter/portiroup): delets

Select port group {1-2{7} [21: 1
Delete port group (n,v) [¥l: ¥

Port Group 1 -~ Markesting - has been deleted.
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bridge packetFilter For CoreBuilder 9000: Applies to Layer 3 switching modules only.

portGroup addPort 4. ports to an existing port group.
v/ 3500 Valid Minimum Abbreviation
v/ 9000 bopapa
9400
Important Considerations
3900 = You add ports to an existing group by entering port identifiers at the
9300 prompts. At least one port group must exist before you can add ports.

= 1he maximum number of ports that a port group can contain is 32,
which is the maximum number of ports on a switching system.

= Possible values for port groups {m) depend on the number of user-
defined port groups on the system.

= Possible values for bridge ports {n) depend on the number of existing
bridge ports on the system.

Options
Prompt Description Possible Values {bBefault]
Select port Numberoftheportgroupto s 1-m Currentport
group which you want to add a g group

bridge port 8 7 (fgr alist of

GroUpRs)

Select Number of the bridge portthat &« 1-n -
bricdge port  you want o add to the . all

selected port group
w ¢ {foralistof
CDUDS)

Bridge Packet Filter Port Group Add Port Examples

Select menu option (bridge/packetFilter/portiroup): add
Select port group {1-2]%} [21: 2
Smlect bridge portis) {(1-6{alll?}: 2

When you display port group 2, the display shows that port 2 is added:

Select menu opbion {(bridoe/packetFilter/porttroup): display
Select port group (1-2{alll?) [2]:

Port Group 2 ~ Bales
Port 2 Port &
fort &
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bridge packetFilter For CoreBuilder 9000: Applies to Layer 3 switching modules only.

portGroup Removes ports from a port group.
removePort
Valid Minimum Abbreviation
v 3500
v/ 9000 prapx
9400 important Considerations
s At least one group must exist before you can remove a port from a
3900 port group.
9300

s Possible values for port groups (m) depend on the number of user-
defined port groups on the systern.

s Possible values for bridge ports (n) depend on the number of existing
bridge ports on the system.

Options
Prompt Brescription Possible Values [Default]
Select port  Number of the port group e 1 -m Currentport
qroup from which you want o 7 . group
o bl w 7 {foralistof

remove a bridge port groups)
Select Numberofthe bridge portthal = 1-n -
bridge port  you want 1o remove from the al

selected port group
e 7 {for alist of ports)

Bridge Packet Filter Port Group Remove Port Examples

Select menu option (bridge/packetFilter/portiroup}: remove
Select port group {1-2]7} I[2]: 2
Select bridge porti{s) {(1-6[lall|?}: &

Displaying port group 2 shows that port 6 is removed:

Seglect menu option {(bridge/packestFilter/portlroup!: display
Sslect port group {1-2]s11i?y [31:

Port Group 2 -~ HEales
Port 2 Port &
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INTERNET PROTOCOL (IP)

To route packets using the Internet Protocol {IP), you:
= Establish an IP routing interface
= Dedde which IP options and routing protocols you want to use

s Enable IP routing

An 1P routing interface defines the relationship between an IP virtual LAN
(VLAN} and the subnetworks in the IP network. Each routing IP VLAN
interface is assodiated with one VLAN that supports IP The system has
one interface defined for each subnet that is directly connected to iL.

You can also choose between two different routing models when you
establish an IP routing interface:

s V0LAN-based routing

Because bridging is faster in normal circumstances, the systern first
tries to determine if it can bridge the frame before routing it.

s Router port-based routing

The system first tries to route packets that belong to recognized
protocols, and then bridges all other packets. If the network or a
portion of the network is devoted to routing IP frames, this model
makes network traffic more efficient.

This chapter provides guidelines and other key information about how to
configure IP in your systerrr. This chapter addresses the commands in the
ip menu except for multicast and ospf, which other chapters in this
Command Reference Guide explain.

For information about IP multicast, see Chapter 18. For information
about Open Shortest Path First {OSPF) routing using P, see Chapter 19.

E‘:«/\) For more information about IP routing, see the implementation Guide for
: your system.
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396  CHAPTER 16 INTERNET PROTOCOL (1P}

Menu Structure The commands that you can use depend on the system that you have,
your level of access, and the types of modules and other hardware
options that are configured for your system. The following diagram
shows the complete list of commands for all systerns. See the checklist at
the beginning of each cormmand description in this chapter for whether
your system supports the command.
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398  CHAPTER 16 INTERNET PROTOCOL (1P}

ip interface summary

/ 3500
/ 9000
v 9400

/ 3900
v 9300

For CoreBuilder 3000: Applies to Layer 3 switching modules only.

Displays summary information about the IP interfaces that are configured
on the system.

Valid Minimum Abbreviation

ip & =u

important Considerations

=  When you enter the cornmand, you are prompted for an interface
index number even if you have only one interface defined.

s [ he first line in the output {the status line) indicates whether IP routing
is enabled:

« For CoreBuilder 8000 Layer 3 modules, it also indicates whether
ICMP router discovery is enabled on the system.

& For the CoreBuilder 3500, IP interface options {such as ICMP router
discovery) appear under "ip interface detail” and are seton a
per-interface basis.

= The Type field differs according to platform:

« In the CoreBuilder 3500, which provides port-based routing and
VLAN-based routing, the Type field displays whether the IP
interface is VLAN-based or router port-based.

= In all other platforms, which provide VLAN-based routing, the Type

field displays whether the 1P interface is used for VLAN traffic or for
sysierm management.

s [he last {rightmost} field in the display differs according to platform:

« Inthe CoreBuilder 3500, the ID field displays either the logical port
number that is associated with a router port-based IP interface, or
the VLAN interface index number that is assodated with the IP
interface.

« In all other platforms, the VLAN index field displays the VLAN
interface index number that is associated with the IP interface.
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ip interface summary

Cptions
Prompt Bescription Possible Values [Default]
Interface index  Index number of the « One or more -
iP interface whose selectable interface
SUMITary incdexes
information you . al

want to display
w ¢ {Foralistof
seleciable interface
indexes)

Fields in the IP Interface Summary Display

Field Description

index index number of the I interface whose
summary information you want 1o display

P address IP address of the interface, chosen from the
range of addresses that the central agency
assigned 1o your organization. This address is
specific 1o your network and system.

Subnet rmask 32-bit number that uses the same format and
represendation as an P address. The subnet
mask determines which bits in the P address
are interpreted as the network number, the
subnetwork nurnber, and the host number.
Each IP addraess bit that corresponds to a 1 in
the subnet mask is in the
network/subnetwork pan of the address.
fach 1P address bit thal corresponds o a O s
in the host part of the P address.

Siate State of the IP interface. it indicates whether
the interface is available for communications
{up) or unavailable (down).

Type w 1ype of interface: VLAN-based or router
port-based (3500}
e Type of interface: VLAN or systermn {all
other platforms)

D 3500) w Logical port number of the router
port-based IP interface or the VLAN index
that is associated with the IP interface

VLAN index (3900, 5003, 9300, w VLAN index nurnber that is assodiated
2400} with the 1P interface
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