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ip interface detail 

/3500 
9000 
9400 

3900 
9300 

Displays detailed information about the specified interfaces or all 
interfaces. 

Valid Minimum Abbreviation 

ip i det 

Important Consideration 

• When you enter the command, you are prompted for an interface 
inde.x number even if you have only one interface defined. 

Options 

Prompt Description Possible Values [Default] 

Interface index Index nurnber of the a One or more 
IP interface l.ivhose configured indexes 
summary 
information you 
want to display 

11 all 

11 7 (for a list of 
selectable indexes) 

Fields in the IP Interface Detail Display 

Field 

ARP proxy 

Broadcast address 

Directed broadcast 

!CMP redirect 

ICMP muter discovery 

Index 

!P address 

Description 

Whether ARP proxy is enabled or disabled for the 
specified interface. 

Broadcast address for the specified interface. 

Whether the forwarding of a directed broadcast (all 1 s 
in the host portion of the address) is enabled or 
disabled for the specified interface. (A directed 
broadcast is a packet that is sent to a specific network 
or series of networks.) 

Whether ICMP redirect is enabled or disabled for the 
specified interface. 

Whether the ICMP Router Discovery is enabled or 
disabled for the ::,pecified interface 

Index number that is associated 'vvith the interface. 

IP address of the interface, chosen from the range of 
addresses that the centra! agency assigned to your 
organization. This address is specific to your network 
and system. 
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Field 

Preference 

State 

Subnet mask 

Type 

Index 

MaxAdvlnterval 

MinAdvlnterva! 

Holdtime 

State 

ID 

ip interfaru detail --~~- •• 1 

Description 

Whether there is a preference being used for the 
specified interface. If ICMP router discovery is enabled, 
the system uses the routing interface with the highest 
preference leveL 

State of the IP interface. It indicates vvhether the 
interface is available for communications (up) or 
unavailable (down). 

32-bit number that uses the same format and 
representation as an IP address_ The subnet rnask 
determines ·which bits in the IP address are interpreted 
as the network number, the subnetwork number, and 
the host number. Each IP address bit that corresponds 
to a 1 in the subnet mask is in the network/subnetwork 
part of the address. Each IP address bit that corresponds 
to a 0 is in the host part of the IP address. 

Type of interface: VLAN-based (VLAN) or router 
port-based (portL 

Index number of the IP VLAN that is associated with the 
I P interface. 

Maximum advertisement interval between ICMP router 
discovery advertisernents (in seconds). 

Minimum advertisement interval between IC MP router 
discovery advertisements (in seconds). 

Length of time that ICMP router discovery 
advertisements are held valid. 

State of the IP interface. It indicates whether the 
interiace is available for communications (up) or 
unavailable (down). 

a Logical port number of the IP interface (if the Type 
f1eld displays port) 

a VLAN index number that is associated with the IP 
interface (if the Type field displays VLAN) 
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IP Interface Detail Example (3500) 

Select menu opt.ion (ip/interface) : detail 
Select IP interfaces (llal1l?l ] : 1 
IP routing is disabled 

Index IP add.ress Subnet mask 
1 158.101.31.21 255~255~255,.0 

Index 
1 

ARP proxy 
enabled 

Broadcast address 
255.255.255.255 

St.ate Type ID 
Down Port 1 

Directed broadcast 
enabled 

ICMP redirect 
enabled 

Index ICMP router discovery 
1 disabled 

Preference Ma;.:-..Advinterval Nin..'\dvinterYal Holdtime 
n/a n/a n./a n/a 
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ip interface define 
(3500/9000 Layer 3) 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip Interface define (350019000 Layer 3) --~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines an IP interface . 

Valid Minimum Abbreviation 

ip i def 

Important Considerations 

11 When you define an IP interface, you rnust decide whether you want 
the interface to use router port-based routing or VLAN-based routing. 

• Router port-based routing directs the system to attempt to route 
the frame before it attempts to bridge the frame_ 

When you set up a router port-based IP interface, the system 
automatically creates a virtual LAN (VLAN) for the interface. The 
system assigns the next available VLAN index number to this VLAN. 

• VLAN-based routing directs the system to attempt to bridge the 
frame before it attempts to route the frame. 

When you set up a VLAN-based IP interface, you must first define a 
VLAN and select IP as a protocol supported by the VLAN, as 
described in Chapter 14. 

If you define a router port, you do not have to define the VLAN first; the 
corresponding single-port VLAN is automatically defined. 

11 Port-based routing uses aiiCiosed mode; VlAN-based routing uses 
either aiiCiosed or a!IOpen mode_ If you attempt to set up a router 
port-based IP interface in ai!Open mode, the system notifies you with 
a message that it will change the VLAN mode to a!!C!osed and 
recreate the default VLAN, clearing your existing VLANs in the process. 
Then the system prompts you to continue. (See the port-based router 
example at the end of this command description_) 

11 You cannot define a port-based IP interface on a port that is already a 
member of a VLAN-based IP interface. To change from one type of 
interface to another, you must redefine all !P interfaces and VLANs 
that are associated with that port. 

CAUTION: Using different routing models {port-based or VLAN-based) in 
the same network without careful planning can adversely affect your 
network operations. Be sure that you understand the potential effects of 
router port-based and VLAN-based routing on your network. See the 
Implementation Guide for the CoreBuilder 3500 and for the 
CoreBuilder 9000 for detailed information about !P interfaces and VLANs. 
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Options 

Prompt 

!P address 

Description 

IP address of the interface, chosen 
from the range of addresses that 
the central agency assigned to your 
organization. This address is specific 
to your network and sysi:em. 

Possible Values [Default] 

A valid IP address -
in the range of 
addresses that 
are assigned to 
your 
organization 

Subnet mask 32-bit number that uses the same A valid subnet Depends 
on 
specified IP 
address 

format and representation as an IP 
address. The subnet mask 
determines \Vhkh bits in the IP 
address are interpreted as the 
network number, the subnetwork 
number, and the host number. 
Each IP address bit that corresponds 
to a 1 in the subnet mask is in the 
network/subnetwork part of the 
address. Each IP address bit that 
corresponds to a 0 is in the host 
part of the IP address. 

mask in 
accordance with 
the bits that are 
used for network 
number, 
subnetwork, and 
host nurn ber 

Interface type Whether to use router port-based 
routing or VlAN-based routing. 

11 port 

• vlan 

VLAN mode 
(for router 
port-based 
routing) 

Bridge port (for 
router 
port-based 
routing) 

Whether the syo.i:ern removes all • n (no) 
VLANs and recreates the default 
VLAN to enable port-based routing. • Y (yes) 

Port to use for port -based routing 
(may designate only one port). 

• 1 - n 

• ? (for a list of 
selectable 
ports) 

Index number of the IP VLAN that is 11 

associated with the IP interface; for 
A selectable 
VlAN index 

vlan 

y 

Next 
available 

VLAI\J interface 
index (for 
VLAI\J-based 
routing) 

a VLAN-based IP interface, you 
must assign this number. (Not 
applicable if you have more than 
one VLAN) 

index 
• ? (for a list of number 

selectable 
VlAN 
indexes) 
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ip Interface define (350019000 Layer 3) --~~- •• 1 

IP Interface Define Example (Port-based Routing) 

Enter IP address: 158.101.1.1 

Enter subnet mask [255.255.0.0]: 255.255.255.0 

Enter interface type (vlan/port) [vlan] : port 

VLAN mode must. be changed to allClo.sed to support this 

interface. 

This removes all VL.ANs, then re-creates the Default VLAN. 

continue? (n,y) [y]: y 

Select bridge port (1-6l?l: 1 

IP Interface Define Example (VlAN-based Routing) 

Ent.er IP address: 158.101.1.1 

Ent.er sub:net mask [255.255.0.0]: 255.255.255.0 

Ent.er interface type (vlan/port} [vlan] :vlan 

E.nt.er VLAN interface index {3 I?} [3] : 3 
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ip interface define O.efines an IP interface. 
(3900/9300/9400/ 

9000 layer 2) Valid Minimum Abbreviation 

3500 
.; 9000 
.; 9400 

.; 3900 

.; 9300 

ip i def 

Important Consideration 

• Before you define the IP (routing) interface, first define a virtual LAN 
(VLAN) and select IP as a protocol that the VLAN supports, as 
described in Chapter 16 . 

Options 

Prompt 

!P address 

Subnet mask 

Description 

!P address of the interface, 
chosen from the range of 
addresses that the central agency 
assigned to your organization. 
This address is :specific to your 
network and system. 

32-bit nurnber that uses the 
same format and representation 
as an IP address. The subnet 
mask determines which bits in 
the !P address are interpreted a:s 
the network number, the 
subnetwork number, and the 
host numbeL Each IP address bit 
that corresponds to a 1 in the 
subnet mask is in the 
network/subnetwork part of the 
address. Each IP address bit that 
corresponds to a 0 is in the host 
part of the IP address. 

\/LAN interface Index number of the IP VLAN 
index that is associated with the IP 

interface. 

(Not applicable if you have more 
than one VLAN) 

IP Interface Define Example 

Enter IP address: 158.101.1.1 

Possible Values [Default] 

A valid IP address -
in the range of 
addresses that 
are assigned to 
your 
organization 

A valid subnet 
mask in 
accordance with 
the bits that are 
used for net\vork 
number, 
subnetwork, and 
host number 

Depends on 
specified IP 
address 

• A selectable Current 
VlAN index value 

• ? (for a list of 
selectable 
VLAN 
indexes) 

Enter subnet mask [255.255.0.0]: 255.255.255.0 

Enter VLAN interface index {2j?} [2] :2 
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ip interface modify 

/3500 
/9000 
/9400 

/3900 
/9300 

ip interface modifY --~~- .. 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Changes the configuration of an interface that you have already defined. 

Valid Minimum Abbreviation 

ip i m 

Important Consideration 

• On the CoreBui!der 3500, you cannot modify the port number (router 
port-based routing) after it has been defined because of the 
associated virtual LAN (VLAN); you must remove the interface and 
then redefine it. 

Options 

Prompt 

IP interface 

IP address 

Subnet mask 

VLAN interface 
index (for 
VLAN-based 
routing) 

Description 

Index number that is associated 
with the interface that you want 
to modify. 

(Not applicable if you have more 
than one interface) 

IP address of the interface that 
you want to modify. 

Subnet mask for the interface 
that you want to modify. 

Index number of the IP VLAN 
that is associated with the IP 
interface; for a VLAN-based IP 
interface, you rnust assign this 
number. 

(Not applicable if you have more 
than one VLAN) 

Possible Values 

• A selectable IP 
interface index 

• ? (tor a hst of 
selectable 
indexes) 

A valid IP address 
in the range of 
addresses that are 
assigned to your 
organization 

A valid subnet 
mask in 
accordance with 
the bits that are 
used for network 
number, 
subnetwork, and 
host number 

• A selectable 
VLAN index 

• 7 (for a l1st of 
selectable 
VLAN indexes) 

[Default} 

Current 
value 

Current IP 
address 

Current 
sub net 
mask 

Current 
value 
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ip interface remove 

/3500 
/9000 
/9400 

/3900 
/9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Removes an IP interface from the system's routing table. 

Valid Minimum Abbreviation 

ip i re 

Important Considerations 

1111 Before you remove the interface, remove any static entries in the 
routing table or the Address Resolution Protocol (ARP) cache. 

1111 On the CoreBuilder 3500, if you remove a router port-based IP 
interface, the system removes the virtual LAN {VLAN) that is associated 
with it as welL 

Options 

Prompt 

! P interfaces 

Description Possible Values [Default] 

Index number that is associated • One or more Current 
with the interfaces that you want selectable value 
to remove interface 

(Not applicable if you have more 
than one interface) 

indexes 

• all 

• 7 (for a list of 
selectable 
interface 
indexes) 
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ip interface arpProxy 

/3500 
/9000 

9400 

3900 
9300 

ip interface arpProxy --~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

On a per-interface basis, enables or disables ARP proxy, which helps end 
stations on a subnetwork reach remote subnetworks that do not have 
routing capabilities or a default gateway configured. 

Valid Minimum Abbreviation 

ip i a 

Important Considerations 

11 When ARP proxy is enabled and an end station sends an Address 
Resolution Protocol (ARP) request for a remote network, the system 
determines if it has the best route and then answers the ARP request 
by sending its own MAC address to the end station. The end station 
then sends the frames for the remote destination to the system, which 
uses its own routing table to reach the destination on the other 
network. 

11 When an interface is defined, the default ARP proxy state is enabled. 

11 The end stations must view the entire network configuration as one 
network {that is, by using a smaller subnet mask). 

11 Evaluate prolonged use of ARP proxy because it has some drawbacks, 
including increased ARP traffic and a need for larger ARP tables to 
handle the mapping of IP addresses to MAC addresses. 

Options 

Prompt 

Interface 

ARP proxy 
state 

Description 

Index number for the interface 
for which you want to enable or 
disable ARP proxy. 

(Not applicable if you have more 
than one inte1iace) 

Possible Values 

11 One or more 
selectable 
interface 
indexes 

11 all 

• 7 (for a !1st of 
selectable 
interface 
indexes) 

Whether you want to irnplernent 11 enabled 
ARP proxy on an interface. The 

11 
disabled 

system1 prompts you for a state 
for each interface. 

[Default) 

Current 
value 

Current 
value 
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IP Interface ARP Proxy Example (3500) 

Select menu option (ip/interface}: arpproxy 
Select IP interfaces (1,2l?lall) :2 
Interface 2 - Enter proxy state (disabled, enabled) 

[enabled] : enabled 
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ip interface 
broadcastAddress 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip interface broadcastAddress --~~-~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

On a per-interface basis, assigns the broadcast address that the system 
uses to forward the received directed broadcasts and advertise Routing 
Information Protocol (RIP) packets . 

Valid Minimum Abbreviation 

ip i b 

Important Considerations 

11 You assign the broadcast address on a per:..interface basis. 

11 When an IP interface is confiqured, its default broadcast address is 
255.255.255.255. 

11 The broadcast address that you specify affects the RIP advertisement 
address that is used for the RIP interface. You see the specified 
broadcast address as the advertisement address under the RIP menus. 
See "ip rip display" later in this chapter for information about the RIP 
interface display. 

11 You cannot change the broadcast address for an interface if you have 
added any RIP advertisement addresses to that interface. See "ip rip 
addAdvertisernent" later in this chapter for more information. 

Options 

Prompt 

IP interfaces 

Broadcast 
address per 
interface 

Description 

Index number of the 
interfaces to which you 
want to assign a broadcast 
address 

(Not applicable if you have 
more than one interface) 

Possible Values [Default] 

11 One or more Current value 
interface 
indexes 

• all 

11 7 (for a list of 
selectable 
interface 
indexes) 

Broadcast address that A valid address Current address 
you want to assign to an 
interface 
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ip interface 
directed Broadcast 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Specifies whether the forwarding of a directed broadcast (all 1 s in the 
host portion of the address) is enabled or disabled for a specified 
interface. A directed broadcast is a packet that is sent to a specific 
network or series of networks. 

Valid Minimum Abbreviation 

ip i di 

Important Considerations 

11 You define the directed broadcast state on a per-interface basis. 

11 When the state is enabled and the system determines that the 
destination is different from the interface that is receiving the directed 
broadcast, the system uses the broadcast address that is defined for 
this interface to forward the directed broadcast 

11 You can disable the forwarding of a directed broadcast if security is an 
ISSUe. 

11 By default, the directed broadcast state is enabled. 

Options 

Prompt Description Possible Values [Default] 

! P interfaces Index numbers of the interfaces • One or more Current 
to which you want to enable or selectable value 
disable the forwarding of a interface 
directed broadcast indexes 

(Not applicable if you have more • all 
than one interface) 

• ? (for a list of 
selectable 
interface 
indexes) 

Directed Whether you \Vant to implement • enabled 
broadcast state direct broadcast on an interface. • disabled 

The system prompts you for a 
state for each interface. 

IP Interface Directed Broadcast Example (3500) 

Select menu option (ip/interface}: directed.Broadcast 
Select IP interfaces (1,2lalll?l :2 
Interface 2 ~ Enter directed broadcast state 
(disabled, enabled) [enabled] : 

Current 
value 
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.; 3500 

.; 9000 
9400 

3900 
9300 

ip interface 
icm pRedirect 

ip interface icmpRediroct --~~-~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Enables or disables the transmission of an Internet Control Message 
Protocol (ICMP) redirect to the sender of a frame to indicate that there is 
a better gateway available to handle the frame than this routing 
interface. 

Valid Minimum Abbreviation 

ip i icmpre 

Important Considerations 

11 The software determines whether there is a better path for the frame 
by determining whether the source interface is the same as the 
destination interface and whether the frame's sender is on a directly 
connected network. If the softvvare determines that a received frame 
has a better path available through another gateway: 

• It sends an ICMP redirect message back to the originator of the 
frame indicating the better gateway to use in the future 

• It routes the frame to the gateway 

11 ICMP redirect can be set on a per-interface basis. 

11 For better performance or if you have applications that ignore ICMP 
redirects, disable the ability of the interface to send ICMP redirects. 

11 If you have two interfaces that belong to virtual LANs (VLANs) that 
share a given port and you want to completely disable ICMP redirects 
for that port, disable the redirects for each interface that shares that 
port If you disable it for only one interface and enable it for the other, 
you may not get the performance improvement that you want 
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Options 

Prompt 

! P interfaces 

!CMP redirect 
state 

Description 

Index number of the interfaces 
to which you want to enable or 
disable the transmission of an 
IC MP redirect to the sender of 
a frame. 

(Not applicable if you have 
more than one interface) 

Whether you want to 
implement ICMP redirect state 
on an interface. The system 
prompts you for a state for 
each interface. 

Possible Values 

a One or more 
selectable 
interface indexes 

a all 

• ? {for a list of 
selectable 
interface indexes) 

a enabled 

a disabled 

[Default} 

Current 
value 

disabled, or 
current 
value 
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ip interface 
icmpRouterDiscovery 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip interface icmpRouterDiscovery --~~-~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Enables or disables Internet Control Message Protocol (ICMP) router 
discovery, which enables hosts that are attached to multicast or broadcast 
networks to discover the IP addresses of their neighboring routers and 
determine which router to use for a default gateway. 

Valid Minimum Abbreviation 

ip i icmpro 

Important Considerations 

11 IC MP router discovery can be set on a per-interface basis. 

11 When you enable the state for an interface, the system prompts you 
for a preference. (See RFC 1256.) By default, this preference level is o. 
Use the preference to control the use of certain routers as the default 
router. The host uses the router with the highest preference leveL 

11 An appropriately configured end station can locate one or more 
routers on the LAN to which it is attached. The end station then 
automatically installs a default route to each of the routers that are 
running Internet Control Message Protocol (!CMP) router discovery. 
You do not need to manually configure a default route. ICMP redirect 
messages subsequently channel the !P traffic to the correct router. 

11 You can configure only certain end stations to work with the !CMP 
router discovery protocoL See the documentation for your 
workstation to determine whether you can configure it to work with 
this protocol. 

11 You can configure and display three timers for ICMP router discovery 
on the CoreBuilder 3500: 

• Maximum advertisement interval- The maximum time 
interval between advertisements. 

• Minimum advertisement interval- The minimum time interval 
between advertisements. 

• Advertisement holdtime- The length of time that 
advertisernents are held valid. 
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The ranges for minimum advertisement interval depend on the set values 
for maximum advertisement interval and the holdtime range depends on 
the input values for both the maximum and minimum advertisement 
intervals. 

Options 

Prompt 

! P interfaces 

Router 
discovery state 

Preference 

Maximum 
advertisement 
interval 

Minimum 
advertisement 
interval 

Description 

Index number of the interfaces 
for which you want to enable or 
disable IC MP router discovery. 

Possible Values 

• One or more 
selectable 
interface indexes 

(Not applicable if you have more • all 
than one interface) 

• 7 (for a list of 
selectable 
interface 
indexes) 

enabled Whether you >vant to implement • 
ICMP router discovert on an 
interface. The system prompts 

• disabled 

you for a state for each interface. 

If you select enabled, the host 
interprets an unsigned integer as 
a 32-bit signed 
twos-complement integer that 
represents the preference level to 
assoc1ate with the interface. 
Higher values produce higher 
preference levels. The minimum 
value is resmved so that the 
address is not used as a default 
router address, only for specific 
IP destinations. 

Maximum interval between 
advertisements. 

Minimum interval bet'vveen 
advertisements. 

minimum value 
(hex 80000000) 
-231 to 231 

4 - 1 800 seconds 

3 - 600 seconds 

[Default] 

Current 
value 

disabled, 
or current 
value 

0 

600 

450 

Advertisement Length of time that 600- 9000 seconds 1800 
holdtime advertisements are held valid. 
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ip interface icmpRouterDiscovery --~~-~- •• 1 

IP Interface KMP Router Discovery Example (3500) 

Select menu option Up/interface) : ic:mprouterdiscovery 

Select IP interfaces (lialli?) [l]: 1 

Interface 
Interface 
Interface 
Interface 
Interface 

·· Ente.r- ruuter discovery state (disabled, enabled) [disabled] : enabled 
- Enter router discovery preference [0] 
- Enter maximum advertisement interval {4-1800} [600]: 
- Enter minimum advertisement interval (3-600) [450] 
... Enter· advertisement holdtime (600 .. 9000) [1800] : 
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ip interface statistics 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays IP interface statistics on a per-interface basis. 

Valid Minimum Abbreviation 

ip i st 

Important Consideration 

1111 The system prompts you fm an interface index number even if you 
have only one interface defined. 

Options 

Prompt Description Possible Values [Default] 

Interface index Index number of the • One or more 
interface whose configured interface 
statistics you want to indexes 
display 

• all 

• ? (for a l!st of 
selectable interface 
indexes) 

Fields in the IP Interface Statistics Display 

Field 

inAddrErrors 

inCsumErrors 

in Delivers 

in Discards 

in forwards 

inHdrErrors 

in Receives 

Description 

Number of datagrams that the IP station discarded because of an 
error in the source or destination IP address 

Nurnber of datagrarns that were dropped because of a checksurn 
error 

Number of datagrams that the IP station delivered to locaiiP client 
protocols 

Number of packet receive discards 

Total number of packets that were forwarded (that is, routed 
through hard\vare or software or both) 

Number of datagrams that the IP station discarded because the IP 
header contained errors 

Total number of IP datagrams that were received, including those 
with errors 

inSameSegment Number of packets that were received on an interface and that 
need to be foflJVarded out on the same interface 
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Field 

inTtiExceeds 

outDiscards 

outForwards 

ip interface statistics --~~-~ •• 1 

Description 

Number of packets that were received on an interface and that 
need to be forvvarded, but that have an IP header TTL value of less 
than 2 

Number of packet transmit discards 

Total number of packets that a router has forwarded to an 
outbound interface (that is, routed through hardware or software 
or both) 
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ip route display 

/3500 
/9000 
/9400 

/3900 
/9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays the system's routing table to determine which routes to other IP 
networks are configured and whether the routes are operational. 

Valid Minimum Abbreviation 

ip route di 

Important Considerations 

111 For the Core Builder 3500 only, the system prompts you for an !P 
address and subnet mask. As a result, you can display only a subset of 
routes instead of all routes. To see a!! entries in the table, simp!y press 
Enter at these prompts. 

111 The first line in the output (the status line) indicates whether IP routing 
is enabled: 

• For the CoreBuilder 9000 Layer 3 module, it also indicates whether 
Internet Control Message Protocol (ICMP) router discovery is 
enabled on the system. 

• For the CoreBuilder 3500, IP interface options (such as ICMP router 
discovery) appear under "ip interface detail" earlier in this chapter 
and are set on a per-interface basis .. 

Options (3500 only) 

Prompt 

!P address 

Subnet mask 

Description 

IP address (and its 
corresponding 
subnet mask) for 
which to display only 
those routes that 
match the bits set 
in it 

Subnet mask for the 
specified IP address 
for which to display 
only those routes 
that match the bits 
set in it 

Possible Values 

• A valid IP address 

• 0.0.0.0 (displays all 
entries) 

A valid subnet mask of a 
specified !P address 

[Default] 

0.0.0.0 

Current 
value 
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Fields in the IP Route Display 

Field 

Destination 

Subnet mask 

Metric 

Gateway 

Status 

TIL 

Description 

iP address of the destination network, subnetvvork, or host This 
field can also identify a default route, which the system uses to 
forward packets that do not match any otr·1er routing table entry. 
You may want to use the default route in place of routes to 
numerous destinations that all have the same gateway IP 
address. 

Subnet mask that is associated with the IP address of the 
destination network, subnetwork, or host. 

Associated cost of sending a packet to the destination. The 
system includes the metric in its RIP and OSPF updates to allow 
other routers to compare routing information received from 
different sources. 

Address that directs the router how to forvvard packets whose 
destination addresses match the route's IP address and subnet 
mask. The system forvvards such packets to the indicated 
gateway. 

Status of the route, See the following status table. 

Time To Live -Time remaining before the route expires or is 
reset 

Status for Routes 

Field 

Direct 

learned 

learned 
RIP-Zombie 

learned RIP2 

Local 

Static 

Timed out 

Description 

Route is for a directly connected network 

Route \Vas learned using indicated protocol 

Route was learned but is partially timed out. This condition is 
applied to all learned routes reached by an interface gateway 
which i::, in the down state. 

Route was learned using RIP-2 protocol 

Actual interface address 

Route was statically configured 

Route has timed out and is no longer valid 
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/3500 
/9000 
/9400 

/3900 
/9300 

i p route static For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines a static route. 

Valid Minimum Abbreviation 

ip route s 

Important Considerations 

1111 Before you can define static routes, you must define at least one IP 
interface. See "ip interface define (3500/9000 layer 3)" earlier in this 
chapter for more information. 

1111 For the CoreBuilder 3500, you can define up to 256 static routes. 

1111 For the other platforms, you can define up to 64 static routes. 

111 Static routes remain in the table; you must remove them before you 
can remove the corresponding interface. 

1111 Static routes take precedence over dynamically learned routes to the 
same destination 

1111 Static routes are included in periodic Routing Information Protocol 
(RIP) updates that the system sends. 

Options 

Prompt Description 

Destination IP IP address of the 
address destination network, 

subnetwork, or host 
for this route 

Possible Values 

A valid lP address 

Subnet mask Subnet mask for the A valid subnet mask 
specified IP address 

Gateway IP 
address 

IP address of the 
gateway that this 
route uses 

A valid muter address 

[Default] 

Based on 
specified !P 
address 
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ip route remove 

/3500 
/9000 
/9400 

/3900 
/9300 

ip route remove --~~- .. 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Deletes an existing route. 

Valid Minimum Abbreviation 

ip route r 

Important Consideration 

• When you enter the command, the system; deletes the route 
immediately from the routing table. You are not prompted to confirm 
the deletion. 

Options 

Prompt Description Possible Values 

Destination !P !P address of the A. valid IP address 
address route that you want 

to delete 

Subnet mask Subnet mask for the A valid subnet mask 
specified !P address 

[Default] 

Based on 
specified I P 
address 
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/3500 
/9000 
/9400 

/3900 
/9300 

ip route flush For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Deletes all !earned routes from the routing table. 

Valid Minimum Abbreviation 

ip route .fl 

Important Considerations 

1111 The system flushes all learned routes from the routing table 
immediately. You are not prompted to confirm the deletion. 

1111 Flushing the routing table does not cause the Routing Information 
Protocol (RIP) to update the routing table. You must change the metric 
to update the routing table. 
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ip route default 

/3500 
/9000 
/9400 

/3900 
/9300 

ip route default --~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Adds a default route to the routing table immediately. 

Valid Minimum Abbreviation 

ip route de 

Important Considerations 

11 If you define a default route, the system uses it to forvvard packets 
that do not match any other routing table entry.. The system; can learn 
a route through the routing protocol, or you can statically configure a 
default route .. 

11 The system can learn a default route. 

11 If the routing table does not contain a default route, the system 
cannot forward a packet that does not match any other routing table 
entry. When the system drops the packet, it sends an Internet Control 
Message Protocol (ICMP) destina.ti.on unreachable message to the 
host that sent the packet. 

11 On the CoreBuilder 3500 or the CoreBuilder 9000 Layer 3 module, 
you establish a static sink default route, so that the system can 
advertise itself as a default router. The static sink default route is not 
used in any of the system's forwarding decisions because it does not 
have a valid next-hop gateway, but it can be advertised to a!! of the 
system's neighbors (unless you establish IP policies to prevent the 
advertisement). 

Defining a static sink default route causes the route to be advertised 
through any IP protocols that you have configured on the system (for 
example, Open Shortest Path First (OSPF) and RIP). For more 
information about static sink default routes, see the Implementation 
Guide for the CoreBudder 3500 or for the CoreBuilder 9000. 

Options 

Prompt 

Gateway IP 
address 

Description 

IP address of the 
route that you vvant 

Possible Values 

• A valid IP address 

to add as the default • 
0.0.0.0 (static sink 
default route) 

[Default] 
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ip route noDefault 

/3500 
/9000 
/9400 

/3900 
/9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Deletes the default route. 

Valid Minimum Abbreviation 

ip route n 

Important Consideration 

1111 The system deletes the default route from the routing table 
immediately after you enter the command. You are not prompted to 
confirm the deletion. 
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ip route findRoute 

/3500 
/9000 

9400 

3900 
9300 

ip route findRoute --~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Searches for a route in the routing table. 

Valid Minimum Abbreviation 

ip route fi 

Important Considerations 

11 This cornmand enables you to find a route using an !P address or a 
host name, as long as the Domain Name System (DNS) is configured. 

11 When you enter this command with a valid IP address or host name, 
the system displays the routing table entry. 

Options 

Prompt 

IP address (or 
host name) 

Description 

!P address of the 
route that you want 
to find, or a host 
name, if DNS is 
configured 

Possible Values 

11 A valid !P address 

11 A valid host name 

[Default] 

0.0.0.0, or 
current 
value 
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/3500 
/9000 
/9400 

/3900 
/9300 

ip arp display For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays the contents of the Address Resolution Protocol (ARP) cache for 
each interface on the system. 

Valid Minimum Abbreviation 

ip ar d 

Important Considerations 

111 The system uses the ARP cache to find the MAC addresses that 
correspond to the IP addresses of hosts and other routers on the same 
subnetworks .. Each device that participates in routing m;aintains an 
ARP cache, which is a table of known !P addresses and their 
corresponding MAC addresses. 

111 The first line in the output (the status line) indicates whether IP routing 
is enabled: 

11 For the CoreBuilder 9000 Layer 3 module, it also indicates whether 
Internet Control Message Protocol (ICMP) router discovery is 
enabled on the system. 

11 For the Core Builder 3500, !P interface options {such as ICMP router 
discovery) appear under "ip interface detail" earlier in this chapter 
and are set on a per-interface basis. The second status line 
indicates the number of entries in the ARP cache. 

Fields in the IP ARP Display 

Field 

Circuit 

Hardware address 

!IF 

IP address 

Type 

Description 

Circuit identifier 

MAC address that is mapped to the IP address 

Index number of the associated interface 

IP address of the interface 

Type of entry- static or dynamic 
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/3500 
/9000 
/9400 

/3900 
/9300 

ip arp static 

ip arp static .• ~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines a static Address Resolution Protocol (ARP) cache entry on the 
system. 

Valid Minimum Abbreviation 

ip ar s 

Important Considerations 

11 For the CoreBuilder 3500, you can define up to 128 static ARP entries. 

11 For the other platforms, you can define up to 64 entries. 

Options 

Prompt Description Possible Values [Default] 

Interface index Index number of the 
interface for which 
you want to define a 
static ARP entry 

• A selectable interface -
index 

IP address !P address to use in 
the entry 

• ? (for a list of 
selectable interface 
indexes) 

A valid IP address 

MAC address Hardware address to A valid MAC address in 
use in the entry the form at 

XX-XX-XX-XX-XX-)(X 

IPARP Static Example 

Select interface index {l-2j?} 2 
Enter IP address: 15B.l01.12.12 

Ent.er MAC address: 00-00-00-00-00-01 
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/3500 
/9000 
/9400 

/3900 
/9300 

ip arp remove For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Deletes an entry from the Address Resolution Protocol (ARP} cache (for 
example, if the MAC address has changed). 

Valid Minimum Abbreviation 

ip ar rem 

Important Considerations 

111 When you enter the command, the system deletes the entry from the 
cache immediately. You are not prompted to confirm the deletion. 

111 If necessary, the system subsequently uses ARP to find the new MAC 
address that corresponds to that IP address. 

Options 

Prompt Description Possible Values [Default] 

!P address !P address for the A valid !P address 
entry that you want 
to delete 
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ip arp flushAII 

/3500 
/9000 
/9400 

/3900 
/9300 

ip arp flushAII --~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Deletes all entries from the Address Resolution Protocol (ARP) cache, 

Valid Minimum Abbreviation 

ip ar flushA 

Important Considerations 

11 To flush dynamic entries only, see "ip arp flushDynamic" next in this 
chapter. 

11 When you enter the command, the system deletes all entries from the 
cache immediately You are not prompted to confirm the deletion_ 
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ip arp flushDynamic 

/3500 
/9000 
/9400 

/3900 
/9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Deletes all dynamic {learned) entries from the Address Resolution Protocol 
(ARP) cache. 

Valid Minimum Abbreviation 

ip ar flushD 

Important Considerations 

111 To flush all entries, static and dynamic, see the previous "ip arp 
flushAII" option. 

111 When you enter the command, the system deletes all dynamic entries 
from the cache immediately. You are not prompted to confirm the 
deletion. 
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/3500 
/9000 
/9400 

/3900 
/9300 

ip arp age 

ip arp age .~~ ••• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the age time for dynamic Address Resolution Protocol (ARP) cache 
entries. 

Valid Minimum Abbreviation 

ip ar a 

Important Considerations 

11 The age time deterrnines how long, in minutes, that the dynamic 
entries remain in the ARP cache before they are removed. 

11 By default the system flushes the entry from the cache when it 
reaches the age time. 

11 A value of o indicates no age time, and the entry remains in the table 
until you remove it with the ip arp remove option or flush the ARP 
cache with the appropriate flush option. 

Options 

Prompt 

Age time 

Description 

Time that dynamic 
entries remain in the 
ARP cache 

Possible Values 

• 1 - 1440 minutes 

• 0 (to disable aging) 

[Default] 

15 (factory 
default), or 
current value 
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ip arp statistics 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays detailed information about the specified interfaces oral! 
interfaces. 

Valid Minimum Abbreviation 

ip ar status 

Important Considerations 

111 Your system tracks the number of times that a particular Address 
Resolution Protocol (ARP) event occurs. 

111 If a port that has multiple IP interfaces associated with it receives an 
ARP frame that is discarded because of an address mismatch, the 
inReceives and inDiscards statistics are incremented for the first 
interface of all the interfaces that are associated with the port. 

111 The system supports baselining for ARP statistics. 

Options 

Prompt 

I P interface 

Description Possible Values 

Index number of the • One or more 
IP interiace from selectable inte1face 
\Vhich to select ARP indexes 
statistics 

a all 

a 7 (for a list of 
selectable interface 
indexes) 

[Default] 

Fields in the IP ARP Statistics Display 

Field 

in Discards 

in Received 

Description 

Received ARP frames that have been discarded due 
to one of the following reasons: 

• Frame had a source address that did not match 
any directly connected IP interface that was 
associated with the port on which it was 
received 

• Frame contained an invalid header 

• Frame was not an ARP request or an ARP reply 

ARP frames (requests, replies, and discards) that 
were received on an IP interface 
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Field 

inReplies 

inRequests 

outlfdown 

outMemErrors 

outReplies 

outRequests 

ip arp statistics --~~- .. 1 

Description 

ARP reply frames that were received on an IP 
interface 

ARP request frames that were received on an IP 
interface 

Failure of the system to send one of the following 
three frames because the state of the IP interface 
was down: 

• ARP request 

• ARP reply 

• IP frame to be forwarded (pending ARP 
resolution) 

Failure of the system to allocate memory to 
transmit either an ARP request or an ARP reply 

ARP replies that were transrnitted from an IP 
interface 

ARP requests that \Vere transmitted from an IP 
interface 

ANI-ITC-944 945-1825124 



1--~~6··· CHAPfCR 16: llffii!NH PI<OfOCL<. (IP) 

/3500 
/9000 
/9400 

/3900 
/9300 

ip dns display For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays the current domain name and the name servers that are 
associated with it. 

Valid Minimum Abbreviation 

ip d di 

Important Considerations 

111 The Domain Name System (DNS) client provides DNS lookup 
functionality to the CoreBuilder IP ping and traceRoute features. You 
can specify a host name rather than an IP address when you perform 
various operations (for example, when you use ping or t.raceRoute to 
contact an IP station). 

111 With the DNS commands, you specify one or more name servers that 
are associated with a domain name. Each name server maintains a list 
of IP addresses and their associated host names. When you use ping 

or traceRoute with a host name, the DNS client attempts to locate 
the narne on the name servers that you specify. When the DNS client 
locates the name, it resolves it to the associated IP address. 

111 See UNIX Network File System (NFS) documentation for information 
about how to create and maintain lists of domain names and IP 
addresses on the name servers. 

Fields in the IP DNS Display 

Field 

Domain name 

Name server 

Description 

Name of the domain name (up to 79 alphanumeric 
characters) 

Name server that is associated \Arith the domain 
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ip dns domainName 

/3500 
/9000 
/9400 

/3900 
/9300 

ip dns domainName --~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Changes the name of a currently defined domain. 

Valid Minimum Abbreviation 

ip d do 

Important Considerations 

11 You can specify a domain name with up to 79 alphanumeric 
characters. 

11 Use single quotation marks(' ')around any string that has embedded 
spaces. Use double quotation marks(" ")to enter an empty string. 

Options 

Prompt 

Domain name 

Description 

Name of the 
domain. The name 
can be up to 
79 characters long. 

Possible Values 

11 A valid domain name 

11 ? (to get information 
about specifying a 
domain name) 

[Default] 

-(or current 
name) 
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/3500 
/9000 
/9400 

/3900 
/9300 

ip dns define For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines a new name server IP address to associate with the current 
domain name. 

Valid Minimum Abbreviation 

ip d de 

Important Considerations 

111 When the system accepts the new IP address, it displays a rnessage 
like the following: 

Server's IP address xXY..x.x is added to the DNS database 

111 The system assigns an index number to the new IP address. Use this 
index number to modify or remove this IP address. 

Options 

Prompt Description Possible Values 

Name server IP IP address of the A valid IP address 
address name server that you 

\Vant to define 

[Default] 
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/3500 
/9000 
/9400 

/3900 
/9300 

ip dns modify 

ip dns modify --~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies a currently defined name server IP address. 

Valid Minimum Abbreviation 

ip d m 

Important Considerations 

11 When you enter the command, the system; displays the list of name 
server addresses and the index number that is associated with each. 

11 The system assigns an index number to the new IP address. Use this 
index number to modify this IP address. 

Options 

Prompt 

Index 

Description Possible Values 

Index number of the • A selectable server 
name server IP index number 
address that you 
want to modify • ? (for a list of 

selectable server 
indexes) 

Name server IP New IP address of A valid IP address 
address the name server that 

you want to use 

[Default] 
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ip dns remove 

/3500 
/9000 
/9400 

/3900 
/9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Deletes a previously defined name server IP address. 

Valid Minimum Abbreviation 

ip d r 

Important Consideration 

1111 When you enter the command, the system displays the list of name 
server addresses and the index number that is associated with each. 

Options 

Prompt 

Index 

Description Possible Values 

Index number of the • A selectable server 
name server IP 
address that you 
\Vant to remove 

index number 

• '? (for a list of 
selectable server 
indexes) 

[Default] 
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ip dns nslookup 

/3500 
/9000 
/9400 

/3900 
/9300 

ip dns nslookup --~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Maps an !P address to a host name or a host name to an IP address on a 
name serveL 

Valid Minimum Abbreviation 

ip d n 

Important Considerations 

11 Specify a host name or IP address at the prompt 

11 Enter a string of up to 255 characters. 

11 Use single quotation marks('') around any string with embedded 
spaces. Use double quotation marks(" ")to enter an empty string. 

Options 

Prompt 

IP address or 
host name 

Description 

!P address or host 
name that you want 
to map 

Possible Values [Default] 

• A host name of up to -
255 characters 

• A valid IP address 
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ip udpHelper display 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays the BOOTP (bootstrap protocol) hop count and the threshold 
configuration. Also lists the ports with their IP forwarding addresses that 
are defined in your system. 

Valid Minimum Abbreviation 

ip u di 

Important Considerations 

111 With UDP Helper, you can send User Datagram Protocol (UDP) packets 
between routed networks. UDP Helper provides support for UDP 
services such as BOOTP and DHCP (Dynamic Host Configuration 
Protocol), which rely on the BOOTP relay agent. 

111 When you configure the logical BOOTP port, you can boot hosts 
through the router. UDP Helper also provides a relay agent for DHC P 
broadcasts. UDP packets that rely on the BOOTP relay agent are 
modified and then forwarded through the router. 

111 BOOTP (including DHCP) uses UDP port 67. 

111 With UDP Helper, you can configure the amount of time that a UDP 
packet is forwarded between subnetworks. The system discards UD P 
packets based on the hop count and the seconds value only for 
BOOTP and DHCP. 

Fields in the IP udpHelper Display 

Field 

UDP port 

Fonvarding address 

Description 

UDP port nurnber- usually the value 6 7 

Forwarding address that is used for UDP packets 
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ip udpHelper define 

/3500 
/9000 

9400 

3900 
9300 

ip udpHelper define .• ~··.1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines port numbers or IP forwarding addresses for the UDP Helper. 

Valid Minimum Abbreviation 

ip u de 

Important Considerations 

11 You can have up to 63 combinations of port numbers and IP 
forwarding addresses per router. 

11 You can have multiple IP address entries for the same ports. 

Options 

Prompt 

UDP port 
number 

Description Possible Values 

Port number for UDP 1 - 65535 

IP forwarding Forvvarding A valid IP address 
address addresses that are 

used for UDP 
packets 

[Default] 

67 (factory 
default), or 
current 
value 
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ip udpHelper remove 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Removes a port number or IP forwarding address that has been defined 
for UDP Helper. 

Valid Minimum Abbreviation 

ip u r 

Important Consideration 

111 The system immediately removes the port numbers and IP forwarding 
addresses that you specified. You are not prompted to confirm the 
deletion. 

Options 

Prompt 

UDP port 
number 

Description 

UDP port number 
that you want to 
remove 

Possible Values 

1-65535 

!P forwarding Forwarding A valid IP address 
address addresses that you 

want to remove 

[Default] 

67 (factory 
default), or 
current 
value 
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ip udpHelper 
hopCountlimit 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip udpHelper hopCountLimtt .• ~··.1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the maximum hop count to specify how many steps the system uses 
to forward a packet through the router . 

Valid Minimum Abbreviation 

ip u h 

Options 

Prompt 

BOOTP hop 
count limit 

Description Possible Values 

Maximum number 0 - 16 
of hops to allow for 
UDP packet 
forwarding 

[Default] 

4 (factory 
default), or 
current 
value 
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.; 3500 

.; 9000 
9400 

3900 
9300 

ip udpHelper 
threshold 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the rnaxim um nurn her of times that the system forwards a packet to 
the network . 

Valid Minimum Abbreviation 

ip u t 

Important Consideration 

111 By default, there is no threshold (o). 

Options 

Prompt 

BOOTP relay 
threshold 

Description Possible Values 

Maximum number 0- 65535 
of times that the 
system forwards a 
packet to the 
network 

[Default] 

0 (factory 
default), or 
current 
value 
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.; 3500 

.; 9000 
9400 

3900 
9300 

ip udpHelper 
interfac·e first 

ip udpHelper Interface first --~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Configures UDP Helper to support overlapped IP interfaces by using the 
first interface . 

Valid Minimum Abbreviation 

ip u i f 

Important Considerations 

11 Overlapped IP interfaces are multiple logical interfaces that are defined 
for a single physical port You can specify how UDP Helper forwards 
packets from overlapped IP interfaces with one of three interface 
options (first, even, or sequential). 

11 The value first directs the system to use the first overlapped !P 
interface as the source network for forwarded packets. 

11 The system implements your selection immediately. You can view the 
UDP Helper configuration when you configure the forwarding 
address. 
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ip udpHelper 
interface even 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Configures UDP Helper to support overlapped IP interfaces by evenly 
distributing interfaces . 

Valid Minimum Abbreviation 

ip u i e 

Important Considerations 

111 The value even directs the system to hash the client's MAC address to 
determine the source network for forwarded packets. This 
arrangernent evenly distributes the interface among those on the 
network. 

111 The system irnplements your selection immediately. You can view the 
UDP Helper configuration when you configure the forvvarding 
address. 
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ip udpHelper 
interface sequential 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip udpHelper interface sequential --~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Configures UDP Helper to support overlapped !P interfaces by distributing 
the interfaces sequentially . 

Valid Minimum Abbreviation 

ip u i s 

Important Considerations 

11 The value sequential directs the system to assign each overlapped IP 
interface, in turn, as the source network for forwarded packets. 

11 The system implements your selection immediately. You can view the 
UDP Helper configuration when you configure the forwarding 
address. 
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/3500 
/9000 

9400 

3900 
9300 

ip routing For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Controls whether the system forwards or discards IP packets that are 
addressed to other hosts. 

Valid Minimum Abbreviation 

ip routi 

Important Considerations 

111 When you enable !P routing, the system acts as a standard IP router: it 
f01wards !P packets from one subnetwork to another when required. 

111 When you disable !P routing, the system discards any IP packets that 
are not addressed directly to one of its defined IP interfaces. 

111 By default, !P routing is disabled on the system. 

Options 

Prompt Description Possible Values 

!P routing state Whether IP rout1ng is • enabled 
implemented on the • disabled 
system 

[Default] 

disabled 
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/3500 
/9000 
/9400 

/3900 
/9300 

ip rip display 

ip np display --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays information about the Routing Information Protocol (RIP) 
interfaces on the system. RIP is one of the IP Interior Gateway Protocols 
(IGPs). When RIP is enabled, the system dynamically configures its routing 
tables. 

Valid Minimum Abbreviation 

ip :ri d 

Important Considerations 

11 The output for this display differs according to platform. 

11 The first line in the output (the status line) indicates whether IP routing 
is enabled: 

• For the CoreBui!der 9000 Layer 3 module, it also indicates whether 
Internet Control Message Protocol (!CMP) router discovery is 
enabled on the system. 

• For the CoreBuilder 3500, IP interface options (such as ICMP router 
discovery) appear under "ip interface detail" earlier in this chapter 
and are set on a peF-interface basis. The rest of the output contains 
more RIP interface information. 

11 The four available RIP modes are as: follows: 

• Disabled- The system ignores all incoming RIP packets and does 
not generate any RIP packets of its own. 

• Learn -The systern processes all incoming RIP packets, but it 
does not transmit RIP updates. 

• Advertise (3500 and 9000 only)- The system broadcasts RIP 
updates, but it does not process incoming RIP packets. 

• Enabled (3500 and 9000 only)- The systems broadcasts RIP 
updates and processes incoming RIP packets. 

11 An advertising router sends a RIP message every 30 seconds with both 
the IP address and a metric (the distance to the destination from that 
router) for each destination. Each router through which a RIP packet 
must travel to reach a destination equals one hop. 
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Fields in the IP RIP Display 

Field Description 

Advertisement Addresses List of available advertisement addresses. The list is used 
(3500 and 9000 only) for RIP-2 updates only if the RIP-1 compatibility mode is 

enabled. RIP-1 always uses advertisement addresses. 

Compatibility Mode 
(3500 only) 

Cost 
(3500 and 9000 only) 

Index 

Poison Reverse 
(3500 and 9000 only) 

RIP-1 Mode 

RIP-2 Mode 

Route Aggregate 
(3500 only) 

Whether RIP 1 compatibility mode is enabled or 
disabled (by default, disabled). 

RIP cost for the interface (by default, 1). 

Index number of the interface. 

Whether poison reverse mode is enabled or disabled 
(by default, enabled). 

Mode for RIP-1 . If you disable R!P-1, the output lists the 
state as off. other modes are learn (default), 
advertise, and enabled. 

Mode for RIP-2. If you disable RIP-2, the output lists the 
state as off. Other modes are learn (default), 
advertise, and enabled. 

Whether Route Aggregation mode is enabled or 
disabled 
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/3500 
/9000 
/9400 

/3900 
/9300 

ip rip mode 

ip rip mode .• ~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

On a per-interface basis, sets one of four RIP Version 1 (RIP-1) modes on 
the system. For all platforms except the CoreBui!der 9000, also allows you 
to set RIP Version 2 (RIP-2) modes. 

Valid Minimum Abbreviation 

ip ri m 

Important Considerations 

11 Platforms except the CoreBuilder 9000 support RIP Version 1 as well 
as RIP Version 2. For each interface, you select a RIP Version 1 rnode 
and a RIP Version 2 mode. The default RIP Version 1 mode for a!! 
platforms is learn. The default RIP Version 2 mode is learn. 

11 The four available RIP modes are as follows: 

• Disabled- The interface ignores all incoming RIP packets and 
does not generate any RIP packets of its own. 

• Learn- The interface processes all incoming RIP packets, but it 
does not transmit RIP updates .. This is the default RIP mode. 

• Advertise (3500 and 9000 only)- The interface broadcasts RIP 
updates, but it does not process incoming RIP packets. 

• Enabled (3500 and 9000 only)- The interface broadcasts RIP 
updates and processes incoming RIP packets. 

Options 

Prompt 

IP interfaces 

Description Possible Values 

Index number of the interfaces • One or more 
for which you want to set the RIP selectable 
mode interface 

indexes 

• all 

• 7 (for a !1st of 
selectable 
interface 
indexes) 

[Default1 

Previous 
entry, if 
applicable 
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Prompt Description Possible Values 

RIP mode, 
Version 1 

Selected RIP Version 1 mode that 11 disabled 

RIP mode, 
Version 2 
(not 9000) 

determines how the interface 
handles RIP 1 packets and 
updates 

Selected RIP mode that 
determines how the interface 
handles RIP 2 packets and 
updates 

IP RIP Mode Example 

Select IP interfaces (1,2jallj?l: 1 

11 learn 

11 advertise 
(3500/9000) 

11 enabled 
(3500/9000) 

11 disabled 

11 learn 

11 advertise 
(3500 only) 

11 enabled 
(3500 only) 

Interface 1 - Enter RIP Version 1 mode 

[Default] 

!earn 
(factorf 
default), or 
current 
value 

!earn 
(factory 
default), or 
current 
value 

(disabled, learn, advertise, enabled) [learn] : disabled 

Interface 1 - Enter RIP Version 2 mode 
(disabled, learn, advertise, enabled) [learn] : enabled 
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ip rip 
compatibilityMode 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip rip compaffbllityMode --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

On a per-interface basis, sets the RIP Version 1 compatibility mode . 

Valid Minimum Abbreviation 

ip ri com 

Important Considerations 

• The RIP-1 compatibility rnode determines how the software sends 
periodic RIP-2 updates. (For R!P-1, the software never uses the 
multicast address; it uses the advertisement list.) 

• When the system is configured to advertise RIP-2 packets and 
compatibility mode is disabled, the software uses the multicast 
address of 224.0.0.9 when sending periodic updates. This latest 
industry recommendation reduces the load on hosts that are not 
configured to listen to RIP-2 messages. 

• When the system is configured to advertise RIP-2 packets and 
compatibility mode is enabled, the software uses the 
advertisement list for RIP-2 updates. 

Options 

Prompt 

IP interfaces 

RIP-1 
compatibility 
mode 

Description Possible Values 

Index number of the interfaces • One or more 
tor which you want to set the RIP selectable 
compatibility mode interface 

Selected RIP Version 1 
compatibility mode that 
determines how the system 
handles RIP-2 updates 

indexes 

• all 

• 7 (for a list of 
selectable 
interface 
indexes) 

• disabled 

• enabled 

[Default) 

Prev1ous 
entry, it 
applicable 

disabled 
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/3500 
/9000 

9400 

3900 
9300 

ip rip cost For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

On a per-interface basis, sets the RIP cost. 

Valid Minimum Abbreviation 

ip ri cos 

Important Considerations 

1111 The default cost value is 1, which is appropriate for most networks. 

1111 The system1 uses the cost number, between 1 and 1s, to calculate 
route metrics. Unless your network has special requirements, assign a 
cost of 1 to all interfaces. 

Options 

Prompt 

I P interfaces 

RIP cost 

Description 

Index number of the interfaces 
for which you want to set the RIP 
cost 

Possible Values 

• One or more 
selectable 
interface 
indexes 

• all 

• 7 (for a list of 
selectable 
interface 
indexes) 

Selected RIP cost for the interface 1 - 15 

[Default] 

Previous 
entry, if 
applicable 

1 (factory 
default), or 
current 
value 
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ip rip poisonR:everse 

/3500 
/9000 

9400 

3900 
9300 

ip rip poisonReverse --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Enables or disables RIP Poison Reverse mode on the system. 

Valid Minimum Abbreviation 

ip ri poi 

Important Considerations 

• Your system always implements Split Horizon, a scheme that aim1s to 
avoid the problems that are associated with reverse-route updates 
(that is, the updates that are sent to a neighboring router that include 
the routes that are learned from that router). The scheme omits the 
routes that are learned from one neighbor in the updates that are sent 
to that neighbor (the reverse routes). Poison reverse works with Split 
Horizon as follows: 

• When you enable Poison Reverse for use with the Split Horizon 
scheme (the default), the system advertises reverse routes in 
updates, but sets the metrics to 16 (infinity). Setting the metric to 
infinity breaks the loop immediately when two routers have routes 
that point to each other. 

• When you disable Poison Reverse for the Split Horizon scheme, 
reverse routes are simply not advertised. 

Options 

Prompt 

IP interfaces 

Description Possible Values [Default] 

Index number of the interfaces • One or more Previous 
for which you want to set the selectable entry, if 
poison reverse mode interface indexes applicable 

11 all 

11 7 (for a list of 
selectable 
inte1iace 
Indexes) 

Poison Reverse Whether you want to • disabled Current 
value mode irnplernent poison reverse for 

the selected interface 111 enabled 
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ip rip 
routeAggregation 

Mode 

./ 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the route aggregation mode. 

Valid Minimum Abbreviation 

ip ri ro 

Important Considerations 

1111 Route aggregation mode determ;ines which route table entries are 
sent during a RIP Version 2 update. 

• If route aggregation mode is enabled, RIP-2 can function like RIP-1 
and "collapse" route table entries for all subnets of a directly 
connected network. For e.xample, if route aggregation is enabled, 

and the system is advertising subnets 1 50.1 00..3 1 .0 and 
150.1 00.32.0, only the entry for network 150.100.0.0 is sent in 
the update. With RIP Version 2, you must enable route aggregation 
mode if you want the interface to collapse the route table entries 
and function like R!P-1. 

• If route aggregation mode is disabled (the default), a R!P-2 
update sends all routing table entries. 

Options 

Prompt 

I P interfaces 

Route 
aggregation 
mode 

Description Possible Values [Default] 

Index number of the interfaces • One or more Previous 
for which you want to set the selectable entry, if 
route aggregation mode interface indexes applicable 

Whether you ·want to 
implement route aggregation 
on the selected interface 

• all 

• ? (for a list of 
selectable 
interface indexes) 

• disabled 

• enabled 

Current 
value 
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ip rip password 

/3500 
/9000 

9400 

3900 
9300 

ip rip password --~~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the IP RIP-2 password so that you can choose the IP interfaces that 
can put R!P-2 updates into their routing tables. 

Valid Minimum Abbreviation 

ip ri pa 

Important Considerations 

11 If the sending interface has an IP RIP-2 password, the receiving 
interface must have the same IP RIP-2 password. If the receiving 
interface has a different password or a null password, its routing table 
is not updated. 

11 If you are using RIP-1, do not use the password option. 

11 You cannot use the ASCII string none as the password. This string is 
reserved to indicate the default password, which is a null value. 

Options 

Prompt Description Possible Values 

IP interfaces Index number of the I P interfaces • One or more 
that you want to allow to receive selectable 
route updates interface indexes 

Pass:word Combination of characters that 
you set as the RIP-2 password 

IP RIP Password Example 

Select menu option (ip/ripl: passwo.rd 
Select IP interfaces (1,2lalll?l: 1 

• all 

• ? (for a list of 
selectable 
interface 
indexes) 

• up to 16 
alphanumeric 
characters 

• null password 

Interface 1 ~ Enter password {?} [none]: wings 

[Default] 

null 
password 
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ip rip 
addAdvertisement 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Adds an advertisement address to an IP RIP interface . 

Valid Minimum Abbreviation 

ip ri a 

Important Considerations 

1111 The system uses the specified advertisement address to advertise 
routes to other stations on the same network. It uses this address for 
sending updates. (RIP-2 updates depend on the setting of RIP 
compatibility mode.) 

1111 Advertisement addresses are handled differently based on RIP-1 and 
RIP-2. 

11 For the CoreBuilder 3500, each interface that you define initially 
uses the default broadcast address (255.255.255.255) as the 
advertisement address. With RIP-1 updates, the address that you 
specify becomes the new RIP-1 advertisement address if you 
change the broadcast address. If you subsequently use RIP-2 
(configure the interface to send RIP-2 advertisements) and have the 
RIP-1 compatibility mode disabled, the multicast address is used for 
updates. 

11 For the CoreBuilder 9000, each interface that you define initially 
uses the directed broadcast address as the RIP advertisement 
address (all 1s in the host field). 

1111 You can specify up to 64 advertisement addresses in separate 
iterations. 

1111 On the CoreBuilder 3500: 

11 After you add an advertisement address, you cannot subsequently 
change the broadcast address. 

• If you are using RIP-2 for the interface, you rnust enable RIP 
compatibility mode if you want the system to use the 
advertisement list instead of the multicast address for RIP updates. 
See "ip rip compatibilityMode" earlier in this chapter for rnore 
information. 

1111 To add an advertisement address on other platforms, you must remove 
the directed broadcast address if you only want the address that you 
added to be used for RIP advertisements. 
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Options 

Prompt 

IP interfaces 

Description 

Index number of the interfaces 
for which you want to add the 
advertisement address 

ip rip addAdvertisement --~~~- •• 1 

Possible Values 

• One or more 
selectable 
interface 
indexes 

• 7 (for a !1st of 
selectable 
interface 
indexes) 

[Default} 

Previous 
entry, if 
applicable 

Adve11isement Selected IP address to add to the A valid !P address 
address list of advertisement addresses 
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ip rip remove 
Advertisement 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Removes an advertisement address from the list of RIP advertisement 
addresses for an interface . 

Valid Minimum Abbreviation 

ip ri re 

Options 

Prompt 

I P interfaces 

Description 

Index number of the interfaces 
for which you want to remove 
the advertisement address 

Advertisement Advertisernent address that you 
address want to remove 

Possible Values 

• One or more 
selectable 
interface 
indexes 

• ? (for a list of 
selectable 
interface 
indexes) 

An address frorr 
the advertisement 
list 

[Default] 

Previous 
entry, if 
applicable 
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ip rip policy summary 

/3500 
/9000 

9400 

3900 
9300 

ip rip policy summaty --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays summary information about RIP routing policies. 

Valid Minimum Abbreviation 

ip ri pol s 

Important Considerations 

11 Your system has one unifi.ed !P routing table. Route policies enable you 
to control the flow of routing information between the network, the 
protocols, and the unified routing table on your system. 

11 Route policies are classified as follows: 

• Import policies import routing information from what RIP !earns 
from a router/neighbor to the unified routing table. (You can also 
import routing information from Open Shortest Path First {OSPF).) 

• Export policies send information from the routing table to RIP and 
RIP routers, which controls what is going out on the wire to the RIP 
dorr:;ain. (You can also export from the routing table to OSPF.) 

11 The system tracks policies that you define in both RIP and OSPF, so the 
indexes that are assigned to your policies may have gaps (for example, 
if you have RIP policies 1 and 2 and OSPF policies 3-6, the next policy 
that is available for RIP or OSPF is 7). 

fields in the IP RIP Policy Summary Display 

Field 

Action 

Index 

Protocol 

Route 

Source 

Type 

Weight 

Description 

Action for the route- accept or reject 

index number of the policy 

Protocol (for example, RIP) 

Route affects the policy 

Source router (all is from all routers) 

Whether the policy is an import or export policy 

Administrative weight- 1 through 16 
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ip rip policy detail 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays detailed information about RIP routing policies. 

Valid Minimum Abbreviation 

ip ri pol det 

Important Considerations 

1111 This display contains the summary information and two additional 
fields: Interface and Metric. 

1111 Route policies are classified as follows: 

11 Import policies import routing information from what RIP learns 
from a router/neighbor to the unified routing table. (You can also 
import routing information from Open Shortest Path First (OSPF).) 

11 Export policies send information from the routing table to RIP and 
RIP routers, which controls what is going out on the wire to the RIP 
domain. (You can also export from the routing table to OSPF.) 

Fields in the IP RIP Policy Detail Display 

Field 

Action 

Index 

Interface 

Metric 

Protocol 

Route 

Source 

Type 

Weight 

Description 

Adion for the route- accept or reject 

Index number of the policy 

Interface that is associated with the policy (all applies to 
all interfaces) 

Assigned metric, a value o through 16 for RIP-1 or RIP-2 
(metrics can use options +, -, 1, *, and %) 

Protocol (for example, RIP) 

Route that the policy affects 

Source router (all is from all routers) 

Wr'1ether the policy is an import or export policy 

Administrative weight- 1 through 16 
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ip rip policy define 

/3500 
/9000 

9400 

3900 
9300 

ip rip policy deffne --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines an import or export route policy for RIP 

Valid Minimum Abbreviation 

ip ri pol def 

Important Considerations 

11 Route policies are classified as follows: 

• Import policies import routing information from what RIP !earns 
from a router/neighbor to the unified routing table. (You can also 
import routing information from Open Shortest Path First (OSPF).) 

• Export policies send information from the routing table to RIP and 
RIP routers, which controls what is going out on the wire to the RIP 
domain. (You can also export from the routing table to OSPF.) 

11 The system assigns an index number to each policy and takes into 
account all route policies set on the system, RIP and OSPF (You can 
define up to 128 routing policies total, shared between OSPF and RIP 
policies). 

11 Certain conditions are associated with import and export policies:. See 
the import and export policy tables that follow the Options table for 
lists of the conditions. 

11 You can set up an IP RIP or OSPF import or export policy to accept or 
advertise the default route, as lonq as the default route exists in the 
routing table. When you define a policy, you are always prompted for 
the route subnet mask after the route address, regardless of whether 
you specify the wildcard route address of 0.0.0.0. For more 
information about the default route and routing policies, see the 
CoreBuilder 3500 Implementation Guide or the CoreBw1der 9000 
Implementation Guide. 
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Options 

Prompt 

Policy type 

Origin 
protocols 

Description 

Type of policy 

Which protocol advertises the 
route (for export policies only) 

Source address Router's IP address 

Route address Associated route IP address 

Route subnet 
mask 

I P interfaces 

Subnet mask for the route (for 
example, 255.255.0.0) 

Index number of the interface 
indexes for which you want to 
define a routing policy 

Possible Values [Default] 

• import import 

• export 

• directory static 

• static 

• rip 

• ospf 

• all 

• A valid IP address 0.0.0.0 

• 0.0.0.0 

• all 

• A valid IP address 0.0.0.0 

• 0.0.0.0 

• all 

A valid mask 

• One or more 
selectable 
interface indexes 

• all 

• ? (for a list of 
selectable 
interface indexes) 

Based on 
route 

all, or 
previous 
entry, if 
applicable 

Policy action Whether to accept or reject the • accept accept 

Metric 
adjustment 

route 

For accept conditions only, 
increase or decrease in the 
converted route metric by the 
specified value. Options: 

+(add) 

- (subtract) 

* (multiple metric by value) 

I (use new metric as divisor) 

% (modulus, remainder of 
division operation as integer) 

• reject 

0 - 16, with or 
without options 

0, which 
does not 
change 
the metric 
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Prompt 

Adrni nistrative 
weight 

Description 

Metric value tor this policy 
(higher values have higher 
priority) 

ip rip policy deffne --~~~- •• 1 

Possible Values [Default) 

1 - 16 

RIP Import Policy Conditions for Specified Interfaces 

Source 
Router 

Specified 
router 

Specified 
router 

all (all 
routers) 

all 

Specified 
router 

Specified 
router 

all 

all 

Route 
(address/mask} Action 

Specified 
route/mask 

all (0.0.0.0) 

Specified 
route/mask 

all 

Specified 
route/rnask 

all 

Specified 
route/mask 

all 

accept 

accept 

accept 

accept 

reject 

reject 

reject 

reject 

Description 

.Accept specified route from specified 
source router on specified interfaces 
with or without metric adjustments 
(+, -, *, /, %). 

Accept all routes from specified router 
on specified interfaces w1th or without 
metric adjustments(+,-,*, I,%). 

Accept specified route on specified 
intertaces with or without metric 
adjustments(+,-,*,!, %). 

Accept all routes on specified 
interfaces with or without metric 
adjustments(+, -, *,I, 't!J). 

Reject specified route from specified 
router on specified interfaces. (Metrics 
are not applicable.) 

Reject all routes from specified muter 
on specified interfaces. 

Reject specified route from all routers 
on specified interfaces. 

Reject all routes on specified 
interfaces. 
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RIP Export Policy Conditions for Specified Interfaces 

Protocol 

RIP, OSPF, 
static 

RIP, OSPF, 
static 

RIP, OSPF, 
static 

RIP, OSPF, 
static 

Source 
Router 

Specified 
router or 
all routers 

Specified 
router or 
all routers 

Specified 
router or 
all routers 

Specified 
routers or 
all routers 

Route 

Specified 
route/mask 

all (0.0.0.0) 

Specified 
route/mask 

all 

Example of Import Policy 

Action 

accept 

accept 

reject 

reject 

Description 

Advertise RIP/OSPF/static 
specified route from 
specified ::,ource router on 
specified interfaces with or 
without rnetrk 
adjustments(+,-,*, I,%). 

Advertise all 
R!P/OSPF/static routes from 
specified router on 
specified interfaces with or 
without metric 
adjustments(+,-,*, I,%). 

Do not advertise the 
R!P/OSPF/static specified 
route on specified 
interfaces. 

Do not advertise all 
R!P/OSPF/static routes on 
specified interfaces. 

Select menu opt.ion (ip/rip/policy) : define 
Enter policy type {import,export} [import]: import 
Enter source address [0.0.0.0]: 
Enter route address [0.0.0.0]: 159.101.135.40 
Enter route subnet mask [255.255.0.0]: 
Select IP interfaces (1,2lalll?l [1]: 1 
Enter policy action (accept,reject) [accept]: 
Enter metric adjustment ([+,-,*,/,%]0-16) [0]: 
Enter administJcative vmight (1-16) [1] : 

Example of Export Policy 

Select menu option (ip/rip/policy) : define 
Enter policy type {import,export} [import]: export 
Enter origin protocols (dir,sta,rip,ospflalli?J : rip 
Enter source address [0.0.0.0]: 
Enter route address [0.0.0.0]: 
Select IP interfaces (1,2lalll?l [1]: all 
Enter policy action (accept,reject) [accept]: 
Enter metric adjustment([+,-,*,/,%] 0-16) [0]: 
Enter administrative weight (1-16) [1] : 
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ip rip policy modify 

/3500 
/9000 

9400 

3900 
9300 

ip rip polk:y modify .• ~~~ •• I 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies an existing route policy for RIP. 

Valid Minimum Abbreviation 

ip ri pol m 

Important Considerations 

11 Route policies are classified as follows: 

• Import policies import routing information from what RIP learns 
from a router/neighbor to the unified routing table. (You can also 
import routing information from Open Shortest Path First (OSPF).) 

• Export policies send information from the routing table to RIP and 
R!P routers, which controls what is going out on the wire to the R!P 
domain. (You can also export from the routing table to OSPF.) 

11 The system assigns an index number to each policy that you define. 
This index takes into account all route policies set on the system, RIP 
and OSPF, so the assigned index can be higher than you may expect. 

Options 

Prompt Description Possible Values [Default] 

Policy type 

Origin 
protocols 
(export) 

Type of policy 

Whether or not the route is a 
static route (for export policies 
only) 

• import 

• export 

• RIP 

• OSPF 

• all 

Source address !P address of the source router • A valid IP 
address 

• 0.0.0.0 

• all 

Route address Route that is associated with the • A valid IP 
source network address 

• 0.0.0.0 

• all 

Route subnet Subnet mask that is associated A valid mask 
mask with the route 

import 

0.0.0.0 

0.0.0.0 

Based on 
source 
network (for 
example, 
255.255.0.0) 
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Prompt 

! P interfaces 

Policy action 

Metric 
adjustment 

Administrative 
weight 

Description Possible Values [Default] 

Index number of the interface for 11 

\Vhich you V1/ant to define a 
One or more 
selectable 
interface 
indexes 

routing policy. 

11 all 

11 7 (for a list of 
selectable 
interface 
indexes) 

Whether the route is accepted or 11 accept 
rejected 

11 reject 

Used with accept, increase or 0 - 1 6 
decrease in the converted route 
metric by the specified value 

Options include: 

+(add) 

~ (subtract) 

* (multiple metric by value) 

I (use new metric as divisor) 

% (modulus, take remainder of 
division operation expressed as 
an integer) 

Metric value for this policy 
(higher values have higher 
priority over lower·numbered 
values associated \Vith the route) 

1- 16 

Previous 
entry, if 
applicable 

accept 

0, which 
does not 
change the 
metric 
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ip rip policy remove 

/3500 
/9000 

9400 

3900 
9300 

ip rip policy rumove .• ~:.~ ••• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Deletes a previously defined route policy. 

Valid Minimum Abbreviation 

ip rip pol r 

Important Considerations 

11 The system assigns an index number to each policy that you define. 
This index takes into account all route policies that are set on the 
system, RIP and OSPF, so the assigned index can be higher than you 
may expect. 

11 When you remove a policy, the associated index is available for 
future use. 

Options 

Prompt 

Policy index 

Description 

Index number that is associated 
with the policy that you want to 
delete 

Possible Values [Default) 

• One or more 
selectable 
policy indexes 

• all 

• 7 (for a list of 
selectable 
policy indexes) 
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ip rip statistics 

/3500 
/9000 
/9400 

/3900 
/9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays genera! Rl P statistics. 

Valid Minimum Abbreviation 

ip rip s 

Fields in the IP RIP Statistics Display 

Field 

queries 

routeChanges 

Description 

Number of quer1es 

Number of route changes 
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/3500 
/9000 
/9400 

/3900 
/9300 

ip ping 

ip ping .~:.~ ••• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Tries to reach or "ping" a specified destination using the default ping 
options. 

Valid Minimum Abbreviation 

ip p 

Important Considerations 

11 This too! is useful for network testing, performance measurement, 
and management !t uses the ICMP echo facility to send Internet 
Control Message Protocol (ICMP) echo request packets to the IP 
destination that you specify. 

11 If you need to change the default ping options, use the ip 

advancedPing option. (The command description for ip 

advancedPing lists the default ping options.) 

11 You can either supply the host name or IP address as part of the 
command string, or you can supply the information at the prompt. 

11 When you specify a host name, the host narr:;e and its associated IP 
address must be configured on a network name server. Also, you must 
add the IP address on the name server to the list of name server 
addresses that are associated with the network domain name. See "ip 
dns domainName" earlier in this chapter for more information. 

11 When the system sends an echo request packet to an !P station using 
ping, the system waits for an ICMP echo reply packet. Possible 
responses: 

11 !f the host is reachable, the system displays information about the 
ICMP reply packets and the response time to the ping. 

11 If the host does not respond, the system displays the ICMP packet 
information and this message: Host is Not Responding. You may 
not have configured your gateway !P address. 

• !f the packets cannot reach the host, the system displays the ICMP 
packet information and this message: Host i.s unreachable. A 
host is unreachable when there is no route to that host 

11 To interrupt the corr:;mand, press Enter. 
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Options 

Prompt 

Host name or 
!P address 

Description 

Host name or !P address of the 
destination that you want to 
ping 

IP Ping Example 

s,r:lect menu option (ip): ping 

Possible Values 

11 A valid host 
name 

11 iP address 

[Default] 

0.0.0.0, or 
current 
value 

Enter host name/IP address [CLO.CLO}: 1.5S.10LllL50 
Press ''Enter" ke:t t;o interrupt, 

PING 15B.l01.111.5D: 64 byte packets 
64 bytes 
64 bytes 
64 bytes 

from 
from 
from 

158.10.1.111. 50: icmp_seq=O. 
15 8 . 101. 111 . 50 : i cm:p s ecp, 1 . 
158.101.111.50: icmp=::seq"' 2. 

---- 158.101.111.50 PING Statistics ----

time=16. rns 
time""19. ms 
time'"'24. ms 

3 packets t:cansmit.ted, 3 packet.s received, 0% packet loss 
round .. trip (ms) rnin/avg/rnax ''" 16/20/24 

ANI-ITC-944 945-1825163 



ip advancedPing 

/3500 
/9000 
/9400 

/3900 
/9300 

ip advancedPing .• ~:.~ ••• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Tries to contact a host with one or more of the advanced ping options. 

Valid Minimum Abbreviation 

ip advancedP 

Important Considerations 

11 When you specify a host name, the host narrH? and its associated !P 
address must be configured on a network name server. Also, you must 
add the !P address on the name server to the list of name server 
addresses that are associated with the network domain name. See "ip 
dns domainName" earlier in this chapter for more information. 

11 The burst option, when enabled, overrides the value set in the quiet 

or wait option. 

11 The burst option floods the network with Internet Control Message 
Protocol (ICMP) echo packets and can cause network congestion. Do 
not use the burst option during periods of heavy network traffic. Use 
this option only as a diagnostic tool in a network that has many 
routers to determine if one of the routers is not forvvarding packets. 
For example, you can set a high count value (1 000 packets), and then 
observe the run lights on the units: the run lights blink rapidly on 
routers that are forwarding packets successfully, but remain unlighted, 
or blink slowly, on routers that are not forwarding packets successfully. 

11 To interrupt the command, press Enter. 

Options 

Prompt Description 

Host name or Host name or IP address of the 
IP address destination that you want to ping. 

Possible 
Values [Default] 

• A valid host 0.0.0.0 
narne 

• IP address 

Number of 
ICMP Request 
packets 

Number of ICMP echo request 1 ~ 9999 3 
packets that are sent to ping a r'~ost packets 
If the destination host does not 
respond after it is pinged by the 
number of packets that you specify, 
the system displays a Host is 
Unreachable or Host i.s not 
Responding rnessage. 
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Prompt 

Packet size 

Burst Transmit 
Ping mode 

Quiet mode 

Time between 
sending each 
packet (wait) 

!CMP 
sourceAddress 

Description 

Number of bytes in each !CMP echo 
request packet. The packet size 
includes both the !P and the ICMP 
headers. 

How rapidly to send out ICMP echo 
request packets. When enabled, 
sends out the ICMP echo request 
packets as rapidly as possible. The 
system displays a per1od (.) upon 
receiving an !CMP echo replay 
packet. Use this display to deten11ine 
how many packets are being 
dropped during the burst This is 
unique to the burst option. 

How much packet information to 
display after a ping. When 
enabled, the system displays 
information about the number of 
packets that the system sent and 
received, any loss of packets, and the 
average time that it took a packet to 
travel to and from the host When 
disabled, the system displays 
more detailed status information 
about each !CMP echo request 
packet 

Possible 
Values 

28-4096 
bytes 

• disabled 

• enabled 

• disabled 

• enabled 

[Default) 

64 

disabled 

disabled 

Number of seconds that the system 1 - 20 seconds 1 
\Vaits before it sends out successive 
IC MP echo request packets. Set this 
option to a high value if network 
traffic is heavy and you choose not 
to add to the network traffic with 
pings in fast succession. 

Whether to force the source address • n (no) y 
of the IC M P packets to be something • Y (yes) 
other than the IP address of the 
interface from which the packet 
originated. You can use this option if 
you have more than one !P interface 
defined. 

Interface index Index number of the IOAP source !P A selectable 0 (the 
router 
picks the 
best 
interface) 

address that you want to use. 

The system lists currently defined 
interfaces and their indexes. 

inte1iace index 
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IP Advanced Ping Example 

Select menu option (ip): adv-an.cedPing 
Enter host. IP address [0. G. 0. 0] : 1.58 .1.01.1.12. 56 
Enter number of ICNP request packets (1-9999} [3] 
Enter packet size (bytes) (2.8-4096) [64]: 

ip advancedPing .• ~:.~ ••• 1 

Ente.r- Bu.cst Transmit Ping mode (disabled, enabled) [dis;,:illled] 
Ente.r- Quiet mode (dis.abled,enabled) [disabled]: 
Enter time (sec) viaits between. sending each packet (1-20) [1]: 2 
Configure ICt"lP sourceliddress? (n, y} [y] : 

Index Interface address 
0 Best interface {default) 
1 158.101.117.151 
2 158.101.10.1 

Select interface :Lndex {0-21?} [0]: 1 
Press "EnterR key to interrupt. 

PING 158.101.112.56 from 158.101.117.151: 64 byte packets 
6•1 bytes frcm 158.101 .112. 56: icmp seq"'O. time,26. ms 
6<'ii bytes from 158.101 .112. 56: icmp-serJ:"'l. time,l8. ms 
64 bytes from 158.101.112.56: icmp=sf-'\q""2. time""18. ms 

.......... 158.101.112.56 PING Statistics ......... 
3 packets transmitted, 3 packets received, 0% packet less 
1~mmd-trip (ms) min/avg/max = 18/21/26 
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/3500 
/9000 
/9400 

/3900 
/9300 

ip traceRoute For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Traces a route to a destination using the default traceRoute options. 

Valid Minimum Abbreviation 

ip t. 

Important Considerations 

1111 TraceRoute information includes aH of the nodes in the network 
through which a pad~et passes to get from its origin to its destination. 
It uses the IP time-to-live (TTl) field in UDP probe packets to elicit an 
Internet Control Message Protocol (ICMP) Time Exceeded rr:;essage 
from each gateway to a host. 

1111 To change the default traceRoute options, use ip 

advancedTra.ceRoute. (The command description for "ip 
advancedTraceRoute" lists the default traceRoute options.) 

1111 You can either supply the host name or IP address as part of the 
command string, or you can supply the information at the prompt. 

1111 When you specify a host name, the host name and its assodated IP 
address must be configured on a network name server. Also, you must 
add the IP address on the name server to the list of name server 
addresses that are associated with the network domain name. See "ip 
dns domain Name" earlier in this chapter for more information. 

111 To track the route of an IP packet, traceRoute launches User Datagram 
Protocol (UDP) probe packets with a small TIL value and then listens 
for an ICMP Time Exceeded reply from a gateway. Probes start with a 
small TTL of 1 and increase the value by 1 until one of the following 
events occurs: 

11 The system receives a Port unreachable message, which indicates 
that the packet reached the host. 

11 The probe exceeds the maximum number of hops (default 30). 
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ip traceRoute .. ~:.~ .. 1 

11 At each TTL setting, the system launches three UDP probe packets, 
and the traceRoute display shows a line with the TTL value, the 
address of the gateway, and the round-trip time of each probe. If a 
probe answers from different gateways, the traceRoute feature prints 
the address of each responding system. If no response occurs in the 
3-second timeout interval, traceRoute displays an asterisk(*) for that 
probe. 

Other characters that can be displayed include the following: 

• 
• 

lN- Network is unreachable 

! H - Host is unreachable 

II ! P- Protocol is unreachable 

• 1 P - Fragmentation is needed 

• 1 <n>- Unknown packet type 

11 To interrupt the command, press Enter. 

Options 

Prompt 

Host name or 
IP address 

Description 

Host name or IP address of the 
destination to which you want to 
trace a route 

IP Trace Route Exam pie 
Select menu option ( ) : traceRoute 

Possible Values 

• A valid host 
name 

• IP address 

[Default} 

0.0.0.0 

Enter host name/IP add:r·ess [0, 0. 0, 0]: 158 .l0l..l0l.40 
Press "Enter,., key Lo in-terrupt. 

Traceroute t.o 158.1DL1.0L40: 30 hops max, 28 bytes packet. 

1 158. 10L 17.254 9 ms 22 rns 5 ms 
2 158. 10L 12. 25•1 8 Ins 22 ms 8 ms 
3 158 101. 6.22 7 ms 22 nls 7 ms 
4 158 101. 01.40 .. , 

j ms 23 nvlS 6 ms 
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ip 
advancedTraceRoute 

.; 3500 

.; 9000 

.; 9400 

.; 3900 

.; 9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Traces a route to a host with one or more of the advanced traceRoute 
options . 

Valid Minimum Abbreviation 

ip advancedT 

Important Considerations 

111 When you specify a host name, the host name and its assodated IP 
address must be configured on a netvvork name server. Also, you must 
add the IP address on the name server to the list of name server 
addresses that are associated with the network domain name. See "ip 
dns dornainNarne" earlier in this chapter for more information. 

111 To interrupt the command, press Enter. 

Options 

Prompt Description 

Host name or Host name or IP address of the 
I P address destination that you want to ping. 

Possible 
Values [Default] 

• A valid host 0.0.0.0 
name 

• IP address 

Maximum ttl Maximum number of rmps that tr·1e 1 - 255 hops 30 
system can use in outgoing probe 
packets, 

Destination 
port 

Destination (or base) UDP port 30000- 33434 

Probe count 

number that the system uses in probe 65535 
packets. Set the destination UDP port 
number to be very high to ensure that 
an application at the destination is 
not using that po1i .. 

Maximum number of probes that the 1 - 10 
systern sends at each TIL level. 

3 

Wait Maximum amount of time that the 
system waits for a response to a 
probe. 

1 - 1 0 seconds 3 

Packet size Number ot bytes that the system 
sends in ead'"'l UDP probe packet 

Source address Source address other than the one 
from which the probe packets 
originate .. This option is available if 
you have more than one IP interface 
defined on the system. 

28-4096 
bytes 

• n (no) 

• y (yes) 

28 

y 
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ip advancedTraCPRoute --~~- •• 1 

Prompt Description 

Interface index Index number of the ICMP source IP 
address that you ~>vant to use 

The system lists defined interfaces 
and their indexes 

Numeric mode Whether the system shows hop 
addresses numerically or symbolically 

Possible 
Values 

A selectable 
interface index 

• disabled 

• enabled 

IP Advanced Trace Route Example (TTl value of 10): 

Select menu option (ip) : advancedTrace.Route 
Entei: host IP address [1Si:L101.101.27]: 
Ent,.ei' maximum Time,.to,,.Live (ttl) (1,,.255) [30] ~ 10 
E:nte:r Destination Port number (30000-65535) [33434]: 

[Default] 

0 (the 
router 
picks the 
best 
interface) 

disabled 

Er1t.·er t.b.e nurrJ::~er of probes t.o })e sent at. eacl1 ttl le·v··el {1~10) [3]: 
E:nt.er t.ime (sec) t.o wait. for a response (1-10) [3]: 
E:nte:r the pa.cket size (bytes) {28-4096) [28]: 
Configure TR.i"-I.CER01JTE sourceAddress? (n, y) [y] : 

Index Interface address 
0 Best intei:face (default) 
1 158.101.117.151 
2 158.101.10.1 

Select interface index {0-21?} [0}: 
Enter Numeric mode (disabled,. enabled) [disabled] : 
Press "Enter" key to interrupt. 

Traceroute to 158.101.101.27: 10 hops max, 28 bytes packet 

1 158 .101.117.2.54 12 rns "' TI1S 5 ms ' 
2 158 .101.112.2.54 51 ITlS 9 rns '7 ms 
3 158 .101.96.22 21 ms 15 ms 6 ms 
4 158 . 101.101.27 18 ms 90 rns 80 ms 
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/3500 
/9000 

9400 

3900 
9300 

ip statistics For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays different types of IP statistics: general statistics and those specific 
to the User Datagram Protocol (UDP) or the Internet Control Message 
Protocol (IC MP). 

Valid Minimum Abbreviation 

ip sta 

Options 

Prompt 

Statistics 

Description 

Type of IP statistics that you want 
to display 

Possible Values [Default] 

• ip ip 

• udp 

• icmp 

• all 

Fields in the IP Statistics Display 

Field 

forwDatagrams 

fragCreates 

fragFails 

fragOks 

inAddrErrors 

inDelivers 

in Discards 

inHdrErrors 

in Received 

osReceives 

osTransmi:ts 

outDiscards 

Description 

Number of datagrams that the IP station tried to forvvard 

Number of IP datagram fragments that were generated as a 
result of fragmentation on this system 

Number of ip datagrams that were discarded because they 
needed to be fragmented but could not be (for example, 
because their Don't Fragment bit was set) 

Number of IP datagrarns that were successfully fragmented 

Number of datagrarm that the IP station discarded because of 
an error in the source or destination IP address 

Number of datagrams that the IP station delivered to local IP 
client protocols 

Number of packet receive discards 

Number of datagrams that the IP stat1o11 discarded because 
the IP header contained errors 

Total number of IP datagrams that were received, including 
those with errors 

Number of packets that were received that are destined to 
higher-level protocols such as Telnet, DNS, TFTP, and FTP 

Number of packets that were sent through the router by 
higher-level protocols such as Telnet. DNS, TFTP, and FTP 

Number of packet transmit discards 
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Field 

outNoRoutes 

outRe quests 

reasmFails 

reasmReqs 

reasmOks 

rtDiscards 

unkProtos 

ip statistics --~~- .. 1 

Description 

Number of datagrarns that the IP station discarded because 
there was no route to the destination 

Number of datagrarns that locai!P client protocols passed to IP 
for transmission 

Number of packet reassembly failures 

Number of packet reassembly requests 

Number of successful packet reassemblies 

Number of packets that were discarded due to system 
resource errors 

Number of packets \Vhose protocol is unknown 

Fields in the UDP Statistics Display 

Field 

inDatagrarns 

inErmrs 

no Ports 

outDatagrams 

Description 

Number of UDP packets that were received and addressed to 
the router or broadcast address 

Number of received UDP packets that contain header errors 

Number of UDP packets that were received but addressed to 
an unsupported UDP port 

Number of UDP packets that the router sent 

Fields in the ICMP Statistics Display 

Field 

inAddrMaskReps 

inAddrMasks 

inDestUnreach 

inErrors 

inEchoReps 

inEchos 

inParmProbs 

inRedirects 

inSrcQuenchs 

Description 

Number of ICMP address mask reply frames that were 
received 

Number of ICMP address mask request packets that were 
received 

Number of ICMP destination unreachable packets that ·were 
received 

Number of received ICMP packets that contain header errors 

Number of ICMP edm reply packets that vvere received 

Number of ICMP echo request packets that were received 

Number of ICMP parameter problem frames that were 
received 

Number of ICMP redirect packets that were received 

Number of ICMP source quench packets that were received 

ANI-ITC-944 945-1825172 



1 .. ~... CHAPfCR 16: llffii!NH PI<OfOCL<. (IP) 

Field Description 

inTirneExcds Number of ICMP time exceeded packets that were received 

inTimeStamps Number of ICMP time stamp request packets that were 
received 

inTimeStan1psReps Number of ICMP time stamp reply packets 

messages Number of ICMP packets that were received 

outAddrMaskReps Number of ICMP address mask reply packets that were sent 

outAddrMasks Number of ICMP address mask request packets tr'1at were sent 

outDestUnreach Number of ICMP destination unreachable packets that were 
sent 

outEchoReps Number of ICMP echo reply packets that were sent 

outEchos Number of ICMP echo request packets that were sent 

outErrors Number of ICMP packets that were sent that vvere dropped 
due to system resource errors 

outMsgs Number ot ICMP packets that were sent 

outParmProbs Number of ICMP parameter problem packets that were sent 

outRedirects Number of ICMP redirect packets that were sent 

outSrcQuenchs Number of ICMP source quench packets that were sent 

outTimeExcds Number of ICMP time exceeded packets that were sent 

outTimeStampReps Number of ICMP time stamp reply packets that vvere sent 

outTimeStamps Number of ICMP time stamp request packets that were sent 
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17 ........ . . .. ...... . 

Menu Structure 

VIRTUAL. ROUTER REDUNDANCY 
(VRRP) 

Virtual Router Redundancy Protocol (VRRP) provides fault-tolerant routing 
on a LAN by eliminating the single point of failure that exists when hosts 
are configured with a static default gateway. This chapter provides 
guidelines and other key information about configuring VRRP on your 
system. 

For more information about VRR.f? see the Implementation Guide for your 
system. 

For the CoreBuifderiD 9000 platform, the commands in this chapter apply 
to Layer 3 switching modules only 

The commands that you can use depend on the system that you have. 
your level of access, and the types of modules and other hardware 
options that are configured for your system. The following diagram 
shows the complete list of commands for all systems. See the checklist at 
the beginning of each command description in this chapter for whether 
your system supports the command. 

Top-L"''<el Menu ip menu vrrp menu 

system interface .. '1 summary 
module route detail 
management mp ! define 
ethemet multicast r---1 rnod1fy 
fddi dns i i rern;.we 
bridge i• vrrp -----'' i rnode 

' ip --------i udpHelper i neighbor 
ipx rout1ng i st'ltistics 
app!elalk ospf 
qos rip 
smnp ping 
analyzer advancedPing 
k~g traceRuul.e 
script 
logoul 
dis-conned 

adwmcedT raceRoute 
stahstics 
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ip vrrp summary 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays summary information about configured virtual routers on your 
system. 

Valid Minimum Abbreviation 

ip V B 

Options 

Prompt 

VLAN 
interface 
index 

Virtual 
router ID 

Description 

Index number of the virtual 
LAN (VLAN) for which you 
want to display virtual router 
information 

ID of the virtual router for 
which you want to display 
summary information 

Possible Values [Default1 

• One or more 
valid IP VLAN 
index numbers 

11 all 

• ? (for a list of 
selectable 
indexes) 

11 Valid virtual 
router ID 
(1- 255) 

• ? (for list of 
selectable IDs) 

10 of virtual 
router that is 
defined on the 
VLAN 

Fields in the IP VRRP Summary Display 

Field 

Address 

Auth 

Error 

Interval 

Ports 

Preempt 

Description 

IP address of the virtual router 

Whether the VRRP router uses simple password 
authentication. If password authentication is configured, 
the VRRP router discards any VRRP packet that does not 
have a matching authentication string. 

last type of invalid advertisement received, or none. 

TirT!e, in seconds, between virtual router advertisements. 
The Master router advertises aiiiP addresses that are 
associated with tt··1e virtual router. Backup routers on the 
VRID consider the Master down if two advertisement 
intervals pass with no advertisement from the Master. 

Ports that are defined on the virtual LAN (VLAN) and that 
are associated with the virtual router 

Whether a backup virtual router preempts a tv'! aster ·with a 
lm,ver priority. Yes allows preemption; no prohibits it 
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Field 

Pri 

State 

Type 

VLAN Index 

VRID 

ip vrrp summaty --~~- •• 1 

Description 

Priority of the the virtual router. Represented by a value 
from o through 255. Used in Master router election. 
Value of 2 ss indicates that the router owns the !P 
addresses that are a::,sociated with the virtual router. o 
indicates that the current Master has stopped 
participating in VRRP. 

Current state of the VRRP router. One of the following: 

• Master- In this state, the router is the active 
forwarding router for all IP addresses that are 
associated vvith the virtual router_ 

• Backup - In this state, the router monitors the 
availability of the Master router. If the Master router 
fails, the Backup router assumes forwarding 
responsibility for all IP addresses that are associated 
vvith the virtual router_ 

• Initialize- Transitional state between Backup 
and !'-laster states. Typically indicates that the virtual 
router has been configured but not enabled, or that 
the virtual router mode has been set to disabled, 

In this state, the router waits for a Startup event 
When the router receives the Startup event, it 
broadcasts an ARP request that contains the virtual 
router MAC address for all IP addresses that are 
associated INith the virtual router and transitions to the 
Master state. If the Startup event is not received, it 
transitions to the Backup state. 

Type of virtual router: prima:r:y or backup 

Index number of the virtual LAN (VLAN) on which the 
virtual router is defined 

Virtual Router ID (O - 255) . Must be unique on the LAN 

Sample IP VRRP Summary Display 

SE'lE,ct. menu option (ip/vrrp} : sUiru:ru1ry 
Enter "IT.LJ' . .N interface index (21?) [2]: 
Enter virtual rout'"'r ID ( 1!?) [1] : 

VLAN Index: 2 Ports: 7---L~, 14 
VRID l'-~,ddress Typ-e State Inter«al 

1 158.10Ll7:5.22B Primary Naster 1 sec. 
Pr:L Preempt .Auth E:n:os: 
255 Yes pass none 
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/3500 
/9000 

9400 

3900 
9300 

ip vrrp detail For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays summary information and detailed statistics for the specified 
virtual router. 

Valid Minimum Abbreviation 

ip v det 

Important Consideration 

111 Displays both summary information and the VRRP router statistics 
table for locally configured virtual routers, whether they are in the 
Master, Backup, or Initialize state. 

Options 

Prompt 

VLAN 
interface 
index 

Virtual 
router ID 

Description 

Index number of the virtual 
LAN (VLAN) for which you 
want to display virtual router 
information 

ID of the virtual router for 
which you want to display 
summary information 

Possible Values [Default} 

• One or more 
valid IP VLAN 
index numbers 

• all 

• ? (for a list of 
selectable 
indexes) 

• Valid 
virtual muter ID 
(0- 255) 

• ? (for list of 
selectable IDs) 

!D of virtual 
router that is 
defined on the 
VLAN 

Fields in the IP VRRP Detail Display 

Field 

Address 

add rUstErrors 

advertReceived 

advlntErrors 

Description 

!P address of the virtual router 

Total number of VRRP advertisements that were received 
that do not match the address list defined for the virtual 
router 

Total number of VRRP advertisements that this virtual 
router has received 

Total number of VRRP advertisement packets that were 
received for which H''1e advertisement interval is different 
than the one that is configured for the virtual router 
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Field 

Auth 

authFailures 

becomeMaster 

Error 

Interval 

lnva!idAuth Type 

inva!idPktJypeRx 

ipTtiErrors 

hAasterlpAdd 

Ports 

Preempt 

Pri 

Primary!pAddr 

priorityZeroRx 

ip vrrp detail --~~ •• 1 

Description 

Whether the VRRP router uses simple password 
authentication. If password authentication is configured, 
the VRRP router discards any VRRP packet that does not 
have a matcr·ling authentication string. 

Total number of VRRP advertisernents that this virtual 
router has received that did not have the correct simple 
text authentication password 

Total number of times that this virtual router has changed 
to the Master state 

last type of invalid advertisement rece1ved, or none. 

Tirne, in seconds, betvveen virtual router advertisements_ 
The Master router advertises all IP addresses that are 
associated with the virtual router. Backup routers on the 
VLAN consider the Master down if two advertisement 
intervals pass with no advertisement fro111 the Master .. 

Total number of VRRP advertisements that the virtual 
router has received with the Authentication Type not 
equal to the locally configured authentication method 

Number of VRRP advertisements \Vith an invalid value in 
the Type field that this virtual router has received 

Total number of VRRP advertisements \Vith IP TIL 
(Time-to-Live) not equal to 255 that this virtual router has 
received 

IP address of the Master for this virtual router .. 

Ports that are defined on the virtual LAN (VLAN) and that 
are associated \Vith the virtual router 

Whether the router preempts a Master with a lower 
priority. Yes allows preemption; no prohibits it 

Priority of the virtual router. Represented by a value from 
o through 255. Used in Master router election. Value of 
2 s s indicates that the router owns the !P addresses that 
are associated with the virtual router. o indicates that the 
current Master has stopped participating in VRRP. 

IP address which VRRP advertisements use as the source 
ot the IP packet 

Total number of VRRP advertisements with a priority of 0 
that this virtual router has received. The priority of zero (O) 
indicates that the current Master has stopped 
participating in VRRP. Used to trigger Backup routers to 
quickly transition to Master without having to wait for the 
current Master to time out 
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Field 

priorityZero Tx 

State 

Type 

version Errors 

VLAN Index 

VRID 

Description 

Total number of VRRP advertisements vvith a priority of 0 
that this virtual router t"'1as sent The priority of zero (O) 
indicates that this virtual router was acting as Master but 
stopped participating in VRRP. Used to trigger backup 
routers to quickly transition to Master without having to 
wait for the current Master to time out 

Current state of the VRRP router. One of the follo\ving: 

• t.faster -In this state, the router is the active 
forwarding router tor all IP addresses that are 
associated vvith the virtual router. 

• Backup -In th1s state, the router monitors the 
availability of the Master router. If the Master router 
fails, the Backup router assumes forwarding 
responsibility for all IP addresses that are associated 
with the virtual router. 

• Initialize- Transitional state between Backup 
and Master states. Typically indicates that the viriual 
router has been configured but not enabled, or that 
the virtual router mode has been set to disabled. 

In this state, the router ·1Araits for a Stariup event 
When the router receives the Startup event it 
broadcasts an ARP request that contains the virtual 
router MAC address for all iP addresses that are 
associated with the virtual router and transitions to the 
Master state. If the Startup event is not received, it 
transitions to the Backup state. 

Type of virtual router: primary or backup 

Total number of VRRP advertisements with an unknown 
or unsupported version number that this virtual router has 
received 

Index number of the virtual IAN (VLAN) on which the 
virtual router is defined 

Virtual Router I D. Number that identifies the virtual router 
on the LAN 
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Sample IP VRRP Detail Display 

Select menu option (ip/vrrp): detail 
Enter VLAN .inte.rface index (2 !! '?) [2] 
Enter virt.ual router ID { 1! ?} [1] : 

\li..Ait-1 Index~ 2 Po1:-tvs ~ 7-12 s 14 
'VRID Address Type State 

1 15 8 ~ 1 0 l ~ 1. 7 Sj ., ;;~;~a P·r.irna:r·y Ma.stf;r 
Interval 

J. sec, 

VIDX 
::1 

VRTD 

"· 

adve:r: tRece.:i ·ved 
0 

VIDX VRTD 
2 

advTnUi~rrora secu r·v.i o l.a. t .ions 
0 

ip vrrp detail --~~~- •• 1 

Pri 
255 

Preempt Auth Error 
YeB pass n.one 

ck.Sum.E:t· rors 
0 

i p'I't l.Errors 
0 

0 

priori t~yZeroRx 
[! 

VIDX \i'RTD priorityZeroTx invalidPktT}?e~~ addrL.ist.Errors unkno,rnAut.hType 
2 G 0 0 [! 

VIDX VRID authTypeErrors .-, 
;;c::, "· 
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/3500 
/9000 

9400 

3900 
9300 

ip vrrp define 

Primary Routers 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines a virtual router on the system. 

Valid Minimum Abbreviation 

ip v def 

Important Considerations 

1111 Authentication passwords can be up to eight alphanumeric 
characters. 

1111 You can define one Primary router per VLAN. 

1111 Primary routers own the IP addresses that you associate with a virtual 
router. 

1111 When you define a Primary virtual router, the possible VLANs that you 
can select. are the IP VLANs on the router that have no virtual routers 
configured. 

1111 The virtual router ID (VRID) must be unique across all locally attached 
LAN segments and unique for the local router. 

1111 When you define a Primary virtual router, you cannot use the VRID of 
a virtual router that is already defined on the system or the VRID of a 
neighboring VRRP router. 

Backup Routers 1111 Backup routers back up the primary router of a specified virtual router 
and assume Master state responsibilities for the virtual router should 
the primary router fail. 

1111 When you define a Backup virtual router, you cannot use the VRID of a 
primary router that is defined on the system. You cannot define a 
Primary and Backup VRRP router fm the same virtual router on the 
same routing device. 

Address Mode 1111 In auto-learn mode, systems learn the IP addresses to associate 
with the specified VRID. 

1111 In IP address mode, the system prompts you to select the interface 
index from a list 

1111 After a reboot, the address learning process restarts for each virtual 
router in auto-learn address mode. 

1111 When you define a Primary virtual router, selecting auto-learn as 
the address mode automatically adds a!IIP addresses that are 
associated with the selected VLAN to the primary virtual router. 
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11 When you define a Primary router on a VLAN that contains a single 
interface, the single interface is automatically chosen as the primary 
address when you select IP-address as the Address mode. 

11 When you define a Backup virtual router, selecting auto-learn as 
the address mode configures the Backup router to learn the !P 
addresses that are associated with the virtual router by means of VRRP 
advertisements from the Primary router. The Primary router must be up 
for backup routers to auto-learn the addresses that are associated 
with the specified VRID. 

11 When you define Backup virtual routers, the auto-learn address mode 
option enables auto address learning for the specified VRID. If a new 
interface is added to the VLAN on a primary virtual router, the new IP 
address is sent out in VRRP advertisements so that the Backup routers 
in auto-learn mode can !earn the new address without having to 
manually add the new address to each backup router. 

Advertisement 11 The smaller the advertisement interval, the smaller the failover time if 
Intervals the master fails. 

11 The advertisement interval must be the same across the set of VRRP 
routers that are associated with a single VR!D. Backup routers must 
have the same advertisement interval as the Master router. 

Options 

Prompt Description 

Vi1tual router type Type of virtual muter 
that you want to 
define 

VLAN interface Index number of the 
index virtual LAN {VLAN) on 

which you vvant to 
define the virtual 
router 

Possible Values 

• Primary 

• Backup 

• Index number of an IP 
virtual LAN (VLAN) that 
is defined on the 
system. 

• ? (for a list of selectable 
indexes} 

[Default] 

Primary 

Index 
number of 
first 
available 
VLAN 

VRID Virtual router 1 ~ 255 

Address mode 

identifier. Identifies 
the virtual router that 
you \Vant to define on 
the LAN. 

Method by which the 
virtual router you 
want to define learns 
its IP addresses 

• auto-learn auto-learn 

• IP address 
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Prompt Description Possible Values [Default] 

Advertise !nterva! Time between virtual 1 - 255 seconds 
router advertisements. 

Preempt mode Whether a higher II n {no) y 
priority backup router 
may preempt a lmver II y (yes) 

priority master 

Au the nti cation Whether a password • none none 
type is needed to access 

the v!rtual router • pass 

Password Character string to up to eight alphanumeric 
authenticate access to characters 
virtual router 

IP VRRP Define Example 

Select menu aptian (ip/vrrp) : define 
Enter virtual router's type (Primary,Backup) [Primary]: 
Enter VLAN interface index {2-SI?}: 2 
Enter VRID (1-255} [1]: 2 
Enter address mode (auto-learn,IP-address) [auto-learn]: 
Enter the advertise interval in sec (1-255) [1]: 
Enter virtual router preempt mode (no,yes) [yes]: 
Enter Authentication Type (none,pass) [pass]: pass 
Enter 8 characters password {?}: echoe 
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ip vrrp modify For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies an existing virtual router. 
/3500 
/9000 

9400 

3900 
9300 

Primary Routers 

Valid Minimum Abbreviation 

ip v modi 

Important Considerations 

11 Authentication passwords can be up to eight alphanumeric 
characters. 

• You can define one Primary router per VLAN. 

11 Primary routers own the IP addresses that you associate with a virtual 
router. 

• When you define a Primary virtual router, the possible VLANs that you 
can select are the IP VLANs on the router that have no virtual routers 
configured. 

11 The virtual router ID (VRID) must be unique across all locally attached 
LAN segments and unique for the local router. 

• When you define a Primary virtual router, you cannot use the VRID of 
a virtual router that is already defined on the system or the VRID of a 
neighboring VRRP router. 

Backup Routers 111 Backup routers back up the primary router of a specified virtual router 
and assume Master state responsibilities for the virtual router should 
the primary router fail. 

• When you define a Backup virtual router, you cannot use the VR!D of a 
primary router that is defined on the system. You cannot define a 
Primary and Backup VRRP router for the same virtual router on the 
same routing device. 

Address Mode 11 In auto-learn mode, systems learn the IP addresses to associate 
with the specified VRID. 

• In IP address mode, the system prompts you to select the interface 
index from a list. 

11 After a reboot, the address learning process restarts for each virtual 
router in auto-learn address mode. 

• When you define a Primary virtual router, selecting auto-learn as 
the address rnode automatically adds all !P addresses that are 
associated with the selected VLAN to the primary virtual router. 
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Advettisement 
Intervals 

11 When you define a Primary router on a VLAN that contains a single 
interface, the single interface is automatically chosen as the primary 
address when you select IP-address as the Address mode. 

11 When you define a Backup virtual router, selecting auto-learn as 
the address mode configures the Backup router to learn the IP 
addresses that are associated with the virtual router by means of VRRP 
advertisements from the Primary router. The Primary router must be up 
for backup routers to auto-learn the addresses that are associated 
with the specified VRID. 

11 When you define Backup virtual routers, the auto-learn address mode 
option enables auto address learning for the specified VRID. If a new 
interface is added to the VLAN on a primary virtual router, the new !P 
address is sent out in VRRP advertisements so that the Backup routers 
in auto-learn mode can learn the new address without having to 
manually add the new address to each backup router. 

11 The smaller the advertisement interval, the smaller the failover time if 
the master fails. 

11 The advertisement interval must be the same across the set of VRRP 
routers that are associated with a single VRID. Backup routers must 
have the same advertisement interval as the Master router. 

Options 

Prompt Description Possible Values [Default] 

VLAN Index number of the • Index number of an IP Index 
interface virtual LAN {VlAN) on virtual LAN (VLAN) that is number of 
index which you want to defined on the system. first available 

define the virtual ? (for a list of selectable VLAN 
router • 

indexes) 

VRID Virtual router 1-255 
identifier. Identifies 
the virtual router that 
you want to define on 
the LAN. 

Virtual Type of virtual router • Primary Primary 
router type that you want to 

• Backup 
define 

Address Method by which the • auto-learn auto-learn 
mode virtual router you 

IP address want to define learns • 
its IP addresses 
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Prompt Description Possible Values 

Advertise Time between virtual 1 - 255 seconds 
interval router advertisements. 

Preempt Whether a higher • n (no) 
mode priority backup router y (yes) 

may preempt a lower • 
priority master 

Authenticati Whether a password • none 
on type is needed to access 

the virtual router • pass 

PasSl.vord Character string to up to eight alphanumeric 
authenticate access to characters 
virtual router 

IP VRRP Modify Example 

Select menu option (ip/vrrp): :modify 
Enter VLM:1 interface index { 2- Jj?} .: 2 
Enter virtual router ID { lj '?} [l_l , 
-E.nter vi_rtual router's type ( FTi.mary, Backup) [Pri_mary] : 

[Default) 

y 

none 

EnteE add:ress mode (a·;;_to-learn, IP-address) [auto-learn] , IF-address 
Old Ip Association address list: 

'IlHD VIDX Address 
1 2 158.101.175.228 

Interface 158.101.1.75,228 wi.l1 be :se1ecte,j as your pE.imary address. 
EnteE the advert.ise :Lntenral i.n sec (1-255} [1]: 
Enter virtual router preempt mode (nci, yes) [yes] : no 
Enter Authenlicat.:Lon Type \none,pass): none 
Enter virtual router state (enabled,disabled) [enabled]: 
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i p vrrp remove 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Removes one or more existing virtual routers from the system. 

Valid Minimum Abbreviation 

ip v r 

Important Consideration 

1111 If you attempt to remove a virtual router that is in the Master state, 
you are prompted to confirm the operation: 

• If you enter no, the system does not remove the virtual router. 

11 lf you enter yes, the system removes the virtual router, which 
sends an advertisement to the other virtual routers that one of 
them must assume Master responsibilities immediately. 

Options 

Prompt 

VLAN 
interface 
index 

Description 

Index number of the virtual 
LAN (VLAN) on which you 
want to define the virtual 
router 

Possible Values 

• Index number of a IP 
virtual LAN (VLAN) 
defined on the 
system 

11 ? (for a l!st of 
selectable indexes) 

VRID V!rtual router identifier. 1 - 255 
Identifies the virtual router 
that you vvant to define on the 
LAN 

IP VRRP Remove Example 

Select menu option (ip/vrrp) : remove 
Enter VLAN interfa.c.e index (2-3lalli?J: 2 
Ent.er virtual router ID (lj ?) [1]: 

[Default] 

Index 
number 
of first 
available 
VLAN 
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3900 
9300 

ip vrrp mode 

ip vrrp mode --~~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Enables or disables a configured virtual router 

Valid Minimum Abbreviation 

ip v mode 

Important Considerations 

• You must configure the virtual router before you can enable it. 

• You cannot modify or remove a virtual router that is enabled; you 
must disable the virtual router before you can change or delete the 
virtual router. 

Options 

Prompt 

VLAN 
interface 
index 

Description 

Index number of the virtual 
LAN (VLAN) on which you 
want to define the virtual 
router 

Possible Values 

a Index number of a IP 
virtual LAN (VLAN) 
defined on the 
system 

• all 

11 ? (for a list of 
selectable indexes) 

VRID Virtual router identifier. 1 - 255 
Identifies the virtual router 
that you want to define on the 
LAN 

Virtual Explicitly turns on or turns oft 
router mode a configured virtual router 

IP VRRP Mode Example 

Select menu option: ip vrrp mode 

11 enabled 

11 disabled 

Ent,er VLAN interface index (2-3j allj ?} : all 

Enter virtual router ID (1-2jallj?}: all 

[Default] 

Index 
number 
of first 
available 
VLAN 

disabled 

Vrid 1 - Enter virtual router mode {enabled,disabled) 
[disabled] : enabled 
Vrid 2 - Enter virtual router mode {enabled,disabled) 
[disabled] : enabled 
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ip vrrp neighbor 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays a list of neighboring virtual routers. 

Valid Minimum Abbreviation 

ip v n 

Important Considerations 

1111 Any locally defined virtual router is not displayed. 

1111 If the Address and MasterRouterAddr fields contain the sarne IP 
address, the listed virtual router is in the Master state. 

Fields in the IP VRRP Neighbor Display 

Field 

VLAN Index 

VRID 

Address 

MasterRouter Addr 

Interval 

Priority 

Auth 

Con fig 

Description 

Index nurnber of the VLAN on which the virtual muter is 
defined 

Virtual Router I D. Number that identifies the virtual router 
on the LAN 

IP address of the neighbor virtual router, which may be a 
Master or Backup router 

IP address of the Master virtual router 

Time, in seconds, between virtual router advertisements 

Priority among the backup routers to become the Master 
virtual router 

Authentication type: whether a pass·word is needed to 
access the virtual router 

Whether the virtual router has been locally configured 
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/3500 
/9000 

9400 

3900 
9300 

ip VITP statistics --~~~- .. 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays general VRRP statistics for the virtual router. 

Valid Minimum Abbreviation 

ip v st 

Fields in the IP VRRP Statistics Display 

Field 

ckSumErrors 

version Errors 

vriderrors 

Description 

Total number of VRRP advertisements with an invalid 
VRRP checksum value that this virtual router has received 

Total number of VRRP advertisements with an unknown 
or unsupported version number that this virtual router has 
received. 

Total nurnber of VRRP advertisements with an invalid VRID 
number that this virtual router has received 
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18 ........ . . .. ...... . 

IP MULTICAST 

This chapter provides guidelines and other key information about how to 
configure and manage IP multicast routing commands from the 
Administration Console of the CoreBui!der® 3500 and CoreBuilder 9000 
Layer 3 switching modules. 

For the CoreBuilder 9000 platform, the commands in this chapter apply 
to Layer 3 switching modules only 

For more information about IP multicast technology, concepts, and 
implementation procedures, see the Implementation Guide for your 
system. 

For JGMP commands in Layer 2 switching systems (CoreBuilder 9400, 
CoreBuilder 9000 Layer 2 switching modules, SuperS tack® II Switch 3900, 
and 5uper5tack II Switch 9300), see Chapter 9. 
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Menu Structure The commands that you can use depend on the system that you have, 
your level of access, and the types of modules and other hardware 
options that are configured on your system. The following diagram shows 
the complete list of commands for all systems. See the checklist at the 
beginning of each command description in this chapter for whether your 
system supports the command. 

To -LevE:I Menu 
system 
module 
management 
ethemet 
fddi 
bridge 

fip 
ipl<: 
apple talk 
qos 
snn1p 
analyzer 
Inn 
scrip I 
logout 
disconnect 

ip menu muiii<!Olst menu dvmrp m!!>nu interface menu 
internee it dvmrp -----i~•lilnlttbert~:aiec:ee-==---t~su~rt~1m~, ~<~1]1~'~::.:::: 
route _______ J. igrrp . t turmels ----, detail 
;c;rp I i cache i rmJieDisplay mode 
multicast ----------------- ! traceRoute i eacheDisplay metric I ~fuoH dn.s 
lllTp 
udpHelper 
ro!.lliirtl 
ospf 
rip 
ping 
a<:lv,;~na:dPing 

lraceRoule 
advancedTraceRoul:e 
slakme> 

tunnels menu 
swmnary 
define 
rem•:Jve 
address 
threshold 
metric 
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interface summary 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip multicast dvmrp interface summaty --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays summary information about IP interfaces that may or may not be 
operating as IP multicast routing interfaces using the Distance-Vector 
Multicast Routing Protocol (DVMRP) . 

Valid Minimum Abbreviation 

ip m d i a 

Fields in the IP Multicast DVMRP Interlace Summary Display 

Field 

Index 

Address 

hAetric 

State 

Description 

Number associated with the interface for identification 
purposes 

IP address of the interface 

Numeric DVMRP metric or "cost" that you assign to the 
interface 

Role that the interface plays in IP multicast delivery. One 
or more of the following descriptors may appear: 

• querier- The interface is functioning as the IGMP 
Querier for its subnet\vork. 

11 non-querier- The interface is not functioning as 
the IGMP Querier for its subnetvvork. 

• leaf- There are no routers downstream of this 
inte1face; IP multicast group members may reside on 
this subnetwork. 

11 non-leaf- The interface is a branch in the IP 
multicast delivery tree. There are one or more IP 
multicast routing interfaces downstream of this 
inte1face. 

a one-way- Traffic is moving downstream only. 

11 disabled- DVMRP is disabled on the interface. 

11 up- The IP interface is available to support netvvork 
communication. 

a down- The !P interface is not available to support 
netrvork comrnunication. 
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ip .multicast dvmrp 
interface detail 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays information about IP interfaces that run the Distance-Vector 
Multicast Routing Protocol. 

Valid Minimum Abbreviation 

ip m d i s 

Fields in the IP Multicast DVMRP Interface Detail Display 

Field 

Index 

Address 

Metric 

State 

Group 

Peer, Port 

Description 

Number associated vvith the interface for identification 
purposes 

IP address of the interface 

Numeric DVMR.P metric or "cost" that you assign to the 
interface 

Role that the interface plays in IP multicast delivery. One 
or more of the following descriptor::, rnay appear: 

• que~d er -The interface is functioning as the !GMP 
Querier for its subnetvvork. 

• non-querier- The interface is not functioning as 
the IGMP Querier for its subnet\vork. 

• leaf- There are no routers dmvnstrearn of this 
interface; IP multicast group members may reside on 
this subnetw'orl<. 

• non-leaf- The interface is a branch in the IP 
multicast delive1y tree. There are one or more IP 
multicast routing interfaces downstream of this 
interface. 

• one-way- Traffic is moving dmvnstream only. 

• disabled- DVMRP is disabled on the interface. 

• up - The IP Interface is available to support network 
communication. 

• down- The IP interface is not available to suppo1i 
network communication. 

IP multicast group addresses of the traffic that is being 
received and forvvarded on that interface. 

IP address of the upstream router. The additional 
information to the right relates to the version of DVMRP 
that is running and the port in the local interface that 
connects to the peer router. 
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interface mode 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip multicast dvmrp interface mode --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Enables or disables the Distance-Vector Multicast Routing Protocol 
(DVMRP} per routing interface_ This protocol facilitates router-to-router 
communication for building source-rooted spanning trees that deliver IP 
multicast traffic to IP multicast group members. 

Valid Minimum Abbreviation 

ip m d i m 

Important Considerations 

11 When DVMRP is enabled on an interface, the interface is configured 
with the default value of 1 for the metric, which you can modify at 
any time. See "ip multicast dvmrp interface metric" later in this 
chapter. 

11 If DVMRP is enabled on any interface, IGMP snooping should also be 
enabled in the system. See "ip multicast igmp snooping" later in this 
chapter. 

11 If DVMRP is disabled, the interface cannot participate in building 
spanning trees for IP multicast. However, as long as IGMP snooping is 
enabled, the interface forwards appropriate IP multicast traffic to 
downstream group members_ If IGMP snooping is disabled, then the 
interface only forwards IP multicast traffic with addresses in the 
reserved range. 

Options 

Prompt Description Possible Values [Default] 

IP interface Index number of the interface a A valid IP 

DVMRP 
mode 

for vvhich you vvant to enable 
or disable DVMRP 

Whether DVMRP mode is 
enabled or disabled 

inte1iace index 
number 

• all 

• ? (for a list of 
selectable 
indexes) 

• enabled 

a disabled 

disabled (factory 
default), or 
current value 
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ip .multicast dvmrp 
interface metric 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies the DVMRP metric on an interface for which DVMRP is enabled . 

Valid Minimum Abbreviation 

ip m d i m 

Important Considerations 

1111 Use this command if you want to modify the metric value of 1 that the 
system assigns to an interface when you define it, even if DVMRP is 
not yet enabled. 

1111 The metric affects the shape of the IP multicast spanning tree when 
there are multiple paths to the same downstream destination. The 
lower cost path is the preferred path. 

Options 

Prompt 

! P interface 

metric 

Description 

Index number of the 
routing interface for 
which you want to 
modify the default 
metric 

DVMRP cost for the 
inte1face 

Possible Values [Default] 

• A valid IP interface index -
number 

• ? (for a list of selectable 
index numbers) 

• 1-32 1 (factory 
default), or 
current 
value 
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ip multicast dvmrp 
tunnels summary 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip mufticast dvmrp tunnels summary --~~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Summaries key information about DVMRP tunnels that you have 
configured in your system. Tunnels enable IP multicast spanning trees to 
be constructed through and beyond areas of the network (routers) that 
do not support lP multicast routing. The two tunnel end points must lie in 
different systems and subnetworks. 

Valid Minimum Abbreviation 

ip m d t s 

Important Considerations 

11 The index number shown in the DVMRP tunnel summary display is the 
tunnel index number. When you define a DVMRP tunnel, the system 
assigns a tunnel index number to it, which is different from the 
routing interface index number. Tunnel index numbers provide a way 
to identify individual tunnels, which is necessary because multiple 
tunnel end points can be configured on the same routing interface. 
Tunnel index numbers are also needed so that you can remove tunnels 
without rem;oving the interface with which it is associated. 

11 When you remove a tunnel, the system does not dynamically re-order 
remaining tunnels in the DVMRP tunnel summary display. For 
example, if you had three tunnels with tunnel index numbers 1, 2, and 
3 and you then removed tunnel2, the display lists the remaining 
tunnels with their original tunnel index numbers (1 and 3, in this 
example). The system assigns tunnel index 2 to the next new tunnel 
that you define. After 2 is used, the system can assign tunnel index 4 
for the next new tunnel, and so on. 

11 You can define multiple IP multicast tunnel end points on the same 
local routing interface, but each must lead to a different remote 
interface. You cannot define multiple IP multicast tunnels between the 
same two end points (interfaces). 
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Fields in the IP Multicast DVMRP Tunnels Summary Display 

Field 

Index 

local address 

Remote address 

Metric 

TIL 

State 

Description 

Tunnel index number, 'Nhich is different from the routing 
interface index number that is shown under Index in 
other displays, 

IP address of the local interiace that serves as one of r.vo 
multicast tunnel end points. 

IP address of the remote interface (a different system, a 
different subnetwork) that serves as the other multicast 
tunnel end po1nt 

DVMRP cost of the tun net The system assigns a value of 1 
vvhen you define the tunnel, but you can modify that 
value at any time (see ''ip multicast dvmrp tunnels 
metric"). This value can be different from the metric that 
you assigned to the interiace itself (see "ip multicast 
dvmrp interface metric"). 

Time-to-live (TIL) threshold of the tunneL The system 
assigns a value of 1 when you define the tunnel, but you 
can modify that value at any time (see "1p multicast dvmrp 
tunnels threshold"). This value can be different from the 
TTL threshold that you assigned to the interface itself (see 
''ip multicast igrnp interface TIL"). 

Role that the interface in the multicast delivery tree. For 
possible entries and definitions, see "ip multicast dvrnrp 
interface summary" earlier in this chapter. 
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ip multicast dvmrp 
tunnels define 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip multicast dvmrp tunne/5 define --~~-~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines one end point of a DVMRP tunnel. The other tunnel end point lies 
on an IP multicast routing interface on a different system and 
subnetwork. One or more unicast routers lie between these tunnel end 
points. 

Valid Minimum Abbreviation 

ip m d t d 

Important Considerations 

11 IP multicast tunnels are not required in all networks. Configure a 
tunnel only if you need to have IP multicast traffic forwarded through 
one or more routers that do not understand IP multicast protocols and 
would therefore filter IP multicast packets. Because !P multicast 
packets are encapsulated in unicast format at the tunnel entrance 
point, the interim routers in the tunnel forward the packets onward 
toward the other tunnel exit point. 

11 Think of an !P rnulticast tunnel end point as being layered on top of a 
regular DVMRP routing interface. Therefore, before you can define a 
multicast tunnel end point in your system, you rnust first define at 
least one !P virtual LAN (VLAN), define at least one !P interface, and 
enable DVMRP on the interface. 

11 The remote tunnel end point must lie on a different system and 
subnetwork. 

11 You must define the tunnel on both end points- that is, on both the 
local system and the remote system- even though you specify the 
address of the remote interface in the local system. 

11 When you define a tunnel with local and remote addresses, the 
system automatically assigns the value 1 as both the tunnel metric and 
the tunnel TTL threshold, as shown in the IP multicast DVMRP tunnel 
summary display. You can change these values through menu options. 

11 !P multicast interfaces and tunnels have similar characteristics, such as 
TIL threshold and metric The characteristics of a tunnel do not have 
to match the characteristics of the interface on which it is configured. 

11 You can define multiple tunnel end points on the same local routing 
interface in your system, but these tunnels must lead to different 
remote routing interfaces. 
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Options 

Prompt 

interface 

Remote 
address 

Description 

Index number of the 
interface on which you 
want to create a DVMRP 
tunnel end point 

IP address of the remote 
multicast tunnel end 
point Use standard 
dotted decimal notation.. 

Possible Values 

a A valid IP interface 
index number 

• ? {for a list of 
selectable indexes) 

A valid IP interface on a 
different system and 
subnetwork 

[Default] 
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ip multicast dvmrp 
tunnels remove 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip multicast dvmrp tunnels remove --~~-~- .. 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Deletes a DVMRP tunnel end point from the system . 

Valid Minimum Abbreviation 

ip m d t r 

Important Considerations 

11 To remove a tunnel, specify its tunnel index number. This number is 
different from the routing interface index number. Reference the 
DVMRP tunnel summary display prior to deleting a tunneL 

11 If you try to remove an IP interface in your system, and you have a 
DVMRP tu nne! defined on that interface, the system warns you with 
an error message. Before you can remove the IP interface, you must 
remove the DVMRP tunnel. 

11 When you remove a tunnel, the system does not dynamically re-order 
remaining tunnels in the DVMRP tunnel summary display. For 
example, if you had three tunnels with tunnel index numbers 1, 2, and 
3 and you then removed tunnel 2, the display lists the remaining 
tunnels with their original tunnel index numbers (1 and 3, in this 
example). The system assigns tunnel index 2 to the next new tunnel 
that you define. After 2 is used, the system can assign tunnel index 4 
for the next new tunnel, and so on. 

Options 

Prompt Description 

Multicast Index number of the 
tunnel index multicast tunnel that you 

want to remove from the 
system 

Possible Values [Default} 

• A valid DVMRP tunnel 
index number 

• ? (for a list of selectable 
tunnel index numbers) 
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ip .multicast dvmrp 
tunnels address 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies the remote IP address that is defined in an existing DVMRP 
tunneL 

Valid Minimum Abbreviation 

ip m d t a 

Important Consideration 

111 The remote address that you specify must represent a routing 
interface on a different system and subnetwork. 

Options 

Prompt 

tunnel 

remote 
address 

Description Possible Values [Default} 

Index number of the tunnel for • A valid DVMRP -
which you modify the remote tunnel index 
tunnel end point number in the 

~ystem 

• ? (for a list of 
selectable 
tunnel index 
numbers) 

A valid !P address on a different A valid !P address current value 
system and subnetwork. Use 
the 0.0.0 . .0 format. 
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ip multicast dvmrp 
tunnels threshold 

.; 3500 

.; 9000 
9400 

3900 
9300 

tp multicast dvmrp tunnels thre<hold --~~-~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies the time-to-live (TTL) threshold on an existing DVMRP tunnel. 

Valid Minimum Configuration 

ip m d t t 

Important Consideration 

• When you first define a tunnel, the system automatically assigns the 
value 1 as the TIL threshold for the tunnel (which is different from the 
interface TIL threshold). Use this command to modify the TIL 
threshold value on any existing tunnel. 

Options 

Prompt 

tunnel 

threshold 

Definition 

Index number of the existing 
DVMRP tunnel on which you 
want to modify the TIL 
threshold 

Possible Values [Default] 

• A valid DVMRP -
tunnel index 
number 

• ? (for a list of 
selectable 
tunnel index 
numbers) 

Value that determines whether 1 ~ 32 
IP multicast packets are 

1 (factory 
default), or 
current value forwarded. The interface 

compares the packet TIL to trH? 

TTL threshold 
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ip .multicast dvmrp 
tunnels metric 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies the metric or "cost" of an existing DVMRP tunnel. 

Valid Minimum Configuration 

ip m d t m 

Important Consideration 

1111 When you first define a tunnel, the system autom;atically assigns the 
value 1 as the metric or "cost" of the tunnel (which is different from 
the interface metric). Use this command to modify the metric value on 
any existing tunneL 

Options 

Prompt 

tunnel 

metric 

Definition 

Index number of the existing 
DVMRP tunnel on whict·'l you 
want to modify the metric 

Possible Values [Default} 

• A valid DVMRP ~ 
tunnel index 
number 

• ? (for a list ot 
selectable 
tunnel index 
numbers) 

DVMRP cost tor tile tunneL 1 ~ 32 1 (factory 
default), or 
current value 

This value affects the shape of 
the IP multicast spanning tree 
when there are multiple path::; 
to the same downstream 
destination. The lower cost 
path i::, chosen first. 
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ip multicast dvmrp 
routeDisplay 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip multicast dvmrp routeD/splay --~~-~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays IP multicast route information that your system has !earned from 
using the Distance-Vector Multicast Routing Protocol (DVMRP). The 
system uses this information to forward IP multicast traffic that it receives .. 

Valid Minimum Abbreviation 

ip m d r 

Fields in the IP Multicast DVMRP Route Display 

Field 

Origin 

Gateway 

Metric 

Tmr 

Parent 

Children 

Description 

IP address of the subnehvork that contains an IP multicast 
source, followed by a forward slash and subnetwork 
mask. 

IP address of the routing interface that lies upstrearr of 
the local system on the path back towards an IP multicast 
source. If the source subnetwork is connected directly to 
your system, this fi·eld contains a dash(--). 

Number of hops from your system back to the origin 
subnet~.vork. This value is not the DVMRP interface or 
tunnel metric, which are shown under t~etric in other 
displays. 

Occasionally, instead of a numeric value, you may see NR, 
meaning ''nehvork unreachable." Your system may have 
trouble computing the hop count because of factors such 
as an upstream router being temporarily congested. This 
condition is usually resolved in a short period of time. 

Amount of time (in seconds) since each entry was last 
reset. 

The interface that connects to the upstream router 
(Gateway). Because DVMRP forrns a loopless spanning 
tree to reach all hosts for a given IP multicast group, your 
system al·.vays chooses a single parent interface. Either an 
I or aT precedes the index numbeL An I indicates that 
the index is an interface index number. AT indicates that 
the index is a tunnel index number. 

Interfaces that communicate with downstream routers or 
local subnetworks. The system forwards incoming IP 
multicast traffic through these interfaces. Either an I or a 
T precedes each index number. An I precedes an 
interface index number. A T precedes a tunnel index 
number. 
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ip .multicast dvmrp 
cacheD is play 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays the DVMRP cache, which is a collection of information about the 
!P multicast packets that have traveled through the system . 

Valid Minimum Abbreviation 

ip m d c 

Options 

Prompt Description Possible Values [Default] 

Multicast Source for \Nhich you • Depends on your .255.255.255.255 
(factory default), 
or current value 

source address want to view cache network 

Multicast 
group address 

information 

Multicast group for 
\Vhich you \Vant to 
view cache 
information 

• 255 . .255.255.255 
for all sources 

• Depends on your 
nehvork 

• 255.255.255.255 
for all groups 

255.255.255.255 
(factory default), 
or current value 

Fields in the IP Multicast DVMRP Cache Display 

Field 

Source 

Group 

CTmr 

Age 

PTmr 

Description 

Information about IP multicast sources: 

• Entries preceded by angle brackets (>) are 
subnetworks that contain sources. 

• Entries vvithout angle brackets are the IP addresses of 
source devices. 

IP multicast group address of packets coming from the 
source and subnetvvork to the lett 

Time since the cache entry ~.vas originally recorded. Time is 
noted in hours (h), minutes (m), and seconds (s). 

Value that indicates the remaining life for the cache entry. 
Time is recorded in minutes (m) and seconds (s). The 
system assigns a life of approximately 7 minutes to each 
entry, When the age if the entry decreases to zero, the 
entry either disappears or is refreshed. 

Time remaining before the system sends a prune message 
to an upstream router. Time is shown in minutes (m) and 
seconds (s). When traffic is actively flowing, a dash(-) 
indicates that no prune message has been sent upstream. 
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Field 

inVit 

outvif 

Ports 

ip multicast dvmrp cacheDisp!ay --~~-~ •• 1 

Description 

Interface that receives incoming IP multicast traffic from 
the spanning tree for the source, subnetwork, and group 
listed on the left. 

The interface is presented as an index number and either 
an I or aT precedes the index number. An I precedes a 
routing interface index number. AT precedes a tunnel 
index number. 

.A P after the index number indicates that a prune 
message has been sent to an upstream router. 

The ent1y .::none> may appear if the system is not able to 
build the cache entry correctly. This temporary condition 
corrects itself quickly. 

Interfaces to which traffic frorn the inVif is being 
forwarded. 

Each interface is presented as an index number and either 
an I or a T precedes each index number. An I precedes 
a routing interface index number. A T precedes a tunnel 
index number. 

.A p after an index number indicates that the upstream 
router r·1as pruned this branch of the delivery tree and no 
multicast packets are being forwarded through this local 
interface. Eventually this entry disappears from the cache 
display. 

Either no entry or <none> appears in this column if the 
system is not able to build the cache entry correctly. This 
temporary condition corrects itself quickly. 

Physical ports that correspond to the interfaces that are 
listed in the outVifs field. The Ports field shovvs a dash(--) 
when there are no outgoing interfaces and when the 
outgoing interfaces are tunnels. 
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ip .multicast dvmrp 
default 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Configures a default route for IP multicast traffic on a DVMRP interface. 
This interface advertises itself as a default route to neighboring DVMRP 
routers . 

Valid Minimum Abbreviation 

ip m d d 

Important Considerations 

111 A default route metric of 0 means that the default route function is 
not activated on the interface (interface does not advertise 0.0.0.0 to 
DVMRP routers). Values other than 0 means that the default route 
function is activated and these values represent the "cost" of the 
default route. 

111 Definitions of default route modes: 

11 all- The interface advertises the default route plus all other 
known routes to neighboring DVMRP routers. 

11 only- The interface advertises only the default route to 
neighboring DVMRP routers. 

If the system learns a default route, it propagates it no matter which 
mode is set on a given interface. 

111 The system a!lows you to configure an interface as a DVMRP default 
route, even when DVMRP is disabled on the interface. If DVMRP is 
disabled, the interface does not advertise itself as a default route. 

Options 

Prompt 

interface 

Definition 

Index number of the routing 
interface on which you want to 
configure a default route 

Possible Values [Default} 

• A valid interface I (factory 
index number default), or 

• ? (for a list of 
selectable 
indexes) 

current value 

default Value that you assign to the 0 - 32 0 (factory 
default), or 
current value 

route metric default route as the "cost" of 

default 
route 
advertise 
mode 

that route 

Routes that the interface 
advertises to neighboring 
DVMRP routers 

• all 

• only 

all (factory 
default), or 
current value 
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ip multicast igmp 
interface summary 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip multicast igmp interface summary --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Summarizes key information about IGMP interfaces . 

Valid Minimum Abbreviation 

ip m i i s 

Fields in the IP Multicast IGMP Interface Summary Display 

Field 

Index 

Address 

TtiThreshold 

Protocol 

Querier 

Description 

Number ass1gned to the muting interface to its right. 

IP address of a routing interface in the system 

Tirne-to-!ive (TIL) threshold that is assigned to the 
interface. This threshold affetis IP multicast packets only. 

Multicast routing protocol that registers with IGM P. In 
release 3.0 software, there is one supported routing 
protocol (DVMRP). 

IP address of the IGMP querier in the subnetwork to 
which the interface belongs. If the interface is functioning 
as the IGMP querier, this fi·eld shows Self. 
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ip multicast igmp 
interface detail 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Supplements the IP multicast !GMP interface summary display with group 
and port information . 

Valid Minimum Abbreviation 

ip m i i d 

Fields in the IP Multicast IGMP Interface Detail Display 

Field 

Index 

Address 

Tt!Threshold 

Protocol 

Querier 

group 

port(s) 

Description 

Number assigned to the routing interface to its right for 
identification purposes. 

IP address of a routing interface in the system that is 
identified by the index number to its left. 

Time-to·live (TIL) threshold that is assigned to the 
interface. This threshold affects !P multicast packets only. 

Multicast routing protocol that regi::,ters with IGMP. In 
release 3.0 software, there is one supported routing 
protocol (DVMRP}. 

IP address of the IGMP querier in the subnetvvork to 
which the interface belongs. If the interface is functioning 
as Hle IGMP querier, this field srmws Self. 

IP multicast group address for which packets have been 
received or for\varded 

Physical port numbers that are associated with the 
interface listed in the Address f1eld that see incoming or 
outgoing traffic 
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ip multicast igmp 
interface TTl 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip muftic;,st igmp interface TTL --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies the time-to-live {TTL} threshold of a given routing interface, The 
interface compares the TTL value in each !P multicast packet against its 
TIL threshold_ If the packet TIL is greater than the threshold TIL, the 
interface decrements the packet TTL by 1 and forwards the packet, 
provided that no other restrictions exist. 

Valid Minimum Abbreviation 

ip m i .i t 

Important Considerations 

11 Because IGMP is enabled by factory default, the system assigns a TTL 
threshold value of 1 as soon as you create an !P interface_ 

11 This TTL threshold affects IP multicast packets only. 

Options 

Prompt Description 

IP interfaces Index numbers of the 
interfaces for which you want 
to modify the TTL threshold 

TIL 
threshold 

Value you \Vant to assign to 
the specified inte1iaces 

Possible Values 

• One or more 
valid interface 
index numbers 

• 7 (for a list of 
selectable 
indexes) 

0-255 

[Default] 

1 (factory 
default), or 
current value 
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ip multicast igmp For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

.; 3500 

.; 9000 
9400 

3900 
9300 

snooping Enables or disables the system's ability to understand the Internet Group 
Management Protocol (IGMP) and snoop on !GMP packets to determine 
if IP multicast group members exist downstream from routing interfaces 
and therefore if the system should forward group traffic on those 
interfaces. 

Valid Minimum Abbreviation 

ip m i s 

Important Considerations 

11 Your selection applies to all interfaces in the system. 

11 3Com recommends that you keep !GMP snooping enabled at all 
times. It adds little processing overhead to the system and enhances 
the efficiency of your network if !P multicast traffic is present. 

Options 

Prompt 

snooping 
mode 

Description Possible Values [Default] 

enabled 

• disabled 

Whether the systern • 
can observe, record, 
and react to IG MP 
packets and set 
filters on appropriate 
ports in an interface 

enabled (factory default), 
or current value 
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ip multicast igmp 
querying 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip multicast igmp querying --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Enables or disables the system's ability to operate as the Internet Group 
Management Protocol (IGMP) querier if so elected by other IGMP-capable 
devices in the subnetwork. The IGMP querier is always the device with 
the lowest IP address. 

Valid Minimum Abbreviation 

ip m i q 

Important Considerations 

11 Your selection applies to all interfaces in the system. 

11 The most efficient bandwidth usage is achieved by having the device 
that is closest to the source of IP multicast traffic operate as the 
querier for a given subnetwork. 

Options 

Prompt 

query mode 

Description 

Whether the system 
can offer itself as a 
candidate for 
election as the IGMP 
querier 

Possible Values [Default} 

11 enabled 

11 disabled 

enabled (factory default), 
or current value 
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ip multicast cache 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays information about IP multicast traffic that has been observed on 
the system. For more detailed information, review the DVMRP cache. (See 
"ip multicast dvmrp cacheDisplay" earlier in this chapter.) 

Valid Minimum Abbreviation 

ip m c 

Important Consideration 

111 Although the Administration Console menu description is protocol 

.independent multicast cache, this cache is not related to the 
multicast routing protocol called Protocol Independent Multicast 
(PIM). 

Options 

Prompt Description 

Multicast Source for which you 
source want to view cache 
address information 

Possible Values 

• Depends on your 
network 

• 255.255255.255 
for all sources 

Multicast Multicast group for ~;vhich • Depends on your 
group you want to v1ew cache network 
address information • 255.255.255.255 

for all groups 

[Default1 

255.255255255 
(factory default), 
or current value 

255.255.255.255 
(factory default), 
or current value 
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ip multicast cache --~~~- •• 1 

Fields in the IP Multicast Cache Display 

Field 

source 

group 

inVif 

outVif 

in Ports 

out Ports 

Description 

Subnetwork that contains a source device that is sending traffic 
addressed to the IP multicast group listed in the group field" 

iP multicast group address of packets coming from the 
subnehvork listed to its left 

index number of the interface that receives incoming IP multicast 
group traffic. Either an I or a T precedes the index nurnbeL An 
I indicates a regular IP multicast interface. AT indicates that 
the interface also operates as a DVMRP tunnel. 

Index numbers of the interfaces to which traffic from the inVif is 
being forwarded. 

Physical port that corresponds to the interface that is listed in the 
inVifs field" 

Physical ports that correspond to the interfaces that are listed 1n 
the outVifs field" 
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.; 3500 

.; 9000 
9400 

3900 
9300 

ip multicast 
traceRoute 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Provides a method for tracing the path that an IP multicast packet takes 
from a source to a particular receiver Unlike unicast IP traceroute, 
multicast traceroute works in the reverse and requires a special packet 
type and implementation in routing devices. 

Valid Minimum Abbreviation 

ip m t 

Important Considerations 

11 This command traces the path backwards from a specific receiving 
device to a specific source device. When you use this command, the 
receiver is assumed to be the systetTl to which you are connected. 

11 This command produces a display that shows IP addresses of the 
interfaces that span from your system back to the source that you 
specify. The display also shows the number of hops back to those 
interfaces, the multicast routing protocols used, and the amount of 
time it takes to reach each hop from the receiver. 

11 All interim devices must support IP multicast traceroute for you to see 
a corn plete path on the display. 

Options 

Prompt 

source IP 
address 

multicast 
group 
address 

Description Possible Values [Default} 

!P address of the source device Any valid IP address -
that sends traffic to a specific IP for IP multicast 
multicast group address source devices in 

your network 

The IP multicast group address 
that the source is using for a 
pa1iicular application. This is 
useful when all applications 
come from the same source. 

Any valid IP 
multicast group 
address used by 
source devices in 
your network 
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19 ........ . . .. ...... . 

OPEN SHORTEST PATH FIRST 
(OSPF) 

This chapter describes commands that you can use to configure Open 
Shortest Path First (OSPF) routing on your system. 

For more information about administering OSPF routing on your network, 
see the Implementation Guide for your system. 

For the CoreBuilder® 9000, the commands in this chapter apply to 
Layer 3 switching modules only. 
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F CHAPrm 19: OreN SHORTEST PArn FIRST (OSPF) 

Menu Structure The commands that you can use depend on the system that you have, 
your level of access, and the types of modules and other hardware 
options that are configured for your system. The following diagram 
shows the complete list of commands for all systems .. See the checklist at 
the beginning of each command description in this chapter for whether 
your system supports the comrnand. 
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ip ospf areas display 

/3500 
/9000 

9400 

3900 
9300 

ip ospf amas display --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays a list of existing OSPF areas. 

Valid Minimum Abbreviation 

ip a a di 

Fields in the IP OSPF Areas Display 

Field 

Advertise 

AreaiD 

lndx 

IP Address 

Mask 

Stub 

Description 

Whether the network range is advertised (y) or 
not (n) 

Area identifier 

Entry index number for the area 

Network portion of IP address range 

IP address range subnet rnask 

Whether the area is a stub area (y) or not (n) 
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1--~~2··· CHAPfCR 19: OPCN SHORTEST PAlH FIRST (OSPF) 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospf areas 
defineArea 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines an OSPF area . 

Valid Minimum Abbreviation 

ip o a de 

Important Considerations 

1111 The backbone area 0.0.0.0 is configured by default. 

1111 The area ID rnust be unique for the autonomous system. 

1111 On the CoreBuilder 3500, you can define a maximum of eight areas. 

Options 

Prompt 

Area ID 

Stub area 

Description Possible Values 

In the form n.n.n.n (where Up to 
0 <= n <= 255); functions as 255.255.255255 
an area identification number 
to the OSPF autonomous 
system 

Whether this area is a stub area • y (yes) 

• n (no} 

[Default} 

n (factory 
default), or 
current value 
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.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospf areas 
modifyArea 

ip ospf areas mod1fyArea --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies an existing OSPF area . 

Valid Minimum Abbreviation 

ip a a modifya 

Options 

Prompt 

Area 

Area 10 

Stub area 

Description Possible Values [Default] 

Index number of the area that 
you want to modify 

11 Valid area index -
number 

11 7 (for a list of 
selectable 
indexes) 

In the form n.ruLn (where Up to 
0 <= n <= 255); functions as 255.255.255.255 
an area identification number 
to the OSPF autonomous 
system 

Whether this area is a si:ub area 11 y (yes) 

11 n (no) 

n (factory 
default), or 
current value 
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1--~~... CHAPfCR 19: OPCN SHORTEST PAlH FIRST (OSPF) 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospf areas 
removeArea 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Removes an existing OSPF area . 

Valid Minimum Abbreviation 

ip o a removea 

Options 

Prompt 

Area 

Description 

Index number of the area that 
you want to remove 

Possible Values [Default} 

a Valid area index First available 
number index number 

• all 

• ? (tor a list of 
selectable 
indexes) 

ANI-ITC-944 945-1825223 



.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospf areas 
add Range 

ip ospf areas addRange --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Adds a range to an existing OSPF area . 

Valid Minimum Abbreviation 

ip a a a 

Options 

Prompt 

Area 

Description 

Index number of the area to 
which you want to add the 
range 

IP address IP address of the range that 
you want to add to the area 

Possible Values [Default] 

11 Valid area index -
number 

11 7 (for a list of 
selectable 
indexes) 

Up to 
255.255.255255 

Subnet 
mask 

Subnet mask of the range that Variable, based on Variable, based 

Advertise 
range 

you want to add to the area address range class on address 

Whether to advertise area 
range 

11 y (yes) 

11 n (no) 

range class 

y 

ANI-ITC-944 945-1825224 
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.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospf areas 
modifyRange 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies an OSPF area range . 

Valid Minimum Abbreviation 

ip o a modifyr 

Options 

Prompt Description Possible Values [Default} 

Area Index number of the area that 
contains the range that you 
want to modify 

a Valid area index -
number 

• ? (for a list of 
selectable 
indexes) 

! P address of Existing range that you want to Up to 
range modify (in the form of an IP 255.255.255.255 

address) 

!P address Range (in the form of an IP 
address) 

Up to Current value 
2.55.255.255.255 

Sub net 
mask 

Sub net mask of the range that 
you \Vant to modify 

Variable, based on Current value 
address range class 

Advertise 
range 

Whether to advertise the area 
range 

a y (yes) Current value 

• n (no) 

IP OSPF Areas Modify Range Example 

Select area {1-21?}: 1 

Ent.er IP address of range to modify: 3.3.3.1 

Ent.er IP address [3.3.3.1]: 2.2.2.2 

Enter subnet mask [255.0.0.0]: 255.255.0.0 

Advertise this area range (yes,no) [yes]~ y 
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.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospf areas 
removeRange 

ip ospf areas removeRange --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Removes an OSPF area range . 

Valid Minimum Abbreviation 

ip a a remover 

Options 

Prompt 

Area 

Description 

Index number of the area that 
contains the range that you 
want to delete 

IP address IP address of the range that 
you want to delete 

Possible Values [Default] 

11 Valid area index -
number 

11 7 (for a list of 
selectable 
indexes) 

Up to 
255.255.255255 
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ip ospf 
defaultRouteMetrk 

display 

./ 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays the cost of a default route. 

Valid Minimum Abbreviation 

ip 0 d di 

Important Considerations 

1111 If a default metric is not defined, the router does not advertise itself as 
the default router. 

1111 By default, the default route metric is not defined. 

Field in the IP OSPF Default Route Metric Display 

Field 

Default route metric 

Description 

Cost (metric) that is associated with the default route. A 
higr·1er cost indicates a slower route, for example, because 
it entails more hops or less bandwidth. 
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ip ospf 
defaultRouteMetric 

define 

./ 3500 

./ 9000 
9400 

3900 
9300 

ip ~f defaultRouteMetrk: define --~~~ •. 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines the default route metric for the router. 

Valid Minimum Abbreviation 

ip a d de 

Important Considerations 

11 If a default metric is not defined, the router does not advertise itself as 
the default router. 

11 By default, the default route metric is not defined. 

11 Defining is default route metric is useful when the configuration 
supports multiple paths to the same destination. It provides a way to 
signify which of the paths is to be preferred. 

Options 

Prompt Description Possible Values [Default] 

Default Cost (metric) that is associated 1 - 65535 
route metric with the default route 
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ip ospf 
defaultRouteMetrk 

remove 

./ 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Removes the default route metric. 

Valid Minimum Abbreviation 

ip o d r 

Important Considerations 

1111 If a default metric is not defined, the router does not advertise itself as 
the default router. 

1111 By default, the default route metric is not defined. 

1111 The default route metric is removed immediately after you enter the 
command. You are not prompted to confirm the deletion. 
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ip ospf interface summaty --~~~- •• 1 

ip ospf interface For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

.; 3500 

.; 9000 
9400 

3900 
9300 

summary Displays summary information for the system's OSPF interface 
configuration . 

Valid Minimum Abbreviation 

ip 0 i su 

Fields in the IP OSPF Interface Summary Display 

Field 

AreaiD 

Dead !ntvl 

Hello lntv! 

!ndx 

Password 

Pri 

Rxmit !ntvl 

Xmit Cost 

Xmit Delay 

Description 

OSPF area to which the interface belongs 

Time interval (in seconds) before OSPF declares that a 
neighbor is dead 

OSPF Hello packet transmit Interval (in seconds) for the 
interface 

Interface entry index; same number as the IP interface 
index 

Password that is associated with the OSPF interface 

OSPF muter priority for the Interface 

LSA retransmit interval (in seconds) 

Interface transmit cost 

Interface transmit delay (in seconds) 
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ipospfinterface 
detail 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays summary and detailed information for the system's OSPF 
interface configuration . 

Valid Minimum Abbreviation 

ip o i det 

Important Consideration 

111 The display also indicates whether !P routing and Internet Control 
Message Protocol (!CMP) router discovery are enabled and gives the 
OSPF router ID. 

Fields in the IP OSPf Interface Detail Display 

Field 

AreaiD 

BDR 

Dead lntvl 

DR 

Hello !ntv! 

!ndx 

!P address 

Notes 

Password 

Pri 

Rxrnit !ntv! 

Description 

OSPF area to vvhich the interface belongs 

IP interface of the backup designated router (BDR) 

Time interval (in seconds) before OSPF declares that a 
neighbor is dead 

IP interface of the designated router (DR) 

OSPF Hello packet transmit interval (in seconds) for the 
interface 

Index number that corresponds to the IP interface for which 
OSPF information is displayed 

IP address of the OSPF inte1iace 

When RouteriD appears, the interface address is being 
used as the OSPF router !D 

Password that is associated with the OSPF interface 

OSPF router priority for the interface 

LSA retransmit interval {in seconds) 
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Field 

State 

Xmit Cost 

Xmit Delay 

ip ospf interfaru detail --~~- •• 1 

Description 

Interface state: 

11 Disabled- OSPF is not enabled on the interface. 

11 Down - Interface is dmvn, but OSPF is enabled on it. 

• Loopback -Interface is a loopback interface. 

• t'lai t ing- Router is trying to determine the identity of 
the DR and BDR on the net'vvork. 

• PTP -Interface is operational and connects to either a 
point-to~point network or a virtual link. The router 
attempts to form adjacency with the neighboring router. 

• DRother- Interface is on a rnultiaccess network where 
this router is not the designated router or backup 
designated router. 

• BDR - Router is the backup designated router on the 
attached network. 

• DR - Router is the designated router on the attached 
net\vork. 

Interface transmit cost 

Interface transmit delay (in seconds) 
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ipospfinterface 
statistics 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays statistics that are associated with specified OSPF interfaces, 

Valid Minimum Abbreviation 

ip o i st 

Options 

Prompt Description Possible Values [Default} 

! P interface Index number of the interface 
tor which you want to display 
statistics 

a Valid interface 
index number 

• all 

• ? (tor a list of 
selectable 
indexes) 

Fields in the IP OSPF Interface Statistics Display 

Field 

adjacencyDown 

adjacencyU p 

authError 

computeDR 

!saXsurnError 

mismatchArea!D 

Description 

Number of times that OSPF adjacencies have gone down 

Number of times that OSPF adjacencies have been formed 

Number of packets discarded due to OSPF authentication errors 

Interpretation: 

• A non-zero value is bad and means that packets from some 
OSPF routers are being discarded due to authentication 
errors_ 

This statistic is incremented under the following circumstances: 

• If the OSPF packet authentication type is something other 
than simple password (Le,, cryptographic authentication is 
not supported in the current implementation}. 

• If the OSPF packet contains a password but the interface 
does not have a pasS\Nord configured 

• If the OSPF packet has a simple password that does not 
match the password defined for the OSPF interface. 

Number of times that the designated router has been 
computed 

Number of LSA checksum errors that were detected 

Number of interface area ID mismatches that were detected 

mismatchAreaType Number of inte1tace area type mismatches that were detected 
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Field 

mismatchDead 

ip ospf interface statistics --~~- •• 1 

Description 

Number of router dead inte!Val mismatches that were detected 

Interpretation: 

• A non-zero value is bad and means that some OSPF routers 
on the interface are configured with a different dead 
interval than this router. This prevents the router frorr 
becoming a neighbor with these other routers. 

This statistic is incremented under the following circumstances: 

• When an OSPF Hello packet is received and the dead interval 
it defines is different from the dead inte!Val configured on 
the OSPF interface. 

mismatchHe!lo Number of Hello packet interval mismatches that were detected 

mismatch Mask Number of subnet mask mismatches that 'were detected 

packetXsumError Number of packet checksum errors since interface has come up 

receiveDD Number of database description packets that were received 
from valid OSPF neighbors. 

Interpretation: 

• A non-zero value is OK. 

Database description packets are sent ·when forming 
adjacencies with valid neighbors. A large number of 
receiveDD packets in a netvvork whose configuration has 
not changed could indicate that adjacencies are being torn 
down and re-established. 

This statistic is incremented under the following circumstances: 

• When an OSPF database descriptor packet from a valid OSPF 
neighbor is received. 

receivedUnknown Number of unknovvn LSAs that were received 

ANI-ITC-944 945-1825234 



1--~~... CHAPfCR 19: OPCN SHORTEST PAlH FIRST (OSPF) 

Field 

receiveError 

receiveHello 

receivelsAck 

receiveLSR 

Description 

Number of general receive errors. 

Interpretation: 

• A non-zero value indicates that OSPF packets are being 
dropped and that this could be causing routing problems. 

This statistic is incremented under the following circumstances: 

• When an OSPF Hello packet is received and the packet 
length 1s too short. 

• When an OSPF Hello packet is received that has the same 
router !D as the router receiving the packet. 

• When an OSPF database descriptor packet is received and 
the packet length is too short. 

• When an OSPF l1nk state request (LSR) packet is received and 
the packet length is too short. 

• When processing an LSR packet, if the area is not 
configured on the interface. 

• When an OSPF link state update (LSU) packet is rece1ved and 
the packet length is too short. 

• When processing an LSU packet, if there are more than 500 
advertisements u··le packet is not processed, 

• When an OSPF link state acknovvledgement (LSAck) packet 
is received and the packet length is too short. 

• When processing an LSAck packet, if the area described by 
the packet is not known by the router receiving the packet 

• When processing any OSPF packet, if the packet length is 
less than the OSPF header length then it must have been 
truncated and the packet is dropped. 

• When an OSPF packet is received on an interface that is not 
running OSPF. 

• When an OSPF packet is received over a virtual link, but the 
virtual link is down or not configured. 

• When an OSPF packet is received (over a non-virtual link) 
from a source whose IP network does not match the !P 
netuvork of the interface on which it was received. 

• When an OSPF packet is received on a Non-Broadcast 
Multiple Access network from an unknown neighbor. 

• VVhen an OSPF packet is received whose version is not OSPF 
version 2. 

Number of Hello packets that were received 

Number of LSA acknmvledgrnents that were received 

Number of LSA request packets that were received 
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Field 

receiveLSU 

transm1tDD 

transm1tError 

transmitHello 

transmitlsAck 

transmitLSR 

transm1tLSU 

ip ospf interface statistics --~~~- •• 1 

Description 

Number of link state update packets that were received 

Number of database description packets that were transmitted 

Interpretation: 

• A non-zero value is OK. 

Database description packets are sent when forming 
adjacencies with valid neighbors. A large number in a 
net11vork whose configuration has not changed could 
indicate that adjacencies are being tom down and 
re·established. 

This statistic is incremented under the following circumstances: 

• When an OSPF database descriptor packet is transmitted. 

Number of general transmit errors 

Interpretation: 

• A non-zero value indicates that an OSPF packet could not be 
sent either out a particular interface, or to a particular 
destination. This could prevent OSPF from running properly 
'vvithin the autonomous system and lead to routing 
problems, 

This statistic is incremented under the following circum::,tances: 

• When an OSPF Hello, LSU, or LSAck is being sent as a 
multicast packet on a non-broadcast multiple access 
network. 

Number of Hello packets that were transmitted 

Number of LSA acknowledgments that were transmitted 

Number of LSA request packets that \Vere transmitted 

Number of link state update packets that were transrnitted 
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ipospfinterface 
mode 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Enables or disables OSPF on specified IP interfaces . 

Valid Minimum Abbreviation 

ip o i m 

Options 

Prompt 

! P interface 

Description 

Index number of one or more 
!P interfaces on vvhkh you 
want to enable or disable OSPF 

OSPF mode Whether to disable or enable 
OSPF on the specified IP 
interface 

Possible Values [Default} 

a One or more all (factory 
valid !P interface default), or 
index numbers current value 

• all 

• ? (for a list of 
selectable 
indexes) 

a disabled 

• enabled 

disabled 
(factory 
default), or 
current value 
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ip ospf interface 
priority 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospt interface priority --~~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Assigns interface priority to the OSPF router . 

Valid Minimum Abbreviation 

ip a i pr 

Important Consideration 

• The interface priority of an OSPF router determines its status as a 
designated router. 

Options 

Prompt 

IP interface 

Priority 

Description 

Index number of one or more 
I P interfaces to which you want 
to assign a priority 

Possible Values [Default] 

• One or more all (factory 
valid IP interface default), or 
index numbers current value 

• all 

• ? (for a list of 
selectable 
indexes) 

Interface priority: • 0- 255 

• If 0, router will not be the 
default router. 

• If 1 - 255, the highest 
priority becomes the 
designated router. 
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ipospfinterface 
areaiD 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Associates an interface with an OSPF area . 

Valid Minimum Abbreviation 

ip o i a 

Important Considerations 

1111 Set the area !D to the same value for all routers on the network 
segment because they are in the same area. 

1111 0.0.0.0 indicates the OSPF backbone area. 

Options 

Prompt Description 

! P interface Index number of one or more 
interfaces that you want to 
associate with the area 

Possible Values [Default} 

• One or more all (factory 
valid !P interface default), or 
index numbers current value 

• all 

• ? (for a list of 
selectable 
indexes) 

Area !D !D of area, in the form n.n.n.n Valid area ID 
(where 0 <"" n <= 255) with 

0.0.0.0 (factory 
default), or 
current value which you want to associate 

the specified interfaces 
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ip ospf interface cost 

/3500 
/9000 

9400 

3900 
9300 

ip ospt interface cost --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Assigns a cost to an OSPF interface. 

Valid Minimum Abbreviation 

ip 0 i c 

Important Consideration 

• The interface cost reflects the line speed of the port. Although the 
system calculates a default cost value based on the module media 
type, you can use this command to manually change the cost to a 
different value. 

Options 

Prompt Description 

IP interface Index number of one or more 
interfaces to which you want 
to assign a cost 

Possible Values [Default] 

• One or more all (factory 
valid IP interface default), or 
index numbers current value 

• all 

• 7 (for a list of 
selectable 
indexes) 

Cost Cost that you want to assign to 1 - 65535 
the specified interface (Higher 

Cost of slowest 
port (usually 1 ) 

values are slower ports.) 
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ipospfinterface 
delay 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the OSPF interface transmit delay . 

Valid Minimum Abbreviation 

ip o i del 

Important Considerations 

1111 The system adds the value of the transmit delay to ali link state 
advertisements (LSAs) that it sends out to the network. Set the 
transmit delay according to the !ink speed: use a longer transmit delay 
time for slower link speeds. 

1111 The transmit delay must be consistent throughout the autonomous 
system. 

Options 

Prompt Description 

! P interface Index number of one or more 
interfaces for which you want 
to set the transmit delay 

Transmit 
delay 

Delay On seconds) that you 
want to assign to the specified 
interface 

Possible Values [Default) 

• One or more all (factory 
valid !P interface default), or 
index numbers current value 

• all 

a ? (for a list of 
selectable 
indexes) 

1 - 65535 seconds 1 (factory 
default), or 
current value 
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ip ospf interface hello 

/3500 
/9000 

9400 

3900 
9300 

ip ospf interface hello --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the interface Hello interval. 

Valid Minimum Abbreviation 

ip a i he 

Important Considerations 

11 Hello packets inform other routers that the sending router is still active 
on the network. 

11 If a router does not send Hello packets for a period of time specified 
by the dead interval, the router is considered inactive by its neighbors. 

11 The Hello packet interval must be consistent throughout the 
autonomous system. 

Options 

Prompt Description 

IP interface Index number of one or more 
interfaces for which you want 
to set the Hello interval 

Hello packet Interval (in seconds) at which 
interval the interface transrrits Hello 

packets 

Possible Values [Default] 

• One or more all (factory 
valid IP interface default), or 
index numbers current value 

• all 

• 7 (for a list of 
selectable 
indexes) 

1 - 65535 seconds 10 (factory 
default), or 
current value 
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ipospfinterface 
retransmit 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Specifies the OSPF link state advertisement (LSA) retransmit interval for an 
interface . 

Valid Minimum Abbreviation 

ip o i r 

Options 

Prompt Description 

! P interface Index number of one or more 
interfaces on which you want 
to set the LSA retransmit 
interval 

Possible Values [Default1 

• One or more all (factory 
valid !P interface default), or 
index numbers current value 

• all 

• ? (for a list of 
selectable 
indexes) 

LSA Interval at which the specified ·1 - 65535 seconds 5 (factory 
retransmit interface retransmits LSAs default), or 
time current value 
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ip ospf interface dead 

/3500 
/9000 

9400 

3900 
9300 

ip mpf interface dead --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Specifies the dead interval for an interface. 

Valid Minimum Abbreviation 

ip a i dea 

Important Consideration 

• Set the dead interval to the same value for all routers on the network. 

Options 

Prompt Description 

IP interface Index number of one or more 
interfaces on vvhich you vvant 
to set the dead interval 

Dead 
interval 

Maximum duration (in 
seconds) that neighbor routers 
wait for a Hello packet before 
they determine that the 
transmitting router is inactive 

Possible Values [Default] 

• One or more all (factory 
valid IP interface default), or 
index nurnbers current value 

• all 

• 7 (for a list of 
selectable 
indexes) 

1 - 65535 seconds 40 (factory 
default), or 
current value 
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ipospfinterface 
password 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets password security for an OSPF interface . 

Valid Minimum Abbreviation 

ip o i pa 

Important Considerations 

1111 To remove a previously assigned password, set the password to none. 

1111 The password must be consistent throughout the autonomous 
system. 

Options 

Prompt Description 

! P interface Index number of one or more 
interfaces for which you want 
to assign or remove a 
password 

Password Password for the specified 
interface 

The none option removes a 
previously assigned password. 

Possible Values [Default} 

• One or more all (factory 
valid !P interface default), or 
index numbers current value 

• all 

• ? (for a list of 
selectable 
indexes) 

• Up to eight 
ASCII characters 

none (factory 
default), or 
current value 

ANI-ITC-944 945-1825245 



ip ospf HnkStateData 
databaseSummary 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospf linkStateData databaseSummaf)' --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Summarizes link state advertisements (LSAs) in the link state database . 

Valid Minimum Abbreviation 

ip 0 1 d 

Important Consideration 

• To view link state database inform;ation, OSPF must be 
active (enabled). 

Options 

Prompt Description Possible Values 

Area 10 Area 10 (in the forrr Valid area ID 
n.n.n.n where 0 <;;;; n <"" 255) 
that corresponds to the OSPF 
area for which you vvant to 
view LSA summary information 

Area mask Subnet mask of OSPF area for Valid area rnask 
which you want to v1ew LSA 
summary information 

[Default] 

0.0.0.0 (factory 
default), or 
current value 

0.0.0.0 (factory 
default), or 
current value 

Fields in the IP OSPF link State Data Database Summary Display 

Field Description 

Checksum summation Total of all LSA checksums 

External LSAs Number of external link LSAs 

LSA count Number of LSAs 

Nehvork LSAs Number of network link LSAs 

Router LSAs Number of router link LSAs 

Summary LSAs Number of summary link LSAs 

ANI-ITC-944 945-1825246 
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ip ospf linkStateData 
router 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays router !ink state advertisements {LSAs) in the !ink state database . 

Valid Minimum Abbreviation 

ip o 1 r 

Important Consideration 

1111 To view !ink state database inforrnation, OSPF must be 
active (enabled). 

Options 

Prompt Description Possible Values [Default) 

Area ID Area ID (in the form Valid area ID 0.0.0.0 (factory 
n..rLn.n where 0 <= n <= 255) default), or 
that corresponds to the OSPF current value 
area for which you \Vant to 
view router link state 
advertisement information 

Area mask Subnet mask of OSPF area for Valid area mask 0.0.0.0 (factory 
which you want to view router default), or 
!ink state advertisement current value 
information 

lSID link State ID: router ID of the Router ID 0.0.0.0 (factory 
originating router (in the form default), or 
of an IP address) current value 

lSID mask link State ID bit mask link State ID bit 0.0.0.0 (factory 
(Example: 255.0.0.0) mask default), or 

current value 

Fields in the IP OSPF link State Data Router Display 

Field 

Flags 

Description 

• v- Router is the endpoint of an active virtual link that 
is using the area as a transmit area. 

• ASBR- Router is an autonomous system boundary 
router. 

• ABR - Router is an area border router. 
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Field 

Link Data 

Link ID 

Link Type 

LS Age 

LS Seq 

LSID 

Metric 

Router ID 

ip aspf linkstateData roulr!r --~~~ •• 1 

Description 

a PTP- Ml B II index value tor an unnumbered 
point-to-point interface. 

111 Transit, Net -IP address of the router's interface 

a Stub Net - Network IP address mask 

a Virtual link -IP interface address of neighboring 
router 

111 PTP- Neighboring router's router ID 

a Transit Net- Address of designated router 

a stub Net -IP nehvork!subnetwork number 

a Virtual link- Neighboring router's router ID 

a PTP- Connection is point-to-point to another router. 

• Transit Net -Connection is to a transit network 
(one that has more than one OSPF router on it). 

111 Stub Net -Connection is to a stub network. 

a Virtual link- Connection is to a far-end router 
that is the endpoint of a virtual link. 

Time (in seconds) since LSA vvas originated 

Sequence number of the LSA (used to detect older 
duplicate LSAs) 

ID number of the router that originated the LSA 

Cost of the link 

Originating router ID 
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ip ospf linkStateData 
network 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays network !ink state advertisements (LSAs) in the !ink state 
database . 

Valid Minimum Abbreviation 

ip o 1 n 

Important Consideration 

111 To view link state database inforrnation, OSPF must be 
active (enabled). 

Options 

Prompt Description Possible Values 

Area ID Area ID (in the form Valid area ID 
n.n.n.n where 0 <= n <= 255) 
that corresponds to the OSPF 
area for which you want to 
view network LSA information 

Area Mask Subnet mask of OSPF area for Valid area mask 
which you want to view 
network LSA information 

lSID Link State ID: interface address Valid !P address 
of the designated router 

LS!D mask link State !D bit mask link State !D bit 
(Example: 255.0.0.0) mask 

Fields in the IP OSPF link State Data Network Display 

Field Description 

[Default} 

0.0.0.0 (factory 
default), or 
current value 

0.0.0.0 (factory 
default), or 
current value 

0.0.0.0 (factory 
default), or 
current value 

0.0.0.0 (factory 
default), or 
current value 

Attached routers List of routers that are fully adjacent to the designated router 
(DR); also the DR 

lS Age 

lS Seq 

LSID 

Network mask 

Router ID 

Tl!T!e (in seconds) since the LSA vvas originated 

Sequence number of the LSA (used to detect older duplicate 
LSAs) 

Interface address (in the form of an IP address) of the designated 
router 

IP address mask for the net'vvork 

Or1ginat1ng router !D 
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ip ospf linkStateData summaty --~~~- •• 1 

ip ospf link State Data For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

.; 3500 

.; 9000 
9400 

3900 
9300 

summary Displays summary !ink state advertisements (LSAs) in the link state 
database . 

Valid Minimum Abbreviation 

ip 0 1 s 

Important Consideration 

• To view link state database inform;ation, OSPF must be 
active (enabled). 

Options 

Prompt Description Possible Values 

Area 10 Area 10 (in the form Valid area 10 
n.n.n.n INhere a <= n <= 255) 
that corresponds to the OSPF 
area for which you want to 
view summary LSA information 

Area mask Subnet mask of the OSPF area Valid area mask 
for which you want to view 
summary LSA information 

LSID Link State ID: • For type 3 

For type 3 summary LSAs, 
summary LSAs, 

• a valid IP this is the IP address of the 
address 

destination network 

For type 4 summary LSAs, • For type 4 
• surrmary LSAs, 

this is the autonomous 
system boundary router's 

a valid router ID 

Router ID (in the form of an 
IP address) 

LSID mask Link State ID bit mask Link State ID bit 
(Example: 255.0.0.0) rnask 

[Default] 

0.0.0.0 (factory 
default), or 
current value 

0.0.0.0 (factory 
default), or 
current value 

0.0.0.0 (factory 
default), or 
current value 

0.0.0.0 (factory 
default), or 
current value 
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Fields in the IP OSPF link State Data Summary Display 

Field 

LS Age 

LS Seq 

LSID 

Metric 

Network mask 

Router ID 

Description 

TirT!e {in seconds) since LSA vvas originated 

Sequence number of the LSA (used to detect older 
duplicate LSAs) 

• Type 3 -Destination network's IP address 

• Type 4 - ASBR's OSPF router ID 

Cost to reach the network 

• For Type 3- destination network's IP address mask 

• For Type 4 -Not used, must be o {--) 

Originating router ID 
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ip ospf HnkStateData 
external 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospf linkStateData external --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays external network link state advertisements {LSAs) in the link state 
database . 

Valid Minimum Abbreviation 

ip o 1 e 

Important Consideration 

• To view link state database inform;ation, OSPF must be 
active (enabled). 

Options 

Prompt 

LSID 

LSID mask 

Description Possible Values 

Link State ID (in the form of the Valid IP address 
destination netvvork's IP 
address) 

Link State ID bit mask Link State ID bit 
(Example 255.0.0.0) mask 

[Default] 

0.0.0.0 (factory 
default), or 
current value 

0.0.0.0 (factory 
default), or 
current value 

fields in the IP OSPF link State Data External Display 

Field 

Fwd Address 

LSAge 

LS Seq 

LSID 

Metric 

Network Mask 

Router 10 

Route Tag 

Type 

Description 

Forwarding address for data traffic to the advertised 
destination 

Time (in seconds) since LSA was originated 

Sequence number of the LSA (used to detect older 
duplicate LSAs) 

IP network number 

Cost to reach advertised destination 

IP address mask for the advertised destination 

Originating router ID 

Not used by OSPF; these 32 bits may be used to 
communicate other information between boundary 
routers. Tag contents are defined by applications. 

a Type 1 - normal link state metric 

a Type 2 - metric is larger than any local link state 
path 
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ip ospf neighbors 
display 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays information about currently defined neighbors in an OSPF area . 

Valid Minimum Abbreviation 

ip on d 

Fields in the IP OSPF Neighbors Display 

Field 

Flags 

!ndx 

Neighbor Addr 

Pri 

ReqQ 

Router ID 

RxQ 

State 

sumo 

Description 

Neighbor identification flags: 

• D ~ Dynamic neighbor 

• s - Static neighbor 

• BDR - Backup designated router 

• DR- Designated router 

Example: [S, BDRI + [D, DR] is a static neighboring backup 
designated router and a dynamic neighboring designated router 

Interface index that corresponds to the interface to ·which a 
neighbor belongs 

Interface address of neighbor 

Neighbor's OSPF router priority 

Number of LSAs being requested from neighbor 

Neighbor's OSPF router ID 

Number of LSAs in local retransrnit queue to the neighbor 

Neighbor's adjacency: 

• Down- No recent data received from neighbor, connection 
is down. 

• Attempt- Only used on nonbroadcast neuvorks. No recent 
data received from neighbor (will attempt to contact). 

• Ini t- Have recently seen Hello packet from neighbor; 
however, two-way cornrnunication has not been established. 

• Tvm-way- Bidirectional communication has been 
established. 

• ExStart- Taking initial step to create adjacency between 
neighboring routers. 

• Exchange- Database descriptions are being exd··1anged. 

• Loading- LSA databases are being exchanged. 

• .Full- Neighboring routers are fully adjacent 

Number of LSAs in LSA summary queue for the neighbor 
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ip ospf neighbors add 

/3500 
/9000 

9400 

3900 
9300 

ip ospf neighbors add --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Adds a neighbor static IP address to an existing interface. 

Valid Minimum Abbreviation 

ip a n a 

Important Consideration 

• The system learns neighbor addresses dynamically on interfaces that 
support multicast routing. Define static neighbors only on 
nonmulticast interfaces. 

Options 

Prompt Description 

IP interface Index number of the interface 
to which you want to add a 
neighbor 

Static Address of neighbor that you 
neighbor want to define 
address 

Possible Values 

• Valid interface 
index number 

• 7 (for a list of 
selectable 
indexes) 

[Default] 

First available 
(factory 
default), or 
current value 

Valid IP address on -
interface 
subnetwork 
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ip ospf neighbors 
remove 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Removes a static neighborfrom an existing interface . 

Valid Minimum Abbreviation 

ip on r 

Options 

Prompt Description 

! P interface Index number of the interface 
from which you 1,vant to 
remove a neighbor 

Neighbor 
address 

Address of neighbor that you 
want to remove 

Possible Values 

a Valid interface 
index number 

• ? (for a list of 
selectable 
indexes) 

[Default} 

First available 
(factory 
default), or 
current value 

Valid IP address on -
interface 
subnetwork 
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ip ospf routeriD 

/3500 
/9000 

9400 

3900 
9300 

ip ospf routefiD --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the OSPF router ID. 

Valid Minimum Abbreviation 

ip a r 

Important Considerations 

11 The OSPF router ID identifies the router to other routers within an 
autonomous system. Three types of router identifiers are available; all 
three take the form of an IP address: 

• Default- A unique ID that the system generates and uses as the 
default router ID 

• Interface- The index of an IP interface on the router 

• Address- An ID that you define in the form of an IP address 

11 OSPF routing must be inactive (disabled) before you can add or modify 
an OSPF router ID. To set the OSPF rc;ode to disabled, see "ip ospf 
interface mode" earlier in this chapter. After you modify the router ID, 
you can set the OSPF mode to enabled on the interface 

• The router ID must be unique from all other router IDs and ip 
interfaces in the autonomous system for OSPF to operate correctly. 
Choose the default setting to ensure unique router IDs. 

11 The resulting prompt depends on the router ID type that you choose. 
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Options 

Prompt 

Router ID 
type 

Description 

Type of router identifier 
that you vvant to define 

Possible Values 

• default 

• interface 

• address 

[Default] 

default (factory 
default), or current 
value 

! P interface For interface router ID 
type only. Index nu1T1ber 
of IP interface to use as 
router I D. 

• Valid IP interface First available 
• 7 (for a list of (factory default), or 

current value selectable indexes) 

Router ID For address router lD 
type on~v- Identifier that 
is assigned to router in 
the form of an IP address 

0.0.0.0 and 
255..255.255.255 are 
invalid and \Viii be 
rejected 

User~defined router 
ID 

IP OSPF Router ID Example (Interface Type) 

current OSPF router id = 0.43.66.0 [default) 

Unique router ID 
generated by the 
system (factory 
default). or current 
value 

E···tt·p.r· ~-c,.,,; ..... :r. T'\ t·Tna fctot''"al'll• j Ilt,sr·t·a···"' a''d~'2<0"'' I"'} .1. ........ ......_J ..... ~~o..c-~ .,~,..a.._. }r,·...._ ... t .._, :...,{ ...,~ ........ ....., \..::...,..~ """"~ ""--"""""-'~~ ... [default] : interface 
Select IP interface {1--31?}: 1 

IP OSPF Router ID Example (Address Type) 

current OSPF route:r- id = 24<23<11.23 (address) 
Enter router ID type {d-efault, interface, addn:,ss I?} [address] : address 
Enter router ID [24.23.11.23]: 101.89.2.4 
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ip ospf partition 
display 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospf partition display --~~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays OSPF memory allocation . 

Valid Minimum Abbreviation 

ip o pa d 

Important Consideration 

• See "ip ospf partition modify" later in this chapter for inforrnation on 
how OSPF memory allocation works and how to modify it 

Fields in the IP OSPF Partition Display 

Field 

Current partition 
maximum size 

Configured 
partition 
maximum size 

Allocated 
partition size 

OSPF is using the 
system partition 

Description 

OSPF memory partition upper limit as implemented at the last 
system reboot. 

Last value that you entered, ·~vhich will become the current 
partition maximum size after the next system reboot. 

• o means that OSPF has been set to use the system memory 
partition at the next reboot 

• 1 means that OSPF has been set to use the default memory 
allocation scheme, deriving its partition size from the 
rnaxirnum size of the IP routing table at the next reboot. 

• Any other value that does not equal the current partition 
maximum size means that OSPF has been manually set to use 
a specific maximurn partition size at the next reboot 

Module's current working memory. OSPF dynamically allocates 
memory in 1 00,000-byte chunks, up to the current pa1iition 
maxirrurn size. 

Tr·1e administrator used the ip ospf partition modify 
command to set a partition value of 0. The OSPF protocol is using 
the system rnemorJ partition instead of its own partition, and 
there is no specified OSPF memory Hm1t. 
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ip ospf partition 
modify 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies the maximum memory that OSPF can allocate . 

Valid Minimum Abbreviation 

ip o pa. m 

Important Considerations 

1111 There are three choices for memory allocation: 

• Have the system intelligently determine the maximum OSPF 
memory partition size (partition size= 1). This is the default. 

• Have OSPF be part of system memory, growing as needed and 
without limit (partition size= o). 

• Configure the maximum OSPF memory partition size manually 
(partition size= 4096- <maximum available memory>). 

1111 You typically do not have to modify the OSPF memory allocation. 
However, if the softRestarts statistic shown by the ip ospf 

statistics option begins to climb, it means that OSPF is thrashing 
for memory and you must increase the maximum memory. 

For a complete description of OSPF memory allocation, see the "OSPF 
Memory Partition" section in the OSPF chapter of the Implementation 
Guide. 

1111 The partition size option that you enter takes effect after a system 
reboot. 

Options 

Prompt 

New 
partition 
maximum 
size 

Description 

Maximum memory size (in 
bytes) to allocate to OSPF 
system operation::, 

Possible Values 

• 4096 to 
<maximum 
available size> 

• 0 (to specify system 
memory partition) 

• J (to specify a size 
based on amount 
of memory and the 
maximum routing 
table size_ On 
extended memory 
systems, this is 
4,200,000.) 

[Default] 

1 (factory 
default), or 
current OSPF 
partition size 
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ip ospf 
stubDefaultMetric 

display 

./ 3500 

./ 9000 
9400 

3900 
9300 

ip ospf stubDefaultMetrlc display .• ~:.~ ••• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays the stub default metric value for an area border router. 

Valid Minimum Abbreviation 

ip a stu di 

Important Considerations 

• The stub default metric value determines if the router generates the 
default route into the stub areas of the network. This value applies to 
area border routers (ABRs) that have attached stub areas. 

If a stub default metric is not defined, the router does not advertise a 
default route into the attached stub area. 

111 By default. the stt.ili default metric is not defined. 

Field in the IP OSPF Stub Default Metric Display 

Field 

Stub default 
metric 

Description 

Currently defined OSPF stub default metric 
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ip ospf 
stubDefa ultMetrk 

define 

./ 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines the stub default metric value for an OSPF area border router. 

Valid Minimum Abbreviation 

ip o stu de 

Important Considerations 

1111 The stub default rr:;etric value determines if the router generates the 
default route into the stub areas of the network. This value applies to 
area border routers (ABRs) that have attached stub areas. 

If a stub default metric is not defined, the router does not advertise a 
default route into the attached stub area. 

111 By default, the st.ub default metric is not defined. 

Options 

Prompt Description 

Stub default Stub default metric value to 
metric define for the area border 

router_ Higher numbers are 
slower. 

Possible Values [Default} 

1 - 65535 Current stub 
default metric 
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ip ospf 
stubDefaultMetric 

remove 

./ 3500 

./ 9000 
9400 

3900 
9300 

ip ospf stubDefau!tMetric rumove .• ~:.~ ••• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Disables the stub default metric on an OSPF area border router. 

Valid Minimum Abbreviation 

ip a stu r 

Important Considerations 

11 The system removes. the current stub default metric value immediately 
after you enter the command. 

11 The stub default metric value determines if the router generates the 
default route into the stub areas of the network. This value applies to 
area border routers (ABRs) that have attached stub areas. 

If a stub default metric is not defined, the router does not advertise a 
default route into the attached stub area. 

11 By default, the stub default metric is not defined. 
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ip ospf virtuaiUnks 
summary 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays summary information about a virtual link . 

Valid Minimum Abbreviation 

ip 0 v su 

Options 

Prompt Description Possible Values [Default} 

Virtual link Index number of the virtual link a Index number 
tor which you want to display ot a currently 
summary information defined virtual 

link 

11 all 

11 ? (for a list of 
selectable 
indexes) 

Fields in the IP OSPF Virtual links Summary Display 

Field 

Dead lntvl 

Hello lntvl 

lndx 

Passvvord 

Rxmit lntvl 

Target Router 

Transit Area 

Xmit Delay 

Description 

Number of seconds before the area border router's neighbors 
declare it down, when they stop hearing the router's Hellos 

Length of time (in seconds) between Hello packets 

Index number of the virtual link 

Password for the virtual link 

Length of time (in seconds) between link state advertisement 
retransmissions 

End-point area border router where the virtual link terminates 

Common area that the virtual link uses to reach the target router 

Estimated number of seconds that it takes to transmit a link state 
update packet over the virtual link 
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ip ospf virtual Links 
detail 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospf virtua!Unks detail .• ~:.~ ••• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays detailed information about a virtual link . 

Valid Minimum Abbreviation 

ip a v det 

Important Consideration 

• This display also contains virtual link detail and neighbor information. 

Options 

Prompt Description Possible Values [Default] 

Virtual link Index number of the virtual link • Index number 
for \Vhich you \Vant to display of a currently 
detail information defined virtual 

link 

• all 

• 7 (for a list of 
selectable 
indexes) 

fields in the IP OSPF Virtual Links Detail Display 

Field 

Dead !ntvl 

Hello lntvl 

lndx 

Passvvord 

Rxmit !ntvl 

Target Router 

Transit Area 

Xmit Delay 

Description 

Number of seconds before the area border router's neighbors 
declare it down, when they stop hearing the router's Hellos 

Length of time (in seconds) between Hello packets 

Index number of the virtual link 

Pass\.vord for the virtual link 

length of time (in seconds) between link state advertisement 
retransmissions 

End-point area border router where the virtual link terminates 

Common area that the virtual link uses to reach the target router 

Estimated number of seconds that it takes to transmit a link state 
update packet over the virtual link 
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Fields in the IP OSPF Virtual links Detail Display 

Field Description 

Cost Cost of sending a packet over the virtual link, expressed in the 
!ink state metric 

lndx Index number of the virtual link 

local Address Address of the local router 

Remote Address Address ofthe remote router 

State State of the virtual link 

Fields in the IP OSPF Virtual links Neighbor Display 

Field 

!ndx 

ReqQ 

RxQ 

State 

SurnQ 

Description 

Index number for the interface to which a neighbor belongs 

Number of lSAs that are being requested from the neighbor 

Number of LSAs that are in the local retransmit queue to the 
neighbor 

Neighbor's adjacency: 

• Down- No recent data received from neighbor, connection 
is down. 

• Attempt- Only used on nonbroadcast networks. No recent 
data received from neighbor (will attempt to contact). 

• Ini t ~.Have recently seen Hello packet from neighbor; 
however, two~way communication has not been established. 

• Tvm-way- Bidirectional communication has been 
established. 

• ExStart.- Taking initial step to create adjacency between 
neighboring routers. 

• Exchange- Database descriptions are being exchanged. 

• Loading -LSA databases are being exchanged. 

• Full- Neighboring routers are fully adjacent 

Number of LSAs in LSA surnrnary queue for the neighbor 
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statistics 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip aspf virtua!Unks statistics .• ~:.~ ••• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays statistics that are associated with virtual !inks . 

Valid Minimum Abbreviation 

ip a v st 

Options 

Prompt Description Possible Values [Default] 

Vi1tual link Index number of the virtual link 11 Valid interface 
for which you want to display index number 
statistics 

11 all 

11 ? (for a list of 
selectable 
indexes) 

Fields in the IP OSPF Virtual Links Statistics Display 

Field 

adjacencyDown 

adjacencyUp 

authError 

cornputeDR 

lsaXsumError 

mismatchAreaiD 

Description 

Number of times that OSPF adjacencies have gone do·wn 

Number of times that OSPF adjacencies have been formed 

Number of packets discarded due to OSPF authentication errors 

Interpretation: 

11 A non-zero value is bad and means that packets frorn some 
OSPF routers are being discarded due to authentication 
errors. 

This statistic is incrernented under the following circumstances: 

11 If the OSPF packet authentication type is something other 
than s1mple password (that is, cryptographic authentication 
is not supported in the current implementation). 

• If the OSPF packet contains a password but the interface 
does not have a password configured. 

11 If the OSPF packet has a simple password that does not 
match the password defined for the OSPF interface. 

Number of times that tile designated router was computed 

Number of LSA checksum errors that have been detected 

Number of interface area ID mismatches that have been 
detected 

misrnatchAreaType Number of interface area type mismatches that have been 
detected 
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Field 

mismatch Dead 

Description 

Number of router dead interval mismatches that were detected 

Interpretation: 

• A non-zero value i::, bad and means that some OSPF routers 
on the interface are configured with a different dead 
interval than this router. This prevents the router from 
becoming a neighbor with these other routers. 

This statistic is incremented under the following circumstances: 

11 When an OSPF Hello packet is received and the dead interval 
it defines is different from the dead interval configured on 
the OSPF interface. 

mismatchHello Number of Hello packet interval mismatches that have been 
detected 

mismatchMask Number of subnet mask mismatches that have been detected 

packetXsurnError Number of packet checksum errors since the interface has 
come up 

receiveDD Number of database description packets that were received 
from valid OSPF neighbors. 

Interpretation: 

11 A non-zero value i::, OK. 

Database description packets are sent vvhen forming 
adjacencies with valid neighbors. A large number of 
receiveDD packets in a netvvork whose configuration has 
not changed could indicate that adjacencies are being torn 
down and reestablished. 

This statistic is incremented under the following circumstances: 

11 VVhen an OSPF database descriptor packet from a valid OSPF 
neighbor is received. 

receivedUnknown Number of unknown LSAs that have been received 
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Field 

receiveError 

receiveHello 

receivelsAc.k 

receiveLSR 

ip aspf virtua!Unks statistics .• ~:.~ •• 1 

Description 

Number of general receive errors. 

Interpretation: 

• A non-zero value indicates that OSPF packets are being 
dropped and that this could be causing routing problems. 

This statistic is incremented under the following circumstances: 

• When an OSPF Hello packet is received and the packet 
length is too short. 

• When an OSPF Hello packet is received that has the same 
router ID as the router receiving the packet. 

• When an OSPF database descriptor packet is received and 
the packet length is too short. 

• When an OSPF link state request (LSR) packet is received and 
the packet length is too short. 

• When processing an LSR packet, if the area is not 
configured on the intertace. 

• When an OSPF link state update (LSU) packet is received and 
the packet length is too short. 

• When processing an LSU packet, if there are more than 500 
advertisements the packet is not processed. 

• When an OSPF link state .acknowledgement (LSAck) packet 
is received and the packet length is too short. 

• When processing an LSAck packet, 1f the area described by 
the packet is not known by the router receiving the packet. 

• When processing any OSPF packet, if the packet length is 
less than the OSPF header length then it must have been 
truncated and the packet is dropped. 

• When an OSPF packet is received on an interface that is not 
running OSPF. 

• When an OSPF packet is received over a virtual link, but the 
virtual link is down or not configured. 

• When an OSPF packet is received (over a non-virtual link) 
from a source whose IP netvifork does not match the IP 
network of the interface on which it was received. 

• When an OSPF packet is received on a Non-Broadcast 
Multiple Access network from an unknown neighbor. 

• When an OSPF packet is received whose version is not OSPF 
version 2. 

Number of Hello packets that have been received 

Number of LSA acknowledgments that have been received 

Number of LSA request packets that have been received 

ANI-ITC-944 945-1825268 



1--~~0··· CHAPfCR 19: OPCN SHORTEST PAlH FIRST (OSPF) 

Field 

receiveLSU 

transmitDD 

transmitError 

transmitHello 

transmitLsAck 

transmitLSR 

transmitLSU 

Description 

Number of !ink state update packets that have been received 

Number of database description packets that were transmitted 

Interpretation: 

• A non-zero value is OK. 

Database description packets are sent when forming 
adjacencies with valid neighbors. A large number in a 
netvvork whose configuration has not changed could 
indicate that adjacencies are being tom down and 
re·established. 

This statistic is Incremented under the following circumstances: 

• When an OSPF database descriptor packet is transmitted. 

Number of general transmit errors 

Interpretation: 

• A non-zero value indicates that an OSPF packet could not be 
sent either out a particular interface, or to a particular 
destination .. This could prevent OSPF from running properly 
within the autonomous system and lead to routing 
problernso 

This statistic is incremented under the following circumstances: 

• When an OSPF Hello, LSU, or LSAck is being sent as a 
multicast packet on a non-broadcast multiple access 
network. 

Number of Hello packets that have been transmitted 

Number of LSA acknowledgments that have been transmitted 

Number of LSA request packets that have been transmitted 

Number of link state update packets that have been 
transmitted 
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ip ospf virtual Links 
define 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospfvirtua!Unks define --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Creates a new virtual link to a destination router. 

Valid Minimum Abbreviation 

ip a v def 

Important Considerations 

11 All areas of an OSPF routing domain must connect to the backbone 
area .. In cases where an area border router does not have direct, 
physical access to the backbone, you must configure a virtual link to 
act as a logical link to the backbone area. 

11 You can define up to 32 virtual links per router. 

Options 

Prompt Description Possible Values [Default] 

Transit area Area 10 (in tr··~e form Currently defined 
n.n.n.n where 0 <= n <= 255) area 10 
through which the link is going 

Target 
router 

ID of the target router, which is Valid IP address of -
the router where the virtual OSPF area border 
link terminates router 
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ip ospf virtua!Unks 
remove 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Removes a virtual !ink . 

Valid Minimum Abbreviation 

ip o v rem 

Options 

Prompt Description Possible Values [Default} 

Virtual link Index number of the virtual link a Index number 
that you want to remove ot a currently 

defined virtual 
link 

11 all 

11 ? (for a list of 
selectable 
indexes) 
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ip ospf virtual Links 
are aiD 

.; 3500 

.; 9000 
9400 

3900 
9300 

tp ospfvirtua!Links aff!aiD --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies the transit area that is associated with a virtual link . 

Valid Minimum Abbreviation 

ip a v a 

Options 

Prompt Description Possible Values [Default] 

Vi1tuallink Index number of the virtual link 11 Index number 
fop,vhkh you want to specify a of a currently 
new area ID defined virtual 

link 

11 all 

11 ? (for a list of 
selectable 
indexes) 

Target area Area 10 (in the form ID of a currently 
n.n.n.n where 0 <= n <= 255) defined area 
of the transit area through 
which the virtual link must pass 
to reach the target router 

Current value 
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ip ospf virtua!Unks 
router 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies the target router that is associated with a virtual !ink . 

Valid Minimum Abbreviation 

ip o v ro 

Options 

Prompt Description Possible Values [Default} 

Virtual link Index number of the virtual link a Index number 
tor which you want to specify a ot a currently 
new target router defined virtual 

link 

11 all 

11 ? (for a list of 
selectable 
indexes) 

Target 
router 

!P address of the new Valid IP address of Current value 
destination area border router an OSPF area 
where the virtual link border router 
terminates 
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ip ospf virtual Links 
delay 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospt virtuaiUnks delay --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the virtual link transmit delay, in seconds . 

Valid Minimum Abbreviation 

ip a v del 

Important Consideration 

• The virtual link transmit delay must be consistent throughout the 
autonornous system. 

Options 

Prompt Description Possible Values [Default] 

Vi1tuallink Index number of the virtual link • Index number 

Transmit 
delay 

for ·which you ·want to specify of a currently 
the transmit delay defined virtual 

link 

• all 

• ? (for a list of 
selectable 
indexes) 

New virtual link transmit delay 
(in seconds) 

1 - 65535 seconds 1 (factory 
default), or 
current value 
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ip ospf virtua!Unks 
hello 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the virtual link Hello interval, in seconds . 

Valid Minimum Abbreviation 

ip o v he 

Important Considerations 

1111 Hello packets inform other routers that the sending router is still active 
on the network. 

1111 If a router does not send Hello packets for a period of time specified 
by the dead interval, the router is considered inactive by its neighbors. 

1111 The virtual !ink Hello interval must be consistent throughout the 
autonomous system. 

Options 

Prompt Description Possible Values 

Virtual link Index number of the virtual link • Index number 
for which you want to specify of a currently 
the Hello interval defined virtual 

link 

a all 

• ? (for a list of 
selectable 
indexes) 

[Default) 

Hello packet Interval (in seconds) at which 
interval the area border muter 

transmits Hello packets 

1 ~ 65535 seconds 10 (fact01y 
default), or 
current value 
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ip ospf virtual Links 
retransmit 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospf virtua/Links retransmit --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the virtual link retransmit interval, in seconds . 

Valid Minimum Abbreviation 

ip a v ret 

Options 

Prompt Description Possible Values [Default] 

Vi1tuallink Index number of the virtual link 11 Index number 
for which you want to specify of a currently 
the retransrnit interval defined virtual 

link 

11 all 

11 ? (for a list of 
selectable 
indexes) 

LSA Interval (in seconds) at which 
retransmit the area border router 
time retransmits LSAs over the 

virtual link 

1 - 65535 seconds 50 (factory 
default), or 
current value 
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ip ospf virtua!Unks 
dead 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the virtual link dead interval, in seconds . 

Valid Minimum Abbreviation 

ip o v dea 

Important Consideration 

1111 Set the dead interval to the same value for all routers on the network. 

Options 

Prompt Description Possible Values [Default) 

Virtual link Index number of the virtual link • Index number 

Dead 
interval 

for which you want to specify of a currently 
the dead interval defined virtual 

link 

• all 

• ? (for a list of 
selectable 
indexes) 

Maximum duration (in 
seconds) that neighbor routers 
wait for a Hello packet before 
they determine that the 
transmitting router is inactive 

1 ~ 65535 :seconds 40 (fact01y 
default), or 
current value 
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ip ospf virtual Links 
password 

.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospf vtrtuaiLinks passwo!d .• ~~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets password security for a virtual link . 

Valid Minimum Abbreviation 

ip 0 v p 

Important Considerations 

11 Set the virtual link password to none to remove a previously assigned 
password. 

11 The password must be consistent throughout the autonomous 
system. 

Options 

Prompt 

Virtual link 

Description Possible Values [Default] 

Index number of the virtual link • Valid IP 
fop,vhkh you want to specify a interface index 
password nurn ber 

• all 

• 7 (for a list of 
selectable 
indexes) 

Virtual link Passvvord for the specified Up to eight ASCII none (factory 
passvvord virtuallink cr·~aracters default), or 

current value 
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.; 3500 

.; 9000 
9400 

3900 
9300 

ip ospf policy Displays summary information about OSPF routing policies. 
summary 

Valid Minimum Abbreviation 

ip o po s 

Important Considerations 

11 Your system has one unified IP routing table. Routing policies allow 
you to control the flow of information among the network, the 
protocols, and the routing tables on your system. 

11 There are two classes of routing policies: 

• Import policies- Control which OSPF non-self-originated 
external routes are stored in the routing table. OSPF import policies 
control only what the local router uses .. They do not affect the 
propagation of non-self-originated external routes to other routers. 

• Export pol ides- Used on OSPF boundary routers to control 
which self-originated external routing updates are placed in the 
!ink-state database for propagation over the network. In this way, 
export policies govern what other routers learn with regard to the 
local boundary router's self-originated information. 

11 The system1 tracks policies that you define in both OSPF and Routing 
Information Protocol (RIP), so the indexes that are assigned to your 
policies may have gaps. For example, if you have OSPF policies 1 and 
2, and RIP policies 3 through 6, the next policy is 7. 

Fields in the IP OSPF Policy Summary Display 

Field 

Atiion 

!dx 

Protocol 

Route 

Source 

Type 

Wt 

Description 

Action for the route (accept or reject) 

Index number of the interface 

Protocol (for example, OSPF) 

Source network 

Source router 

Whether the policy is an import or export policy 

Administrative weight (range of values: 1 through 16) 
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ip ospf policy detail 

/3500 
/9000 

9400 

3900 
9300 

ip ospf policy detail --~~~- •• 1 

Displays summary and detailed information about OSPF routing policies. 

Valid Minimum Abbreviation 

ip o po det 

Important Considerations 

11 This display contains the summary information plus three additional 
fields: interface, metric, and ASEType. 

11 Your system has one unified IP routing table. Routing policies allow 
you to control the flow of information among the network, the 
protocols, and the routing tables on your system. 

11 There are two classes of routing policies: 

• Import policies - Control which OSPF non-self-originated 
external routes are stored in the routing table. OSPF import policies 
control only what the local router uses. They do not affect the 
propagation of non-self-originated external routes to other routers. 

• Export policies- Used on OSPF boundary routers to control 
which self-originated external routing updates are placed in the 
!ink-state database for propagation over the network. In this way, 
export policies govern what other routers !earn with regard to the 
local boundary router's self-originated information. 

11 The system tracks policies that you define in both OSPF and Routing 
Information Protocol (RIP), so the indexes that are assigned to your 
policies may have gaps. For example, if you have OSPF policies 1 and 
2, and RIP policies 3 through 6, the next policy is 7. 

Fields in the IP OSPF Policy Detail Display 

Field 

Action 

AS Hype 

Index 

Interface 

Metric 

Protocol 

Description 

Action for the route (accept or reject) 

Type of external metric- Type 1 or Type 2 -specified in 
the AS external link advertisement. OSPF boundary routers use 
Type 1 as default. Only applicable to export policies. 

Index number of the policy 

Origin interface (only applicable when specifying direct as 
Origin Protocol) 

Adjustment to the cost metric of routes that match the policy 

Origin protocol (for export policies only). Can also specify a 
direct or static route. 

ANI-ITC-944 945-1825280 



1--~~2··· CHAPfCR 19: OPCN SHORTEST PAlH FIRST (OSPF) 

Field 

Route 

Source 

Type 

Weight 

Description 

Route against which the policy is applied 

Source router (only applicable to export polkies that do not 
specify direct as Origin Protocol) 

Whether the policy is an import or export policy 

Administrative vveight (range of values: 1 through 16) 
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ip ospf policy define 

/3500 
/9000 

9400 

3900 
9300 

ip ospf policy deffne --~~~- •• 1 

Defines import and export OSPF routing policies. 

Valid Minimum Abbreviation 

ip o po def 

Important Considerations 

11 The system assigns an index number to each policy and takes into 
account all route policies, Routing Information Protocol (RIP) and OSPF, 
that are set on the system. 

11 There are certain conditions associated with import and export 
policies. See the "OSPF Routing Policies" section in the OSPF chapter 
of your product's Implementation Guide for more information. 

11 Your system has one unified IP routing table. Routing policies allow 
you to control the flow of information among the network, the 
protocols, and the routing tables on your system. 

11 There are two classes of routing policies: 

• Import policies - Control which OSPF non-self-originated 
external routes are stored in the routing table. OSPF import policies 
control only what the local router uses. They do not affect the 
propagation of non-self-originated external routes to other routers. 

• Export policies- Used on OSPF boundary routers to control 
which self-originated external routing updates are placed in the 
link-state database for propagation over the network. In this way, 
export policies govern what other routers !earn with regard to the 
local boundary router's self-originated information. 

11 You can set up an IP RIP or OSPF import or export policy to accept or 
advertise the default route, as long as the default route exists in the 
routing table. When you define a policy, you are always prompted for 
the route subnet mask after the route address, even though you 
specify the wildcard route address of 0.0.0.0. 

Specify a route subnet mask as follows: 

• If you want the wildcard subnet mask for all routes, use the default 
subnet mask (0.0.0.0). 

• If you want the default route (not all routes), use 
255.255.255.255. 

11 For more information about IP routing policies, see the 
Implementation Guide for your system. 
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Options 

Prompt 

Policy type 

Origin 
protocols 

Description 

Type of policy 

For export policies only. Defines 
from which protocol the route 
originated 

Possible Values [Default] 

• import import 

• export 

• direct sta, rip 

• sta (static) 

• rip 

Source address Source router from which the 
route vvas le.arned. Not 
applicable to the following: 

Any valid IP 
address 

Route address 

Route subnet 
mask 

! P interfaces 

Policy action 

r~,~etric 

adjustment 

• Import policies 

• Export polices that define 
di :r:ect as the Origin 
Protocol 

Route !P address. Not applicable 
to export policies that define 
direct as the Origin Protocol. 

Subnet mask tor the route (for 
example, 255.255.0.0). Not 
applicable to export policies that 
define direct as the Origin 
Protocol. 

Any valid IP 
address 

Any valid subnet 
mask 

Index number of the interface for • Valid interface 
which you want to define a index 
routing policy. Only applicable • all 
when specifying direct as the 
origin protocol when defining an • 
expori policy. 

Accept or reject the route 

7 (for a list of 
selectable 
indexes) 

• accept 

• reject 

0.0.0.0 (all) 

all (factory 
default), or 
current 
value 

accept 

For accept conditions only, 
increases or decreases the 
converted route metric by the 
specified value_ Options: 

0-65535 with or 0, which 
vvithout options does not 

+(add) 

- (subtract) 

* (multiply metric by value) 

I (divide metric by value) 

% (modulo, remainder of 
division operation as integer) 

change the 
metric 
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Prompt 

ASE type 

Administrative 
weight 

Description 

Type of external metric that is 
used in the AS external 
advertisement (ASE). defined as: 

• Type 1 - External metric is 
directly comparable (without 
translation) to the link state 
metric. 

• Type 2 - External rn etric is 
larger than any link state 
path. 

Metr1c value for this policy. 
(Higher values have higher 
priority.) 

ip ospf policy deffne --~~~- •• 1 

Possible Values [Default] 

• Type 1 

• Type 2 

1 - 16 

OSPF Import Policy Conditions 

Route 
(address/mask) Action 

Specified accept 
route/mask 

all (0.0.0.0) accept 

Specified reject 
route/mask 

all reject 

Description 

Add specified non-self-originated external route 
with or without metric adjustments(+,-,*,/,%) to 
the routing table. 

Add all non-self-originated external routes with or 
without metric adjustments(+,-,*, I, %) to the 
routing table. 

Do not add specified non-self-originated external 
route to the routing table. 

Do not add any external routes to the routing table; 
reject all non-self -originated external routes. 
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OSPF Export Policy Conditions 

Protocol 
Source 
Router 

RIP or static Specified 
router or all 
routers 

RIP or static Specified 
router or all 
routers 

RIP or static Specified 
router or all 
routers 

RIP or static Specified 
router or all 
routers 

Route 

Specified 
route/mask 

aU {0.0.0.0) 

Specified 
route/mask 

all (0.0.0.0) 

Action Description 

accept Advertise in external LSAs 
specified RIP/static route from 
specified router with or 
·vvithout metric adjustments 
(+, -, *, !, 0/o). 

accept Advertise in external LSAs all 
RIP/static routes from 
specified router with or 
vvithout metric adjustments 
(+, -, *, !, %). 

reject 

reject 

Do not advertise in external 
LSAs RIP/static routes from 
specified routers. 

Do not advertise in external 
LSAs any RIP/static route 
from specified routers. 

Export Policy Conditions for Direct Routes 

Protocol 

Direct 

Direct 

Interface Action 

Specified accept 
non-OSPF 
interface or 
All non-OSPF 
interfaces 

Specified reject 
non-OSPF 
interface or 
All non-OSPF 
interfaces 

Description 

Advertise in external LSAs all direct 
routes off of specified interfaces. 

Do not specify in external LSAs any direct 
routes off of specified interfaces. 
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ip ospf policy deffne --~~~- •• 1 

Example of Import Policy 

.Select menu cpti.on hp/ospf/poli.cyl : define 

.Enter pol:i.cy type {i.mport, export) [i.mport]: .import 
Enter J~·oute address [0.0.0.0]: 204.20LS!L9 
Enter route sul::met mask [255.255.255.0]: 
Enter policy act ton (accept, reject) [accept.] : accept 
Enter metric a.djustment. U+,-,"",/,%-J0-65535} [OJ: 
Enter adniinistrative wei9ht {l-16) [1]: 2 

Example of Export Policy 

Select menu option (ip/ospf/policyl : define 
Enter policy type (import,export) [import]: export 
Enter origin protocols (dir,sta,ripjalll?l [dir,sta,rip] sta 
EnteT source address [0.0.0.0]: 204.243.30.4 
EnteT Toute address [0.0.0.0]: 22.32.4.2 
Enter rout'"' subnet rnask [255.0.0.0]: 
Enter policy action (accept,Tejectl [accept]: accept 
EnteT metric adjustment ( [+, ---, *, /, %:] 0---6SS3S) [O]: 
EnteT ASE type \typel, type2) [typel]: 2 
Enter adm:i_nistrative weight 0---16) [lJ : 3 

Example of Export Policy for a Directly Connected Interface 

Select menu option (ip/ospf/policy): define 
Ent.er policy t•tpe (import,export) [import]: export 
Enter origin protocols (dir,sta,riplaH!?J [di.r,sta,r.i_p]: dir 
Select IP.interf~ces. II Ialli?) _[1]: • 
EnteJ~· pol1.cy actlon (a(::cept,:r_'eJectJ [acceptJ: accept. 
Enter metr:i_c adjustment([+,- *,/,t]0-65S35) [0]: 3 
Enter J\.SE ty'J)e {ty']pel .. t}rpe2) typel] : 2 
Enter adm.inistrat:i.ve we.ight -16) [1]: 4 
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ip ospf policy modify Modifies an existing OSPF routing policy. 

/3500 Valid Minimum Abbreviation 

/ 9000 ip o po m 

9400 

3900 
9300 

Important Considerations 

11 The system assigns an index number to each policy and takes into 
account all route policies, Routing Information Protocol (RIP) and OSPF, 
that are set on the system. 

11 There are certain conditions associated with import and export 
policies. See the Implementation Guide for your system for more 
information. 

11 Your system has one unified IP routing table .. Routing policies allow 
you to control the flow of information among the network, the 
protocols, and the routing tables on your system. 

11 There are two classes of routing policies: 

• Import policies- Control which OSPF non-self-originated 
external routes are stored in the routing table. OSPF import policies 
control only what the local router uses. They do not affect the 
propagation of non-self-originated external routes to other routers .. 

• Export policies- Used on OSPF boundary routers to control 
which self-originated external routing updates are placed in the 
link-state database for propagation over the network. In this way, 
export policies govern what other routers learn with regard to the 
local boundary router's self-originated information. 

11 You can set up an IP RIP or OSPF import or export pdicy to accept or 
advertise the default route, as long as the default route exists in the 
routing table. When you define a policy, you are always prompted for 
the route subnet mask after the route address, even though you 
specify the wildcard route address of 0.0.0.0. 

Specify a route sub net mask as follows: 

• If you want the wildcard subnet mask for all routes, use the default 
subnet mask {0.0.0.0). 

• If you want the default route (not all routes), enter 
255.255.255.255. 

11 For more information about IP routing policies, see the 
Implementation Guide for your system. 
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Options 

Prompt 

Policy 

Origin 
protocols 

Description 

Index number of the policy that 
you want to mod if\; 

For export policies only. Defines 
from which protocol the route 
originated 

ip ospf polk:y modify --~~~ •• 1 

Possible Values [Default] 

• Valid policy 
index number 

• 7 (for a l1st of 
selectable 
Indexes) 

• direct 

• sta (static) 

• rip 

Current 
value 

Source address Source router from which the 
route was learned. Not 
applicable to the following: 

Any valid IP 
address 

Current 
value 

Route address 

Route subnet 
mask 

IP interfaces 

Policy action 

• Import policies 

• Expo1i polices that define 
direct as the Origin 
Protocol 

Route IP address. Not applicable 
to export policies that define 
direct. as the Origin ProtocoL 

Subnet mask for the route (for 
example, 255.255.0.0). Not 
applicable to export poliCies that 
define direct as the Origin 
ProtocoL 

Any valid IP 
address 

Any valid mask 

Current 
value 

Current 
value 

Index number of the interface for • Valid IP Current 
which you want to define a interface index value 
routing policf. Only applicable all 
when you specify direct as the • 
origin protocol when defining an • 
export policy. 

Accept or reject the route. 

? (for a list of 
selectable 
indexes) 

• accept 

• reject 

Current 
value 
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Prompt Description Possible Values [Default] 

Metric For accept conditions only, 0 - 1 6, with or Current 
adjustment increases or decreases the without options value 

converted route metric by the 
specified value. Options: 

+(add) 

- (subtract) 

* (multiply metric by value) 

I (divide metric by value) 

% (modulo, remainder of 
division operation as integer) 

ASE type Type of external metric used in • Type 1 Current 
the AS external advertisement 

Type2 
value 

(ASE}. defined as: • 

• Type 1 - External metric is 
directly comparable (without 
translation) to the link state 
metric 

• Type 2 - External metric is 
larger than any link state 
path. 

Administrative Metric value for this policy. 1 - 16 Current 
weight (Higher values have higher value 

priority.) 

OSPF Import Policy Conditions 

Route 
(address/mask) Action 

Specified 
route/mask 

All (0.0.0.0) 

Specified 
route/mask 

All 

accept 

accept 

reject 

reject 

Description 

Add specified non-self-originated external route 
with or without rnetric adjustments(+,-,*, I,'%) to 
the routing table. 

Add all non-self-originated external routes vvith or 
without metric adjustments(+,-,*, I,%} to the 
routing table .. 

Do not add specified non-self-originated external 
route to the routing table. 

Do not add any external routes to the routing table; 
reject all non-self-originated external routes. 

ANI-ITC-944 945-1825289 



OSPF Export Policy Conditions 

Protocol 
Source 
Router 

RIP or static Specified 
router or all 
routers 

Route 

Specified 
route/mask 

ip ospf polk:y modify --~~~- •• 1 

Action Description 

accept Advertise in external LSAs 
specified RIP/static route from 
specified router with or 
without metric adj ustrnents 
(+f ~f *~ /j q~~). 

RIP or static Specified 
router or all 
routers 

all (0.0.0.0) accept Advertise in external LSAs all 
RIP/static routes from 
specified router with or 
without metric adj ustrnents 
(+, -, *, !, %). 

RIP or static Specified Specified 
router or all route/mask 
routers 

RIP or static Specified all (0.0.0.0) 
router or all 
routers 

reject 

reject 

Do not adverti::,e in external 
LSAs RIP/::,tatic routes from 
specified router(s). 

Do not advertise in external 
LSAs any RIP/static route from 
specified router{s\ 

Export Policy Conditions for Direct Routes 

Protocol Interface Action Description 

Direct Specified accept 
non-OSPF 

Advertise in external LSAs all direct 
routes off of specified interfaces. 

interface or 
All non-OSPF 
interfaces 

Direct Specified reject 
non-OSPF 

Do not specify in external LSAs any direct 
routes off of specified interfaces. 

interface or 
All non-OSPF 
interfaces 

IP OSPF Policy Modify Example 

Select menu option (ip/ospf/policy}: modify 
Select policy { 11?} [ 1] : 

Enter origin protocols (dir,ata,rip!all!?) [rip]: 
Enter source address [0.0.0.0]: 

Enter route address [0.0.0.0]: 
Ent.er policy action (accept, reject} [accept]: 

Ent.er metric adjustment ( [+, -, *, /, %] 0-65535) [O]: 
Ent.er administrative weight (1-16) [1]: 

Enter ASE type (typel, type2) [typel] : 
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ip ospf policy remove Deletes OSPF routing policies. 

/3500 Valid Minimum Abbreviation 

/ 9000 ip o po r 

9400 

3900 
9300 

Important Considerations 

11 The system assigns an index number to each policy that you define. 
This index number takes into account all route policies that are set on 
the system, Routing Information Protocol (RIP) and OSPF, so the 
assigned index rnay be higher than you expect. 

11 When you remove a policy, the associated index number is available 
for future use. 

Options 

Prompt 

Policy index 

Description Possible Values [Default] 

Index number of the policy that • Valid policy 
you want to delete index number 

• all 

• ? (for a list of 
selectable 
indexes) 
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ip ospf statistics 

/3500 
/9000 

9400 

3900 
9300 

ip ospt statistics --~~~- .. 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays general OSPF statistics. 

Valid Minimum Abbreviation 

ip a sta 

Fields in the IP OSPF Statistics Display 

Field Description 

extLsaChanges Number of external LSA changes that have been made to the 
database 

LSAsReceived Number of link state advertisements that have been received 

LSAsTransmitted Number of link state advertisements that have been transmitted 

memoryFailures Number of nonfatal memory-allocation failures 

recvErrors Nurnber of general receive errors 

routeUpdateErrors Number of nonfatal routing table update failures 

soft Restarts Number of OSPF router soft restarts due to 1nsuffident memory 
resources (implies a fatal memory-allocation failure). To fix this 
problem, use ip ospf pa:r:ti t ion modify to change the 
OSPF memory partition, add memory, or reconfigure the 
network topology to generate smaller OSPF databases. 

SPFComputations NumbE>r of shortest-path-first computations that have been 
made 
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20 ........ . . .. ...... . 

IPX 

This chapter provides guidelines and other key information about how to 
use the Internet Packet eXchange OPX) protocol routing commands to 
route packets from your system to an external destination. 

The IPX protocol is a NetWare LAN communications protocol that moves 
data between servers and workstation programs running on various 
network nodes. IPX is a User Datagram Protocol (UDP) that is used for 
connection less communications. IPX packets are encapsulated and 
carried by Ethernet packet and Token Ring frames. 

To route packets using the IPX protocol, you: 

1 Define an !PX routing interface 

2 Decide which !PX routing and server options you want to use 

3 Enable IPX forwarding. 

An IPX routing interface defines the relationship between an IPX virtual 
LAN (VLAN) and the subnetworks in the IPX network. Each routing IPX 
VLAN interface is associated with a VLAN that supports IPX.. The system 
has one interface defined for each subnetwork that is directly connected 
to it You must first define a VLAN, as described in Chapter 14, before 
you define an associated IPX VLAN interface. 

For more information about JPX see the Implementation Guide for your 
system. 

For the CoreBuilder® 9000, the commands in this chapter apply to 
Layer 3 switching modules only. 
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Menu Structure The commands that you can use depend on the system that you have, 
your level of access, and the types of modules and other hardware that 
are configured for your system_ The following diagram shows the 
complete list of commands for all systems. See the checklist at the 
beginning of each command description in this chapter for whether your 
system supports the command. 

Top-Le11~! menu 

system 
moduie 
management 
ethemet 
fddi 
bnd~y'! 
ip 

ll>ip:>: 
appletalk 
qos 
snmr 
analyzer 
log 
script 
logout 
discormed 

• interface 
• route ···················································· 

forwarding 
"rip 
ll>sap ...................................... , 

output--deby 
ll> stlitistics ........................................ , 

oddlengthPaddmg 
NetBIOS 
seco ru).a ry 

interface menu 
display 
de tine 
rnodrfy 
rernove 
SAPadvertising 
RIPadverli&in9 

rot:~te menu ---------------------------------------------
display 
secondary 

~ static 
ren1o11e 
flusll 

server menu 
dis; play 

static 
- remove 

llush 
second3ry 

mode po!1cy rnenu 
!ngger<>d summary 
policy detml 

statistics menu 
summary 
~;p 

sap 
fo!Warding 
interface 

defin.e 
mudily 
remove 
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ipx interface display 

/3500 
/9000 

9400 

3900 
9300 

ipx intFrface display --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays information about the IPX parameters and !PX interfaces that are 
configured on the system. 

Valid Minimum Abbreviation 

ipx i di 

Important Considerations 

• The first line in the output (the status line) indicates whether: 

• 
II 

!PX forwarding is enabled . 

R!P is active. 

• SAP is active . 

• RIP Triggered updates are enabled . 

• 
• 

SAP Triggered updates are enabled . 

Secondary route/server option is enabled . 

Fields in the IPX Interface Display 

Field 

Format 

Index 

IPX address 

State 

Ticks 

VlAN index 

Description 

Frame encapsulation format. 

System-assigned index number for the interrace. 

Unique 4-byte network address. 

Status of the IPX interface. It indicates whether the 
interiace is available for communications (up) or 
unavailable (down). 

Number that the system uses to calculate route 
time. (A tick is an estimate of how long a packet 
takes to reach the network segment.) There are 
18.21 ticks in a second. The possible values are 
1 ~ 65534 and are defined as: 

111 1 = FDDI 

• 4 = Ethernet 

• 1 0+ = Serial Links 

Index number of the VLAN that is associated with 
the IPX interface. When the system prompts you 
for this option, the menu identifies the available 
VLAN indexes. 
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ipx interface define 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines an IPX interface. 

Valid Minimum Abbreviation 

ipx i de 

Important Considerations 

1111 An !PX interface defines the relationships among an IPX virtual LAN 
(VLAN), the IPX router, and the !PX network. The IPX router has one 
IPX interface defined for each network than is directly connected to it 

1111 When you define an interface, you define the interface's !PX address, 
cost, format, and any associated IPX VLAN index. 

1111 Before you define the !PX (routing) interface, you must specify a VLAN 
and select IPX, IPX-H, IPX-802.2, IPX 802.2 LLC, IPX-802.3, or 
IPX-802.2-SNAP as a protocol that the VLAN supports, as described in 
Chapter 14. (For routing, a VLAN can now support multiple protocols.) 

1111 Unless your network has special requirements such as the need for 
redundant paths, assign a cost of 1 to each interface. 

1111 The two Fiber Distributed Data Interface (FDDI) encapsulation formats 
correspond to the Ethernet 802.2 LLC and 802.3 SNAP encapsulation 
formats. If you select either of these Ethernet encapsulation formats, 
the corresponding FDDI encapsulation format is automatically selected 
for shared Ethernet and FDDI ports. 

Options 

Prompt 

!PX network 
address 

Ticks 

Description Possible Values [Default] 

4-byte IPX address of the Ox 1 - Oxfffffife 
interface. The address must be 
unique \<Vithin the network. 

Number that the system uses to 1 - 65534 
calculate route time. (A tick is an 
estimate of how long a packet 
takes to reach the network 
segment.) There are 18.21 ticks 
in a second. 
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Prompt 

Frame format 

Description 

Frame encapsulation format for 
the interface. !PX uses four 
Ethernet and two FDDI formats: 
Ethernet Type II, Novell 802.3 
RAW, 802.2 LLC, and 
802.3 SNAP. The FDDI formats 
are available with 802.2 and 
SNAP. 

VLAN Interface Index number of the VLAN to 
Index associate with the IPX interface. 

IPX Interface Define Example 

ipx interface define --~~~ •• 1 

Possible Values [Default] 

• Ethemet_ll 

II 802.2 

• 802.2 LLC 

• RAW_802.3 

a SNAP 

• 802.3_S!\!AP 

11 A selectable 
VLAN 
interface 

• ? (to view a 
list of 
selectable 
indexes) 

Select menu option: ip.x interface define 
Ent.er IPX Address (Oxl-Oxfffffffe): Ox4546Bf30 

Enter Ticks (1-65534) [1] :1 

Enter Frame Format (Ethernet_II,802.2,Raw_802.3,SNAP): 802.2 

Enter VLAN inte:dace index { 41?} [4] : 4 

ANI-ITC-944 945-1825298 



1--~~-0··· CHAPflR 20: IPX 

ipx interface modify 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Changes the characteristics of an existing IPX interface. 

Valid Minimum Abbreviation 

ipx i m 

Important Considerations 

1111 An !PX interface defines the relationships among an IPX virtual LAN 
(VLAN), the IPX router, and the !PX network. The IPX router has one 
IPX interface defined for each network that is directly connected to it. 

1111 When you modify an interface, you can change the interface's IPX 
address, ticks:, format, and the associated !PX VLAN index. 

1111 Unless your network has special requirements (for example, a need for 
redundant paths). do not change the cost value of 1 that is assigned 
by default to each interface. 

Options 

Prompt 

Index 

!PX 
network 
address 

Ticks 

Description Possible Values 

Number associated with the interface • One or more 
that you vvant to modify_ selectable IPX 

interfaces 

4-byte IPX address of the interface. 
The address must be unique within 
the network. 

Number that the system uses to 
calculate route ticks. (A tick is an 
estimate of how long a packet takes 
to reach the network segment.) 
There are 18.21 ticks in a second. 

• ? (to view a list 
of selectable 
interfaces) 

Ox 1 - Oxfffffffe 

1 - 65534 where: 

• 1 = FDDI 

• 4 "" Ethernet 

• 1 0+ = Serial Link 

[Default] 

1 {if only 1 
interface) 

Current 
address 

Current 
setting 
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ipx interface modify --~~-~- •• 1 

Prompt Description Possible Values [Default] 

Frame Frame encapsulation format for the II Ethernet_!! Current 
format interface. !PX uses four Ethernet and 

802.2 
format 

tvvo FDDI formats: Ethernet Type 1!, 
II 

Novell 8023 RAW, 802.2 LLC, and II 802.2 LLC 
802.3 SNAP. The FDD! formats are 

RAW 802.3 
available with 802.2, SNAP, and II 

802.3/SNAP. II SNAP 

II 802.3 SNAP -

VLAN Index number of the VLAN that is II A selectable Current 
interface associated with the IPX interface. VLAN interface VLAN 
index 

7 (to view a list 
index 

II 

of selectable 
indexes) 
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ipx interface remove 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Removes an !PX interface if you no longer perform routing on the ports 
that are associated with the interface. 

Valid Minimum Abbreviation 

ipx i r 

Options 

Prompt 

Index 

Description 

Index number for the interface 
that you want to remove 

Possible Values 

• One or more 
selectable IPX 
interface 
indexes 

• ? (to view a list 
of selectable 
indexes) 

[Default] 

1 (if only 1 
interface) 
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ipx interface 
SAP advertising 

.; 3500 

.; 9000 
9400 

3900 
9300 

ipx interface SAPadvertising --~~-~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Controls whether the system advertises IPX services . 

Valid Minimum Abbreviation 

ip:x i s 

Options 

Prompt 

IPX SAP 

advertising 
state 

Description 

Whether the system advertises 
! PX services 

Possible Values [Default} 

11 enable disable 

11 disable 
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ipx interface 
RIPadvertising 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Controls whether the system advertises IPX routes . 

Valid Minimum Abbreviation 

ipx i r 

Options 

Prompt 

!PX RIP 
advertising 
state 

Description 

Whether the system advertises 
IPX services 

Possible Values [Default] 

11 enable disable 

11 disable 
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ipx route display 

/3500 
/9000 

9400 

3900 
9300 

ipx route display --~~-~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays the routing tables for the system. The routing tables include all 
configured routes. 

Valid Minimum Abbreviation 

ipx ro d 

Important Considerations 

11 Your system maintains a table of routes to other IPX networks. You 
can: 

• Use the Routing Information Protocol (R!P) to exchange routing 
information automatically. 

• Make static entries in this table using the Administration Console. 

11 The first line in the output {the status line) indicates whether: 

• !PX forwarding is enabled. 

• R!P is active. 

• SAP is active. 

• R!P Triggered updates are enabled. 

• SAP Triggered updates are enabled. 

• Secondary route/server option is enabled. 

11 For a CoreBuilder 3500 system, the route table display shows the 
range for the routing table primary entries in the format n- m, where 
n is the current number of entries and m is the maximum number of 
primary entries. 

11 The maximum number of hops, or routers, that a packet can cross, is 
16 (e.xcept NetBIOS packets, which can cross no more than 7 routers). 

Options (3500 only} 

Prompt Description Possible Values [Default) 

Start of First address in a range for which oxo - Oxffffffff oxo 
address range you want to display routes 

End of address last address in a range for which OxO- Oxffffffff Oxffffffff 
range you want to display routes 
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Fields in the IPX Route Display 

Field 

Address 

Age 

Hops 

Interface 

Node 

Ticks 

Description 

Unique 4-byte network address of a segment in 
the system's routing table. 

Number of seconds that have elapsed since the last 
time the router sent a packet 

Number of hops, or the number of routers that 
must be crossed to reach the network segment 

System-assigned nurn ber for the interface. 

6-byte MAC address of the router that can forward 
packets to the segment A node address of all 
zeroes (oo-oo -oo-oo- oo-oo) means tr·1at the 
route is connected directly to the router-

Number of ticks, which is an estimate of time in 
seconds, that the packet takes to reach the 
network segrnent There are 1821 ticks in a 
second. 
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ipx route secondary --~~-~- •• 1 

ipx route secondary Displays any secondary routes that are available. 

I 3500 Valid Minimum Abbreviation 

I 9000 ipx ro se 

9400 

3900 
9300 

Important Considerations 

11 To see entries for any secondary routes, you must: 

• Establish alternate paths to the same IPX network. 

• Enable the IPX secondary route/server option. See "ipx secondary" 
at the end of this chapter. 

11 A secondary route entry can replace a primary route entry when the 
primary route is removed from the routing table for any reason (for 
example, if the route reaches its age limit). 

11 For a CoreBuilder 3500 system, the route table display shows the 
range for the routing table primary entries in the format n- m, where 
n is the current number of entries and m is the maximum number of 
primary entries. 

Fields in the IPX Secondary Route Display 

Field 

Address 

Age 

Hops 

Interface 

Node 

Ticks 

Description 

Unique 4-byte network address of a segment in 
the system's routing table. 

Number of seconds that have elapsed since the last 
time the router sent a packet. 

Number of hops, or the number of routers that 
must be crossed to reach the network segment. 

System-assigned number for the interface. 

6~byte MAC address of the router that can forvvard 
packets to the segment. A node address of all 
zeroes (oo-Go-oo-oo-oo-oo) means that the 
route is connected directly to the router. 

Number of ticks, which is an estimate of time in 
seconds, that the packet takes to reach the 
network segment. There are 18.21 ticks in a 
second. 
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ipx route static 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines a static route. 

Valid Minimum Abbreviation 

ipx ro st 

Important Considerations 

1111 Before you define static mutes on the system, define at least one !PX 
interface. See "ipx interface define" earlier in this chapter for more 
details. 

1111 Static routes remain in the routing table until you remove them or 
until you remove the corresponding interface. 

1111 If an interface goes down, routes are temporarily removed from the 
routing table until the interface comes back up. 

1111 Static routes take precedence over dynamically learned routes to the 
same destination. You can have a maximum of 32 static routes. 

Options 

Prompt 

!PX network 
address 

Hops 

Interface 
number 

Node address 

Description 

4-byte IPX address of the 
interface. The address must be 
unique within the network. 

Number of hops, or number of 
routers that must be crossed to 
reach the network segment 

Interface number to associate 
with the route. Depends on 
number of configured IPX 
interfaces. 

6-byte MAC address of the 
router that can forward packets 
to the segment. A node address 
of all zeroes 
(oo-oo-oo-oo-oo-oo} means 
that the route is connected 
directly to the router, 

Possible Values: [Default] 

Ox 1 - Oxfffffffe 

1 - 15 

• A selectable 
IPX interface 
number 

• ? (for a list of 
selectable IPX 
interfaces) 

A node address 
in the format 
xx-xx-xx-xx-xx-xx 
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IPX Stati·t Route Example 

Select menu option: ip route static 
Enter IPX address (Oxl-Oxfffffffe): Ox4464Bf30 
Enter Hops (1-15): 1 
Enter interface number (1-32) [1]: 1 
Enter node address: OB-00-3e-21-14-7S 
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ipx route remove 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Deletes a route from the IPX routing table. 

Valid Minimum Abbreviation 

ipx ro r 

Important Considerations 

1111 The route is immediately deleted .. You are not prompted to confirm 
the deletion. 

1111 All servers that depend upon this route are removed from the server 
table, including static servers. 

Options 

Prompt 

!PX network 
address 

Description 

4-byte IPX network address 

Possible Values [Default] 

Ox 1 - Oxfffffffe 
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ipx route flush 

/3500 
/9000 

9400 

3900 
9300 

ipx route ffush --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Deletes all dynamically learned routes from the !PX routing table. 

Valid Minimum Abbreviation 

ipx ro f 

Important Considerations 

1111 All learned routes are immediately deleted. You are not prom;pted to 
confirm the deletion. 

1111 All dynamic servers that depend on these routes are removed from the 
server table. 

ANI-ITC-944 945-1825310 



1--~~2··· CHAPflR 20: IPX 

ipx server display 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays the server table for the system to determine which servers are 
!earned_ 

Valid Minimum Abbreviation 

ipx ser d 

Important Considerations 

111 Your system maintains a table of servers that reside on other !PX 
networks. You can: 

• Use the Service Advertising Protocol (SAP) to exchange server 
information automatically. 

• Make static entries in this server table. 

111 The first line in the output (the status line) indicates whether: 

• IPX forwarding is enabled. 

• RIP is active. 

• SAP is active_ 

• RIP Triggered updates are enabled. 

• SAP Triggered updates are enabled. 

• Secondary route/server option is enabled. 

111 For a CoreBuilder 3500 system, the route table display shows the 
range for the routing table primary entries in the format n- m, where 
n is the current number of entries and m is the maximum number of 
primary entries. 

ANI-ITC-944 945-1825311 



ipx se!Ver display --~~~- •• 1 

Options {3500 only} 

Prompt 

Service 1ype 

<:; • _,erv!ce name 
pattern 

Description 

Number for the type of sentice 
that the server performs. 

Enter up to 6 hex characters. For 
example, Ox4 ""file server 

For more details, consult your 
Novell documentation. 

Use quotation marks ('") around 
any string with embedded 
spaces. 

Use double quotes ( '' ") to enter 
an empty string. 

Pattern for the service name. 

Use quotation marks(") around 
any string with embedded 
spaces. 

Use double quotes ( '' ") to enter 
an empty string. 

Possible Values 

• * 

• Ox 1 --Oxftfff 

* • 
• Up to 79 

alphanumeric 
characters 

[Default} 

* 

* 

Fields in the IPX Server Display 

Field 

Age 

Hops 

Interface 

Name 

Netvvork 

Node 

Socket 

Type 

Description 

Number of seconds that have elapsed since the last 
time a server in the table sent a packet. 

Number of netvvorks that must be crossed to reach 
the server. The maximum number is '15. 

Index number of the interface. 

Name for the server that you define. 

4-byte IPX network address of the server. 

6-byte MAC address of the server that fof\vards 
packets to the segment 

2-byte socket address of the server that receives 
service requests. 

Type of service that the server provides. The IPX 
protocol defines various types of services. One 
cornrnon type is Ox4, which is for a file server. For 
more information on IPX type values, consult your 
Novell documentation. 
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ipx server static 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines a static IPX server. 

Valid Minimum Abbreviation 

ipx SQr st 

Important Considerations 

1111 Static servers remain in the table until you remove them, until you 
remove the corresponding interface, or until you remove the route to 
the corresponding network address. 

1111 A static server must have an IPX network address that corresponds to 
a configured interface or to a static route. If an interface goes down, 
any static servers on that interface are permanently removed from the 
server table until the interface comes back up. 

1111 Static servers take precedence over dynamically learned servers to the 
same destination. You can have a max.imum of 32 static servers. 

1111 Before you define static servers on the system, first define at least one 
IPX interface. See "ipx interface define" earlier in this chapter for more 
details. 

Options 

Prompt Description Possible Values [Default] 

Interface index Interface index number for the • A selectable IPX -
server interface index 

Service type ~\lumber for the type of service 
that the server performs 

• ? (for a list of 
selectable IPX 
interfaces) 

* • 
• Oxl - Oxffff 

Service name Service name of the server, up to • Any selectable 

I PX net\vork 
address 

Socket value 

79 characters service name 

• 7 (for a list of 
selectable 
names} 

IPX network address of the server oxo- Oxfffffffe 

Socket value of the server OxO- Oxffff 

Node address Node address of the server 

Hops Number of hops to the server 0- 15 
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IPX Stati·t Server Example 

Enter Interface index { lj ? } [1] : 1 
Enter ser~ice type {Oxl-OxFFFF}: Ox4 
Enter ser~ice name {?}: gb201 
Enter IPX address (OxO-Oxfffffffe): Dx8c14a228 
Enter socket (OxO-Oxffff): Ox8059 
Enter node address 00-00-2e-f3-56-02 
Enter hops (0-15): 2 
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ipx server remove 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Deletes a server from the IPX server table, 

Valid Minimum Abbreviation 

ipx SQr r 

Important Consideration 

1111 The server is immediately deleted, You are not prompted to confirm the 
deletion. 

Options 

Prompt Description 

Service name Service name of the server 

Service type ~'.lumber for the type of service 
that the server performs. 

Possible Values [Default] 

• A selectable 
serv1ce name 

• ? (for a list of 
selectable 
names) 

• 
• Ox1 - Oxfffi 
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ipx server flush 

/3500 
/9000 

9400 

3900 
9300 

ipx server ffush --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Deletes all dynamically learned servers from the server table. 

Valid Minimum Abbreviation 

ip:x ser f 

Important Consideration 

• All learned servers are immediately deleted. You are not prorr:;pted to 
confirm the deletion. 
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ipx server secondary Displays any secondary servers that are available. 

/3500 Valid Minimum Abbreviation 

/ 9000 ip:x aer se 

9400 

3900 
9300 

Important Considerations 

11 To see entries for any secondary server, you must: 

• Establish alternate paths to the same IPX server. 

• Enable the !PX secondary route/server option. See "ipx secondary" 
at the end of the chapter. 

11 A secondary server entry can replace a primary server entry when the 
primary server is removed from the server table for any reason (for 
example, if the associated interface goes down, or the primary entry 
reaches its age limit). 

11 For a CoreBuilder 3500 system, the route table display shows the 
range for the routing table primary entries in the format n- m, where 
n is the current nurnber of entries and m is the maximum nurnber of 
primary entries. 

Fields in the IPX Secondary Server Display 

Field 

Age 

Hops 

Interface 

Name 

Ne~vork 

Node 

Socket 

Type 

Description 

Number of seconds that have elapsed since the last 
time a server in the table sent a packet 

Number of networks that must be crossed to reach the 
server. The maximum number is 15. 

Index number of the interface. 

Name fm the secondary server. 

4-byte IPX netvvork address of the server. 

6-byte MAC address of the server that forwards 
packets to the segment. 

2 -byte socket address of the server that receives service 
requests. 

Type of service that the server provides. The IPX 
protocol defines various types of services. One type is 
Ox4., ·which is for a file server. For more information on 
IPX type values, consult your Novell documentation. 
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/3500 
/9000 

9400 

3900 
9300 

ipx forwarding --~~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Controls whether the system forwards or discards !PX packets. 

Valid Minimum Abbreviation 

ip:x .f 

Important Considerations 

11 When you enable !PX forwarding, the system acts as a norma! IPX 
router, forwarding IPX packets from one network to another when 
required. 

11 When you disable IPX forwarding, the system discards aiiiPX packets. 

Options 

Prompt Description Possible Values [Default} 

IPX forwarding Whether the system for.vards: or • disabled 
state discards !PX packets 

• enabled 

disabled 
(factory 
default), or 
current 
value 
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/3500 
/9000 

9400 

3900 
9300 

ipx rip mode For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Selects the Routing Information Protocol (RIP) mode that is appropriate 
for your network. 

Valid Minimum Abbreviation 

ipx ri m 

Important Considerations 

111 RIP a !lows the exchange of routing information on a NetWare 
network. IPX routers use RIP to create and maintain their dynamic 
routing tables. 

111 The system has three RIP modes: 

• Off- The system processes no incoming RIP packets and 
generates no RIP packets of its own. 

• Passive- The systern processes all incoming RIP packets and 
responds to RIP requests, but it does not broadcast periodic or 
triggered RIP updates. 

• Active- The system processes all incoming RIP packets, responds 
to explicit requests for routing information, and broadcasts 
periodic and triggered RIP updates. 

Options 

Prompt 

RIP mode 

Description 

Whether the system 
processes RIP packets 

Possible Values 

• off 

• passive 

• active 

[Default} 

disabled 
(factory 
default), or 
current value 
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ipx rip triggered 

/3500 
/9000 

9400 

3900 
9300 

ipx rip trig!Ji2red --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the RIP Triggered update mode, which dictates when the IPX 
protocol broadcasts newly learned routes. 

Valid Minimum Abbreviation 

ipx ri t 

Important Considerations 

• The system has two R!P triggered modes: 

• Disabled- Broadcasts IPX routes 3 seconds after learning them. 

• Enabled- Broadcasts IPX routes immediately after learning them. 

Options 

Prompt 

Triggered 
update mode 

Description Possible Values 

Mode that determines when IPX • disabled 
broadcasts newly learned routes • enabled 

[Default} 

enabled 

ANI-ITC-944 945-1825320 



1--~~2··· CHAPflR 20: IPX 

.; 3500 

.; 9000 
9400 

3900 
9300 

ipx rip policy 
summary 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Display a list of !PX RIP (Routing Information Protocol) policies . 

Valid Minimum Abbreviation 

ipx ri p s 

Fields in an IPX RIP Policy Summary Display 

Field 

ldx 

Origin 

Type 

Route 

interface 

Source 

Action 

Metric 

Weight 

Description 

Index number of the !PX RIP policy. 

Source of the route to which this policy applies. If the 
policy type is set to Export, the possible values of this 
parameter are RIP or Static This parameter is not 
applicable if the policy type is set to import. 

Import (apply the policy to received routes) or Export 
(apply the policy to advertised routes). 

One or more IPX network addresses where this policy 
applies. 

One or more IP interfaces on this muter associated with 
the RIP policy. 

6-byte MAC address of the router that can forward 
packets to the network. A source node address of all 
zeroes (o o- oo-oo- oo-oo- oo) means that the route is 
connected directly to the router. 

Whether this router accepts or rejects a route that 
matches the pol1cy. 

Value the system uses to increase or decrease a route 
metric (This parameter is valid only if the Policy Action is 
set to Accept.) 

Metric value of this policy. 
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/3500 
/9000 

9400 

3900 
9300 

ipx rip policy define --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Define a R!P (Routing Information Protocol) policy. 

Valid Minimum Abbreviation 

ip:x ri p d 

Important Considerations 

11 Every router rr:;aintains a table of current routing information in a 
routing table. 

11 Routing protocols receive or advertise routes from the network. 

11 Routing Policies control the flow of routing information between the 
network, the protocols, and the routing table manager. 

Prompt Description Possible Values [Default] 

Type Type of the policy: Import • Import Import 
(apply the policy to received 
routes) or Export (apply the • Export 

policy to advertised routes). 

Route Origin of the route to which • Dir All 
Origin this policy applies. This 

Static 
parameter is valid only if the • 
policy Type is set to Export • RIP 

• All 

Route Route to which this policy • Ox1-0fffffffe All 
address applies. 

• All 

IP interfaces One or more IP interfaces on One or more IP All 
this router associated with the interface numbers 
RIP policy. 

Source node 6-byte MAC address of the • A node address in All 
address router that can forward the format 

packets to the network. A xx-xx-xx-xx-xx-xx 
node address of all zeroes 

All 
(00-00-00-00-00-00) • 
means that the route is 
connected directly to the 
router. 

Policy action wr·1ether this router accepts or • Accept Accept 
rejects a route that matches 
the policy. • Reject 
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Prompt 

Metric 
adjustment 

Description 

Increase or decrease a route 
metric by a value that you 
specify. Specify an integer and 
an operand (+,-,*/,%)to 
adjust the metric value. This 
parameter is valid only if the 
Policy Action is set to Accept. 

Possible Values 

II Q-16 

a +(add) 

• - (subtract) 

• * (multiply) 

11 I (divide) 

• %(modulo­
remainder of 
integer division) 

Weight Metric value of u··1is policy. This 1 - 16 
parameter specifies the order 
of precedence for policies that 
match the same route. A 
higher value takes precedence 
over a !ower value. 

IPX RIP Policy Define Example 

Select menu option (ipx/rip/policy): define 

[Default] 

0 (does not 
change the 
metric) 

Enter policy type {import,export} [import] :export 
Enter route origin (dir,static,rip,all) [all] :rip 
Enter route address ( Oxl-Oxlfffffffe I all) [all] :all 
Select IP interfaces (2jall?} [all]: 
Enter the source node address [all] : 
Enter the policy action (accept, reject) [accept]: accept 
Ent.er the metric adjustment ([+,-,*,/J0-16) [O]: 
Ent.er the administrative weight (1-16) [1) :2 
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ipx rip policy modify 

/3500 
/9000 

9400 

3900 
9300 

ipx lip policy modify --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modify an existing RIP (Routing Information Protocol) policy. 

Valid Minimum Abbreviation 

ip:x ri p m 

Important Considerations 

11 Every router rr:;aintains a table of current routing information in a 
routing table. 

11 Routing protocols receive or advertise routes from the network. 

11 Routing Policies control the flow of routing information between the 
network, the protocols, and the routing table manager. 

Prompt Description Possible Values [Default] 

Policy Index number of the policy you • 1 (if only one 
want to modify. 

• 7 (to view a list 
policy) 

of selectable 
policies) 

Route Origin of the route to which • StatiC All 
Origin this policy applies. This 

RIP 
parameter is valid only if the • 
policy Type is set to Export • All 

Route IPX route to which this policy • Ox1-0xfffffffe All 
address applies. 

All • 
IP interfaces One or more IP interfaces on One or more IP All 

this router associated with the interface numbers 
RIP policy, 

Source node 6- byte MAC address of the Iii A node address All 
address router that can forward in the format 

packets to the segment. A XX·XX·)(.X-XX·XX·XX 

node address of all zeroes 
All 

(00-00-00-00-00-00) • 
means that the route is 
connected directly to the 
router. 

Policy action Whether this router accepts or • Accept Accept 
rejects a route that matches 

Reject 
the policy. • 
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Prompt 

Metric 
adjustment 

Description 

Increase or decrease a route 
metric by a value that you 
specify. Specify an integer and 
an operand (+,-,*/,%)to 
adjust the metric value, This 
parameter is valid only if the 
Policy Action is set to Accept. 

Possible Values 

II Q-16 

a +(add) 

• - (subtract)\ 

• * (multiply) 

11 I (divide) 

• %(modulo­
remainder of 
integer division) 

Weight Metric value of u··1is policy. This 1 - 16 
parameter specifies the order 
of precedence for policies that 
match the same route. A 
higher value takes precedence 
over a !ower value. 

IPX RIP Policy Modify Example 

Select menu option (ipx/rip/policy): modify 
Select policy {11?}:1 
Enter route origin (static,rip,all) [all] :rip 
Enter route address ( Oxl-Oxlfffffffe I all) [all] : 
Select IP interfaces (2jall?} [all]: 
Enter the source node address [all] : 
Enter the policy action (accept, reject) [accept]: 
Ent.er the metric adjustment ([+,-,*,/J0-16) [O]: 

Ent.er the administrative weight (1-16) [1): 

[Default] 

0 (does not 
change the 
metric) 
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/3500 
/9000 

9400 

3900 
9300 

ipx rip policy remove --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Remove an existing RIP (Routing Information Protocol) policy. 

Valid Minimum Abbreviation 

ip:x ri p r 

Options 

Prompt 

Policy 

Description Possible Values 

Index number of the policy you 11 

want to remove 
11 7 (to view a list 

of selectable 
policies) 

Default 

1 (if only one 
policy) 
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/3500 
/9000 

9400 

3900 
9300 

ipx sap mode For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Selects a Service Advertising Protocol (SAP) mode that is appropriate for 
your network. 

Valid Minimum Abbreviation 

ipx sa m 

Important Considerations 

111 SAP provides routers and servers that contain SAP agents with a 
means of exchanging network service information. 

111 The system has three SAP modes: 

• Off- The system does not process any incoming SAP packets and 
does not generate any SAP packets of its own. 

• Passive- The system processes all incoming SAP packets and 
responds to SAP requests, but it does not broadcast periodic or 
triggered SAP updates. 

• Active- The system processes all incoming SAP packets, 
responds to explicit requests for routing information, and 
broadcasts periodic and triggered SAP updates. 

Options 

Prompt 

SAP mode 

Description 

Whether the system processes 
SAP packets 

Possible Values 

• off 

• passive 

• active 

[Default] 

disabled 
(factory 
default), or 
current 
value 
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/3500 
/9000 

9400 

3900 
9300 

ipx sap triggered --~~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the SAP Triggered Update mode, which dictates when the IPX 
protocol broadcasts newly learned SAP server addresses. 

Valid Minimum Abbreviation 

ipx sa t 

Important Considerations 

• The system has two SAP triggered modes: 

• Disabled- Broadcasts IPX SAP server addresses 3 seconds after 
learning them. 

• Enabled- Broadcasts IPX SAP server addresses immediately after 
!earning them. 

Options 

Prompt 

Triggered 
update mode 

Description 

Setting for IPX SAP broadcast 
timing 

Possible Values [Default) 

• disabled enabled 

• enabled 
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.; 3500 

.; 9000 
9400 

3900 
9300 

ipx sap policy 
summary 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Display a list of !PX SAP (Service Advertising Protocol) policies . 

Valid Minimum Abbreviation 

ipx sa p s 

Fields in an IPX SAP Policy Summary Display 

Field 

!dx 

Origin 

Type 

Name 

Type 

Netvvork 

Node 

Action 

Description 

Index number of the !PX SAP policy. 

Source of the service to which this policy applies. If the 
policy type is set to Export, the possible values of this 
parameter are SAP, Static, or AIL This parameter is not 
applicable if the policy type is set to import. 

Policy type. Import (apply the policy to received services) 
or Export (apply the policy to advertised services). 

Object name that assigned to the server. 

Service type, represented by a one-digit number, Refer to 
Novel documentation for a complete list of service types. 

!PX network address tor the server, or All, which implies 
all routes. 

6-byte MAC address of the router that can forward 
packets to the network A node address of all zeroes 
(oo-oo-oo-oo-oo-oo) means that the route is 
connected directly to the router. 

Whether this router accepts or rejects a route that 
matches the policy. 
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/3500 
/9000 

9400 

3900 
9300 

ipx sap policy detail --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Display information about IPX SAP (Service Advertising Protocol) policies. 

Valid Minimum Abbreviation 

ip:x sap p det 

Fields in an IPX SAP Policy Detail Display 

Field 

ldx 

Interface 

Weight 

Description 

Index number of the IPX SAP policy. 

Index number of the IP interface associated with this 
policy. 

Metric value of this policy. This parameter specifies the 
order of precedence for policies that match the same 
service. A higher value takes precedence over a lower 
value. 
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ipx sap policy define 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Define a SAP (Service Advertising Protocol) policy. 

Valid Minimum Abbreviation 

ipx sa p def 

Important Considerations 

1111 Every router maintains a table of current configured services in a 
service table. 

1111 The SAP running on the router receives and advertises services from 
the network. 

1111 Service policies control the services in the service table and those that 
the router advertises. 

1111 Novell defines several different service types using specific numbers for 
the server advertising the service. You enter a Novell service type when 
you define a SAP policy. Some of the most common service types are: 

Ox0004 File Server 

Ox0005 Job Server 

Ox0007 Print Server 

Ox0009 Archive Server 

OxOOOA Job Queue 

Ox0047 Advertising Print Server 

Ox0098 NetWare Access Server 

For a complete list of Novell service types, consult your Novell 
documentation. 

Options 

Prompt 

Policy Type 

Service 
Origin 

Description 

Type ot the policy: Import 
(apply the policy to received 
services) or Export (apply the 
policy to advertised services). 

Origin of the service to which 
this policy applies. This 
parameter is valid only if the 
policy Type is set to Export 

Possible Values [Default] 

• Import Import 

• Export 

• Static A! I 

• SAP 

• All 
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Prompt Description Possible Values [Default] 

Sentice Type Number for the type of service II Ox1 - Oxfffff All 
that the server performs. 

II All 
Enter up to 6 hex characters. 
For example, Ox4 = file server 

For more details, consult your 
Novell documentation. 

Server Name of the server providing II Server name All 
Name the services. 

All II 

IPX Address IPX network address of the II oxo - Oxfffffffe All 
network where the server 

All 
resides. II 

Node 6-byte MAC address of the II A node address in All 
Address router that can fon,vard the format 

packets to the network. A xx-x.x-xx -xx-xx-xx 
node address of all zeroes 

All 
(00-00-00-00-00-00) 

II 

means that the route is 
connected directly to the 
router. 

Interface Index number of the IP II One or more All 
Index interface associated with this interface 

policy. numbers 

II All 

II 7 (to view a li~t of 
selectable 
interfaces) 

Policy action Whether this router accepts or II Accept Accept 
rejects a senrice that matches 
the policy, II Reject 

\Neight Metric value otthis policy. This 1- 16 
parameter specifies the order 
of precedence for policies that 
match the same service. A 
higher value takes precedence 
over a lower value. 

ANI-ITC-944 945-1825332 



1--~~... CHAPflR 20: IPX 

IPX SAP Policy Define Example 

Select menu option (ipx/rip/policy): define 

Enter policy type {import,export} [import]: 

Enter service origin (static,sap,all) [all] :sap 

Enter the service t,ype (Oxl-Oxlffff I all) [all]: Ox0004 

Enter the server name (?) (all]: 

Enter the IPX address (OxO-Oxfffffffe I all) [all]: 

Enter t.he node address [all] : 

Select interface index (2jall?) [all]: 

Enter the policy action (accept, reject) [accept]: accept 

Enter the administrative weight (1-16) [1]:2 

ANI-ITC-944 945-1825333 



ipx sap policy modify 

/3500 
/9000 

9400 

3900 
9300 

ipx sap polk:y modify .• ~~- •• I 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modify a SAP (Service Advertising Protocol) policy. 

Valid Minimum Abbreviation 

ip:x sa p m 

Important Considerations 

11 Every router maintains a table of current configured services in a 
service table. 

11 The SAP running on the router receives and advertises services from 
the network. 

11 Service policies control the services in the service table and those that 
the router advertises. 

11 Novell defines several different service types using specific numbers for 
the server advertising the service. You can change the Novell service 
type when you modify a SAP policy. Some of the most common 
service types are: 

Ox0004 

Ox0005 

Ox0007 

Ox0009 

OxOOOA 

Ox0047 

Ox0098 

File Server 

Job Server 

Print Server 

Archive Server 

Job Queue 

Advettising Print Server 

NetWare Access Server 

For a complete list of Novell service types, consult your Nove!! 
docurnentation. 

Options 

Prompt 

Policy 

Service 
Origin 

Description Possible Values 

Index number of the policy you • 
want to modify. 

Origin of the service to which 
this policy applies. This 
parameter is valid only if the 
policy Type is set to Export. 

• 7 (to view a list 
of selectable 
policies) 

• Static 

• SAP 

• All 

[Default] 

1 (if only one 
policy) 

AI! 

ANI-ITC-944 945-1825334 



1--~~... CHAPflR 20: IPX 

Prompt Description Possible Values [Default) 

Service Type Number for the type of service II Ox 1 - Oxtffff All 
that the server performs. 

a All 
Enter up to 6 hex characters. 
For example, Ox4 =file server 

For more details, consult your 
Novell documentation. 

Server Name of the server providing II Server name All 
Name the services. 

All a 

!PX Address !PX network address of the II oxo - Oxffffftfe All 
network where the server 

All 
resides. II 

Node 6-byte MAC address of the II A node address All 
Address router that can forward in the format 

packets to the network. A xx-xx-xx-xx-xx-x 
node address of all zeroes X 

(00-00-00-00-00-00) 
means that the route is 

II All 

connected directly to the 
router. 

Interface Index number of the IP a One or more All 
Index interface associated with this interface 

policy. numbers 

II All 

II ? (to vie·w a list 
of selectable 
interfaces) 

Policy action Whether this router accepts or II Accept Accept 
rejects a service that matches 
the policy. 

II Reject 

Weight Metric value of this policy. This 1 ~ 16 
parameter specifies the order 
of precedence for policies that 
match the same service. A 
higher value takes precedence 
over a !ower value. 
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IPX SAP Policy Modify Example 

Select menu option (ipx/rip/policy}: modify 
Select policy {11?}:1 
Enter ser..rice origin (static,sap,all) (all] :sap 
Enter the service type (Oxl-Oxlffff!all) [all] :all 
Enter the server name (?) [all]: 
Enter the IPX address ( OxO-Oxfffffffe I all) [all] : 
Enter the node address [all] : 
Select int,e~dace index (2iall?) [all]: 
Enter the policy action (accept, reject) [accept] accept 
Enter the administrative 'lleight. (1-16) [1] :2 
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ipx sap policy remove 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Remove an existing SAP (Service Advertising Protocol) policy. 

Valid Minimum Abbreviation 

ipx sa p r 

Options 

Prompt 

Policy 

Description Possible Values 

Index number of the po!ic:v you a 
want to remove 

a ? (to view a list 
of selectable 
policies) 

Default 

I (if only one 
policy) 
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ipx output~delay 

/3500 
/9000 

9400 

3900 
9300 

ipx output-delay --~~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the IPX output-delay option for RIP (Routing Information Protocol) 
and SAP (Service Advertising Protocol) packets. This option delays the 
updating of the RIP and SAP server information table. 

Valid Minimum Abbreviation 

ipx i a 

Options 

Prompt 

Output-delay 
mode 

Description 

Whether you want to enable or 
disable the output-delay option 

Possible Values [Default} 

• enable disable 

• disable 
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.; 3500 

.; 9000 
9400 

3900 
9300 

ipx statistics 
summary 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays IPX summary statistics . 

Valid Minimum Abbreviation 

ipx st su 

Important Considerations 

1111 The first line in the output (the status line) indicates whether: 

• !PX forwarding is enabled. 

• RIP is active . 

• SAP is active. 

• RIP Triggered updates are enabled . 

• SAP Triggered updates are enabled. 

• Secondary route/server option is enabled. 

Fields in the IPX Statistics Summary Display 

Field 

Forvvarded 

Fwd Received 

Description 

Number of IPX packets that were forwarded 

Number of !PX packets that were received to be forwarded 

Fwd Transmitted Number of !PX forwarded packets that were successfully 
transmitted 

Host Delivers 

Host Dropped 

Host Tx 

Number of IPX packets that were delivered to the IPX host's 
RIP and SAP applications 

Number of !PX packets to or from the !PX hosts's RIP and SAP 
applications that were dropped 

Number of !PX packets from the IPX host's RIP and SAP 
applications that were successfully transmitted 
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ipx statistics rip 

/3500 
/9000 

9400 

3900 
9300 

ipx statistics rip --~~~- .• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays IPX RIP (Routing Information Protocol) statistics. 

Valid Minimum Abbreviation 

ip:x st r 

Important Considerations 

• The first line in the output {the status line) indicates whether: 

• 
• 

!PX forwarding is enabled . 

RIP is active . 

• SAP is active . 

• RIP Triggered updates are enabled . 

• 
• 

SAP Triggered updates are enabled . 

Secondary route/server option is enabled . 

Fields in the IPX RIP Statistics Display 

Field 

RIP Dropped 

RIP Entries 

Routes Aged 

RIP Received 

RIP Requests 

RIP Responses 

RIP Transmitted 

Metric Changed 

Description 

Number of IPX RIP packets that have been dropped 

Number of routes in the routing table (including local routes) 

Number of times the system marked a route entry 
unreachable, because it did not receive an update for that 
entry during the timeout period 

Number of IPX RIP packets that have been received 

Number of IPX RIP requests that have been processed 

Number ot IPX RIP responses that have been processed 

Number of IPX RIP packets that have been transmitted 

Number of times the metric changed on a route entry 
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ipx statistics sap 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays IPX SAP (Service Advertising Protocol) statistics. 

Valid Minimum Abbreviation 

ipx st sa 

Important Considerations 

1111 The first line in the output (the status line) indicates whether: 

• !PX forwarding is enabled. 

• RIP is active . 

• SAP is active. 

• RIP Triggered updates are enabled . 

• SAP Triggered updates are enabled. 

• Secondary route/server option is enabled. 

Fields in the IPX SAP Statistics Display 

Field Description 

SAP Dropped Number of IPX SAP packets that have been dropped 

SAP Entries Number of servers in the server table 

Servers Aged Humber of times the system marked a server entry 
unreachable, because it did not receive an update for that 
entry during the timeout period 

SAP GNS Requests Number of IPX SAP Get Nearest Service Requests that have 
been processed 

SAP GNS Responses Number of IPX SAP Get Nearest Service Responses that have 
been received 

SAP Received Number of IPX SAP packets that have been received 

SAP Requests Number of IPX SAP Requests that have been processed 

SAP Responses Number of IPX SAP Responses that have been processed 

SAP Transmitted Number of IPX SAP packets that have been transmitted 

Metric Changed Number of times the metric changed on a server entry 
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.; 3500 

.; 9000 
9400 

3900 
9300 

ipx statistics 
forwarding 

ill' statistics forwarding --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays IPX forvvarding statistics . 

Valid Minimum Abbreviation 

ip:x st f 

Important Considerations 

• The first line in the output {the status line) indicates whether: 

• !PX forwarding is enabled. 

• 
• 

RIP is active . 

SAP is active . 

• RIP Triggered updates are enabled . 

• 
• 

SAP Triggered Updates are enabled . 

Secondary route/server option is enabled . 

Fields in the IPX Forwarding Statistics Display 

Field 

Addr Errors 

ForvVarded 

Fwd Discards 

Fwd Received 

Fwd Trammitted 

Hdr Errors 

Hop Count Errors 

Host Delivers 

Host In Discards 

Host Rx 

Hos:tTx 

Description 

Number of IPX packets that were dropped that due to 
IPX address errors in net\vork layer header 

Number of IPX packets that were forwarded 

Number ot !PX packets to be forwarded that could not 
be forwarded 

Number of !PX packets that were received to be 
fof\varded 

Number of IPX forwarded packets that were 
successfully transmitted 

Number of IPX packets that were dropped due to IPX 
Network layer header errors 

Number of !PX packets that were dropped due to 
exceeded maximum transport control 

Number of IPX packets: that were delivered to the IPX 
host's RIP and SAP applications 

Number of IPX packets: that were received for the IPX 
host's RIP and SAP applications that were dropped 

Number of IPX packets that were delivered to the IPX 
host's RIP and SAP applications 

Number ot !PX packets that were transmitted from the 
IPX host's RIP and SAP applications 
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Field 

Host Tx Discards 

Host Tx Request 

NetBIOS Max Hops 

NetBIOS Rx 

NetBIOS Tx 

No Routes 

Total Received 

Tx Discards 

Tx MTU Exceeded 

Description 

Number of IPX packets from the IPX host's RIP and 
SAP applications that were dropped on transmission 

Number of IPX packets from the IPX host's RIP and 
SAP applications to be transmitted 

Number of IPX NetBIOS packets that exceeded the 
transport control rnaximurr1 

Number of IPX NetBIOS packets that were received 

Number of IPX NetBIOS packets that were transmitted 

Number of IPX packets that were dropped because the 
IPX route is unknown 

Number of IPX packets that were received 

Number of IPX packets that were forwarded but not 
successfully transmitted 

Number of IPX packets that were forvvarded but 
dropped because the MTU was exceeded 
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ipx statistics interface 

/3500 
/9000 

9400 

3900 
9300 

ipx statistics interface --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays IPX interface statistics. 

Valid Minimum Abbreviation 

ip:x st i 

Fields in the IPX Interface Statistics Display 

Field Description 

Addr Errors Number of IPX packets that were dropped due to IPX address 
errors in the network layer header 

Forwarded Number of IPX packets that were fonvarded 

Fwd Discards Number of IPX packets to be forwarded that were not 

Fwd Received Number of IPX packets that were received to be forwarded 

Fwd Transmitted Number of IPX forwarded packets that were successfully 
transrn itted 

Hdr Errors Number of IPX packets that were dropped due to IPX Network 
layer header errors 

Hop Count Errors Number of IPX packets that were dropped due to exceeded 
maximum transport control 

Host In Discards Number of IPX packets that were received for the IPX host's 
RIP and SAP applications that were dropped 

Host Rx Number of IPX packets that were received for the IPX host's 
RIP and SAP applications 

Host Tx Number of IPX packets that vvere transmitted from the IPX 
host's RIP and SAP applications 

Host Tx Discards Number of IPX packets from the !PX host"s RIP and SAP 
applications that were dropped on transmission 

Index Index number that is assigned to the IPX interface 

NetBIOS Max Hops Number of IPX NetBIOS packets that exceeded the transport 
control maximum 

NetBIOS Rx Number of IPX NetB!OS packets that were received 

NetBIOS Tx Number of IPX NetBIOS packets that were transmitted 

No Routes Number of IPX packets that vvere dropped because the IPX 
route is unknown 

Total Received Number of IPX packets that were received 

Tx Discards Number of IPX packets that were forwarded but not 
successfully transmitted 

Tx MTU Exceeded Number of IPX packets that were fonvarded but dropped 
because the ~v1TU 'Was exceeded 
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Field 

Routes Aged 

Se!Vers Aged 

Description 

Number of times the system marked a route entry 
unreachable, because it did not receive an update for that 
entry during the timeout period 

Number of times the system rnark.ed a server entry 
unreachable, because it did not receive an update for that 
entry during the timeout period 

Rip Metr1c Changed Number of times the metric changed on a route entry 

Sap Metric 
Changed 

Number of times the metric changed on a server entry 
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ipx 
oddlengthPadding 

.; 3500 

.; 9000 
9400 

3900 
9300 

ipx oddLI!flgtilPadding --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets the compatibility mode for older network interface cards {NICs). This 
mode enables an interface to pad IPX packets that have an odd number 
of bytes. (Older NICs discard IPX packets that have an odd number of 
bytes.) 

Valid Minimum Abbreviation 

ipx od 

Important Considerations 

11 This feature supports 10MB switching modules only. 

11 If you use this feature, be careful to select only those interfaces that 
require odd-length padding. Enabling this feature for every interface 
slows network performance. 

Options 

Prompt 

lntertace index 

Description Possible Values [Default) 

Index number of the interface for • A selectable IPX 1 (if only I) 
which you want to set the interface index 
oddLengthPadding state 

• ? (for a hst of 
selectable 
Indexes) 

IPX odd-length State for odd-length padding for • disabled disabled 
padding state the specified intertace 

• enabled 
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/3500 

ipx NetBIOS Determines whether the system handles IPX Type 20 packet forwarding 
on a per-interface basis. 

9000 Valid Minimum Abbreviation 

9400 ip:x: n 

3900 
9300 

Options 

Prompt Description Possible Values [Default] 

Interface index index number of the interface for • One or more 1 (if only 1} 

!PX NetBIOS 
for.varding 
state 

\Vhich you \V.ant to set the selectable IPX 
NetBIOS forwarding state interface 

indexes 

• all 

• 7 (for a list of 
selectable 
indexes) 

State for NetBIOS forwarding for • disabled 
the specified interface 

• enabled 

IPX NetBIOS Example (3500) 

Select menu option (ipx) : netBIOS 
Select interface index(es) (1-6la.lll?l: 1 
Interface 1 - Enter state for NetBIOS packets 
(disabled,enabled) [enabled]: disabled 

enabled 
(factory 
default), or 
current 
value 
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/3500 
9000 
9400 

3900 
9300 

ipx secondary 

ipx secondary --~~~ •• 1 

Determines whether the system enables secondary routes and servers. 

Valid Minimum Abbreviation 

ipx sec 

Important Considerations 

11 This option allows the system to !earn about secondary routes and 
secondary servers. 

11 With this option, a secondary route/server entry can replace a primary 
route/server entry when the primary route/server is removed from the 
routing/server table for any reason (for example, if the associated 
interface goes down, or if the primary entry reaches its age limit). 

11 For this option to have any effect, you must establish alternate paths 
to the same IPX network or server. 

11 After you enable the IPX secondary route/server option, you can 
display entries for any secondary routes or servers. (See "ipx route 
secondary" and "ipx server secondary" earlier in this chapter.) 

Options 

Prompt Description Possible Values [Default} 

IPX secondary 
route/server 
state 

How to handle secondary routes • disabled enabled 
(factory 
default), or 
current 
value 

and servers • enabled 

IPX Secondary Example 

Select menu opt.ion (ipx}: secondary 
Enter secondary route/server state {disabled,enabled) 
[di.sabled] : enabled 
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21 ........ . . .. ...... . 

APPLETALK 

This chapter provides guidelines and other key information about 
commands that you can use to configure Apple Talk routing on your 
system. Configuring and managing Apple Talk routing involves these 
tasks: 

11 Administering Apple Talk interfaces 

11 Adrr'linistering routes 

11 Administering the AARP cache 

11 Displaying the Zone Table 

11 Configuring forwarding 

11 Configuring checksum 

11 Enabling DDP Source Socket Verification 

11 Pinging an Apple Talk node 

11 Viewing Apple Talk statistics 

For more information about administering Apple Talk routing on your 
netvvork, see the Implementation Guide for your system. 

For the CoreBuilder® 9000, the commands in this chapter apply only to 
Layer 3 switching modules. 
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Menu Structure The commands that you can use depend on the system that you have, 
your level of access, and the types of modules and other hardware 
options that are configured for your system. The following diagram 
shows the complete list of commands for all systems .. See the checklist at 
the beginning of each command description in this chapter for whether 
your system supports the comrnand. 

ip:.: 
app!etalk 
qos 
snrnp 
analyzer 
log 
script 
log<:~ut 
dis1:ormect 

ping 
• statistics 

display 
!lush 

display 
r:ernove 
flush 

'-----1 network 
zone 

stati.sti<::s mll!nu ---------------------------------------------------------
ddp 

'-----1 rtmp 
Z"P 
nbp 
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appletalk interface 
summary 

.; 3500 

.; 9000 
9400 

3900 
9300 

appletalk interface summary --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays summary information for all Apple Talk interfaces . 

Valid Minimum Abbreviation 

ap i su 

Fields in the Apple Talk Interface Summary Display 

Field 

Address 

Index 

Network range 

State 

VLAN index 

Description 

AppleTalk interface address, \Vhich is based on the 
network range and the network node 
(Example: 20301. 7) 

Index number of the Apple Talk interface 

Range of numbers that are assigned to the interface 
(Example: 20301- 20310) 

Status of the Apple Talk interface, which indicates whether 
the interface is available (enabled) or unavailable (down) 

Index number of the virtual LAN (VLAN) that is associated 
with the AppleTalk interface 
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appletalk interface 
detail 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays detailed information for ali Apple Talk interfaces . 

Valid Minimum Abbreviation 

ap i det 

Fields in the Apple Talk Interface Detail Display 

Field 

Address 

Index 

Network Range 

Seed 

State 

VLAN index 

Zone list 

Description 

AppleTalk interface address, which is based on the 
network range and the network node. 
(Example: 2 03 01. 7} 

Index number of the AppleTalk interface 

Range of numbers that are assigned to the interface 
Example: (20301 - 20310) 

Whether the interface is configured as a seed {y) or 
non-seed (n) interface 

Status of the AppleTalk interface, that is, whether the 
interface is available (enabled) or unavailable (down} 

Index number of the virtual LAN (VlAN) that is associated 
with the AppleTalk interface 

All zone names that are associated with the Apple Talk 
interface 
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define 

.; 3500 

.; 9000 
9400 

3900 
9300 

appletalk interface define --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines an AppleTalk interface . 

Valid Minimum Abbreviation 

ap i def 

Important Considerations 

11 An Apple Talk interface defines the relationship between a virtual LAN 
(VLAN) and an App!eTalk network: 

• Every Apple Talk interface has one VlAN associated with it 

11 For routing purposes, you define a range of network numbers that 
are assigned to the Apple Talk interface .. Example: 20301- 20310 

11 You can configure the interface to be a seed or nonseed interface: 

• Seed interface- Initializes ("seeds") the network with your 
configuration information. This information includes the network 
range and zone name list. 

• Nonseed interface- Listens for a seed router and then takes the 
zone and network range information from the first seed interface 
that it detects. After a nonseed interface obtains this information, 
it can participate in Apple Talk routing. 

11 Before you define the AppleTalk interface, you must define a VLAN 
and select Apple Talk as a protocol that the VLAN supports. 

11 Clients that have not been configured to use a particular zone use the 
default zone name. 

11 You can enter up to 16 zone names per interface. 

Options 

Prompt 

Seed 
Interface 

Start of 
network 
range 

End of 
network 
range 

Description 

Whether an interface is 
configured as an AppleTalk 
seed (y) or non-seed interface 
(n). 

Possible Values 

11 n (no) 

• y (yes) 

Start of the network range that 1 - 65279 
is associated with the seed 
interface. Seed interfaces on~y. 

End of the netv,tork range that 1 - 65279 
is associated with the seed 
interface. Seed interfaces only. 

[Default] 

y {factory 
default), or 
current value 

Value specified 
for start of 
network range, 
or current value 
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Prompt 

Default 
zone name 

Zone name 

VLAN 
interface 
index 

Description Possible Values 

User-defined default AppleTalk Up to 32 ASCII 
zone name. Clients that have characters 
not been configured to use a 
particular zone use the default 
zone name. Seed interfaces 
only. 

AppleTalk zone that is 
associated with the interface. 
You are prompted to enter up 
to 1 5 additional zone names. 
Seed interfaces only. 

11 Up to 32 ASCII 
ct··1aracters 

a q (to quit 
specifying zone 
names) 

Index number of the VLAN that 11 

you want to associate \Nith the 
AppleTalk interface. 

Available valid 
VLAN index 
number 

a ? (for a list of 
available VLAN 
indexes) 

[Default) 
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appletalk interface 
modify 

.; 3500 

.; 9000 
9400 

3900 
9300 

appletaik interface modify --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies an existing Apple Talk interface . 

Valid Minimum Abbreviation 

ap i m 

Important Considerations 

11 An Apple Talk interface defines the relationship between a virtual LAN 
(VLAN) and an App!eTalk network: 

• Every Apple Talk interface has one VlAN associated with it 

11 For routing purposes, you define a range of network numbers that 
are assigned to the Apple Talk interface .. Example: 20301- 20310 

11 You can configure the interface to be a seed or nonseed interface: 

• Seed interface- Initializes ("seeds") the network with your 
configuration information. This information includes the network 
range and zone name list. 

• Nonseed interface- Listens for a seed router and then takes the 
zone and network range information from the first seed interface 
that it detects. After a nonseed interface obtains this information, 
it can participate in Apple Talk routing. 

11 Before you define the AppleTalk interface, you must define a VLAN 
and select Apple Talk as a protocol that the VLAN supports. 

11 Clients that have not been configured to use a particular zone use the 
default zone name. 

11 You can enter up to 16 zone names per interface. 

Options 

Prompt 

Interface 

Seed 
Interface 

Description 

Index number of the Apple Talk 
interface that you want to 
modify 

Whether you want to 
configure the interface as an 
Apple Talk seed (y) or nonseed 
interface (n) 

Possible Values 

11 AppleTalk 
interface index 
nurnber 

• ? (for a list of 
selectable 
indexes) 

11 n (no) 

11 y (yes) 

[Default] 

Current value 
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Prompt 

Start of 
net\vork 
range 

End of 
nehvork 
range 

Default 
zone name 

Zone name 

VLAN 
interface 
index 

Interface 
down time 

Description 

Start of the netv,tork range that 
is associated with the seed 
interface. Seed intettaces only. 

End of the network range that 
is associated with the seed 
interface. Seed interfaces only. 

User-defined default AppleTalk 
zone name. C !ients that have 
not been configured to use a 
particular zone use the default 
zone name. Seed jnterfaces 
only. 

First AppleTalk zone that is 
associated with the inte1face. 
You are then prompted to 
enter up to 15 additional zone 
names. Seed interfaces on~v. 

Possible Values 

1-65279 

1 -65279 

Up to 32 ASCII 
characters 

11 Up to 32 ASCII 
characters 

a q (to quit 
spec1fy1ng zone 
names and 
move on to the 
VLAN interface 
index prompt) 

Index number of the VLAN that a 
you want to associate with the 
AppleTalk interface. When the 

Available valid 
VLAN index 
number 

system prompts you for a 
VLAN interface index, it 
indicates the available VLANs 
that you can associate with a 
new AppleTalk interface. 

11 ? (for a list of 
selectable 
indexes) 

Number of minutes that you 1 - 120 minutes 
want to bring down the 
Apple Talk interface after you 
change zone information. This 
prornpt appears only when you 
modify the zone information 
that is associated with the 
interface. 

[Default) 

Current value 

Current value 

Current value 

Current value 

Current value 
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remove 

.; 3500 

.; 9000 
9400 

3900 
9300 

appletalk interface remove --~~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Removes an existing Apple Talk interface . 

Valid Minimum Abbreviation 

ap i r 

Important Considerations 

11 You can specify a single interface, rrwltiple Apple Talk interfaces, or all 
AppleTalk interfaces. 

11 If only one AppleTalk interface exists on the system, the interface is 
immediately removed after you enter this command. 

11 The system prompts you to select an interface number only if more 
than one Apple Talk interface exists on the system. 

Options 

Prompt 

Interface 

Description 

Index number of one or more 
interfaces that you want to 
remove 

Possible Values [Default] 

• One or more 
valid AppleTalk 
interface index 
numbers 

• 7 (for a list of 
selectable 
indexes) 

• all 
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appletalk interface 
statistics 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays statistics for each Apple Talk interface, You can specify a single 
Apple Talk interface, multiple interfaces, or all interfaces. If you have 
multiple interfaces and you do not specify one of them, the system 
prompts you to specify the appropriate interface index number. 

Valid Minimum Abbreviation 

ap i st 

Important Consideration 

• The display includes statistics for the AppleTalk Address Resolution 
Protocol (AARP), Datagram Delivery Protocol (DDP), Routing Table 
Maintenance Protocol (RTMP), Zone Information Protocol (ZIP), Name 
Binding Protocol (NBP), and AppleTalk Echo Protocol (AEP). 

Fields in the Apple Talk Interface Statistics Display 

Field 

aarp!nProbes 

aarplnReqs 

aarp!nResp 

aarpOutProbes 

aarpOutReqs 

aarpOutResp 

ddpForwRequests 

Description 

Number of AARP probes that have been received 

Number of AARP requests that have been received 

Number of AARP responses that have been received 

Number of AARP probes that have been sent 

Number of AARP requests that have been sent 

Number of AARP responses that have been sent 

Total number of packets for which an attempt was made 
to forward them to their flna! destination 

ddplnChecksumErrors Number of DDP datagrams that were dropped because of 
a checksum error 

ddplnlocals Number of DDP datagrarns for which this entity was the 
final DDP destination 

ddplnReceives Total number of packets that have been received, 
including those with errors 

ddplnToolongs Number of input DDP datagrams that have been dropped 
because they exceeded the maximum DDP datagram size 

ddplnTooShorts Number of input DDP datagrams that have been dropped 
because the received data length was less than the data 
length that was specified in the DDP header, or the 
received data length was less than the length of the 
expected DDP header 

ddpNoProtoHandlers Number of DDP datagrams without protocol handlers 

echolnReplies Number of echo replies that have been received 

ANI-ITC-944 945-1825359 



Field 

echolnRequests 

echoOutRep!ies 

echoOutRequests 

nbp lnBroadcastReqs 

nbplnErrors 

nbplnForwardReqs 

nbplnLookupR.eqs 

rtrnpl nDataPkts 

rtmplnRequestPkts 

rtmpOutoataPkts 

rtmpRouteDeletes 

zipAddresslnvalids 

ziplnErrors 

ziplnExReplies 

ziplnGni Requests 

ziplnZipQueries 

ziplnZipRepHes 

zipOutGniReplies 

zipOutlnvalids 

appletalk interface statistics .• ~:.~ ••• 1 

Description 

Number of echo requests that have been received 

Number of echo replies that have been sent 

Number of echo requests that have been sent 

Number of NBP broadcast requests that have been 
received 

Number of NBP packets that have been received and 
rejected for any error 

Number of NBP forward requests that have been received 

Number of NBP lookup requests that have been received 

Number of RTMP data packets that have been received 

Number of RTMP request packets that have been received 

Number of good RTMP data packets that have been sent 

Number of times that RTMP has deleted a route that 'vvas 
aged out of the table 

Number of times that this entity had to broadcast a ZIP 
GetNetlnfo reply because the GetNetlnfo request had an 
invalid address 

Number of ZIP packets that have been received and 
rejected for any error 

Number of ZIP extended replies that have been received 

Number of ZIP GetNetlnfo request packets that have been 
received 

Number of ZIP queries that r'1ave been received 

Number of ZIP replies that have been received 

Number of ZIP GetNetlnfo reply packets that have been 
sent 

Number of ZIP GetNetlnfo replies that have been sent with 
the indication that the previous client zone name was 
invalid 
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1 .. ~~2. •• C HAPfCR 21: APPL<T ALK 

appletalk route 
display 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays Apple Talk routes that are listed in the system's routing table . 

Valid Minimum Abbreviation 

apr d 

Important Consideration 

1111 Your system maintains a table of local and remote routes to all 
reachable Apple Talk networks. The Routing Table Maintenance 
Protocol (RTMP) automatically generates the routing table. RTMP 
defines rules for: 

• Information that is contained within each routing table 

• Exchanging information between routers so that the routers can 
maintain their routing tables 

Fields in the AppleTalk Route Display 

Field 

Distance 

Interface 

Network Range 

Next Hop 

State 

Description 

Distance in hops to the destination network 

Interface that is used to reach the destination network 

Range of numbers that identify a netvvork 

Next hop Internet router to which the packet must be sent 

Status of each route" One of the following: 

• good 

• suspect 

• bad 

• really bad 
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appletalk route flush 

/3500 
/9000 

9400 

3900 
9300 

appleta!k route ffush .• ~:.~ ••• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Deletes all dynamically learned AppleTalk routes from the routing table, 

Valid Minimum Abbreviation 

ap r f 

Important Consideration 

• The system deletes all dynamically learned Apple Talk routes 
immediately after you enter the command_ You are not prompted to 
confirm the deletion_ 
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1--~~4··· CHAPfCR 21: APPL<TALK 

appletalk aarp 
display 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays the Apple Talk Address Resolution Protocol (AARP) cache, 

Valid Minimum Abbreviation 

ap ad 

Fields in the Apple Talk AARP Display 

Field 

AARP address 

Age (sees) 

Interface 

MAC address 

Description 

AppleTalk protocol address 

Age of the ARP entry (in seconds) 

Index number of the interface on vvhich the address was 
learned 

Hardware address that corresponds to the AppleTa!k 
address 
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appletalk aarp 
remove 

.; 3500 

.; 9000 
9400 

3900 
9300 

app/etalk aarp remove .• ~:.~ ••• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Removes an Apple Talk Address Resolution Protocol (AARP} cache entry . 

Valid Minimum Abbreviation 

ap a r 

Options 

Prompt 

AARP 
address 

Description Possible Values [Default] 

AARP address that you want to Any valid AARP 
ren1ove from the system's address 
AARP cache 
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1 .. ~~6. •• C HAPfCR 21: APPL<T ALK 

appletalk aarp flush 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Deletes all Apple Talk Address Resolution Protocol (AARP) entries from the 
system's AARP cache. 

Valid Minimum Abbreviation 

ap a f 

Important Consideration 

111 The system deletes all AARP entries imm;ediately after you enter the 
command. You are not prompted to confirm the deletion. 
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appletalk zone 
display network 

.; 3500 

.; 9000 
9400 

3900 
9300 

appletalk zone display network .• ~:.~ ••• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays the Apple Talk Zone table, indexed by network numbers . 

Valid Minimum Abbreviation 

ap z d n 

Important Considerations 

11 Apple Talk routers use the Zone Information Protocol (ZIP) to map 
network numbers to Zones. 

11 Each Apple Talk router maintains a Zone Information Table (ZIT}, which 
lists the zone-to-network mapping information. 
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1 .. ~~8. •• C HAPfCR 21: APPL<T ALK 

appletalk :zone 
display :zone 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays the AppleTa!k Zone table indexed by zones . 

Valid Minimum Abbreviation 

ap z d z 

Important Considerations 

1111 Apple Talk routers use the Zone Information Protocol (ZIP) to map 
network numbers to Zones. 

1111 Each Apple Talk router maintains a Zone Information Table (ZIT), which 
lists the zone-to-network mapping information. 
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appletalk forwarding 

/3500 
/9000 

9400 

3900 
9300 

appletalk forwarding .• ~:.~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Enables and disables App!eTa!k Data Delivery Protocol (DDP) forwarding. 

Valid Minimum Abbreviation 

ap f 

Options 

Prompt Description 

Forwarding Whether to enable or disable 
state AppleTalk forwarding 

Possible Values 

11 enabled 

11 disabled 

[Default] 

disabled 
(factory 
default), or 
current value 
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1 .. ~~0. •• C HAPfCR 21: APPL<T ALK 

appletalk checksum 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Enables Data Delivery Protocol (DDP) checksum error detection for the 
AppleTalk protocoL 

Valid Minimum Abbreviation 

ap c 

Important Considerations 

111 The Apple Talk protocol uses checksums to detect errors in data 
transmissions. A checksum totals a!l data bytes and adds the sum to 
the checksum field of the data packet The receiving station computes 
a verification checksum from the incoming data and compares the 
new checksum with the value that is sent with the data. If the values 
do not match, the transmission contains an error. 

111 Disabled is the preferred setting. Enabling the checksum generation 
or verification significantly impacts the router's performance. 

Options 

Prompt 

Checksum 
generation 
state 

Checksum 
verification 
state 

Description 

Whether to enable or disable 
generation of checksums for 
AppleTalk packets 

Whether to enable or disable 
verification of checksums for 
AppleTalk packets 

Possible Values 

• enabled 

• disabled 

• enabled 

• disabled 

[Default} 

disabled 
(factor; 
default), or 
current value 

disabled 
(factory 
default), or 
current value 
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.; 3500 

.; 9000 
9400 

3900 
9300 

appletalk 
source Socket 

appletalk sourceSocket --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Enables and disables Apple Talk Data Delivery Protocol (DDP) source socket 
verification . 

Valid Minimum Abbreviation 

ap so 

Options 

Prompt 

source 
Socket 

Description 

Whether to enable or disable 
source socket verification 

Possible Values 

• enabled 

• disabled 

[Default] 

disabled 
(factory 
default), or 
current value 
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1 .. ~~2. •• C HAPfCR 21: APPL<T ALK 

appletalk ping 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Pings an Apple Talk node using the Apple Talk Echo Protocol (AEP). 

Valid Minimum Abbreviation 

ap p 

Options 

Prompt Description Possible Values [Default} 

Destination AppleTalk node that you want Valid AARP address -
AARP to test for net\vorl<. connectivity 
address 
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a.ppletalk statistics 
ddp 

.; 3500 

.; 9000 
9400 

3900 
9300 

appletalk statistics ddp --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays Apple Talk Datagram Delivery Protocol (DDP} statistics . 

Valid Minimum Abbreviation 

ap s d 

Fields in the Apple Talk DDP Statistics Display 

Field 

inBcastErrors 

inCsumEITors 

inDiscards 

in Forwards 

inlocals 

inNoCiients 

inNoRoutes 

inReceives 

inShortDdps 

inTooFars 

inToolongs 

inTooShorts 

outlocals 

Description 

Number of dropped DDP datagrams for which the system was 
not their final destination and that were sent to the broadcast 
MAC address 

Number of DDP datagrams that were dropped because of a 
checksum error 

Number of DDP Datagrarns that were discarded during routing 

Total number of packets that \Vere forwarded, including those 
with errors 

Number of DDP datagrams for which an attempt was made to 
forward them to their final destination 

Number of DDP datagrams that were dropped for unknown 
DDPtypes 

Number of DDP datagrams that \Vere dropped for unknmvn 
routes 

Total number of packets that were received, including those 
vvith errors 

Number of input DDP datagrams that were dropped because 
the system was not their final destination and their type was 
short DDP 

Number of input datagrams that were dropped because the 
system was not their final destination and their hop count 
vvould exceed 15 

Number of input DDP datagrams that were dropped because 
they exceeded the maximum DDP datagram size 

Number of input DDP datagrarns that were dropped because 
the received data length was less than the data length that was 
specified in the DDP header, or the received data length was less 
than the length of the expected DDP header 

Number of host-generated DDP datagrams 

ANI-ITC-944 945-1825372 



1 .. ~~- .. C HAPfCR 21: APPL<T ALK 

appletalk statistics 
rtmp 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays Apple Talk Routing Table Maintenance Protocol (RTMP) statistics. . 

Valid Minimum Abbreviation 

ap s r 

Fields in the Apple Talk RTMP Statistics Display 

Field Description 

inDatas Number of good RTMP data packets that were received 

inotherErrs Number of RTMP packets that have been received and rejected for 
an error other than a version mismatch 

inRequests Number of good RTMP request packets that were received 

inVersionErrs Number of RTMP packets that have been received and rejected 
due to a version m1smatch 

outoatas Number of RTMP data packets that were sent 

outRequests Number of RTMP request packets that were sent 

routeDeletes Number of times that RTMP deleted a route that was aged out of 
the table 

routeEqChgs Number of times that R.TMP changed the Next Internet Router in a 
routing entry because the hop count that was advertised in a 
routing table 1..vas equal to the current hop count for a particular 
network 

routeLessChgs Number of times that RTMP changed the Next Internet Router in a 
routing entry because the hop count that was advertised in a 
routing table was less than the current hop count for a particular 
network 

routeOverflows Number of times that RTMP attempted to add a route to the RTMP 
table but faHed because of lack of space 

ANI-ITC-944 945-1825373 



a.ppletalk statistics 
zip 

.; 3500 

.; 9000 
9400 

3900 
9300 

appletalk ;~atistics zip --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays Apple Talk Zone Information Protocol (ZIP) statistics . 

Valid Minimum Abbreviation 

ap s z 

Fields in the Apple Talk ZIP Statistics Display 

Field Description 

inErrors Number of ZIP packets that have been received and rejected for any 
error 

inExRepiies Number of ZIP extended replies that t"'1ave been received 

inGniReplie::, Number of ZIP GetNetlnfo reply packets that have been received 

inGniRequests Number of ZIP G·etNetlnfo request packets that have been rece1ved 

inLocaiZones Number of ZIP Getlocallones requests packets that have been 
received 

inObsoletes Number of ZIP Takedown or ZIP Bringup packets that have been 
received 

inQueries Number of ZIP queries that have been received 

inReplies Number of ZIP replies that have been received 

inZoneCons Number of times that a conflict has been detected between this 
system's zone information and another entity's zone information 

inZonelnvs Number of times that this system has rE>ceived a ZIP GetNetlnfo 
reply vvith the zone invalid bit set because the corresponding 
GetNetlnfo request had an invalid zone name 

inZoneUsts Number of ZIP GetZoneUsts requests packets that have been 
received 

outAddrlnvs Number of times that this system had to broadcast a ZIP GetNetinfo 
reply because the GetNetlnfo request had an invalid address 

outExReplies Number of ZIP extended replies that have been sent 

outGniReplies Number of ZIP GetNetlnfo reply packets that have been sent out of 
this port 

outGniRequests Number of ZIP GetNetlnfo packets that have been sent 

outLoca!Zones Number of transmitted ZIP GetlocaiZones reply packets 

outQueries Number of ZIP queries that have been ::,ent 

outReplies Number of ZIP replies that have been sent 

outzonelnvs Number of times that this system has sent a ZIP GetNetlnfo reply 
with the zone invalid bit set in response to a GetNetlnfo request 
with an invalid zone name 

outZonelists Number of transmitted ZIP Getlonelist reply packets 
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1 .. ~~6. •• C HAPfCR 21: APPL<T ALK 

appletalk statistics 
nbp 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays Apple Talk Name Binding Protocol (NBP) statistics . 

Valid Minimum Abbreviation 

ap s n 

Fields in the Apple Talk NBP Statistics Display 

Field 

inBcastReqs 

in Errors 

inFwdReqs 

inLkupReplies 

inlkupReqs 

Description 

Number of f\JB.P Broadcast Requests that have been received 

Number of NBP packets that have been received and rejected for 
any error 

Number of NBP Forward Requests that have been received 

Number of f\JBP Lookup Replies that have been rece1ved 

Number of NBP Lookup Requests that have been received 
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VII 
TRAFFIC POLICY 

........ . .. . ...... . 

Chapter 22 Quality of Service (QoS) and RSVP 
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22 ........ . . .. ...... . 

QUALITY OF SERVICE (QOS) 
AND RSVP 

Quality of Service (QoS) and the Resource Reservation Protocol (RSVP) are 
advanced features that provide policy-based services. Policy-based 
services establish various grades of network services to accommodate the 
needs of different types of traffic (for example, multimedia, video, and file 
backups}. QoS software relies on RSVP to provide admission controL 

This chapter provides guidelines and other key information about how to 
configure QoS and RSVP in your system. 

QoS and RSVP features include classifiers, controls, and RSVP parameters. 
Configure these features in the following order: 

1 You first enter the com;rr:;and qos 

2 to define how the system groups packets so that it can schedule them 
with the appropriate service level. 

3 You then enter the command qos control define to assign rate 
limits and priorities to the packets that are associated with one or more of 
your classifiers. A classifier has no effect until you associate it with a 
controL 

The system provides predefined classifiers and controls that are suitable 
for many configurations, or you can define your own classifiers, apply 
controls to the classifiers, and then decide whether to use RSVP. For more 
information about QoS and RSVP, see the Implementation Guide for your 
system. 

For the CoreBuilder® 9000, the commands in this chapter apply on~v to 
Layer 3 switching modules. 
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1--~~0··· CHAPfCR 22: QUA!JTY OF Smn (QOS) AND RSVP 

Menu Structure The commands that you can use depend on the system that you have, 
your level of access, and the types of modules and other hardware 
options that are configured for your system. The following diagram 
shows the complete list of commands for all systems .. See the checklist at 
the beginning of each command description in this chapter for whether 
your system supports the comrnand. 

___ :!i:!P':I::~':f~! ___ r.'l~!!~l__ qos menu e!assifiH menu 

~~"' ~:1~ 
fddi • b;:mdw!dth ------------- l remove 
bridge J excess Tagging 
ip t statistics -----------
ipx 
applelcllk 

tqos -----------------------­
snmp 
ana~jzer 

109 
script 
logollt 
diso::mnect 

sumrnary 
detail 
define 
tnodify 
remove 

laap menu 

Y
---&;i)ra¥·------------------------------------

enab!e 
di&ab!e 

-----------------r·r~!~n;~~----------------------------
bandwidth menu 

~----1 display 
modify 

excess.ragging n~enu 
display 
enable 
disable 

statistics menu 
1nterva! 

'--------1 receive 
transmit 
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.; 3500 

.; 9000 
9400 

3900 
9300 

qos classifier 
summary 

qos classifter summary --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays summary information about the QoS classifiers on your system . 

Valid Minimum Abbreviation 

q cl s 

Fields in the QoS Classifi·er Summary Display 

Field Description 

802.1 p For nonffow classifiers, IEEE 802.1 p tag value 

Cast Cast type for the classifier: 

• Flow classifiers: unicast, multicast, or all 

• Nonf/owdassifiers: unicast, multicast, broadcast, or all 

Classifier Number of the flow or nonflow classifier: 

• Flow classifiers in the range of 1 - 39.9 (Note: 20 and 23 are 
predefined.) 

• Nonf/owdassifiers in the range of 400 - 498 
(Note:40l- 407,420, 430, 440, 450, 460, 470, 
4BO, and 490 are predefined, but you can modify or remove 
them.) 

Control Control number that you assign to the classifier 

Name Name that you assign to the classifier 

Protocol Protocol type, if applicable, that is associated vvith the 
classifier/control: 

• Flow classifiers: IP protocol type TCP, UDP, or all 

• Nonflowdassifiers: TCP, IP, IPX, AppleTalk, or any 
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1--~~2··· CHAPfCR 22: QUA!JTY OF Smn (QOS) AND RSVP 

qos classifier detail 

/3500 
/9000 

9400 

3900 
9300 

for CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays detailed information about one or more QoS classifiers. 

Valid Minimum Abbreviation 

q cl det 

Options 

Prompt 

Classifier 
number 

Description 

Number of the classifier for 
which you want detail 
information 

Possible Values [Default] 

• One or more -
numbers of 
configured 
classifiers 

• all 

• ? (for a list of 
selectable 
classifiers) 

fields in the QoS Classifier Detail Display 

Field 

802.1p 

Cast 

Classifier 

Description 

For nonflow classifiers, IEEE 802.1 p tag value (any 
combination of priority tag values in the range o - 7) 

The Cast type for the classifier: 

• Flow classifiers: unicast, multicast, or all 

• Nonflow classifiers: unicast, multicast, 
broadcast, or all 

Number of the flow or nonflow classifier: 

• Flow classifiers in the range of 1- 399 (Note: 2 o and 
2 3 are predefined.) 

• Non flow classifiers in the range of 4 o o - 4 9 s (Note: 
401 - 407,420, 430, 440, 450, 460, 470, 
480, and 490 are predefined, but you can modify or 
remove them.) 
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Field 

Classifier- Filters 
(flow classifiers only) 

Destination Port range 
(flow classifiers only) 

Source Port range 
(flow classifiers only} 

Classifier- Installed 
Flows (if flows exist) 

Control 

Name 

Protocol 

qos classifier detail --~~~- •• 1 

Description 

Filters (address and port patterns): 

• Source IP address 

• Source IP address mask 

• Destination IP address 

• Destination IP address rr1ask 

• Transmission Control Protocol (TCP) or User Datagram 
Protocol (UDP) port range 

Beginning and end of the TCP or UDP destination port 
range 

Beginning and end of the TCP or UDP source port range 

Actual flows seen on the system, with the following data: 

• Port 

• Source IP address/source port 

• Destination IP address /destination port 

• Protocol type 

• Number of flow cache misses 

Control number that you assign to the control 

Name that you assign to the classifier 

Protocol type, if applicable, that is associated with the 
classifier and control 
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1--~~... CHAPfCR 22: QUA!JTY OF Smn (QOS) AND RSVP 

qos classifier define 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines a flow or nonf!ow classifier. 

Valid Minimum Abbreviation 

q cl def 

Important Considerations 

1111 Classifiers define how the system groups packets so that it can 
schedule them with the appropriate service level. QoS supports flow 
and nonflow classifiers: 

• Flow classifiers apply to routed !P multicast and !P unicast packets. 
You can define up to 100 flow dassifi·ers. Each filter (address and 
port pattern) in a flow classifier counts toward the limit. 

• Nonflow classifiers apply to bridged or routed traffic that is 
associated with a specific protocol (!P, TCP/IP, IPX, and Apple Talk) or 
to a custom protocol (Ethertype or Destination Service Access 
Point/Source Service Access Point (DSAP/SSAP). You can also use 
them to apply IEEE 802.1 p tag values to forwarded frames. You 
can define up to 16 nonflow classifiers. All 16 nonflow classifiers 
are in use by default. 

1111 The default classifier number is 499. You cannot remove or modify 
this default classifier. However, you can remove any of the predefined 
classifiers (for example, if you need another nonflow Classifier). See 
'' qos classifier remove" later in this chapter for more information. 

1111 When you define a filter (address and port pattern) for a flow 
classifier, select a source and destination start and end port ranges 
that are as small as possible (for example, a single port). If the classifier 
applies to a wide range of Transmission Control Protocol (TCP) or User 
Datagram Protocol {UDP) ports, you increase the amount of classified 
traffic on the system and consume valuable QoS resources. 

1111 A classifier can have only one control applied to it. 

1111 If you select custom when you define a nonflow classifier, you are 
prompted to select the protocol by Ethertype or DSAP/SSAP After you 
select a protocol, you are prompted to provide the hexidecimal ranges. 

Depending on the number of VLANs defined, you can define a maximum 
of 3 custom protocols that can have controls applied to them. This 
limitation does not app~v to non-controlled custom protocols. 
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Options 

Prompt 

Classifier 
number 

Description 

Number of the flovv 
or nonf!ow classifier 
in the range of 
1-498 

Classifier name Name that you 
assign to the 
classifier 

Cast type 

Protocol type 

Source IP 
address 

Cast type for the 
flow or nonflow 
classifier 

I P or other protocol 
type, if applicable, 
that you want to 
associate with the 
flow or nont!ovv 
classifier 

For flow classifiers 
only, IP address of 
the source 

qos classiffer define --~~~- •• 1 

Possible Values [Default] 

11 Flow classifiers: 1 - 399 
(except 20 and 23, which 
are predefined flow 
classifiers) 

• Nonflow classifiers: 
400- 498, (except 
401 - 407, 420, 430, 
440,450,460,470,480, 
and 490_ 401 - 407 are 
predefined nonflow 
classifiers with applied 
controls and IEEE 802.1 p 
tag values of 1 - 7 .) 

• Unique name \Vith up to -
32 characters (Use • 
around any string with 
em bedded spaces. Use 
" " to enter an empty 
string_) 

11 ? (for a list of selection 
criteria) 

• Flow classifiers: unicast, 
multicast, or all 

• Nonflow classifiers: 
unicast, multicast 
broadcast, or all 

11 7 (for a list of selectable 
cast types) 

• Flow classifiers: IP 
protocol type '<Nith TCP, 
UDP, or all 

• Nonflow classifiers: TCP, 
IP, IPX, AppleTalk, 
custom, or any 

• ? (for a list of selectable 
protocol types) 

Up to 255255.255,255 0.0,0.0 
(factory 
default, 
wildcard 
match) 
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Prompt Description Possible Values [Default) 

Source IP For flow classifiers Up to four portions 0,0.0.0 
address mask only, source !P (2 55.255255.2 55) (factory 

address mask, or default) 
hm.v many portions 
of the !P address you 
want to match 
(Example: 
2 55.255.255.0 
matches the first 
three portions of the 
specified IP address.) 

Destination IP For flow dassifi·ers Up to 255.255.255..255 0.0.0.0 
address only, destination IP (factory 

address default, 
wildcard 
match) 

Destination IP For flow classifiers Up to four portions 0.0.0.0 
address mask only, destination IP (255.255.255.255) (factory 

address mask, or default, 
how many portions wildcard 
of the address you match) 
\Vant to match 

Start and end For flow classifiers II 0 - 65535 (start) 0 and 
ofTCP or UDP only, start and end 

2049- 65535 (end) 
65535 

source port of the TCP or UDP • (factory 
range source port range, See "QoS Classifier Define defaults) 

The start value Example (Flow Classifier)", 
determines the end 
value. 

Start and end For flow classifiers • 0 - 65535 (start) 0 and 
ofTCP or UDP only, start and end 2049- 65535 (end) 65535 
destination of the TCP or UDP • (factory 
port range destination po1i See ''QoS Classifier Define defaults) 

range. The start Example (Flow Classifier)", 
value determines the 
end value, 

Additional For ttow classifiers • y (yes) no (factory 
filter only, additional n (no) 

default) 
(address/port source, destination. • 
pattern) and port information 

for this classifier 

Custom For nonf!ow II Ethertype 
protocol type classifiers with the 

DSAP/SSAP (custom custom protocol • 
non flow type 
classifiers only) 
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Prompt Description Possible Values [Default] 

Custom Hex values for II Ethertype hex value of OxO 
protocol nonfiow classifiers oxo ~ Oxfffe 
hexidecimal with the protocol 

DSAP hex value of 
value (custom custom type 

II 

OxO- Oxff 
nonflow 

Note: You cannot enter 
classifiers only} Oxaa- Oxaa OxO 

II SS.AP hex value of 
OxO- Oxff 
Note: You cannot enter 
Oxaa • Oxaa 

802,1 p tag For nonffow II Any combination of 
classifiers only, IEEE priority tag values in the 
802.1 p tag values range of 

0-7 

• all 

• ? (for a list of possible 
values) 

Flow Classifier Procedure 

To accept the default or current values that appear in brackets 1 t press 
Enter. 

D~~ l ~> 
~/ 

Enter a classifier number in the range of from 1 through 3 99. 

Flow classifiers 2 o and 2 3 are predefined for FTP and Tel net. 

Enter the classifier name (a unique name of up to 32 characters), 

Enter a cast type. 

2 

3 

For a flow classifier, the options are unicast, rnul ticast, and all. 

4 Enter the IP protocol type of TCP, UDP, or alL 

5 Enter the source IP address. The default value is o. o. o. o. 
6 Enter the source IP address mask. The default value is o. o. o. o. 

7 Enter the destination IP address. 

8 Enter the destination !P address mask. 

9 Enter the start of the TCP or UDP source port range, in the range of from 
o through 65535. The default is o. 

10 Enter the end of the TCP or UDP source port range using a value of up to 
65535. 
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[!> 

The value that you enter for the start of the range determines the default 
for the end of the range. The end value must be greater than or equal to 
the start value. 

To avoid severely affecting applications using the network, select a port 
range that is as small as possible (for example, a single part). 

11 Enter the start of the TC P or UDP destination port range, in the range of 
frorn o through 6 5535. The default is o. 

12 Enter the end of the TCP or UDP destination port range using a value of 
up to 6553 5. The end value must be greater than or equal to the start 
value. 

13 At the prompt, specify whether you want any other filters (address and 
port patterns) with this classifi.er (yes or no). The default is no. 

If you specify yes, the system prompts you for additional information, 
beginning with the source IP address. 

Flow classifiers classify traffic only at the network layer and therefore 
affect only traffic that is being routed from one subnetwork to another. 
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QoS Classifier Define Example (Flow Classifier) 

Select menu option (qos/classifier} : define 
Enter classifier number (1-498): 26 
Enter classifier name {?}: IPFilterl 
Select cast type (unicast,multicast,!all!?): all 
Select IP prot,ocol type (TCP,UDPjalli?): all 
Enter source IP address [0.0.0.0] :168.20.30.0 

Enter source IP address mask [255.255.0.0] :255.255.255.0 
Enter destination IP address [0.0.0.0] :192.1.0.0 
Enter IP add:ress mask [255.255.255.0] :255.255.0.0 

Enter start of UDP source port range \0-65535) [O] :0 
Enter end of UDP source port range {0-65535) [65535] :65535 
Enter start of UDP destination port. range (0-65535) [O] :0 
Enter end of UDP destinat.ion port range (0-65535) 
[65535] :65535 

Enter another filter (yes,no) [no]: n 

ANI-ITC-944 945-1825388 



1 .. :.?.0... CHAPfCR 22: QUA!JTY OF Smn (QOS) AND RSVP 

Nonflow Classifier Procedure 

To accept the default or existing values that appear in brackets [], press 
Return. 

1 Enter a classifier number in the range of from 400 through 498. 

Numbers 401 through 407 are predefined nonflow classifi.ers with 
applied controls; numbers 420, 430, 440, 450, 460, 470, 480, and 490 

are predefined nonf!ow classifiers without controls. If you have not 
removed any of the predefined nonflow classifiers, you need to remove 
them before you can define another nonf!ow classifier. (With the default 
classifier, there is a lim it of 16 predefined nonf!ow classifiers.) 

2 Enter the classifier name (a unique name of up to 32 characters long). 

3 Enter a cast type. 

For a nonflow classifier, the options are unicast, multicast, 
broadcast, and all. 

4 Enter one or any protocols. 

The options are TCP/IP, IP, IPX, Appletalk, any, or custom. 

5 If you choose custom, enter the protocol type (ethernet or 
DSAP / SSAP). 

• For ethernet type enter the hexidecima! value. 

• ForDSAP/SSAP type, enter the DSAP and SSAP hexidecirnal 
values. 

6 Enter one or aU IEEE 802.1 p tags. Specify any combination of values in 
the range of from o through 7, or all. 

QoS Classifier Define Example (Nonflow Classifier) 

Select menu option (qos/classifier) : define 
Enter classifier number (1-498): 491 
Enter classifier name{?}: AppleBcast 
Select cast t;r'Pe (unicast, mult,icast, broadcast I all I?) : 
broadcast 
Select protocols {TCP/IP,IP,IPX,Appletalk,any,custornl?}: 
Apple talk 
Select IEEE 802 .lp tag ( s} (O -71 all I?) : all 
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/3500 
/9000 

9400 

3900 
9300 

qos classifier modify --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies a previously defined classifier. 

Va.Hd Minimum Abbreviation 

q cl m 

Important Consideration 

• If the classifier that you want to modify is associated with a control, 
you must remove the control before you can modify the classifier. See 
"qos classifier remove" later in this chapter for more information. 

Options 

Prompt 

Classifier 
number 

Description 

Number of the flow or 
nonflow classifier that 
you want to modify. 
Existing classifiers are 
srmwn in braces. 

Possible Values 

• Flow classifiers: 
1 - 399 (except 20 
and 23, which are 
predefined flow 
classifiers) 

11 Nonf!ow classifiers: 
400 - 498, (except 
401 -407, 420, 430, 
440,450,460,470, 
480, 490. 401 - 407 
are predefined 
nonflow classifi·ers 
with applied 
controls.) 

11 ? (for a list of 
selectable values) 

Classifier name Name of the classifier 
that you 'vvant to modify 

11 Unique name with up 
to 32 characters (Use 
" around any string 
with embedded 
spaces. Use " '" to 
enter an empty 
string,) 

Cast type 

11 ? (for a list of 
selection criteria) 

Cast type for the flow or • Flow classifiers: 
nonflow classifier unicast, multicast, or 

all 

11 Nonffow classifiers: 
unicast, multicast, 
broadcast, or a II 

[Default] 

Current 
name 

Current 
cast type 
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Prompt Description Possible Values [Default] 

Protocol type IP or other protocol II Flow classifiers: IP Current 
type, if applicable, that protocol type ·~vith protocol 
is associated with the TCP, UDP, or all type 
flm.v or nonflow Nonf!ow classifiers: classifier. II 

TCP, IP, IPX, 
AppleTalk, any, or 
custom 

II 7 (for a list of 
selectable values) 

Source IP For flow classifiers only, Up to 255.255.255.255 0.0.0.0 
address IP address of the source. (factor.v 

default, 
wildcard 
match), or 
current 
value 

Source IP For flow classifiers only, Up to four po1tions 0.0.0.0 
address mask source IP address mask, (255.255.255.255) (factory 

or how many portions of default, 
the !P address you vvant wildcard 
to match. (Example: match), or 
255255.255.0 matches current 
the first three portions value 
of the specified I P 
address.) 

Destination IP For ffow classifiers only, Up to 255.255.255.255 0.0.0.0 
address destination IP address. (factory 

default), or 
current 
value 

Destination IP For ffow classifiers only, Up to four portions 0.0.0.0 
address mask destination IP address (255.255.255.255) (factory 

mask, or how many default), or 
portions of the IP current 
address you want to value 
match. 

Start and end For ffow classifiers only, 0-6.5535 0 and 
ofTCP or UDP start and end of the TCP 65535 
source port or UDP source port (factory 
range range. defaults), 

Specify as small a range 
or current 

as possible. The start 
values 

value determines the 
end value. 
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Prompt Description Possible Values [Default] 

Start and end For flow classifiers only, 0-65535 0 and 
of TCP or UDP start and end of the TCP 65535 
destination or UDP destination port (factory 
port range range. defaults), 

Specify as small a range 
or current 

as possible. The start values 

value determines the 
end value. 

Additional For flow classifiers only, ill y (yes) no (factory 
filters additional source, 

n (no) 
default) 

(address/port destination, and port • 
patterns) information for this 

classifier. Each set of 
information counts 
toward the classifier 
limit 

Custom For non flow classifiers • Ethertype 
protocol type with the custom 

DSAP/SSAP (custom protocol type. 
ill 

nonflovv 
classifiers only) 

Custom Hex values for nonf!ow • Ethertype hex value OxO 
protocol classifiers with the of OxO - Oxtftf 
hexidecimal custom protocol type. 

DSAP hex value of value (custom ill 

non flow 
OxO- Oxff 

classifiers only) ill SSAP hex value of 
OxO- Oxff OxO 

802.1p tag For non flow classifiers • Any combination of Current 
only, the IEEE 802.1 p priority tag values in value, if 
tag value the range of 0 - 7 any 

• all 

• ? (for a list of 
selectable values) 

Procedure (Flow Classifier) 

1 Enter the number of the classifier that you want to modify. The current 
numbers are shown in braces { }. 

2 To modify the name, enter the new name for the classifier. 

The name that is associated with the classifier number that you specified 
is shown in brackets. 
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3 To modify the cast type, enter a new cast type. 

For a flow classifier, the options are unicast, multicast, and alL 

To accept the default or current value that appears in brackets, press 
Enter. 

4 To modify theW protocol type, enter another IP protocol type (TCP, UDP, 
or all). 

5 To modify the current source !P address, enter a new source !P address. 

6 To modify the current source !P address mask, enter a new source IP 
address mask. 

7 To modify the current destination IP address, enter a new destination !P 
address. 

8 To modify the current destination IP address mask, enter a new 
destination !P address tTJask. 

9 To modify the TCP or UDP source port range, enter the new start of the 
TCP or UDP port range (in the range of from a through 6 5535). 

limit the source port range as much as possible. 

10 Enter the new end of the TCP or UDP source port range (in the range of 
from o through 65535). 

11 To modify the TCP or UDP destination port range, enter the new start of 
the TCP or UDP port range (in the range of from o through 65535). 

12 Enter the new end of the TCP or UDP destination port range (in the range 
of from o through 65535). 

limit the destination port range as much as possible. 

13 At the prompt, specify whether you want any other address and port 
patterns (filters) with this classifier: yes or no; the default is no. 

If you specify yes, the system prompts you for additional filtering 
information, beginning with the source !P address. 

If you have several existing address and port patterns, you must speci(v all 
of them again during the modification process. Any address and port 
patterns that you do not reenter are deleted. 
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Nonflow Classifier Procedure 

1 To modify the cast type, enter a new cast type .. 

For a nonf!ow classifier, the options are uni.cast, rnulti.cast, 
broadcast, and all 

2 To modify the associated protocols, enter another protocol. 

The options are TCP /IP, IP, IPX, Appletalk, any, or custom. 

3 If you choose custom, select the protocol type (ethernet or 
DSAP/SSAP). 

11 For the ethernet type, enter the hexidecimal value 

11 For the DSAP/SSAP type, enter the DSAP and SSAP hexidecimal 
values 

4 To modify the handling of IEEE 802.1 p tags, enter the appropriate tags 
using a value in the range of o through 7, or enter all 

QoS Classifier Modify Example {Flow Classifier) 

Select menu option \qos/classifier} : modify 
Ent.er cla.ssif ier number 
{20,23,26,401~407,420,430,440, 450, 460, 470,480,490j?}:26 
Ent.er classifier :name {?} [IPFilterl]: 
Select cast type (unicast.,multicastjalll?) 
[unicast.,multicast]: 
Select IP protocol type (TCP,UDPjallj?) [TCP,UDP]: 
Enter source IP address [168.20.30.0]: 
Ent.er source IP address mask [25 5. 25:5.0. 0] : 
Enter destination IP address [192.1.1.0]: 
Enter destination IP address mask [255.255.255.0]: 
Ent.er start of TCP .source port range (0~65535} [OJ: 
Enter end of TCP source port range (0~65535) [65535] : 
Enter start of TCP destination port range (D-65535} [O]: 
Enter end of TCP destination port range (0~65535) [65535]: 
Enter another .filter (yes, no) [no] : n 
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qos dassifier remove 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Removes a previously defined classifier. 

Valid Minimum Abbreviation 

q cl r 

Important Considerations 

1111 If the classifier that you want to remove is associated with a control, 
you must remove the control before you can remove the classifier. See 
''qos control remove" later in this chapter for more infonnation. 

1111 When you enter the command, specify the number that represents 
the classifi·er that you want to remove, or specify? to view the 
selectable classifiers. 

Options 

Prompt Description Possible Values [Default] 

Classifier 
number 

Number for the classifier that • Any 
you want to remove selectable 

classifier 
number 

• ? (for a list of 
selectable 
classifiers) 

QoS Classifier Remove Example (3500) 

Select menu aptian~ qos classifier remove 
Enter classifier number 
{20,23,26,401-407,420,430,440,450,460,470,480,490!?}:26 
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/3500 
/9000 

9400 

3900 
9300 

qas controlsummaty --~~~- .. 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays summary information about QoS controls. 

Valid Minimum Abbreviation 

q co s 

Fields in the QoS Control Summary Display 

Field 

802.1p Tag 

Classifi·ers 
controlled 

Control 
number 

Control name 

Excess loss 
eligible 

Excess service 

Loss eligible 

Service 

Description 

For controls for nonflow classifiers, the IEEE 802.1 p tag value 
(0 - 7). 

Classifiers that this control affects. 

Number of the control. 

Name of the control. 

For receivePort or aggregate rate limit types, whether excess 
packets are loss eligible. 

For receivePort or aggregate rate limit types, the service level for 
excess packets. 

Whether conforming packets are loss eligible. If a packet is loss 
eligible, it can be dropped if the transmit queue for which it is 
destined exceeds its threshold.. 

Service level for the conforming packets. 
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qos control detail 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays detailed information about the QoS controls that you specify. 

Valid Minimum Abbreviation 

q co det 

Options 

Prompt Description Possible Values [Default] 

Control 
number 

Number of the control for 
which you want detail 
information 

a One or more 
configured 
controls 

a all 

a ? (for a list of 
selectable 
controls) 

Fields in the QoS Control Detail Display 

Field 

802 .. 1 p tag 

Description 

IEEE 802.1 p priority tag value ( o - 7) that is applied to 
forwarded frames. Can be defined for both flow and 
nonflow classifiers. 

Burst Burst size in KBytes. 

Classifiers controlled Classifi.ers that this control affects. 

Control (number) 

Control name 

End time 

Excess loss eligible 

Excess service 

limit 

loss eligible 

Ports 

Rate limits control 

Service 

Nurnber of the controL 

Name that you assign to the control. 

Control end time. 

For receive Port or aggregate rate limit types, whether excess 
packets are loss eligible. 

For receive Port or aggregate rate limit type, service level for 
excess packets. 

Rate limit in KBytes/sec or percentage. 

Whether conforming packets are loss eligible. A loss·eligible 
packet can be dropped if the transmit queue for which it is 
destined is over its threshold. 

Receive ports for which you want to enable the rate limit. 

Number of the control that the rate limit affects. 

Service level for the conforming packets (high, best., low, 
or drop). 
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Field 

Source Port range 

Start time 

TCP drop control 

Time control type 

Type 

qos c011trol detail --~~~ •• 1 

Description 

Beginning and end of the source port range. 

Control start time 

Whether TCP drop control filtering is enabled. 

Time control type (specific, daily, weekdays , and 
so fot1h). 

Rate limit rype, none (no rate limit), receivePort, or 
aggregate. 
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qos control define 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Defines a control for one or more existing classifiers. 

Valid Minimum Abbreviation 

q co def 

Important Considerations 

1111 A control can assign multiple rate limit values and an IEEE 802 .. 1 p 
priority tag value to the packets that are associated with one or more 
classifiers. 

1111 The system prompts you according to the rate limit type that you 
select. You can only use one rate limit type (none, recei vePort, or 
aggregate) per controL For a type of receivePort or 
aggregate, you can specify multiple rate-limit values for groups of 
ports or individual ports. The aggregate rate limit type can only be 
applied to flow classifiers. 

1111 Loss-eligible packets are conforming packets that are discarded 
instead of queued when transmit queues back up beyond a threshold. 
You can specify whether conforming packets (as well as 
nonconforming excess packets) are loss eligible when you define the 
control. Marking packets loss eligible is useful for an intelligent discard 
of traffic in a congestion situation. Nonconforming excess packets are 
packets that exceed the specified rate limit. 

1111 With the QoS timer control, you can configure QoS control sessions 
with starting and ending times (similar to using a VCR). 

Options 

Prompt 

Control 
number 

Description 

Number of the control. 

Control nurnbers 'I ~ 4 are 
predefined controls. 

Possible Values 

II 5 ~ 5Q 

11 ? (for a list of 
selectable 
values) 

[Default] 

1 (factory 
default) 
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Prompt Description Possible Values [Default] 

Control name Name that you ass!gn to the • Unique name Default/Best 
controL Predefined names are with up to 32 Effort 
as follows: characters (Use 

• Default/Best Effort (for 
"around any 

control 1) string with 
embedded 

• Background (for control 2) spaces. Use " " 

Business Critical (for 
to enter an 

• empty str1ng.} 
control 3) 

Controlled Load {for • 7 (for a list of 
• selection 

control4) 
criteria) 

Rate limit type Type of rate limit: • none none (factory 

none {no rate limit) receivePort 
default) 

• • 
• receivePort (a rate limit on • aggregate 

the specified ports) 

• aggregate (the bandwidtr·1 
for all ports chosen for the 
associated classifier). For 
flo1.1v classifiers only. 

Service level Sertice level for the • Far rate limit best (factory 
conforming packets (a transmit receivePort or default) 
priority that corresponds to a aggregate: 
transmit queue). high, best 

Drop causes the system to drop 
(best effort), or 

all traffic on all ports that are 
low 

associated with the classifier • For a rate limit 
and controL of none: high, 

best. low, or 
drop 

Loss eligible Whether conforming packets • y (yes) no (factory 
are loss-eligible. A loss-eligible 

n {no) 
default) 

packet can be dropped if the • 
transmit queue for which it is 
destined exceeds its threshold, 

Excess packet For receivePort or aggregate • high best (factory 
serv1ce rate limit types, the service 

best 
default) 

level for excess packets • 
(packets that exceed the rate • low 
limit}. 

drop • 
Excess loss For receive Port or aggregate • y (yes) yes (factory 
eligible rate limit types, whether excess 

n (no} 
default) 

packets are loss-eligible, • 
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Prompt 

How rate limit 
is expressed 

Rate limit value 

Burst size 

Bridge ports 

802.1 p tag 

Apply another 
rate limit? 

TCP drop 
control 
enabled 
(flow classifiers 
only) 

Start and end 
times 

Description 

For receivePort or aggregate 
rate limit types, in KBytes/sec 
or percentage. 

For receivePori or aggregate 
rate limit types, in KBytes/sec 
or percentage. 

0 makes all packets excess 
packets, 

For receivePort or aggregate 
rate lim1t types, the max1rnum 
a1T1ount of data in Kbytes that 
you can transmit at the line 
rate before the transmission is 
policed. 

Receive ports for which you 
\Vant to enable the rate limit. If 
you specify a subset of ports, 
you can specify multiple rate 
limit values. 

Possible Values 

a KBytes/sec 

111 percentage 

ill 0-65434 
KBytes/sec 

Ill 0- 100 
percent 

16- 8'192 KBytes 

111 Any subset of 
selectable 
ports 

a all 

® • 7 (for a list of 
On the Core Builder' 9000, the selectable 
list of ports includes the 
front-panel pmis and any 
enabled backplane ports. 

ports) 

IEEE 802. 1 p priority tag value a 0 - 7 
to apply to forvvarded frames 
(for both flow and nonflow 111 none 
classifiers). 

If you specified a subset of 
available ports, whether you 
want to define another rate 
limit for other ports_ 

Whether one-way filtering is 
used so that drop packets 
establish a TCP connection, 

111 ? (for a list of 
selectable 
values) 

a y (yes) 

a n (no) 

111 y (yes) 

ill n (no) 

Whether you 'Want to set 111 y (yes) 
starting and ending times for a ill n (no) 
control. 

[Default] 

KBytes/sec 
(factory 
default) 

Determined 
by your 
specified rate 
limit 

Selectable 
ports 

none (factory 
default) 

n 

n 

n 
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Prompt Description Possible Values [Default] 

Input time type Type of time control that you • specific specific 
wantto establish. 

daily II 

See Table 7 for a complete 
dayoftheweek 

listing of input time type • 
options. II everydayofthe-

week 

• weekdays 

• weekends 

II everyvifeekdays 

II everyvveekends 

Classifiers to Classifiers for this control to Selectable 
be controlled affect. See "qos control classifi.ers (that is, 

sumrnary" for a list of defined those not already 
classifiers that are associated associated with a 
with controls. control) 
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Table 7 lists the options for the input time types. The key to the prompts 
are: 

111 mm/dd = month-day 

• hh:mm = hour:minute 

Table 7 Input Time Type Options 

Input Time Type 

Specific (default) 

Daily 

Day of the week 

Options 

Starting day (rnm-dd) 

Starting time (hh:mrn) 

Ending day (rnrn-dd) 

Ending time (hh:rnm) 

Starting day (rnm-dd) 

Starting tirne (hh:rnm) 

Ending day (mrn-dd) 

Ending time (hh:rnm) 

[
i,, The Ending day and time cannot exceed 24 hours from 
J.--> the Starting day and time. 

Starting day (Monday= 1, Tuesday = 2, Wednesday = 3, 
Thursday"" 4, friday"" 5, Saturday"" 6, Sunday"" 7) 

Starting time (hh:rnrn) 

Ending day (Monday "" I, Tuesday= 2, Wednesday = 3, 
Thursday= 4, Friday= 5, Saturday"" 6, Sunday;;;; 7) 

Ending time (hh:rnm) 

["['> The Ending day and time cannot exceed 24 hours from 
_..V the Starting day and time. 

Every day of the week Starting day (Monday= 1, Tuesday= 2, Wednesday= 3, 
Thursday= 4, friday= 5, Saturday= 6, Sunday= 7) 

Weekdays 

Weekends 

Starting time (hh:mrn) 

Ending day (rnrn-dd) 

Ending time (hh:rnm) 

[,~ The Ending day and time cannot exceed 24 hours from 
--~> the Starting day and time. 

Starting time (hh:rnrn) 

Ending time (hh:rnm 

Starting time (hh:mm) 

Ending time (hh:rrm 
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Input Time Type 

Every weekday 

Every weekend 

Procedure 

Options 

Starting time (hh:mm) 

Ending t1rne (hh:rmn) 

Starting time (hh:rnm) 

Ending time (hh:mm) 

1 Enter a control number. 

qos control define --~~-~- •• 1 

The valid range is 5 through 5o, with the next available number as the 
default. 

2 Enter a control name. 

3 Enter the rate limit type: none, recei vePort, or aggregate. 

ll> _.r 

The default is none. To drop all conforming packets for a set of ports, use 
recei vePort or aggregate, set the rate limit too, and specify the 
appropriate set of ports. 

You can apply aggregate rate limits only to flow classifiers. 

4 For the recei vePort or aggregate limit type, enter the service level 
for conforming packets as high, best, or low. 

For the none rate limit type, enter the service level for conforming 
packets as high, best, low, or drop. 

The default is best (best effort). . ' 

If you use drop, the system drops all traffic on all ports for the classifier 
that is associated with the control. Ping packets are JCMF: not UDPITCP, so 
they are not dropped. 

5 Specify whether the conforming packets are loss eligible (yes or no). 
The default is no. 

6 If you have selected recei vePort or aggregate for the rate limit 
type, you are prompted for the following information: 

a Enter the service level for excess packets (high, .best, low, or drop). 
The default is best. 

b Specify whether excess packets are loss eligible (yes or no).The 
default is yes. 

c Specify how the rate limit is expressed (percenta9e of port 
bandwidth or KBytes/sec. KBytes/sec is the default 
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d If you specified KBytes I sec for the rate limit, enter the value for the 
rate limit in KBytes/sec (o through 65434). 

If you specify that you want a percentage for the rate limit, specify 
the percentage in the range of from o through 100 percent. These 
numbers are rounded to the nearest 16 KBytes/sec A value of o 
makes all packets excess packets. 

e Enter the burst size in KBytes (16 through 8192, with the default 
value depending on your specified rate limit)_ The burst size is the 
maximum amount of data that you can transmit at the line rate before 
the transm; iss ion is policed. 

f Specify the receive ports for which you want to enable the rate limit 
(specific bridge ports or a !I bridge ports). 

If you apply the rate to only one or a subset of the bridge ports, you 
are prompted to specify whether you want to define another rate limit 
for another set of bridge ports. If you specify yes, you are prompted 
to enter another rate limit and burst size for another set of ports. This 
sequence of prompting continues until you specify n, meaning that 
you do not want to define another rate limit for another set of ports. 

If the receive port is the anchor port for a trunk, the rate limit applies to 
each port that is associated with the trunk. For example, a rate limit of 
1000 KBytes on a three-port trunk means that each port in the trunk has 
the 1 000-KByte limit. 

7 Enter an IEEE 802.1 p tag value in the range of from o through 7 or none 
(the default) to apply to forwarded frames. 

8 Specify whether drop packets used to establish a TCP connection 
(ye.s, no). The default is no. 

9 Set the start and end time for the control (ye.s, no). The default is no. 

a If you specified a start and end time, enter the time type. 

Time type selections are variations on days of the week and weekends 
or it can be specific day (or range of days) and time. See Table 7 for a 
complete listing of input time type options. 

b Enter the starting day and/or time. 

c Enter the ending day and/or time. 
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10 Enter the classifiers that are subject to this control. 

The system displays the available classifiers in parentheses. If you select 
aggregate as the rate limit type, or if you said yes to the drop TCP 
connection packets option, only flow classifiers appear in parentheses. 

QoS Control Define Example (3500) 

This example shows a control for a nonflow classifier. Because the control 
has a rate limit of none, the system does not prompt you for information 
that applies to the other rate limit types. 

Select menu option (qos/control) : define 

Enter contxol number {5-SOj?} [5]: 

Enter control name {?}: definetest 
Enter rate limit type (none,receivePort,aggregate) [none]: 

Enter se.1-vice for conforming packet.s (high,best,low,drop) 
[best] : 

Are confoTming packet.s loss eligible (yes,no) [no]: 

Select IEEE 802.lp tag to apply to forwarded frames. 
Tag {0-7Inonel?} [none]: 
Drop packets used to establish a TCP connection (yes,no) 
[no] : 

Set start and end time for the control (yes,no) [no] : yes 

Enter input time t:ype 
(specific, daily, dayof the·,qeek:, everydayoftheweek, weekdays, 
•,.;eekends, everyweekdays, everyweek:ends) [specific] : weekdays 

Ent.er the Qos control starting time (hh:mm): 09:00 
Ent.er the Qos control ending time (hh:mrn): 17:00 

Select classifiers which are subject to this control. 
Enter classifiers (20,23,420,430,440,450,4 ... : 450 
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qos control modify 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Modifies the characteristics of a previously defined control (including 
controls 1 through 4, which the system provides by default). 

Valid Minimum Abbreviation 

q co lU 

Important Considerations 

111 The software prorr:;pts you according to the rate limit type that you 
select 

111 If the existing control has a rate limit type of receivePort or 
aggregate with multiple rate limits, you can now change one rate 
limit without affecting the other defined rate limits. 

Options 

Prompt Description Possible Values [Default] 

Control 
number 

Number of the control 5- 50 No default, but the 
next sequential 
number is 
automatically 
entered 

that you want to modify. 
Existing control numbers 
appear in braces. 

Control numbers 1-4 are 
predefined. 

Control name ~>Jarne of the control that 
you want to modify. 

• Unique name Current name for 
with up to 32 specified control 
characters 
(Use" 
around any 
string with 
embedded 
spaces. Use 
"" to enter 
an empty 
string.) 

• ? {for a list of 
selection 
criteria) 
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Prompt Description Possible Values [Default} 

Rate limit type Type of rate limit: ill none 

Service level 

Loss eligible 

Excess packets 
service 

Excess loss 
eligible 

Hmv rate limit 
is expressed 

Rate limit value 

11 none (no rate limit) 111 receivePort 

11 receivePort (a rate limit ill aggregate 
on the specified ports) 

11 aggregate (the 
bandwidth for all ports 
specified for the 
associated classifier) 

Service level for the 
conforming packets. 

Drop causes the system to 
drop all traffic on ali ports 
that are associated with 
the classifier/control. 

Whether conforming 

ill For a rate 
limit of 
receivePort or 
aggregate: 
high, best 
(best effort), 
or low 

ill For a rate 
limit of none: 
high, best, 
low, or drop 

• y (yes) 

n (no) packets are loss-eligible. A 
loss-eligible packet can be 111 

dropped if the transmit 
queue for which it is 
destined exceeds its 
threshold. 

For receivePort or ill high 
aggregate rate limit types, 

best 
service level for excess 

ill 

packet< ill low 

ill drop 

For receivePort or Ill y (yes) 
aggregate rate lirnit types, 
whether excess packets Ill n (no) 

are loss-eligible. 

For receivePort or Ill KBytes/sec 
aggregate rate limit types, 

percentage 
format of the rate limit. ill 

For receivePort or Ill 0-65434 
aggregate rate lirnit types, KBytes/sec 
number of Kbytes/sec or a 0-100 
percentage. 

ill 

percent 
0 makes all packets excess 
packets" 

Current rate limit 
type 

Current service 
level 

Current value 

Current value 

Current value 

KBytes/sec 
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Prompt Description Possible Values [Default] 

Burst size 

Bridge ports 

802 .. 1 p tag 

TCP drop 
control 
enabled 

(flow classifiers 
only) 

Start and end 
times 

For receivePort or 
aggregate rate limit types, 
maximum amount of data 
(in Kbytes) that you can 
transmit at the line rate 
before the transmission is 
policed. 

For receivePort or 
aggregate rate limit types, 
the receive ports for which 
you want to enable the 
rate limit 

IEEE 802..1 p priority tag 
value that you want to 
apply to forwarded frames 
(for fiOV!l or nonflow 
classifiers). 

16-8192 
KBytes 

• One or more 
selectable 
pOliS 

11 all 

• 7 (for a list of 
selectable 
ports) 

II Q-J 

11 none 

• 7 (for a list of 
selectable 
values) 

y (yes) Whether one-way filtering 11 

is used so that drop 
11 n (no) 

packets establish a TCP 
connection. 

Whether you ·want to set • y (yes) 
starting and ending times 

11 
n (no) 

for a control. 

Determined by 
your specified rate 
limit 

Current bridge 
ports 

Current value 

n 

n 

Input time type Type of time control that 
you want to establish. 

11 specific specific 

Classifiers 
controlled 

See Table 7 for a complete 
listing of input time type 
options. 

Classifi.ers that this control 
affects. See "qos control 
summary" for a list of 
defined classifiers 
associated \Vith controls. 

• daily 

• dayoftheweek 

• everydayotthe 
·week 

• vveekdays 

• weekends 

• evel)!\veekda~ 

11 everyweekends 

Selectable 
classifiers (that is, 
those not already 
associated with a 
control) 

Current classifier 
or classifiers for 
the control 
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Procedure 

1 Enter the control number that you want to modify. The existing controls 
are displayed in braces { }. 

2 To modify the name, enter the new name for the classifier. 

The name that is associated with the specified control number appears in 
brackets [ ]. 

3 Enter the rate limit type (for example, none, receivePort, or 
aggregate). 

The available values depend on how the control was defined; the current 
limit appears in brackets. 

4 For the recei vePort or aggregate rate limits, enter the service level 
for conforming packets as high, best, or low. 

For the none rate limit, enter the service level for conforming packets as 
high, best, low, or drop. If you use drop, the system drops all traffic 
on all ports for the classifier that is associated with the control. The 
current value appears in brackets. 

5 Specify whether the conforming packets are loss eligible (yes or no). 

6 If you have selected receivePort or aggregate for the rate limit 
type, you are prompted for the following information: 

a Enter the service level for excess packets (high, best, low, or drop). 

b Specify whether excess packets are loss eligible (yes or no). Your 
current value is the default. 

c Specify whether you want to modify the existing rate limits (yes m 
no). 

If you enter no, the system maintains the existing values for all 
associated rate limits. !f you enter yes, specify how the first rate limit 
should be expressed (percentage of port bandwidth or KByteslsec). 
¥..Bytes I sec is the default. If the control has multiple per-port rate 
limits, you can change one rate limit without affecting the others. 

d If you specified KBytes/sec for the first (or only) rate limit, enter the 
value for the rate lirnit in KByteslsec {o through 6 5434). 

If you specified percentage for the rate limit, specify the percentage in 
the range of from o through 1 o o percent. 

e Enter the burst size in KBytes (in the range of from 16 through 8192). 
The default value depends on your specified rate limit. 
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f Specify the bridge ports for which you want to enable the new rate 
limit (for example, 1-13, or all). 

If you modify the rate limit and apply it to only one or a subset of the 
bridge ports, you are prompted to specify whether you want to 
modify or define another rate limit for another set of bridge ports. If 
you specify yes, you are prompted to enter another rate limit and 
burst size. This sequence of prompting continues until you specify n. 
meaning that you do not want to modify or define another rate limit 
for another set of ports. The rate limit applies only to those ports that 
you explicitly specified; any ports that you did not specify are not 
associated with your rate limit. 

7 Select an IEEE 802.1 p tag value in the range of from o through 7 or the 
value none to apply to forwarded frames. 

8 Specify whether drop packets are used to establish a TCP connection 
(yes, no). The default is no. 

9 Set the start and end time for the control (yes, no). The default is no. 

a If you specified a start and end time, enter the time type. 

Time type selections are variations on days of the week and weekends 
or it can be specific day (or range of days) and time. See Table 7 for a 
complete listing of input time type options. 

b Enter the starting day and/or time. 

c Enter the ending day and/or time. 

10 Enter the classifiers that are subject to this control. The system displays 
the associated classifiers in brackets. (If you select aggregate as the rate 
limit type, or select the drop packets use to establish a TCP connection 
option, the system displays only flow dassifiers.) 
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QoS Control Modify Example (3500) 

This example shows modifications to a predefined control (4) for a 
predefined classifier (405). 

Select menu option: qos control :modify 
Enter control number {1-5}: 4 
Enter control name {?} [Controlled Load]: 
Interactive Multimedia 
Enter rate limit. type (none, receivePort, .aggregate) [none] : 
receivePort 
Enter service for conforming packets (high,best,low} [high]: 
Are conforming packet.s loss eligible (yes, no) [no] : 
Enter service for excess packets (high,best,low,drop} [low]: 
drop 
How should rate limit be expressed (percentage,K.Bytes/sec) 
[K.Bytes/sec] : 
Enter rate limit. in KBytes/sec (0-65434): 204B 
Enter burst size in KBytes (16-8192) [181]: 
Select bridge ports (l-13lalli?) [1-13]: 
Select IEEE 802.lp tag to apply to forwarded frames. 
Enter IEEE 802.lp tag {0-7jnonej?} [none]: 
Drop packets used to establish a TCP connection (yes,no) [no]: 

Do you wa.nt to modify/add the .start and end time for the control (ye.s,no) [no] 

y 

Do you want to have any time control (yes, no) [no] : y 

Enter input time type (specific, daily, dayoftheweek, everydayoftheweek, 'weekdays, 
weekends,everyweekdays,everyweekends} [specific]: 
Enter t.he Qos Control start.ing day (mm-dd): 06-02 
Enter the Qos control start.ing time (hh:mm): 09:00 
Enter the Qos Control ending day (mm-ddl: 06-02 
Enter the Qos control ending time (hh:mm): 17:00 
Select classifiers which are subject to this control. 
Enter classifiers (20,23,404-407,420,430,4 ... [404-407]: 405 
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qos control remove 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Removes a previously defined control. 

Valid Minimum Abbreviation 

q co r 

Important Consideration 

1111 When you remove a control, the associated classifiers are no longer 
controlled and no longer have a set rate lirnit, service !eve!, or 802.1 p 
tag. 

Options 

Prompt 

Control 
number 

Description 

Number for the control that 
you want to remove 

Possible Values [Default] 

• One or more -
selectable 
control 
numbers 

a ? (for a list of 
the selectable 
controls) 

QoS Control Remove Example {9000 Layer 3) 

CB9000®slot2.1 [12-E/FEN-TX-L3] (qos/control): remove 
Enter control number {2-SI?}: 5 
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/3500 
9000 
9400 

3900 
9300 

qos ldap display --~~~- •• 1 

Displays Lightweight Directory Access Protocol (LDAP) status information. 

Valid Minimum Abbreviation 

q l disp 

Important Considerations 

11 When LDAP is enabled, displays server !P address and polling period. 

11 When LDAP is disabled, displays QOS, Resource Reservation Protocol 
(RSVP), and LDAP status .. 

Fields in the QoS lDAP Display 

Field 

LDAP server 
address 

Poll period 

Description 

The IP address of the LDAP server 

Selected poll period 
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qos ldap enable 

/3500 
9000 
9400 

3900 
9300 

Enables QoS parameter directory services which are located on the 
lightvveight Directory Access Protocol (LDAP) server. 

Valid Minimum Abbreviation 

q l e 

Important Considerations 

11 An LDAP server must be configured. 

11 Before you enable LDAP, the LDAP server must have a directory group 
configured with QoS parameters in an Jdif file. 

11 Parameter changes for a specific group may affect more than one 
system. If you know that a change will affect more than one system, 
disable LDAP to test the change. After you are sure you want the 
change, you can then enable LDAP 

Options 

Prompt 

Enable 

Poll period 

LDAP server 
address 

LDAP group 
name 

Description Possible Values [Default} 

Connects your system to the 
LDAP server 

The !P address of the LDAP 
server you have configured 

600-2000 

Name of an LOAF entry on the -
LDAP server that indexes other 
entries containing QoS 
classifier and control 
information. 

Disabled 

Wildcard 
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/3500 
9000 
9400 

3900 
9300 

qos ldap disable --~~~- •• 1 

Disables QoS parameter directory services, which are located on the 
Lightweight Directory Access Protocol (LDAP) server 

Valid Minimum Abbreviation 

q l disa 

Important Considerations 

11 By default, LDAP is disabled. 

11 If LDAP is disabled, you do not receive automatic updates. 

Options 

Prompt 

Disabled 

Description Possible Values [Default] 

Removes the connection to the -
LDAP server 

Disabled 
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qos rsvp summary 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays summary Resource Reservation Protocol (RSVP) information 
when RSVP is enabled. 

Valid Minimum Abbreviation 

q r s 

Fields in the QoS RSVP Summary Display 

Field 

Excess loss 
eligible 

Excess service 

Per resv 
bandwidth 

Policing option 

Total resv 
bandwidth 

Description 

Whether excess packets are loss-eligible. 

Service level for excess/policed traffic (best or low). 

Largest reservation that RSVP attempts to instalL 

When to drop excess packets. Edge policing causes excess 
packets to be dropped only at the edge {th.at is, when the traffic 
has not yet passed through any network device that has already 
performed policing for that flow). Options are edge, always, 
Of never. 

Admission control policy. RSVP begins to refuse reservations 
when the requested bandwidth on an output link exceeds the 
total reservable bandwidth. 
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/3500 
/9000 

9400 

3900 
9300 

qos rsvp detail --~~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays detailed RSVP information when RSVP is enabled. 

Valid Minimum Abbreviation 

q r de 

Important Consideration 

• If no flows are installed on the system or on a Layer 3 module, the 
cornmand displays only the summary inforrnation. 

Options 

Prompt 

Level of RSVP 
information 
(1..vhen flo\vs 
are installed) 

Description Possible Values [Default] 

If RSVP flows are available to report, • all 
the amount of RSVP information 
you want • session 

• IP 

Fields in the QoS RSVP Detail Display 

Field Description 

Excess loss eligible Whether excess packets are loss-eligible. 

Excess service Service level for excessfpoliced traffic (best. or low). 

Per resv bandwidth Largest resentation that RSVP attempts to install. 

Policing option 

Session 

Session ~ receiver 
and session 
reservation 

Session - sender 

Session~ 

installed flows 

Total resv 
bandwidth 

When to drop excess packets. Edge policing causes excess 
packets to be dropped only at the edge (that is, vvhen the 
traffic has not yet passed through any network device that has 
already performed policing for that flow). 

Session numbers, destination IP addresses and ports, protocols, 
number of senders, receivers, and RSVP reservations_ 

Port numbers, an RSVP style (ST) of fixed filter (FF), shared 
explicit (sE), or wildcard filter (WP), next hop addresses, LIH 
values, TID values, bandwidth values, burst values, and filters. 

Port numbers, source IP addresses, previous hop addresses, 
Logicallntetiace Handle (LIH) values, Time To Die (TID) values, 
bandwidth values, burst size values, and output ports, 

Actual flow that was installed on the system (shown in the last 
portion of the output). 

Admission control policy. RSVP begins to refuse reservations 
when the requested banchtvidth on an output link exceeds the 
total reservable bandwidth .. 
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qos rsvp enable 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Enables RSVP on the system RSVP settings that you specify. 

Valid Minimum Abbreviation 

q r e 

Important Considerations 

11 By default, RSVP is disabled. 

11 In general, when you enable RSVP, use the default settings. 

11 You are allowing RSVP to reserve this amount of bandwidth in the 
system. You can oversubscribe (over 1 00) and specify a value of up to 
200. 

Options 

Prompt 

Maximum total 
res:ervabie 
bandwidth 

Description 

AdmiSSIOn control policy. RSVP 
begins to refuse reservations 
when the requested 
bandwidth on an output link 
exceeds the total reservable 
bandwidth. 

Maximum per- Largest reservation that RSVP 
reservation attempts to instalL 
bandvvidth 

Policing opt1on When to drop excess packets. 
Edge policing drops excess 
packets only at the edge (that 
is, when traffic has not yet 
passed through any network 
device that has already 
performed policing for that 
flow). 

11 With edge, the system 
polices the flow when RSVP 
requests it 

11 With always, the system 
polices the flow regardless 
of whether RSVP requests 
it 

• With never, the system 
never polices the flow even 
if RSVP requests it 

Possible Values [Default] 

0 - 200 percent 50 (factory 
default) 

0 - 1 00 percent 50 (factory 
default) 

• edge 

• always 

111 never 

edge (factory 
default) 
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Prompt 

Service level 
for excess 
/policed traffic 

Excess Loss 
Eligible 

Procedure 

Description 

Service level for excess/policed 
traffic Low is recommended. 

This setting applies to the 
excess traffi.c with the reserved 
bandvvidth (that is, which 
queue it should be placed in). 

Whether excess packets are 
loss-eligible 

qos rsvp enable --~~~- •• 1 

Possible Values [Default] 

• best 

• low 

• yes 

• no 

lovv (factory 
default) 

no (factory 
default) 

1 Enter the maximum total reservab!e bandwidth, using a percentage of 
the output link (a value of from o through 200, with so as the default). 

2 Enter the maximum per-reservation bandwidth, using a percentage of the 
output link (a value of from o through 100, with so as the default). 

3 Enter the policing option {edge, always, or never, with edge as the 
default). 

4 Enter the service level for excess/policed traffic (best or low, with low 
as the default). 

5 Specify whether excess packets are loss eligible (yes or no, with no as 
the default). 
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qos rsvp disable 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Disables RSVP on the system. 

Valid Minimum Abbreviation 

q r di 

Important Considerations 

• By default, RSVP is disabled. 

111 This command does not verify that RSVP has been disabled. 
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display 

.; 3500 

.; 9000 
9400 

3900 
9300 

qos bandwidth display --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays the !ink bandwidth as the ratio of bandwidth that is allocated to 
high priority traffic versus: best effort traffic Link bandwidth is the total 
link bandwidth less the bandwidth that RSVP and network control traffic 
use. 

Valid Minimum Abbreviation 

q b d 

Important Consideration 

• By default, 75 percent of bandwidth is allocated to high-priority 
traffic. 
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qos bandwidth 
modify 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets how to weigh the high priority and best effort transmit queues, and 
sets RSVP bandwidth for the control queue. Low priority packets do not 
have bandwidth explicitly allocated . 

Valid Minimum Abbreviation 

qhm 

Important Considerations 

111 When you enter the command, the system prompts you to enter the 
percentage of bandwidth to use for high-priority traffic on the output 
link. 

111 The value 75 specifies that three high-priority packets are transmitted 
for each best effort packet. 

111 The value 5o sets equal priority for high priority and best effort 
packets. 

111 The value 10 o is strict prioritization; it allows best effort packets to be 
sent only when no high priority packets need to be sent 

Options 

Prompt Description Possible Values [Default] 

Percentage of Percentage of band1..vidth that 0 - 100 percent 75 
bandwidth you want to be used for 

high-priority traffic on the 
output link 
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display 

.; 3500 

.; 9000 
9400 

3900 
9300 

qos excessTagging display --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays status information about whether excess packets are tagged 
with a special IEEE 802.1 p tag value . 

Valid Minimum Abbreviation 

q e disp 
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qos excessTagging 
enable 

.; 3500 

.; 9000 
9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Tags or retags excess packets with a special802.1 p tag value. This special 
value refers to any packets that are marked as excess that you want to 
tag . 

Valid Minimum Abbreviation 

q e e 

Important Considerations 

111 Excess. tagging is disabled by default. 

111 When you enter this command, you are prompted to enter an IEEE 
802.1 p tag value for excess packets in the range of o through 7, with 
o as the default. For example, if you specify 1, excess packets become 
background traffic 

Options 

Prompt 

!EEE802.1p 
tag value 

Description Possible Values [Default} 

Tag value to use to tag or retag 0 - 7 a 
excess packets 
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qos excessTagging 
disable 

.; 3500 

.; 9000 
9400 

3900 
9300 

qos exa?SsTagging disable --~~~- •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Disables the tagging of excess packets with a special802. 1 p tag value . 

Valid Minimum Abbreviation 

q s disa 

Important Consideration 

• Excess tagging is disabled by default 

ANI-ITC-944 945-1825426 



1 .. :.~8··· CHAPfCR 22: QUA!JTY OF Smn (QOS) AND RSVP 

qos statistics interval 

/3500 
/9000 

9400 

3900 
9300 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Sets a sampling interval for gathering QoS statistics. 

Valid Minimum Abbreviation 

q s i 

Important Considerations 

1111 The default interval is 5 seconds. 

1111 When you enter this command, the system prompts you to enter the 
appropriate intervaL The existing value appears in brackets. 

1111 A nonzero value shows the byte or packet-count-per-interval period. A 
zero value shows byte or packet counters. 

Options 

Prompt 

Interval 

Description Possible Values [Default] 

Interval, in seconds, during 0 - 60 seconds 
which you want to gather QoS 
statistics 

5 (factory 
default), or 
current value 
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qos statistics receive 

/3500 
/9000 

9400 

3900 
9300 

qos statistics receive --~~~ •• 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays QoS receive statistics. 

Valid Minimum Abbreviation 

q s r 

Important Considerations 

11 The system displays the statistics at the interval that you specified. The 
default interval is 5 seconds. 

11 The receive statistics shows the effect of the traffic control services 
that you configured. 

Options 

Prompt 

Bridge ports 

Description 

Pmt numbers whose receive 
statistics you want to display. 

Possible Values 

• One or more 
port nurnbers 

On the CoreBuilder® 9000, the • all 
list of ports includes the 
front-panel ports and any 
enabled backplane porK 

• 7 (for a list of 
selectable ports) 

[Default] 

fields in the QoS Receive Statistics Display 

Field 

dmppedPackets 

droppedPacketsPeak 

flowExcess 

flowExcessPeak 

flowReserved 

flowReserv·edPeak 

nonFiowExcess 

non Fl mvExcess Peak 

Description 

Number of packets that were dropped when they were 
received 

Highest number of packets that vvere dropped on receipt 
up to this point 

Number of flow classifier bytes that are excess 

Highest nurnber of flow excess bytes that have been 
received up to this point 

Number of conforming fiO\v classifier bytes that have 
been received 

Highest nurnber of flow classifier bytes that have been 
received up to this point 

Number of nonflow classifier bytes that have been 
received that are excess 

Highest number of nonflow excess bytes tr'1at have been 
received up to this point 
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Field 

nonF!ovvReserved 

nonF!owResvPeak 

port 

Description 

Number of conforming non-flow classifier bytes that 
have been received 

Peak count The highest number of conforming nonf!ow 
classifier bytes that have been received up to this point 

If you display statistics for multiple ports, the port 
number that is associated with the statistics 
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qos statistics transmit 

/3500 
/9000 

9400 

3900 
9300 

qos statistics transmtt --~~~- .. 1 

For CoreBuilder 9000: Applies to Layer 3 switching modules only. 

Displays QoS transmit stati sties, 

Valid Minimum Abbreviation 

q s t 

Important Considerations 

11 The transmit statistics help you track bandwidth utilization and packet 
loss by physical port and queue (reserved, high, best, and low). 

11 The RSVP and network control packets go out on the reserved queue. 

11 When you mark any packet (conforming or excess) as loss 
eligible, the packet is dropped if the transmit queue for which it is 
destined is over its threshold. A packet that is marked loss-eligible falls 
into one of the two highLoss statistic categories: 

• !f the transmit queue is not over its threshold, the packet is sent 
and counted as a highLossSent packet 

• If the transmit queue is over its threshold, it is dropped and 
counted as a highLossDropped packet. 

• If you do not mark a packet as loss-eligible, it falls into one of the 
three lowLoss statistics. 

• If the queue is not over the threshold, it is counted as a 

lowLossSent. 

• If the queue is over its threshold, it is counted as 
lowLossDelayed. 

• If the queue is full, it is counted as lowLossDropped. 

11 Loss-eligible packets are conforming packets that are discarded 
instead of queued when transmit queues back up beyond a threshold. 
You can specify whether conforming packets (as well as 
nonconforming excess packets) are loss-eligible when you define a 
control. Marking packets loss-eligible is useful to enable intelligent 
discard of traffic in a congestion situation. When the system is 
congested, you can decide which traffic can be discarded and mark 
that traffic as loss eligible. 

ANI-ITC-944 945-1825430 



1 .. :.:2... CHAPfCR 22: QUA!JTY OF Smn (QOS) AND RSVP 

Options 

Prompt Description Possible Values [Default] 

Bridge ports Port numbers of polis for which 11 One or more port -

Queues 

you want to display transmit numbers 
statistics. 

• all 
On the CoreBuilder® 9000, the 

• ? (tor a list of 
list of ports includes the selectable ports) 
front-panel ports and any 
enabled backplane ports. 

Transmit queues (types of 
service) whose statistics you 
want to display. 

a reserved 

• high 

• best 

11 low 

• all 

• ? (tor a list of 
selectable values) 

Fields in the QoS Transmit Statistics Display 

Field Description 

highlossDropped Number of loss-eligible packets that were discarded and 
were over the threshold 

highlossDroppedPeak Current highest count of loss-eligible packets that were 
discarded and were over the threshold 

highlossSent Number of loss-eligible packets that were sent and were 
under the threshold (at low latency) 

highlossSentpeak Current highest count of loss-eligible packets that \Vere 
sent and were under the threshold 

lowlossDelayed Number of non-loss-eligible packets that were sent and 
over the threshold (that is, the transmit queues were 
backing up but not overflowing) 

lowlossDelayedPeak Current highest count of non-loss-eligible packets that 
were sent and were over the threshold 

lowLossDropped Number of packets that vvere discarded because they 
exceeded the length of the transmit queue 

lowLossDroppedPeak Current highest count of packets that were discarded 
because they exceeded the length of the transmit queue 

lowLossSent Number of non-loss-eligible packets that were sent and 
were under the threshold (at low latency) 
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Field 

lowLossSenth:>ak 

port 

queue 

qos statistics transmtt --~~- .. 1 

Description 

Current highest count of non-loss-eligible packets that 
vvere sent and were under the threshold 

Port number that is associated vvith the statistics 

Queue that is associated with the statistics 
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[t> 

EVENT LOG 

This chapter provides guidelines and other key information about how to 
administer event logs in your system, including the following tasks: 

11 Display the event log configuration 

11 Configure the output devices 

11 Configure the services 

Use event logging to capture different types of log messages from various 
services (applications) and send them to the Administration Console. The 
log messages display real-time information about the state of the system 
or a specific service, and can help you diagnose site-specific problems. 

On CoreBui/der® 9000 systems, event Jogging is controlled entirely 
through the Enterprise Management Engine (EME), not through the 
Administration Consoles of individual modules as described here. See the 
CoreBuilder 9000 Enterprise Management Engine User Guide for 
information on how to keep fogs of switch events. 

For more information about implementing event logging on your 
network, see the CoreBui!der 3 500 Implementation Guide. 
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Menu Structure The commands that you can use depend on the system that you have, 
your level of access, and the types of modules and other hardware 
options that are configured for your system. The following diagram 
shows the complete list of commands for all systems .. See the checklist at 
the beginning of each command description in this chapter for whether 
your system supports the comrnand. 

Top-Level Menu 
system 
module 
management 
eHli~met 
fddi 
bridge 
ip 
ipx 
appleta!k 
qos 
snmp 
analyzer 
!og -----' 
scnpt 
logout 
disconnect 

lo:tg mew.1 
display 
devices 
serv~ce-s-
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/3500 
9000 
9400 

3900 
9300 

log display 

log display .~~~ •• 1 

Displays the current log settings. 

Valid Minimum Abbreviation 

log di 

Important Consideration 

• The CoreBuilder 3500 by default enables logging to the serial port 
session and disables logging to any Tel net or modem session. 
Hovvever, you can toggle the current logging state on the 
CoreBuilder 3500 from serial port to Tel net or modem by entering 
Ctri+L 

Fields in the log Display 

Field 

consoleOut 

Logging message 

Description 

Administration Console output device. You can enable or 
disable the Console to display event log messages for each 
sever1ty level. 

Whether logging to this console session is enabled or 
disabled. 

Supported Event log Services 

AppleTalk Appletalk log service. Enabled or disabled for each 
severity level. 

IPX 

System 

Severity Levels 

Config 

Error 

Info 

Warning 

IPX log service. Enabled or disabled for each severity 
level. 

System log service. Enabled or disabled for each 
severity level. 

Configuration changes. 

Application-specific error. Default: enabled 

Severity level of changes in the state of the system that are 
not caused by events at any other severity level 

Nonfatal problem. Default: enabled 
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/3500 
9000 
9400 

3900 
9300 

log devices Configures severity levels for event logging on the Administration 
Console. 

Valid Minimum Abbreviation 

log de 

Important Considerations 

• You can set the console to log events for one or more of the four 
severity levels. 

111 To specify multiple severity levels, separate the levels with a comma 
(for example, warning, config). 

Options 

Prompt 

levels for 
console 

Selected 
levels 

Description 

Event logging severity level for 
console output 

Whether selected event 
logging for console output is 
enabled or disabled 

log Devices Examples (3500) 

Possible Values 

• error 

a ·waming 

• config 

• info 

a all 

• ? (for a list of valid 
severity levels) 

[Default] 

• y (yes) y 

• n (no} 

Select menu option (log): devices 
Select levels for console (error,warning,config,infolalll?l: ? 

Selectable values 

error,warning,config,info 

Select levels for console (error,warning,config,infolalli?J: all 
Enable the selected levels (n,y) [y]: y 
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To disable the config and info severity levels: 

Select menu option (log) : devices 

Select. levels for console (error, warning, config, info I all I?) : config, info 
Enable the selected levels (n, y) [y] : n 

The display now indicates that the error and warning severity levels 
remain enabled and the config and info levels are disabled. 
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/3500 
9000 
9400 

3900 
9300 

log services Enables the logging of messages that pertain to the following services: 

• System level 

111 AppleTalk 

111 IPX 

Valid Minimum Abbreviation 

log s 

Important Considerations 

111 For a specific service or all services, you can configure up to four 
severity levels. 

111 Use a comma to separate multiple service names and severity levels 
(for example, system, appletalk and error, warning). 

Options 

Prompt Description Possible Values [Default] 

Services Services to configure • system 

• ipx 

a appletalk 

• all 

• ? (for a list of 
valid :services to 
configure) 

levels Severity levels to enable • error 

a wam1ng 

• con fig 

• into 

• all 

• ? (for a list of 
valid severity 
levels to enable) 

Selected Whether the selected services • y (yes) y 
servicesf1evels and severity levels are enabled 

n (no) 
or disabled • 
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log Services Examples 

To enable all severity levels for the Apple Talk service: 

Select menu option {log) : services 
Select se1~ices (system,ipx,appletalklalll?): ? 

Selectable values 

system, ipx, appletalk 

Select services (syst.em,ipx,appletalklalli?): appletalk 
Select levels {error,warning,config,infolalll?): all 
Enable the selected services/levels (n,y} [y]: y 

To show that all severity levels are enabled for the Apple Talk service, enter 
log display 

To disable the warning and info severity levels for the Apple Talk service, 
follow this example: 

Select menu option {log) : services 

Select services (system,ipx,appletalklalll?l: appletalk 
Select levels (error, '•\larning, config, info Ialli?) : warning, info 
Enable the selected services/levels (n,y) [y]: n 

To show that the Apple Talk service is associated with only the error and 
config severity levels, enter log display 

ANI-ITC-944 945-1825442 



1 .. :.~... CHAPfCR 23: EVENT LOG 

ANI-ITC-944_945-1825443 



24 ........ . . .. ...... . 

ROVING ANALYSIS 

This chapter provides guidelines and other key information about how to 
set up roving analysis in your system, including the following tasks: 

11 Display roving analysis configuration 

11 Add and remove analyzer 

11 Start and stop monitoring 

Roving analysis is the mirroring of traffic on one port to another port of 
the same media type. 

11 The port being monitored is called the monitor port. 

11 The port that receives the mirrored traffic is called the analyzer port. 

The analyzer port typically has a network analyzer or RMON probe 
attached through which you can watch the network traffic. 

Use roving analysis to monitor Fast Ethernet Gigabit Ethernet, or Fiber 
Distributed Data Interface (FODI} port traffic for network management 
and troubleshooting purposes. You use the Administration Console to 
choose any network segment that is attached to a system and monitor its 
activity. 

You can monitor a designated roving analysis port to: 

11 Analyze traffic loads on each segment so that you can continually 
optimize your network loads by moving network segments 

11 Troubleshoot network problems (for example, to find out why a 
particular segment has so much traffic) 

For more information about implementing roving analysis on your 
network.~ see the Implementation Guide for your system. 
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Menu Structure The commands that you can use depend on the system that you have, 
your level of access, and the types of modules and other hardware 
options that are configured for your system. The following diagram 
shows the complete list of commands for all systems .. See the checklist at 
the beginning of each command description in this chapter for whether 
your system supports the comrnand. 

Top-Level Menu 
sv-::;tem 
module 
management 
ethemet 
fddi 
hrklge 
ip 
ipx 
appleta!k 
qos 
snmp 
analyzer 
!OfJ 
scnpt 
logout 
disconnect 

anal ·zer n~enu 
display 
add 
r:ernovf.; 
start 
slop 
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analyzer display Displays the roving analysis configuration, showing which ports are 
designated as analyzer ports and which bridge ports are currently being 
monitored .. /3500 

/9000 
/9400 

/3900 
/9300 

Valid Minimum Abbreviation 

and 

Fields in the Analyzer Display 

Field 

Ports configured as 
analyzer ports 

Port 

Type 

Address 

Description 

List of analyzer ports on the system, including the port 
number and MAC address. These are the ports that can 
accept traffic that is mirrored from a monitored port 
Analyzer ports are typically connected to a network 
analyzer or probe. There may be multiple analyzer ports 
defined on the switch. 

Analyzer port number 

Media type and Port Speed (FDDI,. Fast Ethernet. or 
Gigabit Ethernet) 

MAC address of the analyzer port 

Ports being monitored List of ports that the system is monitoring. Includes the 
MAC address of the analyzer port to which the monitored 
port traffic will be forvvarded. 

Port. Monitored port number 

Type Media type and Port Speed (FDDI, Fast Ethernet, or 
Gigabit Ethernet) 

Analyzer Address MAC address of the analyzer port to which the monitored 
port traffic will be for.,varded and to which your netvvork 
analyzer or probe is attached. There may be multiple 
analyzer ports defined on the switch. 

Analyzer Display Example (3500) 

Select menu option (analyzer) : display 
Ports configured as analyzer ports: 

Port 

Port 
12 

Fast Ethernet. 

'TYIJe 
Fast Et.::h•.;.,rnet. 

Address 
00-80-3e-2b-42-0B 

An.3.l..,Izer Add.re.ss 
00-80-3e-2b-42-08 
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/3500 
/9000 
/9400 

/3900 
/9300 

analyzer add D·efines a bridge port to serve as a dedicated analyzer port 

Valid Minimum Abbreviation 

an a 

Important Considerations 

11 On CoreBui!der® 3500 and CoreBuilder 9000 systems, you can 
connect as many as 16 network analyzers to a system. On other 
platforms, you can connect one network analyzer. For more accurate 
analysis, attach the analyzer to a dedicated port instead of through a 
repeater. 

11 After a port is selected to serve as an analyzer port, it cannot receive 
or transmit any other data. Instead, it receives only the data from the 
ports to be monitored. If you have enabled the Spanning Tree Protocol 
(STP) on the port, STP is automatically disabled. 

11 If the physical port configuration changes in the system (that is, if you 
remove or rearrange modules), the MAC address of the analyzer port 
remains fixed. If you replace the module with the analyzer port with a 
module of a different media type, the roving analysis port {RAP) 
configuration for that port is cleared. 

11 When you configure a port that is part of a virtual LAN (VLAN) as an 
analyzer port, a warning is displayed because adding the port removes 
the port from all VLANs_ When the port is restored (when you remove 
the analyzer port), it becomes a member of the default VLAN. 

11 If the probe is attached to a 10 Mbps Ethernet analyzer port and the 
roving analysis port (RAP) is monitoring a 100 Mbps Ethernet port 
with a sustained traffic rate greater than 10 Mbps, the analyzer may 
not see all of the frames. 

11 After you enter a bridge port number, the system displays the MAC 
address of the analyzer port Record this information for setting up the 
port that you want to monitor. 

11 On the CoreBuilder 9000, the port to which the analyzer is attached 
and the port you wish to monitor must be on the same blade. 

11 Trunked ports and resilient link ports can not be configured as analyzer 
ports_ 
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Options 

Prompt 

Bridge port 

Description 

Number of the bridge port to 
which you want to attach the 
analyzer 

n varies by platform. Only valid 
port number cho1ces are 
displayed. 

analyzer add --~~~ •• 1 

Possible Values [Default] 

11 1 - n 

11 ? (for a list of 
available bridge 
ports) 

Analyzer Add Example (9000 1000BASE~SX module) 

CB9000®slot 3 .1 [9-GEN-SX-L2] () : analyzer add 

Select bridge port [1-91?}: 9 
Warning: Port being removed from Vlan: Default, 

Analyzer port address is 00-20-9c-0d-el-2a 
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analyzer remove 

/3500 
/9000 
/9400 

/3900 
/9300 

Restores the port to be a regular bridge port Restores the Spanning Tree 
state to its state before the port was configured as an analyzer port 

Valid Minimum Abbreviation 

an r 

Important Considerations 

• Use this command when you no longer need the bridge port for the 
analyzer. 

111 The analyzer port can not be removed if it still has monitor ports. 

111 The port becomes a member of the default virtual LAN (VLAN) when it 
is restored (when you remove it as an analyzer port). 

111 The port will not be automatically restored to any VLAN it might have 
been a member of before it was configured as an analyzer port- you 
must do this yourself. 

Options 

Prompt Description 

Bridge port Number of the bridge port to 
which the analyzer is attached 

n varies by platform. Only 
active analyzer port numbers 
are displayed. 

Analyzer Remove Example (3500} 

Possible Values 

a 1 - n 

• ? (for a list of 
available bridge 
ports) 

Select menu option (analyzer) : remove 

Select bridge port {2,71?}: 7 

[Default] 
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/9400 

/3900 
/9300 

analyzer start 

analyzer start --~~~- .. 1 

Starts port monitoring activity on the selected bridge port. 

Valid Minimum Abbreviation 

an sta 

Important Considerations 

11 You must already have an analyzer port configured_ First designate a 
bridge port to serve as the analyzer port and connect the analyzer to 
that port See "analyzer add" earlier in this chapter for details. 

11 On the CoreBuilder 9000, the analyzer port and the monitor port 
must be on the same module. 

11 The MAC address of the analyzer port is displayed when you configure 
that port, and when you display the roving analysis configurations on 
the system to which the analyzer is attached. 

11 The media type of the analyzer port must match the media type of the 
port being monitored. Fast Ethernet and Gigabit Ethernet are the 
same media type. 

11 You can use a Fast Ethernet (1 0 Mbps) port to monitor a Gigabit 
Ethernet (1 00 Mbps) port but a warning message will be printed. If 
the sustained traffic load is greater than 10 Mbps, the analyzer on the 
slower port may not see all the frames on the faster port. 

11 When you successfully configure a bridge port to be monitored, all the 
data that the monitored port receives and transmits is copied to the 
selected analyzer port.. 

11 Once a port is selected to serve as a monitor port, the RMON data that 
it can record is limited to the RMON groups (statistics, history, alarm, 
event. protocoiDir, and probeConfig) that do not require hardware 
sampling. 

11 If you replace the module that the monitored port resides on with a 
module of a different media type, the roving analysis port (RAP) 
configuration for the monitored port is reset. 
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Options 

Prompt Description Possible Values [Default} 

Bridge port 

Target 
analyzer 
port address 

Number of the bridge port to 
be monitored 

n varies by platform. 

MAC address of the port to 
which the analyzer is attached 

11 1-n 

11 ? (for a list of 
available bridge 
ports) 

A valid MAC 
address of an 
analyzer po1i 

Analyzer Start Example (9000 1 OOOBASE-SX module) 

CB9000®slot 3.1 [9-GEN-SX-L2] (analyzer) : start 
Select bridge port {1-8,10-1217}: 1 
Enter the target analyzer port address: 00-20-9c-Od-e1-2a 
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/9000 
/9400 

/3900 
/9300 

analyzer stop 

ana/yzerstup --~~~- •• 1 

Stops port monitoring activity on the selected bridge port 

Valid Minimum Abbreviation 

an sto 

Important Consideration 

• Port data is no longer copied and forwarded to the selected analyzer 
port from the port that you specify. See "analyzer start" earlier in this 
chapter for details. 

Options 

Prompt 

Bridge port 

Description Possible Values 

Number of the bridge port that 11 1 - n 
is being monitored 

n varies by platform. 
11 7 (for a list of 

available bridge 
ports) 

Analyzer Stop Example (3500) 

Select menu option (analyzer) : stop 
Select bridge port {3,41?}: 3 

[Default] 
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Online Technical 
Servic.es 

TECHNICAL SUPPORT 

3Com provides easy access to technical support information through a 
variety of services. This appendix describes these services. 

Information contained in this appendix is correct at time of publication. For 
the most recent information, 3Com recommends that you access the 
3Com Corporation World Wide \Neb site. 

3Com offers worldwide product support 24 hours a day, 7 days a week, 
through the following online systems: 

11 World Wide Web site 

11 3Com Knowledgebase Web Services 

11 3Com FTP site 

11 3Com Bulletin Board Service (3Com BBS) 

11 3Com Facts"M Automated Fax Service 

World Wide Web Site To access the latest networking information on the 3Com Corporation 
World Wide Web site, enter this URl into your Internet browser: 

3Com 
Knowledgebase Web 

Services 

http://www.3com.com/ 

This service provides access to online support information such as technical 
documentation and soft\>'\tare, as well as support options that range from 
technical education to maintenance and professional services. 

This interactive tool contains technical product information compiled by 
3Com expert technical engineers around the globe. Located on the World 
Wide 'vVeb at http:/ /knowledgebase. 3com. com, this service gives aH 
3Com customers and partners complementary, round-the-dock access to 
technical information on most 3Com products. 
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3Com FTP Site Download drivers, patches, software, and MIBs across the Internet from the 
3Com public FrP site. This service is available 24 hours a day, 7 days a week. 

3Com Bulletin Board 
Service 

To connect to the 3Com HP site, enter the following information into 
your FTP client: 

111 Hostname: ftp.3com.com 

111 Username: anonymous 

11 Password: <your Internet e-mail address> 

You do not need a user name and password with Web browser software 
such as Netscape Navigator and Internet Explorer. 

The 3Com BBS contains patches, software, and drivers for 3Com products. 
This service is available through analog modem or digital modem (ISDN) 
24 hours a day, 7 days a week. 

Access by Analog Modem 

To reach the service by modem, set your modem to 8 data bits, no parity, 
and 1 stop bit. Cal! the telephone number nearest you: 

Country Data Rate Telephone Number 

Australia Up to 14,400 bps 61 2 9955 2073 

Brazil Up to 28,800 bps 55 11 5181 9666 

France Up to 14,400 bps 33 1 6986 6954 

Germany Up to 28,800 bps 4989 627 32 188 

Hong Kong Up to 14,400 bps 852 2537 5601 

Italy Up to 14,400 bps 39 2 27300680 

Japan Up to 14,400 bps 8 I 3 5977 7977 

Mexico Up to 28,800 bps 52 5 520 7835 

P.R. ot China Up to 14,400 bps 86 1 0 684 92.351 

Tahl1lan, R.O.C Up to 14,400 bps 886 2 377 5840 

U.K. Up to 28,800 bps 44 1 442 43827 8 

U.S.A Up to 53,333 bps 1 847 262 6000 
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Support from Your Network Supplier --~~~ •• 1 

Access by Digital Modem 

ISDN users can dial in to the 3Com BBS using a digital modem for fast 
access up to 64 Kbps. To access the 3Com BBS using ISDN, call the 
following number: 

1 847 262 6000 

3Com Facts The 3Com Facts automated fax service provides technical articles, 
Automated Fax diagrams, and troubleshooting instructions on 3Com products 24 hours a 

Service day, 7 days a week. 

Support from Your 
Network Supplier 

Call 3Corn Facts using your Touch-Tone telephone: 

1 408 7277021 

If you require additional assistance, contact your network supplier. Many 
suppliers are authorized 3Corn service partners who are qualified to 
provide a variety of services, including network planning, installation, 
hardware maintenance, application training, and support services. 

\IVhen you contact your new.rork supplier for assistance, have the 
following inforrnation ready: 

11 Product model name, part number, and serial number 

11 A list of system hardware and software, including revision levels 

11 Diagnostic error messages 

11 Details about recent configuration changes, if applicable 

If you are unable to contact your network supplier, see the following 
section on how to contact 3Corn. 

Support from 3Com If you are unable to obtain assistance from the 3Com online technical 
resources or from your network supplier, 3Com offers technical telephone 
support services .. To find out more about your support options, call the 
3Com technical telephone support phone number at the location nearest 
you. 
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When you contact 3Corn for assistance, have the following information 
ready: 

111 Product model name, part number, and serial number 

• A list of system hardware and software, including revision levels 

111 Diagnostic error messages 

• Details about recent configuration changes, if applicable 

Here is a list of worldwide technical telephone support numbers: 

Country 

Asia, Pacific Rim 
Australia 
Hong Kong 
India 
Indonesia 
Japan 
Malaysia 
New Zealand 
Pakistan 
Philippines 

Europe 

Telephone Number 

1 800 678 515 
800 933 486 
+61 2 9937 5085 
001 800 61 009 
0031 61 6439 
1800 801 777 
0800 446 393 
+61 2 9937 5085 
1235 61 266 2602 

From anY\vhere in Europe, call: +31 (0)30 6029900 phone 
+31 (0)30 6029999 fax 

Europe, South Africa, and Middle East 

Country 

P.R. of China 

Singapore 
S. Korea 

From anywhere in S. Korea: 
From Seoul: 

Taiwan, R.O.C 
Thailand 

From the following countries, you may use the toll-free numbers: 

Austria 0800 297 468 Netherlands 
Belgium 0800 71429 Non.vay 
Denmark 800 17309 Poland 
Finland 0800 113153 Portugal 
France 0800 917959 South-Africa 
Germany 0800 '1821502 Spain 
Hungary 00800 12813 S\•veden 
Ireland 1800 553117 Switzerland 
Israel 1800 9453794 U.K. 
Italy 1678 79489 

latin America 
Argentina 
Brazil 
Chile 
Colombia 

North America 

AT&T +800 666 5065 
0800 '13 3266 
1230 020 0645 
98012 2127 

1 800 NET 3Corr 
(1 800 638 3266) 

Enterprise Customers: 
1 800 876-3266 

Mexico 
Peru 
Puerto Rico 
Venezuela 

Telephone Number 

10800 6'1 00137 or 
021 6350 1590 
800 6161 463 

00798 611 2230 
(0)2 3455 6455 
0080 611 261 
001 800 611 2000 

0800 0227788 
800 11376 
00800 3111206 
0800 831416 
0800 995014 
900 983125 
020 795482 
0800 55 3072 
0800 966197 

01 800 CA.RE (01 800 2273) 
AT&T +800 666 5065 
800 666 5065 
AT&T +800 666 5065 
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Returning Products 
for Repair 

Returning Products tor Repair .• ~:.~ ••• 1 

Before you send a product directly to 3Com for repair, you must first 
obtain an authorization number. Products sent to 3Com without 
authorization numbers will be returned to the sender unopened, at the 
sender's expense. 

To obtain an authorization number, call or fax: 

Country 

Asia, Pacific Rim 

Europe, South Africa, and 
Middle East 

Latin America 

Telephone Number 

+ 65 543 6500 

+ 31 30 6029900 

1 408 326 2927 

fax Number 

+ 65 543 6348 

+ 31 30 6029999 

1 408 326 3355 

From the following countries, you may cal! the toll-tree numbers; select opt1on 2 and 
then option 2: 

Austria 
Belgium 
Denmark 
Finland 
France 
Germany 
Hungary 
Ireland 
Israel 
Italy 
Netherlands 
Norway 
Poland 
Portugal 
South Afr1ca 
Spain 
Sweden 
Switzerland 
U.K. 

U.S.A. and Canada 

0800 297468 
0800 71429 
800 17309 
0800 113153 
0800 917959 
0800 1821502 
00800 12813 
1800553117 
1800 9453794 
1678 79489 
0800 0227788 
800 '11376 
00800 3111206 
0800 831416 
0800 995014 
900 983125 
020 795482 
0800 55 3072 
0800 966197 

1 800 NET 3Com 
(1 800 638 3266) 

Enterprise Customers: 
1 800 876 3266 

1 408 326 7120 
(not toll-free) 
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INDEX 

Symbols 
? character 473, 478 

Numbers 
3C number 69, 129 
3Com bulletin board service (3Com BBS) 768 
3Com Knowledgebase Web Services 767 
3Com URL 767 
3ComFacts 769 
802.3_RAW packets 256 

A 
AARP (AppleTalk Address Resolution 

Protocol) 674 to 676 
access levels 37, 38 

and passwords 75 
addModify (snmp trap) 195 
address group 

adding port addresses 391 
address threshold 252 
address/port patterns for QoS classifiers 696, 701, 

703 
addresses 

adding static 294 
for SNMP trap reporting 194 

addressThresholdEvent 257 
Administration Console 29 to 42 

password access 7 5 
administration console 

of an ATM switch 30 
advancedPing 179, 475, 476 
advancedTraceRoute 184 

packet size 480 
ttl option 480 
wait option 480 

advertise RIP mode 451, 453 
AEP (AppleTalk Echo Protocol) 682 
aggregate rate limit 710, 712 

for flow classifiers 71 5 
aggregated links 299 
aging time 258 

aiiCiosed mode for VLANs 
and Ignore STP mode 365 
displaying 338 
selecting 364 

aiiOpen mode for VLANs 
displaying 338 
selecting 364 

analyzer port 
MAC address 758 

anchor ports 
rate limits affecting 716 
trunking 313 

AppleTalk 
AARP (AppleTalk Address Resolution 

Protocol) 674 to 676 
AEP (AppleTalk Echo Protocol) 682 
checksums 680 
DDP statistics 683 
forwarding 679 
interfaces 663 to 670 
NB P statistics 686 
ping 682 
removing interfaces 669 
routes 672, 673 
RTM P statistics 684 
source socket verification 681 
ZIP statistics 685 
zones 677, 678 

applying controls to classifiers 713 
areas 531 to 537 
ARP (Address Resolution Protocol) 

cache 171 
deleting cache entries 170 
deleting dynamic cache entries 172 
displaying cache 168 
flushing all entries 171 
flushing dynamic entries 172 
remove 170 
static cache entry 169 

ARP cache 428 to 433 
ASCII-based editor 

and scripts 124 
ATM switch 30 
autonegotiation, Ethernet ports 212 
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B 
backplane pmts, interface module 3'1 
backup 

saving NV data 107 
bandwidth, QoS 

displaying 733 
modifying 734 

bandwidth, RSVP 725, 728 
baseline, setting current J 33 
baud rate 

serial port 94, 97 
baud setting 95 
best service level 711 
blocking, ignoring STP 365 
BOOTP (Boot Protocol) 

as UDP service 442 
hop count 442 
relay threshold 446 

bridge ports 
adding MAC addresses 294 
defining VLANs 345, 352 
deleting VLANs 363 
listing MAC addresses 293 
modifying VLANs 355, 360 
VLAN summary 339, 342 

bridge-wide parameters, aiiOpen or aiiCiosed VLAN 
mode 364 

bu!letin board service 768 
burst size, QoS control 71 2 
burst, advancedPing option 476 

c 
cast types for QoS classifiers 695, 718 
changing VlANs 355, 360 
channels 

management and data 31 
chassis 

management architecture 33 
power management 33 

checksums, AppleTalk 680 
Class of Service 267 
Class of Service (CoS) 267 
classifiers, QoS 

applying controls to 713 
default 694 
defining 694 
displaying detail information 692 
displaying summary information 691 
guidelines for using 689 
modifying 701 
parameters for defining 695, 718 

predefined flow and nonflow 691 
removing 706 
specifying address/port patterns 696, 701, 703 
specifying IP addresses 695, 702 

command strings 
entering abbreviated 41 
entering values 41 
quick 34 

commands 1 50 
system menu 

for baselining statistics 90 
for managing NV data 108 

community strings 192 
configuration tasks 34 
conforming packets 

service levels 711 
console access 73 
control packets 733, 734 
contrDis, QoS 

associating with classifiers 71 3 
burst size 712 
defining 71 0 
displaying detail information 708 
displaying summary information 707 
modifying 718, 721 
names 711 
parameters for defining 710 
removing 724 
service levels 711 
specifying IEEE 802J p tags 712 

conventions 
notice icons 23 
text 24 

CoreBuilder 3500 system 
and network monitoring 755 

CoreBuilder 9000 
management features 33 
system management overview 30 

cost 
IP RIP mode 456 
Spanning Tree settings 254 

D 
DAS (dual attach station) pairs 

trunks and 307 
data channels 

management 31 
date 

displaying 137 
DDP (Datagram Delivery Protocol) 683 
defaults 

control service level (best) 71 5 
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IP RIP mode {learn) 453 
OSPF route metric 538 to 540 
QoS classifier 694 
route for IP 421 
screen height 76 
Spanning Tree Protocol 2.61 
ttl value for advancedTraceRoute 480 
ttl value for traceRoute 182. 
UDP port number for advancedTraceRoute 480 
UDP port nurnber for traceRoute 182 

defining 
QoS controls 710, 712, 715 
VLANs 310,331 

deleting 
links 336 
trunks 318 
VLANs 363 

designated root 253 
destination address 

for SNMP trap reporting 194 
destination IP address for QoS Classifiers 702 
destination !P address masks 702 
detail 

trunks 329 
detail information 

trunks 305 
VLANs 34'1 

details, AppleTalk interface 664 
Diagnostics status 69 
disabled RIP mode 451, 453 
disabling 

excess packet tagging 737 
RSVP 732 

displaying 
QoS bandwidth 733 
QoS classifier detail 692 
QoS classifier summary 691 
QoS control detail information 708 
QoS excess packet tagging 735 
QoS summary information 691, 707 
RSVP detail inforrnation 729 
summary RSVP information 728 

displaying TCMP state 301, 304, 328 
DNS (Domain Name System) servers 436 to 440 
documentation 

comments 25 
drop service level 711 
duplex mode, Ethernet ports 212, 2 B 
DVMRP (Distance-Vector Multicast Rout1na 

Protocol) 507 ~ 
dynamic versus static VLAN origin 345, 352 

E 
edge policing option 725, 728 
editor for scripts 

EMACS 124 
vi 124 

EME (Enterprise ~vlanagement Engine) 
console 30 
overvie1.v 33 

enabled RIP mode 451, 453 
enabling 

excess packet tagging 736 
RSVP 730 

INDEX .~:.~ ••• 1 

enabling and disabling Ethernet ports 220 
errors 

routing interface 406 
Ethernet 

address 
and restoring NV data I 1 0 

and rov1ng analysis 757 
autonegotiation 212 
enabling and disabling ports 220 
fragmenting packets 255 
menu options 203 
PACE Access 21 7 
PACE Interactive Access 218 
port duplex mode 212, 213 
port flovv control 215 
port labels 219 
port monitoring 221, 222 
port numbering 204, 207 
port speed 212,213 
port state 220 
statistics 204, 208 

event log 747, 752 
examples 

defining QoS classifiers 699 
defining QoS controls 717 
defining VLAf\ls (Layer 2 devices) 354 
defining VLANs (Layer 3 devices) 3 50, 3 51, 358, 

359 
modifying QoS classifiers 705 
modifying QoS controls 722 
modifying VLANs (Layer 2 devices) 362 
modifying VLANs (Layer 3 devices) 359, 362 
of a script 125 
removing VLANs 363 
setting Ignore STP mode 365 
trunk changes 316 
trunk definitions 311 

excess packet tagging, QoS 735, 737 
excess packets 

treatment with RSVP 728, 730 
extended diagnostics version number 69 
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F 
fax service (3ComFacts) 769 
FDDI (Fiber Distributed Data Interface) 

fragmenting packets 255 
port !abel 241 

FOOl MAC 
condition report 237 
LLC Service, enabling 239 

FDDI station 
and SRFs 224, 228 

FDDI_Snap packets 256 
fe.edback on documentation 25 
File Transfer Protocol (FfP) 87, 89, 107 
filter id 371 
filters for QoS flow classifiers 

defining 696 
modifying 701 

flow classifiers 
cast types 695, 701., 702 
defining 694 
predefined 691 
protocol types 695, 701, 702 
removing 706 
using aggregate rate lirrit 715 

flow control 
defining for Gigabit trunk 31 0, 315 
displaying for trunks 305, 329 

flow control, Ethernet ports 21 5 
flush 

for management ip routes 164 
snmp trap 197 

flushing 
learned I P routes 424 
SNMF trap addresses 197 

forwarding 
App!eTalk 679 
IPX 629 

G 
gateway IP address 421 
Gigabit Ethernet 

trunks 318 
guidelines 

for using QoS 689 
GVRP (GARP VLAN Registration Protocol) 

displaying status 338 
using 345, 352 

H 
hardware revision numbers 69 
high service level 711 
hop count 442 

ICMP statistics 187, 483 
ID, VLAN 341 
IEEE 802.1 p priority tagging 

for excess packets 735, 736 
for nonflo\v classifiers 697, 703, 705 
for QoS controls 712 

IEEE 802.1 Q tagging 349 
IGMP (Internet Group Management Protocol) 

query mode 524, 525 
snooping mode 524, 525 

IGMP snooping, Layer 2 devices 270 
IGMP snooping, Layer 3 devices 524 
Ignore STP mode 

selecting 365 
ignoring blocking for VLANs 365 
in-band-management 149 
index 356 

VLAN interface 360, 39.5 
interface module 

backplane ports 31 
inte1iaces 

IP 449 
OSPF 541 to 556 

interfaces, AppleTalk 
define 665 
detail display 664 
modify 667 

interval, QoS statistics 738 
IP (Internet Protocol) 

address rnasks for QoS classifiers 695 
addresses 395, 421 

loading software 89 
QoS classifiers 702 

addresses and restoring NV data 110 
advancedP1ng 475 
adva ncedTraceRoute 480 
ARP cache 428 to 433 
defining routes 422 
DNS 436 
enabling or disabling routing 450 
interfaces 

displaying 608, 610 
removing 613, 649 
statistics 4 18 
summary information 398 
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overlapped interfaces 44 7 to 449 
overview 149 
ping functions 473, 478 
RIP mode 451 
routes 450 
statistics. 482 

ICMP 483 
UDP 483 

traceRoute functions 478 
UDP Helper 442, 447 

IP multicast 
cache 518 
DVMRP metric 507, 510 
hop count 517 
IGMP 524, 525 
prune messages 518, 519 
routing table 517 
TTL threshold 51 0 
tunnels 511, 513, 517, 5'19, 527 

IP multicast filtering 
IGMP snooping 524, 525 

IP multicast routing 
DVMRP 507 
IGMP 525 
routeDisplay 517 

IP protocol types 
modifying 704 

IP routes 
flushing 424 
interface status 421 

IP routing 
enabling or disabling 450 

IPX 
forwarding 

enabling or disabling 6.29 
statistics 653 

interfaces 
statistics 655 

RIP mode 
setting 630 
statistics 651 
triggered updates 631 

RIP policy 
define 633 
summary 632, 637 

routes 
defining static 618 
flushing learned routes 62 J 
removing 620 

SAP (Service Advertisement Protocol) mode 
statistics 652 
triggered updates 639 

K 

SAP mode 638 
SAP policy 

define 642 
detail 641 
modify 645 
remove 648 
summary 640 

static servers 622, 624 

KBytes/sec rate lim it 712 

l 
labels, Ethernet ports 21 9 
LANs 

virtual 337 
Layer 2 devices 

defining VLANs 352 
modifying VLANs 360 

Layer 3 addresses 
for VLANs 347 
modifying 355 

Layer 3 devices 
defining VLANs 346 
modifying VLANs 355 

learn RIP mode 45 "1 , 453 
learned routes, IP 424 
learning state 264 
LER (Link Error Rate) 

alarm value 242 
lerCutoff 

and lerAiarrn value 243 
levels, serv1ce 711 
limits 

tor QoS classifiers 694 
QoS rate 710, 712, 715 

link aggregation 299 
link state database, OSPF 557 to 563 
links 

removing 336 
resources 336 

listening state 264 
LLC (Logical Link Control) 

service description 239 
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LMA (Local Management Application), ATM 
Switch 31 

log, event 747 
logout 126 
low service level 711 
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M 
MAC (Media Access Control) addresses 

adding 294 
displaying 293 

r~,~AC type for trunk 310, 315 
management 

and naming the system 1 01, 136 
configuring system access 190 
displaying detailed information 153 
displaying summary information 151 
SNMP community strings 'J 9.2 
Transcend Net\vork Control Services 30 
Web Management applications 30 

management data channels 31 
management ip 

advancedPing 179 
advancedTraceRoute 184 
displaying statistics 186 
ping 177 
statistics 1 76 
tracing a route destination 182 

management ip arp 
defining a static cache entry 169 
displaying cache 168 
flushing all entries from cache 171 
flushing dynamic entries 172 
removing cache entries 170 

management ip interface 
defining the IP address 157 
displaying summary information 156 
modifying 1 58 
removing '1 59 

management ip rip 
displaying RIP information 173 

management ip route 
default 165 
defining a static route 162 
deleting default 166 
displaying the routing table 160 
finding in table 167 
flushing learned routes 164 
noDefault J 66 
removing an existing route 163 
searching the routing table 167 

masks 
source and destination IP address 695, 702 
subnet 395 

maximum per-reservation bandwidth 730 
maximum total reservable bandwidth 730 
memory partition, OSPF 569, 570 
mernory size 69 
menu structure 150 

menus 
and command strings 40 
entering abbreviated command strings 41 
entering values 41 
navigating 42 
selecting options 40 

M!Bs 768 
M LAN channel 31 
mode, operating 

defining for Ethernet trunk 31 0, 31 5 
displaying for trunks 305, 329 

modem 
external, configuring 99, 1 00 

modes, VLAN 
definition 340, 343 
displaying 338 
selecting aiiOpen or allCiosed 364 
selecting Ignore STP 365 

modifying 
QoS bandwidth 734 
QoS classifiers 701 
QoS controls 718 
VLANs {Layer 2 devices) 360 
VLANs {Layer 3 devices} 355, 358 

module 
diagnostic messages 129 
displaying date 137 

module status information 69 
monitoring 

ports, Ethernet 221 , 222 
MultiPoint Link Aggregation (MPLA) 321 

mode 324 
Peer Switch Interface State 32.2 

N 
name server, DNS 436 to 440 
names 

for QoS classifiers 695, 718 
for QoS controls 71 0 
trunk 316 
VLAN 349 

navigating menus 42 
NBP (Name Binding Protocol) 686 
neighbor notification 

and llC Service 239 
neighbors, OSPF 564 to 566 
network supplier support 769 
network troubleshooting 755 
none, for rate limit 710, 7'12, 7'15 
nonflow classifiers 

cast types 695, 701, 702 
defining 694 
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predefined 691 
protocol types 695, 701, 702 
removing 706 
specifying IEEE 802.1 p tags 697, 703, 705 

numbering 
ports, Ethernet 204, 207 

numbers 
for QoS classifiers 695, 718 
for QoS controls 710 

NV data 
restoring 1 1 0 

0 
online technical services 767 
origin, VLAN 340, 343 
OSPF (Open Sho1iest Path First) 

areas 531 to 537 
default route metric 538 to 540 
interfaces 541 to 556 
link state database 557 to 563 
rnernory partition 569, 570 
neighbors 564 to 566 
router ID 567 
routing policies 590 to 602 
soft restarts 570 
statistics 603 
stub default metrics 571 to 573 
virtual links 574 to 589 

out-of-band 
management 149 

overlapped IP interfaces 447 to 449 

p 
PACE Access, Ethernet 217 
PACE Interactive Access, Ethernet 218 
packet filter 

displaying contents 372, 373, 374, 376, 377, 
379, 382, 384 

filter id 371 
processing paths 382 

packet size 
advancedPing 475 
advancedTraceRoute 480 

packets 
tagging of excess 736, 737 

password 
access levels 35 
configuring 75 
IP RIP-2 interface 459 

percentage rate limit 712 
per-reservation bandwidth 725, 728 

ping 177 
advanced ping example 181 
example 178 

ping command 
possible responses 473 

pings, AppleTalk 682 
policing options, RSVP 725, 728 
policy 

IPX RIP 
define 633 
modify 635 
summary 632, 637 

IPX SAP 
define 642 
detail ti41 
modify 645 
remove 648 
summary 640 

policy-based services 689 
port 

label 241 
port group 

adding ports 391 
port number 

setting the traceRoute 182, 480 
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port ranges for QoS flow classifi·ers 696, 701, 703 
port speed 95 

terminal port, setting the 93, 96 
port state, Ethernet 220 
ports 

autonegotiation, Ethernet 212 
defining for VLANs 346 
defining in trunks 310, 315 
duplex mode, Ethernet 212, 213 
enabling and disabling, Ethernet 220 
flow control, Ethernet 21 5 
labels, Ethernet 219 
maximum number in group 391 
monitoring, Ethernet 221, 222 
numbering, Ethernet 204, 207 
PACE Access, Ethernet 217 
PACE Interactive Access, Ethernet 218 
receive ports for controls 712, 71 6 
speed, Ethernet 212,213 
speed, setting 95 
state, Ethernet 220 
statistics, Ethernet 204, 208 
tagging .349 

predefined QoS classifiers 691 
priority tags 

excess packets 7 36 
nonflow classifiers 697, 703, 705 
QoS controls 712 
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prioritzation 267 
probe 

RMON 755 
procedures 

defining controls 71 5 
defining flow classifiers 697 
defining nontlow classifiers 700 
defining RSVP 731 
defining VLANs (Layer 2 devices) 354 
defining VLANs (Layer 3 devices) 349 
modifying VLANs (Layer 2 devices) 361 
modifying VLANs (Layer 3 devices) 358 

protocol types 
for QoS classifiers 695, 718 
modifying for VLANs 355 
modifying QoS classifier 704 
selecting for VLANs 345, 347, 352 

prune messages 
IP multicast 519 

Q 
QoS (Quality of Service) band'~vidth 

displaying 733 
modifying 734 

QoS (Quality of Service) classifiers 
defining 694 
displaying detail information 692 
displaying summary information 691 
example of defining 699 
example of modifying 705 
guidelines for using 689 
modifying 701 
removing 706 

QoS (Quality of Service) controls 
applying to classifiers 713 
defining 71 0 
displaying detail information 708 
displaying summary information 707 
example of defining 717 
example of modifying 722 
modifying 718, 721 
removing 724 
service levels 711 
specifying rate limits 710, 712, 71.5 

QoS (Quality of Service) excess packet tagging 
disabling 737 
displaying 735 
enabling 736 

QoS (Quality of Service) statistics 
interval 738 
receive 739 
transmit 741 

quiet 
advancedPing option 475 

R 
rate limits, QoS control 71 0, 712, 715 

modifying one or more 718 
using with trunks 716 

reboots 
trunks and 307 

receive ports 
rate lin1it 712 
specifying for trunks 716 

receive statistics, QoS 739 
receive Port rate lim it 71 0, 712, 71 5 
relay threshold 

BOOTP 446 
remote access 73 
removing 

IP interfaces 612, 613, 649 
links 336 
QoS classifiers 706 
QoS controls 724 
trunks 318 
VLANs 363 

reserved packets 733, 734 
returning products for repair 771 
RIP (Routing Information Protocol) 

display 173 
management statistics 176 
mode example 175 
modes 173, 174 

RIP mode 
IP 

interface information 451 
IPX 

setting 630 
statistics 65 '1 
triggered updates 631 

RIP policy 
define 

IPX 633 
modify 635 
summary 

IPX 632, 637 
R!P-2 password 459 
rlogin 

and rebooting the system 123 
router ID, OSPF 567 
routes 

adding default 165 
AppleTalk 672, 673 
defining static IP 422 
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deleting default 166 
finding in table 167 
flushing from the routing table 164 
IPX 

displaying in routing table 615 
flushing a II learned 621 
removing 620 
SAPadvertising 613 

types of 421 
routing policies, OSPF 590 to 602 
roving analysis 

and Spanning Tree 758 
RSVP (Resource Reservation Protocol) 

definition of 689 
disabling 732 
displaying detail information 72.9 
displaying summary information 728, 729 
enabling 730 
policing options 725, 7.28 
procedure for defining 7 31 
session information 729 
treatment of excess packets 728, 730 

RTMP (Routing Table Maintenance Protocol) 684 

s 
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