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AO 440 (Rev. 06/12) Summons in a Civil Action 

_. 	 UNITED STATES DISTRICT COURT 
for the 

District of Delaware 

YODLEE, INC., 

Plaintiff(s) 

V. 

PLAID TECHNOLOGIES INC., 

Defendant(s) 

) 
) 
) 
) 
) 	Civil Action No. 
) 	 • 
) 
) 
) 
) 
) 

14-1445 

SUMMONS IN A CIVIL ACTION 

To: (Defendant's name and addres PLAID~TECHN~OLOGGIES INC., 

2711 Centerville Road, Suite 400 
Wilmington, DE 19808 

A lawsuit has been filed against you. 

Within 21 days after service of this summons on you (not counting the day you received it) — or 60 days if you 
are the United States or a United States agency, or an officer or employee of the United States described in Fed. R. Civ. 
P. 12 (a)(2) or (3) — you must serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of 
the Federal Rules of Civil Procedure. The answer or motion must be served on the plaintiff or plaintiff''s attorney, 
whose name and address are: Robert M. Oakes / Tel: (302) 652-5070 

Fish & Richardson P.C. 
222 Delaware Ave., 17th Floor 
Wilmington, DE 19801 
Email: oakes@fr.com  

If you fail to respond, j udgment by default will be entered against you for the relief demanded in the complaint. 
You also must file your answer or motion with the court. 

CLE 	F CG`URT 

Date: 	(;;r'`(; 	2 2.09 
Sigrwture of Clerk or Deputv Clerk 
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AO 440 (Rev. 06/12) Summons in a Civil Action (Page 2) 

Civil Action No. 

PROOF OF SERVICE 

(This section should not be filed with the court unless required by Fed R. Civ. P. 4(1)) 

This sumnlons for (name of individual and title, if any) 

was received by me on (date) 

O I personally served the summons on the individual at (place) 

on (date) 	 ; or 

O I left the summons at the individual's residence or usual place of abode with (name) 

, a person of suitable age and discretion who resides there, 

on (date) 	 , and mailed a copy to the individual's last known address; or 

0 1 served the summons on (name ofindividual). 	 , who is 

designated by law to accept service of process on behalf of (name oforganization) 

on (date) 	 ; or 

Cl I retumed the summons unexecuted because 	 ; or 

0 Other (specify): 	 _ 

My fees are $ 	 for travel and $ 	 for services, for a total of $ 	0.00 

I declare under penalty of perjury that this information is true. 

Date: 
Server's signature 

Printed name and title 

Server's address 

Additional information regarding attempted service, etc: 
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AO 85 (Rev. O] /09) Notice, Consent, and Reference of a Civil Action to a Magistrate Judge 

UIyITED STATES DISTRICT COURT 
for the 

District of Delaware 

Plaintiff 

V. 

Defendant 

) 
) 
) 	Civil Action No. 

) 
) 

NOTICE, CONSENT, AND REFERENCE OF A CIVIL ACTION TO A MAGISTRATE JUDGE 

Notice of a magtstrate judge's availabllity. A United States magistrate judge of this court is available to conduct all 
proceedings in this civil action (including a jury or nonjury trial) and to order the entry of a fmal judgment. The judgment may 
then be appealed directly to the United States court of appeals like any other judgment of this court. A magistrate judge may 
exercise this authority only if all parties voluntarily consent. 

You may consent to have your case referred to a magistrate judge, or you may withhold your consent without adverse 
substantive consequences. The name of any party withholding consent will not be revealed to any judge who may otherwise 
be involved with your case. 

" 	Consent to a magistrate judge's authority. The following parties consent to have a United States magistrate judge 
conduct all proceedings in this case including trial, the entry of final judgment, and all post-trial.proceedings.. 

Parties' printed names 	 Signatures of parties or attorneys 	 Dates 

Reference Order 

IT IS ORDERED: This case is referred to a United States magistrate judge to conduct all proceedings and 
order the entry of a final judgment in accordance with 28 U:S.C. § 636(c) and Fed. R. Civ. P. 73. 

Date 
District Judge's signature 

Printed name and title 

Note: Return this form to the clerk of court only if you are consenting to the exercise of jurisdiction by a United States 
magistrate judge. Do not retum this form to a judge. 
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Case 1:14-cv-01445-UNA Document 1 Filed 12/01/14 Page 1 of 21 PagelD #: 1 

1N THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF DELAWARE 

YODLEE, INC., 

Plaintiff, 

V. 

PLAID TECHNOLOGIES INC., 

Defendant. 

C. A. No. 

JURY TRIAL DEMANDED 

COMPLAINT FOR PATENT INFRINGEMENT 

Plaintiff Yodlee Inc. ("Yodlee") for its complaint against Plaid Technologies Inc. 

("Plaid" or "Defendant") requesting damages and other relief, and alleging as follows: 

NATURE OF THE ACTION 

I. 	This is an action for infringement of United States Patent No. 6,199,077 (the 

"'077 patent"), United States Patent No. 6,317,783 (the "'783 patent"), United States Patent No. 

6,510,451 (the `451 patent"), United States Patent No. 7,263,548 (the `548 patent"), United 

States Patent No. 7,424,520 (the "'520 patent"), United States Patent No. 7,752,535 (the `535 

patent"), and United States Patent No. 8,266,515 (the "'515 patent") (collectively, "Asserted 

Patents") under 35 U.S.C. §§ 271, et seq. 

' 	 THE PARTIES 

2. 	Plaintiff Yodlee is a corporation organized and existing under the laws of the 

State of Delaware with a principal place of business at 3600 Bridge Parkway, Suite 200, 

Redwood City, California 94065. Yodlee develops software and services that allow users to 

view all financial and other personal accounts in one place. Yodlee also develops applications to 

1 
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Case 1:14-cv-01445-UNA Document 1 Filed 12/01/14 Page 2 of 21 PagelD #: 2 

help consumers manage their finances online througll features such as personal ftnancial 

management, bill payment, expense tracking, and investment management. 

3. Upon information and belief, Defendant Plaid is a corporation organized and 

existing under the laws of the State of Delaware with a principal place of business at 25 1Vlaiden 

Lane, San Francisco, California 941.08. According to its website, Plaid offers a competing 

software application programming interface ("API") that allows users and developers to interact 

with financial institutions. 

4. Upon information and belief, the officers of Defendant Plaid fonnerly operated 

under the name Copperpog lnc. ("Copperpog"), which was also a corporation organized and 

existing under the laws of the State of Delaware with a principal place of business at 4230 

Stoney Brook Rd, Clemmons, NC 27012. 

JURISDICTION AND VENUE 

5. This action arises under the patent laws of the United States of America, United 

States Code, Title 35, Section 1, et seq. This Court has subject matter jurisdiction over the action 

pursuant to 28 U.S.C. §§ 1331 and 1338. 

6. Venue is proper in the District of Delaware under 28 U.S.C. § 1391(b) and 28 

U.S.C. § 1400(b). 

7. This Court has personal jurisdiction over Plaid because Plaid is incorporated in 

the State of Delaware and has purposefully availed itself of the privilege of conducting activities 

within this State and District. 

BACKGROUNll 

8. Plaintiff Yodlee was founded in 1999. Over the past fifteen years, it has become 

the leading provider of account aggregation services and personal financial management 

~a 
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Case 1:14-cv-01445-UNA Document 1 Filed 12/01/14 Page 3 of 21 PagelD #: 3 

applications through software it developed from the ground up. More than 750 organizations in 

over 10 countries use Yodlee's services and applications, including 9 of the 15 largest banks in 

the United States. Yodlee 11as over 16 million paid users and reaches more than 100 million end 

users through its network of financial institutions. In October 2014, Yodlee completed its initial 

public offering. 

9. According to its website, Defendant Plaid considers itself to be "the API for 

banking data." The API gives developers the ability to integrate with banking institutions and 

access and authorize personal user accounts at those institutions. 

10. On February 11, 2012, Zach Perret, co-founder of Defendant Plaid and president 

of Copperpog, signed a nondisclosure agreement ("NDA") with Yodlee. The NDA was a 

proactive measure taken prior to granting Copperpog access to Yodlee's confidential 

technology. By signing the agreement, Zach Perret and his company Copperpog agreed to 

protect the secrecy of Yodlee's confidential information and technology and not use that 

confidential information and technology for unauthorized purposes. 

11. On April 5, 2012, Zach Perret signed a 30-day evaluation license agreeinent 

("Evaluation Agreement") giving him, William Hockey, another co-fotlnder of Defendant Plaid 

and the technical contact at Copperpog, and the company aecess to use and explore Yodlee's 

software development kit ("SDK"). Specifically, the Evaluation Agreement provided access to 

Yodlee's core technology in the form of C# source code, Java binary files, sample application 

codes, and development environments. The Evaluation Agreement also provided use of 

Yodlee's aggregation services to pull real user account data from financial institutions. 

12. On April 6, 2012, Zach Perret was provided login credentials to Yodlee's 

developer resources. The login credentials allowed downloading of a multitude of confidential, 

3 
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Case 1:14-cv-01445-UNA Document 1 Filed 12/01/14 Page 4 of 21 PagelD #: 4 

and highly inforniative, technical documents including the "Yodlee Aggregation SDK FAQs," 

"Yodlee Aggregation SDK Quick Reference Guide," "Yodlee SDK Developers Guide vl 1.0," 

"Yodlee PersonalFinance SDK Implementation Guide vl 1.0," and application files. 

13. According to its website, at around this time Defendant Plaid started operations, 

acquiring its first customer shortly thereafter. On July 20, 2012, Plaid became an official 

corporation of the State of Delaware. 

14. On November 16, 2012, Zach Perret was provided another set of 30-day 

evaluation login credentials to Yodlee's developer resources. 

15. On November 16, 2012, Defendant also received two pricing proposals from 

Yodlee that would grant Defendant a one-year license to use Yodlee's aggregation APIs. Along 

with ihose pricing proposals were hyperlinks to four documents containing Yodlee confidential 

technical and security information. Two of those documents, "Yodlee Categorization Engine 

Overview v11.0" and "Yodlee Data Model vl l," contain notices that the technology presented in 

the documentation is "protected by one or more U.S. Patents or Patents Pending." Furthermore, 

it is highly likely that both of these documents were read by both co-founders of Defendant 

because both documents state that they should be read by the "Product Functional Lead" and 

"Technical Lead" of the licensee. Upon information and belief, in the case of Defendant, those 

people are Zach Perret and William Hockey, respectively. 

16. Ori January 10, 2013, Defendant entered into a one-year services agreement 

("Services Agreement") to begin fully licensing Yodlee's services. Pursuant to the Services 

Agreement, Defendant was required to pay Yodlee on January 21, 2013. 

4 
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17_ 	After three months of maintaining Defendant's user environment without 

payment, on April 9, 2013, Defendant was notified that the contract would be terminated if 

payment was not received by April 15, 2013. 

18. 	On April 15, 2013, Defendant stated that it wanted to cancel the Services 

Agreement and avoid ful l payment. Defendant sent a payment amount for a portion of the total 

outstanding, and the Services Agreement was terminated. 

1.9. 	Upon information and belief, Defendant has used the knowledge acquired through 

its prolonged use of Yodlee's technology, including Yodlee's technical documentation, 

developer resources, and aggregation platform, to develop coinpeting software and services that 

also infi-inge the Asserted Patents. Upon information and belief, by leveraging its infringing 

software and services, Defendant has managed to raise at least $2.8 million in funding as of 

September 2013. 

20. Upon information and belief, Defendant has sold and offered for sale and 

continues to sell and offer for sale use of its software and services in the United States, including 

in Delaware. Defendant instructs its customers on how to use and access its software and 

services from publicly available documentation on its website. Defendant encourages its 

customers to visit its developer page which provides code and support helpful to use and access 

its software and services. 

21. Upon information and belief, Defendant has used and continues to use its 

software and services in the United States, including in Delaware, to provide account 

aggregation and personal financial management services to its customers. 

22. Upon information and belief, Defendant has knowledge of the Asserted Patents by 

at least the date of this Complaint. Upon information and belief, at least Plaid founders Zach 

5 
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Perret and William Hockey were aware since 2012 that Yodlee had issued and pending patents 

relating to its account aggregation and personal financial management technology. 

PATENTS-IN-SUIT 

23. The '077 patent, titled "Server-Side Web Summary Generation and Presentation," 

issued on March 6, 2001. A copy of the '077 patent is attached hereto as Exhibit A. 

24. The '783 patent, titled "Apparatus and Methods for Automated Aggregation and 

Delivery of and Transactions Involving Electronic Personal Information or Data," issued on 

November 13, 2001. A copy of the '783 patent is attached hereto as Exhibit B. 

25. The '451 patent, titled "System for Completing a Multi-Component Task Initiated 

by a Client Involving Web Sites without Requiring Interaction fi-om the Client," issued on 

January 21, 2003. A copy of the '451 patent is attached hereto as Exhibit C. 

26. The ' 548 patent, titled "Method and Apparatus for Restructuring of Personalized 

Data for Transmission froin a Data Network to Connected and Portable Network Appliances," 

issued August 28, 2007. A copy of the ' 548 patent is attached hereto as Exhibit D. 

27. The ' 520 patent, titled "Method and Apparatus for Restructuring of Personalized 

Data for Transmission from a Data Network to Connected and Portable Network Appliances," 

issued September 9, 2008. A copy of the '520 patent is attached hereto as Exhibit E. 

28. The '535 patent, titled "Categorization of Summarized Information," issued July 

6, 2010. A copy of the '535 patent is attached hereto as Exhibit F. 

29. The '515 patent, titled "Categorization of Summarized Information," issued 

September 11, 2012. A copy of the ' 515 patent is attached hereto as Exhibit G. 

0 
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30_ 	The Asserted Patents have been assigned to Yodlee and Yodlee is the owner of all 

right, title, and interest in and to those patents, including the right to sue, enforce, and recover all 

damages, past and future, for all infringements. 

31. Yodlee has incurred substantial effoi-t and expenses to develop the technologies 

leading to the Asserted Patents. 

COUNTI 
PATENT INFRINGEMENT OF U.S. PATENT NO. 6,199,077 

32. The allegations of paragraphs 1-31 are incorporated as though fully set forth 

herein. 

33. Upon information and belief, Defendant had knowledge of the '077 patent at least 

as of the filing of this Complaint. 

34. Upon information and belief, various employees of Defendant, including at least 

founders Zach Perret and William Hockey, have been aware that Yodlee's aggregation and 

personal financial management technology was the subject of numerous patents since 2012. 

Upon information and belief, Defendant and at least its founders Zach Perret and William 

Hockey used their access to Yodlee's confidential services and product documentation through 

the NDA, Evaluation Agreement, and Services Agreement to learn how to implement the 

patented teclinology, and then proceeded to terminate their Services Agreement so that 

Defendant could offer competing software and services based upon the patented technology. 

Upon information and belief, Defendant has acted and continues to act with specific intent to 

cause infringement of the '077 patent. 

35. Defendant's software and services are not staple articles of commerce and have 

no substantial uses other than to practice the '077 patent. Upon information and belief, 

7 
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Defendant has acted and continues to act with specific intent to contribute to infringement of the 

' 077 patent. 

36. Upon information and belief, Defendant has been and is now infringing, inducing 

infringement, and contributing to the infringement of the '077 patent by making, using, selling, 

and/or offering to sell, without authority, software and services covered by one or more claims of 

the '077 patent, and/or contributing to or inducing the same by third parties, all to the injury of 

Yodlee. 

37. Defendant's acts of infringement have injured and damaged Yodlee, and such acts 

wil.l continue to cause Yodlee to suffer damages. 

38. Defendant's acts of infringement have been conducted with knowledge that the 

technology Defendant derived from Yodlee was protected by the Asserted Patents. Thus, 

Defendant acted with an objectively high likelihood that its services infringe Yodlee's valid 

patents, and that risk wa,s known by Defendant at least by Defendant's review of Yodlee's 

technical documents, and by Defendant's use of the patented technology under the NDA, 

Evaluation Agreeinent, and Services Agreement. Defendant's acts of infringement have been, 

and continue to be, willfitl so as to warrant the enhancement of damages awarded as a result of 

its infringement. 

39. Defendant's infringement has caused irreparable injury to Yodlee and will 

continue to cause irreparable injury until Defendant is enjoined from further infringement by this 

Court. 

COUNT II 
PATENT INFRINGEMENT OF U.S. PATENT NO. 6,317,783 

40. The allegations of paragraphs 1-39 are incorporated as though fully set forth 

herein. 

8_ 
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41. Upon information and belief, Defendant had knowledge of the '783 patent at least 

as of the filing of this Complaint. 

42. Upon information and belief, various employees of Defendant, including at least 

founders Zach Perret and William Hockey, have been aware that Yodlee's aggregation and 

personal financial management technology was t11e subject of numerous patents since 2012. 

Upon information and belief, Defendant and at least its founders Zach Perret and William 

Hockey used their access to Yodlee's confidential services and product documentation through 

the NDA, Evaluation Agreement, and Services Agreement to learn how to implement the 

patented technology, and then proceeded to terminate their Services Agreement so that 

Defendant could offer competing software and services based upon the patented technology. 

Upon information and belief, Defendant has acted and continues to act with specific intent to 

cause infringement of the '783 patent. 

43. Defendant's so$ware and services are not staple articles of commerce and have 

no substantial uses other than to practice the'783 patent. Upon information and belief, 

Defendant has acted and continues to act with specific intent to contribute to infringement of the 

'783 patent. 

44. Upon information and belief, Defendant has been and is now infringing, inducing 

infringement, and contributing to the infringement of the '783 patent by making, using, selling, 

and/or offering to sell, without authority, soflware and services covered by one or more claims of 

the '783 patent, and/or contributing to or inducing the same by third parties, all to the injury of 

Yodlee. 

45. Defendant's acts of infringement have injured and damaged Yodlee, and such acts 

will continue to cause Yodlee to suffer damages. 

9 
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46. Defendant's acts of infringement have been conducted with knowledge that the 

technology Defendant derived from Yodlee was protected by the Asserted Patents. Thus, 

Defendant acted with an objectivety high likelihood that its services infi-inge Yodlee's valid 

patents, and that risk was known by Defendant at least by Defendant's review of Yodlee's 

technical documents, and by Defendant's use of the patented technology under the NDA, 

Evaluation Agreement, and Services Agreement. Defendant's acts of infringement have been, 

atnd continue to be, willful so as to warrant the enhancement of damages awarded as a result of 

its infi•ingement. 

47. Defendant's infringement has caused irreparable injury to Yodlee and will 

continue to cause irreparable injury until Defendant is enjoined from further infringement by this 

Court. 

COUNT III 
PATENT INFRINGEMENT OF U.S. PATENT NO. 6,510,451 

48. The allegations of paragraphs 1-47 are incorporated as though fully set forth 

herein. 

49. Upon information and belief, Defendant had knowledge of the '451 patent at least 

as of the filing of this Complaint. 

50. Upon information and belief, various employees of Defendant, including at least 

founders Zach Perret and William Hockey, have been aware that Yodlee's aggregation and 

personal financial management technology was the subject of numerous patents since 2012. 

Upon information and belief, Defendant and at least its founders Zach Perret and William 

Hockey used their access to Yodlee's confidential services and product documentation through 

the NDA, Evaluation Agreement, and Services Agreement to learn how to implement the 

patented technology, and then proceeded to terminate their Services Agreement so that 

10 
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Defendant could offer competing software and services based upon the patented technology. 

Upon information and belief, Defendant lias acted and continues to act with specific intent to 

cause iiifringement of the '451 patent. 

51. Defendant's software and services are not staple articles of commerce and have 

no substantial uses other than to practice the '451 patent. Upon information and belief, 

Defendant has acted and continues to act with specific intent to contribute to infringement of the 

'451 patent. 

52. Upon information and belief, Defendant has been and is now infringing, inducing 

infringement, and contributing to the infringement of the '451 patent by making, using, selling, 

and/or offering to sell, without authority, software and services covered by one or more claims of 

the '451 patent, and/or contributing to or inducing the same by third parties, all to the injury of 

Yodlee. 

53. Defendant's acts of infringement have injured and damaged Yodlee, and such acts 

will continue to cause Yodlee to suffer damages. 

54. Defendant's acts of infringement have been conducted with knowledge that the 

technology Defendant derived from Yodlee was protected by the Asserted Patents. Thus, 

Defendant acted with an objectively high likelihood that its services infringe Yodlee's valid 

patents, and that risk was known by Defendant at least by Defendant's review of Yodlee's 

technical documents, and by Defendant's use of the patented technology under the NDA, 

Evaluation Agreement, and Services Agreement. Defendant's acts of infringement have been, 

and continue to be, willful so as to warrant the enhancement of damages awarded as a result of 

its infringement. 

11 
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55. Defendant's infi-ingement has caused irreparable injury to Yodlee and will 

continue to cause irreparable injury until Defendant is enjoined fi-om further infringement by this 

Court. 

COUNTIV 
PATENT IlVFRINGEMENT OF U.S. PATENT NO. 7,263,548 

56. The allegations of paragraphs 1-55 are incorporated as though fully set foi-th 

herein. 

57. Upon information and belief, Defendant had knowledge of the '548 patent at least 

as of the filing of this Complaint. 

58. Upon information and belief, various employees of Defendant, including at least 

founders Zach Perret and William Hockey, have been aware that Yodlee's aggregation and 

personal financial management technology was the subject of numerous patents since 2012. 

Upon information and belief, Defendant and at least its founders Zach Perret and William 

Hockey used their access to Yodlee's confidential services and product documentation through 

the NDA, Evaluation Agreement, and Services Agreement to learn how to implement the 

patented technology, and then proceeded to terminate their Services Agreement so that 

, 	Defendant could offer competing software and services based upon the patented technology. 

Upon information and belief, Defendant has acted and continues to act with specific intent to 

cause infringement of the '548 patent. 

59. Defendant's software and services are not staple articles of commerce and have no 

substantial uses other than to practice the '548 patent. Upon information and belief, Defendant 

has acted and continues to act with specific intent to contribute to infringement of the ' 548 

patent. 

12 
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60. Upon infoi-mation and belief, Defendant has been and is now infi-inging, inducing 

infringement, and contributing to the infi•ingement of the '548 patent by making, using, selling, 

and/or offering to sell, without authority, software and services covered by one or more claims of 

the '548 patent, and/or contributing to or inducing the same by third parties, all to the injury of 

Yodlee. 

61. Defendant's acts of infringement have injured and damaged Yodlee, and such acts 

will continue to cause Yodlee to suffer damages. 

62. Defendant's acts of infringeinent have been conducted with knowledge that the 

technology Defendant derived from Yodlee was protected by the Asserted Patents. Tllus, 

Defendant acted with an objectively high likelihood that its services infringe Yodlee's valid 

patents, and that risk was known by Defendant at least by Defendant's review of Yodlee's 

technical documents, and by Defendant's use of the patented technology under the NDA, 

Evaluation Agreement, and Services Agreement. Defendant's acts of infringement have been, 

and continue to be, willful so as to warrant the enhancement of damages awarded as a result of 

its infi•ingement. 

63. Defendant's infringement has caused irreparable injury to Yodlee and will 

continue to cause irreparable injury until Defendant is enjoined from further infringement by this 

Court. 

COUNT V 
PATENT INFRINGEMENT OF U.S. PATENT NO. 7,424,520 

64. The allegations of paragraphs 1-63 are incorporated as though fully set forth 

herein. 

65. Upon information and belief, Defendant had knowledge of the '520 patent at least 

as of the filing of this Complaint. 
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66. Upon information and belief, various employees of Defendant, including at least 

founders Zach Perret and William Hockey, have been aware that Yodlee's aggregation and 

personal financial management technology was the subject of numerous patents since 2012. 

Upon information and belief, Defendant and at least its founders Zach Perret and William 

Hockey used their access to Yodlee's confidential services and product documentation through 

the NDA, Evaluation Agreement, and Services Agreement to learn. how to implement the 

patented technology, and then proceeded to terminate their Services Agreement so that 

Defendant could offer competing software and services based upon the patented technology. 

Upon information and belief, Defendant has acted and continues to act with specific intent to 

cause infi-ingement of the ' 520 patent. 

67. Defendant's software and services are not staple articles of commerce and have no 

substantial uses other than to practice the '520 patent. Upon information and belief, Defendant 

has acted and continues to act with specific intent to contribute to infringement of the ' 520 

patent. 

68. Upon information and belief, Defendant has been and is now infringing, inducing 

infringement, and contributing to the infringement of the '520 patent by making, using, selling, 

and/or offering to sell, without authority, software and services covered by one or more claims of 

the '520 patent, and/or contributing to or inducing the same by third parties, all to the injury of 

Yodlee. 

69. Defendant's acts of infringement have injured and damaged Yodlee, and such acts 

will continue to cause Yodlee to suffer damages. 

70. Defendant's acts of infringement have been conducted with knowledge that the 

technology Defendant derived from Yodlee was protected by the Asserted Patents. Thus, 
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Defendant acted with an objectively high likelillood that its services infringe Yodlee's valid 

patents, and that risk was known by Defendant at least by Defendant's i-eview of Yodlee's 

technical documents, and by Defendant's use of the patented technology under the NDA, 

Evaluation Agreement, and Services Agreement. Defendant's acts of infringement have been, 

and continue to be, willful so as to warrant the enhancement of damages awarded as a result of 

its infringenient. 

71. Defendant's infringement has caused irreparable injury to Yodlee and will 

continue to cause irreparable injury until Defendant is enjoined from further infringement by this 

Court. 

COUNT VI 
PATENT INFRINGEMENT OF U.S. PATENT NO. 7,752,535 

72. The allegations of paragraphs 1-71. are incorporated as though fully set forth 

herein. 

73. Upon information and belief, Defendant had knowledge of the '535 patent at least 

as of the filing of this Complaint. 

74. Upon information and belief, various employees of Defendant, including at least 

founders Zach Perret and William Hockey, have been aware that Yodlee's aggregation and 

personal financial management technology was the subject of numerous patents since 2012. 

Upon information and belief, Defendant and at least its founders Zach Perret and William 

Hockey used their access to Yodlee's confidential services and product documentation through 

the NDA, Evaluation Agreement, and Services Agreement to learn how to implement the 

patented technology, and then proceeded to terminate their Services Agreement so that 

Defendant could offer competing software and services based upon the patented technology. 

15 
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Upon information and belief, Defendant has acted and continues to act with specif c intent to 

cause infringement of the '535 patent. 

75. Defendant's software and services are not staple articles of commerce and have 

no substantial uses other'than to practice the '535 patent_ Upon information and belief, 

Defendant has acted and continues to act with specific intent to contribute to infi-ingement of the 

'535 patent. 

76. Upon information and belief, Defendant has been and is now infringing, inducing 

infringement, and contributing to the infi•ingement of the '535 patent by making, using, selling, 

and/or offering to sell, without authority, software and services covered by one or more claims of 

the '535 patent, and/or contributing to or inducing the same by third parties, all to the injury of 

Yodlee. 

77. Defendant's acts of infringement have injured and damaged Yodlee, and such acts 

will continue to cause Yodlee to suffer damages. 

78. Defendant's acts of infringement have been conducted with knowledge that the 

technology Defendant derived from Yodlee was protected by the Asserted Patents. Thus, 

Defendant acted with an objectively high likelihood that its services infringe Yodlee's valid 

patents, and that risk was known by Defendant at least by Defendant's review of Yodlee's 

technical documents, and by Defendant's use of the patented technology under the NDA, 

Evaluation Agreement, and Services Agreement. Defendant's acts of infringement have been, 

and continue to be, willful so as to warrant the enhancement of damages awarded as a result of 

its infringement. 

16 
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79. Defendant's infi•ingement has caused irreparable injury to Yodlee and will 

continue to cause irreparable injury wntil Defendant is enjoined from further infringement by this 

Court. 

COUNT VII 
PATENT INFRINGEMENT OF U.S. PATENT NO. 8,266,515 

80. The allegations of paragraphs 1-79 are incorporated as though fully set forth 

herein. 

81. Upon information and belief, Defendant had knowledge of the ' 515 patent at least 

as of the filing of this Complaint. 

82. Upon information and belief, various employees of Defendant, including at least 

founders Zach Perret and William Hockey, have been aware that Yodlee's aggregation and 

personal financial management technology was the subject of numerous patents since 2012. 

Upon information and belief, Defendant and at least its founders Zach Perret and William 

Hockey used their access to Yodlee's confidential services and product documentation through 

the NDA, Evaluation Agreement, and Services Agreement to learn how to implement the 

patented technology, and then proceeded to terminate their Services Agreement so that 

Defendant could offer competing software and services based upon the patented technology. 

Upon information and belief, Defendant has acted and continues to act with specific intent to 

cause infringement of the ' 515 patent. 

83. ' Defendant's software and services are not staple articles of commerce and have 

no substantial uses other than to practice the ' 515 patent. Upon information and belief, 

Defendant has acted and continues to act with specific intent to contribute to infringement of the 

' 515 patent. 

17 
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84. 	Upon information and belief, Defendant has been and is now infringing, inducing 

infringement, and contributing to the infi-ingement of the '515 patent by making, using, selling, 

and/or offering to sell, without authority, software and services covered by one or more claims of 

the '515 patent, and/or contributing to or inducing the same by third parties, all to the injury of 

Yodlee. 

85. Defendant's acts of infringement have injured and damaged Yodlee, and such acts 

will continue to cause Yodlee to suffer damages. 

86. Defendant's acts of infringement have been conducted with knowledge that the 

technology Defendant derived from Yodlee was protected by the Asserted Patents. Thus, 

Defendant acted with an objectively high likelihood that its services infringe Yodlee's valid 

patents, and that risk was known by Defendant at least by Defendant's review of Yodlee's 

technical documents, and by Defendant's use of the patented technology under the NDA, 

Evaluation Agreement, and Services Agreement. Defendant's acts of infringement have been, 

and continue to be, willful so as to warrant the enhancement of damages awarded as a result of 

its infringement. 

87. Defendant's infringement has caused irreparable injury to Yodlee and will 

continue to cause irreparable injury until Defendant is enjoined from further infringement by this 

Court. 

PRAYER FOR RELIEF 

WHEREFORB, Plaintiff Yodlee prays for relief as follows: 

(a) 	judgment that Defendant Plaid has infringed and is infringing the '077 patent, 

directly, contributorily, and by inducement; 

18 
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(b) judgment that Defendant Plaid has infi"inged and is infringing the '783 patent, 

directly, contributorily, and by inducement; 

(c) judgment that Defendant Plaid has infringed and is infringing the '451 patent, 

directly, contributorily, and by inducement; 

(d) judgment that Defendant Plaid has infringed and is infringing the '548 patent, 

directly, contributorily, and by inducement;. 

(e) judgment that Defendant Plaid has infringed and is infringing the '520 patent, 

directly, contributorily, and by inducement; 

(f) judgment that Defendant Plaid has infringed and is infringing the '535 patent, 

directly, contributorily, and by inducement; 

(g) judgment that Defendant Plaid has infringed and is infringing the '515 patent, 

directly, contributorily, and by inducement; 

(h) judgment that Defendant's infringement of the '077, '783, '451, '548, '520, '535, 

and '515 patents was and continues to be willful; 

(i) a preliininary injunction and a permanent injunction preventing Defendant and its 

officers, directors, agents, servants, employees, attorneys, licensees, successors, assigns, and 

customers, and those in active concert or participation with any of them, from making, using, 

offering to sell, or selling in the United States or importing into the United States any software or 

services that infringe any claim of the '077, '783, '451, '548, '520, '535, and '515 patents, or 

contributing to or inducing the same by others; 

(j) judgment against Defendant for money damages sufficient to compensate Yodlee 

for Defendant's infringement of the '077, '783, '451, '548, '520, '535, and '515 patents in an 

amount to be determined at trial; 

19 
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(k) 	that any such money judgment be trebled as a result of the willful nature of 

Defendant's infi-ingement; 

(1) 	an accounting for infringing sales not presented at trial and an award by the Court 

of additional damages for any such infringing sales; 

(m) that this Court declare this case an exceptional. case pursuant to 35 U.S.C. § 285; 

(n) costs and reasonable attorneys' fees incurred in connection with this action 

pursuant to 35 U.S.0 § 285; and 

(o) such other and further relief as this Court finds just and proper. 

DEMAND FOR JURY TRIAL 

Plaintiff Yodlee requests trial by jury on all issues so triable. 

20 
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Dated: December 1, 2014 	 FISH & RICHAR.DSON P.C. 

By:  /.s/RobertRlOakes  
Robert M. Oakes (#5217) 
222 Delaware Avenue, 1.7th Floor 
P.O. Box 1114 
Wilmington, DE 19899 
Telephone: (302) 652-5070 
Facsimile: (302) 652-0607 
oakes@fr.com  

David M. Barkan 
FISH & RICHARDSON P.C. 
500 Arguello Street, Suite 500 
Redwood City, CA 94063 
Telephone: (650) 839-5070 
Facsimile: (650) 839-5071 
barkan@fr.com  

Attomeys for Plaintiff 
YODLEE, INC. 
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SEI2VER-SI1JE WEB SUMMARY 
GENERATION AND PRESENTATION 

CROSS-REFERENCE TO RELATED 
DOCUMENTS 

The present invention is a continuation in part (C1P) to 
patent application Ser. No. 09/208,740 entitled "Method and 
Apparatus for Providing and Maintaining a User-Interactive 
Portal System Accessible via lnternet or other Switched- 
Packet-Network" filed on Dec. 8, 1998,pending, disclosure 
of whicb is incorporated herein in its entirety herein by 
reference. 

FIELD OF THE INVENTION 

The present invention is in the field of Internet navigation 
including various communication means and connection 
technologies and pertains more particularly to methods and 
apparatus, including software, for gathering summary infor- 
mation from users or enterprise-selected WEB sites and 
presenting the information as HTML to the user using either 
a push or pull technology. 

BACKGROUND OF THE INVENTION 

The information network known as the World Wide Web 
(WWW), which is a subset of the well-known Intemet, is 
arguably the most complete source of publicly accessible 
information available. Anyone with a suitable Intemet appli- 
ance such as a personal computer with a standard Internet 
connection may access (go on-line) and navigate to infor- 
mation pages (termed web pages) stored on Inlernet- 
connected servers for the purpose of gamering information 
and initiating transactions with hosts of such servers and 
pages. 

Many companies offer various subscription services 
accessible via the Internet. For example, many people now 
do their banking, stock trading, shopping, and so forth from 
the comfort of their own homes via lnternet access. 
Typically, a user, through subscription, has access to per- 
sonalized and secure WEB pages for such functions. By 
typing in a user name and a password or other personal 
identification code, a user may obtain information, initiate 
transactions, buy stock, and accomplish a myriad of other 
tasks. 

One problem that is encountered by an individual who has 
several or many such subscriptions to Intemet-brokered 
services is that there are invariably many passwords and/or 
log-in codes to be used. Often a same password or code 
cannot be used for every service, as the password or code 
may already be taken by another user. A user may not wish 
to supply a code unique to the user such as perhaps a social 
security number because of security issues, including quality 
of security, that may vary from service to service. 
Additionally, many users at their own volition may choose 
different passwords for different sites so as to have increased 
security, which in fact also increases the number of pass- 
words a user may have. 

Another issue that can plague a user who has many 
passworded subscriptions is the fact that they must book- 
mark many WEB pages in a computer cache so that they 
may quickly find and access the various services. For 
example, in order to reserve and pay for airline travel, a user 
must connect to the Internet, go to his/her book-marks file 
and select an airline page. The user then has to enter a user 
name and password, and follow on-screen instructions once 
the page is delivered. If the user wishes to purchase tickets 

2 
from the WEB site, and wishes to transfer funds from an 
on-line banking service, the user must also look for and 
select the personal bank or account page to initiate a funds 
transfer for the tickets. Different user names and passwords 

5 may be required to access these other pages, and tbings get 
quite complicated. 

Although this preceding example is merely exemplary, it 
is generally known that much work related to finding WEB 
pages, logging in with passwords, and the like is required to 

10 successfully do business on the WEB. 
A service known to the inventor and described in the 

related case listed under the cross-reference to related docu- 
ments section provides a WEB service that allo,,Als a user to 
store all of his password protected pages in one location such 

15 that browsing and garnering information from them is much 
simplified. A feature of the above service allows a user to 
program certain tasks into the system such that requested 
tasks are executed by an agent (software) based on user 
instmction. The service stores user password and log-in 

zo information and uses the information to log-in to the user's 
sites, thus enabling the user to navigate without having to 
manually input log-in or password codes to gain access to 
the links. 

The above-described service uses a server to present a 
25 user-personalized application that may be displayed as an 

interactive home page that contains all of his listed sites 
(hyperlinks) for easy navigation. The application lists the 
user's URL's in the form of hyperlinks such that a user may 
click on a hyperlink and navigate to the page wherein login, 

30 if required, is automatic, and transparent to the user. 
The application described above also includes a software 

agent that may be programmed to perform scheduled tasks 
for the user including retuming specific summaries and 

35 
updates about user-account pages. A search function is 
provided and adapted to cooperate with the software agent 
to search user-entered URL's for specific content if such 
pages are cached somewhere in their presentable form such 
as at the portal server, or on the client's machine. 

40 	In addition to the features described above, it is desirable 
that the software agent in conjunction with the search 
funetion be enabled to navigate to any URL or group of 
URL's, provided as input by a user or otherwise deemed 
appropriate by the service provider, for the purpose of 

45  providing summary information regarding updated content 
for each URL, which may be presented as an HTML 
information-page to the user. 

What is clearly needed is a method and apparatus that can 
independently navigate to user-supplied or known URL's, 

So login with the appropuate password information at each 
URL (if required), and retum requested summary informa- 
tion to a user in the form of a human and machine-readable 
HTML document. Such a system would provide an effective 
summarization service wherein important information may 

55 be presented to a user without requiring that the user invoke 
hyperlinks at his personal portal home page. 

SUMMARY OF THE INVENTION 

In a preferred embodiment of the present invention an 
60 Internet Portal is provided, comprising an Internet- 

connected server; and a portal software executing on the 
server, including a summary software agent. The Portal 
maintains a list of Internet destinations specific for a 
subscriber, and the summary software agent accesses the 

65 Internet destinations, retrieves information according to 
pre-programmed criteria, and summarizes the retrieved 
information for delivery to the subscriber. 
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In one embodiment the Portal further comprises a con- 
figuration and intitiation interface for a subscriber to set up 
and slart a summary search, and summary searches may be 
configured for individual clients as templates stored and 
retrieved at the Internet-connected server. In some cases 
summary inf.ormation is stored to be later downloaded at 
request of the subscriber, and in others the information is 
immediately pushed.to  the client. Also in some embodi- 
ments autologins are performed for the subscriber at each 
Internei site according to a data stored for the subscriber at 
the Portal. 

Melhods for practicing the invention in several embodi- 
ments are provided as well in the descriptions that follow, 
and for the first time a system is enabled allowing subscrib- 
ers to quickly access multiple WEB sites without lengthy 
log-in procedures, and to also summarize and download the 
data resulting from a summary search. 

BRIEF DESCRIPTION OF THE DRAWINGS 
FIGURES 

FIG. 1 is an overview of an Internet portal system and 
network according to an embodiment of the present inven- 
tion. 

FIG. 2 is an exemplary plan view of a personalized Portal 
home page application as it may be seen on a display 
monitor according to an embodiment of the present inven- 
tion. 

FIG. 3 is a flow diagram illustrating user interaction with 
the Internet portal of FIG. 1. 

FIG. 4 is a block diagram illustrating a summarization 
software agent and capabilities thereof according to an 
embodiment of the present invention. 
' FIG. 5 is a logical flow chart illustrating an exemplary 
summarization process performed by the software agent of 
FIG. 4 operating in a user-defined mode. 

FIG. 6 is a logical flow chart illustrating an exemplary 
summarization process performed by the so8ware agent of 
FIG. 4 in a User-independent smart mode with minimum 
user input. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

According to a preferred embodiment of the present 
invention, a unique Internet portal is provided and adapted 
to provide unique services to users who have obtained 
access via an Internet or other network connection from an 
Internet-capable appliance. Such an interface provides users 
with a method for storing many personal WEB pages and 
further provides search function and certain task-performing 
functions. The methods and apparatus of the present inven- 
tion are taught in enabling detail below. 

FIG. 1 is an overview of an Intemet portal system 11 and 
Intemet network 13 according to an embodiment of the 
present invention. Portal system 11, in this embodiment, 
operates as an ISP in addition to a unique network portal, but 
may, in other embodiments be implemented as a stand-alone 
Intcrnet server. In yet other embodiments the service and 
apparatus described herein may also be provided by such as 
a search and listing service (AltaVistaTM, YahooT'^) or by 
any other enterprise hosting a WEB-connected server. 

Intemet 13 is representative of a preferred use of lhe 
present invention, but should not be considered limiting, as 
the invention could apply in other networks and combina- 
tions of networks. 

ISP 15 in this embodiment comprises a server 31, a 
modem bank 33, represented here by a single modem, and  

.,l 

a mass storage repository 29 for storing digital data. The 
modem bank is a convenience, as conneclion to the server 
could be by another type of network link. ISP 15, as is 
lypical in lhe art, provides Internet access servic:es for 

5  individual subscribers. In addition to well-known Internet 
access services, ISP 15 also provides a unique subscription 
service as an Internet portal for the puipose of storing many 
WEB pages or destinations along with any passwords and or 
personal codes associated with those pages, in a manner 

30 
described in more detail below. This unique portal service is 
provid6d by execution of Portal Software 35, which is 
termed by the inventors the Password-All suite. The soft- 
ware of the invention is referred to herein both as the Portal 
Software, and as the Password-all software suite. Also, in 

15 
much of the description below, the apparatus of the inven- 
tton is referred to by the Password-All terminology, such as 
the Password-A11 Server or Password All PortaL 

ISP 15 is connected to Internet 13 as shown. Other 
equipment known in the art to be present and connected to 

20  a network such as Internet 13, for example, IP data routers, 
data switches, gateway routers, and the lil:e, are not illus- 
trated here but may be assumed to be present. Access to ISP 
15 is through a connection-oriented telephone system as is 
known in the art, or through any other Intemet/WEB access 

25 connection, such as through a cable modem, special network 
connection (e.g. Tl), ISDN, and so forth. Such connection is 
illustrated via access line 19 from Internet appliance 17 
through modem bank 33. 

In a preferred embodiment a user has access to Intemet 

30 Password-All Portal services by a user name and password 
as is well known in the art, which provides an individualized 
WEB page to the subscriber. In another embodiment 
wherein a user has other individuals that use his or her 
Internet account, then an additional password or code unique 

35  to the user may be required before access to portal 31 is 
granted. Such personalized Portal WEB pages may be stored 
in repository 29, which may be any convenient form of mass 
storage. 

Three Internet servers 23, 25, and 27, are shown in 
40 Internet 13, and represent Intemet servers hosted by various 

enterprises and subscribed to by a user operating appliance 
17. For example, server 23 may be a bank server wherein 
interactive on-line banking and account managing may be 
performed. Server 25 may be an investment server wherein 

45 investment accounts may be created and managed. Server 27 
may be an airline or travel server wherein fGghts may be 
booked, tickets may be purchased, and so on. In this 
example, all three servers are secure servers requiring user 
ID and password for access, but the invention is not neces- 

so sarily limited to just secure services. 
In a preferred embodiment of the present invention, a 

subscribing user operating an Internet-capable appliance, 
such as appliance 17, connects to Password-All Portal 
system 11 hosted by ISP 15, and thereby gains access to a 

55 personalized, interactive WEB page, which in turn provides 
access to any one of a number of servers on Internet 13 such 
as servers 23, 25, and 27, without being required to enter 
additional passwords or codes. In a preferred embodiment 
the software that enables this service is termed Password-All 

6o by the inventors. Password-All may be considered to be a 
software suite executing on the unique server, and in some 
instances also on the user's station (client). Additional 
interactivity provided by portal software 35 allows a con- 
nected user to search his listed pages for information asso- 

65 ciated with keywords, text strings, or the like, and allows a 
user to program user-defined tasks involving access and 
interaction with one or more Internet-connected servers such 
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as servers 23, 25, and 27 according to a pre-defined time 
schedule. These functions are taught in enabling detail 
below. 

FIG. 2 is an illustration of a personalized portal page as 
may be seen on a display monitor according to an embodi- 
ment of the present invention, provided by Password-All 
Portal softtivare 35 executing on server 31, in response to 
secure access by a subscriber. Page 32 presents an interac- 
tive listing 34 of user-subscribed or member WEB pages, 
identified in this example by URL, but which may also be 
idenlified by any convenient pseudonym, preferably 
descriptive, along with user name and typically encrypted 
password information for each page. Listed in a first column 
under destination, are exemplary destinations LBC.com, My 
Bank.com, My Stocks.com, My shopping.com, 
Mortgage.com, and Airline.com. These are but a few of 
many exemplary destinations that may be present and listed 
as such on page 33. In order to view additional listings listed 
but not immediately viewable from within application 33, a 
scroll bar 35 is provided and adapted to allow a user to scroll 
up or down lhe list to enable viewing as is known in the art. 

Items listed in list 34 in this example may be considered 
destinations on such as servers 23, 25, and 27 of FIG. i. 
Typically the URL associated with an item on this list will 
not take a user to a server, per se, but to a page stored on a 
server. User names and password data associated with eacb 
item in list 34 are illustrated in respective columns labeled 
user name, and password, to the right of the column labeled 
destination. Each listing, or at least a portion of each listing, 
is a hyperlink invoking, when selected, the URL to that 
destination. In some instances a particular service may have 
more than one associated URL. For example, My Bank.com  
may have more than one URL associated for such as 
different accounts or businesses associated also with a single 
subscriber. In this case there may be a sub-listing for 
different destinations associated with a single higher-level 
listing. This expedient is not shown, but given this teaching 
the mechanism will be apparent to those with skill in the art. 

In some embodiments one page 33 may be shared by more 
than one user, such as a husband and wife sharing a common 
account and subscription. An instance of this is illustrated 
herein with respect to the server labeled Mortgage.com  
wherein both a John and a Jane Doe are listed together under 
the column labeled user name. In another embodiment, a 
network of individuals, perhaps business owners, authorized 
co-workers, investment parties, or the like may share one 
application. In this way, system 11 may be adapted for 
private individuals as well as business uses. 

After gaining access to application 33 which is served via 
Internet portal server 31 of FIG. 1, a user may scroll, 
highlight, and select any URL in his or her list 34 for the 
purpose of navigation to that particular destination for 
further interaction. Application 33 already has each pass- 
word and user name listed for each URL. It is not necessary, 
however, that the password and user name be displayed for 
a user or users. These may well be stored transparently in a 
user's profile, and invoked as needed as a user makes 
selections. Therefore, a user is spared the need of entering 
passwords and user names for any destinations enabled by 
list 34. Of course, each list 34 is built, configured and 
maintained by a subscribing user or users, and an editing 
facility is also provided wherein a user may edit and update 
listings, including changing URL's adding and deleting 
listings, and the like. 

In another aspect of the invention new listings for a user's 
profile, such as a new passthrough to a bank or other 

T 
enterprise page, may be added semi-automatically as fol- 
lows: Typically, when a user opens a new account with an 
enterprise through interaction with a WEB page hosted by 
the cnterprise, the user is required to provide certain 

5 information, which will typically include sucb as the user's 
ID, addres.s, e-mail account, and so forth, and typically a 
new user name and passxvord to access the account. In this 
process the user will be interacting with the enterprise's 
page from his/her browser. A Password-All plug-in is pro- 

lo vided wherein, af.ter entering the required information for 
the new enterprise, the user may activate a pre-determined 
signal (right click, key stroke, etc.), and the Password-All 
suite will then enter a new passthrough in the user's Pass- 
word. All profile at the Password-All Portal server. 

15 	In a related method for new entries, the enterprise hosting 
the Password-All Portal may, by agreement with other 
enterprises, provide log-in and sign-up services at the 
Password-All Portal, with most action transparent to the 
user. For example, there may be, at the Password-All Portal, 

20  a selectable browser list of cooperating enterprises, such as 
banks, security services, and lhe like, and a user having a 
Password-All Portal subscription and profile may select 
among such cooperating enterprises and open new accounts, 
which will simultaneously and automatically be added to the 

25 Password-All Portal page for the user and to the server 
hosted by the cooperating enterprise. There may be some 
interactivity required for different accounts, but in the main, 
much information from the user's profile may be used 
directly without being re-entered. 

3e 	The inventors have anticipated that many potential users 
may well be suspicious of providing passwords and user 
names to an enterprise hosting a Password-All Portal Server 
executing a service like Password-All according to embodi-
ments of the present invention. To accommodate this 

35 problem, in prefened embodiments, it is not necessary that 
the user provide the cleartext password to Password. All. 
Instead, an encrypted version of each password is provided. 
When a user links to his passthrough page in Password=A11 
at the Password-All Portal server, when he/she invokes a 

ao hyperlink, the encrypted password is returned to the user's 
system, which then, by virtue of the kept encryption key or 
master password, invokes the true and necessary password 
for connection to the selected destinationa It is thus not 
necessary that cleartext passwords be stored at the 

45 password-All Portal server, where they may be vulnerable to 
attack from outside sources, or to perceived misuse in other 
ways as well. 

In a related safety measure, in a preferred embodiment of 

50 
the invention, a user's complete profile is never stored on a 
single server, but is distributed over two or more, preferably 
more, servers, so any problem with any one server will 
minimize the overall effect for any particular user. 

Password-All, as described above, allows a user to access 

55 a complete list of the user's usual cyberspace destinations, 
complete with necessary log-on data, stored in an encrypted 
fashion, so a user may simply select a destination (a 
hyperlink) in the Password-All list, and the user's browser 
then invokes the URL for the selected destination. In an 

60  added feature, Password-All may display banner ads and 
other types of advertisement during the navigation time 
between a hyperlink being invoked and the time the desti- 
nation WEB page is displayed. 

In yet another embodiment of the invention, a user/ 
55 subscriber need not access the Password-All page to enjoy 

the advantages of the unique features provided. In this 
variation, a Plug-In is provided for the subscriber's WEB 
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browser. If the subscriber navigates by use of the local 
browser to a WEB page requiring a secure log-in, such as 
his/her on-line banking destination, when the subscriber is 
presented wilh an input window for ID and Password, the 
plug in may be activated by a predetermined user input, such 
as a hot key or right click of the mouse device. The plug-in 
then accesses, transparently, the Password-All page (which 
may be cached at the client), and automatically accesses and 
provides the needed data for log-on. 

In yet another aspect of the invention a search option 37 
allows a user to search list 34 fo~ specific URL's based on 
typed input such as keywords or the like. In some cases, the 
number of URL's stored in list 34 can be extensive making 
a search function such as function 37 an attractive option. A 
criteria dialog box 51 illustrated as logically separated from 
and below list 34 is provided and adapted to accept input for 
search option 37 as is known in the art. In one embodiment, 
search option 37 may bring up a second window wherein a 
dialog box such as box 51 could be located. 

In another aspect of the invention the search function may 
also be configured in a window invoked from window 33, 
and caused to search all or selected ones of listed 
destinations, and to return results in a manner that may be, 
at least to some extent, configured by a user. For example, 
a dialog box may be presented wherein a user may enter a 
search criteria, and select among all of the listed destina- 
tions. The search will then be access each of the selected 

destinations in turn, and the result may be presented to the 
user as each instance of the criteria is found, or results may 
be listed in a manner to be accessed after the search. 

Preferably the search function is a part of the Password- 
All Portal software, available for all users, and may be 
accessed by byperlinks in user's personal pages. In some 
embodiments users may create highly individualized search 
functions that may be stored in a manner to be usable only 
by the user who creates such a function. 

In many aspects of the present invention, knowledge of 
specific WEB pages, and certain types of WEB pages, is 
highly desirable. In many embodiments characteristics of 
destination WEB pages are researched by persons 
(facilitators) maintaining and enhancing Password-All Por- 
tal software 35, and many characteristics may be provided in 
configuration modules for users to accomplish specific tasks. 
In most cases these characteristics are invoked and incor- 
porated transparent to the user. 

In yet another aspect of the present invention, the 
Password-All suite is structured to provide periodic reports 
to a user, in a manner to be structured and timed by the user, 
through the user's profile. For example, reports of changes 
in account balances in bank accounts, stock purchases, stock 
values, total airline travel purchases, frequent-flier miles, 
and the like may be summarized and provided to the users 
in many different ways. Because the Password-All Portal 
server with the Password-All software site handles a broad 
variety of transactional traffic for a user, there is an oppor- 
tunity to summarize and collect and process statistics in 
many useful ways. In preferred embodiments of the inven- 
tion such reports may be fumished and implemented in a 
number of different ways, including being displayed on the 
user's secure personal WEB page on the Password-All 
Portal. 

Ia addition to the ability of performing tasks as described 
above, task results including reports, and hard documents 
such as airline lickets may be sent over the Internet or other 
data packet-networks to user-defined destinations such as 
fax machines, connected computer nodes, e-mail servers, 

and other Internet-connected appliances. All tasks may be 
set-up and caused lo run according lo user-defined schedules 
while the user is doing something else or is olherwise not 
engaged with the scheduled task. ' 

5 	In anolher embodiment of the prescnt invention, recog- 
nizing the increasing use of the Internet for fiscal 
transactions, such as purchasing goods and services, a 
f.acility is provided in a user's profile to automatically track 
transactions made at various destinations, and to authorize 

10 payment either on a transaction-by-transaction basis, or after 
a session, using access to the user's bank accounts, all of 
which may be pre-programmed and authorized by the user. 

Other functions or options illustrated as part of applica- 
tion 35 include a last URL option 41, an update function 43, 

15 and an add function 45. Function 41 allows a user to 
immediately navigate to a last visited URL. Update function 
43 provides a means of updating URL's for content and new . 
address. An add function enables a user to add additional 
URL's to list 34. Similarly, function 45 may also provide a 

ZO means lo delete eniries. Other ways to add accounts are 
described above. It should be noted that the services pro- 
vided by the unique Password-All Portal in embodiments of 
the present invention, and by the Password-All software 
suite are not liniited to destinations requiringpasswords and 

25 user names. The Password-All Portal and software in many 
embodiments may also be used to manage all of a user's 
bookmarks, including editing of bookmarks and the like. In 
this aspect, bookmarks will typically be presented in 
indexed, grouped, and bierarchical ways. 

30 	There are editing features provided with Password-All for 
adding, acquiring, deleting, and olherwise managing book- 
marks. As a convenience, in many embodiments of the 
invention, bookmarks may be downloaded from a user's 
Password-All site, and loaded onto the same user's local 

35 browser. In this manner, additions and improvements in the 
bookmark set for a user may be used without the necessity 
of going to Password-All. Further, bookmarks may be 
uploaded from a user's local PC to his/her home page on the 
Password-All site by use of one or more Password-All 

ao plug-ins. 
It will be apparent to the skilled artisan, given the teaching 

herein, that the functionality provided in various embodi- 
ments of the invention is especially applicable to Internet- 

45 capable appliances that may be limited in input capability. 
For example, a set-top box in a WEB TV application may 
well be without a keyboard for entering IDs and Passwords 
and the like. In practice of the present invention keyboard 
entry is minirnized or eliminated. The same comments apply 

5o to many other sorts of Internet appliances. 

In preferred embodiments of the invention, once a 
subscriber-user is in Password-All, only an ability to point- 
and-click is needed for all navigation. To get into the 
Password-All site, using a limited apparatus, such as an 

55 appliance without a keyboard or keypad, a Smartcard or 
embedded password may be used, or some other type of 
authentication. 

It will be apparent to one with skill in the art that an 
interactive application such as application 33 may be pro- 

60 vided in a form other than a WEB page without departing 
from the spirit and scope of the present invention. For 
example, an application such as application 33 may be 
provided as a downloadable module or program that may be 
set-up and configured off-line and made operational when 

65 on-line. 

FIG. 3 is a flow diagram illustrating user interaction with 
the Internet Password-All Portal of FIG. 1. The following 

Ex. 1002 Page 37



Case 1:14-cv-01445-UNA Document 1-1 Filed 12/01/14 Page 13 of 18 PagelD #: 34 

US 6,199,077 B1 
~ 
	

10 
process steps illustrated, according lo an embodiment of the 
present invention, are intended to illustrate exemplary user- 
steps and automated software processes that may be initiated 
and invoked during interaction with an Internet portal of thc 
present invention such as portal 31 of FIG. 1. In step 53 a 5 
user connect.s lo the Inlernet or another previously described 
switched-packet network via a compatible appliance such as 
Internet appliaoce 17 of. FIG. 1. 

At step 55, a user enters a u.ser-name and password, 
which, in one embodiment, may simply be his ISP user name 10 
and password. In another embodiment, a second password or 
code would be required to access an Intemet portal such as 
portal server 31 of FIG. 1 after logging onto the Internet 
through the ISP. In some cases, having a special an-angement 
with the ISP, there may be one password for both Internet 15 
access through the ISP and for Password-All. At step 57 a 
personal WEB page such as page 32 of FIG. 2 is displayed 
via lntemet portal server 31. At minimum, the personalized 
WEB page will contain all user configured URL's, and may 
also be enhanced by a search function, among other possi- 20 
bilities. 

In step 58 a user will, minimally, select a URL from his 
or her bookmarked destinations, and as is known by hyper- 
link technology, the transparent URL will be invoked, and 
the user will navigate to that destination for the purpose of 25 
normal user interaction. In this action, the Password-All 
Portal software transparently logs the user on to the desti- 
nation page, if such log-on is needed. 

At step 60 the user invokes a search engine by clicking on 30 
an option such as described option 37 of FIG. 2. At step 62, 
the user inputs search parameters into a provided text field 
such as text field 51 of FIG. 2. After inputting such 
parameters, the user starts the search by a button such as 
button 52. The search engine extracts information in step 64. 
Such information may be, in one option, of the form of 35 
URL's fitting the description provided by search parameters. 
A searched list of URL's may be presented in a separate 
generated page in step 66 after which a user may select 
which URL to navigate to. In an optional search function, 
the user may provide search criteria, and search any or all of 40 
the possible destinations. for the aiteria. 

In another embodiment wherein WEB pages are cached in 
their presentable form, information extracted in step 64 may 
include any information contained in any of the stored pages 4$ 
such as text, pictures, interactive content, or the like. In this 
case, one displayed result page may provide generated links 
to search results that include the URL associated with the 
results. Perhaps by clicking on a text or graphic result, the 
associated WEB page will be displayed for the user with the 50 
result highlighted and in view with regards to the display 

window. 
Enhanced Agent for WEB Summaries 
In another aspect of the present invention, a software 

agent, termed a gatherer by the inventors, is adapted to 55 
gather and return summary information about URL's 
according to user request or enterprise discretion. This is 

accomplished in embodiments of the present invention by a 
unique scripting and language parsing method provided by 
lhe invenlor wherein human knowledge workers associated 60 
with the service provide written scripts to such a gatherer 
according lo subscriber or enterprise directives. Such a 
software gatherer, and capabilitie& thereof, is described in 
enabling detail below. 

Referring now to FIG. 1, there is illustrated an exemplary 65 
architecture representing a portal service-network which, in 
this case is hosted by ISP 15. Portal software 35 in this  

embodiment executes on portal server 31 set-up at the ISP 
location. Mass repository"29 is used for storing subscriber 
information such as passwords, login names, and the like. 
Internet servers 23, 25, and 27 represcnt servers that are 
adapted to serve WEB pages of enterprises patronized by a 
subscriber to the portal service such as one operaling Inler- 
net appliance 17. 

The main purpose of portal software 35 as described 
above with reference to FIG. 2, is to provide an interactive 
application that lists all of the subscriber's WEB sites in the 
form of hyperlinks. When a user invokes a hyperlink from 
his personal list, software 35 uses the subscriber's personal 
information to provide an automatic and transparent login 
function for the subscriber while jumping the subscrlber to 
the subject destination. 

Referring again to FIG. 2, an interactive list 34 containing 
user-entered hyperlinks and a set of interactive lools is 
displayed to a subscriber by portal software 35 of FIG. 1. 
One of the tools available to a subscriber interacting witb list 
34 is agent (software) 39. Agent 39 may be programmed to 
perform certain tasks such as obtaining account information, 
executing sirnple transactions, returning user-requested noti- 
fication informalion about upcoming events, and so on. 
Search function 37 and update function 43 may be integrated 
with agent 39 as required to aid in funclionality. 

It is described in the above disclosure that agent 39 may, 
in some embodiments, search for and return certain sum- 
mary information contained on user-subscribed WEB pages, 
such as account summaries, order tracking information and 
certain other information according to user-defined param- 
eters. This feature may be programmed by a user to work on 
a periodic time schedule, or on demand. 

In the following disclosure, enhancements are provided to 
agent 39. Such enhancements, described in detail below, 
may be integrated into agent 39 of portal software 35 (FIGS. 
1 and 2); and may be provided as a separate agent or gatherer 
to run with portal software 35; or may, in some 
embodiments, be provided as a standalone service that is 
separate from portal software 35. 

FIG. 4 is a block diagram illustrating a summarization 
software agent 67 and various capabilities and layers thereof 
according to an embodiment of the present invention. Sum- 
marization agent 67, hereinafter tcrmed gatherer 67, is a 
programmable and interactive software application adapted 
to run on a network server. Gatherer 67 may, in one 
embodiment, be integrated with portal software 35 of FIG. 
1 and be provided in the form of a software module separate 
from agent 39 (FIG. 2). In another embodiment, gatherer 67 
may be a part of agent 39 as an enhancement to the function 
of that agent as previously described. In still another 
embodiment, gatherer 67 may be provided as a parent or 
client-side application controlled by a separate service from 
the portal service described above. 

In this exemplary embodiment gatherer 67 is a multi- 
featured software application having a variety of sub- 
modules and interface modules incorporated therein to pro- 
vide enhanced function. Gatherer 67 has a client/service 
interface layer 69 adapted to enable directive input from 

both a client (user) and a knowledge worker or workers 
associated with the service. A browser interface 77 is pro- 
vided in layer 69, and adapted to provide access to appli- 
cation 67. from a browser running on a client's PC or other 
Internet or network appliance. Interface 77 facilitates 
bi-directional communication with a user's browser appli- 
cation (not shown) for the purpose of allowing the user to 
input summary requests into gatherer 67 and receive sum- 
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mary resulis. Inlerface 77 supports all existing network 
communication protocols such as may be known in the art, 
and may be adapled to support future protocols. 

Layer 69 also comprises a unique input scripting module 
79 that is adapted to allow a human knowledge worker to 5 

create and supply directive scripts containing the site logic 
needed by gatherer 67 to find and retrieve data from a WEB 
site. In this case, gatherer 67 executes and runs on a nelwork 
server such as server 31 of FIG. 1. However, this is not 
required in order to practice the present invention. 	lo 

It is assumed in this example that gatherer 67 is part of the 
portal software suite 35 running on server 31 of FIG. 1. 
Gatherer 67 may be provided as several dedicated agents, or 
as one multi-functional agent without departing from the 
spirit and scope of the present invention. For example, one 15  
gatherer 67 may be scripted and programmed to execute a 
single user request with additional gatherers 67 called upon 
to perform additional user-requests: Alternatively, one gath- 
erer 67 may be dedicated and assigned to each individual 
user and adapted to handle all requests from that user. 	20  

Interface layer 69 facilitates exchange of information 
from both a client and a knowledge worker. A client oper- 
ating a WEB browser witb an appropriate plug-in is enabled 
to communicate and interact with gatherer 67. For example, 
a user may enter a request to retum a summary of pricing for 25 
all apartments renting for under $1000.00 per month located 
in a given area (defined by the user) from apartments.com  
(one of user's registered WEB sites). The just mentioned 
request would be categorized as either a periodic request, or 
a one time (on demand) request. The communicated request 30 
initiates a service action wherein a knowledge worker asso- 
ciated with the service uses module 79 to set-up gatherer 67 
to perform it's function. Module 79 is typically executed 
from a network-connected PC operated by the knowledge 
worker. 	 35  

According to an embodiment of the present invention, a 
unique scripting method facilitated by module 79 is pro- 
vided to enable gatherer 67 to obtain the goal information 
requested by a user. For example, the above mentioned 
example of WEB-site apartments.com  has a specific HTML ao 
(hyper-text-markup-language) logic that it uses to create its 
site and post its information. Such site logic is relatively 
standard fare for a majority of different sites hosted by 
different entities. Using this knowledge, a knowledge 
worker creates a site-specific script or template for gatherer 45 
67 to follow. Such a template contains descriptions and 
locations of the appropriate fields used, for example, at 
apartments.com. Apartment description, location, deposit 
information, rental information, agent contact information, 
and other related fields are matched in terms of location and 50 
label description on the template created with module 79. 
Completed templates are stored in a database contained in a 
storage facility such as, perhaps, repository 29 of FIG. 1. 
Such templates may be reused and may be updated (edited) 
with new data. 	 55 

In one embodiment, one script may contain site logics for 
a plurality of WEB pages, and instructions for specific 
navigational instruction and password or login information 
may be contained therein and executed serially, such as one 
site at a time. It is important lo note that Ihe knowledge 60 
worker or workers may perform much of their scripting via 
automatic controls such as by object linking and embedding 
(OLE) and a minor portion of scripting may be performed 
manually in an appropriate computer language, many of 
which are known in the art). 	 65 

Gatherer 67 also has a process layer 71 adapted for 
internal information gathering and parameter configuration. 

An optional portal server interface 81 is provided and 
adapted to allow gatherer 67 to provide updated information 
to a user's list of hyperlinks and also to obtain data from 
portal server 31 if required. For example, required hyper- 
links may be mirrored from a user's home page to a scripting 
template for navigational purposes. In an embodiment 
wherein gatberer 67 is part of a standalone service, a 
convention for providing user login information may be 
supplied at the client's end when a request is made. For 
example, an encrypted password may be supplied by a client 
plug-in and gatherer 67 may temporarily borrow the user's 
encryption key when auto login is performed. 	, 

An appliance configuration module 83 is provided and 
adapted to allow a user to define and configure an Internet 
appliance to communicate with the service and receive 
summary information. Such appliances may include but are 
❑ot limited to palm top PC's, lap top PC's, cellular 
telephones, WEB TV's, and so on. Typically, a user will be 
presented a configuration WEB page from a network server 
that displays in his browser window on his desktop PC. The 
page contains an interface for communicating device param- 
eters and communication protocol types to module 83. In 
this way, a user may configure a preferred device for receipt 
of summary information. Device parameters and communi- 
cation protocols inhereut to such a device are incorporated 
into the scripting of the sile template and are-used as 
instructions for WEB summary delivery. 

A navigation layer 73 is provided and adapted to perform 
the function of extemal site navigation and data gathering 
for gatherer 67. To this end, a communicalion inlerface/ 
browser control module 85 is provided and adapted, to 
function as a WEB browser to access WEB sites containing 
WEB data. Control 85 receives it's instruction from the 
scripted template created by the knowledge worker. 

A parsing engine 87 is provided and adapted to parse 
individual WEB sites according to a template created via 
scripting module 79. Parsing engine 87 may be a PERL 
engine, an IE HTML engine, or any other or combination of 
known parsing engines. The template (not shown) .tells 
contro185 and parsing engine 87 where to go and what fields 
at the destination site to look for to access desired data. Once 
the data fields are located, parsing engine 87 gathers current 
data in the appropriate field, and retums that data to the 
service for further processing such as data conversion, 
compression and storage, and the like. 

Because WEB sites use tools that use consistent logic in 
setting up their sites, this logic may be used by the summa- 
rization service to instruct contro183 and parsing engine 87. 
The inventor provides herein an exemplary script logic for 
navigating to and garnishing data from AmazonTM.com. The 
hyperlinks and/or actual URLs required for navigation are 
not shown, but may be assumed to be included in the 
templale script. In this example, a company name Yodlee 
(known to the inventors) is used in the script for naming 
object holders and object containets, which are in this case 
Active XTM conventions. In another embodiment, JavaTM 
script or another object linking control may be used. The 
scripted template logic example is as follows: 

# Site amazon.orders.x - shows status of orders from Amazon 
login( 7 ); 
get( "/exec/obidos/order-lisU" ); 
my @tables = get_tables_containing_tezt( "Orders:" ); 
my $order_list = new Yodlee::ObjedHolder( 'orders' ); 
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14 
or for whom the data is made available according to enter- 
prise discretion. 

Asummarization page module 91 is provided and adapted 
to organize and serve a WEB summary page to a user. 

5  Module 91, in some embodiments, may immediately push a 
WEB summary lo a user, or module 91 may slore such 
summarized pages for a user to access via a pull method, in 
which case a notification may be sent to the user alerting him 
of the summary page availability. Summarization module 91 

30 includes an HTMLrenderer that is able to format data into 
HTML format for WEB page display. In this way, e-mail 
messages and the like may be presented as HTML text on a 
user's summarization page. Moreover, any sumniary data 
from any site may include an embedded hyperlink to that 

15  site. In this way, a user looking at an e-mail text in HTML 
may click on it and launch the appropriate e-mail program. 
Other sites will, by default, be linked through the summary 
page. 

Many users will access their summary data through a 
2o WEB page as described above, however, this is not required 

in order lo practice the present invention. In some 
embodiments, users will want their summary information 
formatted and delivered to one of a variety of Internet- 
capable appliances such as a palm top or, perhaps a cell 

25 phone. To this end, the renderer is capable of formatting and 
presenting the summary data into a number of formats 
specific to alternative devices. Examples of different known 
formats include, but are not limited to XML, plain text, 
UoxML, HDMT, audio, video, and so on. 

3o 	
In a preferred embodiment of the present invention, gather 

67.is flexible in such a way as it may act according to 
enterprise mles, client directives, or a combination of the 
two. For example, if a user makes a request for summary 

35 
data about a user/subscribed WEB page to be periodically 
executed and presented in the form of a HTML document, 
then gather 67 would automatically access and analyze the 
required internal information and user provided informatiou 
to formulate a directive. Using scripting module 79, a 

40 
knowledge worker provides a template (if one is not already 
created for lhat site) lhat contains the "where to go" and 
"what to get" information according to site logic, user input, 

The above example is a script that instructs contro185 and 	and known information. 

parser 87 to navigate to and obtain data from 
Amazon'TM.com, specifically that data that reflects the user's 
current order status. Scripts may also be written to obtain 
virtually any type of text information available from any 
site. For example, a user may wish to obtain the New York 
Times headlines, the top ten performing stocks, a compara-
tive list of flights from San Francisco to New York, ete. I❑ 
one embodiment, metadata may be associated with and used 
in-place of the actual scripted language for the purpose of 
reducing complication in the case of many scripts on one 
template. 

A data processing layer 75 is provided and adapted to 
store, process, and preseut retumed data to users according 
to enterprise rules and client direction. A database interface 
module 89 is provided and adapted to provide access for 
gatherer 67 to a mass repository such as repository 29 of 
FIG. 1, for the purpose of storing and retrieving summary 60

data, templates, presentation directives, and so on. Gatherer 
agent 67 may also access data through interface 89 such as 
profile information, user account and URL information, 
stored site logics and so on. Data scanned from the WEB is 
stored in a canonical format in a database such as repository 
29, or in another connected storage facility. All stored data 
is, of course, associated with an individual who requested it, 

continued 

$order_lisL->source( 'amazon' ); 
$order_lisL->link_info( get link_infoO ); 
n y @href_IisL; 
my Lcoutainer_list; 
forcach my $tablc ( @tablcs ) { 

my @rows = gel_table_rows( ); 
foreach my $i ( 0 . . $::rows ) { 

select_row( $i ); 	 . 
my $text = get_text( $rows[ $i ] ); 
next if $[cxt — /Orders:lStatus/; 
my @items = get_row_items( ); 
next unless @ilems >= 4; 
my( $order_num, $date, $status ); 
select_cell( ] ); 	- 
Sorder_num = gel_cell_text( ); 
my $href = get_url_offirst_href( get_cell( ) ); 
select_cell( 2 ); 
$date = get_cell_textO; 
select_cell( 3 ); 
$status = get_cell_lext( ); 
next unless defined $ordcr_num and defined $datc and dclined 

$status; 
my $order = new Yodlee::Container( 'orders' ); 
Sorder->order_number( $order_num ); 
Sorder->date( $date ); 
Sorder->stalus( $status ); 
Sorder_list->push_object( $order ); 
if( defined $href ) { 

push( @hrefJist, $href ); 
push( @container_list, $order ); 

foreach my $i ( 0 . . $#href_list ) { 
gel( $href_listf $i ] );  
@tables = get tables_containing_text( "Items Ordered:" ); 

foreach my $table ( @lables ) { 
my @rows = geC_table_rows( ); 

foreach my $j ( 0 . . $#rows ) { 
select--row( $j ); 
my $href = get_url_of fust_href( get_row( ) ); 
next unless defined $href; 
my @child_list = get_children( get_row( ), 'a' ); 	. 
next unless defined $child_list[ 0 1; 
my $text = get_text( $child_list[ 0 ] ); 
$container_list[ i ]->description( $texl ); 

} 
} 

} 
resull( $order_list ); 

as 

55 

65 

Altematively, if a user requests a summary about data on 
one of his sites such as, perhaps, current interest rates and 
re-finance costs at his mortgage site, the service may at it's 
own discretion provide an addilional unsolicited summary 
from an altemate mortgage site for comparison. This type of 
summarization would be designed to enhance a user's 

so position based on his profile information. In this case, 
updated data about latest interest rates, stock performances, 
car prices, airline ticket discounts, and so on would be stored 
by the service for comparative purposes. If a user request for 
a summary can be equaled or bettered in terms of any 
advantage to the user, such summary data may be included. 

In many ca.ses, created templates may be re-used unless a 
WEB site changes it's site logic parameters, in which case, 
the new logic must be accessed and any existing templates 
must be updated, or a new template may be created for the 
site. The templates contain site-specific script obtained from 
the site and stored by the knowledge workers. In one 
embodiment, companies hosting WEB pages atltomatically 
provide their site logics and any logic updates to the service 
by virtue of an agreement between the service and the WEB 
hosts. 

In an altemative embodiment gatherer 67 may be imple- 
mented as a client application installed on a user's PC. In 

Ex. 1002 Page 40



Case 1:14-cv-01445-UNA Docurnent 1-1 Filed 12/01/14 Page 16 of 18 PagelD #: 37 

US 6,199,077 B1 
15 

this embodiment, a user would not be required to supply 
log-in or password codes. Summarization scripts may be 
sent to the client software and templates may be automati- 
cally created with the appropriate scripts u.sing loo-in and 
password information encrypted and stored locally on the 
user's machine. 

In addition to providing WEB summary information, 
gatherer 67 may also be used to provide such as automatic 
registration to new sites, and for updating old registration 
information to existing sites. For example, if a user whishes 
to subscribe, or register at a new site, only the identification 
of the site is required from the user as long as his pertinate 
information has not changed. If a new password or the lrlce 
is required, gatherer 67 through control module 73 may 
present login or password codes from a list of alternative 
codes provided by a user. In another embodiment, a database 
(not shown) containing a wealth of password options may be 
accessed by gatherer 67 for the purpose of trying different 
passwords until one is accepted by the site. Once a password 
or log-in code is accepted, it may be sent to a user and stored 
in his password list and at the network level. 

It will be apparent to one with skill in the art that a 
software application such as galherer 67 may be imple- 
mented in many separate locations connected in a data 
network. For example, a plurality of gatberer applications 
may be distributed over many separate servers linked to one 
or more mass repositories. Client applications include but 
are not limited to a WEB-browser plug-in for communicat- 
ing to the service. Plug-in extensions may also be afforded 
to proxy servers so thal auto-login and data access may still 
be performed transparent to a user. 

In another embodiment, plug-ins enabling communica- 
tion with gatherer 67 may be provided and configured to run 
on other network devices for the purpose of enabling such a 
device to initiate a request and get a response without the 
need for a desktop computer. 

In most embodiments a user operating a desktop PC will 
order a one time or periodic summary related to some or all 
of his subscribed WEB sites. A logical flow of an exemplary 
request/response interaction is provided below. 

FIG. 5 is a logieal flow chart illustrating an exemplary 
summarization process performed by the software agent of 
FIG. 4 operating in a user-defined mode. In step 93, a user 
has initiated a new request for a summary (summary order). 
It is assumed for the purpose of discussion, that the request 
of step 93 involves a site wherein no template has been 
created. In step 95, the request is received and analyzed. A 
knowledge worker will likely perform this step. The new 
request may be posted to the user's portal home page, sent 
directly to gatherer 67, or even communicated through 
e-mail or other media to the service. 

In step 97 a knowledge worker accesses particular site 
logic associated with the request URLs. For example, if the 
request involves a plurality of URLs, then all site logics for 
those URLs are accessed. Logic may be available in a 
repository such as repository 29 of FIG. 1 if they were 
obtained at the time of user registration to a particular URL, 
or sent in by WEB-site hosts shortly after registration. If it 
is a completely new URL, then the logic must be obtained 
from the site. In most cases however, the logic will be known 
by virtue of a plurality of users accessing common URLs. 
Therefore cross-linking in a database of logic/user associa- 
tions may be performed to access a logic for a site that is new 
to one particular user, but not new to another. 

In step 99, the knowledge worker creates a template by 
virtue of scripting module 79 (FIG. 4) containing all site 

16 
logic, URLs, log-in and password information, and the user 
request information. As described previously, templates may 
be re-used for a same request. In most cases, scripting may 
be mostly automated with minimum manual input per- 

5 formed by the knowledge worker. In many cases, an existing 
templale will match a new request exactly, and may be 
re-used. In that case steps 97, 99, and 101 would not be 
required. 

In step 101 the template is stored and associated with the 
10 requesting user. The stored template may now be retrieved 

at a scheduled time for performing the summary gathering. 
At step 103, a browser control such as module 85 of FIG. 4 
is activated to access the stored template aod navigate to 
specified URLs for the purpose of gathering summary data. 

15 If a timing function is attributed to the template stored in 
step 101, then the template may self execute and call up the 
browser function. In another embodiment, the knowledge 
worker may notify the browser control to get the template 
for it's next task. In some embodiments, a plurality of 

ZO controls may be used with one template as previously 
described. 

In step 105, automatic log-in is performed, if required, to 
gain access to each specified URL. In step 107, a specified 
WEB-page is navigated to and parsed for requesled data 

25 according to the logic on the template. If there are a plurality 
of WEB -pages to parse, then this step is repeated for the 
number of pages. A variety of parsing engines may be used 
for this process such as an IE'rM parser, or a PERLTM parser. 
Only the requested data is kept in step 107. 

30 	A request may be an on-demand request requiring imme- 
diale return, or a scheduled request wherein data may be 
posted. At step 109, such logic is confirmed. If the data is to 
be presented according to a periodic schedule, then sum-
mary data parsed in step 107 is stored for latter use in step 

35 lll. In step 1113, the summary data is rendered as HTML if 
not already formatted, and displayed in the form of a 
summary WEB-page in step 115. The summary page may be 
posted for access by a user at a time convenient to the user 

40  (pull), or may be pushed as a WEB-page to the user and be 
made to automatically display on the user's PC. Notification 
of summary page availability may also be sent to a user to 
alert him of completion of order. 

If the summary data is from a one-time on-demand 

45 
request and required immediately by a user, then a network 
appliance and data delivery method (configured by the user) 
is confirmed, and the data is rendered in the appropriate 
format for delivery and display in step 117. In step 119, the 
summary data is delivered according to protocol to a user's 

50 
designated appliance. In step 121 a user receives requested 
information in the appropriate format. 

It will be apparent to one with skill in the art that there 
may be more or fewer logical steps as well as added 
sub-steps than are illustrated in this example. For example, 

55 step 105 may in other embodiments include sub-steps such 
as getting an encryption key from a user. In still another 
embodiment, part of a request may be rendered as HTML as 
in step 113 while certain other portions of the same request 
data might be rendered in another format and delivered via 

60 altemative methods. There are many possibilities. 
The method and apparatus of the present invention may 

be used to present summaries to users without user input. 
Process logic such as this is detailed below. 

FIG. 6 is a logical flow chart illustrating an exemplary 
65 summarization process performed by the software agent of 

FIG. 4 in a User-independent smart mode with minimum or 
no user input. In step ll7 an enterprise-initiated summary 
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process begins. In Ihis case, the enterprise may be assisting 
a user in finding a better deal or, perhaps presenting the 
individual with summaries from and links to alternative 
pages not yct subscribed lo by a user. 

In step 119, a database containing user information and 
parameters is accessed and reviewed. Certain information,, 
specific to a user may be required to initiate an enterprise- 
sponsored summary report. At step 121, the knowledge 
worker accesses the site logic specific to the specified target 
site or sites for summarization. In step 123, the knowledge 
worker modifies an existing user template, or creates a new 
one if necessary. At step 125 the template is stored in a 
repository such as repository 29 and associated with the user. 

As described in FIG. 5, the template either self-executes 
according to a timed function and invokes a browser control 
such as contro185 (FIG. 4), or is accessed by control 85 as 
a result of task notification. In step 127, the browser control 
begins navigation. Auto logins are performed, if required, in 
step 129 to gain access lo selected sites. If the WEB pages 
are new to a user, and the user has no registration with the 
WEB site, lhen through agreement, or other convention, the 
service may be provided access to such sites. Such an 
agreement may be made, for example, if the host of the WEB 
site realizes a possibility of gaining a new customer if the 
customer likes the summary information presented. In many 
other situations, no password or login information is 
required to obtain general information that is not personal to 
a client. 

In step 131, all sites are parsed for summary data and 
stored in canonical fashion in step 133. At step 135, the data 
is compiled and rendered as HTML for presentation on a 
summary page. In step 137, a WEB summary containing all 
of the data is made available to a user and the user is notified 
of it's existence. 

Providing certain information not requested by a user may 
aid in enhancing a user's organization of is current business 
on the WEB. Moreover, unsolicited WEB summaries may 
provide better opportunities than the current options in the 
user's profile. Of course, assisting a user in this manner will 
require that the enterprise (service) have access to the user's 
profile and existing account and service information with 
various WEB sites on the user's list. A user may forbid use 
of a user's personal information, in which case, no 
enterprise-initiated summaries would be performed unless 
they are conducted strictly in an offer mode instead of a 
comparative mode. 

The method and apparatus also may be practiced in a 
language and platform independent manner, and be imple- 
mented over a variety of scalable server architectures. 

The method and apparatus of the present invention may 
be practiced via private individuals on the Internet, busi- 
nesses operating on a WAN connected to the Intemet, 
businesses operating via private WAN, and so on. There are 
many customizable situations. 

The present invention as taught herein and above should 
be afforded ihe broadest of scope. The spirit and scope of the 
present invention is limited only by the claims that follow. 

18 
What is clainied is: 
1. An Internet Portal, comprising: 
an Internet-connected server; 
a list of addresses of Internet sites associated with a 

5 	specific person, which sites store information specific 
to the person; and 

a software suite executing on the server, the software suite 
including a set of gathering spitware agents, with at 
least one gatherer agent dedicated to each of the 

lo 	lntemet sites; 
wherein the Portal accomplishes a gathering cycle by 

accessing individual ones of the Intemet sites, authen- 
ticating too each site accessed as the person, and the 
gathering agenl dedicated to each site accessed extracts 

15 	data from that site. 
2. The Portal of claim 1 further comprising a configura- 

tion and initiation interface for the person to set up and start 
a gathering cycle. 

3. The Portal of claim 1 wherein the data gathered by the 
zo gathering agents is summarized and/or aggregated at the 

portal to be provided to the person. 
4. The Portal of claim i wherein the data gathered by the 

path agents is data specific to the person. 
5. The Portal of claim 1 wherein the portal stores user 

25 names and passwords for the person for each Internet site 
visited and uses the stored user games and passwords to 
authenticate to each site as the person. 

6. The Portal of claim 1 wherein the gathering agents 
comprise a parsing process in searching the accessed sites 

30 for data. 
7. In an Intemet Portal system, a method for gathering 

data specific to a person from a plurality of Intemet sites 
storing data specific to that person, the method comprising 
the steps of: 

35 	(a) initiating a gathering cycle accessing individual ones 
of the plurality of sites; 

(b) authenticating to the sites as the person; and 
(c) executing a so8ware gathering agent at each site 

accessed to gather data from the site, the gathering 
40 	agent dedicated to each site accessed. 

S. The method of claim 7 wherein the Portal further 
comprises a configurafion and initiation interface, and fur- 
ther comprising a step for the person to configure and initiate 
a gathering cycle through the interface. 

as 	9. The method of claim 7 further comprising a step for 
summarizing at the Portal the data gathered by the gathering 
agents, the resulting summary to be provided to the person. 

10. The method of claim 7 wherein the data gathered by 
the gathering agents is specific to the person. 

so 	11. The method of claim 7 wherein in step (a) the portal 
stores user names and passwords for the person for each 
Internet site visited, and uses the stored user names and 
passwords to authenticate to each site as the person. 

12. The method of claim 7 wherein in step (c) the 
55 gathering agents comprise a parsing process in searching the 

accessed sites for data. 
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(57) 	 ABSTRACT 

A system for delivering personal information according to 
the present invention includes a user store including end user 
data, a provider store including information provider data, a 
personal information store including personal information 
and a processor that communicates with these data stores. 
The processor selects an end user for personal infonmation 
aggregation. The processor connects with one or more 
information providers. The processor then proceeds to 
retrieve personal information for the selected end user from 
the connected information providers. This retrieval is based 
on end user data as.sociated with the selected end user and 
provider data associated with the connected information 
providers. The retrieved personal information is stored in the 
personal information store. 
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APPARATUS AND METHODS FOR 
AUTOMATED AGGREGATION AND 

DELIVERY OF AND TRANSACTIONS 
INVOLVING ELECTRONIC PERSONAL 

INFORMATION OR DATA 

CROSS-REFERENCE TO RELKf.ED PATENT 
Al?PLICATION 

This application claims the benefit, pursuant to 35 U.S.C. 
§119(e), of applicants' provisional U.S. Patent Application 
Ser. No. 60/105,917, filed Oct. 28, 1998, entitled "Apparatus 
and Method forAutomated Aggregation and Delivery of and 
Transactions Involving Electronic Personal Information or 
Data" and of applicants' provisional U.S. PatentApplication 
Ser. No. 60/134,395, filed May 17, 1999, entitled "Appara- 
tus and Metbod forAutomated Aggregation and Delivery of 
and Transactions Involving Electronic Personal Information 
or Data". 

BACKGROUND OF INVENTION 

1. Field of Invention 
The invention relates to an apparatus and process for 

automated aggregation and delivery of electronic personal 
information or data (PI). The invention further relates to the 
automation of transactions involving electronic PI. 

2. Description of Related Art 
Looking back over the last five years, it is apparent that 

as the Internet gained momentum, consumers demanded 
applications or services that make their online experience 
simpler, easier to use, and more satisfying. The development 
of successfirl Intemet Sites has corresponded with a number 
of themes which have developed over the last few years. 
When carefully analyzed this evolution is a logical devel- 
opment of the emerging digital economy. 

Prior to 1994, the Inlemet was not a mass media, in part, 
because the existing technologies (FTP, Archie, Usenet, and 
Gopher) were not user friendly and required the end user to 
do all of the work (e.g., the end user had to leam of an 
existing data source, find the address, navigate to the 
destination, and download the information). As more con- 
sumers began accessing the Intemet, Search Engines were 
created to solve this usability issue. With the advent of the 
commercial Search Engine, additional content could be 
easily added to the Intemet and the end user had a means of 
finding and accessing this information. Consumers required 
better tools than Search Engines f.or organizing and access- 
ing this wealth of generic content. Push technologies were 
explored, and eventually, the portal strategy was success- 
fully adopted as an efficient way for consumers to easily 
access a variety of content sources in a single, easy to use 
format. As the volume of available online content continues 
to grow exponentially, portals are now confronted with the 
need to make different types of content available to different 
consumers based upon their particular preferences and 
tastes. 

The phenomenal success of Internet portals and destina- 
tion sites has demonstrated the importance of creatively and 
intelligently aggregating, organizing and presenting the 
mass of information available on the Web. Search engines, 
portals and destination sites have Internet strategies based on 
the frequency, duration and quality of end user visits to their 
sites. For this reason, destination sites and portals are 
constantly seeking content and/or technologies which drive 
quality traffic to their site and keep it there. Recent trends 
indicate that Internet users are up to 25 times more likely to 

2 
come back to a site when this information is organized 
according to personal preferences. 

FIG. 1 displays the current process of acquiring online PI 
100. The end user first selects an information provider site 

5 in step 110. The end user proceeds to step 120 by locating 
and entering the Intemet address of lhe selected information 
provider. This step may be accomplished in several manners 
with varying levels of complexity. A simple means for 
accomplishing this step is the utilization of a bookmark or 

10 favorite whereas locating an information provider for Ihe 
first time might involve significant time and effort perform- 
ing online searches. In step 130, the end users logs into the 
selected information provider's Web site utilizing the site's 
specific logon protocol. This protocol usually involves veri- 

15 fying the identity of the end user using a user name and 
password or other means of verification, acquiring the 
verification data from cookies residing on the end user's 
system or a combination of requested data and cookie data. 
The end user continues in step 140 by navigating through 

20  Web pages on the information provider's Web site until the 
desired information is located. During this process, the end 
user is often required to visit Web pages of little or no use 
to the end user whose goals is to simply acquire the 
particular PI residing on the Web site. Ultimately in step 150, 

25 the end user is presented with the desired PI. The entire 
process 100 is repeated for each individual piece of PI 
desired by the end user. Under this PI access model, the end 
user must visit each separate information provider, track 
potentially different identity verification data for each, uti- 

30  lize a different user interface at each site and possibly wade 
through a significant number of filler Web pages. 

FIG. 4 pictorial illustrates the architecture of this current 
access process. The end user 210 utilizes the client computer 
220 to access each PI Web site 250 across the Intemet 230. 

35  This current model suffers from several significant deficien- 
cies. The end user must login to each site separately. Each 
separate site has its own graphical user interface. Each site 
wants the end user to stay and return; each visited site wants 
to retain end user focus for as long as possible. No true 

40  aggregation of PI exists; multiple accesses simply allow 
sequential access to particular pieces of PI. 

One partial solution to these problems has recently 
evolved in the form of portal sites. Generic portal sites 
aggregate resources into categories and provide links to sites 

45 covering topics within those categories. Yahoo and Excite 
are examples of generic portal sites. These sites facilitate 
horizontal aggregation of generic content; horizontal aggre- 
gation.refers to aggregation of PI access within a particular 
information provider category such as banks or utility com- 

So panies. Some portal site allows individual end users a 
limited capability to select and configure disparate generic 
PI. Generic PI refers to PI of interest to the particular end 
user that does not require specific identity verification to 
obtain. For example, an end user might be interested in the 

55 weather forecast for his local area. This information could be 
integrated into a portal page without requiring identity 
verification of the particular end user receiving this PI. The 
individualized portal page provides a significant benefit to 
users seeking to aggregate generic PI. However, current 

60 portal pages do not generally provide PI requiring identity 
verification such as an end user's stock portfolio or bank 
balance. Further, these pages do not facilitate transactioos 
utilizing PI. 

Under current technology, aggregating PI available over 
65 the Internet requires a significant burden in terms of time, 

effort and leaming curve. An end user wishing to access his 
PI needs to individually visit a variety of information 
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provider sites each with its own requirements, graphical user 
interface and login protocol. 

SUMIv1ARY OF THE INVEN'TION 

In the present invention, a networked computer is used to 
facilitate end user access of, manipulation of and transac- 
tions involving electronic PI associated with the particular 
end user such as stock portfolio, local weather, sports scores, 
bank account balances or other pertinent information or data. 
According to the present invention, the PI relevant to the 
particular end user is aggregated on the networked com- 
puter. This information or data is delivered to the end user 
in a unified manner by a variety of selectable delivery 
platforms such as facsimile, client computer, telephone, 
conventional mail, electronic mail, pager, other wireless 
device, Web page or channel or other delivery vehicle. The 
present invention further facilitates a variety of electronic 
transactions involving PI such as stock trading, retail 
purchases, bill payment, bank account fund transfers or 
other transactions. 

Asystem for delivering personal information according to 
the present invention includes a user store including end user 
data, a provider store including information provider data, a 
personal information store including personal information 
and a processor that communicates with these data stores. 
The processor supports the aggregation of personal infor- 
mation. The processor selects an end user for personal 
information aggregation. Once the end user is selected, the 
processor connects with one or more information providers. 
The processor then proceeds to retrieve personal information 
for the selected end user from the connected information 
providers. Tlus retrieval is based on end user data associated 
with the selected end user and provider data associated with 
the connected information providers. The retrieved personal 
information is stored in the personal information store. 

The above and other objects and advantages of the present 
invention will become more readily apparent when reference 
is made to the following description, taken in conjunction 
with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG.1 is a process diagram of lhe current process that end 
users perform to access Internet available PI. 

FIG. 2 is a block diagram of the components that could be 
used to implement present invention. 

FIG. 3 is a block diagram of the components of the PI 
engine. 

FIG. 4 is a diagram of the current PI access architecture. 
FIG. 5 is a diagram of an architecture supporting PI access 

utilizing an intermediary Web site. 
FIG. 6 is a diagram of the cookie/client cache architec- 

ture. 
FIG. 7 is a flowcbart for accessing pages underlying 

particular PI via the traditional process of FIG. 1 and via 
springboard technology. 

FIG. 8 depicts the integration model for the dynamic 
generation of HTML pages. 

FIG. 9 displays the run-time process for dynamic genera- 
tion of H'TML page. 

FIG. 10 illustrates a process for automated applet inter- 
action utilizing a modified Java virtual machine. 

FIG. 11 is a flowchart exemplifying an intermediary Web 
site transaction structure. 

DETAILED DESCRIPTION OF THE 
INVENTION 	 65 

Apreferred embodiment of the invention is now described 
in detail. Referring to the drawings, like numbers indicate 

m 
like parts throughout the views. As used in the description 
herein and throughout the claims that follow, the meaning of 

"an," and "ihe" includes plural reference unless the 
contexl clearly dictales otherwise. Also, as used in lhe 
description herein and throughout the claims that follo«; the 
meaning of "in" includes "in" and "on" unless the context 
clearly dictates otberwise. 

In no time, end users will have to log into a large number 
of different Web Sites, each with separate passwords, 
securily, rules, software and "look and feel"—jusl to gel the 
information currently obtained by checking one place—the 
mailbox at lhe end of the driveway. The Internet will 
fundamentally change the way in which end users will 
access Personal Information (PI) and will make e-commerce 
as familiar as using an ATM. "Personal Information" is all 
of the data that c:ompanies, information providers, have that 
is specific or unique to each person such as monthly bills, 
bank account balances, investments information, beallh care 
benefits, email, voice and fax messages, 401(k) holdings or 
potentially any other information pertinent to a particular 
end user. 

The present invention alleviates several of the problems 
with the current PI acquisition methods by automatically 
aggregating PI, not only generic PI as aggregated by portals 
but aLw PI specific to the end user requiring identity 
verification for access. In one embodiment, the invention 
automates the PI acquisition and delivery process. FIG. 2 
provides a block diagram of components that could be used 
to implement the present invention. The end user 210 
accesses a client computer 220 running client software 270 
which in a particular embodiment could be a general Web 
browser such as Navigator or Communicator (Netscape). 
The client computer 220 utilizes the Intemet 230 to access 
a PI engine 240 running on a PI host 290. The PI engine 240 
examines stored PI 280 for freshness. Any stale PI items are 
refreshed by directly reacquiring the PI from the particular 
information provider's Web site 250 running on the provid- 
er's computer system 260 accessed across the Internet 230. 
The PI engine 240 stores the fiesh PI in its store 280 and 
delivers the Pl to a selected destination, in this instance 
across the Internet 230 to the client computer 220 which 
displays the information to the end user 210 using the client 
software 270. The PI engine 240 refreshes all stale PI in a 
like manner prior to forwarding the aggregated PI to both the 
store 280 and the delivery destination, the client computer 
220 in this instance. The PI engine 240 may refresh the PI 
sequentially or in parallel. For example, the end user's 
checking account balance would be updated through his 
bank's Web site, his email from his particular email site, his 
portfolio information from his broker's site and his electric- 
ity bill from his electricity company's site. 

FIG. 3 displays a block diagram of the components of the 
PI engine 240. The PI engine 240 is composed of both 
storage and processing components. The three primary stor- 
age components are the PI store 280, the PI Provider store 
310 and the user store 360. The first storage component of 
the PI engine 240 is the PI store 280. The PI store 280 
contains eacb individual's PI record 375; the PI associated 
with a particular end user is segregated from the PI of all 
other end users. The PI engine also utilizes a provider store 
310 that maintains general parameters associated with par- 
ticular PI providers. The general parameters of a PI provider 
define the types of verification data necessary and the 
procedures to be followed to gain access to the particular PI 
provider. Each PI provider record also contains the types of 
PI provided by the PI provider and the types of transactions 
supported by the provider. Along with the type of PI or 
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transaction, the record also contains the additional types of 
data and procedures necessary to access the PI or execute the 
transaction. A user store 360 is also necessary to maintain 
configuration and verification information conccrning par- 
ticular end users. For each end user, the user selected PI 
providers, PI and transactions are registered along with the 
verification data necessary to acquire the PI or execute the 
transaction from the PI provider. 

The Pt store 280 may be implemented in a variety of 
ways. Referring to FIG. 2, the PI store 280 may comprise a 
database residing on the PI Host 290. Under this approach, 
the PI for each individual end user 210 is stored as a separate 
record or object 375 in the database. In yet another 
embodiment, the PI for each end user 210 could be stored in 
a separate file 375, thus performing the task of segregating 
PI of different users at the file lebel. 

In addition, or as an alternative, the PI associated with 
each end user 210 may reside on his/her client computer 220 
using cookie technology as specified in D. Kristol and L. 
Montulli, "HTTP State Management Mechanism", Request 
For Comments (RFC) 2109, February, 1997 (available at 
http://www.ietf.org/rfc/rfc2109.txt),  which is expressly 
incorporated herein in its entirety. The PI associate with the 
end user 210 would be stored as PI cookies 375. This 
implementation mechanism provides inherent support for 
segregating PI associated with one end user 375 from PI 
associated with all other end users. Utilizing this method as 
a substitute for a centralized store provides a layer of 
security against unauthorized access. As a further measure, 
PI data stored in cookies could be stored in an encrypted 
format_ 

FIG. 6 provides a diagram of a typical implementation of 
the PI store 280 using cookie technology; references in the 
foregoing description are also made to FIG. 3 with respect 
to the internal workings of the PI engine 240. When an 
attempt is made to access PI by an end user 210 directly, or 
through an intermediary Web server, the PI access/transact 
component 340 of the PI engine 240 would retrieve stored 
PI 375 from the PI store 280. Under this approach, this 
stored PI 375 would be received directly from cookies sent 
by the client computer 220 of the end user 210. The PI 
access/transact component 340 would perform any decryp- 
tion if necessary. Any updates required would be obtained by 
direct access of PI providers 250. The PI deliver component 
350 would provide the mechanism for both updating the PI 
store 280 as well as transmitting the requested PI to the end 
user 210, directly or through an intermediary Web site. The 
PI deliver component 350 would place the updated PI in the 
PI store 280 by replacing the outdated PI cookies 375 stored 
on the client computer 220. The PI deliver component 350 
would also handle any encryption if necessary. The PI 
deliver component 350 would also be responsible for trans- 
mitting requested PI. In a preferred embodiment, the PI store 
280 would be implemented using this cookie-based archi- 
tecture. 

The user store 360 may be implemented in a variety of 
ways. Referring to FIG. 2, the user store 360 may comprise 
a database residing on the PI Host 290. Under this approach, 
the personal configuration data for each individual end user 
210 is stored as a separate record or object in the database. 
In addition, or as an altemative, the end user data could be 
distributed in a manner similar to the cookie/cache archi- 
tecture describe above with respect to the PI store 280. 

In a preferred embodiment, the user store 360 could be 
implemented through personal information configuration 
(PIC) files. PIC files store a personal profile such as name, 

T 
address, and social security number in secure, encrypted 
fashion for each end user. PIC files facilitate automatic 
registration of end users with information Providers via the 
end user configuration component 330. This component will 

5  read the PIC file and, using retrieved personal information, 
pre-populate registration templates for selected Providers. 
Then, it will prompt the user to enter required information . 
that is missing from profile, if necessary. If the information 
is complete, the registration is automatically completed. 

lo Next, the end user configure componenl 330 completes any 
Provider registration forms, gets responses and updates the 
end user's PIC. 

The four primary processing components access and 
manipulate the data in the three stores. The processing 

15 components may execute on a single processor, such as a file 
server computer system based on a Pentium class (MMX, 
PRO, II, III, etc.) central processing unit or an equivalent, or 
multiple processors. These four processing components are 
the Baseline configure component 320, the end user config- 

2o ure component 330, the PI access/transact component 340 
and the PI delivery component 350 as seen in FIG. 3. The 
Baseline configure component 320 provides the interface by 
which new user selectable PI providers are added to the 
system. This component 320 might be implemented in a 

25 variety of ways including trial and error followed by manual 
entry of configuration information, semi-automated trial and 
error (automated location of Hypertext Markup Language 
(HTML) <FORM> elements, Javascript functions and Java 
applets) followed by manual entry of configuration infor- 

3o mation or, preferably, configuration by example (executing 
the protocol in a simulated Web client where the simulated 
Web client automatically generates a list of required data and 
a list of steps in the access process). These processes would 
be utilized at two levels: the first level being the set of data 

35 and steps required for general access to the particular PI 
provider and the second level being the set of additional data 
and steps required for accessing each particular piece of PI 
on the PI provider's site. The baseline configuration com- 
ponent 320 may be triggered independently when a new PI 

40 provider is added to the system, or it might be triggered as 
a result of a failure of the PI access/transact component 340 
potentially indicating a cbange in access requirements for 
the failed access. This latter waming would more likely 
result where the PI access/transact component 340 has made 

45 a comparison between requirements supplied by the Pro- 
vider store 310, both general to the PI provider and specific 
to the PI or transaction, and the end user data supplied by the 
user store 360 after seeking end user verification via a 
request of the end user to confirm the previously entered 

50 required access data via the end user configure component 
330 and found an inconsistency. When an inconsistency is 
determined, updates to the Provider store 320 are made to 
bring the Provider data into conformance with current 
aecess/transaction requirements. 

55 	The end user configure component 330 allows an end user 
to select and configure PI and transactions of interest to the 
specific user. This configuration information is maintained 
in the user store 360. When an end user initially subscribes 
to the system according to the present invention, the system 

6o allows the user to select the types and sources of PI and/or 
transactions desired. First, the system requests permission 
from the end user to act on his bebalf to obtain any selected 
PI and to execute any authorized transactions. Next, the 
system provides the user with a list of known information 

65 suppliers and the types of PI supplied from and transactions 
supported by the particular PI provider from the Provider 
store 320. The system requesls the verification data neces- 
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sary.for accessing each selected PI provider and the addi- 
tional data required by the particular Pls and/or transactions 
desired from that PI provider. Assuming the end user is 
already a registered user with lhe selected PI provider or lhe 
particular PI provider does not require prior registration, the 
data supplied by the end user is placed in the user store 360. 

One method of obtaining any cookie data would be for the 
end user to access each previously accessed PI utilizing the 
PI engine 240 as a proxy server. The PI engine 240 would 
pass the cookie data to the PI provider site with the appro- 
priale Web page requests to obtain lhe PI or execute the 
transaction and with the end user's permission retain a copy 
of the cookie data in the his record in the user store 360. An 
alternate means of obtaining the cookie data would be a 
direct upload of the cookie information from the end user's 
computer. In a preferred embodiment, no cookie data is 
necessary where a user is already registered witb a provider. 
All that is necessary is the verification data for login. 

If the end user does not have the requisite information 
because he is not a registered user of a selected PI provider, 
the user configure component 330 prompts the user for the 
information necessary to register the end user with the PI 
provider and performs the registration procedure required by 
the PI provider. A simulated Web client could perform this 
process automatically supplying the access data as required 
and sending any necessary cookie data. The manner in 
which such a simulated client registers the end user depends 
significantly upon the interaction method used on the Pf 
provider Web site. If the Web site uses HTML forms and 
common gateway interface (CGI) applications, the end user 
configure component 330 can formulate a uniform resource 
locator (URL) to replicate the effect of actual form usage and 
submit this URL to the simulated Web client. The use of a 
URL to mimic an HTML form is equivalent to manually 
entering the data into the Web <FORM> element. See 
Kerven, Foust, Zakour, HTML 3.2 Plus How-To, Waite 
Group Press, 1997, pp. 559-569. If the Web site uses a 
mixture of HTML forms and Javascript functions, a simu- 
lated Web client with a modified Javascript interpreter could 
effectively register the user by following the end user 
registration process for the particular PI provider. The reg- 
istration process to follow would be obtained from the 
record of the particular PI provider in the Provider store 320. 
The Javascript interpreter in the simulated Web client would 
follow this procedure and supply the data supplied by the 
end user. A similar process could be used if the registration 
process on the PI provider Web site utilizes a Java applet. A 
Web client with a modified Java bytecode interpreter could 
effectively register the user by following the end user 
registration process stored for the particular PI provider in 
the Provider store 320. The bytecode interpreter would 
supply the data previously entered by the end user rather 
than requiring interactive input from the end user. If the PI 
provider Web site utilizes a combination of forms, scripts 
and applets, the individual procedures above could be used 
in combination to accomplish the desired registration. 

With reference to FIG. 2 and FIG. 3, a modification of the 
Java virtual machine (VM) could allow for automated 
interaction between the various functional components of 
the PI Engine 240 and Java applet available through pro- 
vider Web servers 250. Templates for interacting with par- 
ticular applets could reside in the Provider store 310. The 
specific input data utilized by such templates could be stored 
in the User store 360. When a functional component such as 
the end user configure 330 or the access/transact 340 com- 
ponents requires automated communication with a Java 
applet on a provider Web server 250, the modified Java VM 
would facilitate this interaction. 

FIG. 10 illustrates one proces.s utilizing such a modified 
Java VM to achieve such automated interaction. The func- 
tional component requiring interaction identifies the pro- 
vider and the particular applel on that provider with which 

5  the component needs to inleract in step 1010. In step 1020, 
the component accesses the necessary template for interact- 
ing wilh the applet from the Provider store 310. Proceeding 
to step 1030, the component accesses the User store 360 to 
obtain the data required by lhe template. The modified Java 

10 
VM interprets the applet in step 1040 and, rather than 
requiring interactive input from a user as in a normal Java 
applet execution, awaits input from or output to the inter- 
acting functional component of the PI engine. In step 1050, 
the functional component supplies input data to the modified 

15 
 Java . VM according to the accessed template and retrieved 

data and receives output_ data according to the accessed 
template. Steps 1040 and 1050 repeat so long as additional 
input to or output from the applet continues. Upon termi- 
nation of the applet, the functional component continues 

ZO 
with its own processing in step 1060. 

A successful registration could result in displaying the 
registration information to the end user for future reference. 
Further, the end user configure component 330 stores the 
requisite access verification data for lhe PI provider and the 

25 additional data required to access the selected PI or trans- 
action in the user store 360. 

In a preferred embodiment of such automated registration, 
any necessary cookie data would be accepted and stored as 
needed by the end user configure component 330. In many 

30  cases, coolcie data is session specific and, therefore, of little 
long term utility. Cookies generated during the registration 
process are used solely during the registration process then 
discarded once registration is complete. 

A failed registration could result from several situations. 
35 First, the end user attempting to register with the PI provider 

does not qualify for registration; for example, an end user 
attempting to register with a bank with whom the end user 
does not maintain an account and where the bank only 
allows access to account holders. Next, the end user may 

4o have supplied improper or incorrect information. For 
example, a bank registration process might require a social 
security number, a password, a bank account number and the 
maiden name of the end user's mother; if the user entered an 
incorrect social security number, the registration process 

45 would fail. Finally, the PI provider may have altered the 
registration procedure for its Web site. In this situation, 
following the process supplied from the Provider store 320 
would yield a failed registration. In the instance of any 
registration failure, the end user could be presented with the 

50 data initially supplied to the system for registration. The 
system could then ask the end user to double check the 
correctness of the information provided and to correct and 
resubmit the data if an error is found. A second failure 
resulting from the submission of identical requisite data 

55 might generate an error message presented to the end user 
stating that either the end user is ineligible to access the 
selected PI from the selected PI provider or that alteration by 
the PI provider may have caused an error in registration. 
This second failure could also trigger a warning suggesting 

60 the need to potentially reconfigure the record for the PI 
provider in the Provider store 320. 

Ultimately, the user store 360 would contain a record for 
each end user. This record as previous described could be a 
database entry, one or more cookies or a file such as a PIC 

65 file. Each record would identify the selected PI providers 
along with the general access verification data needed and 
also under each PI provider would be a list of PI supplied 
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and transactions supported by the particular PI provider of 
interest to the end user along with the additional data, if any, 
necessary to access that PI or execute that transaction. 
Specifically, duplicalive inPormation such as an end u,ser's 
name would be centrally stored in the record once. 

The end user configure component 330 also allows the 
end user to select one or more delivery destinations. One 
destination might be the end user's computer as exemplified 
by the client computer 220 mnning client software 270 in 
FIG. 2; however, a computer is not the only destination 
contemplated by the present invention. The destination for 
PI delivery could include facsimile, electronic mail, 
telephone, conventional mail, pager, other wireless device 
such as a Palm Pilot (3 Com), Web page or channel, Web 
browser or other delivery mechanism. The present invention 
also contemplates indirect access of PI by the end user 
utilizing a Web site as an intermediary; however, such 
indirect access would not require the end user to .specify a 
delivery destination unless additional delivery options were 
desired. 

Further, access to the end user configure component 330 
may occur through direct access to the PI engine via the 
Internet as contemplated by the client computer 220 running 
client software 270 in FIG. 2; however, altemative methods 
of access are equally feasible. For example, the user might 
indirectly access the PI engine through the use of an inter- 
mediary Web site. A telephone interface to allow access to 
the end user configure component is another alternative. 

With reference to FIG. 3, the PI access/transact compo- 
nent 340 supports the update, acquisilion and transaction 
functionality of the PI engine 240. The PI access/transact 
component 340 is responsible for accessing and storing user 
PI and executing transactions authorized by the end user. 
When access or update is needed for a selected end user, the 
PI access/transact component 340 combines information 
from the Provider store 320 and the user store 360 to update 
end user PI in the PI store 280. For each piece of PI requiring 
access or update, the PI access/transact component 340 
looks up the access procedure and information needed for 
the particular PI in the Provider store 320. The verification 
and access data is found in the user store 360. The PI 
access/transact component 340 utilizes this information to 
connect to the PI provider's Web site across the Intemet and 
to access the PI. Where multiple pieces of PI require 
updating or access, the accesses may occur in series or 
parallel. 

Requested transactions would be similarly supported. For 
each transaction, the PI access/transact component 340 
combines information from the Provider store 320 and the 
user store 360 to perform the requested transaction. The PI 
access/transact component 340 looks up the transaction 
procedure and information needed for the particular trans- 
action in the Provider store 320. The verification and access 
data is found in the user store 360. The PI access/transact 
component 340 utilizes this information to perform the 
transaction across the Internet from the PI provider's Web 
site 

A simulated Web client could perform access or transac- 
tion processes automatically supplying access and verifica- 
tion data as necessary. The manner in which such a simu- 
lated client access" PI or execute transactions depends 
significantly upon the interaction method used on the PI 
provider Web site. If the Web site uses HTML forms and 
common gateway interface (CGI) applications, the PI 
access/transact component 340 can formulate a uniform 
resource locator (URL) to replicate the effect of actual form 

usage and submit this URL to the simulated Web client. The 
use of a URL to mimic an HTML form is equivalent to 
manually entering the data into lhe Web <FORM> element. 
See Kerven, Foust, Zakour, HTML 3.2 Plw Hoiv-Tr, Waile 

5  Group Press, 1997, pp. 559-569. If the Web site uses a 
mixture of HTML forms and Javascript functions, a simu- 
lated Web client with a modified Javascript interpreter could 
effectively access the PI or perform the transaction by 
following the PI access/transact process for the particular PI 

lo or transaction respectively. The access or transaction process 
to follow would be obtained from the record of ihe particular 
PI or transaction in the Provider store 320. The Javascript 
interpreter in the simulated Web client would follow this 
procedure and supply the data found in the user store 360. 

15 
A similar process could be used if the PI provider Web site 
utilizes a Java applet. A Web client with a modified Java 
bytecode interpreter could effectively access PI or perform 
transactions by following process stoied for the particular PI 
or transaction in the Provider store 320. The bytecode 

20 
interpreter would supply the data from the user store 360 
rather than requiring interactive input from the end user. If 
the PI provider Web sile utilizes a combination of forms, 
scripts and applets, the individual procedures above could be 
used in combination to accomplish the desired access. 

25 	In a preferred embodiment of such automated accesses or 
transactions, any necessary cookie data would be accepted 
and stored as needed by the PI access/transact component 
340. In many cases, cookie data is session specific and, 
therefore, of little long term utility. Cookies generated are 

30 used solely during these functions then discarded once the 
mining or transaction operation is complete. 

In order to provide personal information to an end-user 
quickly after login, it is necessary for the PI access/transact 
component 340 to select an end user for data harvesting prior 

35 to the login of the end user. One approach to this solution is 
to update all of an end user's PI whenever the end user, 
directly or through an intermediary Web site, requests access 
to his/her PI. Another approach would be to update all of an 
end user's PI supplied by a particular provider whenever PI 

40  from that supplier is requested. Thus, the act of logging into 
the system by an end user effectively selects that end user for 
immediate PI update. However, this approach may result in 
the inefficient use of the PI Engine 240 resources. 

Given the large number of potential users and providers, 
45 and the goal of providing the freshest data possible, another 

embodiment includes an algorithm developed to optimize 
the schedule in which end users are selected for data 
harvesting from a provider. This algorithm factors in the 
provider's update policy, the user's login habits, and the 

50 user-provider account characteristics. The proper applica- 
tion of the algorithm should ensure that PI is harvested as 
infrequently as possible for a given user, thus minimizing 
system resource consumption. 

If the next provider update time and the next expected 
55 user login can be accurately predicted, a model can be 

created that will allow for smarter harvesting. Rather than 
harvesting data for all users of a provider at once when the 
provider updates its site, the harvesting can be spread out 
over time based on expected login times of users and 

6o network activity profiles. For example, if Provider Aupdates 
its site on Friday night and a large number of users of that 
provider are not expected to login again until Monday 
moming, the harvesting load can be distributed across 
multiple days. This has the advantage of minimizing both 

65 the peak loading of the PI Engine 240 as well as consump- 
tion of the provider's bandwidth by the PI Engine 240. To 
gain this optimization, the PI Engine 240 must maintain and 
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refine models of each provider and user. Such data can be 
maintained in the provider store 310 and the user store 360 
respectively. 

Each time a user utilizes the PI Engine 240, the time and 
date may be captured. Once a sufficient number of login 
limes are accumulated, they may be analyzed with respect lo 
day of month, day of week, and time of day. These are used 
in a model to predict the next expected user login.'fhe model 
is then tested and refined with subsequent logins until a 
measurable degree of confidence is established. Once high 
confidence is determined, the user model is incorporated 
into the adaptive harvesting scheduler. Until a high confi- 
dence level is reacbed for a particular end user one of the 
aforementioned harvesting approaches may be used. 

Each provider updates its site based on policy driven by 
their unique resources and business model. For any adaptive 
scheduler to work, the policy for each provider must be 
modeled. In some cases, the policy is self-evident. In others, 
it must be determined empirically. A provider's policy.will 
most likely fall into one of the following calegories: 
Type I. Updated periodically for all users 
Type II. Updated periodically relative to each user 
Type III. Updated in a pseudo-random manner 
The following three approaches may be used based upon 
provider type. 
Type I Provider Policy Scheduling Algorithm 
1. Assume users with a"no confidence" model have an 

immediate login time. 
2. Order the users chronologically based on their predicted 

login time. 
3. Shi$ the expected login time for all users back one hour. 
4. Perform a density curve fit along temporal boundaries to 

get a polynomial function that can be used to determine 
the number of user accounts to harvest for a given epoch. 

S. Perform an integral matching algorithm with the inverse 
of the network activity curve for the time period in 
question to adjust the dislribution curve. 

6. If possible, re-distribute peak harvesting time toward time 
zero to flatten the distribution curve. 

7. Assign harvesting times to the sorted users according to 
the distribution eurve. 

8. Monitor time and harvest the user account when appro- 
priate. 

Type II Provider Policy Scheduling Algorithm 
For each provider that falls into tbis category, an attribute 

of the user mu.st  be identified that determines when the 
personal information is updated. In some cases, the user may 
need to be queried for the information. In others, it can be 
determined from the harvested information. If the attribute 
cannot be established for a user via either of these means, the 
provider site may be monitored daily for changes in personal 
information until a pattern is established. 

Since there is a natural, even distribution of accounts 
updated by a provider for a given day, a user's account can 
be barvested an hour before his expected login time. As in 
the Type I algorithm, users with a"no confidence" model 
should be immediately harvested. 
Type III Provider Policy Scheduling Algorithm 

This type of policy is the most difficult of all. Since the 
provider updates a user's account in a non-deterministic 
manner, a decision must be made for each provider as to the 
criticality of the information relative to the user. For those 
highly critical providers, each user account should be har- 
vested daily, perhaps even more frequently. For those.less 
critical providers, user accounts should be harvested less 
frequently and possible when overall system activity is low. 

The PI deliver component 350 is respoosible for format- 
ting and delivering the PI to the end user. Usually delivery 

will ouly occur subsequent to updating all stale PI. The PI 
will be delivered to one or more destinations (e.g. facsimile, 
telephone, pager, Web browser, e-mail, etc.) as specified in 
lhe user store 360 except where the PI is accessed via an 

5  intermediary Web site. Where the destination is not an 
intermediary Web site, the PI deliver component 350 per- 
forms all formatting necessary to deliver the PI to the 
appropriate destinations. For example, where the destination 
is a Web browser, the PI would be formatted as an HTML 

10 document, or where the destination is a telephone, the PI 
would be submitted for voice synthesis and transmission. 

In the case of an intermediary Web site, the PI is delivered 
in a format configurable by the intermediary Web site. FIG. 
5 pictorial illustrates a possible embodiment of the current 

15 invention utilizing an intermediary Web site. An end user 
210 utilize.s a client computer 220 to access an intermediary 
Web site 510 across the Intemet 230. The end user 210 logs 
into the intermediary Web site 510. "fhe intermediary Web 
site 510 contacts the PI engine 240 across the Intemet 230 

20  and directly receives the end user's PI updated as required 
from the PI provider Web sites 250. The intermediary Web 
site 510 receives the PI, incorporates it into pages according 
to its particular formatting style and graphical user interface 
and delivers these pages to the end user 210. The use of the 

25 PI engine 240 is transparent to the end user 210. Further, an 
intermediary Web site 510 serving aggregate PI to an end 
user 210 may, and most likely will, simultaneously serve as 
a PI provider. 

In another embodiment, this formatting occurs via a 

30  dynamic HTML generation system combining stylistic and 
layout information from a variety of sources. The PI deliver 
component 350 generates custom HTML pages dynami- 
cally. These pages are customized based on a number of 
stylistic factors (such as background color, foreground color, 

35 font size, color and style, page layout, etc) from a variety of 
sources and content from a variety of sources. Information 
providers, distributors, the end user, the PI deliver compo- 
nent 350 or any combination of these sources, or other 
relevant sources, may provide customization factors used in 

40  the page generation. Finally, each HTML page must be filled 
in with data. The data used in such pages may originate from 
such sources as informalion providers, distributors, the end 
user, the PI deliver component 350 or any combination of 
these sources, or other relevant sources. The required solu- 

45 tion is a system rcpresenting a generic algorithm for per- 
forming such HTML generation at mn-time. T'he style and 
content may be provided in any suitable format such as the 
Extensible Stylesheet Language (XSL), as specified by W3C 
in http://www.w3.org/TR/WD-xsl/,  which is expressly 

50 mcorporated herein by reference in its entirety, and/or the 
Extensible Markup Language (XML) as specified by W3C 
in http://www.w3.org/TR/REC-xml,  which is expressly 
incorporated herein by reference in its entirety, or other 
suitable formatting standard. The key requirements for such 

55 a system are complete encapsulation of the problem domain 
and mn-time efficiency. 

In preferred embodiments, the solution is based on the 
following basic model as depicted in FIG. 8: 

1. Six sets of customization factors are identified: dis- 

6o 	tributor content 810, provider content 820, distributor 
style specification 830, provider style specification 840, 
user-specific content 850 and user-specific style 860. 

2. Each set of customization factors 810—S60 is consid- 
ered a separate, independent and required input to the 

65 	run-time system 870 thaf performs dynamic page gen- 
eration. 

3. Each input 810460 will be in form of an XMLstream. 
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4. Output 880 will be in form of an H1ML stream. 
5. The dvnamic page generation system 870 will produce 

valid output 880 for each set of six valid inputs 
810-860. 

FIG. 9 illuslrates an actual run-time sequence of input 
processing by such a system 870: 
1. Distributor content 810 is combined with provider content 

820 and with user-specific content 850 -to produce a 
complete content specification 930 by the content nierger 
unit 910. 

2. Distributor style 830 is combined with provider style 840 
and with user-specific style 860 to produce a complete 
style specification 940 by the style merger unit 920. 

3. 'The style specification 940 is applied by the style appli- 
cator 950 to content specification 930 in order to produce 
the resulting page 880. 
In order to completely encapsulate the problem domain, 

the following requirements must be placed on the systero 
870: 
1. Each XML input 810-860 is a valid XML stream. 
2. All contet specifications 810, 820 and 850 are valid with 

respect to the same Document Type Definition. 
3. All style specifications 830, 840 and 860 are valid with 

respect to the same Document Type Definition (such as 
the XSL DTD standard). 

4. The merging units 910 and 920 whose task is to take two 
or more XML streams and produce a combined XML 
output must be able to produce such output for any set of 
valid XML inputs. 
Another method of performing this task would be to 

format PI as HTML elements with predefined CLASS 
attributes. The inlermediary Web site receiving these ele- 
ments could dynamically include them in page forwarded to 
the end user of the PI. The pages incorporating such ele- 
ments could include different style information associated 
wilh the predefined CLASS set. Level 1 cascading slyle 
sheet convention could be used to implement such config- 
urability. See Kerven, Foust, Zakour, HTML 3.2 Plus Holv- 
To, Waite Group Press, 1997, pp. 651-693; Walsh, "An 
Introduction to Cascading Style Sheets," World Wide Web 

Journal, Winter 1997, pp. 147-156. This option requires 
minimal programmatic support by the intermediary Web site 
but restricts to some degree the intermediary Web sites 
]lexibility in presenting the PI to the end user. 

Alternatively, an intermediary Web site could develop an 
application utilizing a standardized application program- 
ming interface (API) to directly access the Pt data. In this 
instance, the PI deliver component 350 could eitber be 
bypassed or potentially u.sed as the component responsible 
for servicing API requests for data. Under this model, the 
intermediary Web site would be responsible for all format- 
ting decisions with respect to the raw PI data. This imple- 
mentation option requires additional programmatic support 
by the intermediary Web site but allows for greater flexibil- 
ity in the use of the raw PI. 

The ability to utilize an intermediate Web site to deliver 
PI is of significant utility. This capability allows an end user 
already familiar with an existing PI provider to access not 
only the PI associated with the particular PI provider but also 
all PI from other PI providers in the comfort of a familiar 
user interface, namely the existing PI provider Web site. In 
this situation, the request for PI would directly originate with 
the intermediary PI provider Web site and indirectly from 
the end user. Security measures would restrict access to 
authorized intermediate Web site access. These measure 
might include verification of the end user and the interme- 
diate Web site. Further, verification of the association 

between the end user and the particular intermediate Web 
site might also be required for additional security. 

In addition, the use of an intermediary Web site also 
suppor6s a novel transaction model. In this transaction 

5 model, the intermediary site subsidizes, or fully 
compensates, the PI engine administrator f.or services pro- 
vided to the end user. These transactions are facililaled via 
the auditing and tracking capabilities of the Pl engine.These 
capabilities allow [he calculation of per user fees, per 

lo transaction fees, per access fees or some coinbination 
thereof to be assessed. The assessed values could be directly 
charged to the intermediary Web site. Alternatively, such 
values could be debited from a minimum monthly fee 
charged to the intermediary Web site with any fees beyond 

is the minimum charged directly to the intermediary Web site. 
FIG. 11 depicts a flowchart of a typical process according 

to the described model. The intermediary Web site pays a 
minimum monthly fee in step 1110. In step 1120, the PI 
engine audits and tracks end user usage via the intermediary 

20 Web site. The audited usage is used to assess a fee on a per 
user, per access, per transaction or combination basis. In step 
1130, this audited amount is debited from the fee paid in step 
1110. In step 1140, the intermediary Web site is charged for 
any fees in excess of the minimum fee paid. 

25 	Often an end user may require access to the underlying 
Web page generated by the provider of a particular piece of 
Pl. The delivery component may deliver not only the PI but 
also an access point directly to the provider's page supplying 
that PI. The access point may take the form of a link, a form 

3o button or some other interactive access mechanism. 
Such an access point significantly improves the efficieney 

of accessing the underlying page by the end user as exhibited 
by FIG. 7. In the traditional process 100 for accessing PI, the 
end user must proceed through numerous intermediary 

35 pages requiring a variety of often tedious interactions before 
reaching the desired page. 

The end user must first identify the Provider 110. Next, 
the end user must locate the Prnvider's Web address 120. 
Thcn, the user the requests the Provider's login page 130. If 

40 the end user does not remember the requisite informalion, 
this information must be found, or the desired information 
will remain inaccessible via the Web. The end user then 
navigates the Provider's Web site 140. This often entails 
visiting the Provider's main page 710 followed by viewing 

45 a variety of intermediate pages on the Provider's site 720. 
The end user may have to backtrack several times to the 
main page 710 or accidentally leave the system entirely 
forcing a second login 140 before finally locating the desired 
information 150. 

so 	Utilizing springboard technology, the entire process 750 
is streamlined into the single click of an access point. The 
delivery component of the PI Engine delivers an access 
point to the Provider's underlying page along with the PI. As 
a consequence, the end user need only perform a single 

55 interaction with the PI presentation page 760. This interac- 
tion immediately performs the requisite interactions with the 
Provider's Web site to bring the user to the desired under- 
lying Web page 150. 

In one embodiment, this springboard technology could be 
bo implemented utilizing a Java applet. With respect to FIG. 2, 

the applet would be downloaded from the PI Host 290 by the 
end user's client software 270, usually a Web browser, and 
executed locally by the end user's computer 220. The applet 
would drive the client software 270 to the desired page. Such 

65 an applet could retrieve procedures and data for driving the 
client software from the Provider store 310. and the User 
store360. 
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In a further embodiment, the PI engine 240 could act as 
a proxy se_rver directly accessing the Provider store 310 and 
the User store 360 as required. When the PI engine 240 
rcceives the request to jump to the sourcc of a particular 
piece of PI, the engine performs the necessary actions to 
navigate to the desire page and forwards the desired page to 
the end user's computer 220. Further interactions with the 
page might require additional proxving by lhe Pl engine 240 
as accumulated cookie data may reside on the PI Host 290. 
This embodiment is limited to use in handling standard 
HTTP traffic rather than secure HTTP traffic. 

In a preferred embodiment, the springboard provides the 
end user with automated login into the PI Provider site 250 
and allows the end user 210 to navigate via the client 
software 270. This automated login could be accompPrshed 
through the utilization of a hypertext transfer protocol 
(HTTP) redirect. Upon receiving the a springboard access 
request from the end user 210 via the clieut software 270, the 
PI Host 290 requests the login page from the PI Provider site 
250 largeted by the springboard access. The PI engine 240 
running on the PI Host 290 receives this login page and 
constructs a login request by accessing the proper dala in the 
Provider store 310 and the User slore 360. The login request 
is embedded in the H'ITP redirect which is forward to the 
client software 270. The client software 270 is redirected to 
the targeted PI Provider site 250, and the end user 210 is 
automatically logged into this site. 

Altematively, this functionality could be implemented via 
a Java applet as described above. In addition, the PI engine 
240 could generate a Javascript page containing the perti- 
nent login request rather than an HTTP redirect. The Java- 
script page could be relumed to the client software 270. This 
page would then be executed by the client software 270 to 
ac:complish the automated login. 

The PI engine 240 of FIG. 3 may also include a site 
monitor 370 processing component. This component would 
systematically monitor supported PI provider Web sites for 
changes. This componenl enhances the ability of the system 
to identify alterations in PI provider Web site procedures, 
data requirements and cookies requirements. This compo- 
nent increases system efficiency by supplementing or sup- 
planting alteration identification via feedback from the PI 
access/transact component 340. 

A further embodiment of the present invention might 
support the localize manipulation of Pl. This could be 
accomplished where the client software 270 running on the 
client computer 220 in FIG. 2 is a specialized Web client 
rather than a general Web client such as Netscape. This 
specialized client might utilize Web channel technology to 
automate the local PI download and update processes. 
Where the PI store is implemented via the aforementioned 
cookie architecture, this specialized client may provide 
direct local access to stored PI. 

In another embodiment, the PI engine 240 of FIG. 3 might 
support both system supported PI providers as well as PI 
providers specific to particular end users. In this 
embodiment, an end user is not limited to PI available from 
PI providers presentin the Provider store 310. For an end 
user to add PI provided by a non-supported PI provider, the 
end user would access the Baseline configure component 
320 and create a configuration for the non-supported PI 
provider. The PI provider and PI configuration along with 
the verification and access data would be stored along with 
the user's record in the user store 360. 

A further embodiment of the present invention supports 
the inclusion of PI transaction procedures and access 
requirements in the Provider store 310 of FIG. 3. The end 

T 
user specific information necessary to realize such a trans- 
action would reside with the user record in the user store 
360. 'fhe fiunctionality of the PI access/transact compooenl 
340 would expand to support the performance of transao- 

5  tions. This additional functionality could be supported in a 
manner similar to the procedure described above with 
respect to performance of access utilizing a simulated Web 
client. A further feature of this embodiment would include 
automated or semi-automated account management by pro- 

10 viding trigger events to automatically initiate a transaction. 
For instance, with reference to FIG. 2 an end user 210 

would be able to maintain his/her accounts online through 
the PI Engine 240. If an information provider has the 
capability of receiving payments online, the PI Engine 240 

15  could support complete or partial automation of such trans- 
actions. If there is a billing due date for a certain information 
provider, PI Engine 240 could flag that infotmation and send 
email to the end user 210 notifying him/her of the bill due. 
Thus, the user will not have to check each of his/her 

20  providers individually for due date information. The PI 
Engine 240 could also automated payments on a limited 
range of billing amount for providers who allow paymenls 
ovcr their Web servers 260, then send an email to the user 
with the notification of payment. 

25 	Due date acquisition could be accomplished utilizing the 
PI access/transact component 340 seen in FIG. 3. The due 
date information would be available to the end user via any 
delivery means supported by the PI deliver component 350. 
The PI access/transact component 340 would use standard 

30  e-cornmerce bill-paying methods to pay the user's bill/s to 
the provider if he/she chooses. Once the bill is paid, then an 
email notification will be sent to the user with the provider 
information and payment information. The user can specify 
the range of amount stored in the user store 360 that will be 

35 paid automatically. If the bill exceeds the amount specified 
by the user, then PI engine will simply send out an email 
notification to the user instead of paying the bill automati- 
cally. 

The embodiments described above are given as illustra- 

4o tive examples ooly. It will be readily appreciated that many 
deviations may be made from the specific embodiment 
disclosed in this specification without departing from the 
invention. Accordingly, the scope of the invention is to be 
determined by the claims below rather than being limited to 

45 the specifically described embodiments above. 
What is claimed is: 
1. A method for delivering non-public personal informa- 

tion relating to an end user via a wide-area computer 
network to an end user from at least one of a plurality of 

50 information providers securely storing the personal infor- 
malion under control of a processor located remotely from 
the information providers and the end user, the method 
comprising the steps of: 

(a) the processor connecting with at least one information 
55 	provider; 

(b) for a selected end user, the processor retrieving 
personal informatiou for the selected end user from the 
connected at least one information provider based on 
end user data associated with the selected end user and 

60 	information provider data associated with the con- 
nected one or more information providers, the end user 
data including information identifying the plurality of 
information providers securely storing the personal 
information relating to the end user, the provider data 

65 	including a protocol for instructing the processor how 
to access the securely stored personal information via 
the network, the information accessible to the processor 
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using the protocol also being accessible by the end user 
via the network independently of the system for deliv- 
ering personal information; and 

(c) the processor storing the retrieved personal informa- 
tion in a personal information store for access by the 
selected end user. 

2. The method of claim 1, further comprising the step of 
monitoring ioformation providers for cbanges. 

3. The method of claim 1, further comprising the step of 
updating the provider store to conform with requirements of 
the information provider. 

4. The method of claim 1, further comprising the step of 
executing a transaction for the selected end user with a 
selected information provider based on the acces.sed end 
user and the accessed information provider data associated 
witb the selected information provider. 

5. The method of claim 4, wherein the execution step is 
triggered according to the accessed end user data. 

6. The method of claim 1, further comprising the step of 
outputfing the personal information associated with the 
selected eud user from the personal information store. 

7. The method of claim 6, wherein the outputting step 
outputs the personal information to a delivery platform 
specified in the accessed end user data. 

S. The method of claim 7, wherein the specified delivery 
platform is selected from the group consisting of electronic 
mail, facsimile, pager, telephone, wireless device, ftp server, 
Web server, gopher server and Web client. 

9. The method of claim 6, wherein the outputting step 
outputs the personal information via a world wide web site. 

10. The method of claim 9, wherein the outputting step 
outputs personal information as a formatted Web page to the 
world wide web site. 

11. The method of claim 9, wherein the outputting step 
outputs personal information as formatted Web elements to 
the world wide web site. 

12. The metbod of claim 9, wherein the outputting step 
outputs personal information data to the world wide web 
site. 

13. The method of claim 1, wherein the connecting step 
comprises the substeps of: 

(i) accessing the end user data associated with the selected 
. end user; 
(ii) identifying inf.ormation providers specified in the 

accessed end user data; and 
(iii) establishing a communication link with each of the 

identified infonnation providers. 
14. T'he method of claim 1, further comprising the step of 

outputting the retrieved personal infonmation to an interme- 
diary web site, wherein the intermediary web site has an 
associated user interface format. 

15. The method of claim 14, wherein the retrieved per- 
sonal information is output to the intermediary web site in a 
format other than the format associated with the intermedi- 
ary web site. 

16. The method of claim 14, wherein the intermediary 
web site outputs the retrieved personal information to a web 
client, and the web client displays the retrieved personal 
infonmation. 

17: The method of claim 16, wherein the web client 
displays ihe retrieved personal information in the format 
associated with the intermediary web site. 

18. A computer-readable, digital storage device storing 
executable instructions which cause a processor to deliver 
non-public personal information relating to an end user from 
at least one of a plurality of information providers securely 
storing the personal information to the end user via a 
wide-area computer network by performing the steps com- 
prising of: 

18 
(a) connecting with at least one information provider; 
(b) for a selected end user, retrieving personal infonnation 

for the selected end user from the connected at least one 
information provider based on end user data associated 

5 	with the selected end user and information provider 
dala associated witli the connected one or more infor- 
mation providers, the end user data including informa- 
tion identifying the plurality of information providers 
securely storing the personal information relating to the 

lo 	end user, the provider data including a protocol for 
instructing the processor how to access the securely 
stored personal information via the network, the infor- 
mation accessible to the processor using the protocol 
also being accessible by the end user via the nehvork 
independently of the system for delivering personal 

15 	information; and 
(c) storing the retrieved personal information in a personal 

information store. . 
19. The storage device of claim 18, further storing execut- 

able instructions to perform the connecting step by perform- 
20  ing substeps comprising of: 

(i) accessing the end user data associated with the selected 
end user; 

(ii) identifying information providers specified in the 

25 	
accessed end user data; and 

(iii) establishing a communication link with each of the 
identified information providers. 

20. A system for delivering non-public personal informa- 
tion relating to an end user via a network from at least one 

30 
of a plurality of information providers, the information 
providers securely storing the personal information, the 
system comprising: 

(a) a user store for storing end user data associated with 
each end user, the user store including information 

35 	identifying the plurality of information providers 
securely storing the personal information relating to the 
end user; 

(b) a provider store for storing information provider data 
associated with each information provider, the provider 

40 	data including a protocol for instructing the processor 
how to access the securely stored personal information 
via the network, the information accessible to the 
processor using the protocol also being accessible by 
the end user via the network independently of the 

45 	system for delivering personal information; 
(c) a personal information store for storing personal 

information associated with each end user retrieved 
from the information providers; 

(d) a proce.s.sor in communication with the user store, the 
50 	provider store and the personal information store, for 

performing the steps of: 
(i) connecting with at least one information provider; 
(ii) for a selected end user, retrieving personal infor- 

mation for the selected end user from the connected 
55 	at least one information provider based on end user 

data associated with the selected end user and infor- 
mafion provider data associated with the connected 
one or more information providers; and 

(iii) storing the retrieved personal information in the 
60 	personal information store for accessible to the 

selected end user. 
21. The system of claim 20, wherein the processor per- 

forms the additional step of monitoring information provid- 
ers for changes. 

65 	22. The system of claim 20, wherein the processor per- 
forms the additional step of updating the provider store to 
conform with requirements of the information provider. 

Ex. 1002 Page 66



Case 1:14-cv-01445-UNA Document 1-2 Filed 12/01/14 Page 24 of 24 PagelD #: 63 

US 6,317,783 B1 
19 

23. 1'he system of claim 20, wherein the processor per- 
forms the additional step of executing a transaction for the 
selected end user with a selected information provider based 
on thc end user data associated with the sclected end user 
and the information provider data associated with the 5 

selected information provider. 
24. The system of claim 23, wherein the processor auto- 

matically performs the transaction execution step according 
to end user data in the user store. 

25. 7'he system of claim 20, wherein the processor per- lo 
forms the additional step of outputting the personal infor- 
mation associated with the selected end user from the 
personal information store. 

26. The system of claim 25, wherein the outputting step 
performed by the proces.sor outputs the personal information i5 

to a delivery platform specified in the end user data asso- 
ciated with the selected end user. 

27. The system of claim 26, wherein the specified delivery 
platform is selected from the group consisting of electronic 
mail, facsimile, pager, telephone, wireless device, ftp server, 20 
Web server, gopher server and Web client._ 

28. The system of claim 25, wherein the outputting step 
of the processor outputs the personal information via a world 
wide web site. 

29. The system of claim 28, wherein the outputting step 25 
of the processor outputs personal information as a formatted 
Web page to the world wide web site. 

30. The system of claim 28, wherein the outputting step 
of the processor outputs personal information as formatted 
Web elements to the world wide web site. 

- 20 
31. The system of claim 28, wherein the outputting step 

outpuls personal inf.ormation data to the world wide web 
site. 

32. The system of claim 20, wherein the connecting step 
of Ihe processor performs the following substeps: 

(A) accessing the end user data associated with the 
selected end user; 

(B) identifying information providers specified in the 
accessed end user data; and 

(C) establishing a communication link with each of the 
identified information providers. 

33. 'I'he system of claim .20, further including an inter- 
mediary web site having an associated user interface format, 
wherein the processor performs the additional step of out- 
putting the retrieved personal information to the intermedi- 
ary web site. 

34. The system of claim 33, wherein the retrieved per- 
sonal information is output by the processor to the interme- 
diary web site in a format other than the format associated 
with the intermediary web site. 

35. The system of claim 33, further including a web client, 
wherein the intermediary web site outputs the retrieved 
personal information to the web client, and the web client 
displays the retrieved personal information. 

36. The system of claim 35, wherein the web client 
displays the retrieved personal information in the format 
associated with the intermediary web site. 
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(57) ABSTRACT 

An Internet portal system for accomplishing a multi- 
component task involving interaction with one or more 
Inlernet Web sites includes an Internet-connected server 
having access to client-related data, an internet-capable 
client station usable by a client, and software executing on 
the server for managing individual component tasks in 
execution of the multi-component task. The software, in 
response to initiation of a multi-component task specified by 
the client, defines the component tasks, identifies Intemet 
Web sources for completion of the tasks, manages interac- 
tion with the identified Web sites gathering results of the 
interactions, integrates the gathered results, and communi- 
cates final results to the client at the client station. Tasks may 
be such as trip planning and may include payment for 
services rendered at Web sites, such as airline reservations, 
car rentals and the like. A similar system is provided for 
broadcasting messages to multiple Internet destinations, and 
further for gathering answers to such messages and com- 
municating the answers to the client. 

14 Claims, 5 Drawing Sheets 
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SYSTEM FOR COMPLETING A 
MULTI-COMPONENT TASK INI'TIATED BY 

A CLIENT INVOLVING WEB SITES 
WITHOUT REQUIRING INTERACTION 

FROM THE CLIENT 

FIELD OF THE INVENTION 

The present invention is in the field of Information 
propagation and gathering applied lo network-based 
services, and pertains particularly to methods and apparatus 
including software for dividing a main user task into a 
plurality of subtasks to be performed by user-selected WEB- 
based services. 

BACKGROUND OF'1'IIE INVENTION 

The World Wide Web (WWW) as a subset of the well- 
known Intemet network is arguably the largest source for 
public-access information in the world. For example, anyone 
with a personal computer, the appropriate software, and a 
modem can access sites on the Web and obtain information 
on virtually any subject. As public access and use of the 
Internet has increased, so too have a variety of WEB-based 
services catering to many subscribers. Examples of tasks 
performed by WEB services include airline reservations, 
hotel reservations, car rental reservations, appointments, 
memo calendar services and so on. In particular, financial 
services based on the Intemet are becoming widely used due 
to their ubiquity and ease of access. 

Many companies, througb innovalive applicalions, have 
made it progressively easier to use their individual Web 
services. However, performing a main task that requires the 
sequential or parallel completion of many sub-tasks is 
seriously bampered by the fractured nature of the diverse 
Web services. A user would still be required to visit several 
WEB services and manually configure such sub-tasks in 
order to ultimately accomplish the main goal. For example, 
a generic task needs to be manually decomposed into 
serviceable subtasks, and each of the subtasks needs to be 
manually delegated to each of lhe performing Web services. 
The results of the subtasks would then have to be manually 
combined to obtain the resultant task. 

What is clearly needed is a method and apparatus that 
allows a user to accomplish a main task including comple- 
tion of sub-tasks performed by diverse WEB services with- 
out requiring that the user manually visit each WEB service 
associated with a sub-task and, in some cases, witbout a user 
being required to specifically identify a subtask. 

SUMMARY OF THE INVENTION 

In a preferred embodiment of the present invention an 
Internet portal system for accomplishing a multi-component 
task involving interaction witb one or more Internet Web 
sites is provided, comprising an Intemet-connected server 
having access to client-related data; an internet-capable 
client station usable by a client; and software executing on 
the server for managing individual component tasks in 
execution of the multi-component task. The software, in 
response to initiation of a multi-component task specified by 
the client, defines the component tasks, identifies Internet 
Web sources for complelion of lhe tasks, manages interac- 
tion with the identified Web sites gathering results of the 
interactions, integrates the gathered results, and communi- 
cates final results to the client at the client station. 

In the system in some embodiments individual ones of the 
component tasks involve payment for services rendered in 

2 
the interaction with the one or more lnternet Web sites, and 
wherein one of the component tasks is transfer of funds from 
a client account in payment for the service rendered. Also in 
pref.crred embodiments the software provides an input inter- 

5 face for the client to define a task. The input interface may 
enable the client to participate in defining component tasks 
and in selecting the Web sites for completion of component 
tasks. 

In some embodiments of the invention the multi- 
3o component task involves arranging services for a trip, 

including one or more of airline reservations, lodging 
reservations, or reservation of a rental vehicle. In a similar 
system, also in an embodiment of the invention, the com- 
ponent tasks comprise messages to be sent to individual ones 

15 of multiple Web servers. 
In these embodiments the messages sent may require 

answers, and the component tasks further comprise gather- 
ing the answers and communicating the answers to the 
client. 

20 	In another aspect of the invention a method for accom- 
plishing a mulli-component task involving interaction with 
one or more Internet Web sites is provided, comprising steps 
of (a) initiation of a multi-component task by a client via an 
internet-connected client station to an Internet-connected 

25 subscription server having access to client-related data; (b) 
definition of component tasks by software executing on the 
Internet-connected subscription server; (c) identification of 
Web servers for completion of the component tasks; (d) 

30  managing of execution of the component tasks by the 
software, including interaction with the Web servers iden-
tified; and (e) gathering and integrating results of the com- 
ponent tasks and communicating final results tot he client at 
the client station. 

35 	In the method individual ones of the component tasks may 
mvolve payment for services rendered in the interaction with 
the one or more Intemet Web sites, and one of the compo- 
nent tasks is then trarisfer of funds from a client account in 
payment for the service rendered. The software in preferred 

40  embodiments provides an input interface for the client to 
define a task, and the input interface may enable the client 
to participate in defining component tasks and in selecting 
the Web sites for completion of component tasks. An 
example of such a system is one in n the multi-component 

45 
task involves arranging services for a trip, including one or 
more of airline reservations, lodging reservations, or reser- 
vation of a rental vehicle. 

In another embodiment a method according to the inven- 
tion has tasks comprising sending messages to individual 

so ones of multiple Web servers. In this method the messages 
sent in some embodiments may require answers, and the 
component tasks then further comprise gathering the 
answers and communicating the answers to the client. 

In another aspect of the invention an Intemet messaging 
55 system for broadcasting messages to multiple Internet- 

connected servers is provided, comprising an Internet- 
connected server having access to client-related data; an 
internet-capable client station usable by a client; and soft- 
ware executing on the server for managing the Intemet 

60 messaging syslem. The software, in response to iniliation by 
the client from the client station, including specifying a 
message, identifies Web destinations for broadcast, and 
broadcasts the message to the identified Web destinations. 

In some messaging systems in embodiments of the inven- 
65 tion the message requests an answer, and the software 

gathers the answers aod communicates the answers to the 
client. 
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In yet another aspect a method for message broadcast on 
the Internet is provided, comprising steps of. (a) specifying 
a message by a client at an Intemet-connected client station; 
(b) communicating the message to an Internet-connecled 
message server enabled by software; (c) initiating the broad- 
cast bythe client from the client station; (d) identifying Web 
destinations for receipt of the broadcast message; and (e) 
broadcasting the message by the mes.sage server to the 
identified destinations. In some embodiments the message 
requests an answer, and there are then further steps for 
gathering answers to the message and communicating the 
answers to the clienl. 

In embodiments of the invention described in enabling 
detail below, for the first tirne clients of an Internet portal 
service are enabled to initiate multi-component tasks at a 
single entry point, and systems operating according to the 
invention manage completion of the tasks and furnish results 
to the client. 

BRIEF DESCRIPTION OF THE DRAWING 
FIGURES 

FIG. 1 is an overview of a communication network 
practicing WEB-service processes according to an embodi- 
ment of the present invention. 

FIG. 2 is a block diagram illustrating task decomposition 
and delegation of subtasks to various WEB services by 
virtue of software executing on platforms of FIG. 1 accord- 
ing to an embodiment of the present invention. 

FIG. 3 is a block diagram illustrating subtask gathering 
and scattering functions and contact management capabili- 
ties of software execuled in the architecture of FIG. 1 
according to an embodiment of the preseot invention. 

FIG. 4 is ablock diagram illustrating contact management 
message dissemination, propagation, and response gathering 
capabilities of the software according to an embodiment of 
the present invention. 

FIG. 5 is a process flow chart illustrating logical steps 
practicing message dissemination, propagation and response 
gathering functions of the software according to an embodi- 
ment of the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

FIG. 1 is an overview of a communication network 9 
practicing WEB-service manifolding according to an 
embodiment of the present invention. Network 9 comprises 
a data-packet network 11, an Intemet service provider (ISP) 
13, and an exemplary user premise 15. Network 11 is, in this 
embodiment, the well-known Internet network and will 
hereinafter be termed Intemet 11. In other embodiments 
Internet ll may instead be a private or corporate wide area 
network (WAN). The inventor chooses to illustrate Internet 
11 as an example in a preferred embodiment because of its 
large public accessibility. 

Within Intemet 11 there are illustrated a plurality of WEB 
servers 17 (1—n) that are connected to an Internet backbone 
19. Backbone 19 represents the many connection points and 
services intereonnecting Web sites making up Internet 11. It 
wiIl be appreciated that the portion of Internet 11 repre- 
sented herein may take on the scope of a local, regional, or 
even global network. 

WEB servers 17 (1—n) represent any data serving 
machines (Web sites) that are individually hosted by a like 
number of separate WEB services. For example, one of 
WEB servers 17(1—n) may be a hotel reservation server 

wbile another may be a car rental server, and so on. For the 
purpose of the present invention, it is not important to what 
each server 17 (1—n) is dedicated. It is only important to note 
lhat eacb server 17 (1-11), in this example is responsible for 

5  a delegated portion of a general task initiated by a user. It is 
through the cooperation of all servers 17 (1—n) that a main 
task may be accompli.shed. 

ISP 13 is configured as a normal ISP according to con- 
ventions well-known in the art of Internet access. A main 

lo connection server 21 is provided within ISP 13 and adapted 
to handle Internet connections by virtue of a modem bank 
represented herein by a modem icon 31. Connection server 
21 manages Internet connection by subscribers by virtue of 
connection to Internet backbone 19. A special server 23 is 

15 provided berein and adapted to manage practice of the 
present invention. Server 23 can, in some embodiments, be 
described as a portal server responsible for managing WEB- 
services on behalf of subscribing users. In this regard, it is 
a WEB server having it's own continuous Intemet connec- 

Zo tion to backbone 19. Server 23 is connected in some 
embodiments to connection server 21 by a communication 
link 29, wherein the 1SP provides services according to the 
present invention. In other embodiments server is a portal 
server in the Web, and not a part of ISP 13. 

25 	Server 23 has a data repository 25 connected thereto by a 
data-link as is known in the art. Repository 25 stores data 
about users and on behalf of users that subscribe to the 
management service of the present invention. In addition to 
specific user data such as identification, account 

30 information, and the like, additional profiling data consisting 
of any data associated with a user profile regarding WEB 
services that a user may subscribe to may be stored in 
repository 25 and accessed by server 23 on a user's bebalf. 
Repository 25 may be an optical data-storage system, or any 

35 other archival system capable of mass warehousing of data. 
Repository 25 may be held off line, or on-line and may 
utilize database software as required for the purpose of 
organizing, sorting, and managing data. 

User premise 15 comprises a personal computer (PC) 35 
40  having Intemet access capability by any of a variety of 

means known in the art. In this example user access to 
Internet 11 from PC 35 is by virtue of a telephone connection 
line 33, typically through a Public Switched Telephony 
Network (PSTN). Other means that may be used to connect 

45 PC 35 to Internet 11 include cable connection, integrated 
services digital network (ISDN) connection, satellite 
connection, etc. Moreover, Internet-capable devices other 
than PC 35 may be used to practice the present invention 
such as a notebook computer, a WEB TV, hand-held devices, 

So and any other known device having a display means and 
suitable memory for supporting Internet navigation, or navi- 
gating tbrough a proxy. 

Server 23 has a software application 27 installed therein 
and configured to facilitate WEB-service manifolding on 

55 behalf of a user subscriber base. The term manifolding is 
used by the inventor to describe a seamless cooperation in 
the data transfer and dissemination between WEB servers 
from a single-point interface, which is facilitated by soft- 
ware 27. Software 27 manages task decomposition and 

6o delegation as well as contact management in association 
with WEB servers 17 (1—n) on behalf of a subscribing user. 
Auser operating PC 35 can utilize server 23 and software 27 
to delegate several subtasks to appropriate WEB servers 
such as WEB servers 17 (1—n) from a single interface such 

65 that the subtasks are performed by servers 17 (1—n) in order 
to facilitate a main task for a user. In addition to the ability 
of decomposing a main task into subtasks and delegating the 
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subtasks to be performed, softhvare 27 also allows a user to 
multicaast various lypes of inessaging to a plurality of WEB 
servers and to have responses routed back to the user's 
single point interface. 

It will be apparent to one with skill in the art that server 
23 is adapted as a user-interfacing WEB server, and as such 
could logically be held within the premise of ISP 13 as is 
shown in this.  embodiment. I-Iowever, server 23 may be 
anywhere within lntemet 11 witbout deparling from the 
spirit and scope of the present invention. 

FIG. 2 is a block diagram illustrating task decomposition 
and delegation of subtasks to various WEB services by 
virtue of the software of FIG. 1 according to an embodimcnt 
of the present invention. Software 27 provides a single point 
interface (browser interface) for a user to delegate a task. For 
example, if a task defines traveling to a scheduled business 
meeting that is out of the local area of the user, then subtasks 
would include such as making travel arrangements, making 
hotel reservations, acquiring a car rental, and so on. 

In this example of inethodology, a user enters a main task 
(appointment for meeting) in a subscribed-to appointment 
calendar service 12. The appointment calendar service 12, 
which may represent a service hosted by WEB server 23, or 
one of WEB servers 17 (1—n) of FIG. 1, may in some 
embodiments, be the only WEB service a user must interface 
with to from his or her single-point interface in order to 
accomplish the task. This is because the abstract definition 
and entered parameters of the appointment include time, 
date, location, and whom the appointment is with. Such 
parameters become rules that effect all of the sub-parameters 
that must be met in order to enable the user to accomplish 
the scheduled meeting (main task). Software 27 acts to 
research what parameters will be necessary to allow the user 
to make the scheduled appointment according to appoint- 
ment parameters or rules. This research is accomplished by 
accessing appropriate databases stored in such as repository 
25 of FIG. 1, which contain user profile data regarding 
subscribed-to WEB services. 

Software 27 utilizes helper applications 37 (Gl—G6). 
These helper applications are termed guards by the inventor. 
In lhis example lhere are 6 guards 37 (Gl—G6), however 
there may be more or fewer without departing from the spirit 
and scope of the present invention. Guards 37 (Gl—G6) 
verify parameters associated with facts known about the 
appointment and the user-data generic to the user's 
subscribed-to WEB services. For example, if the appoint- 
ment is in Chicago and the user i6 in Maine, then an airline 
reservation is required. Gl in this case would be set to true. 
Information about the location of the user may be stored in 
a database such that if a user proceeds to another location it 
is known. In other cases a user may simply set the guard 
manually to true (need reservation). 

If Gl is true, then G2 (need hotel accommodations) will 
likely be true unless a user has made plans to stay with a 
friend instead of using a hotel. G3 (need a rental car) will 
also be true provided that a user is not being received in such 
as a company car once he arrives at the meeting locality. In 
most cases, a user may set guards to true or false from within 
the single-point interface. In other instances, guards may be 
automatically set by default based on known data about a 
user. 

lf guards G1—G3 are true, then subtasks representing each 
part of a main task are propagated to the appropriate WEB 
services represented by three center blocks labeled Airline 
Service 14, Hotel Service 16, and Car Rental Service 18. 
These services represent selected user services. That is to 

T 
say that if a user, for example, typically patronizes more than 
one airline, then he or she may select the one service to 
which a sublask will be delegated. Generally speaking, the 
service blocks illustrated in this example represent such as 

s WEB servers 17 (1—n) of FIG. 1 as is indicated in the 
example. in other embodiments, a user may select more than 
one source for completion of a subtask, and configure 
criteria such that lhe sources compete. For example, a user 
entering an overall task for which an airline reservation is 

io one subtask, may configure for more than one airline res- 
ervation server to complete the subtask, and accept as a 
solution that option that produces (a) lowest fare, (b) fewest 
connecting flights, (c) certain departure and arrival 
windows, (d) first class only, or a combination of such 

15 criteria. 

Returning to the present example, if guards Gl—G3 are 
true, then the services. must be compensated (paid) for 
accomplishing the subtasks. An accounting/fmancing ser- 
vice 20, subscribed to by the user, arranges transfer of funds 

'-o from a user account such as an expense account to various 
WEB services accomplishing sublasks. G4-G6, the payment 
paths, then would be true because Gl—G3 were determined 
to be true in this example. The subtask delegated to and 
accomplished by an accounting serviee is delegated the 

25 subtask of paying for the other provided services. 

Software 27 in a preferred embodiment is implemented 
with transaction protocol as known in the art, so that 
historical data is saved for each transaction and step in a 
transaction. This feature allows rollback and rollforward 

30 actions in case a step fails. There is an example in this 
disclosure of performance of subtasks in making and paying 
for an airline reservation. If, in that process, the ticketing 
subtask fails right before a subscriber is to pay for the 
reservation, having the transaction mechanism in place 

35 allows for error recovery so that no data is lost, and the 
process can be restarted and successfully completed. 

The methodology described above allows a user to simply 
enter a main task at a single-point interface, and then go 

40 about his or her business while subtasks such as acquiring a 
hotel reservation and booking and paying for a fligbt are 
performed by the service in the background. In a preferred 
embodiment, a single-point interface takes the form of a 
user's browser interface communicating with software 27 

45 
mnning on a server such as server 23, executing the unique 
software 27 of the present invention. In another 
embodiment, a single-point interface may take the form of 
an interactive WEB page maintained on any Internet- 
connected server. 

50 	A11 that is required to practice the present invention is a 
browser interface operated by a user such that the interface 
may communicate with at least one management server 
on-line and running software 27. Such a server or servers 
must have access to such as repository 25 for data access and 

55 the capability of multicasting determined subtasks to the 
appropriate user-selected servers for completion, and receiv- 
ing and organizing the results. More detail about decom- 
posing a main task into subtasks is presented below. 

FIG. 3 is a block diagram illustrating subtask gathering 
6o and scattering functions and contact management capabili- 

ties of software 27 of FIG. 1 according to an embodiment of 
the present invention. Software 27 manages the decompo- 
sition of a general task by utilizing scripted scattering and 
gathering agents. For example, a main task entered as task 

6s 39 is first researched against updated database information 
in order to define the subtasks. Once defined and verified by 
guard functions as described in FIG- 2, a scattering agenl 41 
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disperses the subtasks to the selected WEB services accord- 
ing to the dala type required by lhose services. For example, 
WEB communication 45 accomplished via browsing tech- 
nique would use HTML or other suitable languages. POP3 
communication 47 would cover e-mail. News communica- 
tion 49 would cover such as instant messaging and posting. 

A means for WEB calcndar scattering 51 provides an 
update function to the user's calendar service. For example, 
if for some reason a fliglit cannot be obtained, lhen a 
notification may be routed back to a user's WEB calendar 
service alarming him of a need to reschedu.le. A means for 
contact management and message dissemination is also 
provided for multicasting a message and dis.seminating 
responses according to various formats used at various WEB 
services. 

Once subtasks are performed or verifiably assured, a 
gathering agent represented by element 43 collects and 
disseminates all of the required data fiom various WEB 
services and presents the data to the user. Such data may 
include additional calendar entries at a user's calendar 
service such as scheduled time of flight arrival, scheduled 
availability of hotel room, and so on. Moreover, if a user 
coordinates with a inapping service, detailed maps may be 
provided illustrating directions to meetings, hotels, and so 
on. 

Application Layer Multicast Architecture (ALMA) 

In another aspect of the present invention, a user is 

enabled to unify WEB messaging and posting to a plurality 
of WEB servers from a single-point interface. The inventor 
defrnes ALMA as a contact management and dissemination 
service integrated as a feature of software 27 of FIG:1. Such 
means was briefly described in FIG. 3 and is represented by 
element number 53. ALMA may be configured by a user to 
operate as either a unidirectional implementation (no 
re.sponses required) or as a bi-directional implementation 
(responses gathered). 

FIG. 4 is a block diagram illustrating contact management 
mes.sage dissemination, propagation, and response gathering 
capabilities of the software of FIG. 1 according to an 
embodiment of the present invention. 

In typical contact management, a user must visit numer- 
ous WEB sites in order to post messages and gather 
responses from such as news groups, message boards, job 
services, and so on_ This task can be quite time consuming 
depending on the nature of the message and number of sites 
hosting the message. However, in this example of ALMA, a 
user may operate from a single-point interface without 
physically visiting such sites as is described below. 

A user 55 decides to post a request for knowledge about 
a certain topic to a plurality of sites illustrated in this 
example as WEB community 59, news group A(61), and 
news group B(63). An audience 66 comprises users 65, 67, 
and 69, which are communicating with their respective 
services as illustrated by the directional arrows emanating 
from users 65-69 and propagating toward services 59-63. 
Services 59-63 are subscribed to by user 55 as well, and 
have required parameters entered into such as repository 25 
of FIG. 1. In this way, a user may select services that are 
topically appropriate to his or her request. 

ALMA uses scattering/gathering agents 57 in much the 
same manner as the task scattering and gathering described 
in FIG. 3 using a same single-point interface. Scatterer 57 
multicasts .a single request to selected posting services 
59-63. Message dissemination scripts are used to format the 
request of user 55 into acceptable formats generic to services 

59-63, and to reforrnat back to user 55 (bi-directional 
mode). As users 65-69 respond to the "posted request, 
gatherer 57 collects the responses and routes them back to 
the interfacc of user 55. The bi-directional nature of scat- 

5 tering and then gathering is illustrated herein by the 
bi-directional arrows connecting means 57 to services 59-63 
respectively. By using this method, a user does not have to 
visit several WEB sites to post messages and gather 
responses. 

lo As described above, ALMA may also- be used in a 
unidirectional fashion. For example, if user 55 is posting a 
job resume, and services 59-63 are WEB-based job centers, 
then unidirectional implementation is appropriate. Users 
65-69 representing employers may choose to respond by 

15 conventional means such as e-mail or by telephone. 
It will be apparent to one with skill in the art that ALMA 

may function as an integrated feature of soflware 27 witbout 
departing from the spirit and scope of the present invention. 
ALMA may share the same user interface and data reposi- 

ZO tory as the previously described method of decomposing 

tasks and delegating subtasks to various WEB services. In 
another embodiment, ALMA may be provided as a stand- 
alone implementation. 

As described above, 7ava scripting is used in some 
25 embodiments to implement scatterer/gatherer functions as 

well as for any automated log-in and password requirements 
for gaining access to protected sites. Such scripts are under- 
stood in the art and known to the inventor. Knowledge 

30 workers may prepare, store, and update scripts on behalf of 
subscribed users. Individual scripts are designed lo be 
generic in basic funetion allowing for easy and, in some 
cases, automated modification or tailoring for specific user 
implementations. In many cases, advanced users may create 
and tailor their own scripts using a provided tool-kit. There 

3' are many possibilities. 

As described above, a user may practice ALMA from a 
single-point interface such as from within a WEB browser 
application. Abasic process exhibiting bi-directionalALMA 

40 ts detailed below. 
FIG. 5 is a process flow chart illustrating logical steps for 

practicing the ALMA feature of the software of FIG. 1 
according to an embodiment of the present invention. At step 
71, a user operating from a single-point interface initiates a 

45 request. Such a request may be to get response from appli- 
cants for a posted rental property or the lil:e. 

At step 73, contact management software queries a data- 
base such as one held in repository 25 of FIG. 1 and looks 
for listed sites that would logically accommodate the user 

so request. For example, if the rental property is near a college, 
lhen on-line university message boards and the like may be 
utilized. Similarly, property rental services allowing private 
rental postings may be utilized. Such services may already 
be listed in a user's database if the nature of the request is 

55 one that is repeatedly implemented such as might be the case 
of a landlord owning and renting many properties. 

In one embodiment, a search function may be used to 
locate applicable WEB services prior to initiating a request. 
In another embodiment, the service may maintain a separate 

60 database containing a variety of recommended sites. There 
is theoretically no limit to the number of separate sites that 
a user may post a same message to. 

At step 75, a user selects site destinations to which his or 
her message will be sent and posted. If applicable or allowed 

65 by a site, a user may also configure how long the message 
should be posted, etc. Such data parameters may be incor- 
porated into scripting if known ahead of time. 

Ex. 1002 Page 78



Case 1:14-cv-01445-UNA Document 1-3 Filed 12/01/14 Page 12 of 12 PagelD #: 75 

US 6,510,451 B2 
~ ►: 

At-step 77, a user submits a message fir posting. At step 
79, the contact manager using ALMA disseminates the 
message for various destinations, and multicasts the mes- 
sage to the various sitc servers contained in the script. 
Additional requirements such as any passwords or log-in 
names to gain access lo subscribed-to sites are included in 
the script logic. At step 81, responses to the user's message 
are iouted back to the user. 'This may be a periodic process 
wherein the sites are re-accessed automatically by the gath- 
ering agent to check for responses. in some cases, a user may 
configure a gatherer agent as to when and how often to check 
for responses to an original posting. 

Gathered responses may appear in a user's browser inter- 
face as an interactive list of hyperlinks indicating the date, 
time, and origination (URL) of the site that a particular 
response was gatbered from. By clicking on the body portion 
of the response, a user may read the response off-line 
without navigating to the site to view the response. In this 
case, the responses are completely parsed and downloaded 
to such as repository 25 of FIG. 1 or, in some cases, the 
user's own storage syslem. 

In another embodiment, a gathering agent niay simply 
notify a user of the existence of responses, perhaps listing 
the date, time, URL and number of responses. In this case, 
the user would navigate to desired URL's lo view the 
responses. In still another embodiment representing unidi- 
rectional ALMA, a user may direct that all responses be sent 
by e-mail from responders. There are many possibilities. 

It will be apparent to one with skill in the art that the 
method and apparatus of the present invention may be 
practiced over a variety of architectures comprising data- 
packet network equipment and appropriate user operated 
devices without departing from the spirit and scope of the 
present invention. For example, a user may practice the 
present invention from a corporate local area network 
(LAN), from a private residence over a PSTN network, from 
a mobile position using a wireless device, and so on. 

In one embodiment, the service of the present invention 
may be scaled up by using a powerful processor and many 
connected WBB services such that logistics or the like may 
be evaluated for complicated tasks such as simulated civilian 
evacuation models or flood preparedness drills. 

The method and apparatus of the present invention should 
be afforded the broadest possible scope in view of the many 
possible embodiments described herein and known to the 
inventor. The spirit and scope of the present invention 

~should be limited only by the claims that follow. 
What is claimed is: 
1. An Internet portal system for accomplishing a multi- 

component task involving interaction with one or more 
Internet Web sites, comprising: 

an Internet-connected server having access to client- 
related data; 

an internet-capable client station usable by a client; and 

software executing on the server for managing individual 
component tasks in execution of the multi-component 
task; 

wherein the software, in response to initiation of a multi- 
component task specified by the client, transparently to 
the client, and without interaction froro the client 
defines the component tasks based on pre-programmed 
client-related data, identifies third-part Intemet Web 
sources needed for completion of the tasks, performs 
and manages interaction with the identified Web sites, 

10 
gathering results of the interactions, integrates the 
aathered results, and communicates final results to the 
client at the client station. 

2. The system of claim 1 wherein individual ones of the 
5 component tasks involve payment for services rendered in 

the interaction with the one or more Internet Web sites, and 
wheiein one of the component taslis is transfer of funds from 
a client account in payment for the service rendered. 

3. The system of claim 1 wherein the software provides an 
io input interface for the client to define a task. 

4. The system of claim 3 wherein the input interface 
enables the client to participate in defining component tasks 
and in selecting the Web sites for completion of component 
tasks. 

ls 	5. The system of claim 1 wherein the multi-component 
task involves arranging services for a trip, including one or 
more of airline reservations, lodging reservations, or reser- 
vation of a rental vehicle. 

6. The system of clairn 1 wherein the component tasks 
20 comprise messages to be sent to individual ones of multiple 

Web servers. 
7. The system of claim 6 wherein the messages sent 

require answers, and the component tasks further comprise 
gathering the answers and communicating the answers to the 

25 client. 
S. Amethod for accomplishing; after initiation by a client 

and completely transparent to a client and without interac- 
tion from the client following the initiation, a multi- 
component task involving interaction with one or more 

30 Internet Web sites, comprising steps of: 

(a) defining component tasks based on pre-programmed 
client-related data by software executing on the 
Intemet-connected subscription server; 

(b) identifying third-party Web servers for completion of 
35 	the component tasks; 

(c) managing execution of the component tasks by the 
software, including interaction with the Web servers 
identified, and 

40 	(d) gathering and integrating results of the component 
tasks and communicating final results to the client al 
the client station. 

9. The method of claim 8 wherein individual ones of the 
component tasks involve payment for services rendered in 

45 the interaction with the one or more Internet Web sites, and 
wherein one of the component tasks is transfer of funds from 
a client account in payment for the service rendered. 

10. The method of claim 8 wherein the software provides 
an input interface for the client to define a task. 

50 	11. The method of claim 10 wherein the input interface 
enables lhe client to participate in defining component lasks 
and in selecting the Web sites for completion of component 
tasks. 

12. The method of claim 8 wherein the multi-component 
55 task involves arranging services for a trip, including one or 

morc of airline reservations, lodging reservations, or reser- 
vation of a rental vehicle. 

13. The method of claim 8 wherein the component ta.sks 
comprise messages to be sent to individual ones of multiple 

60 Web servers. 
14. The method of claim 13 wherein the messages sent 

require answers, and the component tasks fur4her comprise 
gathering the answers and communicating the answers to the 
client. 
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METHOD AND APPARATUS FOR 
RESTRUCTURIh'G OF PERSONALIZED 

DATA FOR TRANSIYIISSION FROM A DATA 
NETWORK TO CONNECTEll AND 

PORTABLE NETWORK APPLIANCES 

CROSS-REFERENCE TO R$LATED 
DOCUMENTS 

The present application is related in part to U.S. patent 
application Ser. No. 09/323,598 filed on Jun. 1, 1999 now 
U.S. Pat. No. 6,477,565 and entitled "Method andApparatus 
for Obtaining and Presenting WEB Summaries to Users", 
the content of which is incorporated in its entirety by 
reference. 

FIELD OF THE INVENTION 

The present invention is in the field of network informa- 
tion services including data gathering and transmission over 
wired and wireless network connections and pertains more 
particularly to restmcturing of personal data and, in some 
cases, general data for the purpose of enabling receipt of 
such data by a variety of connected and portable network 
appliances without requiring added hardware or software. 

BACKGROUND OF THE INVENTION 

The information system known in the art as the Intemet, 
and the Internet subset known as the World Wide Web 
(WWW), represents the largest publicly available source of 
information in the world. Anyone with an Internet-capable 
appliance and an Intemet connection can navigate the Inter- 
net for the purpose of accessing virtually any type of data 
that may be held in any one of millions of network- 
connected servers adapted for the purpose. 

The most traditional network appliance used for navigat- 
ing the Internet and downloading data therefrom is the 
personal computer (PC). More recently however, a host of 
other electrouic communication devices have been adapted 
for network connection and navigation on the Intemet. Some 
of these better known devices include cellular telephones, 
personal digital assistants (PDA's), pagers, and notebook 
and laptop computers. Some types of these appliances 
access the Intemet via wireless connection. In other cases, 
data from the Intemet is transmitted to such devices througb 
a gateway to a network generic to the device. An example 
would be that of a cellular phone or pager capable of 
accessing e-mail and other Intemet accounts information. 

The Intemet operates under a shared bandwidth protocol 
wherein data packets are transmitted whereby each trans- 
mission competes with all other cun•ent transmissions for 
available bandwidth resources. The total amount of band- 
width resource available to network appliances accessing the 
Internet is a function of network traffic, reliability and 
capability of lines, power of appliance processor, nature of 
intermediary network, and a host of other variables. It is not 
always possible to maintain an Intemet connection for any 
reliable length of time considering all of these variables. 
Sometimes, there are periods when a device simply cannot 
gain access at all. In other cases physical connection is only 
possible on a periodic basis, and an appliance is therefore 
only intermittently connected. 

Even with the more powerful and traditional PC's or 
notebook computers there may be times when available 
bandwidth suddenly drops resulting in a disconnect or 
"moof ' as it is often termed. If a moof occurs when 

2 
attempting to download data, another attempt must be made 
to re-access the network, re-navigate to the data source, and 
attempt a retry of the data download. This can be frustrating 
for users operating such devices as cell phones, pagers or 

5 PDA's which are already operating on high latency and/or 
low bandwidth comiections. 

Adnunistrators of network equiprnent and connection 
architecture as well as companies that host such as WEB- 
b2sed information services and the like are improving 

io aspects of communication with various portable network 
devices by upgrading lines and equipment, developing better 
data compression and bandwidth reservation techniques and 
lobbying for more bandwidth for wireless intemtediary 
networks. However, one area that has been largely over- 

15 looked is the very format and structures of data that is 
transmitted. For example, HTML or XML-scripted content 
is largely unsuitable for transmission under low bandwidth 
conditions to small portable devices. As a result, such 
devices having lower mcmory and operating under lower 

zo bandwidth resources are limited to certain types of data such 
as only e-mail or voice mail. 

A system known to the inventor and listed under the 
cross-reference to related documents section provides a 
capability of automated login and navigation to Intemet or 

25 other network-held sources written in HTML, XML, or 
other languages for the purpose of retrieving and presenting 
WEB summaries to subscribers according to client/enter- 
prise directives. This service uses scripted templates pre-
pared by knowledge workers using known site logic to 

3o enable navigation, not just to the site, but to specific content 
posted on the site. A parsing method is Ihen used to identify 
appropriate data based on the provided script directives. 

The data obtained by the above-described method is held 

35 
in a server for user access (via PC), or pushed to a user (PC 
or alternate appliance) according to enterprise rules. The 
data is typically presented in the form of a WEB page made 
accessible to a user having suitable equipment for retrieving 
and viewing such pages. However, in another embodiment, 

40 
dle data is re-formatted when possible for transmission to a 
user specified Intemet appliance such as a cell phone, laptop, 
PDA, etc. The user must first access the service using a 
device that supports a browser interface. Data is forwarded 
to altemate devices only on user request and assuming the 

45  user has configured his or her altemate device to the service. 
In order to receive some types of data, special software 
and/or hardware implementations must be made to the 
alternate appliances. 

The above service does not support independent device 
50 access to the Intemet (except for devices already capable of 

browser navigation), nor can it deliver certain content held 
in a format that is not readily convertible to a format generic 
to the software running on such alternate devices. Moreover 
much content that would be convertible rnay still overload 

55 the memory of certain alternate devices such as pagers or 
cell phones if additional data restructuring and synchroni- 
zation steps are not taken. 

It will be appreciated that there is a growing variety of 
existing and new portable-type devices that are being 

60 adapted for Intemet access. Most of these devices commu- 
nicate according to device-generic protocol and are unable 
to receive and disseminate certain other, types of data under 
normal circumstance. Furthermore, low bandwidth connec- 
tion states and limited memory provisions preclude many of 

65 these devices from broad Internet navigation capabilities and 
limit download capability in terms of time and type of data 
content that may be received. 
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What is clearly needed is a method and appamtus for 

intelligent restructuring of personalized data and, in son7e 
cases, generalized data from the Internet into model/device= 
specific data formats suclt that it inay be easily made 
available for transmission to and presentation by a variety of 5 

known conmiunication devices having either dircct or indi- 
rect Intemet connection capability. Such a method and 
apparatus would broaden the scope of Intemet-sourced data 
types that a conununication device could independently 
access and receive without requiring hardware or sofiware to 
modifications to such devices. 

SUMMARY OF THE INVENTION 

In a preferred embodiment of the present invention a 15 

system for retrieving and disseminating information rccords 
from Internet sources is provided, comprising a client 
device; and an intermediary server system including so8- 
ware between the client device and the Intemet. The system 
collects a record specific to a client from an individual one zo 
of said Internet sources in a first fonn in which the record is 
recorded at the Internet source, transfonns the record from 
the fust form to a second form specific to an application 
other than an Intemet browser application, the application 
executable by the client device, and transmits the trans- 25 

formed record to the client device for display in the appli- 
cation other than an Intemet browser application executable 
by the client device. 

In some embodiments the intermediary server system is 
connected to the Intemet by an Internet-compatible link and 30 

the client device is connected to the intermediary server 
system by other than an Intemet-compatible link.lhe other- 
than-Intemet-compatible link may be an Intemet Protocol 
Telephony link, a conventional telephony link operating by 
a conventional telephony protocol, a wireless cellular tele- 35 

phony link, or a wireless satellite-enhanced link. 
In some embodiments there may be a personal computer 

(PC) connected to the intermediary server system by a 
conventional Intemet-compatible link, and the client device 
connects to the PC by an other than Internet-compatible link, ao 
and wherein the system transmits the transfonned record 
first to the PC which then transmits the transformed record 
to the client device. 

Also in some embodiments the intermediary server sys- 
tem is a subscription system, and maintains client profiles 45 

for subscribers to the system, the client profiles including 
data relative to information destinations on the Intemet for 
a specific client, data records to be retrieved from the 
destinations, and data forms for transformation of specific 
records. 	 50 

In these and other embodiments the intermediary server 
system may maintain input and output templates for indi- 
vidual clients, the input templates having slots mapping 
records by type as received from Intemet sources, and the 
output templates having slots mapping data records by type 55 

to be transmitted to the client, there being specific correla- 
tion between input template slots and output template slots 
for an individual client. Data forms for transfonnation to 
transmit to client devices may include one or more of 
conventional telephone protocol, Intemet protocol tele- 6c 

phony Protocol (IPNT), voice mail, e-mail, pager message, 
and records for applications common to personal digital 
assistants (PDAs), including one or more of appointment- 
book data records, memo-pad records, alarm records, and 
things-to-do records. 	 65 

In some cases airline reservations retrieved for a client 
from the Intemet are converted into multiple appointment- 

4 
book entries displayable by an appointinent-book applica- 
tion on a PDA, ojle appointnient book entry for each 
individual fliglit in a reservation. In these cases there ntay be 
an alarm generated for each flight at a time preceding flight 
time for each flight. A di$erent alarm interval may be used 
for doinestic flights than for Intcniational flights. 

In some cases billing schedules retrieved for a client may 
be converted into two or more records, one being a meino 
pad record detailing the details of the bill, and another being 
a lhings-to-do record to remind the client of the time the bill 
is due. In these cases an alarm record may be entered to 
generate an alarm prior to the tiine the bill is due, to remind 
the client that the bill is due. 

There are a number of ways the system architecture might 
be arranged. In one alternative the intermediary server 
system is implemented in association with an Intemet Ser- 
vice provider site. The intermediate server system may 
include an aggregation service for aggregating client-spe- 
cific records prior to transmission to client devices. There 
may also be a synchronization service for keeping data on 
client devices synchronized with data from sources on the 
Internet and from the aggregation service. In one case the 
synchronization service uses an algorithm enabled to adap- 
tively miiiimize round trip messages between the interme- 
diary server system and the client device according to 
whether the client device is more limited by latency or 
bandwidth. The algorithm in some cases computes Cyclic 
Redundancy Check (CRC) codes for input and output 
records, and computes intersections between CRCs on 
records on the client device and at the aggregation service, 
the output of the algorithm being exactly the records that 
need to be sent to the client device and exactly the list of 
records that need to be deleted form the client device to keep 
the data sets in synchronization. 

In another aspect of the invention a method for retrieving 
and disseminating information records from Intemet sources 
is provided, comprising steps of (a) collecting a record in a 
first data form from an Intemet source by an intermediary 
server system connected to the Intemet; (b) transforming the 
record into a second data form specific to an application 
other than an Internet browser application, the application 
executable by a client device connectable to the intermedi- 
ary server system; and (c) transmitting the transformed 
record to the client device for display with the client device 
connected by a data link to the intermediary server system. 
The method or a variation according to embodiments of the 
invention may be practiced with and within all of the 
apparatus and function variations described above. 

In various embodiments of the.present invention for the 
first time a server system is provided for retrieving and 
disseminating Intemet-based data specific to individual cli- 
ents, wherein clients may use devices that do not have or 
need an Intemet connection capability or an Intemet 
browser, but may still very clearly relate to the client all of 
the mined data, and wherein also the system can keep all 
data fresh and up-to-date for the client. 

BRIEF DESCRIPTION OF THE DRAWING 
FIGURES 

FIG. 1 is an overview of a communication network 
wherein a data aggregation and tunneling service is hosted 
and operated according to an embodiment of the present 
invention. 

FIG. 2 is a block diagram illustrating an exemplary 
hierarchy existing between various components of the data 
aggregation and tunneling service of FIG. 1. 
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FIG. 3 is a block diagram illustrating an exemplary client 
request/result loop progressing through the various process 
phases attributed to a service of the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

According to a preferred embodiment of the present 
invention, a method and apparatus is provided that allows 
virtually any Intemet-based data to be accessed, restruc- . to 
tured, and then transmitted to a wide variety of network- 
capable appliarnces without requiring special software or 
hardware additions to the receiving devices, and in a fortn 
that the receiving device may display the data using an 
existing application on the device typically used for an 15 
entirely different purpose and function. Such method and 
apparatus is described in enabling detail below. 

FIG. 1 is a basic overview of a communication network 
9 wherein a data aggregation and tunneling service is hosted 
and operated according to an embodiment of the present 20 

invention. Communication network 9 cotnprises a data 
packet network 11, which is the well known Intemet in this 
example, an Intemet Service Provider (ISP) 15, and at least 
one exemplary wireless data network 13. 

Network 11 may be another type of data packet network 25 
instead of the Internet such as perhaps a private or corporate 
wide area network (WAN) as long as Transfer Control 
Protocol/Internet protocol (TCP/IP) or other suitable net- 
work protocols are supported. Network 11, hereinafter 
referred to as Internet 11 for example purposes, is exempli- 30 
fied herein as a preferred embodiment because of the large 
public accessibility to the network. Such public accessibility 
lends to a preferred embodiment for hosting a large data- 
information service such as the service described in the 
cross-referenced application Ser. No. 09/323,598. 	35 

Intemet 11 may comprise any geographical portion of the 
global network including such as data sub-networks con- 
nected thereto. Internet 11 has an Intemet backbone 19 
distributed throughout, which represents the many lines and 
connections making up the wired Intemet. Three data serv- ap 
ers 21, 23, and 25 are illustrated within Internet 11 and 
connected to backbone 19. 

Servers 21-25 are, in this embodiment, file servers known 
in the art for serving data in such as hypertext markup 
language (HTML), XML, or other suitable languages asso- 45 
ciated with electronic information pages known as WEB 
pages in the art. It should be noted here that servers 21-25 
are not limited to only serving WEB pages. In some embodi- 
ments, other data such as E-commerce data associated with 
on-line forms, digital authorization certificates, secure digi- 5c 
tal signature forms and the like, may also be held in such 
servers. Moreover, any one of servers 21-25 may be adapted 
as an E-mail server or may be subject to any other adaptation 
for serving data. 

ISP 15 is adapted, in this example, for providing Internet 55 

connection services as known in the art. Illustrated within 
ISP 15 are a main connection server 33, a mass data- 
repository 31, and a modem bank 29. Main server 33 is 
directly connected to Internet 11 as shown. Main sever 33 is 
adapted to perform normal Intemet service routines as 6C 

known in the art, and is additionally enbanced via a unique 
software instance 51 for enabling practice of the present 
invention. 

In one embodiment, an additional server may be provided 
for executing software 51 and enabling practice of the 65 

present invention in conjunction with main server 33. In 
another embodiment, inore than one such server may be 

6 
provided and adapted to exectite individual instances of 
software 51. The inventor illustrates just one server 33 and 
SW 51 for the purpose of siniplifying illustration and deeins 
it suffcient for the purpose of explaining the present inven- 
tlon. 

Main servcr 33.  is connected to a data centcr 37 by a data 
link 35. Data center 37, among other tasks, provides an ISP 
(Intemet) interface to server 33 for various wireless data 
networks represented by network 13. Network 13 is further . 
characterized by the illustration of a communication satellite 
17, which provides satellite rebroadcast of uplinked data 
streams from data center 37 and a backlink to data center 37 
as illustrated by a dotted double arrow. As previously 
described, network 13 may be plural in the sense that plural 
wireless data networks common to certain communication 
devices may accomplish an interface to ISP 15 (server 33) 
through such as satellite 17 or another type of wireless 
transceiver/receiver and data center 37. 

Within network 13 a variety of Internet capable appli- 
ances are illustrated. As exarnples there are a pager 39, a 
notebook computer 41, and a cellular telephone 43. In this 
example, appliances 39-43 broadcast data, which is picked 
up by satellite 17 and relayed to data center 37. Similarly, 
data arriving to satellite 17 from data cenler 37 is broadcast 
to and received by appliances 39, 43, and 41 as illustrated 
herein with dotted double arrows representing respective 
two-way communication links. In the case of appliances 39 
and 43, network 13 might be a cellular network typically 
implemented for those devices. In the case of notebook 41, 
network 13 may be a wireless Intemet service using cellular 
or other suitable wireless technologies. 

As previously described, main server 33 is also connected 
to modem bank 29 as is known in the art of land-line Intemet 
access through an ISP A personal computer (PC) 45 oper- 
ated by a user/subscriber to the service of the present 
invention is illustrated as connected to modem bank 29 by 
an Intemet connection line 49. Line 49 may be a conven- 
tional telephone line, an integrated digital services network 
(ISDN) connection line, or any other suitable wired connec- 
tion such as ADSL. A PDA 47 is illustrated by a dotted 
double arrow as having a wireless communication link to PC 
45 as is comrnon in the art of computer peripherals. 

In the example of a subscriber service, data repository 31 
would contain data about individual subscribers to the 
service of the present invention (user profiles and other 
user-specific records). Repository 31 may be an optical 
storage facility or any other convenient facility that is 
adapted for storing large amounts of data. Repository 31 is 
illustrated as connected to main server 33 by a data con- 
nection 27. In this example, repository 31 is considered an 
off-line storage facility that is accessible to server 33. In 
another embodiment repository 31_ may be a part of server 
33, or in any other network-connected location such as 
on-line, or on a connected local area network (LAN). In 
addition to holding data specific to individual subscribers 
such as account information, address parameters, user ID 
and authorization data, repository 31 may also hold data 
gathered from such as Internet 11 before being delivered to 
or being accessed by users. 

SW 51 executing on server 33 is provided for the purpose 
of enabling a unique data-gathering and tunneling service 
that allows users operating such as appliances 39-43, and 47 
to have structured access to data such as may be sourced in 
one of servers 21-25; and, to have the data re-stmctured in 
an intelligent fashion for delivery to a specific Intemet 
appliance that may not be normally adapted for receiving 
and displaying the data. 
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Software 51 provides, in this case, a unique subscriber 

	ther innovation is required in order to accomplisli the goal of 
service hosted by ISP 15 in which the service may be 

	the present invention, which is tbe intelligent restructuring 
accessed and utilized by using wiy Internet-capable appli- 	of data coming into and leaving from the service of the 
ance. For the purpose of discussion, an Internet-capable 	present invention. 
appliance shall include any electronic coinniunication 5 	In the present example a ready request is queued for 
device capable of a direct or indirect (through a connected 

	
execution by SW 51 according to on-demand or in a 

network) connection to a data packei network such as 	scheduled fashion. Server 33, upon executing the request, 
]nternet 11. Such devices may also include devices that inay 	navigates to one or more of servers 21-25 (for example, as 
only receive data from such as Intemet 11 as long as a 	representative of plural servers in the Internet) holding the 
separate device is used to access the service and upload a lo requested data. The location of the data is then identified 
data request. 	 according to site logic provided in the scripted template. 

In practice of the present invention, a user operating such 
	

Located data is then parsed for specified content to be 
as cellular lelephone 41, for example, accesses ISP 15 from 	returned. The resulting data is aggregated in repository 31 if 
anywhere in network 13 through a wireless path, exempli- 	the request has a scheduled delivery or user-access time. If 
fied herein by satellite 17 to data center 37, and registers a 15 the retum data follows an on-demand criteria, then it is 
request for data. The data request in some cases may be 

	
iinmediately processed and delivered over data link 35 to 

manually initiated by a user, and in other cases automatically 
	

data center 37 for further processing before being broadcast 
initiated on a periodic basis while the device is connected to 	over network 13 to a user operating such as cell phone 43. 
the Intemet. In some cases a request will he automatically 

	
In another aspect of the present invention, requests and 

initiated when the device connects to the hitemet. 	20 return data may be registered and received by a user oper- 
The nature of a requestmay vary under a broad set of rules 	ating a PDA such as PDA 47, which is a peripheral to PC 45 

set-up by a hosting enterprise (ISP 15) for types of requests. 	illustrated as wired to Intemet 11. In this embodiment, a user 
For example, one request may be for a data result of a 	operating PDA 47 registers a request to PC 45. The request 
site-specific search according lo defined parameters such as 

	
is analyzed and uploaded lo server 33 under control from 

was described in the characterization of a WL13 summary 25 PDA 47. Additional processing conceming obtaining and 
disclosed in application Ser. No. 09/323,598. Another type 	retuming information is the same as with previously 
of request may be for information about departure/arrival 

	
described embodiment except that instead of using data 

parameters and gate instmctions associated with purchased 
	

center 37 as an interface, PC 45 acts as the interfacing 
airline tickets. Still another type of request may include a 	machine. If requested data arrives to PC 45 in a fonnat that 
desire to access only the existing incomuig mail from a 30 is not discernable to PDA 47, then data restructuring may be 
certain individual or individuals. There are many possibili- 	performed in PC 45 by a provided instance of SW 51 that is 
ties. In a preferred embodiment a script, for data requests 

	
dedicated to the purpose. PDA 47 would require no modi- 

inay be a part of a user profile, and a single generic request 
	

fication in either hardware or software. In yet another 
from a user may trigger a variety of data searches and 

	
embodiment the client machine may be PC 45. 

retrievals from Internet 11 on behalf of the user. 	 35 	The method and apparatus of the present invention pro- 
Data center 37 processes requests from network 13 and 

	
vides a unique capability of restruchiring data in an intelli- 

forwards them to main server 33 where they implemented. 	gent way. That is, instead of simply converting one format 
Various technological enhancements may be implemented in 	of data into another, a first data set is analyzed and under- 
data center 37 to facilitate comniunication and interface 	stood so that an altemate data set in a format specific to 
capability with various portable appliances sucb as appli- 4o applications executable on a receiving device may be cre- 
ances 39-43. One example would be to provide an interac- 	ated that reflects the desired content and function of the first 
tive voice response (IVR) unit (not shown) that may take a 

	
data set. More detail about how this is accomplished is 

vocal or touch-tone initiated request originating from such 
	

provided below. 
as cell phone 43. Such an IVR may be included in data 

	
FIG. 2 is a block diagram illustrating an exemplary 

center 37 as a client interface. 	 45 hierarchy and data transformation and flow existing between 
The nature and content of a request from cell phone 43, 	various components of the data aggregation and tunneling 

for example, is analyzed and restructured into an equivalent 	service of FIG. 1. The service of the present invention in a 
Internet Protocol (IP) request that can be uploaded into main 	preferred embodiment comprises three basic component 
server 33 over data link 35. This process is, in a preferred 

	
layers. These component layers are illustrated herein as layer 

embodiment, performed in data center 37 with the data 5o 53, layer 55 and layer 57. Layer 53 is best described as a 
center having access to a portion of software 51 dedicated to 	source-data interface layer. This portion of the service is 
the specific function. In another embodiment, a specific 

	
dedicated to navigating lo and obtaining data from Intemet- 

portion of software 51 may be provided to be executable on 	connected data sources. Data sources (S)1-n are analogous to 
a connected machine at data center 37 for the purpose of 

	
servers 21-25 of FIG. 1. It will be appreciated that the 

analyzing requests of varied protocol and restructuring them 55 number of data sources that are available on a network such 
into requests that can be understood on server 33. 	 as Internet 11 (FIG. 1) is vast. Data collected from SI-Sn is 

Once a request from cell phone 43 is registered in main 	continually aggregated into such as repository 31 (FIG. 1) as 
server 33 as an IP data request, data about the user is 

	
indicated by the bi-directional arrows linking each Sl-Sn to 

accessed from repository 31 for verification and authoriza- 	aggregation scrvice 54. Aggregated data is tagged according 
tion purposes. A scripted template supplied by a knowledge 60 to requesting user and target receiving device. 
worker (not shown) is provided for accessing site logic 

	
Layer 53 includes all of the means and processes required 

durnig navigation and parsing as initiated by SW 51. Such 
	

for locating and parsing user-requested data according to 
knowledge workers may be stationed at data center 37, ISP 

	
site-specific scripting lechniques and funneling the collected 

15, or any other centralized location that is connected to the 
	

data back to aggregation for storage under a user-specific ID 
service by network connection. The scripting, navigating, 65 parameters. Most, if not all of the data retrieved in layer 53 
and parsing technology is fully explained and detailed in the 	will be in the form of HTML, XML, or a similar protocol. 
co-related application Ser. No. 09/323,598. However, fiir- 	Other than XML types of data may include various multi- 
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media types associated with audio and video data, aniniated necessarily requested. The output tentplate is device generic 
graphic data, or still graphic data. All data requested by any and contains only usable data-slots that may be presented on 
one user is aggregated under that user's ID parranieters. its associated device. 

Data stored in aggregation is forwarded to layer 55 In one embodiment of the present invention, a knowledge 
according to a pre-assigned schedule for processing. Layer 5 	base (not shown) could be provided as part of SW 51 and 
55 provides an intemal process comprising data restructur- used to equate data paranieters associated with frequently 
ing and primary interface capabilities. Data processing is the requested data types from a network to data parameters that 
first phase of layer 55 as illustrated by process 56. It is in the are generic to various network appliances. In this method, 
main the data processing phase that is unique and distin- categories and titles describing oft-requested data records 
guishes the present invention from lhat disclosed in the to such as flight reservations, account balance information, 
copending and referenced application Ser. No. 09/323,598. order status information, and the like are created, coded and 

Instead of simply converiing data from one language or stored in the knowledge base. Device-specific equivalents 
format into another in an attempt to render it usable to a described as rules for presenting the type data to each 
speci6c Internet appliance, the present invention seeks to specific model device are also stored in the knowledge base 
rewrite original data. in an altemate format or language that 15 and equated_ 
accurately represents the data presented in the original When a data request comes in, a runtinie engine (software 
format in terms of content and function. Data expressed in application) takes the input data and finds the category and 
this altemate format (standardized) is then restructured into subtitle that matches it. Then the data presentation rules 
the appropriate device-specific format for transmission. conceming the specific receiving device are matched from 

To accomplish the above-described task, it is required that 20 the knowledge base. hi this way, appropriate output records 
data obtained in layer 53 be at least inachine-legible in its may be created that are spec:ific to the type and model of 
given language or fonnat and imderstood by software 51. device that is targeted to receive the data. 
SW 51 must also know parameters encompassing the for- In one embodiment, the knowledge base method is used 
mats wid data presentation schemes of various software in conjunetion with the template/algorithm method. As use 
routines used in various Internet-capable appliances. For 25 of the service progresses, the knowledge base is updated 
example, an HTML description of a flight reservation and with new categories and subtitles associated with repetitive 
gate instruction as presented on an information page (WEB requests. The knowledge base may also be updated to reflect 
page) would not be expressed as a text block in such as an parameters associated with new types and models of net- 
electronic calendar, or a PDA. Rather, the same information work capable devices. 1'here are many such possibilities. 
would have to be restroctured and expressed as a series of 30 

~mponent layer 55 includes an interfacing data center 
entries expressing time and date functions associated with 

such as data center 37 represented in FIG. 1 and a desktop 
the particular flight schedule. 

In a preferred embodiment, an algorithm is employed as 
PC such as PC 45 of FIG.1. Output templates contain device 

part of software 51 that can take information from provided 
specific data that is ready for transmission to target devices 

input data-templates and restmcture the information to fit 35 such as devices 39-47 of FIG. 1. As output templates are 

pre-designed and associated output data-templates. For 
completed, they may be held for requesting users at a storage 

example, an input teniplate is created for one or more 
facility (not shown) held in a data center, or pushed to 

records of network-based data. The input template renders 
requesting users based on the original request. Similarly, 

the original data into a proprietary language similar to 
output records destined for such as Internet-connected PCs 

HTML and XML. The proprietary language or code 
4o may be held tlierein for remote access, or pushed to request- 

expresses the original data in a standard fomiat that may ing users operating peripherals such as PDA 47 of FIG. 1. 

then be manipulated by algorithm. The input template holds Component layer 57 represents various nehvork capable 

the rendered data according to mapped slots. appliances as described above and their associated transmis- 

An output template is created that is generic to the sion networks. Illustrated within layer 57 is a PDA with a 

parameters and presentation scheme associated with a spe- 45 remote (wireless) link to PC in layer 55 as shown by 

cific Internet-capable appliance that will receive the data double-arrow connecting line. Also illustrated within layer 

record or records. The output template holds the specific 57 is a pager, a notebook, and a inobile phone, all having 

slots wherein data will be rendered by the algorithm. The remote (wireless) connections to the data center represented 

algorithm uses provided data-restructuring rules to identify in layer 55 as shown by the double-arrow connecting lines. 

data contained in an input data template and re-map it by 50. The PC illustrated in layer 55 may be a desktop PC operated 

matching the data to appropriate data-slots presented in an by one or more users. In another embodiment, it may be a 

output data template. As a result, one or more input records powerful workstation shared by many users. The repre- 

(parsed and rendered data) will produce one or more output sented data center has all of the interface means required to 

records (data remapped by algorithm). bridge the appliances of layer 57 to the service. 

Data templates as described above, are not analogous to 55 	It will be apparent to one with skill in the art that 

logic templates described in the co-related application Ser knowledge workers associated with creating input and out- 

No. 09/323,598. Data templates work in conjunction with put templates may perform their services from anywhere in 

scripted logic-templates used to find and parse the requested a connected network without departing from the spirit and 

data. Input templates are request-generic while output tem- scope of the present invention. In one embodiment, input 

plates are device-generic. For example, there are many 50 templates are supplied by knowledge workers associated 

variations of data formats and languages that can be used with the service, while output templates are created by 

when presenting data on a WEB page. Therefore, an input knowledge workers that are associated with various network 
template should be modeled to facilitate the specific data hosting entities. 
fields, language, and format in which requested data is In another embodiment, the service of the present inven- 
expected to be found. In some cases, an input template may 65 tion may be provided as a tumkey package wherein com- 
be enhanced to support a variety of differuig formats and or panies may set-up their own specific infonnation services 
languages, aud be made to hold more slots for data not using the implements of the present invention. 
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12 
It will also be apparent to one with skil] in the art that an 	preparation for transmission. hi other cases, the data is 

intermediary language derived in part from H'rML and 
	

stored for client access at his or her convenience. In a 
XML languages may be proprietary in nature and used as an 	preferred embodiment, the above-described . template 
intermediary data-conversion language between such as 	method with algorithm is used. In an altemative method, a 
pure HTML and device specific protocol without departing 5 knowledge base technique is used. In still another embodi- 
from the spirit and scope of the present invention. Codes 	ment, the two ruethods may be combined. It is assumed that 
specific to sucli an intennediate language niay be licensed to 

	
by the time data restructuring occurs, an input and an output 

entities wishing to recreate the service for their own pur- 	template containing the appropriate data fields pertaining to 
poses. 	 a target device have been provided. A software module (not 

FIG. 3 is a block diagram illustrating client request/result 10 shown) termed a data renderer converts the original data in 
loop progressing through the various process phases of the 	aggregation into a suitable intermediary language that is 
service of the present invention in a preferred embodiment.. 	understood to be standard to the system and compatible, in 
In step 57 a client (user/subscriber) initiates a request for 

	terms of further slot-mapping, according to any supported 
data. Such a request may be initiated from a network capable 	protocols specific to various network appliances interacting 
appliance like appliances 39-43 of FIG. 1. A client may also 15 with the service. The intermediate language may be of a 
initiate a request from a standard PC such as PC 45 of FIG. 	proprietary nature and licensed to other entities for use. In an 
1, or a PDA such as PDA 47 of FIG. 1. Browser so$ware of 

	
embodiment wherein a knowledge base system is used, an 

any sort is not required for a device to access the service. In 
	

intermediate language would not specifically be required. 
this way, a low bandwidth device may be used to practice the 

	
The input template contains the rendered data in specific 

present invention without depending on a parent or associ- 20 field-slots that are understood by the software algorithm. 
ated machine. For example, devices not having 1P capability 

	
The algorithm also understands the field-slots associated 

or navigational sofiware would interface with such as data 	with the output template. This is accomplished by creating 
center 37 of FIG. 1 in order to gain access. Appropriate 	specific rules for the algorithm to follow in operation. The 
equipment and means for bridging networks is made avail- 	algorithm re-maps the data from the input template into the 
able in data center 37. An Intemet-capable appliance having 25 field-slots in the output template according to the applicable 
a browser function and Internet connection capability may, 	rules. During this operation a second data renderer inserts 
of course, gain access through normal wired or wireless 	and in some instances writes new data for insertion to 
channels. 	 specific field slots chosen by the algorithm. 

-In step 59, a request from a client is registered to the 
	

In one embodiment, output templates may be provided 
service. If the request is initiated from a device using a 30 with additional functional routines (based on the content of 
wireless network wherein a data center such as center 37 is 

	
inserted data) that may be caused to activate a notification 

the interface, then the request data may be converted from 	system or the like that is generic to a particular receiving 
the protocol used by the requesting device to a suitable IP 

	
device. For example, a round trip flight description may be 

protocol for registering at a server such as server 33 in ISP 
	

rendered as a series of appointment book entries in such as 
15 (FIG. 1). If an Intemet-connected PC or workstation is 35 a PDA. The additional notification routine in the output 
the uiterface, and a requesting device is a remote peripberal 

	
template may, according to the data, set an alarm or other 

such as PDA 47, then the original request will arrive already 	audible alert to activate at a convenient time before the 
in suitable IP format. 	 scheduled departure, as a reminder to the user. 

In step 61, the client request is conipared against a 
	

In step 71 output records are delivered to specified 
database for additional infonnation about the initiator of the 4o devices through their respective interfaces and connected 
request and, perhaps to finish the package by associating the 	networks. In step 73, a receiving appliance incorporates the 
appropriate templates to the request. The templates may be 

	
data in usual fashion. Steps 71 and 73 may also be construed 

stored under specific user ID for repeat requests, and created 
	

as steps for delivering and incorporating oiily updates to 
new for cases where no template is available. This includes 	existing information. For example, the client send/return 
the scripting templates of Ser. No. 09/323,598 as well as 45 loop represented by steps 57 through 73 can be initiated for 
input/output templates of the present invention. Once all 

	
one or more requests and then be reactivated to receive 

information and planned routines are incorporated into a 	periodic updates to already received data. For example, 
request, it may be queued for execution. 	 input and output records already sent to a client may be 

In step 63, the service navigates to a data source or 	stored at the service for reference and tagged with client ID, 
sources specified in the request on behalf of the client. 5o time, date, etc. If an update request comes in from a client 
Site-logic scripting provided by template, along with a 

	
it can be noted in a new output template designed to carry 

data-parsing convention is used to locate and identify data 	only the new information. During the process at step 69, the 
associated with the client's request. Data sources will typi- 	input template containing the previous data is compared to 
cally be information pages written in such as HTML or 

	the input template containing the current data. The discrep- 
XML. However, this is not to be construed as a limitation. 55 ant data in the new input template is remapped to appropriate 
Other types of data as well as some multiunedia content may 

	
field-slots in a new output template. In this way, the record 

be located and parsed according to site logic. 	 only reflects the new data. In step 73 then, the new data 
In step 67, all data obtained in step 63 is aggregated and 

	
overwrites the old data. Data obtained througb the service 

tagged according to a user-specific and device specific 	may be routinely and periodically updated in a push or pull 
manner. In some cases the data found during navigation is 60 fashion. 
simply stored in one location for a client with the stored data 

	
In another embodiment, synchronization (updating) may 

retaining it's original format. In another case, data is ren- 	be performed in step 63. For example, a new update request 
dered to an intermediate form of it's original language for 	may arrive wherein the previous input record is obtained and 
the purpose of providing a standard format from whence 	used to part5ally direct the function of parsing during the 
further re-structuring may occur. 	 65 navigation process. The rule would in effect d'uect the parser 

In step 69, aggregated data is restructured from its original 
	

to designate only data that is different from the old input 
format (if applicable) to it's final format (device specific) in 	template for collection. In this case, the algorithm may be 
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employed in reverse fashion so that the intermediate lan-
guage in an input template may be converted back fo original 
language as seen by a parser. 

In still another embodiment, the parsillg engine may be 
equipped to read both languages. 'The parsing process may 
also include the algoritlmt function for re-mapping the data. 

It will be apparent to one with skill in the art that the 
method and apparatus of the present invention inay be 
applied to the method and apparatus disclosed in the co- 
related application Ser. No. 09/323,598 to provide a new and 
unique service without departing from the spirit and scope of 
the present invention. It will also be apparent that the 
method and apparatus of the present invention may stand 
alone from Ser. No. 09/323,598 as long as a suitable method 
for site navigation and parsing, is included in the new 
service. 

The service of the present invcntion may be adapted to 
serve specific wireless networks and client/devices con- 
nected to tliem. It may also be broadened to include many 
wired communication nctworks, including the Internet and 
PSTN networks. Conventions may be provided to such as 
SW 51 for the location, parsing and restructuring of virhially 
any type of data that may be held on a digital network. Even 
conventions such as video may be played and interpreted by 
the service for data mapping to provided output templates 
for creating records that reflect the content or at least a 
summary of content contained in the video. 

Specific Examples 

The present invention in certain embodiments is to be first 
brought to the public after the filing of the present patent 
application by a new Intemet company named Yodlee.com  
in Sunnyvale, Calif. In the first implementations the service 
practicing the present invention is called Yodlee2Go. Spe- 
cific features of the Yod1ee2Go service are included here as 
further examples of the present invention. In these examples 
restructured information is provided to onto the Pa1mTM, but 
this information could be inserted onto any other mobile 
device as well. Many cell phones, for example, bave calen- 
dar and address book applications built in, so the restruc- 
tured information could be inserted onto those devices as 
well, and into many others. 

1. Travel Reservations. 
If you book your travel reservations through an online 

travel agency such as BizTravel.Com  or Travelocity.Com  
and you have added the travel site to your Yodlee home 
page, then your travel reservation information is synchro- 
nized onto your Palm, for example, into several places. For 
each travel reservation that you have: 

a. One record is entered into your Date Book for each 
"leg" of the flight. The description of the record con- 
tains the airline name on which you will by flying, your 
flight number, and the departure and arrival airport 
codes. 

b. In addition, an alarm is automatically set to go off one 
hour before your fGght time. You may change the alarm 
time for a particular flight by clicking on the "Details" 
button in your Date Book. (You may also change the 
default alarm time to be different than one hour by 
changing your Yodlee2Go preferences. This is 
described in Section x of this user manual.) 

c. If you click on the "Note" button in the Details dialog 
box, you can view your confirmation number, the price 
that you paid for the ticket, the flight mileage, and the 
name of the travel agency with which you booked the 
flight. 

14 
d. Since Yodlee2Go knows which travel agency you 

booked the flight with, it synchronizes the contact 
information for that travel agency into your address 
book. This way, you will have the phone number of the 

5 	travel agency with you if you run into probleins at the 
airport. (Also, don't forget that you have your confir- 
mation ntuiiber in the note attached to the date book 
record! ) 

e. Finally, since Yodlee2Go inserts a memo into your 
to 	Memo Pad application conlaining the entire itinerary 

for each of your flights. 

2. Frequent Flyer Miles. 
If you have added any airline sites in the frequent flyer 

miles category onto your Yodlee home page, then all of your 
15  frequent flyer information is copied into a single memo in 

your Memo Pad application on your Palm. The memo is 
titled "Frequent Flyer Miles" and can be accessed by click- 
ing on the Memo Pad application on your Palm. 

20 3. Bank Statements. 
If you do your online banking on the web, and you have 

added your bank's site to your Yodlee home page, then a 
summarized version of your bank statements will by syn- 
chronized into the Memo Pad application on your Palm. One 

25 rnemo will be created for each of your online bank accounts. 
Each memo will contain the balances in each of your 
accounts, and a total balance across all your accounts at that 
bank.< 

30 
4. Credit Card, Telephone Statements, and other Billing 
Information. 

If you have added any credit card or billing sites to your 
Yodlee home page, then this information will be synchro- 
nized onto your Palm to help you remember to pay your bi ]]s 

35 
on time. For each bill, Yodlee2Go will insert one entry in 
your list of things to do in your To Do List application on 
your Palm device. The entry will contain the name of the 
company from which you received the bill, the due date, and 
the amount due by the due date. If you click on the "Details" 

40 
button, and then click on the "Note" button to view more 
information about the bill. 

5. Stock Portfolio Infonnation. 
lf you have added your online stock broker (such as 

E*trrade) onto your Yodlee home page, then your stock 

45 
portfolio information will be synchronized onto your Palm 
device by Yodlee2Go. Yodlee2Go will create one memo pad 
entry in your Memo Pad application that contains a consoli- 
dated statement of all of your stocks across all online 
brokerages that you have added to your Yodlee home page. 

50 
The memo is titled "Stock Quotes," and also contains a 
summary of the total worth of all of your stock portfolios. 

The methods and apparatus of the present invention have 
many broad applications and therefore should be afforded 
the broadest of scope. The methods and apparatus of the 

55 
present invention are limited only by the claims that follow. 

What is claimed is: 
1. A subscription system for providing information from 

an Intemet source for a client device, comprising: 
client profiles for subscribers to the system including data 

60 	relative to information destinations on the Internet for 
a specific client and a record of a client device and an 
application other than a Browser application executable 
by the client device; 

a software function for translation and transmission; 
65 	wherein the client profiles also include data records to be 

retrieved from the destinations, and data forms for 
transformation of specific records and the system 

Ex. 1002 Page 91



Case 1:14-cv-01445-UNA Docurrlent 1-4 Filed 12/01/14 Page 13 of 14 PagelD #: 88 

US 7,263,548 B2 
l5 

accesses information froni the Intemet source in a first 
format, translates the infoimation into a fomiat com- 
patible with the application executable on the client 
device, and transmits the infonnation for the client 
device for presentation accordiug to the client profiles. s 

2. The.system.of claim 1 implemented on an intermediary . 
server system comnected to ihe Internet by an Inteniet- 
compatible linlc, and the infonnation is transmitted foi• the 
client device over a link other than an Internet-compatible 
link. 	 10 

3. The system of claim 2 whereui the other-than-Intemet- 
compatible link is an Intemet Protocol Telephony link. 

4. The system of claiun 2 wherein the other-than-Internet- 
compatible link is a conventional telephony link operating 15  
by a convcntional telepbony protocol. 

5. The system of claim 2 wherein the other-than-Internet- 
compatible link is a wireless cellular telephony link. 

6. The system of claim 2 wherein the other-than-Intemet- 
compatible liuk is a wircless satellite-enhanced link. 	20 

7. The system of claim 2 further comprising a personal 
computer (PC) coupled to the intermediary server over a 
conventional Internet-compatible link, wherein the system 
transmits the information to the PC, which then re-transmits 
the information for a client device over an other-than- 25 

Internet-compatible link. 

S. The system of claim 1 wherein the systein maintains 
input and output templates for individual clients, the input 
templates having slots mapping records by type as received 
from Intemet sources, and the output templates having slots 30  
mapping data records by type to be transmitted to the client, 
there being specific correlation between input template slots 
and output template slots for an individual client. 

9. The system of claim 1 wberein data forms for trans- 35  
formation to transmit to client devices include one or more 
of conventional telephone protocol, Internet protocol tele- 
phony Protocol (IPNT), voice mail, e-mail, pager message, 
and records for applications common to personal digital 
assistants (PDAs), including one or more of appointment- 40 
book data records, ntemo-pad records, alann records, and 
things-to-do records. 

10. The system of claim 9 wherein airline reservations 
retrieved for a client from the Intemet are converted into 
multiple appointment-book entries displayable by an 45 
appointment-book application on a PDA, one appointment 
book entry for each individual- flight in a reservation. 

11. The system of claim 9 wherein an alarm is generated 
for each flight at a time preceding flight time for each flight. 

12. The system of claim 11 wherein a different alarm 50 

interval is used for domestic flights than for International 
flights. 

13. The system of claim 9 wherein billing schedules 
retrieved for a client are converted into two or more records, 
one being a memo pad record detailing the details of the bill, ss 
and another being a things-to-do record to remind the client 
of the time the bill is due. 

14. The system of claim 13 wherein an alarm record is 
entered to generate an alarm prior to the time the bill is due, 

60 
to remind the client that the bill is due. 

15. T1ie system of claim 2 wherein the intermediary server 
is implemented in local association with an Internet Service 
provider site. 

16. The system of claim 2 wherein the intermediary server 65 

includes an aggregation service for aggregating client-spe- 
cific records prior to transmission to client devices. 

16 
17. The system of claim 16 further comprising a synchro- 

nization service for keeping data on client devices synchro- 
nized with data from sources on the Internet and from the 
aggregation service. 

18. The system of claim 17 wherein the synchronization 
service uses an algorithm enabled to adaptively minimize 
round trip messages between the intermediary server system 
and the client device according to whether the client device 
is more limited by latency or bandwidth. 

19. The system of claim 18 wherein lhe algorithm com- 
putes Cyclic Redundancy Check (CRC) codes for input and 
output records, and computes intersections between CRCs 
on records on the client device and at the aggregation 
service, the output of the algoritlnn being exactly the records 
that need to be sent to the client device and exactly the list 
of records that need to be deleted form the client device to 
keep the data sets in synchronization. 

20. A method for providing information from an Intemet 
source for a client device, comprising: 

(a) maintaining client profiles for subscribers, the client 
profiles including data relative to infonnation destina- 
tions on the Internet for a specific client, data records 
to be retrieved from the destinations, and data forms for 
transformation of specific records; 

(b) accessing information from the Intemet destinations in 
a first format; 

(c) translating the inSomiation into a format compatible 
with an application, other than an Internet browser 
application, executable on the client device; and 

(d) transmitting the information for the client device for 
presentation in the format compatible with the other 
than a- format for an Internet browser application 
according to the client profiles. 

21. The method of claim 20 implemented on an interme- 
diary server system connected to the Intemet by an Intemet- 
compatible link, wherein the information is transmitted for 
the client device over a link other than an Intemet-compat- 
ible link. 

22. The method of claim 21 wherein the other-than- 
Internet-compatible link is an Internet Protocol Telephony 
link. 

23. The method of claim 21 wherein the other-than- 
Internet-compatible link is a conventional telephony link 
operating by a conventional telephony protocol. 

24. The method of claim 21 wherein the other-than- 
Internet-compatible link is a wireless cellular telepliony link. 

25. The method of claim 21 wherein the other-than- 
Intemet-compatible link is a wireless satellite-enhanced 
1ink. 

26. The method of claim 21 further comprising a personal 
computer (PC) coupled to the intermediary server over a 
conventional Intemet-compatible link, wherein the system 
transmits the information to the PC, which then re-transmits 
the information for a client device over an other-than- 
Internet-compatible link. 

27. The method of claim 20 wherein the system maintains 
input and output templates for individual clients, the input 
templates having slots mapping records by type as received 
from Intemet sources, and the output templates having slots 
mapping data records by type to be transinitted to the client, 
there being specific correlation between input template slots 
and output template slots for an individual client. 

28. The method of claim 20 wherein data forms for 
transformation to transmit to client devices include one or 
more of conventional telephone protocol, Intemet protocol 
telephony Protocol (IPNT), voice mail, e-mail, pager mes- 
sage, and records for applications common to personal 
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digital assistants (PDAs), including one or niore of appoint- 
ment-book data records, memo-pad records, alann records, 
and tliings-to-do records. 

29: The method of claim 28 wherein airline reservations 
retrieved for a client froin the Intemet are converted into 
inultiple appointment-book entries displayable by an 
appointment-book application on a PDA, one appointment 
book entry for each individual flight in a reservation. 

30. The method of claim 28 wherein an alann is generated 
for each flight at a time preceding flight time for each flight. 

31. The method of claim 30 wherein a different alann 
interval is used for domestic flights than for International 
flights. 

32. The method of claini 28 wheiein billing scliedules 
retrieved for a client are converted into two or more records, 
one being a rnemo pad record detailing the details of the bill, 
and another being a things-to-do record to remind the client 
of the time the bill is due. 

33. The method of claim 32 wherein an alarm record is 
entered to generatc an alarm prior to the time the bill is due, 
to remind the client that the bill is due. 

34. 11ie method of claim 21 wherein the interniediary 
server is, implemented in local association wi[h an Internet 
Service provider site. 

18 
35. The method of claiin 20 wherein the intemiediary 

server includes an aggregalion service for aggregating cli- 
ent-specific records prior to transinission to client devices. 

s 
36. The method of claim 35 further comprising a syn- 

chronization service for keeping data on client devices 
synchronized with data frorn sources on the Internet and 
from the aggregation service. 

37. The method of claim 36 wherein the synchronization 
lo service uses an algorithni enabled to adaptively minimize 

round trip messages between the intermediary server system. 
and the client device according to whether the client device 
is more limited by latency or bandwidth. 

38. The method of claim 37 wherein the algorithm com- 
15 putes Cyclic Redundancy Check (CRC) codes for input and 

output records, and computes intersections between CRCs 
on records on the client device and at the aggregation 
service, the output of the algorithni being exactly the records 

zo that need to be sent to the client device and exactly the list 
of records that need lo be deleted form the client device to 
keep the data sets in synchronization. 
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AZETIIOD AND APPARATUS FOR 
RESTRUCTURING OF PERSONALI7_ED 

DAifA FOR TRANSIVIISSION FROM A DATA 
NETWORK TO CONNECTEI) AND 

PORTABLE NETWORKAPPLIANCES 

CROSS-RCFERENCE TO RELATED 
DOCUMENTS . 

The present application is U.S. patent application Ser. No. 
10/287,911, filed on Nov. 4, 2002, which is a continuation of 
U.S. patent application Ser. No. 09/398,320, filed oti Sep. 16, 
1999 and issued as U.S. Pat. No. 6,477,565 on Nov. 5, 2002, 
and is related in part to U.S. patent application Ser. No. 
09/323,598, f led on Jun. 1, 1999 and issued as U.S. Pat. No. 
6;199,077 on Mar. 26, 2001. All the disclosures of the prior 
applications are incorporated herein in their entirety at least 
by reference. 

BACKGROUND OF THE INVENTION 

l. Field of the Invention 
The present invention is in the fieldofnetwork iuformation 

services including data gatliering and transmission over 
w-ired and wireless network connections and pertains more 
particularly to restructuring of personal data and, in some 
cases, general data for the purpose of enabling receipt of such 
data by a variety of connected and portable network appli- 
ances without requiring added hardware or software. 

2. Discussion of the State of the Art 
The information system known in the art as the Intemet, 

and the Intemet subset known as .the World Wide Web 
(WWW), represents the largest publicly available source of 
information in the world. Anyone with an Internet-capable 
appliance and an Intemet connection can navigate the Internet 
for the purpose of accessing virivally any type of data that 
may be held in any one of millions of network-connected 
servers adapted for the purpose. 

The most traditional network appliance used for navigating 
the Internet and downloading data therefirom is the personal 
computer (PC). More recently liowever, a host of other elec- 
tronic communication devices have been adapted for network 
connection and navigation on the Internet. Soine of these 
better known devices include cellular telephones, personal 
digital assistants (PDA's), pagers, and notebook and laptop 
computers. Some types of these appliances access the Intemet 
via wireless connection. In other cases, data from the Internet 
is transmitted to such devices through a gateway to a network 
generic to the device. An example would be that of a cellular 
phone or pager capable of accessing e-mail and other Internet 
accounts iiiformation. 

The Intemet operates under a sbared bandwidth protocol 
wherein data packets are transmitted whereby each transmis- 
sion competes with all other curient transmissions for avail- 
able bandwidth resources. The total amount of bandwidth 
resource available to network appliances accessing the Inter- 
net is a function of network traffic, reliability and capability of 
lines, power of appliance processor, nature of intermediary 
network, and a host of other variables. It is not always pos- 
sible to maintain an Internet connection for any reliable 
length of time considering all of these variables. Sometimes, 
there are periods when a device simply cannot gain access at 
all. In other cases physical connection is only possible on a 
periodic basis, and an appliance is therefore only intermit- 
tently connected. 

Even with the more powerful and traditional PC's or nole- 
book computers there may be times when available band- 

2 
width suddenly drops resulting in a disconnect or "moof' as 
it is often termed. If a moof occurs when altempting to down- 
load data, another attempt must be made to re-access the 
network, re-navigate to the data source, and attenipt a retry of 

5 	the data download. This can be frustrating for users operating 
such devices as cell phones, pagers or PDA's which are 
already operating on high latency and/or low bandwidth con- 
nections. 

lo Administrators of network equipment and connection 
architecture as well as companies that host such as WEB- 
based information services and the like are improving aspects 
of communication with various portable network devices by 
upgrading lines and equipment, developing better data com- 

15 pression and bandwidth reservation techniques and lobbying 
for tnore bandwidth for wireless intermediary networks. 
However, one area that bas been largely overlooked is the 
very format and structures of data that is transmitted. For 
example, HTML or XML-scripted content is largely unsuit- 

zo 'able for transmission under low bandwidth conditions to 
small portable devices. As a result, such devices having lower 
memory and operating under lower bandwidth resources are 
limited to certain types of data such as only e-mail or voice 
mail. 

25 	A system known to the inventor and listed under the cross- 
reference to related documents section provides a capability 
of automated login and navigation to Intemet or other net- 
work-held sou'rces written in HTML, XML, or other lan- 

30  guages for the purpose of retrieving and presenting WEB 
summaries to subscribers according to client/enterprise direc- 
tives. This service uses scriptedtemplates prepared by knowl- 
edge workers using known site logic to enable navigation, not 
just to the site, but to specific content posted on the site. A 
parsing method i s then used to identify appropriate data based 

35  on the provided script directives. 

The data obtained by the above-described method is held in 
a server for user access (via PC), or pushed to a user (PC or 
altemate appliance) according to enterprise rules. The data is 

40  typically presented in the fonn of a WEB page made acces- 
sible to a user having suitable equipment for retrieving and 
viewing such pages. However, in another embodiment, the 
data is re-formatted when possible for transmission to a user 
specified Internet appliance such as a cell phone, laptop, 

45 
PDA, etc. The user must first access the service using a device 
that supports a browser interface. Data is forwarded to alter- 
nate devices only on user request and assuming the user has 
configured his or her altemate device to the service. In order 
to receive some types of data, special software and/or hard- 

5o 
ware implementations must be made to the alternate appli- 
ances. 

The above service does not support independent device 
access to the Intemet (except for devices already capable of 
browser navigation), nor can it deliver certain content held in 

55 a format that is not readily convertible to a format generic to 
the software running on such altemate devices. Moreover 
much content that would be convertible may still overload the 
memory of certain altemate devices such as pagers or cell 
phones if additional data restructuring and synchronization 

60 steps are not taken. 

It will be appreciated that there is a growing variety of 
existing and new portable-type devices that are being adapted 
for Intemet access. Most of these devices communicate 
according to device-generic protocol and are unable to 

65 receive and disseminate certain other types of data under 
normal circumstance. Furthermore, low bandwidth connec- 
tion states and limited memory provisions preclude many of 
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these devices from broad Internet navigation capabilities and 
limit download capability in tenns of tinte and type of data 
content that inay be received. 

What is clearly needed is a metltod and apparatus for intel- 
ligent restructuring of personalized data and, in some cases, 
generalized data from the Internet into model/device-specific 
data formats such that it inay be easily made available for 
transmission to and presentation by a variety of known com- 
munication devices having eittier direct or indirect Internet 
connection capabilily. Such a method and apparatus would 
broaden the scope of Internet-sourced data types that a com- 
munication device could independently access and receive 
without requiringhardware or software modifications to such 
devices. 

SUMMARY OF THE INVENTION 

hi a preferred embodiment of the present invention a sys- 
tem for retrieving and disseminating inforniation records 
from Intemet sources is provided, comprising a client device; 
and an intemiediary server system including software 
between the client device and the Intemet. The system col- 
lects a record specific to a client from an individual one of said 
Internet sources in a first forrn inwhich the record is recorded 
at the Intemet source, transforms the record from the first 
form to a second form specific to an application other than an 
Internet browser application, the application executable by 
the client device, and transmits the transformed record to the 
client device for display in the application other than an 
Internet browser application executable by the client device. 

In some embodiments the intermediary server system is 
connected to the Intemet by an Inteniet-compatible link and 
the client device is connected to the intermediary server sys- 
tem by otber tltan an hitemet-compatible link. The other- 
than-lntemet-compatible link inay be an Intemet Protocol 
Telephony link, a conventional telephony link operating by a 
conventional telephony protocol, a wireless cellular tele- 
phony link, or a wireless satellite-enhanced link. 

In some embodiments there may be a personal computer 
(PC) connected to the intermediary server system by a con- 
ventiona) Internet-conipatible link, andthe client device con- 
nects to the PC by an other than Internet-compatible link, and 
wherein the system transmits the transfonned record first to 
the PC which then transmits the transformed record to the 
client device. 

Also in some embodiments the intermediary server system 
is a subscription system, and maintains client. profiles for 
subscribers to the system, the client profiles including data 
relative to information destinations on the Intemet for a spe- 
cific client, data records to be retrieved from the destinations, 
and data forms for transformation of specific records. 

In these and other embodiments the intermediary server 
system may maintain input and output templates for indi- 
vidual clients, the input templates having slots mapping 
records by type as received from Intemet sources, and the 
output templates having slots mapping data records by type to 
be transmitted to the client, there being specific correlation 
between input template slots and output template slots for an 
individual client. Data forms for transformation to transmit to 
client devices may include one or more of conventional tele- 
phone protocol, Internet protocol telephony Protocol (TPNT), 
voice mail, e-mail, pager message, and records for applica- 
tions common to personal digital assistants (PDAs), includ- 
ing one or more of appointment-book data records, memo- 
pad records, alarm records, and things-to-do records. 

In some cases airline reservations retrieved for a client 
from the Internet are converted into multiple appointment- 

4 
book entries displayable by an appoiutment-book application 
on a PDA, one appointment book entry for eacli individual 
flight in a reservation. In these cases there niay be an alann 
generated for each flight at a time preceding flight time for 

5 	eacli flight. A different alami interval may be used for domes- 
tic flights than for Intenlatioual fliglits. 

In some cases billiug schedules retrieved for a client may 
be converted into iwo or more records, one being a memo pad 

to record detailing the details of the bill, and another being a 
things-to-do record to remind the client of the time the bill is 
due. In these cases an alarrn record may be entered to generate 
an alarm prior to the tiine the bill is due, to remind the client 
that the bill is due. 

ls 	There are a number of ways the system architecture might 
be arranged. In one alternative the intermediary server system 
is implemented in association with an Internet Service pro- 
vider site. The intermediate server system may include an 
aggregation service for aggregating client-specific records 

20 prior to transmission to client devices. There may also be a 
synchronization service for keeping data on client devices 
synchronized with data from sources on the Internet and from 
tbe aggregation service. In one case the synclironization ser- 
vice uses an algoritltrn enabled to adaptively minirnize round 

25 trip messages between the intermediary server system and the 
client device according to whether the client device is more 
limited by latency or bandwidth. The algorithm in some cases 
computes Cyclic Redundancy Check (CRC) codes for input 
and output records, and computes intersections between 

30 CRCs on records on the client device and at the aggregation 
service, the output ofthe algorithm being exactly the records 
that need to be sent to the client device and exactly the list of 
records that need to be deleted form the client device to keep 
the data sets in synchronization. 

35 	In another aspect of the invention a method for retrieving 
and disseminating information records from Intemet sources 
is provided, comprising steps of (a) collecting a record in a 
first data form from an Intemet source by an intermediary 
server system connected to the Intemet; (b) transforming the 

40 record into a second data form specific to an applicationother 
than an Intemet browser application, the application execut- 
able by a client device connectable to the intermediary server 
system; and (c) transmitting the transformed record to the 
client device for display with the client device connected by a 

45 data link to the intermediary server system. The method or a 
variation according to embodiments of the invention may be 
practiced with and witivn all of the apparatus and function 
variations described above. 

In various embodiments of the present im~ention for the 
so first time a server system is provided for retrieving and dis- 

seminating Intemet-based data specific to individual clients, 
wherein clients may use devices that do not have or need an 
Internet connection capability or an Intemet browser, but may 

55 still very clearly relate to the client all of the mined data, and 
wherein also the system can keep all data fresh and up-to-date 
for the client. 

BRIEF DESCRIPTION OF THE DR2"VING 

60 	 FIGURES 

FIG.1 is an overview of a communication network wberein 
a data aggregation and tunneling service is hosted and oper- 
ated according to an embodiment of the present invention. 

65 	FIG. 2 is a block diagram illustrating an exemplary hierar- 
chy existing between various components of the data aggre- 
gation and tunneling service of FIG. 1. 
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FIG. 3 is a block diagram illustratiug an exemplary client 
request/result loop progressing tluough the various process 
phases attributed to a service of the present invention. 

DESCRIPTION OF TIIE PREFERRED 
EMBODIMENTS 

According toa preferred embodiment of the present inven- 
tion, a method and apparatus is provided that allows virtually 
any Intemet-based data to be accessed, restnictitred, and then lo 
transmitted to a wide variety of network-capable appliances 
without requiring special software or hardware additions to 
the receiving devices, and in a form that the receiving device 
may display the data using an existing application on the 
device typically used for an entirely different purpose and 15 
function. Sucli tnethod and apparatus is described in enabling 
detail below. 

FIG. 1 is a basic overview of a communication network 9 
wherein a data aggregation and tunneling service is hosted 
and operated according to an embodiment of the present 20 

invention. Conuntmicationnetwork 9 comprises a data packet 
network 11, wliich is the well kuown Internet in this example, 
an Internet Service Provider (ISP)15, and at least one exem- 
plary wireless data network 13. 

Network 11 may be another type of data packet network 25 

instead of the Intemet such as perhaps a private or corporate 
wide area network (WAN) as long as Transfer Control Pro- 
tocol/Intemet protocol (TCP/IP) or other suitable network 
protocols are supported. Network 11, hereinafter referred to 
as Intemet 11 for example purposes, is exemplified herein as 30 

a preferred embodiment because of the large public accessi- 
bility to the network. Such public accessibility lends to a 
preferred embodiment for hosting a large data-information 
service such as the service described in the cross-referenced 
application Ser. No. 09/323,598. 	 35 

Intemet 11 may cotnprise any geographical portion of the 
global network including such as data sub-networks con- 
nected thereto. Internet 11 has an Intemet backbone 19 dis- 
tributed throughout, which represents the many lines and 
connections making up the wired Internet. Three data servers 40 
21, 23, and 25 are illustrated within Internet 11 and connected 
to backbone 19. 

Servers 21-25 are, in this embodiment, file servers known 
in the art for serving data in such as hypertext markup lan- 
guage (HTML), XML, or other suitable languages associated 45 
witli electronic iriformation pages known as WEB pages in 
the art. It should be.noted here that servers 21-25 are not 
linvted to only serving WEB pages. In some embodiments, 
other data such as E-commerce data associated with on-line 
forms, digital authorization certificates, secure digital signa- 50 
ture forms and the like, may also be held in such servers. 
Moreover, any one of servers 21-25 inay be adapted as an 
E-mail server or may be subject to any other adaptation for 
serving data. 

ISP 15 is adapted, in this example, for providing Intemet 55 

connection services as krtown in the art. Illustratedwithin ISP 
15 are a main connection server 33, a mass data-repository 31, 
and a inodem bank 29. Main server 33 is directly connected to 
Internet 11 as shown. Main sever 33 is adapted to perform 
normal Intemet service routines+as known in the art, and is 60 

additionally enhanced via a unique software instance 51 for 
enabling practice of the present invention. 

In one embodiment, an additional server may be provided 
for executing software 51 and enabling practice of the present 
invention in conjunction with main server 33. In another 65 

embodiment, more than one such server may be provided and- - 
adapted to execute individual instances of software 51. The  

inventor illustrates just one server 33 and SW 51 for the 
purpose of simplifying illustration and deeins it sufficient for 
the ptu-pose of explaining the present invention. 

Main server 33 is connected to a data center 37 by a data 
link 35. Data center 37, aniong other tasks, provides an lSP 
(Intemet) uiterface to servcr 33 for various wireless data 
networks represented by network 13. Network 13 is flirther 
chaiacterized by the illustration of a coinmunication satellite 
17, which provides satellite rebroadcast of uplinked data 
streams from data center 37 and a backlink to data center 37 
as illustrated by a dotted double arrow. As previously 
described, network 13 may be plural in the sense that plural 
wireless data networks cormnon to certain communication 
devices may accomplish an interface to ISP 15 (server 33) 
through such as satellite 17 or another type of wireless trans- 
ceiver/receiver and data center 37. 

Within network 13 a variety of Intemet capable appliances 
are illustrated. As examples there are a pager 39, a notebook 
coinputer 41, and a cellular telephone 43. In this example, 
applianees 39-43 broadcast data, which is pickcd up by sat- 
ellite 17 and relayed to data center 37. Similarly, data arriving 
to satellite 17 from data center 37 is broadcast to and received 
by appliances 39, 43, and 41 as illustrated herein with dotted 
double arrows representing respective two-way communica- 
tion links. In the case of appliances 39 and 43, network,l3 
might be a cellular network typically implemented for those 
devices. In the case of notebook 41, network 13 may be a 
wireless Intemet service using cellular or other suitable wire- 
less teclznologies. 

As previously described, main server 33 is also connected 
to modem bank 29 as is known in the art of land-line Internet 
access through an ISP. A personal computer (PC) 45 operated 
by a user/subscriber to the service of the present invention is 
illustrated as connected to modem bank 29 by an Intemet 
conrtection line 49. Line 49 may be a conventional telephone 
line, an integrated digital services network (ISDN) connec- 
tion line, or any other suitable wired connection such as 
ADSL. A PDA 47 is illustrated by a dotted double arrow as 
baving a wireless communication link to PC 45 as is common 
in the art of coritputer peripberals. 

In the example of a subscriber service, data repository 31 
would contain data about individual subscribers to the service 
of the present invention (user profiles and other user-specific 
records): Repository 31 may be an optical storage facility or 
any other convenient facility that is adapted for storing large 
amounts of data. Repository 31 is illustrated as camected to 
main server 33 by a data connection 27. In this example, 
repository 31 is considered an off-line storage facility that is 
accessible to server 33. In another embodiment repository 31 
may be a part of server 33, or in any other network-connected 
location such as on-line, or on a connected local area network 
(LAN). ]n addition to holding data specific to individual 
subscribers such as account information, address parameters, 
user ID and authorization data, repository 31 may also hold 
data gathered from such as Internet 11 before being delivered 
to or being accessed by users. 

SW 51 executing on server 33 is provided for the purpose 
of enabling a unique data-gathering andtunneling service that 
allows users operating such as appliances 39-43, and 47 to 
have structured access to data such as may be sourced in one 
of servers 21-25; and, to have the data re-structured in an 
intelligent fashion for delivery to a specific Internet appliance 
thal may not be normally adapted for receiving and displaying 
the data. 

Software 51 provides, in this case, a unique subscriber 
service hosledby ISP 15 in which the service may be accessed 
and utilized by using any Internet-capable appliance. For the 
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purpose of discussion, an internet-capable appliance shall 
include any electronic commwiication device capable of a 
direct or indirect (through a connected nelwork) connection 
to a data packet network such as Intemet 11. Suclt devices 
may also include devices that may only receive data from 
such as Internet 1.1 as long as a separate device is used to 
access the service and upload a data request. 

In practice of the present invention, a user operating such as 
cellular telephone 41, for exaniple, accesses ISP 15 from 
anywhere in network 13 tlu-ough a wireless path, exemplified 
herein by satellite 17 to data center 37, and registers a request 
for data. The data request in some cases may be manually 
initiated by a user, and in other cases automatically initiated 
on a periodic basis while the device is comiectedto the Inter- 
net. In some cases a request will be automatically initiated 
when the device connects to the Intemet. 

The nature of a requesl may vary under a broad set of rules 
set-up by a hosting enterprise (ISP 15) for types of requests. 
For exatnple, one request may be for a data result of a site- 
specific search according to defined parameters such as was 
described in the characteriz.ation of a WEB sununary dis- 
closed in application Ser. No. 09/323,598. Another type of 
request may be for information about departure/arrival 
parameters and gate instructions associated with purchased 
airline tickets. Still another type of request may include a 
desire to access only the existing incoming mail from a cer- 
tain individual or individuals. There are many possibilities. In 
a preferred embodiment a script for data requests may be a 
part of a user profile, and a single generic request from a user 
may trigger a variety of data searches and retrievals from 
Intemet 11 on behalf of the user. 

Data center 37 processes requests from netv✓ork 13 and 
forwards them to main server 33 where they implemented. 
Various technological enhancements may be implemented in 
data center37 to facilitate communication and interface capa- 
bility with various portable appliances such as appliances 
39-43. One example would be to provide an interactive voice 
response (IVR) unit (not shown) that may take a vocal or 
touch-tone initiated request originating froin sucli as cell 
phone 43. Such an IVR may be included in data center 37 as 
a client interface. 

The nature and content of a request from cell phone 43, for 
example, is analyzed and restructured into an equivalent 
Internet Protocol (IP) request that can be uploaded into main 
server 33 over data link 35. This process is, in a preferred 
embodiment, performed in data center 37 with the data center 
having access to a portion of software 51 dedicated to the 
specific function. In another embodiment, a specific portion 
of software 51 may be provided to be executable on a con- 
nected machine at data center 37 forthe purpose of analyzing 
requests of varied protocol and restructuriitg them into 
requests that can be understood on server 33. 

Once a request from cell phone 43 is registered in main 
server 33 as an IP data request, data about the user is accessed 
from repository 31 for verification and authorization pur- 
poses. A scripted template supplied by a knowledge worker 
(not shown) is provided for accessing site logic during navi- 
gation and parsing as initiated by SW 51. Suclt knowledge 
workers may be stationed at data center 37, ISP 15, or any 
other centralized location that is connected to the service by 
network connection. The scripting, navigating, and parsing 
technology is fully explained and detailed in the co-related 
application Ser. No. 09/323,598. However, further ulnovation 
is required in order to accomplish the goal of the present 
invention, which is the intelligqnt restructuring of data com- 
ing into and leaving from the service of the present invention. 

8 
In the present exaniple a ready request is queued for execu- 

tioii by SW 51 according to on-demand or in a scheduled 
fasltion. Server 33, upon executing the request, navigates to 
one or inore of servers 21-25 (for example, as representative 

5 	of plural servers in the Intemet) holding the requested data. 
The location of the data is then identified according to site 
logic provided in the scripted template. Located data is then 
parsed for specified content to be returned. The resultuig data 
is aggregated in repository 31 if the request has a scheduled 

to delivery or user-access time. If the return data follows an 
on-demand criteria, then it is immediately processed and 
delivered over data link 35 to data center 37 for further pro- 
cessing before being broadcast over network 13 to a user 
operating such as cell phone 43. 

ts 	In another aspect of the present invention, requests and 
return data may be registered and received by a user operating 
a PDA such as PDA 47, which is a peripheral to PC 45 
illustrated as wired to Intemet 11. In this embodiment, a user 
operating PDA 47 registers a request to PC 45. The request is 

20 analyzed and uploaded to server 33 under control from PDA 
47. Additional processi ng concerning obtaining and returning 
inforniation is the saine as with previously described embodi- 
ment except that instead of using data center 37 as an inter- 
face, PC 45 acts as the interfacing machine. If requesled data 

25 amves to PC 45 in a format that is not discemable to PDA 47, 
then data restructuring may be performed in PC 45 by a 
provided instance of SW 51 that is dedicated to the purpose. 
PDA 47 would require no modification in either hardware or 
software. In yet another embodiment the client machine may 

3o be PC 45. 
Thc method and apparatus of the present invention pro- 

vides a unique capability of restructuring data in an intelligent 
way. That is, instead of simply converting one format of data 
into another, a first data set is analyzed and understood so that 

35 an alternate data set in a format specific to applications 
executable on a receiving device may be created that reflects 
the desired content and function of the first data set. More 
detail about how this is accomplished is provided below. 

FIG. 2 is a block diagram illustrating an exemplary hierar- 
ao chy and data transformation and flow existing between vari- 
- 	ous components of the data aggregation and tumieling service 

of FIG. 1. The service of the present invention in a preferred 
embodiment comprises three basic component layers. These 
component layers are illustrated herein as layer 53, layer 55 

45 and layer 57. Layer 53 is best described as a source-data 
interface layer. This portion of the service is dedicated to 
navigating to and obtaining data from Intemet-connected 
data sources. Data sources (S)1-n are analogous to servers 
21-25 of FIG.1. It will be appreciated that the number of data 

50 sources that are available on a network such as Internet 11 
(FIG. 1) is vast. Data collected from Sl-Sn is continually 
aggregated into such as repository 31(FIG.1) as indicated by 
the bi-directional arrows linking each Sl-Sn to aggregation 
service 54. Aggregated data is tagged according to requesting 

55 user and targetreceiving device. 
Layer 53 includes all of the means and processes required 

for locating and parsing user-requested data according to 
site-specific scripting techniques and funneling the collected 
data back to aggregation for storage under a user-specific ID 

60 parameters. Most, if not all of the data retrieved in layer 53 
will be in the form of HTML, XML, or a similar protocol. 
Other than XML types of data may include various multime- 
dia types associated with audio and video data, animated 
graphic data, or still graphic data. All data requested by any 

65 one user is aggregated under that user's ID parameters. 
Data stored in aggregation is forwarded to layer 55 accord-

ing to a pre-assigned schedule for processing. Layer 55 pro- 
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vides an intemal process comprising data restructuring and 
primary interface capabilities. Data processuig is the fust 
phase of ]ayer 55 as illustrated by process 56. It is in the tnain 
the data processing phase that is unique and distinguishes the 
present invention iiom that disclosed in the copending and 
ieferenced application Ser. No. 09/323,598. 

Instead of simply couverting data from one language or 
format into another in an attempt to render it usable to a 
specific Intemet appliance, the present invention seeks to 
rewrite original data in an alternate fomiat or language that 
accurately represents the data presented in the original format 
in terms of content and function. Data expressed in this alter- 
nale fonnat (standardized) is then restructured into the appro- 
priate device-specific format for transmission. 

To accomplish the above-described task, it is required that 
data obtained in layer 53 be at least machine-legible in its 
given language or fonnat and undcrstood by software 51. SW 
51 must also know parameters encompassing the formats and 
data presentation schemes of various software routines used 
in various Intcmet-capable appliances. For example, an 
HTML description of a flight reservation and gate instruction 
as presented on an infonnation page (WEB page) would not 
be expressed as a text block in such as an electronic calendar, 
or a PDA. Rather, the same informafion would have lo be 
restructvred and expressed as a series of entries expressing 
time and date functions associated with the particular flight 
schedule. 

In a preferred embodiment, an algoritlun is ernployed as 
part of software 51 that can take information from provided 
input data-templates and restructure the information to fit 
pre-designed and associated output data-templates. For 
example, an input template is created for one or more records 
of network-based data. The input template renders the origi- 
nal data into a proprietary language similar to HTML and 
X1VII,. The proprietary language or code expresses the origi- 
nal data in a standard format that may then be manipulatedby 
algorithm. The input teinplate holds the rendered data accord- 
ing to mapped slots. 

An output template is created that is generic to the param- 
eters andpresentation scheme associated witha specific Inter- 
net-capable appliance tliat will receive the data record or 
records. The output template holds the specific slots wherein 
data will be rendered by the algorithm. The algorithm uses 
provided data-restmcturing rules to identify data contained in 
an input data template and re-map it by matching the data to 
appropriate data-slots presented in an output data template. 
As a result, one or more input records (parsed and rendered 
data) will produce one or more output records (data remapped 
by algorithm). 

Data templates as described above are not analogous to 
logic templates described in the co-related application Ser. 
No. 09/323,598. Data templates work in conjunction with 
scripted logic-templates used to find and parse the requested 
data. Input templates are request-generic while output tem- 
plates are device-generic. For example, there are many varia- 
tions of data formats and languages that can be used when 
presenting data on a WEB page. Therefore, an input template 
should be modeled to facilitate the specific data fields, ]an- 
guage, and format in which requested data is expected to be 
found. In some cases, an input template may be enhanced to 
support a variety of differing formats and or languages, and be 
made to hold more slots for data not necessarily requested. 
The output template is device generic and contains only 
usable data-slots that inay be presented on its associated 
device. 

In one einbodiment of the present invention, a knowledge 
base (not shown) could be provided as part of SW 51 and used 

10 
to equate data paraiiieters associated with frequently 
requested data types from a network to data parameters that 
are generic to various network appliances. In this niethod, 
categories and titles describing oft-requested data records 

s such as flight reservatious, account balance information, 
order status infonnation, and the like are created, coded and 
stored in the knowledge base. Device-specific equivalents 
described as rules for presenting the type data to each specific 
model device are also stored in the knowledge base and 

to equaled. 
When a data request comes in, a mntime engine (software 

application) takes the input data and finds the category and 
subtitle that matches it. Then the data presentation rules con- 
cerning the specific receiving device are matched from the 

15 knowledge base. In this way, appropriate output records may 
be created that are specific to the type and model ofdevice that 
is tarjeted to receive the data. 

In one embodiment, the knowledge base method i s used in 
conjunction with the template/algorithm method. As use of 

zo the service progresses, the knowledge base is updated with 
new categories and subtitles associated with repetitive 
requests. The knowledge base may also be updated to reflect 
parameters associated with new types and models ofnetwork 
capable devices. There are many such possibilities. 

25 	Component layer 55 includes an interfacing data center 
such as data center 37 represented in FIG.1 and a desktop PC 
such as PC 45 of FIG. 1. Output templates contain device 
specific data that is ready for transmission to target devices 
such as devices 39-47 of FIG. 1. As output templates are 

30 completed, they may be held for requesting users at a storage 
facility (not shown) held in a data center, or pushed to request- 
ing users based on the original request. Similarly, output 
records destined for such as Internet-connected PCs may be 
held therein for remote access, or pushed to requesting users 

35 operating peripherals such as PDA 47 of FIG. 1. 
Component layer 57 represents various network capable 

appliances as described above and their associated transmis- 
sion networks. Illustrated within layer 57 is a PDA with a 

40 remote (wireless) link to PC in layer 55 as shown by double-
arrow connecting line. Also illustrated within layer 57 is a 
pager, a notebook, and a mobile phone, all having remote 
(wireless) connections to the data center represented in layer 
55 as shown by the double-an-ow connecting lines. The PC 

45 
illustrated in layer 55 may be a desktop PC operated by one or 
morc users. In another etnbodiment, it may be a powerful 
workstation shared by many users. The represented data cen- 
ter has all of the intertace means required to bridge the appli= 
ances of layer 57 to the service. 

50 	It will be apparent to one with skill in the art that knowledge 
workers associated with creating input and output templates 
may perform their services from anywhere in a connected 
network without departing from the spirit and scope of the 
present invention. In one embodiment, input templates are 

55 supplied by knowledge workers associated with the service, 
while output templates are created by knowledge workers that 
are associated with various network hosting entities. 

In another embodiment, the service ofthe present invention 
may be provided as a tumkey package wherein conipanies 

60 may set-up their own specific information services using the 
implements of the present invention. 

It will also be apparent to one with skill in the art tkat an 
intermediary language derived in part from HTML and XIVIL 
languages may be proprietary in nature and used as an inter- 

65 mediary data-conversion language between such as pure 
HTML and device specific protocol without depariing.from 
the spirit and scope of the present invention. Codes specific to 
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such an intermediate language may be licensed to entities 
wishing to recreate the service for their own purposes. 

FIG. 3 is a block diagram illustrating client request/result 
loop progressing through the various process phases of the 
service of the present invention in a preferred embodiment. In 5 

step 57 a clicnt (user/subscriber) initiates a rcquest for data. 
Such .  a. request may be initiated froin a . network.capable 
appliance like appliances 39-43 of FIG. 1. A client may also 
initiate a request from a standard PC such as PC 45 of FIG.1, 
or a PDA such as PDA 47 of FIG.1. Browser software of any to 
sort is not required for a device to access the service. In tlus 
way, a low bandwidth device may be used to practice the 
present invention without depending on a parent or associated 
machine. For example, devices not having IP capability or 
navigational software would interface with such as data cen- 15 

ter 37 of FIG. 1 in order to gain access. Appropriate equip- 
ment and means for bridging networks is made available in 
data center 37. An Internet-capable appliance having a 
browser function and Internet connection capability niay, of 
course, gain access tlirough normal wired or wireless chan- zo 
nels. 

In step 59, a request from a client is registered to the 
service. If the request is initiated from a device using a wire- 
less network wherein a data center such as center 37 is the 
interface, then the request data may be converted from the 25 

protocol used by the requesting device to a suitable IP proto- 
col for registering at a server such as server 33 in ISP 15 (FIG. 
1). If an Intemet-connected PC or workstation is the interface, 
and a requesting device is a remote peripheral such as PDA 
47, then the original request will arrive already in suitable IP 30 

formnat. 
In step 61, the client request is compared against a database 

for additional information about the initiator of the request 
and, perhaps to finish the package by associating the appno- 
priate templates to the request. The templates may be stored 35 

under specific user 1D for repeat requests, and created new for 
cases where no template is available. This includes the script- 
ing templates of Ser. No. 09/323,598 as well as input/output 
templates of the present invention. Once all irnformation and 
planned routines are incorporated into a request, it may be 4o 

queued for execution. 
In step 63, the service navigates to a data source or sources 

specified in the request on behalf of the client. Site-logic 
scripting provided by template, along with a data-parsing 
convention is used to locate and identify data associated with 45 

the client's request. Data sources will typically be informa- 
tion pages written in such as HTML or XML. However, this is 
not to be construed as a limitation. Other types of data as well 
as some multimedia content may be located and parsed 
according to site logic. 	 50 

In step 67, all data obtained in step 63 is aggregated and 
tagged according to a user-specific and device specific man- 
ner. In some cases the data found during navigation is simply 
stored in one location for a client with the stored data retain- 
ing its original format. In another case, data is rendered to an 55 

intermediate fonn of its original language for the purpose of 
providing a standard format from whence further re-structur- 
ing may occur. 

In step 69, aggregated data is restructured from its original 
format (if applicable) to its final format (device specific) in 60 

preparation for transmission. In other cases, the data is stored 
for client access at his or her convenience. In a preferred 
embodiment, the above-described template method with 
algorithm is used. In an altemative method, a knowledge base 
technique is used. In still another embodiment, the two meth- 65 

ods may be combined. It is assumed that•by the time data 
restnicturing occurs, an input and an output template contain- 

12 
ing lhe appropriate data fields pertaining to a target device 
have been provided. A software module (not shown) termed a 
data renderer converts the original data in aggregation into a 
suitable intermediary language that is understood to be stan- 
dard to the system and compatible, in terms of furtlier slot- 
mapping, according to any supported protocols specific to 
various network appliances interacting with the service. The 
intermediate language may be of a proprietary nature and 
licensed to other entities for use. In an embodiment wherein a 
knowledge base system is used, an interrnediate language 
would not specifically be required. 

The input template contains ihe rendered data in specific 
field-slots that are understood by the soflware algorithm. The 
algorithm also understands the field-slots associated with the 
output template. This is accomplished by creating specific 
niles for the algorithm to follow in operation. The algorithm 
re-maps the data from the input template into the field-slots in 
the output template according to the applicable rules. During 
this operation a second data renderer inserts and in some 
instances writes new data for insertion to specific ficld slots 
cliosen by the algorithm. 

In one embodiment, output templates may be provided 
with additional functiona) routines (based on the content of 
inserted data) that may be caused to activate a nolification 
systein or the like that is generic to a particular receiving 
device. For example, a round trip flight description may be 
rendered as a series of appointment book entries in such as a 
PDA. The additional notification routine in the output tem- 
plate may, according to the data, set an alarm or other audible 
alert to activate at a convenient time before the scheduled 
departure, as a reminder to the user. 

In step 71 output records are delivered to specified devices 
through their respective interfaces and connected networks. 
ln step 73, a receiving appliance incorporates the data in usual 
fashion. Steps 71 and 73 may also be construed as steps for 
delivering and incorporating only updates to existing infor- 
mation. For example, the client send/return loop represented 
by steps 57 through 73 can be initiated for one or more 
requests and then be reactivated to receive periodic updates to 
already received data. For example, input and output records 
already sent to a client may be stored at the service for refer- 
ence and tagged with client ID, time, date, etc. If an update 
request comes in from a client it can be noted in a new output 
template designed to carry only the new information. During 
the process at step 69, the input template containing the 
previous data is compared to the input template containing the 
current data. The discrepant data in the new input template is 
remapped to appropriate field-slots in a new output template. 
In this way, the record only reflects the new data. In step 73 
then, the new data overwrites the old data. Data obtained 
through the service may be routinely and periodically 
updaled in a push or pull fashion. 

In another embodiment, synchroniz,ation (updating) may 
be performed in step 63. For example, a new update request 
may arrive wherein the previous input record is obtained and 
used to partially direct the function of parsing during the 
navigation process. The rule would in effect direct the parser 
to designate only data that is different from the old input 
templatc for collection. In this case, the algorithm may be 
employed in reverse fashion so that the intermediate language 
in an input template may be converted back to original lan- 
guage as seen by a parser. 

In still another embodiment, the parsing engine may be 
equipped to read both languages. The parsing process may 
also include the algorithm function for re-mapping the data. 

It will be apparent to one with skill in the art that the method 
and apparatus of the present invention may be applied to the 
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method and apparatus disclosed in the co-related application 
Sei. No. 09/323,598 to provide a new and miique service 
without departing from the spirit and scope of t(te present 
invention. It will also be apparent that the method and appa-
ratus of the present invention may stand alone from Ser. No. 
09/323,598 as long as a suitablc mcthod for site navigation 
and parsing is included iu the new service. 

The service of the present invention may be adapted to 
serve specific wireless networks and client/devices connected 
lo them. lt may also be broadened to include many wired 
communication networks, including the Intemet and PS'fN 
networks. Conventions may beprovidedto suchas SW 51 for 
the location, parsing and restructuring of virtually any type of 
data that may be held on a digital network. F_ven conventions 
such as video may be played and interpreted by the service for 
data mapping to provided output templates for creating 
records that reflect the content or at least a summary of con- 
tent contained in the video. 

SPECIFIC EXAMPLES 

The present invention in certain embodnnents is to be first 
brought to the public after the filing of the present patent 
application by a new Intemet coinpany namedYodlee.com  in 
Sunnyvale, Calif. In the first implementations the service 
practicing the present invention is calledYodlee2Go. Specific 
features of theYodlee2Go service are included here as further 
examples of the present invention. In these examples restruc- 
tured infonnation is provided to onto the PalmT"', but tivs 
infomiation could be inserted onto any other mobile device as 
well. Many cell phones, for example, have calendar and 
address book applications built in, so the restructured infor- 
mation could be inserted onto those devices as well, and into 
many others. 

1. Travel Reservations. 
If you book your travel reservations through an online 

travel agency such as BizTravel.Com  orTravelocity.Com  and 
you have added the travel site to yourYodlee home page, then 
your travel reservation information is synchronized onto your 
Palm, for example, into several places. For each travel reser- 
vation that you bave: 

a. One record is entered into your Date Book for each "leg" 
of the flight. The description of the record contains the 
airline name on which you will by flying, your flight 
number, and the departure and amval airport codes. 

b. In addition, an alarm is automatically set to go off one 
hour before your flight time. You may change the alarm 
time for a particular flight by clicking on the "Details" 
button in your Date Book. (You may also change the 
defanit alarm time to be different than one hour by 
cbanging yourYodlee2Go preferences. This is described 
in Section x of this user manual.) 

c. If you click on the "Note" button in the Details dialog 
box, you can view your confirmation number, the price 
that you paid for the ticket, the flight mileage, and the 
name of the travel agency with which you booked the 
flight. 

d. Since Yodlee2Go knows which travel agency you 
booked the flight with, it synchronizes the contact infor- 
mation for that travel agency into your address book. 
Thi s way, yoti will have the phone number of the travel 
agency with you if you run into problems at the airport. 
(Also, don't forget that you have your confirmation 
number in the note attached to the date book record!) 

e. Finally, since Yodlee2Go inserts a memo into your 
Memo Pad application containing the entire itinerary for 
each of your flights. 

14 
2. Frequent Flyer Miles. 

If you liave added any airline sites in the frequent Ilyer 
miles category onto yourYodlee bome page, then all of your 
frequent flyer inforniation is copied into a single memo in 

5 	your Memo Padapplication on your Palm. The memo is titled 
"Frequent Flyer Miles" and can be accessed by clicking on 
the Memo Pad application on your Palm. 

3. Bank Statements. 
10 	If you do your online banking on the web, and you have 

added your bank's site to your Yodlee home page, then a 
suminarized version of your bank statements wi ll by synchro- 
nized into the Memo Pad application on your Palm. One 
memo will be created for each of your online bank accounts. 

15 Each memo will contain the balances in each of your 
accounts, and a total balance across all your accounts at that 
bank. 

4. Credit Card, Telephone Statements, and Other Billing 
Information. 

20 	If you have added any credit card or billing sites to your 
Yodlee home page, then this information will be synchro- 
nized onto your Palm to help you remember to pay your bills 
on time. For each bill,Yodlee2Go will insert one entry in your 
list of things to do in yourTo Do List application on your Pahn 

25 device. The entry will contain the name of the company from 
which you received the bill, the due date, and the amoimt due 
by the due date. If you click on the "Details" button, and then 
click on the"Note" button to view more information about the 
bill. 

30 

5. Stock Portfolio Information. 
If you have added your online stock broker (such as 

E*trade) onto yourYodlee home page, then your stock port- 
folio information will be synchronized onto your Palm device 

35 byYodlee2Go.Yodlee2Go will create one memo pad entry in 
your Memo Pad application that contains a consolidated 
statement of all of your stocks across all online brokerages 
that you have added to yourYodlee home page. The memo is 
titled "Stock Quotes," and also contains a summary of the 

40 total worth of all of your stock portfolios. 
The methods and apparatus of the present invention have 

many broad applications and therefore should be afforded the 
broadest of scope. The methods and apparatus of the present 
invention are limited only by the claims that follow. 

45 

What is claimedis: 
1. A system for retrieving and disseminating information, 

comprising: 

50 	
a server including software executing from a digital 

medium and coupled to the Intemet network; and 
a digital appliance operated by a person, coupled to the 

server by a network link and executing an application 
other than an Intemet browser application; 

55 	wherein the server collects a record associated uniquely 
with the person from an Intemet source in a first form in 
whichthe record is recorded at the Intemet source, trans- 
forms the record from the first form to a second form 
specific to the application executing in the digital appli- 

60 	- ance, and transmits the transformed record to the digital 
appliance for display. 

2. The system of claim I wherein the server is connected to 
the Intemet by an Intemet-compatible link and the digital 
appliance is connected to the server by other than an Intemet- 

65 compatible linl:. 
_. 	3. The system of claim 2 wherein the other-than-Intemet- 
compatible link is an Intemet Protocol Telephony link. 
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4. The system of claim 2 wfherein the other tlian Inteniet- 
compat.ible ]in1: is a conventional telephony link operating by 
a conventional telephony protocol. 

5. The system of claim 2 wherein the other-than-Intemet- 
contpatible liiilc is a wireless cellular telephony link. 

6. The system of claim 2 wherein the other-than-Intemct- 
'conipatible link is a wireless satellite-enhanced link. 

7. The system of claim 1 fm-ther comprising a personal 
computer (PC) connected to the server by a conventional 
Internet-compatible link, and the digital appliance connects 
to the PC by an other than Internet-compatible link, and 
wherein the system transmits the transfonned record first to 
the PC which then transmits the transformed record to the 
digital appliance. 

8. The system of claim 1 wherein the server is a subscrip- 
tion system, and maintains client profiles for subscribers to 
the system, the client profiles including data rclative to infor- 
mation destinations on the Internet for a specific client, data 
records to be retrieved from the destinations, and data forms 
for transfonnation of spccific records. 

9. The system of claim 8 wlierein the server niainta ins input 
and oulput templates for individual clients, the input tem- 
plates 1-iaving slots mapping records by type as received from 
Intemet sources, and the output cemplates having slots map- 
ping data records by type to be transmitted to the cl ient, there 
being specific correlation between input template slots and 
output template slots for an individual client. 

10. The system of claim 8 wherein data forms for transfor- 
mation to transmit to digital appliances include one or more of 
conventional telephone protocol, Intemet protocol telephony 
Protocol (IPNT), voice mail, e-mail, pager message, and 
records for applications common to personal digital assistants 
(PDAs), including one or more of appointment-book data 
records, memo-pad records, alarm records, and things-to-do 
records. 

11. The system of claim 10 wherein airline reservations 
retrieved for a client from the Internet are converted into 
multiple appointment-book entries displayable by an 
appointment-book application on a PDA, one appointment 
book entry for each individual ffight in a reservation. 

12. The system of claini 10 wherein an alarm is generated 
for each fligltt at a time preceding flight time for each flight. 

13. The system of claim 12 wherein a different alarm 
interval is used for domestic flights than for International 
flights. 

14. The system of claim 10 wherein billing schedules 
retrieved for a client are converted into two or more records, 
one being a memo pad record detailing the details of the bill, 
and anotherbeing a things-to-do record to remind the client of 
the time the bill is due. 

15. The system of claim 14 wherein an alarm record is 
entered to generate an alarm prior to the time the bill is due, to 
remind the client that the bill is due. 

16. The system of claim 1 wherein the server is imple- 
mented in association with an Internet Service provider site. 

17. The system of claim 1 wherein the server includes an 
aggregation service for aggreaating client-specific records 
prior to transmission to digital appliances. 

18. The system of claim 17 further comprising a synchro- 
nization service for keeping data on the digital appliances 
synchronized with data fi-om sources on the Inteniet and from 
the aggregation service. . 

19. The systerp of claim 18 wherein the synchroni-ration 
service uses an algorithm enabled to adaptively minimize 
round trip messages between the server and the digital appli- 
ance according to wltether the-digital appliance is more lim- 
ited by latency or bandwidth. 

16 
20. The system of claim 19 wherein the algoritlirn coni- 

putes Cyclic Redundancy Check (CRC) codes for input and 
output records, and computes intersections between CRCs on 
records on the digital appliance and at the aggregation ser- 

5 vice,theoutputofthealgoritlunbeingexactlytherecordsthat 
need to be sent to thc digital appliaitce and exactly the list of 
records that need to be deleted from the digital appliance to 
keep the data sets in synchronization. 

21. A method for rctrieving and disseminating information 
to records on behalf of a specific client from Internet sources, 

comprisiug steps of: 
(a) collecting a record associated uniquely with the client 

in a first data form from an Intemet source by a server 
connected to the Intemet; 

15 	(b) transformingtherecord into a second data form specific 
to an application other than an Intemet browser applica- 
tion, the application executable by a digital appliance 
operated by the client connectable to the server; and 

(c) transmitting the transformed record to thc digital appli- 
z0 	ance for display. 

22. The method of claim 1 whereiu the server is connected 
to the Tntemet by an Intemet-compatible link and the digital 
appliance is coruiected to the server by other than an Intemet- 
compatible link. 

25 	23. The method of claim 22 wherein the other-than-Inter- 
net-compatible link is an Intemet Protocol Telephony link. 

24. The method of claim 22 wherein the other-than-Inter- 
net-compatible link is a conventional telephony link operat-
ing by a conventional telephony protocol. 

30 	25. The method of claim 22 wherein the other-than- Inter- 
net-compatible link is a wireless cellular telephony link. 

26. The method of claim 22 wherein the other-than-Inter- 
net-compatible link is a wireless satellite enhanced link. 

35 	27. The method of claim 21 further comprising a personal 
computer (PC) connected to the server by a conventional 
Internet-compatible link and the digital appliance connects to 
the PC by an other than Intemet-compatible link, and 
wherein, in step (c) the system transmits the transfonned 

40 record first to the PC which then transmits the transfonned 
record to the digital appliance. 

28. The system of claim 21 wherein the server is a sub- 
scription server, and maintains client profiles for subscribers 
to the system, the client profiles nicluding data relative to 

45 information destinations on the Intemet for a specific client, 
data records to be retrieved from the destinations, and data 
forms for transformation of specific records. 

29. The method of claim 28 wherein in step (b) the server 
maintains input and output templates for individual clients, 

50 the input templates having slots mapping records by type as 
received from Intemet sources, and the output templates hav- 
ing slots mapping data records by type to be transmitted to the 
c lient, there being specific correlation between input template 
slots and output template slots for an individual client. 

55 	30. Tbe method of claim 28 wherein data forms for trans- 
formation to transmit to digital appliance include one or more 
of conventional telephone protocol, Internet protocol tele- 
phony Protocol (IPNT), voice mail, e-mail, pager message, 
and records for applications common to personal digital 

60 assistants (PDAs), including one or more of appointment- 
book data records, memo-pad records, alarm records, and 
things-to-do records. 

31. The method of claim 30 wherein airline reservations 
retrieved for a client from the Intemet are converted into 

65 multiple appointment-book entries displayable by an 
appointment-book application on a PDA, one appointment 
book entry for each individual flight in a reservation. 
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32. 'fhe method of claini 30 wherein an alarm is generated 
for each flight at a tinle preceding flight time for each flight. 

33. The niethod of claim 32 wherein a different alann 
interval is used for domestic flights than for International 
flights. 

34. The metliod of claim 30 wherein billing schedules 
retrieved fcir a client are converted into two or more records, 
one being a memo pad record detailing the details of the bill, 
and anotlier being a tltings-to-do record to remind the client of 
the time the bill is due. 

35. The method of claim 34 where'ni an alann record is 
entered to generate an alann prior to the tiine the bill is due, to 
remind the client that the bill is due. 

36. The system of claim 21. wherein the server is imple- 
mented in association with an Internet Service provider site. 

37. The method of claim 21 wherein the scrver includes an 
ag6regation seivice for aggregating client-specific records 
prior to transmission to digital appliances. 

18 
38. The mcthod of claint 37 further comprising a synchro- 

nization service for keeping data on digital appliances syn- 
clironized with data from sources on tlie Intemet and from the 
aggregation service. 

5 	39. The method of claiin 38 wlierein the synchronization 
service uses an algorithm cnabled to adaptively miniinize 
round trip messages between the server and the digital appli- 
ance according to whether the digital appliance is more lim-- 
ited by latency or bandwidth. 

to 	40. The systetn of claiin 39 wherein the algoritlun com- 
putes Cyclic Redundancy Check (CRC) codes for input and 
output records, and computes intersections between CRCs on 
records on the digital appliance and at the aggregation ser- 
vice, the output of the algorithm being exactly the records that 

15 need to be sent to the digital appliance and exactly the list of 
records that need to be deleted from the digital appliance lo 
keep the data sets in synchronization. 
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CATEGORI7ATION OF SUM)lti4RIZED 
INFOR?41TION 

CROSS-REFERENCE TO RELATED 
DOCUMENTS 

The present invention is a continuation in part (CIP) to 
patent application Ser. No. 09/737,404, filed on Dec. 14, 
2000, now abandoned which is a divisional of Ser. No. 
09/323,598 filed on Jun. 1, 1999, now U.S. Pat. No. 6,199,077 
disclosures of which are incorporated herein in their entirety 
at least by reference. 

FIELD OF THE INVENTION 

The present invention is in the field of Intemet navigation 
including various communication means and connection 
technologies and pertaiiis more particularly to methods and 
apparatus, including software, for gathering summary infor- 
mation from users or enterprise-selected WEB sites and pre- 
senting the information as HTML to the user using either a 
pusli or pull technology. 

BACKGROUND OF THE INVEN'rION 

The information network known as the World Wide Web 
(WWW), which is a subset of the well-known Intemet, is 
arguably the most complete source of publicly accessible 
inforniation available. Anyone with a suitable Internet appli- 
ance such as a personal computer with a standard Internet 
connection may access (go on-line) and navigate to informa- 
tion pages (termed web pages) stored on Intemet-connected 
servers for the purpose of gamering information and initiat- 
ing transactions with hosts of such servers and pages. 

Many companies offervarious subscription services acces- 
sible via the Internet. For example, many people now do their 
banking, stock trading, shopping, and so forth from the com- 
fort of their own lhomes via lntemet access. Typically, a user, 
through subscription, has access to personalized and secure 
WEB pages for such functions. By typing in a user name and 
a password or other personal identification code, a user may 
obtain information, initiate transactions, buy stock, and 
accomplish a ntyriad of otlher tasks. 

One problem that is encountered by an individual who has 
several or many such subscriptions to Intemet-brokered ser- 
vices is that there are invariably many passwords and/or log- 
in codes to be used. Often a same password or code cannot be 
used for every service, as the password or code may already 
be taken by another user. A user may not wish to supply a code 
unique to the user such as, perhaps a social security number, 
because of security issues, including quality of security that 
may vary from service to service. Additionally, many users at 
their own volition may choose different passwords for differ- 
ent sites so as to have increased security, which in fact also 
increases the number of passwords a user may have. 

Another issue that can plague a user who has many pass- 
worded subscriptions is the fact that they must bookmark 
rnany WEB pages in a computer cache so that they may 
quickly find and access the various services. For example, in 
order to reserve and pay for airline travel, a user must connect 
to the Intemet, go to his/her book-inarks file and select an 
airline page. The user then has to enter a user name and 
passwoni, and follow on-screen instructions once lhe page is 
delivered. If the user wishes to purchase tickets firom the W EB 
site, and wishes to transfer funds from an on-line banking 
service, the user must also look for and select the personal 
bank or account page to initiate a funds transfer forthe tickets. 

2 
Different user names and passwords may be required to 
access these other pages, and tliings get quite complicated. 

Altliough this preceding example is merely exemplary, it is 
generally known that niuch work related ta f~rtd'uig WEB 

5 pages, logging in with passwords, and the like is required to 
successfully do business on the WEB. 

A service known to the inventor wid described in the 
related case listed under the cross-reference to related docu- 
ments section provides a WEB service that allows a user to 

io store all of his password protected pages in one location such 
that browsing and gamering information from them is much 
simplified. A feature of the above service allows a user to 
program certain tasks into the system such that requested 
tasks are executed by an agent (software) based on user 

15 instmction. The service stores user password and log-in infor- 
mation and uses the inforrnation to log-in to the user's sites, 
thus enabling the user to navigate without having to manually 
input log-in or password codes to gain access to the links. 

The above-described service uses a server to present a 
20 user-personalized application that may be displayed as an 

interactive home page that contains all of his listed sites 
(fiyperlinks) for easy navigation. T1te application lists the 
user's URL's in ihe form of hyperlinks such that a user may 
click on a hyperlink and navigale to the page wherein login, if 

25 required, is automatic, and transparent to the user. 
The application described above also includes a software 

agent that inay be programmed to perform scheduled tasks for 
the user including returning specific summaries and updates 
about user-account pages. A search function is provided and 

30 adapted to cooperate with the software agent to search user- 
entered URL's for specific content if such pages are cached 
somewhere in their presentable fonn such as at the portal 
server, or on the client's machine. 

In addition to the features described above, it is desirable 
35 that the software agent in conjunction with the search func- 

tion be enabled to navigate to any URL or group of URLs, 
provided as input by a user or otherwise deemed appropriate 
by the serviceprovider, for thepurposeofproviding summary 
information regarding updated content for each URL, which 

4o may be presented as an HTIYII, information-page to the user. 
What is clearly needed is a method and apparatus that can 

independently navigate to user-supplied or known URLs, 
login with the appropriate password information at eachURL 
(if required), and return requested summary information to a 

45 user in the form of a human and machine-readable HTML 
document. Such a system would provide an effective summa- 
rization service wherein important infonnation may be pre- 
sented to a user without requiring that the user invoke hyper- 
links at his personal portal home poge. Such a unique system 

50 would have even further value if categorization of collected 
information could be done for users in a variety of ways. 

SUMMARY OF THE INVENTION 

55 	A system for categorizing transactions is provided, com- 
prising a collection function gathering information concem- 
ing transactions; including at least date, description and 
amount of the transactions, for a particular person or enter- 
prise, and a processing function categorizing individual ones 

60 of the collected transactions according to at least part of the 
transaction description. 

In one embodiment the system further comprises a compi- 
lation function summarizing transactions in individual cat- 
egories. ln another embodiment the system further comprises 

65 a reporting function reporting the sununarized transactions to 
the particular person or enterprise. In yet another embodiment 
categorization is done according to category definition 
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entered by tlte particular person or on bebalf ol'the enterprise. 
hi yet another embodiment categorization is done for a first 
plurality of persons or enterprises according to category defi- 
nition entered by a second plurality of persons or enterprises. 

In some embodinients categories are developed front infor- 5 

mation taken from conununication between clienls and the 
system, and in other einbodiments a probability algorithm 
may be used in developing categories. In some embodiments 
the identifiers for categories are periodically amended 
according to further information collected and processed. 	to 

In still other embodiments the system collects the informa- 
tion conceming transactions from.Internet-comiected web 
sites adapted to provide account information to clients, and 
also in some cases reports to clients through the hiternet 
network. 	 15 

In yet another einbodiment the system further comprises a 
function storing past transaction history associated with the 
particular person or enterprise, and in some cases the trans- 
action history may be used to predict future transaction his- 
tory. 	 20 

In another aspect of the invention a method is provided for 
categorizing transactions, comprising steps of (a) gathering 
information conceniing transactions by a collection function, 
including at least date, dcscription and amount of the trans- 
actions, for a particular person or enterprise; and (b) catego- 25 

rizing individual ones of the collected transactions according 
to at least part of the transaction description by a processing 
function. 

In one embodiment of the method there is further a step 30  
comprising summarizing transactions in individual catego- 
ries by a cornpilation function. In another embodiment there 
is a step for reporting the summarized transactions to the 
particular person or enterprise by a reporting function. In still 
another embodiment categorization is done according to cat- 
egory definition entered by the particular person or on behalf 35  
of the enterprise. In some embodiments categorization is 
done for a first plurality of persons or enterprises according to 
category definition entered by a second plurality of persons or 
enterprises. 

ao 
In some embodiments categorics are developed froin infor- 

mation taken from cormnunication between clients and the 
system. Also in some embodiments a probability algoritlun is 
used in developing categories. In some cases identifiers for 
categories are periodically amended according to furiher 

45 
information collected and processed. 

In still other embodiments of the method the system col- 
lects the information concerning transactions from Intemet- 
connected web sites adapted to provide account information 
to clients. In some embodiments the system reports to clients 50 
through the Internet network. In other embodiments method 
further comprises a step for storing past transaction history 
associated with the particular person or enterprise. And in 
some embodiments the past transaction history is used to 
predict future transaction history. 	 55 

BRIEF DESCR]PTION OF THE DRAWING 
FIGURES 

FIG. 1 is an overview of an Interrlet portal system and 60 
network according to an embodiment of the present inven- 
tion. 

FIG. 2 is an exemplary plan view of a personalized Portal 
home page application as it may be seen on a display monitor 
according to an embodinient of the present invention. 	65 

FIG. 3 is a Ilow diagram illustrating user interaction with 
the Internet portal of FIG. 1. 

4 
FIG. 4 is a block diagram illustrating a sununarization 

software agent and capabililies tliereof according lo an 
einbodinient of the present invention. 

FIG. 5 is a logical flow chart illustrating an exemplary 
sununarization process performed by the software agent of 
FIG. 4 operating in a user-defined mode. 

FIG. 6 is a logical flow chart illustrating an exemplary 
sununarization process perfomied by the software agent of.  . 
FIG. 4 in a User-independent smart mode with mininiuni user 
input. 

FIG. 7 is an illustration of transaction records taken from 
an actual on-line banl:ing display. 

DESCRIPTION OF THB PREFERRED 
EMBODIMENTS - 

According to a preferred embodiment of the present inven- 
tion, a unique Intemet portal is provided and adapted to pro- 
vide unique services to users who have obtained access via an 
Internet or other network comiection from an Intemet-ca- 
pable appliance. Such an interface provides users with a 
method for storing.many personal WEB pages and further 
provides search function and certain t<ask-perfonning func- 
tions. The methods and apparatus of the present invention are 
taught in enabling detail below. 

FIG. I is an overview of an Intemet portal system 11 and 
Internet network 13 according to an embodiinent of the 
present invention. Portal system 11, in this embodiment, 
operates as an ISP in addition to a unique network porial, but 
may, in other embodiments be implemented as a stand-alone 
alone Internet server. In yet other embodiments the service 
and apparatus described herein may also be provided by a 
search and listing service (AltaVista'TM,YahooT"') or by any 
other enterprise hosting a WEB-connected server. 

Intemet 13 is representative of a preferred use of the 
present invention, but should not be considered limiting, as 
the invention could apply in other networks and combinations 
of networks. 

ISP 15 in this enibodiment comprises a server 31, a modem 
bank 33, represented here by a single modem, and a mass 
storage repository 29 for storing digital data. T'he modem 
bank is a convenience, as cotmection to the server could be by 
another type of nehvork link. ISP 15, as is typical in the art, 
provides Intemet access services for individual subscribers. 
In addition to well-known Intemet access services, ISP 15 
also provides a unique subscription service as an Intemet 
portal for the purpose of storing many WEB pages or desti- 
nations along with any passwords and or personal codes 
associated with those pages, in a manner described in more 
detail below. This unique portal service is provided by execu- 
tion of Portal Software 35, which is termed by the inventors 
the Password-All suite. The software of the invention is 
referred to herein both as the Portal Software, and as the 
Password-all software suite. Also, in much of the description 
below, the apparatus of the invention is referred to by the 
Password-All terminology, such as the Password-All Server 
or Password-All Portal. 

ISP 15 is connected to Internet 13 as shown. Other equip- 
inent known in the art to be present and connected to a 
network such as Intemet 13, for example, IP data routers, data 
switches, gateway routers, and the like, are not illustraled here 
but may be assumed to be present. Access to ISP 15 is through 
a connection-oriented telephone system as is known in the art, 
or through any other Intemet/WEB access connection, such 
as through a cable modem, special network connection (e.g. 
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TI), ISDN, and so forth. Such connection is illustrated via 
access line 19 froni Internet appliance 17 tlirough niodem 
bank 33. 

hi a preferred einbodiment a user has access to Internet 
Password-All Portal services by a user name andpassword as 
is wcll known in the art, which provides an individualized 
WEB page to the subscriber. hi another embodiment wherein 
a user has other individuals that use lus or Iier Internet 
account, then an additional password or code unique to the 
user may be required before access to portal 31 is granted. 
Sucli personal ized Portal W EB pages may be stored in reposi- 
tory 29, which may be any convenient form of mass storage. 

Three Inlemet servers 23, 25, and 27, are shown in Internet 
13, and represent Intemet servers bosted by various enter- 
prises and subscribed to by a user operating appliance 17. For 
example, server 23 may be a bank server wherein interactive 
on-line banking and account managing may be performed. 
Server 25 may be an investment server wherein investment 
accounts may be created and managed. Server 27.may be an 
airline or travel server whcrein flights may be bookcd, tickets 
may be purchased, and so on. hi this exaniple, all three servers 
are secure servers requiring user ID and password for access, 
but the invention is not necessarily limited to just secure 
services. 

In a preferred embodiment of the present invention, a sub- 
scribing user operating an Intemet-capable appliance, such as 
appliance 17, connects to Password-All Portal system 11 
hosted by ISP 15, and thereby gains access to a personalized, 
interactive WEB page, which in tum provides access to any 
one of a number of servers on Intemet 13 such as servers 23, 
25, and 27, without bcing required to enter additional pass- 
words or codes. In a preferred embodiment the software that 
enables this service is termed Password-All by the inventors. 
Password-All may be considered to be a software suite 
executing on the unique server, and in some instances also on 
the user's station (client). Additional interactivity provided 
by portal software 35 allows a connected user to search his 
listed pages for information associated with keywords, text 
strings, or the like, and allows a user to prograni user-defined 
tasks involving access and interaction with one or more Inter- 
net-connected servers such as servers 23, 25, and 27 accord- 
ing to a pre-defined time schedule. These functions are taught 
in enabling detail below. 

FIG. 2 is an illustration of a personalized portal page as 
may be seen on a display monitor according to an embodi- 
ment of the present invention, provided by Password-All 
Portal software 35 executing on server 31, in response to 
secure access by a subscriber. Page 32 presents an interactive 
listing 34 of user-subscribed or member WEB pages, idenli- 
fied in this example by URL, but wlrich may also be identified 
by any convenient pseudonym, preferably descriptive, along 
with user name and typically encrypted password informa- 
tion for each page. Listed in a first column under Server Name 
destination, are exemplary destinations LBC.com, My Bank- 
.com, My Stocks.com, My sbopping.com, Mortgage.com, 
and Airline.com. These are but a few of many exemplary 
destinations that may be present and listed as such on page 33. 
In order to view additional listings listed but not immediately 
viewable from within application 33, a scroll bar 35 is pro- 
vided and adapted to allow a user to scroll up or down the list 
to enable viewing as is known in the art. 

Items listed in list 34 in this example may be considered 
destinations on such as servers 23, 25, and 27 of FIG. 1. 
'Typically the URL associated with an item on this list will not 
take a user to a server, per se, but to a page stored on a server. 
User names and password data associated with each item in 
list 34 are illustrated in respective columns labeled user name, 

6 
and password, to the right of the column labeled Server Naine 
destination. Each listing, or at least a portion of each listing, 
is a hyperlink invol:iitg, wlten selected, the URL to that des- 
tination. In some instances a particular service may have more 

5 than one associated URL. For example, My Baiilc.com  may 
havc more than one URL associated for such as different 
accounts or businesses associated also with a single sub- 
scriber. In this case there may be a sub-listing for different 
destinations associated with a single higher-level listing. This 

to expedient is not shown, but given lhis teaching the mecha- 
nism will be apparent to those with skill in the art. 

In some embodiments one page 32 may be shared by more 
than one user, such as a husband and wife sharing a common 
account and subscription. An instance of this is illustrated 

15 herein with respect to the saver labeled Mortgage.com  
wherein both a John and a Jane Doe are listed together under 
the column labeled user name. In another embodiment, a 
netwoik of individuals, perhaps business owners, authorized 
co-workers, investment parties, or the like may share one 

20 application.Inthisway,systemllmaybeadaptedforprivate 
individuals as well as business uses. 

After gaining access to application 33 which is served via 
Intemet portal server 31 of F1G. 1, a user may scroll, high- 
ligbl, and select any URL in his or her list 34 for the purpose 

25,  of navigation to that particular destination for fiirther inter- 
action. Application 33 already bas each password and user 
name listed for each URL. It is not necessary, however, that 
the password and user name be displayed for a user or users. 
These may well be stored transparently in a user's profile, and 

30 invoked as needed as a user makes selections. Therefore, a 
uscr is spared the need of entering passwords and user names 
for any destinations enabled by list 34. Of course, each list 34 
is built, configured and maintained by a subscribing user or 
users, and an editing facility is also provided wherein a user 

35 may edit and update listings, including changing URL's add- 
ing and deleting listings, and the like. 

In another aspect of the invention new listings for a user's 
profile, such as a new passthrough to a bank or other enter- 
prise page, may be added semi -automatical ly as follows: 

4o Typically,whenauseropensanewaccountwithanenterprise 
through interaction with a WEB page hosted by the enter- 
prise, the user is required to provide certain information, 
which will typically include such as the user's ID, address, 
e-mail account, and so forth, and typically a new user name 

45 and password to access the account. In this process the user 
will be interacting with the enterprise's page from his/her 
browser. A Password-All plug-in is provided wherein, after 
entering the required information for the new enterprise, the 
user may activate a predetermined signal (right click, key 

50 stroke, etc.), and the Password-All suite will then enter a new 
passthrough in the user's Password. All profile at the Pass- 
word-All Portal server. 

In a related method for new entries, the enterprise hosting 
the Password-All Portal may, by agreement with other enter- 

55 prises, provide login and sign-up services at the Password-All 
Portal, with most action transparent to the user. For example, 
there may be, atthe Password-All Portal, a selectable browser 
list of cooperating enterprises, such as banks, security ser- 
vices, and the like, and a user baving a Password-All Portal 

60 subscription and profile may select among such cooperating 
enterprises and open new accounts, wliich will simulta- 
neously and automatically be added to the Password-All Por- 
tal page for the user and to the server hosted by the cooper- 
ating enterprise. There may be some interactivity required for 

65 different accounts, but in the mein page, much information 
from lhe user's profile may be used directlywithout being 
re-entered. 
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The inventors have anticipated that inany potential users 
inay well be suspicious of providing passwords and user 
nanies to an enterprise hosting a Password _All Portal Server 
executing a service like Password .All according to embodi- 
ments of the present invention. "ro acconmiodate this prob- 
lem, in prefcrred embodiments, it is not nccessary that the 
user provide the cleartext-password to Password-A1I. Instead, 
an encrypted version of each password is provided. When a 
user links to his passthrough page in Password _All at the 
Password-All Portal server, when he/she invokes a byperlink, 
the encrypted password is rehimed to the user's system, 
which then, by virtue of the kept encryption key or master 
password, invokes the true and necessary password for, con- 
nection to the selected destination. It is tlms not necessary that 
cleartext passwords be stored at the Password-All Portal 
server, where they may be vulnerable to attack from outside 
sources, or to perceived misuse in other ways as well. 

In a related safety measure, in a preferred embodiment of 
the invention, a user's complete profile is never stored on a 
single server, but is distributed over two or more, preferably 
more, servers, so any problem witli any one server will mini- 
mize the overall effect for any particular user. 

Password-All, as describedabove, allows a userto access a 
complete list of the user's usual cyberspace destinations, 
complete with necessary log-on data, stored in an encrypted 
fashion, so a user may simply select a destination (a hyper- 
link) in the Password-All list, and the user's browser then 
invokes the URL for the selected destination. In an added 
feature, Password-Al] may display banner ads and othertypes 
of advertisement during the navigation time between a hyper- 
link being invoked and the time the destination WEB page is 
displayed. 

In yet another embodiment of the invention, a user/sub- 
scriber need not access the Password-All page to enjoy the 
advantages of the unique features provided. In this variation, 
a Plug-In i s provided for the subscriber's WEB browser. If the 
subscriber navigates by use of the local browser to a WEB 
page requiring a secure log-in, sucb as hi s/lier on-1 ine banking 
destination, when the subscriber is presented with an iinput 
window for ID and Password, the plug in may bc activated by 
a predetermined user input, such as a hot key or right click of 
the mouse device. 'The plug-in then accesses, transparently, 
the Password-All page (which may be cached at the client), 
and automatically accesses and provides the needed data for 
log-on. 

In yet another aspect of the invention a search option 37 
allows a user to search list 34 for specific URL's based on 
typed input such as keywords or the 1ike. In some cases, the 
number of URL's stored in list 34 can be extensive making a 
search function such as function 37 an attractive option. A 
criteria dialog box 51 illustrated as logically separated from 
and below list 34 is provided and adapted to accept input for 
search option 37 as is known in the art. In one embodiment, 
search option 37 may bring up a second window wherein a 
dialog box such as box 51 could be located. 

In anotber aspect of the invention the search function may 
also be configured in a window invoked frorn window 33 and 
caused to search all or selected ones of listed destinations, and 
to retum results in a manner that may be, at least to some 
extent, configured by a user. For example a dialog box may be 
presented wherein a user may enter a search criteria and select 
among all of the listed deslinations. The search will then be 
access each of the selected destinations in tLim, and the result 
may be presented to the user as each instance of the criteria is 
lound, or results may be listed ina manner to be accessed after 
the search. 

8 
Preferably ilie search function is a part of the Password-All 

Portal software, available for all users, and may be accessed 
by hyperlinks in user's personal pages. In some embodiments 
users may create ]tighly individualized search iimctions that 

5 may be stored in a inanner to be usable only by the user who 
crcates such a fiuiction. 

In mviy aspects of the present invention, knowledge of 	-„ 
specific WEB pages, and certain types of WEB pages, is 
highly desirable. In many embod'unents characteristics of 

to destination WEB pages are researched by persons (facilita- 
tors) maintaining and enhancing Password-All Portal soft- 
ware 35, and many characteristics may be provided in con- 
figuration modules for users to accomplish specific tasks. In 
inost cases these characteristics are invoked and incorporated 

15 transparent to the user. 
In yet another aspect of the present invention, the Pass- . 

word-All suite is structured to provide periodic reports to a 
user, in a manner to be structured and timed by the user, 
tlirough the user's profile. For example, reports of changes in 

zo account balanccs in bank accounts, stock purchascs, stock 
values, total airlinetravel purchases, frequent-flier miles, and 
the like may be summarizedand provided to the users in many 
different ways. Because the Password-All Portal server with 
lhe Password-All software site liandles a broad variety of 

25 transactional trafHc for a user, there is an opportimity to 
summarize and collect and process statistics in tnany useful 
ways. In preferred embodiments of the invention such reports 
may be fumished and implemented in a number of different 
ways, including being displayed on the user's secure personal 

30 WEB page on the Password-All Portal. 
In addition to the ability of performing tasks as described 

above, task results, including reports and hard documents 
such as airline tickets may be sent over the Intemet or other 
data packct-networks to user-defined destinations such as fax 

35 machines, connected computer nodes, e-mail servers, and 
other Intemet-connected appliances. All tasks may be set-up 
and caused to run according to user-defined schedules while 
the user is doing something else or is otherwise not engaged 
with the scheduled task. 

40 	In another embodiment of the present invention, recogniz- 
ing the increasing use of the Intemet for fiscal transactions, 
such as purchasing goods and services, a facility is provided 
in a user's profile to automatically track transactions made at 
various destinations, and to authorize payment either on a 

45 transaction-by-transaction basis, or after a session, using 
access to the user's bank accounts, all of which may be 
pre-programmed and authorized by the user. 

Other functions or options illustrated as part of application 
35 include a last URL option 41, anupdate function 43, and an 

50 add function 45. Function 41 allows a user to immediately 
navigate to a last visited URL. Update function 43 provides a 
means of updating URL's for content and new address. An 
add fiinction enables a user to add additional URL's to list 34. 
Similarly, function 45 may also provide a means to delete 

55 entries. Other ways to add accounts are described above. It 
should be noted that the services provided by the unique 
Password-A11 Portal in embodiments of thepresent invention, 
and by the Password-All software suite are not limited to 
destinations requiring passwords and user names. T'he Pass- 

6o word-All Portal and software in many embodiments may also 
be used to manage all of a user's bookmarks, including edit- 
ing of bookmarks and the like. In this aspect, bookmarks will 
typically be presented in indexed, grouped, and hierarchical 
ways. 

65 	There are editing features provided with Password-All for 
adding, acquiring, cleleting, and otherwise managing book- 
marks. As a convenience, in many embodiments of the inven- 
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tion, bookivarks niay be downloaded from a user's Password- be presented in a separate generated page in step 66 after 
All site, and loaded onto the sanie user's local browser. Iu this which a user may select which URL to navieate to. In an 
manner, additions and improvements in the bookmark set for optional search function, theuser may provide search criteria, 
a user may be used without the necessity of going to Pass- and search any or all of the possible destinations for the 
word-All. Further, bookmarks may be uploaded irom a user's 5 	criteria. 
local PC to his/her honte page on the Password-All site by use In another eniboditnenl wherein WEB pages are cached in 
of one -or more Pass,,vord-All plug-ins, their presentable fonn, infonnation extracted in step.64-may 	: 

It will be apparent to the skilled artisan, given the teaching include any infonnation contained in any of the stored pages 
herein, that the functionality provided in various einbodi- such as text, pictures, interactive content, or the lil:e. In this 
menls of the invention is especially applicable to Internet- lo case, bne displayed result page may provide generated links 
capableappliancestliatmaybelitnitedininputcapability. For to search results that include the URL associated with the 
example, a set-top box in a WEB TV application may well be results. Perhaps by clicking on a text or graphic result, the 
without a keyboard for entering IDs and Passwords and the associated WEB page will be displayed for the user with the 
like. In practice of the present invention keyboard entry is result highlighted and in view with regards to the_.display 
ininimized or elirninated. The same conunents apply to niany 15 window. 
other sorts of Internet appliances. 

In prefered embodiments of the invention, once a sub- EnhancedAgent for WEB Summaries 

scriber-user is in Password-All, oiily an abiliry to point-and- In another aspect of the present invention, a software agent, 
click is needed forall navigation. To get into the Password _All termed a gatherer by the inventors, is adapted to gatber and 
site, usuig a limited apparatus, such as an appliancc without a 2o return summary information about URL's according to user 
keyboard orkeypad, a Smartcard orembedded password may request or enterprise discretion. This is accomplished in 
be used, or some other type of authentication. embodiments of the present invention by a unique scripting 

It will be apparent to one with skill in the art that an and language parsing method provided by the inventor 
interactive application such as applicalion 33 may be pro- wherein human knowledge workers associated wilh the ser- 
vided in a form other than a WEB page without depar[ing 25 vice provide written scripts to such a gatherer according to 
from the spirit and scope of the present invention. For subscriber or enterprise directives. Such a software gatherer, 
example, an application such as application 33 may be pro- and capabilities thereof, is described in enabling detail below. 
vided as a downloadable module or program that may be Refemng now to FIG. 1, there is illustrated an exemplary 
set-up and configured off-line and made operational when architecture representing a portal service-network wliich, in 
on-line. 30 this case is hosted by ISP 15. Portal software 35 in this 

FIG. 3 is a flow diagram illustrating user interaction with embodiment executes on portal server 31 set-up at the ISP 
the Internet Password-All Portal of FIG. 1. The following location. Mass repository 29 is used for storing subscriber 
process steps illustrated, according to an embodiment of the infonnation such as passwords, login names, and the like. 
present invention, are intended to illustrate exemplary user- Intemet servers 23, 25, and 27 represent servers that are 
steps and automated software processes that may be initiated 35 adapted to serve WEB pages of enterprises patronized by a 
and invoked during interaction with an Internet portal of the subscriber to the portal service such as one operating Intemet 
present invention such as porta131 of FIG.1. In step 53 a user appliance 17. 
connects to the Intemet or another previously described The main purpose ofportal software35, as describedabove 
switched-packet network via a compatible appliance such as with reference to FIG. 2, is to provide an interactive applica- 
Internet appliance 17 of FIG. 1. 40 tion that lists all of tbe subscriber's WEB sites in the form of 

At step 55, a user enters a user-name and password, which, hyperlinks. When a user invokes a hyperlirilc from his per- 
in one embodiment, may simply be his ISP user name and sonal list, software 35 uses the subscriber's personal infor- 
password. In another embodiment, a second password or mation to provide an automatic and transparent login function 
code would be required to access an Intemet portal stich as for the subscriber while jumping the subscriber to the subject 
portal server 31 of FIG. 1 after logging onto the lnternet 45 	destination. 
through the ISP. In some cases, having a special arrangement 
with the ISP, there may be one password for both Internet Referring again to FIG. 2, an interactive list 34 containing 

access through the ISP and for Password-All. At step 57 a user-entered hyperlinks and a set of interactive tools is dis- 

personal W EB page such as page 32 of FIG. 2 is displayed via Played to a subscriber by portal software 35 of FIG. ]. One of 

Internet portal server3l. At minimum, the personalized WEB 50 
the tools available to a subscriber interacting with list 34 is 

page will contain all user configured URL's, and may also be agent (software) 39. Agent 39 may be programmed.  to per- 

enhanced by a search function, among other possibilities. form certain tasks such as obtaining account information, 

In step 58 a user will, tninimally, select a URL from his or executing simple transactions, retuming user-requested noti- 

her bookmarked destinations, and as is known by hyperlink fication information about upcoming events, and so on. 

technology, the transparent URL will be invoked, and the user 55 
Search function 37 and update function 43 may be integrated 

will navigate to that destination for thepurpose ofnormal user w'ithagent39asrequiredtoaidinfunctionality. 

interaction. In this action, the Password-All Portal software It is described in the above disclosure that agent 39 may, in 

transparently logs the user on to the destination page, if such some embodiments, search for and retum eertain summary 

log-on is needed. information contained on user-subscribed WEB pages, such 

At step 60 the user invokes a search engine by clicking on 60  as account summaries, order tracking information and certain 

an option suchas describedoption 37ofFIG. 2. At step 62, the other information according to user-defined parameters. This 

user inputs search parameters into a provided text field such feature may be programmed by a user to work on a periodic 

as text field 51 of FIG. 2. After inputting such parameters, the time scbedule, or on demand. 

user starts the search by a button suchas button 52. The search In the following disclosure, enhancements are provided to 
engine extracts information in step 64. Such information may 65 agent 39. Such enhancements, described in detail below, may 
be, in one option, of the form of URL's fitting the description .__. .,be.integrated into agen139 of porlal sofiware 35 (FIGS.1 and 
provided by search parameters. A searched list of URL's may 2); and may be provided as a separate agent or gatherer to run 
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with portal software 35; or may, in some embodiments, be 
provided as a standalone seivice that is separatc from portal 
software 35. 

FIG. 4 is a block diagram illustrating a summarization 
softw•are agent 67 and various capabilities and layers thereof 5 

accorduig to an embodiment of the present invention. Suni- 
marization agent 67, hereinafter- termed gatherer 67, is. a.. 
programmable and interactive software application adapted 
to run on a network server. Gatherer 67 may, in one entbodi- 
ment, be inlegrated wilh portal software 35 of FIG. 1 and be to 
provided in the forru of a software module separate from 
agent 39 (FIG. 2). In another embodiment, gatherer 67 may be 
a part of agen139 as an enhancement to the function of that 
agent as previously described. In still anotlier emhodiment, 
gatherer 67 may be provided as a parent or client-side appli- 15 

cation controlled by a separate service from the portal service 
described above. 

In this exemplary embodiment gatherer 67 is a multi-fea- 
tured software application having a variety of sub-modules 
and intcrface modulcs incorporated therein to provide 20 

enhanced function. Gatherer 67 bas a client/service interface 
layer 69 adapted to enable directive input from both a client 
(user) and a knowledge worker orworkers associated with the 
service. A browser interface 77 is provided in layer 69, and 
adapted to provide access to application 67 from a browser 25 

running on a client's PC or other Intemet or network appli- 
ance. Interface 77 facilitates bi-directional communication 
with a_ user's browser application (not shown) for the purpose 
of allowing the user to input summary requests into gatherer 
67 and receive summary results. Interface 77 supports all 30 

existing network communication protocols such as may be 
known in the art, and may be adapted to support future pro- 
tocols. 

Layer 69 also comprises a unique input scripting module 
79 that is adapted to allow a htunan knowledge worker to 35 

create and supply directive scripts containing the site logic 
needed by gatherer 67 to find and retrieve data from a WEB 
site. In this case, gatherer 67 executes and runs on a network 
server such as server 31 of FIG. 1. Ilowever, this is not 
required in order to practice the present invention. 	ao 

It is assumed in this exantple that gatherer 67 is part of the 
portal software suite 35 running on server 31 of FIG. 1. 
Gatherer 67 may be provided as several dedicated agents or as 
one multi-functional agent without departing from the spirit 
and scope of the present invention. For example, one gatherer 45 

67 may be scripted and programmed to execute a single user 
request with additional gatherers 67 called upon to perfonn 
additional user-requests. Altematively, one gatherer 67 may 
be dedicated and assigned to each individual user and adapted 
to handle all requests from that user. 	 50 

Interface layer 69 facilitates exchange of inforniation from 
both a client and a knowledge worker. A client operating a 
WEB browser with an appropriate plug-in is enabled to com- 
municate and interact with gatherer 67. For example, a user 
may enter a request to retum a summary of pricing for all 55 

apartments renting for under $1000.00 per month located in a 
given area (defined by the user) from apartments.com  (one of 
user's registered WEB sites). The just mentioned request 
would be categorized as either a periodic request, or a one 
time (on demand) request. The communicated request ini- 60 

tiates a service action wherein a knowledge worker associated 
with the service uses module 79 to set-up gatherer 67 to 
perform its function. Module 79 is typically executed from a 
network-connected PC operated by the knowledge worker. 

According to an embodiment of the present invention, a 65 

unique scripting method facilitated by mgdule 79 is provided 
to enable gatherer 67 to obtain the goal information requested  

12 
by a user. For example, tlie above mentioned example of 
WEB-site apartments.com  has a specifc HTML (hyper-text- 
markup-language) logic that it uses to creale its site and post 
its infomiation. Such site logic is relatively standard fare for 
a inajority of different sites hostedby ditferent entities. Using 
this knowledge, a knowledge worker creates a site-specific 
script or template for gatherer 67.to follow:  Such a template 
contains descriptions and locations of the appropriate lields 
used, for example, at apartments.com. Apartment descrip- 
tion, location, deposit information, rental information, agent 
contact information, and other related fields are matched in 
tenns of location and label descr-iption on the ternplate cre- 
ated with module 79. Completed templates are stored in a 
database contained in a storage facility sucli as, perhaps, 
repository 29 of FIG. 1. Such templates may be reused and 
may be updated (edited) with new data. 

In one embod'unent, one script may contain site logics for 
a plurality of WEB pages, and instructions for specific navi- 
gational instruction and password or login infomtation may 
be contained thereiut and executcd serially, such as one site at 
a time. It is important to note that the knowledge worker or 
workers may perform much of their scripting via automatic 
controls such as by object linking and embedding (OLE) and 
a minorportion of scripling may be perfonned manually in an 
appropriate computer languace, many of which are known in 
the art). 

Gatherer 67 also has a process layer 71 adapted for intemal 
information gathering and parameter configuration. An 
optional portal server interface 81 is provided and adapted to 
allow gather 67 to provide updated information to a user's list 
of hyperlinks and also to obtain data from portal server 31 if 
required. For example, required hyperlinks niay be mirrored 
1rom a user's home page to a scripting template for naviga- 
tional purposes. In an embodiment wherein gatherer 67 is part 
of a standalone service, a convention for providing user login 
information may be supplied at the client's end wlmn a 
request is made. For example, an encrypted password may be 
supplied by a client plug-in and gatherer 67 may temporarily 
borrow the user's encryption key when auto login is per- 
formed. 

An appliance configuration module 83 is provided and 
adapted to allow a user to define and configure an Intemet 
appliance to comniunicate with the service and receive sum- 
mary inlonnation. Such appliances may include but are not 
limited to palm top PC's, lap top PC's, cellular telephones, 
WEB TV's, and so on. Typically, a user will be presented a 
configuration WEB page from a network server that displays 
in his browser window on his desktop PC. The page contains 
an interface for communicating device parameters and com- 
munication protocol types to module 83. In this way, a user 
may configure a preferred device for receipt of summary 
information. Device parameters and communicalion proto- 
cols inherent to such a device are incorporated into the script- 
ing of the site template and are used as instructions for WEB 
summary delivery. 

A navigation layer 73 is provided and adapted to perform 
the function of extetnal site navigation and data gathering for 
gatherer 67. To this end, a communication intedace/browser 
control module 85 is provided and adapted to function as a 
WEB browser to access 'ArEB sites containing WEB data. 
Contro185 receives its instruction from the scripted template 
created by the knowledge worker. 

A parsing engine 87 is provided and adapted to parse 
individual WEB sites according to a template created via 
scripting module 79. Parsing engine 87 may be a Pearl engine, 
an IE HTML engine, or any other or combination of known 
parsing engines. The template (not shown) tells control 85 

Ex. 1002 Page 128



Case 1:14-cv-01445-UNA Document 1-6 Filed 12/01/14 Page 22 of 26 PagelD #: 125 

US 7,752,535 B2 
13 14 

and parsing enoine 87 where to go and what fields at the speeifically that data that reflects the user's current order 
destirtation site to look for to access desired data. Once the status. Scripts may also be written to obtain viutually any type 
data fields are located, parsing engine 87 gathers current data of text informalion available from any site. For example, a 
in the appropriate field, and retlu-ns that data to the service for user may wish to obtain the New York Tinies headlines, the 
tiu-lher processing suctt as data conversion, compression and 5 	top ten performing stocks, a comparative list of flights liom 
storage, and the like. San Francisco to New York, ete- In one embodiment, meta- 

Because WEB sites use tools tliat use consistent logic in- data rrlay be associated with atid used in-place of the actual 	 _. 
setting up their sites, this logic niay be used by ihe suinmai-i- scripted language for the purpose ofreducing comp]ication in 
zation service to instruct control 83 and parsing engine 87. the case of many scripts on one template. 
The inventor provides herein an exemplary script logic for 10 	Adata processing layer75 is provided and adapted lo store, 
navigating to and garnishing data from amazonTM.cotn. The process, and present retumed data to users according to enter- 
hyperlinks and/oractual UR.Ls requiredfornavigationarenot prise rules and client direction. A database interface module 
shown, but may be assumed to be included in the template 89 is provided and adapted to provide access for gatherer 67 
script. In this example, a company nameYodlee (kttown to the to a mass repository such as repository 29 of FIG. 1, for the 
inventors) is used in the script for naming object holders and 15 purpose of storing and retrieving suntrnary data, templates, 
object containers, which are in this case Active XTM conven- presentation directives, and so on. Gatherer agent 67 may a]so 
tions. In another embodiment, JavaTM script or another object access data through interface 89 such as profile information, 
linking control may be used. The scripted template logic user account and URL information, stoied site logics and so 
ex:unple is as follows: on. Data scamied from the WEB is stored in a canonical 

20 format in a dalabase such as repository 29, or in another 
cotmected storage facility. All stored data is, of course, asso- 
ciated with an individua] who requested it, or for whotn the 

# Site amru.cn.orders.x - shows status of orders from Amazon data is made available according to enterprise discretion. 
login( 7); 
get( "/exec/obidoslorder-IisU" ); pg 	 p 	 p A summarizalion a e module 91 is rovitied and ada ted 
my @tables = get_tables_containing_text( "Orders:" ); 25 to organizeand serve a WEB sumniary page to a user- M.odule 
my $oider_list= newYodlee::ObjectHolder( `orders' ); 91, in some embodiments, may immediately push a WEB 
$order_fist->source( 'amazon' ); sumrnary to a user, or module 91 may store such summarized 
$order_list->link_info( get_lin$_lnfo( ));  
my @)tref list; pag 	r a u 	o a 	ss 	p 	~ m es foser tcce 	via a ull metho 	which case a 
my @container_h5t; notification may be sent to the user alerting him of the sum- 
foreach my $table (@tables ){ 30 mary page availability. Summarization niodule 91 includes 

, my @jows = get_teble—rows( ); an HTML renderer that is able to format data into HTML 
foreach my $i ( 0.. .$#rows ){ 

select~ow( Si ); format for WEB 	a e dis la 	In tlus wa 	e-mail messa es P g 	P y 	y, 	 g 
my $text = get_text( $rows[ $i ]); and the like may be presented as HTML text on a user's 
next if $text =- /Orders:IStatus/; summarization page. Moreover, any summary data from any 
my @items = get—row_items( ); 35 site may include an embedded hyperlink to that site. In this 
next nnless @itetns >= a; 
my( $order_ntun, $date, $status ); wa 	a user lookin at an e-mail text in HTML ma click on it y~ 	 g 	 y 
seleet_cell( t); and launch the appropriate e-mail program. Other sites will, 
$order —num = get_cell_text( ); by default, be linked tbrough the summary page. 
my $href= get_url_ of first_href( get_cell( )); Many users will access their summary data through a WEB 
select_cell( 2); 
$dste = get_cell_text( ); g 	 ~ a0 	a e as describedabove, however, this is notr 	uired in order p  
selea_cetl( 3); to practice the present invention. ]n some embodimetnts, users 
$status = get_cell_text( ); will want their summary uiformation formatted and delivered 
next unless defined $order_num and defined $date and defined to one of a variety of Intemet-capable appliances such as a 

$staa
'S' my $order = new Yodlee::Containei{ `orders' ); alm to 	or, 	erha s a cell 	hone. To this end, the renderer is p 	lt 	p 	p 	1~ 
$order->order--tumber( $order_num ); 45 capable offormatting and presenting the summary data into a 
$order->date( $date ); . 	number of formats specific to alternative devices. Examples 
$order->slatus( $sidt„s ); of different known formats include, but are not limited to 
$order_list->push_object( $order ); 
if( defined $href ) { XML, plain text, VoxML, HDML, audio, video, and so on- 

push( @href_list, $href ); In a preferred embodiment of the present invention, gather 
push( @container_list, $order ); 5o 67 is flexible in such a way as it may act according to enter- 

_ 	foreach my $i ( 0 ... $#href 	list ){ prise rules, client directives, or a combination of the two. For 	 . 
get( $href 	list[ $i ] ); 
@tables = get_tables_containing_text( "Items Ordered:' ); example, if a user makes a request for summary data about a 

foreach my $table (@tables ){ user/subscribed WEB page to be periodically executed and 
. my @rows = get table—rows( ); presented in the form of a HTML document, then gather 67 

foreach my $j ( 0 ... $#rows ){ 55 would automatically access and analyze the required internal 
seled~ow( $j ); 
my $href= get_url_of—f'iistJtref( get_row( ) ); information and user provided information to formulate a  
next unless defined $href; directive. Using scripting module 79, a knowledge worker 
my @child_list = get_children( get. -row( ), 'a' ); provides a tetnplate (if one is not already created for that site) 
ncxt unless defined $child_list[ 0]; that contains the "where to go" and "what to get" information 
my $text = get_text( $child_list[ 0]); 
$container_list[ $i ]->description( $text ); 60 according 	g 	p to site lo tc, user in ut, and known information. 

} Altematively, if a user requests a summary about data on 
} one of his sites such as, perbaps, current interest rates and 

} re-finance costs at his mortgage site, the service may at its 
- 	result( $order_list ); 

own discretion provide an additional unsolicited summary 
65 from an altemate mortgage site for comparison. This type of 

The above exainple is a script that instructs contro185 and sumniariralion would be designed to enhance a user'.s.-po-si- . 
parser87tonavigatetoandobtaindatafromAmazonT"t.com, tion based on his profile information. In this case,updated 
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16 
data about latest interest rates, stockperformances, car prices, 
airline ticket discounts, and so on would be stored by the 
service for comparative purposes. If a user request for a 
sununary can be equaled or bettered in tenns of any advan- 
tage to the user, such suimnary data may be included. 

hi many cases, created templates may be re-used unless a 
WEB site changes-its site logie parameters; in which case, the. 
new logic must be accessed and any existing templates must 
be updated, or a new template may be created for the site. The 

- 

	

	templates contain site-specific script obtained from.the site 
and stored by the knowledge workers. In one embodiment, 
companies bostiug WLB pages automatically provide their 
sitelogics and any logic updates to the service by virtue of an 
agreement between the service and the WEB hosts. 

In an alternative embodiment gatherer 67 may be imple- 
mented as a client application installed on a user's PC. In this 
embodiment, a user would not be required to supply 1og-in or 
password codes. Stunniarization scripts may be sent to the 
client software and templates may be automatically created 
with the appropriate scripts using log-in and password infor- 
tnation encrypted and stored locally on the user's machine. 

In additionto providing WEB sunnnary infomiation, gath- 
erer 67 may also be used to provide such as automatic regis- 
tration to new sites, and for updating old registration infor- 
mation to existing sites. For example, if a user wishes to 
subscribe, or register at a new site, only the identification of 
the site is required from the user as long as his pertinent 
information has not changed. If a new password or the like is 
required, gatherer 67 through control module 73 may present 
login or password codes flrom a list of alteniative codes pro- 
vided by a user. In another embodiment, a database (not 
shown) contairuing a wealtlt of password options may be 
accessed by gatherer 67 for the purpose of trying different 
passwords until one is accepted by the site. Once a password 
or log-in code is accepted, it may be sent to a user and stored 
in his password list and at the network level. 

It will be apparent to one with skill in the art that a software 
application such as gatherer 67 may be implemenled in tnany 
separate locations connected in a data network. For example, 
a plurality of gatherer applications may be distributed over 
many separate servers linked to one or more mass reposilo- 
ries. Client applications include but are not limited to a WEB- 
browser plug-in for communicating to the service. Plug-in 
extensions may also be afforded to proxy servers so that 
auto-login and data access may still be performedtransparent 
to a user. 

In another embodiment, plug-ins enabling communication 
with gatherer 67 may be provided and configured to nm on 
other network devices for the purpose of enabling such a 
devi ce to initiate a request and get a response without the need 
for a desktop computer. 

In most embodiments a user operating a desktop PC will 
order a one time or periodic summary related to some or all of 
his.subscribed WEB sites. A logical flow of an exemplary 
request/response interaction is provided below. 

FIG. 5 is a logical flow chart illustrating an exemplary 
summarization process performed by the so$ware agent of 
FIG. 4 operating in a user-defined mode. In step 93, a userhas 
initiated a new request for a summary (summary order). It is 
assumed forthe purpose of discussion, that the request of step 
93 involves a site wherein no template has been created. In 
step 95, the request is received and analyzed. A knowledge 
worker will likely perform this step.l`he new request may be 
posted to the user's portal home page, sent directly to gatherer 
67, or even comunicated through e-mail or other media to m  
the service. 

In step 97 a knowledge worker accesses particular site 
logic associated with the request URLs. For exaniple, if the 
request involves a plurality of URLs, then all site 1ooics for 
those URLs are accessed. Logic may be available in a reposi- 

5 	tory such as repository 29 of FIG. 1 if they were ohtained at 
the time of user registration to a particular URL, or scnt in by 
W EB-site hosts sliortly after registration. If it is a compl,etely 
new URL, then the logic rnust be obtained fioin the sile. In 
inost cases however, the logic will be known by virtue of a 

lo plurality of users accessing common URLs. Therefore cross- 
linking in a database of logic/user associations may be per- 
formed to access a logic for a site that is new to one pariicular 
user, but not new lo another. 

In step 99, the knowledge worker creates a template by 
15 virtue of scripting module 79 (FIG. 4) containing all site 

logic, URLs, log-iu and password inforination, and the user 
request infomnation. As described previously, templates may 
be re-used for a same request. In most cases, scripting niay be 
mostly automated with minimum manual input perfonned by 

20 the knowledge worker. In many cases, an cxisting template 
will match a new request exactly, and may be re-used. In that 
case steps 97, 99, and 101 would not be required. 

In step 101 the template is stored and associated with the 
requesting user. The stored template may now be retrieved at 

25 a scheduled tinie for perfomiing the summary gatbering. At 
step 103, a browser control such as module 85 of FIG. 4 is 
activated to access the stored template and navigate to speci- 
fied URLs for the purpose of gathering summary data. If a 
timing function is attributed to the template stored in step 101, 

30 then the template may self execute and call up the browser 
function. In another embodiment, the knowledge worker may 
notify the browser control to get the template for its next task. 
In some embodiments, a plurality of controls may be used 
with one template as previously described. 

35 	In step 105, automatic log-in is performed, if required, to 
gain access to each specified URL. In step 107, a specified 
WEB-page is navigated to and parsed for requested data 
according to the logic on the template. If there are a plurality 
of WEB pages to parse then this step is repeated for the 

4o numberofpages.Avarietyofparsingenginesmaybeusedfor 
this process such as an IETM parser, or a Pear1TM parser. Only 
the requested data is kept in step 107. 

A request may be an on-demand request requiring imme- 
diate return, or a scheduled request wherein data may be 

45 posted. At step 109, such logic is confirmed. If the data is to be 
presented according to a periodic schedule, then summary 
data parsed in step 107 is stored for latter use in step 111. In 
step 113, the summary data is rendered as HTML if not 
already formatted, and displayed in the form of a summary 

50 WEB-page in step 115. The summary page rnay be posted for 
access by a user at a time convenient to the user (pull), or may 
be pushed as a WEB-page to the user and be made to auto- 
matically display on the user's PC. Notification of summary 
page availability may also be sent to a user to alert him of 

55 completion of order. 
If the summary data is from a one-time on-demand request 

and required immediately by a user, then a network appliance 
and data delivery method (configured by the user) is con- 
firmed, and the data is rendered in the appropriate format for 

6o delivery and display in step 117. In step 119, the summary 
data is delivered according to protocol to a user's designated 
appliance. In step 121 a user receives requested information 
in the appropriate format. 

lt will be apparent to one with skill in the art that there may 
65 be more or fewer logical steps as well as added sub-steps than 

are illustrated in this example. For_example, step 105 may in 
other embodiments include sub-steps'such as getting an 
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18 
encryption key frotn a user. In still another enibodinient, part 
of a request inay be rendered as HTML as.in  step 113 while 
certain other portions of the sanie request data migltt be 
rendered in another format and delivered via alternative meth- 
ods. There are many possibilities. 	 5 

The metlrod and apparatus of the present invention may be 
used fo present sutriiiiaiies'to users without user input. Pro- 
cess logic such as this is detailed below. 

FIG. 6 is a logical flow chart illustrating an exemplary 
summarization process performed by the software agent of lo 
FIG. 4 in a User-independent smart mode witli minimum or 
no user input. In step 117 an enterprise-initiated sununary 
process begins. In this case, the enterprise may be assisting a 
user in findiug a better deal or, perhaps presenting the indi- 
vidual with suntmaries from and links to alternative pages not 15 

yet subscribed to by a user. 
In step 119, a database containing user information and . 

parameters is accessed and reviewed. Certain information 
specific to a user may be required to irtitiate an enterprise- 
sponsored sununary report. At step 121, the knowledge 20 

worker accesses the site ]ogic specific to the specified target 
site or sites for summariz:ition. In step 123, the knowledge 
worker modifies an existing user template, or creates a new 
one if necessary. At step 125 the teinplate is stored in a 
repository such as repository 29 and associated with the user. 25 

As described in FIG. 5, the template either self-executes 
according to a timed function and invokes a browser control 
such as control 85 (FIG. 4), or is accessed by contro185 as a 
result of task notification. In step 127, the browser control 
begins navigation. Auto logins are performed, if required, in 30  
step 129 to gain access to selected sites. If the W EB pages are 
new to a user, and the user has no registration with the WEB 
site, then through agreement; or other convention, the service 
may be provi ded access to such sites. Such an agreement may 
be made, for example, if the bost of the WEB site realizes a 35 

possibility of gaining a new customer ifthe customer likes the 
summary information presented. In many other situations, no 
password or login information is required to obtain general 
information that is not personal to a client. 

In step 131, all sites are parsed for summary data and stored 40 

in canonical fashion in step 133. At step 135, the data is 
compiled and rendered as HTML for presentation on a sum- 
mary page. In step 137 a WEB summary containing all of the 
data is made available to a user and the user is notified of its 
existence. 	 45 

Providing certain information not requested by a user may 
aid in enhancing a user's organization of his or her current 
business on the WEB. Moreover, unsolicited WEB summa- 
ries may provide better oppor[unities than the current options 
in the user's profile. Of course, assisting a user in this manner 50 

will require that the enterprise (service) have access to the 
user's profile and existing account and service information 
with various W EB sites on the user's list. A user may forbid 
use of a user's personal information, in which case, no enter- _ 
prise-initiated summaries would be performed unless they are 55 

conducted strictly in an offer mode instead.of a comparative 
mode. 

Categorization of Collected and Summarized Information 
A novel system and a process are described above in sev- 50 

eral embodiments for navigating to netvoork sites specific to 
individual users, collecting information from such sites, and 
summarizing, normalizing and presenting the collected infor- 
mation to the specific user. In many situations there is furtber 
processing that might be done to add considerable value for 65 

the user. For example, a client might like to know, over a 
specified period of time, exactly how much he or she has  

spent, using a charge card of some sort, for gasoline. Follow- 
ing the exaniples given above, a system accord'uig to an 
embodiment of the invention might collect a client's expen- 
ditures from a certain baiil: checking account via anAl M card 
registered to the account, over specified time periods. The 
system, as described above, migltt also monitor the account 

-balance, and so on. - . _ . 	_ 	.. . 	_ . . _ _.. _ 
In an embodiment of the present invention, the system 

niight identify, at a client's desire, a 11 expenditures over a time 
period for gasoline, for oil, for all transporlation-relaled 
activities, and so forth. As another example, food expendi- 
tures, entertaiiunent expenditures, and just about any other 
imaginable category migbt be tracked and summariced for a 
client. There are truly many possibilities for nature of catego- 
rization in such a system. 

In the descriptions above and in the priority document Ser. 
No. 09/323,598 filed on Jwi. 1, 1999, referenced above, rich 
and detailed description is provided related to data collection 
and summarization for clients. Automatic log-in at various 
web-bases sites may be done on behalf clients, and data 
scraping may be done on a periodic basis automatically, and 
at a user's specific direction. Data collected may be normal- 
ized and summarized in a number of ways. 

In the systein descriptions provided, services may be 
accomplished for a large number of clients, and data may be 
collected from a broad variety of sources, not necessarily all 
Intemet-connected. One source, however, is certainly credit 
card accounts, and bank accounts through Automatic Teller 
Machine (ATM) card records. hi these cases transactions are 
listed along with a notation as to the person or enterprise to 
whom a payment was made. 

FIG. 7 illustrates transaction records taken from an actual 
on-line banking display. This display is exemplary of such 
displays, but not meant to be linuting, as there may be many 
variations in such displays among different financial institu- 
tions and for different individuals. In this example the date of 
a transaction, which in many cases may be authorized by a 
card such as an ATM card, is listed in column 701 headed Txn 
Date. Nine different transaction records are displayed. The 
description for each transaction is listed under colunm 702 
headed Description. Lastly the transaction amount is listed in 
column 703 headed Withdrawal. 

The first and last of the transaction listed in this example 
are described in column 702 as "PURAT SAFEWAY STORE 
1204 SAL SALINAS CA". This is notation for a particular 
Safeway Super Market. The clear description may be easily 
recognized as a grocery purchase, and a software routine may 
be used to parse such headings looking for certain words, 
such as "SAFEWAY" or "STORE", or the two-word combi- 
nation "SAFEWAY STORE". 

In a relatively simple embodiment of a categorization ser- 
vice a system might rely on specific instructions from a client 
(subscriber) to collect and summarize very specific items. 
The client may, for example, wish to track her expenditures at 
Costco, summarized on a weekly basis, as an aid for example, 
in her budgeting goals. ln this example the client may edit her 
personal profile with specific instructions to periodically col- 
lect, summarize and present weekly the expenditures for 
Costco aecording to one or more accounts. The client could 
for example, include in this profile and instruction a checking 
account having an associated ATM card, and a credit card not 
associated with a specific bank. The client also is not neces- 
sarily limited to items in the bank account transacted through 
theATM card, but issued and cleared checks on the account to 
Costco might be included as well. In this simple embodiment 
ther system of the invention would scrape information from_ _ 
the profiled accounts, looking in the description column 702. 
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(FIG. 7) for all description iucluding the string "Costco", and customers. The increased cost of travel can be accurately 
perhaps normalize and simiinarize the informalion, and tracked for people in different demographics, and predictions 
present to the client as requested. can be made bi a generic w•ay, of use to a broad variety of 

In a somewhat more robust embodiment a client may waut businesses in developing company strategy, advertising cam- 
to categorize transactions for "eatiug out", for example. 	5 paigus and the like. 
These transactions will not all be for one enterprise, but may 17ie kinds of services described above may be applied to 
cover a variety of restaurants. The client miglht profile a list of ..-small businesses, health care. facilities, advertising compa- 
his. usual haunls, but that might not be adequate for an eifi- nies, and a broad variety of enterprises. The sources of infor- 
cient accomplishntent of such a service, because the client mation need not be liinitedto Internet-based sites for client's 
may well visit new establishments that are not on the profiled to accounts, bul may also include paper and cash transactions 
list. In tivs case, and especially because the bosting enterprise andthelike. 
may bave a large ntunber of clients to whom the system The methods and apparatus described may also may be 
provides this service, other abilities are needed to make practiced in a language and platform independent manner, 
appropriate deterininations. and be implemented over a variety of scalable server archi- 

Theinventorsinthiscasetenntheuniqueabilitiesprovided 15 tectures. 
in embodiments of the present invention Network Categori- The methods andapparatus ofthe present inventionmay be 
zation. Beyond the simple case of a client providing the exact practiced via private individuals on [he Intemet, businesses 
listing in °̀description" from account information that can be operating on a WAN connected to the Inteniet, businesses 
searched, the client may want stunmarization ior "travel- operating via private WAN; and so on. Tliere are many cus- 
related" expenditures. Thehost, in an embodiment, maycom- 20 tomizable situations. 
pile, by a variety of inethods, a robust set of idetifiers to find The present inventions as taught herein and above sbould 
travel-related expenditures for clients, and tlie identifiers beaffordedthebroadestofscopeconsistentwiththeenabling 
neednotbespecifictoanyoneclientorsmallsetofclients. disclosureprovided.Thespiritandscopeofthepresentinven- 
Forexample, thehost system, whichrelies on a software suite tion is limited only by the claints that follow. 
to accomplish the regular scraping of information and the 25 W bat is claimed is: 
nomtalization, summarization and presentation of the infor- i. A system tangibly embodied on a computer-readable 
mation to clients, might develop a set of identifiers including medium for sorting and reporting trdnsaction information, 
terms and phrases like, "gas", "Chevron", "station" "oil", comprising; 
"lube service" and many more for this purpose. If it is under- a collection fuuction automatically navigating to and 
stood that the intent is broadly for travel-related expenditures, 30 retrieving transaction information associated with a spe- 
the system might include terms that can test and trap expen- cific person or enterprise from third-party Internet-con- 
ditures for airline tickets, meals far from home related to nected web sites and gathering information concerning, 
travel, and other such travel-related information. transactions, the transaction infonnation including at 

One source of identifiers for such a system is infonnation least date, description, and amount of the transactions; 
entered by specific clients. If, for whatever reason, a client of 35 an input function enabling a client to provide to the system 
the service enters "Valero 101" as a description (or partial in a request for a summary of transactions over a specific 
the description column), as an expenditure for gasoline, then range of dates, according to a definition of purpose of 
the hosts system rnay add that tenn to one or severral scraping transaction including at least expenditure types; 
code sub-systems for identifying gas purchase. If "Valero a processing function categorizing individual ones of the 
101" is a gas station for one client, it is likely a gas station for 40 collected transactions according to at least part of the 
all clients. Further the host system may parse the "Valero transaction description for determining the purpose of 	" 
101" into two identifiers: "Valero" and "101" transaction using pre-stored description characteristics 

A key ingredient in such a system is an ability to grow and associated with the purpose; 
improve the network categorization system. For example, if a compilation function summarizing the transactions that 
one client enters a descriptor as a particular category of trans- 45 meet the purpose and fall into the specific range of dates; 
action, then the system may be adapted to treat all such a reporting function for providing the summary of transac- 
descriptors in that category, until errors, reported either by tions to the specific person or enterprise; and 
clients or found by knowledge workers, cause re-consider- a function storing past transaction history associated with 
ation and amendment (increased intelligence). At another the particular person or enterprise, 
level, the system may use a democratic approach, such that 50 wherein the past transaction history is used to predict 
identifiers are included based on a majority use among cli- future transaction statistical information, and 
ents. At still another level, the system may have probabilistic wherein a probability algorithm is used in developing the 
algorithms that are capable of passing identifiers into the description characteristics, 	wherein the description 
system that meet a probability threshold, or of removing characteristics are periodically amended according to 
identifiers and filters that fail such a threshold. 	 55 further information that is collected and processed. 

In yet a further embodiment the system can incorporate 2. The system of claim 1 wherein the reporting function 
predictive and budgeting functions such that, in addition to provides a total transaction expenditure amount with thesum- 
reporting to a client that he/she has spent $X on groceries in reporting mary of transactions. 
the past week, the system might report further that the expen- 3. The system of claim 1 wherein a summary is provided 
diture is Y% of the average expenditure over the past ten 60 for a first plurality ofpersons or enterprises subscribing to the 
weeks, and that an amendment to the budget is in order, system according to requests entered by a second plurality of 
increasing budgeted expenditures for groceries by Z%. Other persons or enterprises subscribing to the system. 
functionality may be incorporated that is not specific to cli- 4. The system of claim 1 wherein the description charac- 
ents at all, but derived from the client's activity and the ability teristics are developed from information taken from commu- 
of the system to scrape the data and manipulate the data in a 65 nication between clients and the system. 
number of ways. The system-might, for.:example, predict 5. The system of claim 1 wherein the system reports trans- _ 
trends and timelines by virhie of the tracked transactions of actions to clients through the Intemet network. 	 ~ 	- 
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6. In a computer system, a ntethod for soriing and reporting 
transaction information using proprietary software tangibly 
entbodied on a computer-readable medituu, coinprising: 

(a) automatically navigating to and retricving transaction 
information associated with a specific person or enter- 
prise froni third-party Internet-connected web sites and 
gathering iiiformation coitcerning transactioris by'a co1= 
lection function of the proprietary software said infor- 
mation including at least date, description, and amount 
of the transactions; 

(b) requesting a summary of transactions by a client via an 
input fiinction of the proprietary sofiware over a specific 
range of dates, according to a definition of purpose of 
transactions including at least expenditure types; 

(c) categorizing individual ones of the collected transac- 
tions according to at least part of the transaction descrip- 
tion for determining the purpose, via a processing func- 
tion of the proprietary sofiware using pre-stored 
description cliaractcristics associated with the purpose; 

(d) sutmnariiing, by a compilation function of the propri- 
etary software, the transactions that meet the purpose 
and fall into the specific range of dates; 

22 
(e) reporting the sumtnary of transactions to the partictilar. 

person or enterprise by a reporiing function; 
(f) storing past transaction history associated witlt die par- 

ticular person or enterprise, 
5 	whereui the past transaction history is used to predict 

future transaction statistical information, and 
_ 	wherein a.probability algoritlun is used in developing the 

description characteristics, and wherein the description 
characteristics are periodically amended according to 

to 	furiher infonnafion that is collected and processed. 
7. The method of claim 6 wherein the reporting function 

provides a total transactionexpenditure amountwith the sum- 
mary of transactions. 

8. The inethod of claim 6 wherein a sununary is provided 
15 for a first plurality of persons or enterprises according to 

category defutition entered by a second plurality of persons or 
enterprises. 

9. The method of claim 6 wherein the description charac- 
teristics are developed from infonnation taken from commu- 

zo nication between clients and the system. 
10. T1ie method of claim 6 wherein the system reports to 

clients througb the Intemet network. 
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2 
C ATEGORIZATION OF SUMMARIZED 

	service, the user must also look for and select the personal 
INFORMATION 
	

bank or account page to i nitiate a funds transfer fur the tickets. 
Different user names and passwords may be required to 

CROSS-REFERENCE TO RELATED 
	

access these other pages, and things get quite complicated. 
DOCUMENTS 
	

5 	Although this preceding example is merely exemplary, it is 
generally known that muclh work related to finding WEB 

1he present invention is a contiiwation of patent applica- 	pages, logging in with passwords, and the like is required to 
tion Ser. No. 11/293,350, filed on Dec. 1, 2005, issued as U.S. 	successfully do business on the WEB. 
Pat. No. 7,752,535 on Jul. 6, 2010, which is a continuation in 

	
A service known to the inventor and described in the 

part (CIP) to patent application Ser. No. 09/737,404, filed on to related case listed under the cross-reference to related docu- 
Dec. 14, 2000 and abandoned on Apr. 2, 2008, which is a 	ments section provides a WEB service that allows a user to 
divisional of Ser. No. 09/323,598 filed on Jun. 1, 1999 and 

	
store all of his password protected pages in one location such 

issued as U.S. Pat. No. 6,199,077 on Mar. 26, 2001, disclo- 	that browsing and garnering infonnation from theni is much 
sures of which are incorporated herein iu their entirety at least 	simplified. A feature of the above service allows a user to 
by reference. 	 15 program certain tasks into the system such that requested 

tasks are executed by an agent (sofiware) based on user 
BACKGROUIVD OF THE INVENTION 

	
instruction. The service stores user password and log-in infor- 
mation and uses the information to log-in to the user's sites, 

1. Field of the Invention 	 tlhus enabling the user to navigate without having to manually 
11ie present invention is in the ficld of Intemet navigation 20 input log-iu or password codes to gain access to the liiilcs. 

including various commwtication means and connection 	The above-described service uses a server to present a 
tec:luiologies and pertains more particularly to inethods and 	user-personalized application that may be displayed as an 
apparatus, includ'uig sottware, for gathering summary infor- 	interactive home page that contains all of his listed sites 
mation from users or enterprise-selected WEB sites and pre- 	(hyperlinks) for easy navigation. The application lists the 
senting the information as 1-1TML to the user using either a 25 user's URL's in the form of hyperlinks such that a user may 
push or pull technology. 	 click on a hyperlinlc and navigate to the page wherein login, if 

2. Discussion of the State of the Ari 	 required, is automatic, and transparent to the user. 
T7ie information network known as the World Wide Web 

	
The application described above also includes a software 

(WWW), which is a subset of the well-known Intemet, is 	agent that may be programmedto perfonn scheduled tasks for 
arguably the most complete source of publicly accessible 30 the user including returning specific summaries and updates 
information available. Anyone with a suitable Intemet appli- 	about user-account pages. A search function is provided and 
ance such as a personal computer with a standard Internet 	adapted to cooperate with the software agent to search user- 
connection may access (go on-line) and navigate to informa- 	entered URL's for specific content if such pages are cached 
tion pages (termed web pages) stored on Intemet-connected 

	
somewhere in their presentable fonn such as at the portal 

servers for the purpose of gamering infonnation and initiat- 35 server, or on the client's machine. 
ing transactions with hosts of such servers and pages.- 	 In addition to the features described above, it is desirable 

Many companies offervarious subscriptionservices acces- 	that the so$ware agent in conjunction with the search func- 
sible via the Intemet. For example, many people now do their 	tion be enabled to navigate to any URL or group of URL's, 
banking, stock trading, shopping, and so forth from the com- 	provided as input by a user or otherwise deemed appropriate 
fort of their own homes via lntemet access. Typically, a user, 40 by the service provider, for thepurpose of providing summary 
tbrough subscription, bas access to personalized and secure 	information regarding updated content for each URL, which 
WEB pages for such functions. By typing in a user name and 	may be presented as an HTML infonnation-page to the user. 
a password or other personal identification code, a user may 

	
Wbat is clearly needed is a method and apparatus that can 

obtain information, initiate transactions, buy stock, and 
	

independently navigate to user-supplied or known URL's, 
accomplish a myriad of other tasks. 	 45 login with the a ppropriate password i nformation at each URL 

One problem that is encountered by an individual who has 
	

(if required), and return requested suaunary information to a 
several or many such subscriptious to Intemet-brokered ser- 	user in the fonn of a human and machine-readable HTML 
vices is that there are invariably many passwords and/or log- 	document. Such a system would provide an e$ective summa- 
in codes to be used. Often a same password or code cannot be 	rization service wherein important information may be pre- 
used for every service, as the password or code may alieady 5o sented to a user without requiring that the user invoke hyper- 
be taken by another user. A user may not wishto supply a co de 	links at his personal portal home page. Such a unique system 
unique to the user such as, perhaps a social security number, 	would have even further value if categorization of collected 
because of security issues, including quality of secisity that 

	
information could be done for users in a variety of ways. 

may vary from service to service. Additionally, many users at 
their own volition may choose different passwords for differ- 55 	 SUMMARY OF THE INVENTION 
ent sites so as to have increased security, which in fact also 
increases the number of passwords a user may have. 	 A system for categorizing transactions is provided, com- 

Another issue that can plague a user who has many pass- 	prising a collection function gathering information concem- 
worded subscriptions is the fact that they must boolanark 

	
ing transactions, including at least date, description and 

many WEB pages in a computer cache so that they may 6o amount of the transactions, for a particular person or enter- 
quickly find and access the various services. For example, in 	prise, and a processing function categorizing individual ones 
order to reserve and pay for airline travel, a user must connect 	of the collected transactions according to at least part of the 
to the Internet, go to his/her book-marks file and select an 	transaction description. 
airline page. 'Ihe user then has to enter a user name and 

	
In one embodiment the system furtber comprises a compi- 

password, and follow on-screen instructions once the page is 65 lation function summarizing transactions in individual cat- 
delivered. If lhe user wishes to purchase tickets from the WEB 

	
egories. Inanother embodiment the system furthercomprises 

site, and wishes to transfer fiinds from an on-line banking 	a reporting function reporting the summarized transactions to 

Ex. 1002 Page 143



Case 1:14-cv-01445-UNA Document 1-7 Filed 12/01/14 Page 11 of 20 PagelD #: 140 

US 8,266,515 B2 

the particular person or enterprise. IN yet another embodi- 
ment calegorizalion is done according to category defuiition 
entered by the particular person or on beha lf of the enterprise. 
In yet anotlier embodiinent categorization is done for a first 
plurality of persons or enterprises according to category defi- 
nition entered by a second plurality of persons or enterprises. 

In sonie embodiments categories are developed from infor- 
mation taken from communication between clients and the 
system, and in other embodiments a probability algorithm 
may be used in developing categories. In some embodiments 
the identifiers for categories are periodically amended 
according to further information collected and processed. 

In still other enibodiments the system collects the informa- 
tion concerning transactions from Internet-comiected web 
sites adapted to provide account inforination to clients, and 
also in sorne cases reports to clients through the Internet 
network. 

In yet another embodiment the system further comprises a 
function storing past transaction history associated with the 
particular person or enterprise, and in sonie cases the trans- 
action lustory may be used to predict future transaction his- 
tory. 

In another aspect of the invention a method is provided for 
categorizing transactions, comprising steps of (a) gathering 
information concerning transactions by a collection function, 
including at least date, description and amount of the trans- 
actions, for a particular person or enterprise; and (b) catego- 
rizing individual ones ofthe collectedtransactions according 
to at least parl of the trransaction description by a processing 
function. 

In one embodiment of the method there is further a step 
comprising summarizing transactions in individual catego- 
ries by a compilation function. In another embodiment there 
is a step for reporting the summarized transactions to the 
particular person or enterprise by a reporting function. In still 
another embodiment categorization is done according to cat= 
egory definition entered by the particular person or on behalf 
of the enterprise. In sonie embodiments categorization is 
done for a first plurality ofpersons or enterprises according to 
category definition entered by a second plurality of persons or 
enterprises. 

In some embodiments categories are developed from infor- 
mation taken from communication between clients and the 
system. Also in some embodiments a probability algorithm is 
used in developing categories. In some cases identifiers for 
categories are periodically amended according to further 
information collected and processed. 

In still other embodiments of the method the system col- 
lects the information conceming transactions from Intemet- 
connected web sites adapted to provide account information 
to clients. In some embodiments the system reports to clients- 
through the Inlemet network. In other embodiments method 
further comprises a step for storing past transaction history 
associated with the particular person or enterprise. And in 
some embodiments the past transaction history is used to 
predict future transaction history. 

BRIEF DESCRIPTION OF THE DRAWING 
FIGURES 

FIG. 1 is an overview of an Intemet portal system and 
network according to an embodiment of the present inven- 
tion. 

FIG. 2 is an exemplary plan view of a personalized Porlal 
home page application as it may be seen on a display monitor 
according to an embodiment of the present invention. 

4 
FIG. 3 is a flow diagrrun illustrating user interaction with 

lhe Internet portal of FIG. 1. 
FIG. 4 is a block diagram illustrating a sunnnarization 

software agent and capabilities thereof according to an 
5 	embodinient of the present invention. 

F1G. 5 is a logical flow chart illustrating an exemplary 
summarization.process performed by the software agent of 
FIG. 4 operating in a user-defined mode. 

FIG. 6 is a logical flow chart illustrating an exemplary 
to summarization process performed by the software agent of 

FIG. 4 in a User-independent sinart mode with minhnum user 
input. 

FIG. 7 illustrates transaction records taken from an actual 
on-line banking display. 

15 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

According to a preferred embodiment of the present inven- 
2o tion, a unique Intentet portal is provided and adapted to pro- 

vide unique services to users who have obtained access via an 
Intemet or otlier network connection froin an Intemet-ca- 
pable appliance. Such an interface provides users with a 
inethod for storing many personal WEB pages and further 

25 provides search function and certain task-performing func- 
tions: The methods and apparatus of the present invention are 
taught in enabling detail below. 

FIG. 1 is an overview of an Internet portal system 11 and 
ILiternet network 13 according to an embodiment of the 

30 present invention. Portal systein 11, in this embodiment, 
operates as an ISP in addition to a unique network portal, but 
may, in other enibodiments be implemented as a stand-alone 
Intemet server. In yet other embodiments the service and 
apparatus described herein may also be provi ded by such as a 

35 search and listing service (AltaVistaT*', YahooTM) or by any 
other enterprise hosting a WEB-comiected server. 

Intemet 13 is representative of a preferred use of the 
present invention, but should not be considered lirrliling, as 
the invention could apply in other networks and combinations 

40 of networks. 
ISP 15 in this embodiment comprises a server 31, a modem 

bank 33, represented here by a single modem, and a mass 
storage repository 29 for storing digital data. The modem 
bank is a convenience, as connection to the server could be by 

45 another type of network link. ISP 15, as is typical in the art, 
provides Intemet access services for individual subscribers. 
In addition to well-known Intemet access services, ISP 15 
also provides a unique subscription service as an Intemet 
portal for the purpose of storing many WEB pages or desti- 

5o nations along with any passwords and or personal codes 
associated with those pages, in a manner described in more 
detail below. This unique portal service is provided by execu- 
tion of Portal Software 35, which is termed by the inventors 
the Password-All suite. The soflware of the invention is 

55 referred to herein both as the Portal Software, and as the 
Password-all software suite. Also, in much of the description 
below, the apparatus of the invention is refen•ed to by the 
Password-All terminology, such as the Password-All Server 
or Password-All Portal. - 

60 	ISP 15 is connected to Internet 13 as shown. Other equip- 
ment known in the art to be present and connected to a 
network sucb as hiternet 13, for example, IP data routers, data 
switches, gateway routers, and the like, are not illustrated here 
but may be assumed to be present. Access to ISP 15 is through 

65 a connection -oriented telephone system as is known in the art, 
or through any_other IntemeUWEB access conneclion, such 
as through a cable modem, special network connection (e.g. 
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Tl), ISDN, and so forth. Such connection is illustrated via 
access line 19 from Internet appliance 17 througli modem 
bank 33. 

In a preferred enibodiment a user has access to Internet 

Password-All Portal services by a username andpasswordas 
is well known in the art; wlhich provides an jndividualized 
WEB page to the subscriber. In another embodiment wherein 
a user has other individuals that use lus or her Internet 

account, then an additional password or code unique to the 
user tnay be required before access to portal 31 is granted. 
Such personalized Portal WEB pages may be stored in reposi- 
tory 29, which may be any convenient form of mass storage. 

Three Internet servers 23, 25, aiid 27, are shown in Internet 
73, and represent Internet servers hosted by various enter- 
pri ses and subscribed to by a user operating appliance 17. For 
example, server 23 may be a bank server wherein interactive 
on-line banking and account managing may be performed. 
Server 25 inay be an investment server wherein investment 
accounts niay be created and managed. Server 27 may be an 
airline or travcl server wherein flights may be booked, tickets 
may be purchased, and so on. In this exaniple, all three servers 
are secure servers requiring user 1D and password for access, 
but the invention is not necessarily limited to just secure 
services. 

ln a preferred embodiment of the present invention, a sub- 
scribing user operating an Intemet-capable appliance, such as 
appliance 17, connects to Password-All Portal system 11 
hosted by ISP 15, and thereby gains access to a personalized, 
interactive WEB page, wliich in turn provides access to any 
one of a number of servers on Intemet 13 such as servers 23, 
25, and 27, without being rcquired to enter additional pass- 
words or codes. In a preferred embodiment the software that 
enables this service is termed Password-All by the inventors. 
Password-All may be considercd to be a software suite 
executing on the unique server, and in some instances also on 
the user's station (client). Additional interactivity provided 
by portal software 35 allows a connected user to search his 
listed pages for information associated with keywords, text 
strings, or the like, and allows a user to prograin user-defined 
tasks involving access and interaction with one or more Inter- 
net-comiected servers such as servers 23, 25, and 27 accord- 
ing to a pre-defined time schedule. These functions are taught 
in enabling detail below. 

FIG. 2 is an illustration of a personalized portal page as 
may be seen on a display monitor according to an embodi- 
ment of the present invention, provided by Password-All 
Portal software 35 executing on server 31, in response to 
secure access by a subscriber. Page 32 presents an interactive 
listing 34 of user-subscribed or member WEB pages, identi- 
fied in this example by URL, but whicb may also be identified 
by atiy convenient pseudonym, preferably descriptive, along 
with user name and typically encrypted password informa- 
tion for each page. Listed in a first column under destination, 
are exemplary destinations LBC.com, My Bank.com, My 
Stocks.com, My shopping.com, Mortgage.com, and Airli- 
ne.com. These are but a few of many exemplary destinations 
that may be present and listed as such on page 33. In order to 
view additional listings listed but not immediately viewable 
from within application 33, a scroll bar 35 is provided and 
adapted to allow a user to scroll up or down the list to enable 
viewing as is known in the art. 

Items listed in list 34 in this example may be considered 
destinations on such as servers 23, 25, and 27 of FIG. 1. 
Typically the URL associatedwith an item on this list will not 
take a user to a server, per se, but to a page stored on a server. 
User names and password data associated with eac_h item in 
list 34 are illustrated in respective columns labeled user name, 

►~ 
and password, to the right of the column labeled destination. 
Each listing, or at least a portion of each listing, is a hyperlink 
invoking, when selected, the URL to that destuiation. In some 
instances a particular service may have more than one asso- 

5 ciated URL. For example, My Batik.com  may bave more than 
one URI, associatcd for such as different accounts or busi- 
nesses associated also with a single subscriber. In_tliis case 
there may be a sub-listing for different destinations associ- 
ated with a single higlier-level listing. This expedient is not 

to shown, but given this teaching the mechanism will be appar- 
ent to those witlt skill in the art. 

In some emboditnents one page 33 may be shared by more 
than one user, such as a husband and wife sharing a common 
account and subscription. An instance of this is illustrated 

15 herein witlr respect to the server labeled Mortgage.com  
wherein both a John and a Jane Doe are listed together under 
the column labeled user name. In another einbodiment, a 
network of individuals, perhaps business owners, authorized 
co-workers, investiinent parties, or the like may share one 

2o application. In this way, system 11 may be adapted for private 
individuals as well as business uses. 

After gaining access to application 33 which is served via 
Internet portal server 31 of FIG. 1, a user may scroll, high- 
light, and select any URL 'ui bis or her list 34 for the purpose 

25 of navigation to that particular destination for further inter- 
action. Application 33 already has each password and user 
name listed for each URL. It is not necessary, however, that 
the password and user name be displayed for a user or users. 
These may well be stored transparently in a user's profile, and 

30 invoked as needed as a user inakes selectiotts. Therefore, a 
user is spared the need of entering passwords and user names 
for any destinations enabled by list 34. Of course, each list 34 
is built, configured and maintained by a subscribing user or 
users, and an editing facility is also provided wherein a user 

35 may edit and update listings, including changing URL's add- 
ing and deleting listings, and the like. 

In another aspect of the invention new listings for a user's 
prof le, such as a new passtbrough to a bank or other enter- 
prise page, may be added semi-automatically as follows: 

40 Typically, whena useropens a new account with an enterprise 
through interaction with a WEB page hosted by the enter- 
prise, the user is required to provide certain information, 
which will typically include such as the user's ID, address, 
e-mail account, and so forth, and typically a new user name 

45 and password to access the account. In this process the user 
will be interacting with the enterprises page from his/her 
browser. A Password-All plug-in is provided wherein, after,  . 
entering the required information for the new enterprise, the 
user may activate a pre-determined signal (right click, key 

50 stroke, etc.), and the Password-All suite will then enter a new 
passthrough in the user's Password. All profile at the Pass- 
word-All Portal server. 

In a related method for new entries, the enterprise hosting 
the Password-All Portal may, by agreement with other enter- 

55 prises, provide log-in and sign-up services at the Password- 
All Portal, with most action transparent to the user. For 
example, there tnay be, at the Password-All Portal, a select- 
able browser list of cooperating enterprises, such as banks, 
security services, and the like, and a user having a Password- 

6o All Portal subscription and profile may select among such 
cooperating enterprises and open new accounts, which will 
simultaneously and automatically be added to the Password- 
All Portal page for the user and to the server hosted by the 
cooperating enterprise. There may be some interactivity 

65 required for different accounts, but in the main, much infor- 
mation from the user's profile may be used directly without 
being re-entered. 
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"Ihe inventors bave anticipated that niany potential users 
may well be suspicious of providing passwords and user 
ncunes to an enterprise hosting a Password .All Portal Server 
executing a service like Password-All according to enibodi- 
ments of the present invention. To accomniodate this prob- 
leni, in preferred einbodiments, it is not necessary that the 
userprovide the cleartext password to Password-All. histead, 
an encrypled version of each password is provided. When a 
user links to his passthrough page in Password-All at the 
Password-All Portal server, when he/slie invokes a hyperlink, 
the encrypted password is- retumed to the user's system, 
which then, by viriue of the kept encryption key or rnaster 
password, invokes the true and necessary password for con- 
nection to the selected destuiation. It is thus not necessary that 
cleartext passwords be stored at the Password-All Portal 
server, wliere they may be vulnerable to attack froni outside 
sources, or to perceived iuisuse in other ways as well. 

In a related safety measure, in a preferred embodiment of 
the invention, a user's complete profile is never stored on a 
single server, but is distributed over two or more, preferably 
more, servers, so any problem witli any one server will mini- 
niize the overall effect for any particular user. 

Password-All, as described above, ellows a userto access a 
complete list of the user's usual cyberspace destinations, 
complete with necessary log-on data, stored in an encrypted 
fashion, so a user may simply select a destination (a hyper- 
link) in the Password-All list, and the user's browser then 
invokes the URL for the selected destination. In an added 
feature, Password-Al l may di splay banner ads and other types 
of advertisement during the navigation time between a hyper- 
link being invoked and the time the destination WEB page is 
displayed. 

In yet another embodiment of the invention, a user/sub-
scriber need not access the Password-All page to enjoy the 
advantages of the unique features provided. In this variation, 
a Plug-In is provided for the subscriber's WEB browser. If the 
subscriber navigates by use of the local browser to a WEB 
page requiring a secure log-in, such as his/her on-line banking 
destination, when the subscriber is presented with an input 
window for ID and Password, the plug in may be activated by 
a predetermined user input, such as a liot key or rigbt click of 
the mouse device. The plug-in then accesses, to transparently, 
ilre Password-All page (which may be cached at the client), 
and autoinatically accesses and provides the needed data for 
log-on. 

In yet another aspect of the invention a search option 37 
allows a user to search list 34 for specific URL's based on 
typed input such as keywords or the like. In some cases, the 
number of URL's stored in list 34 can be extensive making a 
search function such as function 37 an attractive option. A 
criteria dialog box 51 illustraled as logically separated from 
and below list 34 is provided and adapted to accept input for 
search option 37 as is known in the art. In one embodiment, 
search option 37 may bring up a second window wherein a 
dialog box such as box 51 could be located. 

In another aspect of the invention the search function may 
also be configured in a window invoked from window 33 and 
caused to search all or selected ones of listed destinations, and 
to retum results in a mamter that may be, at least to some 
extent, configured by a user. For example a dialog box may be 
presented wherein a user may enter a search criteria and select 
among all of the listed destinations. The search will then be 
access each of the selected destinations in tum, and the result 
may be presented to the user as each instance of the criteria is 
found, or results may be listedin a manner to be accessed after 
the searcb. 

8 
Preferably the search function is a part of the Password-All 

Portal software, available for all users, and niay be accessed 
by hyperlinks in user's personal pages. In some embodiments 
users may create highly individualized search functions that 

5 	niay be stored in a mamier to be usable oiily by the user who 
creates such a fimction. 

In many aspects of the present invention, knowledge of 
specific WEB pages, and certain types of WEB pages, is 
highly desirable. In many embodiments characteristics of 

to destination WEB pages are researched by persons (facilita- 
tors) maintaining and enhancing Password-AIl Portal soft- 
ware 35, and niany characteristics may be provided in con- 
figuration modules for users lo accomplish specific tasks. In 
most cases these characteristics are invoked and incorporated 

15 transparent to the user. 
In yet another aspect of the present invention, the Pass- 

word-All suite is structured to provide periodic reports to a 
user, in a manner to be structured and timed by the user, 
through the user's profile. For example, reports of changes in 

2o account balances in bank accounts, stock purcbases, stock 
values, total airline travel purchases, frequent-flier miles, and 
the like may be summarized and provi ded to the users in many 
different ways. Because the Password-All Portal server with 
the Password-All software site bandles a broad variely of 

25 transactional traffic for a user, there is an opportunity to 
summarize and collect and process statistics in many useful 
ways. Inpreferred embodiments of the invention such reports 
may be fumished and implemented in a number of different 
ways, including being displayed on the user's secure personal 

30 WEB page on the Password-All Portal. 
In addition to the ability of performing tasks as described 

above, task results, including reports and hard documents 
such as airline tickets may be sent over the Intemet or other 
data packet-networks to user-defined destinations such as fax 

35 machines, connected computer nodes, e-mail servers, and 
other Intemet-connected appliances. All tasks may be set-up 
and caused to run according to user-defined schedules while 
the user is doing somelhing else or is otherwise not engaged 
with the scheduled task. 

40 	In another embodiment of the present invention, recogniz- 
ing the increasing use of the Intemet for fiscal transactions, 
such as purchasing goods and services, a facility is provided 
in a user's profile to automatically track transactions made at 
various destinations, and to authorize payment either on a 

45 transaction-by-transaction basis, or after a session, using 
access to the user's bank accounts, all of which may be 
pre-programmed and authorized by the user. 

Other functions or options illustrated as part of application 
35 include a last URL option 41, an update function 43, and an 

5o add function 45. Function 41 allows a user to immediately 
navigate to a last visited URL. Update function 43 provides a 
means of updating URL's for content and new address. An 
add fiinction enables a user to add additional URL's to list 34. 
Similarly, function 45 may also provide a means to delete 

55 entries. Other ways to add accounts are described above. It 
should be noted that the services provided by the unique 
Password-All Portal in embodiments of the present invention, 
and by the Password-All software suite are not limited to 
destinations requiring passwords and user names. The Pass- 

6o word-All Portal and software in many embodiments may also 
be used to manage all of a user's bookmarks, including edit- 
ing of bookmarks and the like. In this aspect, bookmarks will 
typically be presented in indexed, grouped, and hierarchical 
ways. 

65 	There are editing features provided with Password-All for 
adding, acquiring, deleting, and otherwise managing book- 
marks. As a convenience, in many embodiments of the inven- 
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tion, booktnarks may be downloaded from a user's Password- 
All site, and loaded onto the same user's local browser. In this 
manner, additions and improvements in the bookniark set for 
a user niay be used without the necessity of going to Pass- 
word ,411. Fw-ther, bookrnarks niay be uploaded iiom a user's 5 

local PC to lris/her ]tome page on the Password-All site by use 
of one or more Password-All plug-ins. 

It will be apparent to the skilled artisan, given the teaching 
berein, that the functionality provided in various embodi- 
menis of the invention is especially applicable to Intemet- to 
capable appliances thatinaybe litnitedin input capability. For 
example, a set-top box in a WEB TV application may well be 
without a keyboard for entering IDs and Passwords and the 
like. In practice of the present invention keyboard entry is 
tnininvzed or eliminated. The same comments apply to many 15 

other sorts of Internet appliances. 
In preferred embodiments of the invention, once a sub- 

scriber-user is in Password-All, only an ability to point-and- 
click is needed for all navigation.lo get into the Password-All 
site, using a liinited apparatus, such as an appliance without a 20 

keyboard or keypad, a Smartcard or etnbedded password may 
be used, or some other type of authenticdtion. 

It will be apparent to one with skill in the art that an 
interaclive application such as application 33 may be pro- 
vided in a fonn other than a WEB page without departing 25 

from the spirit and scope of the present invention. For 
example, an application such as application 33 may be pro- 
vided as a downloadable module or program that may be 
set-up and configured off-line and niade operational when 
on-line. 	 30 

FIG. 3 is a flow diagram illustrating user interaction with 
the Internet Password-All Portal of.FIG. 1.- The following 
process steps illustrated, according to an enibodiment of the 
present invention, are intended to illustrate exemplary user- 
steps and automated software processes that may be initiated 35 

and invoked during interaction with an Internet portal of the 
present invention such as porta131 of FIG.1. In step 53 a user 
connects to the Internet or another previously described 
switched-packet network via a compatible appliance such as 
Internet appliance 17 of FIG. 1. 	 40 

At step 55, a user enters a user-name and password, which, 
in one emboditnent, may simply be his ISP user name and 
password. In another embodiment, a second password or 
code would be required to access an Intemet portal such as 
portal server 31 of FIG. 1 after logging onto the ]nternet 45 

through the ISP. In some cases, having a special arrangement 
with the ISP, there may be one password for both Internet 
access through the ISP and for Password-All. At step 57 a 
personal WEB page such as page 32 of FIG. 2 is displayed via 
Intemetportalserver3l.Atminimum,thepersonalizedWEB 5o 

page will contain all user configured URL's, and may also be 
enhanced by a search function, among other possibilities. 

In step 58 a user will, minimally, select a URL from his or 
her bookmarked destinations, and as is known by byperlink 
technology, the transparent URL will be invoked, and the user 55 

wi11 navigate to that destination for the purpose of normal user 
interaction. In this action, the Password-All Portal software 
transparently logs the user on to the destination page, if such 
log-on is needed. 

At step 60 the user invokes a search engine by clicking on 60 

an option such as described option 37 of FIG. 2. At step 62, the 
user inputs search parameters into a provided text field such 
as text f eld 51 of FIG. 2. After inputting such parameters, the 
user sta rts the searc h by a button such a s button 52. The search 
engine extracts information in step 64. Such information may 65 

-` .=be, in one option, of the form of URL's fitting the description 
provided by search parameters. A searched li st of URL's may 

10 
be presented in a separate generated page in step 66 after 
whiclt a user may select wliich URL to navigate to. In an 
optional searclt function, the user may provide search criteria, 
and search any or all of the possible destuiations for the 
criteria. 

In another embodirnent wherein R'EB pages are cached in 
their presentable form, infomtation extracted in step 64 inay 
include any irtfonnation contained in any of the stored pages 
such as text, pictw-es, interactive content, or the like. In this 
case, one displayed result page may provide generated links 
to search results that include the URL associated with the 
results. Perhaps by clicking on a text or graphic result, the 
associated WBB page will be displayed for the user with the 
result highlighted and in view with r aards to the display 
window. 
Enhanced Ageitt for WEB Sununaries 

In another aspect of the present invention, a software agent, 
ternied a gatlterer by the inventors, is adapted to gather and 
return summary information about URL's according to user 
request or enterprise discretion. This is accomplished in 
embod'unents of the present invention by a unique scripting 
and language parsing method provided by the inventor 
wherein buman knowledge workers associated with the ser- 
vice provide written scripts to such a gatherer according to 
subscriber or enterprise directives. Such a software gatherer, 
and capabilities tltereof, is described in enabling detail below. 

12efemng now to FIG. 1, there is illustrated an exemplary 
architecture representing a portal service-network which, in 
this case is hosted by ISP 15. Portal software 35 in this 
embodiment executes on portal server 31 set-up at the ISP 
location. Mass repository 29 is used for storing subscriber 
infonnation such as passwords, login names, and the like. 
Internet servers 23, 25, and 27 represent servers that are 
adapted to serve WEB pages of enterprises patronized by a 
subscriber to the portal service such as one operating Intemet 
appliance 17. 

The main purpose ofportal software35, as described above 
with reference to FIG. 2, is to provide an interactive applica- 
tion that lists all of the subscriber's WEB sites in the form of 
hyperlinks. When a user invokes a hyperlink from his per- 
sonal list, software 35 uses the subscriber's personal infor- 
mation to provide an automatic and transparent login function 
for the subscriber while jumpirig the subscriber to the subject 
destination. 

Referring again to FIG. 2, an interactive list 34 containing 
user-entered hyperlinks and a set of interactive tools is dis- 
played to a subscriber by portal software 35 of FIG.1. One of 
the tools available to a subscriber interacting with list 34 is 
agent (software) 39. Agent 39 may be programmed to per- 
form certain tasks suclh as obtaining account information, 
executing simple transactions, returning user-requested noti- 
fication information about upcoming events, and so on. 
Search function 37 and update function 43 may be integrated 
with agent 39 as required to aid in functionality. 

It is described in the above disclosure that agent 39 may, in 
some embodiments, search for and return certain summary 
information contained on user-subscribed WEB pages, such 
as account summaries, order tracking information and certain 
other information according to user-defined parameters. This 
feature may be programmed by a user to work on a periodic 
time schedule, or on demand. 

In the following disclosure, enhancements are provided to 
agent 39. Such enhancements, described in detail below, may 
be integrated into agent 39 of pqrlal software 35 (FIGS.1 and 
2); and may be provided as a separate agent or gatherer to run 
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with portal software 35; or may, in some cmbodiments, be 
provided as a standalone service that is separate from porlal 
software 35. 

FIG. 4 is a block diagram illustrating a sununarization 
softxvare agent 67 and various capabilities and layers thereof 5 

according to an embodiment of tlie present invention. Swn- 
mariiation agent 67, hereinafter iemied gatherer 67, is a 
programmable and interactive software application adapted 
to run on a network server. Gatherer 67 may, in one embodi- 
ment, be integrated with portal software 35 of FIG. 1 and be to 
provided in die forin of a sofhuare module.sepaiate from 
agent 39 (FIG. 2). In another einbodinient, satherer 67 may be 
a parf of agent 39 as an enhancement to the function of that 
agent as previously described. In still another embodiment, 
gatherer 67 may be provided as a parent or client-side appli- 15 

cation controlled by a separate service from the portal service 
described above. 

In tiiis exemplary enlbodiment gatherer 67 is a multi-fea- 
tured software application having a variety of sub-niodules 
and interface modules incorporated therein to provide 20 

enhanced function. Gatlierer 67 has a client/service interface 
layer 69 adapted to cnable directive input from botli a client 
(user) and a knowledge worker or workers associated with the 
service. A browser interface 77 is provided in layer 69, and 
adapted to provide access to application 67 froin a browser 25 

running on a client's PC or otlier Internet or network appli- 
ance. Interface 77 facilitates bi-directional communication 
with a user's browser application (not shown) for the purpose 
of allowing the user to input summary requests into gatherer 
67 and receive sununary results. Interface 77 supports all 30 

existing network commmiication protocols such as may be 
kn6wn in the art, and may be adapted to support future pro- 
tocols. 

Layer 69 also comprises a unique input scripting module 
79 that is adapted to allow a hunian knowledge worker to 35 

create and supply directive scripts containing the site logic 
needed by gatherer 67 to find and retrieve data from a WEB 
site. In this case, gatherer 67 executes and runs on a network 
server such as server 31 of FIG. 1. However, this is not 
required in order to practice the present invention. 	40 

It is assmned in this exaniple that gaiherer 67 is part of the 
portal software suite 35  rnnning  on server 31 of FIG. 1. 
Gatherer 67 may be provided as several dedicated agents oras 
one multi-functional agent without departing from the spirit 
and scope of thc present invcntion. For example, one gatherer 45 

67 may be scripted and programmed to execute a single user 
request with additional gatherers 67 called upon to perform 
additional user-requests. Altematively, one gathercr 67 may 
be dedicated and assigned to each individual user and adapted 
to handle all requests from that user. 	 50 

Interface layer 69 facilitates exchange of inforniation from 
both a client and a knowledge worker. A client operating a 
WEB browser with an appropriate plug-in is enabled to com- 
municate and interact with gatherer 67. For example, a user 
may enter a request to retum a summary of pricing for all 55 

apartments renting for under $1000.00 per month located in a 
given area (defined by the user) from apartments.com  (one of 
user's registered WEB sites). The just nientioned request 
would be categorized as either a periodic request, or a one 
time (on demand) request. The communicated request ini- 6C 

tiates a service action wherein a knowledge worker associated 
with the service uses module 79 to set-up gatherer 67 to 
perform its function. Module 79 is typically executed from a 
network-connected PC operated by the knowledge worker. 

According to an embodiment of the present invention, a 55 

unique scripting method facilitated by ruodule 79 is provided 
to enable gatherer 67 to obtain the goal information requested 

12 
by a user. For exaniple,the above mentioned exaniple of 
WEB-site apartments.com  has a specific HTML (hyper-text- 
markup-language) logic that it uses to create its site and post 
its infomiation. Such site logic is relatively standard fare for 
a majority ofdifferent sites liosted by different entities. Using 
this knowledge, a knowledge worker creates a site-spccific 
script or template for gatherer 67.to follow. Such a template,-.-  
contains descriptions and locations of the appropriatc fields 
used, for example, at apartments.com. Apartment descrip- 
tion, location, deposit information, rental informalion, agent 
contact information, and other related fields are niatched in 
temis of location and label description on the template cre- 
ated with module 79. Completed templates are stored in a 
database contained in a storage faciliry such as, perhaps, 
repository 29 of FIG. 1. Such templates may be reused and 
may be updated (edited) with new data. 

In one embodiment, one script may contain site logics for 
a plurality of WEB pages, and instmctions for specific navi- 
gational instruction and password or login infomiation may 
be contained thercin and cxecuted scrially, such as one site at 
a time. It is important to, note that the knowledge worker or 
workers may perfomi much of their scripting via automatic 
controls such as by object linking and embedding (OLE) and 
a minor portion of scripting may be performed manually in an 
appropriate computer language, many of which are known in 
the art). 

Gatherer 67 also has a process layer 71 adapted for inlemal 
inforntation gathering and parameter configuration. An 
optional portal server interface 81 is provided and adapted to 
allow gather 67 to provide updated informationto a user's list 
of hyperlinks and also to obtain data from portal server 31 if 
required. For example, required hyperlinks may be mirrored 
from a user's home page to a scripting template for naviga- 
tional purposes. In an cmbodiment wherein gathcrer 67 is part 
of a standalone service, a convention for providing user login 
information may be supplied at the client's end when a 
request is made. For example, an encrypted password may be 
supplied by a client plug-in and gatherer 67 may teniporarily 
borrow the user's encryption key when auto login is per- 
formed. 

An appliance configuration module 83 is provided and 
adapted to allow a user to define and configure an Intemet 
appliance to communicate with the service and receive sum- 
mary information. Such appliances inay include but are not 
limitcd to palm top PC's, lap top PC's, ccllular telephones, 
WEB TV's, and so on. Typically, a user will be presented a 
configuration WEB page from a network server that displays 
in his browser window on his desktop PC. The page contains 
an interface for communicating device parameters and com- 
munication protocol types to module 83. In this way, a user 
may configure a preferred device for receipt of summary 
information. Device parameters and communication proto- 
cols inherent to such a device are incorporated uito the script- 
ing of the site template and are used as.instmctions for WEB 
summary delivery. 

A navigation layer 73 is provided and adapted to perform 
the function of extemal site navigation and data gathering for 
gatherer 67. To this end, a conununication interface/browser 
control module 85 is provided and adapted to function as a 
WEB browser to access WEB sites containing WEB data. 
Contro185 receives its instruction from the scripted template 
created by the knowledge worker. 

A parsing engine 87 is provided and adapted lo parse 
individual WEB sites according to a template created via 
scripting module 79. Parsing engine 87 may be a Perl engine, 
an IE HTML en(;ine,_or any other combination of known 
parsing engines. The template (not shown) tells control 85 
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and parsing engine 87 where to go and wliat fields at the 
destinaliort site lo look for to access desired data. Ouce the 
data fields are located, parsing engjne 87 gathers current data 
in the appropriate lield, and rethirns that dala to the scrvice for 
furfhcr. processing such as data conversion, conipression, 
storage, andthe like. 

Because WEB sites"use tools that use coalsislent logic in 
setting up their sites, this ]ogic may be used by the stuntnari- 
zation service to instruct conirol 83 and parsing engine 87. 
The inventor provides herein an exemplary script logic for 
navigating to and garnishing data fromAtnazonT".com.11te 
hyperlinks and/or actual URLs requiredfor navigation are not 
shown, but may be assumed to be jncluded in the template 
script. hi this example, a company nameYodlee (known to the 
inventors) is used in the script for naming object holders and 
object conlainers, which are in this case Active XTM conven- 
tions. In another embodiment, JavaTM script or another object 
linking control niay be used. The scripted template logic 
example is as follows: 

14 
specitically that data that reflects the user's current order 

status. Scripts may also be written to obtaitu virtually any type 
of text itiforination available from any site. For example, a 
user niay wish to obtain the New York Times headlines, the 

5 	top ten performing stocks, a comparative list of flights from 
San Francisco to New York, etc. In one embodiment, mcta- 
data Inay be associated with and used in-place of the actual 
scripted language for the purpose of reducing cotnplication in 
the case of many scripts on one template. 

10 	A data processing layer 75 is provided and adapted to store, 
process, and present returneddata to users according to enter- 
prise rules and client direction. A database interface tnodule 
89 is provided and adapled to provide access for gatherer 67 
to a mass repository such as repository 29 of FIG. l, for the 

15 purpose of storing and retrieving sununary data, templates, 
presentation directives, and so on. Gatherer agent 67 may also 
access data tltrough interface 89 such as profile information, 
user account and URL information, stored•site logics and so 
on. Data scanned frorn the WEB is stored in a canonical 

_~ 	 •_r_..,.-.,., 	-- 
cotuiected storage facility. All stored data is, of course, asso- 

— ciated with an individual who requested it, or for whom the 
at Site srnazon.orders.x - shows status of orders from Arnazon data is made available according to enterprise discretion. 
login( 7); 
get( "/exec/obidos/order-listf' ); 

A sununarization page module 91 is provided and adapted 

my @Lables = get--tables_containing_text( `•Orders" ); 25 to organize and serve aWEB summary page to a user. Module 
my $order_list = new Yodlee::ObjectHolder( 'orders' ); 91, in some embodiments; may immediately push a WEB 
$order_list->source('amazon' ); summary to a user, or module 91 may store sucb summarized 
$order_list->IinlLinfo( get_link_info( )); pages for a user to access via a pull method, in which case a 
my @href list; 
my @containerJist; notification may be sent to the user alerting him of the sum- 
foreach my $table (@tables ){ 30 tnary page availability. Summarization module 91 includes 

my @rows = get_table—rows( ); an HTML renderer that is able to format data into HTlvff, 
forEaoh my $i ( 0.. $arow5 ){ 

select_row( $i ); 
format for WEB page display. In this way, e-mail messages 

my $text = get_text( $rows[ $i I); and the like may be presented as HTML text on a user's 
next if $text — /Orders:IStatus/; stunmarization page. Moreover, any summary data from any 
my @items = get--ow_items( ); 35 site may include an embedded hyperlink to that site. In this 
next unless @items >= 4; way, a user looking at an e-mail text in HTML may click on it 
my( $order__mm, $date, $status ); 
5elect_cell( I), 	_ and launch the appropriate e-mail program. Other sites will, 
$order—num = get_cell_text( ); by default, be linked through the sununary page. 
my $href = get_url_of first_hres( get_cell( )): Many users will access their summary data through a W EB 
selecLcell( 2); 
$date = geLcelLtext( ); 

40 page as descrjbed above, however, this is not required in order 

select—cel l( 3); to practice the present invention. ln some embod.irrtents, users 
$status = get_cell_text( ); will want their summary information formatted and delivered 
next unless defined $order_num and defined $date and defined to one of a variety of Internet-capable appliances such as a 
$sta "s° my $order = new Yodlee::Container( 'orders' ); 

palm top or, perhaps a cell phone. To this end, the renderer is 

$order->order_number( $order_num ); 45 capable of formatting and presenting the sttnunary data into a 
$order->date( $date ); number of formats specific to altemative devices. Examples 
$order->stams( $sr8tus ); of di$erent known formats include, but are not limited to 

. 	$order_IisP>push_object( $order );  
if( defined $href ) {  XML, p[ain text, VoxML, HDML, audio, video, and so on. 

push( @href list, $href ); In a preferred embodiment of the present invention, gather 
push( @container_list, $order ); 5o 67 is flexible in such a way as it may act according to enter- 

foreach my $i ( 0.. $i{href 	6sr ){ prise rules, client directives, or a combination of the two. For 
get( $href 	li5t[ $i ]); 
@tables = get_tables_containing_text( "Items Ordered:" ); 

example, if a user makes a request for summary data about a 

foreach my $table (@tables ){ user/subscribed WEB page to be periodically executed and 
my @ows — get_table—rows( ); presented in the form of a HTML document, then gather 67 

foreach my $j ( o .. $tirows ){ 55 would automatically access and analyze the required internal 
select--row( sj ); 
my $href = get_url_of fustJvef( get_row( ) ); 

information and user provided information to formulate a 

nextunlessdefined$href; directive. Using scripting module 79, a knowledge worker 
tny @child_list = get_ch,ldren( get__row( ), 'a' ); provides a template (if one is not already created for that site) 
next unless defined $child_list[ 01; that contains the "where to go" and "what to get" information 
my $text = get_text( $child_list[ 0]); 60 according to site logic, user input, and known information. 
$container_)ist[ $i ]->description( $tex[ ); 

} A]tematively, if a user requests a summary about data on 
} one of his sites such as, perhaps, current interest rates and 

} re-finance costs at his mortgage site, the service may at its 
result( $order_list ); . own discretion provide an additional unsolicited summary 

65 from an altemate mortgage site for comparison. This type of 
The above example is a script that instruclscontro) 85 and_:—:._summarization would be designed lo enhance a user's posi- 

parser 87 to navigate to and obtain data fromAmazonT"'.com, tion based on bis profile information. In this case, updated 
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dataaboutlatestinterestrates,stockperfornlances,carprices, In step 97 a knowledge worker accesses paiticular site 
airline ticket discotmis, and so on would be stored by the logic associated with the request URLs. For example, if the 
service for comparative purposes. If a user request for a request involves a plurality of URLs, then all site logics for 

siuiunary c:ui be equaled or bettered in tenns of any advan- tbose URLs are accessed. Logic may be available in a reposi- 

tage to tlie user, such sununary data may,be includcd. 5 	toiy such as repository 29 of FIG. l. if they were obtained at 

In many cases, created templates may be re-used unless a the time of user registration to a particular URL, or scnt in by 

WEB site cltanges its site logic parameters, iii which case, the WEB-site hosts shortly a$er registration. If it is a completely 

new logic must be accessed and any existing templales must new URL, then the logic must be obtained from the site. In 

be updated, or a new template may be created for the site. The most cases however, the logic will be known by virtue of a 

teniplates contain site-specific script obtained from the site 
to plurality of users accessing common URLs. Therefore cross- 

and stored by the knowledge workers. In one embodiment, 
lmking in a database of logic/user associations may be per- 
fornied to access a logic for a site that is new to one pariicular 

companies hosting WEB pages automatically provide their user, but not new to another.  
site logics and any logic updates to the service by virtue of an 1❑ step 99, ihe knowledge worker creates a template by 
agreement between the service and the WEB hosts. 15 virtue of scripting module 79 (FIG. 4) containing all site 

In an alternative embodiment gatherer 67 may be iniple- logic, URLs, log-in and password infonnation, and the user 
mented as a client application installed on a user's PC. In this request information. As described previously, templates may 
embodiment, a user would not be required to supply log-in or be re-used for a same request. In most cases, scripting may be 
password codes. Summarization scripts niay be sent to the mostly automated witb ininiunum manual input performed by 
client software and templates may be automatically created 20 the knowledge worker. In many cases, an existing template 
with the appropriate scripts using log-in and password iufor- will match a new request exactly, and may be re-used. In that 
niation encrypted and stored locally on the user's niachine. case steps 97, 99, and 101 would not be required. 

In additionto providing WEB summary information, gath- In step 101 the template is stored and associated with the 
erer 67 may also be used to provide such as automatic regis- requesting user.l'be stored template may now be retrieved at 
tration to new sites, and for updating old registration infor- 25 a scheduled time for performing the summary gathering. At 
mation to existing sites. For example, if a user whishes to step 103, a browser control such as module 85 of FIG. 4 is 
subscribe, or register at a new sile, only lhe identiGcation of activated to access the stored template and navigate to speci- 
the site is required from the user as long as his pertinate fied URLs for the purpose of gathering summary data. If a 
information has not changed. If a new password or the like is timing fianction is attributedto the template stored in step 101, 
required, gatherer 67 through control module 73 may present 30 then the template may self execute and call up the browser 
login or password codes from a list of altcmative codes pro- function. In another embodiment, the knowledge worker may 
vided by a user. In another embodiment, a.database (not notify the browser control to get the template for its next task. 
shown) containing a wealth of password options may be In some embodiments, a plurality of controls may be used 
accessed by gatherer 67 for the purpose of trying different with one template as previously described. 
passwords until one is accepted by the site. Once a password 35 	In step 105, automatic log-in is performed, if required, to 
or log-in code is accepted, it may be sent to a user and stored gain access to each specified URL. hi step 107, a specified 
in his password list and at the network level. WEB-page is navigated to and parsed for requested data 

It will be apparent to one with skill in the art that a software according lo the logic on the template. If there are a plurality 
application such as gatherer 67 may be implemented in many of WEB pages to parse then this step is repeated for the 
separate locations connected in a data network. For example, 40 number ofpages. A variety ofparsingengines may beused for 
a plurality of gatherer applications may be distributed over this process such as an IFT"' parser, or a Pear1T^' parser. Only 
many separate servers linked to one or more mass reposito- the requested data is kept in step 107. 
ries. Client applications include but are not limited to a WEB- A request may be an on-demand request requiring imme- 
browser plug-in for communicating to the service. Plug-in diate return, or a scheduled request wherein dafa may be 
cxtensions may also be afforded to proxy servers so that 45 posted. At step 109, such logic is confirnied. If the data is to be 
auto-login and data access may still be performed transparent presented according to a periodic schedule, then summary 
to a user. data parsed in step 107 is stored for latter use in step 111. In 

In another embodiment, plug-ins enabling communication step 113, the surnmary data is rendered as HTML if not 
with gatherer 67 may be provided and conf gured to run on already formatted, and displayed in the form of a summary 
other network devices for the purpose of enabling such a 50 WEB-page in step 115. The summary page may be posted for 
device to initiate a request and get a response without the need access by a user at a time convenient to the user (pull), or may 
for a deskiop computer. be pusbed as a WEB-page to the user and be made to auto- 

In most embodiments a user operating a desktop PC will matically display on the user's PC. Notification of summary 
order a one time or periodic summary relatedto some or all of page availability may also be sent to a user to alert him of 
his subscribed WEB sites. A logical flow of an exemplary 55 completion of order. 
request/response interaction is provided below. If the summary data is from a one-time on-demand request 

FIG. 5 is a logical flow chart illustrating an exemplary and required immediately by a user, then a network appliance 
summarization process performed by the software agent of . 	and data delivery inethod (configured by the user) is con- 
FIG. 4 operating in a user-defined mode. In step 93, a user has firmed, and the data is rendered in the appropriate format for 
initiated a new request for a summary (summary order). It is so delivery and display in step 117. In step 119, the summary 
assumed forthe purpose of discussion, that the request of step data is delivered according to protocol to a user's designated 
93 involves a site wherein no template lias been created. In appliance. In step 121 a user receives requested information 
step 95, the request is received and analyzed. A knowledge in the appropriate format. 
worker wi11 likely perfonn this step. "fhe new request may be lt will be apparent to one with skill in the art that there mav 
posted to the user's portal home page, sent directly to gatherer 65 be more or fewer logical steps as well as added sub-steps than 
67, or even communicated through=e=mail or other media to are illustraled in lhis example. For example, step 105 may in  
the service. other embodinients include sub-steps such as getting an 

Ex. 1002 Page 150



Case 1:14-cv-01445-UNA Document 1-7 Filed 12/01/14. Page 18 of 20 PagefD #: 147 

T.JS 8,266,515 B2 
17 	 18 

encryption key froni a user. In still anotlter embodiment, part ing the examples given above, a system according to an 
of a request may be i-endered as HTIvIL as in step 113 wllile embodiment of the invention might collect a client's expen- 
certain other portions of the same request data might be ditures from a certain bank checl:ing account via auATM card 
renderedinanotherforniatanddeliveredviaaltemativenteth- registered to the account, over specified time.peiiods. The 
ods. There are many possibilities. 	 5 system, as described above, inight also monitor the account 

The method and apparatus of the present inveiition may be balancc, and so on. 
used to present summaries to users without user inpuc. Pro=  --- -In. an enibodiment of the present invention, the systein, 
cess logic such as this is detailed below. niiglit identify, at a client's desire, all expenditures overa time 

FIG. 6 is a logical flow chart illustrating an exemplary period for gasoline, for oil, for all transportation-related 
summarization process perfonned by the software agent of to activities, and so forth. As another exainple, food expendi- 
F1G. 4 in a User-independent smart mode wifli minimum or tures, entertaimnent expenditures, and just about any other 
no user input. In step 117 an enterprise-iivtiated sunm-iary imaginable category might be tracked and suinmarized for a 
process begins. In this case, the enterprise may be assisting a client. There are truly many possibilities for nature of catego- 
user in finding a better deal or, perhaps presenting the indi- rization in such a system. 
vidual with summaries from and links to alternative pages not 15 In the descriptions above and in the priority docutnent Ser. 
yet subscribed to by a user. No. 09/323,598 filed on Jmi. 1, 1999, referenced above, rich 

In step 119, a database containing user information and and detailed description is provided related to data collection 
parameters is accessed and reviewed. Certain information and summarization for clients. Automatic log-in at various 
specific to a user may be required to initiate an enterprise- web bases based sites may be done on behalf clients, and dala 
sponsored sunimary report. At step 121, the knowledge 20 scraping inay be done on a periodic basis automatically, and 
worker accesses the site logic specific to tlte specified target at a user's specific direction. Data collected inay be normal- 
site or sites for summarization. In step 123, the knowledge ized and summarized in a number of ways. 
worker modifies an existing user template, or creates a new In the system descriptions provided, services may be 
one if necessary. At step 125 the template is stored in a accomplished for a large number of clients, and data may be 
repository such as repository 29 and associated with the user. 25 collected from a broad variety of sources, not necessarily all 

As described in FIG. 5, the template either self-executes Internet-connected. One source, however, is certainly credit 
according to a timed function and invokes a browser control card accounts, and bank accounts through Autornatic Teller 
such as contro185 (FIG. 4), or is accessed by control 85 as a Macltine (ATM) card records. In these cases transactions are 
result of task notification. In step 127, the browser control listed along with a notation as to the person or enterprise to 
begins navigation. Auto logins are performed, if required, in 30 whom a payment was made. 
step 129 to gain access to selected sites. If the WEB pages are FIG. 7 illustrates transaction records taken from an actual 
new to a user, and the-user has no registration with the WEB on-line banking display. This display is exemplary of such 
site, then through agreement, or other convention, the service displays, but not meant to be limiting, as there may be many 
may be provided access to such sites. Such an agreement may variations in such displays among different financial institu- 
lie made, for example, if the host of the WEB site realizes a 35 tions and for different individuals. In this example the date of 
possibility of gaining a new customer if the customer likes the a transaction, which in many cases may be authorized by a 
sununary information presented. In many other situations, no card such as an ATM card, is listed in column 701 headed Txn 
password or login information is required to obtain general Date. Nine different transaction records are displayed. The 
infomiation that is not personal to a client. description for each transaction is listed under column 702 

In step 131, all sites are parsed for summary data and stored 4o headed Description. Lastly the transaction amount is listed in 
in canonical fashion in step 133. At step 135, the data is column 703 headed Withdrawal. 
compiled and rendered as HTML for presentation on a sum- The first and last of the transaction listed in this exaniple 
mary page. In step 137 a WEB summary containing all of the are described in column 702 as "PURAT SAFEWAY STORE 
data is inade available to a user and the user is notified of its 1204 SAL SALINAS CA". This is notation for a particular 
existence. 	 45 Safeway Super Market. The clear description may be easily 

Providing certain information not requested by a user may recognized as a grocery purchase, and a software routine may 
aid in enhancing a user's organization of his or her current be used to parse such headings looking for certain words, 
business on the WEB. Moreover, unsolicited WEB summa- such as "SAFEWAY" or "STORE", or the two-word combi- 
ries may provide better opportunities than the current options nation "SAFEWAY STORE". 
in the user's profile. Of course, assisting a user in this manner 5o In a relatively simple embodiment of a categorization ser- 
will requiYe that the enterprise (service) have access to the vice a system might rely on specific instructions from a client 
user's profile and existing account and service information (subscriber) to collect and summarize very specific items. 
with various WEB sites on the user's 1ist. A user may forbid The client may, for example, wish to track her expenditures at 
use of a user's personal information, in which case, no enter- Costco, summarized on a weekly basis, as an aid for example, 
prise-initiated sutnmaries would be performed miless they are 55 in her budgeting goals. In tlus example the client may edit her 
conducted strictly in an offer mode instead of a comparative personal profile with specific instructions to periodically co1- 
mode. lect, summarize and present weekly the expenditures for 
Categorization of Collected and Summarized Infonnation Costco according to one or more accounts. The client could 

A novel system and a process are described above in sev- for example, include in this profile and instruction a checking 
eral embodiments,for navigating to network sites specific to 60 account having an associatedATM card, and a credit card not 
individual users, collecting information from such sites, and associated with a specific bank. The client also is not neces- 
summarizing, normalizing and presenting the collected infor- sarily limited to items in the bank account transacted through 
mation to the specific user. In many situations there is further theATM card, but issued and cleared checks on the account to 
processing that might be done to add considerable value for Costco might be included as well. In this simple embodiment 
the user. For example, a client might like to know, over a 55 the system of the invention would scrape information from 

— 	specified'period of time, exactly how much he or she has the profiled accounts, looking in the description cql.umn 702 
spent, using a charge card of sonie sort, for gasoline. Follow- (FIG. 7) for all description including the string "Costco", and 

Ex. 1002 Page 151



Case 1:14-cv-01445-UNA Docunient 1-7 Filed 12/01/14 Page 19 of 20 PagelD #: 148 

US 8,266,515 B2 
19 
	

20 
perhaps normalize and summarize the inforniation, and 

	
tracked for people in different demograpliics, and predictions 

present to the client as requested. 	 can be made iu a generic way, of use to a broad variety of 
In a somewhat more robust embodiment a client may want 

	
businesses in developing companv strategy, advertising cam-. 

to categorize transactions for "eating out", for example. 	paigns and the like. 
These transactions will not all be for one enterprise, but ntay 5 	The kinds of services described above may be applied to 
cover a variety of restaurants. Thc client migltt profile a list of 

	
small businesses, health care facilitics, adveriising compa- 

his usual haunts, but that might•not=be adequate =for an effi- 	nies, and a broad variety of enterprises. The sources of infor- 
cient accomplislurnent of such a service, because the client 

	ination need not be limited to Internet-based sites for client's 
may well visit new establislunents that are not on the profiled 

	
accounts, but may also include paper and cash transactions 

list. In this case, and especially because the hosting enterprise to and the like. 
may have a large number of clients to whom the system 

	
The methods and apparatus described may also inay be 

provides this service, other abilities .are needed to make 	practiced in a language and platform independent maimer, 
appropriate deterniinations. 	 and be irnplemented over a variety of scalable server archi- 

The inventors in this case term the unique abilities provided 
	

tectures. 
in embodiments of the present invention Network Categori- 15 	The methods andapparatus ofthe present invention may be 
zatioii. Beyond the simple ease of a client providiurg the exact 

	practiced via private individuals on-the Internet, businesses 
listing in "description" from account infortuation that can be 	operating on a WAN connected to the Intemet, businesses 
searched, the client may want smnmarization for "travel- 	operating via private WAN, and so on. There are many cus- 
related" expenditures. The host, in an einbodiment, niay com- 	tomizable situations. 
pile, by a variety of inethods, a robust set of identifiers to find zo 	The present inventions as taught herein and abovc should 
travel-related expenditures for clients, and the identifiers 

	
be afforded the broadest of scope consistent with the enabling 

need not be specific to any one client or small set of clients. 	disclosure provided. The spirit and scope ofthe present inven- 
For example, the host systein, which relies on a software suite 

	
tion is limited only by the claims that follow. 

to accomplish the regular scraping of infonnation and the 
	

What is claimed is: 
normalization, summarization and presentation of the infor- 25 	1. An lnternet connected server having software executing 
mation to clients, miglht develop a set of identifiers including 

	
from memory providing a system for sorting and reporting 

terzns and phrases like, "gas", "Chevron", "station" "oil", 	financial transaction information, comprising: 
"lube service" and many more for this purpose. If it is under- 	a collector function of the software, the collector function 
stood that the intent is broadly for travel-related expenditures, 	navigating to one or more network information sites and 
the system might include terms that can test and trap expen- 30 	retrieving therefrom financial transaction information 
ditures for airline tickets, meals far from home related to 	regarding expenditures associated with a specific person 
travel, and other such travel-related information. 	 or enterprise, the transaction information including at 

One source of identifiers for such a system is information 
	

least date, description and amount of the transactions; 
entered by specific clients. If, for whatever reason, a client of 

	
an input function of the software enabling a user to provide 

the service enters "Valero 101" as a description (or partial in 35 	to the system a request for a summary of transactions 
the description column), as an expenditure for gasoline, then 	over a specific range of dates; according to types and 
the hosts system may add that term to one or several scraping 	category of expenditwes; 
code subsystems for identifying gas purchase. If"Valero 101" 

	
a processing function parsing the collecled transaction 

is a gas station for one client, it is likely a gas station for all 
	

descriptions for detennining an purpose expenditure 
clients. Further the host system may parse the "Valero 101" 40 	category frotn a plurality of possible expenditures for 
into two identifiers: "Valero' and "101" 

	
each expenditure, using pre-stored description charac- 

A key ingredient in such a system is an ability to grow and 
	

teristics associated witb each category, and summariz- 
improve the network categorization system. For example, if 

	
ing those transactions that meet the category and fall into 

one client enters a descriptor as a particular category of trans- 	the date range; and 
action, then the system may be adapted to treat all such 45 	a reporting function of the software reporting the summa- 
descriptors in that category, until errors, reported either by 	rized transactions, 
clients or found by knowledge workers, cause re-consider- 	wherein expenditure categories are developed from infor- 
ation and amendment (increased intelligence). At another 	mation taken from corrununication bctween users and 
level, the system may use a democratic approach, such that 

	
the system, 

identifiers are included based on a majority use among cli- 50 	wherein a probability algorithm is used in developing the 
ents. At still another level, the system may have probabilistic 	expenditure categories, and 
algorithms that are capable of passing identifiers into the 	wherein the expenditure categories are periodically 
system that meet a probability threshold, or of removing 	amended according to further information that is col- 
identifiers and filters that fail such a threshold. 	 lected and processed. 

In yet a further embodiment the system can incorporate 55 	2. The system of claim 1 wherein the reporting function 
predictive and budgeting functions such that, in addition to 	provides a total transaction amount with the summarized 
reporting to a client that he/she has spent $X on groceries in 

	transactions for each purpose. 
the past week, the system might report further that the expen- 	3. T1ie system of claim 2 wherein the system furtber com- 
diture is Y% of the average expenditure over the past tcn 	prises a function storing past transaction history associated 
weeks, and that an amendment to the budget is in order, 60 with the particular person or enterprise. 
increasing budgeted expenditures for groceries by Z%. Other 

	
4. The system of claim 3 wherein the past transaction 

functionality may be incorporated that is not specific to cli- 	history is used to predict future transaction statistical infor- 
ents at all; but derived from the client's activity and the ability 	mation. 
of the system to scrape the data and manipulate the data in a 

	
5. The system of claim 1 wherein a summary is provided 

number of ways. The systein might, for example, predict 65 for a first plurality of persons or enterprises subscribing to the 
trends and timelines by virtue of the tracked.transactions of 

	
system according to_requests entered by a second plurality of 

customers. The increased cost of travel can be accurately 	persons or enterprises subscribing to the system. 

Ex. 1002 Page 152



Case 1:14-cv-01445-UNA Document 1-7 Filed 12/01/14 Page 20 of 20 PagelD #: 149 

US 8,266,515 B2 

21 
6. The system of claim 1 wherein tlte systeni reports to 

users through the Internet network. 	. 
7. A metliod fi~r sortino and reporting financial transaction 

iniormation, coiuprising: 
(a) navigating to one or more network information sites by 

a collector software fimction executing from memory of 
an`Iii{einei-coiiiiected server and retrieving therefrom 
financial transaction information regarding expendi- 
tures associated with a specific person or enterprise, the 
transaction information including at least date, descrip- 
tion and atnount of the transactions; 

(b) providing by a user to the system tlu-ouglt an input 
function of the software a request for a summary of 
transactions over a specific range of dates, according to 
types and category of expenditures; 

(c) parsing the collected transaction descriptions by a pro- 
cessing function, determining an purpose expenditure 
category from a plurality of possible expenditures for 
each expenditure, using pre-stored description charac- 

teristics associated with each category, and summariz- 
ing those transactions that meet the purpose and fall into 
the date range; and 

(d) reporting the summarized transactions by a reporting 
function of the software, 

22 
wherein expenditure categories are developed from infor- 

mation taken frorn conirnunication between users and 
the systeni, 

wherein a probability algoritlun is used in developing the 
s 	expenditure categories, and 

wherein the expenditure categories are periodicallv 
amended according to furtlier information that, is col- 
lected and processed. 

8. The method of claim 7 wherein the reporting function 
to provides a total transaction amount with the suinmarized 

transactions for each expenditure. 
9. The method of claim 8 wherein the system further com- 

prises a function storing past transaction ]history associated 
with the particular person or enterprise. 

ts 	10. The method of claim 9 wherein the past transacfion 
lhistory is used to predict future transaction statistical infor- 
mation. 

Il. The method of claim 7 wherein a summary is provided 
for a first plttrality of persons or enterprises subscribing to the 

zo system according to requcsts entercd by a second plurality of 
persons or enterprises subscribing to the system. 

12. T7he niethod of claim 7 wherein the system reports to 
users through the Intemet network. 
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OFFICE OF Ti-IE CLERK 

UNITED STATES DISTRICT COURT 
D1sTEuc"r OF DELAWARE 

John A. Cerino 
	 844 North King Street, Unit 18 

CLERK OF COURT 
	

Wilmington, DE 19801-3570 
www.ded,uscouris.gov  

(302)573-6170 

DISTRIC'I' ®F I)ELAWARE 
LOCA.L RUL]E 73.1 

Magistrate Judges; Tria) by Consent 

Where the parties consent, the Magistrate Judge may conduct a jury or 
nonjury trial in any civil action and order the entry of final judgment in accordance 
with 28 U.S.C. § 636 (c) and Fed. R. Civ. P. 73-76. In the course of conducting 
proceedings in any civil action upon the consent of the parties, a Magistrate Judge 
may hear and determine any an all pretrial and post-trial motions including case 
dispositive motions. 

(a) The Clerk shall notify the parties in all cases that they may consent to 
have a Magistrate Judge conduct any or all proceedings in the case and order the 
entry of final judgment. 

(b) The Clerk shall not accept a consent form for filing unless it has 
been signed by all parties in a case.  Plaintiff shall be responsible for securing 
execution and filing of such a consent form. No consent form will be made 
available, nor will its contents be made known to any District Judge or Magistrate 
Judge, unless all stated parties have consented to the reference to a Magistrate 
Judge. 

(c) The consent form shall be filed with the Clerk not later than the final 
pretrial conference, unless otherwise ordered. 

(d) After the consent form has been executed and filed, the Clerk shall so 
advise the District Court Judge to whom the case has been assigned. At the 
discretion of the District Judge, the Clerk shall prepare, for the District Judge's 
signature, an order referring the case to the Magistrate Judge. Once the case has 
been referred, the Magistrate Judge shall have the authority to conduct any and all 
proceedings to which the parties have consented and to direct the Clerk to enter a 
final judgment in the same manner as if a District Judge presided. 
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A<) 85 (Rev. 01 /04) Notice, Consent, and Reference of a Civil Action [o a Nlagisvate ]udge 

LTNITED STATES DISTRICT COURT 
for the 

District of Delaware 

	

Ptaintiff " 	 ) 

V. 	 1 	Civil Action No. 

Defendant 

NOTICE, CONSENT, AND REFERENCE OF A CIVIL ACTION TO A MAGISTRATE JUDGE 

Notice of a inagistrate judge's availa611ity. A United States magistrate judge of this court is available to conduct all 
proceedings in this civii action (including a jury or nonjury trial) and to order the entry of a final judgment. The judgment may 
then be appealed directly to the United States court of appeals like wiy other judgment of this court. A magistrate judge may 
exercise this authority only if all parties voluntarily consent. 

You may consent to have your case referred to a magistrate judge, or you may withhold your consent without adverse 
substantive consequences. The name of any party withholding consent will not be revealed to any judge who may otherwise 
be involved with your case. 

Consent to a magistrate judge's authority. The following parties consent to have a United States magistrate judge 
conduct all proceedings in this case including trial, the entry of fina) judgment, and all post-trial proceedings. 

	

Parties' printed names 	 Signatures of parties or attorneys 	 Dates 

Reference Order 

1T IS ORDERED: This case is referred to a United States magistrate judge to conduct all proceedings and 
order the entry of a final judgment in accordance with 28 U.S.C. § 636(c) and Fed. R. Civ. P. 73, 

Date: 
District Judge 's signature 

Printed name and titte 

Note: " Return this form to the clerk of court only if you are consenting to the exercise of jurisdiction by a United States 
magistrate judge. Do not return this form to a judge. 
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AO S5A (Rev.Oli09) Notice, Consent, and Refercnce ofa Dispositive Motion to a MagistrateJudge 

UNITED STATES DISTRICT COURT 
for the 

District of Delaware 

Ptan:tif 

V. 
	 Civil Action No. 

Defendant 

NOTICE, CONSENT, AND REFERENCE OF A DISPOSITIVE MOTION TO A MAGISTRATE ,IU.DGE 

iVotice of a magistrate judge 's availability. A United States magistrate judge of this court is available to conduct 
all proceedings and enter a final order dispositive of each motion. A magistrate judge may exercise this authority only if 
all parties voluntarily consent. 

You may consent to have motions referred to a magistTate judge, or you may withhold your consent without 
adverse substantive consequenc.es. The name of any party withholding consent will not be revealed to any judge who 
may otherwise be involved with your case. 

Consent to a magistrate judge's consideration of a dispositive rnotion. The following parties consent to have a 
United States magistrate judge conduct any and all proceedings and enter a final order as to each motion identified below 
(ident fi each molion by document number and title). 

Motions: 

Parties' printed names 	 Signatures of parties or attorneys 	 Dates 

Reference Order 

IT IS ORDERED: The motions are refen ed to a United States magistrate judge to conduct all proceedings and 
enter a final order on the motions identified above in accordance with 28 U.S.C. § 636(c). 

Date: 
Disfrict Judge's slgnature 

Printed name and title 

Note: Return this fonn to the clerk of court only if you are consenting to the exercise of jurisdiction by a United States 
magistrate judge. Do not return this form to a judge. 
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TO: 	 Mail Stop 8 
Director of the U.S. Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

REPORT ON THE 
FILIAIG OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK 

In Compliance with 35 U.S.C. §290 and/or 15 U.S.C. § 1116, you are hereby advised that a court action has been 
filed in the U.S. District Court for the District of Delaware on the following 	❑ Trademarks 	or 	® Patents 

(❑ the patent action involves 35 U.S.C.§290.): 

DOCKET NO. DATE FILED 

December 1, 2014 

U.S. DISTRICT COURT 

District of Delaware 

PLAINTIFF 
YODLEE, INC. 

DEFENDANT 
PLAID TECHNOLOGIES INC. 

PATENT OR 
TRADEMARK NO. 

DATE OF PATENT 
OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 

1. USP No. 6,199;077 03/06/2001 Yodlee, Inc., formerly known as Yodlee.com, Inc. 

2. USP No. 6,317,783 11/13/2001 Yodlee, Inc., formerly known as Yodlee.com, Inc. 

3. USP No. 6,510,451 01/21/2003 Yodlee, Inc. 

4. USP No. 7,263,548 08/28/2007 Yodlee, Inc. 

5. USP No. 7,424,520 09/09/2008 Yodlee, Inc. 

6. USP No. 7,752,535 07/06/2010 Yodlee, Inc., formerly known as Yodlee.com, Inc:. 

7. USP No. 8,266,515 09/11/2012 Yodlee, Inc., formerly known as Yodlee.com, Inc.. 

In the above-entitled case, the following patent(s) / trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 
❑ Amendment 	❑ Answer 	❑ Cross Bill 	❑ Other Pleading 

PATENT OR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK TRADEMARK NO. OR TRADEMARK 

1. 

2 

In the above-entitled case, the following decision has been rendered or Ld ment issued: 

DECISION / JUDGMENT 

CLERK 	 (BY) DEPUTY CLERK 	 DATE 

Copy 1- Upon initiation of action, mail this copy to Director 	Copy 3— Upon termination of action, mail this copy to Director 
Copy 2— Upon filing document adding patent(s), mail this copy to Director Copy 4— Case file copy. 
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UNITED STATES DISTRICT COURT 
for the 

District of Delaware 

YODLEE, INC., 
	 1' 

Plaintiff(s) 

	 1 4— 1445 

V. 
	 Civil Action No. 

PLAID TECHNOLOGIES INC., 

Defendant(s) 

SUMMONS IN A CIVIL ACTION 

To: (Defendant's name and addr ss) PLAID TECHNOLOGIES INC., 

2711 Centerville Road, Suite 400 
Wilmington, DE 19808 

A lawsuit has been filed against you. 

Within 21 days after service of this summons on you (not counting the day you received it) — or 60 days if you 
are the United States or a United States agency, or an officer or employee of the United States described in Fed. R. Civ. 
P. 12 (a)(2) or (3) — you must serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of 
the Federal Rules of Civil Procedure. The answer or motion must be served on the plaintiff or plaintiff's attomey, 
whose name and address are: Robert M. Oakes / Tel: (302) 652-5070 

Fish & Richardson P.C. 
222 Delaware Ave., 17th Floor 
Wilmington, DE 19801 
Email: oakes@fr.com  

If you fail to respond, judgment by default will be entered against you for the relief demanded in the complaint. 
You also must file your answer or motion with the court. 

CLE 	F CG`URT 

Date: 	CEC—? 2.014  - 
Signature of Clerk or Deputy Clerk 
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Civil Action No. 

PROOF OF SERVICE 

(This section should not be filed with the court unless required by Fed R. Civ. P. 4(1)) 

This summons for (narne of individual and title, if any) 

was received by me on (date) 

C3 I personally served the summons on the individual at (place) 

on (date) 	 ; or 

Q I left the summons at the individual's residence or usual place of abode with (na,ne) 

, a person of suitable age and discretion who resides there, 

on (date) 	 , and mailed a copy to the individual's last known address; or 

0 I served the summons on (name of indivtdual) 

designated by law to accept service of process on behalf of (name of organization) 

on (date) 

Cl I retumed the summons unexecuted because 

Q Other (specify): 

, who is 

; or 

- 	 ; or 

My fees are $ 	 for travel and $ 	 for services, for a total of $ 	0.00 

1 declare under penalty of perjury that this information is true. 

Date: 
Server's signature 

Printed name and title 

Server's address 

Additional information regarding attempted service, etc: 
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UNITED STATES DISTRICT COURT 
for the 

District of Delaware 

Plaintijj" 	 ) 

V. 	 ) 	Civil Action No. 

Defendant 

NOTICE, CONSENT, AND REFERENCE OF A CIVIL ACTION TO A MAGISTRATE JUDGE 

Notice of a magistrate judge's availability. A United States magistrate judge of this court is available to conduct a11 
proceedings in this civil action (including a jury or nonjury trial) and to order the entry of a fmal judgment. The judgment may 
then be appealed directly to the United States court of appeals like any other judgment of this court. A magistrate judge may 
exercise this authority only if all parties voluntarily consent. 

You may consent to have your case referred to a magistrate judge, or you may withhold your consent without adverse 
substantive consequences. The name of any party withholding consent will not be revealed to any judge who may otherwise 
be-ihvolved with your case. 

Consent to a magistrate judge 's authority. The following parties consent to have a United States magistrate judge 
conduct all proceedings in this case including trial, the entry of final judgment, and all post-trial proceedings. 

Parties' printed names 	 Signatures ofparties or attorneys 	 Dates 

Reference Order 

IT IS ORDERED: This case is referred to a United States magistrate judge to conduct all proceedings and 
order the entry of a final judgment in accordance with 28 U:S.C. § 636(c) and Fed. R. Civ. P. 73. 

Date: 
District Judge's sfgnature 

Printed name and title 

Note: Return this form to the clerk of court only if you are consenting to the exercise of jurisdiction by a United States 
magistrate judge. Do not return this form to a judge. 
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1N THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF DELAWARE 

YODLEE, INC., 

Plaintiff, 

V. 

PLAID TECHNOLOGIES INC., 

Defendant. 

C. A. No. 

JURY TRIAL DEMANDED 

COMPLAINT FOR PATENT INFRINGEMENT 

Plaintiff Yodlee Inc. ("Yodlee") for its complaint against Plaid Technologies Inc. 

("Plaid" or "Defendant") requesting damages and other relief, and alleging as follows: 

NATURE OF THE ACTION 

1. This is an action for infringement of United States Patent No. 6,199,077 (the 

"'077 patent"), United States Patent No. 6,317,783 (the `783 patent"), United States Patent No. 

6,510,451 (the "'451 patent"), United States Patent No. 7,263,548 (the "'548 patent"), United 

States Patent No. 7,424,520 (the "'520 patent"), United States Patent No. 7,752,535 (the "'535 

patent"), and United States Patent No. 8,266,515 (the "'515 patent") (collectively, "Asserted 

Patents") under 35 U.S.C. §§ 271, et seq. 

THE PARTIES 

2. Plaintiff Yodlee is a corporation organized and existing under the laws of the 

State of Delaware with a principal place of business at 3600 Bridge Parkway, Suite 200, 

Redwood City, California 94065. Yodlee develops software and services that allow users to 

view all financial and other personal accounts in one place. Yodlee also develops applications to 

1 
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help consumers manage their finances online through features such as personal financial 

management, bill payment, expense tracking, and investment management. 

3. Upon information and belief, Defendant Plaid is a corporation organized and 

existing under the laws of the State of Delaware with a principal place of business at 25 Maiden 

Lane, San Francisco, California 94108. According to its website, Plaid offers a competing 

software application programming interface ("API") that allows users and developers to interact 

with financial institutions. 

4. Upon information and belief, the officers of Defendant Plaid formerly operated 

under the name Copperpog Inc. ("Copperpog"), which was also a corporation organized and 

existing under the laws of the State of Delaware with a principal place of business at 4230 

Stoney Brook Rd, Clemmons, NC 27012. 

JURISDICTION AND VENUE 

5. This action arises under the patent laws of the United States of America, United 

States Code, Title 35, Section 1, et seq. This Court has subject matter jurisdiction over the action 

pursuant to 28 U.S.C. §§ 1331 and 1338. 

6. Venue is proper in the District of Delaware under 28 U.S.C. § 1391(b) and 28 

U.S.C. § 1400(b). 

7. This Court has personal jurisdiction over Plaid because Plaid is incorporated in 

the State of Delaware and has purposefully availed itself of the privilege of conducting activities 

within this State and District. 

BACKGROUND 

8. Plaintiff Yodlee was founded in 1999. Over the past fifteen years, it has become 

the leading provider of account aggregation services and personal financial management 

2 
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applications through software it developed from the ground up. More than 750 organizations in 

over 10 countries use Yodlee's services and applications, including 9 of the 15 largest banks in 

the United States. Yodlee has over 16 million paid users and reaches more than 100 million end 

users through its network of financial institutions. In October 2014, Yodlee completed its initial 

public offering. 

9. According to its website, Defendant Plaid considers itself to be "the API for 

banking data." The API gives developers the ability to integrate with banking institutions and 

access and authorize personal user accounts at those institutions. 

10. On February 11, 2012, Zach Perret, co-founder of Defendant Plaid and president 

of Copperpog, signed a nondisclosure agreement ("NDA") with Yodlee. The NDA was a 

proactive measure taken prior to granting Copperpog access to Yodlee's confidential 

technology. By signing the agreement, Zach Perret and his company Copperpog agreed to 

protect the secrecy of Yodlee's confidential information and technology and not use that 

confidential information and technology for unauthorized purposes. 

11. On April 5, 2012, Zach Perret signed a 307day evaluation license agreement 

("Evaluation-Agreement") giving him, William Hockey, another co-founder of Defendant Plaid 

and the technical contact at Copperpog, and the company access to use and explore Yodlee's 

software development kit ("SDK"). Specifically, the Evaluation Agreement provided access to 

Yodlee's core technology in the form of C# source code, Java binary files, sample application 

codes, and development environments. The Evaluation Agreement also provided use of 

Yodlee's aggregation services to pull real user account data from financial institutions. 

12. On April 6, 2012, Zach Perret was provided login credentials to Yodlee's 

developer resources. The login credentials allowed downloading of a multitude of confidential, 
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and highly informative, technical documents including the "Yodlee Aggregation SDK FAQs," 

"Yodlee Aggregation SDK Quick Reference Guide," "Yodlee SDK Developers Guide v11.0," 

"Yodlee PersonalFinance SDK Implementation Guide v11.0," and application files. 

13. According to its website, at around this time Defendant Plaid started operations, 

acquiring its first customer shortly thereafter. On July 20, 2012, Plaid became an official 

corporation of the State of Delaware. 

14. On November 16, 2012, Zach Perret was provided another set of 30-day 

evaluation login credentials to Yodlee's developer resources. 

15. On November 16, 2012, Defendant also received two pricing proposals from 

Yodlee that would grant Defendant a one-year license to use Yodlee's aggregation APIs. Along 

with those pricing proposals were hyperlinks to four documents containing Yodlee confidential 

technical and security information. Two of those documents, "Yodlee Categorization Engine 

Overview v11.0" and "Yodlee Data Model vl l," contain notices that the technology presented in 

the documentation is "protected by one or more U.S. Patents or Patents Pending." Furthermore, 

it is highly likely that both of these documents were read by both co-founders of Defendant 

because both documents state that they should be read by the "Product Functional Lead" and 

"Technical Lead" of the licensee. Upon information and belief, in the case of Defendant, those 

people are Zach Perret and William Hockey, respectively. 

16. Ori January 10, 2013, Defendant entered into a one-year services agreement 

("Services Agreement") to begin fully licensing Yodlee's services. Pursuant to the Services 

Agreement, Defendant was required to pay Yodlee on January 21, 2013. 

4 
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17. After three months of maintaining Defendant's user environment without 

payment, on April 9, 2013, Defendant was notified that the contract would be terminated if 

payment was not received by April 15, 2013. 

18. On April 15, 2013, Defendant stated that it wanted to cancel the Services 

Agreement and avoid full payment. Defendant sent a payment amount for a portion of the total 

outstanding, and the Services Agreement was terminated. 

19. Upon information and belief, Defendant has used the knowledge acquired through 

its prolonged use of Yodlee's technology, including Yodlee's technical documentation, 

developer resources, and aggregation platform, to develop competing software and services that 

also infringe the Asserted Patents. Upon information and belief, by leveraging its infringing 

software and services, Defendant has managed to raise at least $2.8 million in funding as of 

September 2013. 

20. Upon information and belief, Defendant has sold and offered for sale and 

continues to sell and offer for sale use of its software and services in the United States, including 

in Delaware. Defendant instructs its customers on how to use and access its software and 

services from publicly available documentation on its website. Defendant encourages its 

customers to visit its developer page which provides code and support helpful to use and access 

its software and services. 

21. Upon information and belief, Defendant has used and continues to use its 

software and services in the United States, including in Delaware, to provide account 

aggregation and personal financial management services to its customers. 

22. Upon information and belief, Defendant has knowledge of the Asserted Patents by 

at least the date of this Complaint. Upon information and belief, at least Plaid founders Zach 
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Perret and William Hockey were aware since 2012 that Yodlee had issued and pending patents 

relating to its account aggregation and personal financial management technology. 

PATENTS-IN-SUIT 

23. The '077 patent, titled "Server-Side Web Summary Generation and Presentation," 

issued on March 6, 2001. A copy of the '077 patent is attached hereto as Exhibit A. 

24. The '783 patent, titled "Apparatus and Methods for Automated Aggregation and 

Delivery of and Transactions Involving Electronic Personal Information or Data," issued on 

November 13, 2001. A copy of the '783 patent is attached hereto as Exhibit B. 

25. The '451 patent, titled "System for Completing a Multi-Component Task Initiated 

by a Client Involving Web Sites without Requiring Interaction from the Client," issued on 

January 21, 2003. A copy of the '451 patent is attached hereto as Exhibit C. 

26. The '548 patent, titled "Method and Apparatus for Restructuring of Personalized 

Data for Transmission from a Data Network to Connected and Portable Network Appliances," 

issued August 28, 2007. A copy of the ' 548 patent is attached hereto as Exhibit D. 

27. The ' 520 patent, titled "Method and Apparatus for Restructuring of Personalized 

Data for Transmission from a Data Network to Connected and Portable Network Appliances," 

issued September 9, 2008. A copy of the '520 patent is attached hereto as Exhibit E. 

28. The '535 patent, titled "Categorization of Summarized Information," issued July 

6, 2010. A copy of the '535 patent is attached hereto as Exhibit F. 

29. The '515 patent, titled "Categorization of Summarized Information," issued 

September 11, 2012. A copy of the '515 patent is attached hereto as Exhibit G. 

R 
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30. The Asserted Patents have been assigned to Yodlee and Yodlee is the owner of all 

right, title, and interest in and to those patents, including the right to sue, enforce, and recover all 

damages, past and future, for all infringements. 

31. Yodlee has incurred substantial effort and expenses to develop the technologies 

leading to the Asserted Patents. 

COUNTI 
PATENT INFRINGEMENT OF U.S. PATENT NO. 6,199,077 

32. The allegations of paragraphs 1-31 are incorporated as though fully set forth 

herein. 

33. Upon information and belief, Defendant had knowledge of the '077 patent at least 

as of the filing of this Complaint. 

34. Upon information and belief, various employees of Defendant, including at least 

founders Zach Perret and William Hockey, have been aware that Yodlee's aggregation and 

personal financial management technology was the subject of numerous patents since 2012. 

Upon information and belief, Defendant and at least its founders Zach Perret and William 

Hockey used their access to Yodlee's confidential services and product documentation through 

the NDA, Evaluation Agreement, and Services Agreement to learn how to implement the 

patented technology, and then proceeded to terminate their Services Agreement so that 

Defendant could offer competing software and services based upon the patented technology. 

Upon information and belief, Defendant has acted and continues to act with specific intent to 

cause infringement of the '077 patent. 

35. Defendant's software and services are not staple articles of commerce and have 

no substantial uses other than to practice the '077 patent. Upon information and belief, 

VA 
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Defendant has acted and continues to act with specific intent to contribute to infringement of the 

'077 patent. 

36. Upon information and belief, Defendant has been and is now infringing, inducing 

infringement, and contributing to the infringement of the '077 patent by making, using, selling, 

and/or offering to sell, without authority, soflware and services covered by one or more claims of 

the '077 patent, and/or contributing to or inducing the same by third parties, all to the injury of 

Yodlee. 

37. Defendant's acts of infringement have injured and damaged Yodlee, and such acts 

will continue to cause Yodlee to suffer damages. 

38. Defendant's acts of infringement have been conducted with knowledge that the 

technology Defendant derived .from Yodlee was protected by the Asserted Patents. Thus, 

Defendant acted with an objectively high likelihood that its services infringe Yodlee's valid 

patents, and that risk was known by Defendant at least by Defendant's review of Yodlee's 

technical documents, and by Defendant's use of the patented technology under the NDA, 

Evaluation Agreement, and Services Agreement. Defendant's acts of infringement have been, 

and continue to be, willful so as to warrant the enhancement of damages awarded as a result of 

its infringement. 

39. Defendant's infringement has caused irreparable injury to Yodlee and will 

continue to cause irreparable injury until Defendant is enjoined from further infringement by this 

Court. 

COUNT II 
PATENT INFRINGEMENT OF U.S. PATENT NO. 6,317,783 

40. The allegations of paragraphs 1-39 are incorporated as though fully set forth 

herein. 
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41. Upon information and belief, Defendant had knowledge of the '783 patent at least 

as of the filing of this Complaint. 

42. Upon information and belief, various employees of Defendant,.including at least 

founders Zach Perret and William Hockey, have been aware that Yodlee's aggregation and 

personal financial management technology was the subject of numerous patents since 2012. 

Upon information and belief, Defendant and at least its founders Zach Perret and William 

Hockey used their access to Yodlee's confidential services and product documentation through 

the NDA, Evaluation Agreement, and Services Agreement to learn how to implement the 

patented technology, and then proceeded to terminate their Services Agreement so that 

Defendant could offer competing software and services based upon the patented technology. 

Upon information and belief, Defendant has acted and continues to act with specific intent to 

cause infringement of the '783 patent. 

43. Defendant's software and services are not staple articles of commerce and have 

no substantial uses other than to practice the '783 patent. Upon information and belief, 

Defendant has acted and continues to act with specific intent to contribute to infringement of the 

'783 patent. 

44. Upon information and belief, Defendant has been and is now infringing, inducing 

infringement, and contributing to the infringement of the '783 patent by making, using, selling, 

and/or offering to sell, without authority, software and services covered by one or more claims of 

the '783 patent, and/or contributing to or inducing the same by third parties, all to the injury of 

Yodlee. 

45. Defendant's acts of infringement have injured and damaged Yodlee, and such acts 

will continue to cause Yodlee to suffer damages. 
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46. Defendant's acts of infringement have been conducted with knowledge that the 

technology Defendant derived from Yodlee was protected by the Asserted Patents. Thus, 

Defendant acted with an objectively high likelihood that its services infringe Yodlee's valid 

patents, and that risk was known by Defendant at least by Defendant's review of Yodlee's 

technical documents, and by Defendant's use of the patented technology under the NDA, 

Evaluation Agreement, and Services Agreement. Defendant's acts of infringement have been, 

and continue to be, willful so as to warrant the enhancement of damages awarded as a result of 

its infringement. 

47. Defendant's infringement has caused irreparable injury to Yodlee and will 

continue to cause irreparable injury until Defendant is enjoined from further infringement by this 

Court. 

COUNT III 
PATENT INFRINGEMENT OF U.S. PATENT NO. 6,510,451 

48. The allegations of paragraphs 1-47 are incorporated as though fully set forth 

herein. 

49. Upon information and belief, Defendant had knowledge of the '451 patent at least 

as of the filing of this Complaint. 

50. Upon information and belief, various employees of Defendant, including at least 

founders Zach Perret and William Hockey, have been aware that Yodlee's aggregation and 

personal financial management technology was the subject of numerous patents since 2012. 

Upon information and belief, Defendant and at least its founders Zach Perret and William 

Hockey used their access to Yodlee's confidential services and product documentation through 

the NDA, Evaluation Agreement, and Services Agreement to learn how to implement the 

patented technology, and then proceeded to terminate their Services Agreement so that 

10 
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Defendant could offer competing software and services based upon the patented technology. 

Upon information and belief, Defendant has acted and continues to act with specific intent to 

cause infringement of the '451 patent. 

51. Defendant's software and services are not staple articles of commerce and have 

no substantial uses other than to practice the '451 patent. Upon information and belief, 

Defendant has acted and continues to act with specific intent to contribute to infringement of the 

'451 patent. 

52. Upon information and belief, Defendant has been and is now infringing, inducing 

infringement, and contributing to the infringement of the '451 patent by making, using, selling, 

and/or offering to sell, without authority, software and services covered by one or more claims of 

the '451 patent, and/or contributing to or inducing the same by third parties, all to the injury of 

Yodlee. 

53. Defendant's acts of infringement have injured and damaged Yodlee, and such acts 

will continue to cause Yodlee to suffer damages. 

54. Defendant's acts of infringement have been conducted with knowledge that the 

technology Defendant derived from Yodlee was protected by the Asserted Patents. Thus, 

Defendant acted with an objectively high likelihood that its services infringe Yodlee's valid 

patents, and that risk was known by Defendant at least by Defendant's review of Yodlee's 

technical documents, and by Defendant's use of the patented technology under the NDA, 

Evaluation Agreemerit, and Services Agreement. Defendant's acts of infringement have been, 

and continue to be, willful so as to warrant the enhancement of damages awarded as a result of 

its infringement. 
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55. Defendant's infringement has caused irreparable injury to Yodlee and will 

continue to cause irreparable injury until Defendant is enjoined from further infringement by this 

Court. 

COUNTIV 
PATENT INFRINGEMENT OF U.S. PATENT NO. 7,263,548 

56. The allegations of paragraphs 1=55 are incorporated as though fully set forth 

herein. 

57. Upon information and belief, Defendant had knowledge of the '548 patent at least 

as of the filing of this Complaint. 

58. Upon information and belief, various employees of Defendant, including at least 

founders Zach Perret and William Hockey, have been aware that Yodlee's aggregation and 

personal financial management technology was the subject of numerous patents since 2012. 

Upon information and belief, Defendant and at least its founders Zach Perret and William 

Hockey used their access to Yodlee's confidential services and product documentation through 

the NDA, Evaluation Agreement, and Services Agreement to learn how to implement the 

patented technology, and then proceeded to terminate their Services Agreement so that 

Defendant could offer competing software and services based upon the patented technology. 

Upon information and belief, Defendant has acted and continues to act with specific intent to 

cause infringement of the '548 patent. 

59. Defendant's software and services are not staple articles of commerce and have no 

substantial uses other than to practice the '548 patent. Upon information and belief, Defendant 

has acted and continues to act with specific intent to contribute to infringement of the '548 

patent. 
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60. Upon information and belief, Defendant has been and is now infringing, inducing 

infringement, and contributing to the infringement of the '548 patent by making, using, selling, 

and/or offering to sell, without authority, software and services covered by one or more claims of 

the '548 patent, and/or contributing to or inducing the same by third parties, all to the injury of 

Yodlee. 

61. Defendant's acts of infringement have injured and damaged Yodlee, and such acts 

will continue to cause Yodlee to suffer damages. 

62. Defendant's acts of infringement have been conducted with knowledge that the 

technology Defendant derived from Yodlee was protected by the Asserted Patents. Thus, 

Defendant acted with an objectively high likelihood that its services infringe Yodlee's valid 

patents, and that risk was known by Defendant at least by Defendant's review of Yodlee's 

technical documents, and by Defendant's use of the patented technology under the NDA, 

Evaluation Agreement, and Services Agreement. Defendant's acts of infringement have been, 

and continue to be, willful so as to warrant the enhancement of damages awarded as a result of 

its infringement. 

63. Defendant's infringement has caused irreparable injury to Yodlee and will 

continue to cause irreparable injury until Defendant is enjoined from further infringement by this 

Court. 

COUNT V 
P-ATENT IlNFRINGEMENT OF U.S. PATENT NO. 7,424,520 

64. The allegations of paragraphs 1-63 are incorporated as though fully set forth 

herein. 

65. Upon information and belief, Defendant had knowledge of the ' 520 patent at least 

as of the filing of this Complaint. 
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66. Upon information and belief, various employees of Defendant, including at least 

founders Zach Perret and William Hockey, have been aware that Yodlee's aggregation and 

personal financial management technology was the subject of numerous patents since 2012. 

Upon information and belief, Defendant and at least its founders Zach Perret and William 

Hockey used their access to Yodlee's confidential services and product documentation through 

the NDA, Evaluation Agreement, and Services Agreement to learn how to implement the 

patented technology, and then proceeded to terminate their Services Agreement so that 

Defendant could offer competing software and services based upon the patented technology. 

Upon information and belief, Defendant has acted and continues to act with specific intent to 

cause infringement of the '520 patent. 

67. Defendant's software and services are not staple articles of commerce and have no 

substantial uses other than to practice the '520 patent. Upon information and belief, Defendant 

has acted and continues to act with specific intent to contribute to infringement of the '520 

patent. 

68. Upon information and belief, Defendant has been and is now infringing, inducing 

infringement, and contributing to the infringement of the '520 patent by making, using, selling, 

and/or offering to sell, without authority, software and services covered by one or more claims of 

the '520 patent, and/or contributing to or inducing the same by third parties, all to the injury of 

Yodlee. 

69. Defendant's acts of infringement have injured and damaged Yodlee, and such acts 

will continue to cause Yodlee to suffer damages. 

70. Defendant's acts of infringement have been conducted with knowledge that the 

technology Defendant derived from Yodlee was protected by the Asserted Patents. Thus, 
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Defendant acted with an objectively high likelihood that its services infringe Yodlee's valid 

patents, and that risk was known by Defendant at least by Defendant's review of Yodlee's 

technical documents, and by Defendant's use of the patented technology under the NDA, 

Evaluation Agreement, and Services Agreement. Defendant's acts of infringement have been, 

and continue to be, willful so as to warrant the enhancement of damages awarded as a result of 

its infringement. 

71. Defendant's infringement has caused irreparable injury to Yodlee and will 

continue to cause irreparable injury until Defendant is enjoined from further infringement by this 

Court. 

COUNT VI 
PATENT INFRINGEMENT OF U.S. PATENT NO. 7,752,535 

72. The allegations of paragraphs 1-71 are incorporated as though fully set forth 

herein. 

73. Upon information and belief, Defendant had knowledge of the '535 patent at least 

as of the filing of this Complaint. 

74. Upon information and belief, various employees of Defendant, including at least 

founders Zach Perret and William Hockey, have been aware that Yodlee's aggregation and 

personal financial management technology was the subject of numerous patents since 2012. 

Upon information and belief, Defendant and at least its founders Zach Perret and William 

Hockey used their access to Yodlee's confidential services and product documentation through 

the NDA, Evaluation Agreement, and Services Agreement to learn how to implement the 

patented technology, and then proceeded to terminate their Services Agreement so that 

Defendant could offer competing software and services based upon the patented technology. 
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Upon information and belief, Defendant has acted and continues to act with specific intent to 

cause infringement of the '535 patent. 

75. Defendant's software and services are not staple articles of commerce and have 

no substantial uses other than to practice the '535 patent. Upon information and belief, 

Defendant has acted and continues to act with specific intent to contribute to infringement of the 

'535 patent. 

76. Upon information and belief, Defendant has been and is now infringing, inducing 

infringement, and contributing to the infringement of the '535 patent by making, using, selling, 

and/or offering to sell, without authority, software and services covered by one or more claims of 

the '535 patent, and/or contributing to or inducing the same by third parties, all to the injury of 

Yodlee. 

77. Defendant's acts of infringement have injured and damaged Yodlee, and such acts 

will continue to cause Yodlee to suffer damages. 

78. Defendant's acts of infringement have been conducted with knowledge that the 

technology Defendant derived from Yodlee was protected by the Asserted Patents. Thus, 

Defendant acted with an objectively high likelihood that its services infringe Yodlee's valid 

patents, and that risk was known by Defendant at least by Defendant's review of Yodlee's 

technical documents, and by Defendant's use of the patented technology under the NDA, 

Evaluation Agreement, and Services Agreement. Defendant's acts of infringement have been, 

and continue to be, willful so as to warrant the enhancement of damages awarded as a result of 

its infringement. 
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79. Defendant's infringement has caused irreparable injury to Yodlee and will 

continue to cause irreparable injury until Defendant is enjoined from further infringement by this 

Court. 

COUNT VII 
PATENT INFRINGEMENT OF U.S. PATENT NO. 8,266,515 

80. The allegations of paragraphs 1-79 are incorporated as though fully set forth 

herein. 

81. Upon information and belief, Defendant had knowledge of the '515 patent at least 

as of the filing of this Complaint. 

82. Upon information and belief, various employees of Defendant, including at least 

founders Zach Perret and William Hockey, have been aware that Yodlee's aggregation and 

personal financial management technology was the subject of numerous patents since 2012. 

Upon information and belief, Defendant and at least its founders Zach Perret and William 

Hockey used their access to Yodlee's confidential services and product documentation through 

the NDA, Evaluation Agreement, and Services Agreement to learn how to implement the 

patented technology, and then proceeded to terminate their Services Agreement so that 

Defendant could offer competing software and services based upon the patented technology. 

Upon information and belief, Defendant has acted and continues to act with specific intent to 

cause infringement of the ' 515 patent. 

83. Defendant's software and services are not staple articles of commerce and have 

no substantial uses other than to practice the '515 patent. Upon information and belief, 

Defendant has acted and continues to act with specific intent to contribute to infringement of the 

'515 patent. 
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84. Upon information and belief, Defendant has been and is now infringing, inducing 

infringement, and contributing to the infringement of the '515 patent by making, using, selling, 

and/or offering to sell, without authority, software and services covered by one or more claims of 

the '515 patent, and/or contributing to or inducing the same by third parties, all to the injury of 

Yodlee. 

85. Defendant's acts of infringement have injured and damaged Yodlee, and such acts 

will continue to cause Yodlee to suffer damages. 

86. Defendant's acts of infringement have been conducted with knowledge that the 

technology Defendant derived from Yodlee was protected by the Asserted Patents. Thus, 

Defendant acted with an objectively high likelihood that its services infringe Yodlee's valid 

patents, and that risk was known by Defendant at least by Defendant's review of Yodlee's 

technical documents, and by Defendant's use of the patented technology under the NDA, 

Evaluation Agreement, and Services Agreement. Defendant's acts of infringement have been, 

and continue to be, willful so as to warrant the enhancement of damages awarded as a result of 

its infringement. 

87. Defendant's infringement has caused irreparable injury to Yodlee and will 

continue to cause irreparable injury until Defendant is enjoined from further infringement by this 

Court. 

PRAYER FOR RELIEF 

WHEREFORE, Plaintiff Yodlee prays for relief as follows: 

(a) 	judgment that Defendant Plaid has infringed and is infringing the '077 patent, 

directly, contributorily, and by inducement; 
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(b) judgment that Defendant Plaid has infringed and is infringing the '783 patent, 

directly, contributorily, and by inducement; 

(c) judgment that Defendant Plaid has infringed and is infringing the '451 patent, - 

directly, contributorily, and by inducement; 

(d) judgment that Defendant Plaid has infringed and is infringing the '548 patent, 

directly, contributorily, and by inducement; 

(e) judgment that Defendant Plaid has infringed and is infringing the '520 patent, 

directly, contributorily, and by inducement; 

(f) judgment that Defendant Plaid has infringed and is infringing the '535 patent, 

directly, contributorily, and by inducement; 

(g) judgment that Defendant Plaid has infringed and is infringing the '515 patent, 

directly, contributorily, and by inducement; 

(h) judgment that Defendant's infringement of the '077, '783, '451, '548, '520,.'535, 

and '515 patents was and continues to be willful; 

(i) a preliminary injunction and a permanent injunction preventing Defendant and its 

officers, directors, agents, servants, employees, attorneys, licensees, successors, assigns, and 

customers, and those in active concert or participation with any of them, from making, using, 

offering to sell, or selling in the United States or importing into the United States any software or 

services that infringe any claim of the '077, '783, '451, '548, '520, '535, and '515 patents, or 

contributing to or inducing the same by others; 

(j) judgment against Defendant for money damages sufficient to compensate Yodlee 

for Defendant's infringemenf of the '077, '783, '451, '548, '520, '535, and '515 patents in an 

amount to be determined at trial; 
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(k) 	that any such money judgment be trebled as a result of the willful nature of 

Defendant's infringement; 

(1) 	an accounting for infringing sales not presented at trial and an award by the Court 

of additional damages for any such infringing sales; 

(m) that this Court declare this case an exceptional case pursuant to 35 U.S.C. § 285; 

(n) costs and reasonable attorneys' fees incurred in connection with this action 

pursuant to 35 U.S.0 § 285; and 

(o) such other and further relief as this Court finds just and proper. 

DEMAND FOR JURY TRIAL 

PlaintiffYodlee requests trial by jury on all issues so triable. 
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Dated: December 1, 2014 	 FISH & RICHARDSON P.C. 

By: /s/RobertM.Oakes 
Robert M. Oakes (#5217) 
222 Delaware Avenue, 1.7th Floor 
P.O. Box 1114 
Wilmington, DE 19899 
Telephone: (302) 652-5070 
Facsimile: (302) 652-0607 
oakes@fr.com  

David M. Barkan 
FISH & RICHARDSON P.C. 
500 Arguello Street, Suite 500 
Redwood City, CA 94063 
Telephone: (650) 839-5070 
Facsimile: (650) 839-5071 
barkan@fr.com  

Attorneys for Plaintiff 
YODLEE, INC. 
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1 
SERVER-SIDE WEB SUMMARY 

GENERATION AND PRESENTATION 

CROSS-REFERENCE TO RELATED 
DOCUMENTS 

The present invention is a continuation in part (CIP) to 
patent application Ser. No. 09/208,740 entitled "Method and 
Apparatus for Providing and Maintaining a User-Interactive 
Portal System Accessible via lnternet or other Switched- 
Packet-Network" filed on Dec. 8, 1998,pending, disclosure 
of which is incorporated herein in its entirety herein by 
reference. 

FIELD OF THE INVENTION 

The present invention is in the field of Internet navigation 
including various communication means and connection 
technologies and pertains more particularly to methods and 
apparatus, including software, for gathering summary infor- 
mation &om users or enterprise-selected WEB sites and 
presenting the information as HTML to the user using either 
a push or pull technology. 

BACKGROUND OF THE INVENTION 

The information network known as the World Wide Web 
(WWW), which is a subset of the well-known Intemet, is 
arguably the most complete source of publicly accessible 
information available. Anyone with a suitable Intemet appli- 
ance such as a personal compuler with a standard Internet 
connection may access (go on-line) and navigate to infor- 
mation pages (termed web pages) stored on Internet- 
connected servers for the purpose of gamering information 
and initiating transactions with hosts of such servers and 
pages. 

Many companies offer various subscription services 
accessible via the Internet. For example, many people now 
do their banking, stock trading, shopping, and so forth from 
the comfort of their own homes via lnternet access. 
Typically, a user, through subscription, has access to per- 
sonalized and secure WEB pages for such funetions. By 
typing in a user name and a password or other personal 
identification code, a user may obtain information, initiate 
transactions, buy stock, and accomplish a myriad of other 
tasks. 

One problem that is encountered by an individual who has 
several or many such subscriptions to Internet-brokered 
services is that there are invariably many passwords and/or 
log-in codes to be used. Often a same password or code 
cannot be used for every service, as the password or code 
may already be taken by another user. A user may not wish 
to supply a code unique to the user such as perhaps a social 
security number because of security issues, including quality 
of security, that may vary from service to service. 
Additionally, many users at their own volition may choose 
different passwords for different sites so as to have increased 
security, which in fact also increases the number of pass- 
words a user may have. 

Another issue that can plague a user who has many 
passworded subscriptions is the fact that they must book- 
mark many WEB pages in a computer cache so that they 
may quickly find and access the various services. For 
example, in order to reserve and pay for airline travel, a user 
must connect to the Intemet, go to his/her book-marks file 
and select an airline page. The user then has to enter a user 
name and password, and follow on-screen instructions once 
the page is delivered. If the user wishes to purchase tickets 

2 
from the WEB site, and wishes to transfer funds from an 
on-line banking service, the user must also look for and 
select the personal bank or account page to initiate a funds 
transfer for the tickets. Different user names and passwords 

5 may be required to access these other pages, and things get 
quite complicated. 

Although this preceding example is merely exemplary, it 
is generally known that much work related to finding WEB 
pages, logging in with passwords, and the like is required to 

Jo successfully do business on the WEB. 
A service known to the inventor and described in the 

related case listed under the cross-reference to related docu- 
ments section provides a WEB service that allows a user to 
store all of his password protected pages in one location such 

15 that browsing and garneung information from them is much 
simplified. A feature of the above service allows a user to 
program certain tasks into the system such that requested 
tasks are executed by an agent (software) based on user 
instruction. The service stores user password and log-in 

20  information and uses the information to log-in to the user's 
sites, thus enabling the user to navigate without having to 
manually input log-in or password codes to gain access to 
the links. 

The above-described service uses a server to present a 
zs user-personalized appl'rcation that may be displayed as an 

interactive home page that contains all of his listed sites 
(hyperlinks) for easy navigation. The application lists the 
user's URL's in the form of hyperlinks such that a user may 

30  click on a hyperlink and navigate to the page wherein login, 
if required, is automatic, and transparent to the user. 

The application described above also includes a software 
agent that may be programmed to perform scheduled tasks 
for the user including retuming specific summaries and 

35 updates about user-account pages. A search function is 
provided and adapted to cooperate with the software agent 
to search user-entered URL's for specific content if such 
pagcs are cached somewhere in their presentable form such 
as at the portal server, or on the client's machine. 

40 	In addition to the features described above, it is desirable 
that the software agent in conjunetion with the search 
function be enabled to navigate to any URL or group of 
URL's, provided as input by a user or otherwise deemed 
appropriate by the service provider, for the purpose of 

qs  providing summary information regarding updated content 
for each URL, which may be presented as an HTML 
inform ation-p age to the user. 

What is clearly needed is a method and apparatus that can 
independently navigate to user-supplied or known URL's, 

50 login with the appropdate password information at each 
URL (if required), and return requested summary informa- 
tion to a user in the form of a human and machine-readable 
HTML document. Such a system would provide an effective 
summarization service wherein important information may 

55 be presented to a user without requiring that the user invoke 
hyperlinks at his personal portal home page. 

SUMMARY OF THE INVENTION 

In a preferred embodiment of the present invention an 
60 Internet Portal is provided, comprising an Internet- 

connected server; and a portal software executing on the 
server, including a summary software agent. The Portal 
maintains a list of Internet destinations specific for a 
subscriber, and the summary software agent accesses the 

65 Internet destinations, retrieves information according to 
pre-programmed criteria, and summarizes the retrieved 
information for delivery to the subscriber. 
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In one embodiment the Portal further comprises a con- 
figuration and intitiation interface for a subscriber to set up 
and start a summary search, and summary searches may be 
configured for individual clients as templates stored and 
retrieved at the Internet-connected server. In some cases 
summary information is stored to be later downloaded at 
request of the subscriber, and in others the information is 
immediately pushed to the client. Also in some embodi- 
ments autologins are performed for the subscriber at each 
Internet site according to a data stored for the subscriber at 

the Portal. 
Methods for practicing the invention in several embodi- 

ments are provided as well in the descriptions that follow, 
and for the first time a system is enabled allowing subscrib- 
ers to quickly access multiple WEB sites without lengthy 
log-in procedures, and to also summarize and download the 
data resulting from a summary search. 

BRIEF DESCRIPTION OF THE DRAWINGS 
FIGURES 

FIG. 1 is an overview of an Internet portal system and 
network according to an embodiment of the present inven- 
tion. 

FIG. 2 is an exemplary plan view of a personalized Portal 
home page application as it may be seen on a display 
monitor according to an embodiment of the present inven- 
tion. 

FIG. 3 is a flow diagram illustrating user interaction with 
the Internet portal of FIG. 1. 

FIG. 4 is a block diagram illustrating a summarization 
software agent and capabilities thereof according to an 
embodiment of the present invention. 

FIG. 5 is a logical flow chart illustrating an exemplary 
summarization process performed by the software agent of 
FIG. 4 operating in a user-defined mode. 

FIG. 6 is a logical flow chart illustrating an exemplary 
suromarization process performed by the software agent of 
FIG. 4 in a User-independent smart mode with minimum 
user input. 

DESCRIPT'ION OF THE PREFERRED 
EMBODIMENTS 

According to a preferred embodiment of the present 
invention, a unique Intemet portal is provided and adapted 
to provide unique services to users who have obtained 
access via an Intemet or other network connection from an 
Internet-capable appliance. Such an interface provides users 
with a method for storing many personal WEB pages and 
further provides search function and certain task-performing 
functions. The methods and apparatus of the present inven- 
tion are taught in enabling detail below. 

FIG. 1 is an overview of an Intemet portal system 11 and 
Internet network 13 according to an embodiment of the 
present invention. Portal system 11, in this embodiment, 
operates as an ISP in addition to a unique network portal, but 
may, in other embodiments be implemented as a stand-alone 
Internet server. In yet other embodiments the service and 
apparatus described herein may also be provided by such as 
a scarch and listing service (A1taVistaTM, YahooT"') or by 
any other enterprise hosting a WEB-connected server. 

Intemet 13 is representative of a prefened use of the 
present invention, but should not be considered limiting, as 
the invention could apply in other networks and combina- 
tions of networks. 

ISP 15 in this embodiment comprises a server 31, a 
modem bank 33, represented here by a single modem, and 

a mass storage repository 29 for storing digital data. The 
modem bank is a convenience, as connection to the server 
could be by another type of network link. ISP 15, as is 
lypical in the art, provides Internet access services for 

5 individual subscribers. In addition to well-known Intemet 
acc:ess services, ISP 15 also provides a unique subscription 
service as an Internet portal for the purpose of storing many 
WEB pages or destinations along with any passwords and or 
personal codes associated with those pages, in a manner 

10 described in more detail below. This unique portal service is 
provided by execution of Portal Software 35, which is 
termed by the inventors the Password-All suite. The soft- 
ware of the invention is referred to herein both as the Portal 
Software, and as the Password-all software suite. Also, in 

15 much of the description below, the apparatus of the inven- 
tron is referred to by the Password-All terminology, such as 
the Password A11 Server or Password All Portal. 

ISP 15 is connected to Intemet 13 as shown. Other 
equipment known in the art to be present and connected to 

20 a network such as Intemet 13, for example, IP data routers, 
data switches, gateway routers, and the like, are not illus- 
trated here but may be assumed to be present. Access to ISP 
15 is through a connection-oriented telephone system as is 
known in the art, or through any other Intemet/WEB access 

25 connection, such as through a cable modem, special network 
connection (e.g. Tl), ISDN, and so forth. Such connection is 
illustrated via access line 19 from Internet appliance 17 
through modem bank 33. 

In a preferred embodiment a user has access to Intemet 
30 Password-All Portal services by a user name and password 

as is well known in the art, which provides an individualized 
WEB page to the subscriber. In another embodiment 
wherein a user has other individuals that use his or her 
Internet account, then an additional password or code unique 

35 to the user may be required before access to portal 31 is 
granted. Such personalized Portal WEB pages may be stored 
in repository 29, which may be any convenient form of mass 
storage. 

Three Internet servers 23, 25, and 27, are shown in 
40 Internet 13, and represent Intemet servers hosted by various 

enterprises and subscribed to by a user operating appliance 
17. For example, server 23 may be a bank server wherein 
interactive on-line banking and account managing may be 
performed. Server 25 may be an investment server wherein 

45 investment accounts may be created and managed. Server 27 
may be an airline or travel server wherein fGghts may be 
booked, tickets may be purchased, and so on. In this 
example, all three servers are secure servers requiring user 
ID and password for access, but the invention is not neces- 

so sarily limited to just secure services. 
In a preferred embodiment of the present invention, a 

subscribing user operating an Internet-capable appliance, 
such as appliance 17, connects to Password-All Portal 
system 11 hosted by ISP 15, and thereby gains access to a 

55 personalized, interactive WEB page, which in turn provides 
access to any one of a number of servers on Internet 13 such 
as servers 23, 25, and 27, without being required to enter 
additional passwords or codes. In a preferred embodiment 
the software that enables this service is termed Password-All 

6o by the inventors. Password-All may be considered to be a 
software suite executing on the unique server, and in some 
instanees also on the user's station (client). Additional 
interactivity provided by portal software 35 allows a con- 
nected user to search his listed pages for information asso- 

65 ciated with keywords, text strings, or the like, and allows a 
user to program user-defined tasks involving access and 
interaction with one or more Internet-connected servers such 
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as servers 23, 25, and 27 according to a pre-defined time 
schedule. These functions are taught in enabling detail 
below. 

FIG. 2 is an illustration of a personalized portal page as 
may be seen on a display monitor according to an embodi- 
ment of the present invention, provided by Password-!lll 
Portal software 35 executing on server 31, in response to 
secure access by a subscriber. Page 32 presents an interac- 
tive listing 34 of user-subscribed or member WEB pages, 
identified in this example by URL, but which may also be 
identified by any convenient pseudonym, preferably 
descriptive, along with user name and typically encrypted 
password information for eacb page. Listed in a first column 
under destination, are exemplary destinations LBC.com, My 
Bank.com, My Stocks.com, My shopping.com, 
Mortgage.com, and Airline.com. These are but a few of 
many exemplary destinations that may be present and listed 
as such on page 33. In order to view additional listings listed 
but not immediately viewable from within application 33, a 
scroll bar 35 is provided and adapted to allow a user to scroll 
up or down the list to enable viewing as is known in the art. 

Items listed in list 34 in this example may be considered 
destinations on such as servers 23, 25, and 27 of FIG. 1. 
Typically the URL associated with an item on this list will 
not take a user to a server, per se, but.to  a page stored on a 
server. User names and password data associated with each 
item in list 34 are illustrated in respective columns labeled 
user name, and password, to the right of the column labeled 
destination. Each listing, or at least a portion of each listing, 
is a hyperlink invoking, when selected, the URL to that 
destination. In some instances a particular service may have 
more than one associated URL. For example, My Bank.com  
may have more than one URL associated for such as 
different accounts or businesses associated also with a single 
subscriber. In this case there may be a sub-listing for 
different destinations associated with a single higher-level 
listing. This expedient is not shown, but given this teaching 
the mechanism will be apparent to those with skill in the art. 

In some embodiments one page 33 may be shared by more 
than one user, such as a husband and wife sharing a common 
account and subscription. An instance of this is illustrated 
herein with respect to the server labeled Mortgage.com  
wherein botb a John and a Jane Doe are listed together under 
the column labeled user name. In another embodiment, a 
network of individuals, perhaps business owners, authorized 
co-workers, investment parties, or the like may share one 
application. In this way, system 11 may be adapted for 
private individuals as well as business uses. 

After gaining access to application 33 which is served via 
Internet portal server 31 of FIG. 1, a user may scroll, 
highlight, and select any URL in his or her list 34 for the 
purpose of navigation to that particular destination for 
further interaction. Application 33 already has each pass- 
word and user name listed for each URL. It is not necessary, 
however, that the password and user name be displayed for 
a user or users. T11ese may well be stored transparently in a 
user's profile, and invoked as needed as a user makes 
selections. Therefore, a user is spared the need of entering 
passwords and user names for any destinations enabled by 
list 34. Of course, each list 34 is built, configured and 
maintained by a subscribing user or users, and an editing 
facility is also provided wherein a user may edit and update 
listings, including changing URL's adding and deleting 
listings, and the like. 

In another aspect of the invention new listings for a user's 
profile, such as a new passthrough to a bank or other 

enterprise page, may be added semi-automatically as fol- 
lows: Typically, when a user opens a new account with an 
enterprise through interaction with a WEB page hosted by 
the enterprise, the user is required to provide certain 

5 information, which will typically include such as the user's 
ID, addres.s, e-mail account, and so forth, and typically a 
new user name and password to access the account. In this 
process the user will be interacting with the enterprise's 
page from his/her browser. A Password-All plug-in is pro- 

10 vided wherein, after entering the required information for 
the new enterprise, the user may activate a pre-determined 
signal (right click, key stroke, ete.), and the Password-All 
suite will then enter a new passthrough in the user's Pass- 
word. All profile at the Password-All Portal server. 

15 	In a related method for new entries, the enterprise hosting 
the Password-All Portal may, by agreement with other 
enterprises, provide log-in and sign-up services at the 
Password-All Portal, with most action transparent to the 
user. For example, there may be, at the Password-All Portal, 

Zo a selectable browser list of cooperating enterprises, such as 
banks, security services, and the like, and a user having a 
Password-All Portal subscription and profile may select 
among such cooperating enterprises and open new accounts, 
which will simultaneously and automatically be added to the 

25 Password-All Portal page for the user and to the server 
hosted by the cooperating enterprise. There may be some 
interactivity required for different accounts, but in the main, 
much information from the user's profile may be used 
directly without being re-entered. 

30 	The inventors have anticipated that many potential users 
may well be suspicious of providing passwords and user 
names to an enterprise hosting a Password-All Portal Server 
executing a service like Password-All according to embodi- 
ments of the present invention. To accommodate this 

35 problem, in preferred embodiments, it is not necessary that 
the user provide the cleartext password to Password. All. 
Instead, an encrypted version of each password is provided. 
When a user links to his passthrough page in Password-All 
at the Password-All Portal server, when he/she invokes a 

ao hyperlink, the encrypted password is returned to the user's 
system, which then, by virtue of the kept encryption key or 
master password, invokes the true and necessary password 
for connection to the selected destination. It is thus not 
necessary that cleartext passwords be stored at the 

as password-All Portal server, where they may be vulnerable to 
attack from outside sources, or to perceived misuse in other 
ways as well. 

In a related safety measure, in a preferred embodiment of 

So 
the invention, a user's complete profile is never stored on a 
single server, but is distributed over two or more, preferably 
more, servers, so any problem with any one server will 
minimize the overall effect for any particular user. 

Password-All, as described above, allows a user to access 
55 a complete list of the user's usual cyberspace destinations, 

complete with necessary log-on data, stored in an encrypted 
fashion, so a user may simply select a destination (a 
hyperlink) in the Password-All list, and the user's browser 
then invokes the URL for the selected destination. In an 

60  added feature, Password-All may display banner ads and 
other types of advertisement during the navigation time 
between a byperlink being invoked and the time the desti- 
nation WEB page is displayed. 

In yet another embodiment of the invention, a user/ 
65 subscriber need not access the Password-All page to enjoy 

the advantages of the unique features provided. In this 
variation, a Plug-In is provided for the subscriber's WEB 
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browser. If the subscriber navigates by use of the local 
browser to a WEB page requiring a secure log-in, such as 
his/her on-line banking destination, when the subscriber is 
presented with an input window for 1D and Password, the 
plug in may be activated by a predetermined user input, such 
as a hot key or right click of the mouse device. The plug-in 
then accesses, transparently, the Password-All page (which 
may be cached at the client), and automatically accesses and 
provides the needed data forlog-on. 

In yet another aspect of the invention a search option 37 
allows a user to search list 34 for specific URL's based on 
typed input such as keywords or the like. In some cases, the 
number of URL's stored in list 34 can be extensive making 
a search function such as funetion 37 an attractive option. A 
criteria dialog box 51 illustrated as logically separated from 
and below list 34 is provided and adapted to accept input for 
search option 37 as is known in the art. In one embodiment, 
search option 37 may bring up a second window wherein a 
dialog box such as box 51 could be located. 

In another aspect of the invetion the search function may 
also be configured in a window invoked from window 33, 
and caused to search all or selected ones of listed 
destinations, and to retum results in a manner that may be, 
at least to some extent, configured by a user. For example, 
a dialog box may be presented wherein a user may enter a 
search criteria, and select among all of the listed destina- 
tions. The search will then be access each of the selected 
destinations in turn, and the result may be presented to the 
user as each instance of the criteria is found, or results may 
be listed in a manner to be accessed after the search. 

Preferably the search function is a part of the Password- 
All Portal software, available for all users, and may be 
accessed by hyperlinks in user's personal pages. In some 
embodiments users may create highly individualized search 
functions that may be stored in a manner to be usable only 
by the user who creates such a function. 

In many aspects of the present invention, knowledge of 
specific WEB pages, and certain types of WEB pages, is 
highly desirable. In many embodiments characterislics of 
destination WEB pages are researched by persons 
(facilitators) maintaining and enhancing Password-All Por- 
tal software 35, and many characteristics may be provided in 
configuration modules for users to accomplish specific tasks. 
In most cases these characteristics are invoked and incor- 
porated transparent to the user. 

In yet another aspect of the present invention, the 
Pas.sword-All suite is structured to provide periodic reports 
to a user, in a manner to be structured and timed by the user, 
through the user's profile. For example, reports of changes 
in account balances in bank accounts, stock purchases, stock 
values, total airline travel purchases, frequent-flier miles, 
and the like may be summarized and provided to the users 
in many different ways. Because the Password-All Portal 
server with the Password-All software site handles a broad 
variety of transactional traffic for a user, there is an oppor- 
tunity to summarize and collect and process statistics in 
many useful ways. In preferred embodiments of the inven- 
tion such reports may be furnished and implemented in a 
number of different ways, including being displayed on the 
user's secure personal WEB page on the Password-All 
Portal. 

In addition to the ability of performing tasks as described 
above, task results including reports, and hard documents 
such as airline tickets may be sent over the Internet or other 
data packet-networks to user-defined destinations such as 
fax machines, connected computer nodes, e-mail servers, 

and other Internet-connected appliances. All tasks may be 
set-up and caused to run according to user-defined schedules 
while the user is doing something else or is otherwise not 
cngaged with the schedulcd task. 

5 	In another embodiment of the present invention, recog- 
nizing the increasing use of the Internet for fiscal 
transactions, such as purchasing goods and services, a 
facility is provided in a user's profile to automatically track 
transactions made at various destinations, and to authorize 

10 payment either on a transaction-by-transaction basis, or after 
a session, using access to the user's bank accounts, all of 
which may be pre-programmed and authorized by the user. 

Other firnctions or options illustrated as part of applica- 
tion 35 include a last URL option 41, an update function 43, 

15 and an add function 45. Function 41 allows a user to 
immediately navigate to a last visited URL. Update function 
43 provides a means of updating URL's for content and new 
address. An add function enables a user to add additional 
URL's to list 34. Sirnilarly, function 45 may also provide a 

ZO means to delete entries. Other ways to add accounts are 
described above. It should be noted that the services pro- 
vided by the unique Password-All Portal in embodiments of 
the present invention, and by the Password-All software 
suite are not limited to destinations requiring passwords and 

25 user names. The Password-All Portal and software in many 
embodiments may also be used to manage all of a user's 
bookmarks, including editing of bookmarks and the like. In 
this aspect, bookmarks will typically be presented in 
indexed, grouped, and hierarchical ways. 

30 	There are editing features provided with Password-All for 
adding, acquiring, deleting, and otherwise managing book- 
marks. As a convenience, in many embodiments of the 
invention, bookmarks may be downloaded from a user's 
Password-All site, and loaded onto the same user's local 

35 browser. In this manner, additions and improvements in the 
bookmark set for a user may be used without the necessity 
of going to Password-All. Further, bookmarks may be 
uploaded from a user's local PC to his/her home page on the 

40 
Password-All site by use of one or more Password-All 
plug-ins. 

It will be apparent to the skilled artisan, given the teaching 
herein, that the functionality provided in various embodi- 
ments of the invention is especially applicable to Intemet- 

45  capable appliances that may be limited in input capability. 
For example, a set-top box in a WEB TV application may 
well be without a keyboard for entering IDs and Passwords 
and the like. In practice of the present invention keyboard 
entry is minimized or eliminated. The same comments apply 

5o 
to many other sorts of Internet appliances. 

In preferred embodiments of the invention, once a 
subscriber-user is in Password-All, only an ability to point- 
and-click is needed for all navigation. To get into the 
Password-All site, using a limited apparatus, such as an 

55 appliance without a keyboard or keypad, a Smartcard or 
embedded password may be used, or some other type of 
authentication. 

It will be apparent to one with skill in the art that an 
interactive application such as application 33 may be pro- 

60 vided in a form other lhan a WEB page without departing 
from the spirit and scope of the present invention. For 
example, an application such as application 33 may be 
provided as a downloadable module or program that may be 
sel-up and configured off-line and made operational when 

65 on-line. 
FIG. 3 is a flow diagram illustrating user interaction with 

the Intemet Password-All Portal of FIG. 1. The following 
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process steps illustrated, according to an embodiment of the 
present invention, are intended to illustrate exemplary user- 
steps and automated sof.tware processes that may be initiated 
and invoked during interaction with an Internet portal of the 
present invention such as portal 31 of FIG. 1. In step 53 a 5 

user connects to the Intemet or another previously described 
switched-packet network via a compatible appliance such as 
Internet appliance 17 of FIG. 1. 

At step 55, a user enters a user-name and password, 
which, in one embodiment, may simply be his ISP user name lo 
and password. In another embodiment, a second password or 
code would be required to access.an  Intemet portal such as 
portal server 31 of FIG. 1 after logging onto the Internet 
through the ISP. In some cases, having a special anangement 
with the ISP, there may be one password for both Internet .15 

access through the ISP and for Password-All. At step 57 a 
personal WEB page such as page 32 of FIG. 2 is displayed 
via lnternet portal server 31. At minimum, the personalized 
WEB page will contain all user configured URL's, and may 
also be enhanced by a search firnction, among other possi- 20  
bilities. 

In step 58 a user will, minimally, select a URL from his 
or her bookmarked destinations, and as is known by hyper- 
link technology, the transparent URL will be invoked, and 
the user will navigate to that destination for the purpose of 25 

normal user interaction. In this action, the Password-All 
Portal software transparently logs the user on to the desti- 
nation page, if such log-on is needed. 

At step 60 the user invokes a search engine by clicking on 
30 an option such as described option 37 of FIG. 2. At step 62, 

the user inputs search parameters into a provided text field 
such as text field 51 of FIG. 2. After inputting such 
parameters, the user starts the search by a button such as 
button 52. The search engine extracts information in step 64. 
Such information may be, in one option, of the form of 35 

URL's fitting the description provided by search parameters. 
A searched list of URL's may be presented in a separate 
generated page in step 66 after which a user may select 
which URL to navigate to. In an optional search function, 
the user may provide search criteria, and search any or all of 40  
the possible destinations for the criteria. 

In another embodiment wherein WEB pages are cached in 
their presentable form, information extracted in step 64 may 
include any information contained in any of the stored pages 

45 
such as text, pictures, interactive content, or the like. In this 
case, one displayed result page may provide generated links 
to search results that include the URL associated with the 
results. Perhaps by clicking on a text or graphic result, the 
associated WEB page will be displayed for the user with the 

50 
result highlighted and in view with regards to the display 
window. 

Enhanced Agent for WEB Summaries 
In another aspect of the present invention, a software 

agent, termed a gatherer by the inventors, is adapted to 55 
gather and return summary information about URL's 
according to user request or enterprise discretion. This is 
accomplished in embodiments of the present invention by a 
unique scripting and language parsing method provided by 
the inventor wherein human knowledge workers associated 60 
with the service provide written scripts to such a gatherer 
according to subscriber or enterprise directives. Such a 
software gatherer, and capabilities thereof, is described in 
enabling detail below. 

Referring now to FIG. 1, there is illustrated an exemplary 65 

architecture representing a portal service-network which, in 
this case is hosted by ISP 15. Portal software 35 in this  

embodiment executes on portal server 31 set-up at the ISP 
location. Mass repository 29 is used for storing subscriber 
information such as passwords, login names, and the like. 
Internet servers 23, 25, and 27 represent servers that are 
adapted to serve WEB pages of enterprises patronized by a 
subscriber to the portal service such as one operating Inter- 
net appliance 17. 

The main purpose of portal software 35 as described 
above with reference to FIG. 2, is to provide an interactive 
application that lists all of the subscriber's WEB sites in the 
form of hyperlinks. Wben a user invokes a hyperlink from 
his personal list, software 35 uses the subscriber's personal 
information to provide an automatic and transparent login 
function for the subscriber while jumping the subscriber to 
the subject destination. 

Referring again to FIG. 2, an interactive list 34 containing 
user-entered hyperlinks and a set of interactive tools is 
displayed to a subscriber by portal software 35 of FIG. 1. 
One of the tools available to a subscriber interacting with list 
34 is agent (software) 39. Agent 39 may be programmed to 
perform certain tasks such as obtaining account information, 
executing simple transactions, returning user-requested noti- 
fication information about upcoming events, and so on. 
Search function 37 and update function 43 may be integrated 
with agent 39 as required to aid in functionality. 

It is described in the above disclosure that agent 39 may, 
in some embodiments, search for and return certain sum- 
mary information contained on user-subscribed WEB pages, 
such as account summaries, order tracking information and 
certain other information according to user-defined param- 
eters. This feature may be programmed by a user to work on 
a periodic time schedule, or on demand. 

In the following disclosure, enhancements are provided to 
agent 39. Such enhancements, described in detail below, 
may be integrated into agent 39 of portal software 35 (FIGS. 
1 and 2); and may be provided as a separate agent or gatherer 
to run with portal software 35; or may, in some 
embodiments, be provided as a standalone service that is 
separate from portal software 35. 

FIG. 4 is a block diagram illustrating a summarization 
software agent 67 and various capabilities and layers thereof 
according to an embodiment of the present invention. Sum- 
marization agent 67, hereinafter termed gatherer 67, is a 
programmable and interactive software application adapted 
to mn on a network server. Gatherer 67 may, in one 
embodiment, be integrated with portal software 35 of FIG. 
1 and be provided in the form of a software module separate 
from agent 39 (FIG. 2). In another embodiment, gatherer 67 
may be a part of agent 39 as an enhancement to the function 
of that agent as previously described. In still another 
embodiment, gatherer 67 may be provided as a parent or 
client-side application controlled by a separate service from 
the portal service described above. 

In this exemplary embodiment gatherer 67 is a multi- 
featured software application having a variety of sub- 
modules and interface modules incorporated therein to pro- 
vide enhanced function. Gatherer 67 has a client/service 
interface layer 69 adapted to enable directive input from 
both a client (user) and a knowledge worker or workers 
associated with the service. A browser interface 77 is pro- 
vided in layer 69, and adapted to provide access to appli- 
cation 67 from a browser mnning on a client's PC or other 
Internet or network appliance. Interface 77 facilitates 
bi-directional communication with a user's browser appli- 
cation (not shown) for the purpose of allowing the user to 
input summary requests into gatherer 67 and receive sum- 
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12 
mary results. Interface 77 supports all existing network 
communication protocols such as may be known in the art, 
and may be adapted to support future protocols. 

Layer 69 also comprises a unique input scripting module 
79 that is adapted to allow a human knowledge worker to 5 
create and supply directive scripts containing the site logic 
needed by gatherer 67 to find and retrieve data from a WEB 
site. In this case, gatherer 67 executes and runs on a network 
server such as server 31 of FIG. 1. However, this is not 
required in order to practice the present invention. 	10 

It is assumed in this example that gatherer 67 is part of the 
portal software suite 35 running on server 31 of FIG. 1. 
Gatherer 67 may be provided as several dedicated agents, or 
as one multi-functional agent without departing from the 
spirit and scope of the present invention. For example, one 

15 
gatherer 67 may be scripted and programmed to execute a 
single user request with additional gatherers 67 called upon 
to perform additional user-requests. Alternatively, one gath- 
erer 67 may be dedicated and assigned to each individual 
user and adapted to handle all requests from that user. 	

20 
Interface layer 69 facilitates exchange of information 

from both a client and a knowledge worker. A client oper- 
ating a WEB browser with an appropriate plug-in is enabled 
to communicate and interact with gatherer 67. For example, 
a user may enter a request to retum a summary of pricing for 25 
all apartments renting for under $1000.00 per month located 
in a given area (defined by the user) from apartments.com  
(one of user's registered WEB sites). The just mentioned 
request would be categorized as either a periodic request, or 
a one time (on demand) request. The communicated request 30 
initiates a service action wherein a knowledge worker asso- 
ciated with the service uses module 79 to set-up gatherer 67 
to perform it's function. Module 79 is typically executed 
from a network-connected PC operated by the knowledge 
worker. 	 35 

According to an embodiment of the present invention, a 
unique scripting method facilitated by module 79 is pro- 
vided to enable gatherer 67 to obtain the goal information 
requested by a user. For example, the above mentioned 
example of WEB-site apartments.com  has a specific HTML ao 
(hyper-text-markup-language) logic that it uses to create its 
site and post its information. Such site logic is relatively 
standard fare for a majority of different sites hosted by 
different entities. Using this knowledge, a knowledge 
worker creates a site-specific script or template for gatherer as 
67 to follow. Such a template contains descriptions and 
locations of the appropriate fields used, for example, at 
apartments.com. Apartment description, location, deposit 
information, rental information, agent contact information, 
and other related fields are matched in terms of location and 5o 
label description on the template created with module 79. 
Completed templates are stored in.a database contained in a 
storage facility such as, perhaps, repository 29 of FIG. 1. 
Such templates may be reused and may be updated (edited) 
with new data. 	 55 

In one embodiment, one script may contain site logics for 
a plurality of WEB pages, and instructions for specific 
navigational instruction and password. or login information 
may be contained therein and executed serially, such as one 
site at a time. It is important to note lhat lhe knowledge 60 

worker or workers may perform much of their scripting via 
automatic controls such as by object linking and embedding 
(OLE) and a minor portion of scripting may be performed 
manually in an appropriate computer language, many of 
which are known in the art). 	 65 

Gatherer 67 also has a process layer 71 adapted for 
internal information gathering and parameter configuration. 

An optional portal server interface 81 is provided and 
adapted to allow gatherer 67 to provide updated information 
to a user's list of hyperlinks and also to obtain data from 
portal server 31 if required. For example, required hyper- 
links may be mirrored from a user's home page to a scripting 
template for navigational purposes. In an embodiment 
wherein gatherer 67 is part of a standalone service, a 
convention f.or providing user login information may be 
supplied at the client's end when a request is made. For 
example, an encrypted password may be supplied by a client 
plug-in and gatherer 67 may temporarily bonow the user's 
encryption key when auto login is performed. 

An appliance configuration module 83 is provided and 
adapted to allow a user to define and configure an Intemet 
appliance to communicate with the service and receive 
summary information. Sucb appliances may include but are 
not limited to palm top PC's, lap top PC's, cellular 
telephones, WEB TV's, and so on. Typically, a user will be 
presented a configuration WEB page from a network server 
that displays in his browser window on his desktop PC. The 
page contains an interface for communicating device param- 
eters and communication protocol types to module 83. In 
this way, a user may configure a preferred device for receipt 
of summary information. Device parameters and communi- 
cation protocols inherent to such a device are incorporated 
into the scripting of the site template and are used as 
instructions for WEB summary delivery. 

A navigation layer 73 is provided and adapted to perform 
the function of extemal site navigation and data gathering 
for gatherer 67. To this end, a crommunication interface/ 
browser control module 85 is provided and adapted to 
function as a WEB browser to access WEB sites containing 
WEB data. Control 85 receives it's instruction from the 
scripted template created by the knowledge worker. 

A parsing engine 87 is provided and adapted to parse 
individual WEB sites according to a template created via 
scripting module 79. Parsing engine 87 may be a PERL 
engine, an IE HTML engine, or any other or combination of 
known parsing engines. 'The template (not shown) tells 
control 85 and parsing engine 87 where to go and what fields 
at the destination site to look for to access desired data. Once 
the data fields are located, parsing engine 87 gatbers current 
data in the appropriate field, and retums that data to the 
service for further processing such as data conversion, 
compression and storage, and the like. 

Because WEB sites use tools that use consistent logic in 
setting up their sites, this logic may be used by the summa- 
rization service to instruct contro183 and parsing engine 87. 
The inventor provides herein an exemplary script logic for 
navigating to and gamishing data from AmazonTM.com. The 
hyperlinks and/or actual URLs required for navigation are 
not shown, but may be assumed to be included in the 
template script. In this example, a company name Yodlee 
(lcnown to the inventors) is used in the script for naming 
object holders and object containers, which are in this case 
Active XTM conventions. In another embodiment, JavaTM 
script or another object linking control may be used. The 
scripted template logic example is as follows: 

# Site amazon.orders.x - shows status of orders from Amazon 
logm( 7 ); 
get( "/exec/obidos/order-listf' ); 
my @tables = get_tables_containing_text( "Orders:" ); 
my Sorder_list = new Yodlee::ObjectHolder( 'orders' ); 
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or for wbom the data is made available according to enter- 
-continued prise discretion. 

$order_list->source( 'arnazon' ); A summarization page modu.le 91 is provided and adapted 
$order_list->link_info( get_linl_info( )); to Organize and serve a WEB summary page t0 a user. 
my @href_list; 5 	Module 91, in some embodiments, may immediately push a 
my @container_list; WEB summary to a user, or. module 91 may store such 
foreach my $table (@tables ){ 

my @rows = get_table_rows( ); summarized 	a es for a user to access via a 	ull method, in P g 	 P 
foreach my $i ( 0..$arows ){ which case a notification may be sent to the user alerting him 

select_row( $i ); of the summary page availability. Summarization module 91 
my $text = get_text( $rows[ $i ]); 10 includes an HTML renderer that is able to format data into 
next if $tExt =/orders:lstatns! 
my @items = get_row_items( ); HTML format for WEB 	a e dis la 	In this wa 	e-mail P g 	P 	Y• 	 Y~ 

next unless @items >= 4; messages and the like may be presented as HTML text on a 
my( $order_num, $date,'$status ); user's summarization page. Moreover, any summary data 
select_cell( 1); -fi-om any site may include an embedded hyperlink to that 
$order_num = get_cell_text( ); 
my $href = get_url_of_first_href( get_cell( ) ); 15 site. In this way, a user looking at an e-mail text in HTML 

select_cell( 2); may click on it and launch the appropriate e-mail program. 
$date = get_cell_text( ); Other sites will, by default, be linked through the summary 
select_cell( 3 ); page. 
$status = get_cell_text( ); 
next unless defined $order_num and defined $date and defined Many users will access their summary data through a 

$status; 20 WEB page as described above, however, this is not required 
my $order = new Yodlee::Container( 'orden' ); 	 . . 	III OIdeI t0 practice 	the present invention. 	In some 
$order->order_number( $order_num ); 
$order->date( $date ); embodiments, users will want their summary infom7ation 
$order->status( $status ); formatted and delivered to one of a variety of Intemet- 
$order_list->push_objed( $order ); capable appliances such as a palm top or, perhaps a cell 
if( defined $href ){ 25 phone. To this end, the renderer is capable of formatting and 

push( @luefJist, $href ); 
push( (Lbcontainer_list, $order ); presenting the summary data into a number of formats 

foreach my $i ( 0..$#href_list ){ specific to altemative devices. Examples of different known 
get( $href 	list[ $i ]); formats include, but are not limited to XML, plain text, 
@tables = get_tables_containing_text( "Items Ordered:" ); Vo%ML, HDML, audio, video, and so on. 

foreach my $table ( @tables ) { 
my @rows = get_table_rows( ); 

30 
In a preferred embodiment of the present invention, gather 

foreach my $j ( 0..$#rows ){ 67 is flexible in such a way as it may act according to 
select_row( $j ); enterprise rules, client directives, or a combination of the 
my $href = get_url_nf first_href( get_row( )); two. For example, if a user makes a request for summary next unless defined $href; 	 .  
my @child_list = get_children( get_row( ), 'a' ); 35 data about a user/subscribed WEB page to be periodically 
next unless defined $child_list[ 0]; executed and presented in the form of a HTML document, 
my $text = get_text( $child_list[ 0]); then gather 67 would automatically access and analyze the 
$container_list[ i]->description( $text ); 

} 
required internal information and user provided information 

} to formulate a directive. Using scripting module 79, a 
} 40 knowledge worker provides a template (if one is not already 
result( $order_list ); created for that site) that contains the "where to go" and 

"what to get" information according to site logic, user input, 

The above example is a script that instructs contro185 and and known information. 

parser 87 	to 	navigate to 	and 	obtain data 	from Altematively, if a user requests a summary about data on 

AmazonTM.com, specifically that data that reflects the user's 45 one of his sites such as, perhaps, current interest rates and 

current order status. Scripts may also be written to obtain re-finance costs at his mortgage site, the service may at it's 

virtually any type of text information available from any own discretion provide an additional unsolicited summary 

site. For example, a user may wish to obtain the New York from an altemate mortgage site for comparison. This type of 

Times headlines, the top ten performing stocks, a compara- summarization would be designed to enhance a user's _ 

tive list of flights from San Francisco to New York, etc. In sp position based on his profile information. In this case, 
one embodiment, metadata may be associated with and used updated data about latest interest rates, stock performances, 

in-place of the actual scripted language for the purpose of car prices, airline ticket discounts, and so on would be stored 

reducing complication in the case of many scripts on one by the service for comparative purposes. If a user request for 
template. a summary can be equaled or bettered in terms of any 

A data processing layer 75 is provided and adapted to 55 advantage to the user, such summary data may be included. 

store, process, and present returrled data to users according In many cases, created templates may be re-used unless a 
to enterprise rules and client direction. A database interface WEB site changes it's site logic parameters, in which case, 
module 89 is provided and adapted to provide access for the new logic must be accessed and any existing templates 
gatherer 67 to a mass repository such as repository 29 of must be updated, or a new template may be created for the 
FIG. 1, for the purpose of storing and retrieving summary 60 site. The templates contain site-specific script obtained from 
data, templates, presentation directives, and so on. Gatherer the site and stored by the knowledge workers. In one 
agent 67 may also access data through interface 89 such as embodiment, companies hosting WEB pages automatically 
profile information, user account and URL information, provide their site logics and any logic updates to the service . 
stored site logics and so on. Data scanned from the WEB is by vitlue of an agreement between the service and the WEB 
stored in a canonical format in a database such as repository 65 	hosts. 
29, or in another connected storage facility. All stored data In an altemative embodiment gatherer 67 may be imple- 
is, of course, associated with an individual who requested it, mented as a client application installed on a user's PC. In 
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this embodiment, a user would not be required to supply 
log-in or password codes. Summarization scripts may be 
sent to the client software and templates may be automati- 
cally created with the appropriate scripLs u.sing log-in and 
password information encrypted and stored locally on the 
user's machine. 

In addition to providing WEB summary information, 
gatherer 67 may also be used to provide such as automatic 
registration to new sites, and for updating old registration 
information to existing sites. For example, if a user whishes 
to subscribe, or register at a new site, only the identification 
of the site is required from the user as long as his pertinate 
information has not changed. If a new password or the like 
is required, gatherer 67 through control module 73 may 
present login or password codes from a list of alternative 
codes provided by a user. In another embodiment, a database 
(not sbown) containing a wealth of password options may be 
accessed by gatherer 67 for the purpose of trying different 
passwords until one is accepted by the site. Once a password 
or log-in code is accepted, it may be sent to a user and stored 
in his password list and at the network level. 

It will be apparent to one with skill in the art that a 
software application such as gatherer 67 may be imple- 
mented in many separate locations connected in a data 
network. For example, a plurality of gatherer applications 
may be distributed over many separate servers linked to one 
or more mass repositories. Client applications include but 
are not limited to a WEB-browser plug-in for communicat- 
ing to the service. Plug-in extensions may also be afforded 
to proxy servers so that auto-login and data access may still 
be performed transparent to a user. 

In another embodiment, plug-ins enabling communica- 
tion with gatherer 67 may be provided and configured to run 
on other network devices for the purpose of enabling such a 
device to initiate a request and get a response without the 
need for a desktop computer. 

In most embodiments a user operating a desktop PC will 
order a one time or periodic summary related to some or all 
of his subscribed WEB sites. A logical flow of an exemplary 
request/response interaction is provided below. 

FIG. 5 is a logical flow chart illustrating an exemplary 
summarization process performed by the software agent of 
FIG. 4 operating in a user-defined mode. In step 93, a user 
has initiated a new request for a summary (summary order). 
It is assumed for the purpose of discussion, that the request 
of step 93 involves a site wherein no template has been 
created. In step 95, the request is received and analyzed. A 
knowledge worker will likely perform this step. The new 
request may be posted to the user's portal home page, sent 
directly to gatherer 67, or even communicated tbrough 
e-mail or other media to the service. 

In step 97 a knowledge worker accesses particular site 
logic associated with the request URLs. For example, if the 
request involves a plurality of URLs, then all site logics for 
those URLs are accessed. Logic may be available in a 
repository such as repository 29 of FIG. 1 if they were 
obtained at the time of user registration to a particular URL, 
or sent in by WEB-site hosts shortly after registration. If it 
is a completely new URL, then the logic must be obtained 
from the site. In most cases however, the logic will be known 
by virtue of a plurality of users accessing common URLs. 
Therefore cross-linking in a database of logic/user associa- 
tions may be performed to access a logic for a site that is new 
to one particular user, but not new lo another. 

In step 99, the knowledge worker creates a template by 
virtue of scripting module 79 (FIG. 4) containing all site 

logic, URLs, log-in and password information, and the user 
request information. As described previously, templates may 
be re-used for a same request. In most cases, scripting may 
be mostly automated with minimum manual input per- 

5 formed by the knowledge worker. In many cases, an existing 
template will match a new request exactly, and may be 
re-used. In that case steps 97, 99, and 101 would not be 
required. 

In step 101 the template is stored and associated with the 
10 requesting user. The stored template may now be retrieved 

at a scheduled time for performing the summary gathering. 
At step 103, a browser control such as module 85 of FIG. 4 
is activated to access the stored template and navigate to 
specified URLs for the purpose of gathering summary data. 

15 If a timing function is attributed to the template stored in 
step 101, then the template may self execute and call up the 
browser function. In another embodiment, the knowledge 
worker may notify the browser control to get the template 
for it's next task. In some embodiments, a plurality of 

Zo controls may be used with one template as previously 
described. 

In step 105, automatic log-in is performed, if required, to 
gain access to each specified URL. In step 107, a specified 
WEB-page is navigated to and parsed for requested data 

25 according to the logic on the template. If there are a plurality 
of WEB -pages to parse, then this step is repeated for the 
number of pages. A variety of parsing engines may be used 
for this process such as an IET'" parser, or a PERLTM parser. 
Only the requested data is kept in step 107. 

30 	A request may be an on-demand request requiring imme- 
diate return, or a scheduled request wherein data may be 
posted. At step 109, such logic is confirmed. If the data is to 
be presented according to a periodic schedule, then sum-
mary data parsed in step 107 is stored for latter use in step 

35 111. In step 113, the summary data is rendered as HTML if 
not already forrnatted, and displayed in the form of a 
summary WEB-page in step 115. T'he summary page may be 
posted for access by a user at a time convenient to the user 

40 
(pull), or may be pushed as a WEB-page to the user and be 
made to automatically display on the user's PC. Notification 
of summary page availability may also be sent to a user to 
alert him of completion of order. 

If the summary data is from a one-time on-demand 

45 request and required immediately by a user, then a network 
appliance and data delivery method (configured by the user) 
is confirmed, and the data is rendered in the appropriate 
format for delivery and display in step 117. In step 119, the 
summary data is delivered according to protocol to a user's 

So 
designated appliance. In step 121 a user receives requested 
information in the appropriate format. 

It will be apparent to one with skill in the art that there 
may be more or fewer logical steps as well as added 
sub-steps than are illustrated in this example. For example, 

55 step 105 may in other embod'unents include sub-steps such 
as getting an encryption key from a user. In still another 
embodiment, part of a request may be rendered as HTML as 
in step 113 while certain other portions of the same request 
data might be rendered in another format and delivered via 

60  altemative methods. There are many possibilities. 
The method and apparatus of the present invention may 

be used to present summaries to users without user input. 
Process logic such as this is detailed below. 

FIG. 6 is a logical flow chact illustrating an exemplary 
55 summarization process performed by the software agent of 

FIG. 4 in a User-independent smart mode with minimum or 
no user input. In step 117 an enterprise-initiated summary 
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process begins. In this case, the enterprise may be assisting 
a user in finding a better deal or, perhaps presenting the 
individual with summaries from and links to alternative 
pages not yet subscribed to by a user. 

In step 119, a database containing user informalion and 
parameters is accessed and reviewed. Certain information 
specific to a user may be required to initiate an enterprise- 
sponsored summary report. At step 121, the knowledge 
worker accesses the site logic specific to the specified target 
site or sites for summarization. In step 123, the knowledge 
worker modifies an existing user template, or creates a new 
one if necessary. At step 125 the template is stored in a 
repository such as repository 29 and associated with the user. 

As described in FIG. 5, the template eithei self-executes 
according to a timed function and invokes a browser control 
such as control 85 (FIG. 4), or is accessed by control 85 as 
a result of task notification. In step 127, the browser control 
begins navigation. Auto logins are performed, if required, in 
step 129 to gain access to selected sites. If the WEB pages 
are new to a user, and the user has no registration with the 
WEB site, then through agreement, or other convention, the 
service may be provided access to such sites. Such an 
agreement may be made, for example, if the host of the WEB 
site realizes a possibility of gaining a new customer if the 
customer likes the summary information presented. In many 
other situations, no password or login information is 
required to obtain general information that is not personal to 
a client. 

In step 131, all sites are parsed for summary data and 
stored in canonical fashion in step 133. At step 135, the data 
is compiled and rendered as HTML for presentation on a 
summary page. In step 137, a WEB summary containing all 
of the data is made available to a user and the user is notified 
of it's existence. 

Providing certain information not requested by a user may 
aid in enhancing a user's organization of is cun-ent business 
on the WEB. Moreover, unsolicited WEB summaries may 
provide better opportunities than the current options in the 
user's profile. Of course, assisting a user in this manner will 
require that the enterprise (service) have access to the user's 
profile and existing account and service information with 
various WEB sites on the user's list. A user may forbid use 
of a user's personal information, in which case, no 
enterprise-initiated summaries would be performed unless 
they are conducted strictly in an offer mode instead of a 
comparative mode. 

The method and apparatus also may be practiced in a 
language and platform independent manner, and be imple- 
mented over a variety of scalable server architectures. 

The method and apparatus of the present invention may 
be practiced via private individuals on the Internet, busi- 
nesses operating on a WAN connected to the Intemet, 
businesses operating via private WAN, and so on. There are 
many customizable situations. 

The present invention as taught herein and above should 
be afforded the broadest of scope. The spirit and scope of the 
present invention is limited only by the claims that follow. 

18 
What is claimed is: 
1. An Internet Portal, comprising: 
an Internet-connected server; 
a list of addresses of Intemet sites associated with a 

5 	specific person, which sites store information specific 
to the person; and 

a software suite executing on the server, the software suite 
including a set of gathering spitware agents, with at 
least one gatherer agent dedicated to each of the 

lo 	Intemet sites; 
wherein the Portal accomplishes a gathering cycle by 

accessing individual ones of the Intemet sites, authen- 
ticating too each site accessed as the person, and the 
gathering agent dedicated to each site accessed extracts 

15 	data from that site. 
2. The Portal of claim 1 further comprising a configura- 

tion and initiation interface for the person to set up and start 
a gathering cycle. 

3. The Portal of claim 1 wherein the data gathered by the 
20 gathering agents is summarized and/or aggregated at the 

portal to be provided to the person. 
4. The Portal of claim 1 wherein the data gathered by the 

path agents is data specific to the person. 
S. The Portal of claim 1 wherein the portal stores user 

25 names and passwords for the person for each Internet site 
visited and uses the stored user games and passwords to 
authenticate to each site as the person. 

6. The Portal of claim 1 wherein the gathering agents 
comprise a parsing process in searching the accessed sites 

30 for data. 
7. In an Intemet Portal system, a method for gathering 

data specific to a person from a plurality of Intemet sites 
storing data specific to that person, the method comprising 
the steps of: 

35 	(a) initiating a gathering cycle accessing individual ones 
of the plurality of sites; 

(b) authenticating to the sites as the person; and 
(c) executing a so$ware gathering agent at each site 

accessed to gather data from the site, the gathering 
ao 	agent dedicated to each site accessed. 

8. The method of claim 7 wherein the Portal further 
comprises a configuration and initiation interface, and fur- 
ther comprising a step for the person to configure and initiate 
a gathering cycle through the interface. 

as 	9. The method of claim 7 further comprising a step for 
summarizing at the Portal the data gathered by the gathering 
agents, the resulting summary to be provided to the person. 

10. The method of claim 7 wherein the data gatbered by 
the gathering agents is specific to the person. 

so 	11. The method of claim 7 wherein in step (a) the portal 
stores user names and passwords for the person for each 
Internet site visited, and uses the stored user names and 
passwords to authenticate to each site as the person. 

12. The method of claim 7 wherein in step (c) the 
55 gathering agents comprise a parsing process in searching the 

accessed sites for data. 
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