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1

APPARATUS AND METHODS FOR
AUTOMATED AGGREGATION AND
DELIVERY OF AND TRANSACTIONS
INVOLVING ELECTRONIC PERSONAL
INFORMATION OR DATA

CROSS-REFERENCE TO RELATED PAT ENT
- APPLICATION

This application claims the benefit, pursuant to 35 U.S.C.
.§119(e), of applicants’ provisional U.S. Patent Application
Ser. No. 60/105,917, filed Oct. 28, 1998, entitled “Apparatus
and Method for Automated Aggregation and Delivery of and
Transactions Involving Electronic Personal Information or
Data” and of applicants’ provisional U.S. Patent Application
“Ser. No. 60/134,395, filed May 17, 1999, entitled “Appara-
tus and Method for Automated Aggregation and Delivery of
and Transactions Involving Electronic Personal Information
or Data”.

BACKGROUND OF INVENTION'

1. Field of Invention

The invention relates to an apparatus and process for

automated aggregation and delivery of electronic personal
information or data (PI). The invention further relates to the
automation of transactions involving electronic PI.

2. Description of Related Art

Looking back over the last five years, it is apparent that
as the Internet gained momentum, consumers demanded
applications or services that make their online experience
simpler, easier to use, and more satisfying. The development
of successful Internet Sites has corresponded with a number
of themes which have developed over the last few years.

. When carefully analyzed this evolution is a logical devel-
opment of the emerging digital economy. )

Prior to 1994, the Internet was not a mass media, in part,
because the existing technologies (FTP, Archie, Usenet, and

" Gopher) were not user friendly and required the end user to
-do all of the work (e.g., the end user had to learn of an
existing data source, find the address, navigate to the
" destination, and download the information). As-more con-
- sumers began accessing the Internet, Search Engines were
created to solve this usability issue. With the advent of the
commercial Search Engine, additional content could be
easily added to the Internet and the end usér had a means of
finding and accessing this information. Consumers required

_better tools than Search Engines for organizing and access- -

ing this wealth of generic content. Push technologies were
explored, and eventually, the portal strategy was success-
" fully adopted as an efficient way for consumers to easily
access a variety of content sources in a single, easy to use
format. As the volume of available online content continues
to grow exponentially, portals are now confronted with the
need to make different types of content available to different
consumers based upon their" particular preferences and
‘tastes. S
The phenomenal success of Internet portals and destina-
tion sites has demonstrated the importance of creatively and
. intelligently aggregating, organizing and presenting the
mass of information available on the Web. Search engines,
portals and destination sites have Internet strategies based on
the frequency, duration and quality of end user visits to their
sites. For this reason, destination sites and portals are
constantly seeking content and/or technologies which drive
quality traffic to their site and keep it there. Recent trends
indicate that Internet users are up to 25 times more likely to
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2 , ,
come back to a site when this information is organized
according to personal preferences. . : .

FIG. 1 displays the current process of acquiring online PI'
100. The end user first selects an information provider site
in step 110. The end user proceeds to step 120 by locating
and entering the Internet-address of the selected information
provider. This step may be accomplished in several manners
with varying levels of complexity. A simple means for
accomplishing this step is the utilization of a bookmark or
favorite whereas locating an information provider for the
first time might involve significant time and effort perform- -
ing online searches: In step 130, the end users logs into the
selected information provider’s Web site utilizing the site’s
specific logon protocol. This protocol usually involves veri-
fying the identity of the end user using a user name and

‘password or other means of verification, acquiring the
wverification data from cookies residing on the end user’s

system or a combination of requested data and cookie data. °
The end user continues in step 140 by navigating through -

“Web pages on the information provider’s Web site until the

desired information is located. During this process, the end
user is often required to visit Web pages of little or no use
to the end user whose goals is to simply acquire the
particular PI residing on the Web site. Ultimately in step 150,
the end user is presented with the desired PI. The entire
process 100 is repeated for each individual piece of PI
desired by the end user. Under this PI access model, the end
user must visit each separate information provider, track
potentially different identity verification data for each, uti-
lize a different user interface at each site and possibly wade
through a significant number of filler Web pages.

FIG. 4 pictorial illustrates the architecture of this current
access process. The end user 210 utilizes the client computer
220 to access cach PI Web site 250 across the Internet 230.
This current model suffers from several significant deficien-
cies. The end user must login to each site separately. Each
separate site has its own graphical user interface. Each site
wants the end user to stay and return; each visited site wants
to retain end user focus for as long as possible. No true -
aggregation of PI exists; multiple accesses simply allow
sequential access to particular pieces of PI _

One partial solution to these problems has recently
evolved in the form of portal sites. Generic portal sites
aggregate resources into categorics and provide links to sites
covering topics within those categories. Yahoo and Excite
are examples of generic portal sites. These sites facilitate
horizontal aggregation of generic content; horizontal aggre-
gation refers to aggregation of PI access within a particular
information provider category such as banks or utility com-
panies. Some portal site allows individual end users-a
limited capability to select and configure disparate generic
PI. Generic PI refers to PI of interest to the particular end
user that does not require specific identity verification to -
obtain. For example, an end user might be interested in the
weather forecast forhis local area. This information could be

‘integrated into a portal page without requiring identity

verification of the particular end user receiving this PI. The
individualized portal page provides a significant benefit to
users seeking to aggregate generic PI. However, current
portal pages do not generally provide PI requiring identity
verification such as an end user’s stock’ portfolio or bank
balance. Further, these pages do not facilitate transactions
utilizing PI. o

Under current technology, aggregating PI available over
the Internet requires a significant burden in terms of time,
effort and learning curve. An end user wishing to access his
PI needs to individually visit a variety of information

~Ex. 1003 Page 21
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3
prov1der sites each with its own requuements, graphical user
interface and login protocol.

SUMMARY OF THE INVENTION .
In the present invention, a networked computer is used to

- facilitate end user access of, manipulation of .and transac--

tions involving electronic PI associated with the particular
end user such as stock portfolio, local weather, sports scores,
bank account balances or other pertinent information or data.
According to the present invention, the PI relevant to the
particular end user is aggregated on the networked com-
puter. This information or data is delivered to the end user
in a unified manner by a variety of selectable delivery

platforms such as facsimile, client computer, telephone,.

conventional mail, electronic mail, pager, other wireless
device, Web page or channel or other delivery vehicle. The
present invention further facilitates a variety of electronic
transactions involving PI such as stock trading, retail

4

like parts throughout the views. As used in the déﬁcription
herein and throughout the claims that follow, the meaning of

«

“a,” “an,” and “the” includes plural reference unless the

" context clearly dictates otherwise. Also, as used in the

10

15

purchases, bill payment, bank account fund transfers or -

other transactions.

Asystem for delivering personal information according to
the present invention includes a user store including end user
data, a provider store including information provider data, a
personal information store including perSonal information

- . and a processor that communicates with these data stores.

The processor supports the aggregation of personal infor-
mation. The processor selects an end user for personal
information aggregation. Once the end user is selected, the
processor connects with one or more information providers.
The processor then proceeds to retrieve personal information
for the selected end user from the connected information
providers. This retrieval is based on end user data associated
with the selected end user and provider data associated with
the connected information providers. The retrieved personal
information is stored in the personal information store.

The above and other objects and advantages of the present
‘invention will become more readily apparent when reference
is made to the following description, taken in conjunction
with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a process diagram of the current process that end
users perform to access Internet available. PI.

FIG. 2 is a block diagram of the components that could be
used to implement present invention.

FIG. 3 is a block diagram of the components of the PI
engine.

FIG. 4 is a diagram of the current PI access architecture.

FIG. 5 is a diagram of an architecture supporting PI access
utilizing an intermediary Web site.

FIG. 6 is a diagram of the cooklc/cllenl cache architec-
ture. ,

FIG. 7 is a flowchart for accessing pages underlying

. description herein and-throughout the claims that follow, the

meaning of “in” includes “in” and “on
clearly dictates otherwise.

In no time, end users will have to log into a large number -
of different Web Sites, each with separate passwords, -

security, rules, software and “look and feel”—just to get the

” unless the context.

-information currently obtained by checking one place—the

mailbox at the end of the driveway. The Internet will
fundamentally change the way in which end users will
access Personal Information (PI) and will make e-commerce
as familiar as using an ATM. “Personal Information” is all
of the data that companies, information providers, have that
is specific or unique to each person such as monthly bills,
bank account balances, investments information, health care -

" benefits, email, voice and fax messages, 401(k) holdings or
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- particular PI via the traditional process of FIG. 1 and via .

springboard technology.

FIG. 8 .depicts the integration model for the dynamxc
generation of HTML pages.

FIG. 9 displays the run-time process for dynamic genera-
tion of HTML page.

FIG. 10 illustrates a process for automated applet inter-
action utlhzmg a modified Java virtual machine.

FIG. 11 is a flowchart exemphfymg an 1mermed1ary Web
site transaction structure

DETAILED DES_CRIPTION OF THE
INVENTION

Apreferred embodiment of the invention is now described
in detail. Referring to the drawings, like numbers indicate
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potentially any other information pemnent to a particular -
end user. ‘

- The present invention alleviates several of the problems
with the current PI acquisition methods by automatically
aggregating PI, not only generic PI as aggregated by portals
but also PI specific to the end user requiring identity

verification for access. In one embodiment, the invention

automates the PI acquisition and delivery process. FIG. 2
provides a block diagram of components that could be'used
to implement the present invention. The end user 210
accesses a client computer 220 running client software 270
which in a particular embodiment could be a general Web -
browser such as Navigator or Communicator (Netscape).
The client computer 220 utilizes the Internet 230 to access
a PI engine 240 running on a PI host 290. The PI engine 240
examines stored PI 280 for freshness. Any stale PI items are -
refreshed by directly reacquiring the PI from the particular
information provider’s Web site 250 running on the provid-

-er’s computer system 260 accessed across the Internet 230.

The PI engine 240 stores the fresh PI in its store 280 and
delivers the PI to a selected destination, in this instance
across the Internet 230 to the client computer 220 which
displays the information to the end user 210 using the client
software 270. The PI engine 240 refreshes all stale Pl'in a
like manner prior to forwarding the aggregated PI'to both the
store 280 and the delivery destination, the client computer
220 in this instance. The PI engine 240 may refresh the PI
sequentially or in parallel. For example, the end user’s
checking account balance would be updated through his
bank’s Web site, his email from his particular email site, his -
portfolio information from his broker’s site and his. electrlc- '
ity bill from his electricity company’s site. _
FIG. 3 displays a block dlagram of the components of the
PI engine 240. The PI engine 240 is composed of both
storage and processing components. The three primary stor-
age components are the PI store 280, the PI Provider store
310 and the user store 360. The first storage component of
the PI engine 240 is the PI store 280. The- PI store 280 '
contains each individual’s PI record 375; the PI associated
with a particular end user is segregated from the PI of all
other end users. The PI engine also utilizes a provider store
310 that maintains general parameters associated with par-
ticular PI providers. The general parameters of a PI provider
define the types of verification data necessary and the
procedures to be followed to gain access to the particular PI
provider. Each PI provider record also contains the types of
PI provided by the PI provider and the types of transactions
supported by the provider. Along with the type of PI or
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transaction, the record also contains the additional types of

data and procedures necessary to access the PI or execute the
transaction. A user store 360 is also necessary to maintain
- configuration and verification information concerning par-
ticular end users. For each end user, the user selected PI
providers, PI and transactions are registered along with the
verification data necessary to acquire thé PI or execute the
transaction from the PI provider.

The PI store 280 may be implemented in a variety of

ways. Referring to FIG. 2, the PI store 280 may comprise a
database residing on the PI Host 290. Under this approach,
the PI for each individual end user 210 is stored as a separate

record or object 375 in the database. In yet another

embodiment, the PI for each end user 210 could be stored in
a separate file 375, thus performing the task of segregating
PI of different users at the file level.

In addition, or as an alternative, the PI associated with
each end user 210 may reside on his/her client computer 220
using cookie technology as specified in D. Kristol and L.
Montulli, “HTTP State Management Mechanism”, Request
For Comments (RFC) 2109, February, 1997 (available at
- http://www.ietf.org/rfc/rfc2109.txt), which is expressly
incorporated herein in its entirety. The PI associate with the
end user 210 would be stored as PI cookies 375. This

implementation ‘mechanism provides inherent support for.

segregating PI associated with one end user 375 -from PI
associated with all other end users. Utilizing this method as
a substitute for a centralized store provides a layer of
security against unauthorized access. As a further measure,
PI data stored in cookies could be stored in an encrypted
format.

FIG. 6 provides a diagram of a typical 1mplementat10n of
the PI store 280 using cookie technology; references in the
foregoing description are also made to FIG. 3 with respect
to the internal workings of the PI engine 240. When an
attempt is made to access PI by an end user 210 directly, or
through an intermediary Web server, the PI access/transact
component 340 of the Pl engine 240 would retrieve stored
PI 375 from the PI store 280. Under this approach, this
stored PI 375 would be received directly from cookies sent
by the client computer 220 of the end user 210. The PI
access/transact component 340 would perform any decryp-
tion if necessary. Any updates required would be obtained by
direct access of PI providers 250. The PI deliver component
-350 would provide the mechanism for both updating the PI
store 280 as well as transmitting the requested PI to the end
user 210, directly or through an intermediary Web site. The
PI deliver component 350 would place the updated PI in the
PI store 280 by replacing the outdated PI cookies 375 stored
~ on the client computer 220. The PI deliver component 350
would also handle any encryption if necessary. The PI
deliver component 350 would also be responsible for trans-
mitting requested PI. In a preferred embodiment, the PI store
280 would be implemented usmg this cookie-based archi-
tecture.

The user store 360 may be implemented ina variety of
ways. Referring to FIG. 2, the user store 360 may comprise
a database residing on the PI Host 290. Under this approach,
the personal configuration data for each individual end user
210 is stored as a separate record or object in the database.
In addition, or as an alternative, the erd user data could be
distributed in a manner similar to the cookie/cache archi-
tecture describe above with respect to the PI store 280.

In a preferred embodiment, the user store 360 could be
implemented through personal . information configuration

(PIC) files. PIC files store a personal profile such as name,

6

‘address, and social security number in secure, encrypted

fashion for each end user. PIC files facilitate automatic
registration of end users with information Providers via the
end user configuration component 330. This component will
read the PIC file and, using retrieved personal information,
pre-populate registration templates for selected Providers.
Then, it will prompt the user to enter required information

. that is missing from profile, if necessary. If the information
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is complete, the registration is automatically completed.
Next, the end user configure component 330 completes any
Provider registration forms, gets responses and updates'the
end user’s PIC.

The four primary processing components access and

. manipulate the data in the three stores. The processing

components may execute on a single processor, such as a file
server computer system based on a Pentium class (MMX,

PRO, II, I1I, etc.) central processing unit or an equivalent, or -

multiple processors. These four processing components are
the Bascline configure component 320, the end user config-
ure component 330, the PI access/transact component 340
and the PI delivery component 350 as seen in FIG. 3. The
Baseline configure component 320 provides the interface by
which new user selectable PI providers are added to the
system. This component 320 might be implemented in a
variety of ways including trial and error followed by manual
entry of configuration information, semi-automated trial and -
error (automated location of Hypertext Markup. Language
(HTML) <FORM> elements, Javascript functions and -Java
applets) followed by manual entry of configuration infor-
mation or, preferably, configuration by example (executing
the protocol in a simulated. Web client where the simulated
Web client automatically generates a list of required data and
a list of steps in the access process). These processes would
be utilized at two levels: the first level being the set of data
and steps required for general access to the particular PI
provider and the second level being the set of additional data
and steps required for accessing each particular piece of PI
on the PI provider’s site. The baseline configuration com-
ponent 320 may be triggered independently when a new PI .
provider is added to the system, or it might be triggered as -
a result of a fdilure of the PI access/transact component 340

. potentially indicating a change in access requirements for

45

50

the failed access. This latter warning would more likely
result where the PI access/transact component 340 has made
a.comparison between requirements supplied by the Pro-
vider store 310, both general to the PI provider and specific
to the PI or transaction, and the end user data supplied by the
user store 360 after seeking end user verification via a
request of the end user to confirm the previously entered
required access data via the end user configure component
330 and found an inconsistency. When an inconsistency is
determined, updates to the Provider store 320 are made to
bring the Provider data into conformance with current

. access/transaction requirements.

55
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The end user configure component 330 allows an end user

‘to select and-configure PI and transactions of interest to the

specific user. This configuration information is maintained
in the user store 360. When an end user initially subscribes
to the system according to the present invention, the system
allows the user to select the types and sources of PI and/or
transactions.desired. First, the system requests permission

from the end user to act on his behalf to obtain any selected

PI and to execute any authorized transactions. Next, the
system provides the user with a list of known information
suppliers and the types of PI supplied from and transactions
supported by the particular PI provider from the Provider
store 320. The system requests the verification data. neces-
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sary for accessing each selected PI provider and the addi-
" tional data required by the particular PIs and/or transactions
desired from that PI provider. Assuming the end user is
- already a registered user with the selected PI provider or the
" particular PI provider does not require prior registration, the

data supplied by the end user is placed in the user store 360. . .

One method of obtaining any cookie data would be for the
end user to access each previously accessed PI utilizing the
PI engine 240 as a-proxy server. The PI engine 240 would
pass the cookie data to the PI provider site with the appro-

priate Web page requests to obtain the PI or execute the

transaction and with the end user’s permission retain a copy
of the cookie data in the his record in the user store 360. An
alternate means of obtaining the cookie data would be a
direct upload of the cookie information from the end user’s
computer. In a preferred embodiment, no cookie data is
necessary where a user is already registered with a provider.
All that is necessary is the verification data for login.

If the end user does not have the requisite information
because he is not a registered user of a selected PI provider,
~ the user configure component 330 prompts the user for the
information necessary to register the end user with the PI
provider and performs the registration procedure required by
the PI provider. A simulated Web client could perform this
process automatically supplying the access data as required
and sending any necessary cookie data. The manner in
which such a simulated client .registers the end user depends
significantly upon the interaction method used on the PI
provider Web site. If the Web site uses HTML forms and
common gateway interface (CGI) applications, the end user
configure component 330 can formulate a uniform resource
locator (URL) to replicate the effect of actual form usage and
submit this URL to the simulated Web client. The use of a
~ URL to mimic an HTML form is equivalent to manually

~ entering the data into the Web <FORM> element. See
Kerven, Foust, Zakour, HTML 3.2 Plus How-To, Waite
Group “Press, 1997, pp. 559-569. If the Web site uses a
mixture of HTML forms and Javascript functions, a simu-
Jated Web client with a modified Javascript interpreter could
effectively register the user by following the end user
registration process for the particular PI provider. The reg-
Jistration process to follow would be obtained from the
record of the particular PI provider in the Provider store 320.
The Javascript interpreter in the simulated Web client would
* follow this procedure and supply the data supplied by the
end user. A similar process could be used if the registration
process on the PI provider Web site utilizes a Java applet. A
Web client with a modified Java bytecode interpreter could
effectively register the user by following the end user
registration process stored for the particular PI provider in
the Provider store 320. The bytecode interpreter would
supply the data previously entered by the end user rather
than requiring interactive input from the end user. If the PI
provider Web site utilizes a combination of forms, scripts
and applets, the individual procedures above could be used

in combination to accomplish the desired registration.
With reference to FIG. 2 and FIG. 3, a modification of the
Java virtual machine (VM) could allow for automated
interaction between the various functional components of
the PI Engine 240 and Java applet available through pro-
vider Web servers 250. Templates for interacting with par-
ticular applets could reside in the Provider store 310. The
. specific input data utilized by such templates could be stored
in the User store 360. When a functional component such as
the end user configure 330 or the access/transact 340 com-
ponents ‘requires automated communication with a Java
applet on a provider Web server 250, the modified Java VM

~ would facilitate this interaction.

8

FIG. 10 illustrates one process utilizing such a modrﬁed
Java VM to achieve such automated interaction. The func-
tional component requiring interaction identifies the pro-’
vider and the particular applet on that provider. with which '
the component needs to interact in step 1010. In step 1020,
the component accesses the necessary template for interact-
ing with the applet from the Provider store 310. Proceeding
to step 1030, the component accesses the User store 360 to
obtain the data required by the template. The modified Java
VM interprets the applet in step 1040 and, rather than
requiring interactive input from a user as in a .normal Java
applet execution, awaits input from or output to the inter- -
acting functional component of the PI engine. In step 1050,

~ the functional component supplies input data to the modified
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Java VM according to the accessed template and retrieved
data and receives. output data according to the accessed
template. Steps 1040 and 1050 repeat so long as additional
input to or output from the applet continues. Upon termi-
nation of the applet, the functional component continues
with its own processing in step 1060.

A successful registration could result in displaying the
registration information to the end user for future reference.
Further, the end user configure component 330 stores the
requisite access verification data for the PI provider and the
additional data required to access the selected PI or trans-
action in the user store 360.

In a preferred embodrment} of such automated registration,
any necessary cookie data would be accepted and stored as
needed by the end user configure component 330. In many
cases, cookie data is session specific and, therefore, of little

_long term utility. Cookies generated during the registration

process are used solely durmg the registration process then
discarded once registration is complete.

A failed registration could result from several situations.
First, the end user attempting to register with the PI provider
does not qualify for registration; for example, an end user
attempting to register with a bank with whom the end user
does mot maintain’ an account and where the bank only
allows access to account holders.. Next, the end user may
have supplied improper ‘or incorrect information. For

.example, a bank registration process might require a social

security number, a password, a bank account number and the
maiden name of the end user’s mother; if the user entered an

_incorrect social security number, the registration process

would fail. Finally, the PI provider may have altered the
registration procedure for its Web site. In this situation,
following the process supplied from the Provider store 320
would yield a failed registration. In the instance of any
registration failure, the end user could be presented with the
data initially supplied’ to the system for registration. The -
system could then ask the end user to double check the
correctness of the information provided and to correct and
resubmit the data if an error is found. A second failure
resulting from thé submission of identical requisite data
might generate an error message presented to the end user .
stating that either the end user is ineligible to access the
selected PI from the selected PI provider or that alteration by

‘the PI provider may have caused an error.in registration.

This second failure could also trigger a warning suggesting
the need to potentially reconfigure the record for the PI
provider in the Provider store 320. .
Ultimately, the user store 360 Would contain a record for
each end user. This record as previous described could be a
database entry, one or more cookies or a file such as a PIC
file. Each record would identify the selected PI providers
along with the general access verification data needed and .
also under each PI provider would be a list of PI supplied

Ex. 1003 Page 24



- US 6,317,783 Bl

9

and transactions supported by the particular PI provider of

interest to the end user along with the additional data, if any, -

necessary to access that PI or execute that transaction.
Specifically, duplicative information such as an end user’s
name would be centrally stored in the record once.

The end user configure component 330 -also allows the

‘end user to select one or more delivery destinations. One

destination might be the end user’s computer as exemplified
by. the client computer 220 running client software 270 in
FIG. 2; however, a computer is not the only destination
contemplated by the present invention. The destination for
PI delivery could include facsimile, electronic mail,
telephone, conventional mail, pager, oiher wireless device
such as a Palm Pilot (3 Corn), Web page or channel, Web
browser or other delivery mechanism. The present invention

also contemplates indirect access of PI by the end user’

utilizing a Web site as an intermediary; however, such
indirect access would not require the end user to specify a
delivery destination unless additional delivery options were
desired.

Further, access to the end user configure component 330
may occur through direct access to the PI engine via the
Internet as contemplated by the client computer 220 running
client software 270 in FIG. 2; however, alternative methods
of access are equally feasible. For example, the user might
indirectly access the PI engine through the. use of an inter-
mediary Web site. A telephone interface to allow access to
the end user configure component is another alternative.

With reference to FIG. 3, the PI access/transact compo-
nent 340 supports the update, acquisition and transaction
functionality of the PI engine 240. The PI access/transact
component 340 is responsible for accessing and storing user
PI and executing transactions authorized by the end user.
When access or update is needed for a selected end user, the
PI access/transact component 340 combines information
from the Provider store 320 and the user store 360 to.update
end user PI in the PI store 280. For each piece of PI requiring
access or update, the Pl access/transact component 340
looks up the access procedure and information needed for
the particular PI in the Provider store 320. The verification
and access data is found in the user store 360. The PI
access/transact component 340 utilizes this information to
connect to the PI provider’s Web site across the Internet and
to. access the PI. Where multiple pieces of PI require
updating or access, the accesses may occur in series or
parallel.

Requested transactions would be similarly supported. For
each transaction, the PI access/transact component 340
combines information from the Provider store 320 and the
user store 360 to perform the requested transaction. The PI
access/transact component 340 looks up the transaction

" procedure and information needed for the particular trans-

action in the Provider store 320. The verification and access
data is found in the user store 360. The PI access/transact
component 340 utilizes this information to perform the

site

A simulated Web client could perform access or transac-
tion processes automatically supplying access and verifica-
tion data as necessary. The manner in which such a simu-
lated client access PI or execute transactions depends
significantly upon the interaction method used on the PI
provider Web site. If the Web site uses HTML forms and
common gateway interface (CGI) applications, the PI

o 10
usage and submit this URL to the simulated Web client. The
use of a URL to mimic an HTML form is equivalent to
manually entering the data into the Web <FORM> element.
See Kerven, Foust, Zakour, HTML 3.2 Plus How-To, Waite
Group Press, 1997, pp. 559-569. If the Web site uses a
mixture of HTML forms and Javascript functions, a simu-
lated Web client with a modified Javascript interpreter could
effectively access the PI or. perform the transaction by
following the PI access/transact process for the particular PI .
or transaction respectively. The access or transaction process
to follow would be obtained from the record of the particular
PI or transaction in the Provider store 320. The Javascript
interpreter in the simulated Web client would follow this -

" procedure and supply the data found in the user store 360.
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A similar process could be used if the PI provider Web site
utilizes a Java applet. A Web client with a modified Java
bytecode interpreter could effectively access PI or perform

‘transactions by following process stored for the particular PI

or transaction in the Provider store 320. The bytecode
interpreter would supply the data from the user store 360
rather than requiring interactive input from the end user. If
the PI provider Web site utilizes a combination of forms,
scripts and applets, the individual procedures above could be
used in combination to accomplish the desired access.

In a preferred embodiment of ‘such automated accesses or
transactions, any necessary cookie data would be accepted
and stored as needed by the PI access/transact component
340. In many cases, cookie data is session specific and,
therefore, of little long term utility. Cookies generated are
used solely during these functions then discarded once the
mining or transaction operation is complete.

In order to provide personal information to an end-user
quickly after login, it is necessary for the PI access/transact
component 340 to select an end user for data harvésting prior
to the login of the end user. One approach to this solution is
to update all of an end user’s PI whenever the end- user,
directly or through an intermediary Web site, requests access
to his/her PI. Another approach would be to update all of an
end user’s PI supplied by a particular provider whenever PI
from that supplier is requested. Thus, the act of logging into

- the system by an end user effectively selects that end user for

45

immediate PI update. However, this approach may result in
the inefficient use of the PI Engine 240 resources.

Given the large number of potential users and providers,
and the goal of providing the freshest data possible, another
embodiment includes an algorithm developed to optimize

. the schedule in which end users are selected for data

50
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transaction across the Internet from the PI provider’s Web .

60

harvesting from a provider. This algorithm factors ‘in the .
provider’s update policy, the user’s login habits, and the-
user-prov1der account characteristics. The proper apphca-
tion of the algorithm should ensure that PI'is harvested as
infrequently as possible for a given user, thus minimizing
system resource consumption.

If the next provider update time and [hc next expected .
user login can be accurately predicted, a -model canbe
created that will allow for smarter harvesting. Rather than
harvesting data for all users of a provider at once when the
provider updates its site, the harvesting can be spread out
over time based on expected login times of users and
network activity profiles. For example, if Provider A updates
its site on Friday night and a large number of users of that
provider are not expected to login again until Monday
morning, the harvesting load can be distributed across

- multiple days. This has the advantage of minimizing both

65

access/transact component 340 can formulate a uniform -

resource locator (URL) to replicate the effect of actual form

the peak loading of the PI Engine 240 as well as consump-
tion of the provider’s bandwidth by the PI Engine 240. To

- gain this optimization, the PI Engine 240 must maintain and
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refine models of each provider and user. Such data can be

maintained in the provider store 310 and the user store 360
respectively.

Each time a user utilizes the PI Engine 240, the time and

date may be captured. Once a sufficient number of login

- times are accumulated, they may be analyzed with respect to
day of month, day of week, and time of day. These are used
in a model to predict the next expected user login. The model
is then tested and refined with subsequent logins until a

measurable degree of confidence is established. Once high’

confidence is determined, the user model is incorporated
_into the adaptive harvesting scheduler. Until a high confi-
dence level is reached for a particular end user one of the
aforementioned harvesting approaches may be used.
Each prov1der updates its site based on pohcy driven by
their unique resources and business model. For any adaptive
scheduler .to work, the. policy for each provider must be

modeled. In some cases, the policy is self-evident. In others, -

it must be determined empirically. A provider’s policy will
" most likely fall into-one of the following calegorles
Type 1. Updated periodically for all users )
Type II. Updated periodically relative to each user
Type III. Updated in-a pseudo-random manner
The following ‘three approaches may be used based upon
" provider type.
Type I Provider Policy Scheduhng Algorithm
1. Assume users with a “no confidence” model have an
immediate login time.
2. Order the users chronologically based on’ their predlcted
login time.
3. Shift the expected login time for all users back one hour.
4. Perform a density curve fit along temporal boundaries to
get a polynomial function that can be used to determine
the number of user accounts to harvest for a given epoch.
5. Perform an integral matching algorithm with the inverse
of the network activity curve for the time period in
question to adjust the distribution curve. -
6. If possible, re-distribute peak harvesting time toward time
zero to flatten the distribution curve.
. 7. Assign harvesting times to the sorted users according to
the distribution curve.
8. Monitor time and harvest the user account when appro-
priate.
Type II Provider Policy Scheduhng Algorithm
For each provider that falls inlo this category, an attribute
of the user must be identified that determines when the

personal information is updated. In some cases, the user may

need to be queried for the information. In others, it can be

determined from the harvested information. If the attribute’

cannot be established for a user via either of these means, the
provider site may be monitored daily for changes i in personal
information until a pattern is established.

- US 6,317,783 B1
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Since there is a natural, even distribution of accounts -

updated by a provider for a given day, a user’s account can
be harvested an hour before his expected login time. As in
the Type I algorithm, users with a “no confidence” model
should be immediately harvested.

Type I Provider Policy Scheduling Algorithm

55

This type of policy is the most difficult of all. Since the

provider updates a user’s account in a non-deterministic
manner, a decision must be made for each provider as to the
criticality of the information relative. to the user. For those
highly critical providers, each user account should be har-
vested daily, perhaps even more frequently. For those less
critical providers, user accounts should be harvested less
frequently and possible when overall system activity is low.
The PI deliver component 350 is responsible for format-

- ting and delivering the PI to the end user. Usually delivery

60

65 .

12
will only occur subsequent to updating all stale PI. The PI
will be delivered to one or more destinations (e.g. facsimile,
telephone, pager, Web browser, e-mail, etc.) as specified in
the user store 360 except where the PI is accessed via an
intermediary Web site. Where the destination is not. an
intermediary Web site, the PI deliver component 350 per-
forms all formatting necessary to deliver the PI to the
appropriate destinations. For example, where the destination
is a Web browser, the PI would be formatted as an HTML
document, or where the destination is a telephone, the PI
would be submitted for voice synthesis and trafismission.
In the case of an intermediary Web site, the PI is delivered
in a format configurable by the intermediary Web site. FIG.
5 pictorial illustrates a possible embodiment of the current
invention utilizing an intermediary Web site. An end.user
210 utilizes a client computer 220 to access an intermediary
Web site 510 across the Internet 230. The end user 210 logs
into the intermediary Web site 510. The intermediary Web
site 510 contacts the PI engine 240 across the Internet 230
and directly receives the end user’s PI updated as required
from the PI provider Web sites 250. The intermediary Web
site 510 receives the PI, incorporates it into pages according
to its particular formatting style and graphical user interface
and delivers these pages to the end user 210. The use of the
PI engine 240 is transparent to the end user 210. Further, an
intermediary Web site 510 serving aggregate PI to an end
user 210 may, and most likely will, simultaneously serve as
a PI provider.
In another embodiment, lhls formattmg occurs via a’
dynamic HTML generation system combining stylistic and
layout information from a variety of sources. The PI deliver
component 350 generates custom HTML pages dynami-
cally. These pages are customized based on a number of
stylistic factors (such as background color, foreground color,
font size, color and style, page layout, etc) from a variety of
sources and content from a variety of sources. Information
providers, distributors, the end user, the PI deliver compo-
nent 350 or any combination of:these sources, or other
relevant sources, may provide customization factors used in
the page generation. Finally, each HTML page must be filled
in with data. The data used in such pages may originate from
such sources as information providers, distributors, the end
user, the PI deliver component 350 or any combination of
these souirces, or other relevant sources. The required solu-
tion is a system representing a generic algorithm for per-
forming such HTML generation at run-time. The style and
content may be provided in any suitable format such as the
Extensible Stylesheet Language (XSL), as specified by W3C
in http://www.w3.org/TR/WD-xsl/, which is expressly
incorporated herein by reference in its entirety, and/or the
Extensible Markup Language (XML) as specified by W3C
in http://www.w3.0org/TR/REC-xml, which is expressly
incorporated herein by reference in its entirety, or other
suitable formatting standard. The key requirements for such
a system are complete encapsulation of the problem domdm
and run-time efficiency.
In preferred embodiments, the solution is based on the
following basic model as depicted in FIG. 8: :
1. Six sets of customization factors are identified: dis-
tributor content 810, provider content 820, distributor
style specification 830, provider style specification 840,
user-specific content 850 and user-specific style 860.

2. Each set of customization factors 810-860 is consid-
ered a separate, independent and required input to the
Tun-time system 870 that performs dynamic page gen- .
eration.

3. Each input 810-860 will be in form of an XML stream.
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4. Output 880 will be in form of an HTML stream.
5. The dynamic page generation system 870 will produce
valid output 880 for each set of six valid inputs
- 810-860. .

FIG. 9 illustrates an actual run-time sequence of input
processing by such a system 870:

1. Distributor content 810 is combined with provider content
820 and with user-specific content 850 to produce-a
complete content specification 930 by the content merger
unit 910.

2. Distributor style 830 is combined with provider style 840
and with user-specific style 860 to produce a complete

~. style specification 940 by the style merger unit 920.

3. The style specification 940 is applied by the style appli-

_ cator 950 to content specification 930 in order to produce

the resulting page 880.

In order to completely encapsulate the problem domain,
the following requirements must be placed on the system
870:

1. Each XML input 810-860 is a valid XML stream.

" 2. All content specifications 810, 820 and 850 are valid with
respect to the same Document Type Definition.

3. All style specifications 830, 840 and 860 are valid with
respect to the same Document Type Definition (such as
the XSL DTD standard).

4. The merging units 910 and 920 whose task is to take two
or more XML streams and produce a combined XML

10
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between the end user and the particular intermediate Web

site might also be required for additional security. »
In addition, the use of an intermediary Web site also

“supports a - novel transaction model. In this transaction

model, the intermediary site subsidizes, or fully
compensates, the' PI engine administrator for services pro-
vided to the end user. These transactions are facilitated via
the auditing and tracking capabilities of the PI engine. These
capabilities allow the calculation of per user fees, per -
transaction fees, per access fees or.some combination
thereof to be assessed. The assessed values could be directly

~ charged to the intermediary Web site. Alternatively, such -
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output must be able to produce such output for any set of :

valid XML inpuits.
Another method of performing this task would be to
format PI as HTML elements with predefined CLASS
" attributes. The intermediary Web site receiving these ele-
ments could dynamically include them in page forwarded to
“the end user of the PI. The pages incorporating such ele-
ments could include -different style information associated
with the predefined CLASS set. Level 1 cascading style
sheet convention could be used to implement such config-
urability. See Kerven, Foust, Zakour, HTML 3.2 Plus How-
To, Waite Group. Press, 1997, pp. 651-693; Walsh, “An
Introduction to Cascading Style Sheets,” World Wide Web
Journal, Winter 1997, pp. 147-156. This option requires
minimal programmatic support by the intermediary Web site
but restricts to some degree the intermediary Web sites
flexibility in presenting the PI to the end user.
Alternatively, an intermediary Web site could develop an
application utilizing a standardized application program-
ming interface (API) to directly access the PI data. In this

30
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instance, the PI deliver component 350 could either be

bypassed or potentially used as the component responsible
for servicing API requests for data. Under this model, the
intermediary Web site would be responsible for all format-

ting decisions with respect to the raw PI data. This imple-
mentation option requires additional programmatic support
by the intermediary Web site but allows for greater flexibil- -

ity in the use of the raw PI.

The ability to utilize an intermediate Web site to deliver
PI is of significant utility. This capability allows an end user
already familiar with an existing PI provider to access not

50

55

only the PI associated with the particular PI provider but also -

all PI from other PI providers in the comfort of a familiar
user interface, namely the existing PI provider Web site. In
this situation, the request for PI would directly originate with
the intermediary PI provider Web site and indirectly from

the end user. Security measures would restrict access to .

authorized intermediate Web site access. These measure
might include verification of the end user and the interme-
diate Web site. Further, verification of the association

60

65

values could be debited from a minimum monthly fee
charged to the intermediary Web site with any fees beyond
the minimum charged directly to the intermediary Web site.
" FIG. 11 depicts a flowchart of a typical process according
to the described model. The intermediary Web site pays a
minimum monthly fee in step 1110. In step 1120, the PI
engine audits and tracks end user usage via the intermediary
Web site. The audited usage is used to.assess a fee on a per
user, per access, per transaction or combination basis. In step
1130, this audited amount is debited from the fee paid in step
1110. In step 1140, the intermediary Web site is charged for"
any fees in excess of the minimum fee paid.
Often an end user may require access to the underlying

‘Web page generated by the provider of a particular piece of

PI. The delivery component may deliver not only the PI but
also an access point directly to the provider’s page supplying
that PI. The access point may take the form of a link, a form
button or some other interactive access mechanism.’

Such an access point significantly improves the efficiency
of accessing the underlying page by the end user as exhibited
by FIG. 7. In the traditional process 100 for accessing PI, the -
end user must proceed through numerous intermediary
pages-requiring a variety of often tedious interactions before
reaching the desired page.

The end user must first identify the Provider 110. Next,
the end user must locate the' Provider’s Web address 120.
Then, the user the requests the Provider’s login page 130. If
the end user does not remember the requisite information,
this information must be found, or the desired information.

- will remain inaccessible via the Web. The end user then

navigates the Provider’s Web site 140. This often entails
visiting the Provider’s main page 710 followed by viewing
a variely of intermediate pages-on the Provider’s site 720.
The end user may have to backtrack several times to the
main page 710 or accidentally leave the system entirely
forcing a second login 140 before finally locating lhe desired
information 150.

Utilizing springboard technology, the entire process 750
is streamlined into the single click of an access point. The
delivery component of the PI Engine delivers an access
point to the Provider’s underlying page along with the PI. As
a consequence, the end user need only perform a single
interaction with the PI presentation page 760. This interac-
tion immediately performs the requisite interactions with the
Provider’s Web site to bring the user to the desired under-
lying Web page 150.

In one embodiment, this springboard lechuology could be
implemented utilizing a Java applet. With respect to FIG. 2,
the applet would be downloaded from the PI Host 290 by the
end user’s client software 270, usually a Web browser, and
executed locally by the end user’s computer 220. The.applet
would drive the client software 270 to the desired page. Such
an applet could retriéve procedures and data for driving the
client software from ‘the Provider-store 310 and the Uscr
store360. '
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In a further embodiment, the PI engine 240 could act as
a proxy server directly accessing the Provider store 310 and
the User store 360 as required. When the: PI engine 240
receives the request to jump to the source of a particular
piece of PI, the engine performs the necessary actions to
navigate to the desire page and forwards the desired page to
the end user’s computer 220. Further interactions with the
page might require additional proxying by the PI engine 240
as accumulated cookie data may reside on the PI Host 290.
This embodiment is limited to use in handling standard
HTTP traffic rather than secure HTTP traffic. )
‘In a preferred embodiment, the springboard provides the
end user with automated login into the PI Provider site 250
and allows the end user 210 to navigate via -the -client
software 270. This automated login could be accomplished

. through the utilization of a hypertext transfer protocol

(HTTP) redirect. Upon receiving. the a springboard access
request from the end user 210 via the client software 270, the
PI Host 290 requests the login page from the PI Provider site
250 targeted by the springboard access. The PI engine 240
running on the PI Host 290 receives this login page and
constructs a login request by accessing the proper data in the
Provider store 310 and the User store 360. The login request
is embedded in the HTTP redirect which is forward to the
client software 270. The client software 270 is redirected to
the targeted PI Provider site 250, and the end user 210 is

" automatically logged into this site.

Alternatively, this functionality could be 1mplemented via
a Java applet as described above. In addition, thé PI engine
240 could, generate a Javascript page containing the perti-
nent login request rather than-an HTTP redirect. The Java-
script page could be returned to the client software 270. This

‘page would then be executed by the client software 270 to

accomplish the automated login. )
The PI engine 240 of FIG. 3 may also include a site

‘monitor 370 processing component. This component would

systematically monitor supported PI provider Web sites for
changes. This component enhances the ability of the system
to identify alterations in PI provider Web site procedures;
data requirements and cookies requirements. This compo-
nent increases system efficiency by supplementing or sup-
planting alteration identification via feedback from the PI
access/transact component 340. .

A [urther- embodiment of the present invention mlghl
support the localize manipulation of PI. This could be
accomplished where the client software 270 running on the
client computer 220 in FIG. 2 is a specialized Web client

“rather than a general Web client such as Netscape. This
specialized client might utilize Web channel technology to -

automate the local PI download and update processes.
Where the PI store is implemented via the aforementioned
cookie architecture, this specialized client may provide
direct local access to stored PI.
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In another embodiment, the PI engine 240 of FIG. 3 might ‘

support both system supported PI providers as well as PI

- providers specific to particular end users. In this

embodiment, an end user is not limited to PI available -from
PI providers present in the Provider store 310. For an end

user to add PI provided by a non-supported PI provider, the ‘

end user would access the Baseline configure component
320 and creaté a configuration for the non-supported PI
provider. The PI provider and PI configuration along with
the verification and access data would be stored along with

- the user’s record in the user store 360.

A further embodiment of the present invention supports
the inclusion of PI transaction procedures and access

" requirements in the Provider store 310 of FIG. 3. The end

55
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user specific information necessary to realize such a trans-
action would reside with the user record in the user store
360. The functionality of the PI access/transact component
340 would expand to support the performance of transac- .
tions. This additional functionality could be supported in a
manner similar to the procedure described above with
respect to performance of access utilizing a simulated Web
client. A further feature of this embodiment would include
automated or semi-automated account management by pro-

viding trigger events to automatically initiate a transaction.

For instance, with reference to FIG. 2 an end user 210 -
would be able to maintain his/her accounts-online through

.the PI Engine 240. If an information provider has the .

capability of receiving payments online, the PI Engine 240
could support complete or partial automation of such trans-
actions. If there is a billing due date for a certain information
provider, PI Engine 240 could flag that information and send
email to the end user 210 notifying him/her of the bill due.
Thus, the user will not have to check each-of his/her
providers individually for due date information. The PI
Engine 240 could also automated payments on a limited
range of billing amount for providers who allow payments.

_over their Web servers 260, then send an emall to the user

with the notification of payment.

Due date acquisition could be- accomphshed utlhzmg the
PI access/transact component 340 seen in FIG. 3. The due-
date information would be available to the end user via any
delivery meas supported by the PI'deliver component 350. -

~The PI access/transact component 340 would use standard

e-commerce bill-paying methods to pay the user’s bill/s to
the provider if he/she chooses. Once the bill is paid, then an -
email notification will be sent to the user with the provider
information and payment information. The user can specify .
the range of amount stored in the user store 360 that will be
paid automatically. If the bill exceeds the amount specified
by the user, then PI engine will sxmply send out an email
notification to the user instead of paying the bill automati-

The embodlmems described above are given as illustra-

tive examples only. It will be readily appreciated that many

deviations may be made from the specific embodiment
disclosed in this specification without departing from the
invention. Accordingly, the scope of the invention is to be
determined by the claims below rather than being limited to
the specifically described embodiments above.

"What is claimed is: ' ‘

1. A method for delivering non-public personal informa-

tion relating to an end user via a wide-area computer

network to an end user from at least one of a plurality of
information providers securely storing the personal infor-
mation under control of a processor located remotely from
the information providers and the end user, the method
comprising the steps of:

(a) the processor connectmg with at least one mformanon
provider;

(b) for a selected end user, the processor retrieving
personal information for the selected end user from the
connected at least one information provider based on
end user data associated with the selected end user and
information provider data associated with the con-
nected one or more information providers, the end user

_data including information identifying the plurality of
information providers securely storing the personal
information relating to the end user, the provider data
including a protocol for instructing the processor how
to access the securely stored personal information via
the network, the information accessible to the processor
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using the protocol also being accessible by the end user
via the network independently of the system for deliv-
ering personal information; and

(c) the processor storing the retrieved personal informa-
" tion in a personal information store for access by the
selected end user.

2. The method of claim 1, further comprising the step of .

monitoring information providers for changes

3. The method of claim 1, further comprising the step of '

updating the provider store to conform with requrrements of
the information provider.

4. The method of claim 1, further comprising the step of
executing a transaction for the selected end user with a
selected information provider based on the accessed end
user and the accessed information provider data assocrated
with the selected information provider.

5. The method of claim 4, wherein the execution step is
triggered according to the accessed end user data.

6. The method of claim 1, further comprising the step of
outputting the personal 1nforrnat10n associated with the
selected end user from the personal information store.

7. The method of claim 6, wherein the outputting step
outputs the personal information to a delivery platform
specified in the accessed end user data.

8. The method of claim 7, wherein the specified delivery

platform is selected from the group consisting of electronic
mail, facsimile, pager, telephone, wireless device, ftp server,
Web server, gopher server and Web client.

9. The method of claim 6, wherein the outputting step

outputs the personal information via a world wide web site. -

10. The method of claim 9, wherein the outputting step
outputs personal information as a formatted Web page to the
world wide web site.

11. The method of claim 9, wherein the outputting step
outputs personal information as formatted Web clements to
the world wide web site.

12. The method of claim 9, wherein the outputting step
outputs personal information data to the world wide web
site.

13. The method of claim 1, wherein the connectmg step
comprises the substeps of:

(i) accessing the end user data associated with the selected

end user;

(ii) identifying information providers specified in the

accessed end user data; and

(iii) establishing a communication link with each of the

" 1dentified information providers.

14. The method of claim 1, further comprising the step of
outputting the retrieved personal infonmation to an interme-
diary web site, wherein the intermediary web site has an
associated user interface format.

15. The method of claim 14, wherein the retrieved per-
sonal information is output to the intermediary web site in a
format other than the format associated with the intermedi-
ary web site.

16. The method of claim 14, wherein the intermediary
web site outputs the retrieved personal information to a web
- client, and the web client displays the retrieved personal
infonmation. :

17. The method of claim 16, wherein the web client
displays the retrieved personal-information in the format
associated with the intermediary web site.

18. A computer-readable, digital storage device storing
executable instructions which cause a processor to deliver
non-public personal information relating to an end user from
at least one of a plurality of information providers securely
storing the personal information to the end user via a
wide-area computer network by performmg the steps com-
prising of:
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(a) connecting with at least one information provider;

(b) for a selected end user, retrieving personal information
for the selected end user from the connected at least one
information provider based on end user data associated
with the selected end user and information provider
data associated with the connected one or more infor-
mation providers, the end user data including informa-
tion identifying the plurality of information providers .
securely storing the personal information relating to the
end user, the provider data including a protocol for
instructing the processor. how to access the securely
stored personal information via the network, the infor-
mation accessible to the processor using the protocol
also being accessible by the end user via the network
independently of the system for dehvermg personal -
information; and

(c) storing the retrieved personal information in a personal
-information store. )

19. The storage device of claim 18, further storing execut-

.able instructions to perform the connecting step by perform-

ing substeps comprising of:

(i) accessing the end user data associated wrth lhe selected
end user;

(i) identifying information providers specrﬁed in the
accessed end user data; and -

(iii) establishing a communication link with each of the
identified information providers. ’

20. A system for delivering non-public personal informa-
tion relating to an end user via a network from at least one
of a plurality of information providers, the information
providers securely stormg the personal information, the
system comprising:

(a) a user store for storing end user data associated with
each end user, the user store including information
identifying the plurality of information providers -
securely storing the personal information relating to the .
end user; :

-(b) a provider store for storing information provider data
associated with each information provider, the provider
data including a protocol for instructing the processor
how to access the securely stored personal information
via the network, the information accessible to the
processor using the protocol also being accessible by
the end user via the network independently of the
system for delivering personal information;

(c) a personal information store. for storing personal
information associated with each end user retrieved
from the information providers;

(d) a processor in communication with the user store the
provider store and the personal information store, for
performing the steps of:

(i) connecting with at least one mformauou provider;

(ii) for a selected end user, retrieving personal infor-,
mation for the selected end user from the connected -
at least one ‘information provider based on end user
data associated with the selected end user and infor-
mation provider data associated with the connected
one or more information providers; and

(iii) storing the retrieved personal information in the
personal information store for accessible to ‘the
selected end user.

21. The system of claim 20, Whereln the processor per-
forms the additional step of momtonng information provid-
ers for changes.

22. The system of claim 20 wherein the processor per-
forms the additional step of updating the provider store to
conform with requirements of the information provider.
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23. The system of claim 20, wherein the processor per-
forms the additional step of executing a transaction for the
selected end user with a selected information provider based
on the end user data associated with the selected end user
and the information provider data associated with the
selected information provider.

24. The system of claim 23, wherein the processor auto-
matically performs the transaction execution step according
to end user data in the user store.

25. The system of claim 20, wherein the processor per-
forms the additional step of outputting the personal infor-
mation associated with the selected end user from the
personal information store.

26. The system of claim 25, wherein the outputting step
performed by the processor outputs the personal information
to a delivery platform specified in the end user data asso-

- ciated with the selected end user. .
27. The system of claim 26, wherein the specified delivery -

platform is selected from the group consisting of electronic
mail, facsimile, pager, telephone, wireless device, ftp server,
Web server, gopher server and Web client.

28. The system of claim 25, wherein the outputtmg step
of the processor outputs the personal information via a world
wide web site.

29. The system of claim 28, wherein the outputting step

of the processor outputs personal information as a formatted.

Web page to the world wide web site.

30. The system of claim 28, wherein the outputting step
of the processor outputs personal information as formatted
Web elements to the world wide web site.
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31. Tﬁe system of claim 28, wherein the outputting step
outputs personal mformatlon data to the world wide web
site. -
32. The system of claim 20, wherein the connecting step
of the processor performs the following substeps:

(A) accessing the end user data associated with the
selected end user;

(B) identifying information providers spec1ﬁed in the

accessed end user data; and

(C). establishing a ‘communication link with each of the

identified information providers.

33. The system of claim 20, further including an inter-
mediary web site having an associated user interface format, .
wherein the processor performs the additional step of out-
putting the retrieved personal information to the intermedi-
ary web site. :

34. The system of claim 33, wherein the retrieved per-
sonal information is output by the processor to the interme--
diary web site in a format other than the format associated:
with the intermediary web site.

35. The system of claim 33, further including a web client,
wherein the intermediary web site outputs the retrieved
personal information to the web client, and the web client
displays the retrieved personal information. .

36. The system of claim 35, wherein the web chent
displays the retrieved personal information in the format
associated with the intermediary web site. '

* ok ok ok ok
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ATTORNEY  CKET NO. 22022.0003
Utility Patent

APPARATUS' AND METHOD FOR AUTOMATED AGGREGATION AND
- DELIVERY OF AND TRANSACTIONS INVOLVING
ELECTRONIC PERSONAL INFORMATION OR DATA

This appllcatlonclalms the benefit, pursuant to 35 U S. C § 119(e), of

applicants' provisional U.S. Patent Application Senal No. 60/ 105,917, filed October 28,

1998, entitled “Apparatus and Method for Automated Aggregation and Delivery of and

~ Transactions Inuolving Electronic Personal Information or Data” and of applicants'

provisional U.S. Patent Application Serial No. 60/134,395, filed May 17, 1999, cntitléd
“Apparatus and Method for Automated Aggregatlon and Dehvery of and Transactlons
Involving Electronic Personal Information or Data”.

‘ BAC_KG_BMQE_INXENIM

1. Field of Invention

The invention relates to an apparatus and process for automated aggregaﬁo_n and
delivery of electronic personal information or data (PI). The invention further relates to -

the automation of transactions involving electronic PL

2. Description of Related Art

Looking back over the last five years; i; is apparent that as the Internet gainéd -
momenfuru, consumers demanded appll‘icat‘ions or services th"dt make their online
experience simuler, easier to‘ use, aud more satisfying. The develupmént of successful
Internet Sites has correséondéd with a number of themé_s which have-déveloped over
the last ‘f"ew years. When carefully ahaiyzed this evolution i§ a l_ogical dev¢lopment of
the emergin‘gv digital eéonomy.

Prior tu 1994, the Intemgt wés not a maés rpedié, in part, becaus_e the eXisfing
technologies (FTP, Archie, Usenet, and Gopher) were not user ffiendly and ;required the
end user to do all of the work (e.g., the end user had to leam of an existing data source,

find the address, navigate to the destination, and download the information). As more

consumers began accessing the Internet, Search Engines were created to solve this
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' u’éability issue. With the advent of the commercial Search Engine, addi_tionai content

could be easily added to the Intemetﬁ and the end user had a means of finding and

‘accessing this information. Consumers required better tools than Search Engines for

organizing arid accessing this wealth of generic content. Push technologies were

explored, and eventually, the portal strategy was successfully adopted as an efficient
way for consumers to easily access a variety of content sources in a single, easy to use
format. As the volume of available online content continues to grow exponentially,

portals are now confronted with the need to make different types of content available to

 different consumers based upon their particular preferences and tastes.

The phenomenal success of Internet portals and destination sites has

demonstrated the importance of creatively and intelligently aggregating, organizing and

presenﬁrig the mass of information available on the Web. Search engines, portals and
destination-éites have _Intemét strategies based on theifréqucncy, dﬁration and quéliiy of
end user visits to théir sites. For this rééson, destination sites and p‘ortalsb are constantly-
seeking content a;nd/or'iechﬁologies. which drive quality traffic to their‘si’té and keep it R
there. Recent trends indicate that Internet users are up to‘ 25 times more likely io come
back to a site when this‘ information 1s organized éccording to personal preferences.
FIG. 1 displays the current process of acquiring online PI 100. The end user . |

first selects an »infonnéitipn provider site in step 110. The end user procceds to step 120 "

~ by locating and entering the Internet address of the selected information provider. This

step may be accomplished in several manners with varying levels of complexity. A -

- simple means for accomplishing this step is the utilization of a bookmark or favorite

whereas 1ocating an information provider for the first time might involve significant

time and effort performing online searches. In step 130, the end users logs into the
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selected information provider's Web site utilizing the site‘s‘speciﬁc logon protocol.

This protbcol usually involves verifying the identity of the end user using a ﬁser, name

and password or other means of verification, acquiring the verification data from

cookies residing on the end user's system or a combination of requested data and cookie

data. The end user continues in step 140 by naVigating through Web pages onthe -

" information provider's Web site until the desired information is located. During this

process, the end user is often required to visit Web pages of little or no use to the end
user whose goals is to simply acquire the particular PI résiding on the Web site.

Ultimately in step 150, the end user is preSented with the desired PI. The entire process

100 is _repeated for each individual piece of PI desired by the end user. Under this PI

access model, the end user must visit each separate .inforr‘nation provider; track
pofentially different idéntity verification data for each, utilize a different user interface
at eaéh.site and possibly wade through a significant number of ﬁllgr'Web pages.

| FIG. 4 pictoﬁal illustrates the architecture of this current access process. Thé

end user 210 utilizes the client computer 220 to access each PI Web site 250 across the

~ Internet 230. This current model suffers from several significant deficiencies. The end

user must login to each site separately. Each separate site has its-own graphiéal user
interface. Eaéh site wants the end user to stay and return; each visited site wants to
retain end user focus for as long as possible.‘ No true aggregation of PI exists; multiple
accesses simply allow' sequehtiai access to particular pieces of PL |

One partial solution to these prbblemé has recently evolved in the form of portal

~ sites. Generic portal sites aggregate resources into categories and provide links to sites

covering topics within those categories. Yahoo and Excite are examples of generié

' portal sites. These sites facilitate horizontal aggregation of generic content; horizontal-
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aggregation refers to aggregation of PI access within a particular information proi'ider :
category such as banks or utility companies: Some portal site allows individual end
users a limited capability to select and configure disparate generic PI. Generic PI refers

to PI of interest to the particular end user that does not require specific identity :

‘verification to obtain. For example, an end user might be interested in the weather -

forecast for his local area. This information could be integrated into a portal page -

without requiﬁng identity verification of the particular end user receiving this PI. The

individualized portal page provides a significant benefit to users seeking to aggregate

- generic PL. Howévér, current portal pages do not generally provide P requiring

“identity verification such as an end user's stock portfolio or bank balance. Further,

these pages do not facilitate transactions utilizing PL

Under current technology, aggregating PI available over the _Intémgt ‘r¢quires a
signiﬁcant burden in terms of fimc, cffoﬁ and leaming curve. An‘end user wishixjg to |
access his P1 needs‘to individually visit a variety of information provider sites each
with its own requirements, graphical user intérface and login protocol. |

SUMMARY OF THE INVENTION

In fhe presém invemion, a networked coﬁlpﬁter is used to facilitate end user
access of, manipulation of and trahsactiogs invélving electronic PI associated witﬁ the
,paxfticular end user such as stock portfolio, local weatﬁer, éports scores, bank account |
balances or othér pettinent informatioﬁ or dat'a_.’ Accordihg to the present iﬁvention’, the - |
PI relevant to the barticular end user is aggregéted \on‘the networked computer..v Thié '
information or data is delivered to the end user in a unified manner by a vari'efy of

selectable delivery platforms such as facsimile, client computer, telephone,

-conventional mail, electronic mail, pager, other wireless device, Web page or channel
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or other delivery vehicle. The present invéntioﬁ further facilitates a Variety of

electronic trans‘éctions involQing PI such as stock trading, retail purchasés, bill .

paymént, bank account fund transférs. or other transactions. |

A system for deli;/ering'personal information according' to the present inveﬁtio}nl
5 includes a usef store including end uéer data, a provider store including information |
| provider data, a persohal information store including personalbinformation and a
processor that communicates with these data stores. The précess'or supporté the
aggregation of personal information. The processor selects an end user for personal

information aggregation.- Once the end user is selected, the processor connects with

' 10~ one or more information providers. The processor then proceeds to retrieve personal -

information for the selected end user from the connected information providers. This |
5 . | retrieval is based on end user data associated with the selected end user and provider
data associated with the connected information providers. The retrieved personéﬂ

“information is stored in the personal information store. -

15 The above and other dbj ects and advantages of the present inverition will’
become more readily apparent when reference is made to the following description,

taken in conjunction with the accompanying drawings.

_ . W
20 ‘FIG. 1 is a process diagram of the current process that end users perform to

access Intemet availabie PI.-v

FIG. 2 is a block diagram of the components that could be used to implement

© present invention.

~ FIG. 3 is a block diagram of the components of the PI engirie.
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FIG. 4 isa diagram of the current .PI access‘arcttitecturé. v
FIG. 5 is a diagram of an architecture supporting PI acoess utitizing an
intennodiary Web site. | |
- FIG. 6 is a diagram o..f the cookie/client cache architccvture. ‘

‘FIG. 7 is a flowchart for accessing pages underlying particular PI via the

~ traditional process of FIG. 1 and via sprmgboard technology

FIG 8 deplcts the mtegratlon model for the dynamic generation of HTML

' poges.

FIG. 9 displays the run-time i:rocess for dynamic .g’eneration of HTML page. |

FIG. 10 illustrates a process for automated applet mteractxon utlhzlng a

modtﬁed Java virtual machine. |
FIG. 11 is a flowchart exemplifying an intermediary Web site transaction

structure. _
 DETAILED DESCRIPTION OF THE INVENTION
A preferrod embodimeht of ttle invention is now described in detail. Referring
to the drawings, like numbers indicate like parts throughout the views. As used in the
- description hereirt and thr'oughout the claims that follow, the mcaning of “a,” “an,” and
“the” includes plural reference unless the context clearly d\ctatcs otherwise. - Also as
used in the descnptlon herein and throughout the clalms that follow, the meanmg of
“in” includes “m” and * ‘on” unless the contcxt clearly dictates otherwise, |
In no time, end users '\VNilll have to log into a large‘number of differént‘ Web '
Sites, each with separate passwords, security, rules, software and “look and feel” —J ust
to get the information currently obtained by checking oné place — the mailbox at the -
ond of the tlriveway. The Internet will fundamentally change the way in whxch end

users will access Personal Information (PI) and will make e-commerce as familiar as
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using an ATM. “Personal Information” is all of the data that compames mformatlon

provxders have that is spccxﬁc or umque to each person such as monthly bllls bank

account balances 1nvestments mformatxon health care benefits, email, voice and fax

messages, 401(k) holdmgs or potentially any other information pertment toa pamcular

end user,

The present invention alleviates several of the prdblems with the current PI

'_ acquisition methods by automatically aggregating I?I, not only generic PI as aggregated

by pértals but also PI specific to the'end user requiring identity verification for acceés._

In one embodiment, _the invention automates the PI acquisition and del.ivéry p‘rocéss. -
FIG. 2 provides a block diagram of componénts that could be hsed to implemént the |
pfesent invention. The end user 210 accessés a client computer 220 running clien.f
.soﬁware 270 Which ina pértiéﬁlar embodiment éoﬁld be a general Web broWSgr such

as Navigator or Communicator (Netscape). The client computer 220 utilizes the

' Internet 230 to access a PI engine 240 running on a PI host 290. The PI‘ engine 240

‘examines stofed PI 280 for ffeshhess. Any ‘.stale PI items are refréshed-by directly
reacquirihg the PI .fro‘m ihe particuiar informétibﬁ provider's Web site .-250 runﬁing vén '
the pfovider's computer system 260 accessed across the Internet 230.. The P1 en‘gincr
240 stores the fresh PIi in its store 280 and delivers the Pltoa selected destination, in
this instance across the Internet 230 to the client computer 220 which dxsplays the -
information to the end user 210 using the cliént’softwé‘nre 270. The PI engine 240
reﬁesheé all stale PI in a like manner prior to fofwarding fhe aggregated PI to both the
store 280 and the delivery destination, the cfierit computer 220 in thié iﬁstance. Th_e P_i

engine 240 may refresh the PI sequentially or in parallel. Forexample, the end use'r‘s

checking account balance would be updated through his bank's Web site, his email
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‘from his particular email éitc,ihis portfolio information from his broker's 'éite and_his
electricity bill from his electricity company's site. : ' . 0
FIG. 3 ,di'splays a block diagram of the componeﬁts of the PI engine 240. The
,i’I engine 240 is composed of both storage and processing cofnpO;ients. The three
5  primary storage components are the PI store 280, the PI ?rovidér store 310 and the Qser
‘store 360. The first storage component of the PI engine 240 is the PI storé 280. le .PI |
' stbre 280 contains each indi{zi'dual’fs PI record 375; the Pl associated with a particular
end user is segregated from thchI of all other}end usér_s; The PI engine also‘ti'tvilizeis a |
provider store 310 that maintains general"parémeters associated witﬁ particular Pi
10 providers. The general p‘arameters of aPI pro‘vide.'r deﬁne the types Qf veriﬁcatvi(_)‘n data
necessary and the progﬁcdures to be followed fo gain a;cess to the particulgf PI p_r.o'vider.
Each PI provider record also contains the types of PI pro?‘ided by thc PI provider and
| the types of transactions supported by the provider. Along witﬁ the type of PI of

transaction, the record also contains the additional types of data and procedures

J  15 necessé.ry to access the PI or execute the transaction. A user store. 360 1s also nec.essa.ry
to }.main»tain configuration and verification inforrnatioﬁ concerning particula;r eﬁd users.
For each end user, the user selected PI providers, PI and transactions are regisféred A

: along with the verification data necessary to“accjuire'the' PI or execute the transaction
from the PI provider.
20 The PI stdré 280 may be implemented in a~\;ariety of ways; Reférrihg ﬁo FIG. 2, :

the PI store 280 may.c‘omprise a‘database residing on the PI Ho_st 290. Undér this |
appfogch, the PI for each individual end user 210 is stored as a separate record ér object

375 in the database. In yet another embodiment, the PI for each end user 210 couid be
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stored in a separate file 375, thus performing the task of segfégating PI. of different
users at the file levei. | |
In additibn, or as an alternative, the PI associated with each end user 21.0‘mayv
fcside on his/her client comi)uter 220 using cookié technolo@ as speCiﬁed in D. Kristol
5 | and L. Montulli, “HTTP State Management Mechanism”, Réquest For Cémments
(RF C) 2'109,,Februar'y, 1997 (avaifable at http://Www.ietﬁorg/rfc/rfCZlOQ.txi), whichis
e);pfessly incorporated herein in its ’enti_re‘ty. The 151 associate with the end user 21 0
“would Be Stored as PI cookies 375. This irﬁplement_atioﬁ mechénisrﬁ i)rovides inher‘ent |

support for segregating PI associated with one end user 375 from PI associated with all

10 other end users. Utilizing this method as a substitute for a centralized store pfovide's a
.. layerof security against unauthorized access. As a further measure, PI data stored in

cookies could be stored in an encrypted format.

~ FIG. 6 provides a diagfam of a typical implcmentatioh of the PI store 280 using. . -

cookie technology; references in the foregoing description are also made to FIG. 3 with

4t

15  respectto }he internal workings of the PI engine 2.40.». When an attempt is made to
access PI by an end user 210 directiy, or through an intermediary Web _sérver, the PI
access/transact cbmponent 340 o'f the PI engine 240 would retrieve stored PI 375 from
the PI store 280. Under this approach, thié étored PI1375 would be received directly
from cookies sent by the client computer 220 of the end }usé'r 210. The P1

.20 access/transgct component 340 would ﬁerform any decryption if necessary. Any
updétes required would be obtained by direct access ‘olf PI providers 250. The PI
deliver compoﬁentv350v‘wduld prbvide the mechaniém for both updating the PI store -'

|
S 280 as well as transmitting the requested PI to the end user 210, directly or through an
intermediary Web site. The PI deliver component 350 would place the updated PI in
|
|
|
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the PI store 280 by replacing the outdated PI cookies 375 stored on the client computer ‘

220. The PI deliver component 350 would also handle any encryption if necessary.

The PI deliver component 350 would also be responsible for transmitting request'e_d PL
In a preferred embodiment, the PI store 280 would be imp‘lement'ed using this cookie-
based atchitedture.

The user store 360 may be implemented in a variety of ways. Referring to FIG.

2, the user store 360 may comj)riSé a database residing on the PI Host 2_90. Under this

approach, the personal configuration data for each individual end user 210 is storcd asa

- separate record or objéct in the database. In addition, or as an alterhative, the end user
‘data could be distributed in a manner similar to the cookie/cache architecture describe

. above with respect to the PI store 280.

Ina preferréd embodiment, the user sfofc 360 éould Be implemented through
personal information configuration (PIC) files. PIC files store a personal proﬁie such
as name, address, and social security number invsecure,. encrypted fashion for each end
user. PIC ﬁies facilitate automatic registration of end ‘use_rs" with information Providers :
via thé end user ponﬁguration component 330. This component will read the PIC file »

and, using retrieved personal information, pre-populate registration templates for

_seiected Providers. Then, it will prompt the user to enter required information that is

missing from profile, if necessary. If the information is complete, the registration is

automatically completed. Next, the end user configure component 330 completes any |

Provider registration forms, gets responses and updates the end user’s PIC. .

The four primary processing components access and mahipulate t‘hé‘ dati; inthe |

three stores. The processing components may execute on a single processor, suchasa

file server computer system based on a Pentium class (MMx; PRO, II, I1I, etc.) central

10 -

e 44




ATTORNEY - CKET NO. 22022.0003
Utility Patent

proces?sing unit or an'equivalent, or multiple probéssors.'- These four processing
cox_riponents are the Baséline configure compb_nent 320, the énd,user COnﬁgufe
qomponeni 330, the Pi access/transact component 340 and the PI :deli\./ci'y cbmpbnent
350 as seen m FIG._3. The Béselinc configure component 320 providés the interface Ey
5 which new ﬁser seléctable PI providers are added to the system. This cominbneni 320
might be implemented in a variety of Ways.including tria1> and error fo]ldwed_by manual
entry of configuration information, semi-automated trial and error (éutomated location -
of Hypertext Markup Language (HTML) <FORM> élerﬁents, Javascﬁptbvfumv:tions and -
Java applets) followed by manual entry of configuration information or, p_refefably,

10 donﬁguration by example (executing the protocol in a simulated Web client where the

simulated Web client automatically generates a list of requiréd data and a list of steps in

the access process). These processes would be utilized at two levels: the first level

‘being the set of data and steps required for general access to the particular PI provider

and the second level being the set of additional-data and steps required for acc‘ess.ing
5 each Iparticular piece of PI on the PI proVidcr‘s site. The baégline cdnﬁguration
| comi)onent 320 may be triggered independently when a new PI.provider is added t6 the
system, or'it might be triggeré;l as é fe_sult‘of a‘failure of the PI _acCess/transact
compc)nént 340 poteﬁtially indicating a change in access requirements for tﬁe failed
‘access. This latter warning wquld more likely result where thé PI access/transact
20  component 340 has made a cémpérison between requirements Supplied by the Provider
store 310, both‘geperal to the PI provider and sp-eciﬁc to the PI of_traﬁsaétion, ém’& the
end user déta supijlied by tﬁe user store 360 aﬁer seekingAend user veﬁﬁcation viaa

request of the end user to confirm the previously entered required access data via the

end user configure component 330 and found an inconsistency. When an inconsistency |

1
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is determined, updates to the Provider store 320 are madé to bring the Proﬁder data

into conformance §vith current access/transaction requirements. |

The end user conﬁgure component 330 allows an end user to select and :
configure Pl and transactions of interest to ihe specific user. Thig qonﬁguration
s information is maintained in the user store 360. When an end user initially'subscribc‘s

| to the system according to the present invention, the system allows the user to select the
types and sources of PI and/or transactions desired. First, the-systém requcsts

‘ pérmission from the ehd user to act on his behalf to obtain any selected P1 and to
ey;{ecute any authorized transactions. Nexi, the systerh prdvides the user witﬁ a list of

10 . known information supplierS»and the types of PI supplied from and transactions

suppdrted by the particular PI provider from the Provider store 320. The system
requests the verification data necéssary for accessing each selected P provider and the

* additional data required by the particular PIs and/or transactions desired from that P

provider. Assuming the end user is already a registered user with the selected PI
15 provider or the pgrtibular PI provider does not require prior registration, the data
supplied b y the end user is placed in the user store 360. |
One method of obtaihipg aﬁy cookie data would be for the», énd uéer to access

éa_ch previously accessed PI utiiizing the PI engine 240 as a proxy server. The PI
| engine 24O wquldv pass the cookie data to the PI pfovider site with the appropﬁate Web

20 page fequeéts to obtain the PI or execute the transaction and with the end usef‘s |
permission retain a copy of thé cookie data in the his record in the user store 360. An -
altémafe means of obtaining the cookie data would be a direct upload of the cookie

'infqnnation from the; end user's computer. Ina preférred embodiment, no cookie data

12 .
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is necessary where a user is already registered with a provider; All fhat is'necess‘ary is -
the veriﬁcatioﬁ data fer‘ iogin.

If the end user does not have the requisite information because he is not a
regiétered user of a selected PI provider, the user configure component 330 prempts' the
user for the information necessary te register the end user with the PI‘ previder'-and )
performs the registration procedufe required by the PI provider. A simulated Web

client could perform this process aﬁtomatically supplying the access data as required

- and sending any necessery cookie data. The manner in which such a simulated client

registers the end user depends significantly upon the interaction method used on the PI '

provider Web site. If the Web site uses HTML forms and common gateWéy interface

(CGI) applications, the end user configure component 330 can formulate a uniform

- resource locator (URL) to replicate the effect of actual form usage and submit this URL

to the simulated Web client. The use of a URL to mimic an HTML form is equivalent
to manually entering the data into the Web <FORM> element. See Kerven, Foust,
Zakour, HTML 3.2 Plus How-Tq, Waite Group Press, 1997, pp. 559-569. If the Web

site uses a mixture of HTML forms and Javascript functions, a simulated Web client

~with a modified Javascript interpreter could effectively register the user by following

the end user registration process for the particular PI provider.- The registration process

to follow would be obtained from the record of the particular PI provider in the -

Provider store 320. The Javascript interpreter in the si;ﬁulated Web cllient would follow . -
this procedure and supply the data supplied by the end user. A similar process could be

used if the registration process on the PI provider Web site utilizes a Java épplet. A

-~ Web client with a modified Java bytecode interpreter could effectively register the user -

by following the end user registration process stored for the particular PI provider in the |

13

~ Ex. 1003 Page 47




10

20

ATTORNEY  CKET NO. 22022.0003
S Utility Patent

| 'Provider store 320. The bytecode interprefer would supply the data previously entéred

by the end user rather than requiring interactive input from the end user. If the PI
pi'ovider Web site utilizes a coml;ination of forms,: scripts and applets, the individﬁal
prorce‘dures above could be used in combinatioﬁ to.accomplish the desir_ed ;egistratioﬁ.
Witﬁ reference to FIG. -2‘ ;md FIG.3,a modification of the J av_é. virtual machine
(VM) could allow for _automated interaction bé__tween the various fnnctiohal co'mponcnts .

of the PI Engine 240 and J ava applbet available through provider Web servers 250.

" Templates for interacting with particular applets could reside in the Provider Stofe 310.

The specific input data utilized by such templates could be stored in the User store 360.
When a functional component such as the end user configure 330 or the access/transact

340 components requires automated communication with a Java applet on aprovider

© Web server 250, the modified Java VM would facilitate this interaction.

FIG. 10 illustrates one process utilizing such a modified Java VM fo achieve

such automated interaction. The functional component requiring interaction identifies

‘the provider and the particular applét on that provider with which the component needs

to interact in step 1010. In step 1020, the component accesses the net.:essary tefnplaté
for iriteraéting with the aﬁpplet from the Provider store 310. Proceeding to step 1030, |
the épmponent accesses the User s;ore 360 to ob{ain the data r’equi;ed by the femplate.
The modiﬁed Java VM interprets the applet in Step 1040 and, rather than réqu_iring o
interactive inﬁut from a user as in a normal Java applet exécution, awaitsinpuf from or
output to the interacting functional component of thc;_PI engine. In step 1050, the

functional component supplies inpqt data to the modified Java VM according to the

* accessed template and retrieved data and receives output data according to the accessed ‘

templgte. -Steps 1040 and 1050 repeat so long as additional input to or output from the

14
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applet continués. Upon terminatiOn of the aﬁplet, tﬁe functional compoheﬁt continges
with its own proceésing iﬁ step 1060. |
A successful registration could result in displaying the 'lregist_ratidn‘informatior_x
to the end user for future reference. Further, th‘e'end user configure component 330 ’
5 - stores the rec‘g.uisite.acccss ~veﬁﬁcation data for the PI providér and the additidnal data
| required to access the selécted Pl or transactioh-in the user store 360.
In a preferred embodiment of such automated registration, aﬁy necessary cookie
* data would be accepted and stored as needed by the end user configure compohent 330 '
' - In many cases, cookie data is session specific and, thereforg, of vlittl‘e long term utility.
10 Cookies generated dﬁring the registration pr,oceés are used solely during the fcgistrétion‘
process then discarded once registfation is compiete.
A failed registration could result from several éituatidns. First, the end user
attempting to registér with the_PI prdvider does not qualify for-registra‘tiion_;vf.or :

‘example, an end user attempting to register with a bank with whom the end user does

15 not maintain an account and where the bank only allows access to account holders.

Next, the end user may have supplied improper or inéorrect information. Fof éxaxhple, ’
: ;‘ibank reg_istrétioﬁ process rﬁight réquire a social security number, a. passwora, abank
~account number and the maidén name of the end user's motheri 1f the user entered an
incorrect social security number, the registfation process would fail. Finally, fhc PI
20 provider rﬁay héve aitered the registratioﬁ -pro‘cedure for its Web site. In this éituatibn, -
following the process suppligd from the Provider’sto-re 320 would yield a failed
registration. In the instance of any registrétion failure, the énd user could be present{ad

with the data initially supplied to the system for registration. The systém could then

ask the end user to double check the correctness of the information provided and to

15

— _ : - : Ex. 1003 Page 49 : '




10

15

20

ATTORNEY ~ KET NO. 22022.0003
: Utility Patent

correct and resubmit the daté ifan error is found. A second failuré rcsulvt‘ing" from the
submission of identical requisite data might generate an error message preseﬁted to the
end user stating that either the end user is ineligi‘ble to aécess the selectgd PI from the |
selected PI provider or thaf altcraﬁon by the PI provider may have caused an errd_r in
registratién. .'This sécond failure could also trigger a waming sﬁggesting the neéd to |
potentially reconfigure the record for the PI pfovider in the Provider store 320.

Ultimately, the user store 360 would contain a record for each end user. This

~ record as previous described could be a database entry, one or more cookies or a file .

such as a PIC file. Each record would identify the selected PI providers along with the

- general access verification ,d'ata needed and also under each PI provider woul_d bea list '

of PI supplied and transactions supported by the particular PI provider of interest to the

end user along with the additional data, if any, necessary to access that PI or execute

that transaction. Specifically, duplicative information such as an end user’s name

~ would be centrally stored in the record once.

~ The end user configure component 330 also allows the énd user to select one or
more delivery destinaﬁons. One destination might be the end user's computer as
cxempliﬁgd by the-client‘c_omputer 220 running client software 270 in FIG. é; howéver,
a computer is not the only destinafion contem‘plated by the present ihvéntion. ’fhe
destination for PI delivery could include facsimile, elecétronic mail, telephone,
conventional mail? pager, other wireless device such as a Palm Pilot (3 Cém), WeB
page or channel, Web browser or other delivery‘ mechanism. The present invention
also Acontemplatés indirect access of PI by the end ‘user utilizing a Web sife as an 4
intermediary; however, such indirect acceiss would not require the end user to specify a

delivery destination unless additional delivery options were desired.
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Further, access to the end user configure component 330 may occur through

direct access to the PI engine via the Internet as contemplated by the client computer

220 running client software 270 in FIG. 2; however, alternative'methods of access are

equally feasible. For example, the user might indirectly access the PI engine through
the use of an intermediary Web site. A telephone interface to allow access to the end
user configure component is another alternative.

With reference to FIG. 3, the PI access/transaCt componént 340 supports-the '

-update, acquisitic_in, and transaction functionality of the PI engine 240. The PI

aécess/tfansaét component 340 is responsible for accessing aﬁd storing user PI and
executing transactions authorized by »the end user. When access or update 1s needed for
a selected end uset, the PI access/transact éomponcnt 340 combines information f.’rom’ '
the Prov.ider store 320 ar.ldfthe usér storé 360 to updaté end user PI m the PIiétore 280. ,
For each piece of PI requiﬁng access or update, the PI access/tranéaét component 340
looks up tﬁe access procedure and infomiatfoﬁ needed for the particular P1 in the
Provider store 326. The verification aﬁd access data is found in the user store 360. The -

PI access/transact vcomponent 340 utilizes this infovrm'ation,to connect to the PI

‘provider's Web site across the Internet and to access the PI. Where multiple pieces of

PI require updating or access, the accesses may occur in series or parallel.
Requested transactions would be sifnilaﬂy supported. For each transaction, the
PI access/transact component 340 combines information from the Provider store 320

and the user store 360 to perform the requested transaction. The PI access/transact

component 340 looks up the transaction procedure and information needed for the -

- particular transaction in the Provider store 320. The verification and access data is

found in the user store 360. The PI access/transact component 340 utilizes this
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information to perform the transéction across the Internet from the PI provider's Web
site | |
A simuiated Web client could perform access or transaction procesées

automatically supplying access and veriﬁcation data as necéssaxy. The.mannér in

5 which s‘ubchla simulated client access Pi or execute transacfions depends signiﬁcarl_tly
upon the interaction method used on the PI provider Web site. If the Web site 'u‘sés _
HTML forms and éommon gateway interface (CGI) applications, the P éccess/traﬁéact _
component 340 cari formulate a uniform resource lbcatorv(URL) fo replicate the efféct
of actual form usage and submit thls URL to the simulated Web client. The usv;e)of a

10 . URL to mimic an HTML form is equivalent to inamially ent¢ring the data into the Web

<FORM> élemerit. See Kerven, Foust, Zakour, HTML 3.2 Plns How-To, Waite Group

Press, 1997, pp. 559-569. If the Web site uses a mixture of HTML forms and
Javascript functions, a simulated Web client with a modified J avascript interpreter

cpuld effectively access the PI or perform the transaction by following the P1

15 access/transact process for the particular PI or transaction respec.tively.' The access or
t}anéaction process to follow would be obtained from the record of the particuiar Pl _of
transaction in the Provider store 320. The J avaséript 'interpréter m the simulated Web
client would'follow this procedure and supply the dafa found in the usér étbre' 360. A
similar pfocess could be used if the PI provider Web site ﬁtilizés a Java épplet. A Web

20 client with a modified Java bytecode interpreter could efféctivély access PI or perfofm
transactions by following process étored for the particular PI or transaction in the
Provider store 320. The bytecode interpfete_:r would suﬁply tﬁe data from th’é user stofé |

360 rather than requiring interactive input frdm the end user. If the PI provider Web
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site utilizes a combination of forms, scripts and applets, the individual procedures

“above could be used in combination to accomplish the desired access..

In a preferred embédirrient of such automated accesses or transactions, any
necessary cookie data would be accepted and stored é’s needed by the P1 accesé/transziét
cbmponent 340. In many cases, cookie data is séssion speciﬁc aﬁd, thérefore, of littie
long term utility.Ab Cookies generated are used solely during these funcfioﬁs the.n‘
discarded once thé mining or transaction operation is completé. |

In order to provide personal information to an end-user quickly after login, it is

~ necessary for the PI access/transact component 340 to select ani end user for data

harvesting prior to the login of the end user. One approach to this solution is to updaté

all of an end user’s PI whenever the end user, difectly or through an intermediary Web

| site, fequests access to his/her PL. Another approach would be to update all of an end

user’s PI supplied by a particular provider whehever PI from that supplier is_v fequestéd.
Thus, the act of logging into vthe system by an end user effectively Selects that end user
for immediate PI update. However, this‘ approach may resuli in the in¢fﬁciént use of
tﬁe PI Engine 240 resources. |
Gi?en the large nurﬁber of potential users aﬁd providefs, and-th:e goal qf
providing the freshest data possible, another embodiment includes ain algorithr-n,.

developed to optimize the schedule in which end users are selected for data harvesting

-from a provider. This algorithm factors in the provider’s update policy, the user’s login

habits, and the user-provider account Charactcfistics; The proper application of the
algorithm should ensure that P1 is harvested as infrequently as possi'ble‘ for a given user,

thus minimizing system resource consumption.
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If the next provider updaté time énd the next expected user login ca‘nA be
accﬁrate_iy predicted; amodel can be created that will allow for smarter harvesting,
Rather than hafVesting' data for a»ll' users of a lprovider at once when the proVider "
updates its site, the h_érvesting can be spread out over time baéed on expected login

5" timeé of users and network activity profiles. For example, if Provider A updates its site
‘on Friday night and a ]érge number of users of that provider are noi éxpected 'to login
u again until Monday morning, the harvesting load can be distributed achss multiple
days. This has the édi/antage of r’nim'f_nizing both the pe‘akvloading of the PI Enginp 240
as well as consumption of the provider’s bandwidth by the PI Eng‘ine 240. To gain this |

10  optimization, the PI Engine 240 must maintain and refine models of each provider and

user. Such data can be‘mairitaixied in the provider store 310 and the user store 360
respectively.
' 'Each time a user utilizes the PI Engine 240, the time and date may be captured.

‘Once a sufficient number of login times are accumulated, they may be analyzed with

15 respect to day of month, day of week, and time of day. Th’esé are uéed ina modei to
-predict the next expected usér login, The model is then teéted ‘a.md refined with‘
subsequent logins until a measurable degree of confidence is established. Once high
confidence is determined, the user model is incorporated into the adaptive harvésting
scheduler. Until a high confidence leQel is reached';for a particular end user one of ,'the
20 a‘forementiénéd harvesting approachés may be used. |
| - Each provider updates ifs site basea on policy driven by their unique resources
and business model. For any adaptive scheduier to Qork, the policy for each providéf

must be modeled. In some cases, the poiicy is self-evident. In others, it must be

20
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determined empiriCally..‘A provider’s policy will most likély fall int_o one of the
following categories: ..
% Type 1. Updated peﬁodically fbr all users -
o Type II'.b »Updated periodically relaﬁve to erach_v usér
s e Typelll Updated in a pseudo-random manner
The following three apprdaches may be used based upon‘provi,der tj?pe. |

Type I Provider Policy Scheduling Algorithm

1. Assume users with a “no confidence” model have an ifnmcdiate login time.
2. Order the users chronologically based on their predicted login-time.

10 3. Shift the expected login time for all users back one hour,

4. Perform a density curve fit along temporal boundaries to get a‘polynomiél function
s : " that can be used to determine the number of user accounts to harvest fora given epoch.
5. Perform an integral matching algorithm with the inverse of the network actiVity

curve for the time period in question to adjust the distribution curve.

15 6. If possible, re-distribute peak harvesting time toward time zero to flatten the
distribution curve.

7. Assign harvesting times to the sorted users according to the distribution curve..

8. Monitor time and harvest the user account when appropriate.
~ Type I Provider Policy Scheduling Algorithm
20 | Forve‘alc.:h provider that falls into this category, an attribute of the user must be ‘
identified that determines when the personal informvation is ﬁpdated. In some éases, th've‘
user may need to be queried for -the info:rmat'ion. In others, it can be determinéd from H .

the harvested information. If the attribute cannot be established for a user via either of
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thése means, the provider site may be monitored daily for changes in personal
infonnatioh until a pattern is established.
Since there is a natural, even distribution of accounfs updated by a provider ﬁ_ir '
a gi\}en day, a user’s account can be harvested an hour before his expected login tinié. _ _‘
-5 Asinthe Type I algorithm, users with a “no confidence” model should be immediately
harvested. | | |
Type Iil Pro&ider Policy Scheduling Al'gorithm |
This type of policy is the most difficult of all. Sinée -the'p‘rovider updates a
user’s account in 2 non-deteﬁninistiq manner, a decision must be made for each
10 . providve‘r.as _to‘ the criticality of the information relative to the user. Fc;r thosé highly
critical providers, each user accoﬁnt should be harvested daily, perhﬁps even rﬁo:e

frequently. For those less critical providers, user accounts should be harvestéd less

2 frequently and possible when overall system activity is low.

The PI deliver coniponent 350 is responsible for formatting and delivering the |

15 I;I to theAgnd user. Usually delivery,will énly 'o.ccur subsequeht to updating all stale’ PL. -
Tﬁe PI will be delivered to one or more destinatiéns (e.g. facsimile, telephone, pager, |
- Web browser, e-mail, etc.) as speciﬁed in the user sfore 360 exccpt where the PI is
Aa'cvcessed via an intermediary Web site. Where the destination is not an intermediary
Web site, the PI deliver 'compo_nent 350 performs all fonnatting necessary to deliver the
20 Pltothe appropriate destinations. For example, ,whéré thg destination is a Web-
browser, the PI would Ee' formatted as an HTML document, or where the desti»'natior.yis'
a telep.hone, ihe PI would be submitted for voice synthesis and transmission.
- Inthe case of an inteﬁnediary Web site, the PI is delivered in a fdrmat_

- configurable by the intermediary Web site. FIG. 5 pictorial illustrates a possible "
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émbodiment of the current invention utilizing an intermediary Web site. An end user

© 210 utilizes a client computer 220 to access an intermédiary Web site 510 across the

Internet 230. The end user 210 logs into the intennediary Web sire 510. The
intermediar&r Web site 510’ contacts the PI engine 240 across the Intemef 230 and
drrectly receirres the end user's PI updated as required from the PI provider Web sités
250. The intermediary Web'site 510 receives the .PI, incorporates it into pages

according to its particular formatting style and graphical user interface and delivers

these pages to the end user 210, The use of the PI engine 240 is transparent to the end B
user 210. Further, an intermediary Web site 510 serving aggregate PI to an end user.

‘210 may, and most likely will, simultaneously serve as a PI provider.

In another embodiment, this formatting occurs via a dynamic HTML géneration
system coxrlbining stylistic and layout inforrnation_ from a variety of sources. The PI
delivgr comporrent 350 geherates cusrom HTML pages dynamicélly. These pages rrre ‘
customiZed based on a number of stylistic factors (such as Baékgrorrnd color,
foreground color, fqnt size, color and style, pagév layout, etc) frorn a Qariety of sOurr:es
and content from a variety of sources. Inforrrratron providers, distributoré, the end user,
the PI deliQér component 350 or any combination of th'eée sources, or other relevant
sources, may provide qustomization'factr)rs used in _thé page geﬁeration. Finally, each
HTML I;age must be filled in with data. The data uslged in such pageé may oﬁginéte'
ffom such sources as informat’ion providers, distributors, the end user, >the Pi deli:ver '
component 350 or any combination of these sourr:es, or other relevant sources. The

required solution is a system representing a generic algorithm for performing such

“HTML generation at run-time. The style and content may be provided in any suitable .

format such as the Extensible Stylesheet Language (XSL), as 'speoiﬁ.ed by W3Cin . -
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hmﬂmmgmg_&su which is expressly incorporated herem by reference in |
1ts entirety, and/or the Extensxble Markup Language (XML) as specified by WSC in

: hﬂp;ﬁmﬂl_oxgﬂmm-_xml, which is expressly incorporated herein by reference

in its entlrety, or other suitable formattmg standard. The key requlrements for such a

s system are complete encapsulatlon of the problem domain and run-time efﬁcwncy

In preferred embodrments the solution is based onthe followmg basic model as

depxcted in FIG. 8:

1,

10

15 4.

Six sets of customization factors are identified: distributor content 810, provider
content 820, distributor style specification 830, provider style specification 840,
user-specific content 850 and user—speciﬁe style 860.

Each set of customization factors 810-860 is considered a separate, independent

and required input to the run-time system 870 that performs dynamic page

generation.
Each input 810-860 will be in form of an XML stream

Output 880 lel be in form of an HTML stream.

The dynamic page generatlon system 8§70 w1ll produce valid output 880 for each, o

set of six valid inputs 810-860.

FIG. 9 illustrates an actual run-time sequence of input processing by such a-

.. system 870:

20 1.

Distributo_r content 810 is combined with provider content 820 and with user-

specific content 850 to produce a complete content specification 930 by the

content merger‘u.’nit 910.
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2. Disttibutér styie 830 is combined with prbvidef style 840 and with us,ér-si)eciﬁc
sfy]e 860 to pfoduce a complete style specification 940 by the style mérgef unit
920. I

3. The style specification 940 1s applied by the stylevappli't‘:atdr. 9A50'vto content |

s specification 930 in order to produce the resﬁlting pag'é 880.
In order to co_mplvetely encapsulate the préblem doméin, thé'following
reqﬁirements must be placed on the system'870: | |
I, Bach XML input 810-860 is a valid XML stream.
2. Al cohtent speciﬁpations 810, 820 énd 850 are valid with respect to the éame '
10 Document Tyi)e Definition. - |

3. | All style specifications 8_30, 840 aﬁd 860 are valid with reépect to the same -

Document Type Deﬁniﬁon (such as the XS‘L DTD standérd).

4. The merging units 910 and 920 whose task is to take two or more XML streams

and produce a combined XML output must be able to pro'duce' such output for

15 ~ any set of valid XML inplits.

Another method of perfqrming this task would be to format PI as HTML
elemeﬁts wifh predefined CLASS attributes. The inteﬁnediafy Web site _receiving‘ theéc
éleménts could dynamically include them in page erWarded to the end user of the PL. !
_The»pages incorporating such Aelements t:oul'd include differerﬁ style info_rmation

20 . associated with the predefined CLASS set. Level 1 cascading sfylé sheet cqnven:t.io:n
‘could be used to implement such coﬁﬁgurability. See Kerven, Foust, Zakour, ﬂ'LM_L

3.2 Plys How-To, Waite Group Press, 1997, pp. 651-693; Walsh, "An Introduction to

Cascading Style Sheets," World Wide Web Journal, Winter 1997, pp. 147-1 56. This

option requires minimal programmatic support by the intermediary Web site but
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restricts to some degree the iﬁtennediary Web sites ﬂé);ibility in presenting thc PI to the
end user. |
| Altemati’vely; an intermediary Web.site could denglopb an applic;tion utilizing a -
standardized applicafion programming interface (API) to directly access the PI data. In ‘.
5 | this Vinst.ance, the PI deliver compbneﬁt 350 could either be k;ypassed or potentially used.
| as the cc’nhponenf respoﬁsible for sefviéing API requests for daté. Under this model,

the intermediary Web site would be responsible for all formatting decisions with .
respect to the raw PI data. This implexﬁentation option requires additionél
programmatic suﬁport by the iﬁtermediary WeB site but allows for greatef flexibility in

10 the use of the raw PL. o |

The ability to utilize an intermediate Web site to deliver PI is of significant

utility. This capability allows an end user already familiar with an existing PI provider

. - toaccessnot only the PI associated with the particular PI provider but also all PI from

other PI providers in the comfort of a familiar user iriterfacé, namely the existing P1
15 provider Web site. In this situaﬁoh, the request for PI would directly originate with the
inten'nediax); PI providef Web s_ivte and indirectly from thg end user. ‘Security meaSures
would restrict access to authorized inteﬁnédiate.Web site access. These mcésmc might -
include verification of the end user and the intermediate Web site. F urther, veriﬁcatibﬁ
of the association between the end user and the particular intermediate Web site might -
20  also be required for additional security;
- Ih addiﬁon, the usé of an intermediary Web site also supp‘oné a novel.
transac/tion' model._ In this transaction model, the »intérmediary sité éubsidizés, o? fuliy
' compénsates, the PI engine administrator for services provided to the end user. These )

 transactions are facilitated via the auditing and tracking capabilities of the PI engine.
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These capabilities allow the calculation of per user fees, per transaction fees, per access

fees or some combination thereof to be assessed. The assessed values could be directly

Vcharged to the intérmediary Web site. Altemafively, such values could be debited from
érriinimum monthly fee charged to the intefrnediar); Web site Wi’ih any fees beybnd the
s minimum charged directly to the intermediary Web site. |
FIG. 11 depicts a flowchart of a typical process accordihg to thé déscribed
model. The intermediary Web sité pays a minimum monthly fee in stép 111'0. In step
.1 120; the PI enginé audits and tracks end usér usage via the intermediary Web site. B
The audited usage is usved to assess a fee on a per usér, per-acces;s', per transaétion or
10 corhbinaiion basis. In sfep 1130,}this audited amount is débited_ from fhe fee péid in
step li 10. In step 1140, the intermediary Web site is charged for any fees in excess of
| the minimum fee paid. | |
Often an end'user may require access to the underlying Web pagé geherated by |

the provider of a particular piece of PL. The delivery component may deliver not bnly o

15 the PI but also an access point directly to the provider’s page supplying'that PI. The
access point may take the form of a link, a form button or some other interactivé access
mechanism.

Such_ an access point éigniﬁéantly. improves the efﬁcieqcy of accessing the
~ underlying page by the end user as exhibitéd by FIG. 7. In the traditional process 100

20  for accessing PI, the end ﬁser must proceed through numerc_)us‘intermediary pagés

rcduiring a varivety of often tedious interactions before reéching the desired page.
The end user must first identify the Provider 110. Next, the end ubser must
locate the Provider’s Web address 120. Then, the user the requests the Provider’s login

page 130. If the end user does not remember the requisite information, this information -

27

»

Ex. 1003 Page 61




ATTORNE) JCKET NO. 22022.0003
: Utility Patent

must be found, or the désiréd infonnation will rémain inaccessible via the Web. Thc |
end uéer then navigates the Provider’s Web site 140; This 6ftén entails visiﬁ'ng the
Provider’s main page 710 flollowed.by viewing a variety of intermediate pages on the
Provider’s site 720. The ‘e‘nd user may have to backtrack several times to the main page
5 710o0r accidentaliy leave the system entirely forcing a second login 140 before ﬁhally

locating the desired infoﬁnation 150. |
| 'Utilizing springboard technology, the entire process 750 is streaﬁlined into the
éingle click of an access point. The delivery component of the PI Engine delivers an
access point to the Provider’s underlying page along with the PL Asa consequence,

10 © the end user need only perform a single interactipn with the PI presentation page 560.

This interaction immediately performs the requisite interactions with the Provider’s

' ‘ | Web site to bring the user to the desired underlying Web page 150.
In one embodiment, this springboard téchnology could be implemeﬁted utilizing

~aJava applet. With respect to FIG. 2, the appl'et‘ would be downloaded frbm_»thc PI.

15 = Host 290 by the end user’s client-soft‘ware 27Q,“uf‘suall.y a Web browser, and execﬁted
ldcally by the end user’s computer 220. The apble’t would drive the client software 270-
to the desired page. Such an applet could retrieve procedures and data for driving the |
client software from the Provider store 310 and the User store360. |

~ In a further embodimént, the PI engine 240 could actas a proXy server directly
20 a accessing the Provider store 310 and the Usér store 360 és‘ required. When the PI |
| engine 240 receives the request to ju.m;.)’vto the source of a paﬁicular piece of 'P_I, the -
engine performs the necessary actions to navigate to the désire page and forwards the
desired page to the end user’s computer 220. Further interactions witﬁ the bage might

reciuire additional proxying by the PI engine 240 as accumulated cookie data may -
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reside on the PI Host 290. This embodiment is limited to use in handling standard
HTTP traffic rather than sccure HTTP traffic.
Inf‘a preferred embodiment, the springboard provides.the' end user With
“automated login into the PI Pfovider site 250 and allows the end user 210 to navigate
5 via the client _software 270. This automatedilo‘gin could _he_ eccomplished through the -
utihzatlon of a hypertext transfer protocol (HTTP) redirect. Upon recewmg thea .-
sprmgboard access request from the end user 210 via the chent software 270, the PI
‘ Host 290 requ_ests the login page from the PI Provider.su'e 250 targeted_by the
springboard access. The PIrengine 240 running on the PI Host 290 receives this iog-in
10 page and constructs a login request by accessing the proper data'in the Provxdcr store
310 and the User store 360. The logm request is embedded in the HTTP redirect which
- is forward to -the client software 270. The client softwar‘e 270 1s redirected to the
targeted PI Provider site 250, and the end user 210 is automatically logged into this site.

~ Alternatively, this ﬁmctionahty could be implemented via a Java applet as

15 described above. In addition, the PI engme 240 could generate a J avascript page

containing the pertinent login tequest rather than an HTTP redirect The J ai/ascript
“page could be returned to the client software 270. This page would then be executed by '.
* the client software 270 to accomphsh the automated login.
The PI engine 240 of FIG. 3 may also include a site monitor 370 processingl '
20 component. 'I‘his component would syeternatically monitor supported PI provi‘der Web

sites for ch_anges. This component enhances the 'ability of the system to identify
alterations in PI. provider Web site procedures, data requirements and cookies

requirements. This component increases system efficiency by supplementing or -
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sﬁbplaﬁting altefation identiﬁcatibﬂ via feedba{ck from the PI access/trarisﬁct .
component 340. | |

A further émbodiment of the present invention might sﬁpport the localize
ménipulation of PI. This ¢ould be accomplished where the client software 27_Ovvrunhivx.1g '
on the client computer 220 in FIG.2is a spécialized Web client rather than a general

Web client such as Netscape. This specialiied client might utilize Web channel

- technology to a_utomaté the local PI download and update processes. Where the PI

store is implemented via the aforementioned cookie architecture, this specialized client

may prdvide direct local acce_ss to stored PI.

TIn another embodiment, the PI engine 240 of FIG. 3 might supporf both system

supported PI providers as well as PI providers specific to pa'rticulaﬁ end users. In this

“embodiment, an end user is not limited to PI available from PI providers present in the

Provider store 310. For an end user to add PI provided by a non—su’pported PI provider,

- the end user would access the Baseline configure component 320 and create a

configuration for the nén—supported Pl prbvidér.‘ _The PI provider and PI cénﬁguration |
along with the veriﬁcationA and access data would be stored along with the uﬁer's record
in the user store 360.

| A further embbdiment of fhe present invéntion supéorts the inclusion of PI .

transaction procedures and access requirements in the Provider store 310 of FIG. 3. -

The end user specific information necessary to realize such a transaction would reside -
~ with the user record in the user store 360. The functionality of the PI access/transact |

' componént. 340 would expand to support the performance of trarisactions. This

additional functionality could be supported in 2 manner similar to the procedure

described above with respect to pérformance of access utilizing a simulated Web client.
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A further feature of this embodiment would include autométed or semi-automated

-account management by providing trigger events to automatically initiate a transaction.

For instance; with reférencc to FIG. 2an end user 210 would be able to |

maintain his/her accounts online through the PI Engine 240. If an inform'ation provider

" has the capability of receiving paymehts online, the PI Engine 240 could sup.pvort

complete or partial automation of such transactions. If there is a billing due date for a

~ certain 'information provider, PI Engine 240 could flag that information and send email

to the end user 210 notifying hind/vher‘of the bill due. Thﬁs, the user will not have to

check each of his/her providers individually for due date infoi'mation. The PI Engi‘né

240 could also autqmated payments on a limited range of billingl' amount for prbviders
who éllow payments over theif Web ser.versv2'60, then send én erﬁail to the user with
the notification of payment. |

| Duedafé acquisition could be accomplished utilizing the P1 aécess/t'ransabct‘
component 340 seen in FIG. 3. The due date information would be available t_b the end
user via any delivery meéns supported by the PI deliver component 350. The PI

access/transact component 340 would use standard e-commerce bill-paying methods to

" pay the user’s bill/s to the p‘rovi‘der if he/she chooses. Once the bill is paid, then an

email notification will be sent to the user with the provider information and payment

information. The user can specify the range of amount stored in the user store 360 that

“will be paid automatically. If the bill exceeds the amount speciﬁéd by the user, then PI

engine will simply send out an email notification to the user instead of paying the bill
éutomatically.
The embodiments described above are given as illustrative exafnples only. It

will be readily appréciated that many deviations may be made from the specific
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embodiment disclosed in this speciﬁ‘cétio_n without departing from the inventidn.
Accordingly, the scope of the invention is to be determined by the claims below rather

than being limited to the specifically described embodiments above.
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A system for delivering personal information frozh at least one information

_provider to at least one end user comprising;

(@ a user store for storing end user data Associated with each end user;

(b)  aprovider store for storing informdtion provider data associated with
each information provider;

- () apersonal information store fpr storing personal information associated

with each end user;
(d) aprocessorin cqminunic tion with the &sef store, the provider storé and
store, for performing the steps of:
at least éne information prdvider;
.A(ii) for a selectetl end user, retrieving personal_'infoﬁnétion for fh_é

selected ejfd user from the connected at least one information.

provider’based on end user data associated with the selected end

user arid information provider data associated with the connected

one of more information providers; and

(i)  storing the retrieved personal information in the personal -

' infdrmation store.
. 9‘ . Lol g’y O . . ' ' ‘
2. Thesystem of claimt; wherein the processor performs the additional step of
monitoring information providers for changes.
-4 The system of claim 4] wherein the processor perfoxmsAt_he additional step of
updatipg the provider store to conform with requifements of the information

-provider.
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A, The system of claim 47" WHefein the proceésor performs the ad’ditignal Step of
© executing a’transaction for the selééted end user with a selected information
‘provider based on the énd user data associated with the selected end usef and
‘ }4’ the infonnation' provider data associated with the selected infomiation provider.
87 The systeni of claimgff wherein the prpces_sbr autornatically perforrﬁs the -
- transaction executjon step}according to end user data in the u\serﬁ store. - |
67 Thesystem of claim X, wherein the processor performsvthe additional -s)tep of
outputting the personal informatidn associated with the sélected end user from a
: - the personal information store. . |
A The system of clainibéf wherein the outputting step performed by the pfoéessor
' outputé. the personal information to a delivery platform spéciﬁed in the end user
data assoéiated with the selected end user.

A

. The syst_em of claim7, wherein the specified delivery platform is selected from

)

the group consisting of electronic mail, facsimile, pager, telephone, wireless

4device, fip server, Web server, gopher éerver and Web client.
The system of claim;éf wherein the outpﬁtt_ing step of the processor ouiputs the
- personal information via a world wide web site.
The system of clairx;/9f wherein the outputting step of the processor outputs
personal information zs a formatted Web page to the world wide web site.
The systém of clain;i{ wherein the outputting step bf the prdcessor oufputs E .

personal information as formatted Web elements to the world wide web site. .

ke xE N

The system of claim9 wherein the outputting step outputs personal information

data to the world wide web site.
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3L a0
/H/ The system of claim X, wherein the connecting step of the processor 'perforrris
the following substeps;v o
| (A)  accessing the end user data associated with the selécted
end user;

(B) identifying information providers specified in the

accessed end user data; and

(C) establishing a communication link with each of the

identified information providers.

1

A method for delivering personal informatigh to at least one end user from at

R P A S | .
5. The method of claim 14, further comprising the step of monitoring information
A6
oA

providefs for changes.
The method of claim 14; further comprising the step of updating the provider

store to conform with requirements of the information provider.

The method of claim 14; further comprising the step of eXecuting a transaction

for the selected end user with a selected information provider based on the
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accessed end user and the accessed information provider data associated with
the selected informatio provider.
The method of claim 17, wherein the execution step is triggered according to

the accessed end user data.

'The method of claim 14 further comprising the step of outputting the personal

information associated WithAthe selected end user from the perscmal information

store.

) The method of claim Y9, wherein the outputting step outputs the personal

~ information to a delivery platform specified in the accessed end user data.

7

The method of claim-20, wherein the specified delivéry.platfonn is selected

from the group consisting of electronic mbail, facsimille, pager, telephoné,
wireless device, fip server, Weﬁ servér, gopher server and Web client.
The méthod of claim 15, wherein the outputti;ig step outputs the persoﬁal‘
information via a world wide web site. - . |

The method of claim 22, wherein the 6utputting step'dutputs pers’énal-

~ information as a formatted Web page to.the world wide web site.

The method of claim.22, wherein the outputting step outputs pérsonal

information as formatted Webélements to the world wide web site.

The rﬁefhod of claim 227 wherein the outputting step 6utput‘s personal

information data to the world wide web site.
The method bf .claim.,l'tr,‘ whereiﬁ the connecting step corﬁpriéés the substeps of:
o accessing the end user data associated with the selected énd user;
| (ii) identify{ng information prdviders specified m the accessed eha

user data; and
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(iii)  establishing a communication link with each of the identified

information providers.

s~

A computer-readable, digital storage device storing executable instructio

which cause a processor to deliver personal information by perforyifig the steps

comprising of:

(a)  connecting with at least one information proyi

9 = 8 -
,2( The storage device of claim 27, further storing executable instructions to
perform the connecting step by performing substeps comprising of:
(1) . accessing the end user data associated with the selected end user;

| (ii) identifying information providers speciﬁéd in the accessed end

user data; and

(iii) establishing a communication link with each of the identified

WM

information providers.
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A system for delivering personal information according to the present invention '

includes a user store including end user data, a provider store including information

- provider data, a personal information store including personal in}fomla'tion anda

- processor that communicates with these data stores. The processor selects an end user

for personal information aggregation. The processor connects with one or more

information providers. The processor then proceeds to retrieve personal information

- for the selected end user from the connected information providers. This retrieval is

based on end user data associated with the selected end user and provider data
associated with the connected information providers. The retrieved personal

information is stored in the personal information store.
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avold abandonment. Extensions of time may be obtained by filing a petmon accompanied by the extension fee under the provisions of
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Application Number and Filing Date; Is required.

a 5. The signature of the following joint inventor(s) is missing from the oath or declaration;
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-An oath or declaration in compliance with 37 CFR 1.63 listing the names of all inventors and signed by the omitted
inventor(s), identifying this application by the above Application Number and Filing Date, is required.

(3 6. A $50.00 processing fee Is required since your check was returned without payment (37 CFR 1.21 (m))
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"~ Auorney Docket No. 22022 0003 -
Utility Patent A \tion
ity PRI

Inre Application of

Freishtat et al. FF\(J\’- OF pETITIO "L» ({ ! u(’7 )
| _ -0 AIG PATENTS 1
Serial No.: 09/428,511 Group Art UniD57Y

- Filed: October 27, 1999 Examiner: Unassigned

For: “APPARATUS AND METHOD FOR
AUTOMATED AGGREGATION AND
DELIVERY OF AND TRANSACTIONS )
INVOLVING ELECTRONIC PERSONAL )
INFORMATION OR DATA” )

PETITION TO MAKE SPECIAL

Commissioner of - - ' NEEDLE & ROSENBERG, P.C.
Patents and Trademarks ' Suite 1200, The Candler Building

Washington, D.C. 20231 B 127 Peachtree Street, N.E.
: . - - - Atlanta, Georgia 30303-1811.

February 8, 2000

Dear Sir or Madam:

Pursuant to 37 C.F.R. § 1.102, applicants petit_ion the Co‘mmis_sibner to make the above-

identified patent application special so that it may be taken out of turn for action immediately.

- In support of thls Petition, enclosed herewith is a Declaration of Gregory J. Kll‘Sch an

“undersigned attorney of record, settmg forth in compllance with M.P.E. P. § 708 02 II that he '

02/11/2000 GLURNGT 00000180 03428511
01 FCat2e 130,00 00
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~ search was conducted by the U.S. Patent Office with regard to a co-pending PCT applicatibn

including claims directed to the subjeét matter of the above-identified épplication. Fiﬁélly, these

' appropfiately handle such infringement. To enable the Examiner to consider this application

?AZ.(? LA
, S G'\h\ {"{_, ) .
PETITION TO MAKE SPECIAL . '\‘,0 ) S y '
‘Attorney Docket No. :15060.0018 ES T
Serial No.: 09/441,841 ity

believes that the invention sought to be patented in this application is being iﬁfringéd and a

seatch for the claimed subject matter has been conducted.’

M.P.E.P. § 708.02 II requires that a prior art search be conducted, which has been
satisfied here in thrée ways. First, applicants commissioned an independent scarch of the priof

art prior to filing the parent application, as detailed in the Declaration of Mr. Kirsch. Second, a A

searches were supplemented by an internal search of non-patent prior art, as detailed in the-
Declaration of Mr. Kirsch. In the above-identified application, applicants are citing all \
references disclosed in these searches in an Information Disclosure Statement, filed concurrently

herewith.

Applicants’ pending claims are being infringed by a third-party, as also detailed in the’

enclosed Declaration of Mr. Kirsch. Obvibusly, applicants require a patent in order to

expeditiously and to facilitate the processing of this application by the Patent and Trademark
Office, this Petition to Make Special is being filed. Applicants respectfully request that this

Petition be granted.

W043440 -2
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PETITION TO MAKE SPECIAL
Attorney Docket No. 15060.0018
Serial No.: 09/441,841 )

Enclosed is a check for $130.00 as required under 37 C.F.R. §‘1.l7(i); No "addi;ionai fees
are believed due at this time; however, the Commissioner is hé’reby aﬁthor_ized to charge any

additional fees which may be required, or credit any overpayment to Deposit Acco‘u'nt

No. 14-0629.
‘ 'Respecfﬁilly submif:ted, |
 NEEDLE & ROSENBERG, P.C.
Gregoﬁhr
| _ - Reg. No. 35,572
NEEDLE & ROSENBERG, P.C. |

Suite 1200, 127 Peachtree Street, N.E.
Atlanta, Georgia 30303-1811 '
(404) 688-0770

CERTIFICATE OF MAILING

ereby certify that this correspondence is being deposited with the United States Postal Service as Express Mail No.

¥JS addressed mﬁof“ Patents and Trademarks, Washington, D.C. 20231, on February 8, 2000.
' A -8-ocs

Z
Evefardo McFariane i Date

wo4sso - ' -3.
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Attorney Docket No. 22022.0003
Utility Patent Application

IN THE UNITED STATES PATENT VAND'TRAD‘EMARK OFFICE = -

In re Application of
Freishtat et al,

Serial No.: 09/428,511 Group Art Unit: 2755

Filed: October 27,.1999 Examiner; Unassigned
- For: “APPARATUS AND METHOD FOR
AUTOMATED AGGREGATION AND
DELIVERY OF AND TRANSACTIONS
INVOLVING ELECTRONIC PERSONAL )
INFORMATION OR DATA?” )

DECLARATION OF GREGORY J. KIRSCH
PURSUANT TO 37 C.R.R. § 1102

Commissionerof ~ NEEDLE & ROSENBERG, P.C.

- Patents and Trademarks ' Suite 1200, The Candler Building
‘Washington, D.C. 20231 v : ~ 127 Peachtree Street, NE. .
: ' , : o Atlanta, Georgia 30303-1811
February 8, 2000 -
‘ I, Gregory J. Kirsch, declare that: |
1. Iam registered to prepare and prosecute patent applications before the U.S. Patent -

and Trademark Office and am an attorney of record for the above-identified application. My

registration number is 35,572.

2. I submit this declaration in support of the accompanying Petition to Make Special,

which is filed pursuant to 37 C.F.R. § 1.102 and M.P.E.P. § 708.02 H.
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DECLARATION IN SUPPORT OF
PETITION TO MAKE SPECIAL
Attorney Docket No, 22022.0003
Serial No.: 09/428,511

3. I have personalIy reviewéd a product/service_entitled ybdlee.com, that is actually |
on thé market for #ggregation and d‘elivery of electronic-personal informatibn. Yodlee.cf,om 1S
provided through the World Wide.Web_by 'Yodlee, Inc. (Sunnyizale, California). Yodléc.com
prdvidés this product/service via a Web site wifh the following*lhtemet address:

www.yodlce.éom

4. - Thaverigidly coinpared the pending claims in the above-i_déntiﬁed application o

with the speéiﬁc prodﬁct/service listed in the above paragraph. 1 believe that at least some of the

- claims of this application are actually infringed by the development, use, sale, and/or

commercialization of this product.

5. Asan attorney of record for the above-identified patent application, I have caused

to be made a careful and thorough search of the prior art relevant to the claimed subject matter. -

6. ~ The first search that Was lcovnducted for the above-identified application was
commissioned shortly after filing thé patent application Aon Octol‘pér 27, 1999. The search was .
- perfortned by the patent search firm of Laubscher & Laubscher (*Laubscher search"’). On
' Dgcemberv22, 1999, the search firm was provided with é copy of PCT applicatién :
PCT/U S99/25181, containing a spe‘ci.ﬁcat.ion with claims .directecll to the sarﬁe subject matter as

claimed in the above-identified patent application.-

H:\apps\ss\docs\dsk\W048176, WPD -2-
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DECLARATION IN SUPPORT OF .
PETITION TO MAKE SPECIAL.
Attorney Docket No. 22022.0003
Serial No.: 09/428,511

7. | The Laubscher search wa.sbconducted in the U.S. Patent and Tradema:k Office
Public Search Room. The field of search coyered class 705, _subclaséeé 10 and 26, and class 709,
Subclasses 213,217, 218, and 2‘19. In addition to a complete search of the above subclasses, __the
searcher consulted with Examiners Cardone and Rinehart of Group 2787, who confirmed thét'the '
most pertinent éearch a_reas were covered by the subclasses seafched. The m’anué.lvéea'fch was
suppleinented with a computerized séarCh of the WEST database maintained by the U.S. Patent

Ofﬁce. The Laubsché;' search resulfed in the following thirteen patents: U.S. Paﬁ;nt No. “

5,710,887 to Chelliah vevat al.; US. Patgnt No. 5;825,884 to Zdepski; U.S.. Patént NOT 5,860,068 to
Cook; U;S. Patent No. 5,884,045 to Kurihafa; U.S. Patent No. 5,895,468 to Whitmyer, Jr.; U'ST
Patent No. 5,918,214 to Perkowski; U.S. Patent No. 5,926,798 to Carter; U.S. Patent No.
5,956,709 to Xue; U.S. Pafent No. 5,963,915 to Kirsch; U.S. Patent No. 5,978,766 to Luciw;
U.S. Patent No. 5,983,200 to Slotznick; U.S‘. Patent No. 5,983?22A7 fo Nazefn etal; and US
Patent No. 5,987,498 to Atﬁing‘ét al. Copies of these paténts are being cited m the Information

Disclosure Statement filed concurrently herewith for the above-identified application.

8. | In addition to the Laub;cher search of the prior art, a search was conducted by the
U.S. Patent Office in conjunction with PCT ‘app'licavtion PCT/US99/25181, containihg essehtiélly
the same specification as the aboife-identiﬁed patent apblicatibn' with claims directed to the same
subj ect. matter' as claimed in fhé above-identified pétent application (PCT search). An
'In'temational Search Repbrt issued on this appli;ation on Jah_uary 18, 2000; According fo Ahmad

. Matar, the individual listed on the search report as the authorized officer, the search was

Haapps\ss\docs\dsk\W048176. WPD ' -3




" DECLARATION IN SUPPORT OF
PETITION TO MAKE SPECIAL
Attorney Docket No. 22022.0003
Serial No.: 09/428,511 ’

cenducted by Examiner Phillip Tran of Group Art Unit 2758. The field of search coyeted class
705, subclass 10, and class ‘709, stlbclasses 203 'and 217.. This search was supplemented by a
search of docunientgtion of the IEEE and a search of the WEST database. T he PCT search
resulted in thevf_ollowin'g three patents: US Patent No. 5,991,735 to _Gerace; U.S. Patent Ne.
5,983,227 to Nazem et dl.; anci U.S. Patent No.. 5,878,219 to Vance, jr. et al, Cepies of these .‘
patents are bein‘g cited 1n the Information Disclosure Statement filed cotxcurrently ﬁerewith for

the above-identified application.

9. Finally, a third search waé conducted by Dr. David'S. Kerven, an ettomey of record in

the above-identified application. Dr. Kerven’s seareh was conducted in the AsSoci_etion _fotr
'Cotnputing Machinery’s dtgital library (ACM search). The ACM search resulted in the
followmg three references “Strategic Dlrecnons in Database Systems - Breakmg Out of the
Box,” Avi Sllberschatz and Stan Zdomk et al,, ACM Computmg Surveys. Vol. 28, No. 4, pp

: 764-778, December (1996); “Database Secunty and anacy,” Sush11 Jajodia, ACM Computing

| Surveys, Vol. 28, Issue 1, 1y ‘ 129-131, March (1996); and “Managing Secttrity and Prit/acy of
_ Infonnation,v” Sushil J éjodta, ACM Computing Stvaeys' VOL 28 No. 4es, Decetnber (1996).
Copies of these references are being cited in the Informatlon Dlsclosure Statement filed -

concurrently herewith for the above- 1dent1ﬁed application.

Ho\apps\ss\docs\dsk\W048176. WPD | -4-
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DECLARATION IN SUPPORT OF
PETITION TO MAKE SPECIAL
Attorney Docket No. 22022.0003
Serial No.: 09/428,511

10.  Accordingly, there have been three searches performed for the subject matter
claimed in the above-identified patent application: the Laubscher search, the PCT search and the

By ACM search.

1 1 I further declare that all statéments madé herein of my own knowledge are true.
and that al_i. state,mexits made on infoﬁnatidn and.belief are believed to be vtrue; arid‘ fﬁrther that
 these statements were rnadé with the knowledge thaf willful false statements and the like are
, punishable by fine or imprisonment, or both, under Section 100 1 éf Title 18 of the United States
Code and that such willful false statements may jeopardize thev validity of the application or
~ document or any patent issﬁing therefrém. |

N R o1

- Date Gregory I. Kirsch  (/

Hiapps\ss\docs\dsk\W048176. WPD - -5-
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‘Special Program Center on or before the "Due Date" indlcated

: Quesuons regardmg petmons before the directors of Technology Center 2700 should be

directed to:

,Jim Groody - Vin Trans ' o Kven Wieder
- SPRE ' - SPRE - SPRE

PK2-8A35 PK2-8A37 o PK2-8A33

308-5461 305-9750 . 305-4710

Apolicafion No. 09428511  Assigned To: Hayes, Jennifer
_ . : Art Unit: 2700
Type: 37 CFR 1.102(d) - Accelerated Examination

Due Date: 03- MaY'OO ' ' SPRE Receipt Date:
df24/n W |
Date Recolved For Decxsxon e Mailroom Date: 08- Feb—OO //

Please return this application with a draft decision to the

above.

Special Program Datobase, Version 20 - . "Routing Slip Printed On:  Tuesday, April 18, 2000 6:01:03 PM
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Attorney Docket No. 22022 0003 () '

* IN THE UNITED STATES PATENT AND TRADEMARK OFFICE .

- Freishtat ef al.

Filed: October 27, 1999 Examiner: Unassigned:
For: “APPARATUS AND METHOD FOR
AUTOMATED AGGREGATION AND
DELIVERY OF AND TRANSACTIONS )
INVOLVING ELECTRONIC PERSONAL ')
"INFORMATION OR DATA” v )

)
)
I
Serial No.: 09/428,511 | ) Group Art Unit: 2755
)
)
)
)

INFORMATION DISCLOSURE STATEMENT

Assistant Commissioner for Patents ' NEEDLE & ROSENBERG, P.C.
Washington, D.C. 20231 = ' ' " Suite 1200, The Candler Building
: o o : 127 Peachtree Street, N.E. -
Atlanta, Georgia 30303-1811

February 8, 2000
- Sir:

Submitted herewith on form PTO 1449 is a liSting of documents known to applicants
and/or their attomeys in compliance with the reqmrements of 37 C.F.R. § 1.56. Copxes of these

documents are enclosed. 4
' Appllcants would also like to mform the Examiner of the following co-pendmg and

commonly assigned, related apphcatlons also filed on October 27, 1999:

09/427,787
09/427,602
1 09/427,601
09/427,811
09/427,790
109/427,794
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ATTORNEY DOCKET NO. 22022.0003 -
SERIAL NO. 09/428,511

Consideration of the cited dc}cumenté and making the same of record in the prosecution of

* the above-noted application are respectfully requested.

Reépectfully submitted,
NEEDLE & ROSENBERG, P.C. -

/>0

Gregory J. Kirsch
- Registration No. 35,572

Suite 1200, The Candler Building
127 Peachtree Street, N.E. -
Atlanta, Georgia 30303-1811

(404) 688-0770

CERTIFICATE OF MAILING |

1 hereby certify that this correspondence is being deposited with the United States Postal Service as Express Mail No, EL403199745U8S
addres; 0: feant _Commissione_r for Patents, Washington, D.C. 20231, on this 8" day of February, 2000. - )

% A |  2-Plase

Date -

Everardo McFarlane

" H:\apps\ss\docs\dsk\W048510, WPD o -2-
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Form PTO-1449

U.S. DEPARTMENT OF COMMERCE (Rev

PATENT AND TRADEMARK OFFICE

_mo
e
w

LIST OF PRIOR ART CITED BY APPLICANT
(Use several sheets if necessary)

TTORNEY DOCKET NO.: 22022.0003

SERI

#o
_ ATTORNEY DOCKET NO. 22022.0003-

SERIAL NO. 09/428,511
Page 1 of 2

APPLICANT: Freishtat et al.

N”

FILING DATE: October 27, 1999

U.S. PATENT DOCUMENTS

GROUP ;~255a= U 9 )5‘#

frol -

EXAMINER DOCUMENT NO. DATE NAME CLASS . | SuscLASS | FILING DATE
INITIAL . . LF APPROPRIATE
,Z”L A 5,991,756 11723/99 | wu 707 3 Nov. 3, 1997
AR 5,991,735 11/23/99 | Gerace 705° 10 Aug. 11, 1998
AC 5,987,498 | 11/16/99 | Athing et al. 709 203 Feb. 16, 1996
AD 5,983,227 11/9/99 | Nazem et al. 707 10, Jun. 12, 1997
AE 5&3,200 11/9/99 | Stotznick 705 26 Oct. 6, 1997
AF 5,978,766 17279 | Luciw 705 1 Dec. 20, 1995
AG 5,963,915 | 10/5/99 | Kirsch 705 26 Feb. 21, 1996 -
AH 5,956,709 9/21/99 | Xue 707 3 Jul. 28, 1997
Al 5,926,798 7/20/99 Carter 705_ 26 Jun. 6, 1997 -
_AJ 5,918,214 6/29/99 | Perkowski 705 7 Oct. 25, 1996
AK 5,898,836 | 4/27/99 | Freivald et al. 305 P04 | 20028 ¢ | van. 14, 1997
AL | 5,895,468 4/20/99 | whitmyer, Jr. 707 10 oct. 7, 1996
AM 5,894,554 4/13/99 Lowery et al. ‘SQ;_ tda 0 %S{) Apr. 23, 1996
AN 5,884,045 3/16/99 | xurihars 8957 % 700»6335/ Jul. 10, 1995
20 5,878,219 | 3/2/99 | vance, Jyr. et al. ~305 707 | 2002487 | mar. 12, 1996
AP 5,860,068 1/12/99 | took 705 - 26 Dec. 4, 1997
AQ 5,825,884 10/20/98 | zdepski et al. 380 #05 | 25 ¥ | sut. 1, 1996
aR | 5,710,887 | 1/20/98 | chelliah et al. |~398 705 | 206 ¢ | aug. 29, 1995
AS 5,699,528 | 12/16/97 | Hogan 395 705 | 2ea 40 | oct. 31, 1995
M AT 5,655,089 8/5/97 Bucci J05 [~240 4L | Apr. 10, 1992
OTHER PRIOR ART (Including Authbr Title, Date, Pertinent Pages, Et¢.)
/{L{{ AU. "Strategic Directions in Database Systems - Breakmg Out of the 80x," Avi Silberschatz, and Stan 2donik et
al., ACM Computing Surveys, Vol. 28, No. 4 pp. 764-778, .December (1996)
//”& v March

"patabase Security and Prwacy," Sushil JaJ0d7a ACM Computmg Surveys, Vol. 28,

(1996).

Issue 1 pp. 129-131,
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ATTORNEY DOCKET NO. 22022.0003
A SERIAL NO. 09/428,51%
Page 2 of 2

. 4
"Managmg Secunty and Prwacy of Information," Sushil Jajodia, ACM Computing Surveys, Vol 28,"\ ue l€'§ ,
G‘g L

December (1996).
"3

‘wtoday's Style Sheet Standards: The. Great vision Blmded " Philip M. Marden Jr. and Ethan V. (ﬂjson q@eg
Computer, pp. 123-125, November (1999) AT h
B9 i ¢

EXAMINER: KL‘%J/‘L R COVHt’/ II] DATE CONSIDERED: 5/27LUD L vfjﬁ R

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609- Draw lme through cntat\on

if not in conformance and not considered. lnclude copy of this form with next com‘numcation to applicant. : o
=—..‘——.—__"‘_===== 1
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Strategic Directions in Database Sysiems-—Breaking Out of the

Box :
AVI SILBERSCHATZ '

Bell Laboratories, Murray Hill, NJ (avi@bell-labs.com)

STAN ZDONIK ET AL/

Brbwn University, Providence, RI 02912 (sbz@cs.brown.edu)

1. INTRODUCTION

The field of database systems research
and development has been enormously
successful over its 30-year history. It
has led to a $10 billion industry with an
installed base that touches virtually ev-
ery major company in the world. It
would be unthinkable to manage the
large volume of valuable information
that keeps corporations running with-
out support from commercial database
management systems (DBMSs).

'T‘oaay, the field of database research
is largely defined by its previous suc-

cesses, and much current research is.

aimed at increasing the functionality
and performance of DBMSs. A DBMS is
a very complex system incorporating a
rich set of technologies. These technolo-
gies have been assembled in a way that
is ideally suited for solving problems of

large-scale data management in the cor- .

porate setting. However, a DBMS, like
any large tool, places some require-
ments on the environment in which it is
being used. The DBMS imposes some.

! Participants in this workshop were José Blake-
ley, Peter Buneman, Umesh Dayal, Tomasz Imi-
elinski, Sushil Jajodia, Hank Korth, Guy Lohman,
.Dave Lomet, Dave Maier, Frank Manola, Tamer
Ozsu, Raghu Ramakrishnan, Krithi Ramam-
ritham, Hans Schek, Avi Silberschatz (co-chair),
Rick Snodgrass, Jeff Ullman, Jennifer Widom,
and Stan Zdonik (co-chair).

execution overhead, often requires a
fairly high level of expertise to install
and maintain, and only manages data
that is in fairly specific file formats.

At the same time, the data that needs
managing is changing radically and is
being stored in places other than data-
base systems (e.g., files). It is also ob-
tained in large volumes from external
sources, like sensors. While the trend of
building more powerful database man-
agement systems has a place, there is
also a need for data management in
contexts that cannot cope with the over-
head of a full-blown DBMS; many envi-
ronments call for a much lighter-weight
solution. :

Sometimes, instead of using an exist-
ing tool in a new application, it is better
to embed reusable components in order
to make the resulting system more re-
sponsive. In some cases, it is the tech-

‘niques that a tool embodies that are

most reusable. We argue that this ob-
servation is true in many new data-
intensive applications. We would like to.
reuse database system components, but
when that is inappropriate we must be
willing to reuse our techniques and our
experience in new ways. v .

If we look around at information that
people use, we see many examples in
which database systems are conspicu-
ous by their absence. One of the most
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- compelling examples is the World Wide
‘Web. While it is true that DBMS ven-
dors are making their products web-
enabled, their approach is to provide
better web servers. This capability is

_only a very small step in the direction of
managing the huge volume of nonstand-
ard data that exists on the Web. It is
doubtful that this move will cause the
hundreds of thousands of web sites to
shift to the use of a full-featured data-
base system whose target market is
business data processing.

" -Other examples of applications that
could benefit from data management
techniques, but typically do not make
heavy use of database products include
personal information systems, news ser-
vices, and scientific applications. In the
case of personal information systems,
one only has to think about the informa-
tion found on the typical PC. Electronic
mail is of great personal value to many
users, but when messages are saved,
they are most often stored in the file
system. It would be extremely useful to
have DBMS facilities such as indexing

- and querying available for use on email.

- While some support for a more orga-
nized approach to storage and retrieval
of email is emerging (e.g., Lotus Notes),
sophisticated querying is not well devel-
oped. . '

"~ Other recent reports [Gray 1995; Sil-
berschatz et al. 1991; Silberschatz et al.

' 1995] have charted the course of data-
base research, and have done an excel-

lent job prioritizing current research
topics and delineating new influences
with respect to their impact on the data-
base system industry. This report takes
a somewhat different tack. Our theme is
that database research should be de-

" voted to the problems of data manage-
ment no matter where and in what form
the data may be found. We should not
be defined strictly by the current prod-
uct space or by the commonly held no-

" tion that our job is to manage very large .

collections of structured records within
-a controlled environment. Instead, we
should apply our skills to new data-
management environments that poten-
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tially require radically néw software ar-
chitectures. . -

2. BACKGROUND =

The database field was born in the late
1960s with the release of IMS, an IBM
product that managed data as hierar-
chies. While hierarchies later proved too
restrictive, the key contribution of IMS

~was the widespread revelation that data
has value and should be managed inde-
pendently of any single application. Pre-

viously, applications owned private data
files that often duplicated data from
other files. With a DBMS, data need not
be logically replicated, making it easier
to maintain. Creating shared databases
required analysis and design that bal-

-anced the needs of multiple applica-

tions, thereby improving the overall
management of data resources.

- Both the IMS data model and its best
known successor, CODASYL, were
based on graph-based data structures.
While the idea of traversing links was
intuitively attractive, it made it difficult

to express database interactions inde-

pendently of the actual algorithms that
are needed to implement them.

In 1970, Ted Codd published a land-
mark paper [Codd 1970] that suggested
that data could be managed at a much
higher level by conceptualizing it in terms"
of mathematical relations. Throughout
the 1970s, this paper sparked a great
deal of interest within the research
community to make this notion practi- -

. cal. The relational model is now most

commonly supported among commercial
database vendors.

Because of the relational model’s sim-
plicity and clean conceptual basis, an
active theoretical community developed
around it. This community has contrib-
uted many important results including
database design theory, a theory of
query language expressibility and com-
plexity, and an extension to relational
languages called Datalog. Theoretical
work continues in many forms, includ-
ing constraint databases and queries
with incomplete information.
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In the early .1980s, a new data model
‘emerged, based on object-oriented pro-
‘gramming principles. The object-ori-
ented data model was the first attempt
at providing an extensible data model.
Data abstraction was used to let users
- create their own application-specific

. types that would then be managed by

the DBMS. In the last five or six years,
. several object-oriented database compa-
nies have emerged, and a committee
made up of vendor representatives has
produced a standard (ODMG). More re-
cently, a hybrid model, commonly
known as the object-relational model,
has emerged that embeds object-ori-
ented features in a relational context.

" The use of objects has also been dem-

onstrated as a way to achieve both in- -

“teroperability of heterogeneous data-
bases and modularity of the DBMS
itself. The object model provides very
‘powerful tools for creating interfaces
that do not depend on representational
details. Heterogeneity in object repre-
sentations can be paved over by overlay-
ing an object-oriented schema on top of
the actual stored data. DBMS modules
can be described in object-oriented
terms, making them easier to export to
other systems. -

3. OUR SKILLS

Database management systems have
been largely concerned with the prob-
lems of performance, correctness, main-
tainability, and reliability. High perfor-

mance must be achievable even when .

‘the volume of data is far greater than
what fits in physical memory, and even
when the data is distributed across mul-
tiple machines. Correctness is achieved
by the enforcement of integrity con-
straints (e.g., referential integrity) and
by serializable transactions. Maintain-
ability is achieved by separation of logi-
cal and physical data structures, as well

.as by a large collection of tools to facili-
tate such functions as database design
and system performance. Reliability is
typically provided by combining a mech-
anism such as write-ahead logging with
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transactions that can maintain data
consistency in the face of hardware and
software failures. _ ‘
Database research and development
has explored these problems from the
point of view of relatively slow-memory
-devices that must be shared by multiple
concurrent users. Databagse systems
have also developed in contexts where
there is no control over the execution of
their clients. This approach has led to a

. particular set of skills and techniques

(described below) that can be applied
and extended to other problems.

Data modeling. A data model consists
of a language for defining the struc-
ture of the database (data definition.
language) and a language for manipu-
lating those structures (data manipu-
lation language, e.g., a query lan-

- guage). A schema defines a particular -
database in terms of the data defini- -
tion language. By requiring that all
data be described by a schema, a
DBMS creates a separation between
the stored data structures and the
"application-level abstractions. This
data independence facilitates mainte-.
nance, since stored structures can be
changed without any impact on appli-
cations. R ‘

A good data model should be suffi-
ciently expressive to capture a broad .
class of applications, yet should be
efficiently implementable. While the
relational model has dominated the
field for the last decade, there is clear

indication that more powerful and =

flexible models are required. The de-
sign and use of data models are im-
portant topics of study within the da-
tabase community, and the extension
of these models to incorporate more
_challenging types such as spread- .
sheets and videostreams is an impor-

tant line of study for future applica-
tions. :

Query languages. A query is a pro-
gram written in a high-level language
to retrieve data from the database.
The structure of a database query is



relatively simple, making it easy to

understand, generate automatically,
and optimize. Many modern query
languages (e.g., SQL) are declarative,
in that they express what should be
returned from the database without
any reference to storage structures or
. the algorithms that access these
structures. Since implementation
choices cannot show through at the
query level, the query processor is
free to choose an evaluation strategy.
Moreover, the separation of request
. from implementation means that the
storage structures can change with-
" out invalidating existing query ex-
pressions,

Query optimization and evaluation. Re-

lational databases became a commer-

_ cial reality because of the maturation
of optimizers for relational query lan-
guages and the development of effi-
~ cient’ query-evaluation algorithms.
The ability to compile queries into a
query execution plan based on the
form of the query as well as the cur-
rent storage structures on the disk is
an important part of database system
development. Optimization technol-
ogy is particularly important for data
retrieval and manipulation whenever
the stakes of picking an inefficient
strategy are high and the environ-
mental conditions on which the execu-
tion plan are based may change.

State-based views. It is possible to de-

fine a restricted and possibly reorga-
nized view of the database using the
query language. These state-based
views are often used to limit the ac-
cess to data. For example, we can
limit use to a view containing the
average salary by departments, ex-
cluding departments with fewer than
three employees. In file systems, au-
“thorization is typically handled by ac-
cess privileges associated with each
file independent of its contents.

Data management.  Database systems

have always paid special attention to
the automatic maintenance of data
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structures like indices and the effi-
cient movement of data to.and from
system buffers. Typically these data

management techniques are highly
tuned for the particular storage de-
vices involved. This approach to care-

ful resource usage can be extended to

other areas in which the devices in-
clude things like communication links
and tertiary storage. S

Transactions. The database commu-

nity developed the notion of transac-
tions as a response to correctness
problems  introduced by concurrent
access and update. By adopting a cor-
rectness criterion based on atomicity,
transactions simplify programming—
since the programmer need not worry
about interference from other pro-
grams. '

The transaction has also been used as ,

-the unit of recovery. Once a transac-

tion is committed, it is guaranteed to
be permanent even in the presence of
any hardware or software failure.

Recently, other looser notions of
transaction have been investigated.
These typically are based on a user-
supplied notion of correctness.

Distributed systems. ‘Database systems

must deal with the problems intro-
duced by having data distributed
across multiple machines. The two-

' phase commit protocol allows systems

to retain the advantages of atomic

~ transactions in the face of distributed -

and possibly failure-prone activities.
Other areas that have been studied in

“the distributed context include query

processing, deadlock detection, and

‘integration of heterogeneous data.

Scalable sys'tems. Database have al-

ways been concerned with very large
data sets. For the most part, database
systems have been tuned to efficiently

.and reliably handle data volumes that

exceed the size of the physical mem-
ory by several orders of magnitude. It
is primarily for this reason that data-
base systems have been successful in-
real commercial environments.

ACM Computing Surveys, Vol. 28, No. 4, December 1996 -




768 . A, Silbérschatz et al.

This list is not meant to be exhaus-

tive, but rather illustrates some of the
major technologies that have been de-
“veloped by database research and devel-
.opment. Researchers have investigated
other areas as well, mcludmg active da-
tabases and data mmlng

4, SCENARIOS

In this section we descnbe two applica-
tions of database technology that illus-
trate the directions we are advocating
in this report. These are meant to be
suggestive only. We believe the capabil-

ities represented here point the way for-

future data management systems, and
that the technology to support these
scenarios constitutes a research agenda
for the next decade.

4.1 Instant Virtual Enterprise
An “instant virtual enterprise” (IVE) is

a group of companies that do not rou-
" tinely function as a unit, coming together
to respond to a customer order or re-
quest for proposal. Computer-integrated
manufacturing (CIM) is a prominent ex-
ample of an environment requiring IVE
cooperation. The CIM environment en-
- compasses many dedicated departments
and subsystems. The engineering side
includes computer-aided design, produc-
tion, and quality assurance, while the
administrative side includes product
planning, production control, and re-
source management. Dedlcated sub-
- gystems belong to different organiza-
tions, each with its own user interface,
data model, specialized operations, and
storage orgamzatlon

In many business areas, it will be
necessary for the companies in an IVE
to exchange and cooperatively manage
large amounts of data. It is unlikely
that the information systems will be
integrated with each other at the time a
decision is made to collaborate on an
offer or a bid. Even within one CIM
company, many heterogeneous data-
bases will exist. Yet sharing and ex-
" changing data between the participat-
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ing organizations and coordinating this
information is critical.

In the followmg we present an exam:
ple scenario of a CIM IVE. We then use
examples from this scenario to illus-
trate areas where database functional-
ity is needed for data that is not neces- -
sarily under the aegis of a DBMS.

Company A is building an oil pipeline
and needs 600 large-diameter valves for

.the project. They solicit bids by issuing
- an RFP specifying dimensions, coupling

mechanism, operating temperatures,
pressure ranges, corrosion resistance,
and so forth. Company Q, an engineer-
ing firm, wants to put together an IVE
to respond to the RFP. Engineers at
Company Q use the Internet to search
for companies that already have a de-.
sign for a similar valve that can be
used. It turns out that Company R is
willing to license such a design. Com-
pany Q plans to do the design modifica- -

_tion work itself, but will contract with

Company S to do an engineering analy-

sis of the resulting design and convert

the design to manufacturing plans.
Company T is brought in to do the ac-
tual fabrication, but will contract out to
Company U for die-making and casting.-
Finally, Company V and Company W
will also cooperate: Company V provides
a design file conversion service to be
used for converting design files for the
CAD package that Company R uses into
the format for the CAD system that

Company Q plans to use. Company W

provides a documentation and archiving
service for documents such as instruc- -
tion and maintenance manuals.

We now give examples of the kinds of
database capabilities needed here, both
in putting together the bid and in fulfill-
ing the contract (if awarded).

When Company Q looked for an exist-
ing design of a valve, they were execut-
ing a query. A number of aspects of this
query are particularly challenging:

-parts of it are based on closest match

rather than exact match; the query asks
about designs from many companies
that presumably reside in many differ-
ent repositories; and the design from




Company R may be stored not in a
DBMS but in individual files for which
there might not be the analog of a data-
base schema. Similarity search requires
- sophisticated indexing, based on many
descriptors and high-dimensional fea-
ture vectors. This aspect is already chal-
lenging. Moreover, the interesting point
- here is that we must provide query and
indexing support on external objects.
Whatever sophisticated index support
we invent must keep track of changes of
external objects and keep the index con-
sistent with them.

For Company S to estimate a cost for
engineering analysis and manufactur-
ing plans, it needs to see the original
" design, but in a form compatible with
its tools. Thus, in putting together a
bid, there is a need for data translation
services such as those provided by Com-
pany V. However, Company V needs to
know the format of Company R’s design
files. It is possible those files are in a
self-descriptive data interchange for-
mat, but it is also possible that descrip-
tive information will have to be added.
Often standards such as STEP/EX-

‘PRESS are used for the description and -

for the exchange of CIM product data.
However, additional mechanisms must
be provided in order to let Company R
restrict the information given out to a
“need-to-know” subset of the schema:
we can hardly imagine that Company R

will give away all the details just for the -

purpose of putting together a bid.

- If the bid is awarded to the IVE led by
Company Q, there will be a need for
coordination and configuration manage-

“ment, as the original design is initially
modified to meet specifications and then
further modified based on analysis by
Company S and feedback on manufac-
turability by Company T and Company
U. Various dependencies between data
in the different IVE companies must be
coordinated (i.e., coordination between
objects in different subsystems). Rela-
tionships and (referential) integrity con-
straints must be modeled and main-
tained without requiring a traditional
global database. Changes to an object in

S,
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one subsystem require changesto one or
more related objects in other sub-
systems. Changes in external systems
need to be monitored and potentially
propagated to other systems. For exam-
ple, if Company U changes the.spindle
of the valve, the related documentation
about the valve must be changed by
Company W. Access to the spindle in
Company U might be restricted until
the documentation is updated by Com-
pany W, Again, only “need-to-know” in-
formation (i.e., information necessary to-
update the documentation) is exported
by Company U. .

Assume that Company Q decides to
replace the spindle t provided by Com-
pany T by a spindle t’' of another com-
pany T' because t' is equivalent in some
sense but cheaper. This change may
cause changes in all valve type designs
where t was used, resulting in a conflict
between the marketing decision of Com-
pany Q and the design activities of
Company S. Supporting actions to re-
solve such conflicts is critical to the .
IVE. For example, in this case, a deci-
sion must be made to determine
whether all valve type designs must
change to use t’ instead of t, or whether
some valve designs might continue
without change, making renegotiations
necessary with T. Monitoring relevant
changes and detecting conflicts is the
DB functionality to be used here.

While the IVE operates, there is also
a need for security and access control
over the information. For example, ‘it -
may be the case that Company R and
Company T are competitors, so R is
willing to let Q and S see the original
design, but does not want T to have
access. C : -

Finally, Company A needs assurance
that information on design and manu-
facturing of the valves is available even
after the IVE disbands. Thus, there is a
need to archive information that is pos-
sibly independent of any of the IVE
companies, Such archiving is ‘a data-
base. '
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4.2 Personal Information Systems

A personal information system provides
information tailored to an individual
and delivered directly to that individual
via a portable, personal information de-
vice (PID) such as ‘a personal digital
assistant, handheld PC, or a laptop. The
PID can be either carried by the individ-
ual or mounted in an automobile, and
will be equipped with a w1re1ess net-
work connection. It will also have net-
work ports for “plugging in” when a
stationary network connection is avail-
able.

A user equipped with a PID will, in
the near future, have access to the In-
ternet from anywhere at any time. How-
ever, the physical link will vary widely
" in terms of characteristics such as band-
width (several kilobits/sec to several
megabits/sec) and prevailing error
rates. Tariffs and charging schemes for
information will also vary widely; some
providers may charge per packet while
others may charge by connection time.
In addition, the method of information
delivery will cover a wide spectrum of
possibilities from periodic broadcast
(satellite networks, pointcast, etc.) to
standard, request-driven, client-server
scenarios. Also, global positioning sys-
tems will be widely available, and there
18 every reason to assume that in a few
years every laptop will have a GPS
card. Thus, location will become an im-
portant parameter in selecting informa-
tion, especially for location-dependent
information services.

We envision a personal information
service as tightly integrated with an
individual’s activities from the time of
waking up in the morning, through the
person’s daily activities, up to bedtime.
These services would work on behalf of
the person even while he or she is
‘asleep.

In the morning, the services could
include a local weather report, a list of
reminders about special events of the
day (such as birthdays or anniversaries
of friends and relatives), a list of morn-
ing work meetmgs and appointments
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(e.g., dentist), and suggested diet for the
day from a personal health advisor.
Delivery of personal information ser- .
vices will continue as the person com-
mutes to work. The PID can provide the
best route from home to work based on
up-to-date traffic conditions, with ex-
pected delays displayed on a city map
(the best route may include a combina-

. tion of private as well as public trans-

portation). It may provide personalized
news headlines from national newspa-
pers such as the New York Times and
the Wall Street Journal as well as inter-
national headlines from papers such as
The Globe and Mail; on Mondays, the
report will include a summary of inter-

national weekend sporting events (e.g.,
Italian soccer league). It could provide a

‘personalized investment report, with
_recommended investments for that day

provided by a personal financial advi-
sor. By the time the person arrives at
work, he or she is completely up to date
on the events and news of interest.

Personal information services will
continue throughout the day. Upon ar-
rival at the office, the services could
deliver a list of tasks for the day, a list
of customers to contact, a reminder to
set up an appointment for a periodic
dental examination, a summary ' of
breaking news of interest, information
about the start of a sale from a local
furniture store on a particular piece of
home furniture, and a notification about
the best airplane ticket to purchase for
an upcoming vacation. If the person
drives anywhere during the day, the
services will provide best driving routes,
always based on up-to-date traffic infor-.
mation. . '

At the end of the day, the personal
information service will provide a pre-
view of the next day’s activities and the
person’s daily diet balance statement
from the personal health advisor, as
well as appointments and activities for '
the next day.

The PID must contxnuously query re-
mote databases and monitor broadcast
information. Thus, personalized ‘infor-
mation systems will magnify today’s cli-




ent-server performance, scalability, and
reliability problems. Servers that both
disseminate (push) information to cli-
ents and respond to (pull) client re-

- . quests will play an important role in the

delivery of personalized services. The
load on these servers will potentially be
much higher and the requests will
likely be more sophisticated. Among the
- architectural problems that arise in an
- environment like this are questions of
“whether data should reside on the PID
.- or on the server, and which tasks should
- be performed on the PID as opposed to
the server.

5. BARRlERS

A DBMS prowdes a t1ghtly controlled
and highly uniform environment. All ac-

cess to data passes through the upper-
levels of the system, making it rela-.

tively easy to control all occurrences of
_certain classes of event. For example,
updates can be detected easily, thus

. making index maintenance manageable.
. The layout of data in files is known, the -

contents of data buffers is under strict
control of the DBMS, and all stored data
corresponds to an explicit schema.

Life becomes more complex when we
try to provide database functionality
outside of the confines of a DBMS. We
- are talking about moving to an environ-
ment in which there may be no central
point of control and in which there may
not be a great deal of uniformity. Thus,
conventions and assumptions that held
in a DBMS and could be exploited by its
components now need to be negotiated.
Similarly, uniformity either must be
discovered post facto or new ways of
providing functionality that can cope
with variance must be devised.

In order to adequately address the
vision In our scenarios, a number of
technical barriers that typically result
from new application requirements not
yet addressed or from the need for new
DBMS architectures must be removed.

In this section we outline some of these
barriers.
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5.1 Overhead

A modern DBMS is a software engineer-
ing tour de force. It represents hundreds
of person-years. of effort and a very ma-

- ture technology base. Managing a corpo-

rate information system without such a -
device would be folly Creating a spe-
cial-purpose DBMS is an un3ust1ﬁab1e
investment.

However, many application builders
are ignoring this industry because the
modern database system is a heavy-

“weight resource. The overhead in terms

of system requirements, expertise, plan-
ning, data translation, and monetary
cost is too great for many emerging ap-
plications. For example, a builder of a

‘personalized newspaper service might -

choose not to use a DBMS because she
or he has no need for many of the ad--
vanced features but is interested only in
filtering stream-oriented data (as, for
example, in the wire services).

A subset of the traditiona) database
services is needed, though, “by many

- new applications. An ideal world would

offer a collection of database modules
that one could mix and match to pro-
duce a configuration that is as lean or
as full-featured as needed. For example,
a wire service only needs a common
data model and stream-based querying.

5.2 Scale

The database environments of interest
to us require rethinking expectations"

‘concerning size. Some applications man-

age quite small databases for which the
management overhead of a full DBMS is
overkill. Indeed, in many instances the
benefits of a DBMS are not used s1mp1y
because the overhead of the DBMS is

too large.

At the other end of the spectrum, the
volume of data in future applications
may be many orders of magnitude
greater than what database applica-
tions routmely deal with today. If we
are going to locate information on the
Internet, we must be prepared, at least
conceptually, to handle many petabytes
of data growing at unpredictable rates.
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. The number vof client and server sites
is also many times greater than in any
corporate network. In current client-
server systems, there are typically a

very small number of servers (often one)

to supply data to a modest client popu-
lation. In our scenarios, there could be a
hundreds of thousands of servers and
the client population could be even
larger.

Distribution patterns in this new
world are more geographically dis-

persed than anything we are used to..

Information suppliers could be any-
where in the world. The unrestricted
use of sites in distant places means that
the cost of accessing an information
source can depend on the available
bandwidth into and out of those sites.
This effective bandwidth can vary de-
pending on the time of day and the
popularity of the site.

Since all of these parameters create
an optimization nightmare, it will be-
come imperative to avoid large unre-
stricted searches of many sites. Instead,
it must be possible to precompute much
of the information and store it in a few
more convenient places.

In the personal information system
scenario, it is clear that servers will
need to handle several orders of magni-
tude more requests than today’s serv-
ers. Consider a personal information
device in every car continuously re-
questing information from a server or
servers geographically distributed in a
city. Robust and scalable server designs
will be needed in which the volume of
requests handled increases with the
amount of server resources available.
~ Occasionally, servers will become hot

spots, such as the 911 emergency ser-
vice or a server close to a football or
baseball stadium (overloaded when
there is a game). In such cases, broad-
cast rather than point-to-point commu-
nication may be an alternative in satis-
fying commonly expected requests
thereby reducing the workload on the
server.- Understanding when to broad-
cast, how to organize a broadcast, and
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how best to use local client memories
become important issues.

53 Schema OrgamZatwn

The standard database paradigm in-
volves first creating a schema to de-
scribe the structure of the database and -
then populating that database through
the interface provided by the schema.
The DBMS maps the input data to ac-
tual storage structures.

Increasingly, we will no longer have
the luxury of an a priori schema. Many
applications currently create data inde-
pendently of a database system? (e.g.,
scientific applications), and as informa-
tion gets easier to collect, transmit, and
store, this mismatch will only get worse.
Thus, there is a need to map externally
generated data to a schema (and possi-
bly to new storage structures) after the

- fact. This bottom-up approach to popu-

lating databases is not often supported
in current systems. It is crucial, how-
ever, to provide simple mechanisms for
making foreign data sources available
to database systems in order to realize

* something like the IVE scenario. Such a

facility involves complex mapping pro-
cedures. We are talking about creating
what is, in effect, a database view of the
foreign data, but the view must be con-
structed over data in arbitrary formats.

The data that is received from a
source like a Web site may appear to
have some structure. Pieces of text are

coded with tags describing their role.

Unfortunately, the use of these tags
may be quite varied. The fact that one
page uses an H3 tag for headings does

" not necessarily carry across to. other

pages, perhaps even from the same site.
This variation in the use of text coding
makes it difficult to construct some-
thing we normally think of as a schema
to describe things like web pages.
Moreover, as new data is added to -
these data sources, we may find that a

% This is a major reason why a large.fraction, of

these applications do not use database systems
today.




‘schema is incomplete or inconsistent.
Thus, the current rigidity of database
schemas becomes an impediment to us-
ing database systems to address the
needs of many information systems. We
‘need schema management facilities that
can adapt gracefully to the dynamic na-
ture of foreign data. Moreover, the
. schema must allow different formats

and different sets of properties for the
~ data as it appears in the DBMS. '

5.4 Data Quality

Information accessed from a wide-area
network may be of varying quality.
Quality relates to the timeliness, com-
pleteness, and consistency of the data.
Future information systems must be
able to assess and react to the quality of
- the data source. Often the source of the
data will give clues regarding data qual-
ity. Quality-related metadata must be
captured and processed in a way that is
as transparent as possible to the user.
Current database technology provides
little support for maintaining or assess-
ing data consistency. Constraint main-
tenance in commercial systems is lim-
ited to a few simple constraint types
such as the uniqueness of keys and ref-
‘erential integrity. Even if there were a
way to include a quality metric with
data values, there is no way in current
systems to include it in processing the
data from disparate sources. For exam-
ple, we might not want to have two
values participate in a join if their qual-
ity metrics are significantly different.

: 5;5 Heterogeneity

The database community has long rec-
ognized that data exists in many forms.
Dissimilar formats must be integrated
" to allow applications to access combined
data sources in a high-level and uniform
way. The autonomy of information sites
makes it impossible for any centralized
authority to mandate standardization.
- Imagine an archive of newspaper sto-
ries that covers the last 20 years. The
archive also contains descriptive infor-
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mation about when and where the sto-

ries appeared, the source of the articles,
the author, and other related articles. It
would be very difficult to provide a sin-
gle interface to all of this information -
because of its semistructured nature.
Semistructured means that the struc-
ture of the data is less uniform than
what we might find in a conventional
DBMS (e.g., files may routinely be miss-
ing or have varying semantics).

While there has been a great deal of
research in integrating data and opera-
tions from heterogeneous sources, prod-
ucts are only just beginning to emerge.
Distributed object management as man-.
ifested in products such as CORBA,
SOM, and OLE seems to be the domi-
nant approach. Each of these provides
an object-oriented model as the common
language for describing distributed ob-
ject interfaces. While these standards,
and the systems that support them, go a
long way towards integrating different
software systems, they are best suited -
for providing uniform syntactic inter-
faces to new or existing applications.
They provide a common protocol for

‘passing messages between objects in a

distributed environment, but do not
tackle the difficult problem of resolving
semantic discrepancies. They cannot be
used directly to integrate or create uni-
formity: of data from difféerent sources.
In general, sophisticated tools for deal-
ing with data heterogeneity still need to
be layered abave CORBA, SOM, or OLE

interfaces.

5.6 Query Complexity

In future environments, query optimiza-
tion takes on some very different char-
acteristics, making conventional opti-
mizers inadequate, First, the types that
must be considered include diverse bulk
types such as sequences, trees, and mul-
tidimensional arrays. Second, other
types that are stored will be highly ap-

_plication-specific; they will be instances

of arbitrary abstract data types.
Conventional query optimization tries
to minimize the number of disk ac-
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cesses. Network optimization might be
based on quite different criteria. For
example a user might be more inter-
~ ested in getting an answer in a way that
minimizes the total “information bill”
for that request. Given two sources that
can handle a request, the optimizer
should pick the one that will result in a
lower charge. This charge can include
cost components from processing, data
usage, and communication.

Also, optimizers will need to employ
d1fferent strategies to account for the

new forms of data and the characteris- -

tics of new. computing environments.
Standard query optimization techniques
have little to offer for a query over a
large time series or for a query that may
‘have to translate several data sets into
a canonical form before producing a re-
sult. Situations like these are very
likely to arise in the IVE scenario.
If we consider the personal informa-
tion systems scenario, for example, we
- see a need for more flexible query opti-
_mization techniques that will consider
changes in the cost of available broad-
cast medium (e.g., radio, cellular) as the
PID moves. The degree of detail or accu-
racy provided by the server may be
based on the amount of money the per-
son is willing to pay. Thus, query opti-
mization models must take into account
not only the formulation of the requests
but also a description of optimization
goals. These goals might be couched in
terms of resource consumption (e.g., op-
timize for minimum memory consump-
tion and maximum network use) or as
execution limits based on accuracy of

answer or allowable resource ‘consump-
tion.

8.7 Ease of Use

- Even though there has been tremen-
dous improvement in ease of installa-
tion, management, and use of DBMSs,
especially those that run on personal
computers or workstations, many appli-
cations still prefer to use a file system
rather than a DBMS. There is an im-
_ plicit assumption that a DBMS will be

ACM Computing Surveys, Vol. 28, No. 4, December 1996

managed by a highly trained, full-time
staff, yet most database users have no
training in database technologies. Users

~still find it difficult to connect . to a

DBMS, to find the right catalog or data-
base name space where data is stored,
and to formulate queries and updates to
the database.

The file system connection and access

‘paradigm are easier to understand, and .

database systems that are easier to use
would present an opportunity for their
more pervasive use.

~ If a complex and time-critical applica-
tion, like the one presented in the IVE
scenario, required a complex program-
ming activity, it would never be work-
able. Instead, a simple set of interfaces
is required to allow managers of the
IVE to specify high-level requirements
on things like the design of the needed
valve. The mapping and matching of
data from many distributed sources
needed to locate relevant designs must
all occur transparently.

A database systems would be easier to
use, for example, if it were to adapt to
individual user interests. For a personal
information system, there could be a
way for the server to handle different
personal profiles. The personal profiles
could include travel itineraries within a

.city at various times of the day, week,

or month (e.g., home to work in the

morning and evening, visiting client A

on Wednesday, etc.), bank branch loca-
tions, cash machine locations, favorite
restaurants, or movie theaters. The
server could send the PID time-varying
information that is relevant to the user
profile, and this information could be
displayed on a map of the city. This
makes a view of the database available
to users in a form that is easy to apply

., to managing their schedules.

5.8 Security

The World Wide Web (WWW) supports
quick and efficient access to a large
number of distributed, interconnected
information sources. As the amount of-
shared information grows, the need to
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restrict access to specific users or for

specific use arises. The non-uniformity.
-of WWW documents, and the physical -.

distribution of related information,
make such protection difficult.
Authorization models developed for
relational or object-oriented database
management systems cannot be adapted
to securing hypertext documents for a
number of reasons. First, in defining a
suitable authorization model], the se-
mantics of the data elements must be
clearly defined and the possible actions
that can be executed on them must be
identified. The definition and semantics
of the conceptual elements of a hyper-
text document are not uniform and vary
from gystem to system. A second diffi-
culty derives from the fact that the

“data elements” of a hypertext docu-

ment are not systematically structured,
as is the data in a database manage-
ment system. As noted earlier (Section
5.3), there is no equivalent of the “data-
‘base schema,” making it more difficult
to administer authorizations. Third, an
_ authorization model for hypertext needs

to support different levels of granularity

for both. performance and user. conve-

nience. For example, it should be possi-
ble to assign authorizations not only for
a single hypertext node, but also for a
part of a node, without being forced to
break the node unnaturally into multi-
ple pieces.

v 5.9 Guaranteeing Adceptable Qutcomes

Transaction management provides
guarantees that user activities will
leave the database in an acceptable
state. Committed transactions take a
database from one acceptable state to

another. Otherwise, an aborted transac- .

tion is guaranteed to leave the database
in its pretransaction state. Only accept-
able states are made visible to concur-
rent users.

Transaction management is an ex-

tremely successful field with a well un-
derstood and sound theory and sophisti-
cated techniques for high-performance

implementations. Its success is docu--
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mented by the impressive transaction
rates in existing database products.
Despite its success, transaction man-
agement can become a barrier to both
system performance and the ability to
specify acceptable outcomes. Today’s
transactions link together atomicity,
isolation, and persistence; this linkage
imposes both performance overhead and
rigidity in what it requires of transac-
tion outcomes. Moreover, transaction
management is currently database-cen-
tric; that is, most transactional data is
“in the box.” o
New applications and system environ--

. ments require new or enhanced transac-

tion technology. Long-running applica-
tions need to define acceptable outcomes
that are weaker than serializability be-
cause making data unavailable (isolation)
for long periods of time is unacceptable.
Further, aborting entire transactions in
the face of potentially unacceptable out-
comes is draconian. We need to avoid
losing useful work and free the end user -
from dealing with unsuccessful transac-
tion outcomes, e.g., those requiring re-

submission.

Today, wide-area networks, of which

. the Internet is the prime example, are

making it possible for widely separated

individuals and organizations to do
business.. However, today's standard
protocol for distributed transaction pro-

_cessing (two-phase commit) imposes a

barrier to the participation of compo-
nent systems because it is a blocking
protocol that compromises the auton-
omy of the participants. Thus, posing an
even larger problem when the compo-
nent systems are only intermittently
connected or are of highly variable reli-
ability and trustworthiness. For these

_reasons, today’s transaction manage-

ment facilities are often considered in-
appropriate for modern distributed ap-

plications such  as those discussed in
Section 4. ‘ ‘

510 Technology Transfer

In addition to the specific barriers listed
above, there is also a barrier between
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research and industry. There is insuffi-
cient knowledge by researchers of the
techniques and solutions needed by in-

dustry, and insufficient utilization of.
‘the results of research by industry. The

monolithic structure of a DBMS contrib-
utes to the problem. Each improvement
has an impact on many portions of the
code base, rendering vendors hesitant to
apply insights generated by the aca-
demic community. Researchers gener-
ally have little understanding of these
complex interactions. Finally, much of
the database technology available com-
mercially is. dictated by standards that

" have had little input from the research

community.

6. RESEARCH

In order to achieve our vision and over-

come barriers, a number of central re-
search topics must be addressed. We

enumerate the most prominent of these:"

" Extensibility and componentization.

While this report has argued that da-

tabase components be used for light-

weight support of néw applications,
there is also a related need to ap-

proach the construction of DBMS in a.

modular way. We are beginning to see
the emergence of lighter-weight data-
base engines from some vendors that
begin to address this concern. Even in
applications that need the full func-
tionality of a database management

system, there is often a need to ex- -

tend that functionality with applica-
tion-specific support.

Even though extensible DBMSs today
allow the definition of new data types
(ADTSs) or provide native support for
new types such as text, spatial data,
audio, and 'video, these extensmns
and services are available in closed,
proprietary ways." We need to create

systems that make it easier for devel- '

opers to incorporate new data types,
developed outside the DBMS, that can

be manipulated inside a database as-

first-class native types. Similarly, we

need to look for ways to open the-
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" architecture of DBMSs in such a way
that new services can be incorporated
and that database functionality can
be configured in more flexible ways
according to application needs.

Research is also required to find ways
for DBMS components to cooperate or
be integrated with non-DBMS compo-
nents such as operating systems, pro-
gramming languages, and network in-
frastructures. For example, query
processing and data movement com-
ponents should be able to take advan-
tage of, and cooperate with, advanced
network facilities in order to negoti-
‘ate quality-of-service and bandwidth
allocation.

Imprecise results. In today’s DBMSs,
we expect 100% accurate results; that
is, we assume that there is a single
correct and complete answer to a-

" query. In the Web or other large infor-
mation sources, this level of accuracy
may not be possible or desirable. In
fact, many search engines for text and
multimedia types do not provide 100% -
accuracy. Research has been done on
similarity queries, but in general
these results are isolated and are
based on peculiarities of specific data
types (e.g., images, text). There is

nothing to tie the type-specific tech- -

niques together; we need to develop a
general theory of imprecision:

Schemaless database. In order to ap-
ply database facilities to data created -
outside of a DBMS,. we will need so-
phisticated data mapping facilities.
Ideally, these mapping tools would be
declarative, and thus combinable with-
a query language, as is done in SQL.
When the structure of data is dynam-
ically evolving, it is difficult to cap-

ture it with'a fixed schema. The Web
is a good example of such data. Never-
theless, extensions to existing data-
base techmques can be used to query

and transform this kind of unstruc-
tured data.

Ease of use. Better database interfaces
are required if we are to get the kind
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of penétrétion into personal comput-
ing that other tools like spreadsheets
and word processors have had. We

cannot expect users to write SQL.

Similarly, it is important to translate
theoretical notions to usable tech-
niques. For example, functional de-

pendencies were developed in rela- -
tional database theory. They underlie
-many of the PC DBMS design aids .

without users needing to be expert in
the theory.

New transaction models, 'New transac-
tion models permit user-defined no-
tions of correctness and allow transac-
tions to be nested. Often . they
decouple atomicity from isolation.
They typically allow notions like se-
mantic serializability and semantic
atomicity. The models make it possi-
ble to specify compensation/rollback

that is local to a scope. We need to-
design mechanisms for these models

to support partial rollbacks: followed
by an ability to go forward to an ac-
ceptable state that not only leaves the
database consistent but also accom-
plishes useful work for the end user.

New transaction models also try to
overcome blocking in the 2PC protocol
in that they allow more autonomy by
early commits at the cost of potential
compensation. We need to investigate
requirements on the properties of a
subsystem in order to include it in
such a distributed transaction. We

also need to study the scheduling and
correctness requirements that can be

taken “outside the box.”.

- 'Quer:y optimization. Query processing
will have to be extended to cover more

data types than those handled in to-
day’s database products. For example,
" queries involving sequences (e.g.,
time series) are becoming more im-
portant. Optimization over these
structures will require new indexing
methods and new query processing
strategies. :

- Also, optimization criteria may

. change. In the past, optimizers tried
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to reduce overall response time by
reducing the total resource consump- -

‘tion (possibly dominated by the num-

ber of disk accesses) required to pro-

cess the query. Users may wish to

minimize their overall information

_ bill by using sources that are cheaper

but may give slower response time.
Alternatively, a user may care more
about accuracy and- completeness
than cost, thus requiring that the op-

timizer find the most reliable and up- = -

to-date sources.

' In addition, in°nomadic or wireless

computing, query optimization must
be sensitive to band width and power
considerations. Satellite broadcast
might be required in order to achieve

“the necessary bandwidth to deliver

large amounts of data in a mobile
environment. In addition, query pro-
cessing algorithms must be sensitive
to battery consumption issues on the
mobile computer. -

- Date movement. In a highly distrib-

uted environment, the cost of moving
data can be extremely high. Thus, the
optimal use of the communication
lines.and caches on various interme-
diate .nodes becomes an important
performance issue.. While these con-
siderations are related to distributed

query optimization, we must consider

overall system access patterns as op-
posed to the processing of a single
request. We must also consider exis-

.tence of asymmetric communication

channels introduced by low-band-
width lines and/or highly loaded serv-
ers. ' : : :

Security. Issues related to access con-

trol in distributed hypertext systems
include (1) fermulation of an authori-
zation model; (2) extension of the
model "to take distribution aspects

into consideration; (3) interoperability -

between - different - security policies;
and (4) investigation of credential-
based access control policies.

Database mining. Database mining is

another rapidly growing research
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area that can also be thought of as
“out of the box.” It is a synergy of
machine learning, statistical analysis,

and database technologies. Discovery

tasks such as rule (association) gener-
ation, classification, and clustering
can be viewed as ad hoc queries lead-
ing to new families of query lan-
guages. Evaluation of such queries re-
quire running inductive machine-
learning algorithms on large databases.
‘Research challenges include the de-
sign of an adequate set of simple
query primitives and a new genera-
tion of query optimization techniques.

Solutions in some of the above areas
will also have the positive effect of mak-
ing possible the transfer of newer tech-
nologies. For example, extensibility will
permit novel, as yet undeveloped index-
ing approaches to be incorporated into a
database system, without affecting the
other components of the existing DBMS.
Moreover, the research community
needs to participate more fully in stan-
~ dardization efforts and to form a closer

. partnership with industry.

7. CONCLUSIONS

In this report we argued that database
research must be more broadly defined
‘than in the past. We discussed the idea
‘that the database community must ap-
ply its experience and expertise to new
problem areas that will likely require
new' solutions packaged in ways that
may not resemble existing database sys-
tems. ’ :
The long-term view is that the data-
base community can contribute a great
deal to the very general problem of scal-
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able, efficient, and reliable information
systems. Information must be defined in
the broadest of terms to include a large
variety of semantic types that are ob-
tained in many forms. The vision is an
integration that supports the applica-
tion of database functionality in small
modules that give us just the right ca- .
pability. These modules should also rep-
resent a unified theory of information
that allows for the querying information
of all types, without having to switch
languages or paradigms.
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A complete solution to elther the secu-

rity or the privacy problem requires the
following three steps:

—Policy. The first step is to develop a
security or privacy policy. The policy
precisely defines the requirements
that are to be implemented within the
hardware and software of the com-
puting - system and those that are
external to the computing system, in-
cluding physical, personnel, and pro-
cedural controls. The policy lays down
broad goals without specifying how to
achieve them.

—Mechanism. The security or privacy
policy is made more concrete with the
mechanism necessary to implement

-the requirements of the policy. It is
important that the ‘mechanism per-
form the intended functions.

—~Assurance. The last step deals with

the assurance issue. It provides
guidelines for ensuring that the
mechanism meets the policy require-
ments with a high degree of assur-
ance. Assurance is directly related to
the effort required to subvert the
mechanism. Low-assurance mecha-

. nisms are easy to implement, but also’
relatively easy to subvert; on the -

other hand, high-assurance mecha-

nisms are notonously difficult to im~

‘plement.

The h1gh-leve1 objectives of security are
well known: (1) Secrecy (or confidential-
ity), which is concerned with unautho-
rized disclosure of information; (2) in-

tegrity, which is concerned with

unauthorized modification of informa-

. tion or processes; and (3) availability,

which is concerned with improper de-
nial of access to information.

Less well known are the basic princi-
ples for achieving information pnvacy
They are as follows:

(1) Proper acquisition and retention is -
concerned with what information is
" collected and how long it is retained
by an organization.

(2) Integrity is concerned with main-

taining 'information on individuals
that is correct, complete, and timely. -
The source. of the information
should be clearly stated, especially
when the information is based on
indirect sources.

(3) Aggregatzon and derivation of data
is concerned with ensuring that any
aggregation or ‘derivations per-
formed by an organization on its
information are necessary to carry
out its responsibilities. Aggregation
is the combining of information from -
various sources. Derivation goes one
step further; it uses different pieces
of data to deduce or create new or
previously unavailable information
from the aggregates.

(4) Information sharing is concerned

with authorized or proper disclosure .

* of information to outside organiza-

tions or individuals. Information

should be disclosed only when spe-

cifically authorized and solely for
the limited use specified.
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(5) Proper access is concerned with lim-
" iting access to information and re-
sources to authorized individuals
who have a demonstrable need to
perform official duties. Thus, infor-
mation should not be disclosed to
those who are either not authorized
. or do not have a need to know (even
if they are authorized).

Privacy protection is a fundamental
personal right of all individuals. Indi-
.viduals have a right to expect that orga-
nizations will keep personal information
confidential. One way to ensure this is

to require that organizations collect,

maintain, use, and disseminate identifi-
able personal information and data only
a8 necessary to carry out their func-
tions. In the U.S., the federal privacy
policy is guided by two key legislations:
The Freedom of Information Act of 1966
and The Privacy Act of 1974,

RESEARCH DIRECTIONS

Current research efforts in the database
security area can be classified in three
main ways (see Bertino et al. [1995] for
a detailed discussion and relevant cita-

7 tions):

Discretionary Access Controls. The
first direction concerns discretionary ac-
cess control in relational database man-
agement systems (DBMSs). Recent re-
search efforts attempt to extend the
capabilities of current authorization
models so that a wide variety of applica-
tion authorization policies can be directly

~ supported. Related to these extensions is

the development of appropriate tools and
mechanisms to support those models. Ex-
amples of these extensions are models
that permit negative authorizations, role-
based and task-based authorization mod-
els, and temporal authorization models.

Mandatory Access Controls. The sec-
ond research direction deals with ex-

tending the relational model to incorpo- -

rate mandatory access controls. Several
results have been reported for relational
DBMSs, some of which have been ap-
plied to commercial products.
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Authorization for Advanced DBMSs.
The third direction concerns the devel-
opment of adequate authorization mod-
els for advanced DBMSs, like object-
oriented DBMSs or active DBMSs.
These DBMSs are characterized by data
models that are richer than the rela-
tional model. Advanced data models of-
ten include notions such as inheritance
hierarchies, composite objects, versions,
and methods. Therefore, authorization
models developed for relational DBMSs
must be properly extended to deal with
the additional modeling concepts. Some
of those problems have been addressed
by recent research. However, work in
the area of authorization models for ob-
ject-oriented databases is still at a pre-
liminary stage. Of the object-oriented
DBMSs, only Orion and Iris provide au-
thorization models comparable to those
provided by current relational DBMSs.

The research above, however, consti-
tutes only a small aspect of overall secu-
rity. As an increasing number of organi-
zations become dependent on access to
their .data over the Internet, the net-
work aspect of security is also critical.
There are several new and open re-
search issues that involve access con-
trols to information over the Internet.

Information servers .such as the

. World-Wide Web support quick and effi-

cient access to a large number of dis-
tributed but interlinked information
sources. As the amount of information
to be shared grows, the need to restrict
access to specific users or for specific

usage will surely arise. The protection
of information, however, is difficult be-
cause of the peculiarity of the hypertext
paradigm that is generally used to rep-
resent the information, together with
the fact that related objects in a hyper-
text are often distributed at different
sites.  Very few hypertext systems pro-
vide any form of protection, and the
ones that do enforce a very primitive
form of authorization specification and
control. There are several issues related
to access control in distributed hyper-
text systems, including (1) formulation
of an authorization model for a- hyper-
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text system, (2) extension of the model
to take distribution aspects into consid-
eration, (3) investigation of different

~ policies for the administration of autho- .
rizations, and (4) investigation of cre-.

dential-based access control policies.

CONCLUDING REMARKS

The most popular gecurity measure
these days is a firewall [Cheswick and
Bellovin 1994). A firewall sits between
an organization’s internal network and
the Internet and monitors all traffic
from outside to inside, blocking any
traffic that is unauthorized. Although
firewalls can go a long way toward pro-

" tecting organizations against the threat
of intrusion from the Internet, they -

should be viewed only as the first line of
defense. Firewalls are not immune to
penetration; once an outsider is success-
ful in penetrating a system, firewalls
typically provide no protection for inter-
nal resources. Moreover, firewalls do
not protect against security- violations
from insiders, an organization’s autho-
rized users. Most security experts be-
lieve that insiders are responsible for a
vast majority of computer crimes.

For general references on computer
security, see Abrams et al. [1995], Amo-
roso [1994], and Denning [1982). Texts

by Castano et al. [1994] and Kaufman et
al. [1995] are specific to database and
network security, respectively. Security
in statistical databases is covered in
Denning [1982]) and in the survey by
Adam and Wortman [1989]. -~
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below. This article derives from a position statement prepared for the Workshop on Strategic Dirgctions in Computing
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Managing Security and Privacy of Info'i'mati()n
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Center for Secure Information Systems and Department of Information and Software Systems
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George Mason University
" Fairfax, VA 22030-4444 S
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With rapid advancements in computer and network technology, an organization can collect, store,

- and retrieve vast amounts of data of all kinds quickly and efficiently. Databases of today no longer
contain only data used for day-to-day data processing; they have become information systems that
store everything, vital to an organization or not. Information is of strategic and operational -
importance to any organization; if the concerns related to security are not properly resolved, security
violations may lead to losses of information that may translate into-financial losses or losses whose
values are obviously high but difficult to quantify (e.g., national security). At the same time, these .
large information systems represent a threat to the privacy of individuals since they contain a great
amount of detail about them. Admittedly, information collection by an organization is essential for
conducting its business; however, indiscriminate collection and retentior of data represents an

_extraordinary intrusion on privacy of individuals. ' '

Privacy protection is both a personal and fundamental right of all individuals. Individuals have a right
to expect that organizations will keep personal information confidential. One way to ensure this is to
require that organizations collect, maintain, use, and disseminate identifiable personal information
and data only as necessary to carry out their functions. In the U.S., federal privacy policy is guided by
two key pieces of legislation: the Freedom of Information Act of 1966 and the Privacy Act of 1974.

The high-level objectives of security are well known: (1) Secrecy (or confidentiality), which is
concerned with unauthorized disclosure of information, (2) Integrity, which is concerned with

unauthorized modification of information or processes, and (3) Availability, which is concerned with -
improper denial of access to information. | |

Less well known are the basic principles for achieving information ptivacy. They are are follows: )
Proper acquisition and retention is concerned with what information is collected and, after collection,
: pow long it is retained by an organization. (2) Integrity is concerned with maintaining information on
individuals that is correct, complete, and timely. The source of the information should be clearly
stated, especially when the information is based on indirect sources. (3) Aggregation and derivation
of (.iatg is concerned with ensuring that any aggregation or derivations performed by an organization
on its mfjormat_ion are necessary to carry out its responsibilities. Aggregation is the combining of -
information from various sources. Derivation goes one step further; it uses different pieces of data to

http://www.acm.org/pubs/articles/journals/ surveys/1996-28-4es/a79-jajodia/a79-jajodia. html 2/3/00
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deduce or create new or previously unavailable information from the aggregates. (4) Information
sharing is concerned with authorized or proper disclosure of information to outside organizations or
individuals. Information should be disclosed only when authorized specifically and solely for the

~ limited use specified. (5) Proper access is concemed with limiting access to information and
resources to authorized individuals who have a demonstrable need to perform official duties. Thus,
information should not disclosed to those that either are not authorized or do not have a need to know '
(even 1f they are authonzed)

Informatlon servers such as the World Wide Web support quick and efficient access to a large A
number of distributed but interlinked information sources. As the amount of information to be shared
.grows, the need to restrict access only to specific users or for specific usage will surely arise. The "
protectlon of information, however, is difficult because of the peculiarity of the hypertext paradlgm

~ which is generally used to represent the information, together with the fact that related objects in a

' hypertext are often distributed at different sites. Very few hypertext systems provide some form of
protection, and the ones that do so enforce a very primitive form of authorization specification and -

- control. There are several issues related to access control in distributed hypertext systems, including
(1) formulation of an authorization model for a hypertext system, (2) extension of the model to take
distribution aspects into consideration, (3) investigation of different policies for the admlmstratlon of
authonzatlons, and (4) investigation of credentlal-based access control policies. '

Permission to make digital or hard copies of part or all of this work for personal or classroom use is granted without fee
provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and
the full citation on the first page. Copyrights for components of this work owned by others than ACM must be honored. .
Absu'acung with credit is permitted. To copy otherwise, to republish, to post on servers, or to-redistribute to lists, requires
prior specific pem‘nssmn and/or a fee. Request permissions from Publications Dept, ACM Inc., fax +1 (212) 869- 0481 or
permissions@acm.ory.
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~ Today’s Style
Sheet Standards:
The Great

. poses a number of requirements. First,

. style sheet languages and systems must
vlslo“ Bllnded ! rent (XML’ and Prcse“tation (StYIe
* sheets) so that it isn't necessary to change

Philip M. Marden, Jr., and Ethan V. Munson

* Second, users must have final say over
* how style sheets are applied because they

any articles, like Nate Zel- :
nick’s Standards column :
(*Nifty Technology and °.
Nonconformance: The Web -
in Crisis,” Computer, Oct, :
1998, pp, 115-116, 119), attribute the
Web's continuing development crisis to
the failure of commercial browsers to :
fully implement agreed-upon standards. :
This is an important.issue: Nonconfor- |
mant and incomplete implementations
have been a nightmare for Web develop-
ers. However, there is a deeper issue— -
one that has had little public discussion:
Wil these standards actually provide the *

envisioned benefits for the Web?

Style sheets, which specify how docu- | '
ments are presented to users, are ex- | pages have rich semantics that enhance

pected to play a critical role in the Web’s | users’ understanding and also facilitate * were fully supported by browsers.

. However, XSL, the Web’s next-genera-
i tion style sheet standard, appears to con-
. tain even more significant flaws.

architecture. Through the use of style : searching with automated tools. In this

sheets, future Web documents will be i grand vision, a huge variety of devices

easier to author and will be accessible | can view these semantically dense pages

everywhere, from PCs to TVs to palm | in innumerable styles tuned to users’

devices to cellular phones. Unfortunately, *
the current standards appear to 1rbpedc g

this grand vision of the Web.

THE VISION

Editar: Ron Vetter, University of North

Carolina at Wilmington, Dapariment of Cam-

puter Sctence, 601 South College Rd., Wilm-

ington, NC 28403; volce (910) 962-3667, fax
(910) 962-7107; vetterr@uncwil.edu

Style sheets are
a critical part of the
grand vision for an
improved Web.

diyerse tastes, needs, and interests. This
improved Web will offer total accessibil-

. ity, with users listening to Web pages

¢ through aural browsers that speak or -
. ! feeling them through Braille devices.
. Visionaries foresee a Web in which .
" vision. The Extensible Markup Language
* (XML), which is expected to replace

Style sheets are a critical part of this

HTML, allows Web documents to con-
tain much richer semantic information

than is possible with HTML. However, -

unilike HTML, XML doesn’t specify any-

thing about a document’s appearance. -

Browseérs get this missing information
from style sheets, which are separate
appearance specifications. Because the

style sheets are separate, it should be pos- -

- sible to mix and match them with docu-

i ments to provide a variety of display and
_ playback styles. An author only has to
 create a single version of a page, and users

can apply appropriate style sheets to
adapt the page to their devices and needs.
This vision of Web accessibility im-

support the complete separation of con-

content to suit the presentation’s needs.

know their own needs best, This implies

* that final control over the style sheets will
i reside on the client side. Third, to have

control over presentation, end users must

be able to write at least the more simple
. style sheets themselves. This means that
. the languages must be relatively easy to
. use, but they must also have sufficient -
. expressive power to support'a wide range

of complex presentations.

" STYLE SHEET STANDARDS

W3C has two style sheet standards:

© Cascading Style Sheets (CSS) for HTML
. and the Extensible Style Language (XSL)
. for XML. Although CSS’s architecture

appears to be well suited to the Web, its
language contains flaws that would hin-
der good engineering practices even if it

CGascading Style Sheets

On the positive side, CSS provides
moderately good support for authors and
end users to specify how Web documents
are presented on a variety of devices,

-, including aural browsers. C5S's overall
_ archirecture satisfies the requirement of

giving users final say over how style sheets
are applied: CSS defines how to cascade
or combine style sheets supplied by users
and clients with style sheets from authors.
In addition, CSS provides casy access to

common style solutions for HTML.

November 1999 -

.
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Intérhet Watch

Simple style sheets are almost trivially .
easy to write, For example, P { font-

should use a 12-point font, So, like

HTML, CSS has a gradual learning curve. :
On the negative side, C5S's language :
has sorne flaws: Its semantics are incon- |

harder to understand the language.

~ Unfortunately, CSS doesn't allow its '
users to specify values via arbitrary math- :
ematical expressions, As a result, style i tecture doesn’t allow end users or their

sheet authors can express only those cases | clients to supply style sheets to control :

“that CSS’s designers have recognized as :
valuable. For example, there isno wayto : i

set an element’s font size to 80 percent of

font-gize * 80%, CSS%slack of expres-

itations on CSS's expressive power

properties.

restrict the styles authors can create,and

they also hinder the separation of pre-
sentation and content. When a style |

effects. These tricks still require using a
style sheet, but the developers use style

 sheets specialized for a single document,

rather than sharing a style among many

Computer

documents. Thus, they lose one of the :

. most important engineering benefits of
size : 12pt; ) isacomplete style sheet °

specifying that paragraphs (P elements) :
- Extensible Style Language

We are skeptical that XSL can fulfill its ; about what makes a language “casy to

envisioned role as XML’s style sheet com-

i panion. XSL is a much larger language

sistent, and it has limited expressive' : than CSS, and it defines a formatting

. powe. In CSS, the property rules havethe { vocabulary within the larger framework

- form <property> : <value>.Theset | ofatransformation language. Most XSL

of acceptable values varies substantially . standardization efforts have focused on °

- from property to property. Furthermore, ; its transformation language. On the pos- :

a value's interpretation can also vary from  itive side, XSL supports separation of

property to property. For example, font- ; presentation and content, and it has con-

size:80% means 80 percent of the par- | siderable expressive power, including the

ent element’s font size, while line- ! ability to handle arbitrary mathematical
height:80% means 80 percent of the !
samne element’s font size. Even though the !
semantics for each property are generally |
quite intuitive, as properties are added to
CSS, we believe its users will be over- |
‘whelmed by special cases, and it will be :

style sheets.

EXPICSSIODS

Client-supplied style
sheets are critical to
" the goal of making the
Web accessible.

Unlike CSS’s architecture, XSs archi-

document presentation. While the spec-
ification doesn’t explicitly preclude user-

i -acteristics, ;
XSL is directly denved from the °

: strongly page-based Document Style
effect can’t be described in a general way, ; Semantics and Specification Language

Web developers inevitably embed style- ;. (DSSSL) for SGML documents, and XSL

information in the source document that  has inherited DSSSLs page-oriented for-

contains the content, using ID tags or |

. matting rnodel In fact, in XSL's current -
-presentational tags to get the desired

draft, even aural presentations are
required to contain a sequence of pages.
But why would an aural presentation
have pages? Aural presentation has dif-
ferent nceds than print presentation, and

it demands a more flexible formatting

_ approach. Thus, XSUs page-oriented
: approach limits its suitability for the full
* range of anticipated browsing devices.

While there is considerable debate

use,” we find using XSL difficult. First,

. because it uses XML syntax, XSL is
i expressed through markup tags, such
i as <xsl:apply-templates/> and
i {fo:ginple-page-master>. Thisis

an unusual, and possibly inappropriate,

¢ use of the markup paradigm because
: markup is typically used to annotate data
- with metadata, but XSL style sheets are
. almost entirely metadata (style and trans-
* formation instructions). Furthermore,
. this tag-based syntax means that XSL is
. verbose. » .
. A second difficulty with XSL derives
. from its declarative transformation lan-
. guage. Document transformations ar-
. range the material in a document in the
* order that it will be laid out on the page
i or screen. XSL advocates believe thatits -
i declarative approach is fundamentally
: easier to use than the imperative
. approach of scripting or programming
: languages. We disagree. Declarative lan-
: - guages are only easy to use when the user
. provided style sheets, it also doesn’t : do
the root element’s font size, which might |

i directly address the issue. This issue’s
be expressed as font-aize : root. ; importance can't be overemphasized:
i Client-supplied style sheets are critical

sion support is particularly crippling for | to the goal of making the Web accessible

layout, where mathematical expressions ;| from any device by any user. Without .

are a powerful tool for positioning ele- : client-supplied style sheets, users have to |

ments relative to one another. Other lim- | depend on Web sites to support their
© devices and special needs. We doubt that

include restrictions on contextual selec- | large numbers of Webmasters would

tors and the fact that generated material | choose to publish versions for low-usage

does not support the full range of style | clients like aural and Braille devices,
¢ and we are certain that they can’t antic-

These limits on expressive power | ipate every new browsing device's char-

: doesn’t need to understand the lan-
_ guage’s pnderlying processing model. |
. But, to write an XSL style sheet effec-
 tively, you need to understand process-
i ing models for both tree transformation

and formatting. :
Finally, XSL has a steep learning curve.

¢ Unlike CSS, simple XSL style sheets
: require substantial amounts of code. CSS
: avoids this problem through a combina-
; tion of browser-defined defaults and its
. cascading mechanism.

. UNEXPLORED TERRAIN

Style sheet languages are terribly under-
researched. Only a few style sheet lan-

i guages have been designed and im-

plemented, and there is-little accepted

wisdom about the requirements for style

sheet systems. The lack of solutions
makes it difficult to make informed
choices about the most appropriate style

sheet language for the Web's grand
vision.

In CSS’s case, this lack of research has ‘
been less damaging because the CSS com-
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" mittee had a well-understood goal of °
. improved style control for HTML, and
they started with the Style services used in

everyday word-processirg applications.
The lack of prior research has been a

much greater problem in the search for
" XML style solutions. XSL’s development '
has been heavily based on DSSSL. At first :
glance, this seems logical since DSSSL s | -
the ISO style sheet companion for SGML, :

Web’s end users have very different
needs.

ur research into style sheet systems
and languages (Proteus and PSL)

To Learn More

o http://www.w3.org/Style: General information from the W3C on style sheets

and style sheet languages.

* httpr//www.cs.uwm, edw/~multimedia: A description of the Proteus library and
information about the PSL style sheet language.

o http://www.inrialpes.fr/opera/Thot: Information on the Thot strucrured docu-
ment toolkit and the Thot language manual containing the P language.

* hutpi/Awww.cs.washington.edwresearch/constraints/web/: Papers describing Con-

straint Cascading Style Sheets.

» J.Bosak, “Media-Independent Publishing: Four Myths about XML,” Computer

Oct. 1998, pp. 120-122.,

: asyntax ‘especially designed for the style
and XML is derived from SGML. But : sheet task and has traditional computa-

DSSSL and XSL have a far natrower | tional features including mathematical
vision, They primarily address the needs : expressions and conditionals. In contrast
of high-volume producers of print docu- :

ments, such as government agencies. The | mations, and it uses constraints, rather
i than flow, to specify layout. Furthermore,
i there are other style languages, such as
! .the Thot structured document toolkits P :
{ language and the more recent Constraint
i CSS.

shows that there are alternatives to :
CSS and XSL that more closely meet the ; resources have been invested in CSS$ and
above criteria. The PSL style language has

to XSL, PSL does not emphasize transfor-

While we realize tbat substantial

i XSL, we nevertheless urge the Web com- ;
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© Collapsible User 'Intverface,s,'
for Information Retrieval Agents

Martin Frank

Pedro Szekely

USC/1S1, 4676 Admiralty Way
Marina del Rey, CA 90292 USA
(310) 822-1511 ext. 182 or 641
martin.r.frank@acm.org or szekely@isi.edu

ABSTRACT

* This paper presents an architecture for information retrieval

agents in which each agent declaratively describes its
domain, input, output, and user interface. A mediating piece

of software can then assemble software agents for a given'

information retrieval task, and produce a single, unified user
interface for that task from the individual agents’
descriptions.
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INTRODUCTION & MOTIVATION

The World-Wide Web now gives us ready access to many
real-time price gquotes. At the same time, many prices have
become more volatile. For example, the price of an airline
flight can change many times a day, and airlines
increasingly demand immediate payment to secure a price
quote rather than guarantecing a reservation for several
days. Given the above, the best strategy for buying an airline
ticket is to constantly watch the fare for the particular date
that you are interested in, using the Web site of the airline or

-of a travel agency (or ideally both), and to be ready to

immediately purchase the ticket if the fare drops.

Manual tracking would quickly become tedious. At the same

time, supplier-side notification services (“give us your email
address and ‘we'll keep you posted”) are not always
available, often don’t let you specify precisely what you are
interested in, and can't generally be trusted to act in the best
interest of the consumer. For those reasons, automated
tracking presents a prime opportunity for software agents, In

‘the airline domain, what one would want is automatic

charting of past prices (so that one has an idea of what a
“good price” is) as well as a notification when the price
changes (so that one can react immediately).

Permission to make digital or hard copies of ali or part of this work for
prrsonal or classroom usc is granted without fee provided that copies
are not made or distribuwied for proiit or commercial advantage and that
copies hear this notice and the full citation on the first page. To capy
uthefwl,se, }o republish, to post on servers or to redistribute to lists.
requires privr specific permission andfor a fee. :
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Figure 1: How the agents should not appear to the user

One possible approach to building such a system is to
construct a monolithic application specialized for the airline
domain. However, that would preclude easily re-using
common components such as data tabulation and
presentation for similar domains (say car rental reservations
or real estate market tracking), and it would not let one plug
in new capabilities on the fly (such as adding a new data
source or a new graphing capability). ‘

We have therefore taken a different approach in which

'several software agents work together in retrieving data

from several sources, tabling it, and producing Web pages
for the end user. Each declaratively describes its input,
output, and parameter requirements. A mediating picce of
software called the Scheduler then chains the agents together
in a way that “makes sense”, and collapses (blends, folds)
their user interfaces into one. The prime.design goal was that
the agents should appear as.individual entities from a
software  engineering  perspective  (maintainability, -
scalability) yet appear as a unified system. from a user

~
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interface perspeétive (usability).

" Figure 1 shows an example of what we did not want the user
interface to multiple agents to look like — the agents appear
as separate entities that are given instructions independently.
(The snapshot is adapted from an early version of our
system that we built to exercise and debug the mdwndual
agents.) :

WALK-THROUGH: TRACKING REAL ESTATE

This section describes the use of the Agent Playground from
an end-user perspective. Imagine that you are about to buy a
home in the Los Angeles area and want to keep track of
home prices in neighborhoods you are interested in.

wa Frank's (pasa .2 . [Agent Phaggrouns: Waltamng, ™ J[w
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Hob . el
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Ares |Southem California

Mistimum Price (litdngmk) (optional |

Maximum Price (options))
Sobnii |

Ri| ' . I
Figure 3: Walkthrough: Entering a new inquiry

v

Figure 2 shows the initial screen, now based on application
domains rather than individual agents.
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- new data (also based on the agents’

Figure 3 shows the screen after the user clicked on “new
inquiry” for the real estate domain, (Ignore the fact that an
inquiry for El Segundo already existed in Figure 2 - we are
just re-tracing the steps of the user here. for the sake of this
walkthrough.) The HyperText Markup Language (HTML)
of this-page is not hard-coded — it is synthesized on the fly
based on the user interface needs descnptxon of the available
agents in that domain,

Figure 4 shows the result summary. for our “El Segundo"
inquiry, which first lists the output of the domain-specific
agents, followed by a list of links to Web pages produced by .
automatically scheduled post-processing agents. (We are

currently working on improving the readability of the results
by better modeling agent output.)

pryn sm Wiow Novipaich Ll Hed News ilelences Wrrdow
teb TIE
Output from lagt run of ListingLunk Agent (Thu Jun 25 9:3256 —|
PDT 1998): ’

home html choogeState html choogeState redirected, h;'l!l
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Output from last run of Coldwell-Banker Southern Cahforma
- Agent (Thu Jun 25 9:34:11 PDT 1998):

hosme birn! textVersionlnitiab himl firstFopm. hteni
" secongForm him! result htmi table. native

Qutput from post-processmg agents

Listinglink > Table T'o Hiad

Coldwall-Banker Southem.Colformia:> Table Tracker > Talle ToHtad _§
il : M’J

Figure 4: Walkthrough; Result Overview

After receiving a new inquiry, the system automatically
schedules times at which the real estate agents will fetch
descriptions ~ as
explained later, two times a week in this particular example);
An inquiry can also be executed manually via the “run now”
links in Figure 2. :

Finally, Figure 5 shows the most interesting result data for
real ‘estate inquiries. The first two columns of Figurc 5
contain the dates between which the change occurred, the
third column describes the nature of the change, and the
remaining columns reflect the data from the original tables.
If the change was a modification, an arrow (“->") points out’

. the old and new values of the column.

The table was produced by a post-processing agent which
tracks the changes to a table from run to fun; this agent is
automatically scheduled for any data-gathering agent that
produces a table. In the real estate domain, this results in a
compact summary of real estate market developments. For
example, a prospective buyer could determine the prior
history (changes in listing price, time on the market, etc.) of
a property by searching for the street address in this table.
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(Disclaimer: We are investigating auto—tracking of
commercial web sites’ content for academic and petsonal
use only. Any resale or repubhshmg of such data' would
likely require a license.)

THE AGENT MODELLING LANGUAGE
Declarative agent descriptions are central to synthesizing

Figure -H Walkthrough' Partial results for our running example

user input forms on the fly. We will present them here, and

subsequently discuss the algorithms operating on them. We

have slightly prettified our actual ASCll-based, LISP-ish -

looking representation for human readability.

Airline Reservation Agents ‘
In addition to the real estate domain, tracking airline fares is
another application of the Agent Playground.

The ITN Agent

This section describes the model of the agent that retrieves
flight price information from the Web site of the Internet
Travel Network (ITN).

Like all our domain-specific- agents, it declares which
- parameters it needs from the user for its query to the Web
site. When it is executed, it will first go to the Web site’s
home page, then possibly follow a number of links and
programmatically fill out a number of HTML forms,
. extracting results along the way by parsing the HTML pages
it retricves in a heuristic manner. It then writes the results to
a file in a standard attribute-value format (FlightTime “4:10

Scheduler to present it to the user; “itn” is the internally used’

short name for the agent. The domain identifies the
applicability of the agent (based on simple string matching
. with the domains of other agents, there is no ontology of
agent domains yet).

Par apDir

Agent parameters starting with lower-case “a
of Agent Playground) followed by an upper-case letters are

_ provided by the system whenever an agent is run. Since the

hours”, RoundTripPrice “$459.00"). These results can then )

later be post-processed by other agents.

Agent itn "ITN Airline Agent" -
Domain roundtripAirlineTicketiInfo
Description "lLets you determine the ...°

The égent_’s name and description can be used by the .
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semantics of those parameters are built into the system there
is no need to elaborate on them in the agent description.
Above, the ITN agent indicates that it needs the name of a
~directory in which it will write its output files. The other
current system parameter is apUser, which is requested by
post-processing agents because it can uniquely identify
another job (in combination with an agent name and a job

name). We will omit system parameter requests in the' ‘

remaining agent descnpnons

Par itnlogin(
description="Your ITN ‘login name",
doNotEcho, takeFromPreferences)
The description can be used to prompt the user; we. have
deleted the description string of all further parameters in this
paper for brevity. The caller is instructed not to echo the

value of the parameter to the output it produces, and that it -

should take the value of this parameter from user-specific
preferences. Finally, the parameter has no type, meaning

that the system should pass the user-provxded text to the -

agent as-is,

Pax itnPagsword(
doNotEcho, takeFromPreferences)
Pax origin(type=AirportCode beginGroup)

Ex. 1003 Page 133

p” (the initials"




 par destination (type=AirportCode endGroup)
Par initialDepartureMonth(
type=Month("Jan") :
beginGroup("Initial Departure®))
Par initialDepartureDay (type= Day("l"))
Par initialDepartureTime(. .
type=Hour ("12 am/6 .am/12 pm")
endGroup)
Par returnDepartureMonth(typesMonth(“Jan")
_ beginGroup{"Return Departure"))
Par returnDepartureDay (type=Day("1"))
Par returnDepartureTime (type=Hour ("12 am")
endGroup)
Par airline( o
type=Airline ("American®)
legacySynonyms (initialAL, returnAL) )
The type of the parameter above is Airline, with a type
format addendum that requests the airline’s name - not
symbol - be passed (e.g. “United”, not “UA”). There is a
finite list of types that are currently recognized by our
system, we do not yet have constructable types - if a new
agent needs a type outside of the list, the procedural Java

code implementing the type ontology must be extended.

The - list of legacy synonyms of the airline parameter .
indicates that the agent in the past used different names for
this parameter (this is valuable because the system can then
compensate for name changes when it tabulates output over
time).

The origin and destination parameters above are declared to
“be an (unnamed) group.. Similarly, initialDepartureMonth,
initialDepartureDay, and initialDepartureTime logically
belong together (makmg up a group named “Initial
Departure™).
Par initialFlightNo(
type=AirlineFlightNumber beginGroup)
Par returnFlightNo(
types=AirlineFlightNumbex endGroup)
Par keepAllPages ( :
type=Boolean("yes/no")
default="no", optmnal)
Input webasite ("www.itn.com")
" Scheduling scheduleAtTimeAndIncrement (-
"H 7 Min 30%,"Min 5")
Each agent describes where its input comes from in a
rudimentary form. For example, the input information abové
is used by the garbage collection agent, which will refuse to
delete output from agents that produce “original” output
(defined to be those that take their input from external Web
sites, rather than from files on disk).

The scheduling information translates to “schedule jobs for
this agent at 7:30am, or in five minute increments after that
time if a job already exists for the previous times”. Thus,

" jobs can be scheduled for a time that is appropriate for the
agents (we may know that a Web site’s data tends to get
updated at 7am every moming, or that it changes only twice -

~ a week), the increment exists to avoid putting a heavy load
on the Web site through a large number of automated
requests.

“Just as the agents describe their input parametérs they also
describe the attributes of their output (such FlightTime and

’ RoundTripPrice).' However, we will omit our representation

for describing agent output attributes here because we are -
still working on the algorithms making use of them.

The Delta Agent
The description of the Delta agent is snmxlar to that of the
ITN agent, so-that we will only describe differences here.

Most important is the implicit parameter for-the airline of
value “Delta” (an airline’s web site will typically not offer
tickets for its competitors). There are also subtle differences
in"the time input format that the Delta  agent expects (e.g.

-“May 07, 12 Noon", not “May 7, 12 pm).

Agent delta "Delta Agent"
Domain roundtripAirlineTicketInfo »
Description "Retrieves flight price ..."
Par origin(type=AirportCode beginGroup)
Par destination (type=AirportCode endGroup)
Par initialDepartureMonth(type= Month("Jan")
beginGroup ("Initial Departure”))
Par initialDepartureDay (type=Day("01"))
Par initialDepartureTime (
type=Hour ("12 Midnight/6 AM/12 Noon")
endGroup)
Par. returnDepartureMonch(type"Month("Jan")
beginGroup ("Return Departure")
Par returnDepartureDay (type= Day("Ol"))
Par returnDepartureTime( = -
typesHour ("12 M;dnight/s AM/12 Noon")
endGroup)
ImplicitPar airline(
type=Airline, value—"Delta“)
Par initialFlightNo({
type-AlrlineFlightNumber beginGroup)
Par returnFlightNo({
type=AirlineFlightNumber endGroup)
Par restrictedFare(
type=Boolean ("yes/no"), default:"yes")
Par noOfPassengers : :
typezRangedIntegex (1, 4), default="1")
" Par keepAllPages (
type=Boolean("yes/no"), default—"no"
optional, doNotEcho) :
Input website ("www.delta-air. com™)
Scheduling scheduleAtTimeAndIncrement (
IIH 7" "Mln 10")

Real Estate Agents v
As described in the Introductlon we have also written
agents that automatically .retrieve real estate information
from the Web. : '

The L:st:nngk Agent

ListingLink is probably the most comprehensive real estate
Web site at the moment. Our ListingLink agent retrieves the
homes currently on the market for a given area and city by
simulating a user interacting with that Web site. The real
estate agents each produce: a whole table (of the homes
currently available), not just attribute-value pairs as the
airline agents do. For that reason, they explicitly describe
their output in an Output parameter (describing the name
and type of the ﬁle but not yet the semantic contents of the
file).

Agent listinglink "ListingLink Agent"

Domain residentialRealEstate- -
ForSalelInSpecificCity :

Description. "Gives you a table ..."
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Par city(type=Stf¥ing(averageLength=20))

Par area(type=RealEstateArea

legacySynonyms (state))

Par minimumPrice (

: type= Strlng(averageLength 8)
optional)

Par maximumPrice( .
type~Str1ng(averageLength 8)
.optional)

Input website("listinglink.com")

Output singleTypedOutputFile(
tabular, "table.native")

. 8cheduling scheduleAtTimeAndIncrement (

"D Tue,Thu H 20","Min 10")

The Southem Califoria Coldweil-Banker Agent

‘This Web site offers the same type of information, but

sometimes. lists some properties that are not found in
Multiple Listing Service sites such as ListingLink.

Agent cbsocal “Coldwell Banker Southern
California Agent"
'Domain re51dentia1RealEstate-
ForSaleInSpecificCity
Description "Gives you a table of..."
Par city(type=String(averagelLength=20))
ImplicitPar area(type=RealEstateArea,
value="Southern California") °
Par maximumPrice (
type= Strlng(averageLengthslo)
optional)
Input website ("www.cbsocal.com")
Output singleTypedOutputFile(
tabular, "table.native")
Scheduling scheduleAtTimeAndIncrement (
"D Tue,Thu H 20 Min 5", "Min 10")

Domain-Independent Post-Processing Agents

In addition to the “wrapper” agents for particular web sites
we also wrote a number of post-processing agents which
tabulate and ‘present data from the wrapper agents. This
tabulation could occur on user demand, or could be pre-

processed every time new data is produced. We have take
the latter approach because the data sets are often large so

that post-processing can sometimes take 2-3 minutes. In
addition, our architecture allows other post-processing
agents to be added later which will then automatically be
scheduled

The Tabler Agent

The tabler agent puts the data that other agents have
produced over time in a tabular format. For example,
imagine that it post-processes the attribute-value output from
a simplistic car rental agent that just writes out the time it
ran and how much the specified car rental would cost, and
that this agent job'was run 12 times. The tabler would then
gather the attribute-value pairs for each run from disk, and
produce a table two columns wide and twelve rows high

(with the columns contammg the values for the date and the

price).

The empty Domain field below indicates that it is always
applicable. The Scheduling field indicates that the agent

should be scheduled after every job of an agent that gathers '

input from an external web site, and that the agent and order

parameters should be filled in with the information that

identifies the agent whos§ data we are tabling. No' fnput

© description is necessary because the input of the agent is
"implied in the Scheduling information.

Agent tabler "Tabler Agent"
Domain
Description "Makes a table out of ..."
Par agent (type=AgentShortName)
Par order (type=JobId("19961224173000"))
Output singleTypedOutputFile (
tabular, \"table.native\")",
Scheduling scheduleForEveryAgentJob (
agent,order) agentMustBeOriginal(}",

The Table-Tracker Agent ,
Some original agents such as the real estate not only produce

single attributes-value pairs as output (such as the number of

listings retrieved) but also additionally write whole tables of
information (such as the listing of homes on the market). For
these agents, the Table Tracker can compute a table that
summarizes the history of changes in a time series of tables:
This resulting table of changes lists two points in time

between which the change occurred, then lists the type of -

change, and then the entries from the original tables (see
Figure 5 for an example).

Agent tabletracker "Table Tracker"

Domain

Description "Summarizes the changes to ..."

Par agent (type=AgentShortName) '

Par job(type=JobId("19961224173000"))

Par inputFile (type=RelativeFileName
optional default("table.native"))

Output gingleTypedOutputFile (
tabular, \"table native\")

Scheduling scheduleForEveryFileOnype(
tabular,agent, job, inputFile)
agentMustBeOriginal()

The Web-Page Producer

HTML version of it.

Agent table2html “Table To HTML"
Domain
Desceription "Produces a nice- 1ook1ng -
Par a(type=Agent) .
Par j(type=Jobld("19361224173000"))
Par f (type=RelativeFileName

opticnal default{"table. nacwe"))
Output singleTypedOutputFile(

html, "table.html")
Scheduling scheduleForEvernyleOnype(
: tabular,a,j,f)

DECIDING WHICH AGENTS SHOULD BE INVOLVED FOR
ADOMAIN

There are two stages to generating a domain-specific inquiry
entry form. This section describes the first step, which
consists of deciding which agents should be involved, in
what order, and when they should be run. The next section
will then describe the second step of generating a user
interface once it is known which agents are involved.

We named the sub-system for the first step the Scheduler.

Given a domain identifier (a.simple string) it will first gather

all agents in that domain, and schedule them for the time

19
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‘hat each asked for in its Scheduling field. If that time slot is
already taken by a run of the same agent, it will be
scheduled for the first available time slot, based on the
increment given in the Scheduling field.

‘The Scheduler will then recursively add post-processing
agents to the original domain agents until no more post-
processing agents are applicable. The current post-
processing agents are of two categories: agents that apply

after each original agent, and agents that apply after others

that write files of a certain type (the latter may also be
restricted to original agents, or may not be). The tabler falls
into the former category because there are always some
output attributes for any agent run — even if an agent does
not produce any output, the Daemon running it will add
some standard output attributes such as when the agent was
run, and how long it took to execute it.

Each post-processing agent will point out the parameters it
expects to be filled in, which identify on'what data it will
run (consisting of an agent short name, a job id, and possibly
the name of the file that they are post-processing). The
Scheduler adds this mformanon as it constructs the agent
chain.

In the airline domain. this process results in the agent order
shown in Figure 6. We are currently working on modeling
agent output in enough detail so that we can also combine
the output from several different - original agents in a
meaningful way. For now, the Agent Playground does not
combine data from different agents.

itn delta
tabler tabler
table2htm|  tableZhtml

Figure 6: Resulting Agent Chain, Airline Domain.

- Figure 7 shows the chain of agents for the real estate
domain.

~ listinglink
table2htm] tabler tableiracker
table2html _table2html

Figure 7: Resulting Agent Chain, Real Estate Domain.-

The tabler is scheduled after listinglink because it produces
attribute-value data. tabletracker and the immediate
table2html vun after listinglink are scheduled because it
produces a tabular data file. From left to right, the resulting
three tables answer the following questions. (We have
omitted an equivalent graph for the cbsocal agent.) -

e At what times did Iisfinglirik run, how long did each run
take, and how many homes overall were on the market
when the agent ran? :

» What were the changes in the market over time (as in
Figure 5)?

» What is the most recently retrieved list of homes
currently on the market?

GENERATING THE DOMAIN-SPECIFIC END-USER
INTERFACE

The user -interface for giving instructions to the agents
within one domain is synthesized based on the agent
descriptions, an ontology of the parameter types requested
by the agents, and a storage facility for parameters that are

- applicable to more that one inquiry. We will first discuss the'
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latter two sub-components, and then' describe the user
interface generation process.

The Agent Parameter Ontology

We maintain a central ontology of parameter types that is
used to check the validity of given types and to translate -
between different formats for these types.

Both the scope and the implementation of this ontology are

_primitive. The types covered by the ontology are only those

that we needed for the airline domain, the car rental domain,
and the real estate domain (the domains overlap, of coutse,.

“especially the airline and car rental domains).

The questions that can be asked of the'omology‘ are the
following:

e Is the given sﬁ'ing a valid parameter type?

- o Do the following two strings represem thc same value for

a glven type?

e For a given type (“Day™), type format identifier (‘.‘01"), 7
and value (“7"), -what is the correct representation for
that value? (The answer is “07".)

o For a given enumerated type, what are all possible .
values, in the canonical type format? For example, the
values of type Month are “Jan"., “Dec”.

» For a given textual type, what is the average number of
characters needed" (An AirportCode is 3 characters

long.)

The Preferences Reposltory

The Scheduler also maintains a file of user preferences in
simple attribute-value format. If an agent declares that a’
certain parameter should be taken from the preferences
(such as itnLogin and itnPassword for the ITN agent), the
Scheduler will take its value from there. If it is not found, it
will appear as a regular-entry field this time, and be put in
the preferences file for future use when the user submits the
form.

‘The User Interface Generation Algorithm

Based on the order of agents applicable to this domain
computed in Step 1, we can oblain a list of parameters
needed. Some of these parameters wiil have already been
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filled in by the Scheduler in Step 1, such as the parameters
identifying the preceding job for post-processing agents.
Some others are supplied by the Daemon whenever a job is
run, such as the directory to write output to.

We group the remaining parameters into required and
optional ones, retaining the order of parameters listed by the
first agent encountered. Parameters of subsequent agents are -

-added at the end of the list (unless their name and type
matches an existing parameter, in wh\ch case they are not
~ added at all). .

From that list of user parameters ‘needed, we remove those
that indicate that they should be taken from the preferences
(assuming the preferences actually contain a.value for
them).

i Haxl}n Frank s ey 2 o]
"De EQ Yiow Navigafion um us News E-dsfms Window
Heb 2181 %]
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Figure 8: Generated user interl‘ace
for the airline domain

For any remaining parameter, we query the parameter
ontology for a possible defauit value, plus either for all its
possible values (enumerated types) or for its textual length
(non-enumerated ones). Finally we put parameters bracketed
by the beginGroup and endGroup constructs in the same
line. If the beginGroup-endGroup construct provides a name
for the group we will omit individual field names and use
the group name as a label describing all of them.

Figure 8 shows the user filling out the form that is
automatically generated for the airline domain. For example,
the “Initial Departure” line consists of a named group, the
“Initial Flight No.” line is an unnamed group. For
parameters not requested by all agents involved, we list the
short names of the agents askmg for them (as in the
“Restricted Fare” line). -

Figure 3 in the Introduction is a similar, simpler example of

an inquiry entry form that was generated in the same way.

IMPLEMENTAT!ON

The Agent Playground is-a Web site based on’ Java servlets.

It can be used with any browser that supports HTML forms
and tables. A ‘“daemon” Java process runs in the
background, and wakes up every five minutes in order to-
check the" running instructions of each user inquiry and
executes the inquiries if they became due. - '

We are currently in the process of converting the user mput

- forms (Figures 3 and 8) from simple HTML forms to our

Adaptive Forms [4), which have the advantage that they can

encode some dependencies between fields.

RELATED WORK
Our research is most related to “model-based“ user
interfaces, which do not hard-code their graphical user

interfaces but instead assemble them on the fly from

declarative specifications of what is to be presented to the
user [3,6,7). Our user interfaces only consist of simple
forms, on the other hand we try to infer not only the user

~ interface from the specifications but in a limited sense also

assemble the application itself on the fly (which agents
should be involved, and in which order).

On the software agents side, our work is related to
automated information retrieval agents [2,5]. Our focus is
different in that our agents themselves are deterministic and
distinctly un-intelligent; our emphasis is instead on
intelligence in the user interface.

One particularly interesting information retrieval agent is
ShopBot [1] which is a software robot that given a list of on-
line vendors’ Web sites and a set of product descriptions to
search for can learn how to query those sites for price
information. This is done by first looking for pages that

" resemble a search form, and by then repeatedly filling in

* permutations of the given product description into the search

: .21

form until the result page looks like a product description for
the product examples. Once ShopBot has leamed how to
find and fill in the search form for a particular vendor, it can
retrieve product information for that vendor instantly, and
end-users can issue simultancous queries against multiple
vendors. ShopBot is superior to our individual agents in the
sense that its wrapping of sources is more robust (less likely
to break if Web sites are re-designed). We believe our
system is of value if the user explicitly wants to track
sources over time (ShopBot answers questions of the kind
“what is available right now™), or in domains where therce .
are few Web sources of interest (so that writing agents to
retrieve information from each manually is actually simpler
and faster than modeling the domain in such detail so that a

- generic software robot could retrieve the information).

FUTURE WORK

There are numerous shortcomings in our curent
implementation. For example, we should use an éxisting Al
planner rather than our ad-hoc scheduling algorithm, and
knowledge about parameter types should be stored -
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declaratively.

We are currently workmg on better modelmg the output of
agents so that we can present results by their semantics
rather than by the agent chain that produced them (as was
- done in Figure 4). In addition, more detailed modeling will
also enable combining ‘the output from several parallel
agents, so that e.g. the query results for several airline agents
can be summarized in a single table (rather than in one table
- per agent as we do now).

We also want to add a post-processing’ agent that sends
email when specified changes occur. The input parameters
to this agent will depend on. the output of previous agents,
For example, the user should be able to select “price” as an
attribute of interest only if the preceding agents actually
produce such an attribute. This should also be poss:ble with
more detailed agent output modeling.

CONCLUSION _

The Agent Playground presents a very small step towards a
full-fledged application that can dynamically adapt its user
interface to new functionality added on the fly. We
 nevertheless believe that architectures in which -agents
describe their user interface needs declaratively represent a
promising new research direction.
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A Softbot-Based
Interface to the Internet

. Orven Fzioni

‘he Internet Softbot

(software robot)
is a fully imple-
mented Al agent
developed at the
University of Wash-
ington [5]. It uses
a . Unix shell
and the World-
Wide Web to inter-
act with a wide
range of Internet
Effectors include £tp, telnet,
mail, and numerous file manip-
ulation commands; sensors in-
clude Internet facilities such as
archie, gopher, netfind, and
many more. The softbot is
designed to incorporate new facil-
ities into its repertoire as they
hecome available.

The softhot’s “added value™ is
threefold. -First, it provides an
integrated and. expressive inter-

resources.

. face 10 the Internet. Second, the

softbot dynamically chaoses which
facilities' to invoke, and in: what
sequence. For example, the soft-
bot might use netfind to deter-

-mine David McAllester's - email

address. Since it knows netfind
requires a person’s institution as
input, the softhot would first search
bibliographic databases for a tech--

nical report by McAllester that

reveals his institution. Third, the
softhot fluidly backtracks from one
facility to another based on infor-
mation collected at run time. As a
result, the softbot’s " behavior,
changes in response to transient
system conditions (e.g., the UUCP
gateway is down). In this article, we
focus on the ideas underlying the
softbot-based interface.

The Interface _

By acting as an intelligent personal
assistant, the softbot supports a qual-
itatively different kind of human-
computer interface. A person can

- ‘make a high-level request, and the

72 Jul 194 V0l 37 No 7 COMMUNICATIONS OF YHE aAcCM

softhot uses search,
inference, and
knowledge to deter-
mine how to satisfy
the request. Fur-
thermore, the -soft-
bot is able .to
tolerate and recover
from ambiguity, oris-
sions, and errors in
human requiests,

At its core, the softbot can han-
dle goals specified in an expressive
subset of first-order logic, In par-
ticular, conjunction, disjunction,
negation, and universal quantifica-
tion can he composed to specify -
goals for the softhot. Since naive
users are uncomfortable with .
logical notation, we have imple-
mented a menu of request forms *
(Figure 1) which can be sent ta
the softbot via email, from mosaic, -
or through an X-windows graphi-
cal user interface. A filled-in form
is automatically translated into a
softhot goal (Figure 2). In princi-
ple, any dialog modality (e.g., nat-
ural language, speech, and pen
interfaces) could be used to com-
municate with the softbot; we
need only add a module to trans-
late to and from the softbot’s logi-
cal language. '

In designing our interface, we
have deemphasized issues of “look
and feel” of the interface, and
focused on how to leverage the

. softbot’s Al capabilities to increase

the interface’s expressive power
and flexibility. -Specifically, our
softhot-based interface embodies
the following ideas: -

1. Goal oriented. A request indicates
what the human wants. The softbot is
responsible - for- deciding how and
when to satisfy the request.

' 2. Charitable, A request is not a com-

plete and correct specification of the
human's goal. but a c/ue or a hint that
the softbot attempts to decipher and
then satisfy.!
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3. Balanced. The softhot has 1o bal-
ance the cost of finding informa-
ton on its own, against the nuisance
value of pestering the human with
questions,

4. Integrated. 'T'he softbot provides'a .

single, expressive, and uniform inter-
face 1o a wide variety of lnlu net ser-
vices and utilitics.

~ Consider the task “Send the bud-
get memos to Mitchell at CMU™ A
human assistant would handle this
vequest with case. but most existing

software agents would not. Even if

one solves (or circumvents) the prob-
lem’ of natral-language understand-
ing, the agent sill has 10 figure out:

o Which Mitchell was intended?

* Which documents should be sent?
(and where are they located)

¢ How to transmit the memos?
(email, fax, remote printing, and
so forth.)

& What il the tmemos are
confidential?

o What if Mitchell s out of town*

As this simple example illustraies,
even mundane human requests’ are
incompletely specified,  potentially
ambiguous, or even impossible to sat-
isfy (what if there is no Mitchell
CMU?). .

The softbot’s first task is dmunbzgn-
ation, It has to decide what * obJe(ts
the request is referring to: for -in-
‘stance, who is the intenced recipient
of the memos? The request suggests
that the memos ought to go 10 a per.
son named Mitchell at CMU, but
there may be several people at CMU
who share the same last name. The
softbot could adopt the policy of ask-
ing the human 1o specify the recipi-

~ent more clearly whenever his full

name is not provided, but this is inap- .

propriate. A last name could porenti-
ally pick out a unigue individual. For
- example, suppose the last naine pro-
" vided is “Satyanarayanan.” In this
© case. the softhot’s request for clarifica-
tion would be gratuitous and annoy-
ing. In general, any description, how-
ever tenuous, might pick out a
unique individual.  Before  asking

]

When the request is unethicad or dimgerous,
the most appropriate response iy e 1o alter
or even gefuse the request |14, 16),

questions, the softbor vught w check
whether the given  description s
ambiguous. S

The . softbor could  consult s
knowledge base 1o see how many
Mitchells it “knows™ at CMU, but
suppose the softbot is familiar with
only one, can it be sure that it is famil-
iar with all the Miwhells at CMU?

Since its knowledge of people on the.

Inteinet is-bound 1o he radically in-
complete, the softbot cannot afford to
make the closed world assumption made
by muny Al and database systems
(13). Thus. it cannot automatically
conclude that there is only one Mitch-
ell at CMU {rom the fact thacit is fa-
miliar with only one. Fortunately, it is
easy 1o lind all the Mitchells ac CMU
(by executing finger mitchell@
cmu.edu). The softbor executes this
command, records who are the vari-
ous Miwchells at CMU, and (if neces-
sary) prompts the human with a re-

quest to choose the intended oned

The softbot also records, for future
reference, that it is now familiar with
all the Mirchells at CMU. Despite its
incomplete knowledge, the softbot
can recognize when it has (‘omplcu:
information on a pdrmular topic or
locale [4].

To resolve ambiguity, the softbot
could try (o infer who the intended

-Mitchell is based on the documents

being sent and the context of the re-
quest (c.g.. did the human just re-
ceive an email message from some
Mitchell at CMU?). While plausible
inference of this sort can be encoded
within our softbot framework, our

‘implementation is not Ihdl’ sophisti-

cated, yer.

9 uneml\ the M)flbol alempls 1o

find all individuals or objects on the
Internet matching a given deserip-
tion. [ there is a single resource that

provides this information, the softbot .

will access it (by fingering in the pre-
vious  example).  Otherwise, the

softbot will form a plan to seek out
mitching individuals. 1f the descrip-

tion is not constrained appropriately,
executing such a plai can be very
expensive, For instance, suppose the

human omits Mitchell's location in
request,

The  softbot would  be
“tempted” o search the entive Inter-
net looking for Mitchells. However,

the balance-principle implies that the
softbot would be better off asking the
human to further constrain Mitchell's
description. ‘Thus, before disambigu-
ating, the softbot estimates the cost ol
its disambiguation plan, When the
cost is high, the softbot prompts the
human for more information: 1 am
not sure which Mitchell you mean,
can you tell me Mitwchell’s workplace,
city, or field of interest?”

Once the appropriate Mitchell
(and memos) have been determined,
the softhot's second task is to actually
send the memos o Mitchell. The
softbot  may decide 10 email the
memos, but first it has 1o find Mitch-
ell's email address, and reason about
document format. For example, if

document " contains  figures, then’

sending the postscript version is more
appropriate than sending the LaTEX
source. Furthermore, if Mitchell .is
out of town, or if the memos are con-

fidential, the softbot has to ensure .

that the memos reach their recipient
in a umely and secure manner.

In general, after the softbot has fig-
ured out what the human wants, i
considers how to satisfy the human
request. The softhot solves this prob-
lem by invoking an automatic plan-
ning algorithm,

Softbot Planning

To construct an integraled and goal- -

orienled interface, we use Al planning
techniques. The softbot planner takes

a logical expression describing the -

user’s goal as input. After searching a
library of action schemata describing
available information sources, data-
bases, uulities and software com-
mands, the planncl generates a se-
quence of actions that dduevc the
goal,

Unlike standard programs and
SCTIpts which are committed to a rigid
control flow determined a priori by a
programmer, the softbot's planner
automatically synthesizes and exe-
cutes plans o achieve the inpuned

goals. This avoids the problematic

task ol writing programs that antici-
pate and adapt to all possible changes
n system environment, nctwork sta-
tus, and error conditions. In short, 1
softhot 15 worth a thousand -shell
seripts.
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The softhot’s planner accepts an
expressive goal language, enabling
the softbot to accept gouls containing
wmpl(x combinations of conjunc-

tion, -disjunction, negation,  and
nested  universal and  existential
quantification.  Furthermore, the

softhot's use ol planning vields an in-
tegrated interface—users' can write
expressive goals, even when dealing
with services that don’t support them
. directly. Consider the task “Get all of
Ginsberg's technical reports  that
aren’t  already  stored  locally.”

Figura 1. The request form for
sending a document. in general,
users need onl¥ provide a partlal
specification of the desired oal
e softbot disambiguates the
request and plans how to
achleve it, subgoaling and back-
tracking as required, .

Through planning, the softbot can
use £1p 1o handle this request, even
though the ftp wtilin doesn’t know

which files are local. and does oo
handle this.combination of universal
quantification and  negation. The
softhot will determine which of Gins-
berg's reports are not stored locally,
and will issue ftp mmm.m(ls 10 ob-
tain them. '

The softhot planner is imple-
mented as a search process over par-
tially specified action sequences called
plans. The planner is able (o decom-
pose complex goal expressions o
their constituents and  solve them
with divide and conquer technigues.
Interactions between subgoals are
automatically dewcted and resolved.
Space precludes comprehensive dis-

cussion of the algorithun (see [+, 14]). .

However, we note that modern plan-
ning algorithms are provably
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~cilities

e comnplete: ila plan exists, the plan-
ner will tind it and

e spund: il the planner outputs o
plan, that plan is gunrmm'cd 0
achieve its goal ( mmlulo Certiain ex-
phcit assumptions).

While these formal guaranitees o
not ensure the planner is elficient, we
have. not found efliciency 10 be a
problem in practice. . The softbot
planner accepts control heéuristics,
spulhcd in a high-level, declarative
.mguagc which constrain the plan-
ner's search by instructing it ta prefes
certain options over others, avoid
blind alleys. and.so lorth. These hew-
ristics can be hand-coded or gencer-

.ated automatically via machine tearn-

ing techniques (6, 12]. ,

If the softbot cannot satisty its goal
directly, it will automatically subgoal
on an indirect way of satisfying the
goals. For example, if looking up the
phone number of a graduaie student
fails, the softbot will subgoal on iden-
ufying the student’s oflice mates and
tinding their phone number. The
softbot relies on an inference rule”
which states that office mates share
the same telephone.

" Resource Integration

‘The planner relies on a logical model
of the available Tniernet resources,
which™ answers 1wo questions: how
can the softbot invoke or access the
resauyce, and what is the effect of
doing so* This sort ol “resource
model” can be viewed as a generaliza-

~tion of a Prolog inference rule (o

allow for muttiple effeets, nested uni-
versal and existential quantitication,
and state change. The precise syntax

.and semantics of our representatiop

language are described in [3, 4].
This  declarative  represeatation -
cnables. the sofibot to integrate mulu-
ple, independent Internet facilities in
service of s goals. For instance, as
mentioned  carlier,  the  softhot's
model of netfind (Figure 3) tells i
that it has to know o person’s imstitu-
tion (or city) before accessing the net-
find facility. Thus,

when necessary,

- the softbot subgoals on finding this

information by invoking diflercnt fa-
(e.g.. it might scarch  the
INSPEC datahuse grep through local
bibliographic  daabases).  Further-




more, the softbot is poised to leverage
new Internet resources. When a new
facility becomes available, we need
-only write the appropriate logical
models and search control rules 1o
update the softbot. We are also inves-

(f.c:all (?d :in files)

(if (and (file.type ?d memo. document)
(subject.of .document ?d "budget")
(not (string.in.file "draft" ?d)))
(delivared.to ?d 20bj341)))

Preconds:
(current.shell csh)

(isa netfind.server ?server)

(firstname ?person ?firstname)

(lastname ?person ?lastname)

(or (person.city ?person ?keyword)
(parson.institution ?person ?keywozrd))

Name: (netfind '?person)'

Postconds.

(userid ?person 'usozid)
(person.machine ?persocn !machine)

tigating the use of learning tech-
niques to help automate this task.

iIncomplete Specification

The softbot accepts incompletely
specified goals, and searches for miss-
ing information whenever possible.
For example, if asked o print a file
on “any free printer in the building,”
the softbot will find the printer list in
-a database, and will check the status

of each printer undil it finds one that

is [ree. Similarly, if a human asks 1o
be notified when Etzioni logs on to
some machine at the University of
Washington, the softbot will search
for machines where Etzioni has an
" account and will monitor these ma-
chines until he appears. In general,
the softbot's goal language allows the
human to siate three kinds of goals:

* Ground goals: notify we when Et-
zioni logs on 10 the machine called
June.cs.washington.edu.

* Exstentially quantified goals: notify
me when Etzioni logs on to some ma-
chine.

 Constrained goals: notify me when

Fezioni logs on to some computer-

science’ machine at the University of
Washington,

Empirically, we have found that con-
strained goals strike a useful balance

between burdening the user with

endless questions, and sending the
softhot on a massive sc'\uh of the
Internet.

The use of a modern algorithim for
planmn;., with incomplete informa-
_tion is one of the most-distinctive fea-

tures of our softbot. In contrast.

much of the current work on intelli-
gent software agents focuses on task.
specific “bots” for visitor scheduling
[10), meeting scheduling [1], email

filtering [11], white-page services (2],

and so forth. While ‘each of these

agents has its strengths, none share

the benefits of the planning approach
including a highly expressive goal
language, automatic backtracking
and subgoaling, and more.

Softbot safety

We have argued that in order 1o pro-

- vide an integrated, goal-oriented in-

terface, one needs powerlul tools
such as the softbot. However, the
softbot also requires safety features,
Of course, this is true of any software
tool (e.g.. the Macintosh refuses to
reformat one's startup - disk),  but
salety is more important for more
powerful tools. Just as in the carpen-
try domain (where a table saw can
slice through a. tendon) Internet
power tools, like the softbot, are capa-
ble of inllicting damage when used
indiscriminately.

The- greatest danger lies in the

softbot's very ability to plan how to

achieve the user's goal. Note'that
using a sound planner (i.c., oné¢ that
only generates plans which are guar-
anteed to achieve the goal) is not suf-
ficient, since there may be many such
plans with different side effects, Con-
sider the task “Reduce disk utilization
below 90%." If the softbot succeeded

by deleting irreplaceable LaTEX files

without backing them up to tape,
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Figure 2. The form showhn in Fig-.
ure 1 is automatically transiated
into an Internal representation
simllar to the one shown here.
During this process, the softbot
executes actions as needed in
order to find a unique person

-0 Jec

Nﬂlll’ﬂ 3. Anactionschema en-
coding the netfind utility. The
softbot planner uses the sche-
mata to determine when an
Internet service could help
achieve a user goal

then users might prefer less “power-
ful” wols!

We believe that the softbot’s safety
mechanism should eusure lhc ﬁ)l]ovs-
ing qualities:

¢ Safety, The softbot should refuse to
make  destructive’ ch;mgcs to he
world.

* Tidy. The softbot should ncswrcthc
world as close as possible to its origi-
nal state (i.e., recompress files after
searches).

® Thnfty: The softbot should limit its
use of valuable resources.

® Vigilant. The softbot should block
- human actions that have unintended

consequernces.

See [14) for a formalization of

some of these ideas in a manner
that supports computationally tracta-

ble implementation. Since the ideas.

reported therein are preliminary and
as yet unimplemented, we acknowl-
edge that softbot safety is an area
that  deserves  substantially  mare
investigation. '
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Concluslon :
Software environments such as the
Internet are attractive testheds for Al
research 7). - Sofibots  civeumvent
many therny issues that are inescap-
able in ph)SlC.ll environments. Fur-
thermore, the cost, effort, and exper-
tise necessary to develop and
experiment with soltware arvtifacts are
relatively low. Yet, in contrast 1o sim-
ulated worlds, software environments
arc readily available, economically
important, and real, In the past three
years, the focus of the Internet
Softhots praoject has been on the Al
_ problems of designing and building
an agent capable of effectively explor-

ing the Internct. For a samplc of

technical Al results achieved in this
context refer to (3, 4, 9.

We are now leveraging  the
softbot’s Al capabilities to develop an
expressive, goal-oriented, and chari-
table interface o the Internet. In con-
trast 1o a loosely structured browser
such as Mosaic, our long-term objec-
tive is to develop an interface that will
enable naive users to locate, monitor,
and transmit infor matu)n across the
Net.
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. Thls is a decision on the petition under 37 C.F.R. § 1.102, filed February 8, 2000, to make the above-
identified application special.

The petition requests that the above-identified application be made special under the procedure set forth in
M.P.EP. § 708.02, item II: Infringement.

A grantable petition under 37 CF.R. § 1. 102(d), M.P.E.P. § 708.02, item II: Infrmgement, must be
accompanied by the required fee and a statement alleging:

(1) that there is an infringing device or product actually on the market or method in use;

(2) that a rigid comparison of the alleged mfrmgmg device, product, or method with the claims of the ,
apgllcatron has been made, and that, in his or her oplmon some of the claims are unquestlonably infringed;
an .

(3) that he or she has made or caused to be made a careful and thorough search of the prior. art or has a '
- good knowledge or the pertinent prior art.

Further, Applrcant must provide one copy of each of the references deemed most closely related to the
subject matter encompassed by the claims if said references are not already of record.

The petition is GRANTED.

The application will retain its special status throughout its cntirc course of prosecutron in the Patent and

Trademark Office, including appeal, if any to the Board of Patent Appeals and Interferences, subject only
to diligent prosecution by the applicant. '

The application file will be forwarded to the examiner for expedited prosecution.
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Kenneth A, Wieder

Special Program Examiner
Technology Center 2700

Communications & Information Processing
(703) 305-4710
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Application No. Applicant(s) ) - )
© 09/428,511 ‘Frelshtat et al,

"o UMDY

Office Action Summary
Kenneth R, Coulter 27568

O Responsive to commumcatlon(s) filed on . : ’
(] This action is FINAL

(O Since this application is in condition for allowance except for formal matters, prosecution as to the rnents is closed
in accordance with the practice under Ex parte Quae35 C.D. 11; 453 0.G. 213.

A shortened statutory period for response to this action is set to expire ___ 3 month(s), or thirty days, whichever is
longer, from the malling date of this communication. Failure to respond within the period for response will cause the
application to become abandoned (35 U sS.C § 133). Extensions of time may be obtained under the provisions of

37 CFR 1.136(a).

Disposition of Claim ‘
Claim(s) 1-28 : : . ' ____islare pending in the applicat
Of the above, claim(s) . is/are withdrawn from consideration
] Claim(s) ‘ | . - e ' is/are allowed.
X Claim(s) 1-28 : ’ , ' . - : ' : ‘ is/are fejected.v _
[ Claim(s). ' . ' ___islare objected to.
O Claims : : are subject to restriction or'eleetionv requirement.

Appllcatlon Papers
X See the attached Notice of Draftspersons Patent Drawmg Review, PTO-948
[ The drawing(s) filed on : is/are objected to by the Examiner. \ :
O The proposed drawing correction, filed on __- 4 is (] approved [ Yisapproved.
0] The specification is objected to by the Examiner. : ‘
| The oath or declaration is objected to by the Examiner.

Priority under 35 U S.C.§119 : :
O] Acknowledgement is made of a claim for foreign priority under 35 U. S C. § 119(a)-(d).

CJAI CBome* . [None ofthe CERTIFIED copies of the priority documents have been
O received. '
[ received in Application No. (Senes Code/Serial Number)

[J received in this national stage application from the International Bureau (PCT Rule 17. 2(a))
*Certified copies not received: '

| Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e)

Attachment(s)
. X Notice of References Cited, PTO-892
X) Information Disclosure Statement(s), PTO-1449, Paper No(s).
- O Interview Summary, PTO-413
X Notice of Draftsperson’s Patent Drawing Review, PTO-948 .
O Notice of Informal Patent Application, PTO-152

5789

-- SEE OFFICE ACTION ON THE FOLLOWING PAGES ~

V. S. Patent and Trademark Office ' : o .
PTO-326 (Rev. 9-95) _ _ Office Action Summary " Part of Paper No. ___10
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Application/Control Number: 09/428,511 : L : Page2

Art Unit: 2758
DETAILED ACTION
. Double Patenting
1. The nonstatutory double patentmg rejection is based on a judicially created doctrine

grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or.
improper timewise extension of the. "right to exclude" granted by a patent and to prevent possible
harassment by multiple assignees. See In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed.
Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 -
'F.2d 937,214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA
1970);and, In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) may be used to
overcome an actual or provisional rejection based on a nonstatutory double patenting ground
provided the conflicting application or patent is shown to be commonly owned with this
application. See 37 CFR 1.130(b). :

Effective January 1, 1994, a registered attorney or agent of record may sign a termmal
disclaimer. A terminal dlsclaumer signed by the assxgnee must fully comiply - with 37

= CFR 3.73(b).

2. Claims l;-_28 are provisionally rejected under the judicially created doctrine of
obviousness-type double patenting as being unpatentable over ciaims 1-9of copendiﬁg
" Application No. 09/427,602. Although the co_nﬂictihg claims are not identical, they are ﬁo_t

patentably distinct from each other because both set of claims disclose an automated persohal

information delivery system to deliver data from personal information storage.
- This is a provisional obviousness-type double patenting rejection because the conﬂicting.

claims have not in fact been patented.
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Apblication/Control Number: 09/428,511 A I . : . Page3

Art Unit: 2758

4 Claim Rejections - 35 USC § 103
- This application curreﬁtly names joint inventors. In considering patentability o.f the
* claims under 35 U.S.C. 103(a), the examiner pf'esumes that the subject matter of the various\
claims was éommonly owned a’t‘the tiﬁxe any inventions covered therein were made absent any
évidénce to fhe contrary. Applicant is advised of the obligation under 37 CFR 1.56 t0 poinf out
the inventor and invention dates of _eact; claim that was not commonly owned at the iirﬁe a later
invention wa§ made in brqer' for the examiner to consider the applicabi]ity of 3,5» US.C. 103(;) ‘

" and potential 35 U.S.C. 102(f) or (g) prior art under 35 U.S.C. 103(a).

3.  The follbwing is a quotation of 35 U.S.C. 103(a) which forms the basis for all
_ | obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person

having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made. '

4. Claims 1 - 28 are reje¢téd under 35 U.S.C. 103(a) as béing unpatentable over Experton
(U.S. Pat. No. 5,995,965) (System and Method for Remotely Accessing User Data Records) in
view of Reed et al. (U.S. Pat. No. 5,862,325) (Computer-Based Commﬁnication Systém and

Method Using Metadata Defining a Control Structure).

: _ : : ‘ , Ex. 1003 Page 150 o



- Application/Control Number: 09/428,511 | S : Page 4

Art Unit: 2758

4.1 | ’Regafding claim 1, Experton disclosesa systerri for delivering pgrsénal information fréfn -
A }at least one informétion provider .to at least one end user comprising: |
a user store for stofing end user data associated with each end user (Abstract; Fig; 1,
item‘ 104),
a provider stére for storing informﬁﬁon provider data associated with each information
: prévider (col. 5, lines 5'0 --54; col. 6, lines 1 - 19);
a personal information store for storing personal infoﬁﬁation associated’wi‘th each end ,
user (Abstract; Fig. 1, item 304).

“User data records, such as health or financial data, are stored in a data base at one or more remote facilities ...”

(Abstract).
processor in comm‘unic,atioﬁ with the user store, the provider store and the personalb
information store (F ig. 1, item 202), for perf;)rmi'ng the steps of:
for a selected eﬁd user, retrieving personal infonﬁation for the séleéted end user‘
| -fr_om the connected at least one infpmation proﬁder based on end user data associated with fhe :
 selected end user and information provider data associated with the connected one or more
information providérs (Fig. 1; Abstract); and |
storing the retrieved personal .information' in the p:réorial information Storé .

(Fig. 1, items 104, 114; col. 4, lines 38 - 50)
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Appli'cation/Control Number: 09/428,511 : ' Page 5

Art Unit: 2758

“The remote processor, which is also connected to the network, verifies the record request and downloads all of a
requested or predetermined part of the corresponding user data records to the local processor. This data may then

also be downloaded at least in part to the memory of the user’s card.” (Abétract)

HoWever, Expgn‘ on does not explicitly disclose that the processor in commﬁnication with the

user store, Athe provider store and the personal information store, for performing the steps 6f:
connecting with aﬁ least one inforrn.ation' provide‘r.‘ | |

Reed et al. (hereafter Reed) teaches the automate.d communication transferal of data frpm a

provider to a consumer (Abstract).

It would have been obvious to one of ordinary skill in the art at the time of the invention for the
processor to connect with at least one information provider because some sort of connection must
oceur in order for the record data at the provider (remote processing facility 300) to be

~ downloaded on demand by the portable access device 100.

. 4.2 ' pér _(_:laims 2-13, E@_eﬂ_qn c}éarly fcaches the specifics ‘inv'ol‘ving monitoring
‘information pro'viders, (Abstract; Fig. 1, item 200); updéting the provider store (Abstfact:
“Updates to the usel;’s daté records may also be uploaded from the local proceséo} to the refhote
‘ pfocessing facility, or downloaded to the card, or b‘oth.-”); processor automatiéally executiﬁg
transactions according to end user data (Abstract; Fig. 1, item 200); outpﬁtting person_al |

information from the personal information store (Fig. 1, item 800; col. 8, lines 9 - 12); the
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Application/Control Number: 09/428,511 . 3 -~ Page6

_ Art Unit: 2758 .

personal information outputted as a Web page to a web site (Abstract: “The network is preferably .

a publicly accessible network such as the Internet”).

43  Regarding claims 14 - 28, the rejection of claims 1 - 13 undex 35USC 103 (pareigraphs

4.1 and 4.2) applies fully. .

5. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Kenneth Coulter whbse telephone number is (703) 305-8447.

KENNETH R COULTER

kre

September 30, 2000
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~ Form PTO 948 (Rev. 8-98)

©  U.S. DEPARTMENT OF COMMERCE . Patent and Trademark Office _Application No.

NOTICE OF DRAFTSPERSON'S

BE:

S PATENT DRAWING REVIEW

The drawing(s) fr!ed (insert date) l Q lzr] ‘ ] 1

A. CJ _approved by the Draftsperson under 37 CFR 1.84 or 1,152,

B. objected to by.the Drafisperson under 37 CFR 1.84 or 1.152 for-the reasons mdma(ed below. The Exammcr will require
submission of new, corrected drawmgs when necessary Corrected drawing must be sumitted according 10 the instructions on the back of this notice.

.
v

1, DRAWINGS 37CFR 1. 84ca) Aocep!able categones of drawmgs
Black;ink. Color.- :
Color drawlngs are no( acceplnble unul peulon is granted.
TRy
. Pencil'and noft bhck ink not permitted. th(s)
2. PHOTOGRAPHS. 37 CFR 1.84 (b)
- 1{ull-tone set is required. Fig(s)
Phologmphs not properly mounted (must us¢ brystol board or
photographic double-weight paper). Fig(s)
___Foor quality (half-tone). Fig(s)
3. TYPE OF PAPER. 37 CFR 1.84(¢)
. Paper not flexible, strong,Whlle and durable.
. Fig(s),
Erasures allerahons, ovenvrmngs, intedineations,
-i * folds, copy-machine marks not accépted, Fig(s)
. Mylar. velum paper is not  acceptable (mo thin).
CFigs) T
4. SIZE OF PAPER. 37 CFR 1.84(f): Acceplable sizes:
—_21.0em by 29.7 ¢m (DIN size Ad) ’
21 6 cm by 27.9 ¢m (8 1/2 x 11 inches)
All drawing sheets not the same size.
Sheet(s)
. Drawings sheets not an acceptable size, Fig(s)
5. MARGINS. 37 CFR 1.84(g): Acceptable margins:

Top 2.5 cm Left 2.5¢cm Right 1.5 cm Bottom 1.0 cm
SIZE: A4Size :
Top 2.5 em Left 2.5 cm Right 1.5 cm Bottom 1.0 cm
o SIZE: 81/2x 11
Margins not acceptable. Fig(s)
Top (T) . Left (L) -
Right (R) Bottom (B)
6. VIEWS. 37 CFR 1.84(h)
REMINDER: Specification may require revision to
~ correspond to drawing changes.
Partial views, 37 CFR 1.84(h)(2) . -
—_ Brackets needed to show figure as one entity.
Fig)
___Views not labeled separately or properly.
Figs) ..
—___Enlarged view not labeled separetely or propcrly.
Figls) ______
7. SECTIONAL VIEWS, 37 CFR 1.84 (h)(3)
—_ Hatching not indicated for.sectiona) pomons of an objeu
Fig(s)
. Sectional designation should be noted with Arablc or
Romnn numbers. Fig(s) .

8. ARRANGEMENT OF VIEWS. 37 CFR 1.84(i)

____ Words do not appear on a horizontal, left-to-right fashion
when page is either upright or lurned so that the top .
becomes the right side, except for graphs. Fig(s)

9.. SCALE. 37 CFR 1.84(k) '

____ Scale not large enough to show mechanism without
crowdmg when drawing i ls reduced in size lo two-thirds i in
rcproducuon .

Figs) _______

10. CHARACTER OF LINES, NUMBERS & LETTERS

37 CFR 1.84(i)

. Lines, numbers & leters not uniformly thick and well
defined, clean, durable, and black (poor line quahty)
Figl)________

11. SHADING. 37 CFR 1. 84(m)

____'Solid black areas pale. Fig(s)

____ Solid black shading not permitted. Fig(s)
Shade lines, pale, rough and blurred. Fig(s)

A2, NUMBERS LETTERS, & REFERENCE CHARACT ERS

37 CFR 1,84(p)

. Numbers and reference characrcre not plain and legible.
Fig(s) .~ .

____ Figure Iegcnds are poor. Fig(s)

___ Numbers and reference characters not oriented in the.
same direction as the view, 37 CFR. 1.84(p)(1)

Fig®) o
.. English alphabet not uscd 37 CFR 1 84(p)(")
Figs

& Numbers, letters and reference characters must be at least
.32 cm (j1/8 inch) inkeight. gCFR 1.84(p)(3)
Fig(s)
13. LEAD LINES. §7CF lr.84(q§ ~
. lead lines cross each other. Fipg(s) __
-—— Lead lines missing. Fig(s)
14. NUMBERING OF SHEETS OF DRAWINGS. 37 CFR 1,84(1)
____ Sheets not numbered consecutively, and in Arahic numcml\
beginning with number'1. Sheet(s)
15. NUMBERING OF VIEWS. 37 CFR 1.84(u)
____ Views.not numbered consecuu\:ely, and in Amblc numerals,
beginning with number 1. Fig(s)

16. CORRECTIONS. 37 CFR 1.84(w)

____ Corrections not made from prior PTO- 048
dated

17. DESIGN DRAWINGS. 37 CFR 1.152

. Surface shading shown not appropriate. I‘rg(s)
" Solid black shading not used for color contrast.
Fig(s)

' COMMENTS

_REVIEWER % \D . DATE q‘ l )_I(DJ;ELEPHONENO.

ATTACHMENT TO PAPER NO.
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NITED STATES PATENT AND TRADEMARK OFFICE /é/ d /

" In re application of
Freishtat et al. ‘
 Serial No.: 09/428,511 ' . Group Art Unit: 2755

Filed: October 27, 1999 . Examiner: Coulter, Ix;

For “APPARATUS ANDMETHODFOR : ECE VED
AUTOMATED AGGREGATION AND : - APrgy 5
DELIVERY OF AND TRANSACTIONS : - Tochn, LU
INVOLVING ELECTRONIC o o T logy Centgy 5,

PERSONAL INFORMATION OR | BAL
DATA”

. L AMENDMENT UNDER 37 C.F.R. §1.111
- 6/2001 BTURNER 00000002 140629 09428511 - '

L:105  BOXIMNMIBNDMENT ' » ‘ NEEDLE & ROSENBERG, P.C.
' Assistant Commissioner for Patents | , Suite 1200, The Candler Building
Washington, D.C. 20231 . v 3 127 Peachtree Street, N.E.

Atlanta, Georgia 30303-1811

_  April 2, 2001
Sir: -

This amendment is in response to the Office Actlon dated October 3, 2000.. Please amend the

above-1dent1fied application as follows:
IN THE CLAIMS:

Please feplace the entire set of pending claims (claims 1-28) with the following _clnean set,
pursuant to 37 CER. § 1.121()(3): | |
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- a—

}O /1/ ~ Asystem for delivering noﬁ-public personal information relating to an end user via a network -
 from at least one of a plurality of mformanon providers, the information provxders securely -
stormg the personal information, the system compnsmg
(@)  auser store for storing end user data associated with each end user, the user store _
mcludmg information identifying the plurality of mformatmn providers securely stormg
the personal information relating to the end user;

(b):  aprovider store for stormg information prov1der data associated with each information

provider, the provider data including a protocol for instructing the processor how to

\ . access the securely stored personal information via the network, the information
- accessible to the processor using the protocol also being accessible by the end user via
the network independently of the system for delivering personal mformanon, |
(0 a personal information store for storing personal information associated with each end
“user retrieved from the information providers;
(d  aprocessor in communication with the user store, the provider store and the personal
information store, for performing the steps of:
(i)  connecting with at least one information provider;
(i)  for a selected end user, retrieving personal information for the selecied end user R
- from the connected at least one information provider based on end user data
associated with the selected end user and infon'nationprovider data associated
- with the connected one or more information providers; and
(iii)  storing the retrieved personal information in the personal mformatxon store for

accessuble to the selected end user.

2. The system of claim 1, wherein thc plOCCSSOI‘ performs the addmonal step of momtormg

.information providers for changes

3. The system‘.of claim 1, wherein the processor performs the additional stepvof updating the

- provider store to conform with requirements of the information provider.

W078195 | ~ ‘ _ 2
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4. _ The system of claim 1, wherein the processor performs the additional step of executing a
transaction for the selected end user with a selected information provider based on the end user
data associated with the selected end user and the information provider data associated with the

selected information provider.

5. The system of claim 4, wherein the processor automatically performs the transaction execution

step according to end user data in the user store.

- 6. The system of claim 1, wherein the processor performs the additional step of outputting the

personal information associated with the selected end user from the personal information store.

7. The system of claim 6, wherein the outputting step performed by the processor outputs the

personal information to a delivery platform specified in the end user data associated with the

selected end user.

8. The system of claim 7, wherein the specified delivery platform is selected from the group
consisting of electronic mail, facsimile, pager, telephone wireless dev1ce ﬂp server, Web

server, gopher server and Web client.

9, The system of claim 6, wherein the otltputting step of the processor outputs the 'perso'nal '

- information via a world wide web site.-

10.  The system of clalm 9, wherein the outputting step of the processor outputs personal

information as a formatted Web page to the world wide web site,

11.  The system of claim 9, wherein the outputtmg step of the processor outputs personal

information as formatted Web elements to the world wide web site.

12.  The system of claim 9, wherem the outputtmg step outputs personal mformatlon data to the

world wide web 51te

© W078195 ' 3
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13.  The system of clairh 1, wherein the connecting step of the prbces’sor pe:fOMS the folléwing
| substeps: , o ' _ .
A) . acéessing the end user data associated with the selected end ﬁser; '
(B) identifying information provide'rsA specified in. the accessed end user data;
(C)  establishing a communication link with cach of the identified -

information providers.

/ M. Amethod for délivering non-public personal information relating to an end user via a wide-area

computer’network to an end user from at least one of a plurality of information providers
: securely storing the personal information under control of a processor located remotely from
the information providers and the end user, the method comprising the steps of:
(a) the processor connecting with at Ieast one information provider;
(b) for a selected end user, the processor retrieving personal infonﬁaﬁon for thé selected
end user frorn the connected at least one mformatlon provider based on end user data
 associated with the selected end user and information provider data associated with the
connected one or more 1nformat10n prov1ders, the end user data including information
identifying the plurality of information pro{lidefs securely storing. the per‘s.on‘al
informatibn relating to the end user, the provider data including a protocol for
instructing the processor ho‘w'to access the securely stored personal .informationv viathe
network, the information accessible to the processor using the protocol also béing -
’accessible.by the end user via the network independently of the system for delivering - -
personal information; and - |

(¢) - the processor storing the retrieved personal information in a personal information storc.

for access by the selected end user. -

15 “"’Th—"'hod of clalm 14, further compnsmg the step of momtormg mformatwn providers for

changes. A o f

W078195, ) o @ 4
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16. The method of claim 14, further comprising the step of updatmg the prov1der store to conform
with requlrements of the mformanon prov1der '
17. The method of claim 14, further comprising the step of executing a transaction for the selected
" end user with a selected information provider based on the accessed end user and the accessed
information provider data associated with the selected information provider.
18. The method of claim 17, wherein the execution step is triggered accordmg to the accessed end
user data.
19.  The method of claim 14, further comprlsmg thc step of outputtlng the personal mformatxon
~ associated with the selected end user from the personal information store.
20.  The method of claim 19, wherein the outputting step outputs the personal information toa
' 'delivery platform specified in the accessed end user data. -
21. - The method of claim 20, wherein the specified delivery platform is selected from the group
' consisting of electronic mail, facsimile, pager, telephone, wireless device, ftp server, Web (
server, gopher server and Web client. '
22.  The method of claim 19, wherein the outputting step outputs the personal information viaa_
world wide web site.
23. T he method of claim 22, Wherein the outputtmg step outputs personal mformatlon asa
" formatted Web page to the world wide web 51te
24.  The method of claim 22, wherein the outputting step outputs personal information as formatted
 Web elements to the world wide web site. ‘
Wo78195 | ' 5
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" The method of clalm 22, wherein the outputting step outputs personal information data to the

world w1de web site.

The method of claim 14, wherein the connecting step comprise's;: the substeps of:
@) accessmg the end user data associated with the selected end user;
(i)  identifying mformahon providers spemﬁed in the accessed end user data and
(iii) estabhshmg a communication link with each of the identified mfonnahon .

providers.

et e

A computer-readable digital storage device storing executable instructions which cause a _
processor to deliver non-pubhc personal information relating to an end user from at least one of
a plurahty of information provxders securely stormg the personal information to: the end user via
a wide-area computer network by performing the steps comprising of:

(a) connectmg w1th at Jeast one information provider,

(b)  foraselected end user, retnevmg personal information for the selected end user from

the connected at least one information provider based on end user data associated with
the selected end user and information providef data aSsociated With the connected one or |
more information providers, the end user data including information identifying the

- plurality of information providers securely storing the personal information relating to

the end user, the provider data including a protocol for instructing the processor how to

access the securely stored personal information via the network, the information
accessible to the processor using the protocol also being accessible by the end user via
the network independently of the system for delivering personal information; and

(c) storing the retrieved personal information in a personal information store.

—_——l T B v

The storage dévice of claim 27, further s'toring executable instructions to perform the
connecting step by performing substeps comprising of:

(i) . accessing the end user data associated with the selected end user; .

(i)  identifying information providers specified in the accessed end user data; and

W078195 - : 6
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- (iii)  establishing a communication link with each of the identified information

providers.

73] : | )0 ' : ,

29, ~ The system of claim A7 further including an intermediary web site having an associated user
interface format, wherein the processor performs the addigional step of outputting the retrieved
personal information to the intermediary web site.

M | # -

30. The system of claim.29, wherein the retrieved personal information is output by the processor

to the intermediary web site in a fonnat other than the format associated with the intermediary

web site.

)

AT The system of claim 29, further including a web client, wherein the intermediary web site
outputs the retrieved personal information to the web client, and the web client displays the “
 retrieved personal information. '
2. The system of claim 3T, wherein the web client displays the retrieved personal information in
. ~ the format associated with the intermediary web site.
wo / - ~
- 33 The method of clalm,lftf further comprising the step of outputtmg the retrieved personal
information to an 1ntermed1ary web site, wherein the 1ntermed1ary web sne has an assomated
user interface format.
15 | 14 K
34.  The method of claim.33; wherein the retrieved personal information is output to the
intermediary web site in a fomat other than the format associated with the intermediary web
- site. ‘
Ll A |
- 3% The method of clalmj’_?f wherein the intermediary web site outputs the retrieved personal
information to a web client, and the web client displays the retrieved personal information.
y e

36, The method of claim.35, wherein the web client displays the retrieved personal mformanon in

L WO78195 o o7
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' the format associated with the intermediary web site. Q’f

—
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(2)

(b)

©
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VERSION OF CLAIMS WITH MARKINGS TO SHOW CHANGES MADE:

Please amend claims 1, 14-and 27 as follows:

1. (Once amended) A system for delivering non-public' personal information relating to an end user
via a computer network from at least one of a plurality of information providers securely
storing the personal information to [at least one] the end user, the system comprising: -

a user store for storing end user data associated with each end user, the user store -
including information identifying, for each end user, the plurality of information

providers securely storing the personal information relating to the end user; -

a provider store for storing information provider data associated with each information -

provider, the information provider data including a protocol for instructing the processor

how to access the securely stored personal information via the network., the information

accessible to the processor using the protocol also being accessible by the end user via

the network independently of the system for delivering personal information;

a personal mformatlon store for storing personal information associated with each end

user retrieved from the information providers; '

a processor in communication with the user store, the prdvider store énd the pefsona]

inforrﬁation store, for performing the steps of:

) connectmg with at least one information provxder

(i) for aselected end user, retrieving personal mformahon for the selected end user
from the connected at least one information provider based on end user data
assocxated with the selected end user and information provider data assoc1ated

- with the connected one or more information providers; and
(iii)  storing the retrieved personal information in the personal information store for

_ access by the selected end user.

- 14. (Once amended) AAmethod for delivering non-public personal information relating to_an end user
via a computer network to [at least one] an end user from at least one of a plurality of

e—— ' ' ' Ex. 1003 Pagetcd ' s
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mformatlon prov1der securely stormg the gersonal mformanog, the method compnsmg the
steps of: -

(a) o the processor connecting with at least one information provider;

’(b) for a selected end user, the processor retrieving persénél infbnnét_ion for the selectéd
end user from the connected af least one information provider based on end user data.
associated with the selected end usér__ and information provider data assoéiated with the
connected 6ne or more informafion providers, the end user data iriclg;gin‘g’ ‘information

’ ;dentl&mg the plurality of information providers securely storing the personal _
mformanog relating to the end user, the prov1der data including a protocol for
instructing the processor how to access the securely stored personal. information vxa the
network, tl_)g information accessible to the processor using the protocol also being A
accessible by the end user via the .getWOrk independently of the system for delivering -
personal information; and ' o ‘
(¢)  the processor storing the retrieved personal information in a personal information store

for access by the selected end user.

27 (Once amended) A computer-readable dlgltal storage device storing executablc mstruct10ns ' _
which cause a processor to deliver non-public personal information r elatmg to an end user from

at least one of a glural;ty of mformanon providers securely storing the personal mformatxon to

the end user via a computer network by performing the steps compnsmg of:

(@)  connecting with at least one information provider;
(b)  for aselected end user, retrieving personal information for the selected end user from
the connected at least one information provider based on end user data associated with |

the selected end user and information provider data associated with the connected one or

more information providers, the end user data including information identifying th

plurality of information providers securely storing the personal information relating to

the end user, the provider data including a protocol for instructing the processor how t

access the securely stored personal information via the network, the information

w078195 - : o 10
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accessible to the Processor using the Qrotocol also being acc<3331b1e by the end user via
the network independently of the system for delivering personal information; and

(c) storing the retrieved personal information in a personal information store.

Please add 'the‘following new claims:

;T

--30.

--31.

=32,

--33.

--34,

--35.

W078195

1nformat10n to an 1ntermed1ary web site, wherem the mtermedxary web site has an associated

- user interface format -

The system of claim 1, further including an mtermedlary web site havmg an associated user
1nterface format ‘wherein the processor performs the additional step of outputtmg the retrieved

personal information to the intermediary web site.--

The system of claim 29, wherein the retrieved personal information is output by the proceséor
to the intermediary web site in a format other than the format associated with the infermediary
web site.-- '

The system of claim 29, further including a web client, wherein the intermediary web site
outputs the retrieved personal information to the web client, and the web client displays the

retrieved personal information.--

The system of claim 31 wherein the web client dlSplayS the retrieved personal mformatmn in

the format associated with the mtermedlary web site.-

The method of claim 14, further comprising the step of outputting the retrieved personal

The method of claim 33, wherem the retrieved personal mforrnatlon is output to the

1ntermed1ary web sitein a format other than the fonnat assoclated thh the 1ntermcd1ary web
site.--

The method of claim 33, whercin the intermediary web site 'outputs the retrieved personal

1
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information to a web client, and the web client displays the retrieved personal information.--

--36.  The method of claim 35, wherein the web clié_:nt displays the retrieved personal ihformation in

the format associated with the intermediary web site.--

WO078195 ' v A : 12
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'REMARK

Claims 1, 14» and 27 have been amended. New claims 29-36 have been added. Appiicants
~ respectfully request further examination and allowance of the apphcatlon as amended ‘
| The Examiner provmlonally rejects claims 1-28 under the doctrine of obv1ousness -type double-
patenting as unpatentable over claims 1-9 of co-pendmg application Serial No. 09/427,602. Without
agreeing with or traversing the assertion that claims 1 -28 are patentably dlstmct from clalms 1-9 of the co-
-pending apphcatxon Apphcants presently intend to submlt a Terminal Dlscla.uner to obv1ate the rej ection
at such time as the Examiner may ‘make this provwlonal rej GCUOI’I an actual rejection.
The Examiner rejects clalms 1-28 under 35 U.S.C. § 103(a) as being unpatentable over Experton
U .S. Patent No. 5,995,965) in view of Reed et al. (U.S. Patent No. 5,862,325). Applicants respectfully
traverrse this rejection but have amended the independent base claims to clarify what is being claimed.
Applicants’ invention, as set forth independent claims 1, 14 and 27, relates to retrieving “personal
information” from a number of different information providers and aggregating the retrieved information
for an end user. | For exemp]e, in accordance with one embodiment of the inven'tion, an end user c_én visit
a Web site of the type eommonly refer_red to as a “portal” and can customize the portal to retrieve persoxlal
mforﬁation from a number of different information provider Web sites and display it together for the end
user in a cohesive format. Personal information is information that is personal to a specific end user;
personal information can describe, for example, some aspect of thaf person’s self, property or rights.
“Information providers” can thus include, for example, banks, stock b{okerages, utility companies, and
others with whom an end user has an account, does business or otherwise shares personal information. The
essence of personal information is that it is not accessible to the general public, i.c., other end users; rather, _
each information provider protects personal information relating to-a specific end user against access by -
persons other than that end user or one acting under the anthoritv of that end user. ‘The infotmation '
providers have Web sites or other eleetronic means 'by which end users can aceess' their personal -
 information in the conventional manner, 1.e. 1ndependently ofthe invention, such as byloggingontoa Web -
site, entenng a user name and password and following any further instructions for remevmg the
information. The 1nvent10n, however, saves the end user the i mconvemence of having to log on to such
mformatxon prov1der Web sites individually. In such an embodiment of the invention, the system would

automatically visit the web sites, log on, and follow whatever other protocol steps may be requlred to access
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and retrieve the personal information. - ,
~ The above-described inventlon, which Applicants believe is now more clearly cléimecl,. is far

different from systems such as those described in Experton and Reed. Experton describes a medical
inforhiatiorx retrieval system in wl1ich users access information stored in a central repository by using smart
cards atremote reading stations. Such information cannot be accessed independently of the subject retrieval
system. In Applicant’s invention, the information providers are those that an end user could alternatively -
choose to access ina conVenti‘o.nal manner, i.e., independently of using the inventive system. For example,
using a Web-enabled computer, a user could navigate to an information provider’s Web ‘site, log on by
entering a user name and password and follow links to retrieve his or her pefsonal information.
‘_‘Inforrhatloh prdviders” do not include those whose Web sites do not store “peréonal information” or whose
Web sites fail to protecl such information against ﬁnauthorized access. Neither Experton nor Reed
addresses the issue of making access to multiple ones of such personal infdrmation providers'more .
convenient by obviating a user contacting éach provider iﬁdividually; ' |

Furthermore, what the Examiner contends is a “user store” in Experton does not store information
identifying the information providers that have pefsonal information relating to a specific end u_sef. Also,
what the Examiner contends is a “provider store” does not store information that includes a protocol for
instructing the system how to aécelss the securely .stbfed personal information via the network. In
Applicant’s invention, the information providérs’ computers are accessed ih either the same manner as the
end user would access them conventionally or in some manner that produces an equivalent result. Itn‘otherv |
words, for éxample, in some embodiments of the invention the provider store can store information that
allows the processor to automatically emulate the otherwise-manual process of lbgging'oﬁ to a Web site
and navi gatmg through links until the personal mformatlon pertammg to aspecified end user is located and
 retrieved.

Nothing in either Experton or Reed teéches or suggests the invention as set forth in Applicént’é _

claims. Combirling the teachings of these references could notvproduce Applicant’s invention because there

are limitations recited in the claims that are not taught or suggested in either reference. Therefore,

reconsideration and withdrawal of this rejection of claims 1-28is respectfully requested. Claims 2-13 are

believed allowable for at least the same reasons discussed above because they depend from claim 1. Claims "

15-26 are believed allowable for at least the same reasons discussed above because they depend from claim

14. Claim 28 is believed allowable for at least the same reasons discussed above with regard to clalm 27

W078195 © 14
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* because it depends from claim 27. New claims 29-36 are believed allowable for at least the same reasons.
‘ Clalms 1-36 remain pending in the application. In view of the foregoing, it is beheved all claims

are now in condition for allowance. Applicant therefore respectfully requests further examination and

allowance of the application.

Respectfully submitted,

NEEDLE & ROSENBERG, P.C.

Gregory J. Kirsch '
Registration No. 35,572

NEEDLE & ROSENBERG, P.C.
Suite 1200, The Candler Building
127 Peachtree Street, N.E.
Atlanta, Georgia 30303-1811
404/688-0770

I hereby certify that this correspondence is being deposited with the United States Postal Service as first class mail in an cnvelope addressed
to: Assistant Commlsswner for P