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[57] ABSTRACT

A system and method for auditing and controlling the
use of a computer. An operating system and selected
programs and data , referred to as approved applica-
tions and approved data , are stored on a protected
media which cannot be modified by any ordinary user
or application program, regardiess of operating system
privilege. The protected media can be modified by the
operating system, as well as by an administrator using a
trusted path mechanism. The trusted path mechanism
establishes a reliable communication channel between
the administrator and the computer system. The present
invention may be configured to collect user audit data
concerning user activity and system status and to write
the audit data to the protected media. Also, the present
invention may be configured to limit execution of appli-
cation programs to the approved applications.

33 Claims, 10 Drawing Sheets
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