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(57) ABSTRACT 

Protection systems and methods provide for protecting one 
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tently or persistently network accessible devices or pro
cesses from undesirable or otherwise malicious operations 
of Java™ applets, ActiveX™ controls, JavaScript™ scripts, 
Visual Basic scripts, add-ins, downloaded/uploaded pro
grams or other "Downloadables" or "mobile code" in whole 
or part. A protection engine embodiment provides, within a 
server, firewall or other suitable "re-communicator," for 
monitoring information received by the communicator, 
determining whether received information does or is likely 
to include executable code, and if so, causes mobile protec
tion code (MPC) to be transferred to and rendered operable 
within a destination device of the received information, 
more suitably by forming a protection agent including the 
MPC, protection policies and a detected-Downloadable. An 
MPC embodiment further provides, within a Downloadable
destination, for initiating the Downloadable, enabling mali
cious Downloadable operation attempts to be received by 
the MPC, and causing (predetermined) corresponding opera
tions to be executed in response to the attempts, more 
suitably in conjunction with protection policies. 
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