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Detection criteria, analysis parameters,
firewall settings, and risk scoring can all be
customized to add flexibility, unique detection,
and fast response capabilities when analyzing
non—traditional and targeted malware in unique
production environments.

Since Malware Analysis does not rely on static
signatures, its flexible detection patterns are
designed to detect polymorphic files, single—
use targeted malware, and fast-changing
website domains.

Blue Coat sandboxing technology provides
security defenders a comprehensive map
of the damage — including both host—based
and network indicators of compromise — that
any malicious file or URL would cause to
equivalently configured production machines
without putting actual computers or sensitive
data at risk.

As unknown, advanced, or targeted malware
and zero—day threats are exposed, the
previously unseen or uncategorized threats
are shared across the security infrastructure
with the Blue Coat Global Intelligent Network,
a network effect of our 15,000 customers
worldwide.

Malware Analysis turns unknown threats
into known threats and shares threat data

with others across the global network,
improving the effectiveness of front-line
defenses such as Blue Coat ProxySG secure
web gateways by moving protection forward
to the perimeter where blocking will take place
for subsequent attacks.

      

Dual—detection emulated and virtual sandbox

analysis environments

Customizable Windows 8/7/XP profiles
closely match production systems
Virtualized Android sandbox detects mobile
threats

Pattern-based detection exposes malicious
files and URLs including polymorphic,
unique, and targeted threats

Supports any PC file format

Clicks through dialogs and installers to
expose interactive malware requiring user
interaction

Thwarts VM-aware malware, bypasses sleep
calls, and detects generic exploits such as
“heap sprays”

Customizable pattern matching, analysis
settings, and risk scores

Automatic pattern updates for continuous
protection against fast—evolving threats

Generates relevant, granular verdicts plus a
complete range of analysis artifacts

Seamlessly integrates with Blue Coat
Content Mail Threat Defense and Security
Analytics

Integrates with the Global Intelligence
Network for continuous threat sharing among
our 15,000 customers who include over 70%
of the Fortune Global 500

Supports centralized appliance management
for enterprise provisioning and deployment

Provides real—time sandboxing to block
malicious files before delivery

Superior threat detection: Unique dual—
detection approach combines emulation and
virtual sandboxing, plus static and dynamic
analysis techniques, to deliver unrivaled
intelligence for unknown threats

Accurate and relevant analysis:
Customized virtual machine profiles running
Windows XP, Windows 7, and Windows
8 closely replicate actual corporate gold
images to detect targeted threats against
actual production configurations

Customizable analysis and risk scoring:
Automatic sample classification and risk
scoring — augmented by custom detection
patterns, interactive analysis plugins, and
risk scores — flag suspicious system events
based on degree of potential malicious
activity within your unique environment

High throughput performance: Parallel
sample processing on up to 55 virtual
machines per single Malware Analysis
appliance generates continuous enterprise—
class performance on high volume, high
threat networks

Improved incident response: Helps
prioritize and focus incident response,
streamlining damage assessments and
speeding remediation efforts

Inoculates forward defenses: Shares threat

intelligence with the Global Intelligence
Network, providing rapid updates to inline
forward defenses that quickly block newly
exposed malware
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Ma1ware Samp as 12000 samp1es per day 50,000 samp1as per day

’ D‘sk Drwes 2 x 500GB 5 x1TB
cl d RAM 32GB 96GB0" Cnboard Ports (1) 10008ase7T Copper, System Management Port (1) 1000BaserT Copper. System Management Port11) 1000E1aseeT Copper, “Dxrty L1ne"Connechon (1) 1000EIaserT Copper. “'Drty L1ne"Conneohon

Note: RMC pods have. been dsah ed Note FWIC ports have been dxsah1ed
Cptxona1 NIC 2x1OGb Base T(Copper non bypass)
Power Supphes 2 2

Dxmensxons 572mm x 432.5mm x 42.9mm 710mm X 433.3mm X 87.2mm
122.5n x 17.031n x 1.69m (ohassxs on1y) (27.951n x 17.051n x 3.431n)(ohassxs on1y)
643mm x 4854111111 x 42.9mm 8128111111 x 4234111111 x 87.2mm
195.3n x19.111n x1 69n1(r.hassxs w/extensmns) (39m x 17.061n x 3.431n1(chassxs w/extensmns)
1 R.) heTght 2 RL he1ght

Wexght (maxxmum) Approx. 12.8 kg (28 me) +fi 5% Approx. 301g (66. I2 ms) +/7 5%

Power Dua1 redundant and not swappab1e power supphes AC power Dua1 redundant and hot swappab1e power supp1 es,
101".»197V {CD BA, 9007940V (0) 4A, 47763H71DC power Rva11ah1a) AC power1007940V, 507601-17. 1975A11DC power ava11ah1a)

Maxxmum Power 450 Watts 1100 Watts

Tnerma1 Ranng Typ ca 1086 BTL/Hr. Max 1381 BTL/Hr Typxoa12598.42 BTW-Ir. Max 3751 BTW-Ir
Temperature 5°C to 40°C 141 °F to 1040-“; at sea 1eva1
Humxdxly 20 lo 60% ve1atwe numxdxly, norrcondensu’rg
A1111 Ada Up In 3048m {10.001111
FOR ALL MA WARE ANA IS APPLIANC

Interna11ona1 CB 7 IE06095071, Second Edmon C1SPR22, Cass A; C1SPR2/1
USA N1 I | L * ULGDQBUJ. Second :dmon H20 part 15. 016153 A
Canada SCC r CSA722.2. No.6095071, Second Ed hon 1CE87003. C1ass A
European Unxon (GE) GE EN6OOEO 1. Second Edmon EN55022. C1ass A; 3155024. EN61000 3 2: E\151000 3 3
Japan m VCCI V73, Cass A
Memo NOMeO IQeSCFI by NRTL Deo1aratxon
Argentxna S Mam * ItU 6085071
Ta wan BSMI 7 CNSe1433671 BSA/I17 CNS13438, (lass A
Ch1na COO G34043J COO GBDZ54; G31 7625
Australxa/New Zea1and AS/NZS 6095071, Second det on AS/ZNSrCISPRQQ
Korea W KC 7 RRA, Case A
Hussxa CU * ItU 6095071 60817115131822. 01535 A. 51815.24; 51317.32. 51817.36
ENVIRONMENTAL RoHSeDwectwe 2011/65/EU, REACHeRegwanon No 1907/2006
PRODUCT WARRANTY Lxmned. non transferame hardware warranty for a perxod of one (1) year from date of shxpment.

B1ueTouon Suppon contrasts ava1ab1e for 24/7 software support w1th opt1onsfor hardware support.
GOV’T CERTIFICATIONS For futhar government cemfcahon 1n1'om’1ahon p ease. contact Fadera1 Cerhfmatxons@h1uemat com
MORE INFO Contact vegu1atovyu'110@b uecoaicom for sp' 111: vegu1alovy comphar cevlhcatxon queslxons and support
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Blue lloat Systems Inc.
www.ll|ueooal.oom

corporate Headquarters
Sunnyvale, IIA

+l.4flll.22ll.22lll]

E A Headquarters
Hampshire, llli

+44.1252.554flllt]

APAB Headquarters
Singapore

+65.lill2li.ilillli

.LEEIHSVJ.G  

 

 

Malware Analysis Ecosystem
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© 201 5 Blue Coat Systems. inc. All rights reserved. Blue Coat. the Blue Coat logo BlueToueh. CacheFlow. CloudSOC, ContenllQ Elastice. lnlelligericeCenter. FacketShaper, Berspecsys, F'olicyCenter, Proxy/One, 1rokysc. Streale and VllinF‘roxy are
registered tmdemarks ortrarlemarks nf Blue Cnal Systems, lne or its altiliates in the U s and certain other countries This list may not be complete, and the ahsenee at a trademark from this list does not mean it is not a trademark nf Blue Coat nr that Blue
Coat has stopped using the trademark. All other trademarks mentioned in this document owned by third parties are the property of their respective owners. This document is tor informaliunal purposes only. Blue Coat makes no warranties, express, implied
or statutory, as to the inlormation in this document. Blue Cunt products, technical services, and any otherleehnical data rclcrcnccd in this document are subieet to us. export control and sanctions laws regulations and requirements, and may be subicet to
export or import regulations in other countries. You agree to comply strictly With these laws, regulations and requirements, and acknowledge that you haye the responsibility to obtain any licenses, perrnils or other approyals that may be reouired in order to
export, rerexporl, transfer in Courtln/ Dr import after delivery to you. ll DSVMALWAREBAVALYSISVAPPLIANCEVSAODVSSOCVENVV3EBOGIE
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