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I. INTRODUCTION

Petitioner Palo Alto Networks, Inc. submits this brief, per the Board’s January
23, 2019 order, to address the patentability of claims 9 and 12 of the *154 patent in
light of the prior art, arguments presented in its original petition (“Petition), and the
Board’s discussion of those arguments in its original institution decision (“Institution
Decision™). For the reasons discussed below, the evidence and arguments presented
in the Petition show that claims 9 and 12 are invalid over Ross in view of Calder.

II. ARGUMENT

The Board’s Institution Decision concluded that Petitioner had not
sufficiently shown that the combination of Ross and Calder teach the following
limitations of claims 9 and 12 : (1) “an input that itself includes a call to an additional
function as in the 154 patent” (Institution Decision at 15); and (2) “modified input
variable includes a call to a modified additional function instead of a call to the
additional function” (id. at 17). The Board also found that Petitioner made an
inadequate showing of “what modification of Ross’s hook script generator (or
injector) would be needed . . . to achieve the recursive function alleged to be the
result of Calder” (id. at 16-17). None of these issues should defeat institution.

A.  The asserted prior art discloses the “input variable[s] includ[ing] a

call to an additional function” limitation of claims 9 and 12 of the
154 patent.
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As Patent Owner discussed in its preliminary response (See Preliminary
Response at 23-24), the *154 patent applicants explained in the specification what
they meant by the “input variable[s] includ[ing] a call to an additional function”
limitation. (/d.) This explanation is identical to what the Petition and the supporting
declaration of Dr. Rubin (“Rubin Declaration”) set forth, explaining how Ross
discloses this limitation in reference to Java code. The Petition additionally addresses
Calder’s disclosure of this limitation. (Petition at 38-40.) The Board overlooked
these arguments in denying institution. (Institution Decision at 15.)

In its Preliminary Response, the Patent Owner cited to 12:28-42 of the *154
patent to explain what the patent applicants meant by the “input variable[s]
includ[ing] a call to an additional function” limitation. (Preliminary Response at 15.)
That portion of the *154 patent discloses:

Malicious code may be generated within further recursive
levels of function calls. For example, instead of the function
call (3), which invokes a single function to dynamically

generate JavaScript, two levels of function calls may be
used. Consider for example, the recursive function call

Document.write(“<h1>Document.write(“<h1><SCRIPT>
Some JavaScript</SCRIPT></h1")</h1>")

Such a function call first calls Document.write() to generate
the function call (3), and then calls Document.write() again
to generate the JavaScript. If the inputs to each of the
Document.write() invocations in (5) are themselves
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dynamically generated at run-time, then one pass through
input inspector may not detect the JavaScript.

(‘154 patent at 12:28-42 (emphasis added).) In other words, the cited specification of
the ’154 patent corroborates the point made by the Petition and Dr. Rubin that
JavaScript code incorporates the ability to include a function as an input variable of
another function.

The 154 patent confirms that recursive function calls was a known feature of
Java, as stated in the Petition and by Dr. Rubin. The background section of the *154
patent, in discussing the context of the claimed invention, provides a nearly identical
code example as the above specification disclosure. (’154 patent at 1:43-53.) The
’154 patent explains in the background section that “[i]n the example above, the
function document.write() is used to generate HTML header text, with a text string
that is generated at run-time. If the text string generated at run-time is of the form
<SCRIPTS-malicious JavaScript-/SCRIPTs then the document, write() function
will insert malicious JavaScript into the HTML page that is currently being
rendered by a web browser.” This admission of the capabilities of malicious code in
the background section confirms that an “input variable [that] includes a call to an
additional function,” was a well-known feature and not a point of novelty as

contended by the Petition and the supporting declaration of Dr. Rubin.
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