DECLARATION OF SCOTT ANDREWS

I, Scott Andrews, declare as follows:

1. | hold a B.Sc. degree in Electrical Engineering from University of
California—Irvine and a M.Sc. degree in Electronic Engineering from Stanford
University. In various positions at, among others, TRW and Toyota, | have been
responsible for research and development projects relating to, among others,
numerous vehicle navigation systems, information systems, and user interface
systems. My qualifications are further set forth in my curriculum vitae (Exhibit A).
| have been retained by Volkswagen Group of America, Inc. in connection with its
petition for inter partes review of U.S. Patent No. 8,719,038 (the “’038 patent”). |
have over 35 years of experience in fields relevant to the 038 patent, including
telecommunications systems and navigation systems.

2. | have reviewed the *038 patent, as well as its prosecution history and the
prior art cited during its prosecution. | have also reviewed U.S. Patent No.
6,249,740 (“Ito”), the Richard Lind et al. publication, The Network Vehicle — A
Glimpse into the Future of Mobile Multi-Media, 17th DASC, The
AIAA/IEEE/SAE Digital Avionics Systems Conference — Bellevue, WA - Oct.
31-Nov. 7, 1998 — Proceedings (“Lind”), U.S. Patent No. 6,230,123 (“Class”),
European Patent Application Publication No. 0 829 704 (“Fujiwara™), U.S. Patent

No. 6,064,323 (“Ishii”), U.S. Patent No. 6,157,705 (“Perrone”), U.S. Patent No.
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6,201,544 (“Ezaki”), U.S. Patent No. 5,283,559 (“Kalendra”), U.S. Patent No.
5,274,560 (“LaRue”), and “Plaintiff and Counter-Defendant West View Research,
LLC’s Revised Disclosure of Asserted Claims and Infringement Contentions,
Pursuant to Patent L.R. 3.1 and the June 10, 2015 Court Order” (*Infringement
Contentions”), dated June 26, 2015.
The ’038 Patent

3. The ’038 patent describes an information system for use in an elevator,
although the *038 patent states that the disclosed systems and methods may also be
useful in other similar types of personnel transport devices (i.e., devices that
transport large numbers of people and equipment between two locations on a
routine basis) such as trams, shuttles, and moving walkways. *038 patent, col. 6,
lines 63 to 66, col. 2, lines 30 to 35. A touch screen display 113 generates a variety
of different messages or display formats based on the user’s input and query—for
example, a building directory. 038 patent, col. 8, lines 43 to 45 and col. 9, line 35
to col. 11, line 34. The user can speak the specific name of the party they wish to
find, and the digitized speech is compared to the contents of a directory file to find
any matches. *038 patent, col. 10, lines 7 to 16. Any matching fields within the
entries of the directory file are provided to the user, either audibly via a speech
synthesis module 112 and speaker 111, or visually via the display 113. 038 patent,

col. 10, lines 17 to 19. The user can also add defining information to the initial



query statement to form a Boolean search statement. Ex. 038 patent, col. 10, lines
47 to 50. A location graphic file is displayed on the display device 113 as a floor
map graphic 502 illustrating the location of the selected person or firm. *038
patent, col. 11, lines 15 to 17.
The Disclosures of Lind, Ito, and Class — Claims 1, 4, 16, 22, 54, and 66

4, Lind, Ito, and Class disclose a “[clJomputer readable configured to aid a user
In locating an organization or entity” that comprises “a storage medium having a
computer program configured to run on a processor” (claim 1), a “[c]Jomputerized
information apparatus configured to aid a user in locating an organization or
entity” (claim 22), and a “[s]Jmart computerized apparatus capable of interactive
information exchange with a human user” (claims 54 and 66). Lind discloses a
vehicle system that includes a “network computer” that is part of the “on-board
system.” Lind, page 121-2. Additionally, Lind discloses “three displays for the
driver,” one of which is a “touch-screen LCD” located on the vehicle’s center
console that “serves as a user interface.” Id. at page 121-3. The system includes a
speech recognition and text-to-speech system that “allows the driver to access
virtually all the vehicle’s features through voice commands and enables the vehicle
to talk back using synthesized speech;” for example, the user can request “travel
directions” and also use the system to “locate a restaurant or hotel.” Lind, pages

121-2, 121-3. The touch-screen LCD in Lind can display navigation maps, as



shown in Figure 9. Id., 121-3, 121-7. Lind also discloses that the user can “request
travel directions” by voice command that the system can “display the appropriate
maps or simply provide route directions.” Lind, pages 121-3, 121-7. Ito discloses an
apparatus that includes both a processing section and a display. Ito, col. 9, lines 51
to 67. The display in Ito is a touch panel display, which is located in the vehicle.
Id. at col. 10, lines 39 to 45. Ito also discloses a “processing section 101” with “a
CPU as its main component” and a “program storage section 102" that “serves as a
memory for storing programs which will be executed by a processing section.” Ito,
col. 9, lines 51 to 67. Ito discloses that the user operates an input section 105 to
“input information about the destination, such as the facility name.” Id. at col. 15,
lines 50 to 54. And Ito describes, for example, that input is received via “a touch
panel provided on the display 106,” and further discloses displaying maps on a
display device, including a recommended route to the selected destination on an
output display. Ito, col. 10, lines 39 to 50, col. 16, lines 24 to 27. As both Ito and
Lind disclose systems that include processors, they disclose “smart computerized
apparatuses.” Class discloses “a method and apparatus for real-time speech input
of a destination address into a navigation system.” Class, col. 1, lines 11 to 13.

5. Lind, Ito, and Class disclose a computer program configured to “obtain a
representation of a first speech input from the user, the first speech input relating to

a name of a desired organization or entity” as claimed in claim 1 of the 038 patent.



Lind describes “advanced speech recognition software,” which allows the user to
“locate a restaurant or hotel” and with which “the driver can: execute vehicle
system commands such as lock doors, play CD, and change radio station, request
travel directions and traffic updates from the Web or other sources, check e-mail
and voicemail, request news, sports, and stock information.” Lind, pages 121-2 and
121-3. The speech recognition system, which obtains a representation of a first
speech input from the user, is adapted to “receive voice commands” and to
“understand most drivers instantly.” Lind, page 121-3. Ito discloses that, among the
inputs the user may enter into the system, are “information about the destination,
such as the facility name, telephone number and address thereof, and a route search
request.” Ito, col. 15, lines 47 to 58. This input of facility name information is an
input “relating to a name of a desired organization or entity.” Class discloses
“input dialogues for speech input of a destination address for a navigation system.”
Class, col. 6, lines 30 to 32. Class discloses that its system facilitates “more rapid
speech entry of a desired destination address,” Class, col. 4, lines 9 to 10, and that
the speech input of the destination location may be made by street name, place
name, etc. As West View has acknowledged (and I agree), “all speech recognition
systems inherently digitize the speaker’s analog voice.” Infringement Contentions,

at 729.



6. Lind, Ito, and Class disclose a computer program configured to “cause use
of at least a speech recognition algorithm to process the representation to identify
at least one word or phrase therein” as claimed in claim 1 of the 038 patent. Lind
discloses “advanced speech recognition software” to receive “voice commands”
that “understand[s] most drivers instantly.” Lind, page 121-3. Additionally, Ito
discloses that the user can input, using voice, “information about the destination,
such as facility name, telephone number and address thereof.” Ito, col. 15, lines 50
to 54. Class discloses “input dialogues for speech input of a destination address for
a navigation system.” Class, col. 6, lines 30 to 32. The “advanced speech
recognition software” in Lind, the data input device using voice recognition in Ito,
and the “speech input” in Class are “speech recognition algorithms” as claimed in
claim 1 of the *038 patent. Additionally, when a user inputs information about the
destination, such as the facility name described in Ito, the name of a restaurant or
hotel described in Lind, or the place name described in Lind, the system processes
the voice inputs and identifies at least one word or phrase therein. Further, and in
addition to the disclosures of Lind, Ito, and Class, it was obvious to use voice-
recognition software using predetermined voice recognition algorithms, such as the
Hidden Markov Model, to process a representation of speech in order to identify a
spoken word or phrase, as of the earliest priority date claimed by the 038 patent.

See, e.g., Ishii, col. 3, lines 11 to 18.



7. Class discloses a computer program configured to “use at least the identified
at least one word or phrase to identify a plurality of possible matches for the name”
as claimed in claim 1 of the 038 patent. Class discloses a disambiguation method
in which the speech recognition engine identifies an ambiguity list that contains
entries of place names that could match the input speech, sorted by probability.
Class, col. 8, line 16 to col. 9, line 11. This list contains a plurality of possible
matches for the input speech. Id. at col. 9, lines 6 to 11. Class describes a
mechanism for resolving ambiguities that exist when using voice recognition
software in the instance of, for example, homophonic names. Id. at col. 8, lines 18
to 23. Thus, this ambiguity list is used to “identify a plurality of possible matches
for the name.”

8. Class and Ito disclose a computer program configured to “cause the user to
be prompted to enter a subsequent input in order to aid in identification of one of
the plurality of possible matches which best correlates to the desired organization
or entity” as claimed in claim 1 of the 038 patent. Class describes methods for
resolving the ambiguity of the multiple potential matching destinations by
requesting additional user input, either by asking whether a particular location is
the desired destination (and expecting a “yes” or “no” answer) or by requesting the
user select a destination from the list of potential matching destinations. Class, col.

10, line 39 to col. 11, line 8. Ito also discloses a method for resolving ambiguities



based on user inputs. If a user enters only the first several digits of a telephone area
code as the information for the navigation destination, several facilities may match
those digits. Ito, col. 16, lines 5 to 19. A list of matching facilities is “displayed at
the vehicle” such that “the user views such facilities to decide whether or not the
destination is included in the searched facilities, and then selects the appropriate
destination from the plurality of searched facilities.” Id. at col. 16, lines 5 to 19.
The display of multiple facilities prompts the user to respond by selecting one. Id.
at col. 16, lines 11 to 17. These multiple inputs serve to clarify the first speech
input.

9. Class and Ito disclose a computer program configured to “receive data
relating to the subsequent user input” as claimed in claim 1 of the 038 patent.
Class discloses that after requesting subsequent input to resolve the ambiguity of
the multiple potential matches, the system receives the requested input. Class, col.
8, lines 31 to 32, col. 9, lines 26 to 31, col. 10, line 39 to col. 11, line 8, col. 11,
lines 34 to 43. Similarly, Ito discloses a method in which the user selects a desired
destination from the list of multiple matching facilities that is displayed during the
disambiguation step. Ito, col. 16, lines 5 to 19. These inputs disclosed in Class and
Ito include the receipt of data relating to the subsequent user input.

10. Class discloses a computer program configured to “based at least in part on

the data, determine which of the plurality of possible matches is the one that best



correlates” as claimed in claim 1 of the 038 patent. Class discloses that the user
can select a location that is identified from an ambiguity list, and that the selected
location is determined as the destination location that best correlates to the desired
location. Class, col. 17, lines 8 to 49; col. 18, lines 57 to 62. Class discloses
examples of dialogs for determining which of the plurality of possible matches is
the one that best correlates at, for example, col. 16, line 57 to col. 18, line 65 and
col. 21, line 20 to col. 23, line 37.

11. Class discloses a computer program configured to “determine a location
associated with one of the possible matches that best correlates” as claimed in
claim 1 of the *038 patent. Class describes a disambiguation method to determine a
destination location, such as a city. Class, col. 9, lines 29 to 31, col. 10, lines 34 to
37, col. 11, lines 17 to 21, col. 18, lines 23 to 64. For example, after the user
selects a destination from the ambiguity list, Class describes determining an
address associated with the selected destination location. Class, col. 18, lines 56 to
64. In addition, after arriving at the destination (such as a city) that best correlates
through its disambiguation method, the system in Class determines—either
through user interrogation or by default in case no street list is available for the
destination—*“a street or a special destination, for example the railroad station,
airport, downtown, etc.,” “since only a complete destination address can be

transferred to the navigation system.” Class, col. 7, lines 11 to 34.



12.  Lind and Ito disclose a computer program configured to “select and cause
presentation of a visual representation of the location, as well as at least an
Immediate surroundings thereof, on a display viewable by the user” as claimed in
claim 1 of the 038 patent. Lind describes several display screens, including a
center console that can display navigation maps viewable by the user. Lind, page
121-3, Fig. 9. Ito discloses that a visual representation of a location can be
displayed, including the area surrounding the destination location, shown, for
example, in Figures 9(A), 9(B), 40(C), and 44. Ito, col. 16, lines 24 to 27. In
addition, Ito discloses an exemplary map of the area surrounding a departure point
in Figure 9(B). Ito, col. 17, lines 4 to 19. Destination points and departure points
are generally treated in the same manner (Ito, col. 14, lines 19 to 38) and, thus, to
display the immediate surroundings of the destination on the display in a manner
such as disclosed in Figure 9(B) would have been obvious.

13. Ito discloses “the visual representation further comprising visual
representations of one or more other organizations or entities proximate to the
location” as claimed in claim 1 of the 038 patent. Ito discloses that area guidance
can be used to display “guidance information on the presence or absence of
parking and various facilities in the area around the destination.” Ito, col. 14, lines
19 to 38. Figures 40(C) and 44 show, for example, a department store, a fire

station, and a bank relative to each other. Parking and various facilities in the area
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around the destination are “organizations or entities proximate” to the destination
location.

14. Class, Lind, and Ito disclose that “the prompt for the subsequent user input
comprises a display of a listing of the plurality of possible matches on a touch-
screen input and display device, such that the user can select one of the plurality of
possible matches via a touch of the appropriate region of the touch-screen device”
as claimed in claim 4 of the 038 patent. Class describes that, in certain situations,
the number of potential matches may be reduced by requesting additional user
input by way of a list of the remaining matches that is either read out or displayed
for the user’s selection. Class, col. 10, lines 57 to 59, col. 9, line 50 to col. 10, line
11, col. 17, line 62 to col. 18, line 21. Lind describes a “center console’s touch-
screen LCD” which “serves as a user interface for controlling nearly all of the
Network Vehicle’s multimedia functions” including “navigation.” Lind, page 121-
3. Ito similarly describes that input is received via “a touch panel provided on the
display 106 with which a “user can use a finger or the like to touch an icon or the
like displayed on the screen of the display 106.” Ito, col. 10, lines 39 to 50. Ito
further describes that if there is a plurality of potentially matching facilities, a list
of matching facilities is “displayed at the vehicle” such that “the user views such
facilities to decide whether or not the destination is included in the searched

facilities, and then selects the appropriate destination from the plurality of searched
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facilities.” Ito, col. 16, lines 5 to 19. Thus, a user touches the “appropriate area” of
the display in order to select the appropriate destination.

15. Lind, Ito, and Class disclose “the causation of use of at least a speech
recognition algorithm, the use of at least the identified at least one word or phrase,
the causation of the user to be prompted to enter a subsequent input, the receipt of
the data relating to the subsequent user input, the determination of which of the
plurality of possible matches is the one that best correlates, the determination of
the location, and the selection of the visual representation, are each performed by
at least one networked server in wireless communication with client device, the
client device and the at least one server forming a client-server relationship” as
claimed in claim 16 of the *038 patent. Lind describes that advanced features of the
network vehicle, including the navigation functionality, are enabled by “a client-
server network architecture.” Lind, Abstract. Lind also describes wireless
connection between the Network Vehicle and the Internet. Lind, page 121-2 (“A
wireless modem provides the uplink out of the vehicle directly to Internet service
providers. The downlink return path from the Internet to the Network Vehicle can
come through either the satellite ... or through the wireless modem.”). Ito
describes that each of the claimed functions are performed by at least one
networked server in wireless communication with the client device, where the

client device and the server form a client-server relationship. For example, as

12

12



shown in Figure 1 of Ito, the base apparatus communicates wirelessly with the
vehicle navigation apparatus. Ito, col. 8, lines 58 to 62. These two devices form a
client-server relationship, where the vehicle navigation apparatus is the client that
retrieves information from the base apparatus, which acts as a server. Ito, col. 10,
line 58 to col. 15, line 38. For example, the base apparatus “carries out a route
search using data stored in a data base;” in this way, Ito explains, “there is no need
for the vehicle navigation apparatus 100 to store map data or other data,” which
“makes it possible to simplify the structure of the vehicle navigation apparatus
100.” Ito, col. 8, lines 18 to 20, col. 8, lines 36 to 41, col. 11, lines 31 to 36. The
base apparatus further determines “the departure point and destination required for
a route search.” Ito, col. 10, lines 65 to 67. Ito describes that “in establishing the
destination, the position data of the facility corresponding to the telephone number
or the address transmitted from the vehicle navigation apparatus 100 is extracted
from the data base 153.” Ito, col. 11, lines 21 to 24. The base apparatus further
extracts “area guidance data” for “the surrounding area A3 around the destination
PA,” and transmits those guidance data to the vehicle navigation apparatus 100; the
guidance data includes map data, “data of landmarks,” and *“data for landscape
images.” Ito, col. 14, lines 19 to 23, col. 14, lines 49 to 54, col. 15, lines 15 to 19.
Class discloses that “a remote database at a central location that can be accessed by

corresponding communications devices such as a mobile radio network.” Class,
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col. 3, lines 58 to 60. Performing one or more of the recited functions by a server
or by a client is no more than a simple design choice and is obvious in view of, for
example, Perrone, at col. 15, lines 37 to 45.

16. Lind and Ito disclose “the at least one server disposed geographically remote
to the client device” as claimed in claim 16 of the *038 patent. Lind discloses that
the Network Vehicle can connect to Internet service providers via a wireless
modem and via a satellite receiver. Lind, page 121-2. Ito discloses that the base
apparatus is “arranged at a base” and the vehicle navigation apparatus is “mounted
in a vehicle as a movable body.” Ito, col. 8, lines 13 to 16.

17.  Lind and Class disclose “a microphone” as claimed in claims 22, 54, and 66
of the *038 patent. Lind discusses a microphone as one of the devices controlled by
the command and control application. Lind, page 12-16. Class also describes a
microphone 5 by which users may enter speech commands. Class, col. 16, lines 36
to 54.

18. Lind and Ito disclose “a capacitive touch-screen input and display device” as
claimed in claims 22, 54, and 66 of the 038 patent. Lind discloses “three displays
for the driver,” one of which is a “touch-screen LCD” located on the vehicle’s
center console. Lind, page 121-3. The display in Ito is a touch panel display, as it
discloses that a user can use a finger to touch an icon displayed on the screen of the

display 106. Ito, col. 10, lines 39 to 45. As described, for example, by Kalendra,
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capacitive touch-screen LCD devices are among obvious variants of the touch-
screen LCD device described by Lind and the LCD touch panel display described
by Ito.

19. Lind, Ito, and Class disclose “a processor in data communication with the
display device” (claim 22) as well as “one or more processors” (claims 54 and 66).
Lind describes a vehicle having microprocessors, and specifically a main processor
running a “command and control application” that controls vehicle software and
controls on-board devices. Lind, page 121-6. As shown in Figure 2, reproduced

below, the network computer is in communication with the center console display:

Ito also discloses a processing section that includes “a CPU as its main
component.” Ito, col. 9, lines 52 to 67. As shown in Figure 1 of Ito, the processing

section 101 is in data communication with the display 106:
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Fig. 1
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Additionally, Ito discloses that the processing unit executes programs, “such as a
program for displaying routes on the display 106” (Ito, col. 9, lines 61 to 67) and
that the navigation base apparatus also has *“a processing unit including a CPU”
(Ito, col. 8, lines 66 to 67) that is, indirectly, in wireless data communication with
the display as shown in Fig. 1. Class discloses a “dialogue and process control 8”
by which “data can be exchanged between the individual components of the device
over corresponding connections 12 that can also be made in the form of a data
bus.” Class, col. 16, lines 42 to 54.

20. Lind, Ito, and Class disclose a “speech digitization apparatus in signal
communication with the microphone” as claimed in claim 22. Class describes that
“[s]peech dialogue system 1 comprises a speaker recognition device 7 for
recognizing and classifying speech statements entered by a user using a
microphone 5.” Class, col. 16, lines 41 to 44. Lind and Ito disclose voice

recognition systems. Lind discloses a “microphone.” For example, 1to describes an
16
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input device that “us[es] voice recognition,” Ito, col. 10, lines 39 to 47, and Lind
discloses a speech recognition system that “allows the driver to access virtually all
the vehicle’s features through voice commands,” Lind, page 121-3. Lind discloses
that a “command and control application, ... running on the vehicle’s main
processor, ... controls devices such as ... microphone, ... and controls vehicle
software, such as the voice recognition ... applications.” Lind, page 121-6. As
demonstrated, for example, by LaRue, at col. 5, line 17, voice recognition systems
rely on microphones for obtaining voice or speech input. It is obvious from these
disclosures that a microphone can be used to input a user’s voice into an
automotive voice recognition system, such as the navigation system disclosed in
Ito and the ViaVoice speech recognition system disclosed in Lind. As discussed
above, West View has also acknowledged (and I agree) that “all speech recognition
systems inherently digitize the speaker’s analog voice.” Infringement Contentions,
at 729.

21. Lind, Ito, and Class disclose “at least one audio speaker” (claim 22) and
“speech synthesis apparatus and at least one speaker in signal communication
therewith” (claims 22, 54, and 66) as claimed in the 038 patent. Lind describes
that the ViaVoice application “enables the vehicle to talk back using synthesized
speech.” Lind, page 121-3. To hear the synthesized speech, an audio speaker is

used. Additionally, as shown in Fig. 2, the on-board system of Lind includes
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multiple amplifiers/speakers. Lind, Fig. 2. Class describes “a speech output device
10 that can deliver speech statements to a user by means of a loudspeaker 6.”
Class, col. 16, lines 44 to 46, Fig. 10. Ito discloses “a program for outputting a
route guidance voice via the voice output section 107.” Ito, col. 9, lines 65 to 67,
col. 17, lines 5 to 6. These speech synthesis apparatuses are in signal
communication with an audio speaker. Furthermore, it was obvious at the time the
038 patent was filed that, when using software to output speech, the data
representing the speech is synthesized in order to be processed. See, e.g., Perrone,
col. 16, lines 61 to 66.

22. Lind and Ito disclose “a storage medium comprising at least one computer
program configured to run on at least the processor” as claimed in claim 22 of the
’038 patent. Lind describes a main processor running a “command and control
application” that controls vehicle software and controls on-board devices and off-
board communications. Lind, page 121-6. Ito describes that its “vehicle navigation
apparatus” includes a “program storage section” that “serves as a memory for
storing programs which will be executing by the processing section” (lIto, col. 9,
lines 51 to 67), and that its “navigation base apparatus” includes a *“system control
section” which includes “a CPU and memories,” whereby “[tlhe memories store
the various programs which are to be carried out in the navigation base apparatus”

(Ito, col. 8, line 66 to col. 9, line 5).
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23. Lind and Ito disclose “the visual representation further comprising visual
representations of one or more organizations or entities proximate to the location,
and directions to the location” as claimed in claim 22 of the *038 patent. Lind
discloses that the Network Vehicle can “display the appropriate maps or simply
provide route directions on the head-up display.” Lind, page 121-7. Lind discloses
the display of “directions to a location.” Ito discloses displaying maps on a display,
including a recommended route to the selected destination. Ito, col. 16, lines 24 to
27. Ito discloses an exemplary maps, which includes a representation of one or
more organizations or entities proximate to the location of the destination (PA), for
example, in Figures 9(A), 40(C), and 44.

24. Ito, Lind, and Class disclose an “input apparatus configured to cause the
computerized apparatus to enter a mode whereby a user can speak a name of an
entity into a microphone in signal communication with the computerized
apparatus, the entity being an entity to which the user wishes to navigate” as
claimed in claims 54 and 66 of the *038 patent. Lind discloses that the user can use
voice recognition technology to “verbally ... locate a restaurant or hotel.” Lind,
pages 121-2, 121-3, 121-6. As discussed above, Lind and Class disclose
microphones in signal communications with computerized apparatuses. Ito
describes that the user can “use his/her voice to input corresponding data and

commands” to “a data input device using voice recognition.” Ito, col. 10, lines 39
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to 47. The input device in Ito is used “to input information about the destination,
such as the facility name.” Ito, col. 15, lines 50 to 54. Additionally, Class discloses
that a user may activate a “push-to-talk button” that causes the system to enter a
mode where the system waits for an “admissible speech command.” Class, col. 6,
lines 30 to 47. Class further describes that “the user enters the desired destination
location by speech input” (Class, col. 8, lines 7 to 8) and that the device for
performing the described methods includes a “[s]peech dialogue system 1 [that]
comprises a speaker recognition device 7 for recognizing and classifying speech
statements entered by a user using a microphone 5.” Class, col. 16, lines 41 to 44.

25. Lind and Class disclose “at least one computer program operative to run on
the one or more processors and configured to engage the user in an interactive
audible exchange” as claimed in claims 54 and 66 of the 038 patent. Lind
discloses that a main processor running a “command and control application”
controls on-board devices, and that using the on-board system, a user can provide
input via voice recognition. Lind, pages 121-2, 121-6. The Network Vehicle
described in Lind can also “talk back using synthesized speech.” Lind, page 121-2.
The exchange of voice commands and synthesized speech is an “interactive
audible exchange.” Class also describes that a “speech dialogue system” and
“processing control 8” are used to “deliver speech statements to a user by means of

a loudspeaker 6.” Class, col. 16, lines 41 to 48.
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26.  Class discloses “causation of generation of an audible communication to the
user via the speech synthesis apparatus in order to at least inform the user of the
identification of the plurality of matches” as claimed in claim 54 of the 037 patent.
For example, in the disambiguation system described in Class and discussed above,
the dialogue may include the step of informing the user “about the number of
entries in the list and [the user] is asked in step 1445 whether or not the list should
be read out.” Class, col. 9, lines 53 to 56. If the user answers “yes,” “the list is also
read out by speech output.” Id., col. 9, lines 63 to 64.

27. Class discloses the “receipt of a subsequent speech input, the subsequent
speech input comprising at least one additional piece of information” (claim 54)
and “receipt of a subsequent speech input, the subsequent speech input comprising
at least one additional piece of information useful in identification of the entity”
(claim 66) as claimed in the 038 patent. Class discloses that after requesting
subsequent input to resolve the ambiguity of multiple potential matches, the system
receives the user’s subsequent speech input, such as confirmation of a location
(Class, col. 8, lines 31 to 32, col. 9, lines 26 to 31, col. 10, lines 34 to 38, col. 10,
lines 50 to 51), selection of a list entry (id., col. 10, lines 7 to 10, col. 10, lines 26
to 29), or input of additional details (id., col. 11, lines 34 to 43). These “additional

pieces of information” are “useful in identification of the entity.”
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28. Ito discloses “causation of provision of a graphical representation of the
location, including at least the immediate surroundings thereof, and at least one
other entity geographically proximate to the entity” as claimed in claim 54 of the
’38 patent. The parking and various facilities that are displayed around the
destination (lIto, col. 14, lines 33 to 38) and the department store, fire station, and
bank (Figs. 40(C) and 44) are, for example, “entities geographically proximate” to
the destination location.

29. Class discloses “causation of evaluation of the digitized representation to
determine an appropriate subsequent audible communication to be provided to the
user via the speech synthesis apparatus in order to at least inform the user of the
results” and “causation of generation of the subsequent audible communication” as
claimed in claim 66 of the 038 patent. As discussed above, Class discloses a
disambiguation method in which the speech recognition engine identifies an
ambiguity list that contains entries of place names that could match the input
speech, sorted by probability. Class, col. 8, lines 16 to 18, col. 9, lines 6 to 11.
Class discloses that a series of “interrogation dialogs” can be used to ask the user
to reduce the number of potential matches (Class, col. 10, line 43 to col. 11, line
60) or, if no more than a certain number of potential matches are left, by way of a
list that is either read out or displayed for the user’s selection (Class, col. 10, lines

57 to 59, col. 9, line 50 to col. 10, line 11).
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The Level of Skill in the Art

30. Several years before the earliest filing date claimed as priority by the *038
patent, as well as contemporaneously with filing of the application for the 038
patent, other automotive industry companies had already developed, and were
developing, vehicles with Internet connectivity (allowing users to, for example,
retrieve information wirelessly from remote databases while inside their vehicles),
speech-recognition functionality, and navigation functionality.

31. As described by Lind, the Network Vehicle was designed and developed by
Delphi Delco Electronics Systems, IBM, Netscape Communication, and Sun
Microsystems. The Network Vehicle developers loaded several computing and
communications devices into a vehicle, to demonstrate that the technology could
successfully be used in a variety of ways. The Network Vehicle included a roof-
mounted antenna to provide a satellite connection to the Internet. Lind, page 121-
2. The system associated with the Network Vehicle included an off-board network
architecture, including, for example, a home/office computer and an IBM web
server. Lind, page 121-2. As described by Lind, the Network Vehicle developers
provided a Website for users of the Network Vehicle to remotely access the
computing systems located in the vehicle. The vehicle Website allowed users to
“plan trips on the vehicle web site, then download them to your vehicle.” Lind,

page 121-7.
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32. Lind also describes systems in which a user can receive various types of
information inside the vehicle, including e-mail. The Network Vehicle was
demonstrated at the Computer Dealer’s Exhibits (COMDEX ’97) conference in
Las Vegas, Nevada on November 17-19, 1997. At this demonstration, the use of
the Network Vehicle Website described by Lind, as noted above, was
demonstrated to attendees of the conference.

33. | have reviewed screenshots of the Network Vehicle Website; those
screenshots are attached as Exhibit B. | acquired these screenshots pursuant to my
work as an expert witness engaged by Volkswagen Group of America, Inc. in
connection with the litigation Affinity Labs of Texas, LLC v. BMW North America,
LLC, et al., Case No. 9:08-cv-00164 (E.D. Tex.).

34. In 1997, | personally attended a demonstration of the Network Vehicle,
conducted by Delphi and a Delphi supplier, at Toyota’s headquarters in Toyota
City, Japan. At that event, the features of the Network Vehicle were demonstrated
and the system operation was explained.

35. Referring to Exhibit B, as illustrated on, e.g., the “Driver profile” page, the
Network Vehicle maintained a set of profiles for each driver, including personal
data, entertainment preferences, information preferences, vehicle preferences, and

a personal address book.
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36. Referring to Exhibit C (VW is working on a multimedia car, Reuters AG,
April 22, 1996), Volkswagen had also designed a “multimedia car” and presented
that “Infotainment Car” at a conference in Hannover, Germany in 1996; the
Infotainment Car included, for example, a PC with Internet connectivity.

37. In 1997, for example, in the Connected CarPC described in Exhibit D (In-
Car Computing and Communication Enables Entertainment, Productivity and
Information, Dedicated Conference on ATT/ITS Advances for Enhancing
Passenger, Freight & Intermodal Transportation Systems, p. 411-417 (1997)),
communication links were already available for use in automobiles to provide
traffic information, Internet access to find hotels, restaurants, and travel guides,
and to schedule maintenance, perform remote diagnostics and receive software
updates. The “Connected CarPC environment” at that time included both speech
recognition functionality and Internet access.

38. The Daimler-Benz Internet Multimedia on Wheels Concept Car, also
referred to as the Internet Car, and described in Exhibit E (Jameel et al., Internet
Multimedia on Wheels: Connecting Cars to Cyberspace (IEEE 1998)) and Exhibit
F (Jameel et al., Web on Wheels: Toward Internet-Enabled Cars (IEEE January
1998)), included “an on-board, integrated wireless communication system and the
computing infrastructure to provide Internet connectivity from the car to any

specific server on the Internet while stationary or in motion.” The Internet Car
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included “Personal device (smart cards, HPCs) [to] be used to personalize car
seats, climate, phone numbers, Internet services bookmarks, and computing man
machine interface.” The Internet Car also permitted drivers to “access ... voice-
mail, e-mail, and travel-related information such as restaurant guides and movie
theater locations” “in a hands-free, eyes-free manner through voice commands
and speech technology.”

39. Microsoft’s Auto PC, described in Exhibit G (Jost, The car as a mobile-
media platform, Automotive Engineering International, pp. 49-53 (May 1998)),
included “the benefits of interactive speech technology, connectivity, information
on demand, and enhanced entertainment to the automobile.”

40. Visteon’s ICES system, described in Exhibit H, included a voice-activated
control system that permitted “drivers to control vehicle functions that are usually
operated manually,” and “[t]hrough speech recognition, the driver can send e-
mail, obtain turn-by-turn Global Positioning Satellite (GPS)-based navigation to a
specific destination, ask for traffic and weather conditions, locate a restaurant or
hotel, or change the musical selection on the stereo.” Wireless Internet
connectivity was included in Visteon’s ICES system and “used for vehicle-to-

roadside assistance or to receive e-mail and Internet information.”
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Obviousness in View of Lind, Ito, and Class
41. The systems described in claims 22, 37, 42, 48, 71, 72, and 77 of the "038
patent were obvious from the disclosures of Lind, Ito, and Class.
42. Ito and Lind describe systems that provide information to the driver of an
automobile. Lind, page 121-1; Ito, col. 2, lines 65 to 67 and col. 3, lines 2 to 3.
Both of these systems also address problems related to providing a user of an
automobile with navigation information, and displaying that information in a
useful manner. Id. The 038 patent purports to address problems related to
“obtaining desired information” (038 patent, Abstract) and to “allow the
occupants of the elevator ... to use their time more efficiently and obtain needed
information” (Id. at col. 3, line 67 to col. 4, line 2). Ito and Lind disclose the
necessary hardware to receive voice inputs, wirelessly connect to a remote
database, and retrieve navigation information including maps. Ito, col. 9, lines 51
to 67, col. 10, lines 51 to 57; Lind, pages 121-1 to 121-3, 121-7. Maps, such as those
shown in Figures 9(A), 9(B), 40(C), and 44 of Ito, can be displayed in the Network
Vehicle disclosed by Lind in order to address problems related to *“obtaining
desired information” as stated in the ‘038 patent. A person of ordinary skill in the
art would have found it obvious to display maps to destinations and the

surrounding area, as disclosed by Ito, in the Network Vehicle disclosed by Lind.
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43. In addition, a person of ordinary skill in the art at the time the alleged
inventions of claims 1, 4, 16, 22, 54, and 66 of the 038 patent were made would
have found it obvious to combine Class with the navigation system of Lind to, for
example, assist with the “real time speech input of a destination address into a
navigation system.” Class, Abstract. Lind discloses a speech recognition system for
automobiles (Lind, 121-2), as does Class, and it would have been obvious to a
person of ordinary skill in the art at the time the alleged inventions of claims 1, 4,
16, 22, 54, and 66 was made that automotive speech recognition systems can be
made more accurate and easier to use by incorporating the disambiguation method
disclosed in Class, in order to resolve ambiguities when analyzing human speech.
The Disclosures of Lind, Ito, Class, and Ezaki — Claim 5

44. Ezaki discloses “the location comprises a location within a building” as
claimed in claim 5 of the *038 patent. Ezaki describes displaying “the floor number
of a floor, in a building, on which a target institution is located to reliably guide a
user to the target institution.” Ezaki, col. 2, lines 62 to 65.

45.  Ezaki discloses “the one or more organizations or entities proximate to the
location are disposed within the building” as claimed in claim 5 of the 038 patent.
Ezaki discloses that the user name list, which includes the company or tenant

names for the building, is displayed on the display screen. Ezaki, col. 3, lines 21 to
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24, col. 6, lines 17 to 23. Other tenants in the building, for example, are
“proximate” to the target institution located in the same building.
46. Ezaki discloses “the building further comprising a plurality of floors and at
least one elevator capable of accessing the plurality of floors” as claimed in claim
5 of the *038 patent. For example, Ezaki discloses that the building may be at least
31 floors. Ezaki, col. 7, lines 34 to 36. It obvious that buildings having, for
example, 31 floors, includes one or more elevators capable of accessing the floors
of the building.
47. Ezaki discloses “the location and the one or more organizations or entities
are disposed on at least a common floor” as claimed in claim 5 of the 038 patent.
Ezaki discloses that the target institution may be “stores, sales offices, banks, and
the like” or “a department store.” Ezaki, col. 1, lines 41 to 58. It is obvious that
large buildings, such as a mall or department store, have multiple entities on the
same floor.

Obviousness in View of Lind, Ito, Class, and Ezaki
48. It was obvious at the time the *038 patent was filed to utilize the apparatus in
Ezaki with the systems in Lind, Ito, and Class discussed above. Modifying the
systems of Lind and Ito, which generate and display map and navigation
information, to also display building information as described in Ezaki would

require no structural modifications to the systems of Lind and Ito which already
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receive and display digital map data, and would achieve no unexpected results.
Providing building information, as disclosed in Ezaki, in the systems of Lind and
Ito would benefit the user by providing useful information on building specifics.
The Disclosures of Lind, Ito, Class, and Fujiwara — Claim 12

49. Fujiwara discloses “the display comprises a capacitive touch-screen input
and display device configured to generate a plurality of soft function keys thereon,
the soft function keys each having at least one function associated therewith” as
claimed in claim 12 of the ’038 patent. As discussed above, Lind and Ito both
disclose touch-screen input and display devices, and capacitive touch screens are
among obvious variants of the touch screen devices disclosed by Lind and lIto.
Lind discloses that the screen may display soft buttons “Entertainment,”
“Navigation,” “Office,” “AutoWeb,” and “Information” as shown in Figures 4, 5,
and 9 at the top of the display. These soft buttons are “soft function keys” that are
associated with various functions, such as navigation. Lind discloses that the
display shown on the touch-screen LCD can be reconfigured in a variety of
different modes and that when in entertainment mode, for example, “the display is
configured as a radio- or CD-style faceplate whose button and controls are
activated by touch.” Lind, page 121-3. Additionally, Ito discloses soft buttons that
provide options for selecting guidance. Ito, Fig. 22, col. 30, line 63 to col. 32, line

60. These soft keys have associated functions, such as to include “surrounding area
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of destination” in the guidance map. Fujiwara discloses that soft keys may be
displayed, in Figure 8, that are associated with information the user wants to
retrieve, such as “Hotel.” Fujiwara, col. 9, lines 17 to 19, Fig. 8.

50. Fujiwara discloses “the computer program is further configured to, based at
least in part on a user’s selection of at least one of the soft function keys, enable
selection of advertising content relating at least in part to the function associated
with the selected at least one soft function key” as claimed in claim 12 of the 038
patent. Fujiwara discloses a navigation system that can display information
“according to the request of the user.” Fujiwara, col. 4, lines 14 to 22. The
information may include “sale information of a store,” which is advertising.
Fujiwara, col. 5, line 53 to col. 6, line 2. This advertising information is related to
the selected function (navigation), as the store is part of the navigation information.
51. Fujiwara discloses a computer program configured to “cause display the
selected content on the display device” as claimed in claim 12 of the 038 patent.
The retrieved information, including the advertising information, is displayed on a
“detailed information display means.” Fujiwara, col. 2, lines 40 to 49. Figure 22 of
Fujiwara shows advertising information related to a hotel, following the user’s

selection of the “Hotel” soft key in Figure 8, discussed above.
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Obviousness in View of Lind, Ito, Class, and Fujiwara
52. It was obvious at the time the 038 patent was filed to provide advertising
information, as described by Fujiwara, in the systems described by Lind, Ito, and
Class. The advertising content disclosed in Fujiwara includes “beneficial
information for the user,” including hotel room vacancy information, hotel room
rates, restaurant seating availability, etc. Fujiwara, col. 9, line 58 to col. 10, line 40.
Modifying the systems of Lind and Ito, which already transmit map and navigation
information to the vehicle, and display map and navigation information in the
vehicle, to also transmit the advertising information disclosed in Fujiwara would
require no structural modifications to the system and would achieve no unexpected
results. Providing Fujiwara’s advertising information in the systems of Ito and
Lind benefits the user by providing useful information, such as room rates,
vacancy information, etc., such that users can be alerted of services of which they

might not otherwise be aware.

| declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true, and further that

these statements were made with the knowledge that willful false statements and
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the like so made are punishable by fine or imprisonment, or both, under §1001 of

Title 18 of the United States Code.

Dated: 11/16/2015

Scott Andrews
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Scott Andrews

915 Western Ave.
(650) 279-0242 Petaluma, CA 94952

Summary
Creative, energetic, and innovative internationally recognized executive experienced in
general management, systems engineering, advanced product development, advanced
technology, business development, strategic planning, and program management

* Vehicle Electrical/Electronics Systems * Enterprise Software

* Vehicle Information Systems » Multimedia/Internet Computing

» Communications Systems * Vehicle Safety and Control Systems

* ITS and Related Industries * Spacecraft Electronics

* Program and Project Management » Mobile Information Technology
Experience

12/2001-Present Consultant

Systems engineering, business development and technical strategy consulting supporting
automotive and information technology.

Current Engagements:

» Technical consultant to ARINC for connected vehicle application systems
engineering and development of high precision connected vehicle test bed for
FHWA (Federal High Way Admin.)

» Technical consultant to Booz Allen for connected vehicle performance measures
development project for NHTSA (National Highway Traffic Safety Admin.)

» Technical consultant to Booz Allen for connected vehicle standards for FHWA

» Technical consultant to American Association of State Highway Transportation
Officials (AASHTO) for connected vehicle deployment analysis and strategy

» Technical consultant to Michigan State DOT (Enterprise Pooled Fund) to develop
a system architecture and deployment strategy for Rural ITS

» Expert witness for Toyota in a case brought by American Vehicular Sciences
(AVS)

» Expert witness for Toyota in a patent case brought by Affinity Labs

» Expert Witness for TomTom in a patent case brought by AVS

» Expert witness for Liberty Mutual, Geico and Hartford in a patent case brought by

Progressive Insurance

Expert witness for Ford in a patent case brought by Medius.

Expert witness for Ford in a patent inventorship case brought by Berry.
Expert witness for Ford and GM in a patent case brought by Affinity Labs
Expert witness for M/A Com in a patent case against Laird

Expert witness for VW/Audi in a patent case brought by Velocity

Expert witness for VW/Audi in a case brought by Beacon, GmbH.

Expert witness for Wasica in a patent case against Shrader and Continental

Recent Engagements:
o Expert Witness for Samsung, Nokia, ZTE and Sony in an ITC patent case brought
by Pragmatus
» Expert Witness for TomTom in a case brought by AOT/Adolph
» Expert Witness for TomTom in a case brought by Cuozzo
» Expert Witness for Navico in a case brought by Honeywell
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» Expert witness for Bentley in a case brought by Cruise Control Technologies.

» Expert witness for Google in a case brought by Walker Digital

» Expert witness for Emtrac in a case brought by GTT (3M)

» Expert witness for Motorola in a case brought against Microsoft

» Co-Principal investigator for Integrated Advanced Transportation System;
research program funded by FHWA

» Expert Witness for Volkswagen/Sirius-XM in patent infringement case relating to
traffic information systems

» Expert Witness for Pioneer in patent infringement related International Trade
Commission matter

» Expert Witness for Volkswagen in patent infringement case relating to the iPod
interface

» Chief System Architect for the Vehicle Infrastructure Integration (V1IC) program
(BMW, Chrysler, Daimler Benz, Ford, GM, Honda, Nissan, Toyota, VW);

» Expert Witness for Honda in patent infringement lawsuit); 14 asserted patents
dealing with telematics equipment interfaces and functions

o Expert Witness for Alpine, Denso and Pioneer Corporation in patent infringement
related International Trade Commission matter relating to navigation systems

» Telematics delivery architecture development for a Fortune 100 service provider

» Technical consultant to the Vehicle Safety Consortium developing Dedicated
Short Range Communications (DSRC) standards for safety systems;

o Expert Witness for BMW in patent infringement lawsuit (American CalCar, Inc. v
BMW) included prior art search, invalidity & non-infringement reports, rebuttals
reports, depositions, etc for 12 patents with 200+ asserted claims.

* Toyota Motor Sales — 10 year technology survey;

» Connected Vehicle Trade Association- Transferred AMI-C specifications to ISO
TC 22, TC 204 AND OSGi. Developed OSGi Vehicle Interface Specification;

» Personal navigation device product feature and opportunity analyses for Thales-
Magellan and Rand McNally

4/2000 to 12/2001 Cogenia, Inc.

President and Chief Executive Officer, Founder

Founded company in 2000 to develop enterprise class data management software system.
Responsibilities included development of business concept and plan, corporate
administration including financial and legal management, leadership of executive team in
product development, fundraising, business development, organizational development,
and investor relations. Raised $2.2M between 8/00 and 5/01 from individuals and funds;

1996 to 4/2000 Toyota Motor Corporation, Japan

Project General Manager, R&D Management Division

Responsibilities included the conceptualization and development of multimedia and new
technology products and services for Toyota's future generations of passenger vehicles in
the United States and Europe, Heavy emphasis on strategy for information systems, and
on development of technical concepts for computing and Internet oriented systems.
Working under direction of Toyota board members, established the Automotive
Multimedia Interface Collaboration (AMI-C), a partnership of the world's car makers to
develop a uniform computing architecture for vehicle multimedia systems, and led all
early technical, planning and legal work. Past responsibilities included leading Toyota's
US Automated Highway Systems program, management of technical contracts with
Carnegie Mellon University Robotics Lab (Image based collision warning systems), and
the development of Toyota's position on the US Intelligent Vehicle Initiative.
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1983 t0 1996 TRW, Inc.
Held a series of increasingly responsible positions in program management, technology
development and business development.
1993 t0 1996 TRW Automotive Electronics Group
Director, Advanced Product Planning/Development
Specific responsibilities included leadership and overall management of advanced
development programs such as Automotive Radar, Adaptive Cruise Control,
Occupant Sensing, In Vehicle Information Systems, and other emerging
transportation products; Managed remotely located advanced development laboratory
performing approximately $6M in annual development projects.
1983 to 1993 TRW Space & Electronics Group
Manager, MMIC Products Organization
Developed TRW's commercial GaAs MMIC business. Responsibilities included
development of business strategy and business plan, and overall management of
customer and R&D programs. Developed extensive international business base and
took operation from start-up to $5M sales per year in under two years. Developed the
first single chip 94 GHz Radar (Used for automotive cruise control and anti collision
systems).

1979-1983 Teledyne Microwave

Developed high reliability microwave components. Developed CAD tools.
1977-1979 Ford Aerospace, Advanced Development Operation
Designed, tested and delivered microwave radar receiver systems

Education
MSEE Stanford University, 1982
BSEE University of CA, Irvine 1977
TRW Senior Leadership Program 1992

Publications
1. Two Dimensional VVehicle Control for Obstacle Avoidance in Multi-Lane Traffic
Environments; Published in the proceedings of the 1998 IEEE International

Conference on Intelligent Vehicles.

2. Automotive Multimedia Interface Collaboration; Briefing Presented to the 9
VERTIS Symposium, April 1999, Tokyo Japan.
3. Privacy and Authenticity in Telematics Systems; Published in the Proceedings of

the Society of Automotive Engineers World Congress, 1999

4, Automated Highway Systems Acceptance and Liability; Briefing presented to the
Automated Vehicle Guidance Demo 98 Conference, Rinjwoude, The Netherlands,
Junel998.

5. What is Telematics? Briefing presented at IIR Telematics Conference Scottsdale,
AZ, December 2001

Scott Andrews Page 3

37



6. Advanced Telematics Services: A Hard Look at Reality; Briefing presented at 1IR
Telematics Conference Scottsdale, AZ, December 2001

7. Consumer Electronics and Telematics; Briefing presented at Eye For Auto
Telematics Update Conference Las Vegas, NV, January 2003

8. The Automotive Multimedia Interface Collaboration Software and Network
Architecture: Extending the Concept of Platform Independent Computing;
Briefing Presented to the Future Generation Software Architectures in the
Automotive Domain Conference, San Diego, CA, January 2004

9. Quality, Choice and Value: How New Architectures are Changing the Vehicle
Lifecycle; Briefing presented at IEEE Convergence Conference, October 2004

10.  Critical Standards for the Next Generation of Telematics Systems and Services;
Briefing presented at the Telematics Update Conference, December 2004

11. VIl System Overview; Briefing presented To Transportation Research Board, ITS
and V-HA Committees 2007 Mid-Year Meeting; July 2007

12.  Testing and Development of In-Vehicle Equipment and
Private Applications (P08-1634); Briefing presented to the Transportation
Research Board Annual Meeting, Washington, DC, January 2008

13. A Comparison of Communications Systems for VII; Presented at the ITS World
Congress, New York, NY, October, 2008

14.  Vehicle Infrastructure Integration Systems Overview; Presented at the ITS
America Annual Meeting, June 1 2009, National Harbor, Maryland

15.  Telematics Standards: Logical Next Steps; ITS International, August 2009

16.  IntelliDrive™ Overview; ITS International, May 2009

17.  Time Synchronization and Positioning Accuracy in
Cooperative IntelliDrive®™ Systems; Presented at the 2010 ITS America Annual

Meeting, June 2010, Houston, Texas

Patents

1. Mobile Body Reporting Device And Its System; Patent Number: JP11118902;
4/30/1999

2. Multiformat Auto-Handoff Communications Handset; Patent Number:
US5649308; 07/15/1997
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© © N o

10.
11.

A Communications Terminal Device, A Communications System, And A Storing
Medium For Storing A Program To Control Data Processing By The
Communications Terminal Device; Patent Number: EP0867850, A3; 09/30/1998
Communication System For Controlling Data Processing According To A State
Of A Communication Terminal Device; Patent Number: US 6122682 3/23/1998
Method And Apparatus For Controlling An Adjustable Device; Patent Number:
US5864105; 01/26/1999

Automatic Brake Device; Patent Number: JP2000108866; 4/18/2000

Visual Field Base Display System; Patent Number: JP2000029618; 01/28/2000
Intersection Warning System; Patent Number: US5926114; 07/20/1999

Security For Anonymous Vehicular Broadcast Messages; Patent Number: US
7742603 3/27/2006

Digital Certificate Pool; Patent Number: US7734050 3/27/2006

System, Method And Computer Program Product For Sharing Information In A
Distributed Framework; Patent Number: US 7802263 12/15/2003
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/IN -CAR COMPUTING AND COMMUNICATION
ENABLES ENTERTAINMENT,
PRODUCTIVITY AND INFORMATION

Mr Zzﬂtnether,
Intel Corporation,
USA
97ATTO073

Abstract: PC technology and applications continue to expand at an exponential rate. Many of these
elements can be adapted to the automobile to provide new levels of entertainment, productivity and
communication. In addition, new application requirements for the automobile such as navigation
and real time traffic information are rapidly evolving. A system incorporating the Intel architecture
provides the performance and flexibility to implement these functions. Examined in this paper are
the architectural requirements and how they can be satisfied with the established Intel Architecture.
Other factors, such as tools, and existing applications that can be utilised for quick development
time and time-to-market will also be investigated.

Introduction: A number new applications and appliances are beginning to find their way into the
automobile. Some of them are portable, allowing their use within the automobile. Each is a stand
alone unit offering a dedicated service with little or no interaction with the other appliances. This
not only limits the functionality but increases the cost because many of the functions are duplicated
within each unit. For example, each usually has an embedded processor and a man-machine-
interface such as a display.

The first is the cellular telephone. According to Datatquest, approximately 60 million cellular
phones will be shipped in 1997 with a 22% CAGR. This is fueled by the decreasing costs of
equipment and air time. In the beginning, standard personal cellular were used in the automobile.
This provided both business and personal communication and is also used for emergency services.
Currently cellular telephones are being integrated into the automobile with hands free operation.
With services such as GSM, both voice and data can be transmitted, but few applications currently
exist for digital data communication. This will change dramatically over the next few years.

Navigation systems are also beginning to be integrated into automobiles. Based on GPS technology
many systems incorporate accelerometers or gyros td angment the accuracy of:the GPS. In Europe
alone this segment has grown at 2 36% CAGR since 1993 (source: Dataquest). Navigation has two
components: location and route planning. Location defines where the car is and establishes the *
beginning point for navigation. In addition, the location can be used as part of the safety
component. Emergency road service would also require this information, as could the theft
monitoring.

Today, route planning is static. This feature is available with a number of GPS system or navigation
systems such as the “Never lost” system in Hertz rental automobiles. The assumption is that the
stored information is current and no changes have occurred in the physical streets. If road
construction closes a road and forces the antomobile to deviate from the system’s expected route, a
new route will be recalculated usually through the same closed road. Real time information is
required to eliminate this problem. Here is the beginning of integrating functionality. Information
is received through the communication link. Real time traffic information is provided via one of
the communication links. Information has a broader meaning than traffic information. Both voice
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and data information are required. Voice for the normal human communications and messaging and
data for a variety of functions: traffic information, internet access to find hotels, restaurants, travel
guides and electronic forms of communication such as faxes. At another level, the data
communication channel can be used by the automobile to schedule maintenance, perform remote
diagnostics and receive software updates for various components,

Another application that is being incorporated within the automobile is entertainment capability.
This in the form of games, movies and television. Systems by Clarion and Fujitsu Ten are already
on the market. These are proving indispensable on long trips or to occupy children.

In vehicle applications are comprised of four segments: information, safety, infotainment and
productivity, Information includes trip guidance, route planning, points of interest and congestion
avoidance. Safety comprehends: emergency location, vehicle immobilization, operator
identification, and weather information. Infotainment for the driver provides user delectable news
and music on demand; while for the passenger there are PC games, movies, news and internet
surfing. Productivity is provided by hands free phone, FAX/modem, voice and email messaging
and personal itinerary.

Discussion: All of these applications and functions can be satisfied with a PC. Several
environmental trends are validating this. First there is a decreasing cost for communication and
computing. PCs that one year ago cost $4000 now sell for $2000 with twice the performance.
Secondly, there is a universal acceptance of portable computing,” This segment is growing faster
than the desktop. Next, there is a convergence of computing and communication. All new PCs sold
now contain a modem, cellular phone interface or a wire connection. Finally, the information
services available via internet continues to accelerate. The cost, mobility, communication and
portability of PCs can be effectively used in the automobile to meet the emerging requirements. The
PC technology offers a number of reasons to be migrated into the automobile: established base easy
to integrate existing hardware and software, existing hardware and software standards, existing
relationship between home and office PCs, ever expanding market that can be followed for low cost
advantage, and existing tools and development environment.

The PC began as a tool to enhance productivity in the office and business environment. Many of
the application suites were developed to provide word processing, document control, financial
analysis and inventory control. Made possible by the PC was distributed processing, which made
the PC a tool of individuals increasing their productivity. This individual productivity was carried
into the home bath as a spill-over from work and because the.home is a small business and can take
advantage of the office applications. Because thePC is not 100% utilised at home, entertainment’s
such as games were a natural filler for this free time. Today a link exists between the home and
office computers and the natural extension is into the automobile.

The automobile did not participate in the%’@;r&volution because thg applications réqufrgd wer‘e? f |
different that those of the office and horfie envirénment and required higher performance and |
functionality. Also, the simultaneous operation of two machines (the automobile apd the personal
computer) that each required attention was thought of as a safety hazard. Personal computers and *
their software have advanced to a stage where they can meet the automotive requirements.

The advent and enthusiastic acceptance of the personal computer has enabled information on ,
dernand, both processed or communicated information. The populace has accepted this, and is
recognizing the necessity for this functionality in the automobile. The automobile has been the last
bastion of unstructured time. The necessity for these functions is becoming apparent in four types
of applications which are evolving: navigation, information, entertainment and safety.
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A number of valid reasons have kept the PC from entering the automobile environment, but the
primary reasons were limited technology capability and lack of application software. The
technology and software exists today to implement such a system. There are a number of
compelling reasons to draw from the PC and adapt technology and software to the automobile both
from the stand point of technology and business.

By today’s standards the first Personal Computers were primitive machines. They were 8-bit
machines operating at 5 Mhz providing .33 MIPS. By contrast today’s machines are 32- or 64-bit
machines operating at 200+ Mhz and execute 220 MIPS. What the early systems did was to provide
were platform standards. An open architecture fueled a plethora of applications and hardware
peripherals enhancements. Standards emerged providing a number of advantages: low risk for the
manufacturer, increased market size and market growth.

At this point in time there are no standards for the “computer platform” in the automobile. Several
are being discussed in committees such as ITS but have not been ratified. In the meantime, the
market is ripening and could be ready before the standards. One method to safegnard investment is
to embrace existing popular standards. The Personal Computer offers such a standard. In addition,
there is an existing infrastructure of hardware and software to be applied.

The size of the PC market continues to grow at an 18-20% per anum rate with no reasons to abate.
As shown in Figure 1, as of 1996 there are over 250 million PCs installed. As of 1996 there are 250
million PCs installed and over 65% of those are Pentium® processor based.

Units (K)

250000

200000 i@ Pentium(R) Pro mP
M Pentium(R) mP

150000 486

100000 W 386
m 286

50000 W 8088/86
0
1902 1993 1994 1995 1996 1997
Source Dataquest 1/96

Figure 1. Installed PCs

Software too, advanced. The growth in personal computer performance is coupled to a
correspondingly evolution in S/W and OS making them easy to use and efficient. The hardware and
software exist in a constantly expanding upward spiral. Software pushes the hardware to its limits
and new hardware is created to handle the increasing s/w requirements. Again, new s/w will stretch
the limits of this new hardware on an ever upward spiral. In the beginning, what little software there
was, had a clumsy man-machine interface (MMI). Often it required arcane commands to perform
functions. Rather than requiring many hours to study manuals, hardware has become self-installing
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and programs are intuitive in their operation. Added to this is the capability to perform applications
once thought of as exotic such as speech recognition, full motion video and high speed
communications. As a result, the computers have moved from the domain of the highly skilled
users to that of everyday unsophisticated users. -

Here again, standards play an important role. Operating systems such as Microsoft Windows* 95 ar
NT are shipped with almost every PC. Any application that wants market acceptance or any
peripheral expecting to be used, has the interface and drivers for this most popular operating system.
As shown in Figure 2 this is the de facto standard and it runs on the Intel Architecture.

70

60 :

50 | ] Other
B O0S/2

40 -

30 HDOS

20 B Apple

10

0 I l l | |

| l

1993 1994 1995 1996E 1997E 1998E 1999E

Source: Instat Ing., 1955

* Other brands and trademarks are the property of thelr respecitve owners
Includes Windows 3.1, Windows 85 and Windows NT

’
. Figure 2 Operating systéms

Because the PC has become a standard tool all development tools have been designed to run on the
PC. This is true from Microsoft Developers Network to Psoft, to QNX to C and C++ compilers.
Many of these tools have tracked the development of the PC and are very mature and stable,
Another advantage of using the PC piatforin in the-automobile is that the target is also the
development platform, permitting native debugging,

The question thgn bécomes, “How to inte’grate the PC to the automobile space?” To answer this,

we must look at the automobile archifecturc.‘-‘j';-Atjpresentit isa aitltiprotessor distributed system 6n b
abus such ag CAN. To provide funictibn§to the*driver and the passengers, the PC functionality will i '
be distributed also. The GPS, radio, wireless communication, displays, and all of the MMI wilk be
distributed throughout the automobile. The PC bus will be a sepdrate bus to avoid any interference *
with the functions on the CAN bus. On the CAN bus, many dedicated processors-perform their

local functions such as ABS, engine control, etc. and communicate to the other components via the ~
bus. All of the information here should be considered mission critical and not disturbed. The |
system operates in real time and must be deterministic. This precludes using this bus for the PC
system in the car. There is however information on this bus that is of interest and a gateway shouid

be provided. Information such as wheel speed and engine performance can be monitored as well as
sending information to the devices on the CAN bus
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Attaching the peripherals to the PC platform and defining two bus structures, the system takes shape
as in Figure 3. While the previous discussion mention two buses, this system provides for three:
CAN/J1850, a USB for the PC peripherals and 1394 for high speed data transfers such as full
motion video.

GPS Fax/Modem

P UsB

= = » = af» |EEE 1394.1

Car PC |
(IACPU) }

B> cANJ1850

Instrument
Cluster ¢

Figure 3. Connected CarPC Platform

Engine  ABS/TC Nirbag

USB is selected because it has become a standard on PCs. USB propagates a 12M/s differential
data stream over a shiclded twisted pair. Many peripherals are USB ready. Windows 95 supports
hot plug-and-play of peripherals. This permits using existing peripherals in the automobile. For
example, if one of the children has a favorite joystick, it can be used at any station without rebooting
the system to recognise the peripheral. Because Windows 95 recognises USB, most if not all
application programs can be used. USB is also used to interface to the car environment such as seat
sensors, window and door controls. Slow data, level signals, switches and lamps are best interfaced
to microcontroller rather than tying up valuable processor resources. Each element of the
automobile should be thought of as a module, for example the driver’s door. Intel offers the
8x930Ax microcontroller that has USB capability. Thus, the door locks, door ajar sensof, window
controls and sensors and even the mirror can be interfaced to the microcontroller and it interfaces to
the processor via USB. Up to 256 such modules can be incorporated. The 1394 bus is included to
provide future high speed transmissions. This will permit full motion video (for movies) to be
displayed at all passenger stations.

The PC platform is built around the Intel Architecture for technical reasons as well as the business
reasons previously discussed. It provides continuous performance enbancements on a well defined
road map. Each new generation offers greater that 2:1 performance enhancements. The product
rich roadmap permits the platform architecture to be scaleable from low end price and performance
to high end leading edge performance. Platforms can be scaled from i486® processor through
Pentium processors up to the current generation Pentium Pro processor. This provides an order of
magnitude range in the performance of systems. In addition, they bring with them complementary

4135

97



technology to further enhance the system performance. Two such examples are USB bus and
MMX™ technology. MMX technology is a single instruction, multiple data operation. The latest
version of the Pentium processor incorporated 57 new instructions to implement MMX technology.
As a result, high performance digital signal processing is feasible on the Pentium processor. In the
Connected CarPC environment, this could be used for image processing - MPEG?2 decoding of
movies, noise cancellation, soft communication devices to name a few uses.

This scalability of the architecture permits a range of systems for the automdbile. As an example,
three systems are shown: a navigation system, an internet system and a multimedia system. These
systems are shown in Figures 4-6. The Navigation system is built around the Intel i486 processor
and provides: position, navigation, vehicle control, audio entertainment. The Internet system uses a
Pentium processor with MMX technology and provides: position, navigation, vehicle control and
audio entertainment as does the navigation system but it also includes: speechrecognition,
communications. The Multimedia system provides all of the functionality of the Internet system but
also adds: multimedia and games. This enhancement is due primarily to the salability of the
processor that allows upgrading to a Pentium processor with MMX technology.

2M Frash
BIOS

f
* ’

Figare 4 Navigation system
As can be seen in the two systems built ardund the Pentium processor there if a large degree of
oommonahty between the systems. The primary dxfferencc is in the performance and features of the
Pentium processor. The Internet system yses a 133 MHz processor while the Multimedia systcm
incorporates a 166 MHz Pentium Proccssor,wnh MMX technology. Systems can easil
differentiated on performance and feaxures whﬂevretalmng commionglity over a family gf'. systems @ y
This core platform can be expanded arl dxtended in'the fiitufe as more performance and featurgs }
are required ffom the system. It is designed to follow the high volume PC componeats for .
upgradability and protection for legacy issues. The designer has thé choice to incorporate higher
speed Pentium processors as they become available or to incorporate the Pentium Pro processor. *
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Conclusion: In addition to the technical advantages, Intel Architecture provides a sumber of
business advantages. These are quick time-to-market and low investment costs. Quick time to
market is possible because the architecture is established and familiar. There are time proven,
familiar, robust hardware and software packages available. Native debugging is accomplished on
the PC. The solutions are low cost because they use the same high volume processors that are used
in the desk top and laptop computers. PC peripheral components are widely available, eliminating
the need to develop new peripherals. The tools are low cost and off-the shelf O/S and application
software exist.

*Qther brands and trademarks are the property of their respective owners.
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ABSTRACT

An integrated solution to seamless connectivity
and innovative in-trip services is being
researched at the Daimler-Benz Research and
Technology Center in Palo Alto. The Internet
Multimedia on Wheels Concept Car has an on-
board, integrated wireless communication system
and the computing infrastructure to provide
Internet connectivity from the car to any specific
server on the Internet while stationary or in
motion. Essentially, the car is like any other
node on the Internet with a unique Internet
Protocol (IP) address such as the Vehicle
Identification Number (VIN). Thus, an entirely
new type of services can be delivered to cars in
an efficient and secure way through increasingly
less expensive wireless data connectivity over the
Internet.

INTRODUCTION

With the advancement of the computing and
communications revolution, the Internet is
becoming more and more part of our daily life.
We send e-mail, check our bank account, read
newspapers, and “surf” the net just for fun.
New multimedia applications even allow us to
listen to “Internet-Radio,” watch “Internet
TV,” make phone calls, and do video-
conferencing over the Internet. By contrast, this
communications revolution has yet to reach the
automobile. Drivers and passengers in cars
typically enjoy access only to radio broadcasts
and occasionally television. To reduce the
unproductive driving time, people use their
cellphone for voice communication. Moreover,
today information cannot be personalized or
adapted to the driver’s and passenger’s needs.
The challenge is to provide the Internet’s
multimedia capability in the automobile
environment  with  varying and limited
bandwidth, thereby, enable a whole new class of
services to and from the car.

0-7803-4269-0/97/510.00 © 1998 IEEE

At the same time, there is a strong effort in the
Intelligent  Transportation  Systems  (ITS)
community to stimulate research and industry to
build an infrastructure which will lead to better
traffic and transit resources management and
enhanced safety. From cost and reusability
perspectives, it is necessary that a single
infrastructure provides most of the functionality
instead of building a separate system
infrastructure for each service. Internet has the
potential to be such an infrastructure. The car is
essentially a probe in this model collecting and
sending data to service centers, which in case of
future navigation systems will be used for
building dynamic real-time traffic models that
would be used for on-demand route guidance
by individual vehicles.

VISION

First we define the term “Internet Car”:

An Internet Car is one which is like any other
node on the Internet. Although it is highly
mobile, it uses standard TCP/IP protocols to
communicate with the other nodes on the
Internet. An Internet car can be an Internet
client as well as an Internet server. The car in
essence becomes an open platform for services to
be delivered over the Internet .

Some scenarios where the Internet car would be

useful for drivers and passengers are:

e Services from Internet service providers e.g.
safety, security, news, stock, city guide,
navigation, email, and movies.

e Seamless access to office or home computer
from the car.

e Personal devices (smart cards, HPCs) can be
used to personalize car seats, climate, phone
numbers, Internet services bookmarks, and
computing man machine interface.

e Interactive audio/video games
Internet for passengers.

e Personalized Internet based services e.g.
“my” commute traffic information.

over the
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e Geo-specific information access on demand
e.g. “nearest” Chinese restaurant.

e Internet based roadside  assistance and
remote diagnostics.

It is an open question what impact Internet

content will have on the car, but it is our belief

PS
Communication

Personal Devices

HPC / PDA
Smart Card »

Smart Phone

Vehicle Functions

* On-Board Diagnosis

* Comfort Functions

R i

Communication GW

Vehicle Identificftion Number @mercedes-benz.com

User Interface

that ultimately it will be used to optimize the
safety and security of the car along with comfort
and convenience. Figure 1 illustrates a systems
view of the Internet Multimedia on Wheels
concept including a number of components that
may be included in a full implementation.

Metricom
CDPD
GSM

Customer Assistance Center

Open Bus System

Internet GW CD-ROM
« Handoff +Internet Server + MB Browser » Firewire
+ Radios * Proxy, Firewall + Speech, Keyboard ~USB, D2B

Figure 1: A systems view of the Internet Multimedia on Wheels concept.

There are a number of ways to bring the Internet
connectivity and content into a car. These
methods differ widely in terms of functionality,
connectivity, in-car infrastructure and system
requirements. The strength of connectivity to the
Internet may range from a fully connected
model where data and services are available all
the time down to a disconnected model which
requires the drivers/passengers to bring Internet
data on a storage media with them.

MAJOR CHALLENGES

An overarching challenge for connecting cars to
the Internet is to define a system architecture
with flexible distribution of computing power
and communication between the automobiles
and the infrastructure. The answer may be as

simple as the cost of wireless communication.
At one end, the car may only have the
input/output devices and a modem to request
and receive information. On the other hand, the
car may have state-of-the-art computing power
with on-board storage media to receive raw data,
and to process it. Clearly, the form of the final
architecture will depend on costs and business
models. In all cases it will always be necessary to
maintain the integrity, security, reliability and
speed of communication.

Wireless communication is expensive and the
bandwidth is quite restrictive for applications
requiring transfer of other than a few hundred
bytes of text data. There are a number of
wireless service providers using different flavors
of communication protocols and bandwidth to
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support the Internet protocol e.g., the frequency
hopping spread spectrum Ricochet network,
Cellular Digital Packet Data (CDPD), and
Personal Communication Services (PCS). The
challenge is to provide the basic infrastructure
that can provide national or global coverage
without employing a whole array of modems.

The presence of multimedia information in a
moving vehicle can be a potential hazard to
safety of the car. It is essential that the software
architecture is open for development of new
services and benefits from being easily adaptable
to new and evolving Internet technologies. At
the same time a metric that will define what
services are deliverable to drivers under what
mobility conditions, and which services can be
used by passengers should be established to
optimize the safety in the car.

BENEFITS

Automobile access to the Internet opens up a
wide range of new opportunities for drivers,
passengers, and customer assistance centers. It
also increases the security and safety of the car.
The quality of travel can be improved by
personalized route plans delivered to the car with
up to the minute road and traffic information.

Drivers will be able to access their voice-mail, e-
mail, and travel-related information such as
restaurant guides and movie theater locations.
The driver will have access to these services in a
hands-free, eyes-free manner through voice
commands and speech technology.

Passengers can additionally access richer
interactive applications such as on-board or
Internet games, audio-on-demand, and web
surfing. They can access information about
cities and historical places during a drive as they
pass them.

Drivers and passengers can also use their
personal devices like Smart Phones, Personal
Digital Assistants (PDAs), Hand-held PCs

(HPCs), etc., in an integrated fashion. Also, by

integrating GPS and mapping technologies, the
Internet car becomes “location aware” which
will be used for a new class of services that will
go well beyond classical navigation.

For the customer assistance centers that currently
rely on a “telephony-based” service, the
Internet car will provide a richer “datacentric”
multimedia environment to deliver new services
including operator’s help manuals and
intelligent roadside travel assistance. For these
new services, user interfaces will be designed that

allow easy and safe handling of the interactive
media. :

By grounding the concept and architecture of
information technology for a car around the
Internet and open standards, the Internet car can
take full advantage of the tidal wave of Internet
based services, technologies, and devices for
many years to come, thereby transforming
driving and riding into a completely new
experience.

MOBILE SYSTEMS DESIGN

Inherently, the design of a system to provide
access to Internet from cars must take into
account the mobility aspect. Mobility in the
system needs to be handled at two places. First,
at the point of attachment (for example, at home
or office), and secondly, during the time of
travel. There are standardization efforts in this
area already in the Internet community such as
the Mobile IP proposal [1,2] along with the IPv6
proposal to Internet Engineering Task Force
(IETF). In summary, Mobile IP assigns
temporary care-off addresses to visiting hosts
and directs Internet packets addressed to them at
the home location to be forwarded to the point
of attachment when a mobile (in this case the
car) moves from one subnet to another.

Networking may be carried out using a variety
of wireless technologies. Metricom, CDPD and
Satellite based systems are the most attractive
technologies in the US for connectivity to the
Internet from the road. The 19.2 kbit/s
bandwidth, CDPD wireless data service is already
available in nearly 80 cities and may be used in
conjunction with Circuit Switched CDPD to pro-
vide national coverage. Code Division Multiple
Access (CDMA) is still being tested as a viable
alternative for wireless Internet access. For short
range data transaction, high bandwidth is
typically the primary requirement. WaveL AN, IR
or RF based solutions are most appropriate here.
Finally, the new Java based smart card
technologies will link personal information to
cars. They will, in essence, provide a new way to
communicate the identity of drivers/occupants to
the car in an unobtrusive manner over the
Internet. This information may then be used by
the car to provide personalization of the seat
position, climate, user interface in the car. The
ramifications of such personalization features
would include improved safety while driving,
because mundane information for access to
information services can be individually filtered
out.
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Internet communication is based on standard
TCP/IP stack. However, TCP {3] does not have
any special provisions to work over wireless
connections. It’s congestion control algorithm
assumes that a time-out in transmission is due to
congestion but not to the loss of a packet. So,
when a timer goes off, TCP slows down and
sends less packets to avoid the congestion. In
wireless networks it is very likely that the timer
went off because of the loss of the packet, so the
proper way to deal with this problem would be
to send the packet again as soon as possible.
Currently there are two major ways to improve
the performance of TCP over wireless [7]:

e Indirect TCP [4] splits the TCP connection
into two separate connections. The first
connection goes from the sender to the base
station and the second from base to mobile
station over the wireless link. The drawback
of this scheme is that the semantics of TCP
as an end-to-end protocol are hurt. The base
station acknowledges (Ack) each received
packet in the usual way but this is no
guarantee for the sender that the packet has
reached the receiver.

s Snooping Agents [5,6]. The basic idea
behind this agent is that it observes and
caches TCP segments going out to the
mobile host and Acks coming back from it.
Therefore, it sits in the link layer of the base
station. When it sees a packet going out to
the mobile host but sees no Ack coming
back in a relatively short time, it just
retransmits the packet without telling the
source sender that it is doing so. When it sees
a duplicate Ack from the mobile host going
by, it also generates a retransmission
meaning that the mobile host has missed
something. The duplicate Acks are discarded
to avoid a source of misinterpretation by the
sender as being a sign of congestion. One
drawback of this solution is that the system is
implicitly aware that TCP is used as the
transport protocol. Also, when the link is
very lossy; it will run into the same problems
as without the system. This can be fixed by a
selective repeat mechanism which is applied
when the base station notices a gap in the
inbound sequence numbers. It requests a
selective repeat of the missing bytes using a
TCP option. The findings in [6] strongly
suggest that such a TCP aware link layer
algorithm improves the throughput and the
goodput over wireless links substantially
without compromising the end-to-end
semantics of TCP.

Our research would focus on the questions,
whether the snoop agent can be placed anywhere
in the network and how this would change the
performance of snooping.

IMPLEMENTATION

In the first implementation of the Internet
Multimedia on Wheels concept, we have
designed multimedia units for two different
zones with the user interfaces as shown in the
following figures. In these units, there is a color
screen, channel select buttons, IrDA (Infrared)
transceiver to support hand-held devices, and an
audio outlet.

The access to applications is different in these
two zones. The driver and the navigator have
access to a single multimedia unit in the front
(Figure 2), and the passengers in the back seat
have access to individual multimedia units
(Figure 3). The applications in the front zone
are more traffic and navigation driven. In the
rear zone, there is access to navigation, office
applications, interactive games, and
infotainment.

The driver has access to the navigation system
and local or Internet based services. He will be
able to use voice commands to access these
services from the Internet.

The passengers in the rear can enjoy a richer
multimedia environment on their multimedia
sets for navigation, games, stereo, or Internet
access. The built-in IrDA transceivers will allow
HPCs/PDAs to interact with the systems in the
car.

In addition, the hand-rest in the driver’s zone
has a slot for a personal device to enable the
driver to bring in personal preferences to the
car.

TODAY’S RESEARCH SCENARIOS

Drivers and passengers will use the Internet car
for both fun and productivity. The Internet
based navigation unit will plan a route which
takes into account real-time traffic information
and traffic history. Drivers will access news,
voice mail, email, stock quotes, weather
information all through a hands-free, eyes-free
audio interface. Co-passengers will access rich
multimedia information from various domains
such as infotainment, office work, and
entertainment. The car will empower the driver
and passengers to choose the way they would
like to spend their time from a large selection of
options and services.
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Figure 3: The rear passengers multimedia units with screens, channel selectors for games, computer,
navigation, IrDA and Audio outlets

Furthermore, safety and security will be
enhanced because Customer Assistance Centers
will be always connected to the car. Services
such as remote door unlocking, warning for bad
road conditions, weather, accidents, and remote
diagnostics, will add to the safety and security of
cars.

THE FUTURE

Having an Internet address, the car becomes an
integral part of cyberspace. Not only can

passengers request information but also fleet
owners and customer assistance centers can
request information from the car or even modify
the car’s behavior. This ultimately leads to a
network-centric solution where the car can be
continuously monitored, and where in essence
every Electronic Control Unit (ECU) will be
addressable through the Internet protocols. In
fact, the very concept turns every car into a
probe with vast implications for traffic guidance
and control.
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It will be possible to analyze driving habits and
optimize  engine performance. Customer
assistance technicians can download code to the
vehicle to perform diagnostic tasks or upgrade
the software version.

ECU’s can use external data from the
infrastructure to adapt in an optimal way to
weather conditions, road conditions, and traffic
to provide new safety services.
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Web on Wheels:
Toward Internet-
Fnabled Cars

An open system that conforms to standard Internet protocols for
communication to and from automobiles could greatly enhance driving.
Existing Internet resources can be leveraged to integrate a car into the
Internet. Service providers will subsequently produce innovative services
for drivers and passengers that will improve safety and security as well as

provide infotainment.

he services provided to customers

through the Internet can be extended to

the automobile. Early versions of

Internet-enabled cars might hit the road

in five years or less. Portions of the tech-
nology could be available to customers in as little as
two years as an after-sales solution. Indeed, such inte-
gration could become essential, given the constant
access to information our just-in-time world seems to
require. Integration could also be two-way: Your car
might also provide information to the Internet for the
purposes of remote diagnostics, among other things.
Unlike the portable method of accessing the Internet
with a laptop computer, an Internet-integrated vehi-
cle is truly mobile. Mobility serves as both a challenge
and a distinguishing factor in the design of our com-
munication and service architecture.

With the advancement of the Global Positioning
System (GPS) and other position-tracking technolo-
gies, location awareness emerges as a distinctive char-
acteristic of combining mobile computing and
automobiles. This knowledge will be used to build
communication and service architectures. For exam-
ple, a service could provide information about the
nearest gas station or restaurant.

A safe and easy-to-use human interface for drivers
and passengers must be designed to bring Internet-
based services to moving vehicles. For example, an e-
mail service must not require that drivers take their
eyes off the road. We employ various alternatives, such
as speech-based technologies, to address safety con-
cerns.

SCENARIOS

Our overall goal is to provide “telematik’ (telecom-
munications and computer science) services to drivers
and passengers. What types of services are interesting

0018-9162/98/$10.00 © 1998 IEEE

to our customers and how we serve them are open ques-
tions. The Internet appears to be the most appropriate
infrastructure through which to conduct car-based
services.

Services range from the obvious to the innovative,
and include the following:

« Integration of personal data to the car using per-
sonal devices such as smart cards and handheld
personal computers.

= Interactive audio and video games for passengers.

« Personalized services on demand, for example,
personalized commuting information.

e Location-based information on demand, for
example, the nearest Chinese restaurant.

= Seamless access to office or home computers.

» Roadside assistance and remote diagnostics.

These services can be grouped as generic and loca-
tion based. Generic services, for example, real-time
stock quotes, are not directly car-related but are of
interest to drivers and passengers. In general, the
infrastructure for such services can be supported in
the same way as a desktop environment.

Location-based services directly relate to the car-dri-
ving experience. Because the car moves, its location
changes and thus brings new demands for services:
Where is the nearest gas station? Location-based ser-
vices are possible because a car’s position can be
known at all times with current GPS technology.

An Internet car is similar to any other node on the
Internet. Although highly mobile, an Internet car can
use the standard transmission-control protocol/
Internet protocol (TCP/IP) to communicate with other
nodes on the Internet. The Internet car can be a client
and a server, and in essence becomes an open platform
for services to be delivered over the Internet.

January 1998
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Figure 1. The Internet-
on-wheels concept car
integrates a mobile
vehicle with services
available on the Inter-
net.
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CHALLENGES

The design of Internet access for automobiles
involves three major issues: mobile wireless commu-
nications, system architecture, and user interface
design.

Mobile wireless communications

Networking requires a variety of wireless tech-
nologies.

In a local area, infrared (IR) and radio frequency
(RF) technologies generally provide high-speed wire-
less access of several megabits per second at relatively
small or no cost.

At the metropolitan level, technologies such as
Metricom’s Ricochet network are capable of access
speeds of tens of kilobits per second with a flat
monthly fee.

For a wide area, cellular digital packet data
(CDPD) and emerging standards, such as the General
Packet Radio System (GPRS), achieve speeds of about
10 kilobits per second at a higher cost. Furthermore,
a plethora of new satellite-based systems are pro-
posed. When realized, these satellite systems will
deliver globally from a few kilobits per second up to
one megabit per second at a premium. Of course,
when all else fails, the wireless modem over the
Advanced Mobile Phone System (AMPS) cellular sys-
tem is still available.

These technologies provide the basic infrastructure
for maintaining access to and from a vehicle. The main
challenge lies in selecting the appropriate technology

Computer

according to such factors as cost, performance, and
availability.

System architecture

In connecting cars to the Internet, a system archi-
tecture must provide a flexible distribution of com-
puting power and communication between the
automobile and the infrastructure. Basically, a car
could be treated as either a thin or thick client. Cars
with only input/output devices and a modem to request
and receive information are thin clients; cars with state-
of-the-art computing power and onboard storage
media to receive raw data and to process it are thick
clients. The key factor influencing this overall archi-
tectural choice is the cost of wireless communication.

The form of the final architecture will be determined
by technologies and business models. In any case, the
integrity, security, reliability, and speed of communi-
cation must be maintained. The software architecture
should also allow for the development of new services
and benefits that adapt easily to new and evolving
Internet technologies.

User interface

Introducing multimedia information in a moving
vehicle creates a potential hazard. A human interface
both safe and convenient while mobile at vehicular
speeds significantly challenges the utility of services to
be delivered over the Internet to drivers. The require-
ments for a safe human interface also have a drastic
impact on the design of services for vehicles.
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SYSTEM DESIGN

The initial intent of the project was to design a sys-
tem to meet the challenges of wireless communication
and the issues relating to a user interface in a car. At
the same time, the growth of the Internet and the Web
brought to the fore a new way of network comput-
ing. The design that emerged from these factors led to
the concept of total integration of vehicle functions,
personal data, position awareness, seamless access,
and Internet-based services. Figure 1 shows this con-
cept, which we call Internet-on-wheels.

Our system design has three major components: the
communication layer, the service infrastructure, and
the user interface. The reliability, security, perfor-
mance, and scalability of the system are also essential
aspects of our design but are beyond the scope of our
discussion here.

Communication layer
The communication layer must be both open and
convenient:

e Openness. In today’s networking world, TCP/IP
is the de facto standard for communication. Most
applications use TCP/IP for communication, and
many resources and services available on net-
works are accessible through TCP/IP, including
the Web. It therefore must be used in any open
networking solution. TCP/IP enables the use of
many of today’s existing applications, provides
access to numerous resources, and encourages
new service development. Furthermore, it does
not make sense to require the current servers on
the Internet to change their software or hardware.

< Convenience. Many wireless data communication
technologies exist and more are coming. We need
to support these technologies without additional
burden. First, we need to work with the avail-
ability of a technology in a particular geographi-
cal region. Second, customers should not have to
change the technology they currently use. For
example, a user might be a Global Standard for
Mobile Communications (GSM) subscriber, in
which case the GSM handset should plug into the
user’s car to enable communication through the
GSM network. To provide connectivity anywhere
and to account for the coverage of different tech-
nologies, one wireless network should be able to
hand off to another. We cannot expect a customer
to have the technical understanding to manage
the handoff, nor can we expect a driver to have
the time or attention to deal with such details.
Furthermore, a constant identity needs to be
maintained. Therefore, the necessary handoff
among various wireless networks must be seam-
less and transparent.

Service

Wireless

Figure 2. A typical Mobile IP communication network has a virtual home address.
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Figure 3. The basic Mobile IP architecture seamlessly hands off among interfaces.

We omit performance as a basic requirement of the
communication layer. Although we want as much net-
working performance as possible, our ability to pro-
vide this in the communication layer is limited by
available technologies and wireless service providers.
So we try to provide an architecture that supports as
many existing or emerging wireless technologies as
possible, but we cannot dictate the performance of
those wireless channels directly. Therefore, the appli-
cation design should adapt to the communication
layer’s capabilities rather than the other way around.
Of course, we will try to improve the networking per-
formance as much as possible in our capacity.

Basic communication architecture. With augmented
handoff support, the Mobile IP’s capability of main-
taining the same identity over various network access
points provides a natural solution.:2Mobile IP supports

Janu

ary 1998




Services for an
Internet car are

bidirectional. In the

more common
services, the car

acts as aclient and

the service
infrastructure
supports such
services.

a seamless handoff among multiple wireless
interfaces in a manner that is transparent to the
higher layers.

Figures 2 and 3 show the workings of the pro-
posed Mobile IP. As Figure 2 shows, the vehicle
has a virtual home IP address. Any service
provider or corresponding host would always
see the vehicle at that IP address, which is con-
nected to the Internet at large via a home agent.

The vehicle connects through a particular
wireless network and an Internet service
provider (ISP) and uses an IP address issued by
the ISP. The vehicle registers its current address
with a stationary host known as its home agent.
In communicating with a service provider, the
incoming IP traffic from the service provider
would be intercepted by the home agent and
forwarded to the current address of the vehicle.
Likewise, all traffic to the service provider would be
sent to the home agent before being forwarded to the
service provider.

In the event of a handoff from one wireless network
or ISP to another, the actual IP address of the vehicle
changes. Such a change would be reported to the home
agent, and all subsequent IP traffic would be routed to
the vehicle at the new address. None of these activities
is visible from the applications that use the commu-
nication layer.

Communication performance. Two issues affect per-
formance in this environment: TCP performance over
wireless links and the handoff from one wireless net-
work provider to another.

TCP2 was designed to work for the wire-line-based
Internet, which rarely creates errors in the transmission
of IP packets. In such an environment, TCP assumes
that failure to receive a packet results from congestion.
In the event of a packet loss, TCP slows and sends fewer
packets to lessen the congestion. Such an algorithm
works well in the wire-line network, but not so well over
the wireless link. However, when a TCP connection
includes a wireless link, packet loss is far more likely to
be caused by errors in a wireless channel. Consequently,
TCP data should be sent faster, not slower.

The networking research community has done much
to improve performance over lossy wireless links. In
general, the proposed solutions fall into three groups:

< Anend-to-end connection is intended to improve
TCP performance relative to that of wireless com-
munication.

« A split TCP connection divides a TCP connec-
tion into two end-to-end parts.

e The reliable link layer has some knowledge of the
TCPA

The end-to-end and link-layer solutions work com-
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paratively well. However, any end-to-end solution
requires changes at the TCP layers of both the sender
and the receiver. All servers on the Internet that our
customers might contact cannot be expected to
upgrade their TCP software, leaving the link-layer
solution as the most feasible measure for improving
TCP performance.

One link-layer solution employs a snooping agent.®
A snooping-agent observes and caches the TCP pack-
ets going out to the mobile host on the wireless link.
When the agent senses that some packets are lost (by
monitoring the acknowledgment packets coming back
from the mobile host), it retransmits the cached TCP
packets. In this way, the snooping agent effectively
prevents the effect of packet loss on the wireless link
from being propagated to the TCP sender and trig-
gering a TCP slowdown.

The snooping-agent method works well in a wire-
less local area network (LAN), in which the snooping
agent sits in the wireless base station. For wireless wide
area networks (WANSs), the snooping agent must be
placed a little further away from the wireless link. The
logical location would be that of the home agent
through which all traffic goes. Our research will focus
on the snooping agent’s impact on performance rela-
tive to its distance from the vehicle.

The issues concerning handoffs and their effect on
communication performance are twofold. First, hand-
offs exist among cells in a wireless network infra-
structure. Although transparent to the mobile host,
the handoff’s impact on the communication layer per-
formance is unclear. Second, the handoff from one
wireless network provider to another has a much
larger effect. During the change of an actual IP
address, the registering of the change to the home
agent, and finally the rerouting of traffic to reflect the
change, some IP packets might be lost.

The impact of such a handoff could be lessened by
holding onto the existing wireless connection and
simultaneously routing the same packets to the new
address as well as the existing one. With the new con-
nection fully operational, the previous connection
closes. The vehicle has the advantage of knowing
where it is and where it is going to be and at what
time.

Combining such information with the knowledge of
where the coverage of a wireless network begins and
ends, a new connection can be preestablished before
the current connection runs out of coverage. Such infor-
mation might be cached by the vehicle through the
experience of driving in a familiar region, for example,
a daily commute from home to work, or it could be
provided by service providers that measure and collect
the coverage of various wireless data networks.

In-car network. Most of the automotive industry
supports some types of bus architectures for control
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and data transmission. A bus system with bandwidth
large enough to support multiple video and audio
channels is heeded to support the Internet-based mul-
timedia information in the car. The Universal Serial
Bus (USB), the IEEE 1394 standard Firewire, or the
Intelligent Transportation System Data Bus (IDB-I and
IDB-I1) could be considered for such a task.

Multiple inputs and outputs—such as screens, con-
trol units, and audio channels—must be available for
use by all occupants in a car without any interference
with each other. This flexibility is relatively easily
achieved for screens and control units, but it is harder
to separate audio sources without using headphones.

Merging the in-car network with Internet commu-
nication services will provide an integrated internal
and external environment for the occupants. A mul-
timedia infrastructure in a vehicular environment chal-
lenges the design. The storage media is an essential
component of an Internet information-based multi-
media environment in a car. At a basic level, the media
might be just a cache or simply a readable media such
as the minidisc or digital video disc, but the ultimate
solution will be a hard-disk-like unit for storing large
amounts of data that can be dynamically changed.

Docking of personal devices has wide acceptance
in the personal computing arena. People will likely use
devices such as smart phones, smart cards, and per-
sonal digital assistants (PDASs) to integrate with the
car’s multimedia system. These devices might also be
a means through which to exchange personal infor-
mation between the occupants and the car for seat
adjustment, climate, and computer interface.

Service infrastructure

Services for an Internet car are bidirectional. In the
more common services, the car acts as a client and the
service infrastructure supports such services.

Service infrastructure functions. The service infra-

Figure 4. The service

architecture design
Service register contains these high-
and locator level components.

Service information
registration and update

Service
provider

Service
proxy

structure has four main functions: It must search for
service providers, manage the user profile, deliver the
service, and use the service. Here we will not discuss
issues like billing and so on.

A location-indexed database is necessary if the car
occupants are to easily search geographical location-
based services. The database must contain things like
service providers, Web pages, and other information,
indexed by the relevant geographical area. The vehi-
cle’s location determines the scope of the search.

A service profile specifies what and how services
will be delivered to the customers in an Internet car.
The service infrastructure provides storage and man-
agement of a customer’s service profile.

After selecting a service provider, the communica-
tion layer offers data transport functions. However, the
ability of the devices in the car to use the service con-
tent must be determined. For example, large images of
a Web page cannot be displayed on a tiny PDA screen.
Service delivery also needs to adapt to wireless link
capabilities. A service proxy works well in such a situ-
ation.® By doing data transformation at the well-con-
nected side of the Internet, the data load can be reduced
and something easy to present can be created. By sym-
metry, a car-side proxy for the vehicle must act as a
server in certain applications like remote diagnostics.”

The need to support ad hoc service types and service
providers means that we need to support automated
downloading, installation, and update of client soft-
ware for future, unknown services.

Service architecture design. Figure 4 diagrams the
high-level components in the service architecture.® The
service register and locator is essentially the location-
indexed database. This database accepts and responds
to queries from the vehicle for services and service
providers. Once a customer finds a service provider,
services can be requested and transactions begun. Such
service transactions might go through a proxy.
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Figure 5. The front
multimedia zone of
the Internet car is
accessible to both the
driver and the naviga-
tor.

Figure 6. The rear
passengers have
access to multimedia
units that contain
screens, channel
selectors for games, a
computer, navigation
tools, infrared trans-
ceivers, and audio
outlets.

Placement of the user profile and determination of the
component responsible for the profile management
must be determined. This is essentially the issue of
how to distribute the intelligence in the system.

User interface design

There is no precedent for the user interface of a Web
car. Obviously, there are safety issues involved in the
placement of screens, hand control units, hands-free
phones, and buttons.

User interfaces can range from a simple one-touch
operation to a fully interactive audio and video expe-
rience. Clearly, the driver, navigator, and passengers
have differing circumstances when the vehicle is parked
or in motion. A taxonomy of the driver, navigator, and
passengers with different human interface needs is a
good starting point to understand the basic differences
in the design of interfaces for these positions.®

Drivers might find a primarily speech-driven inter-
face most suitable, whereas passengers and navigators
can use a richer and more interactive interface. We
expect that a conversational, dialogue-based speech
system will be used in the future.

Large speech-recognition systems, especially those
that support natural-language processing, are expen-
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sive and difficult to support in cars. Therefore, a net-
work-based solution makes sense. Such a solution is
well suited to a dynamic, on-the-fly vocabulary, and
conversational natural-language processing approach,
and it is cheaper to maintain and upgrade. A hybrid
between in-car recognition for the car controls and a
network-based approach for external information-
based services would be ideal.

The type of user interface chosen will be closely tied
with the nature and type of services that can be deliv-
ered to drivers and passengers. Mobility is no longer
only driving the car but incorporates also the states of
being at home, in the garage, on the road, and at the
destination. A driver’s safety depends on the state of
mobility, the time available, and the driver’s goals. We
intend to define a metric on the basis of the relation-
ship between these four human factors and the ser-
vices that can be delivered to car drivers and
passengers.® This metric will be used to define user
interfaces that are safe and match the measures used
by Mercedes-Benz, the Society of Automotive
Engineers, or similar established safety standards. See
Figures 5 and 6.

The presentation and user interface architecture
shown in Figure 7 assumes that content providers sup-
ply the data and the semantics to describe the archi-
tecture’s structure. The presenter uses this information
along with the user input and status information (vehi-
cle speed, user being the driver or passenger) to render
and deliver content to appropriate output devices.

CONCEPT DEMONSTRATION

In the first implementation of the Internet-on-wheels
concept car,'® we designed multimedia units for two
different zones (drivers and passengers) with the user
interfaces as shown in Figures 5 and 6. Each of these
has a color screen, channel select buttons, an infrared
transceiver to support handheld devices, and an audio
outlet.

Access to applications differs in these two zones.
The driver and the navigator have access to a single
multimedia unit in the front (Figure 5), and the pas-
sengers in the back seat have access to individual mul-
timedia units (Figure 6). The demonstrative
applications in the front zone access information
related to traffic and navigation. In the rear zone,
access expands to include navigation tools, office
applications, interactive games, and infotainment.

Drivers can access voice-mail, e-mail, and travel-
related information such as restaurant guides and
movie theater locations. By integrating the GPS and
mapping technologies, the Internet car becomes loca-
tion-aware, which allows for a new class of services
that go well beyond classical navigation. The driver
will have access to these services in a hands-free, eyes-
free manner through voice commands and speech
technology. In addition, the armrest in the driver’s
zone has a slot for a personal device to enable the dri-
ver to bring in personal preferences.

Passengers can access richer interactive applications
such as onboard or Internet games, audio-on-demand,
and the Web. They can access information about cities
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and historical places during a drive as they pass them.
Passengers can also enjoy an enhanced multimedia
environment for navigation, stereo, or streaming
audio and video. The built-in infrared transceivers will
allow PDAs, handheld PCs (HPCs), and smart phones
to interact with the systems in the car and the Internet.
For these new services, user interfaces will allow easy
and safe handling of the interactive media.

For the customer assistance centers that currently
rely on telephony-based service, the Internet car pro-
vides an expanded datacentric multimedia environ-
ment to deliver new services, including operator’s help
manuals, intelligent roadside travel assistance, and

remote diagnostics.
I nity intends to stimulate research and industry
to build an infrastructure that will lead to bet-
ter traffic and transit resource management and
enhanced safety. From the perspectives of cost and
reusability, a single infrastructure must provide most
of the functionality as opposed to a separate infra-
structure for each service. The Internet has the poten-
tial to be such an infrastructure. The car acts essentially
as a probe in this model, collecting and sending data to
service centers, which in future navigation systems will
be used to build dynamic real-time traffic models for
on-demand route guidance for individual vehicles.
The spectrum of service possibilities ranges from a
highly integrated, PC-like environment to a fully
autonomous network computer-like system. A safe
and convenient human interface design will leverage
the vast pool of potential services from the Internet
for drivers and passengers.

he intelligent transportation systems commu-

" Alphanumeric device

Our research aims to investigate and prototype
future Internet-based services for cars. By grounding
the concept and architecture of information technol-
ogy for a car around the Internet and open standards,
the Internet car can take full advantage of the tidal
wave of Internet-based services, technologies, and
devices for many years to come. %
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