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SYSTEM AND METHOD FOR VERY FAST IP
PACKET FILTERING

CROSS REFERENCE TO RELATED
APPLICATIONS

U.S. patent application Ser. No. 09/135,148, filed Aug. 17,
1998, entitled “SYSTEM AND METHOD FOR IP NET-
WORK ADDRESS TRANSLATION AND IP FILTERING
WITH DYNAMIC ADDRESS RESOLUTION”, assignee
docket number EN998067, filed concurrently herewith is
assigned to the same assignee hereof and contains subject
matter related, in certain respect, to the subject matter of the
present application. The above-identified patent application
is incorporated herein by reference.

BACKGROUND OF THE INVENTION

1. Technical Field of the Invention

This invention pertains to IP packet filtering. More
specifically, it relates to a use of small, optimized sequences
of binary 6-tuples representing filter rules to achieve very
fast IP packet filtering.

2. Background Art

Internet protocol (IP) network address translation (NAT)
and IP filtering are functions which provide firewall-type
capability to an Internet gateway system. In one specific
system, this is accomplished by providing means for the
system administrator to specify specific NAT and filtering
rules via an operational navigator graphical user interface
(GUD).

IP packet filtering is the process of checking each Internet
protocol (IP) packet that is going to be sent from or has just
arrived at a gateway system, or node, in a communications
network, and based upon that check of making a decision.
The decision is (typically, and insofar as it relates to the
preferred embodiment of this invention) whether the packet
should be discarded or allowed to continue. These are
termed the ‘deny’ and ‘permit” actions. IP filtering is widely
used in Internet firewall systems, by independent service
providers (ISPs) and organizations connected to the Internet.

Filter rules are most commonly an ordered list of rules,
processed sequentially from top to bottom (order is specified
by the system administrator). Each rule permits a certain
kind of IP traffic. Processing for an IP packet continues until
the packet is permitted, explicitly denied, or there are no
more rules, in which case it is denied. Usually a number of
filter rules must be written for each protocol to be permitted.

It is important the IP filtering actions be particularly
efficient and very fast because of the huge volume of IP
packets a typical gateway system will handle each day, and
because of the fairly large number of filter rules that might
have to be processed for each IP packet. Typically, each IP
packet that flows through the system must be processed by
all the filter rules. A moderately busy system can easily be
expected to process 10**6 packets per day. Hence, any
unnecessary overhead might cause throughput problems.

It is an object of the invention to provide an improved IP
packet filtering system and method.

It is a further object of the invention to provide a very fast
IP packet filtering system and method.

SUMMARY OF THE INVENTION

In accordance with the invention, a system and method for
filtering IP packets received from a caller at the physical
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is accomplished by processing FILTER rule statements
entered by a user in a rules file to generate 6-tuple filtering
rules, each of the 6-tuple filtering rules including an operator
index; resolving relative and symbolic indexes in these
6-tuples filtering rules to form resolved filtering rules and
loading the resolved filtering rules to the operating system
kernel; and interpreting the resolved filtering rules for each
IP packet received at the physical interface.

Other features and advantages of this invention will
become apparent from the following detailed description of
the presently preferred embodiment of the invention, taken
in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates the data flow of a preferred embodiment
of the invention.

FIG. 2 illustrates an example set of IP filter rules.

FIG. 3 illustrates the format of a 6-tuple in accordance
with the preferred embodiment of the invention.

FIG. 4 illustrates the logical structure of 6-tuples, for the
example set of FIG. 2, following the load and resolution step
of FIG. 1 in accordance with the preferred embodiment of
the invention.

BEST MODE FOR CARRYING OUT THE
INVENTION

The problem solved by this invention is: how to generate
filtering code that executes in the operating system (OS)
kernel from customer-entered rules, that will function cor-
rectly and perform very well.

Referring to FIG. 1, the key elements of the invention and
the logical relationships and data flow among them, are
illustrated.

This invention is concerned with the translation of FIL-
TER statements 100 to a 6-tuple representation 124, and the
interpretation 126 of the 6-tuples 124 as IP datagrams flow
through the OS kernel 120. FILTER (and other rule) state-
ments 100 are processed by rule compiler 102. An output of
a first invocation 104 of the rule compiler 102 is two sets of
files, s-rule files 106 and i-rule files 108. These files 106, 108
contain the binary form of the rules in image format (in
i-rule files 108) or retain some symbolic information (in
s-rule files 106). An ‘i’ or ‘s’ rule file 106, 108 is generated
for each physical interface for which there are rules. Later,
when the interface is started in response to start TCP
interface (STRTCPIFC) command processing 110, a second
invocation 114 of rule compiler 102 completes resolution of
s-rule files 106. As is represented by step 122, the resolved
rules are loaded to OS kernel 120 in the form of 6-tuples. A
key part of loading in the kernel is to resolve the various
relative and symbolic addresses in 6-tuples to absolute
addresses. Thereupon, 6-tuples 124 are ready to be used by
filter interpreter 126 as IP datagrams enter and leave the
system via device drivers 130 to input/output processor
(IOP), not shown. In a specific embodiment, IOPs provide
the actual physical interface to a system, and a network cable
of some type plugs into an IOP. Each IOP is represented
within the OS kernel by a physical interface control block.
Filter interpreter 126 communicates with such IOPs through
device driver code 130 residing within kernel 120. Transport
protocols 128 (such as TCP, UDP) are accessed by filter
interpreter 126 is processing 6-tuples 124.

Both image rules (irules) 108 and symbolic rules (srules)

106 are in 6-tuple form, which is the output of rule compiler
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