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RELATED APPLICATTIONS

This applicalion is a continvalion of application Ser, No.
08/594,983 filed Jan. 31, 1996, aow U.S. Pal. No. 5,748,740,
and claims 1he benefil of U.S. Provisione] Applicstion No.
60/004,510, filed Sep. 29, 1995.

The [ollowing applicalions of commen assigace contain
related subjcct malier and are hereby incorporated by ref-
creonce:

Ser. No.: 08/595,014, filed Jam. 31, 1996, calitled
METHOD, APPARATUS, AND SYSTEM FOR TRANS-
FERRING UNITS OF VALUE, now U.S. Pal. No. 5,805,
702

Ser. No.: 08/594,975, filed Jan. 31, 1996, ealilled
TRANSFER OF VALUABLE INFORMATION
BETWEEN A SECURE MODULE AND ANOTHER
MODULE, gow pending.

BACKGROUND OF THE (NVENTION

1. Jechnice] Field of the lnvention

The present invention relales 10 a method, apparatus and
fiimwarc uscd for secure traasactions. In padicular, in an
ckelrozic module bascd system, the module can be conlig-
urcd to provids at Jeasl secure dala tcansfuss, digital sigoa-
tures or 10 aulhorize monetary ransaclions.

2. Description of Relaled Arl

Presently, credil cards that bave a magnetic sirip associ-
aled with them, arc a pieferied mopslaty transaclion
medium in the markel place. A card user can lake the card
lo an automalic cash machiae, a local storc or a bank and
make monclary Iransactions. 1n many ioslances 1he card is
used via a Ielcphone inlerface to make monetary exchanges.
The magoetic strip card 1sused 10 help identify the card and
user of lhe card, The caid provides a relatively low level of
secunty for the transfer. Regardless, ihe card enables a card
holder % buy praoducts, pay debls and make moostary
exchanges helween separate bank accounts.

lmpiovements bave beea made lo the magnelic strip card.
‘There bave been cards crealed with micrecircuits instead of
maguetic strips. In general the microcircuil, Like a magnelic
sirip, is nsed 1o cnable a card-reader w0 perfonm a Wansactioa

SUMMARY OF THE INVENTION

Thy prescal invealion is an apparalus, system and method
for communicalting encypied inlormation between a pref-
crably porlable module and a sesvice provider’s equipment.
The iovcotion compriscs a module, thal has a unique
ideatificalicn, ihal is capable of crealing a random aumber,
for example, a SALT, and passing the random number, along
with, fisr example, a request te exchiange money, lo a setvice
provider’s equipment. The service provider’s equipmeat
may in return encrypl the randomn number with a privaie or
public ey (dcpending on the type of transaction), along wilh
olher informaticn apd pass the cociypled information back
to the module as a signed cerlificalec. The module, upon
reeciving the signed corlilicate, will decaypt the certifcale
with a public or private key (depending on the type of
transaction) and compare the decrypled number with the
original candom oumber. Fuitbermere, if the aumbers are the
same Iben the transaction that was requesicd may be deemed
secure and thereby proceeds, The module is capable of time
slampiog and sioriog in memory informalion about the
transaction for later cevicw.
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BRIEF DESCRIPTION OF THE DRAWINGS

A more complete undcrstandiog of the method and appa-
ratus of the present invention may be had by wt’urcuge 1o the
following Delailed Description when laken in comjunclion
with the seceowpanying Drawings wherein:

FIG. 1 is a block diagram of an embodimeni of a module;

FIG. 2 is an exemplary process for creating a iransaclion
group;

FIG. 3 is an excmplary lechnique for receiving an E-mail
message;

FIG. 4 is an exemplary technique for prepariog a modile
for notary funxdions;

FIG. S is an exemplary Icchmique for using the modile as
a nolary;

FIG. 6 is an excmplary lechaique for preparing a module
to perform a moacey transaction;

FIG. 7 is an exemplaly lechmque for performing a money
transaction using a module;

FIG. Bis 2n exemplaty lechnique for performing a money
transuclion using a module;

FIG. 9 is an cxemplary technique for performing a moncy
transaclion uswog a modulc;

FIG. 10 isan ¢ plary
a nciwork;

FIG. 11 is an exemplaty oanization of the software and
firmware within a module; and

FIG. 12 is an exemplary configuration of software and
firmwace within 2 module.

DETAILED DESCRIFPNON OF A PRESENITY
PREFERRED EXEMPLARY EMBODIMENT

FIG. 1 depicis a block diagram of an excamplary module
10 1hat incorporales ao excmplary embodimeat of the
prescal invention. The module circuitry can be a single
inlegrated citcuil. 11 is uoderstond thal Ihe module 10 could
also be ca mulliple integrated or descrete clement CWcVits
combined together. The modvlc 10 comprises a micropro-
cessor 12, a rcal lime clock 14, conmol circuivy 16, a math
coptocessor 18, memory circuilry 20, input/outpul circuitry
26, and an caergy circuil,

The module 10 could be made small encugh 10 be
incorparated inlo a varicty of objects including, bul aol
limited 10 a 10ken, a catd, a ting, a compuler, a wallct, a key
fob, badge, jewely, stamp, ot praclically 2oy objcel 1hat can
be graspwl) and/or articulatcd by a uscr of the objcel.

The microprocessor 12 is preferably an 8-bil
microprocessar, but could be 16. 32, 64 or any operable
nuaber of bits. The clock 14 provides limiog for the module
circuilly. There can also be scparale clock circuitty 14 1hal
provides a continuously ruaning real time clock.

The math coprocessor citcuitiy 18 is designed and used to
handle very large numbers. ln particular, the coprocessor
will handle e complex mathematics of RSA cncryplion aod
decrypiion.

The memory crcuilry 20 may eontain both read-oaly-
memory and oomn-volalile random.access-memory.
Furthermore, onc of ordinary skill in the art would under-
stand thal volatile memory, EPROM, SRAM and a variety of
other types of memony circuilry could be used to creale an
cquivalenl devioc.

Coalrol ciccuilry 16 provides timang, laiching and various
necesary conirol functions for the calire circuil.

An ioput/output circuit 26 coables bidirectional commu-
nication with the module 10. The input/outpul circuitry 26

hnique for passing data aver
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preferably comprises at least an output buffer 28 aod an
input bufler. For communication via a onc.wirc bas, once
wirc inlerfece cauitty 32 can be included with the iaput/
oulpul circuitry 26.

An enefBY circvit 34 may be oecessary to maintaio the
memoty circuitry 20 andior aid in poweiing the other
circvitry in the module 10. The eneigy circuit 34 could
consist of a batlcry, capacitor, R/C circuit, phosovuliaic cell,
or any other equivaleat energy producing carcuil or meauns.

"The irmwarc architcctuic of a prefered cmbodiment of a
secure transaction module and a series of sample applica-
tions using tbe module 10 willi now be discussed. These
examples ase intended 10 illistrate a preferced feature set of
the module 10 and 10 explain the services that the module
offers. These applications by ne means 1im1 the capabilities
of the invenlion, but inskcad bring %o light a sampling of its
capabilities.

[. OVERVIEW OF THE PREFERRED MODUL.&
AND [1S ¥IRMWARE DESIGN

‘The modulc 10 preferably contains a general-purpose,
8051-compatiblc miczo controller 12 or a reasonably similar
produci, a coatinuously running real-lime clock 14, a high-
speed modular exponentiation accelerator for large integers
{math coprocessar) 18, input and output bufiis 28, 30 with
a onc-wire interface 32 for scadiny and 1cceiving data, 32
Kbytes of ROM memory 22 with preprogrammed firmware,
8 Kbytes of NVRAM (non-volalile RAM) 24 for siorage of
critical data, and control ciccuitey 16 that enables the micto
coatroller 12 10 be powered up 1o interpret and act on the
data placed in an input circauitty 26. The module 10 draws
it operaling power from the one-wire line. The micro
cootroller 12, clock 14, memory 20, buffers 28, 3%, one-wire
froni-ead 32, modular expoaenliation accelerator 18, and
ocaptrol circuitty 16 are preferably istegrated on a single
silicon cbip and packaged in a stainless sieel microcan using
packaging tcchaiques which make it virually impossible to
probe tbe data in the NVRAM 24 without destroying the
data lnitially, most of the NVRAM 24 is avalable for usc
10 suppost applications such as those described below. One
of ordinary skill will understand that there are many com-
parable variatioss of the module design. For example,
volatile memory can be used, or an interfoce other than a
oac-wire could be used. The silicon chip can be paclmged in
credit cards. rings eic.

‘The module 10 is prelerably intended to be used first by
a Service Provider wbo Joads the module 10 with data ta
enable it to perform uselvl functions, and second by an End
Ussr who issues commands to the module 10 to perform
operations on behalf of the Service Provider for the benefit
of thc End User. For this reasen, thc module 10 offers
fuactions 1o support the Service Provider in selting up the
module for an intended application. 1t alsa offers functions
1o allow the End User to invoke the scivices offered by the
Service Provider.

Each Scrvice Provider can rescrve @ block of NVRAM
memory to support its scrvices by crcating a transaction
group 40 (refer tv FIGS. 11 and 12). A transaction group 40
is simply a set of objects 42 hai ar: definud by the Service
Provider. ‘Ihese objects 42 include both data objects
(encryption keys, (ransaction <ouats, reeocy amounts, date/
lime stamps, ct<.) and transaclion scvipls 44 which specify
bow 1o combine tbe data objects in useful ways. Eacb
Service Provider creates his own transaction group 40,
which is indepeodent of every olher tramsaction group 40.
Hcacc, multiple Service Providers can offer different ser-
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vices in Lhe same module 10. 'The pumbcer of independent
Service Providers that can be suppocted depends on the
number aod coraplexity of e objects 42 de fived in cach
tragsactica group 40. Examples of some of the objects 42
that can be defined within a transactioo group 40 are tbe
folowing:

RSA Moduhs Clock Olfser

R3A Expaocal Rasdom SALT
Traneaclaoa SPL Coafiguntion Data
Tramadioa Caruler tnput Data

Monoy Regiater Oulput Data
Desuvusior

Within each transaction group 40 tbe module 10 will
initially accepl cemain commauds which bave an irreversible
effect. Once any of these irreversible commaands are
execuled in a transaclion group 40, they remain in ¢ffect
until the end of the moduie’s usefu] life or until the trans-
action group 40, to whicb it applies, is deleted [rom the
module 10, In addition, there are certain commands which
bave an irreversible ¢ffect until tbe cod of the module's life
or until a master erase command is issued 10 erase the entire
contens of the module 10. These commands will be dis-
cusaed furtber below. ‘These commands are essential 10 give
the Sesvice Provider the necessary cvntrol over the opcra-
tions that can be performed by the End User. Examples of
some of o ivcversible commands ase:

Privslize Object
Lock Treamaioo Group

Lock Object
Lock Micco-ls-A-Can ™

Since much of the moduie’s utility ceniets oa its ability to
kecp a sacret, the Privalise command is a very important
iireversible command.

Qace tbe moduie 10, as a whole, 18 locked, Ihe remaining
NVRAM memory 24 is allocaied for a circular bufler for
bolding an audit trail of previous transactions. Each of tbe
transaclioas are ideotified by the oumber of the iransaction
gioup, the of the tr ion script 40 within the
specified group, and the dat¢/time stamp,

The fundamental concept implcmented by the firmware is
tbathc Servics Peovider can store transaction scripts 44 in
a transaclion group 40 to perform only those opcrations
among objects that he wishes the End User ta be able to
perfonin The Seevice Provider can also store and piivatise
RSA key or keys (eacryption keys) that allow the module 10
1o “sign™ traasactions on bebalf of the Service Provider,
thereby puaraniceing their authenticity. By privatizing and/
or Jocking one or more objects 42 in the transaction gioup
40, the Seivice Provider maintains control over what the
module 10 is allowed 10 do on his behalf. The End User
cannot add oew transaclion scripts 44 and is therefore
limitcd (0 the operations on objects 42 that can be perfosmed
with the transaction scripis 44 programmed by the Service
Provider.

1l. USAGE MODELS OF THE MODULE

‘This section prescas a series of practical applications of
the module 10, rangiog from thbe simplest to thc most
complex. Each of tbese applications is described in eacugh
detail 10 make it clear why the module 10 is 1be central
enabling \echoology for that applicasion.
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A. Background of Secure E-Mail

[o this seclion we provide ap cxample of how a module 10
could be used w allow anyone 1o receive his or ber owo
c.mail secusely a1 any localion.

1. Siandard E-Mail

In a staodard e-mail system, a user's compuler is con-
necked to a provider of Jolcroc scoviecs, and the user’s
compuler provides an c-mail password when polling the
provider’s computer for new madl. ‘The mail resides on the
provider's computer in plain lext form, where it can be read
by anyone workiag there. In addition, while traveling (rom
its source, the mail passes through many computers and was
also exposed al these locations. !f the user receives his mail
from his provider over a local arca nctwork, aoyone clsc on
the same nelwork can caplure aod read the mail. Finally,
wilh many ¢-mail systems that 4o ool requite (be user to
coter the password, anyone silting at the user’s computer can
retiteve and read his mail, siace bis computer automitically
provides ik password whea it polls the provider’s com-
puter.

[1 i3 requently also pussible to copy the password from a
conliguration fil in the user's computer and uss it to read his
mail from a different computes. As a resull of this broad
distribution of the e-mail i plain tvxt form and the weakness
of password protection, standard e-mail is regarded as very
insecure.

To counlcr this problem, the sccurity sysiem known as
P.G.B. {Pretty Goad Privacy) was devised. To use PGP, 2
uscr gencrales a complcte RSA key set consaining both a
public and private componeal. He mekes bis public key
widely available by putting it in the sigoature block of all bis
c-mail mcssages and arranging to have il posted in publicty
acoessible diccctories of P.G.P. public keys. He stores his
privaie key on his owu personal computer, perbaps in a
password-protecied form, Wben someone wishes to send
privale c-mail le this user, he generales a random JDEA
cociyption key and enciypls the cotire arcssage with the
IDEA cocryplion algmitbm. He ibeq egcrypts the IDEA key
itself using the public by provided by the intended rocipi-
cnl. He e-mails both the moessage enarypied with IDEA and
the IDEA key encrypled wilh the user’s public key to the
uscr. No ooc that sces this transmission can read it except the
intended recipient because the message is encrypled with
IDEA «nd the [DEA key is cocrypled with the intcoded
recipient’s public key. The 1ecipicot’s computer contains the
corresponding privale key, and hence can deccypt the IDEA
key and usc the deczypted IDEA key to deciypt 1he message.
This provides sscurily from tbose who might tiy to read 1he
uscr’s mail remotuly, but it is jess effective when the vser's
compuler is acceasible 10 othersb the & itself,
contaigs 1he private key. Evea if tbe private key is password
proiecied, il is oftcn casy 1o guess the user’s password or
cavesdrop on him when he eoters i, so the user’s computer
provides litlle sccurity. Io addition, the user can receive
sccure e-mail only at bis owa computer because bis privale
key isstored in thal computer and is not available elsewhere.
‘Therefore. the weakness of P.G P is thal it is tied strongly lo
the user's compuler where he privaic key resides.

2. Module Praecaad E-Mail

With the exemplary module 10 being uscd ro protect
e-mail, a user could have his c-mail forwarded {0 him
wherever lie goes witboul fear that it would be read by others
or (hat bis PC would be the weak link that compromises the
security of his mail. The module protecled e-mail system is
similar (o the P.G.P. system, cxccpt tbal the privaic key used
for deciypling (be IDEA key is stored in a privatized object
1 a (rapsaction group of the module 10 instcad of in a PC.
‘The module protecied ¢-mail syslem operales as follows:
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a. Refeming 1o FIGS. 3, 11 and 12, the wser creates a
Iransaction group 40, S, generates an RSA key sct S2 and
loads it into thrce objecls 42 of the traasaction group 40 (one
RSA modulus object, N, and two RSA expooent objeuts, B
and D). He (ben privalizes the decryplion cxpooent S3, D.
Finally, he creates a transaclion script 44, S4 1o take dala
placed in the inpul data object, coypt it with the modulus
N and privaie expoocol D and place the reauk in the oulpul
data object. He locks the group S5 o pecveot any additional
transaction scnipts 44 from boing added. He “forgets” tho
value of D and publishes the values of E and N io public
directories and in tbe sigoaturc blocks of bis ¢-mail mes-
sages. Since he has forgotten D and since the D <xportot
object kas beca privatized, therc is ao way that anyoow will
ever find out the value of D,

4. Refenring to FIG. 3, 1o acnd securc ¢-mail to 1he user,
tbe P.G.P. system is used. Whea (he user ceceives the sccore
c-mail Al, be traosamits the cactypted IDEA key ink the
iopul data objedt of the transactioo group 40, A2 and theo
calls the trapsaction script 44 to decrypi this key A and
place the deciypicd result in the output data object A4. He
then reads the decrypted [DEA key from the output data
objecl and uses it to decrypt his mail AS. Note that it is now
impossible for anyone, includiog the user, (o read any new
mail withou! having physical posseasion of the module 10.
‘Theee is therefore no way thal a user’s mail can be read
witboal his knowledge, because the module 10 must be
physically preseol on tbe computer where tbe mail is read.
The user cap cairy his module 10 wherever be goes and vsc
it to read bis forwarded mai) anywheze. His home computer
is ot the weak peint in tbe sccurity system.

Securee-mail, as desanbed above, is the simplest possible
module application, requitiog only one RSA key aod ooe
Irapsaction scripl 44. Il is uanecessary even lo store the
public key E in the module 10, but it is a good idea to do 50
because 1be public key is supposed to be publicly accessible.
By storiog E in an expooent object and ool privalizing that
objecy or the modulus object, N, the user insures thal the
publickey can always be read from tbe modulc 10. There are
00 Iransaction scripts 44 ibvolviog E becausc the module 10
will never be cequited o perform an encryption.

B. Digital Notary Servies

This seclion duscribes a preferred potary service usiog the
module 10.
1. Background of a Standard Notary Service

A cooventionsl Notary Service Pravider receives and
examines a document from an Eod Uscr 3ad theo supplics an
vocouslc e itable mark on 1be docuancot signifying that the
docum cat was presented 10 tbe notaty on a cenam date, etc.
Ooe application of such a potary service could be 1o record
disclosures of oew inventions so that the priority of the
iovention can later be establishcd in court if neccssary. In
this case, the mos: important scrvics provided by the ootary
is to ccrtify that the disclosure oxisted in the possession of
the inveator on a cerlain date. (The traditienal method for
establistiing priority is tbe use of a lab polcbook io which
invenlors and witnesses sign and date disclosures of sigaifi-
canl iovenuons.)
2. Electronic Notary Service Using The Module

A company, bereaftor referred to as the Service Provider,
decides to o inlo business to sapply a molary service
(sirictly, a priorily vetifivalion seevice) for ils cuslomers,
hereafler referred to as the End Users. The Service Provider
chooses 1o do this by usiog the module 10 as its “agents™ and
gives them the authority to autheoticate (date aod sign)
documents on his behall. The pecfcsred operation of this
system is as follows:
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a. Referring to FIGS. 4, 11 and 12, the Serviee Provider
creates a transaclion group 40 for pecfonning electrons'c
notary funcuoans ip a “rcgistered lot” of modules 10, Bl.

b. The Service Provider uses » secare computng facility
to geperate an RSA key set and program the set into every
module 10 as a set of three objects 42, a modulus object and
two exponent objects B2. The public part of the key set is
made koowo as widely as possiblc, and the privalc part is
forgoten completely by the Service Provider. The private
exponent object i privan'zed 10 prevent it from bewmg read
back from the modules 10.

¢. 'The Serviec Provider reads the rcal-time clock 14 from
each module 10 and creaks a clock ofieet object that
contains the difference between the reading of the real-time
clock 14 and some convenient reference time (e.g., 12:00
a.m. Jan. 1, 1970). The true time canther be obtained from
any module 10 by addiag the value of the clock offset object
to the real-lime clock B3.

d. The Service Provider creates a transaction sequence
counter objeet inilialized o zcrv B4,

< The Service Provider creales a Irapsaclion script 44
which appends the contents of the input data object to the
truc time (sum of real-1ime clock 14 and the value of the
clock offsct object) followed by the value of the transaction
counter followed by (be unique lascred registration number.
The transaction script 44 then specifies (bat all of this data
be enciypted with the private key and placed in the output
data object. The instructions to perforin this operation are
stored in the transaction group 40 as a traasaction script
object BS.

f. 'The Secvice Provider piivatizes any other objeclts 42
that it does not wish to make directly rcadable of writable
B6.

8. Tbe Scrvice Provider locks 1he transaction group 40,
preveon'og apy additional traasaction scipls 44 from being
added B7.

b. Refereing to FIG. 5, aow tbe Service Provides distnb-
utes the modules 10 paying customers (End Uscrs) 10 vsc for
nolary sesvices. an End User wishes to have a
document certified, tbe End User perfonns 1be Secuce Hash
Algoritbm (Spccificd in the Sccure Hash Standard, FIPS
Pub. 180) to eeduce the entire document to a 20 byte
message digest. The End User then transmits the 20 byte
message digest 1o the input dala object C1 and calls on the
traasaction scripl 44 10 bind the message diges! with the true
fime, trapsaction covater, anxi uniyue laseced serial oumber
and (o sign the resulting packet with the privawe key C2.

i. The End User checks the certificate by decrypting it
with the public kcy and checking the message digest, true
time stamp, etc. 1o make sure they are corect @8. The End
User then stores (bis digital eer.ificate along wilh the origi-
nal copy of the document in digital form 4. The Service
Provider will attest to the authent'icity of the certficaics
produeced by s modules.

- After a period of time specified by the Service Provider,
the user returns his module 10, pays a icc, acd gets & new
modulc containing a ncw privatc key. The old modules can
be recycled by erasing the entirc transaclion group and
reprogramming them. The Seivice Provider maintains an
archive of all 1he public keys it bas ever used s that it can
festify as oceded to 1he authenticity of old ezctificates.

C. Digital Cash Dispenser

This exemplary usage mode) focuses on the module 10 as
a cash ceservoir from which paymcnts can be made for
g00ds or services. (1o simplify 1he discussioe, the subject of
rehlling the module 10 with casb is pastponed uatil later). In
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this case the Seivice Provider is a bank or other financial
institulion, tbe Ead User is (be bank’s customer who wiskes
(o use the module 10 10 make purchases, and the Mcrchant
is the provider of 1be purchaseu goods or services. The rokcs
of the Service Pruvider, the Merchaat, aod sbe Eod User in
these tcaasactions are explaiaed in delail below.

The fundameotsl concept of tbe digital cash purse as
implemented in (be module 10 is that the module 10 initially
confains a locked moocy object coplainiag a givea casb
value, and the module 10 can geeerate, on demand, ceri$-
cales which are essentially signed docu ments attesting to the
fact that e amount of money requesied was sublracted
from the vajue of the moacy object. These sigesd documcnts
arc cquivalenl to cash, sioct they attest 1o the Fact that the
internal money object was decrrased in value by an amount
corresponding to the valuc of the certificate. The mereham
can wedeem these certificates for cash by retuening them o
the Service Provider.

Whep dealing with digital certificates representing cash,
“rcplay” or duplicition is a fundamental problcm. Since
digital data can be copied and rutransmited eastly, it dilfers
from ordinary coins or paper money wbich ace dificult to
reproducs because of the special technology that is uscd in
their mapufacture. For thu's reason, the recxiver of the
payment must take special steps 10 insure that the digital
certificate he rece’ves is 1ot a repley of some previously
issued certificate. This problem can be solved by having the
paycc generate a random “SALT™, a challenge number, and
provide it lo the payer.

SALT is a metbod of preventing replay. A random pumber
is sent and used io a challenge/respoose mode. ‘fhe other
party is challcaged to retum the random nvmber as part of
their response.

The payer construcis » sigoed certificate which iacludes
both the money amount and the payee’s SALT. When tbe
payee receives this certificate, be dacrypts it with the public
ley, checks the mooey amounl, and thes coafirms that the
SALT is the same as the one he provided. By personalizing
the cenificate to the payee, the payer proves to the payee that
the certificate is not a duplicaic or teplay and is thercfore
autheou'c. This method cap be used regaidleas of whelber the
module 10 is the payer Of 1be payee.

Apotber problem that must be addressed is iirepudiability.
This means that noce of the parties 10 the transactior shovld
be able to argue that be did pot actually participate in tbe
transacti'on. The teansaction record (money certificate)
should contain elemeants 10 prove that each party (o the
transaction was 4 willing participant.

1. Background Conveational Cash Transactions

1o a conventiopal cash tragsection, the Ead User fitst
receives Federal Reserve Notes from a2 baok apnd the back
subtracis the cquivalent amount of moucy from the balance
in his account, The End Uscr can verify the suthenticity of
the Fedcral Reseeve Notes by means of the “public key”,
whicb includes:

a. Magaoetic ink altracted by a maguct,

b. Red and blue threads imbedded in the paper.

c. Microfine printiog sumounding the engraved porkeait.

d. Embedded sicipe printed with USA and denomination
of the note,

The “private key" to this system is the details of bow the
raw materiels for printing moncy are obtained and bow the
moocy is actually pnnted. This information is retained by
the govemment and oot revealed,

These notes are camed by tbe End Uset to the Merchaot,
where 1hey are excbanged for goods or services. The Mer-
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chant also uses the “public key” of the notes to verify that
they arc legitumanc.

Finally, the Merchant carries the noles lo a Baok, where
the “public key™ is again examined by the tellec. if the notes
arc lcgilimate, thc Merchant’s bank account balencc is
increased by tbe face value of the notes.

The end result of this transaclion is that the End User’s
bank balance is reduced, tbe Merchant’s bank balance is
incrcascd by the samc amount, the gaads or survices arc
wansfcired ffom the Merchant 1o |he End User, and the
Federal Rcscive Notes are ready to be reused for some other
transaclion.

2. Excmplaly Monctary Transactions Using The Module

Monetary tramsaclions using the module 10 and digital
certificales arv somewhal more complicaled because digital
data, unlike Fcderal Rescrve Notes, caa be copicd and
duplicated easily. Nevertheless, the use of “SALIs” and
Iransaclion squence oumbcrs can guarantee the autbenlicily
of digital certificates. (In the following diacussion, il is
assumed (Rat every party (o the tragsaction hasitsowo RSA
key sel with a privale key that i1 is able to keep secrel.)

a. Referring to FIG. 6, the Service Provider (bank) pre-
pares Ibe module 10 by creating a Iransaction group 40
sanlaining a money object representing the monelary value
storcd in the module 10. The Service Provider alse creates
a lransacton count object, a modulus object, and an cxpo-
nent object and stoes the provider’s private key in the
cxponent object D1, He privalizes the key so that it cannut
be rcad D2. Next, he stores a transaction sctipt 44 in the
traasaction group 40 to perfoum the monclay tramsactivn
and lechs the group so that oo furlbcr objock can be made
D3, D4. (The dem’ls of what this iransaction script does are
described furher below.) Finally, he publishes the corre-
sponding public kcy widcly so that anyonc cao obtain it DS.

b. The End User receives the modute 10 from the Scevica
Provi@r, and the End User’s bank accountis debited by the
amounl stored in the module 10. Using a PC or handheld
computer, the End User can intertogate tik madule 10 to
verify (bat (be balance is ceirect.

c. Refeiring to FIG. 7, when the End User wishes o
purchase some goods ar services from a Merchaat L1, the
Merchant reads the unique lasered registration numberof the
module and places it in a packel along with a random SALT
E2, E3. The meichanl then signs this packel with the
merchal’s own private key E4 and transmits the resuiting
eocrypled packet along with ibe amount of the purchase to
the inpul date object of 1he transaction group 40, ES.

d. The Merchant then invokes the liansaction script 44
programmed into the module 10 by the Seevice Provider.
This transaction script 44 subtracls the amount of lhe
purchas: [rom the moncy objuct E6, appends tbe valuc of the
ransactioa counler object lo the conlents of the inpul dala
object 7, signs the resulting packel with the private kcy,
and places the result in the output data ebject 8.

. The Merchant tben reads the result from the outpat data
sbjcct and deciypts it with the Seqvice Provider's public key
E9. tle then canfims that the amount of the purchase is
cotrect and thal the remaining dala is identical to the packet
he signed in step c., E10.

f. Heving confirmed that the certificate provided by the
module 10 is buth authentic aad original (not a duplicate),
the Merchant delivers the goods or services E11 Laler the
Merchan sends the digilal certificate to a bank.

2. The bank decrypts the cerlificate with the Sevice
Provider's public key E12, exiracls (be amount of the
purchase and the transaction count, snddeceypis the remain-
ing dala with the Merchaot’s public key to reveal the unique
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lasered rcgistration number of the module E14, The baok
then looks up the module 10 by the uniquc lascred regis-
Iration number in a databasc to coafinm thal ibe Iraosaction
oount fer this transaclion has pol been submiticd before.
Whea this test is passed, the bank adds (he Iransaction coual
value (o the dalabase, and thep increases tbe Mecchant’s
bank balance by the amount of the purchase E185. The fact
Ibal porliens of the ceitificate were signed by both the
modulc 10 and the Merchant confirms that the Iransaclion
was freely agreed 10 by botb the Merchant and the module
10.

Note that therc are many different ways of combining data
cumbinations of the transaclica counter value, the unique
lasered registration numbcr, the random SALT provided by

5 payee, and the amount of purchase, eacrypled by the mod-

ule’s private key, the Mercbant’s private lsey, or both. Many
of these combinalions can also provide satisfactory guaran-
s o[ uniqueness, autbenticity, and isrepudiability, and the
design of the firmwarc allows the Service Provider fluxibil-
ity in writing the transaction scripl 4410 sarve bis particutar
needs.

D. Digital Cash Replen‘ishment

The discussion of a digital cash pursc is section 11.C.,
abeve, did nol addrcss the issue of cash replenishment. Toe
Service Provider can add cash replenishment capability to
the moduic 10, as discussed in sectioa II.C., simply by
adding another modulus object and expencot object con-
taining he Serv'ie Provider’s public key, a random SALT
abject, and a transaction script 44 for adding money 1o the
balance. The Service Pravider can add money to a module
10 eithor in persan or remolely over a network. The prooess
of adding moceey is as follews:

1. Referring to FIG. 8, the Service Provider reads the
unique lasered registration mumber (TD oumber) of tbe
module F1, F2 and calls on a transaction script 44 lo «eturn
tee value of a random SALT object. The module 10 calcu-
ktes a rew random SALT value fromthe previous value and
the random number generator and returus it to the Service
Provider F3.

2, The Service Providerplaces the random SAXF retumed
by tbe module 10 in a packet along with the amount of
money 10 be added and the uniguc lasercd registration
oumber of the module 10 and iben encrypts tbe cesuling
packet witb the Service Provider's privale key F4. ‘mis
cucrypted packel is then writtea back into the ioput data
object of tbe Iransaction group 40.

3. The Service Provider invokes a iransaction script 44
which decrypts be contents of the igput data object with the
Service Provider's public key and then checks the unique
lasred pegistrati’on number and tbe value of the random
SALT agains the onc thal itoriginally provided. If the SALT
maiches, the money amount is extracted fsom (he packetand
added to the value of (ke moncy object in the module FS.

Note that the inclus wonof the unique lasered registralion
number is ool siacily pecessary, but it is included to insure
that the Service Piovider knows cxactly which modulc is
receiving the funds,

E. Exemplary Dcscr.ption of Disect Transfer of
Funds Between Modules

Section 11.C.2.g. above reveals a problem thal ooccurs
wben the Merchant returns the digital curiificates to his bank
for crediting to his account. The Merchant's bank must
cilher send tbe certificates back Lo the Service Provider for
redemption, or have access to the Servics Provider’s recosds
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in a database 50 that il can determioe whether the value of
the transaction count object is unique. This is iocoavenieot
and sequires infrasiructure. 1t also preveols any of the
tra@sacuons from being anonyweus (as they would bave
beca if cash bad been used), because tbe Marchant's baak
must Jog used cenificale oumbers into a databast 10 prevent
them from being reused. These problems can all be elimi-
nated by makiag use of fund traasfers between modules. In
addition, tbe sieps required 10 accomplish a fund tramsfer
between modules are comsiderably simpler tban those
described in section I.C.2.

Tn tbe discussion wbich fellows, it is assumed tbat the
Merchant also bas a module which he uscs w0 colkct the
funds received from End Users (customess). The module in
the posssssion of the End User will be called the Payer, and
the module in k¢ possession of the Morchant will be called
the Payee. The sieps 1o accomplish the funds trapsfer are as
follows:

1. Referring to FIGS. 9, 11 end 12, usiog his computer, the
Merchant calls on a transaction sctipt 44 in the Payee to
provide a random SAL'T'. He 1eads this SALT from the output
objcct of the traosaction group 40,

2. 'he Merchaat cupics the SALT and the amouat of the
End Uscr's purchasc 1o the input data object of the Payer G1,
then calls on a transaciionscript 44 in the Payer to subtract
the amount of the puechase from tbe balance, combine the
Payee’s SALT in a packet with the amount of the purchase,
encrypt the resulling packege with the Service Pravider’s
private ley, and returm it in the output data object G2.

3. The Merchant thea reads this packet aod copies it to the
input data object of the Payee, then catls on a transuclion
script 44 io the Payee to dectypt the packet with the Seavice
Provider’s public key G3 and check tbe SALT against the
oac origioally generated by the Payce. If they agree, the
Payce adds tbe amount of the purchase o i% balance G4.

This complekes the finds iransfer. Note that this transac-
tion effectively wansfeired the amoust of the puschase from
the Payer to the Payee, and the skeps of the wansaction were
mucb simpler than the tbiee-way tiansaction described in
[1.C.2. The Merchant can transfer tbe balance 10 bis bank
accouol by a similar rassection in which thebaak provides
a SALT to Merchant’s module and the Merchant’s odule
prepares a certificaie for the balance which it delivers 1o the
baok. Use of a module by the Merchant o collect funds
s uplifies the transaction, eliminates the need for a database
10 coofirm uoiqueness, and preserves tbe anopymily of the
End User that would normally result from a cash transaction.

E. Excmplary ‘I'Yaosactons With a Module Over a
Network

The wransactions described io section 11.C.2, 11.D. and
ILLE. sbove could also be perfonped over a network, allow-
ing e physical separation between the Merchaant, End User,
and modules. 1iowever, this could produce a potentiat prob-
len1 because one of the coramunicaticns to the module 10 is
uneocrypicd and thercfore subject to fals'ification. To avoid
th'is problem, both patties must producc a SALT so that the
other can demonstrate its ability to encrypt the SALT with
the Scrvioe Provider's private key and tberefore prove
authent'wcity. The operation of this protocol is described as
follows as it relates to the traosfer o f funds between modules
(sect10n 1L.E. above). This method can be emplnyed to allow
any of tbe lransactions described ebove Lo 22ke place over a
oetwork, This clearly enables secure elecironic commerce
over the Interaet,

L. Referring to FIGS. 10, 11 and 12, 1he Payer geaciales
8 random SALT apd transmits it over the netwaik 10 the
Payce H1.
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2. The Payce appends the amount of tbe purchase 10 the
Payer's SAIT, followed by a SALT randomly generated by
the Payec. The Payee thea encrypls this packet with tbe
Service Provider's private key aod sendsitbacktothe Payer
H2.

3. The Payer decrypis the packet witb the Service Pro-
vider’s public key H3, exiracts the Payer SALT, and com-
pares it with tbe SALT thet the Payer providedin step 1. 1f
tbey agree, the Payer subtracts the amwunt o f the pucchaser
from its balance H4 and generates a certificate consisting of
the amount of the purchasc and the Payee’s SALT, which it
enciypis with tbe Service Provider's private key and refurns
1o the Payce HS.

4. The Payee deceypls the packel with the Scrvice Pro-
vider’s public key 116, extracis the Payee SALT, and com-
pares it with the SALT that the Payee providedia step 2. If
they agree, the Payee adds the amount of the purchase toits
balance H7.

The exchange of SALTs allows each module to confirm
that it is commuanicating with another module, and that tbe
funds transfer requested is therefore Jegitimate. The SALT
camparison described in step 3 allows the Payer to confirm
that the Payee is a legitimate module 10 before the funds arc
withdrawn, and the comparison descr.bed in sicp 4 allows
the Payee to coofirm thatibe Payer is a legitimate module 10
befere the (unds are depositcd. The transections described
above providc the minimum oecessasy information ia the
encrypied packels to confirm that the fueds are being
transferred from one module 10 10 another. Other
information, such a5 the unique lassred registration oumber,
could be included (at the cost of anonymily) io provide
addit'ional ioformation and greater control over the ramsac-
tion.

G. Ao Exemplaty Tecbnique for Soffeare
Auboaization aad Usage Mcierng

Tre module 10 is well-suited for the tasks of enabling
specific software fealures in a comprebens'ive solware sys-
tem and for metering usage of ose features. (This usage
mode] parallels the previously desceibed model for with-
drawing moncy from a module 10)

1. Preparation

Refeiring to AIGS. 11 and 12, the Service Provider cicales
a traasaction group 40 and stores a configuratioa object in
the group detailing which software within the module 10 the
End User is allowed 1o uss, Toe Service Provider also
creales a money object containing the aliowed usage credit
{which could be in units of time rather than the actual dollar
amount), aid stores and privatizcs a pr.vale RSA key pairto
use for authentication. A transaction script 44 is stoied 1o
receive a SALT and the amount 1o withdraw from the Eod
User, decrement ihe balance by the amouat withdrawo, and
output an RSA sigded certificale containing the amount
withdrawn, the sale, and the value o©f the configuration
object.

2. Usage

A periodic intervals during the us¢ of the software withia
the module 10, tbe PC program gencrates a sandom SALT
and an amount to ebarge for the use of the module 10 and
1ransmils this information to the module 10, The module 10
decrements the balance aad retums the cettificate. The PC
deciypls the ocrtificate and confirms that the SALT is the
same. tbe amount withdrawn s oorrect, andd the use of the
software wilhio the module 10 is authoriaed by the infor-
mation stored in the configuratioa odject, If sll of these tests
are successiul, the module 10 executes far a specified period



Page

6,105,013

13

of lime or for a givenoumber of operations befoce asiin g the
module 10 for another certificate.

There are many possible variatioos oo this usage modeti.
For example, 1be tragsaction script 44 could also bind up the
icue time in the cedificale 5o that tbe applcakoo program
ruaniog oo the PC coudd guarantee Ibal the cxcculion lime
is accurately measured. (This would require tbe Seevice
Provider 1o create a clock offset object duriog inilializatino
10 provide a reference for me asuring time.)

H. Simulation of Tiansaction Touch Memory™

‘This usage model describes how the module 10 cao be
uscd (o simulate tbe behavior of the simpler Transaction
Touch Memary™ (DS 1962) (hercinafier “ TTM”) or any
similar device or subatitute that can operat e in a nearly
cquivalent or similar fashion. The priocipal feature of the
TIM is that there is a counter associated with a block of
memory in such a way that the counlcr is iecremented
automatically whencver the contents of the memory block
are changed.

1. Preparation

This simple feature can be programmed inlo the module
10 by creating a configuration objuct, a Iransachon counter
object, and a transaction script object which combines the
contents of the input ohject with the value of the transact’ion
counter object and places them in the coofiguration object,
iocrementing the counter automatically in the procezs, All
three objects 42 are Jocked, bul aone are Privatized.

2, Usage

To add or remnve mooey, the Eod Uscr reads the values
ofibe configuratien object and the transaction counter ad)cct
discctly, then decrypts the configuration object and checks
fhc traasaction count from the deceypted package agaiast the
value of the counter object. The End User also chedss the
unique lasered regitration number fom the enoyypted
packet agaynst tbe regisiration number of the moduic 10. 1f
(these both agree, tbe balaoce is coasidered valid. An amouot
is sdded 10 o1 subiracied from the balance, the transaction
ocovol is incremented, and |he packel is re-cacrypeed and
stored ia Ihe input dala objear. The tramsaction script 44 is
Ibeo invoked to move the data and the tramsaclion coumler
value 10 the configuration object, automaticall¥ increment-
ing the counter valuc in the pracess. (The traasaction script
44 guaraotees that the counter object’s value willbe incie-
meoled anytime dta in the configuration object is changed.)

This simple operation can be performed relatively quickly
sinos the module 10 does 0ot have to perform any encryplion
itsclf. However, as with the TIM, the End User musl now
use a secure computing facility to perform Ibe encrypu’on
and decryption operah’ons. This usage is thercfore less
protected than those which depend oo the modulc’s encryp-
tion ¢capabilitics.

I. Excmplary Techoique for Postal Metering
Service

This usage model describes an applicai'on in which the
module 0 is used lo dispense poslage cerlificaics. The
digital informatien wb'ich coostitutes the certificalc is
pernted on the envelope in the form of a two-dimensional
baroode wbicb can be read and authenticaled by the Service
Provider (USI>S.). A compuler program rupoing oo an
ordinary PC atlached Lo a laser printer in combination with
the module 10 can be used to piiot the poslage ocrificales.
1. Preparation

The Service Provider creates a group cootsining a money
register, a piivate RSA key (expovent object sod modulus

24 of 544

™
“

@

S

«

60

65

14

object) common to vvery module, and a transaction script
44. Tbe script 44 combines the SALT and the amount to be
withdrawn (provided by the End User's computer) with the
vnique lasered registralion number of the module 16,
caciypts this packet with the private hey, subiacs e
aroount withdrawn from the balance, and places the
eocsypied certificats io 1he outpul object where il can be read
by the PC.

The Service Provider iniliacs  tbe balance with a spu-
cific amount of mooey, locks the balance and script 44,
privatizes the RSA key objects, and locks the group so 1hat
0o more scripls can be added. The modules prepared in this
way ¢vo then be sold over the counter for use witb PC-based
postage meteriog programs.

2, Usage

When the ficst eovelope is (0 be printed, the PC program
prepares the first SALT by calculating a one-way hash (e.g.,
Ibe Sccure Hash Siandard, FIPS PUB 180) of the dale and
the unique lasercd regisiration number of the part. This
information is passed to the module L0 along with the
amounl of postage to be withdrawo. The resuliing cedificale
is printed io the two-dimensional barcode along with the
hash geoeration oumber (onc for 1he first bash), the unique
lasered registration number, Ibe plajotext denominatioo of
the stamp, the date, and other information as desired to
identify the Eod User. Subsequeot SALTS are gencrated by
performing the ooe-way bash agaio ob the picvieus SALT
and incrementing the bash geocration number.

Wheo Ihe Service Provider scceives the covelopes, mest

30 of them arc taken at face value and the digital barcode is oot

read. However, a statistical smapling of the barndes are
read and the ioformalion provided is decrypicd with the
public kcy and verified. Discrepancies are investigated, and
fraud is prosecuted uoder exisiog Jaw. Veiification is pos-
sible because the Service Provider ¢ ao recreate tbe SALT
fiom the unique lascred registration oumber, dale, and hash
grocration oumbcr, and thereby verify that the tramzactionis
oot ouly current but also liaked 1o a specific module 10.
Note that there are many posxible varialons oo the
method descrided above, leadiog o similar ceswis. The most
likely fraud would be duplication, in which a user capiures
the digital ioformation scai 0 the printer 1o poduce the
postage cerlificale and makes many duplicale copies of the
same ceaificate. This could be detscied casily by tbe Service

45 Provider simply by reading the hash geoeration oumber and

vdique registraton oumber and looking them up in 2 data-
base to make surc tbal tbe uscr is pot dupt’ atiog the same
cerificate. (‘This check could be performed more often than
full certificate verification, which would require RSA
decryption.)

J. Subscription Information Seavice

This usage model describes an application in whuch a
Segvice Provider makes available information in cncrypted
ferm over the intemet 10 users who have agreed 1o pay for
such infonmation. 1his application works exacily the same
way as the Secure E-mail usage model desan’bed in section
A above, except that the Service Provider hills the vser for
the encrypted iaformation that the Seivice Provider <-mails
10 him. The billing iafosmation is obtaiged from a regisicy of
pubic RSA keys which allows the Service Provider lo
identify and bill a user, based oo his public key or oo the
unique laseced serial oumber of his module 16.

K. Registry with Guaranteed Private Key Secunty

Ia order o providc Merchants with an independent coo-
fismatioo of the ideatity of an End User, a Service Provider
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may wish 10 maiatain 3 reg'stry ¢ontaining the pubic key of
a parlicnlar module 10 along with the name, address, and
other identifying informaticn of the person 1o whom the
module 10 is issucd. For this pucpose, it is essential for tbe
Service Provider to make suie 1bai the public key in tbe
regisry correspunds to a pr.vate iy which is lmowa ooly to
ibe module 10. in order to guaragtec this, the module 10
raust be io the possession of the Seavice Pravides at the time
the public key is extracted from the madule 1®and placed
in the regislry. After recording this uformation in the
registry, the Service Provider can ship the module 10 to the
End User oamed iv the regisky.

It is also important for the End Uscr to be abic to confizm,
when be reevives the module 10, that the piivate key is aot
knowo to the Scrvice Trovider or any of the Scivice Pro-
vider’s employecs. This is imporiant because an ideal reg-
istty system should nol require chat agy pacty trust any other
pacty. The system works o cveryen’s satisfaction only
when each party can be convinced that oope of the other
parties could possibly know the private key.

Quoe way to accomplish this, the Serviec Provider scods a
command to ibe modulc 10 to cause it to geaerate a complete
RSA key set using random numbers, and then te automati-
cally make ooe of the exponents privale, so that there is no
way any geon cin discover the value of the private key.
This key sci bas a special 1ype, different from that of a key
set pmgrammed into the can by a Service Provider, so that
anyone doing busincse directly with ihe module 10 can
determine for themselves that the private key is krown ooly
10 1he @odule 10.

1. Preparation

‘The Service Provider creates a password.prolecicd transe
action group 40 for the application, and then creates an RSA
key set io the group tbat is generated by tbe module 10,
(After gencrating tbe key set, the wodulus and onc cxponent
will be locked automat'ically, while the second exponcat will
be privatized automatically by the firmware of 1bc module
10. The Scrvice Provider then creates a transaction script 44
which will eocrypt data from 1be inpu¢ object with the
private key and place the encrypted reselt in the outpul
object. ‘1'be raasaction script 44 might optionally append
additional information (e.g,, the transactien ceunter) to lhe
data from the input abject, in order 10 satis{y any additional
objectives of the upplication. Other objects 42 and transac-
fioo scripts 44 may also be added at the discretion of the
Service Providee The traossction group 40 is Jocked by the
Service Provider when it is complete.

Next, the Service Provider reads the RSA modulus aad
public expoacsl from 1he tramsiclion group 40 and records
them in Whe registy along with the information idcotifying
the End User. Finally, the Service Provider ships the medule
10 to the Eod User, and latcr conveys lo the End User the
password 1hat can be 1scd to acceas the transaction group 40,
2, Usage

When a Merchant wishes 10 obtaia positive idcntification
of an End User over the Internet or other network, the
Merchant gencrales a unique packet of data and transmits il
to the End User, and the Eed User pasees the data into the
input object and involes the kanszction script 44 whsch
causes it to be coceypled with the private key gencrated by
tbe module 10. The resulting eociypted packel is transmitled
back to the Merchant. The Merchant ihen accesses the data
base provided by the Service Provider to obiain the public
key belonging to the End User, aod altcmpts to deciypt the
encrypted packet usiog the End User’s public key. If the
deceyption suceeeds, the Merchani bas proven the physical
presence of the End User’s module 10 at itbe rcmotely
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netwerked location. By guaranteeing the presence of Ihe
Eod User’s module 10 at ibe remote site, this identtication
validates and legitimizes the contcnts of the data packel and
therefore also any financa’al iransactions, represented by the
coulcns of the pacleet, that may be requesicd by tbe End
User.

The model described here is ons m which the anthority to
petform financial transactions denves from ke registry
mawtaned by e Service Provider. (1 is thercfore esscntial
that 1his information be accurate and that the private key in
the modlule 10 can be secure from all parlies. Because each
module 10 bas its own ugique RSA key set, there is pe
provision in this model for Ihc modulc 10 10 rcpresent
moacy independently of the registcy maintarned by the
Scovice Provider. lostead, ibe registey and the ability of the
module 10 to &g0 wilh iis privale key logether serve as a
definitive meansof idetifying the End User remotely 1o agy
olher pany.

L. Taxation of Transaction Volume

This usage applies 10 a business model in which the
Secvice Providur inlends to collect a service charge from the
End User Lhal is a percentage of the lotal amount of money
transfoaed by the module 10. This model is similar to those
doscribed in acclions C D, E, aad F above, but with the
addition of a desuwuctor ob ject that can cauvse any panticular
transaction scvipt 44 o expire al a predetcemined date and
time. This model also requires the use of an edditivoal
mooey object which is programmed {with a suitable 1rans-
aclion script 44) (o accumulate the total valuc of all the
money passed oul of the module 10.

1. Preparat’'on

The Servicc Provider creates a transaclion group 40
conlaining moncey objects, elc, as described io seclinas D
and E above. The Scevice Piovider alsc cieates ao additional
money object 1o serve as the volume accumulator. The
Service Provider also creales tragsaction scripls 44 for
withdrawiag or depositing moacy as ta D and E, excepl that
the traasaction sciipt for adding maoey to the module 10
includes a destractor object set to expite at a predetermioed
time in the future, and the transaction sciipt 44 for with.
drawing money includes aa ipstiuctioo te add the amount of
the withdrawal to the moacy object serving as the volume
accumulalor, The service provider then locks the group and
ships tbe module 10 to the End User.

2. Usage

The Eod user uses the module 10 for deposits and
withdrawais as descnibed in sectioss D and E above. Duriag
the time that the module 10 is used, the cumulative total of
all the money spcot from the module 10 is accumulated in
the mensy object serving as the volume accumulator. When
the time limil expires, the End User can oo longer add
mooney to his module 10, although he can contioue (o
withdraw moagey if desircd until there is none lefl. The Lnd
User then returns the module 10 1o the Scevice Provider 1o
be resiored. The Sesvice Provider reads the remaining
amount of money and also 1be amoun1 of money recorded in
the volumc accumulator. The Service Provider bills the End
User a seevice charge that isa percentage of b¢ amount in
the volume accumulalor. If the Ead User is williog o pay
this amgunt 10 easbve  bis seivice, the transaction group 48
1s dostioyed and rebuill, then the amount of moosy remain-
ing in the module 10 when the End User rctumed it is
programmed back inlo the money object of the traasaction
group 40 The Service Provider then rcturns the restored
moadule to the End User, provided 1baitbc Ead User pays the
service charge.,
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‘The system dexcrive d above allows a Service Provider 1o
coliect periodic fees for service without having 10 momitor
apd be involved io every financial aaszclian periecoed by
the Eod user, Thefee isbased oo actual usage, as determned
by the conlcats of the volume register.

Exncmplaly Firmware Definitions for Use With the
Module

Object

The most primitive data stcucture acoepled by and oper-
ated on by the modules firmware. A Bsi of valid objecss and
the'wr definitions is provided io the next section.

Group

Aselfcontained collcction of objccts. An object’s scope
is restricted to the group of wbich itis a member.

Group ID

A number preferably between 0 and 255 represeanting a
specific group.

Object ID

A oumber preferably between 0 and 255 represealing a
specific object within a specific group.

Object Type

Preferably a 1-byte type specifier tbal describes a specific
object,

PIN

An alphsoumeric Personal ldentification ourmber that is
preferably cight byles in leagih.

Common PIN

Tbe PIN that contiuls access o shared resources such as
the audit trail, It is also used to coptro) the host's ability 10
create and delete groups.

Group PIN

The PIN tbal copirols access in ape rations specific 10
objccts within a gioup.

Audit Trail

A record of transactions occurting afier the module has
beea Jocked

(ocked Object

An object wbich has been locked by execuling the lock
object commaand. Once ao object is locled it is not direciy
readable.

Private Objcct

An object which bas been privatiacd by cxccuting the
privalia object command. Once an object is private, it is not
directly readable or writable.

Locked Group

A group which bas been locked usiag the locked gioup
command. After a group has been locked it will not allow
object creation.

Compasite ®bject

A combination of several objects, The individual objccls
iohert (be atiributcs of the compositc object.

Exemplary @bjcct Definin‘ons

RSA Modulus

A laige integer preferably of at most 1024 biis in leagth.
I1is the product of 2 large prime numbers that are cach about
half the oumber of bits in length ofthe desi'red moclulus size.
The RSA modulus is used in the followiog equations for
encryphiag and deciypling a message M:

Escryption: C=M" (mod N) o
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where C is the cypbertext, d aod ¢ are tbe RSA cxponents
(see below), and N is the RSA modulus.

RSA Expooent

Both ¢ aod d (sbown in cquations 1and 2above) arc RSA
exponeats. They arc typically large oumbers but are smaller
than tbe modulus (V). RSA cxpoacats can be ¢cither private
or public. Wheo RSA exponcols ase created in the module,
tbcy may be declared as eitber. Once created ao exponcat
May be changed rom a public exponcol (0 a private expo-
neol. Afier an cxpoacol bas been made private, however, it
will remain private uotil the transaction gioup 40 to which
it beloogs is destroyed.

Transactioo Scipt

A 1ransaction sctipl is a seriesof instructions 1o be camicd
out by tbe module. Wheg iovoled the module firmware
inteiprets tbe iostructions in tbe script and places tbe resulls
in the output data object (ssc below). The scmal serpr is
simply a list of vbjects. The order ia which the objects are
listed speciligs the operations 1o be performed oa tbe objects.
Transaclion s Tipis 44 preferably may be as long as 128

1es,
t’y’l'rausacliola Couoler

‘The transaction couoter object is preferably 4 bytes in
leogth aad is usually initialized to zero whea it is created.
Every time a transaction script, which references this object,
is invoked, tbe ransaction counter incremeats by 1. Once a
transach'on counicr bas beca locled it is read only and
provides an ifreversible counter.

Moocy Register

The mogey register object is preferably 4 bytes in lengih
and may be used lo rcpresent money or some other form of
credil. Oace 1bis object bas been created, it wust be locked
10 preveat a uscr from tamperiag with s valus. Goce locked
the value of this object can be aliered only by invoking a
iramsactioo script. A typical iracsact100 group 40 which
Ferforms mooelary trapsactions might bave oae sctipt for
withdrawals from Gx money register and onc for deposiisto
the moaey register.

Clock Offset

This object is preferably a 4 byte number which coatains
the differcoce belwesn the reading oftbe odule’s real-iime
clock apd some conveaicnt lime (eg., 1200 a.m., 120. 1,
1970). The ttue time can thea be oblained from the module
by addiag the value of the clock ofiset to the rcal-time clock.

SAaL

A SALT object is preferably 20 bytes io lengtb and sheuid
be initialiaed with random data whea il is crcaled. Whea a
bost transmils a generate raadom SALT commaand, the
module combines the previous SAIT with the module’s
random aumber (produccd preferably by randomly occur-
riog power-ups) lo geaerale a new random SALT. If tbe
SALT obiject has oot becn privatized it may subsequently be
read by issuiog a read object command.

Coofiguration Data

This is a user defined siructure with preferably a maxi™
mum leogth of 128 bytes. This object is typically used o
store configuration information specific to its transaclion
group 40. For cxample, the coofiguration data object may tx
used lo specify the format of the moacey register object (i.c.,
the type of currcacy it represeats). Sioce this object has oo
pre<defiocd structure, it may aever be uaed by a transaction
object.

Input Data

Ap ioput data object is simply ap ioput buffer with
picfcrably a maximum leogib of 128 bytes. A transactioa
BToup may have muljple ioput objects. The bost uses ioput
data objecss 1o store data to be procxsaed by transaction
scipls 44,
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Output Data

The output data object is used by Irensaclion scripls as an
output buffer. This object is aulomatically created when the
transaclion goup is created. I is preferably 512 byles in
length and inberits password proteclion from its group.

Random Fili

When the script interpreter encounters this type of ebject
it automatically pads the current message so that its length
is 1 bit smatler Ihan the lengih of the preceding modulus. A
bandle to this object is automatically created when the
transactioo gioup is created. Nl is a private object aod may
nol be read using the read object command.

Wortdog Register

This object is used by tbe script inlecpreler as working
space and may be used in a transaclion sctipl. A handle to
this objecl is automat'ically created wben the Iransaction
group is created. It is a private object and may not be read
using the read objecl command.

ROM Data

This object is automatically created when the lransaction
group is cicated. Itis a locked object and may notbe altered
using the write object command. This object is 8 byles and
leogth and ils contents ac identical to the 8 by R®M data of
the Micro-In-A-Can™.

Preferred Module Firmware Command Sel

Set Common PIN(01H)

Transmit (1o module)

81H. old PIN, new PIN, PIN eptien byte

Reccive dala

CSB (command stalus byte)=0 if successful, appropriate

crror code otberwise

Qutput length=0

Outpul Data<0
Notes:

The PIN opliot byte may be (he bilwise-or of say of the
following valucs:

PIN_10__ERASE 00008001b require PIN for Master

Erasc)

PIN_ TO. CREATE (0000010b (rcquire PIN fer group

creation).

Initially the module bas 2 PIN (Personal Identificalion
Number)of G(Null) and an option byte of 0. Once a PIN has
been cstablished it can enly be changed by providing the old
PIN or 'by a Master Erase. However, if the PIN_TO__
FRASE bil is set in the oplion byte, the PIN can only be
changed through the sct common PIN command.

Possible error codes for the set common PIN command:

ERR_BAD_COMMON PIN {(Common PIN match

failed)

ERR_BAD_ PIN_LENGTH (New PiN lcagth=8 bytes)

ERR_BAB__OPTION_BYTE (Unrecognizable oplion

byte

For a]])mmmands descei'bed in this section, dala received
by the host will be in Ihe form of a return packel. A return
packel bas the following struclurc:

Cemmand slatus by (0 if command successful, crror
code otherwisc, 1 byic

Output data length (Command output length, 2 byles)

Output data (C»mmand output, leagth specified above).

Master Erase (02H)

Transmil dala

(2H, Common PIN

Receive data

CSB=0 if command was successful, ERR_BAD

COMMON__PIN olherwise
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Oulput length=®

Oulput dala=0
Nolgs:

¥ the LSB (leasl significant bit).of the PIN option is clear
(ie. PIN pol required for Masler Erase) then a O is rans-
mitted for the Common PIN value. [o general 1h:s text will
always assume a PIN is required. If no PIN has been
eslablished a { should be ransmitted as the PIN. This is true
of the common PIN and group PINS (sce below). if the PIN
was correct the Grmware delctes all groups (see below) and
all objecis within tbe groups. Thecommon PIN and common
PIN option hyle are both tcsel te zero.

Aler everything bas been crased Ibe module transmits tho
roturn packet. ‘The CSB is as described above. The output
data length and output data fields are both set to 0.

Create Group (03H)

Transmit dala

03H, Common PIN, Group name, Group PIN

Reeeive data

CSB=0 if command successful, appropiiale error code

otherwise

Output lengtb=1 if succcssful, 0 otherwise

Outpul data=Group 1D if successtul, 0 otherwisc
Notcs:

The maximum goup name leogth is 16 bytes and the
maximum PIN length it eight bytes. If the PIN_TO_
CREAIE bil is set in the common PIN option byte and the
PIN transmilied do¢s not maich the common PIN the
module will st the O.SC10 ERR_BAD_COMMON__PIN.

Possible crror return codes for the cicate greup command:

ERR.BAD__COMMON__PIN (Incorrect common PIN)

ERR_BAD_NAME_ LENGTH (If group name

leagth>16 byltes)

ERR_BAD_ PIN_LENGTIl (If group PIN length>8

bytes)

ERR_MIAC_I,OCKED (1be module has been locked)

ERR_INSUFFICTENT__RAM (Nol enough memoiy for

new group)

Sct Group PIN (04H)

‘Traosmit dala

0411, Group ID, old GPIN, new GPIN

Receive data

CSB=0 if command successfil, appropiiale crrer code

otherwise

Oulput lengtb=8

Output data=0
Notes:

The Group PIN only resieicts access lo objects wilbin tbe
groupspecificd by the grovp [D transmitted in the command
packel.

Possible error codes for the sct group PIN command:

ERR_BAD_GROUP _PIN (Group PIN match failed)

ERR_BAD__PIN_LENGTH (Ncw group PIN lengih>8

bytes)

Create Object (05H)

Transmil data

O5H, Group 1D, Group PIN, Object type, @bject

atin'butes, Object dala

Receive data

CSBe0 if command suecessful, appropriate erfor code

olherwise

Output tength=1 if successful, ® otheiwisc

Output datamohyect 1D if succsssful, 0 olberwise



Page

6,105,013

21
Neles:

il the Create Object command is suocessul the module
firmwarc rcturms the object’s 1D within the group specificd
by the Group I0. ¥ the PIN supplied by the host was
inconcct or the group has been locked by the Lock Group
command (described below) the module returus an error
code in the @8B. Aa object creation will also fail if the
object is invalid for any reason. For example, if ihe object
being created is an RSA modulus (lype 0) and it is greater
than 1024 bits in lcogth. Transaction seript creation wall
succeed if it obeys all transaction scripts les.

Pessible error return eodes for the create objedt command:

ERR_BAD_GROUP_PIN  (Incomect group PIN)
ERR_GROUP_LOCKED (The group has been
lacked)

ERR_MIAC_LOCKED (The module has been locked)

ERR__INVALID_TYPE (Thc object type specified is
invalid)

ERR_BAD_SIZt (Yhc objects kagth was invalid)

ERR_INSUFFICIENT_RAM {Not enough memory for
new object)

RSA medulus
RSAt®poncat
Money repiater
Transaction esunter
Traasactieo scrpt
Clockef sct
Raades: SALT
Configuration bject
lo utdeta abject
Outputdatacbject
Object Attributes: Locked

Privatined

Object typea:

R-IC IR VI S P S =

306000014
00008010h

Objects may also be locked and privau'zed after creation
by using the Lack Object and Privatiae Object commands
described below.

Lock Object (@GH}

Transmil data

O8H, Group ID, Group PIN, Object 1D

Reccive data

CSB=0 if command successful, appropriate error code

olherwise

Output leogibe()

Output data=®
Notes:

If the Gzoup 1D, Group PIN and Object I ace all coriuet,
the module will lock the specified object. Locking an object
is an ircversible operalon.

Pessible error return codes for the lock object command:

ERR_BAD_GROUP__PIN {lncorrect group PIN)

ERR_GROUP_LLOCKED (Tte group has alwiady been

locked)

ERR_MIAC_LDCKED (Thc module has been locked)

ERR_BAD_GROUP_.ID (Speaified group does not

exTst)

CRR_RBAB._OBIECI__ID (Specified objcct docs not

cxdst)

Privatize Object (6711)

Transmit data
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071, Group 1D, Group PIN, Object 1D

Receive data

CSB-0 if successful, appsopriate error code otherwise
Notes:

1f the Group ID. Group PIN and Objcct ID were valid the
object will be privatized. Privatized objects share all the
pioperties of locked objecis but arv not readable. Privatized
objects are only modifiable through transaction scripts. Note
tbat locking a privatized object is legal, bul has 20 meaning
since object privalizalion is a stronger operation than object
locking. Privaiizing an objcct is an imeversible operation.

Possible error return codus for the privatize object com-
mand:

ERR_BAD__GROUP._. PIN (locorrcct gioup PIN)

ERR_GROUP_LOCKE® {Thc group has alicady been

locked)

ERR_MIAC_ LO®KED (Thc module has been locked)

ERR_BAD_GROUP_ B (Spwcificd group does not

exist)

ERR_BAD_GRIECT_ID (Specified shject does not

exist)

Malee Object Destiuctable (08H)

Transmil data

08H, Group LD, Group PIN, Object D

Receive data

CSB=0 if successful, appropriate error code otberwise
Notes:

I thv Group 1D, Group PIN and Objexa ID were valid the
object wilbe made destiuctable, 1£an object is deswruciable
it becomes unusable by a transaction script after the groups
destuchor becomes acdve. Il no destructor object e:dsts
within the transaction group the deshuctible object attrrbute
bil bhas no affect. Makiog an ebject destruclable is an
inmeversible eporation.

Possible crror return codes for the make object desiruc-
table command:

ERR_BAD_GROUP_PIN (focurrect group FiN}

ERR_GROUP_LOCKED ('ibe group has already beea

locked)

ERR_MIAC L @CKED {The module has been locked)

ERR_BAD. GROUP_ID (Specified group docs aot

exist)

ERR_BAD_ OBIECT_ID (Specified object docs not

cxist)

Iock Moduie (09H)

Transmit data

09H, Common PIN

Receive data

CSB-0 if suecessful, appropriate error code otherwise

Output length=2 if successful, 0 olberwisc

OQutput datawaudit trail size if successful, O otherwise
Notes:

If the host supplied Cemmon PIN is correct and the
modulc bas not previously becn lockesd, the command wil!
suocceed. When the module is locked it will ot accept any
ncw groups or objects. This implies that all groups arc
automatically lotked, The RAM oot used by the system or
by groups will be used for an audit trail. ‘there is no audit
trail uatil the module has successfully been lecked!

An audit trail record is six bytes long and bas the
following structure:

Group ID | Objea [D | Dae/T'une slscrp.

Once an audit trail has been established, a rcoerd of the
form shown abeve will be stored in the first available size
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byle location every lime a tramsaction script is execuled,
Nolc that since the module must be locked before the audit
trail begias, neither the group ID nor any objcct 1D is subject
1o change. 'Fhis will always allow an application processiog
the zudit trail to uniquely ideat:fy the transaction scripl that
was exscuted. Once the audit trail has consumed all of its
available memory, it will store new lzansaction revords over
the oldest leansaction rccords.

Possible error codes for the lock medule command:

BRR _BAD_ COMMON_PIN (Supplied common PIN

was inconrect)

LERR_MIAC_LOCKED (Module was alrcady Jecked)

Lock Group (0AH)

Traosmit data

0AIl, Group I, Group PIN

Receive data

CSB=0 if command successful, approprialc error ceds

otherwise

Oulput leaglh=0

Oulput dataw0
Notes:

If the geoup PIN provitled iscoreect the module BIOS will
notallow further object creation within the specified group,
Simce goupsarc completely selfcontarned enlilivs they may
be deleted by executing lhe Delete Geoup command
(described below).

Possible eiror return cedes for the lock group cemmand:

ERR_BAD__GROUP_PIN (Incorrect group PIN)

ERR_GROUP__LOCKED {Ihe group has al:cady bcen

locked)

ERR_MIAC_LOCKED (The mcxiule has been locked)

ERR_BAD_GROUP_ID (Specified group does nol

exist)

[nvoke Trapsaction Script (0BH)

Transmil data

OFttL, Group ID, Group PIN, Object ID

Reccive dala

CSB=0 if command sucoeseful, appropriate ercor code

olherwise

Output length=1 if successful, O otherwise

Output dala=¢slimaled complction time
Notes:

The time est1mate returned by the module is in sixteeaths
of a s¢cund, If an crror code was wetutned in the CSB, the
timc cstimale will be 0.

Pessible error teturn codes for the cxceculion transaction
sciipl command:

ERR_BAD__ GROUP_PIN (lncairect group PIN)

ERR_BAD_GROUP_ID (Specified group dees oot

exist)

ERR__BABR__OBIECT_ID (Script object did not exist in

gioup)

Read Objuct (0CH)

Traosmit dala

OCH, Group 1D, Gioup PIN, Object ID

Receive data

CSB=0 if command succcssful, appropriale crror codc

etherwise

Output length=objec! length if sucoesslul, O otherwise

Outpul data=object data if sucosssful, ¢ othorwisc
Noles:

If the Group ID, Group PIN and Object ID wure coruct,
Ibe module checks the attubute byte ot the specified object.
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Ifthe obyect has nol heen privatiazed the module will wansgast
the oby'#ct data to the bost. I the Group PIN was invalid or
the object has been privatized the medule will cerurn a 0 in
the output length, and dala fields of the return packet.

Possible error codes for the read object command:

ERR_BAD__ GROUP_PIN (lncorrcct group PIN)

ERR__BAD_GROUP_ID (Specaficd group does mnot

exist)

ERR_ BAD_OBIECT_ID (Object did not exist in

group)

ERR_OBJECT_PRIVATIZED (Object has been

privatized)

Write Object (0DH)

Transmil data

ODH, Group ID, Gioup PIN, Object 1D, Object size,

Object Data

Receive dala

CSB=0 if successful, approprialc ciror code olherwise

Output Jength=0

Output data=0
Noles:

[f the Group 1D, Group PIN and Object 1D were oetcect,
the module checks the atizibute bylte of the specified object.
[f the object has nol been locked or privatized the module
will clear the objects previous size and data and replace it
with the ncw object data. Note thal the object lypc and
altribute byte are not affected.

Possible crror cwdes for lhe write object command:

ERR_BAD_ GROUP_PiN (lncorrect group PIN)

ERR_BAD_GROUP_ID (Specificd group dess not

exist)

ERR_BAD_ORJECI_ID (Object d1d mot exist in

group)

ERR_BAD_OBJECT_SIZE (lllegal object size

specified)

ERR_OBJECT_LOCKED (Object bas becn locked)

ERR_@BJIECT_PRIVATIZED {Object has been

privatized)

Read Group Name (OCH)

Traasmit dats

CEH, Group B

Receive data

CSBe0

Oulput Lengh=length of greup name

Oultpul dala=group name
Noles.

The group oame length is a maximum of 16 bytes. All
bytc values are legal in a group name.

Delete Group (OFH)

Trzpsmil dala

OFH, Group ID, Group PIN

Receive dala

CSB=0 if successful, approprialc crror code otherwise

Output Jeogth=0

Outpul data=0
Noltes:

[fihe group PIN and group I are coirect the module will
deletc the specified group. Deleling a group causes the
aulomati: destruction ef ail objccis within the geoup. If the
module bas been locked the Delete Group command will
fail.

Possible error cedes for the delete group command:

ERR_BAD__GROUP_ PIN (Incoircct geoup PIN)
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ERR_BAD__GROUP_ID (Specified group does not
exist)

ERR_MIAC_ [.OCKED (Module ha< becu lached)

Get Command Swrus lofo (1014)

Tracsmit daia

10H

Receive data

CSB=0

Output Jeogthaf

Output data=module status skuctuse (see below)
Notes:

This opsratioa cequires po PIN and pever fails. The staws
structure is defined as follows:

Last command executed (1 byte)

last command status (1 hyte)

Ture command received (4 bytes)

Get Module Coofiguration Infe {11H)

‘I'ransmit data

1IH

Rcceive data

CSB3=0

Qutput lengthed

Qutput datasmodule coufigurziion structure
Notes:

This opcration requires no PIN aod never [fails. The
coufiguration structure is definud as Wllows:

Number of groups (1 bytc)

Hlag hyte (see below) (1 byte)

Audit trail sisc/Frec RAM (2 bytes)

The flag bytc is the hitwise-or of any of the following
values:

00000001 b (Module is locised)

00000010b (Commos PN required for aaess)

Read Audit Ttail fofo (12H)

‘Ttansmit dats

12, Common PIN

Receive daia

CSB=0 if command successful, appropriaic ciror code

otheswise

Output lengtheaudit 1rail strucrure size (5)  sucessful, 0

otherwise.

Outpul data=audit trail iofo stracture if suceessful, 0

otherwisc
Notes:

If the traosmitted Common PIN is valid and the module
has been locked, it rerurnus audit xail configuration informa-
tion as [ollows:

Number of used tragsaction cccords (2 bytes)

Number of frce transaction records (2 bytes)

A boolean specilyiog whether or (1 byte)

aot the audit trail rolled
since previous read command

Possible error codes for the read audit trail info command:

ERR_BAD_COMMON_PIN (Commos PIN was

meorTect)

ERR_MIAC_NOT_LOCKED (Modvle is not tecked)

Read Audit Trail {13)

Traocsmit data

13H, Commoon PIN

Receive data

CSBa=0 if command successful, agpropsiaie eror code

otherwise

30 of 544

wn

20

“

2

35

45

55

26

Output lcogthe# of pew ecords * 6 if successtul, 0

otherwise

Output dara=sew audin war]l cecords
Noes:

If the transmilled commoa PIN is valid aod tbe modvle
bas boco loclked, it will ransfer all oew transactioo records
10 the bost.

Possible error codes for the 1cad audit trail command:

ERR_BAD_COMMON_PIN (Common PIN was

incorrect)

ERR_MIAC_NOT_LOCKED module is aot locked

Read Group Audit Trail (14H)

Traosmit data

14H, Group ID, Group PIN

Receive data

CSB=0 if commaod successful, appropriate crror code

otherwise

Output length=# or records for group * 6 if successful, O

otberwisc

Quiput data=audit il records for group
Noles:

This command is identical to the read audit trail
command, except that only records involviog the group ID
specified in the lraosmit data are returned to the host. This
allows transaction groups torccord track their own aclivites
witboul seeing other groups records,

Poss'ible error codcs for the aead group audit trail com-
mand:

ERR_BAD_GROUP_ID (Group ID does oot exist)

ERR_BAD_GROUP_PIN (Common PIN was

wcorrect)

ERR_MIAC_NOT _LOCKED (The modulc is oot

loched)

Read Real Time Clock (151)

Transmit data

15H, Common PIN

Reccive data

CSBu0 if 1be commoo PIN matches and ERR_BAD__

COMMON__PIN otherwise
Output koglhed
Quiput data=4 most sigoifican! byics of the real time
clock
Nolcs:

This value is oot zdjustcd with a clock offsel. This
command is normally uscd by a service provider to compute
a clock offset during transection group treation.

Rcad Real Tune Clock Adjusted (16H)

Transmit date

16H, Group 10, Group PIN, ID of offsct ohject

Receive data

CSB=0 if successful, appropriate error code vtherwise

Outpui lengthed if successful, 0 otherwise

Qutput data=Real time clock:lock offset 1D
Noues:

‘This command succeeds if the group 1D »0d group PN
are valid, andthe object ID is the ID of a clock offsct. The
module adds the clock ofieet to the current value ol the 4
mast sigdificant hytes of the RTC aod returas that valuc in
the output data field. Note (bat a transaction 5Pt may be
woinen 10 perform the same task aod put 1he result io the
output data object.

Possible eror codes for the real time clock adjusted
command:

ERR_BAD_ GROUP_PIN (locorrect group PIN)
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ERR_BAD_GROUP_ID (Spccificd group does nol
cxisl)
ERR _BAD_ OBJGCT_TYPE (Object ID is oot a clock
offset)

Get Random Bata (17H)

Transmit dala

17H, Lengib (L)

Receive dala

CSB«0 if successful, apprepriate ¢rror code otheawise

Ouiput lengtb=L. if .swcessful, 0 otherwise

Ouiput data=L byics of random dafa if successfil
Nolcs:

‘This cemmand provides a good source of cryplographi-
cally useful random numbecrs.

Possible error codes for the gel random data command
are:

ERR_BAD_SIZE (Requested number of bytes>128)

Gel Firmware Version ID (18H)

Transmit data

18H

Receive dala

CSB=0

Oulput lengtb=Length of firmware version ID string

Quiput dala=Firmware version ID sicog
Netes:

=)

1

1%

20

. . 2
“his command rclurms the fiumware version ID as a Pasc-al

Iype string, (lengib+dala).

Get Free RAM (19H)

Transmil data

19H

Receive dala

CSB=0

Oultput length=2

Oulput data=2 byle value contjning the amounl of {ree

RAM
Notes:

¥ the module has been locked the oulpul dala bytes will
both be 0 indicaling thatall memosy ool ustd by (ransaction
groups has been 1eserved for Lbe audil Irail.

Chanee Group Name (1AL}

‘Transmit data

1AM, Geoup I, Group PIN, New Group name

Receive data

CSB=0 il succcsful or an appropriate error cade other-

wisc

Oulpult length=0

Ouipul data=0
Noles:

If tbe group 1D specificd cxisis in the module and the PIN
supplied is correcl, Ihe trapsaction group pame is replaced
by the new group name supplied by the host. If a group ID
of 0 is supplied the PIN transmitied must be the common
PIN. If il is vourect, be modulc namc is replaced by the new
name supplied by the hest.

Possible error codas for the change group name cem-
mand:

ERR_RAD_GROUP__PIN (Incorcect group PIN)

ERR_BAD_GROUP_ID (Specificd group docs ool

exist)

ERR _BAD_NAME_LENGTH (Ncw group name>16

bytes)

ERROR CODE DEFINITIONS
ERR_BAD COMMAND (80H)

This error cade occurs when the medule firmware does
nol recogmze the command just Iransmitled by Ibe bosl,
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ERR_BAD_ COMMON_PIN (81H)

This emror code will be relurned when a commaind
requires a common P{Nandthe PIN supplicddocs zot maich
Ihe module’s common PIN. Inilialy the common PIN is sei
10 0.

ERR..BAD_GROUP_PIN (82H)

Transaclion groups may have their own PIN, FIG. 11. If
tbis PIN bas bzen set (by a sel group PIN command) it mus1
be supplicd fo access any of 1he objeck wilbin the greup. If
1be Greup PIN supplied does nol match the actual group
PIN, thc module will retura the ERR__BAD_GROUP__PIN
error code.

Y¥RR_BAD_PIN_] FENGTH (83H)

There are 2 commands which can change PiIN values. The
sel group PIN and (ke sel common PINcommacds. Both of
these cequire the ncw PIN as well as the olid PIN. The
ERR_BAD_PIN_ L ENGTH error code wiil be returned if
the old PIN supplicd was correct, but the new PIN was
grealer than 8 characters in length.

ERIR _BAD OPTION BYTE (8411)

The option byle only applics to the common PIN. Whea
the set common PIN command is executed the last byte ibe
hest supplies is Ihe option byte (described in cummand
section). If this byle is unresogai7able to the modulc, it will
return the ERR__BAD__ OPITON__BYTE curor code.

ERR._BAD_NAME_ LENGTH (85H)

Whean Ihe creale Iransaction group command is executed,
oce of the dala swucturcs supplisd by the hos! is tbe group’s
pame. The group namc may noi exceed 16 characlers in
leagth. If1he namc supplicd is longer than 16 characlers, be
ERR_BAB_NAME__LENGTI error code is returoed.

ERR_INSUFFICIENT_RAM (86H)

The create fransaclion group and create abject commands
return this error code when there is ool enough heap avail-
ablc in lbe module,

ERR_MIAC_LOCKED (87H)

When the mogdule has been locked, no groups or objects
can be crcated or destrayed. Any atlempts o create or dclete
objects will generate an ERR_MIAC_LOCKED error
cede.

ERR_MIAC_NOT_ LOCKED (88H)

1f 1be module has nol been locked there is no audit irail.
1f onc of the audit trail commands is excculed this error code
will be returged.

ERR_GROUP_LOCKED (8911)

Once a Iransaclion group has besn locked object creation
wilhio thal group is nol possiblc. Also ihe ebjects atiribules
and tyges arc fiozcn. Aoy altemp1 (0 cre ate ebjects or modify
\heir attribuic or type byies will generale an ERR_
GROUP_[.OCKED error code.

ERR_BAD_ OBJECI__TYPE (8AH)

When the host scnds a create object command to the
module, one of the paramelers it supplics is an object type
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(see command section). If the object type is not recognized
by the firmware it will recun an ERR_BAB__OBIECT
TYPE evior vode.

ERR_BAD_ OBJECT_ATTR (8BH)

Wheao the host sends a create object command to the
module, one of the parameters it supplies is an object
aliribute byte (see sommand ssction). [f the object attribute
byte is oot svcugmired by the firmware it will returu an
CRR_BABD_OBJECI. . AI'TR error code.

ERR_RBAD SIZE (8CH)

An ERR_BABD_SIZE errer code is normally generated
when crealing or writiog an object. It will only occur when
the ubject data supplied by the host has an invalid length.

ERR_BAD__GROUP_ID (8DH)

All commands that operate at the transaction group level
require the group 1D to be supplied in the command packet.
1€ the group ID specified does not exist in the modnle it will
geaerate an ERR__BAD_GROUP_ID error code.

ERR_BAD ORJECT @ (REH)

All commands that operate at the object level require the
object 11 to be supplied in the command packet. HIbe object
1D specificd docs not exist within the specific transaction
group (also specified in the command packel) the module
will generate an ERR_BAD__OBIJECT__ID error code.

ERR__INSUFFICIENT__FUNDS (8FH)

If a script object that execules financial (ransactiens is
invoked and lhe value of the moavy registor is less than the
withdrawal amount requested an ERR_INSUFFICIENT _
FUNDS error code will be returned.

ERR__OBIECT_{OCKED (90H}

Locked objects are rcad oaly. If a write object vommand
is attempted and it spscifies the objcct ID ef a locked object
the motlule will retven an ERR_OBJECT _LOCKED error
csde.

ERR_OBJECI_PRIVATE (9111)

Private objecis are not dircclly rcadable or writable. If a
rcad object command or a wnie object cemmand is
attempted, uod it specifics the object 10 of a private object,
the module wiil return an ERR_@BJECT_PRIVATE crror
cede.

ERR__OBJECT_DESTRUCTED (92H)

if an object is destructible and the transaclion group’s
destrustors is active the object may not be used by a serpt.
If a seript is invoked which uses an object which bas been
desirucled, an ERR_OBIECT_DUSTRUCTED crror cude
will be retumed by the module.

The exemplary embodiment of Ibe prescat jovention is
preferably placed within a durable stainless steel, token-like
can. [t is understood that an excmplary module ¢an be placed
invirtually any articulatable item. Examples of articulatable
iteras include credit cards, rings, walches, walle®, pwises,
necklacss, jewelry, 1D badges, peos, cl'mpboards, etc.

The module preferably is a single chip “trusted com-
puter”. By the word “trusted™ il is meant that the cemputer
is extremely secure from lamperavg by vowarranted means.
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The medule incorporaks a numeric COprocessor optimized
for math inlemsive encryption. The BIOS is preferably
imauone to aheration and specifically desigoed for very
sccurc ansactions.

Each module can have a random “secd” generator with
Ihe ability to create a private/public key sel. ‘The private key
pever Icaves the module and is ealy knows by the module.
Furthermore, discovary of the private key is prevealed by
active scif-destruction upon wrongful cotry into the module.
The module ¢an be bound to the user by a personal identi-
fication oumber (PIN).

When transactions are performed by the module certifi-
calcs of autheoticutioo are created by eubor or botb the
mndule and a system the module communu cales with, The
certificale cao contain a variety of informmation. Ia particular,
the certificate may centain:

1) who is the module user via a unique regisiralion

oumber.

2) when the transaction look plaee via a truc-time stamp-
ing of the transaction.

3) where the trapsaction teck plave via a registered
module interface site idcntification.

4) securily infermatia via uniquely scrialized traosac-
tions and digital signilures on message digcests.

5) module status indicated as valid, lost, or expired.

Altlhough a prefeired embodiment of thc method and
apparatus of the preseat invention has been illustrated inthe
accompanyiog Brawings and descn'bed in the foregoing
Detailcd Description, it will be undesstood that the invention
is not liomcd to the embodiment disclosed, but is capable of
mumerous rearrangements, modifications and substitutiens
witbout departing from the spirit of the invents'on asset forth
aid defined by the (ollowing claims.

What is claimed is:

1. A microcontroller bascd sccure transaction intcgrated
cifcuit comptisiog;

a microcuntroller core;

a math coprecessor conpecitd to said microcontroller
core, said malh copreeessor being for bandling com-
plex mathematics of encryption and decryption;

memory circuitry which can be programmed by a service
provider 10 enable said microcooirollcr based secure
transaction integrated circuit to porform predetermined
funciions on behalf ef the service provider and for the
benefil of an end user, said memory circuilry being
oennucted to said microcontroller cere;

an inpuVoutput circwit, vonnecicd ko said microcontroller
core, for cxchanging information with a device cxternal
te fawd microcontroller baged soccure transaction inte-
grated «ircuwt; and

a real time cloek, connecled t0 said microconlroller core,
for providiog a time measurement for time slamping 2
predetemined function.

2. The microcontrolter baswd sccure transaction iotegrated
citcuit of claim I, wherein said predotermined functionis 2a
encrypted dzla lransaction.

3. The microcontreller based scoure transact'um imegrated
ciccit of claim 1, further comprising an energy circuit
conoected o said memory circuiwy.

4. Tho micracontroller based scours transaction integrated
circuit of claim 3, wherein said memory citcuitry is noo-
volatile RAM.

S. The microcontroller based secure transaction integrated
citcuit of claim 1, wherein said micrecontroller based securs
transaction integrated «ircuil is programmed in & seript
programming language.
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6. The microcontroller based secure ansaction integrated
circuitof claim 1, whercin 32! microconiroller based secure
tragsaction integrated circuit is incorporated ioto aa articu-
latable item.

7. The microcontroller based secure tiansaction integrated
circuit of claim 6. wherein said articulatablc item is selected
forma group cemprising a ring, a bracelet, a awdit card, a
smar! card, a pecklace, an identification badge, a kecy fob,
and a loken shaped object.

8. The microcontioller based sccurc transaction “utegrated
circuit of claim 1, further comprising the ability to creatc
encryplion key pairs.

8. A secure transaetion intgrated circuit comprising:

a microcontreller core;

a memory circuil, in communication with said microcen-

troller care, for storing a transaction program;

# modular cxponentialion accelerator citcuit, in commu-
nication with sard micrecontroller core, for performing
eacryplien and decryption calculations;

an input/ourput circwil, in communicalien wilh said
micracontroller core, for rccciving and transmilling
data information with another electronic dev'ice; and

a clock circuil for measuring time and providing lime
stamp informat’1on responsive o functions heing por-
formed by sad microcontroller core.

10. The secure transaction integrated circuit of claim 9,

whcrcin said memory ciscuit is a nonvelatile RAM.
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11. The securc transaction integratcd circul of claim 9,
wherein said memory circuit can comprise a pluratity of
transaclion groups wherein each said transaction greup can
comprise a Wansaction program created by a service pro-
vider,

12. The secure transaction integrated circuit of claim 9,
furher comprising an energy ciccuit connected at lcast to
said memory circuil.

13. The secure transacon integrated circuit of claim 9,
wherein said inpul/output circuit is a bdircctional ene-wire
bus cemprising & cemmunication/power connection and a
ground connection.

14. ‘[he secure Uapsaction integeated circoit of claim 9,
wherein said transactum program can enable said secure
transaclion itcgrated circuit to perform digital cash trans-
actions.

15. The secure transaclion integrated citcuil of claim 9,
wherein said securc traasaclion integraled circuil is further
integrated into an articulatadle item.

16. The secure trapsaction integrated circuit of claim 18,
wherein said articulalable item is selected from a group
comprising a ring, a bracelet, a wallet, a credil card, a smar!
card, a nccklace, an identification card, a key [ob, and a
token shaped object.




PATENT APPLICATION SERIAL NO.

U.S. DEPARTMENT OF COMMERCE
PATENT AND TRADEMARK OFFICE
FEE RECORD SHEET

B o s e s

PTO-1556 '
(5/87)

Page 34 of 544



Page

RS

SERIAL NUMBER FILING DATE LASS (GROUP ART UNIT ATTORNEY DOCKET NO

09/041,190 03/10/1998 380 b!?j 20661-457C1

APPLICANT
STEPHEN M CURRY, DALLAS, TEXAS; DONALD W LOOMIS, COPPELL, TEXRS:
{ICHRISTOPHER W FOX, DALLAS, TEXAS.

{l++* CONTINUING DOMESTIC DATA+#+++d++ssdididididdddy
Il VERIFIED IS APPLN IS A CeN @F 08/594,983 01/31/1996 PAT 5,748,740

€0/004,510 09/29/1995
e

"*371 (NAT.L STAGE] DATA*“***"*******"*"**‘.‘*
VERIFIED -
SMNo A=

2
*+*FOREIGN APPLICATIONS#+44+4sddddddiditdddiis
VERIFIED

ng} /‘Z/pztfﬁ

FOREIGN FILING LICENSE GRANTE® 03/30/1998

yes Hno STATE OR SHEETS INDEPENDENT
et O yes Brno O Mel afler Allowanee COUNTRY DRAWINGS CLAIMS

ﬂ’? TX ] 1

Examiner's Name  Initials

|[STEVEN R GREENFIELD
JENKENS & GILCHRIST
3200 FOUNTAIN PLACE
1445 ROSS AVENUE
DALLRS , TX,75202-279¢9

[rrLe
HETHOD APPARATUS, SYSTEM AND FIRMWARE FOR SECURE TRANSACTIONS

¢

' FILINGFEE || FEES: Authority has been given in Paper O All Fecs
RECEIVED No. 1o charge/credit DEPOSIT ACCOUNT O 1.16 Fees (Filing)
NO.__ for the following: 0 1.17 Fecs (Procezsing Ext. of Time)

$+%790 O 1.18 Fees (Issue)

35 of 544




-NUMBER " | FILING DATE T cLAss GROUP ARTUNIT | ATTORNEY DOCKET NO.
08/041,190 03/10/98 380 3642 20661-457C1

| 2?55

STEPHEN M. CURRY, DALLAS. TX; DONALD W. LOOMIS, COPPELL, TX;
CHRISTOPHER W. FOX, DALLAS, TX.

APPLICAN .

**CONTINUING DOMESTIC DATAsxAAx kAt d Akt dhhdhhkd ks
VERIFIED THIS APPLN IS A CON OF 08/594,983 01/31/96 PAT 5,748,740
}L‘ vy PROVISIONAL APPLICATION NO. 60/004,510 09/29/S5

#2371 (NAT’L STAGE) DATAAA*A Ak kA AAxx kxR A% A A ¥
VERIFIED

//521/)’ /1/2‘4{?

**FOREIGN APPLICATIONS**##xdkkinix
VERIFIED

Dy %

3

FOREIGN FILING LICENSE GRANTED 03/30/98

oreign Priority clgimed Dm — STATEOR | SHEETS TOTAL | INDE_ENDENT !
35 U%C 119 (a-d) conditions met yesuuo CIMet after Allowance COUNTRY | DRAWING CLAIMS CL IMS

Verified and Acknowledged 4 ™ 8 9 1
|
|

STEVEN R GREENFIELD
JENKENS & GILCHRIST
3200 FOUNTAIN PLACE
1445 ROSS AVENUE

DALLAS TX 75202-2799

ADODRESS

METHOD, APPARATUS, SYSTEM AND FIRMWARE FOR SECURE TRANSACTIONS

TITLE

RECEVED Al Fees
FEES: Authority has been given in Paper 1.16 Fees (Filing)
No, _______ to charge/credit DEPOSIT ACCOUNT | 1.17 Fees (Processing Ext. of time)}
$790 NO. for the following: | 1.18 Fees (Issue)
[ Other
] Credit

Page 36 of 544




Printed 01/11/2C

FFRIAL NUMBER LING PATE LASS ROUP ART UNIT TTORNEY DOCKETNO
| 09/041,190 03/10/1998 380 1662 20661-457C1
APPLICANT _ . - ‘

STEPHEN M CURRY, PALLAS, TEXAS: DONALD W LOOMIS, COPPELL, TEXAS;
CHRISTOPHER W FOX, DALLAS, TEXAS.

VERIFIED THIS APPLN IS A CON OF 08/594,983 01/31/1996 PAT 5,748,740
‘z)e:?/ 60/004.510 09/25/19%5

*x 371 [NAT‘L STAGE) DATAV** kh kb kk bk hkkh R hhdkk

VERIFIED
NE
£y NoNVE

**EFOREIGN APPLICATIONS#wwwwk s kAt s radbhnddbbdd
VERIFIED

“*CONTINUING DOMESTIC DATA**Ad*dkkthhdhbkkahkhahnas
|
|
|
|

; VoA
[ | E—— _

‘oreign priorty claied 0 yez Rao STATEOR | SHEEIS |  TOTAL INDEPENDENT

5 USC 119 (a-d) conditions et O yes 1o O Met after Allowance COUNTRY DRAWINGS CLADMS CLADMS

FELNILR
Verifiednd ackrowledged T4 G oy P & TX 8 9 1
Bxansiners Narhe _ Initiala il
DRESS

TEVEN R GREENFIELD
ENKENS & GILCHRIST
3200 FOUNTAIN PLACE
1445 ROSS AVENUE
DALLAS , TX 75202-2799

E?‘]-Z‘"!E-IOD, APPARATUS, SYSTEM A D FIRMNARE FOR SECURE TRANSACTIONS

FILING FEE FEES: Authority has becn given in Paper O All Fecs
RECEIVED No. to cherge/credit DEPOSIT ACCOUNT 0 1.16 Fees (Filing)
NO. for the followag: 0 1.17 Fees (Processing Ext. of Tune)
s+ +T90 0 1.18 Fees (Issue)
) O Other
O Credil

-y,

Pagg 37 of 544




- oa/o41190

Patent Application
Docket #20661/457

ABSTRACT OF THE DISCLOSURE

The present invention relates to an electronic

module used for secure transactions. More specifically,

the electronic module is capable of passing information

back and forth between a service provider's equipment via

5
a secure, encrypted technique so that money and other
valuable data can be securely passed electronically. The
module is ¢apable of being programmed, keeping track of
= real time, recording transactions for later review, and
g 10 creating encryptien key pairs.
“
s

£ ]
i
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08594575
-/ydg Serial No.: jummown, filed January 31, 1996,
entitled TRANSFER OF VALUABLE INFORMATION BETWEEN A
NV PENGIA G
/;Czy SECURE MODULE AND ANOTHER MODULEY

BACKGROUND OF THE INVENTION
5 Pechnical Bield of £is | ;
The present invention relates to a method, apparatus
and firmware wused for secure transactions. In

particular, in an electronic module based system, the

f
M

2_ module can be configured to provide at least secure data
5 f 10 transfers, digital signatures or to authorize wmonetary

’f: transactions.

5 Description of Related Art

3 Presently, credit cards that have a magnetic strip

;-: associated with them, are a preferred monetary

E 15° transaction medium in the market place. A card user can

e

take the card to an automatic cash machine, a local store
or a bank and make monetary transactions. In wmany
/instances the card is used via a telephone interface to
make monetary exchanges. The magnetic strip card is used
20 to help identify the card and user of the card. The card

provides a relatively low level of security for the

IPDAL:71997.1/20661-457 !
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transfer. Regardless, the card enables a card holder to
buy products, pay debts and make monetary exchanges

between separate bank accounts.

Improvements have been made to the magnetic strip
card. There have been cards created with microcircuits
instead of magnetic strips. 1In general the microcircuit,
like a magnetic strip, is used to enable a card-reader to

perform a transaction.

SUMMARY OF THE INVENTION

The present invention is an apparatus, system and
method for communicating encrypted information between a
preferably portable module and a service provider's
equipment. The invention comprises a module, that has a
unique identification, that is capable of creating a
random number, for example, a SALT, and passing the
random number, along with, for example, a request to
/exchange money, to a service provider's equipment. The
service provider's equipment may in return encrypt the
random number with a private or public key (depending on

the type of transaction), along with other information
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and pass the encrypted information back to the module as
a signed certificate. The module, upon receiving the
signed certificate, will decrypt the certificate with a
public or private key (depending on the type of
transaction) and compare the decrypted number with the
original random number. Furthermore, if the numbers are
the same then the transaction that was reguested may be
deemed secure and thereby proceeds. The module is
capable of time stamping and storing in memory

infermation about the transaction for later review.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the method and
apparatus of the present invention may be had by
reference to the following Detailed Description when
taken in conjunction with the accompanying Drawings
wherein: )

FIGURE is a block diagram of an embodiment of a
/module;

FIGURE/,Z/is an exemplary process for creating a

transaction group;

1e0nL:71997.1/20661-457
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FIGURE ;s an exemplary technique for receiving an
E-mail message;
FIGURE‘ivis an exemplary technique for preparing a
module for notary. functions;
5 FIGURE & is an exemplary technique for using the
module as a notaf?;
FIGURE 6 is an exemplary technique for preparing a
module to perform a money transaction;
FIGURE 731; an exemplary technique for performing a
1e money transaction”using a module;
FIGURE i an exemplary technique for performing a
money transaction using a module;
FIGURE 9 is an exemplary technique for performing a
money transaction using a module;
1S FIGURE 10 is an exemplary technique for passing data
over a network;
FIGURE 11 is an exemplary organization of the
software and {;rhware within a module; and

W
4 FIGURE 12 is an exemplary configuration of software

20 and firmware within a module.

1p0AL:71997.1/ 20661-457
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DETAILED DESCRIPTION OF A PRESENTLY PREFERRED EXEMPLARY
EMBODIMENT

FIGURE 1 depicts a block diagram of an exemplary
module 10 that incorporates an exemplary embodiment of
the present invention. The module circuitry can be a
single integrated circuit. It is understood that the
module 10 could also be on multiple integrated or
descrete element circuits combined tegether. The module
10 comprises a microprocessor 12, a real time clock 14,
control circuitry 16, a math coprocessor 18, memory
circuitxy 20, input/output circuitry 26, and an energy

circuit.

The module 10 could be made small enough to be
incorporated into a variety of objects including, but not
limited to a token, a card, a ring, a computer, a wallet,
a key fob, badge, jewelry, stamp, or practically any
object that can be grasped and/or articulated by a user

v
“of the object.

The microprocessor 12 1is preferably an 8-bit

microprocessor, but could be 16, 32, 64 or any operable

IPDAL: 71897.1/20661-457
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number of bits. The clock 12 provides timing for the
module circuitry. There can also be separate clock
circuitry 14 that provides a continuously running real

time clock.

The math coprocessor circuitry 18 is designed and
used to handle very large numbers. In particular, the
coprocessor will handle the complex mathematics of RSA

encryption and decryption.

The memory circuitry 20 may contain both read-only-
memory and non-volatile random-access-memory .
Furthermore, one of ordinary skill in the art would
understand that volatile memory, EPROM, SRAM and a
variety of other types of memory circuitry could be used

to create an equivalent device.

Control circuitry 16 provides timing, latching and
/various necessary control functions for the entire

circuit.

1POAL: 71997.1/ 20661-257
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An input/output circuit 26 enables bidirectional
communication with the module 10. The input/output
circuitry 26 preferably comprises at least an output
buffer 28 and an input buffer. For communication via a
one-wire bus, one-wire interface circuitry 32 can be

included with the input/output circuitry 26.

An energy circuit 34 may be necessary to maintain
the memory circuitry 20 and/or aid in powering the other
circuitry in the module 10. The energy circuit 34 could
consist of a battéry, capacitor, R/C circuit, photo-
voltaic cell, or any other eguivalent energy producing

circuit or means.

The firmware architecture of a preferred embodiment
of a secure transaction module and a series of sample
applications using the module 18 will now be discussed.
These examples are intended to illustrate a preferred
/feature set of the module 10 and to explain the services
that the module offers. These applications by no means

limit the capabilities of the invention, but instead

bring to light a sampling of its capabilities.

IP.J\L:'!]SBT!/ZGSSl—(S?
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) 0 OVERVIEW O? THE PREFERRED MODULE AND ITS FIRMWARE

DESIGN

The module 10 preferably contains a general-purpose,
8051-compatible micro controller 12 or a reasonably
similar product, a continuously running real-time clock
14, a high-speed modular exponentiation accelerator for
large integers (math coprocessor} 18, input and output
buffers 28, 30 with a one-wire interface 32 for sending
and receiving data, 32 Kbytes of ROM memory 22 with
preprogrammed firmware, 8 Kbytes of NVRAM (non-volatile
RAM) 24 for storage of critical data, and control
circuitry 16 that enables the micro controller 12 to be
powered up to interpret and act on the data placed in an
input circcuitry 26. The module 10 draws its operating
power from the one-wire line. The micro controller 12,
clock 14, memory 20, buffers 28, 30, one-wire front-end

32, modular exponentiation accelerator 18, and control

/circuitry 16 are preferably integrated on a single

silicon chip and packaged in a stainless steel microcan
using packaging techniques which make it virtually

impossible to probe the data in the NVRAM 24 without

IPIN.:?IQB?.I/ZOGG!-%S?
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destroying the data. Initially, most of the NVRAM 24 is
available for use to support applications such as those
described below. One of ordinary skill will understand
that there are many comparable variations of the module
design. For example, volatile memory can be used, or an
interface other than a one-wire could be used. The

silicon chip can be packaged in credit cards, rings etc.

The module 10 is preferably intended to be used
first by a Service Provider who loads the module 10 with
data to enable it to perform useful functions, and second
by an End User who issues commands to the module 10 to
perform operations on behalf of the Service Provider for
the benefit of the End User. For this reason, the module
10 offers functions to support the Service Provider in
setting up the module for an intended application. It
also offers functions to allow the End User to invoke the
services offered by the Service Provider.

Vd

Each Service Provider can reserve a block of NVRAM

memory to support its services by creating a transaction

group 40 (refer to PFIGURES 11 and 12). A transaction

10
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group 40 is simply a set of objects 42 that are defined
by the Service Provider. These objects 42 include both
data objects (encryption keys, transaction counts. money
amounts, date/time stamps, etc.) and transaction scripts
44 which specify how to combine the data objects in
useful ways. Each Service Provider creates his own
transaction group 40, which is independent of every other
transaction group 40. Hence, multiple Service Providers
can offer different services in the same module 10. The
number of independent Service Providers that can be
supported depends on the number and complexity of the
objects 42 defined in each transaction group 4o0.
Examples of some of the objects 42 that can be defined

within a transaction group 40 are the following:

———

RSA Modulus Clock Offset
RSA Exponent Random SALT
R Transaction Script Configuration Data
4 Transaction Counter Input Data
Money Register Qutput Data
Destructor

12
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Within each transaction group 40 the module 10 will
initially accept certain commands which have an
irreversible effect. Once any of these irreversgible
commands are executed in a transaction group 40, they
remain in effect until the end of the module's useful
life or until the transaction group 40, to which it
applies, is deleted from the module 10. In addition,
there are certain commands which have an irreversible
effect until the end of the module's life or until a
master erase command is issued to erase the entire
contents of the module 10. These commands will be
discussed further below. These commands are essential to
give the Service Provider the necessary control over the
operations that can be performed by the End User.

Examples of some of the irreversible commands are:

Privatize @bject Lock Object

.'/y( Lock Transaction Group Lock Micro-In-A-Can™

(5

s

Since much of the module's utility centers on its
ability to keep a secret, the Privatize command is a very

important irreversible command.

12
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Once the module 10, as a whole, is locked, the
remaining WVRAM memory 24 is allocated for a circular
buffer for holding an audit trail of previous
transactions. Each of the transactions are identified by
the number of the transaction group, the number of the
transaction script 40 within the specified group, and the

date/time stamp.

The fundamental concept implemented by the firmware
is that the Service Provider can store transaction
scripts 44 in a transaction group 40 to perform only
those operations among objects that he wishes the End
User to be able to perform. The Service Provider can
also store and privatize RSA key or keys (encryption
keys) that allow the module 10 to *sign" transactions on
behalf of the Service Provider, thereby guaranteeing
their authenticity. By privatizing and/or locking one or
more objects 42 in the transaction group 40, the Service

’Provider maintains control over what the module 10 is
allowed to do on his behalf. The End User cannot add new
transaction scripts 44 and is therefore limited to the

operations on objects 42 that can be performed with the

13
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transaction scripts 44 programmed by the Service

Provider.

II. USAGE MODELS OF THE MODULE
This section presents a series of practical
5 applications of the module 10, ranging from the simplest
to the most complex. Each of these applications is
described in enough detail to make it clear why the

module 10 is the central enabling technology for that

=
é- application.
j 10 A. BACKGROUND OF SECURE E-MATL
Eg In this section we provide an example of how a
% module 10 could be used to allow anyone to receive
i his or her own e-mail securely at any location.
2
o
- 1. Standard E-Mail

15 In a standard e-mail system, a user's

/ computer is connected to a provider of Internet

services, and the user's computer provides an
e-mail password when polling the provider's

computer for new mail. The mail resides on the

14
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provider's computer in plain text form, where
it can be read by anyone working there. In
addition, while traveling from its source, the
mail passes through many computers and was also
exposed at these locations, If the user
receives his mail from his provider over a
local area network, anyone else on the same
network can capture and read the mail.
Finally, with many e-mail systems that do not
require the user to enter the password, anyone
sitting at the user's computer can retrieve and
read his mail, since his computer automatically

provides the password when it polls the

provider's computer.

It is frequently alsc possible to copy the
password from a configuration file in the
user‘'s computer and use it to read his mail
from a different computer. As a result of this
broad distribution of the e-mail in plain text
form and the weakness of password protection,

standard e-mail is regarded as very insecure.

i5
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To counter this problem, the security
system known as P.G.P. {Pretty Good Privacy)
was devised. To use P.G.P., a user dgenerates
a complete RSA key set containing both a public
and private component. He makes his public key
widely available by putting it in the signature
block of all his e-mail messages and arranging
to have it posted in publicly accessible
directories of P.G.P. public keys. He stores
his private key on his own personal computer,
perhaps in a password-protected form. When
somecone wishes to send private e-mail to this
user, he generates a random IDEA encryption key
and encrypts the entire message with the IDEA
encryption algorithm. He then encrypts the
IDEA key itself using the public key provided
by the intended recipient. He e-mails both the
message encrypted with IDEA and the IDEA key
encrypted with the user’s public key to the
user. No one that sees this transmission can
read it except the intended recipient because

the message is encrypted with IDEA and the IDEA

le
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key is encrypted with the intended recipient's
public key. The recipient's computer contains
the corresponding private key, and hence can
decrypt the IDEA key and use the decrypted IDEA
5 key to decrypt the message. This provides
security from those who might try to read the
user's mail remotely, but it is less effective
when the user's computer is accessible to
others because the computer, itself, contains
10 the private key. Even if the private key is
password protected, it is often easy to guess
the user's password or eavesdrop on him when he
enters it, so the user's computer provides
little security. In addition, the user can
15 receive secure e-mail only at his own computer

because his private key 1is stored in that

ER G 2TRCER T E e L oA

computer and is not available elsewhere.
Therefore, the weakness of P.G.P. is that it is
/ tied strongly to the user's computer where the

20 private key resides.

17
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28 Module Protected E-Mail

With the exemplary module 10 being used to
protect e-mail, a user could have his e-mail
forwarded to him wherever he goes without fear
that it would be read by others or that his PC
would be the weak link that compromises the
security of his mail. The module protected e-
mail system is similar to the P.G.P. system,
except that the private key used for decrypting
the IDEA key 1is stored in a privatized object
in a transaction group of the module 10 instead
of in a PC. The module protected e-mail system

operates as follows:

a. Referring to FIGURES 2, 11 and
12, the user creates a transaction group
40, 81, generates an RSA key set S2 and
loads it into three objects 42 of the
transaction group 40 (one RSA modulus
object, N, and two RSA exponent objects,
E and D). He then privatizes the

decryption exponent 83, D. Finally, he

18
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creates a transaction script 44, S4 to
take data placed in the input data object,
encrypt it with the modulus N and private
exponent D and place the result in the
output data object. He locks the group S5
to prevent any additional transaction
scripts 44 from being added. He "forgets‘
the value of D and publishes the values of
E and N in public directories and in the
signature blocks of his e-mail messages.
Since he has forgotten D and since the D
exponent object has been privatized, there
is no way that anyone will ever find out

the value of D.

b. Referring to FIGURE 3, to send
secure e-mail to the user, the P.G.P.
system is used. When the user receives
the secure e-mail Al, he transmits the
encrypted IDEA key into the input data
object of the transaction group 40, A2 and

then calls the transaction script 44 to

19
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decrypt this key A3 and place the
decrypted result in the output data object
A4. He then reads the decrypted IDEA key
from the output data object and uses it to
decrypt his mail AS. Note that it is now
impossible for anyone, including the user,
to read any new mail without having
physical possession of the module 10.
There is therefore no way that a user's
mail can be read without his knowledge,
because the module 10 must be physically
present on the computer where the mail is
read. The user cam carry his module 10
wherever he goes and use it to read his
forwarded mail anywhere. His home
computer is not the weak point in the

security system.

Secure e-mail, as described above, is the
simplest possible module application, requiring only
one RSA key and one transaction script 44. It is

unnecessary even to store the public key E in the

1PDAL;:71997. 1/20561-4 57
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module 10, but it is a good idea to do so because
the public key 1is supposed to be publicly
accessible., By storing E in an exponent object and
not privatizing that object or the modulus object,
N, the user insures that the public key can always
be read from the module 10. There are no
transaction scripts 44 involving E because the
module 10 will never be required to perform an

encryption.

B. DIGITAL NCTARY SERVICE
This section describes a preferred notary

service using the medule 10.

1 Background of a Standard Notary Service
A conventional Notary Service Provider
receives and examines a document from an End
User and then supplies an uncounterfeitable
mark on the document signifying that the
document was presented to the notary on a
certain date, etc. ©One application of such a

notary service could be to record disclosures

21
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of new inventions so that the priority of the
invention can later be established in court if
necessary. In this case, the most important
service provided by the notary is to certify
that the disclosure existed in the possession
of the inventor on a certain date. {(The
traditional method for establishing priority is
the use of a lab notebook in which inventors
and witnesses sign and date disclosures of

significant inventions.)

2. Electronic Notary Service Using The Module

A company, hereafter referred to as the
Service Provider, decides to go into business
to supply a notary service (strictly, a
priority verification service) for its
customers, hereafter referred to as the End
Users. The Service Provider chooses to do this
by using the module 10 as its "agents” and
gives them the authority to authenticate (date

and sign) documents on his behalf. The

22
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preferred operation of this system is as

follows:

a. Referring to FIGURES 4, 11 and
12, the Service Provider creates a
transaction group 40 for perfoxrming
electronic notary functions in a

"registered lot" of modules 10, B1,

b. The Service Provider uses a
secure computing facility to generate an
RSA key set and program the set into every
module 10 as a set of three objects 42, a
modulus object and two exponent objects
B2. The public part of the key set is
nmade known as widely as possible, and the
private part is forgotten completely by
the Service Provider. The private
exponent object is privatized to prevent
it from being read back from the modules

10.

23
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(=g The Service Provider reads the
real-time clock 14 from each module 10 and
creates a clock offset object that
contains the difference between the
reading of the real-time clock 14 and some
convenient reference time (e.g,, 12:00
a.m. January 1, 1370)}). The true time can
then be obtained from any module 10 by
adding the value of the clock offset

object to the real-time clock B3.

d. The Service Provider creates a
transaction sequence counter object

initialized to zero B4.

e. The Service Provider creates a
transaction script 44 which appends the
contents of the input data object to the
true time (sum of real-time clock 14 and
the value of the clock offset object}
followed by the value of the transaction

counter followed by the unigque lasered

24
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registration number. The transaction
script 44 then specifies that all of this
data be encrypted with the private key and
placed in the output data object. The
instructions to perform this operation are
stored in the transaction group 40 as a

transaction script object BS.

f. The Service Provider privatizes
any other objects 42 that it does not wish

to make directly readable or writable BS6.

g. The Service Provider locks the
transaction group 40, preventing any
additional transaction scripts 44 from

being added B7.

h. Referring to FIGURE S, now the
Service Provider distributes the modules
to paying customers (End Users) to use for
notary services. Anytime an End User

wishes to have a document certified, the

25
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End User performs the Secure Hash
Algorithm (Specified in the Secure Hash
Standard, FIPS Pub. 180) to reduce the
entire document to a 20 byte message
digest. The End User then transmits the
20 byte message digest to the input data
object C1 and calls on the transaction
script 44 to bind the message digest with
the true time, transaction counter, and
unique lasered serial number and to sign
the resulting packet with the private key

c2.

i. The End User checks the
certificate by decrypting it with the
public key and checking the message
digest, true time stamp, etc. to make sure
they are correct C3. The End User then
stores this digital certificate along with
the original copy of the document in

digital form C4. The Service Provider

26
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will attest to the authenticity of the

certificates produced by its modules.

a)o After a period of. time specified
by the Service Provider, the user returns
his medule 10, pays a fee, and gets a new
module containing a new private key. The
old modules can be recycled by erasing the
entire transaction group and reprogramming
them. The Service Provider maintains an
archive of all the public keys it has ever
used so that it can testify as needed to

the authenticity of old certificates.

DIGITAL CASH DISPENSER

exemplary usage model focuses on the

LE 15 module 10 as a cash reservoir from which payments

can be made for goods or services. ({(To simplify the

A

discussion, the subject of refilling the module 10

with cash is postponed until later). In this case

the Sexvice Provider is a bank or other financial

20 institution, the End User is the bank's customer who
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wishes to use the module 10 to make purchases, and
the Merchant is the provider of the purchased goods
or services. The roles of the Service Provider, the
Merchant, and the End User in these transactions are

explained in detail below.

The fundamental concept of the digital cash
purse as implemented in the module 10 is that the
module 10 initially contains a locked money object
containing a given cash value, and the module 10 can
generate, on demand, certificates which are
essentially signed documents attesting to the fact
that the amount of money requested was subtracted
from the value of the money object. These signed
documents are equivalent to cash, since they attest
to the fact that the internal money object was
decreased in value by an amount corresponding to the
value of the certificate. The merchant can redeem
these certificates for cash by returning them to the

Service Provider.

28
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When dealing with digital <certificates
representing cash, “replay’ or duplication is a
fundamental problem. Since digital data can be
copied and retransmitted easily, it differs from
ordinary coins or paper money which are difficult to
reproduce because of the special technology that is
used in their manufacture. For this reason, the
receiver of the payment must take special steps to
insure that the digital certificate he receives is
not a replay of some previously issued certificate.
This problem can be solved by having the payee
generate a random "SALT", a challenge number, and

provide it to the payer.

SALT is a method of preventing replay. A
random number is sent and used in a
challenge/response mode. The other party is

challenged to return the random number as part of

their response.

The payer constructs a signed certificate which

includes both the money amount and the payee‘s SALT.

29

IPOAL:?IQQ?.I/Q.GSI-AS?

Page 67 of 544




FETER N

e

FRERY & 0

10

15

Patent Application
Docket #20661/457

When the payee receives this certificate, he
decrypts it with the public key, checks the money
amount, and then confirms that the SALT is the same
as the one he provided. By personalizing the
certificate to the payee, the payer proves to the
payee that the certificate is not a duplicate or
replay and is therefore authentic. This method can
be used regardless of whether the module 10 is the

payer or the payee.

Another problem that must be addressed is
irrepudiability, This means that none of the
parties to the transaction should be able to argue
that he did not actually participate in the
transaction. The transaction record {money
certificate) should contain elements to prove that
each party to the transaction was a willing

participant.

30

IPOAL'.'II!Q?AI/ZOSGI-&ST

Page 68 of 544



ERERED T 00 tads & T efauy

Page 69 of 544

10

15

TPOAL:71997.1/20661-457

Patent Application
Docket #20661/457

1. Background Conventional Cash Transactions

In a conventional cash transaction, the
End User first receives Federal Reserve Notes
from a bank and the bank subtracts the
equivalent amount of money from the balance in
his account. The End User can verify the
authenticity of the Federal Reserve Notes by

means of the "public key", which includes:

a. Magnetic ink attracted by a magnet.

b. Red and blue threads imbedded in the
paper.

chk Microfine printing surrounding the

engraved portrait.

d. Embedded stripe printed with USA and

denomination of the note.
The "private key" to this system is the

details of how the raw materials for printing

money are obtained and how the money is

31
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actually printed. This information is retained

by the government and not revealed.

These notes are carried by the End User to
the Merchant, where they are exchanged for
goods or services. The Merchant also uses the
*public key" of the notes to verify that they

are legitimate.

Finally, the Merchant carries the notes to
a BRBank, where the ‘'"public key" is again
examined by the teller. If the notes are
legitimate, the Merchant's bank account balance

is increased by the face value of the notes.

The end result of this transaction is that
the End User's bank balance is reduced, the
Merchant's bank balance is increased by the
same amount, the goods or services are
transferred from the Merchant to the End User,
and the Federal Reserve Notes are ready to be

reused for some other transaction.

32
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2P Exemplary Monetary Transactions Using The

Module

Monetary transactiens using the module 10
and digital certificates are somewhat more
complicated Dbecause digital data, wunlike
Federal Reserve Notes., can be copied and
duplicated easily. Nevertheless, the use of
“SALTs” and transaction segquence numbers can
guarantee the authenticity of digital
certificates. (In the following discussion, it
is assumed that every party to the transaction
has its own RSA key set with a private key that

it is able to keep secret.)

a. Referring to FIGURE 6, the
Service Provider (bank) prepares the
module 10 by creating a transaction group
40 containing a money object representing
the monetary value stored in the module
10. The Service Provider also creates a

transaction count object, a modulus

33
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object, and an exponent object and stores
the provider's private key in the exponent
object D1, He privatizes the key so that
it cannot be read D2. Next, he stores a
5 transaction script 44 in the transaction
group 40 to perform the monetary
transaction and locks the group so that no
further objects can be made D3, D4. (The
details of what this transaction script
10 does are described further Dbelow.)

Finally, he publishes the corresponding

PEN O ST R RGN

public key widely so that anyone can

obtain it DS.

b. The End User receives the module

15 ° 10 from the Service Provider, and the End

E

o
igf
=
=

User's bank accountl is debited by the
amount stored in the module 10. Using a
N PC or handheld computer, the End User can
interrogate the module 10 to verify that

20 the balance is correct.

34
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c. Referring to FIGURE 7, when the
End User wishes to purchase some goods or
services from a Merchant El1, the Merchant
reads the unique lasered registration
number of the module and places it in a
packet along with a random SALT E2, E3.
The merchant then signs this packet with
the merchant's own private key E4 and
transmits the resulting encrypted packet
along with the amount of the purchase to
the input data object of the transaction

group 40, E5.

d. The Mexrchant then invokes the
transaction script 44 programmed into the
module 10 by the Service Provider. This
transaction script 44 subtracts the amount
of the purchase from the money object E6,
appends the value of the transaction
counter object to the contents of the

input data object E7, signs the resulting

35
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packet with the private key, and places

the result in the ountput data object ES8.

(35 The Merchant then reads the
result from the output data object and
decrypts it with the Service Provider's
public key E9. He then confirms that the
amount of the purchase is correct and that
the remaining data is identical to the

packet he signed in step ¢., El0.

f. Having confirmed that the
certificate provided by the module 10 is
both authentic and original ({not a
duplicate), the Merchant delivers the
goods or services El11. Later the Merchant

sends the digital certificate to a bank.

g. The bank decrypts the
certificate with the Service Provider's
public key E12, extracts the amount of the

purchase and the transaction count, and

36
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decrypts the remaining data with the
Merchant's public key to reveal the unique
lasered registration number of the module
El14. The bank then looks up the module 10
by the unique lasered registration number
in a database to confirm that the
transaction count for this transaction has
not been submitted before. when this test
is passed, the bank adds the transaction
count value to the database, and then
increases the Merchant's bank balance by
the amount of the purchase E15. The fact
that portions of the certificate were
signed by both the module 10 and the
Merchant confirms that the transaction was
freely agreed to by both the Merchant and

the module 10.

Note that there are many different ways of
combining data combinations of the transaction

counter value, the unique lasered registration

the random SALT provided by payee, and the

37




