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Communications network using IC cards.

A communication network has a plurality of customer

terminals (11, - 11,) and a single center terminal {12} which

are coupled through communication lines {13, - 13,). A large FIG |
scale integrated circuit {IC card 14, - 14, 15) is operatively

coupled to each terminal. The integrated circuit device has CUSTOMERS
enciphering and deciphering functions and has a recording 'E‘I '('I
device {33). When a transaction request message is sent

from one customer terminal to the center, the transaction CARD /LTER"'“N”-
reqx.Jest message |§ enciphered bv'the integrated circuit 14z 2 134 CENTER
device, and the enciphered message is sent to the center. In { 4 = is
order to increase the transaction verification capability, the 1C /_ 12 {
teansmission message is recorded, in association with

encryption of the transmission message, in an area of the ! {
recording device which can be accessed from outside only H '1n P!
for readout. In order to further improve the transaction 1c i3n
verification capability, the response message is enciphered CARD /“

by the integrated circuitdevice in the center. The enciphered
response message is deciphered by the integrated circuit
device in the customer terminal. The response message is
recorded in the area of the recording device such that the
encrypted message and decrypted message can be distin-
guished from each other.
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Communications network using IC cards

The present invention relates to a communications
network and, more particularly, to a communications
network that enables transactions based on encrypted
messages between terminals.

5 Recently, with developments in electronic technol-
ogy, there have been innovations in communications
network systems such as home banking and home shopping,
and office banking systems. A vital concern regarding
communications network systems for handling financial

10 transactions is guaranteeing secrecy and security for
these transactions. It is necessary to increase the
verifiability of a transactor's identity or a message
which is transmitted and received between transactors
through the communications network.

15 The classical types of irregularities that can
occur in the transmission of transactions or messages
are as follows:

(1) False reports: A sender reports not sending
to the receiver although a transmission was in fact

20 made, or the sender reports sending although no trans-
mission was made.

(2) Forgery of documents: A receiver rewrites
a communication message that has been recorded on the
receiving side, or forges a communication message.

25 These irregularities make embezzlement possible.
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In a prior art system, in order to prevent such
irregularities, an enciphering program such as DES (Data
Encryption Standard) is stored in each network terminal
to prevent the forging of communication messages. This
means that an enciphering/deciphering circuit is provid-
ed in each terminal and that a sender, using his own
key, enciphers a message according to this enciphering
program. The enciphered message is transmitted to a
receiver terminal through a communications network. On
the receiver side, the received enciphered message is
deciphered in the deciphering circuit using a key word
which is stored in a key memory and is peculiar to the
sander and then recorded. Accordingly, assuming that
the key word stored in the key memory on the receiver
side has not been leaked to the outside, and that the
receiver has not forged the message, there is no one
other than the sender who knows the key word who can
make the enciphered message. Accordingly, the verifi-
ability of the enciphered message stored on the receiver
side is very high. Therefore, a digital signature can
be made on the communication document. Bowever, when
the receiver changes his terminal operation mode from
the decryption mode to the encryption mode, he can make
an enciphered message using the sender's key word.
Therefore, in a communciation network system based on an
encryption/decryption scheme, irregularities between the
sender and the receiver cannot be perfecgly prevented,
thus failing to guarantee the security of transactions.

European Patent Application Serial No. 85 30 3817,2
filed on May 30, 1985; entitled "COMMUNICATIONS NETWORK
USING AN ENCIPHERING AND DECIPHERING DEVICE"; and
assigned to the same assignee as this application dis-
closes a communication network with LSI devices, such as
IC cards, for enciphering/deciphering messages using a
plurality of key words.

It is an object of the present invention to provide
a communications network for performing communications
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between terminals using enciphered messages, which
guarantees transaction security.

It is another object of the present invention to
provide a communications network system for performing

5 communications between terminals using enciphered
messages which enables a safe digital signature.

In a communications network system according to the
present invention, first and second communication termi-
nals are coupled via a communications network. First

10 and second integrated circuit devices having a semicon-
ductor large scale integrated circuit sealed therein ar=s
operatively coupled to the first and second terminals,
respectively. The first IC device has at least a func-
tion for enciphering a first kind of messages input from

15 the first terminal. The second IC device has at least a
function for deciphering an enciphered message input
from the second terminal. The first kind of messages
enciphered by the first IC device is sent from the first
terminal to the second terminal via the communications

20 network. b -

According to the present invention, the first IC
device has recording means. Together with encryption of
the first kind of messages input from the first termi-
nal, the first IC device is arranged to automatically

25 record the first kind of messages (to be sent to the
second terminal) in an area of the recording means, the
area being accessible from outside of the IC device only
for readout.

Furthermore, according to the present invention,

30 the second IC device has a function for enciphering a
second kind of messages (to be sent to the first
terminal) input from the second terminal in response to
the first kind of messages. The first IC device has a
function for deciphering the second kind of messages

35 sent from the second terminal to the first terminal and
then input to the IC device. Together with decryption
of the enciphered message the first IC device is
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arranged to automatically record the second kind of
messages in the area of the recording means that is
accessible from outside only for readout.

In the first IC device, the first and second kinds

5 of messages are recorded in the area of the recording

means in such a way that the distinction between the
first kind of messages to be enciphered and the second
kind of messages which has been deciphered can be made.

This invention can be more fully understood from

10 the following detailed description when taken in

conjunction with the accompanying drawings, in which:

Fig. 1 is a schematic diagram of a communication
system to which the present invention is applieg;

Fig. 2 is a block diagram of terminals in Fig. 1;

1S Fig. 3 is a block diagram of IC cards used in the

system in Fig. 1;

Fig. 4 is a diagram for explaining memory areas of
a data memory in the IC card of Fig. 3;

Fig. 5 is a table for explaining access enable

20 conditions of the memory areas;

Fig. 6 shows an access enable condition table of
the data memory;

Fig. 7 is a format of a message applied to the IC
card from the terminal;

25 Fig. 8 is a flow chart for explaining a communica-
tion transaction according to a first embodiment of the
present invention;

Fig. 9 is a flow chart for explaining a communica-
tion transaction according to a second embodiment of the

30 present invention;

Fig. 10 is a block diagram of a terminal suitable
for detecting communications network failures;

Figs. 11 and 12 are diagrams for explaining
recording methods for recording a transaction reguest

35 message which is to be enciphered and a response message
which has been deciphered in a data memory area in a
distinguishable manner;
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