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2. 1If the first byte ic #xI'F and the next word is between 0 and
OXFFFD, inclusive, then the WORD contains the character
count .

3. Finally, if the firet kyte is OXPF and the next word lis
OXFFFEF. then the following BOKP containg the character
count .

4. RESERVATION: in the future, STT may <upport UNICOBE
cstrings. These are deneted by (BYTE 0OxFF), followed by
(W'@RD OXITFE), followed by a UNICONDF character count -- not
a byte count -- 4 enceded in 1, 2, and 3. above.

4. Low-level Composites
4A. GUID

QSF/DCE Globally Unique ID. GUIDs are also known as UUIDs in the network literature. There is an ISO
slandard for their format and generation. They must be guaranteed Lo be unique across space and time. They
are a standard pait of the Open Software Foundation's (OSF) Distributed Computing Environment (DCE).
They are necessary for the correct operation of many network protocols, such as Kerberos, Itis very
unlikely that an STT developer will be working on a platiorm that does not support validated
GUID-gencraling software.

The lollowing is a brief synopsis of onc GUID-generating algorithm. More details may be found in the
citations below.

If your machine contains a nctwork card with a 48-bit [EEE network card hardware addsess, this globally
unique address will be incorporated into the GUID. Otherwise a random pseudo-address is created from
machine state information that is extremely likely to have been aftected by truly random events, especially
human interaction with devices and the file system. See the Note on Randomness in the Introduction for
more.

The following cxcerpls on net hardware addresses are taken trom

Project 802: Local and Metropolitan Area Network Standard
Praft Standard P802.14/D10 1 April 199e
Prepared by the IEEE $06Z.1

-~ WOQIn QUOL® memmmmme e ___
Page 18: "5. Universal addresses and Protocol Identifiers

The IEEE makes it possible for organizations to cmploy unique
individual LAN MAC addresses, group addresses, and protocol
identifiers. It does so by assigning organizationally unigue
identificrs, which are 24 bits im length. [...] Though the
organizationally unique identifiers are 24 bits in length, their
true address space is 22 bits. The first bit can be set to 1 or
0 depending on the application. The second bit for all
assignments is zero. The remaining 22 bits [...] result in
2+*#22 (approximately 4 million identifiers).

[...} The multicast bit. is the least significant bit of the
first octet, A.

f...}1 5.1 organizationally Unieque Identifier
202l “0r32095 tuiLD
UNITED SERVICES AUTOMOBILE ASSOCIATION
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l...] The organizationally uniquc identifier i=z 24 bite in
length and its bit pattern is shown below. Organizationally
unique identifiers are ausigned as 24 bit values with both
values (0,1) being assigned to the first bit and the second bil
being et te 0 indicates that the ascignment Js universal.
Organizationally unigue identificrg with the secend bit set to 1
are locally astigned and have no relationship to the
IEEE-assigned values (as described hercin}.

The orgunizationally unigue identifier is defined to be:

1st bit 24th bit
i |
a b ¢ d e anoias X Y
[
| Always Set to zero
Bit can be sct to 0 or 1 depending on application

{...] 5.2 48-Bit Universal LAN Mac Addresses

t...]1 A 48 bit universal address consists of two partz. ‘The
first 24 bits correspond to the organizationally unigue
identifier as assigned by the IEEL except that the assignec may
<et the first bit to 1 for group addresczes or set it to 0 for
individual addressec. The cecond part, comPrising the remaining
24 bits. 1% administered locally hy the acsignee.

IErry

octet:

0 1 z 3 4 5
0011 0101 011t 1011 0001 €010 0000 NOOO 0000 0000 0OUUY 0001
i
First bit transmitted on the LAN medium. {Alco the
Individual/Group Address Bit.) The hexadecimal representation
is: AC-DE-48-%0-00-80

The Tndividual/Group (I/G} Address Bit {lat mit of octet 0) is
used to identify the destination addresse either as an individual
or as a group address. If the Individual/Group Address Bit ig
0, it indicates that the address field containz an individual
address. If this bit is !, the address field contains a group
address that identifies one or more {or all} stations connected
to the LAN. The all-stations broadcast address is a special,
pre-defined group address of all 1‘s.

The Universally or Locally Administered Address Bit {(2nd bit of
octet 0} is the bit directly following the I/G bit. This bit
indicates whether the address has been assigned by a local or
universal administrator. Universally administered addresses
have this bit set to ®. 1If this bit is set to 1. the entire
address {(i.e.: 48 bits) has been locally administered.*

—-- end QUOLE == -rmee e —emem

Also, sce the following

DEC / HP, Network Computing Architecture Remote Procedure Call Run Time Extensions
Specification Version @SF TX1.0.11 Steven Miller July 23, 1992 (Chapter 10 describes UUTD
allocation)

A GUID has the following wire format:

I
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{define-type GUID
{ (OCWORD datal)
{VIORD data2)
{WORD data3)
{BYTE[8] datad))}

4B. XID

Each entity, ¢.g., cardholder, merchant, bank, in STT has a GUID. In the Microsofi implementation, the

lifctime of this GUID is the lifetime of the installation of the STT software. It is possible for the same entity
to have many GUIDs: typically one for every time STT software has been installed.

Transaction-initiating messages sent by an cntity are stamped with its current GUID preceded by a QWORD
containing a non-decreasing serial number. The composite of a GUID and a qwSerial is called an X1D, tor
transaction 1D. Responses to the transaction-initiating message contain the X1D of the corresponding
initiating message.

STT-compliant applications must guarantee that the serial number never decrease for a given GUID, and
that the GUID 1s generated by validated software when STT software is installed on a machine.
Implementations must guarantee that the serial sumber is non-decreasing for each GUID, and, thus. that no
two transactions have the same XID.

STT-compliant applications shall guarantee idempotency of the protocol by examining XIDs. For example.
a payment server will reject attempts to replay payment requests from merchants, It will detect these
attempts by examining the X1D of the payment request and XID of the embedded payment instruction,
separately signed and encrypted by the cardholder.

An XID has the following wire format:

{define-type XID

{ {QWORD Serialbumber) ;Per-cuid, non-decreasing
{GUID InstallationGuid)})
4C. CMoney

All amounts in STT are contained in CMoneys, which appear as tfollows:

(define-type ChMoney
({(WORD <CeuntryCode) ;ISO 4217 Country Code.

(QWORD Amount}))) ;fixed-point with four dccimals
4D. DATE
A QWORD representing the number of 100-nanosecond intervals since midnight UTC at the beginning of 1
Jan 1601.
(define-type DATE
(QWORD) )
4E. TLV

(Tag. Length, Value) A TLV is a metadata format for generic, self-describing. byte-packed, streamed.
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aggregate data objects.

Messages are composed of TLVs to support forward and backward compatibility. Old sottware will be able
to read new messages because it will tags it does not recognize. New software will continue to read old
messages since tags are never removed from the TLV tag space documented below.

The full notation for a TLV is
{<Tag> <Length> <value>)

where <Tag> is replaced with a member of the Tag Space documented below, <Length> is a byte count for
the <Value>, <Value> is replaced with actual notations of the kind shown so far and to foilow. This denotes
a TLV with the indicated Tag, Length, and Value, There are many cases where the Length equals the sum
of the lengths of a set of nested data obiects, and the Value equals a concatenation of the nested objects.
The shorthand

(<Tag> <Value>)

denotes this case. Since TLV nolations tend to become deeply nestied, it is sometimes convenient to give the
value licld a symbolic name for documentation purposes. The name i$ written in a comment on the same line
as the tag:

{<Tag> iMy Value's name is ®*Foo*
<Value>} ;This is the definition of "Foe"

Note this ditfers from the notation for Atoms and Composites, where a symbolic name is enclosed with the
type in parentheses. In all these cases, a description of the Value contents is carrded out in embedded
Cambtidge Notation.

In some cases, the Value is an undifferentiated byte stream. The notation may be further streamlined in these
cases by omitling the Value altogether, resvlting in merely

(<Tag>)

On the wire, all TLVs appear as follows:

{ (DWORD dvuTag)

{DWORD dwlength)}

{BYTE [dwLength] rgwvalue))
4F. TV

(Tag, Value) A TV is an optimized metadata format similar to TLVs except that the length of a TV is either
statically known or can be determined by another method, as with CStrings, and therefore the Length field
of a TLV is unecessary.
The notation

(«Tag> <Value>}

suftices [or TVs, with a possible name as a comment.

On the wire, TVs appear as follows:

¢ ot 2% 10/22/05 Te:12
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{ (DSNORD aw'rag)
(BRYTE[knewnLength] rgbValue))
4G. RSAKey

This is the type of RSA Encryption and Signature Keys. STT RSA moduli have the followinglengths:

* Root signuture key: 2048 biteg (Z5s bytes)
* Al) other signature keys: 1024 wits (128 bytec)
+ Icsuer & Acquirer key-exchande keyw: 1024 miLs (128 bytes)
* Merchant key-exchanec key: 768 Wits { 96 bytes)
* Client key-exchange key: $12 bits {( 64 Bytcs)

Thus. there arc four key tormats, distinguished by key size. On the wire, RSA keys appear as follows:

((BYTE(41 "RSAL1")
(D'SORD ¢ckitsMod) ;bit length of modulus
(DAORD publicexp) ;public exponent
(BYTE(cbitsMod/8] modulus)) ;modulus data, little-endian.

The complete RSA Key block typess have the following symbolic names (which are used frequently in the
rest of this document) and sizes, including the 12 hytes of overhead documented above:

* RSA2K: 268 B (cbitsMod = 2044)
* ESALK: 14@ R (ckitsMod = 1024)
* RSA.T75K: 108 B (ckitsMod = 768)
* KSA.35K: 76 B (cbitsMod = 512)

1t is therefore useful W add the following composites to the type system:

(def ine-type RSA-commen
((BYTE[4] "RSAl")}
(DWORD chkitsMod)
{DIORD publicExp)))

(define-type RSAZK (RSA-common {BYTE[256] modulus)))
(define-type RSAIK (RSA-common (BYTE[128] modulus)))
{define-type RSA.75K (RSA-common (BYTE [86] modulus)))
(define-type WSA.S5K (RSA-common {BYTE [64] modulus)))

4H. DESKey

This is the RSA Envelope for DES keys and bank card Account Numbers. DESKeys are used to hide DES

keys and account numbers from adversaries. The DES keys are generated randomly and used to encrypt
bulk financial data.

There is some similarity to RC4Keys, documented further below. It would be possible to document a

common abstraction, but it was deemed less confusing to document DESKeys and RC4Keys separately,
despite the common elements.

The first 12 bytes are header data in the clear. Following the header data is a 128-byte, RSA-encrypted
DEKB. and then an 8 byte initialization vector. A DEKB is a DESK diffused with @ptimal Asymmetric
Encryption Padding (@AEP), a method first described by Bellare and Rogaway [2] for ditfusing the contents
of RSA envelopes to forestall inforination-theoretic attacks.

9 of 28 10022005 4002
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All DESKuys are the same length since they are all encrypted with RSAIK keys. All DESKeys are
12+128+8=148 bytes long, with 12 bytes of fixed overhead, 128 bytes of RSA-encrypted DEKB. and §
bytes containing an initialization vector.

First. we describe DESK. then DEKB, and finally DESKey

DESK

A DESK is a plaintext DES key concatenated with a Bank Card Account Number of at most 32 bytes, 1ts

format is:
(def'ine-type DESK ;tetal length = 119
( (DRORD & cbKeyProper)
{BYTE([RB] rgbKey) ;the DES key proper
(DWORD 32 <¢hBankCardNumber) ;actually, up to 32 bytes
{BYTE(32] NCN} ;ank card number

(BYTE[71] 0 padding}))

Every DESK is 119 bytes long because the RSA modulus for encrypting DES keys in STT is always 128
bytes = 1024 bits and nine bytes are neceded for QAEP and overtlow protection.

Each byte ol rgbKey contains 7 bits of key data + 1 check bit in position ¢, as specified in FIPS 81.

The byte length of the bank card number data must be less than or equal to 32. The data format is
application-dependent.

DEKB
To diffuse a DESK and. thereby, to create a DEKB:

Generate a fresh, 8-byte, random RC4 key -- the OAEP key

Generate 119 bytes from RC4 using the OAEP key

XOR these bytes into DESK, resulting in DiffusedDESK

Hash DiffusedDESK with SHA

XOR the OAEP key with the hash, resulting in rebHx

Concatenate rgbHx and a byte of overtlow space te DitffusedDESK, resulting in DEKB

A .

The plaintext of a DEKB, then, is the following:

(define-type DEKB

((BYTE[119) Dif fusedDESK}

(BYTE[8] rgbHx)

(RYTE 0 padding))} :prevents overflow when
;exXponentiating

To reverse the process, recovering a DESK frora a DEKB, do the following:

1. Hash DiffusedDESK with SHA

2. XOR rgbHx with the hash, resulting in the QOAEP key

3. Genecate 119 bytes trom RC4 using the OAEP key

4. XOR these bytes into DiffusedDESK, resulting in DESK

The DESK. finally, may be used to decrypt other, DES-encrypted data outside the RSA envelope.

10 of 2% 01208 Turld
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. Finally, the entire DESKey format can be desribed:

(definc-type DESKey

( (BYTE 1 keyBlockType)
(BYTE 2 keyVersion)
(WORD 334 recervcdword)

(WWORD 0x0000CC01 algorithmIdentifier)

(DWORD 0x00014800 keyExchAlgIdOfRSA)

(RSALKE DEKB) ;kSh-encryplLed DEKB
(BYTE(8) InitVector})) ;DES TV, as {n FTPS 81

The notation (RSA1KE DEKB) reters 1o the RSA encryption of a DEKB. That is, a DEKB raised to the
power of the public key modulo the RSA modulus found in an instance of RSAIK (all DESKcys are
encrypled with RSA1Ks), Torecover DEKB, one niust know the modulus and the secret, RSA private key.
Given DEKB, onc must further undo OAEP as described Lo recover a DESK.

41. RC4Key

This is the RSA Envelope for protecting RC4 keys. These keys are used in the International version of STT
for bulk encryption of receipts, the GSQ. authorization responses, and credential responses.

There is some similarity Lo the RSA Envelope fonnat for DES keys and bank card account numbers,
documented above. The first 12 bytes of an RC4Key are header data in the clear. Following the header data
is an RSA-encryplted REKB and three bytes of salt. A REKB, in the RC4 conlext, contains a ditlused
RC4K. via QAEP, exactly as with DESKeys. An RC4K is an RC4 Plaintext Key Block. REKBs come in
three lengths: 128, 96, and 64 bytes, equaling the size of the cotresponding RSA modulus. Since nine byles
of the REKB are needed for OQAEP and overtlow protection, just as with DESKeys, RC4Ks come in the
following sizes: 119, 87, and SS. Including the 12 bytes of overhead preceding and the three bytes ol salt
following the REKB, the total lengths of RC4 Keys are 143, 111, or 79 bytes, The size of an RC4Key is
known implicitly, by the contextof the allowed RSA key length used for its tinal encryption. First. types lor
the three kinds of RC4Ks and REKBs are delined, then the types of the three lengths of RC4Keys are
defined.

RC4K

There are three difterent RC4Ks, corresponding to the three RSA modulus sizes for encrypling RC4 keys.
(define-type LenethAndKey
( (DWORD S}  iSTT RC4 keys are always S bytes long
(BYTE[S) rgbKeyProper))}
(define-type RC4K1K (LengthAndKey (BYTEI[110) 0 padding}))
(define-type RC4K.75K (LengthAndKey (BYTE(78] 0 madding)})}
(define-type RC4K.SK (LengthAndKey (RBRYTE{46] 0 padding)))

REKB

There are three REKB's corresponding to the three RSA modulus sizes:

(define-type @®AEPkeyPad

{(BYTE{8] rgeHx)} ;obscured OAEP key
(BYTE 0 padding))) ;RSA overflew protection
(define-type REKBIK ((BYTE[119) BiffusedRC4K) (OAEPkeyPad)))

1l or 28
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(define-type REKB.7%K ((BYTE{87] DiffusedkC4K} (OAEPkeyPad)))
(define-type REKB.5K ((BYTE[S5] DiffusedRC4K) (OAEPkeyPad)))

Eachot these REKBs contains an rgbEKey and an QOAEPkeyPad. The process for creating a REKB from a
RC4K is analogous to the process tor creating a DEKB from a DESK. The process is

Generate a fresh, 8-byte, random RC4 key -- the QAEP key

Generate 119 bytes from RC4 using the OAEP key

XOR these bytes into an RC4K, resulting in DitfusedRC4K

Hash DiftusedRC4K with SHA

XOR the OAEP key with the hash, resulting in rgbHx

Concatenate rgbHx and a bytc of overflow space 1o DiffusedRC4K, resulting in a REKB

=abbe S

To reverse the process, recovering a RC4K from a REKB, do the following:
! I. Hash DitfuscdRC4K with SHA
' 2. XOR rgbHx with the hash, resulting in the OAEP key
3. Generate 119 bytes from RC4 using the OAEP key
4. XOR thesc bytes into DiffuscdRC4K, resulting in an RC4K
The RC4K. finally, may be used to decrypt other, RC4-¢ncrypted data outside the RSA envelope.
[ Finally. there are three kinds of RC4Key:

(define-type RC4KeyCommon

{{(BYTE 1 keyBlocklype)
{BYTE Zz YeyVersion)
{WORD 16718 reservedword)

{DWORD 0x00000001 algerithmlIdentifier)
{DWORD 0x00014800 ¥eyExXChAlgIAOfRSA)))

{define-type RC4KeYlK ;tetal length = 143
{ {(RC4KeyConmon com)
(RSAIKE REKBIK) ;RSA-cncrypted REKB
{8YTE(3] rgbSalt)}} ;Key salt

(define-type RC4Key.75K  ;tetdl length = 111
{ {RC4KeyCormon comny)

{RSA.75KE REKB.7%K) ;RSA-encrypted REKB
(BYTE[3) rgbSalt))) ;Key salt
{define-type RC4Key.S5K ;total length = 79
{ {RC4KeyCeommon com)
(RSA .S5KE REKB. SK) ;RSA-encrypted REKB
(BYTE(3]} rgbsalt))) ;Key salt

The notation (RSA... REKB) refers to the RSA encryption of a REKB. That is, a REKB raised to the
power of the public key modulo the RSA modulus found in an RSA 1K, RSA.75K, or RSA.5K. To recover

REKB, one must know the modulus and the secret, RSA private key. Given REKB, one must further undo
OAEP as described.

The final three bytes of any RC4Key are key sait used to complete an § byte RC4 key. The salt is in the
clear. Its purpose is to foil quick table lookup attacks that may be feasible with a 40-bit key.

S. TLV/TV Tag Space

Wl
¥
(¥}

12 of 28 A i}
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This section contains symbolic names and numerical values for TLV and TV tags. STT-compliant software
should not use values that do not appear in this table. A range of keys is sct aside for application-dependent
use. No version of STT will ever use these tags.

// Tags for credentials

23 of 28

309 of 544

(TLVY_NULL 0x00000010)
(T'V_DUALHASH 0x00010021)
(TV_HASIH 0x00000022)
{TV_ROOTSIGNATURE 0x0000003F)
{TV_S |GNATURE 0x00000040)
{TLV_SIGNED_DATA 0x00000041)
{TLV_DATA 0x00000042)
{TLV_ENCRYPTED_DATA 0x00000043)
(TLV_DUALSIGNED_DATA 0x00000045)
(TLV_KEYBLOCK 0x0000004§)
(TLV_AUTHINFO 0x00000047}
{TLV_CARDINFO 0x00000048)
(TLV_CARD_NONCE 0x0000004A)
{TLV_HASHED_DATA 0x0000004B)
(TV_VERSION 0x0000014C)
(TLV_DATA_FLAG 0x0000004D)
(TV_DATA_FLAG 0x00000102)
(TV_CMR_XID 0x00000103)
{TV_MEK_NAME 0x00000104)
{TV_CMR_AMT 0x0000010%)
{TLV_SHIP_INFO 0x00000106)
(TV_CHARGE_SLIP 0x00000107})
(TLV_DETAILS 0x00000108)
(TV_CARD_NAME 0x00000109)
(TV_EXP_DATE 0x0000010A)
{TLV_BILLING_INFO 0x00000108)
{TV_XID 0x0000010D)
{TV_ISSUER 0x0000010E)
(TV_RCPT_PLAG #x0000010F)
(TV_RCPT_MsG 0x00000110)
{TLV_HASH_NONCT 0x00000111
{TV_CRDRSP_CODE 0x00000112)
{(TV_ATHKRSP_CODE 0x00000113)
(TV_MEK_AMT 0x00000114)
(TV_RCPT_AMYI 0x00000115)

(TLV_CRDINFO 0x00001001)
(TV_CRDSERIALNUM 0x00001002)
(TV_CRDOWNER 0x00001004)
(TV_CRDROOTNAME 0x00001008)
(TV_CRDLEVEL 0x00001011)
(TV_CRDVALIDITY 0x00001012)
(TV_CRDACCTHASH 0x00001014)
(TLV_CRDKEY 0x00001018)
(TLV_CRDKEYEX 0x00001020)
(TLV_SIGNERCRD 0x00001021)
(TV_CARDTYPE 0x00001022)
(TLV_MERACCTNUM 0x00001023)
{TV_CREATOR 0x00001024)
{TV_ALTERNATE_NAME 0x00001025)
{TV_KEY_ID 0x00001026)
(TV_XEY_IDEX 0x00001027)
(TLV_INSTITUTION_ID 0x00001028)
(TIV_CRD_CARDHOLBERSIG 0x00001802)

(TLV_CRD_CARDHOLDEREXCH 0x00001803)

//
//
/l

v

//
//
//
//
//
//
//
//
i
/
//
//

//
’/
//
//
’/
//
//
//
//
//
/1
/7
/1l
s
/1
/1l
//
//

//
//
1/
//
//
//
1/
/7
//
1/
//
//
//
//
//
//
//
//
//

for dual signature
hash value

root signature
slgnature on Cred
signed data

binary dala

encrypted data
dual-signed data

key exchange block
authorization informdation
bank card info

for card no.

hashed., unsigned data
version information
mescsage format info
message format f(lag

transaction id

merchant name

amount req. by cardholder
chipping information
charge :lip

details

name «f on card

card expiration date
billing information
transaction id

issuer name

fail flag in receipt
message in receipt

for gso hashing

cred response fdil code
auth response fail code
amount reg. by merchant
amount chgd by merchant

fall have the 13th bit cet)

Cred common info

Cred serial number

Cred owner name

name of the Cred root
level in trust hierarchy
dates of walidity

hash of acct § etc
public key value

extra public key

Cred of signer

card type fleld

mer acct 8 with acquirer
vendor identifier
alternate name

public key id

extra public key id
institution identifier
cardholder s£ig ¢red
cardholder key exch Cred
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(TLV_CRD_MERCHANTSIG 0x00001804} // merchant ¢ig Cred
{TLV_CRD_MERCHANTEXCH 0x0000]180S) // merchant key exch Cred

(TLV_CRUD_ACQUIRERSIG 0x00001808) // acguirer ¢ig Cred
(TLV_CRD_ACQUIREREXCH 0x00001809) // acquirecr kecy cxch Cred
(TLV_CRD_CAEXCH 0x00001813) // bindery key exch Cred
{TT,V_CRD_CARPISSSIC 0x00001814) // izsuer sig Cred
{TLV_CRD_CARDISSEXCH 0x00001815) // issuer key exch Cred
(TLV_CRD_BRANGCASIG 0x00001818) // brand sig Cred
(TLV_CRD_BRANDCAEXCH 0x{)0001819) // Wrand key exch Cred

// values for c<ard types in 1V_CARDTYPE

(VISA 0x2}
(RESERVED 0x3)
(RESERVED 0x4)
(RESERVED 0x5)
(RESERVLCD x6)

// Tags for credential reguects

(TLV_SIGKEY 0x00002001) // sig key in Cred req
{(TLY_EXCHKEY 0x00002002) // key-exch key in Cred req
(TLV_SIGKEYEX 0x00002004) // extra sig key in cred req
(TLV_EXCHKEYEX 0x00002008) // extra XKey exch key

// 1ads fer message compenents

{ILV_GSO 0x00004001)
(TLV_PTY 0x00004002)
(ILV_MERCHANT_REQUEST 0x000040n4)
(TLV_CRD_RESPONSE #x00004080)
(7TLV_EMERGENCY 0Ux00004100)

// Tags for message types

{TLV_CMRCRDREQ 0x00008002)
(TLV_MERCRDREQ 0x00008003}
{TLV_CMRCRDRSP 0x00008006)
{TLV_MERCRDRSP 0x00008007)
{TLV_PURORD 0x00008009)
(TUV_ATHREQ 0x0000800A)
(TLV_ATHRS?P 0x0000800B)
(TLV_RCEIPT 0x0000800C}

// Reserved Range; width = 4096

(MSAPP_RESERVED_FIRST 0x0000A000)
{MSAPP_RESERVED_LAST 0x0000AFFF}

// Tag range reserved for VISA

{TLV_VTSA_FIRST 0x00020000)
(TLV_VISA_LAST 0x0002FFFF)

// User-Defined Tag range -- net used by STT

(TLV_USER_FIRST 0x00800000)
(TLV_USER_LAST OxXO0BFFFFF)

// mask for extended TAGS fer the futurc

(TLV_EXTENDED 0x80000000)

14 or 28
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6. Credentials

STT messages olten contain credentials, also called just creds herealter. An STT Credential is a binding
between a banking account number, such as a cardholder bank card number or a merchant BIN number, and
an RSA key-exchange key or RSA signature key. Thee is an analogy to certificates in other public-key
systems. However, credentials are specialized to STT, they do not attirn general identity, and must not be
mistaken for certificates.

Authentication policy is out-of-band for STT. In other words. it is completely up to banks and higher
authorities in the trust tree to decide whether 10 issue credentials. When an acquiring bank receives a
credeniial request from a merchant, the bank must satisfy itscif that the merchant is in good standing before
issuing an STT credential. Options for so doing include visiting the merchant face-to-face, checking
credential request fields via telephone, fax, or email, and so on. Simitarly, issuers must satis(y themselves
that cardholder credential requests are valid. Options include a phone call and "mother's maiden name"
questions, a separate paper mailer Lo an address on file containing the credential on diskette, or simply
checking that the card is not reported lost or stolen. Since STT is transport-independent, it is important for
applications to ensure that the credential is delivered to the party who requests it. STT addresses this
requirement by packaging ncw credentials in credential response messages encrypted under the
key-cxchange key of the requestor. However. this alone does not prevent the requestor from being an
impostor.

To reduce sizes of messages that do not nced both kinds, key-exchange ciedentials and signature credentials
are separate. A signature credential binds a signature key with an account number and places the pair in the
trust hierarchy for an explicit 1ime. A key-exchange credential binds a key-exchange key (o an account
number and allows others to encrypt data to the owner of the account with some assurance that the owner
can be trusted with encrypted data. There are several different kinds of credentials. The Common Fields
appear in all credentials, Other fields only appear in certain kinds of credentials. A credential is a TLV. Its
detailed format follows:

CRD
{TLV_CRDTAG" ;see explanation below
{TLV_DATA ;Jjust a container
(TV_CRDLEVEL WORD) isee explanation below
{TV_VERSION (DWORD 0x00000110))
{TV_CREATOR
{ (WORD wReserved} ;vendor ¢ assigned by card brand, MS is 1
(DWORD dwAbilities))) ;reserved for vendor
(TV_CRDSERIALNUM BYTE([16]) ;assigned by Cred creator
(TV_CRDOWNER Cstring) ; "subject name*
(TV_ALTERNATE_NAME <CString)
{TV_CRDVALIDITY
( {(CATE GoodFrom)
(DATE GoodThru)))})
CDF ;CredType-dependent Fields
SignatureSection) ;see explanations below

In this (somewhat abstracted, and therefore impure) notation, TLV_CRDTAGH* refers to one of the
following:

TLV_CRD_CARDHOLDERSIG C€x00001802 sig cred for cardholder
TLV_CRD_CARDHOLDEREXCH 0x00001803 key exch Cred for cardholder
TLV_CRD_MERCHANTSIG 0x00001804 sig Cred for merchant

15 of 28 1042795 14122
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TLV_CRD_MERCHANTEXCH 0x00001805 Kkey exch Cred for merchant
TLV_CRD_ACQUIRERSIC 0x00001808 <cig Cred fer acguirer
TLV_CRD_ACQULREREXCH 0x00001809 key cxch <¢red for acquirer

TLV_CKD_CAIIXCH 0x00001813 key exch Cred for bindery
TLY_CKD_CARDISSSIG 0x00001814 <«ig Cred for card issuer
TLV_CRP_CARPISSEXCH #x00001815 key exch Cred for card issuer
TLV_CRP_BRAMDCASIG 0x00001818 <ig Cred for Brand bindery
TLV_CRD_BRAMDCAUXCH 0x00001819 key exch Cred for brand bindery

The TV_CRDLEVEL is a WORD containing the height of the credential in the trust tree. The height is ()
for leaf credentials. i.c., cardholders and merchants. Issuers and Acquirers have height 1, meaning they can
sign the credentials of lcat entities. Brand Credential Authorities have height 2, meaning they can sign
level-1 credentials, 1.¢., Acquirers and Issuers.

There are different Credential Type-Dependent Fields for each type of credential. The following streams are
mutually exclusive: any credential may have only one of them.

CDF

For cardholder key-exchange credentials. CDF should be replaced by

{(TV_CARDTYPE WORD) ;VISA 1s 2, all others are recerved
{ (TV_CRDACCTHASH BYTE[28)) ;see explanation below
(TV_KEY_ID D*ORD) ;assligned by key generator / owner

(ILV_CRDKFY 7% KSA.S5K))

The TV_CRDACCTHASH contains the SHA hash of the concatenated card nonce. card account number,
and expiration date string - in this specific order

| Cardholder Signature Crds have the following CDF:

| ({TV_CARDTYPE WORD) ;VISA 1s 2, 4ll others are reserved
| {TV_CRDACCTHASH BYTE(20]} ;as wilh cardholder Key-exchange Creds
(TV_KEY_ID DWGRD) ;assigned by key generator / ocwner

| {TLV_CKRDKEY 140 RSAK))
Merchant signature Creds have the following CDF:
{ (TV_CARDTYFE WORD)
(TLV_MERACCTNUM) ;jldentifies merchant te acquirer

(TV_KEY_ID DWORD) ;assigned by key generator / owner
{TLV_CRDKEY 140 RSA1K))

Acquirer, Issuer, and Brand Bindery creds al! share the same CDF formats:
({TV_CARDTYPE DWORD)
(TLV_INSTITUTION_ID) ;assigned by cred signer
(TV_KEY_1ID BWORD) ;assigned by key generator / owner

(TV_CRDROOTNAME CString) ;name of root of trust tree
(TLV_CRDKEY 140 RSA1K))

The root credential authority key-exchange Cred has the following CDF:

((TLV_INSTITUTION_1D)
(TLV_CRDKEY 140 RSALK))

Merchant key-exchange creds contain the following CDF fields:

16 nf 2B HAL2ANS T4:ld
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({TV_CARDTYPE D¥}RD)

{TLV_WERACCTNUN) ;identifies merchant to acquirer
(TV_KEY_ID O'WORD) ;assigned by merchant
(TLV_CRBKEY 108 RSA.7SK) )

(TV_KEY_1DEX DWORD) ;atigned by acquirer

{TLV_CRDKEYEX 140 RSAlK))

Merchant key-exchange creds include the public key-exchange key of the merchant's acguirer in the
TLV_CRDKEYEX. This enables cardholder so(tware to encrypt the PI to the acquirer and the GSO to the
merchant. The acquirer normatly signs this cred, vouching for both keys.

SignatureSection

Foltowing the Credential Type-Dependent ficlds, a cred includes the creds, recursively. ol its signing
authoritics and the signatures created by the signers. Software will verify the signature on the cred. then the
signature on the signer's cred, and so on, until a signature by a root key is reached. A lailure at any level of
this recursive check must result in a failure to verify the leat signature. Sce the cryptography section for
details on PKCS #1 signature tormat.

{ (TLV_SIGNERCRKD) ;jrecursively contains signer creds
(TV_ROOTS1GNATURE BYTE[256])) ;PKCS f1 sig

or, in the case of creds signed dircetly by the Root Credential Authority (normally, these are just
sub-authority creds)

(TY_ROOTSICGNATURE BYTEIZ561} :PKCS £1 sig
7. Message Formats

An STT Transaction consists of 2 or, in one case, 4 messages. Every STT message can be assigned
unambiguously to its transackion via a globally unique XID. Every STT message has its XID explicitly in a
field. but the location of the XID is different in each message type. There are two kinds of messages:
upward and downward. Upward messages tlow trom entities lower in the trust hierarchy to higher entities.
Downward messages flow trom higher authorities (o lower. Downward messages may include piggybacked
Emergency messages. Emergency messages support global root key replacement in the (very unlikely) case
of root key compromise. A proper implementation of STT will ONLY replace the rootkey if the
Emergency message is signed by the old root and if the user successtully typesin the hash of the message
from an external, trusted source such as Microsoft's support 80 number or an ad in a prominent
newspaper. The signature on the Emergency message prevents denial of service attacks, and the hash check
ensures that users get crucial information from a trusted source. All Message conlent tields are TLV/TVs.

A message may be either signed, dual-signed, or hashed, and finally, itmay be encrypted. Any signing or
hashing is alwaysdone befote encryption. Every message component includes a TV_DATA_FLAG, which
precedes the message content with a WORD specifying extra processing, as follows:

Bit# Mask Data Form

1 0x0002 SIGNED
2 0x0004 ENCRYPTED
4 0x0010 DUALSIGNED
5 0x0020 HASHED

Bits 1 and 2 are mutually exclusive. That is, a message may be ¢ither signed, dual-signed, or hashed. All
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other bit mask positions are reserved for enhancements and future wveesions of STT.
Details are documented in the following scections. The following types arc recognized:

Upward Messages

PURORD
HERCRBRIQ
CMRCKRIDKEQ
ATHREQ

Downward Messages

RCEIPT
ATHRSP
MERCRBRSP
CMRCRDRSP

Detailed Message Formats

7A. PURORD, or GSO/PI
{Goods & Scrvices Qrder / Payment Instruction)

Sent by cardholder to Merchant, this is an aggregate message containing a hashed GSQO followed hy a
dual-signed PI. The hashed GS@ contains a dual-signed GSO core and an unsigned Details tield. The
Details field is unsigned because secure signature software, without being excessively generic, cannot
guarantee display of all formats that might be of interest to merchants and cardholders. Whereas an
adversary could tamper with the unsigned Details field through its veil of RC4 encryption, he would not be
able to construct a valid hash threugh that veil without knowing the complete plainiext of the signed GSO
core and the Details field,

Typical software scenarios involve a clicnt shopping application interacting with a compatible merchant
scrver application. A shopping protocol must be defined between these applications. For example. the client
application must supply a shipping address in a form that the merchant application can interpret. Shopping
protacols are out of the scope of STT, but STT provides the Details field for application designers to put
higher-ievel protocol inforination.

A dual signatute is an RSA encryption of the hash of the concatenation of two hashes, A dual signature
must be generated for the combined GSO and PI, and affixed to each. The same dual signature is affixed to
the GSO and (o the PI1. The procedure is as follows:

1. Hash the Gse, producing H(GSO)

2. Hash the PI, producing H{PI)

3 Concatenate the two. in that order, producing
H2 = H(GS®) [ H{PI)

4. Hash H2, producing H(H2)

§. S§ign H(H2), i.e., RSA-encrypt it with the private signature
key, producing S(H(H2))

6. Affix the concatenation of H2 | S{(H(H2)) te cach of the
GSO and the PI.

To check the dual signature, if you are a merchant and you have the supposed GSO plaintext, call it GSO,

8 of 2t L2705 1e:12
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1. Hash GSO*, producing H(ESC')

2. Overwrite the first twenty bytes in the H2 rccecived from
the sender with your own H{GSO'), preducing H2'

3. Hash H2', producing H(H2*)

4. RSA-decrypt the S{H{H2)) received from the mescage rcndey,

recovering H(H2))

Compare, bitwise, H{H2') with H{H2}:; if they match the

sjgnaturc is verified.

un

If you have the ansatz PI' plaintext (you ar¢ an acquirer), do the following:

1. Hash PI', producing H(PI')

2. Overwrite the LAST twenty bytes in the H2 received from
Lthe ¢ender with yeur ewn H{Pl'), preducing H2''

3. Hash H2'', producing H(H2"''}

4. RSA-decrypt the S(H(H2)) rcccived from the mescage sender,
recovering H{H2)})

5. (Compare, bitwise. H{H2'') wilh H{K2), if thcy match the
signature is verified.

The dual signature is an optimization: it reduces the number of time-consuming signatures the cardholder

must compute. Linking of the GSO and P1 is accomplished by their sharing a single XID. The XID functions
as a shared nonce in this context.

A successful purchasing transaction comprises four messages: a GSO/PL, an AuthRequest, an
AuthResponse, and a Receipt. The XID for the transaction is generated by the cardholder when he or she
initiates the transaction with the GS®/PI. As an optimization, the AuthResponse does not require the XID
of the GSO/PI since it bears the additional XID generated by the merchant for the nested AuthRequest
transaction. The outer transaction may be terminated by the merchant, in which c¢ase there will be no nested
AuthRequest transaction and the megchant will send a negative receipt to the cardholder.

STT's strongest encryption secures the bank card number in the RSA envelope. which is packaged in the
DESKey.

{TLV_PURORD
{TV_VERSTON {DNORD 0xX80008110))

{TLV_GSO
{TV_KEY_ID DWORD) ;from Merchant's cred
{TV_DATA_FLAG (WORD 0x0014)) ;dualhashed and encrypted
(TLV_KEYBLOCK 111 RCdKey)
(TLV_ENCRYPTED_DATA ;RC4-encrypted data

j-~e=-=-=-- The data below is in plaintext form -------
{TLV_HASHED_DATA
{TLV_DATA :"XDataToHash"
(TLV_HASH_NONCE BYTE([16)):foils known plaintext attack
(TLV_DUALSIGNED_DATA

(TLV_DATA
{TV_CMR_XID XID};of this GSO/PI
(TV_MER_NAME Cstring)
(TV_CRDSERIALNUM BYTE([16]));from Mer cred
(TV_CMR_AMT CMoney) jauthorized by Cmr

{TLV_CRD_CARDHOLDEREXCH)
(TV_CHARGE_SLI® c¢string)) ;end of TLV_DATA
{TLV_CRD_CARDHOLDERSIG)

(TV_DUALHASH BYTE([40]) :2 SHA hashes
(TV_SIGNATURE BYTE[128])) ;sig of DUALHASH
{TLV_.DETAILS)) ;junsigned supporting data
(TV_HASH BYTE[20))))}) ;hash of “XDataToHash"
(TLV_P1
{TV_KEY_ID DWORD) ;of acquirer from MerCrd
19 of 28 10432703 -
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(TV_DATA_FLAG (WORD 0x0014))

(TLY_KEYBLOCK 148 DESKey)

{TLV_ENCRYPTED_DATA ;DEs-encrypted data
1---=---- The data belew iz in plaintexL form -------
(TLV_DUALSIGNED_DATA

(TLV_DATA
{TV_CMR_XID XID) ;of Lhily GSO/PT
{TV_MER_NALIL CcString) ;merchant name
{TV_CRDSERIALUUM BYTE[16]) ;from ter Cre
{(TV_CMR_AMT CMoney} ;autherized ky Cmr
(TLV_BTLLING_INFQ) ;Application-defined
{TV_CARD_NAME cstring) ;Name as en Card

! (TV_EXP_DATE CcString) ;from card, for bhach chk

{TLV_CARD_NONCE}) ;end of diata:for hash check
{TLV_CRD_CARDHOLDERSIG)
{T'V_DUALHASH BYTEI|40)) ;2 SHA hashes
(TV_SIGNATURL BYTE[128]))})) ;51g of DUALHASH

7B. Merchant Credential Request

(TLV_MERCRDREQ
(TV_VERSION {DWORD #x00000110})
(YV_KEY_ID {DWORD AcduirerkeyId))
(TV_DATA_FLAG (WORD #x00z4))
{TLLV_KEYBLOCK 148 DiSKey)
(TLV_ENCRYPTED_DATA ;DES-encrypted data
jremer-- The data below ig in plaftntext ferm -------
{I'LV_HASHED_BATA

(TLLV_DATA
(TV_XID)
(TV_CREATOR
{ (WOKD wRecerved) ;vendor ¢, MS is 1
(DWORB dwAbilities)));recerved “or vender

(TV_ALTERNATE_NAME CString)

(TV_CRDOWNER (CSt.ring MerchantName))

(TLV_DATA) ;Application-defined

(TV_XEY_ID requestedKeyld)

(TLV_SIGKEY RSA1lK)

{TLV_EXCHKEY RSA.75K}) ;end of TLV_DATA
(TV_HASY) (BYTE(Z0] HashOfData))))}

7C. Cardhelder Credential Request

The bank card number goes in the (TLV_KEYBLOCK DESKey), which is the RSA envelope, as with a PL

{TLV_CMRCRDKEQ
{TV_VERSION {DWORD 0x00000110)}
{TV_KEY_ID {MWORD IssuerKeylId})
{TLV_DATA_FLAG (WORD 0x0024))
{TLV_KEYBLOCK 148 DPESKey)
{TLV_ENCRYPTED_DATA :DES-encrypted data
Hooce == The data belew is in plaintext form -------
(TLV_HASHED_DATA

{TLV_DATA
{TV_X1D}
{TV_CREATOR
{ (WORD wReserved) ;vender #, MS is 1
(DVIORD dwAbllities)));reserved fer vender

{TV_ALYERNATE_NAME CString)

(TLV_CARDINFO
(TLV_BIULLING_INFQ) ;Application-defined
{TV_CARD_NAME (CString NameAcOnCard})
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(TV_EXP_DATE (CString Expirationhate))
(TV_ISSUER (CString IszuerName)))
(TV_KEY_ID requecstedKey1d) .
{TLV_SICKEY RSAIK)
(TLV_EXCHKEY RSA.SK)) ;end of TLV_DATA
(TV_HASH (BYTEL201 #HachOfData)))})

7D. Merchant Authorization Request (ATHREQ)

This is an aggregate message tied by XID to a GSO/PI and a Receipt. It contains a signed Authorization
Request Prefix from the merchant to the acquirer as well as the forwarded Pl encrypted by the cardhoider to
the acquirer. The PI contains the XID of the original GSO/PI. The puipose of the authorization request
prefix is to allow the merchant to tel} the acquirer the amount he thinks the cardholder has aathorized Irom
the GSO. This prevents cardholders and merchants defranding each other. Some acquirers allow a small
percentage difference in the two amounts to account for fluctuations in freight charges and taxes. The
existence or width of this slop is entirely a bank policy issue.

(TLV_ATHREQ
(TV_VERSION (D®WORD 0x00000110})
(TLV_MERCHANT_REQUEST
(TV_KEY_IOD (OWORD Acquirerkeyid))
(TV_DATA_FLAG (WORD 0x0006))
(TLV_KEYBLOCK 148 DESKey)

(TLV_ENCRYPTEQ_DATA ;DES-encrypted data
;=--~---- The data below is in plaintext form -------
(TLV_SIGNEB_DATA ;auth request prefix
(FLV_DATA

(TV_XID) :9enerated by merchant for nested transaction
(TV_MER_AMT (CMoney MerchantReguestedAmount})
(TLV_CRD_MERCHKANTEXCH) )
(TLV_CRO_MERCHANTSIG)
{TV_SIGNATURE (BYTEI[128] Merchantsig)))))
(TLV_PI)) ;iSee PURORD gection

7E. Merchant Receipt (RCEIPT)

Signed receipt from the merchant to the cardholder. The TV_RCPT_FLAG WORD holds a code that

indicates whether the transaction were successtul. The following values are deftned for the
TV_RCPT_FLAG:

- Approved / Card OK
- Declined

- No Reply

- Call Issuer

Amount Error

- Expired card

- Invalid Transaction
- System Errer

AN WO
I

(TLV_RCEIPT
(TV_VERSION (DAORD 0x00000110})
(TV_KEY_ID (DWORD cardholderkKeyl1d})
(TV_DATA_FLAG (WORD ©0x0006})
(TLV_KEYBLOCK 76 RC4Key)}
(TLV_ENCRYPTED_DATA iRC4-encrypted data
AR R The data below is in plaintext form -----~-
(TLV_SIGNED_DATA
(TLV_DATA
{TV_X1D {XID OofOoriginalcso)}

21 ol 28
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(TV_RCPT_AMT {CMoney))
(TV_RCPT_FLAG {WORD RecciptFlags))
(TV_RCPT_MSG (CString MesszageFromMerchant)))
(TLV_CRD_MERCHANTSIG)
(TV_SIGNATURE {BYTE{128] MerchantSie}))))

7F. Acquirer Authorization Response (ATHRSP)

authorization response Irom the acquirer to the merchant. This indicates 1o the merchant whether the

cardholder's bank card is good. The XID ol the original GSQO) is omitied, as an optimization, since the XID
ol the corresponding AuthRequest identifies the message uniguely. The lollowing values are defined lor the
TV_ATHRSP_CODE:

0 - Approved / Card 0K
1 - peclined
2 - NO Reply
3 - Call Cardholder's issweing bank
4 - Amount FError
S - Curdhelder's card has expired
6 - Invalid Transaction
7 - System Error
(TLV_ATHRSP
(TV_VERSION (DVv:ORD x0000011@)}
(TV_KEY_1D (DWORD MerchantKeyId))

{TV_DATA_FLAG (WORDv Dx0006))
{TLV_KEYBLOCK 111 RC41Key)
{TLV_ENCRYPTED_DRATA ;RC4-encrypted data
Jmmmmmme The data Welow is in plaintext form -------
{TLV_SIGNED_DATA
(TLV_DATA
(TV_XID (XID OfOrieinalAuthRcguest))
(TY_ATHRSP_CODPE WORD)
(TLV_DATA) ) ;Application-defined
(TLV_CRD_ACQUIRERSIG)
(TV_SIGNATURE (BYTE(128] Acquirersig)))))

7G. Merchant Credential Response

The TV_CRDRSP_CODE WORD holds a code indicating whether the credential were issued. i the
WORD is non-zero, credentials are not present in the response. The tollowing values are defined for the
WORD:

22 ot 28
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~ Credential issued; no error

~ Contact credentialing authority (one level up the tree)
Tty again or contact credentialing authority

- Expired Card {cardholder credential)

- System Error: contact credentialing authority

=W~ -
1

(TLV_MERCRDRSP

(TV_VERSION (PWORD 0x00000110))

{TV_KEY__ID (BWORD 0} )

(TV_DATA_FLAG (WORD @#x0004})

(TLV_KEYBLOCK 111 RC4Key)

(TLV_ENCRYPTED_BATA ;RC4-encrypted data

HECE LI The data below is in plaintext form -------
(TV_CRDRSP_CODE WORD)
{TV_X1IP (XID OfCorrespondingCrdRequest}}
(TLV_CRD_MERCHANTSIG)
{TLY_CRD_MERCHANTEXCH} })

Tiz2ses
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7H. Cardholder Credential Response

The TV.CRDRSP_CODE WORD holds a code indicating whether the credential were issued. If the
WORD is non-zero, credentials are not present in the response. The tollowing values are defined for the
WORD:

- Credential issued; no error

- Contact credentialing authority (one level up the tree)
- Iry agaln or contact credentialing @uthorlty

- Expired Card (cardhelder credential)

- System Error; c¢ontact credentialing authority

B Wy = O

(TILV_CMRCRDRSP

(TV_VERSTON {MWORDP 0x00000110))

{TV_KEY_ID ({DWORD 0)})

{TV_DATA_FLAG (WORB 0x0094))

(TUZV_KEYBLOCK 79 RC4Key)

{TLV_ENCRYPTEU_DATA ;RC4-encrypted data

jmm————- The data below is in plaintext form -------
(TV_CRDRSP_COBPE WOXD}
(TV_XID (XID OfCorrespondingCrdRequest})
(TLV_CARD_NONCE (BYTE[16] Nonce})
{TLV_CRD_CAKRDHOLDERS IG)
{T1LV_CRD_CARDHOLDEREXCH#i) ) }

8. Cryptography
8A. Encryption for US/Canada only
This is work in progress. A high-level summaty is that US/Canada versions of STT will use triple-DES

(3DES) for all encrypted messages and will put Bank Card Account Numbers in the RSA envelope of one
ol the 3DES keys, just as with the International version.

8B. Encryption for the International Version
Two bulk encryption algorithms are used in International STT, RC4 and DES.

1. STT uses RC4 encryption with 8-byte keys. of which 3 bytes are salt. in the clear. Sce the RC4Key eniry
under the Low Level Composites section of this document. RC4 is a stream cipher; there are no pad bytes
and the encrypied data is the same size as the plaintext data.

2. STT uses the Cipher Block Chaining {CBC) mode of DES, as defined in Federal Information Processing
Standard FIPS 81. The key is 8 bytes long, with each byte having a parity bit in position 0. Thus there are
56 bits of random key. STT uses an ali-zero byte Initialization Vector (IV). A maximum of 8 bytes of
padding is applied to every plaintext message encrypted with DES 10 pad the message to a length thatis a
multiple of 8 bytes. Pad bytes have a value of

X = 8 - {(length of the plaintext) mod 8}

and the number of pad bytes is also x. For example, if the plaintext message was 17 bytes long, then cach of
the 7 bytes of padding coinains the value 0x07. If x is 0, then there are 8 bytes, each containing (x08.
' Padding is appended to the end of the plaintext before encryption and is siripped off after decryption.
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8C. Signatures

STT uses PKCS #1 Encryplion block formatting tor RSA signatures. Total length is 128 bytes for the
signature {1024-bit modulus). except tor signatures by the root key. which are twice as long. The tollowing
are the plaintexts:

(TV..SIGNATURE
(BYTE[20] Bashofbatal ;Hash of the data being signed
{BYTE Q) iparser jnitializer
(BYTE[105) Ox€E€) ;padding
(BYTE ex01) ;recom. for private key encryptions
(BYTE 0)) ;overflow protection for RSA
(TV_RO®TS IGNATURE
(BYTE[20] HashofData) ;Hash of the data being signed
(BYTE 0) ;parser initializer
{BYTELZ233] Oxff} ;padding
(BYTE 0x01) ;recem. for private key encryptions
(BYTE 0)) ;everflow protection for RSA

8D. Hashing

All hashes in STT are 20-byte SHA hashes. Sec Federal Information Processing Standard FIPS 181 for the
specitication of SHA hashes.

9. Protocols

9A. Entities
e Cmr - Cardholger
2% Mer - Merchant
3. Iss - Issuing Bank. signs Cmr Crds
q. Acqg - Acguirer Bank, signs Mer Crds, also Payment server
S. Mer - Mctchant
b Brand - Card Brand Binder, signg Iss Crds and Acq Crds
7. Root - Signs Brand Crds

9B. Messages

®© O ND W

TLV_PURGRD
TLV_MERCRDREQ
TLV_CMRCRDRLQ
TLV_ATHREQ
TLV_RCEIPT
TLV_ATHRSP
TLV_MERCRBRSP
TLV_CMRCRDRSP

9C. Protocol Quick List

24 ol 28
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1.

a)
b}

a)
b)

Card Registration. Seguentially,
Cmr sends CMRCRDREQ to Iss
Iss sends CMRCRDRSP to Cmr

Merchant Registration‘~ Sequentially,
Mer sends MERCRDREQ to Acqg
Acq cends MERCRDRSP to Mer
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3. Purchasing, Sedquentially,
a) Cmr sends PURORD to Mer
b) Either

(1) Mer sends ATHREQ to Acg

{2) Acq sends ATHRSP te Mer

{3) Mer rendc RCEIPT to Cmr
c) or

{1) Mer cends RCEIPT to Cmr

9D. Protocol Descriptions
Registration
Merchant Registers with Acquirer

Merchants (or their processing agents) must register with their Acquirers, which have been previously
registered with their brand bindery, w be able o accept wansactions on a particular brand's cards and pass
them on their (the Merchant's) Acgwirer.

IMPORTANT NOTE

The signer of the Merchant Credentiial must operate the payment server. This version of STT cannot
scparate the Credential Server for merchants from the Payment Server operated by the Acyuirer. The reason
is that the signer of the Merchant's Credential inserts its public key so the cardholder may encrypt PIs to the
Acquirer Payment Server. This version of STT does not support export ol the public key from the Payment
Server. Nor import of a Payment Server public key into a Merchant Credential Server. Such key export and
key import would be required to supper! separation.

Message Types

TLV_MERCRDREQ - the c¢redential reduest message sent by the
merchant to the brand bindery

THV_.MERCRBRSP - the credential reguest response meésgage sent by
the acguirer back Lo merchant

Cardholder Registers with Card Issuer

Cardholders must register their cards. They do this by registering direclly with an issuing bindery. This

bindery is operated by their bank, or its agent {which could be the brand itself, for example Visa,
MasterCard, American Expiess)

Message Types

TLV_CMRCRDREQ) - the credential request message sent by the
cardholder to the bindery that issues the cardholder's card
credential

TLV_CMRCRDRSP - the credential redquest response message sent by
the bindery back to the cardholder f{or the registered card

Purchase and Authorization

This is the only two-step or nested transaction in STT.

25 o 28 20422405 14112
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. Once all partics to a transaction are registered. initial distribution of credentials may occur. Distribution of
' credentials is NOT defined as part of the STT protocol because it is part of the basic (and variable) business
relationships between participants (sec Initial Credential Distribution, below).

Given that registration and credential distribution has taken placc, a purchase transaction may occur. In
STT. this is a thice-way communication between a cardholder, a merchant, and an acquirer. The back-end
communication between the acquirer and the banking System is neither defined nor affected by STT. It
exists today.

The flow begins with a cardholder sending a request to a merchant to purchase goods or scrvices. This
includes the "Goods and Services Order” (GS0) and "Payment Instruction” (PI), The GSQ is processed
locally by the merchant, while the P1 is passed on to the acquirer for authorization of the means of payment.
STT does not specify the "back end” of the acquirer server, that is, the mechanism by which the acquirer
processes the authorization request. Presumably, existing banking sysiems networks and protocols will be
used. The response from the acquirer to the merchant is back in-band for STT. as isthe final legof the
transaction. consisting of a 1eceipt from merchant to cardholder.

Message Types

TLV_PURORD - the purchase requect sent by the cardholder to the
merchant. This includes both the'CGSO and the PI. See the
section on encryption for details on encryption and signing.

TLV_ATHREQ ~ The Pl. along with additional merchant information
iz sent from the merchant to the acquirer

TLV_ATHRSP - The recult of »rocessing the PI {accomplished
synchronously, but out of the STT protocol specification) is
sent from the acquirer to the merchant

TLV_RCEIPT - The receipt {acs specified by the merchant) 1i& sent
back to the cardholder.

Settlement

TBD

Not curtently defined in the STT Protocol.
Credential Distribution

Credential format is defined by STT, but the means of distribution, i.e., the transport, is not specified. Web-
based scenarios are most likely and will be supported directly by Microsoft's implementations.

9E. Message Flows
Registration

Merchant Registration with Acquirer

MERCHANT ACQUIRER
f I
I TLV_CRD_ACQUIKREREXCH |
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10. References

[ 1] "A Method for Obiaining Digital Sigratures and Public Key Cryptosystems” R.L. Rivest, A. Shamir. L.
Adelman, MIT Laboratory for Computer Science and Department of Mathematics, S. L. Graham, R. L.
Rivest ed. Communications of the ACM, February 1978 (Vol 21, No. 2) pages 120-126.

[2) "Optimal Asymmetric Encryption”, M. Bellare and P. Rogaway, Eurocrypt '94.
11. Appendix

IS0 4217 Currency Country Codes

This is not part of STT proper. Interpretation of these fields is an application issue. The following is a
non-authoritative sample of popular currencies.

36 Australian Dollar; 2; Australia, Christmas Is.,
Cocos Is., Keeling Is., Heard Is., McDonald Ie.,
Kiribati, Navru, Nerfolk Is., Tuvalu

40 Austrian Sc¢hilling; 2; 2ustria
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S5e
124
156
280
300
344
348
350
372
376
380
392
410
442
484
528
$20
724
752
75
81g
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Belgian Franc; 0; Belgium

Canadian Dollar; 2; <Canada

Yuan Renminbi; 2; china

Deutsche Mar<: z; Germany

Irachma; 0; Greece

Hong Kong Bollar:; 2; Hong Kong

Forint; 2, Hungary

Rupiah; 2Z; Indonectia

Irish Pound; 2; lreland

Shekel; 2; Israel

Ttalian Lira; 0: Italy, San Marino, valican City

Yen; 0; Japan

‘Won; ¢; Kerea, KRep. of Korea, South Koreca

Luxembourg Franc; 0; Luxembourg

Mexican Nuevo Pesc; 2; Mexice

Metherlands Guilder; 2; WNetherlands

Portuguese Escudo; 0; fortugal

Spanish Pezeta; ¢; spain, Andorra

Swedish Krona; 2; Sweden

Swiss Franc; 2: Switzerlan&, Liechtenstein

Egyptian Pound; 2; Egypt 826; Pound Sterling; 2;
United Kingdom

U.S5. Dollar; 2; United States, US, USA, U.S.,
U.S.A.., Guam. American Samea, Wake Js., U.S. Misc.
Pac. 1s., Panama Canal Zene, British Virgin is.,
Johnston Is., Marianas Is., Saipan, Hidway J=.

INFLEIAS



Table of Contents

MPI Famlly Repo I'l (Family Bibliographic and Legal Status)

In the MPI Family report, all publication stages are collapsed into a single record, based on identical application
data. The bibliographic information displayed in the collapsed record is taken from the latest publication.
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Name of Report:
Number of Families: 1

Comments:
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Familyl

18 records in the family, collapsed to 15 records.

AU702508B2 19990225 [ no drawing available]
(ENG) Method, apparatus, system and firmware for secure

transactions

Assignee: DALLAS SEMICONDUCTOR

Inventor(s): CURRY STEPHEN M ; LOOMIS DONALD W ;
FOX CHRISTOPHER W

Application No: AU 7374596 A
Filing Date: 19960926
Issue/Publication Date: 19990225

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y; US 9615471 19960926 W W N;
IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;

G07F00710
Legal Status:
Date +/- Code Description
20020502 O] MK14 PATENT CEASED SECTION 143(A) (ANNUAL FEES NOT

PAID) OR EXPIRED
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AU7374596A 19970417

(ENG) Method, apparatus, system and firmware for secure

transactions

Assignee: DALLAS SEMICONDUCTOR [ no drawing available]

Inventor(s): CURRY STEPHEN M ; LOOMIS DONALD W ;
FOX CHRISTOPHER W

Application No: AU 7374596 D
Filing Date: 19960926
Issue/Publication Date: 19970417

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y; US 9615471 19960926 W W N;
IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;

G07F00710
Legal Status:
Date +/- Code Description
20020502 O] MK14 PATENT CEASED SECTION 143(A) (ANNUAL FEES NOT

PAID) OR EXPIRED

CA2232791A1 19970403

(ENG) METHOD, APPARATUS, SYSTEM AND FIRMWARE

FOR SECURE TRANSACTIONS

Assignee: DALLAS SEMICONDUCTOR ~ US [ no drawing available]

Inventor(s): FOX CHRISTOPHER W US ; LOOMIS
DONALD W US ; CURRY STEPHEN M US

Application No: CA 2232791 A
Filing Date: 19960926
Issue/Publication Date: 19970403

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;
GO07F00710
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Publication Language: ENG
Legal Status:

Date +/- Code Description
20030403 (+) AFNE NATIONAL PHASE ENTRY Effective date: 19980323;
20030403 (+) AFNE NATIONAL PHASE ENTRY Effective date: 19980323;
20030403 O] FZDE DEAD Effective date: 20020926;
20030403 O] FZDE DEAD Effective date: 20020926;

CN1198233A 19981104

(ENG) Method, apparatus, system and firmware for secure
transactions

Assignee: DALLAS SEMICONDUCTOR ~ US [ no drawing available]

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD
W US ; FOX CHRISTOPHER W US

Application No: CN 96197307 A
Filing Date: 19960926
Issue/Publication Date: 19981104

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y;
IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;

G07F00710
Legal Status:
Date +/- Code Description
20080208 () Cop
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EP1020821A3 20000802
EP1020821A2 20000719

(ENG) Method, apparatus, system and firmware for secure
transactions
Assignee: DALLAS SEMICONDUCTOR ~ US [ no drawing available]

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD
W US ; FOX CHRISTOPHER W US

Application No: EP 00109707 A
Filing Date: 19960926
Issue/Publication Date: 20000802

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: EP 96935993 19960926 A 3 Y; US 451095 19950929 P Y; US 59498396 19960131 A Y;
Related Application(s): 96935993.4 0862769 19970403

IPC (International Class): GO07F00710

Designated Countries:

Publication Language: ENG

Filing Language: ENG

Agent(s): BROOKES & MARTIN 00100141 High Holborn House 52/54 High Holborn London, WC1V 6SE

GB
Date of Deferred Publication of Search Report:
--20000802
Legal Status:
Date +/- Code Description
20000719 O AC DIVISIONAL APPLICATION (ART. 76) OF: Corresponding

patent document: 862769; Country code of corresponding patent
document: EP;

20000719 (+) AK DESIGNATED CONTRACTING STATES: Kind code of
corresponding patent document: A2; List of designated states: AT
BECHDEDKESFIFRGBGRIEIT LI NL PT SE;

20000802 (+) AK DESIGNATED CONTRACTING STATES: Kind code of
corresponding patent document: A3; List of designated states: AT
BECHDEDKESFIFRGBGRIEIT LI NL PT SE;

20000802 () RIC1 CLASSIFICATION (CORRECTION) : 7G O7F 7/10 A, 7TH 04L
9/08 B;

20010307 (+) 17P REQUEST FOR EXAMINATION FILED Effective date:
20010105;

20010418 (+) AKX PAYMENT OF DESIGNATION FEES : AT BE CH DE DK ES FI
FRGB GR IEIT LI NL PT SE;

20021009 ) 18D DEEMED TO BE WITHDRAWN  Effective date: 20020403;

@ MicroPatent Patent Index - an enhanced INPADOC database

Page 329 of 544



Family Bibliographic and Legal Status

EP0862769A2 19980909

(ENG) METHOD, APPARATUS, SYSTEM AND FIRMWARE

FOR SECURE TRANSACTIONS

Assignee: DALLAS SEMICONDUCTOR ~ US [ no drawing available]

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD
W US ; FOX CHRISTOPHER W US

Application No: EP 96935993 A
Filing Date: 19960926
Issue/Publication Date: 19980909

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y; US 9615471 19960926 W W N;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;
GO07F00710

Designated Countries:

Publication Language: ENG

Filing Language: ENG

Agent(s): Sanders, Peter Colin Christopher 00035571 Brookes Batchellor 1 Boyne Park Tunbridge Wells Kent

TN4 8EL GB
Date of Deferred Publication of Search Report:
--19970515
Legal Status:
Date +/- Code Description
19980909 (+) 17P REQUEST FOR EXAMINATION FILED Effective date:
19980427;
19980909 (+) AK DESIGNATED CONTRACTING STATES: Kind code of

corresponding patent document: A2; List of designated states: AT
BECHDEDKESFIFRGBGRIEIT LI NL PT SE;
20000301 (+) 17Q FIRST EXAMINATION REPORT Effective date: 20000113,
20021009 O] 18D DEEMED TO BE WITHDRAWN Effective date: 20020403;
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IL123851A 20010111
1L123851D0 19981030

(ENG) METHOD, APPARATUS, SYSTEMS AND

FIRMWARE FOR SECURE TRANSACTIONS

Assignee: DALLAS SEMICONDUCTOR ~ US [ no drawing available]
Application No: 1L 12385196 A

Filing Date: 19960926

Issue/Publication Date: 20010111

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y; US 9615471 19960926 W W N;
IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;

G07F00710
Legal Status:
Date +/- Code Description
20010520 (+) FF PATENTS GRANTED
20010724 (+) KB PATENTS RENEWED
20030212 (+) KB PATENTS RENEWED
20070724 O] MMOK PATENT NOT IN FORCE DUE TO NON-PAYMENT OF
RENEWAL FEES
JPH11513509A 19991116

NotAvailable

Application No: JP 51365296 T
Filing Date: 19960926
Issue/Publication Date: 19991116

[ no drawing available]

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 9615471 19960926 W W N; US 451095 19950929 P Y; US 59498396 19960131 A Y;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;
GO07F00710

Legal Status: There is no Legal Status information available for this patent
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MX9802375A 19981129

(ENG) METHOD, APPARATUS, SYSTEM AND FIRMWARE

FOR SECURE TRANSACTIONS.

Assignee: DALLAS SEMICONDUCTOR ~ US [ no drawing available]

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD
W ; FOX CHRISTOPHER W

Application No: MX 9802375 A
Filing Date: 19980326
Issue/Publication Date: 19981129

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;
GO07F00710

Publication Language: SPA

Legal Status: There is no Legal Status information available for this patent

TR9800565T1 19980622

(TUR) Guevenli parasal islemleri gerceklestirmeye mahsus

yoentem, cihaz, sistem ve bellenim.

Assignee: DALLAS SEMICONDUCTOR ~ US [ no drawing available]

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD
W US ; FOX CHRISTOPHER W US

Application No: TR 9800565 T
Filing Date: 19960926
Issue/Publication Date: 19980622

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 451095 19950929 P Y; US 59498396 19960131 A Y;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;
GO07F00710

Legal Status: There is no Legal Status information available for this patent
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US6237095B1 20010522 COMMON P, TADON
NUMBER REGISTER, ETC..
TRAMSACTION
(ENG) Apparatus for transfer of secure information between a i :2’ —:‘“ﬁ
data carrying module and an electronic device VORNG REGSTER /Tw
Assignee: DALLAS SEMICONDUCTOR ~ US o T o =
4p~|  TRANSACTION GROUP 2
Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD : \
W US ; FOX CHRISTOPHER W US — SRR N [~
Application No: US 354198 A T
Filing Date: 19980106 RN RECO0S
T T 5 EeT s
Issue/Publication Date: 20010522 s BeEN Locktn
ONCE LOCKED ALL
UNUSED RAM 15
THE GO ToAL

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing encrypted information back and forth between
a service provider's equipment via a secure, encrypted technique so that money and other valuable data
can be securely passed electronically. The module is capable of being programmed, keeping track of
real time, recording transactions for later review, and creating encryption key pairs.

Priority Data: US 354198 19980106 A N; US 59501496 19960131 A 3 Y; US 451095 19950929 P Y;
Related Application(s): 60/004510 19950929 uUs
IPC (International Class): GO07F00708; H04L00932; G06Q02000; GO7F00710

ECLA (European Class): H04L00932S; G06Q02000K2C; GO7F00708C2; GO7F00708C2B; GO7F00710D;
GO07F00710D4E; GO7F00710D4E2; GO7F00710E; H04L00932T

US Class: 713178

Publication Language: ENG

Filing Language: ENG

Agent(s): Jenkens & Gilchrist, A Professional Corporation
Examiner Primary: Swann, Tod R.

Examiner Assistant: Smithers, Matthew

US Post Issuance:
--US Litigations: Maxim Integrated Products, linc Maxim Integrated Products,
linc E.D.Texas 4:12cv00006 ; Jack Henry & Associates, Inc. Jack Henry & Associates, Inc.
Kansas 2:12cv02018 ; Maxim Integrated Products, Inc. Maxim Integrated Products,
Inc. E.D. Texas 4:12cvb00010 ; Maxim Integrated Products, Inc. Maxim Integrated Products,
Inc. E.D. Texas 4:12cv00005 ; Maxim Integrated Products, Inc. Maxim Integrated Products,
Inc. E.D. Texas 4:12cv00017

Assignments Reported to USPTO:
Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717
Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE
CALIFORNIA 94086

Assignor: DALLAS SEMICONDUCTOR CORPORATION

Corres. Addr: NORTHWEBER & BAUGH LLP ATTN: MICHAEL V. NORTH 2479 E. BAYSHORE RD,
SUITE 707 PALO ALTO, CA 94303
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Brief: MERGER

Legal Status:

Date +/- Code Description
20041208 0 REAM Year of fee payment: 4;
20080221 0 BISLP New owner name: MAXIM INTEGRATED PRODUCTS, INC.,

CALIFORNIA; : MERGER;ASSIGNOR:DALLAS
SEMICONDUCTOR
CORPORATION;REEL/FRAME:021253/0637; Effective date:

20080610;
20081120 0 FPAY Year of fee payment: 8;
0
7
US6105013A 20000815
114
. "~~J wicro PROCESSOR -—-ﬁ
(ENG) Method, apparatus, system and firmware for secure 6
transactions ‘— i
Assignee: DALLAS SEMICONDUCTOR  US B~ WcRO PROCESSOR “Ziii
Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD 124
W US ; FOX CHRISTOPHER W US 28 ] @
L 30| TH{outPu suFFeR W
Appllcatlon NO US 4119098 A ““"“-\_ INPUT BUFFER T
6 - v — 34
Filing Date: 19980310 L1 | ccummy 11
Issue/Publication Date: 20000815 i f;'ii,;:‘ﬂgg
MODULE

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.

Priority Data: US 4119098 19980310 A N; US 59498396 19960131 A 1Y; US 451095 19950929 P Y;
Related Application(s): 08/594983 19960131 5748740 US  GRANTED

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;
GO07F00710

ECLA (European Class): H04L00932T; GO7F00708C2; GO7F00708C2B; GO7F00710D; GO7F00710D4E2;
G07F00710E

US Class: 705065; 235379; 380030; 705075; 713156; 713173; 713174
Publication Language: ENG

Filing Language: ENG

Agent(s): Jenkens & Gilchrist

Examiner Primary: Gregory, Bernarr E.

US Post Issuance:
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10

--US Certificate of Correction; 20011113 20011204 a Certificate of Correction was issued

for this patent

--US Litigations: Jack Henry & Associates, Inc. Jack Henry & Associates, Inc.

Kansas 2:12cv02018
Inc. E.D. Texas 4:12cvb00010
Inc. E.D. Texas 4:12cv00005
Inc. E.D. Texas 4:12cv00017

Assignments Reported to USPTO:

Reel/Frame: 21253/0637 Date Signed: 20080610 Date Recorded: 20080717
Assignee: MAXIM INTEGRATED PRODUCTS, INC. 120 SAN GABRIEL DRIVE SUNNYVALE

CALIFORNIA 94086

Assignor: DALLAS SEMICONDUCTOR CORPORATION
Corres. Addr: NORTHWEBER & BAUGH LLP ATTN: MICHAEL V. NORTH 2479 E. BAYSHORE RD,

SUITE 707 PALO ALTO, CA 94303
Brief: MERGER

Legal Status:

Date +/- Code Description

20011113 O cC CERTIFICATE OF CORRECTION
20040300 0 REAM Year of fee payment: 4;

200803102 0 BRAK Year of fee payment: 8;

20080717 0 AS

; Maxim Integrated Products, Inc. Maxim Integrated Products,
; Maxim Integrated Products, Inc. Maxim Integrated Products,
; Maxim Integrated Products, Inc. Maxim Integrated Products,

CALIFORNIA; : MERGER;ASSIGNOR:DALLAS

SEMICONDUCTOR

New owner name: MAXIM INTEGRATED PRODUCTS, INC.,

CORPORATION;REEL/FRAME:021253/0637; Effective date:

20080610;

US5748740A 19980505

(ENG) Method, apparatus, system and firmware for secure
transactions

Assignee: DALLAS SEMICONDUCTOR  US

Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD
W US ; FOX CHRISTOPHER W US

Application No: US 59498396 A
Filing Date: 19960131
Issue/Publication Date: 19980505
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Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be

securely passed electronically. The module is capable of being programmed, keeping track of real time,

recording transactions for later review, and creating encryption key pairs.
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Priority Data: US 59498396 19960131 A Y; US 451095 19950929 P Y;;

IPC (International Class): G09C00100; G06Q02000; G06Q05000; G06Q01000; G06Q04000; GO7F00708;
GO07F00710

ECLA (European Class): H04L00932T; GO7F00708C2; GO7F00708C2B; GO7F00710D; GO7F00710D4E2;
G07F00710E
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USER BANK/SERVICE_PROVIDER
WANTS TO ADD AN
US5805702A 19980908 Fﬂ MOUNT OF CASH |\ UGk "D, AwouNT
— OF CASH REQUESTED 2
(ENG) Method, apparatus, and system for transferring units of T PROeE P ST
value F3 SALT NUMBER
. COMBINE SALT, ID NUMBER
Assignee: DALLAS SEMICONDUCTOR  US TR Fﬁaﬁﬁgﬁﬁmﬁ -
Inventor(s): CURRY STEPHEN M US ; LOOMIS DONALD W R OOERS, THEREBY CREATING A
W US ; FOX CHRISTOPHER W US PUBLIC KEY M CHECK PROVIDER CERTIFOAT

Application No: US 59501496 A

Filing Date: 19960131

Issue/Publication Date: 19980908

RANDOM SALT NUMBER | —

F5 IF THE 1D NUMBER AND
RANDOM SALT NUMBER
1S UNCHANGED THEN ADD
THE CASH AMOUNT TO THEI

MONEY REGISTER OF
THE MODULE

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing encrypted information back and forth between
a service provider's equipment via a secure, encrypted technique so that money and other valuable data
can be securely passed electronically. The module is capable of being programmed, keeping track of
real time, recording transactions for later review, and creating encryption key pairs.
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(ENG) METHOD, APPARATUS, SYSTEM AND FIRMWARE 2 ero Pkocesson-
FOR SECURE TRANSACTIONS 1 __-/_,1_15
[ cuock |
Assignee: DALLAS SEMICONDUCTOR  US
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Inventor(s): CURRY STEPHEN M ; LOOMIS DONALD W ; r | 14
FOX CHRISTOPHER W ] . e
o 300 TouTPLT sureR] W
Application No: US 9615471 W i N gy T y
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Filing Date: 19960926 N 1 | [ |
o ] ovewe
Issue/Publication Date: 19970515 INTERFACE
MODULE

Abstract: (ENG) The present invention relates to an electronic module used for secure transactions. More
specifically, the electronic module is capable of passing information back and forth between a service
provider's equipment via a secure, encrypted technique so that money and other valuable data can be
securely passed electronically. The module is capable of being programmed, keeping track of real time,
recording transactions for later review, and creating encryption key pairs.
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----Elected States (PCT): (OAPI) OA BF BJ CF CG CI
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MK MN MW MX NO NZPLPTRORUSD SESGSISKTJTM
TRTTUAUGUZVNAMAZBY KGKZMDRU TJTM,;
DESIGNATED COUNTRIES FOR REGIONAL PATENTS Kind
code of corresponding patent document: A2; List of designated
states: KE LS MW SD SZ UG AT BE CH DE DK ES FI FR GB
GRIEIT LU MC NL PT SE BF BJ CF CG Cl;

DESIGNATED STATES Kind code of corresponding patent
document: A3; List of designated states: AL AM AT AU AZ BA
BB BG BRBY CA CHCN CU CZ DE DK EE ES FI GB GE HU
ILISIPKEKGKPKRKZLCLKLRLSLTLULVY MD MG
MK MN MW MX NO NZPLPTRORUSD SESGSISKTJTM
TRTTUAUGUZVNAMAZBY KGKZMDRUTIJTM,;
DESIGNATED COUNTRIES FOR REGIONAL PATENTS Kind
code of corresponding patent document: A3; List of designated
states: KE LS MW SD SZ UG AT BE CH DE DK ES FI FR GB
GRIEIT LU MC NL PT SE BF BJ CF CG Cl;

EP: THE EPO HAS BEEN INFORMED BY WIPO THAT EP
WAS DESIGNATED IN THIS APPLICATION

REQUEST FOR PRELIMINARY EXAMINATION FILED
PRIOR TO EXPIRATION OF 19TH MONTH FROM PRIORITY
DATE (PCT APPLICATION FILED BEFORE 20040101)
ENTRY INTO THE NATIONAL PHASE IN: Corresponding
country code for PRS Code (EP REG): CA,; Corresponding patent
document: 2232791; Kind code of corresponding patent document:
A

ENTRY INTO THE NATIONAL PHASE IN: Corresponding
country code for PRS Code (EP REG): JP; Corresponding patent
document: 1997 513652; Kind code of corresponding patent
document: A;

WIPO INFORMATION: ENTRY INTO NATIONAL PHASE
Corresponding patent document: 1019980702358; Country code of
corresponding patent document: KR;

WIPO INFORMATION: ENTRY INTO NATIONAL PHASE
Corresponding patent document: 1996935993; Country code of
corresponding patent document: EP;

REFERENCE TO NATIONAL CODE Corresponding country
code for PRS Code (EP REG): DE; Corresponding EP Code 1 for
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WIPO INFORMATION: PUBLISHED IN NATIONAL OFFICE
Corresponding patent document: 1996935993; Country code of
corresponding patent document: EP;

WIPO INFORMATION: PUBLISHED IN NATIONAL OFFICE
Corresponding patent document: 1019980702358; Country code of
corresponding patent document: KR;

WIPO INFORMATION: WITHDRAWN IN NATIONAL OFFICE
Corresponding patent document: 1019980702358; Country code of
corresponding patent document: KR;
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Corresponding patent document: 1996935993; Country code of
corresponding patent document: EP;
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et.al.: Privacy and Authenica- tion on a Postable
Communications System. In: IEEE Journal on
Selected Areas in Communications, Vol.11, No.6.
Aug. 1993, $.821-829;

ALLERBECK,Mechthild;

FISCHER.,Norbert: Mobile Kom- munikation mit
HICOM-Chipkarte. In: telcom report 9, 1986, H.4,
S$.270-273;

ARNDT,Gerhard;

LUEDER.Reinhard: Bewegungsfreiheit in allen
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() Sicherheitssystem zum Identifizieren und Authentisieren von Kommunikationspartnern

@ Die erfindungsgemale Lasung betrifft ein Sicherheitssy-
stem, das eine eindeutige !dentifizierung und Authentisie-
rung von Kommunikationspartnern ermoglicht und somit die
notwendige Sicherheit fir den Austausch von vertraulichen
Informationen gewdéhrleistet.

Voraussetzung ist, dal alle Kommunikationspartner mit
einem individuellen Sicherheitsmodul ausgestattet sind und
aber sicherheitstechnische Einrichtungen STE verfiigen. Per
Verbindungsaufbau wird von den STE dbernommen. Dabei
wird gepriift, ob beim Kommunikationspartner ebenfalls eine
aktivierte STE vorhanden ist. Mit dieser STE wird ein
Informationsaustausch und ein Authentikations- und Schlis-
sefaustauschprotokol! vorgenommen. Danach erfolgt eine
personliche Authentizierung und die Betriebsartentschei-
dung einschlieBlich evtl. erforderlicher Schlisselvereinba-
rung.

Mittels der erfindungsgeméRen Losung werden sowohl die
Sicherhelt der Kommunikationspattner als auch die Sicher-
heit des Kaitenterminajs in die Prifung auf Informationssi-
cherheit einbezogen.

DE 4406602 A1

9 @

Identlftkotion
Authentigierung

icdentikaon
Authentisierung

Identifikatlon
Authentislerung
Chiffrieren mit
Sitzungsschidssel

Die folgenden Angaben sind den vom Anmelder eingereichten Untarlagen entnommen
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Beschreibung

Die Erfindung betrifft ein Sicherheitssystem zum
Identifizieren und Authentisieren von Kommunika-
tionspartnern der im Oberbegriff des Patentanspruch 1
niher definierten Art, welche die Informationssicherheit
mit Sicherheitsmechanismen von hoher Wirksamkeit
erreicht. Sie schfitzt insbesondere gegen die Bedrohun-
gen:

— Verlustder Vertraulichkeit (Schutz vor unbefug-
ter Preisgabe von informationen)

— Verlust der Integritdt (Schutz vor unbefugter
Anderung von Informationen)

— Verlust der Anonymitat (Schutz vor unbefugter
Preisgabe der Identitat).

Zusatzlich bietet ein Kommunikationssystem, das mit
diesen Einrichtungen ausgestattet ist, die Moglichkeit,
daB der Zugriff auf Computersysteme, die in diesem
Kommunikationsnetz betrieben werden, gesichert wird.

Bestehende Kommunikationsinfrastrukturen verfa-
gen im aligemeinen nicht ber ausreichende Mechanis-
men, daB Kommunikationspartner sich gegenseitig ein-
deutig identifizieren und authentisieren kbanen, um an-
schlieBend und vertraulich Informationen auszutau-
schen. Erst durch erhebliche Eingriffe in die benutzten
Kommunikationssysteme kdnnen die Partner nach vor-
herigen Verabredungen notwendiger Parameter die
Prozesse aktivieren, die z. B. durch kryptographischc
Verfahren, einen vertrauenswirdigeren Informations-
austausch gestatten und in der Regel noch zusitzliche
MaBnahmen notwendig machen. Geeignete kryptogra-
phische Verfahren gestatten grundsétzlich eine vertrau-
liche Kommunikation.

Durch den Einsatz von geeigneten Sicherheitsmodu-
len (wie z. B. Chipkarten) ist eine Identifikation von Be-
nutzern auf eine héchst vertrauenswiirdige Weise mog-
lich.

Geeignete Chipkarten lassen den Zugriff auf interne
Funktionen und Daten nur dann zu, wenn sich ein Be-
nutzer gegeniiber der Chipkarte durch ein Merkmal
oder Geheimnis (persénliche Geheimzahl, Fingerprint,
etc.) eindeutig identifiziert. Fir die Identifikation des
Benutzers gegentiber der Chipkarte muB ein Kartenter-
minal verwendet werden. Auch die Sicherheit des Kar-
tenterminals muf in die Betrachtung der Informations-
sicherheit einbezogen werden. Das Kartenterminal hat
sich deshalb ebenfalis gegeniiber der Chipkarte des Be-
nutzers eindeutig zu identifizieren.

Mit der vorliegenden Erfindung soll ein vom Kommu-
nikationssystem unabhingiges Sicherheiwsystem ge-
schaffen werden, das die ldentifikation von Benutzern
mit einer Chipkarte bei Einsatz eines Chipkartentermi-
nals mit der gegenseitigen Authentikation von Benut-
zern, dem Parameteraustausch fiir den Einsatz krypto-
graphischer Verfahren und deren Anwendung fiir den
vertraulichen Informationsaustausch zwischen Kommu-
nikationspartnern verkniipft. Dazu soll kein Eingriff in
die bestehenden Kommunikationssysteme notwendig
sein.

Diese Aufgabe wird erfindungsgemiB entsprechend
dem Kennzeichen des Patentanspruchs 1 gelost.

Vorteilhafte Weiterbildungen der Erfindung sind in
den Kennzeichen der Patentanspriche 2 bis 8 beschrie-
ben.

Unter Verwendung eines individuellen und personali-
sierbaren Sicherheitsmoduls (z B. einer Chipkarte) und
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den Sicherheitsfunktionen von sicherheitstechnischen
Einrichtungen (kurz STE) wird der authentische und
vertrauliche Informationsaustausch in Kommunika-
tionssystemen, — hierzu zihlJen simtliche Daten- und
Computernetze im lokalen wie auch im Weitverkehrs-
betrieb — fir die digitate Gbertragung von Daten und
Sprache gewihrleistet.

Die sicherheitstechnischen Einrichtungen sind gemiB
dieser Erfindung in bestehende Kommunikationsinfra-
strukturen als aktive Komponenten integrierbar und
konnen zusitzlich einen gesicherten Zugriff auf vorhan-
dene Informationssysteme gew#hrleisten. Fiir diese In-
formationssysteme sollen keine oder nur minumale Er-
weiterungen oder Konfigurationsinderungen notwen-
dig werden.

Wichtiges technisches Merkmal der STE ist, daB Be-
nutzer sich eindeutig mit Hilfe von personalisierten Si-
cherheitsmoduien identifizieren und authentisieren
miissen, Es ist allerdings auch méglich, daB die Funktio-
nalitit eines personalisierten Sicherheitsmoduls in die
STE integriert wird.

Nachfolgend wird die Erfindung anhand von Ausfiih-
rungsbeispielen niher erliutert. In den zugehérigen
Zeichnungen zeigen die:

Fig. 1 eine Identifikation und Authentisierung der
personalisierbaren Sicherheitsmodule und der sicher-
heitstechnischen Endeinrichtungen,

Fig. 2 eine Grundstruktur einer systemunabhngigen
sicherheitstechnischen Endeinrichtung bzw. Security
Base und die

Fig. 3 einen Einsatz von STE und Security Base als
systemunabhiangige Sicherheitseinrichtungen Voraus-
setzung fiir die authentische und vertrauliche Kommu-
nikation ist, daB alle Kommunikationspartner (Teiineh-
mer) mit einem individuellen Sicherheitsmodul (Chip-
karte) ausgestattet sind und Qber eine STE verfiigen.

Will ein Teilnchmer sicher mit einem Partner kommu-
nizieren, so muB er eine giltige Chipkarte in die STE
oder einen Kartenleser der STE einfithren. Der Teilneh-
mer muB sich gegeniiber der Chipkarte durch Eingabe
eines persdnlichen Merkmals (z B. PIN = personliche
Identifikationsnummer) identifizieren. Die Chipkarte
authentisiert sich mit einem geeigneten Verfahren ge-
geniiber der STE und die STE authentisiert sich gegen-
iiber der Chipkarte, so daB aile Komponenten ihre Au-
thentizitit beweisen kénnen.

Die hierffir zum Einsatz kommende Methode kann
ein sogenanntes "challenge-response” Verfahren sein,
das mittels eines Chiffrieralgorithmus und eines Ge-
heimnisses (Schliissel) zwischen den Komponenten eine
verschilsseite Zufallszahl austauschen (Authentisie-
rungsparameter) und dadurch der Gegenseite den Be-
sitz des Geheimnisses beweis, ohne daB dieses seibst
preisgegeben werden muB. So kann die Chipkarte eine
von der STE erhaltene verschlisselte Zufallszahl dechif-
frieren und an die STE zuriickschicken, womit die Chip-
karte beweist, daB sie im Besitz eins Geheimnisses ist
(korrekter Entschliisselungsschlissel) und somit ihre
Authentizitit beweist. Die Authentikation der STE ge-
geniiber der Chipkarte {auft analog.

Aus Sicherheitsgriinden und praktischen Erwagun-
gen soll die STE, die systemunabhingig ist, weil sie ge-
maB dieser Erfindung als systemunabhdngige Kompo-
nente in die bestehende Infrastruktur integriert wird,
mdglichst direkt zwischen der bestehenden Kommuni-
kationseinrichtung und dem AnschluB dieser an das
Kommunikationsnetz installiert werden.

Versucht nun die Kommunikationseinrichtung eine



DE 44 06 602 Al

3

Verbindung zu einem Partner aufzubauen, so wird cie
STE seibstiindig aktiv und schaltet sich in den Kommu-
nikationsfluB ein. Zunichst versucht die STE informa-
tionen mit der gegenseitigen STE des Kommunikations-
partners auszutauschen.

Gelingt dies nicht, (weil die z B. gegenseitige STE
nicht aktiviert wurde oder nicht vorhanden ist), so lduft
die Kommunikation in gewohnter Form ab, wobei die
STE eine Warnfunktion aktiviert. Diese Warnung an
den Benutzer kann auf einem Display, curch Signallam-
pen, einem Signal:on oder ahnlichem ausgefghrt wer-
den.

Wird von der STE eine gegenseitige STE erkannt, so
wird mit Hilfe eines Authentikations- und Schli!sselaus-
tauschprotokolls ein Verschliisselungsschliissel (Sit-
zungsschlisse:) fiir ein Chiffrierverfahren zwischen bei-
den STE ausgehandeit. Das fiir die Erfincung verwence-
te Authen:ikationsprotokol! bietet dabei die sichere ge-
genseitige Authentikation der Chipkarten der Kommu-
nikationspartner, den verwendeten sicherheitstechni-
schen Endeinrichtungen (STE) und ibernimmt den
Schliisselaustausch. Dazu werden sogenannte *public-
key” Verfahren ecingesetzt.

Diese Verfahren zeichren sich dadurch aus, daB itr
die Verschlisselung ein anderer Schliissel als fur die
Entschlisselung verwendet wird. Daher kann einer der
beiden Schliissel fiir eine Verifikation verdffentlicht
werden. Die Authentizit4t der verwendeten &ffentlichen
Scalilssel wird durch die Priifung einer elektronischen
Unterschrift eires Zertifikates, das den Teilnekmer-
schliissel inklusive der Teilnehmeridentitiit andé Zvusatz-
informationen enthilt, gewihrleistet. Dieses Zertifikat
wird von einer vertrauenswiirdigen dritten Instanz her-
ausgegeben, die auch als Ausgabesteile der verwende-
ten Sicherheitsmodule wirken kann.

Die Identitit des Kommunikationspartaers, basie-
rend aufdem in die STE eingefiihrten Sicherheitsmodul,
wird der jeweiligen Gegenseite angezeigt, so da8 nur
mit dem Einverstindnis des STE-Benutze:s eine Kom-
munikationmit dem Partner méglich wird. Dazu verftigt
die Erfindurg tiber eine Eingabefunktion, die entweder
dber das angeschlossene Kommunikationsendgerit
oder direkt ander STE betitigt werden kann.

Nach dem vertrauenswirdigen Schliisselaustausch
werden die Informationen zwischen den Kommunika-
tionspartinern von STE zu STE mit dem Sitzungsschliis-
sel chiffriert iibertragen.

Die Kommunikationspar:ner, die mit Chipkarte und
STE ausges:attet sind, konnen somit ein geschlossenes
Netz innerhalb einer ofienen Kommunikationsinfra-
struktur biiden.

Die Erfindung kann optimal zusitzlich gemiB der An-
spriche die Méglichkeit bieten, da8 durch eine oder
mehrere entsprechend erweiterte STE, sogenannte Se-
curity Basis (SB), Authentifikationsinformationen und
Capabilities an die Kommunikationssys:eme {beliebige
Endeinrichtungen in bestehenden Netzen), nach der Au-
thentikazion iibertragen werden. Mit Hilfe dieser Benut-
zerkennungen und Capabilities kann ein Kommunika-
tionssystem die Zugriffsrechte auch von diesen verwal-
tezen Objekten regeln. Diese Leistung wird dadurch er-
bracht, daB die in der SB definierten Benutzerbzw. Teil-
nehmerkennungen und Capabilities gespeichert und
nach dem Ablauf der oben beschriebenen Authentika-
tionsprozedur an das Endgerit fibertragen werdcn.

Die Erfindung sieht vor, daB ein bestehendes Kom-
munikationssystem mit einem Modul {Security-Démon)
ausgestattet werden kann, das die Capabilities korrekt
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entgegen nimmt und einer Systemverwaltung zur Wei-
terverarbeitung iibergibt.

Eine SB kanan zentrale Sicherheitsmanagementaufga-
ben in einem Kommunikationsnetz iibernehmen, indem
sie fiir alle Teilnehmer Capabilities verwaltet

STE und SB verfiigen Qiber Administrationsschnitt-
stellen, die einem autorisierten Systemverwalter Zu-
gang fir Konfigurationsmoglichkeiten gestattet, Ober
eine derartige Schnittstelte konnen auch Zertifikate fiir
Benutzer einschlieBlich &ffentlicher Schliissel geladen
werden. STE und SB sind Kommunikationssysteme, de-
ren Kommunikationsfihigkeit an die jeweiligen System-
schnittstellen angepaBt werden kann. So kénnen spe-
ziell konfigurierte STE/SB in einem z. B. lokalen Netz-
werk betrieben werden, wenn die STE/SB fiir das ver-
wendete Kommunikationsprotokoll mit entsprechender
Schnittstelle ausgeriistet wurde. Die Authentikations-
und Chiffrierverfahren als zentrale Sicherheitsmecha-
nismen werden unabhingig von der Systemkonfigura-
tion immer mit gleicher Sicherheit bereitgestelit.

Die Sicherheitsfunktionen der STE und SB k&nnen
auch angeboten werden, wena nicht ein Sicherheitsmo-
dul von einem Benutzer verwendet wird, sondern ein
integraler Bestandteil einer spezielien STE bzw. SB ist.
Die STE und SB wirken dann in einem benutzeriosen
automatischen Betrieb. Dieser Betriebsmodus wird ei-
ner Gegenstelle wihrend der Verbindungsaufbauphase
signalisiert, so daf3 die Gegenstelle entscheiden kann, ob
sic den Verpindungswunsch ablchnt oder annimmt.
Auch ist der ausschlieBlich automatische Betrieb zwi-
schen Kommunikationssystemen méglich.

Jede STE und SB ist eindeutig von einer dritten In-
stanz personalisierbar, so daf} sie durch das Authentika-
tionsprotokoll von einer Gegenstelle eindeutig identifi-
ziertund authentisiert werden kann.

STE und SB enthalten eine Protokollierungskompo-
nente, mit der es fitr den berechtigten Benutzer méglich
ist, Ereignisse, wie z. B. berechtigte und unberechtigte
oder abgelehnte Verbindungsaufbauten, Konfigura-
tionsinderungen, abgebrochene Ubertragungen usw.,
nachtriglich zu kontrollieren.

Patentanspriche

1. Sicherheitssystem zum lIdentifizieren und Au-
thentisieren von Kommunikationspartnern fir
Verbindungen Uber Kommunikationsnetze mit di-
gitaler Ubertragung, dadurch gekennzeichnet,
daB mindestens allen sicherheitsbediirftigen Kom-
munikationspartnem, unabhingig vom verwende-
ten Informationssystem, jeweils an der Schnittstelle
zwischen der zu sichernden Kommunikationsein-
richtung und dem Kommunikationsnetz, je eine
dem Netz angepaBte Sicherheitstechnische Ein-
richtung (nachfolgend STE) mit Eigenschaften ei-
ner Endeinrichtung beziehungsweise eine zur Si-
cherheitsbasis (nachfolgend SB) erweiterte STE,
ein individueller Sicherheitsmodul und ein personli-
ches Merkmal zugeordnet werden, daB8 der Verbin-
dungsaufbau von der STE bzw. SB iibernommen
wird und mit einer Priifung verbunden ist, ob beim
gerufenen Kommunikationspartner ebenfalls eine
aktivierte STE bzw. SB erreicht wird und mit dieser
ein Informationsaustausch und ein Authentika-
tions- und Schlysselaustauschprotokoll vorgenom-
men werden kann bzw. ob ein Warnsignal zu akti-
vieren ist, daB erst danach cine personliche Authen-
tisierung und die Betriebsartenentscheidung ein-
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schlieBlich evtl. erforderlicher Schliisselvereinba-
rung durchgefiibrt wird.

2. Sicherheitssystem nach Anspruch 1, dadurch ge-
kennzeichnetdaB die STE bzw. SB fiir eine automa-
tische Kommunikation mit einem Sicherheits-Ma- 5
nagement Center (nachfolgend SMC) vorgesehen
sind.

3. Sicherheitssystem nach Anspruch 1, dadurch ge-
kennzeichnet,daB die STE bzw. SB mit Rechteda-
teien versehen sind, die Eintrige und evtl. Lei- 19
stungsmerkmale enthalten, wer in welchen Be-
triebsarten und evti. mit welchen Partnern kommu-
nizieren kann.

4. Sicherheitssystem nach Anspruch 1, dadurch ge-
kennzeichnetdaB die¢ STE bzw. SB iiber eine Proto- s
kollierungskomponente verfiigen, die relevante Er-
eignisse aufzeichnet und kontrolifihig gestaltet.

5. Sicherheitssystem nach Anspruch 1 bis 4, dadurch
gekennzeichnet daB die Rechtcdateien und Proto-
kollierungskomponenten teiis lokal und teils vom 2¢
SMC und teils ven heiden Seiten beeinfluBbar sind
und daB Ereignisse an das SMC gemeldet werden,

6. Sicherheitssystem nach Anspruch 1, dadurch ge-
kennzeichnet daBl die STE/SB bzw. SMC fiir ein
dezentraics bzw. zentrales Sichcrheits- und Schlls- 25
selmanagement mit gespeichertcn Zesufikcaten und
Schlissein vorgesehen sind.

7. Sicherheitssystem nach Anspruch 1, dadurch ge-
kennzeichnct daB die STE und SB eine digitale Un-
terschrift, eine Verilizierung von elektronischen 3p
Unterschriften und eine Ver- und Entschliisselung
als integrierten Dienst bereitstellen.

8. Sicherheitssystem nach Anspruch 1, dadurch ge-
kennzeichnet daB die STE/SB und SMC mit opti-
schen bzw. akustischen Signalisierungsmitteln ver- 3s
sehensind.
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AN APPARATUS FOR EFFECTING AND RECORDING MONETARY TRANSACTIONS

The present invention reiates to an apparatus for effec-
ting and recording monetary transactions.

Conventional wallets in which one carnes cash money
have long teen known. One can open the wallet and
extracl an amount which does not exceed the present value
therein, in order {0 make a payment, or one can receve
payment from another party and deposit the received
amount in the wallet, to increase the value therein accord-
ingly.

Many methods exist for removing the inconvenence
and asks of camyng cash in one's wallet These incliude
personal checks, raveler's checks, vouchers and credit
cards, just to name a few. In addition, in order to eliminate
the need for proximity durng the transaction, methods have
been developed for making payments from afar, such as
using the mail system, telegraphing money orders and elec-
tronic furid transfer systems.

These systems suffer from a number of disadvamages.
There is no easy way to verify that a payment received is
not forged or that it is backed by proper credit (particulariy
in the case of chacks and credit cards). Payments received
cannot easily incvease the current valse or fund which is
available for making pgyments. Elsctonic fund transfer sys-
tems aie not suitable, in their present foom, for use by an
individua! making an everyday paymem

There exist a number of so-called French Smast Cards
distributed by a number of French companies which enable
one t0 make payments but not to recsive them. They are
simitar to ordinary automatic credit cards or banking cards,
such as BANKOMAT in Europe, but the identification pro-
cedure seems to be more reliable since it may involve some
cryptographic computabons and not mersly reading a mag-
netic 1ape. The details of their opevdlion have not been
published.

Davies’ Signeture Token described by D.W. Davies in
"Use of the 'Signature Token' to Create a Negotizble
Document”, presamted in Crypto 83, Sanwa Barbaa, CA,
U.S.A., August 1883 clams to enable the prevention of
forgeries, but is unable 1o reqister the atance of the value
available,

U.S. Patent 4,320,387 to Powell discloses apparatus
for providing secured communication of information compris-
ing individual units including display of infosmation to be
communicated, efectronic circuit means providing automatic
sacurity of tansmission between relatively iemote units that
are intended to be inciuded in a speciiic transfer of informa-
tion, electunic information storage means for recomding of
communicaled information, and radiant energy signal trans-
mitting devices for effecting coupling of any two selected
apparatus un% that are to partcipa in the infomagon
transier. Time-base controlled signal encoding is uliiized to
eftect generation of the communication to the two selecied
units and to provide security of transmission. This electronic
circuitty includes a time-coutrol base which is functional to
change its con®ol function in the same amount of time as
that which would be required to complete one transaction in
the recording phase of operaton.

In operation, a coded signal comesgonding to the in-
formaton to be transferted is transmitled by one apparatus
and recsived by the second. The receiving apparatus uti-
lzes the same time-camrul base encoding to encode the
dawm it @pecs to receve {i.e., as manually mput by the
owner). it then compares the received encoded data with
the encoded expecied daw If ideniica), the transaction
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proceeds. Since the encoder signal changes over time,
cerfain fraudulent transactions are prevented since the re-
ceived encoded data will not accord with the encoded
expected data

This apparatus suffers from a number of disadvan-
tages. First, it is possible to bypass a portion of the ken-
tification system of each apparatus unit thereby lowering the
secumy of the system. Second, and more imporantiy,
knowledge of the time-contol base function gained from
any one apparatus unit permvts one t0 ©1Q8ge in many
fraudulent transactons, threatening the entire mongtary sys-
tem with collapse. Third, coded identification for ali the other
uniss are included in the memoty of each unit, 1equiring a
large memory capacity.

A preferred embodiment of the present invention may
provide an electronic waliet which permits both payment
and receipt of money, which includes an automatic iden-
fif:cation system which prevents forgeries and which cannot
be bypassed.

According to one 2spect of the present invention there
is provided an apparatus for effecting and recording mone-
tary transactons comprising: means for regstenng the
present value of money therein, means for selectably ad-
justing the registered value to selectably indicate payment
and receipt, responsive to a manual convol nput and
identity verification means coupled to the means for adjust-
ing for activation thereot.

According to a preferred embodiment of the invention,
the means for seleciably adjusting includes means for deter-
mining whether the transaction is permitted, and means for
effecting transfer of value coupled to the means for register-
ing present value.

Funther accorting to a preferred embodiment, the
means for identity verification includes cryptographic maans
which may include secrét key encoder means aranged to
encode data transmitted by the apparatus, and kncwn key
decoder means asranged to decode encoded dat2 received
by the apparatus.

Futher in accordance with a preferred embodiment,
the appasatus further includes cryptographic owner iden-
tification means.

Additionally in accordance with a preferred embodi-
ment, the apparatus further comprises means for destroying
the registered information which is acivaed by unauthoriz-
ed physical entry.

There is further provided means for institutional valida-
tion of the apparatus.

According to another aspect of the present invention
thete is provided apparatus for effecting and recording
monetary wansactons including: means for regiswenng the
preser! mone®ry value of the apparatus, meais ODEEIVE
in response to a first manual conbol input for identfying a
permitted user; means operative in response to a second
manual contol input for registering the monetwary value of a
transaction; means for transmitling an encoded output signal
comresponding to idensification of the apparatus; means for
recsiving an encoded input signal corresponding to iden-
tification of an apparatus with which the transaction is to be
effecred; means for decoding and vernfying the encoded
received signal; means for transmitting an outpul signal
comresponding to the monemry value of the transacton to
the apparatus with which the transacion is to be effecied:
means for receving an input signal comesponding to the
monetaly value of the transaction from the apparatus with
which the transaction is to be effected; means for determin-
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ing whether the transaction is permitted; means for transmit~
ting an encoded output signal corresponding to the mone-
tary value and direction of the transfer in the transaction to
the apparatus with which the transaction is to be effected;
means for receiving an encoded input signal corresponding
10 the monetary value and direction of the transfer in the
transacton from the apparatus with which the transaction is
10 be effected; means for decoding and verifying the re-
ceivad signal; and means for adjusting the registered
present value in accordance with the transfer effected by
the transaction.

An apparatus of the present invention will be further
understood and appreciated from the following detailed de-
scription taken in conjunction witf the drawings in which:

Fig. 1 is an iliustration of an electronic wallet con-
structed and operative in accordance with an embodiment
of the present invention; and

Fig. 2 is a block diagram illustration of the electronic
circudry employed in the electronic wallet of Figure 1.

With reference to Fig. 1 there is shown an electonic
wallet generally designated 10 constructed and operative in
accordance with an embodiment of the present invention.
The wallet may have the general appearance of a small
pocket caiculator, and comprises a display 12 of any con-
vensona design, a keybocasrd 14 and a connecting jack or
other coupling device 16.

Refetring now to Fig. 2 there is shown in block dia-
gram form the electronic circuity employed in the electionic
wallet of Figure 1. The circuitry includes a CPU 20 such as
a microprocessor, including input/output interface and a
ROM, for example mode! 8041A of Intel Comp., USA, a
RAM 22, such as a 64K RAM, mode! number 2164 and
associaled controller 24, such as model 8203, both of Intel
Com., and an E2PROM 26, such as an E2PROM, 2K x 8,
model 2817 of Intel Corp., all coupled by bus 28. The
wallet is powered as by batteries (not shown). RAM 22
sarves 10 register the present value of the wailet along with
the vanous transactions in which it has participated, as will
be explained in detail here:nbelow. Microprocessor 20 is
operative to adjust the present value registered in E2PROM
26 at any given time in accordance with a pre-programmed
protocol.

A keyboard 30, which may comprise any conventional
keyboard, preferably an alphanumerical keyboasd, is coup-
led %0 micropmcessor 20 for input of transaction dawe and
personal igentification codes. A display 34, which may
comprise any conventional means for providing a visual
display, is also coupted to microprocessor 20 tfor providing a
vigible output indicason of the transaction data. There is
also provided connecting means 38, such as a connecting
jack or any other conventional means for coupling two
electronic wallets for information transfer therebetween.

The electronic wallet also contains a real tme clock
40, such as a Time of Day (T.0.D.) Clock, number
WD2412, manufactured by Westem Digital Corp., USA,
which acw to record the time at which each Tansaction of
the waliet occurs (30 bits are suificient to represent time
with resolution of seconds over a period of 30 years). The
provision of a real time clock permmits transactions detwesn
any wallets having compatible hardware and compatible
transacton protocol while preventing such frauduient trans-
actions as improper repetition of a transfer.
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in addition, the wallet preferably contains a list of
cancelled wallets to prevent receipt of payments firom wal-
lets which have been found to be fraudulent or were re-
ported stolen or lost. Such a list could be supplied to the
wallet during validation. By issuing new series of identifica-
ton numbers to the wallets periodically, this list can be kept
short.

Preferably the wallet includes an audit trail, a list of all
transactions of the wallet since the fast validation, including
all proofs of payments made to the wallet and receipts of alt
payments made by the wallet. The audit trail is retained in
the RAM of the wallet unti the next validation, at which
time, the audit trail is transferred to the memoiy of the
instituition where validation occurs, and erased from the
wallet In addition to providing a record of transactions of
the wallet, the audit trail aiso allows computation of the
balance of a user who has lost his wallet, by tracing his
credits and debits in the audit trails of the wallets with which
the transactions occurred.

The wallet is also provided with user identificasion
apparatus, which may comprise any conventional cryp-
Yographic system, to prevent unauthorized access to the
wallet or tampering therewith. Thus, the owner of a wallet
wifl have, tor example, a password which is entered via the
keyboard to the wallet to identify him at the staxt of a
transaction.

The wallet also comprisas, at any given time, an unfor-
geable "present value". For purposes of this application,
unforgeable is defined as cryptograghically signed in such a
way as 1o force one to crack the cipher in order o forge a
message. The value of the wallet is registered in the
memory of the wallet and any increase or decrease due to
raceipt or payment of money is carried out and registered in
accordance with a certain protocol, the new value being
registered as the cutrent present vaiue. A conventional
cryptosystem, such as the Data Enctyption Standard, "DES
Modes of Operation”, FIPS PUB 8t, Federal Information
Processing Standards Publication, Dec. 2, 1980. may be
utilized for encoding and decoding of information transferred
from one waliet 1o the other.

In order to provide uniforgeable present values and
receipk, an asymmetric or public key encoding system is
preferably employed for identity verification throughout the
transaction. This means that a secret key, hard wired into
the apparatus and known to no-one, is used to encode the
data to be transferred to the other apparatus which is a
party to the vansaction. Similarly, data received from the
other apparatus will be received encoded by the secret key
of the other apparatus. A public key, or known decoder
means, is provided to each apparatus to permit it to decode
the data recorved by 1t before procesding with the next step
of the transaction. Thus, while any apparatus is capable of
decoding the data received by it, only the legitimate wallet
can encode data it transmits with its own secret key. This
maans that forgery is possible only by cracking the cipher
using the public key.

A particularly suitable public key cryptosystem has
been proposed by Rivest, Shamir and Adelman in A
Method for Obtaining Digital Signatures and Public Key
Cryptosystems™. Comm. ACM, Vol. 21, Februaiy 1978, pp.
120-126, to be utiized for intemal encoding of data to be
transferred betwean wallets. Alternatively, any other public-
key signature cryptographic system will suffice, such as that
described by Rabin, M.O. in "Digitalized Signatures and
Public-Key Functions as Intraclable as Factorization™,
MITALCS/TR-212, January 1979.
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The various keys and passwords utilized by the owner
for user identification, by the wallet for decoding and by the
validating instituticn, will be found in the memory of the
wallet. It will be appreciated that the preferred user iden-
tificabon and identity verfcanton means are also suitable for
identficaton from afer, such as through a telephone fine or
other means of communication.

It is a paicular feature of the present embodiment that
onfy the public keys of the barnks or validabng inswasons
and the public key of the owner signed by the bank need
be retained in the memory of the wallet to permit transac-
tions with all other wallets. Thus, @ much smaller memory is
required than in existing devices. _

The particular advantage of using a public key cryp-
tosystem is that, even if somecne should manage to break
the cipher in one wallet to forge transactions therein, he will
be unable to subvert the entire bariking system. Further-
more, if the wallet is forged, it will be detectable by means
of the audit trails discussed abave.

Wallet’

(Identification)

(Audit trail)

where (DATA)----> indicates the transfer of dawa in the
direction indicated by the armow.

Transfers of money are effected by means of a trans-
action protocol. Operation of the wallet, in genera. ¥ermms, is
as follows. For example, supposs i and | have agreed on a
payment of v dollars by i to j. Each must first identify
himself to his wallet by en¥ering his password on the key-
board. Each enters the value v into his wallet and indicates
whether it shoukd be paid or received. Thus, a transaction
may take place only if bath partes agree to

The wallets ase now coupied 1o ane anuther via con-
necting means which may be a connecting jack or a tele-
phene modem or any other means of coupling the wallets
for transmiting and recesing of infarmamon from one an-
other. The tansfer of value from i's wallet o j's is camed
out through a proper wansaction protocdl. 1t will be appre-
caed thal such a transfer is only petmilted # i's wallet has
the necessary value, i.e., if the value of the payig wallet is
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Preferably the wallet also includes means for destoy-
ing the information stored therein which is actvaled in the
event that an attempt is made to penetrate tie wallet
physically or through some signals other than the legittmale
signals used in the user identfication means or in the
protocals. For exampie, the wallet may be constructed in
such a manner that opening it will short circuit the batleries,
or destoy the microprocessor, or that x-rays or other at-
tempts to tead the encoded information witl serve 10 destroy
the coding. This serves to further prevent compiomise of
the whole monetary system by unauthorized entry into a
wallet.

The wallet is validated through a renewal protocal with
an authonzed institution, such as a bank. The complemen-
taly device owned by the institution would read the audit
trait of the wallet since % latest validation, erasing it from
the wallet, insert the new value and supply additional in-
formation which may be useful. A fow chart of a suitable
renewal protocal is given in the following chart.

RENEWAL PROTOCOL

Auvthority

(Identification)

—=—=--~---(signed new Kkeys)

of invalid wallets)

greater than or equal to the sum to be paid. The resuit of
the transaction is that the value in i's wallet has besn
reduced by v while the value in j's wallet has increased by
v, the sum of the values of the wallets not being changed
by the transaction.

An unforgeable receipt, or Crypicgraphically signed
proot of having paid the amount of the tansacton, is
provided to i's wallet in the form of data encoded by j's
secret cade, and registered therem. At the same tirie, an
unforgeable proot of receipt of payment is registered in j's

,wallet in the form of date encoded by i's secret code.
These proofs of payment and receipts &= added 1o the
wallet's audit dail.

A fiow chart of an exampia of a suitable tansacton
protocol including a public key cryptosystem is as follows.

TRANSACTION PROTOCOL
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Wallet o

i

-->(i Password; Pay vi)

Is Vi < vi?
If yes, (EM)-=-mmmmma - >
If no, Dx(ei,i)--ccmccea >
(e
Is vi = vj and is t reasenable?
If no, (EM)meccmmmmanaa_o >
If yes, (ej,Jj):= Ex(Dx(ej,j))
S
Di (vi,t,J)—cemmmmeeeee >

(v, 6"%,4%) 1 =EJ(DFCvi,t,3))
If\(V",t",i") = (Vj,t,i),

then Vi:= vi - vi

where: Vy = present value of wallet of y; vy = value in 40
fransaction invoiving wallet y: t = rea time; (DATA)---> =
transfer of data in the direction of the arrow; and (EM)--->
= transmission of an Error Message, tetninating the pro-
tocol.
Operation of the transaction protocol is as follows, with 45
reference to the transaction protocol flow chant and with
further reference to the vaasfer of the vaiue v from i to ).
Assuming a pubiic-key cryptosysiem is used, the public-key
of user i is a pair of operators (Ei, Di) each of which is
operative to cancel the operation of the other, i.e.. for every 50
word W, Ei(Di(W)) = W. Operators Ei and Di serve to
encode and decode data being transmitted to and from
wallet i. In order to opérate Ei, one must use the public-key
ei, and in order to operate Di, one must use the secret-key
di. The knowledge of € does not help to dewmmine di. Even 55
the owner of a wallet does not know the secretkey, di,
stored therein.

The present contents of user j's wallet include ex (the
public key of the bank or other renewing institution) and dj
{J's secret key), as well as Dx(e},j) {i's public key certified by 60
the bank and indicating thst this is a valid waliet). t repre-
sents real ime as measured by the real time clock.

65
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Wellet of j

-->(j Password; Receive vj)

(ei,i):= Ex(Dx(ei,i))

_______ (viy, & Dxuled;jd

________ Dj (-vj,t,i)

RIS R LR o Fgoh MLV 80 TR b,

B (v &% 4) = (vi,t,3),

then Vj:= Vj + vJ

After i and j identify themselves to their wallets by
inserting their respectve passwonds, and have inserted the
vaiue of the present transaction, the wallets are coupled to
one another to establish communicaton, i.e, direct coupling
or vig a telephone. It will be appreciated that coupling of the
walets may alkematvely be effected before user identifica-
ton.

The value of the desired transacton vi is compared
with the current present value Vi of i's wallet to determine
whether the transaction is permitted. If vi is greater than Vi,
an error message is sent, thereby terminating the protocol.

If vi is less than or equal to Vi, then i's public key
certified by the bank, namely i's public key and identity (ei.i)
encoded by operation thereon of the bank's public key
(operator Dx) is transmitted to j's wallet. in j's wallet, this
data is decoded by the operation of the public key of the
bark {Ex).

Upon recsspt of this data, the vaiue j punched into his
wallet as being the amount of the transaction (vj), the rea
time (1), and j's public key certified by the bank, namely j's
public key and idendty {e),j) encoded by operation thereon
of the bank's secret key (operator Dx) are ail transmitted 1o
i's wallet. In i's wallet j's public key is decoded by the
operation of the public key of the bank (Ex).

Wallet i now compares vi and vj to verify that the value
of the transaction is equal. It also compares t received from
waliet j with the real time at which it transmitted its identify-
ing vansmission to be sure that no more than a predeter-
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mined imited amount of ime has passed since initiation of
the transacton. If either vi %vj or there is a mismatch of real
time t {(e.g., twtj + const), an emror message is sent,
terrninating the protocol.

If v = vj and t is reasonable, transfer of the value of
the transaction is effected. J sends a receipt to i which
includes the value paid by i (-vj), the real time, and the
identity of i, all encoded by Dj (j's sscret code known only
to his wallet). Since Dj is secret even to j, this recsipt is
unforgeable unless the-cipher is broken. Similasly, i sends a
receipt 10 j which includes ths value received by j {vi), the
real time, and the identity of j, al encoded by Di (i's sectet
code known only to his wallet). Since Di is secret even 10 i,
this recsipt is unforgeabie unless the cipher is broken. t
prevers illegal dupiication of the ransaction.

In order to insure that the receipté correspond to the
expected values and time of the tansacton, each of wallets
i and ) decode the receipt using the public code of the other
(Ei and Ej) and compare the decoded data with the ax-
pected valuves of v, t and i. If they are identical, the new
present value of wallet i, Vi, which equals former Vi - vi, is
registered in the memory of wallet i, and the new presant
value of wallet j, V], which equals former Vj + vj is
registered in the memory of wallet | To awvoid cutling
communication before the last ransmssan, te., when only
one recsipt has begn sam, secret exchamge methods can
be used, such as these set forth m Blum, M., "How to
Exchange Secel Keys", Procesdings of the 15th Annual
ACM Symposium on Theory of Computing, and Even, S.
Goldreich, Q. and Lempel, A. "A Randomized Protocol for
Signing Contracts”, Proceedings of Crypto 82, July 1983,
between the last two communications.

It will be appreciated that, while each wallet preferably
has its own seif-contained power soutce, the value of the
wailet is stored in a non-volatile memory, so that if the
battery is inoperatve, a Yansaction may not take placs, but
the owner of the wallet will not lose his money.

The wallets are prowctsd against loss of money in
case of loss of the wallet or misuse by someone gther than
the owner, since one must know the password in oider to
operate the wallet They ara polcwed against fraudulent
ransactions, as by eavesdropping on telephone jines and
attempting to duplicate the transaction, by real time t, which
must be reasonable in order {or the apparatus to camy out
the transaction. Similarly, they are prutecled against {orging
a transaction over the #'ephone lines since a signed or
encodsd receipt is required to conclude the transaction.
And they are protected against the coupling of two legiti-
mate wallsts via improper hardware.

it will be apprecatad by those skilled in the art that the
invention is not limited to what has been shown and de~
saiibed hereinabove merely by way of example. Rather, the
scope of the invenbon is limited solely by the claims which
foliow.

Claims

1. Apparatus for effecting and recording monetary transac-
tions comprising: means for registering the present value of
money therein; means for sslectably adjusting the registered
value to sslecably indicate payment and receipt, rBSEONSIVE
to a manua! contol input; and xentity verificaion means
coupied 10 the means for adjusting for activaian thereof.

2. Apparatus accarding to claim 1 and wherein said means
for selectably adjusting comprises: means for dete:mining
whether the tansacton is permitied, and means for effec-
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ting wansfer of value coupled to the means for registenng
present value.

3. Apparatus according to claim 2 and wherein said means
for effecting transfer comprises secret key encoder means
arranged to encode data to be transmitted by the apparatus,
and known key decoder means arranged fo decode en-
coded data recsived by the apparatus.

4. Apparatus according to any preceding claim and further
comprising ciyptographtc owner identfication means.

5. Apparatus accarding to claim 2, or claim 3 or 4 when
appended thereto and wherein saild means for detenmining
includes means for comparing the value of the transacbon
with the registered present value.

6. Apparatus according to claim 2, or claim 3, 4 or S5 when
appended thereto, and whererin said means for detennining
includes means for determining whether the real time of the
transacton falls within a predeternined range.

7. Appasatus according {0 any preceding claim and wherein
said idenlity verification means comprises a public key
CryplosySem

8. Apparatus according to any preceding claim and further
comprising means for destoying the registered infoematon
activated by physical tampering with the apparatus.

9. Apparatus according to any preceding claim and further
comprising means for institutional validaton of the appare-
tus.

10. Apparatus for effecting and recording monetasy transac-
tions comprising: means for registering the present mone-
tary value of the apparatus; means operative in response 10
a first manual control input for identfying a permilted user;
means operative In response to a second manual contol
input for registeting the monetary vaiue of a Tansacton;
means for transmiting an encoded Output signal come-
sponding to identification of the apparatug; means for re-
ceiving an encoded nput signal corresponding to idemifica-
ton of an apparatus with which the transaction is to be
cfteed; means for decoding and Vefifying the encoded
received signal; means for transmitting an output signal
coresponding to the monetaly value of the transaction to
the apparatus with which the transaction is to be effected;
means for receiving an input signal comesponding to the
maonetary value of the transaction from the apparatus with
which the transaction is 1o be effecied; means for Ogrmin-
ing whether the transacton is permitted; means for fransmit-
ting an encoded output signal caresponding 10 the mone-
tary value and direction of the transfer in the hansaction to
the apparatus with which the tansaction is 10 be effected;
means for recefving an encoded input signal comespondmg
to the monetary value and direction of the transfer in the
transaction from the apparatus with which the transaction is
10 be effected; means for decoding and verifying the re-
ceived signal, and means for adjusting the registered
pressat value in accordance with ithe transfer effected by
the transaction.

11. Apparatys according to claim 10 and wherein gach of
said means for transmiting comprises secret encoder
means for encoding said output signals.

12. Apparatus according to claim 10 or 11 and wherein
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each of said means for receiving comprises known decoder
means for decoding said input signals.

13. Apparatus according to ciaim 10, 11 or 12, and wherein

said means for determining includes means for comparing 5
the value of the transacton with the registered present
value.

14, Apparatus according to claim 10, 11, 12 or 13, and
wherein said means for detemmining includes a real time 10
clock and means coupied to said real tme clock and o said
means for receiving for determining whether the real time of

the transaction falls within a predetermined range.

15. Apparatus according to any one of ciaim 1 %0 9, 15
wherein said identity verificaton means includes crypto-
graphic means.

16. Apparatus according to claim 15, wherein said cryp-
tographic means is an asymmetric cryptographic means. 20

17. Apparatus according to any preceding ciaim, which has
the genera: size, shape and porekilty of a pocket calcula-
tor.
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SECURITY MODULE FOR AN ELECTRONIC FUNDS TRANSFER SYSTEM

The present invention relaes to a security module for
an electronic funds transfer system (EFT)}, and paticularly
to such a module that is to be used at a point of sale
terminal in an EFT network designed to connect a plurality
of dispara® retaler's terminals through a switched tels-
communications network to a plurality of funds holder’s data
Processmy centras.

In an EFT system in which many retailers having
separate and different comacwe retationships with cand
issung funds holders and controllers it is necessary for the
point of sale tetminal to be abla to espond uniquely to the
different cards that it receives, and maads, from the caid
holding users. It is also necessary for the caid hoiders to
have confidence in the reiler's ¥erminais and not be con-
cemed that the retailer is trapping secret information, such
as personal identification numbers (PINs), for later fraudu-
lent use.

One system that has been praposed to deal with these
problems is descrbed in our UK Patent Applications Nos.
83/24916 and 83/24917. This sysiem relies on the use of
the so-called smart card in which the security operatons,
encrypton and decryption of PINs efc., are computed in the
card holder's persona porabld MCIOROCBSSY mounted in
the card. This use of personad portable McuracesSorS is
obvicusly a very flexible and secure system, but compared
with the cost of magnetic stripe cards and considering the
numbers involved the cost of the smart cand is proving to
be a hwrdle 0 its wicespread acceptance.

It is an object of the present inveniion to provide a
technical solution to the problems of termirial flexibility and
security confidence for use in an EFT/POS system in which
the users have issued casds containing information held on
a magnetic stipe and who also have a secet persona
identity number, which may, or may not, alsc be stored on
the magnetic stripe.

In broad terms, the present inveniion provides a tsch-
nical solution to the problems posed abave by including with
each retail terminal a tamper-regisient security module. The
seculity module can be physically included » the terminal
housing or attached by a short cable through suitable
input/output ports. Each module includes a microprocessor
that is controlled to perfem different message foimatting
routines depending upon the type and origin of a magnetic
stipe cand input thwough a magnefic stipe reades. The
module also has incorporated within its structure a PIN pad
for a user o enter security informaton such as a PIN.

According to the inventon thera is provided a security
module, for authenticating messages having a pluraiity of
different format and Cryptographic austhentcators, contaned
th a wampes-proof housing and including wo data input
Gavices, a display unit, at least one input/ output post for
connecting the module o an extemal processor and a
security controller, characterised in that the security contral-
ler includes: at least one read only memory which stores a
state table and a module master encryption key; a contol
logtc unit including a microprocessor and a control store
which stores a plural’ty of different coatrol function 1outines
invoked by different entries in the state $able; means to
generae different encryption keys dependant upon a par-
ticular control function and a derivakve of the module mas-
ter key; and means to perform enayption and decsyption
operations on massagas transmitted to and from the module
using keys transmitted to the module encryded under one
of a number of derivatves of the module master key.
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whereby data input to the module at the first of the two data
input devices is used to dewrmine the contral function
toutine that the module is to perform and the encryption key
used to encode data input at the second data input device.

According to a second aspect of the invention there is
also pvovided a method of using a secutity module in an
electronic funds transfer system temminal 1o secw® secret
data from other terminal processes, and in which the secu-
rity module has a data input device for receving secret data
compaising the seps of staing in the module a set of
master keys each encryp®d under a respectve function
key; transmiting to ®e security module from a terminal
process a function request and a function key; decoding the
appropriate master key using the function key; and encod-
ing the sec®et data using the decoded master key in the.
security module and transmitkng the encoded data to the
terminal procassas

In order that the invention may be fully understood a
preferred embodiment thereof will now be described with
reference to the accompanying drawings in which:

Figure 1 & a schamatic diagram of a porton of an
EFT/POS ngtwodk

Figure 2 is a schematic diagram showing the major compo-
nents of a security module.

Figure 3 illustates the connection between the securty
module, a POS terminal and a remote application proces-
sor.

Figure 4 shgws how the security module is shared betwesn
two 2pplicatons.

Figures 5, 6, and 7 illustrate the construction and metods
of operaling the security module.

Figures 8, 9, 10 and 11 are flow charts illustating the
operaton of the security modufe.

Referring now more padticularly to the drawings, in
order to provide an understanding of the background of the
invention there is initrally a general discussion on the design
of EFT netwosks.

There are many possible designs and ways of dafining
the equipment at the point-of-sale in EFTPOS. Mast of the
designs can be characlensed by the fact that the EFTPOS
“werminal” & a complete system, that is, it is a complets
add-on to the POS equipmant, for the purpose of EFTPOS.

Viewed from the Access Controller (AC) the “terminal®
is seen as a system with which the AC has a communica-
tions session. In Open System Imerface (OSf) tenms, the
AC and terminal are two systems with one or two netwoks
{Telecommunication local network and the In-Store net-
WOfk). ~

Figure 1 shows a retailers connection to an EFT net-
work. An instore network 10 has severai EFT/POS terme-
nals connected to it Each unit comprises a retailers paint of
sale ¥eminal 11 and an associated electronic funds transfer
werminal 12. The in-store net 10 is psovided to link the
terminals ¥1 and 12 and the combined POS equipment to
the local network 14 through a network tarmination point 13.
The toczl Wecommunication network 14 has a connecton
to an access controller (AC) 15.
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" The network termination point 13 is the retailers con-
nection point 10 the local network 13, the "phone jack". The
combination of 11 and 12 provide the full faciliies neces-
sasy to perform EFTPOS transactions.

The EFTPOS "Termina!" in the main will be a distinc-
five secure unit with @ magnetic stripe reader, pin-pad,
display, security procgssor and transaction processor. The
terminal is responsible for the whole of the transacton, it
includes the terminal application contral function which per-
forms EFTPOS in conjunction with the AC. Itis also neces-
sary for the terminal to support individually managed keys
foc any card issuer who wants them.

Previously the terminal has been considered to be
responsible for the EFTPOS wransaction in combination with
other retailer equipment such as cashier display for total
valua input and most, importantly, for communication 10 the
telecommunicaton network and transaction record printing.

The terminal descrbed below appears similar, but has
actuglly changed significantly. In this view, the EFTPQOS
"wrminal® as seen from the EFTPOS network is an ap-
plicaton running in the retailers equipment making use of a
security controller in @ secure PIN pad (SPP) or security
module.

The secunty module is available to this application to
provide an authentication service, i function is to provide a
service which aliows the card issuer 10 be satisfied that the
correct procedures have been adhered to.

The basic component pans of the security module are
shown in Figure 2 The module 20 includes a magnetic
stripe reader 21 connected to a security controlier 22. A
liquid crystal display is also connected to the controller.
Typically the display will have two fines of eighteen char-
eclers. A pin-pad 24 is connected 0 the controller and
coded function requests are received on a line 25 from an
appiication process runn'ng in the main ¥8rminal procassor.
A data bus 26 conneck the security controller to the
application procass which can also have a direct connection
1 the display.

it may optionally contain a distributed portion of the
retailer equipment applicaton running in a processar with
memary.

The security conbulier 22 is the only standard compo-
nent and must be suppiied by an authorised sourcs. it must
be connected to the pin-pad 24 and magnetic stripe reader
21 in @ manner which satisfies the security requiremes of
EFTPOS, and the security module must be built 10 conform
to the security and physical standards of EFTPQOS.

Witlun the retalers equipment (optionally within the
security module) the terminal system includes a processor
{or distribisted application on more than one procassor). The
application supports the management of ciyptographic keys
ang wheir storage as defined by EFTPOS.

The security controiler 22 is a special purpose cryp-
wgraphic unit. {t contains two values - an identification
number (SCID) and a master key (SCMK).

The SCID is recarded in the security controller during
the manufacture process, the SCMK is insklled subsequent
to manufacture but prior to first installation onto the network
by a secure means specified by EFTPOS. A security con-
toller is regarded as authentic if it produces cryptograms
which prove that it contains a valid (SCID, SCMK) pair.
The agpiication processor (or processors) will hold keys
encryped under variants of SCMK. The security controller
provides a set of functions which will not disclose SCMK.
SCMK is held in a secure manner and will be destroyed as
a resuit of any action that might aliow SCMK 10 be discov-
ered.
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The identification SCID is not secret, in fact, it may be
stamped or written onto the secuiity module to aid the
inventory and maintenance processss.

The application may be allowed direct control of the
display 23 and the security controller communicates with
the application process, via an intemai bus. This commu-
nication may be extended to a distant processor, or pait of
the application may be distiibuted to a processor within the
security madule, communicating between parts of the sys-
tam by any suitabte means.

A set of functions communicated over the SC buses are:
0 - Reset

1 - Read MSR

The SC waits for a card to be read. strips out non-
transmitted card data (NCD), stores it in a register and
sends the fransmitted card data (TCD) as a response.
Possible responses:
1-Cadread + TCD
2 - Mis-read
2 - Provide authonsation token

3 - Start message authentication check (MAC) calculation
(key provided under varant of SCMK)

4 - MAC input data

5 - Finish MAC calculaton - retun MAC
6 - Given enctypted CIEN token + key
7- Check PIN

Input authentication token + key

Result indication + confirmation token
Result = 1 PIN ok, + token

2 PIN failure

The secuiity controiler will refuse to perfomm this function
more

than three times, after this it will require a reset.
8 - Give next key
Input key under variant of SCMK

Qutput new key under variant of SCMK

The security module contains a record of the function
number of the most recent use. It will respond correctly onty
if the current function request is the next in an allowable
sequence.

Failure 1o conform to the correct sequence will render
the security module inactive, a state which can only be
changed by a 0 - Reset funckion.
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Since the security controller has access to important
fransaction data, and it generaes MAC's, there is a wide
range of possibilities for the algorithm for generating next
key in function at step 8.

The security scheme m3y call for the security controlier
to maintein a synchronised time reference value. if this is
the case, then there will need to be a further function to set
the time reference and a further key TRK in the secuity
contoller to authenticate any value set into a time register
(TR). The security controller could return the TR on function
0 (reset), or yet a further function call.

The secutity module is used by the application in a
manner similar to the use of a sat of support subroutines. If
the application uses the comrect sequence of calls
{functions) providing the comect data and keys {encrypted
under SCMK variants) then the result will be tokens and
MAC's which will collectively allow the card issuer host to
authenticate the security module, the card and card hoider.
If incorrecily used, the authentication will fail, and the secu-
rity module cannot be mis-used in a manner which will
subvert the system without access to considerable amorints
of other data and collusion of several parties in difierent
locations.

This removes the following responsibilities, which are
normally considered to be functions of an EFTPOS terminal,
from the security module:

Transactionn management.

The security module provides services to allow a re-
mote host to be satisfied that a procedure has been foi-
lowed. This is achieved because of the existence of tokens
{MAC's and cryptograins} which can only be produced by a
valid security module, together with secret information,
which has been used in a correct manner.

Recovery responsibility

The previously assigned recovery responsibility of the
EFTPOS terminal can now be assigned to retailers equip-
ment and applications code.

Key management

The security module need only have one key (or
possibly a small number as indicated by a need for down-
loaded information such as syrichronised time references).
This (or these) keys will be installed by a fixed key loading
procedure. In EFTPOS this could be a central facility.

Aliematve uses of the security module

The security module finds other uses in netwarks that
require cryptographic transmission of information and fucther
examples are now given as they would apply to an EFT-
POS network.

First the use of the security module as an authentica-
tion device shared by several applications and secondly the
extension of the security modute by the addition of a ‘state
variable’ which allows its use in akemative and exclusive
cryptographc schemes.
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1) Use by Multipte Applications

The partitioning of function is illustrated in Figure 3
which shows the security module 20 connected over lines
25 and 26 to interface A of a terminal 27 which contains
local application processes and at least a set of cryp-
tographic keys 28. The terminal is connected through inter-
face B to a processor of remote application procassss 29
thiough a network route indicated as 30.

intefface B is precisely the network appearance of an
EFTPOS terminal. Interface A is used to communicste the
data which requests the security module to periom its
available funcbons and to retum the results to the applica-
tion.

Since the function of the security module is to provide
date and tokens which allow a remote application to validats
the procedures employed at the locat site, it follows that one
security module can be used by any number of local
applications, ang in tum any number of remote applications
for the simitar purposes.

The security modute represen® a serially re-usabls
resource. It can only be used successtlly for a complete
legal sequence by one application at any time.

The keys used by the application process will be held
at the loca! processor encrypted under variants of SCMK,
the security module’s security controller's master kay.

Figure 4 shows the security modute being made avast-
able to two local applications A and B. The security module
20 is connecled to a terminal 27 which is ruming two
applications A and B. Three remote procassors are shawn
31,32 and 33 connected through the switch 30. The secu-
rity module 20 is used to authenticate procedures and data="
for the remote hosts 31, 32 and 33 using a combination of
applications A and B.

Note : The keys held at the remote hosts will be
encrypted under the appropriate host master keys,

j 2) Use of Altemative Cryptographic Schemes

The security module as described above is defined as
enforcing a single procedure. In particular, it withholds data
read from the card {or other means}) which will be retained
as secret from the local application and any other compo-
nents between the security modute and the remots host
Primarily for use in personal key (KP) cryptography where
KP must be constructed using that secret.

To extend this scheme, it is n@cessary to allow the
security modute ¢ handle several procedures, ie, several
segquences of function calls. As an example consider the
use of the SC in a second scheme which requires that the
entire track 2 of the card be transmitted (encrypted).

To achieve this extension, the security module must
contain a 'state variable’. This represents the history of the
sequence of functions performed since the last resel opera-
ton. The sequences now contain points at which tre possi-
ble next function is one of a set of functions rather than one
function, a branch point

The stawe of the terminal takes a value depending upon
the function requested at any branch point. Thus, the next
allowable function is decided by a combination of the last
function requested and the vaiue of the state vanable. The
state variable is updated to represent the new state once
the function is requested. As before, any deviation from the
prescribed gequence will result in a security module becom
ing inactive, ie, the previous description has a single state.

T o demonstrate this, consider the list of functions de-
scribed above.
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Following a function 1, the application may decide that
the card must be handled without personal key cryptog-
raphics. It wishes to read all of track 2. Thus, a new
function - say 100, may follow function 1.

100 - Read all card data. Input KEY encrypted under
vanant variant of SCMK. Retum all of cand data (including
NCD) encrypted under KEY.

The state variable will take a different vaiue if function
100 foliows functon 1, than it would if function 2 follows
function 1. If the function foliowing 1 is 100 then the
security controller will pronibit the use of functions 2, 3, 4,
atc. This allows altermative exciusive schemes 10 be imple-
mented.

In particutar, subject to secure design of the functions
and stattes, it allows any schemes to be implementsd,
including conflicting schemes such as those which require
tack 2 of a card to be partially secret together with those
that require the whole of track 2 10 be made available.

Master Key Variants.

The use of SCMK variants must be selected, based on
e requested function and state vartable to enforce par-
ttionad use of security controller functions in the security
module in aiternative schemes. Thus, sach scheme must
use selected key variants.

The number of the variant to be used can be selected
from a table based on the current state and the requested
function. The key used in the operation can be formed by
deciphering the selected variant number using SCMK. This
means that keys in the applicaton will be held in the
following form :-

E ( D { SCMK, variant no.}, KEY)

Using the notation E ( key, data) means data enci~
phered under key and D (key,ciphertext) means the result of
deciphering ciphertext using key.

This approach would allow schemes for separation of
function by intenied destination. Such a scheme is shown
in Figs 6 and 7. The security controller ID and destination
data extacted from the card magnetic stripe track 2 are
usad 10 provide a separation of keys.

The securtty can be enhanced if the key vaiant is
produced by a one-way function in place of the simple
decipher operation.

The variant number key is loaded at the same time as
the state tablle (ie. at manufacture or installation of keys).

This scheme can be further enhanced by selecting
further informaton from a further teble to generate the
destination informaton prior to producing the master-key
vanant as above. This latier @able can be down-loaded to
the security controller periodically {(eg. at swert of day). As
with other possible down-loaded information the table load
operation requires authentication using additronal keys.

Security Module

The intemal components of the security module will
now be descnibe with reference to Figures 5, 6 and 7. The
sacurity contraller 22 {Figure 2) is shawn in more detail in
Figure 5 and comprises a state ble 51, which in a
preferred embodiment is implemented in a read only mem-
ory {(ROM) chip, the address is formed by concatenating
outputs from three registers. The registers are shown sepa-
rately as Swate 52, Last Function 53 and Functon 54, but in
practoe are pars of a random access store (RAS).
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The state register 52 holds a value which represents
the current state of the security controller. The contents of
the state register 52 are also availabie t0 be tested by the
control unit 56. One value of the state register con¥nis, for
example zero, is designated to indicate that the unit is
inactive following an invalid function request sequence. The
control unit only permité a RESET function request when
the inactive state is detected. The value in the last function
register 53 represents the function performed on the pre-
vious cycle of Operations of e security module. The value
in the function register 54 represents the current functon to
be peformed. The functon register 54 receives its input
from the application procass on line 25 (Frgure 2) and has
a direct connection %0 the iast function register 53. The
state register 52 recefves its input directly from the stake
table 51.

The output of the state table s spiit into two fields, one
field is entered into the stae register and tie other is used
as the address of a master key wble 55. The master key
table provides one of a set of master key values to a user
key decipher unit 57. The value depends upaon the function
currentlty being percrmed and the values entered imo the
state teble from the three registers. The master key tablle
could be part of the state table ROM but it is preferred that
the valuss are generated as functions of a single key.
Embodiments implementing the prefered system arg de-
scribed bsfow with reference to Figs 6 and 7.

The operation cycles for each function petformed by
the secunty controller are controlled by a control logic unit
56. The control unit interprets the function request and
pruvides the appropriate timing and control signals to route
data signals between the other components. The unit com-
prises a microprocessor and a ROM containing the contol
routings necassdry to provide the required gating and con-
trol signals. Each routine is associated wih a particular
function and will tesult in a different encoding and decoding
opération in the controller.

The user key decipher unit 57 deciphers the user key
recetved from the data bus 26 through a buffer store 60
under the control of unit 56. The deciplier key is abtained
from the master key 8ble 55. The user key decipher unit
impiements the decipher function of the Data Encryption
Standard {DES).

A working register 58 is loaded with a key produced by
the user key deciphar unit 57. The working register 58 may
also be loaded from the data bus 26 under the control of
unit 56 whenever a function routine requires the generason
of composite keys, tor example a key constructed from card
input data, other user data and a vatiation of the master
key. The value loaded into the warking register represents a
key in the clear and is not tansmittad out of the security
controller. In order 1o ensure that the clear key exssts for the
minimum necessary time, at the end of each cycle the
working register is loaded with a string of zeros.

An encryption unit 59 performs the primitive encryption
operations needed for the operation of the requested tunc-
tion. This unit implements the DES. The keys for the
encryption are received from the working register 58, Out-
put from the enciyption unit 59 is fed to a buffer store 60
which temporanly holds all daw and intermediate results
during the processing required by the requested function.

In operation the security controller reads a value repre-
sentng a function request into the function register 54.
Each function is performed by executing a cycle of opar-
ations. The cycle consists of standard iniial and final se-
quences of operatons with a main sequence seiected on
the basis of the requested function. The initia! and final
sequences are illustrated in the flow-charts of Figures 8 and
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9. The reset functon is illustaled in Figure 10. The se-
quernice for the function for reading the dae input at the
magnexc stripe readed is illustrated in Figure 11, this is
given as an example of other function seguences that the
control unit follows.

In the following description of the Operation of the
security con¥olier the stale register contents will indicate a
value of aero when an invalid functon seguence is re-
quested, this indicates an inactive state of the module.

The steps of the nitial sequence (Figure 8) are:

Step 1 (81 Determine whether the function request = 0, if
so them go to the Resst routine (Figure 10), if not then
procesd 10 next step.

Step 2 (82): Determine whether the value in the state
register 52 = 0, if so then go to step 3 (83), # not then
proceed to step 4 {84).

Swep 3 (83). Provide an output failure indication to the
terminal processes and to the display unit. Finish the rou-
tine.

Step 4 {84): Strabe the function register.
Steps (85): Strobe the state register.

Step 6 (86): Determine whether the value in the state
register 52 = 0, if so then go to step 3 (83), if not then
procsed to select the sequence indicated by the vaiue in
the state register.

The steps of the final sequence (Figure 9) are as
follows;

Step 1 (87): Strobe the last functon register to preserva the
valus of the cuent function request.

Step 2 (88): Set the working register to alf zero contents, 10
erase the clear version of the encryption key used for the
current function. End the function.

The resst function consists of one step (89) and that is
to strobe the function register, and then go w0 the final
sequence.

The steps for Function 1 (Read the magnetic stripe
reader) are shawn in Figure 11 and are as fallows:

Step 1 (90): Wait for a card 0 be read.

Step 2 (91): Read the can, if the read dala is satisfaciory
then go 10 step 4, if not then go to step 3.

Step 3 (92): Provide an output faiure indication 0 the
terminal processes and to the disptay un®. Finish the rou-
tine.

Step 4 (93): Deteimine the card data to be transmitted
(TCD). For example the TCD may be defined as those
digié from card tack 2 between start sentinel and field
separator,

Step 5 (94): Generate an outpyt indicatian that the pravious
step has been camed out succassfully and tansmit it 1 the
terminal procasses,
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Step 6 {95): Output the TCD to the termwal on data bus
26, then go 10 the final sequence routine (Figure 9).

This sequence will have a series of sub-routines at
step 4 each providing a different set of TCD and chiosen on
the card issuers identity read at step 2.

Other function routines follow the same general pattam
of the sequences described above.

Claints

1. A seculity module, for authenticating messages having a
plurality of different formats and cryptographic authentica-
fors, contained in a tamper-resistant housing and including
two data input devices, a display unit, at least one
input/output pait for connecting the module to an extemal
procassor and a security controller, characwerised in that the
security contgoller includes:

at least one 1ead only memory which stores a state table
and a module master encryption ksy;

a contol fogic unit including a microprocessur and a control
store which stores a plurality of different contal functan
routines invoked by different entries in the state table;

means to generate different enctyption keys dependent
upon a particular control function and a derivadve of th
module master key; and .

means to perform encryption and decrypton operations on
me=sages vansmitied to and from the module using keys
vansmitted to the module encrypled under ove of a number
of dedvadves of the module master key; whereby date input
to the module at the first of the two data input devices is
used to determme the control funchon i1outine that the
module is ©0 P8rform and the encrypton key used to en-
code data input at the second data input devica.

2. A secuiity module as claimed in claim 1 further charac-
terised in the the security contraller includes at ieast three
registers:a function register, a last funcbon register and a
swte register and that the state wbis is addressed by using
a combination of the current entriss in the thvee registera.

3. A security module as claimed in claim 1 or clam 2
further characterised in that the secuiily consofier includes
a buffer store and data input from the two data input
devicss are stored in the buffer store before being encoded
and in which the first data input device is a magnetic stripe
reader and the second data input device is a PIN pad.

4. A secunity module as claimed in any one of claims 1, 2
or 3 including means to detect when an invalid sequence of
functions has been requested for the module to perform and
to invoke an aboit routne when an invalid saquencs is
detecied.

5. A method of using a security module in an electonc
funds transfer system terminal ¥ secure secrst data from
other terminal processes,and in which the security module
has a data input device for receving secret data compnsing
the steps of:
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storing in the module a set of master keys each enciypted
under a respective function key;

transmitting ta the security moduie from a terminal process
a function request and a function key;

decoding the appropriate master key using the function key;
and

encoding the secret data using the decoded master key in
the security module and transmitting the encoded data 1o
the terminal processes.
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6. A method as claimed in claim 5 in which a single master
key is stored in the security module and derivative master
keys are generated from the master key using predeter-
mined funchon request data received from the termina!
pracesses.

7. A method as ciaimed in claim 5 or claim 6 in which the
terminal has at lsast a second dawa input device for receiv-
ing data from a user and the gperable terminal process is
dependant dawe input at the second data input device.
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