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) a math coprocessor connedted to said microcontroller

5 core, said math coprocessor being for/handling complex mathematics
6 of encryption and decryption;

7 memory circuitry/ which can be programmed by a
8 service provider to enable /Said microcontroller based secure
9 transaction integrated circyit to perform predetermined functions
10 on behalf of the service ovider and for the benefit of an end
11 user, said memo ry being connected to said microcontroller

input/output circuit, connected to said

2 core; and
‘[51 f
dt}' microcontro

blS external to

ore, for exchanging information with a device

aid microcontroller based secure transaction

16 integrated cjyrcuit, and for obtaining electrical energy to power at
17 least a pgrtion of said microcontroller based secure transaction
13 integrated circuit.

1 Eét The microcontroller secure transaction integrated
2 circuit of claim , further, rising a real time clock,
3 connected to said microcontfol}le€r core, for providing a time
4 measurement for time stampihg a predetermined function.

%9

3‘6 The microcontroller based secure transaction integrated

2 circuit of claim , wherein sdetermined function is an

3 encrypted data transaction
IPDAL:IS7156.1 2065100457 2 .
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5@; The microcontroller based secure transaction integrated
circuit of claim“iéj further comprising an energy circuit connected

to said memory circuitry.

ggf- The migrocontroller based secure transaction integrated
circuit of claim , Wherein said memory circuitry is non-volatile

RAM.

§§i The microcontroller based secure transaction integrated
circuit of claim BQ, wherein said microcontroller based secure
transaction integrated circuit 1is programmed 1n a script

programming language,

(-égé The microiontroller based secure transaction integrated
circuit of claim )z} wherein said microcontroller based secure
transaction integrated circuit is incorporated into an
articulatable item.

17

Séf The f&frp ontroller based secure transaction integrated
circuit of claim , wherein said articulatable item is selected
forma group comprising a ring, a bracelet, a credit card, a smart
card, a necklace, an identification badge, a key fob, and a token

shaped object.

IPBAL:ISTISEL 20661-00457 3
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1 ‘a The microcontroller based secure transaction integrated
2 circuit of claim , further comprising the ability to create

3 encryption key pairs.

9‘/ ’ ‘. lo
D? : ! + A secure transactibn integrated circuit comprising:
/2 a microcontrolley core;

3 a memory circuit, in communication with said

4 microcontroller core, foxy storing a transaction program;

5 a modular ponentiation accelerator circuit, in

icrocontroller core, for performing
]

(}8\ \( communication with said
70N encryption and decryptio culations; and
(\? an input/ eircuit, in communication with said

9 microcontroller «cgre, for receiving and transmitting data

other electronic device.

10 . information with

A s

1 . N The secure transaction integrated circuit of claim \{,
2 wvherein said memory circuit is a nonvolatile RAM.

2 7
1 ‘Z‘Q\ The secure transaction integrated circuit of claim X\gi‘
2 wherein said memory circuit can comprise a plurality of transaction
3 groups wherein each said transaction group can comprise a
4 transaction program created by a service provider.

PDALIS7IS6.1 2066100457 4
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—

\&. The secure transaction integrated circuit of claim '
2 further comprising an energy circuit connected at least to said
3 memory circuit.

iz

1 ; \i The secure trangacyi

/0

integrated circuit of claim 2\:
further comprising a real clock circuit for measuring time and

providing time stamp inforgation when predetermined functions are

HOWN

performed by said microcgntroller core.

T 0

1 { The secure transaction integrated circuit of claim N,

|
191 comprising a communicationspower connection and a ground

@4 connection.

1 ; 47. The secure\transaction integrated circuit of claim 41,

%

1 [, ‘b{ The secure transaction integrated circuit of claim 41,
QLF/?“, wherein said secure transacti®pn integrated circuit is further

R

.integrated into an articulatable\i
S

The secure transaction integrated circuit of claim 3R

wherein said articulatable item is selected from a group comprising

2

s
I‘[f Jh [PDAL137156.1 2066100457 5
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3 l La ring, a bracelet, a wallet, a credit card, a smart card, a

théunecklace, an identification card, a key fob, and a token shaped
q object. -~

REMARKS
Reconsideration and aliowance are respectfully requested in
view of the foregoing amendments and the following remarks.
Claims 32-48 are pending in this application.

Claims 23-31 have been canceled without prejudice.

Regarding the Non-statutory Double Patenting Rejection
The present application has been rejected under the non-
statutory double patenting rejection based on a judicially created
doctrine grounded in public policy. Applicant will timely file a
terminal disclaimer in compliance with 37 C.F.R. § 1.321{c) if it
is deemed necessary after the Examiner has examined the now pending

claims.

R 1ing the 35 U.S.0 bl Caiiktng Bataaki

Claim 23 was rejected under 35 U.S.C. § 101 for claiming the

same invention as that of claim 1 of prior U.S. Patent No.
5,748,740. Applicant has canceled claims 23-31, thereby rendering
this rejection moot. Applicant respectfully requests that the 35
U.S.C. § 101 double patenting rejection be withdrawn.

IPDAL:AS7136.] 2666100457 6
...
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Regarding New Claims

Applicant has added new claims 32-48 which further claim novel
aspects of the present invention. Applicant respectfully believes
that these claims are ready for allowance.

In view of the above, it is believed that this application is
in condition for allowance, and such a Notice is respectfully

requested.

Respectfully submitted,

vave: Nol Lo 1998

Jenkens & Gilchrist,

A Professional Corporation
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799
214/855-4789

214/855-4300 (fax)

IPDAL:187156.1 20661-00457 7
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. j Address:  COMMISSIONER OF PATEN SAND TRADEMARKS
st Washingten, D.C. 20231

[__APPLICATIONNO. | FILINGDATE | FIRSTNAMED INVENTOR | ATTORNEY DOCKETNO. |

o TG A5 7]
AO/04L, 190 OR/1G/79E  CURRY DT HERIER A
EXAMINER
r LMuzs1o16 ) l e |
STEVEN R GREENE TELD HHEELRT
JENLENS & GILCHRIST | ARTUNIT |  PAPER NUMBER |
200 FOUNTAIN PLACE .
27 |
1445 ROSE AVENLE Al 6
UALL-AS TX 7820227992 DATE MAILED: Pl an

Please find below and/or attached an Office communication conceming this application or
proceeding.

Commissloner of Patents and Trademarks

PTC-90C (Rev. 2/58)

1- Fils Copy
“US GPO 1086-437-28/DW22
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| Application No. Applicant(s)
. . 09/041,190 Stephen M. Cusry et al.
| Office Action Summary Erami— Group Art Unit
Barnarr Earl Gregory 2766

X Responsive to communicationts) filed on 9 Nov 1998

{J This action is FINAL.

) Since this application is in conditlon for allowance except for formal matters, prosecution as to the merits Is closed
in accordance with the practice under £x parte Quayie. 1935 C.D. 11; 453 0.G, 213,

A shortened statutory periad for response to this acton is set to expire __ ¢two (2) month(s}, or thirty days. whichever
Is longer, from the malling date of this communication. Failure to respond within the period for response will cause the
application to become abandoned. {35 U.S.C. § 133). Extensions of time may be obtained under the provisions of

37 CFR 1.136(a).

Disposition of Clalms

X Claim(s) 32-47, 47, and 48 is/are pending in the application.
Of the above, claim(s) is/are withdrawn from consideration.

X Claimls) 32-47, 47, and 48 is/ere allowed.

O ciaimls) is/are rejecved.

O ciaimls) is/are objected to.

O caims

are sudject to restriction or election requirement.

Application Papers
[0 See the attached Notice of Draftsperson’s Patent Drawing Review, PT0-948.
[ The drawingls) filed on Is/are objected to by the Examiner,
(O The proposed drawing correction, filed on is (pproved (Misapproved.
[ The specification is objected to by the Examiner.
O The cath or declaration Is objected to by the Examiner.

Priority under 35 U.S.C. § 119
[ Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(a)-id).
OAll [OSome* [ONone of the CERTIFIED copies of the priority documents have been
O received.
[ recetved in Application No. (Series Code/Serlal Number) i
O received in this national stage application from the International Buraau (PCT Rule 17.2(a)).
*Certified coples not received:
O Acknowledgement is made of a claim for domestic priofity under 35 U.S.C. § 119(e}.

Attachment(s)
| O Notice of References Cited, PT0O-892
[ Information Disclosure Statementl(s), PTO-1449, Paper Nols),
O Interview Summary, PT0O-413
3 Notice of Draftsperson’s Patent Drawing Review, PT0-948
[ Notice of informal Patent Application, PTO-152

-~ SEE OFFICE ACTION ON THE FOLLOWING PAGES ---

U. 8. Patent and Trademark Offica

PTO-326 (Rev. 9-95) Oftfice Action Summary Part of Paper No. __¢
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Applicaton/Control Number: 09/041,190 Page 2

Arnt Unit: 2766

1. This application is in condition for allowance except for the following formal matters:

It appears that either there has been an error in claim numbering or that a claim has been
omitted in the most-recent amendment. The present clarm numbering goes 32, 33, 34, ..., 46, 47,
47, 48. Thatis to say, there are two claims numbered as claim 47. Appropriate correction is
hereby required.

Prosecution on the merits is closed in accordance with the practice under £x parte
Quayle, 1935 C.D. 11, 453 0.G. 213.

A shortened statutory period for reply to this action is set to expire TWO MONTHS
from the mailing date of this letter.

2. Any Inquiry concerning this communication or earlier communications from the examiner

should be directed to Bernarr Gregory whose telephone number is (703) 306-4153.

Bernarr E. Gregory
Primary Examiuner
Art Unit 2766

beg
December 15, 1998
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IN THE UNITED STATES PATENT ANP TRABEMARK OFFICE

In the Application of:

§
Stephen Curry et al, §
§ Examiner: Gregory, B.
Serial No.: 05/041,190 §
§ Group Art Unit: 2766
Filed: March 10, 1998 §

For: Method, Apparatus, System and Firmware fer Secure Transactions

BOX NON-FEE AMENDMENT . CERTIFICATE OF MAILING
Assistant Commissioner For T hecedby cectify that this correspondence 18 being
Patents deposited pestage paird with the United Staces
. Pestal Service postage paid as fivst class mail in
waShlngtonv D.C. 20231 an covelope addressed to: Ass:stant Commissicner
For Patents, Washington, D.C. 20221
Signature
Bear Sir:
AMENDMBENT

Responsive te the Official Action mailed on December 16, 1998,
reconsideration and allowance of the present application are
respectfully requested and believed to ke appropriate in view of

the following amendments and remarks:

In the Claims: /
2 Please cancel both claims 47, and 47 without prejudice.
., Please add the following new claims: _ Y .
’} 37{1 BQ. "The secure transaction integrated circuit of claim\iiif
ﬁﬁjﬁ wherein said transaction program can enable said secure transactien

3 integrated circuit to perform digital cash transactions.

A\
b/ [PBAL 196207 1 2066188457 1
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/

Ny
[ W 7,}3’
Rul}’l\ ! BQ. The secure transaction integrated circuit of claim Q,

lbk G%ﬁjl wherein said secure transaction integrated circuit is further

?M 3 integrated into an articulatable item.--
z ] :

-

REMARKS

| Reconsgideration and allowance are respectfully requested in
view of the foregoing amendments and the following remarks.

Claims 32-46 and 48-50 are pending in this application.

Applicant appreciates the Examiner's indication that all the
claims in this application are allowable except for a minor formal
matter of claim numbering. Applicant further appreciates the
Examiner pointing out that two pending claims have both been
numbered '47°',

" To remedy the problem applicant has canceled both of the
claims numbered '47' and inserted two identical claims that are
numbered 49 and 50. It is believed that appropriate correction has
been made and the formal matter has been remedied. Applicant

| respectfully submits that this application is ready for allowance.

~ ——

[POAL 1962071 2066100357 2
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In view of the above amendments and remarks, reconsideration
and allowance of this applicatien is believed to be warranted, and

a Notice to such effect is earnestly solicited.

Respectfully submitted,

JENKENS & GILCHRIST, P.C.

Date: ’:)Hﬁ EB} lqcf?

Jenkens & Gilchrist,

A Prefessional Corporation
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799
214/855-4789

214/855-430@ (fax)

IPDAL:196207.1 2066(-00457 3
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Received 6,’/7 ﬁ 7éé

Jost 1y

Patent Application
Group 2780 xet o, 20661-00457C1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In the Application of:

8§
STEPHEN M. CURRY ET AL. §
§ Examiner: GREGORY, B.
Serial No. : 09/041, 190 §
§ Group Art Unit: 2766
Filed: March 10, 1998 §
§

For: METHOD, APPARATUS, SYSTEM AND FIRMWARE FOR SECURE TRANSACTIONS

Aggistant Commissioner I hereby certify that this correspondence

f is being deposited with the United Statse

91’ Patents Postal Seérvice as first class mail in an
Washington, D.C. 20231 envelope addressed to:

Assistant Commissioner for Patents,
washington, D.§.

Signature

Dear Sir:

This is an amendment in the above-identified application and
includes the transmitted herewith attachments of the same date and
subject which are incorporated hereunto by zreference. The
signature below 1is to be treated as the signature to the\;
attachments in absence of a signature thereto. _

Transmitted herewith in the above-identified application @f?:;,f“//

1) Amendment in response to the Office Action dated 12/16/98

2) Acknowledgment Postcard.

IPDAL:196385.1 20661-00457
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L Small entity status of this applicaticon under 37 CFR 1.9

and 1.27 has been established by a verified statement
previously submitted.

A verified statement claiming small entity status under
37 CFR 1.9 and 1.27 is enclosed.

X No additional fee is reguired.

FEE REQUIREMENTS FOR CLAIMS AS AMENDED

CIAINS
REMAINIHS HIGHEIT ¥ SYALL [ARGE

AP'LER PREVIS/SLY PRESENT BENTITY ENTLTY
AVSYOMENRT PAID EOR BATRA RATE RATE
1. TeTAL 18 - 22 - 0 x11 = OR x22 = §.0
CLAIMS lat least 20) (at 1wzst 0]
2. INDER. 2 - 3 - 0 x41 = OR %82 = 5.0
CLAIMS (at least 3} tat least C!
3. FIRST PR SRNTATION OF PROPER MULTIPLE +130 = OR 4260 = 5.0
BEPENBENT CLAIMS
(leave blank if this ls a Zgissue appln)

4, TOTAL FEE FOR ADDRD CLAIMS $_0

5. IDS ATTACHRD REQUIRES OFFICIAL FEE - ADD $230 (RULE 1.97(c)) OR $130 s
[RULE 1.97(d) PETITION)

6. 1+ TERMINAL DISCLAIMER attached add Rule 20(d) $55 $110 $
Official Fee (Smaxl (Large

kntaty) satity}

7. _____ Petition is hereby made under 37 CFR 1.136(a) te extend
the original due date to cover the date this response is
filed fer which the requisite fee is attached:

Small Entity Large
Entity
One Month $ 55 $ 110
Two Months $200 __ S 400
Three Months $475 $ 950
Four Months $755 $1,510
ADDITIONAL FEE FOR EXTENDED RESPONSE S i
S,
IPDAL:196385.1 20661-00457 2
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Regeived
i 19

Docketpggaeg%%gﬁt%gzgig?

Applicant has not been notified that the requested
extension will not be permitted. The present application
is not involved in an interference declared pursuant to 37
CFR 1.611.

8. TOTAL FEES g

o A check in the amount of $_.0Q is attached. Please
charge any deficiency or credit any overpayment to
Jenkens & Gilchrist Depesit Account No. 10-0447.

10. Please charge Jenkens & Gilchrist Depocsit Account
No. 10-0447 in the amount of § This sheet
is attached in duplicate.

CHARGE STATEMENT: The Commissioner is hereby authorized to charge
any fee specifically authorized hereafter, or any missing or
insufficient feel(s) filed, or asserted to e filed, or which should
have been filed herewith or concerning any paper filed hereafter,
and mwmay be reguired wunder 37 CFR 1.16-1.18 (missing or
insufficiencies only) now or hereafter relative to this application
and for the resulting Official Document under 37 CFR 1.20, OR

credit any overpayment to n & rist i unt No.
10-0447 for which purpose a duplicate copy of this sheet is
attached.”

This CHARGE STATEMENT t charge of the issue fee

until/unless an issue fee transmittal form is filad.

Respectfully submitted,

Date: '3\’\»:8 , 1599

Jenkens & Gilchrist, P.C.
3200 Fountain Place
1445 Ross Avenue

*in the ev ene that Dallas Scmusoohaches Coqporetion O<pocit Account No 04-003 | carot be charged Loty 1o sove rihe TOTAL FEE, (pleass chrge the TOTAL FEE b wor
Oepos:t Acaprk No  10-0447

IPPAL:136385.1 20661 00457 3




Application No. Applicant(s)
08/041,180 Stephen M. Curry et al.
Notrce of Allowability Examiner Group Art Unit W ' | |Hf”|‘|".|
A

Bernarr Earl Gregory 2766
All ciaims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith {os previously mailed), a Notice of Allowance and Issue Fee Due or other appropriate communication will be
mailed in due course.

X This communication is responsive to Amendment C of 11 January 1989

B The allowed claim(s! Is/are 32-46 and 49-51 —_

[J The drawings filed on are acceptable.

[J Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119{a)-(d).
All [J Some*® [] None of the CERTIFIED copies of the priority documents have been
[ received.
[] received in Application No. {Series Code/Serial Number) .
[J received in this national stage application from the International Bureau (PCT Rule 17.2(a}).

*Certified copies not received:
[ Acknowledgement is made of a claim for domestic priority under 36 U.S.C. § 119(e).

A SHORTENED STATUTORY PERIOD FOR RESPONSE to comply with the requirements noted below is set to EXPIRE
THREE MONTHS FROM THE "DATE MAILED" of this Office action. Failure to timely comply will result in
ABANDONMENT of this application. Extensions of time may be abtained under the provisions of 37 CFR 1.136(s).

[J Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PTO-152, which discloses
that the oath or declaration is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED.

X1 Applicant MUST submit NEW FORMAL DRAWINGS
(X' because the originally filed drawings were declared by applicant to be informal.

[J inctuding changes required by the Notice of Draftsperson's Patent Drawing Review, PT0-948, attached hereto or
to Paper No. §

[] including changes required by the proposed drawing correction filed on , which has been
approved by the examiner.

[ including changes required by the attached Examiner’s Amendment/Comment.
Identifying indicia such as the application number (see 37 CFR 1.84{c}) should be wiitten on the reverse side of the

drawings. The drawings should be filed as a separate paper with a transmittal lettter addressed to the Officlal
Draftsperson.

[ Note the attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Any response to this Jetter should Include, in the upper right hand corner. the APPLICATION NUMBER (SERIES
CODE/SERIAL NUMBERI. If applicant has received a Notice of Allowance and issue Fee Due, the ISSUE BATCH NUMBER
and DATE of the NOTICE OF ALLOWANCE should also be included.

Attachment(s)

| [T] Notice of References Cited, PTO-892

[ Information Disclosure Statement!s}, PT0-1449, Pager Nols).

(] Notice of Drateperson’s Patent Drawing Review, PT0.948 TEL,) ( Feo3 )35} £-9/53
(] Natice of informal Patent Application, PTO-1562

[ Interview Summary, PT0-413

[] Examiner's Amendment/Comment Dtazm, [;,‘j @ o

[J Examiner's Comment Regarding Requirement for Deposit of Biological Material BERNARR EARL G

[J Examiner's Statement of Reasons for Allowance PRIMARY EXAMINER
ART UNIT 2768

V. S. Patent snd Trademark Office

PTO-37 (Rev. 9-95) Notice of Allowability Part of Paper No. __ %
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fn-' « | UNITED STATES «, SPARTMENT OF COMMERCE

:“ o W Patent and Trademark Office
&/

NOTICE OF ALLOWANCE AND $SSUE FEE DUE

! L4 @ian
GTERVEN U GREEMFIELD
SERINENS B GILCHR ST
A260 FOUNTOIN FPLACE
falaT fIOsSy AVENLE
it AT TX 2@ 79w

APPLIGATION NO. | Fumapae | voracuums | EXAMINER AND GROUP ART UNIT | pATEMALED

TR B oS e

AR B 1 o U @i GRFGRORY, X

First Named CURRY S OUBC LS4 R berw wntl @ Bavs, =

Applicant . |
VEOF — METHIL . GEFORATUS, SYSTRM AMD FIRMUARY FUR SECURE TRAMBACLT F7fi
INVENTION

ATTV'S DOCKET NO. | cLasssuBcLASS | BATCHNO, | AePLN.TVPE SMALLENTITY |  FEEOUE DATE DUE |
EREE] - 4570 RRQ AT G0D 0 0k LUTTLYTY Rl FL2LO. B LR PN

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND 1S ALLOWED FOR ISSUANCE AS A PATENT.
PR

THE ISSUE FEE MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING DATE OF THIS NOTICE OR THIS
APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD CANNOQT BE EXTENDED.

HOW TO RESPOND TO THIS NOTICE:

. Review the SMALL ENTITY status shown above.
i the SMALL ENTITY is shownas YES, verify your If the SMALL ENTITY is shown as NO:
ctirrent SMALL. ENTITY status:

A. If the status is changed, pay twice the amount of the
FEE DUE shown above an< notify the Patent and
Trademark Office of the change in status, or

B. If the statusis the same; pay the FEE DUE shown
above,

A. Pay FEE DUE shown above, or

B. File verified sietement of Small Entity Status before, or with,
payment of 1/2 the FEE CUE shown above.

Il. Part B-ssue Fee Transmittal should be completed and returned to the Patent and Trademark Off ice (PTQ) with yotir
ISSUE FEE. Even if the ISSUE FEE has already been paid by charge to deposit account, Part B Issue Fee Transmittel
should bs completed and retumed. If you are charging the ISSUE FEE to your deposit account, section “4b” of Part
B-1ssue Fee Transmittal should be completed and an extra copy of the form should be submitted.

1ll. All communicatioris regarding this application must give application nuniber and batch number.

Please direct all communications prior to issuance o Box ISSUE FEE unless advised to the contraiy.

IMPORTANT REMINDER: Utiiity pasents issuing on applications filed on or after Dsc. 12, 1980 may require payment of
maintenance fees. It is patentee’s responsibility ta ensure timely payment of maintenance

fees when due.
: PATENT AND TRADEMARK OFFICE COPY

PTOL-85 (REV. 1096) Approvad for usd though 06/50/89. (0851-0033)
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PART B—ISBUE FEE TRANSMITTAL .
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APPLICATION NO. FILING DATE
First Nemed = %
Appiicant
TITLE OF
INVENTION
1] ATTY'S DOCKET NO. CLASSSUBCLASS | BATCHNO. | APPLN.TYPE | SMALLENTITY FEEDUE | DATE DUE
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L} 1. Changs of coMespDOTE axktress of xdication of* Fog Addrese® (37 CFR 1.389). 2. For prnting on the patent front page, list
17 Use of PTG tomis} end O Numd ke, bt o0t oo, {1) the names of up o 3 registered patent. 1 I ENVENS avd ”
S attomeys or agents OR, aiematively, (2) ilene sl
Dawwdmmmm{mm«mmmm the name of a singlo fem (hoving a3 @
PTLYSE/122) atachod. a or agenl) 2
5 mdmemoi!ntozmglslmedm
{w O-free {or Feo S ndy fom TOTBAT) atiechod. | anumeye or agards, H no reme ts $sTed, no
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3. ASSICGNEE NAME AND RESIDENCE OATA TO BE PRINTED ON THE PATENT (print ortype)
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Inchusion of assigred data ls only appmPEW when an Nag baan Previoysly Submitiad 1
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UNITED STATES DEPARTMENT OF COMMERCE
%‘n Patenit and Trademark Offiee <

#  ASSISTANT SECRETARY AND COMMISSIONER | ’

x  OF PATENTS AND TRADEMARKS =

Washington, D C. 20231

MAILED

StevenR. Greenfield

Jenkens & Gilchrist

3200 Fountain Place JUN 25 1999

1445 Ross Avenue . o Pivae
{ihe Drecter

Dallas, TX 75202-2799 O 03500

In re Application of : Withdrawal From Issue

Stephen M. Curry
SERIAL NO.: 09/041,190
FILED: March 10, 1998
FOR: Apparatus, System and Frimware
for Secure Transactions

The above-identified application is withdrawn fiom issue after payment of the issue fee
due to unpatentability of one ar more claims. See 37 CFR 1.313(b)(3)

The above-identified application is hereby withdrawn from issue.

The issue fee is refundable upon written request. If, however, the application is again
found allowable, the issue fee can be applied toward payment of the issue fee in the
amount identified on the new Notice of Allowance and Issue Fee Due upon written
request. This request and any balance due must be received on or before the due date
noted in the new Notice of Allowance in order to prevent abandonment of the application.

Telephone inquiries should be directed to Thomas H. Tarcza at (703) 306-4171.

The above-identified application is being forwarded to the examiner for prompt
appropriate action, including notifying applicant of the new status of this application

el el N

John F. Terapane f )
Director, Technology Cent 00
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f \ UNITED STAT DEPARTMENT OF COMMERCE
Patent and Trademark Office
‘6% ’j | Address: COMMISSIONER OF PATENTS AND TRADEMARKS

Washington, D.C. 20231 -//'W\

FIRST NAMED INVENTOR

| apPucaTiONNO. | FLINGDATE | [ ATTORNEY DOGKETNO. |

08/041,1890 03/10/98  CURRY s 508G T-A57CT

" PM82/0723 9 L ewwen
STEVEN R GREENFIELD GREGORY , B

JENKENS & GILCHRIST o
3200 FOUNTAIN PLACE | antuwr | PaPen nuMeer |
1445 ROSS AVENUE 3662

DALLAS TX 75202-2799 - 0_‘,/23/@

Please find below and/or attached an Office communication conceming this application or
proceeding.

Commissloner of Patents and Trademarks

PT0.00C (Rev. 2/05)

1- FileGopy
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Application No. Applicant(s}
09/041,190 Stephen M. Curry at al.

Examiner Group Art Unit
Bernarr Earl Gregory 3662

Office Action Summary

X Responsive to communication(s) filed on 77 Jan 1998

[J This action is FINAL.

{J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is closed
in accordance with the practice under £x parte Quayte, 1935 C.D. 11; 463 0.G. 213,

A shortened statutory period for response to this action is set to expire __three {3/ monthis), or thirty days, whichever
is longer, from the malling date of this communication. Failure to respond within the period for response will cause the
application to become abandoned. {35 U.S.C. § 133). Extensions of time may be obtained under the provisions of

37 CFR 1.136(a).

Disnosition of Clalms

Claim(s) 32-¢6 and 49-57 isfare pending in the application.
Of the above, claim(s} is/are withdrawn from consideration.

L] Claimts) is/are allowed.

X Claimis} 32, 35-39, 41-44, 46, and 43-5¢ is/are rejacted.

& Claim{s) 33, 34, 40, and 485 isfare objected to.

0 Claims are subject to restriction or election requirement.

Applicatlon Papars
[ See the attached Notice of Draftsperson's Patent Drawing Review, PT0-948,
[ The drawingts} filed on is/are objected to by the Examiner.
[ The proposed drawing correction, filed on is [bpproved (lisapproved.
[J) The specification is objected to by the Examiner.
[] The oath or declaration is objected to by the Examiner.

Prlority under 36 U.5.C. § 119
] Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(a}-(d).
Al [ISome* [INone of the CERTIFIED copies of the priority documents have been
[ received.
[ received in Application No. (Series Code/Seriat Number) .
(] received in this national stage application from the international Bureau {FCT Rule 17.2{a)).
*Certitied copies not received:
[[] Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e)-

Attachment(s}
[ Notice of References Cited, PTQ-892
[J Information Disclosure Statementis), FT0-1449, Paper No(s}.
[J Interview Summary, PT0-413
[ Notice of Dratwperson's Patent Drawing Review, PT0-948
[ Notice of Informal Patent Application, PTO-152

--- SEE OFFICE ACTION ON THE FOLLOWING PAGES —

U. S. Patent and Trademaik Office

PT0-326 (Rev. 9-95) Office Action Summary Part of Paper No, 10

Page 221 of 544



Application/Control Number. 09/041,190 Page 2

Art Unit: 3662

1. Aswas indicated in the Letter mailed 25 June 1999 from the Director of Technology
Center 3600, prosecution of the instant application is being reopened.
2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless -

(b) the invention was patented or described in a printed publication in this or a forcign country or in public use or
on sale in this country, more than ene yearprior (o the date of application for pakent in the United States.

3. Claims 32, 35, 36-39, 41-44, 46, and 49-51 are rejected under 35 U.S.C. 102(b) as betng
anticipated by Hirokawa (EPO Publication 0458306 A2).

Claim 41 is taken as an exemplary claim for the purposes of thisrejection. Please note the
discussion of drawing figures 8 and 9 at column 6, lines 30-47 of Hirokawa (EPO
Publication 0458306 A2). The claim 41 “secure transaction integrated circuit” is shown in Figure
9 of Hirokawa (EPO Publication 0458306 A2). Item 31 of Figure 9 of Hirokawa (EPO
Publication 0458306 A2) corresponds to the “microcontroller core” of claim 41 of the instant
application. Ttem 33 of Figure 9 corresponds to the clarm 41 “memory circuit” Item 32 of
Figure 9 corresponds to the claim 41 “modular exponentiation acceleration circuit.” And, item 36
ofFigure 9 corresponds to the claim 41 “input/output circuit” Item 21 in Figure 6 of Hirokawa
(EPO Publication 0458306 A2) corresponds to the claim 41 “another electronic device” Please
see column 6, lines 11-24 of Hirokawa (EPO Publication 0458306 A2) concerning Figure 6 of
Hirokawa (EPO Publication 0458306 A2). Please also note column 1, line 56 through

column 2, line 35 of Hirokawa (EPO Publication 04538306 A2).
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Art Unit: 3662

4 Clawns 32, 35, 36-39, 41-44, 46, and 49-51 are rejected under 35 U.S.C. 102(b) as being
anticipated by SGS-Thomson Microelectronics publication ST16xF74 (dated 10/93).

The Figure 1 block diagram in SGS-Thomson Microelectronics publication ST16xF74
(dated 10/93) is very similar to the chip in Hirokawa (EPO Publication 0458306 A2) and similarly
shows all of the claimed elements.
5. The nonstatutory double patenting rejection is based on a judicially created doctrine
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or
improper timewise extension of the "right to exclude” granted by a patent and to prevent possible
harassment by muitiple assignees. See /n re Goodrran, 11 F.3d 1046, 29 USPQ2d 2010 (Fed.
Cir. 1993); Inre Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In r¢ Van Ornum, 686
F.2d 937, 214 USPQ 761 (CCPA 1982); Inre Vogel, 422 F.2d 438, 164 USPQ 619
(CCPA 1970);and, In re Theringien, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed termunal disclaimer in compliance with 37 CFR 1.321(c) may be used to
overcome an actual or provisional rejection based on a nonstatutory double patenting ground
provided the conflicting application or patent is shown to be commonly owned with this

application. See 37 CFR 1.130(b).

_ Effective January 1, 1994, a registered attorney or agent of record may sign a terminal
disclaimer. A terminal disclaimer signed by the assignee must fiully comply with 37 CFR 3.73(b).

6. Claims 32, 35, 36-39, 41-44, 46, and 49-51 are rejected under the judicially created
doctrine of double patenting over claims 1-13 of U. S. Patent No. 5,748,740 since the claims, if
allowed, would improperly extend the "right to exclude" already granted in the patent.

The subject matter claimed in the instant application is fully disclosed in the patent and is
covered by the patent since the patent and the application are claiming common subject matter, as

explained below.
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Art Unit: 3662

In accordance with a recent modification of USPT® policy relative to this kind of
rejection, in addition tof» re Schneller, 397 F.2d 350, 158 USPQ 210 (CCPA 1968), support for
the aforementioned types of question of patentability or rejection is to be provided in a matter
similar to the equity-based reasoning employed in /n re Berg, 140 F.3d 1428, 46 USPQ 2d 1226
(Fed. Cir. 1998).

Initially it should be noted that the present application is a voluntarily filed continuation
application of patent application 08/594,983 (U.S. Patent 5,748,740) both having the same
inventive entity and the same priority date of 29 September 1995. The disclosures relating to the
claims in question in both the application and patents are identical.

A comparison chart is given to compare claim 41 of the instant application to claim 1 of
U S. Patent 5,748,740.

0 o e ok e 0ok e ok s e ok e ok e e ok e ke e o s e ol e ok e e ol e ok e ok s ke A sk e ke ol e ok ol s ok e e ok s ke ok e e ok e ok s e Aok e e ok e ok ok e ok e ok ok ke ok ok ok

Patent Claim 1 I Application Claim 41

An electronic data carrier
used for secure transactions
comprising:

input/output circuitry for
communicating to a data
processing circuit;

math coprocessor circuitry
electrically connected to said
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A secure transaction
integrated circuit comprising;

an input/output circuit, in
communication, with said
microcontroller core; for
receiving and transmitting
data inf ormation with another
electronic device

A modular exponentiation
accelerator circuit, in
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Patent Claim 1 ication Clai

input/output circuitty where communication with sard

said math coprocessor performs microcontroller core, for

encryption calculations; performing encryption and
decryption calculations; and

microprocessor circuitry a microcontroller core;

electrically connected to said
input/output circuitry; and

memory circuitry electrically A memory circuit, in
connected to said communication with said
microprocessor circuitry, said microcontroller core, for
electronic data carrier storing a transaction program,

providing secure, encrypted
data transfers between said
electronic data carrier and

said data processing circuit.

ok ok ok e 2k ok 2 3k 2k 3 ok 3§ ok 3k K sk o ok ok e e ok ok ok o 2k ok ke ok 2k ok 3 3 2k ok K ok K 3 3k ke K e 86 o ok ok ok 3 ok ok ok o e e ok ok e ok o o ke ok 3k ok 3k ok 3k ok 3k ok o ke K ok K
These claims read on the same disclosed embodiment in the Patent and in the instant
application. For example, the math coprocessor is defined in the disclosure as being a high speed
modular exponentiation accelerator (“the module 10 preferably contains a general-purpose, 8051-
compatible micro controller 12 or a reasonably simifar product, a continuously running real-time
clock 14, a high-speed modular exponentiation accelerator for large integers (math
coprocessor) 18 ...”"). The electronic data carrier used for secure transactions is the disclosed
secure transaction integrated circuit. The microcontroller 12 is labelled as the microprocessor in

Figure 1 of the Patent and application,
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Both claim 41 ofthe instant application and claim 1 of the Patent contain “comprising”
language as in /i re Schneller, 397 F.2d 350, 158 USPQ 210 (CCPA 1968) and both claim the
same disclosed embodiment. This open-ended language covers all the elements of the disclosed
embodiment and as such extends the patent protection. The claim comparison above shows the
overlapping coverage of both the patent and the instant application.

It is clear that applicant has voluntarily exercised a choice to provide different clarms
drafted with varying degrees of overlapping scope to the same embodiment in both the instant
application and the Patent. The grant of an extension of the right to exclude the public from
making and/or using the invention for longer than the statutory Life of the Patent can not be
justified. Thus, in accordance with the principle of equity as applied in /n7e Berg, 140 F.3d
1428, 46 USPQ 2d 1226 (Fed. Cir. 1998), this rejection is fully supported.

U.S. Patent 5,748,740 was filed on January 31, 1996 (as application 08/594,983) and
issued on May S, 1998. Under the niles of GATT and NAFTA for implementation of the 20-year
term effective June 8, 1995, the term of the aforenoted U.S. patent ends January 31, 2016.
Similarly, subject to payment of the appropriate fees, the instant application, whi ch makes a
specific reference in the specification to the aforenoted application 08/594,983 under 35
USC 120, if issued, is entitled to a term that ends Januaty 31, 2016. Therefore, patent protection
rights cannot be timewise extended by issuance of the instant application even without a
properly drafted terminal disclaimer in this case. However, in lieu ofthe canceliation of claims 32,

35, 3639, 41-44, 46, and 49-51 or abandonment of the instant application, applicants must
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overcome thig question of patentability by submission of a paper that at least addresses the
“enforceability/common ownership” provision of a terminal disclaimer referred to in 37
CFR 1.321{c)(3).

Portions of MPEP 804 discuss In re Schnelier, 397 F.2d 350, 158 USPQ 210
(CCPA 1968) as used in double patenting rejections.

Furthermore, there is no apparent reason why applicant was prevented firom presenting
claims corresponding to those of the instant application during prosecution of the application
which matured into a patent. SeeInre Schreller, 397 F.2d 350, 158 USPQ 210 (CCPA 1968).
See also MPEP § 804.

7. Any inquiry concerning this communication or earlier communications fiom the examiner
should be directed to Bernarr Gregory whose telephone number is (703) 603-1787. The Art Unit

FAX number is {703) 306-4195.

Berparr E. Gregory
Primary Examiner

Art Unit 3662

beg

July 19, 1999
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PATENT APPLICATION
Attorney Docket No. 20661-00457 C1

IN THE UNITED ’ TENT AND TRADEMARK OFFICE /
In re Application of: STEPHEN M. CURRY //
Serial No.:  09/041,190 Filed: 03/10/1998 / f@@
Examiner: B. Gregory Group No.. 2766
For: METHOD, APPARATUS, SYSTEM AND FIRMWARE

FOR SECURE TRANSACTIONS

. . e Therady centify thas this comesgondsare s beong doposidd with the United
To The Assistant Commissioner Sttes Poual Sevice s s tass mal in an envelope addresed 0

For Patents
Washington, D.C. 20231

REQUEST FOR REFUND OF ISSUE FEE
Dear Sir:

Attached is a copy of the correspondence received from the Patent and Trademark Office
advising of the Withdrawal from Issuance regarding the above-referenced application. Also attached

is a copy of the Issue Fee check. Asinstructed, applicant respectfully requests that the full amount

of the issue fee be refinded.

Respectfully submitted,
”L 2 g
Wayne Q. Stacy
Reg. No. P-435, 125 .
Jenkens & Gilchiist, P.C. §
1445 Ross Avenue, Suite 3200 g
Dallas, Texas 75202-2799 8
214/855-4120 g &
ChslR o2 W gy B Z
Adjusteent date: 09/16/1999 CCOPER 2ol .
0472071399 ZABDALLL 00000030 030AL1s0 o oy N i B
o FEik 3000 op i
&Z

PDAL;225406.1 2666100457
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Steven R. Greenfield
Jenkens & Gilchrist
3200 Fountain Place
1445 Ross Avenue
Dallas, TX 75202-2799

Inre Application of
Stephen M. Curry

SERIAL NO.: 09/041,190

FILED: March 10, 1998

FOR: Apparatus, System and Frimware

for Secure Transactions

LNITED STATES DEPARTMENT OF COMMERCE
Patent and Trademark Office

ASSISTANT SECRETARY AND COMMISSIONER
OF PATENTS AND TRADEMARKS

Washington, D.C. 202314

MAILED
JUN 2 5 w9

Office ol the Oirector

S 20b6!-457C]

Withdrawal From Issue

INTELLECTUAL PROPERTY
JUN 3 0 1939
SENKENS & GILUHRNT

The above-identified application is withdrawn from issue after payment of the issue fee
dueto unpatentability of one or more claims. See 37 CFR 1.313(b)(3).

The above-identified application is hereby withdrawn from issue.

The issue fee is refundable upon written request. If, however, the application is again
found allowable, the issue fee can be applied toward payment of the issue fee in the
amount identsfied on the new Notice of Allowance and Issue Fee Due upon written
raquest. This request and any balance due must be received on or before the due date
noted in the new Notice of Allowance in order to prevent abandonment of the application.

Telephone inquiries should be directed to Thomas H. Tarcza at (703) 306-4171. '

The above-identified application is being forwarded to the examiner for prompt
appropriate action, including notifying applicant of the new status of this application

ﬁﬁmm

* DOCKETED .o

John F. Terapane

Director, Technology Cent

Ay
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PATENT
Docket No.20661-457C1

/

A
UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of: § g’
§ Examiner: 3662 lﬁfﬂ-z" ?
Stephen M. Curry, et al. §
§
Serial No.: 09/041,190 § Group No. : B. Gregory
§
Filed: March 10, 1998 &
For: METHOD, APPARATUS, SYSTEM AND FIRMWARE FOR SECURE
TRANSACTIONS.
Assistant Comissioner CERTIFICATE (WWMAILING BY IXPRESS MATL
£ or Patents "EXPRESS MAIL* Mailing Label No: E1269319222L'S
Washington, D.C. 20231 Dete of Orpaesitc % 1999
Lhosc by carty that tis pzpcs o fee is being ddposited with the U 8
Poste] Scrvice "Eaprene Mail Poat Offvce 10 Addressec” sesvice under
37 CFR 1.10 on Ox deso indicated above and i sddressed 1o the Asaistant
Commasiionerfor Patsnts, Trademarks, Wasiingtan, D.C 24231
’tNm@DﬂlAii ]
AMENDMENT
Dear Sir:

Responsive to the Official Action mailed on July 23, 1999, the
time reconsideration and allowance of the present application axe
respectfully requested and believed to be appropriate in view of

the following remarks and amendments.

Dalles2 630154 v 1, 20661.00457
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PATENT
Docket No.20661-457C1

In the Claims:
[ )’f (Amended) A microcontroller based secure transaction
integrated circuit comprising:

a microcontroller core;

a math coprocessor connected to said microcontroller
core, said math coprocessor being for handling complex mathematics
of encryption and decryption;

memory circuitry which can be programmed by a service
provider to enable said microcontroller based secure transaction
integrated circuit to perform predetermined functions on behalf of
the service provider and for the benefit of an end user, said
memory circuitry being connected to said microcontroller core;
(and)

an input/output circuit, connected to said
microcontroller core, for exchanging information with a device
external to said microcontroller based secure transaction
integrated circuit[, and for obtaining electrical energy to power

at least a portion of said microcontroller based secure transaction

integrated circuit.]; and
i c connected to
providing a time measurement for time gtamping a_ predetermined
function.
Dallas2 630154 v 1, 2066100457 2
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C;L}4i(Amended) The microcontroller based secure transaction
integrated circuit of claim [33] ;ﬁ, wherein said predetermined

function is an encrypted data transaction.

ﬁ?;&f.(Amended) A secure transaction integrated «circuit
comprising:

a microcontroller core;

a memory circuit, in communication with said
microcontroller core, for storing a transaction program;

a modular exponentiation accelerator circuit, in
communication with said microcontroller core, £for performing
encryption and decryption calculations; [(andl]

an input/output circuit, in communication with said
microcentroller core, for receiving and transmitting data

information with another electronic device[.];_and

a clock circuit for measuring time_and providing time stamp
information responsive to functions being performed by said
microcontroller core.

REMARKS

Reconsideration and allowance are respectfully requested in
view of the foregoing amendments and the following remarks.
Claims 32, 34-44, 46 and 48-50 are presented for examination.

Claims 33 and 45 are canceled.

Dalles? 630154 1, 2066).00457 3
-
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'y A le ect Matter

Claims 33, 34, 40 and 45 are indicated as containing allowable
subject matter. Applicants thank the Examiner for the early
indication of allowability.

Claims 33 and 45 are canceled, (subject to possible filing in
a continuation}, and portions of the subject matter of those ¢laims
are incorporated into their respective independent claims.
Accordingly, Applicants respectfully submit that independent claim
32 and independent claim 41 are now distinguishable over the
applied art, whether taken individually or in combination.
Applicants, therefore, respectfully request that the Examiner
reconsider and withdraw the rejection against claims 32 and 41 and

all claims dependent therefrom.

Rega - to o e en

Claims 32, 35, 36-39, 41-44, 46 and 49-51 are rejected under
the judicially created doctrine of double patenting over claims 1-
13 of U.S. Patent 5,748,740. Regarding claim 32, it has been
amended to incorporate subject matter recited in claim 33. Because
claim 33 is not subject to the applied double patenting rejection.
Applicants respectfully submit that claim 32, which now
incorporates portions of claim 33, also is not subject to the

double patenting rejection. Applicants, therefore, respectfully

Dollac? 630154 v 1. 2066108457 4 i
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request that the Examiner reconsider and withdraw the rejection
against claim 32 and the claims dependent therefrom.

Similarly, claim 41 now incorporates portions of the subject
matter of claim 45, which was not subject to the double patenting
rejection. Accordingly, Applicants submit that claim 41, as
amended, should not bhe rejected under the doctrine of double
patenting because it incorporates the subject matter of claim 45.
Applicants, therefore, respectfully request that the Examiner
reconsider and withdraw the double patenting rejection against

claim 41 and the claims dependent therefrom.

Conclysion
In view of the foregoing, it is respectfully submitted that
the application is in condition for allowance, and an indication of

the same is courteously solicited.

Respectfully submitted,

i L
]Wﬁyne' 0. Stacy )
Reg. No. P-4§5125 3

e

JENKENS & GILCHRIST, P.C,
1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799
{214) 855-4160

(214) 855-4300 (Fax)

Dalizs2 630154 v}, 28561.00457 5 i
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PATENT APPLICATION
DOCKET NO.:20661-457Ct

In re Patent Application of':

Examiner: B. Gregory
Stephen M. Curry, etal.

Serial No.: 09/041,190
Group Art Unit: 3662

wOn LOR LR LOR OB BB LOn

Filing Date: 3/10/98

For: METHOD, APPARATUS, SYSTEM AND FIRMWARE FOR SECURE
TRANSACTIONS

CERTIFICATE OF MAILING BY EXPRESS MAIL

T Assistant C issioner for Paten “EXPRESS MAIL" batligg Lgbel No S
0 the ST S T o il Date of Deposit- mr&gigﬁﬁ% ............
Washington, D.C. 20231 T hereby certify that duis paper or fee ix being deposited with the U.S. Postal
Seovics "Express Mail Pest Ofice to Addressee™ scoviee under37 CFR 1,10

onthe daw indicated ahove and is add dto the Assiskent Coraissi

Patema, Tradcmacks, Washington, D.C. 24231

___ffT”N”f:fo{ifﬁéiﬁigws. .

fac

Signa

NDMEN ANSMITTAL LE
Dear Sir:
This is a response in the above-identified application and includes the transmitted herewith

attachments of the same date and subject which are incorporated hereunto by reference. The

signature below s to be treated as the signature to the attachments in absence of a signature
- thereto.

Transmitted herewith in the above-identified application are:

Y

w 3
1) Amendment Transmittal Letter (in duplicate); § ii
2) Amendment to Office Action mailed on July 23, 1999; and - ;(;33.
3 Acknowledgment Postcard > =
- 5
ar {
” 3
Dollas2 631025 v |, 20661.08457

Page 236 of 544



PATENT APPLICATION

DOCKET NO.:20661-457C1

Small entity status of this application under 37 CFR 1.9and 1.27 has been established by
a verified statement previously submitted.

A verified statement claiming small entity status under 37 CFR 1.9 and 1.27 is enclose
X No additional fee is required.

%
L
PR
____ The Feeforentering the attached Amendment is calculated below: 'E’p 3l
[
g o
CLATMS x -9
REVAINING HIOMBETy SMALL LARGB 0
AFTBR PREVIOUSLY PRESENT  ENTITY BNDITY o ?
AMBNDMENT PAIDROR BXTRA RATE BATE o @
o
TOTAL CLADRMS L8 22 = 0 x9 = QR x1¥ = 00 .
(3 Yo 20) (a)cast 0)
INDEP. CLAIMS S 5 - ° x39 = OR X8 = $0,00
(a1)=st3) (2 Jean )
FIRSTPRESENTATION OF PRQPER MUL TIFLE DEPENDENT +130 OR +260 - S —
CLAIMS
(leave Dlank if (g is 2 relssue applo)
FEE FOR CLAJM AMENDMENTS $0.00
IDS ATTACHED REQUIRES OFFICIAL FEE - ADD $230 (RULE 1.97(c)) PETTTION) S__
Assigamcnt Recondation Fee (340) s
— 17 TFRMANAL DISCLAIMER atlached add Rule 20{d) Officia) Fee $55 140 S
(3mall (Large
Exlity) Earity)
Petidyn is hereby mud e Under 37 CER 1.136(a) to extend the otiginal due date o ©Over the date this tesponse it filed
for which the coquisite Sec is anached:
Small Entity Large BEstity
OneMonth $ 55 $110
Two Mosths —_si0 s
Theee Mondhs 3435 $370
Feut Months $680 81360
ADDIIONAL FEE FOR eXTUNDED RESPONSE §0.00
Agplicant bas not beea notified that the requested exdenvion will awt be pecmsted. The present application is ost ipvolved in an
iatexfercnae declated pursusnt 1 37 CFR 1.611.
TOTAL FEES

$0.00
A check in the amount of $

to cover the TOTAL FEE is attached. Please charge
any deficiency or credit any overpayment to Deposit Account No. 10-0447.

Dallas? 631026 v 1, 2066100457
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PATENT APPLICATION
DOCKET NO.:20661-457C1

Please charge my Deposit Account No. 10-0447 in the amount of § to cover the
TOTAL FEE. This sheet is attached in duplicate.

CHARGE STATEMENT: The Commissioner is hereby authorized to charge any fee specifically
authorized hereafter, or any missing or insufficient fee(s) filed, or asserted to be filed, or which
should kave been filed herewith or concerning any paper filed hereafter, and may be required
under 37 CFR 1.16-1.18 (missing or insufficiencies only) now or hereafter relative to this
application and for the resulting Official Document under 37 CFR 1.20, QR credit any
overpayment to our osit Account No. 10-0447, for which purpose a duplicate copy of this
i sheet is attached.

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless an issue
fee transmittal form is filed.

Respectfully submitted,

JENKENS & GEQPMST, P.C,

By:
Wayghe O. Stacy /‘j
Registration No. P45,125 /
JENKENS & GILCHRIST, P.C. -7

1445 Ross Avenue, Suite 3200

Dallas, Texas 75202

Tel: (214) 855-4120

Fax: 214/855-4300

Wallas2 631026 v 1, 28661.004S7 3
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N
UNITED STATES DEPARTMENT OF COMMERCE 6}
Patent and Trademark Office

Address : COMMISSIONER OF PATENTS AND TRADEMARKS

ATgS
Washington. 0C. 20231
| SERIALNUMBER | FILINGDATE | B FIRST NAMED APPLICANT "JA ORNEYDO KET NO.‘%\

\

09/041,190  03/10/98  CURRY S 20661-457C1
—
EXAMINER
r PM82/1101 1 —r
STEVEN R GREENFIEL® GREGORY , 8
JENKENS & GILCHRIST ARTUNIT | PAPER NUMBER
3200 FOUNTAIN PLACE —
1445 ROSS AVENUE 3662 %1

BALLAS TX 75202-2799 DATE MAILED:

11/81/399
‘This is a communication from the examiner in ¢harge of your application. i
o COMMISSIONER OF PATENTS AND TRADEMARKS
-—
_ 1. & The cc tcation filed 2{ L7 /}‘9 is informal/non.zesponst ve forthe 1eason(s) checked below an should be corected.

APPLICANT IS GIVEN ONE MONTH FROM THE DATE OF THIS LETTER OR UNTIL THE EXPIRATION OF THE PERIOD FOR
RESPONSE SET IN THE LAST OFFI@E ACTI®N (WHICHEVER IS LONGER) WITHIN WHICH TO CORRECT THE INFORMALITY.

a. [_] The amendment to claim(s) Jfiled _ .faktocomply with the
provisions of 37 C.F.R. 1.121 and is accordingly held to be non-responsive. A supplemental paper cerrecting the informal
portions and complying with the rule is required.

b. D The paper is unsigned. A duplicate paper or ratification, properly signed, is required.

c. D The paper issigned by . who is not of rererd. A ratification or a new power of
atlorney with a ratification, or a duplicate paper signed by a person of record, is required.

d. [ The communication is presented on paper which will not provide a permancnt copy. A permanent copy, or a request that e
pernyinent copy be made hy the Office at applicant’sexpense, i; required, see M.P.E.?. 714.07.

o OQ0ther fROL e pv TS MRYVE CFVEN Ao £LEAR (:ﬂ&f?'?é’ vETIEAS 7D
CANCEL CLABr9S 33 AVOYS: CoRALELTION /S
HERELZY REQuUSZED.
2. D In accordance with applicant’s request, THE PERIOD FOR RESPONSE FROM THE OFFICE ACTION DATED
ISEXTENDE® TO RUN MONTII(S).
No further extension will be granted unless approved by the (Commissioner. 37 C.F.R. 1.L36 (b}

3‘D Receipt iz acknowledged of papers submitted under 35 U.S.C. 119 which papers have been made of record in the file.

4[] other

|
| BERNARRE. GREGORY

PRIMARV EXAMINER
Al 36627

7EL 1 (73] 308- 5785

PTOL-327 (rev. 10-78) NOTICE TO APPLICANT
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Patent Application

Docket No. 20661-457Cl1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re Application of:

Stephen M. Curry, et al.

Serial No..  09/041,190

Examiner: B. Gregory

)
)
)
)
)
Filed: March 10, 1998 )

Group Art Unit: 3662
For:

METHOD, APPARATUS, SYSTEM AND FIRMWARE FOR SECURE
TRANSACTIONS

Box NON-FEE AMENDMENT

k.
3
€
37 A9
a0

ury

AN
aﬁﬁﬁ

Wd
N

Assistant Commissioner for Patents
Washington, D.C. 20231

CERTIFICATE OF MAWLING

1 heceby c estify that s

p i being deposi
| with the United Statcs Pastal Service as fine class mail in 30 cavelope
ddresscd to: Assistear Cenunissiencs far Pstcnts,
Washington, D.C. 26231

ol

d postage paid

|| _Signature
Dear Sir:

AMENDMENT

Responsive to the Office Action dated November 1, 1999, please amend the above-
identified application for patent as follows:

/

/ WE CLAIMS
Please cancel claims% and 48 without prejudice.

Dullus2 987506 v 1, 20661.08457



Patent Application
Docket No. 20661-457C1

REMARKS

Reconsideration and allowance of the present application are respectfully requested in
view of the foregoing amendments.

Claims 33 and 45 are corrected as required by the Examiner.

CONCLUSION
Inview of the foregoing, it is respectfully submitted that the application is in condition

for allowance, and an indication ofthe same is courteously solicited.

Respectfully submitted,

JENKENS & GILCHRIST,
A Protessional Corporation

o K e
/

Wayne O. Stacy
Reg. No. 45,125

1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

(214) 855-4120
(214) 855-4300 (Fax)

Ballas? 637565 v 1, 20661,00457 2
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PATENT APPLICATION

DOCKET NO.: 20661-@7@%
[}

xz
=
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

<=
>
In re patent application of: g

Stephen M. Curry, etat.
Serial No.: 09/041,190

§
§
§
§ Group No.: 3662
§
Filed: March 10, 1998 § Examiner: B. Gregory
For:;

METHOD, APPARATUS, SYSTEM AND FIRMWARE FOR SECURE
TRANSACTIONS

Box NON-FEE AMENDMENT

CBRTIFICATE OF MAILING
Assistant Commissioner for Patents

T heteby centi€y that this paper or fee is being deposited with the
Wash‘mgton, D.C. 20231 TJ.8. Postal Service as first clags mail on Lhe dake indieeted belew

and is addressed 10 the Asgistant Ceammissienar for Patents,
Washington, D.C. 20231

Date .3

AMENDMENT TRANSMITTAL LETTER

Dear Sir:

This is a response/amendment/letter in the above-identified application and includes the
transmitted herewith attachment(s) of the same date and subject which is/are incorporated

hereunto by reference. The signature below is to be treated as the signature to the
attachment(s) in absence of a signature thereto.

Transmitted herewith in the above-identified application is/are:

1) Amendment Transmittal Letter (in duplicate);

2) Amendment Responsive to November 11, 1999 Office Action; and
3) Acknowledgment Postcard.

Dallss2 637505 v 1. 20661.60457

Page 242 of 544




PATENT APPLICATION
DOCKET NO.: 20661-457Cl

Small entity status of this application under 37 CFR 1.9 and 1.27 has been established
by a verified statement previously submitted.

A verified statement claiming small entity status under 37 CFR 1.9 and 1.27 is
enclosed.

No additional fee is required.

The Fee for entering the attached Amendment is calculated below:

ClADUS

REMAENING HIGHEST # SMALL LARGE
AR PREVIQUSLY PRESBAT BNTITY ENTITY
AMBNOMENT PAIDFOR BXTRA RATE RATE
TOTAL CLAIMS 16 - 22 = x9 = OR x13 = $0.00
(ot least20) (at least 0)
INDEP. CLABMS 2 - 3 = x39 = OR x78 = 30.40
(atleast) (otleasi®)
FIRST PRBSBNTATION OF PROPER MULTIPLE DEPENDENT +130 = OR +260 = $09¢
CLAIMS
Qeeve blank if thiz iz a reizsue appln)
FEE FOR CLAIM AMENDPMENTS $0.00
IDS ATTACHED REQUIRES @FFICIAL FEE - AD P $240 (RULE 3.97(c)) @ETITION) S___
Asggrynent Recordation Fee {(340) $
iF TRRMAN AL DISCIL ATMER attached add Rule 20(d) Ofticial Fee $55 $110 i
(Sasall (targe
Botity) Bnbty)

Petifian is herehy made wnder 37 CFR 1.136(a) 10 extess) the original duc date to cover the dala tin'a reaponse is filed
for whichthe requisite foc ia attached:

Sraall Botity Large Exity
One Month ___$sS ___§uno
Two Months $190 __ $m0
Three Months $435 57
Fee Moths 3680 %1360
ADDITIONAL FEE FOR EXTENDED RESPONSE S___

Applicanl has not boea notificd ihat the cequested extension wiil net be pesnitied. The prescat application is not involved in an
interferemoe declared pursuact o 37 CFR 1,611,

TOTAL FERS $6.00

A check in the amount of $__ to cover the TOTAL FEE is attached. Please charge
any deficiency or credit any overpayment to Deposit Account No. 10-0447.

Dallas2 637505 v 1, Z661.00457 2
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PATENT APPLICATION
DOCKET NO.: 20661-457C]

Please charge my Deposit Account No. 10-0447 in the amount of § to cover the
TOTAL EEE. This sheet is attached in duplicate.

CHARGE STATEMENT: If these papers are not considered timely filed by the Patent and
Trademark Office, then a petition is hereby made vnder 37 C.F.R. §1.136. The Commissioner is
hereby authorized to charge any fee specifically authorized hereafter, or any missing or
insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or
concerning any paper filed hereafter, and may be required under 37 CFR 1.16-1.18 (missing
or insufficiencies only) now or hereafter relative to this application and for the resulting
Official Document under 37 CFR 1.20, OR credit any overpayment to our Deposit Account
No. 10-0447, for which purpose a duplicate copy of this sheet is attached.

This CHARGE STATEMENT does not authorize charge of the issue feg until/unless an
issue fee transmittal form is filed.

Respectfully submitted,

JENKENS & GILCHRIST,
A Professional Corporation

By:

Registration No.45,125
1445 Ross Avenue; Suite 3200

Dallas, Texas 75202-2799

Tel: 214/855-4120

Fax: 214/855-4300

Dalles? 87585 v 1, 20661.68457 3
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3 f’ﬂ Q\ UNITED STATES B,T.ARTMENT OF COMMERCE
: Patent and Trademark Office

% j Addess: COMMISSIONER OF PATENTS AND TRADEMAAKS
Oryres OF Washington, D.C. 20231

e

APPLICATION NO. 1 FILING DATE l FIRST NAMED INVENTCR . I ATTORNEY DOCKET NO.
03/041,190  03/10/98  DURRY - s 20661-45
EXAMINER

r F‘N’2/0112_I ) _J
STEVEN R GREENFIELD GREGORY. B
JENKENS & GIL.CHRISTY [ ART UNIT | PAPER NUMSBR ]
3200 FOUNTAIN PLACE
1445 R®S: AVENUE 366& fS

DALLAS TX 75:202-2799 .
DATE MAILED: 91712700

Please find below and/or-attached an Office communication concerning this application or
proceeding.

Commigsioner of Patants and Trademarks

PTQ-90C (Rev. 2/83) 1- Fita Copy

o
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Application No. Appiantis)

| . . 09/041,180 Stephen M. Curry et al.
i N?y A”('lwab llff y Examinar Group Art Unit
| Bernarr Enrl Gregory 3662

Ali claims being allowable, PROSECUTION ON THE MERITS S {OR REMAINS) CLOSED in this application. If not included
herewith {or previously mailed], a Notice of Allowance and issue Fee Due or other appropriate communication will be
maited in due course.

The allowed claim(s) is/are 32, 34-44, 46, and 43-51

|
‘ X This communication is responsive to Amendment £ of 22 November 1999
|

O The drawings flled on are acceptable.

[J Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(a)-{d).
[J AN [J some* (J None of the CERTIFIED copies of the priority documents have been
O received.
O received in Application No. (Series Code/Serial Number) .
[J received in this national skage application from the International Bureau {PCT Rule 17.21{a)).

*Certified copies not received:
[J Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119{e).

A SHORTENED STATUTORY PERIOD FOR RESPONSE to comply with the requirements noted below is set to EXPIRE
THREE MONTHS FROM THE "DATE MAILED" of this Office action. Failure to timely comply will result in
ABANDONMENT of this application. Extensions of time may be obtained under the provigions of 37 CFR 1.138(a).

[ Note the attached EXAMINER'S AMENDMENT or NOTICE OF {tNFORMAL APPLICATION, PT0-182, which discloses
that the oath or declaration is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED.

X Applicant MUST submit NEW FORMAL DRAWINGS
(X because the originally filed drawings were declared by applicant to be informal.

[ inctuding changes required by the Notice of Draftsperson's Patent Drawing Review, PT0O-948, attached hereto or
to Paper No. .

[ including changes required by the proposed drawing correction filed on , which has been
approved by the examiner.

[ including changes required by the attached Examiner's Amendment/Comment.

Identifying indicia such as the application number {see 37 CFR 1.84{c)} should be written on the reverse side of the
drawings. The drawings should be filed as a separate paper with a transmittal lettter addressed to the Offtcial
Draftsperson.

[J Note the attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Any response to this letter should include, in the upper right hand corner, the APPLICATION NUMBER (SERIES
CODE/SERIAL NUMBER). If applicant has received a Notice of Allowance and Issue Fee Due, the ISSUE BATCH NUMBER
and DATE of the NOTICE OF ALLOWANCE should also be Included.
Attachment(s}

[7) Notice of References Cited, PTO-892

[ Information Disclosure Statement(s), PTO-1449, Paper No(s}.

[J Notice of Draftsperson’s Patent Drawing Review, PT0-948

[ Notice of Informal Patent Application, PTO-152

[J Interview Summary, PTO-413

[] Examiner's Amendment/Comment /JW U 0’,7;7,

TEL (73] 306-5 755

[J Examiner's Comment Regarding Requirement for Deposit of Biological Material BERNARR EARL GREGORY
[ Examiner’'s Statement of Reasons for Allowance PRIMARY EXAMINER
ART UNIT 3682
U, S, Patont and Trademark Qfhice
PY0.37 (Rev. 9-95) Notiice of Alowahikity Part of Paper No. _ 16
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m‘ i 3 .\._m_- i -h"“_‘_m” it -i. f‘_m- L "“_]‘li““‘ 1 1 .

UNITED STATEy _ :PARTMENT OF CQMMERCE
Patent and Traddmark Office . *

NOTICE OF ALLOWANC% AND ISSUE FEE DUE
STEVEN m GREENFIEL D s
TENKENS & GILCHRIST
. 3200 FOUNTAIN PLACE
. 1445 ROSS AVENUE
PALLAS TX 752022799

APPLICATIONNO, ., | FILING DATE TOTAL CLAMS | EXAMINER AND GR UP ART UNIT DATE MAILED
g LATE P ) i T T GREGO 3 .
) AREGORY, | 3662 H3/12/060
CURRY .
Flrst Named SHOTIIEUIR4{E)Y tarm wwd,, = i
' Applicant * _Em axh., = D Daye,
TITLE OF- TRMWARE FOR SECURE TRANSACT LTINS
INVENTION
ATTYSDOCKET.NO, , | CLASS-SUBCLASS | BATCHNO. |  APPLN.TYPE SMALLENTITY | FEEDUE | DATE DUE

(AR Y SN T Fi ] 5727 Urrerry N 121000 ndst2/00 |

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND 1S ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED.

TME ISSUE FEE MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING DATE OF THIS NOTICE OR THIS
APPLICATION SHALL BE REGARDED AS ABANDONED. THIS ST, T

HOW TO RESPOND TO THIS NOTICE:

1. Review the SMALL ENTITY status shown above.
If the SMALL ENTITY is shown as YES, verify your If the SMALL ENTITY is shown as NQO:
current SMALL ENTITY status:

A. If the status is changed, pay twice the amount of the
FEE DUE shown abeve and notify the Patent and
Trademark Office of the change in status, or

B. If the status is the same, pay the FEE DUE shown
above,

A.Pay FEE DUE shown above, or

8. File verified statement of Small Entity Status before, or with,
payment of 1/2 the FEE DUE shown above.

IIl. Part B-lssue Fee Transmitil should be completed and retumed to the Patent and Trademark Office (PTO) with your
ISSUE FEE. Evenif the ISSUE FEE has already been paid by charge to depasit account, Part B Issue Fee Transmittal
should be completed and retumed. If you are charging the ISSUE FEE to your deposit account, section “4b” of Part
B-Issue Fee Transmittal should be completed and an extra copy of the form shoutd be subm"itted.

Ill. All ecommunications regarding this application must give application number and batch number.

Please direct all communications prior to issuance to Box ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. it is patentee’s responsibility to ensure timely payment of maintenance
fees when due.

PATENT AND TRADEMARK OFFICE COPY
PTOL-85 (REV. 19-96) Approved fer usa ihrough 0€£30/88. (0851-0833) *4.8. QPQ: 1999-454-457/24801

Page 247 of 544



PART B—ISSUE FEE TRANSMITTAL

Compiete and mall thie form, %0gether with app: _ .gle feas, bo:  Box ISSUE FEE
= Asslgtant Commissloner for Pat
Washington, D.C. 20231

|

|
MAIUNG INSTRUCTIONS. This torm should be used for transmiting the ISSUE FEE. Blocka 1| (0 0 0 o0
Ywough 4 should be compldiad whare &9FTop/ate, All further comespandssae Inclxdiing the |asue Fes ’
wmpmmmwdmawmummumwwmwm forany other STAMPATYING

Each 4
ediess as Indicatad ujeas d below of di d otherwi ee in Block 1, by(o) asRigrnan or tormal Gy, Must Nve B8 own UGBS of maling.

mammm and/or (b) ndcxting e separate "FEE ADDRESS" for

malntenance fee acthicatons. ) Corvfiats otMaliing

CURRENT CORRESPONDENCE ADDRESS (Note: Lagibly mai-up wih any comechons or use Block 1) 1 reby eartify thal 1 189us Foo Transminal & bomg deyosiiod with
. PM92/0112 the Unisd States Posta) Senicd with axtficen pasmge for ficst class
STEVEN R GREENFIELR xz:‘mwwmao:MmemMm
JENKENS & SILCHRIST p '
2208 FOUNTAIN PLACE
1445 ROSS AVENUE Christy Wilsm ospesranans

DALLAS TX 75202-2799 Aymagy (Wdsore
(Signaiurs)

Al (L, 2000  ow

APPLICATIONNO. | FUNGDATE | TotAcLams | EXAMINER AND $ROUP ART NIT | paremaien
T T T L i€ 7§ 1Y = 0le GREGORY, B %662 n1r12/s00
CLIRRY
35 UST 154 () term ext. = Q0 Pavs
3 RATHS—SYSTEM AND FIRMWARE FO
TITLE OF R SECU
iy 4 RE TRANSACTIONS
" AITV'S DQCKET NO, | CLASSSUBCLASS | BATCHMO. | APPIN.TYPE | SMALLENTITY |  FEEDUE | opateoue

~ “U85.000 @77  UTILITY N

$1210.00 t4/712/70n

1. mmmmmmummu memm1mm 2. For printing on the patent front page, list

Usa of PO fomlg) End C ™ bt 1ot Ry (1)ﬂnwdwgg‘m:wptm‘g q_&ﬂk&ﬂ&.“_@l%ﬁt 4
aormy’ Or g8 nts efemulivaly, S el atiore
(] Change of corapnderts sdvess (o Crustgn of Comspute Adiwsslom e nome of a singe fon (e ase & Profess:
PTO/SANZ2) alached membder a MEdveo allomey OF agend 2
mmMofwuamgmmpmm
(0 ¥ee Addraas® ndication {or ‘Fee A 55 Indicatian (orm PTO/S8/47) etached. etrimerys OF AgeNnR. If no name is kstH0, No
A3 M8 Wil be printaa 3
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT {print or typa) 4a. Tha laliowing feas are enclosed (make chack payable lo Commissionar
PLEASE NOTE: Linless an 283ignoa I8 iganiifiad below. no assignes deta will appeer on the patent. of Palants and Trademarks):
Inclusion of assignae data ts only approplate whan an 'L has baen PrViously SUbMES 10| 1o g g
tho PTO or is balng submithed undar saparate cover. Comptetion of this form 18 NOT a subsitlive for ()]
filing an asgignmen, Ja} Aammow.»dcoplu_J—

(W NMEOF p8SIGNEE DOUAOS Semn i eandutte Cgr]oamﬂa

4b. The lollowing fees or deficlency in these fees should be charged to:
(B) RESIDENGE: {CITY & STATE OR COUNTRY) DAl las J

EPOSIT ACCOU TNUMBER ___
(ENCLOSE AN EXTRA COPY OF THIS FORM)
Paase check the appopiate aseignes legory indicaiad balow (Wil not be prinked on the pale M) O 196ue Feo

0O ndvichea! ﬁwwmwwwnﬂvabgowm ] goverrvrem [ Advance Order - # of Copies
mmmmpamm%mswmmmmmmnmmm

WW}
LA 1 o] e i

NOTE; The Issue Fea will not be accepted from rmhmﬂhamﬁﬁa aﬂnmyi g gdlsgl 1210.00 o0
or agent; or the assignee or othar party in Interest by the records of the Patent and
Trademark Office.

8urden Hour Stetement: This form Is estimatad 1o take 0 2 hours 1o complste. Tims will vary
dapénding on the nesds of the Individual case. Any corvnents on the amount of time réquired
10 complete this fom should be sent to the Chief information Otficer, Palert and Tredemark
Office, Weshington, D.C. 20231. DO NOT SEND FEES OR OOMPLETED FORMS TO THIS
ADDRESS, SEND FEES AND THIS FORM TO: Box I33u8 Faa, Asslstant Commissioner for
Paterms, Washington D C, 20231

Undar the Paperwosk Raduction Azt of 1995, no PacEons aro required to respond toa ool kection
o information wnless it doplays a vakd OMB co ol number.
|

TRANSMIT THIS FORM WITH FEE
PTOL-85B (REV.1096) Approved for use th 'oUgH 0£/30/5A. OME 08510033 Ogtantand Trademark Otfice; U.S. OEPARTUENT OF COMMERCE
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Jenkens & Gilchrist

Wayne @ Stacy
(214) 855-4120
wstacy@jenkens.com

A PROFESSIONAL COCRPORATION

1445 Ress AVENUE AUBTTY, TEXAS

SUITE3200 {5123 4953800
Parlas, TEXAS 75202 HOUSTON, TEXAS
(713)$51.3200
(214)855-4500 LOS ANGBLES, CALIFORNIA
TBIRCOPINR (214) 855-4300 (3%)58320.3‘“
=f : SAN ANTENIO, TEXAS
www. jenkens. com Pt

WASHINGTON. ®# C
(202)326-1500
AFILIATEGFRICE

CHICAGO, 1LLIN®S
(312)4253%08

B

Box ISSUE FEE
Assistant Commissioner for Patents
Washington, D.C. 20231 .

1 herebv certify that this cerresponuence it being deposited with the United
Stetes Postal Service as tirst class mail in an envelepc addrusscd to!

, Assistzat Commissioner foc Patents,

Washungton, D.C. 20231

Re:  Applicani(s). Curry, et al.
Sersal No: 09/041,19¢
Filed: March 10, 1998
Batch No. G771
NQOA Mailed: January 12, 2000

For: METHOD, APPARATUS, SYSTEM AND FIRMWARE FOR
SECURE TRANSACTIONS

Decket No.. 20661-00457C1

Pear Sir

Transmitted for filing with the U.S. Patent and Trademark Office are the following
documents for the above-referenced patent application:

Part B Issue Fee Transmittal
Letter to Official Draftsperson
8 Sheets o { Fermal Drawings

e

Acknowledgment Postcard

Check in the amount of $1,240 00 for issue fee and soft copies

Please address all communications related to this to:

Roger L. Maxwell

Jenkens & Gilchrist, P.C.

1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

In theeventthere is an under or over payment, please debit or credit our Deposit Acceunt #10-0447.

Dxallas2 665435 v 1, 20661.00457
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ne 0. Stacy
Registration No.45,125
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v Loe 7,20 6 '
DO®CKET NO.: 20661452C1 ‘7 PATENT APPLICATION
Issue Batch No "4 024
Date of Not i€

of Allowance : January 2§, 1999
Serial No. : 09/041,190

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Serial No.: 09/041,1
Filed: March 10, 15¢ Examiner: Gregory, B.

For: Method, Apparatus, System and Firmware for Secure Transacti'ons

Box Issue Fee CERTIFICATE OF MAILING BY EXPRESS MAIL

Assistant Commissioner "EXPRESS MAIL" Mailing Label No._  EL274277993US

for Patents Date of Depostt: . 1999

Washington DC 20231 1 hereby certify diat tins papes or fee is being deprosited wath the U.S. Postal Service
“Bxpress Mall Post Office t0 Addressex” service under 37 CER 1. 10 on the date indicated
above aod |5 addressed to the Assstanl Conmissioner for Patents, Box Patent Applicaten,

RECE]VED Washingtoo, D.C. 20231

Type or Pri ame' SUSAN MITCHELL

APR23M99 .. mf Mkt

Sngnaum:
PUb"Shlﬂg Oivision
Corres/Allowed Files (07°

ATTN: Official Draftsperson
Sir;

Enclosed please find 8 sheet(s) of formal drawings relating to the above-
identified patent application.

The enclosed drawings each bear the Issue Batch No., the date of the Notice of
Allowance and Serial No. of the application on their reverse side.
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Patent
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1445 Ross Avenue, Suite 3200
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Column 29, line 24 Replace “BAD OBJECT ID”

With -- BAD_OBJECT_ID --

MAILING ADDRESS OF SENDER: Roger L. Maxwell patentna, 00 105,013
1445 Ross Avenue
Suite 3200 9o ol sddecmt copsty
Dallas, Texas 75202-2799 > 1l of 1
20661-00457USC1
BurdenHow Stalamert This foam i estnaied o lake 4.0 hour b complete. Twia wl upon of 1he Insividul case. Any
SRS LA B ST he v 0 OB BERCET Al PSR
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PTO/SB/ 44 (0800}

Approved for uge through 0Y302000. OMB 05510033

U.8. Patan| and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Papacaaxk Red uden Act of 1985, no FRIONS are requied b MESpond 1 3 Mo of NISTRAtoN uniess it dupbays a va il O MB eondml rumber.

{Also Form PT0-1050)
|
. UNITED STATES PATENT AND TRADEMARK OFF!CE

| CERTIFICATE OF CORRECTION

PATENTNO 6,105,013
DATED : August 15, 2000
INVENTOR(S) : Curry et al.

Itis certified that error appears in the above-identified patent and thal said Lelters Patent
is hereby corrected as shown below:

| Column 3, line 8 Replace “photovoltaic”
With -~=- photo-voltaic =--
Column 14, line 18 Replace "FIPS”
With -- FIBS --
Column 18, line 49 Replace "COMMON PIN"
With -- COMMON PIN --
Column 27, line 40 Replace “Chance”
With -- Change --
Column 28, line 24 Replace “BAD OPTION BYTE”
With -- BAD_OPTION BYTE =--
Column 29, line 12 Replace “BAD SIZE”
With -- BAD_SIZE --
Column 29, line 24 Replace “BAD OBJECT ID”

Wwith -- BAB OBJECT ID --

AMAILING ADDRBSSS OF SENDER: Roger L. Maxwell e e 6,105,013
1445 Ross Avenue -
Suite 3200 Maof adgticecal chpsaa
Dallas, Texas 75202-2799 > 1 of1l
20661-004570SC1

Ew'denHouS!atmen This form ie estinaled %o ke ks 1.0 hout o complets, upon :\e the fndivid Am

S e R R AR R AL 1 e M e S o e
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENTNO. 6,105,013

DATED

: August 15, 2000

ONVENTOR(S) :Curyetal

Page 1 of 1

It is certified that error appears in the above-identilied patent and that said Letters Patent is

hereby coracted as shown below:

Column 3,

Line 8, replace “photovoltaic” with -- photo-voltaic --

Column 14,

Line 18, replace “FIPS” with -- FIBS --

Colunn 19,

Line 49, replace “COMMON PIN” with -- COMMON_PIN --

Column 27

Line 40, replace “Chance” with — Change --

Column 28,

Line 24, replace “BAD OPTION BYTE” with -- BAD_ OPTION_BYTE --

Column 29,

Line 12, replace “BAD SIZE” with -- BAD _ SIZE —
Line 24, replace “BAD OBJECT Il with -- BAD_OBIECT_ID --

Attest:

Attesting @ficer

Signed and Sealed this

Sixth Day of November, 2001

Tihstos P Ebdic

NICHOLAS P. GODICI
Acting Birecter of the United States Patent and Trademark 8ffice



Roger L. Maxwell

(214) 855-4787
rmaxwell@jenkens.com

Box Certrficate of Correction
Commissioner of Patents
Washington, D.C. 20231

Jenkens & Gilchrist

O

AUSTEN, TEXCAS
A PROFESSIONAL CORPORATION (512) 499-3800
A LF /,
- . 1:312) ¢,
1445R0OSSAVENUE EESUOR, TWAS
SUrte3200 (713) 951-3300
DALLAS, TEXAS 75202 108 ANGELES, CALIFORNIA
(310) 820-8800
(214) 855-4500 Nfﬁgﬁﬁgg&gom
FACSIMILE (214) 855-4300 SAN ANTONI®, TUXAS
RO\, ED (216} 246-5000
www.jcnkcns,cunp\PP \"ASNINB“_’N»O%’C»

(202)

CERTIFICATE OF MAILIN

1 hereby cerify thatthis paper or fee is bewig deposibed with the U S. Postal
Nenvice as frst cJass mail on the date ind'wcated below and is addressed te:
Box Ceruficate of Cormection, Assistant Commissioner of Paters,
Washingtan, D C. 20231

Signanure

Applicant{g): Curry, et al,
U.S. Patent No.: 6,105,

013

Issued: August 15, 2000

For:
TRANSACTIONS

METHOD, APPARATUS, SYSTEM AND FIRMWARE FOR SECURE

Docket No.: 20661-00457USC1

Dear Sir or Madam:;

Transmitted for filing with the Patent and Trademark Office are the following documents for the

above-referenced patent:

1.

Request for Certificate of Correction of Patent to correct typographical errors in the

patent, which does not introduce any new matter;

Please address all related communication to:

Dallas2 782466 v 1. 20661 00457

Page 275 of 544

Form PT0-1050 (in duplicate), and
an acknowledgment postcard,

CERTIFICATE

JUN 2 0 2001

THOMAS




Jenkens & Gilchrist

A PROFESSIONAL CORPORATION

Box Certificate of Correction
Page 2

Roger L. Maxwell

Jenkens & Gilchrist, P.C.

1445 Ross Avenue, Suite 3200
Dallas, Texas 75202-2799

Intheeventthere is anunder or over-payment, please debit or credit our Deposit Account #10-
4447,

Respectfully submitted,

Roger L. Maxwell
Reg. No. 31,855

RLM/cg
Enclosures

Dallas? 781466v 1, 20661 00457
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Fee History
Query

Revenuve Accounting and Monggement

Name/Number: 09041190 Total Records Found: 6
Start Date: Any Date End Date: Any Date
Accounting Sequence Tran Fee :
Date Num. Type Code Fee Amount Mailroom Date Payment Method
03/18/1998 00000051 1 101 $790.00 03/10/1998 DA 040031
11/09/1998 00000143 1 115 $110.00 11/09/1998 op
04/20/1999 00000076 1 142 $1,210.00 04/16/1999 oP
04/20/1999 00000077 1 561 $30.00 04/16/1999 oP
09/16/1999 00000008 1 142 -$1,210,00 04/16/1999 OP
09/16/1999 00000009 1 561 -$30.00 04/16/1999 or
lofl 9/15/99 5:54 PM
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Fee History
E Query
Revenue Accounting and mMmaonagement

Name/Number: 09041190 Total Records Found: 4
Start Date: Any Date End Date: Any Date
Accounting Sequence Tran Fee .
Date Num. Type Code Fee Ainount Mailroom Date Payment Method
03/18/1998 00000051 1 101 $790.00 03/10/1998 DA 040031
11/09/1998 00000143 1 115 $110.00 11/09/1998 opP
04/20/1999 00000076 1 142 $1,210.00 04/16/1999 or 4“’(—
04/20/1999 00000077 1 561 $30.00 04/16/1999 (0) 3
lof1 9715199 3:12 PM
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L1
L2

L4
LS
Le
L7
L8

L9

Ll0
11
L12
L13

(FILE °'USPAT' ENTERED AT 16:27:53 ON 29 JUL 1998)

2972
14706
16592

2517

%0
1303%
15536

30

S {380*23 OR 380%*24 OR 380*25 OR 235*379 OR 235*380)/CCLS
S (DATA(W)CARRIER OR CARD#¥ OR SMARTCARDH)/TI,AB

s L1l OR L2

S L3 AND MICROPROCESSOR#

S L4 AND (COPROCESSOR# OR CO{W)PROCESSOR#}

S ENCRYPT? OR ENCIPHER? OR SCRAMBL? OR CRYPTO?

S 380%?/CCLS OR Lé

S LS BND L7

FILE 'JPORBS' ENTERED AT 16:31:35 ON 29 JUL 1998

32366
313

0
2714
3

S DATA(W)CARRIER OR CARD§ OR SMARTCPARDH

S 19 AND MICROPROCESSOR#

S L10 AND (COPROCESSOR# OR CO(W)PROCESSOR#)
S Lé :

S L10 AND L12

FILE 'USPAT' ENTERED AT 16:33:36¢ ON 28 JUL 1%98



2

Applicat:on or Docket Number
PATENT APPLICATION FEE DETERMINATION RECORD . .
Effective October 1, 1997 OGJOoH | \CLO
CLAIMS AS FILED - PART | SMALL ENTITY OTHER THAN
I (Column 1) (Column 2) TYPE [_] OR SMALLENTITY
FOR NUMBER-FILED NUMBER EXTRA RATE FEE RATE FEE
BASIC FEE g e OR 790.00
TOTAL CLAIMS (7 minus20= " x$11= oR | x$22=
I
INDEPENDENT CLAIMS / — Xill= on | x82=
MULTIPLE DEPENDENT CLAIM PRESENT
+135= or | +270=
* I the dilterence In celumn 1 is lsss than zere, & ter “0"1n co mn 2 /—
TOTAL OoR TOTAL
CLAIMS AS AMENDED - PART Il OTHER THAN
{Column 1) (Column 2) (C lumn 3) SMALL ENTITY OR  SMALL ENTITY
5 CLAIMS HIGHEST I
< il REMAINING [ | NUMBER PRESENT ADDI- ADDI-
= &8 AFTER [ § PREVIOUSLY | EXTRA RATE  TIONAL RATE  TIONAL
& | | AMENDMENT B PAID FOR FEE FEE
E * W 1
% Total D WL'Mlnus - x$11= OR x$22=
, . -
lé'l Jindependent | Minus oy = x41= OR X82=
{ — =
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +136= OR +270=
TOTAL oL
(Column 1) {Column 2) (Colmn3)  ACDIT-FEEL OR ApDIT. FeE | .
| ClLamvs & HIGHEST
m REMAINING NUMBER | PRESENT ADDI- ADD!-
= AFTER e il PREVIOUSLY EXTRA RATE  TIONAL RATE | TIONAL
E : AMENDMENT £ | PAIDFOR ) FEE FEE
= . - :
g Total / o, Minus Z(D - — x$11= OR x%$22= |
g findependent | * Z Minus s 3 il Xx41= OR x82= ‘
< - | -
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +135= 0R  +270=
TOTAL] — TOTAL] ___—
OR
(Golumn 1) 49/ (Column2) (Column3  ADDIT.FEE ADDIT. FEE I'__
CLAMS [ 1 GHEST ' | .
&) REMAINING NUMBER PRESENT ADDI- ADD!-
b= AFTER [ il PREVIOUSLY EXTRA RATE  TIONAL RATE | TIONAL
Zz L AMENDMENT § §  FADFOR FEE | FEE
B , -
a |me J55 |[Mns 2O - — x$11= OR x$22=
z _—— .
g lindependent| * Z" l Minus - 3 = — x41= OR x82= i
= )
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +135= OR 1270=
If the entry in column 1 |s less than the entry In column 2, write “0" in column 3. TOTAL | ——— TOTAL "
* If the “Highest Number P ly Paid For' IN THIS SPACE is less than 28, entef “20."
“*‘lr the “Highest Number pi&‘ﬂﬁﬁiﬁ, Paid For" IN THIS SPACE o ;::: than 3, Bﬁ?sr Y ADOIT. FEE \—I OR AppiT. FEE
Tha “"Highest Number Previously Paid For” {Total or Independent) is the hi ber found in the appropriate box in column 1.

FORM PTO-875 (Rev. 8/97) *ULS. Gavemmen! Prntng Offce 1987 . 430871/69194

Page 280 of 544

Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE



IN  RNATIONAL SEARCH REPORT =~ ——————r
. l PCT/US 96/15471

SIFICATION OF

Tr Go7F7710 GO6F17/60

According o International Patent Clasafication (IPC) or 1o both nshonal claseficaton and IPC
n FTELDS SEARCHED

lPC 6 GO7F

system (i d by <l

Documentation searched other than mimmum documentation o the extent that such documents are included in the fields searched

Electronic data base il | search (name of data hase and, where prachcal, search terms used)

d duning the

C. DOCUMENTS CONSIDERED TO BE RELEVANT
with 1

Caugory °  Citanon of & Relcvanit 6 daim No.

where

PP

EP D 458 306 A (TOSHIBA) 27 November 1991

Y 1.4

! see abstract; claims; figures 1-7

i EP © 186 981 A {IeM) 9 July 1986 1,4

X see abstract; claims; figures 1-7 21

A 8,9,13

Y EP O 194 839 A (TOSHIBA) 17 Septenber 1986 é'%é
12-14 |
17,18

see abstract; claims; figures ‘
see page 9, line 1 - page 15, line 24
see page 18, line 26 - page 19, line 23 i

-/_. |

Purdher documents arc listed i the contouarion af box C.

* Speaial categones of cited documents :

Paient Cwnily members are Listed 1n acnex

‘T lakr d M.;* d afer the mu; ﬁlmzd.aﬁn
5 3 not tn conflict Wit cation
“A" darume ot deRning the gwed shate of the 1€ wha ch 15 80t o priecay
Bored 30 be of eenadar el :udmwmmw.wmpkorhuy ymg the
“E" eadicr donuneant bin gubiished oq or aftzr the 1nfeareag onal “X* éocurnend of part cular rel the daiced
filng dae cannct be conmdaod novel or caanX be sonsi dersd
‘L d&c'lzmﬂmwmymmwmpmq 3 myolve an invendye step when e dotumeot 13 Waken alooe
19 ated 0 estatilish the Y+ docume of parbeular relevance; the daimed inventoa
| duhmwoﬁurtvndm(sapn canadt be conndaed K 1avolve an Lo vendve step whew Lhe
‘0" doamme at re [amag ¢o an or al dizdosure, wie, edvletion © GaaneDtis com bined with one 0c More other such doae
other mesns menG, tuch n bewng odvVious 0 2 goT0b shlled
*®” documem pubAdred prios o the iatcrastioeal filing dax but n the art
hmmwpmymmm ‘&' doaumont memba of the samve patent farnly

Dauohheamnl of the | search

p

21 March 1997

Name and maling address of the ISA
Ewvpan P knt oma P.B. SRIE Patentlaan 2
NL « 2240 HV Rupswi
Ta. (+31.79) mm T 31 651 €po nl,
Fax (-+31.70} 340.3016 I

Date of maling of the intemational search report

02. 04 97

Authonized officer

David, J

Form PCT/ISA/210 (second sheet) {July 1992}
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waemauonal Application No

| pcrrus 96715471

C{Continuabon} DOCUMENTS CONSIDERED TO BE RELEVANT

Y

Category * | Citation of with ind where

of the rel

DE 44 06 602 A (DEUTSCHE BUNDESPOST
TELEKOM) 7 September 1995

see the whole document »

EP 0 294 248 A (ELECTRONIQUE SERGE
DASSAULT) 7 December 1988

see the whole document

EP O 624 014 A (A.M. FISCHER) 9 Novenber
1994

see abstract; claims; figures

EP 0 337 185 A (SPA SYSPATRONIC) 18
October 1989

W0 93 08545 A (JONHIG) 29 April 1993

EP 0 172 676 A (TECHNION RESEARCH &
DEVELOPMENT) 26 February 1986

Form PCT/SA/210 {continuation of second sheet] (Faly 1991)
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1IN . RNATIONAL SEARCH REPORT

o I . SHnananal Applicatoo No

‘ki ' _ o R | PCT/US 96/15471
Pateat docurent Putidcaton Patent (amily | Pubisation

<ited in eearch report dzte member(s) date
EP 0458306 A -~ 27-11-91 JP 4033085 A 04-02-92
EP 0186981 A 09-07-86 G8 2168514 A 18-06-86
DE 3585439 A 02-04-92
JP 61139878 A 27-06-86
. US 4731842 A 15-03-88
EP 0194839 A 17-09-86 - JP 6091526 8 14-11-94
JP 62000140 A 06-01-87
US 4862501 A 29-08-89

DE 4406602 A 07-09-95 NONE
EP 0294248 A 07-12-88 FR 2615638 A 25-11-88
DE 3887207 D 03-03-94
DE 3887207 T 26-05-94
ES 2048211 T 16-03-94
EP 0624014 A 09-11-94 US 5422953 A 06-06-95
AU 666424 8 08-02-96
AU 5778194 A 17-11-94
CA 2120665 A 06-11-94
JP 7254897 A 03-10-95
EP 0337185 A 18-10-89 AY 123347 T 15-06-95
DE 58909263 D 06-07-95
ES 2072870 T 01-08-95
US 4985921 A 15-01-91
W0 9308545 A 29-04-93 AT 145744 T 15-12-96
AU 663739 8 19-10-95
AU 2888692 A 21-05-93
BR 9205416 A 17-05-94
CA 2098481 A 17-04-93
DE 69215501 D 09-01-97
EP 0567610 A 03-11-93
JP 6503913 T 28-04-94
PL 299825 A 18-04-94
US 5440634 A 08-08-95
Form PCT/ISA/210 (patent family annex) (July 1992)
page 1 of 2
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The Bull CP3 Crypto Card has unique
cryptographic  functionalities  and
confoims to the latest work of 1ISO on
operating system standardisation.

This multi-directory and mufti-fite card
is panticularly interesting for its high
security, Nexibility and capabllity of
eavolving. The usess of this card will
benefit from the numerous securily
and  cryptographic  functions in
symmetric and asymmetric
ciyptography.

Memory ocganisation

Conforming to the tatesl works in {SO, the
card operating system manages the user
memory as a (ree of directores on three
tevels. The root directoty is called the
Masier File and is mandatory. Each
directory supponts a3 number of
Elementaiy Files which can be of four
different types (secrei, access control,
public or working flles), These files differ
in their contents and the way {they may be
accessad. €ach Elementary file s
optionat.

Vs MUit MIg. 8C MiCRO CARD Manutag urng ' Fage 20f5 ‘Wednesday, Janvary 25, 19

HICRO CARD

CP8° PRODUCTS

CRYPTO CARD

l Master File '

—

Flexibility

Directories and files may be added at any time duiing
the active lfe of the card. They may aiso be
invallaated to end their use. There it no limistion ta
the number of directories and [les.

Specifications

THiS new Ciypto Card of Bull CP8 has a 20 Kbils
EEPROM memaory. It also includes 2 co-processar and
very large size of ROM and RAM memones fof the
best perfarmances.

Cryptographic functionalities

Crypto Card has gpecific cryptographic commands (or its diftecent algarithm: DES, RSA and Zero-
Knowiedge. The faliowngd functionatitles can be performad:

o Authentication with DES, RSA or Zero-Knaowledge
« Ciphering with DES, RSA
s Signature with DES (MAC), RSA
o Secured key exchange with RSA

Worldwide
Smartcard

&2 D.n Do

SRIM
Qoo




- From. Geraks robara Micro Card Tzcanciogis, o, (03] o4i-3i0

- 06,03/04
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Independence &
Control system

Each diectory may be

independently  protecied,

providing it has (15 own
control system which
consists of :

+ 3 sel ol keys and codes
in their respelive sacret
fites

« an access control file

- anumber of proteciion
parameters

Cardhoider codes

The PIN code (Personal
Identification Number) s
1the main cersholder code,
A comrect PIN opens rights
for alt the directories
present in the card,

An AD code (Aldernate
IDentification) is dedicsted
to one directory. A correct
submission opens ngnts for
that dicectory oniy.

Words

The card operating system
manages dais in biocks of
four bytes called words, The
user will write 8 word or
erase 3 Qroup of words.
Data may be read byle per
byte.

The 32 bits of a word are all
usabte s information Bits,

10 MuliMig at NICKS CARD banataciunng

HMICRO CARD

lssuer keys

The primaiy Issuer Key IK Is an
essenttal key of the conicol
system. It is used fo0 gain
access 10 various files and also
to unblock, the directory's
access convrol fle. creale new
diceciories/fiies or Invalidate
them,

The four Secondary Keys SX0
10 SK3 are used to protect
working files for wriling and
reading. The four Erase Keys
EXO to EX3 are used 10 protect
working flles for er3sing.

Protections

When protections are definable
(for working fifes). they specify
B combination ¢f cardholder
codes and isSuer keys.

DES algorithm

Al Keys, securily and
cryplographic procedures can
operate with the DES algerithm
which IS a public, reversible and
symmeiricslalgorthm,

Vaildation

When 2 word is correctly wrillen
In memory, k Is aulomatically
“validated® by ihe operating
system. This operation consists
of wiiling a bil outside user
memory. An Incorreclly wiillen
word will nol be vaidated and
will De signalied 3as such.
Validation also makes
overwriling Impossible.

Fage Jol5 Weanesaay. January 28, 1% i 1.
R ooz

Security

Cryptographic
calculation keys

The four Authentication keys
AKO 10 AK3 are used 10
caiculate cenificates (crypio-
grams retumed by the card)
which may serve g8 signatures

of Intemal dale o {0
authenticate the cand.
The card supports  keys

dedicated 10 MAC calculation
{Message Authentication Code),
used tc  sign  exiemal
messages: MAC Generation
Keys, GK. Verfication Keys,
VK, of for bolh operatlons,
GVK.

The KEXK key is dedicated :0
key exchsnges with RSA
algorithm.

Asymmetiic algorit ms

The Crypto Card includes RSA,
Zero-Knowledge with  both
public and secret keys. RSA
algorithm can be performed on
§12 bits keys in less than 0.3s
in the card without using the
“Chinese Reminders® iheorsm
and therefore giving the highest
level of sacurity.

Data structure

The validstion of Information in
the card is 8 festure unique 10
Bull CP8 cands.

Validation is very imporiaml 10
guaraniee dats integrity.
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Secret flles

Reading  : hovtidden
Writing  : protected
Emang forbeiden

A secret file contains a Xey or
a code. I wil} only be
accessed by the operating

system for verification.
Working files
Reecing | defnable protection
Wring  ©  definadie groscton
Envirg Gefiradie protecton
These files contain the

application information.

HICRO CARD

Access control files

Reading  :ftee
Wrtng  ; foidden
Erssing  :fartigden

These files managed by the
operating system are used to
memorise the results of key or

code vedfications.
Public files
Resding

Wirinng
Erssing

< free

 protecied

* fortéddan
contain

These files

the serial number of the card.

nen
confidential information such as

Elementary Files

File creation

Creating a fite (or a directory)

congists  of  wriling  its
descriptive  header. This
header contains ali the

Information necessa:y for the
file management :

« level. type, identifier

- tength of file

- protection sttributes

Logical addressing

Data stored in a file Is

addressable relatively to the .

beginning of that file whieh
must first be selected.

General purpose
commands

Read n bytes

Wiile one word

Erase n words

Search for profile
Cteate directory or file
Seiect directory or file
Read result

Security commands

Generate random number

Submit PIN or AID in ciear or
encrypted texl

Submtt key in encrypied text

Secure.wiile/create/erase

Invalidale direclories/tiles

Whrile lock

Comménds

Symmetric cryptographic
commands

Casicufate certificate
Generaie temporary key
Generate MAC

Verity MAC

DES Clpher/Qecipher

Specific asymmetric cryptographic commands and performances

Starl Zero Knowledge
Authenti¢alion

Compule Zero-Knowledge
Authentication Message

For asymmatric cryplography, the following operalions can be performed very guickly msking of the

Select RSA public Key
Provide public exponent
Provide Modulus
Select RSA secret key

Make RSA public calcuius

Make RSA secrel calculus

Chain secrel-public RSA
caiculus

Bull CP8 Crypto Card lhe fastest cryptographic ISQ ¢3rd on the market:

|RSA Secret Key Calculation (512bits kay) o | S00ms|
|RSA Public Key Calcutation (S12bits key) B | 130ms]|
RSA Secret-Fublic Keys chained Calculation (Authentic encryption) | 530ms|
| OES Key exchange using RSA chained calculation ' | S60ms|
| Card authertication with Zero-Knowledge Guiilou-Quisquater mechanism| 330ms|

{bmes caiculaed 8t 3.57MHZ 150 slancard clock ffequency, including data eachange 2t $600bps ISO stanaard commuricston

speed)

AN
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P#020J AUL - October 93 biwll Uiy 1903 . LINCTYL | RAMCE

Environment
Security Modules Personalisation Libraries
To ensure compiele secunly, Bull CP8 proposes for the To help the application

Bull CP8 has developed
Security Modules which are
unbreskable safes for 1he
keys of the system. They are
programmed (0 execule the
cryptographic {unclions
associated wilh the cards

Key generation

Bull CP8 proposes services
for applications where
secuifty s of  prime
Importance :

-creation of keys as half
sacrets

-¢creation of mother cards

-personalisalion of Security

. The maker Quarantees the

following specifications :
Oala intagrity : 10 years
Wiite/arase cycies : 10 000

personalisation of Crypto Card
a software called GeneriCC,
which runs on PC compatitles
in 3 Micresoft WINDOWS 3.0
environment,

GenerdCC can be used fo
determine the card stiucture,
(¢ define the information 19 be
captured. 1o enter the data
which can change from one
ca:d to another.

Hardware devices

Bull CP8 proposes @ range of
connectors, readerimiters,
Secufity Processors, OEM
produéts, all compiying with
ISO standards and which are

Relative humidity : up to 80%
(non condensing, range 10 to
30°C)

™ 0196 oo eI

&y 1

A CO8 prmne , AP

" developer, Bull CP8 proposes

libranes 10 intecface Crypto
Caids in different enviconments
(DOS, WINDOWS, 082, MAC,
UNIX) with #¢ range of
hardware devices :

-ORIVER to drive the readers

-TBLIB lo use the functions of
the Crypta Card simply and’
efficlently for #ts general
purpose functlonalities

Compatibllity

The Crypto Card is compatible
with industty standard T8
family of cards for its general
purpose and basic security
commands. Therefors all

Modules compatible with Ctypto Card. applications running with TB
cards can ba adaped to the
new Crypto Card.

Specifications

.Chip Complete card Standards/protocols
Technalogy : HCMOS Operating temperawre : The Crypto Card stictly comply
CPU: s bits -3010 +60°C with the (SO 7816123

standarda and also to (he
working diaft ISO 78164,

It communicates using the hatf
duplex character mode
protocol st a speed of
9600 bos, as defined in the ISO

" 7816-3 standard.

AQ ) o) Bulgi™ 07 Dre P01 9! T TS IV brdd May be migdd SN AVE
AS TR M e § 1e FTP-TLY o N Y TTD® ey

FRANCE: Bull CP8 - 68, route de Versailles . B.P. 43 . 78430 LOUVECIENNES
Tél: 33 (1) 3902 44 00 - Fax: 33 (1) 3902 4402

U.S.A. : MCTL - 13851 Norih Dallas Parkway - Suite SO0 - DALLAS, TX 75248
Tél: 1(214)770 5303 - Fax: | {214)239 7138

Page 288 of 544




Page 289 of 544

i
il

ST M s e

ST16CF54

CMOS MCU BASED SAFEGUARDED SMARTCARD IC
WITH MODULAR ARITHMETIC PROCESSOR

= 8BITARCHITECTURE CPU

= 16K BYTES ol ROM, SECTORS COMBINATIVE
= 352BYTES of RAM

- #K/E\/TES of EEPROM. SECTORS COMBINA-

- Highly refiabla CMOS EEPROM Technology
— 10 Years Data Retention
~ 100k Erase/Write Cycles Endurance

- Protected ¢ne kme Frogrammable block
(32 or 64 bytes)
— Separate Write and Erase cycle for fast 1"
programming
— 1 1o 32 bytes block Erase ar White single cy-
cle programming .
» MODULAR ARITKMETIC PROCESSOR

- Fast modulo N muttiplication, squanng and
calculation of MONTGOMERY sonstants,

- Software gelec abie operand length
(256/512 bit)

- Double operand aperation (1024 bit)
» SERIAL ACCESS, ISO 7818-3 COMPATIBLE
n-SINGLE §V+ 10% SUPPLY VOLTAGE
= POWER SAVING iOLE MOCDE
s § MHz INTERNAL OPERATING FREQUENCY
= VERY HIGH SECURITY FEATURES

5§ PINS CONTACT ASSIGNMENT as for
1SO7816-2

= E.S.0. PROTECTION GREATER than 5000V

= SOFTWARE SUPPORT OPTION,
CHIP-MANAGER

- Standard-Manager
— Crypto-Manager
Tahle 1. Signal Names
LK | clock
RST Reset
"o Data Imui..f&.rtpu‘t
w0z Data Input/ Quiput {Option)
Veo SupplyVoltage I
GND Ground B

ADVANCE DATA

o

Wafer

» FAST CRYPTATION PROCESSING
- 66ms RSA Signature
— 100ms DSS Signature
- 2D0mg DSS Authentification

Figure 1. Logic Diagram

vee

RST —— — ko1

STIECrs4

CLK —- — 102
(OPTION)

I
GND
Alo1153

This o Schywnoe produiy
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ST16CF54

DESCRIPTION

The ST18CFS4. a member of the ST16XYZ family
devices, is a setial agcess microcontroller espe-
cially designed for very large volume and cost
compelilive smaricards applications, where high
performance Public Key Aigorithms will be imple-
meri#ed. 10 cut down initiallizakon and communica-
tion costs and tQ increase securiy.

Hs intemal Modular Anthmelic Precessor is de-
signed 10 speed up cryptographic calculations us-
ing Public Key Algonthms. it processes modular
muliiplications and squaring on 256,512 bit oper-
angds or a double eperand ol 1024 bits. The
STI6CFS4 is based on an SGS-THOMSON 8 bit
CPU core including on.chip memories. 352 bytes
of RAM, 16K byles ol ROM and 41 of EEPROM

Figure 2. Block Diagram

T —
!
RAM A
15 352 IGKBYTES
cPu BYTES SECTORS

| COmEIN

SECT SECT

A

1

Both ROM and EEPROM memories can be config-
vredirdoiwo sectors. Access nules from any mem-
ory secion {sector) 1o any otherare setup by User's
defined Memory Access Conirol Matrix.

H is manulaclured using the high reliable SGS-
THOMSON 1):m CMOS EEPROM technology-
Asall Ihe other ST16XYZ family members, it is fully
compatible with the ISO standasds for smartcards
applications.

Sofiware development and firmware (ROM
code/options) generalion can be done with the
ST16S-EMU develapment system.

The ST16CF54 can be delivered in 5 inches sawn
ar unsawn. 180pm or 2B0nim thickness wafers.

Vpp GENERATION _1

i I |

EEFAOM 4K BYTES
SECTORS COMBINATIVE

SECTOR SECTOR
A ]

Al L

| MEMORY ACCESS C‘ONTHOL MATRIX —|

- |

INTERNAL BUS

[ 11

SERIAL LU's DATA
INTERFACE

CONTROL
REGISTER

GENERATOR|

SECURITY

Vcc GND CLK  RST

i oz
H

AN YED
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STANDARD-MANAGER and CRYPTO-MAN-
AGER

The ST16CF54 Manager is an executable sodein
ascordance 10 the SGS-THOMSON Chip Manager
concept, implemented on the STIGCFS4 M%LI
based Smartcard IC. It includes standard com-
mands and cryptographic related commands. Il
allows easy access 1o ST16CFS4 memories and
Modular Anthmetic Processor (MAP) registers:

- through an extensive sel of commands,

- through a ROM crypto library tocated in the
system ROM, containing a various st of func-
tions for handiing the MAP registers and
mathematicslicryptographic calculations.

The ST16CF54 Manager 12 designed to reduce the
time required for the fabncation ol any ROM-
masked Product, using or not cryptographic func-
wons, and to ofter the user direct entry to the
application, as well as giving easy access to the
ST16CF54 product tor evaluation.

Patch 1 and patch 2 allow modification of the
Manager behaviour using Some EEPROM tanles
or subroutings for modifying the Answer To Reset
or the reseived commands.

Figure 3, ST16CF54 Manager Flowchart

ST18CFS4

MANAGER FEATURES

In addition to the standard commands, compatisle
with iSO 7818-3 standard protoco!s. the user may
setreseta lew controls otthe ST16CF 54 Manager.
These lunctional modificatons are:

~ 1SQ protocol selecton inverted ar direct con-
vention.

Output selecteon: 1101 or 1,02,
1#7Q input; polling or interrupt from stand-by,

- 1O baud rate selecbon. allowing high baud
rate with slow clocks.

— CLK frequency selection, allowing high baud
rate with slow clocks.

Securrty register management,
- Patches: conditional extenston branch

RESET
RAM TEST

ANSWERTO
e ()

—

STANDARD
MANAGER

COMMAND
BYTE RECEPTION

CLASS TEST

CRYPTO
MANAGER

[ sTatus woro emssion |

1 A0

o 35
&7 iﬁgf.’,!.}gfmlg
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A - ST16CF54 STANDARD-MANAGER SET OF

COMMANDS

Standaré.commands (class 800}

DOh WRITE:
D2h OV_WRITE:
D4h WAT_RAM:
CORERASE:
C2nEPA_FEW:
B2hRO_EEP:

84h RO_RAM.

B6h RD_SERIAL_NB:

€2h CHK_EEP:
E4h CHK_ALL:

30hEEP_IN:

a2h EEP_OUT:

Write N by%es in
EEPROM.

Over wiite N byles in
EEPAOM

Write N bytes in RAM
or 1eQrSIers.

Erase N byles from
EEPROM.

Erase a lewbytesirom
EEPROM.

Read N bywes from
EEPROM.

Raad N bytes kom
AAM or registers.

Read the 6 first bytes
from EEPROM.
Chechsum of an
EEPROM block.
Checksum of the whole
EEPROM

Execute a subreuting in
EEPROM (With jncormng
parameters}.

Execute a subrowtinein
EEPROM {with outgoing
parameters).

ROM subroutines for the ST16CFS4 Standard-

Manager

Some subroutines may be calied from EEPROM,

allawng the User o rely

low leve\ operatons:

on the Manager cade for
¥O handling, EEPROM pro-
grammisng Of erasing...

B . STI6CF54 CRYPTO.MANAGER SET OF

COMMANDS

Crypto-commands (class @8h of 8Ch)

02h:
12n:
22h MOV

32h CALC_H

34h CALC_JO.

36h CALC_P{B.AN:

38h CALC_P{B BIN:
3Ah:

3Ch:

3Eh CALC_B*E_mod_N:

42h:
§2hCALC_RN:

RFU

AFY

Move data trom VO or
MAP register or memoy
10 /O or MAP register
ormemoY-

Calcutate H the first
Montgomery constant.

Caxusate J0 the second
Montgomery constant

Calculate a P-field
modular mutirplication.

Calculate a P-ield
modular square.

RFU

RFU

Calculate 3 modular
expanentiatiof.
RFU

Calcilale 3 random
number.

Advanced crypto-commends {clags BCHY

72h:
74n:
76h:
78h;
TAN:

ROM subroutines for ihe ST16CF5¢ Ciyplo-

Monager

The Cryplc-Manager horaiy contai
fing the

functons for

RFU
RFY
AFU
RFY
AFU

soMme aypygraphic algoritvns,

Oala and parameters may be paseed 1o and from
the funclions using severa
Al features are controfied by the @
modificable el of cryplo comma

above,

.

ns a large setof
MAP regtefs. load-
Ingfunloading data, catculating simple or more
compiex mathemaucel expressions. and executing

addressing scliemes.
xhaustve and
nds mentioned

—_—re e
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ST16CF54

Infarmanion fumeshed 18 behaved 10 be accurate and rekable However, SGS-THOMSON Microelectromcs assumes no responsibiiy for the

contequances of use of such ivlatmanon nar far any minngement o! palents of mmurmmmmﬂrﬂﬂlirwmmﬂo

net-;u- ramucrwmphcmuuhnmuuudu any patent or patent nghts of SGS-THOM
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ST16xF74

CMOS CRYPTO-COMPUTER FAMLY

1 8 BIT AACHITECTURE CPU

» 20K BYTES of ROM

= §09 BYTES of RAM

. #R/EY‘FES of EEPROM SECTORS COMBINA-

— Mighly reliable CMOS EEPROM Technology
10 Years Data Retentien
100K Eragse/Write Cycles Endurance

— Protected one time programmabfe block
{32 or 64 bytes)

-~ Separate Wnte and Erase cycle for fast“1"
programming

- 110 32 bytes block Erase or Write single
cycle programming
SINGLE 5V & 10% SUPPLY VOLTAGE

SOPHISTICATED HIGH SECURITY FEA.
TURES

PROGRAMMABLE B BIT PARALLEL HOST
BUS INTERFACE

FIVE /0 PORTS

— Two 8 bit ports

— QOne 4 bitpor:

— Two seial pore

s MODULAR ARITHMETIC PROCESSOR

- Fastmadulo N addition, subtraction, multipli-

cation, expanentiation and calculalon of
MONTGOMERY ~onsiants

— Software selectable operand length
(256/512 bit)

— Double operand operation (1024 bit)

REAL RANDOM NUMBER GENERATOR

(can generate secret keys on board)

= OPTIONAL DES ACCELERATOR

Product Varlance

ADVANCE DATA

IJ’%J?

PQFPé4

= 64 PIN POFP PACKAGE

= 512 BIT RSASIGNATURES with 5MHz EXTER-
NAL CLOCK in 17ms

DESCRIPTION

The ST16xF74 is a family of saleguarded B8 bit
MCU. especially designed for large volume and
cost cempetiive smartcard terminals applications
where high perfoimance Pubtic Key Algonlhm are
wnplemented. and Secret Keys are generated on
board.

Its internal Modular Arithmetic Processor 1§ de:
s1gned 10 speed up cryptographic calculation using
Public Key Algorithms. It can process modular ad-
dition, subtraction and exponentiation on 256/512
bit operands or 1024 bit double operand.

The optional BES Accelerator speeds up the neo-
essary permulation specfied by the NIST DEA
standards.

The ST16xF74 is based on the SGS-THOMSON
ST1BXYZ family of 8 il MCU.

STIEKF?4 | Aflfea res
ST16LF74 All features except DES accelerator
I STI6MF74 ! All teatures except parallel 1O ports

| ST1ENF74

Ali teatures except DES accelerator and parallel VO pents

1/3

This 15 acvance INTaMation on & naw product naw in or

9 Detats are sujatn g
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STI6xF74

~SCRIPTION {<ont'd)

.3 manulactured using the high reliable SGS-
THOMSON $}im CMOS EEPROM technotogy.

On-¢hip memones inctude: 608 bytes ol RAM, 16K
byles of ROM and 4K bytes of EEPROM. The
EEPROM can be configured into any of the foltow-

Sofiware development and firmware (ROM
code/options) generahion can be done with the

ing sector conbinatioris:

SGS-THOMSON ST18XYZ-EMU development
syslem.

s°°:]°’ & se:o‘:; e The STi6xF74 can be delivered in 64 pin PGFP.,
5t2 3584
1024 3072
2048 2048

Figure 1. Btock Diagram

|01 o2 [Ho3 | Ho4 [Hos [ no6 [ =07 |
|

| mEEE
I

EXTERINAL HOST BUS

(1)

BONDNG OPTION

STATUS AN DATA/CwD COVUAND
Ci9; FEQSTER 3UFFER 0 BUFFER 1
| NTERNAL CPU VS
| | 1 | |
JES GATA JES CONTAOL VAP CONTROL MAP DATA
9L357IAS REGISTERS REGISTERS REGISIIRS
1 1 1
CPTIONAL CES MTIULAR
SASCWARE [E A
2CCELLERATTR FROCESSSR
]
| =Gk VOLTAGE GENERATGN
] LEFROM 2« BYTES
| USER &Cw 5L 2AY L il A
26X 3vis 538 BY'ES | i) RS I
i DATA & AGD CCy™3CL —|
| REGISTER ]
| § | § | § [ |
| MEMORY ACCESS CONTROL MATRIX _]
1
1 |
SECUAITT ELOCK
asyexcv_z WT4 RANDOW
SEITAL /0's " Cru Nuw GENEAATSR
|
|Pag] PORT & PORT G

ll?
{Fat[FA3| Pa3| PAAIPAS| 786 | Pa7| |PCO|PLY (5871756 | Fas] rea] PR3[FE2] PE!
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" SONDING CRTICN
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Microsol- Courpo:ation's Secure Trahsacricn Technology

STT Wire Formats and Protocols

version (0.902

5 Oct 1995

Copyright (c) 1995 Visa International Service Association and Microsoft Corporation. All rights reserved.
Permission w0 copy the material contained herein is granted subject to the conditions that (i} any copy or
re-publication must bear this legend in tull, and (ii) that none of the copyright holders shall have any

responsitrlity or liability whatsoever €0 any party arising from the publication of the material contained
herein.

Visa and Microsoft heieby grant to any party a royalty-free, worldwide, perpetual license to use the matwrial
contained herein to make, use, and sell products and services that conform to the Secure Transaction
Technology Specifications contained hercin. The authors of this documentation make no repiesentation or
warranty regarding whether any particular physical implementation of any part of these Speciticatio s does
or does not violate, infringe, or otherwise use the patents, copyrights, trademarks, trade secrets, know-how,
and/or intellectual property of third parties, and thus any person who implements any part ol these
Specifications should consult an intellectual property attorney before any such implementation. The
lollowing Specitications include public key enciyption technology, which is the subject matter of patents in
several countrics. Any party seeking to implement these Specifications is solely responsible lor detemining
whether their activities require a license to any patents, including, but not limited to, patents on public key
encryption technology. Visa Intemational Service Association and Microsoft Corporation shall not be liable
for any party’s infringement of any intellectual property right.

1. Introduction

STT (Secure Transaction Technalogy) is a protocol provided by Microsoft and Visa International t the

financial and technical communitics tor review and comment. Comments on this specification are welcome,
Please ecmail comments 10 STT@microsoft.com

STT s desgned to handle secure payment with bank cards over insecure data transaports likc the
Internet.The protocol requires only reliable message transport, such as TCP, It features strong,
export-approved DES encryption of financial information, direct RSA (TM) encryption of bank card
account numbers, and mandatory authentication of all participants, including clients, for reduced financial

nsk. [{]

IMPORTANT NOTE

This document covers the International Version of the STT protocol, which includes DES encryption of all
financial data, direct RSA encryptian of bank card account numbers, and 40-bit RC4 encryption of the
purchasing order form contents and teceipt. A US/Canada version of the protocol with triple-DES
encryption of the order, receipt, and all financial data and direct RSA encryption of bank card account
numbers will be documented and published in the near tuture.

STT is independent of other authentication and privacy protocols. An implementation ot STT is being
developed by Microsoft and an authentication ust hierarchy will be operated by VISA. Implementation

i or 2%
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plans and schedulcs are not cavered in this document. This document is a terse technical companion © a

much mote thoroughgoing exposition of STT for general audiences.

This document presents protocols and message formats for version 1.0 of STT. Protocols arc the conditions
under which messages are sent. Message formats are presented as they appear "on the wire”. The purpose
of this document is 10 facilitale implementation of interoperable STT applications. The target audicnce is
software developers. Section 9 presents the protocols and carlier sections cover formats. All fonmats are
little-endian, favoring perfonnance on Intel X86 and compatible plattorms, which make up the majority ol
the installed base of personal computers. All objects are byte-packed: pad bytes are explicitly denoted.

Encrypted messages are shown in their plaintext forms. A separate section explains STT's usc ol bulk data
symmetric-key cryplography. STT uses RSA public-key cryptography (PKC) o protect bank card numbers
and bulk data encryption keys and for digital signatures. Message-creating software should construct
plaintext messages, then sign and encrypt them, in that order, as described in detail below. Message-reading
sofiware should decrypt, verify signatures, then parse plaintext.

STT Version | character string data is ANSIL STT may support UNICODE or other multibyte character
sets in futore versions.

Note on Randomness

STT uses cryptographic algorithms and globally unique IDs (GUIDs) thatrequire truly random information,
as opposed to mere pscudorandom information. STT-compliant implementations shall take advantage ol as
much physically random informaltion as is available on their platforms. Tnily random information must be
noisc from the world external to the strictly deterministic parts of the machine. The best source of such
noise is direct human interaction with the machine. Some informat’'on may be collected in real time by
asking the user, forexample, 10 type for a while or movethe cursor around randomly. This is the preferred
method for impiementations of STT, though it is recognized that it trades oft against user interface
concems. Other information may have accumulated over the lifetime of the machine as users create and
delete files, processes, install and iemove software, and so on. The following list is a smatl fraction of the
amount of random information that systems programmers can access. The "true entropy " of these sources
ranges from high, for those sources that change rapidly in time, 10 low. for those sources that do not or are
likely to be the same {rom one machine to the next.

the number of {iles on any mounted hard disks

the numbers of files in each directory, recursively

the amount of free space on cach disk

the amount of free space in each free block in every file sysiem fice chain

the system time

high-precision clocks on the system board and peripherals

the cursor or mouse pointer location

accumulated physical state information in keyboard input butfers, i/o scrvice queues, video drivers
any perf'ormance measurement instrtumentation, such as cache miss counts and rates, processor
utilization statistics. memory statistics, scheduler statistics, file system statistics, etc.

the state of main memory and peripheral memory on the bus, such as video cards, including such
information as the number of heaps, the number of free blocks in each heap, the addresses and sizes of
each free block, selected dala bits in various memory bufters, the number of items on the clipboard,
and so on

O the number of tasks in the OS scheduling queue, their task ids, their code base addresses and sizes
O customization information, such as the current screen saver name, color specilicasons for windows.

ooopooaooo

O
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cnvironment variables, lists of instaticd software, initialization scripts {like autocxec.bat, win.ini,
system.ini, etc., on Microsoft Windows platf orms)

O screen state information, such as the sizes and locations of all windows, the sizes of overlapping and
obscured regions

All suchdata should be melded through a mixing and compression function, such as MDS or SHA, so that
corretations from run to run or boot Lo boot will be destroyed, XOR 18 not an adequate mixing [unction.
since it allows reversal of the addition of noise. STT-compliant software shall sced pseudorandom number
gencrators with physically random information and shall frequently vpdate the seed with physically random
information. STT-compliant software shall also use seeds of at least 160 bits. See Intemet REC 1750 for
gcneral information on randomness,

2. Type Hierarchy and Notation

STT messages are made up of data objects, or justobjects. Data objects are instances of data types. Data
types include Atoms and Low-Leve] Composiles. A meta-data type callled a TLV serves both as a grouping
constructand to define higher-level types.

Objects are writlen in Cambridge Prefix Notation with the type first. followed by an optional literal value
and an optional symbolic name that might be used in expository text or later definitions to refer Lo the
object. So. for example, a Byte called bFoo is written as follows:

(BYTE bFeo)

A BYTE object not needing a name would be written
{BYTE)

or, where unambiguous, as
BYTE

Cambridge Prefix Notation also denotes ordered collections or sequences of objects. On the wire, these
objccts appear in time order; in memory, they appear as byle-packed concatenaltions, So, for example, A
BYTE called bFoo followed by a CSlring called customerName and DWORD called dwCount is writicn as
follows:

{ {BYTE WFoo)

{CString customerName)
{DWOR®P  dwCount})

If these objects did not need names, the same sequence would be writlen
((BYTE) {CString) {(DWORD))

A fixed-length array or stream of N objects of type X has type X[N1], a pscudo-C notation. So, for exanipie.
the type of an array of BY TEs of length cb is written

BYTF {eb}

The optional value ficldis written as a numeric or string constant, as in

{WORD 0x1234}

s Q71205 14112
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or
{BYTE[4} “RSA1")

denoting 2 BYTE array holding a character siring. or in
(BYFE[4] Cx23 rebFoo)

denoting a BYTE array named rgbFoo and filled with repititions of 0x23.
Complexity is built by defining new types. So, for example, the expression
(def ine~type BQOGEY
{(BYTE broo}

(CString customerName)
(DWORD dwCount) }}

gives the name BOGEY to the sequence shown. In later expressions, BOGEY may be vscd as a stand-in
expression for the scquence, shoriening the notation and removing redundancy with its concomitant
possibility fer ertor. Define-type also. admits some automated consistency checks on the notation.

Comments inlinc to the Cambridge Notation are preceded by semicolons.

3. Atoms

The (ollowing are the plaintext formats of STT's data atomic data types.
BYTE: 8-bit unsiened integer.
WORM: 16-bit unsigned integer, low-order byte first on the wire
{or, in memory, at lower byte address). STT writes the number

of bytes in a WORM as the symbolic constant. cbi¥, which equals 2.

DWORD: 3Zz-bit uncigned integer, low-order WORD [irgl. STT writes
thc number of bytes in a BWORD ae the symbolic constant chbbW,
which cquals 4.

QWeRD: 64-¥it unsigned integer, lowv DWCRD fol lowed by high DWCRB.

DECFLOAT : decimal floating point. This atom type is reserved for
future versions of STT.

RSALKE: RSA encryption of a 128-byte guantity under a 1824-bit
modulus.

RSA.75KE: RSA encryption of a 96-byte guantity under a 768-bit
modulus.

RSA.SKE: RSA encryption of a 6é4-byte quantity under a 512-bit
modulus.

Cstring: character count followed by string data (ANSI chare).
Character count is contained in either a byte, 3 bytes, or 7
bytes, as fellows:

1. 1If the first byte is between 0 and OXFE. lnclusive, this is
the character count.

4 ol i 10722795 16502
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