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4 a math coprocessor conn 

Patent Application 
Docket No. 20661-00457Cl 

said microcontroller 

5 core, said math coprocessor being fo handling complex mathematics 

6 of encryption and decryption; 

7 memory which can be programmed by a 

8 service provider to enable aid microcontroller based secure 

9 

10 

1 1  

on behalf o f  the 

user, said 

core; and 

microcontro 

external 

to perform predetermined functions 

ovider and for the benefit of an end 

being connected to said microcontroller 

circuit, connected to said 

ore, for exchanging information with a device 

microcontroller based secure transaction 

16 and for obtaining electrical energy to power at 

17 said microcontroller based secure transaction 

1 8  integrat d circuit. 

2 

3 

The microcontroller b s 

circuit of claim � 
connected to said 

secure transaction integrated 

a real time clock, 

for providing a time ��ent for time stamp ' g a predetermined function. 

� �· The microcontrolle based secure transaction integrated 

2 

3 

circuit of claim 'k. wher in} �determined function is an 

encrypted data transaction �· 
\ 

IPDAL:It7156.1 2066lo004S7 2 \ 
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J?{ · � The microcontroller based secure transaction integrated 

circuit of claim� further comprising an energy circuit connected 

to said memory circuitry. 

1{ � The m��ontroller based secure transaction integrated 

circuit of claim�, wherein said memory circuitry is non-volatile 

RAM. 

circuit 

The microcontroller based 

of claim � wherein said 

secure transaction integrated 

microcontroller based secure 

transaction integrated circuit is programmed in a script 

4 programming language. 

�� The microjontroller based secure transaction integrated 

2 circuit of claim �, wherein said microcontroller based secure 

3 

4 

2 

3 

4 

5 

transaction integrated circuit is incorporated into an 

articulatable item. 

�% � The mtcr�ontroller based secure transaction integrated 

circuit of claim � wherein said articulatable item is selected 

forma group comprising a ring, a bracelet, a credit card, a smart 

card, a necklace, an identification badge, a key fob, and a token 

shaped object. 

!PDAL:l871S6.1 20661o004S7 3 
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3 

Patent Application 
Docket No. 20661-00457Cl ri'y{ � The microcontroller based secure transaction 

j_ 
integrated 

circuit of claim � further comprising the ability to create 

encryption key pairs. �2, _; · ��. � : � A secure transact ' n integrated circuit comprising: 

3 

9 

10 

a memory 

microcontroller core, 

a modular 

communication with 

encryption and decryp 

an 

microcontroller 

in communication with said 

storing a transaction program ; 

accelerator circuit, in 

core, for performing 

and 

in communication with said 

for receiving and transmitting data 

, information with other electronic device . 

1 1'6 · 
The secur� transaction integrated circuit of claim �, 

2 wherein said memory circuit is a nonvolatile RAM .  

1 

r 
The secure transaction integrated circuit of claim � 

2 wherein said memory circuit can comprise a plurality of transaction 

3 groups wherein each said transaction group can comprise a 

4 transaction program created by a service provider. 

IPDAL:I87156.1 2066I..oo4S7 4 
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Patent Application 
/'"). t ' Docket No. 20661-00457Cl fer' . q � The secure transaction integrated circuit of claim � 

2 further comprising an energy circuit connected at least to said 

3 

2 

3 

4 

memory circuit. 

L 

. -· fl{ �· The secure tran c i integrated circuit of claim 
tD 4\. 

further comprising clock circuit for measuring time a.nd 

providing ation when predetermined functions are 

performed 

1 .-K5  
The secure transaction integrated circuit o f  claim �, 

wherein said input /output circuit is · a bidirectional one-wire bus 

comprising a communication/power connection and a ground 

connection. 

4 7 .  The secure transaction integrated circuit of claim 4 1 ,  

2 wherein said transactio 

3 integrated 

'ii 
�· The secure 

wherein said secure 

. integra/Cd into 

cash transactions. 

integrated circuit of claim 4 1 ,  

integrated circuit i s  further 

·---� :1 � The secure transaction integrated circuit of clai�sf 

wherein said articulatable item is selected from a group comprising 

WOA1..:1171S6.1 20661.00.57 5 
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3 t 
L

a ring, a bracelet, a wallet, a 

� ��· necklace, an identification card, �0 
credit card, a smart card, a 

a key fob, and a token shaped 

' 

object . --

REMARJ::S 

Reconsideration and allowance are respectfully requested in 

view of the foregoing amendments and the following remarks . 

Claims 32-48 are pending in this application. 

Claims 23-31 have been canceled without prejudice. 

Regarding the Non-statutory Double Patenting Rejection 
The present application has been rejected under the non-

statutory double patenting rejection based on a judicially created 

doctrine grounded in public policy. Applicant will timely file a 

terminal disclaimer in compliance with 37 C . F . R .  § 1 . 3 2 1 ( c) if it 

is deemed necessary after the Examiner has examined the now pending 

claims. 

Regarding the 35 U.S.C. § 101 Double Patenting Rejection 
Claim 2 3  was rejected under 35 u . s . c .  S 101 for claiming the 

same invention as that of claim 1 of prior U . S .  Patent No. 

5 , 748,740. Applicant .has canceled claims 23-31, thereby rendering 

this rejection moot. Applicant respectfully requests that the 35 

u . s . c .  S 101 double patenting rejection be withdrawn . 

IPDAL:li71S6.1 l0661-004S7 6 
'- - .  
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Regarding New Claims 

Patent Application 
Docket No. 2066l-00457C1 

Applicant has added new claims 32-48 which further claim novel 

aspects of the present invention. Applicant respectfully believes 

that these claims are ready for allowance. 

In view of the above , it is believed that this application is 

in condition for allowance , and such a Notice is respectfully 

requested . 

Date: 

Jenkens & Gilchrist, 
A Professional Corporation 
1445 Ross Avenue, suite 3200 
Dallas, Texas 75202-2799 
214/855-4789 
214/855-4300 (fax) 

li'OAL:U71�1 10661-ooiS? 

Respectfully submitted, 

P . C . 

7 
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APPUCATION NO. F lUNG DATE 

S 1 E. \/EN R I:;;HE!::!'IF H:.i..I:o 
J ENt.;t=.NS & \;1 I L CHR IST 
�200 FOUNTAIN PLACE 
144S ROSS AVENUE 
CALLAS TX 75202-�799 

UNITED STATES ..,�PARTMENT OF COMMERCE 
Patent and Trademark Office 
Address: COMMISSIONEJ'I OF PATENTS AND TRADEMARKS 

Washington, D.C. 20231 

ARSTNAMED INVENTOR ATIORNEY DOCKET NO. 

CURii:Y s 2066\··45�(1 

EXAMINER 

ART UNI T PJO.PER NUMBER 

276F..· b 
DAnE MAILED; 

Please find below and/or attached an Office communication concerning this application or 
proceeding. 

Commissioner of Patents and Trademarks 

PT0·80C (Rev. �I 1· Filo Copy 
"tJ S GPO 1998-437-638180022 
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Office Action Summary 

lXI Responsive to communlcatlon(s) filed on .:::9�N.!.:o::.:v:.....:.;19::::9::::8�--------------------
0 This action is FINAL. 
!Xl Since this application is in condition for allowance except for formal matters, prosecution as to the merits Is closed 

in accordance with the practice under Ex parte Quayle, 1935 C.D. 1 1 ;  453 O.G. 213. 
A shortened statutory period for response to this action is set to expire two (2) month(sl. or thirty days, whichever 
Is longer, from the mailing date of this communication. Failure to respond within the period for response will cause the 
application to become abandoned. (35 u.s.c. § 1331. Extensions of time may be obtained under the provisions of 
37 CFR 1 . 1 36(8). 

Disposition of Claims 
!Xl Claim(sJ 32·47 47 and 48 is/are pending In the application. 

Of the above, claim Is) ------------------- is/are withdrawn from consideration. 
IXl Claim(s) 32-47 47 and 48 is/ere allowed. 

0 Claimlsl __________________________ is/are rejected. 
0 Claimlsl is/are objected to. 
0 Claims are subject to restriction or election requirement. 

Application Papers 
0 See the attached Notice of Draftsperson's Patent Drawing Review, PT0-948. 
0 The drawinglsJ filed on is/are objected to by the Examiner. 
0 The proposed drawing correction, filed on is [}pproved Olisapproved. 
0 The specification is objected to by the Examiner. 
0 The oath or declaration is objected to by the Examiner. 

Priority under 35 U.S.C. § 1 1 9  
0 Acknowl!ldgement is made of a claim for foreign priority under 3 5  U.S. C. § 1 1 9 1aHdl. 

0 All 0 Some• 0 None of the CERTIFIED copies of the priority documents have been 
0 received. 
0 received in Application No. (Series Code/Serial Number) --------

0 received in this national stage application from the International 8ureau (PCT Rule 1 7.2(a)). 
•certified copies not received:-----------------------------

0 Acknowledgement is made of a claim for domestic priority under 35 U.S. C. § 1 1 9(e). 

Anachmentlsl 
0 Notice of References Cited, PT0-892 
0 Information Disclosure Statement!sl, PT0-1449, Paper NolsJ. ----

0 Interview Summary, PT0-413 
0 Notice of Draftsperson's Patent Drawing Review, PT0-948 
0 Notice of Informal Patent Application, PT0-152 

·- SEE OFFICE ACTION ON THE FOLLOWING PAGES -
U. $, Ptttf'l! •M Ttol6trntrt OffiCI 
PT0-326 (Rev. 9-951 Office Action Summary Part of Paper No. __ e __ 
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Application/Control Number: 09/041,190 Page 2 

Art Unit: 2766 

1 .  This application is in condition for allowance except for the following formal matters: 

It appears that either there has been an error in claim numbering or that a claim has been 

omitted in the most-recent amendment. The present claim numbering goes 32, 33, 34, . . .  , 46, 47, 

47, 48. That is to say, there are two claims numbered as claim 47. Appropriate correction is 

hereby required. 

Prosecution on the merits is closed in accordance with the practice under Ex parte 

Quayle, 1935 C.D. 1 1 ,  453 O.G. 213. 

A shortened statutory period for reply to this action is set to expire TWO MONTHS 

from the mailing date of this letter. 

2. Any inquiry concerning this communication or earlier communications from the examiner 

should be directed to Bemarr Gregory whose telephone number is (703) 306-4153. 

beg 
December 15, 1998 

�� e. a.� · 
Bernarr E. Gregory tf 
Primary Examiner 
Art Unit 2766 
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Patent Application / '  

Docket No. 20661-00457C1 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In the Application o f :  

Stephen Curry e t  al . 

Serial No . :  09/04 1 , 190 

March 1 0 ,  1998 Filed: 

§ 
§ 
§ Examiner: Gregory, B .  
§ 
§ Group Art Uni t :  2766 
§ 

For: Method, Apparatus, System and Firmware for Secure Transactions 

BOX NON-FEE AMENDMENT 
Assistant Commissioner For 
Patents 
Washington, D . C .  2 0 2 3 1  

Dear S i r :  

CeRTIFICATE Of HAILING 
I he.t·eby cer:ti£y that thts correspondence 1s being 
depo�uted. postage pa1d w1th tho Uruted States 
Polltdl Service pest age p.:n.d a.s fl. r:st class rrklll in 
an envelope addressed to: A.$$l3tant CorrmlSSloner ::r ::;;t�/97�.2�2�l

/ 

. . 0 lJ 
. &.���·--'?�./.�. � 

S l9.
na curo -.- · -c-.-� 

AMENDMENT 

Responsive to the Official Action mailed on December 1 6 ,  1998, 

reconsideration and allowance of the present appl icat ion are 

respectfully requested and believed to be appropriate in view of 

the following amendments and remarks : 

In the Claims: 

Please cancel both claims 4 7 ,  and 47 without prej udice . . / 
� 1� P l ease add the following new claims : -� -

1 1 I - - t"'&..'a·. The secure transaction integrated circuit of claim , t-9 (11'0 ., 
AVrfrr> /)VI" 

3 

wherein said transaction program can enable said secure transaction 

integrated circuit to perform digital cash transactions. 

IPDA.L 196207 I 2066i.ll0457 

1 i 



Page 211 of 544

/ fJp 
Patent Application 

Docket No. 20661-00457Cl 

f$ l � /l.v�\ �L �· 
,v;' (i\;�, wherein 

The secure transaction integrated circuit of claim �,  
said secure transaction integrated circuit is further 

�� 3 integrated into an articulatable item. - -

i 
! 

REMARKS 

Reconsideration and allowance are respectfully requested in 

view of the foregoing amendments and the following remarks. 

Claims 32-46 and 48-50 are pending in this application. 

Applicant appreciates the Examiner ' s  indication that all the 

claims in this application are allowable except for a minor formal 

matter of claim numbering. Applicant further appreciates the 

Examiner pointing out that two pending claims have both been 

numbered 1 4 7 1 • 

· To remedy the problem applicant has canceled both of the 

claims numbered 1 4 7 1  and inserted two identical claims that are 

numbered 49 and S O .  I t  is believed that appropriate correction has 

been made and the formal matter has been remedied. Applicant 

respectfully submits that this application is ready for allowance. 

-----

IPDAL 196207 I 2066i-004S7 2 
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Patent Appli cation 
Docket No. 2 0 6 6 1 - 0 0457Cl 

In view of the above amendments and remarks, reconsideration 

and allowance of this application is believed to be warranted, and 

a Notice to such effect is earnestly solicited . 

Jenkens & Gilchrist, 
A Professional Corporation 
1445 Ross Avenue, Suite 3 2 0 0  
Dallas, Texas 7 5 2 0 2 - 2 7 9 9  
214/855-4789 
214/855-4300 ( fax} 

IPDAL:l96207.1 20661..()()�57 

Respectfully submitted, 

P . C .  

3 

( 
�. __ . 
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Received 
JAJI/ I ") 

Group 2.,nn Patent Application 
l�ket No. 20661-00457C1 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In the Application o f :  

STEPHEN M .  CURRY ET AL. 
§ 
§ 
§ 
§ 
§ 
§ 
§ 

Examiner: GREGORY , B .  
Serial No . :  09/04 1 , 190 

Filed : March 1 0 ,  1998 
Group Art Uni t :  2766 

For: METHOD, APPARATUS , SYSTEM AND FIRMWARE FOR SECURE TRANSACTIONS 

Assistant Commissioner 
for Patents 

Washington, D . C .  20231 

Dear Sir: 

AMENDMENT TRANSMITTAL LETTER 

This is an amendment in the above-identified application and 

includes the transmitted herewith attachments of the same date and 

subject which are incorporated hereunto by reference. The 

signature below is to be treated as the signature to th�� 
attachments in absence of a signature thereto . /. 

Transmitted herewith in the above-identified application �re : // '-=-------
Amendment in response to the Office Action dated 12/16/98 1) 

2) Acknowledgment Postcard. 

1POAL:l96J85.l 20661·00457 
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2. 

3 .  

4 .  

X 

TOTAL 
CLAIMS 

INDEP. 
CLAIMS 

Patent Application 
Docket No. 20661-00457Cl 

Small entity status of this application under 37 CFR 1 . 9  
and 1 . 27 has been established by a verified statement 
previously submitted. 

A verified statement claiming small entity status under 
37 CFR 1 . 9  and 1 . 27 is enclosed. 

No additional fee i s required. 

FEE REQUIREMENTS FOR CLAIMS AS AMENDED 

Cl.AlMS 

RDt,.INING HIGHEST If S>ll\LL LAAGB 
Al'"t£R PR.EV'IOOSt.Y PRES Em' BNTITY ENTI!Y 

AMBNDMGNT PAlO f'OR 8XTRA AAT£ !tATE 

--1JL._ ...lL_ . __ o_ x11 OR x22 
(at least 20) (31t 1ent OJ 

__ 2_ � . ____Q__ x41 QE x82 
(at hast 31 (at leAr.t 01 

FIRST PRESENTATION OF � MULTIPLE +130 z QE +260 

DEPENDENT CLAIMS 
(leave blank if this is a � appln) 

TOTAL FEE B'OR ADDBD CLAIMS 

5 .  --- IDS ATTACHBD RBQUIRJ>S OFFICIAL PEE • ADD $230 (RULE 1 .  9? (C)) OR $130 
(RULE 1 . 97(d) PETITION) 

$...Q..._ 
$ __ 

6 .  I F  TERMINAL DISCLai MER attached add Rule 20 (d) 
Official Fee 

$55 
(S:oall 

li:nt .. u:y) 

$110 

(Large 
Bntityt 

$ __ 

7 .  Petition i s  hereby made under 3 7  CFR 1 . 136 (a)  to extend 
the original due date to cover the date this response is 
filed for which the requisite fee is attached: 

One Month 
Two Months 
Three Months 
Four Months 

Small Entity 

$ 55  
$200 
$475 
$755 

Large 
Entity 
_$ 110 

$ 400 
$ 950 =$ 1 , 510 

ADDITIONAL FEE FOR EXTENDED RESPONSE 
/ 

$ ___ +-1 "'------···-

IPDAL: l96385.1 20661-0045? 2 
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8 .  

9 0 

1 0 .  

Received 
•• 0 :,'/ 1 9 

P� ?.flf\l.ication 
Docket No��o��yUoo457Cl 

Applicant has not been notified that the requested 
extension will not be permitted. The present application 
is not involved in an interference declared pursuant to 37 
CFR 1 . 611 . 

TOTAL FEES $ __ _ 

A check in the amount of $� is attached. Please 
charge any deficiency or credit any overpayment to 
Jenkens & Gilchrist Deposit Account No. 10-0447. 

Please charge Jenkens & Gilchrist Deposit Account 
No. 1 0 - 0447 in the amount of $ This sheet 
is attached in duplicate. 

CtiARGE SIATEMENT: The commissioner is hereby authorized to charge 
any fee specifically authorized hereafter, or any missing or 
insufficient fee(s) filed, or asserted to be filed, or which should 
have been filed herewith or concerning any paper filed hereafter, 
and may be required under 37 CFR 1 . 16 - 1 . 1 8  (missing or 
insufficiencies only) now or hereafter relative to this application 
and for the resulting Official Document under 37 CFR 1 .  2 0 ,  QR 
credit any overpayment to Jenkens & Gilchrist Deposit Account No. 

10-0447 for which purpose a dupl icate copy of this sheet is 
attached .·  

This CHARGE STATEMENT does not authorize charge of the issue fee 

until/unless an issue fee transmittal form is filed. 

Date: ""] f\� 8 1 1999 

Jenkens & Gilchrist , P . C .  
3200 Fountain Place 
1445 Ross Avenue 

Respectfully submitted, 

•tn tbe�ro: that O.allas�rconductor Corpotati'OC\ Dtpodt A«<Unt No 04.00ll WWIO! � chatged tiCI'Cby tooover the TOTAL Ff£, ,pleaa: dl:&rge lhe TOTAl. f.EE to our 
Orposu Act.:ount No 10.0'41 

·--

lPDAL: 196385 . I 20661•00.57 3 
\... , __ _ ·-
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Notice of Allowsbility 

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance and Issue Fee Due or other appropriate communication will be 
mailed In due course. 

!XI This communication is responsive to .t:.A:!!.m!!.e�n.!.!cJ.�m�e:!!.n!!.t..!C�of:....:..T!...T �J2.an!.!;u!!!a!!.ryL..!.T�9�9�9�-------------

!Xl The allowed claim(s) Is/are .::3�2.:::·4�6�a!!!n!.!:d!...:4�9:!.:·!!.5!...1 ______________________ _ 

0 The drawings filed on -------- are acceptable. 

0 Acknowledgement is made of a claim for foreign priority under 35 U.S. C. § 1 19(a)-(d). 

0 All 0 Some• 0 None of the CERTIFIED copies of the priority documents have been 

0 received. 

[l received in Application No. (Series Code/Serial Number) --------
0 received in this national stage application from the International Bureau (PCT Rule 17.2(a)). 

•certified copies not received: -----------------------------
0 Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 1 1 9(e). 

A SHORTENED STATUTORY PERIOD FOR RESPONSE to comply with the requirements noted below is set to EXPIRE 
THREE MONTHS FROM THE "DATE MAILED" of this Office action. Failure to timely comply will result in 
ABANDONMENT of this application. Extensions of time may be obtained under the provisions of 37 CFR 1 .1 36(a). 

0 Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PT0-152, which discloses 
that the oath or declaration is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED. 

00 Applicant MUST submit NEW FORMAL DRAWINGS 

IXl because the originally filed drawings were declared by applicant to be informal. 

0 including changes required by the Notice of Draftsperson's Patent Drawing Review, PT0-948, attached hereto or 
to Paper No. 

0 including changes required by the proposed drawing correction filed on -------- , which has been 
approved by the examiner. 

0 including changes required by the attached Examiner's Amendment/Comment. 

Identifying indicia such as the application number (see 37 CFR 1.�cl) should be written on the reverse side of the 
drawings. The drawings should be filed as a separate paper with a transmittal lemer addressed to the Official 
Draftsperson. 

0 Note the attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Any response to this letter should Include, in the upper right hand corner, the APPLICATION NUMBER (SERIES 
CODE/SERIAL NUMBERI. If applicant has received a Notice of Allowance and Issue Fee Due, the ISSUE BATCH NUMBER 
and DATE of the NOTICE OF ALLOWANCE should also be included. 

Attachment(s) 

0 Notice of References Cited, PT0-892 

0 Information Disclosure Statement(s), PT0-1449, Paper No(s). ----
0 Notice of Draftsperson's Patent Drawing Review, PT0-948 

0 Notice of Informal Patent Application, PT0-1 52 

0 Interview Summary, PT0-413 

0 Examiner's Amendment/Comment 

0 Examiner's Comment Regarding Requirement for Deposit of Biological Material 

0 Examiner's Statement of Reasons for Allowance 

V. S. Ptttr�t t.nct Ttdtrnert. otht• 
PT0-37 (Rev. 9-95) Notice of Allowability 

/ J� .aJ /) ").-?-?/ 
BERNARR EARL GRE®RY 

PRIMARY EXAMINER 
ART UNIT 2766 

Part of Paper No. __ a __ 
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·. � 
UNITED STATEb �.�PARJMENT OF COMMERCE 
Patent and Tradeniark OffiCe 

NOTICE OF ALLOWANC&AND ISSUE FEE DUE 

STEVEN n C->RE.F.Nr-H:t. [> 
.! U.l�>:.FNB �., ':..rLCHr'l l -:'r 
:�2"0 FOUNTIH N F'LAC"E 
J <145 HOSS AIJENUE 
t •:il. Ulo;-i T X ;''5'21i'!:;·· · �c l"f':C, 

APPLICATION NO. I FILING DATE I TOTAL ClAIMS I 
C1JPPY .• 

' 

EXAMINER ANO GROUP ART UNIT ·I 

Tlll.f OF !'If.. TI-l,-)[• . f;f''F'�lf-<?HLJ�, s·,--;:.1 !'.N f',rJl) r f F�l>l!IIAFF. F I)R f.!:Cl i!O(L T k;��JSAr, T f i'lf\J�:.-
INVENTlON 

A TTY'S DOCKET NO. I CI.ASS..SUBCLASS I BATCH NO. I APPLN. TYPE I SMAU. ENTITY j FEE DUE l 
21Z16 t:. l - •+57(: 1 380 -02 5 . 000 . D � 4 UTJL.l T l'  

DATE UAILED 

DATE DUE 

THE APPLICA nON IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. PRQSECUT10N ON THE MEBITS IS CLOSEQ. 

THE ISSUE FEE MUST BE PAID WITHIN THREE MONTH$ FROM THE MAILING DATE OF THIS NOTICE OR THIS 
APPLICAnON SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD CANNOT BE EXTENDED. 
HOW TO RESPOND TO THIS NOTICE: 
I. Review the SMALL ENTITY status shown above. 

If the SMALL ENTITY is shown.as YES, verify your 
current SMALL ENTITY status: 

A. If the status is changed, pay twloe the amount of the 
FEE DUE shown above and notify the Patent and 
Trademark Office of the change in status, or 

B. If the status is the sam&� pay the FEE DUE shown 
above. 

If the SMALL ENTITY is shown as NO: 

A. Pay FEE DUE shown above, or 

B. File verified statement of Small Entity Status before, or with, 
payment of 1/2 the FEE DUE shown above. 

II. Part B-lssue Fee Transmittal should be completed and returned to the Patent and Trademark Offioe (PTO} with your 
ISSUE FEE. Even if the ISSUE FEE has already been paid by charge to deposit account, Part B Issue Fee Transmittal 
should be completed and returned. If you are charging the ISSUE FEE to your deposit account, section "4b" of Part 
B·lssU'e Fee Transmittal should be completed and an extra copy of the form should be submitted. 

Ill. All eommunlcatior\s regarding this application must give application nurylber and batch number. 
Please direct all communications prior to issuanoe to Box ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It Is patentee's rHponsibility to ensure timely payment of maintenance 
fees when due. 

PATENT AND TRADEMARK OI'I'ICI! COPY 
PTOL.S5 (REV. 1().96) AppiOV8d lot USGihiOUgl\ oe/30J99. (0651�) ' 



Page 218 of 544

�·· -·- .. _ .. �·-

, -�-:-;:--··· . \. ,.MTB ti8UIIIaTMN8MITTAt. \ I, 

tblt ftml, .......... ,. ·• '-- ._ ... .WE JEI Mllll8nl C.w' 1 •• far.....,..' 'Ale Ill• ... n. D.C. 2ta1 

O(A.UI«J INSTRUC'f70NS! lhla 1o1m ehoiAd be used for� ihe ISSUE FEE. Bloc:ka 1 
� 4  ShoUld be compl8tad� IIPPfOPII&Ie. Alll.wlhercooeepondeocelndudingihe luu. Fae C41pC.IN Palen!. acM�n<;e orders ..cl nodftcallon ol � ,_ w11 be mdecl to the currant 

nupondenc:e add-u lnclca1ed 1.111ess OOIIeCied below or direct«! oChe!WiM n Block 1, by (a) 
• _..atyWig a new oorreapondence adclfwl; and/or (b) incica.lfng a separate -,:ee ADORES$" for 
malnt«w'oee '" notilicetione. 

Nolo: The cenlllcllte of mdiiQ beiOwcen ody be ..-1 fordomedc mallngs ollhe lull8 FeeT� Thll cerutcale C8WIOI be uaed 
for any-8CCOIIII* •tlnG Pll*'le e.tt'llldcllonal paper, auch as an 8SSignmenl 01 IOIINII �. rnuolhiW tis_, C8llllic8!8 ol malllrQ . 
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Steven R. Greenfield 
Jenkens & Gilchrist 
3200 Fountain Place 
1445 Ross Avenue 
Dallas, TX 75202-2799 

In re Application of 
Stephen M. Curry 

SERIAL NO.: 09/041,190 
FIT.,ED: March 10, 1998 
FOR: Apparatus, System and Frimware 
for Secure Transactions 

UNITED STATES DEPARTMENT OF COMMERCE 
Patent and Trademarl< Office 

C:� ASSISTANT SECRETARY AND COMMISSIONER .A . / 
OF PATENTS AND TRADEMARKS ·q 
Washington, 0 C. 20231 

MAILED 
JUN 2 5 W'11i 

Office oi �:,i'l !)i�ector 
Group3600 

Withdrawal From Issue 

The above-identified application is withdrawn from issue after payment of the issue fee 
due to unpatentability of one or more claims. See 3 7 CFR 1 .  3 13 (b )(3). 

The above-identified application is hereby withdrawn from issue. 

The issue fee is refundable upon written request. If, however, the application is again 
found allowable, the issue fee can be applied toward payment of the issue fee in the 
amount identified on the new Notice of Allowance and Issue Fee Due upon written 
request. This request and any balance due must be received on or before the due date 
noted in the new Notice of Allowance in order to prevent abandonment of the application. 

Telephone inquiries should be directed to Thomas H. Tarcza at (703) 306-4171. 

The above-identified application is being forwarded to the examiner for prompt 
appropriate action, including notifying applicant of the new status of this application. 

John F. Terapane 
Director, Technology Cent 
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Office Action Summary 
Application No . 

09/041,190 

Examiner 
Bemarr Earl Gregory 

1&1 Responsive to communication{s) filed on ..!1!..!1'-'J�a�n!...!:19�9�9�--------------------

0 This action is FINAL. 
0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is closed 

in accordance with the practice under Ex parte Quayle, 1935 C. D. 1 1 ;  453 O.G. 213. 
A shortened statutory period for response to this action is set to expire three (3) month(s), or thirty days, whichever 
is longer, from the mailing date of this communication. Failure to respond within the period for response will cause the 
application to become abandoned. (35 U.S. C. § 133). Extensions of time may be obtained under the provisions of 
37 CFR 1 . 136(a). 

Disposition of Claims 
lXI Claim(s) 32-46 and 49-51 is/are pending in the application. 

Of the above, claim(s) -------------------- is/are withdrawn from consideration. 

0 Claim(s) -------------------------- is/are allowed. 
!XI Claim(s) 32 35-39 41-44 46 and 49-51 is/are rejected. 
® Claim(s} 33, 34, 40, and 45 is/are objected to. 

0 Claims -------------------- are subject to restriction or election requirement. 

Application Papers 
0 See the attached Notice of Draftsperson's Patent Drawing Review, PT0-948. 
0 The drawing(s) filed on is/are objected to by the Examiner. 

0 The proposed drawing correction, filed on is Olpproved [)jisapproved. 

0 The specification is objected to by the Examiner. 
0 The oath or declaration is objected to by the Examiner. 

PrioritY under �5 U.S.C. § 1 1 9  
0 Acknowledgement Is made of a claim for foreign priority under 35 U.S. C. § 1 1 9(a)-(d). 

0 All 0 Some• 0 None of the CERTIFIED copies of the priority documents have been 

0 received. 
0 received in Application No. (Series Code/Serial Number) --------

0 received in this national stage application from the International Bureau {PCT Rule 17.2(a)). 
*Certified copies not received: -------------------------------

0 Acknowledgement is made of a claim for domestic priority under 35 U.S. C. § 1 19(e). 

Attachment(s) 

0 Notice of References Cited, PT0-892 
0 Information Disclosure Statement(s), PT0-1449, Paper No(s). ___ _ 
0 Interview Summary, PT0-41 3 
0 Notice of Draftsperson's Patent Drawing Review, PT0-948 
0 Notice of Informal Patent Application, PT0-152 

--- SEE OFFICE ACTION ON THE FOLLOWING PAGES -
U. S. Patent and Trbde�N�rt Offict 
PT0-326 !Rev. 9-951 Office Action Summary Part of Paper No. _1_o __ 
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Application/Control Number: 09/041,190 Page 2 

Art Unit: 3662 

1 .  As was indicated in the Letter mailed 25 June 1999 from the Director ofTechnology 

Center 3600, prosecution of the instant application is being reopened. 

2. The following is a quotation of the appropriate paragraphs of35 U.S. C. 102 that form the 

basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless --

(b) the invention was patented or described in a printed publieation in this or a forc1gn country or in public use or 
on sale in this country, more than one year prior to the date of application for patent in the United States. 

3. Claims 32, 35, 36-39, 41-44, 46, and 49-51 are rejected under 35 U.S.C. 102(b) as being 

anticipated by Hirokawa (EPO Publication 0458306 A2). 

Claim 41 is taken as an exemplary claim for the purposes of this rejection. Please note the 

discussion of drawing figures 8 and 9 at column 6, lines 30-47 ofHirokawa (EPO 

Publication 0458306 A2). The claim 41 "secure transaction integrated circuit" is shown in Figure 

9 ofHirokawa (EPO Publication 0458306 A2). Item 3 1  ofFigure 9 ofHirokawa (EPO 

Publication 0458306 A2) corresponds to the "microcontroller core" of claim 4 1  of the instant 

application. Item 33 of Figure 9 corresponds to the claim 41 "memory circuit." Item 32 of 

Figure 9 corresponds to the claim 41 "modular exponentiation acceleration circuit." And, item 36 

of Figure 9 corresponds to the claim 41 "input/output circuit." Item 21 in Figure 6 ofHirokawa 

(EPO Publication 0458306 A2) corresponds to the claim 41 "another electronic device." Please 

see column 6, lines 1 1-24 ofHirokawa (EPO Publication 0458306 A2) concerning Figure 6 of 

Hirokawa (EPO Publication 0458306 A2). Please also note column I,  line 56 through 

column 2, line 35 ofHirokawa (EPO Publication 0458306 A2). 
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Application/Control Number: 09/041,190 Page 3 

Art Unit: 3662 

4. Claims 32, 35, 36-39, 41-44, 46, and 49-5 1 are rejected under 35 U.S.C. 102(b) as being 

anticipated by SGS-Thomson Microelectronics publication ST16xF74 (dated 10/93). 

The Figure 1 block diagram in SGS-Thomson Microelectronics publication ST16xF74 

(dated 10/93) is very similar to the chip in Hirokawa (EPO Publication 0458306 A2) and similarly 

shows all of the claimed elements. 

5. The nonstatutory double patenting rejection is based on a judicially created doctrine 
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or 
improper timewise extension of the "right to exclude" granted by a patent and to prevent possible 
harassment by multiple assignees. See In re Goodman, 1 1  F.3d 1046, 29 USPQ2d 2010 (Fed. 
Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 
F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 6 1 9  
(CCPA 1970);and, In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR l.32l(c) may be used to 
overcome an actual or provisional rejection based on a nonstatutory double patenting ground 
provided the conflicting application or patent is shown to be commonly owned with this 
application. See 37 CFR 1 .130(b). 

Effective January I, 1994, a registered attorney or agent of record may sign a terminal 
disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR 3.73(b). 

6. Claims 32, 35, 36-39, 41-44, 46, and 49-51 are rejected under the judicially created 

doctrine of double patenting over claims 1-13 ofU. S. Patent No. 5,748,740 since the claims, if 

allowed, would improperly extend the "right to exclude" already granted in the patent. 

The subject matter claimed in the instant application is fully disclosed in the patent and is 

covered by the patent since the patent and the application are claiming common subject matter, as 

explained below. 
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Art Unit: 3662 

In accordance with a recent modification ofUSPTO policy relative to this kind of 

rejection, in addition toln re Schneller, 397 F.2d 350, 158 USPQ 210 (CCPA 1968), support for 

the aforementioned types of question of patentability or rejection is to be provided in a matter 

similar to the equity-based reasoning employed in In re Berg, 140 F.3d 1428, 46 USPQ 2d 1226 

(Fed. Cir. 1998). 

Initially it should be noted that the present application is a voluntarily filed continuation 

application of patent application 08/594,983 (U.S. Patent 5,748,740) both having the same 

inventive entity and the same priority date of29 September 1995. The disclosures relating to the 

claims in question in both the application and patents are identical. 

A comparison chart is given to compare claim 41 of the instant application to claim 1 of 

U.S. Patent 5,748,740. 

****************************************************************************** 

Patent Claim 1 
An electronic data carrier 
used for secure transactions 
comprising: 

input/output circuitry for 
conununicating to a data 
processing circuit; 

math coprocessor circuitry 
electrically connected to said 

Instant Application Qajm 41 
A secure transaction 
integrated circuit comprising: 

an input/output circuit, in 
communication, with said 
microcontroller core; for 
receiving and transmitting 
data information with another 
electronic device 

A modular exponentiation 
accelerator circuit, in 
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Patent Claim 1 

input/output circuitry where 
said math coprocessor performs 
encryption calculations; 

microprocessor circuitry 
electrically connected to said 
input/output circuitry; and 

memory circuitry electrically 
connected to said 
microprocessor circuitry, said 
electronic data carrier 
providing secure, encrypted 
data transfers between said 
electronic data carrier and 
said data processing circuit. 

Instant Application Claim 41 
communication with said 
microcontroller core, for 
performing encryption and 
decryption calculations; and 

a microcontroller core; 

A memory circuit, in 
communication with said 
microcontroller core, for 
storing a transaction program, 

Page S 

****************************************************************************** 

These claims read on the same disclosed embodiment in the Patent and in the instant 

application. For example, the math coprocessor is defined in the disclosure as being a high speed 

modular exponentiation accelerator ("the module 10 preferably contains a general-purpose, 8051-

compatible micro controller 12 or a reasonably similar product, a continuously running real-time 

clock 14, a high-speed modular exponentiation accelerator for large integers (math 

coprocessor) 1 8  . . .  "). The electronic data carrier used for secure transactions is the disclosed 

secure transaction integrated circuit. The microcontroller 12 is labelled as the microprocessor in 
Figure 1 of the Patent and application. 
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Both claim 41 of the instant application and claim 1 of the Patent contain "comprising" 

language as in ln re Schneller, 397 F.2d 350, 158 USPQ 210 (CCPA 1968) and both claim the 

same disclosed embodiment. This open-ended language covers all the elements of the disclosed 

embodiment and as such extends the patent protection. The claim comparison above shows the 

overlapping coverage of both the patent and the instant application. 

It is clear that applicant has voluntarily exercised a choice to provide different claims 

drafted with varying degrees of overlapping scope to the same embodiment in both the instant 

application and the Patent. The grant of an extension of the right to exclude the public from 

making and/or using the invention for longer than the statutory life of the Patent can not be 

justified. Thus, in accordance with the principle of equity as applied in In re Berg, 140 F.3d 

1428, 46 USPQ 2d 1226 (Fed. Cir. 1998), this rejection is fully supported. 

U.S. Patent 5,748,740 was filed on January 31, 1996 (as application 08/594,983) and 

issued on May 5, 1998. Under the rules of GATT and NAFTA for implementation of the 20-year 

term effective June 8, 1995, the term of the aforenoted U.S. patent ends January 31, 2016. 

Similarly, subject to payment of the appropriate fees, the instant application, whi ch makes a 

specific reference in the specification to the aforenoted application 08/594,983 under 3 5  

USC 120, if issued, is entitled to a term that ends January 31, 2016. Therefore, patent protection 

rights cannot be timewise extended by issuance of the instant application even without a 

properly drafted tenninal disclaimer in this case. However, in lieu of the cancellation of claims 32, 

35, 36-39, 41-44, 46, and 49-51 or abandonment of the instant application, applicants must 
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overcome this question of patentability by submission of a paper that at least addresses the 

"enforceability/common ownership" provision of a terminal disclaimer referred to in 37 

CFR 1.321(c)(3). 

Portions ofl\1PEP 804 discuss In re Schneller, 397 F.2d 350, 158 USPQ 210 

(CCPA 1968) as used in double patenting rejections. 

Furthermore, there is no apparent reason why applicant was prevented from presenting 

claims corresponding to those of the instant application during prosecution of the application 

which matured into a patent. See In re Schneller, 397 F.2d 350, 158 USPQ 210 (CCPA 1968). 

See also 'MPEP § 804. 

7. Any inquiry concerning this communication or earlier communications from the examiner 

should be directed to Bernarr Gregory whose telephone number is (703) 603-1787. The Art Unit 

FAX number is (703) 306-4195. 

beg 

July 19, 1999 

/:J� e, �· Beroarr E. Gregory 
Primary Examiner 
Art Unit 3662 
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PATENT APPLICATION 

Attorney Docket No. 20661-00457 Cl 

In re Application of: STEPHEN M. CURRY 

Serial No.: 09/041,190 

Examiner: B. Gregory 

Filed: 03/101l998 

Group No.: 2766 

For: METHOD, APPARATUS, SYSTEM AND FIRMWARE 
FOR SECURE TRANSACTIONS 

To The Assistant Commissioner 
For Patents 

1 hcnby •enify dW 1bio •oncopondcnce II bcina dq>ooitcd Mtb the Unitod 

Washington, D.C. 20231 M . . . . . .  tle . . ' w . . J,q�. ,  . . . . . . . . . . . . . . . 
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REQUEST FOR REFUND OF ISSUE FEE 
Dear Sir: 

Attached is a copy of the correspondence received from the Patent and. Trademark Office 

advising of the Withdrawal from Issuance regarding the above-referenced application. Also attached 

is a copy of the Issue Fee check. As instructed, applicant respectfully requests that the full amount 

of the issue fee be refunded. 

Jenkens & Gilchrist, P.C. 
1445 Ross Avenue, Suite 3200 
Dallas, Texas 75202-2799 
214/855-4120 

Respectfully submitted, 
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Steven R. Greenfield 
Jenkens & Gilcluist 
3200 Fountain Place 
1445 Ross Avenue 
Dallas, TX 75202-2799 

In re Application of 
Stephen M. Curry 

SERIAL NO. : 09/041, 190 
FILED: March 10, 1998 
FOR: Apparatus, System and Frimware 
for Secure Transactions 

UNITED STATES DEPARTMENT OF COMMERCE 
Patent and Trademark Office 
ASSISTANT SECRETARY AND COMMISSIONER 
OF PATENTS AND TRADEMARKS 
Washington, D.C. 20231 

MAILED 
JUN 2 5 tiJ�Y 

Withdrawal From Issue 

INTEllECTUAl PROPERTY 
JUN 3 0 1999 

JE.NKENS & Glll:Hnl�l 
The above-identified application is withdrawn from issue after payment of the issue fee 
due to unpatentability of one or more claims. See 37 CFR 1 .313(b){3). 

The above-identified application is hereby withdrawn from issue. 

The issue fee is refundable upon written request. If, however, the application is again 
found allowable, the issue fee can be applied toward payment of the issue fee in the 
amount identified on the new Notice of Allowance and Issue Fee Due upon written 
request. This request and any balance due must be received on or before the due date 
noted in the new Notice of Allowance in order to prevent abandonment of the application. 

Telephone inquiries should be directed to Thomas H. Tarcza at (703) 306-4171. 

The above-identified application is being forwarded to the examiner for prompt 
appropriate action, including notifying applicant of the new status of this application. 

John F. Terapane 
Director, Technology Cente 00 
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In re Patent Application of : § 
§ 

Stephen M .  CUrry, et al . § 
§ 

Serial No . :  0 9 / 0 4 1 , 1 9 0  § 
§ 

Filed: March 1 0 ,  1998 § 

Docket 
PATENT 

No. 20661-457C1 

AND TRADEMARK OFFICE 

� 
Examiner: 3662 I 0 ,)1--9'9 
Group No . :  B .  Gregory 

For : METHOD, APPARATUS , 
TRANSACTIONS . 

SYSTEM AND FIRMWARE FOR SECURE 

Assistant Commissioner 
for Patents 

Washington, D . C .  20231 

CERTIFlCATE O.PMAILING llY Jl}(PRESS MAD.. 

"EXPRESS MAIL• �taU in¥ La b el No: EI269J192llUS 
OocearD<pa•ic OGtob-eY-- �6" . .  \·qqg . . . .. .  
11\<Rb)' urtify Chat tbiJ paper orr� i& beina d}p.:.itod wi!li tbc US 
Pottal Scrvi� "Exp<CQ Mail Pau Offioe 10 Addreau• •em« lmder 

37 CFR.l.JO oo the d11c indieatod above and it addr<Nedto tho Auiatanl 
C<lmmlosionerforPatonts, Tnd<muks, W11lllngton, D.C 20231 

�.c���-
AMENDMENT 

Dear Sir: 

Responsive to the Official Action mailed on July 2 3 ,  1999, the 

time reconsideration and allowance of the present application are 

respectfully requested and believed to be appropriate in view of 

the following remarks and amendments .  

0t1ta.2 6301 S4 v 1, �1.00457 

, t ., ' i 
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In the Claims :  

PATBNT 
Docket No. 20661-457C1 

/ ;r.{. (Amended) A . microcontroller based secure transaction 

integrated circuit comprising: 

a microcontroller core; 

a math coprocessor connected to said microcontroller 

core, said math coprocessor being for handling complex mathematics 

of encryption and decryption; 

memory circuitry which can be programmed by a service 

provider to enable said microcontroller based secure transaction 

integrated circuit to perform predetermined functions on behalf of 

the service provider and for the benefit of an end user, said 

memory circuitry being connected to said microcontroller core; 

[and] 

an input/output circuit, connected to said 

microcontroller core, for exchanging information with a device 

external to said microcontroller based secure transaction 

integrated circuit [ ,  and for obtaining electrical energy to power 

at least a portion of said microcontroller based secure transaction 

integrated circuit . ] ;  and 

a real time clock, connected to said microcontroller core, for 

providing a time measurement for time stamping a predetermined 

function . 

Dal ... 2 6)0154 v 1,10661.004S7 2 

• I 
I ' f  

. ,  
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1 

PATENT 
Docket No. 20661-457C1 

-"l ur_. (Amended) The microcontroller based secure transaction oU' .... · 
. . I 

integrated circuit of claim [33) )1, wherein said predetermined 

function is an encrypted data transaction. 

1 Jt"f· (Amended) 

comprising: 

A secure transaction integrated circuit 

a microcontroller core; 

a memory circuit, in communication with said 

5 microcontroller core, for storing a transaction program; 

6 a modular exponentiation accelerator circuit, in 

7 communication with said microcontroller core, for performing 

8 encryption and decryption calculations ; (and) 

9 an input/output circuit, in communication with said 

10 microcontroller core, for receiving and transmitting data 

11 information with another electronic device [ . ) ;  and 

12 a clock circuit for measuring time and providing time stamp 

13 information responsive to functions being performed by said 
14 microcontroller core . 

\ 
\ 

REMARKS 

Reconsideration and allowance are respectfully requested in 

view of the foregoing amendments and the fol lowing remarks . 

Claims 32, 34-44, 46 and 4 8 - 5 0  are presented for examination. 

Claims 33 and 45 are canceled. 

Dallas26.10lS4v I, 20661.004S7 3 
/ 
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Regarding the Allowable Subject Matter 

PATENT 
Docket No . 2 0 6 6l-457Cl 

Claims 3 3 ,  3 4 ,  40 and 45 are indicated as containing allowable 

subject matter. Applicants thank the Examiner for the early 

indication of allowability . 

Claims 3 3  and 45 are canceled, (subject to possible filing in 

a continuation) , and portions of the subject matter of those claims 

are incorporated into their respective independent claims . 

Accordingly, Applicants respectfully submit that independent claim 

3 2  and independent claim 41 are now dist inguishable over the 

applied art, whether taken individually or in combination. 

Applicants, therefore, respectfully request that the Examiner 

reconsider and withdraw the rejection against claims 3 2  and 41 and 

all claims dependent therefrom . 

Regarding the Non-statutory Pouble Patenting Rejection 

Claims 3 2 ,  3 5 ,  3 6 - 3 9 ,  41-44, 46 and 4 9 - 5 1  are rejected under 

the judicially created doctrine of double patenting over claims 1 -

13 o f  U . S .  Patent 5 , 74 8 , 7 4 0 .  Regarding claim 3 2 ,  i t  has been 

amended to incorporate subject matter recited in claim 3 3 .  Because 

' claim 3 3  is not subject to the applied double patenting rejection. 

Applicants respectfully submit that claim 3 2 ,  which now 

incorporates portions of claim 3 3 ,  also is not subj ect to the 

double patenting rejection . Applicants, therefore, respectfully 

o.n .. 2630IS4 v 1, 20661.00457 4 
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PATENT 
Docket No.20661-457Cl 

request that the Examiner reconsider and withdraw the rejection 

against claim 32 and the claims dependent therefrom. 

Similarly, claim 41 now incorporates portions of the subject 

matter of claim 45, which was not subject to the double patenting 

rejection. Accordingly, Applicants submit that claim 4 1 ,  as 

amended, should not be rejected under the doctrine of double 

patenting because it incorporates the subject matter of claim 45 . 

Applicants, therefore, respectfully request that the Examiner 

reconsider and withdraw the double patenting rejection against 

claim 41 and the claims dependent therefrom. 

Conclusion 

In view of the foregoing, it is respectfully submitted that 

the application is in condition for allowance, and an indication of 

the same is courteously solicited. 

JENKENS & GILCHRIST, P . C .  
1445 Ross Avenue, Suite 3 2 0 0  
Dallas, Texas 75202-2799 
( 2 1 4 )  855-4160 
(214) 855-4300 (Fax) 

Oollas2 6301 S4 vI, W66UI0457 

Respectfully submitted, 

/� _, / / / 
By�-� /� \w�yne· o .  Stacy ) 

Reg. No. P - 4t�� 

5 \ 
\ 
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In re Patent Application of: 

Stephen M. Curry, et at. 

Serial No.: 09/041 , 190 

Filing Date: 3/10/98 

§ 
§ 
§ 
§ 
§ 
§ 
§ 

Examiner: 

PATENT APPLICATION 
DOCKET N0.:20661-457Cl 

B. Gregory 

Group Art Unit: 3662 

For: METHOD, APPARATUS, SYSTEM AND FIRMWARE FOR SECURE 
TRANSACTIONS 

CERTJJi'!CATE OF MAILING BY EXPRESS MAIL 

To the Assistant Commissioner for Patents 
Washington, D.C. 20231 

J:�����·��9�S · · · · · · · · · · · · ·  
I hereby certify that chis p!ipcr or fee ill being �;,��l wnh the U.S. P08lN 
Scrvioc: ".E<pte.l.< Mail Post OffiCe to Addma«" �ervtceundor37 CFR 1.10 
on the date i.ndicared above and is &ddru.sed to the Auis:Wtt CoJI'VIli.ssioner for Patent., Tradcnwul<e, w .. hJngton, D.C. 20231 

AMENDMENT TRANSMITTAL LETTER 

Dear Sir: 

This is a response in the above-identified application and includes the transmitted herewith 
attachments of the same date and subject which are incorporated hereunto by reference. The 
signature below is to be treated as the signature to the attachments in absence of a signature 
thereto. 

Transmitted herewith in the above-identified application are: 

1) Amendment Transmittal Letter (in duplicate); 
2) Amendment to Office Action mailed on July 23, 1999; and 
3) Acknowledgment Postcard 

Dalt.u2 6310:M vI. :lll66UJ0457 

\.() o..D 
0 
('"') -1 
N 
(XI 
,.. 
::1:: 
-.1 
Ul 
,. 

..... 
..... � 
;r: 
:.� 
o:>.� ::..>;" -<�� ;:;:: : 
_., J �' :..;o 
�' ;,.) 
!A "' <7) ..,; 



Page 237 of 544

PATENT APPLICATION 
DOCKET N0.:20661-457CI 

Small entity staws of this application under 37 CPR J. 9 and 1.27 has been established by 
a verified statement previously submitted. 

A verified statement claiming small entity status under 37 CFR 1.9 and 1.27 is enclose<!.,, 
(I' '$ � 

No additional fee is required. 

The Fee for entering the attached Amendment is calculated below: 

TOTAL CLAIMS 

INDEP. CLAIMS 

ClAN$ 
Rl!MAJl<INO 

AJ'TBR 
AMBr<DMB� 

_j§_ 

_2_ 

lUOHl!STI 
PR8Vt0USLY 

PAIDPOR 

J1__ 
(.alloaotWJ 

_3_ 
(8ll<o0<3) 

PR8SBNT 

ElCTRA 

_o_ 
("loaotO) 

0 cai'koilo> 
PIRSTPRESENTATION OP �MULTIPLEDEPENDENT 
CLAThlS 
(leave bbnk if IIIia it a r:eiMUe appln) 

FEJo: FOR CLAIM AMENDMENTS 

x9 .. Q.R 

x39 � OR 

+130 � 

LAROB 

6NTtTY 
AAT1! 

xl8 

x78 

+260 

IDS ATfACI!ED Rl!QUTRES OPFICIAL FI!.P.. • ADD $230 (llULE I. 97(c)) PETITION) 
AssiiJllll"nl Recotdalion Fe� ($40) 
II' TERMINAl. DISCLAIMER aUached add Rule 20(d) OfficiAl F� $55 $110 

·;: 
� ';). ;.....\ .:>� 

� <:.:.� <"l�.:2_ -:;('1, � :..a 
r. 

� ·-::, (J\ (fl 
f1# � 

$� 

s_ 

$QJl2 

s __ 

s __ 

$_ 

Pel.llloo is hereby made under 37 CFR J.t36(a) to extend U>e O{iginal due date to oover lhe date this response is filed 
for which lhe requisite fcc i• auaclled: 

SII\Jlll Entity 
One Month $ SS 
Two Months $190 
Three Montbs $435 
Four Montbs $680 

ADDrnONAL l'llE FOR EXTENOEO"RESPONSE 

Lar�e Entity 
__ suo 

$380 

S870 
$1360 

Applicant has not �n noll fled that lite reqUC$Ied exleMion will not be pcmtiued. 1'he present appUCJ�Uon is not involved in an 
i!ller{ucncedeclared p1rsuar1. to 37 CPR 1.611. 

SQ.QQ 

A check in the amount of$ to cover the TOTAL FEE is attached. Please charge 
any deficiency or credit any overpayment to Deposit Account No. 10..()447. 

2 
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PATENT APPLICATION 
DOCKET N0.:20661-457Cl 

Please charge my Deposit Account No. 10-0447 in the amount of $ __ to cover the 
TOTAL FEE. This sheet is attached in duplicate. 

CHARGE STATEMENT: The Commissioner is hereby authorized to charge any fee specifically 
authorized hereafter, or any missing or insufficient fee(s) filed, or asserted to be filed, or which 
should have been filed herewith or concerning any paper filed hereafter, and may be required 
under 37 CFR 1.16-1.18 (missing or insufficiencies only) now or hereafter relative to this 
application and for the resulting Official Document under 37 CFR 1.20, QR credit any 
overpayment to our Deposit Account No. 10-0447, for which purpose a duplicate copy of this 
sheet is attached. 

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless an issue 
fee transmittal fonn is med. 

JENKENS & GILCHRIST, P.C. 
1445 Ross Avenue, Suite 3200 
Dallas, Texas 75202 
Tel: (214) 855-4120 
Fax: 214/855-4300 

Dallas2 6310'26 vI, 20661.00457 

Respectfully submitted, 

By•Z�;:/
s

�

c . 

W ne 0. Stacy 
Registration No. � . �_25 

3 
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UNITED STATES DEPARTMENT OF COMMERCE 
Patent and Trademark Office 

Address : COMMISSIONER OF PATENTS AND TRADEMARKS 
Waahongton. O.C. 20231 L SERIAL NUMBER l FILING DATE I FIRST NAMED APPLICANT j ATTORNEY DOCKET NO. 1 09/04 1 , 1 90 03/10/98 CURRY s 2066 1 - 457C1 

r I EXAMINER 

PM82 / 1 1 0 1  

STEVEN R GREENFIELD GREGORY , B  

JENKENS & GILCHRIST ART UNIT I PAPER NUMBER 

3200 FOUNTAIN PLACE /d 1 4 4 5  ROSS AVENUE 3662 
..,_ DALLAS TX 7520� 2799 DATE MAILED: 

1 1 / 0 1 /99 

'This iJl a communication from the examiner in charge of your application. 

COMMISSIONER OF PATENTS AND TRADEMARKS 

1. �The commwtication ftled 2) OC,/ /j} J' is inform>l/non·responsive for 1he reoson(s) c.hecked below and should be corrected. 

APPLICANT IS GIVEN ONE MONTH FROM THE DATE OF THIS t.ETTER OR UNTIL THE EXPIRATION OF THE PERIOD FOR 

RESPONSE SET IN THE LAST OFFICE ACTION (WHICHEVER IS LONGER) WITHIN WIDCH TO CORRECT THE INFORMALITY. 

a. 0 The amendment to claim(s) , filed , fAil• to comply wilh the 
provisions of 37 C.P.R. 1.121 and is accordingly held to be non·rcspons!Ve. A supplemenlal paper correcting the informal 

portic111s and complying with the rule is required. 

b. 0 The paper is unstgned. A duplicate paper or ratification, properly signed, is required. 

c. 0 The paper is signed by , who is not of rec<>nl. A ratification or a new power of 
auorney with a ratification, or a duplicate paper signed by a person of record, is required. 

d. 0 The tommunication is pl'l'>ented on paper which will not provide a permanent copy. A permtnent copy, or a request that a 

pern�ment copy be made by the Offir.e at applico.nt'sexpense, ;. required, see M.P.E.P. 7)4.07. 

"' 

�r--, 
v 

e. ®other )1-;P,OL /& .. � rS Jh4/I'G 67'1/c/11 /flo C.L...&A-4. ;/v�;-;;epc.n�..v.s n 
C--4-N�.Gt- c.�'h.s 33 A-n�u 17.}; c �/t.d.IE.�n"Al .ls 

- /1-E-.r(GOy /V; �l-l/46tJ, 
2. 0 In accordance with applicant's request, THE PERIOD FOR RESPONSE FROM THE OFFICE ACTION DATED --------

IS EXTENDED TO RUN MONTII(S). 

No further extension will be granted unless appro1·ed by the Commissioner. 37 C.P.R. 1.136 (b) 

3. 0 Reetipt is acknowledged of papers suhmitte� under 3S U.S. C. I J 9 which papen; have lwen made of record in the file. 

4.0 0ther 

PTOL-327 (re•. 10-79) NOTICE TO APPLICANT 

/J� t: ��· BERNARR E. GREGORY PRIMARY EXAIIAINER /Prll� J // 'L 
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Patent Application 
Docket No. 20661-457Cl 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

ln re Application of: 
Stephen M. Curry, et al. 

Serial No.: 09/041,190 

Filed: March 10, 1998 

) 
) 
) 
) 
) 
) 

Examiner: B .  Gregory 

Group Art Unit: 3662 

For: "METHOD, APPARATUS, SYSTEM AND FIRMWARE FOR SECURE 
TRANSACTIONS 

Box NON-FEE AMENDMENT 
Assistant Commissioner for Patents 
Washington, D.C. 2023 1 

Dear Sir: 

CERTIFICATE OF MAILING 

I hc:�by certif)' that lhia c.otrupondtnce it being depo&ilc:d posllge paid 
with the United Stale< i'<lotal St<Vte< u fmt ctaa m.ail in .tn atvelop< 
addressed to: Assbl.&nt Cornmi.u:ioner for Pattnu, 
W uhineton. D.C. 20231 MN�� 
· : · · · ·;�·�· · · · 

AMENDMENT 

Responsive to the Office Action dated November 1, 1999, please amend the above-

identified application for patent as follows: 

Pl�e =eel cWm•L. t.:�:s 

Dalla:s2 637SOS v 1, 20661.00457 
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REMARKS 

Patent Application 
Docket No. 2066l-457Cl 

Reconsideration and allowance of the present application are respectfully requested in 

view of the foregoing amendments. 

Claims 33 and 45 are corrected as required by the Examiner. 

CONCLUSION 

In view of the foregoing, it is respectfully submitted that the application is in condition 

for allowance, and an indication ofthe same is courteously solicited. 

1445 Ross Avenue, Suite 3200 
Dallas, Texas 75202-2799 
(214) 855-4120 
(214) 855-4300 (fax) 

fJ.II.,2 f>37SOS v 1. 20051.004S7 

\ 

Respectfully submitted, 

JENKENS & GILCHRIST, 
A Professional Corporation 

0 
Wayne 0. Stacy 
Reg. No. 45,125 

2 
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PATENT APPLICATION 
DOCKET NO.: 20661-,1;7\ 

.,p � 
� � h� �>\; � ,.(,M (J) (">"2. 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re patent application of: § 
§ 
§ 
§ 
§ 
§ 

....., <;� � ;....< Stephen M. Curry, eta!. � c.a <.o) 

Serial No.: 09/041,190 Group No.: 3662 

Filed: March 10, 1998 Examiner: B. Gregory 

For: METHOD, APPARATUS, SYSTEM AND FIRMWARE FOR SECURE 
TRANSACTIONS 

Box NON-FEE AMENDMENT 
Assistant Commissioner for Patents 
Washington, D.C. 20231 

CERTIFICATE OF MAILING 
I hereby certify lhat lhis paper or fee is being deposited with the 
U.S. Postal Service as first class mail on the dale indicated below 
and is addte.o;sed to the Assistant Commissioner for Patents, 
Washini\On, D.C. 20231 

�-�.�·· · Si�nature 

AMENPMENT TRANSMITTAL LETTER 

Dear Sir: 

tD <1' e,J· 1!, 

This is a response/amendment/letter in the above-identified application and includes the 
transmitted herewith attachment(s) of the same date and subject which is/are incorporated 
hereunto by reference. The signature below is to be treated as the signature to the 
attachment(s) in absence of a signature thereto. 

Transmitted herewith in the above-identified application is/are: 

1) Amendment Transmittal Letter (in duplicate); 
2) Amendment Responsive to November 1 1 ,  1999 Office Action; and 
3) Acknowledgment Postcard. 

Osllas2 63750S v 1. 20661.004$7 
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PATENT APPLICATION 
DOCKET NO.: 20661-457Cl 

Small entity status of this application under 37 CFR 1 .9 and 1.27 has been established 
by a verified statement previously submitted. 

A verified statement claiming small entity status under 37 CFR 1 .9  and 1.27 is 
enclosed. 

_x_ No additional fee is required. 

The Fee for entering the attached Amendment is calculated below: 

CLAIMS 
RBMAIIIINO HIG!IIlSTI 

APTilR PRBVIOUSLY PRESENT 
M1BNOMBNT PAID POR EXTRA 

TOTAL CLAIMS 16 22 
<•t leA<tZO) (,7i;;lo) 

lNDEP. CI,.AIMS 2 
(atlcut3) (at leutO) 

FIRST PRESENTATION OF PROPER MULTIPLE DEPENDENT 
CUUMS 

-----
(leave blank if this is a reissue appln) 

FEE FOR CLAIM AMENDMENTS 

SMALL !.A ROB 
F.I'ITITY BNTITY 

RATS RATE 

x9 xl8 

x39 x78 

+130 +260 

IDS AITACHED REQUIRES OFFICIAL FEE -ADD $240 (RULE 1.97(c)) PETITION) 

Assignmcnl Recordation Fcc (S40) 
IF 1ER.MINAL DISCLAIMF..R atuclled add Rule 20(d) OOicial Fee sss $110 

(SmaU (Lalit l!nd�·) llnory) 

c 

-

-

$0.00 

$0.00 

$0.00 

$0.00 
s __ 

s __ 

$_ 

PetitiOII is hereby made under 37 CFR 1.136(a) to extend the original <lue date to cover the <late this response is filed 
for whicb the requisite fcc is allached: 

Small Entity 
One Month $ 55 
Two Months $190 
Three Months $43S 
Fout Months $680 
ADDmONAL FEE FOR FXJ'ENDED RESPONSE 

Large Entity 
$ll0 
$380 
$870 
$1360 

s_ 
Applicant has not been notified that the requested extension will not be penniued. Tite present application is not involved in an 
interference declared pursualll to 37 CFR 1.611. 

TOTAL FEFS $0.00 

A check in the amount of$__ to cover the TOTAL FEE is attached. Please charge 
any deficiency or credit any overpayment to Deposit Account No. 10-0447. 

Da11As2 637505 v 1, <0661.00457 2 
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PATENT APPLICATION 
DOCKET NO.: 20661-457Cl 

Please charge my Deposit Account No. 10-0447 in the amount of $ __ to cover the 
TOTAL FEE. This sheet is attached in duplicate. 

CHARGE STATEMENT: If these papers are not considered timely filed by the Patent and 
Trademark Office, then a petition is hereby made under 37 C.F.R. § 1.136. The Commissioner is 
hereby authorized to charge any fee specifically authorized hereafter, or any missing or 
insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or 
concerning any paper filed hereafter, and may be required under 37 CFR 1.16-1 .18 (missing 
or insufficiencies only) now or hereafter relative to this application and for the resulting 
Official Document under 37 CFR 1.20, OR credit any overpayment to our Deposit Account 
No. 10-0447, for which purpose a duplicate copy of this sheet is attached. 

This CHARGE STATEMENT does not authorize charge oftbe issue fee until/unless an 
issue fee transmittal fonn is filed. 

1445 Ross Avenue; Suite 3200 
Dallas, Texas 75202-2799 
Tel: 214/855-4120 
Fax: 214/855-4300 

Dall"'2 637S05 v I, 2066Ul0457 

Respectfully submitted, 

JENKENS & GILCHRIST, 
A Professional Corporation 

By: 

3 
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APPLICATION NO. FILING DATE 

03/ 1 0 /98 

STEVEN R GREENFIELD 

JENKENS & GILCHRIST 

3200 FOUNTAIN PLACE 

1445 ROSS AVENUE 

DALLAS TX 75202-2799 

UNITED STATES �..lRTMENT OF COMMERCE 
Patent and Trademark Office 
Address: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington, D.C. 20231 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. 

CURF<Y s 20661-45 

F'M92/0 1 1 2 1  
EXAM IIIlER 

GREGORY, B  

ART UNIT I PAPER NUMBER 

3662 15 
DATE MAILED: 0 1 /12/(.1(1 

Please find below and/or-attached an Office communication concerning this application or 
proceeding. 

Commluloner of Patents and Trademarks 

PTO·toC (Aov. 2/KI 
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No;!Y Allowability 

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith lor previously mailed), a Notice of Allowance and Issue Fee Due or other appropriate communication will be 
mailed In due course. 

l&l This communication is responsive to .:;A;:!m:.:,e:::n.:.:d<:.;m"'e.,n:.:.t..:E:...;o""f'-'2"'2::....:..:Nc::o..<.ve:::m=b:::er--!.'19,9,9::.._ ____________ _ 

lXI The allowed claim lsi is/are _,3'-=2'-, -"'3_,_4·_,44c.:.L., _,_4""'6,'-'a""'n'-"d'-4..:..:9"-·""'5-'-T--------------------
0 The drawings flied on -------- are acceptable. 

0 Acknowledgement is made of a claim for foreign priority under 35 U.S. C. § 1 1 9(a)·(d). 

0 All 0 Some* 0 None of the CERTIFIED copies of the priority documents have been 

0 received. 

0 received in Application No. (Series Code/Serial Number) --------

0 received in this national stage application from the International Bureau IPCT Rule 17.2(a)). 

·certified copies not received:-----------------------------

0 Acknowledgement is made of a claim for domestic priority under 35 U.S. C. § 1 19(e). 

A SHORTENED STATUTORY PERIOD FOR RESPONSE to comply with the requirements noted below is set to EXPIRE 
THREE MONTHS FROM THE "DATE MAILED" of this Office action. Failure to timely comply will result in 
ABANDONMENT of this application. Extensions of time may be obtained under the provisions of 37 CFR 1.136(a). 

0 Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PT0-152. which discloses 
that the oath or declaration is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED. 

IX! Applicant MUST submit NIW FORMAL DRAWINGS 

00 because the originally filed drawings were declared by applicant to be informal. 

0 including changes required by the Notice of Draftsperson's Patent Drawing Review, PT0-948, attached hereto or 
to Paper No. __ . 

0 including changes required by the proposed drawing correction filed on -------- , which has been 
approved by the examiner. 

0 Including. changes required by the attached Examinet's Amendment/Comment. 

Identifying indicia such as the application number (see 37 CFR 1 . 84(c)) should be written on the reverse side of the 
drawings. The drawings should be filed as a separate paper with a transmittal lettter addressed to the Official 
DraftSperson. 

0 Note the attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Any response to this letter should include. in the upper right hand corner, the APPLICATION NUMBER (SERIES 
CODE/SERIAL NUMBER). If applicant has received a Notice of Allowance and Issue Fee Due, the ISSUE BATCH NUMBER 
and DATE of the NOTICE OF ALLOWANCE should also be included. 

Attachment(sl 

0 Notice of References Cited, PT0-892 

0 Information Disclosure Statement(s), PT0-1449, Paper No(s). ----

0 Notice of Draftsperson's Patent Drawing Review, PT0-948 

0 Notice of Informal Patent Application, PT0-152 

0 Interview Summary, PT0-413 

0 Examiner's Amendment/Comment 

0 Examiner's Comment Regarding Requirement for Deposit of Biological Material 

0 Examiner's Statement of Reasons for Allowance 

U , S . P• �r�t • � TtHemtrt O ff te t 
PT0·37 (Rev. 9·95) Notice of Anowability 

/J�LJ/)� 
BERNARR EARl GREGORY 

PRIMARY EXAMINER 
ART UNIT 3862 

Part of Paper No. _1_6 __ 
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liMITED STAT""" �PART
.
M�.N!f

, J'f C'MMERCE 
Paten� and Tr��ark Offtce , 

I 

NOTICE OF ALLOWANCE AND ISSUE FEE DUE .. 
�:HF:VEN R I�RECNF!EL.D .JE::NI<E.NS & (HLCHfUST �32.00 FOUNTAIN PLI�,:�E 144.S HOSS AVENUE DALLAS TX 752D2-2799 

PM<-1 �1."/ fl1 1 2  

APPLI 

First Named 
Applicant 

TITLE OF• 
INVENTION 

CURR 

EXAMINER AND GROUP ART UN_IT 
___ _..I __ DA_T_E_M_AI_LE_O_--f 

C,i Rtl:lORY , 1:� 3662 0 1 / 12/(J(I 

�MWAI�E FOR �-)fCIJHE TI<ANt�ACT 1 ON�� 

OATEOUE 

1)4/t :uoo 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PA TENT. 
PROSECUTION ON THE MERITS IS CLOSED. 
THE ISSUE FEE MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING DATE OF THIS NOTICE OR THIS 

APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD CANNOT BE EXTENDED. 

HOW TO RESPOND TO THIS NOTICE: 
I. Review the SMALL ENTITY status shown above. 

If the SMALL ENTITY is shown as YES, verify your 
current SMALL ENTITY status: 

A. If the status is changed, pay twice the amount of the 
FEE DUE shown abvve and notify the Patent and 
Trademark Office of the change in status, or 

If the SMALL ENTITY is shown as NO: 

A. Pay FEE DUE shown above, or 

B. If the status is the same, pay the FEE DUE shown 
above. B. File verified statement of Small Entity Status before, or with, 

payment of 1/2 the FEE DUE shown above. 

II. Part B·lssue Fee Transmittal should be completed and returned to the Patent and Trademark Office (PTO) with your 
ISSUE FEE. Even if the ISSUE FEE has already been paid by charge to deposit account, Part B Issue Fee Transmittal 
should be completed and retumed. If you are charging the ISSUE FEE to your deposit account, section "4b" of Part 
B·lssue Fee· Transmittal should be completed and an extra copy of the form should be submitted. 

Ill. All communications regarding this application must give application number and batch number 
Please direct all communications prior to issuance to Bo� ISSUE-FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents Issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance 
fees when due. 

PATENT AND TRADEMARK OFFICE COPY 
PTOt.-85 (REV. 10-96) Approved for usa ll\rou!)h 06130/99. (0651-0033) "U.S. GPO; 1899-454--457r.!4«11 

· t 
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PART B-ISSUE FEE TRANSMmAL 
Co� and mall thle lonn, together 1IO(Ith apP._. .<lie feu, 10: Box ISSUE FEE 

Aulstant Commuloner for Patent 
Washington, D.C. 20231 

IIAIUNG INSTRIJCTIOHS: Thla lorm 61\oold be used fof transmittin9 lhe ISSUE FEE. Blocks 1 
tllrou!.'fl4lhould be �adwM<e appropriale. Alllurthorcorrespondence lncludng ltlelaaue Fee 
R-'P!. 1he Patent. advance ORiels and n<l4iflcation ol malnlenance ,_ wil be mailed to fie current 
correspo�ldec oce address as indic:ated unlees �ad below or directed 0\helwlce in Block 1, by (a) 
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PATENT APPLICATION 
Docket No. 20661-00457CI 
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LOCK TRANSACTION GROUP 
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USER 
USER WANTS TO MAKE 

A PURCHASE 
USING A MODULE 

E1) 

E6\ 
SUBTRACT PURCHASE 

AMOUNT FROM 
MONEY REGISTER 

t 
INCREMENT 

TRANSACTION COUNT 
T 

COMBINE TRANSACTION 
COUNT WITH MERCHANT'S 

SIGNED CERTIFICATE 
AND PURCHASE AMOUNT; 

THEN ENCRYPT WITH 
SERVICE PROVIDER'S 

PRIVATE KEY THEREBY 
CREATING A SIGNED 

MODULE CERTIFICATE 

RECEIVE ITEM 
SERVICE PURCHASED 

E1 1) 

.. 
: 

-1 

--

4/8 
MERCHANT 

READS MODULE'S 
ID NUMBER 

•• 
CREATES DATA PACKET 

THAT INCLUDES A 
'RANDOM SALT' AND 
MODULE ID NUMBER 

• 
CREATES A SIGNED 

MERCHANT CERTIFICATE 
BY ENCRYPTING DATA 

PACKET WITH 
MERCHANT'S PRIVATE KEY 

+ 
ATIACHES PURCHASE 

PRICE TO MERCHANT'S 
SIGNED CERTIFICATE 

BANK/.SERVICE PROVIDER -

E2 

_,-- E3 

v- £4 

�ES 

j.--E7 

..,--E8 

r-

t--

RECEIVED SIGNED MODULE v- E9 
CERTIFICATE AND DECRYPT 
USING SERVICE PROVIDER'S 

PUBLIC KEY E 1 2\ 
• 

CONFIRM THAT: H RECEIVE MODULE'S 
1)  AMOUNT OF PURCHASE SIGNED CERTIFICATE 

IS CORRECT T 2) DATA IN MERCHANT'S 
DECRYPT MODULE'S CERTIFICATE IS THE 

SAME AS ORIGINALLY SENT CERTIFICATE WITH SERVICE 

E10) E1 3_./ 
PROVIDER'S PUBLIC KEY 

t 
DECRYPT MODULE'S 

CERTIFICATE WITH 
__.., MERCHANT'S PUBLIC KEY 

E 1 4  • 
FIG. 7 IF BOTH CERTIFICATES ARE 

OK THEN ADO PURCHASE 

E15 _..... 
AMOUNT TO MERCHANT'S 
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5/8 

USER BANK/SERVICE PROVIDER 
F1 WANTS TO ADD AN """'\ AMOUNT OF CASH ----- READ MODULE ID 

TO MODULE NUMBER AND AMOUNT 
OF CASH REQUESTED v F2 

------ REQUEST MODULE TO """'\ CREATE RANDOM PRODUCE A RANDOM SALT 
F3 

SALT NUMBER 

� 

COMBINE SALT, ID NUMBER 
AND CASH AMOUNT AND 

DECRYPT SIGNED SERVICE ENCRYPT WITH SERVICE v 
PROVIDER CERTIFICATE PROVIDER'S PRIVATE KEY, 

WITH SERVICE PROVIDER'S THEREBY CREATING A 
PUBLIC KEY AND CHECK SIGNED SERVICE 

THE ID NUMBER AND PROVIDER CERTIFICATE 
"""\ RANDOM SALT NUMBER I F5 

F4 

IF THE ID NUMBER 
AND RANDOM SALT NUMBER 
IS UNCHANGED THEN ADD FIG. 8 THE CASH AMOUNT TO THE 

MONEY REGISTER 
OF THE MODULE 

EXAMPLE OF 
TRANSFER FROM USER'S MODULE TO MERCHANT'S MODULE 

USER/PAYER MERCHANT /EAYE£ - --
RECEIVE SALT AND 1 .  CREATE RANDOM SALT / REQUEST FOR MONEY 2. DETERMINLAMOUNT OF G1 

MONEY TO BE 
SUBTRACT REQUESTED RECEIVED FROM PAYER 

G2 """\ MONEY AMOUNT FROM 
A MONEY REGISTER ' 

CREATE SIGNED PAYMENT RECEIVE SIGNED PAYMENT / CERTIFICATE BY COMBINING CERTIFICATE AND DECRYPT 
G3 

SALT WITH PAYMENT USING SERVICE PROVIDER'S 
AMOUNT THEN ENCRYPTING PUBLIC KEY 

WITH BANKER/SERVICE t PROVIDER'S ORIVATE KEY 

PAYEE = MERCHANT CHECK DECRYPTED SALT / �GAINST ORIGINALLY SENT SALT .. PAYER = USER ' IF THEY ARE THE 

G4 

FIG. 9 SAME ADD PAYMENT AMOUNT 
TO MONEY REGISTER .. ,., . . 
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6/8 

TRANSACTION OVER A NETWORK WITH A MODULE 

MERCHANT /PAYEE 
H1  """"'\ CRfATE RANDOM RECEN£ PAYER SALT AND 

PAYER SALT COMBINE WITH AMOUNT OF 
MONEY TO BE RECEIVED, AND v � INCLUDE A PAYEE SALT, THEN 

ENCRYPT WITH SERVICE 

H2 

\ RECEIVE FIRST DATA PACKET PROVIDER'S PRIVATE KEY TO 
AND DECRYPT WITH SERVICE �REATE A FIRST DATA PACKEl 

H3 

PROVIDER'S PUBLIC KEY 

1 
COMPARE DECRYPTED 

PAYER SALT WITH ORIGINAL 
PAYER SALT 

IF THEY ARE THE SAME, "' �UBTRACT AMOUNT OF MON£) 
TO BE SENT FROM 

H4 

PAYER MONEY REGISTER 

t 
GENERATE A SECOND DATA 

PACKET CONSISTING OF 
PAYEE'S SALT AND THE "' AMOUNT OF MONEY TO 
BE SENT AND ENCRYPT 1 

H5 

USING SERVICE RECEIVE SECOND DATA PACKET v-PROVIDER'S PRIVATE KEY AND DECRYPT WITH SERVICE 
H6 

PROVIDER'S PUBLIC KEY 

� 
EXTRACT DECRYPTED PAYEE 

SALT AND COMPARE WITH 
FIG. 1 0  PAYEE SALT PROVIDED fARLIER 

IF BOTH ARE THE SAME ADO v-MONEY AMOUNT TO 
H7 

PAYEE MONEY REGISTER 

I 
.: . .  

· ' .  
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Docket No. 20661-00457USC1 

In re Application of: 
Curry, et a!. 

) 
) 
) 

6,105,013 ) Examiner: Gregory, B. U.S. Patent No.: 

) 
Issued: 8(}.9/00 ) Group Art Unit: 3662 

For: METHOD, APPARATUS, SYSTEM AND FIRMWARE FOR SECURE 
TRANSACTIONS 

Box Certificate of Correction 
Commissioner of Patents 
Washington, D.C. 20231 

CERTIFICATE OF MAJLING 

1 hereby corticy lhatlhi• paper or fee i• being de(>05iled wilh lh• U.S. Poml 

S<:IViee as firll<W. mail on lbe elate indicated below and Is od�ued to: Box 

�rtificate or Comclion, A>si511nl Commls5ioner of Pa�nts, Wadlington, 
O.C.l023l I 
Oa�a · · · · · ·:c.J· · ·� ·f\f- · · · · · · · · · · · · · · · · · · · · · · · · · · · 
. . . . . . . . . . .  ��· · · · · · · · · · · · · · · · · · · · · · · · si.naiUre 

v 
Attention: Decision and Certificate of Correction Branch of the Patent Issue Division 

REQUEST FOR CERTIFICATE OF CORRECTION OF PATENT 
(37 CFR l.322(a)) 

Attached in duplicate is Form PTO-I 050 with at least one copy being suitable for printing. 

The exact location where the errors occur in the patent and where the matter appears 
correctly in the application file are: 

Column 3, line 8 
Column 14, line 18 
Column 19, line 49 
Column 27, line 40 
Column 28, line 24 
Column 29, line 12 
Column 29, \ine 24 

N>plication File 

Page 8, lines 10-1 I of the originally filed application 
Page 53, line 4 of the originally filed application 
Page 75, line 17 of the originally filed application 
Page 108, line l of the originally filed application 
Page 1 I 1, line 8 of the originally filed application 
Page 1 14, line 7 of the originally filed application 
Page 1 1  S, line l of the originally filed application 
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Docket No. 20661-00457USC1 

Errors are typographical errors of the Patent and Trademark Office (as indicated above). 

Please send the Certificate of Correction to: 

Roger L. Maxwell 
Jenkens & Gilchrist, P.C. 
1445 Ross Avenue, Suite 3200 
Dallas, Texas 75202-2799 

Assignee: Dallas Semiconductor Corporation 

I I Assignment recorded on 
Reel/Frame: 

I I Recorda! of assignment attached 

03lla.<t2 782493 v 1, 20661 00437 

R� 
Assignee's Attorney 
Reg. No. 3 1,855 
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PTOISBI 44 (�) 
A!IPfOVI<I Ior uselllrougll 0913012000. OMB 0651-0033 

IJ.S Patent end Tl'lld4rNI1C Olrloe, IJ.S. DEPARTMENT OF COMMERCE 
Under h "-""'"' RecU:dcn /41:1 d 1995, nope<!MS..,. required IO""''"""d IDa eolledkln oft\fcrmellon un-l displays a veld OMBoonwotnu-. (Aioo FO<m PT()-1050) 

UNITED STATES PATENT AND TRADEMARK OFFICE 
CERTI FICATE OF CORRECTION 

PATENTNO : 

DATED 

INVENTOR(S) : 

6 , 105,013 

August 1 5 ,  2000 

Curry et al. 

It is certified that error appears in  the above-identified patent and that said Letters Patent 
Is hereby corrected as shown below: 

Column 3 ,  

Column 14, 

Column 19 ,  

Column 27, 

Column 28, 

Column 29, 

Column 2 9 ,  

MAIUNG AOORESS OF SEHOER: 

line e Replace "photovol taic" 
With -- photo-voltaic 

lin& 18 Replace " FIPS" 
With -- FIBS --

line 4 9  Replace "COMMON PIN" 
With -- COMMON_PIN 

line 40 Replace " Chance" 
With -- Change --

line 24 Replace "BAD OPTION BYTE" With -- BAD OPTION BYTE 
line 12 Replace " BAD SIZE" 

line 
With -- BAD SIZE --

24 Replace "BAD OBJECT ID'' 
With -- BAD OBJECT ID -

Roger L .  Maxwell 
1445 Ross Avenue 
Suite 3200 

PATENT NO. 

Dallas, Texas 75202-2799 
20661-00457USC1 

6, 105, 013 

¢ 1 o f  1 

Bll'den Hot.W Statement This form I!> esllmated to tal(& 1.0 hour 10 eomplete. Time wll VaiY �Cina \JI)(l(l the need& of the lncivldual case. AA'/ commen!ll on the amount ofttM 'IOU 818 reQUired to coml)lete tllla form slloUd M Mnl tcH/Ie Chief ln&ma!On Oflloor, U.S. Patent and Trademark �1yYaSNr1g!On, DC 20231. 00 NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Aaalslant Commiselone<f« 
Pat"""', Wasl'lll'lgton. DC 20231. 
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PTO/SB/4-4 (08.00) Approved tot usa lllfOIIgh 0913012000. OMB 0551.0033 U.S. Patent and Trademao1< Otnea; U.S. DEPARTMENT OF COMMERCE Under !toe �Red\.QOI\A<:t.of 1995. nope�-�Ill feOPCndlo a �H>Iniormatioounr.s K�avald0MB�IU11ber. 
(Aha Form PT0.1050) 

UNITED STATES PATENT AND TRADEMARK OFFICE 
CERTIFICATE OF CORRECTION 

PATENTNO : 

DATED 

INVENTOR(S) : 

6 , 105,013 

August 151 2000 

Curry et al. 

It is certified that error appears in the above-identif.ed patent and that said letters Patent 
is hereby corrected as shown below: 

Column 3 ,  

Column 14 , 

Column 1 9 ,  

Column 2 7 ,  

Column 2 8 ,  

Column 2 9 , 

Column 2 9 ,  

MAIUNG ADDRESS OF SENDER: 

line 8 Replace " photovol taic" 

line 

line 

line 

line 

line 

line 

With --
18 Replace 

With --
4 9  Replace 

With --
40 Replace 

With - -
24 Replace 

With --
12 Replace 

With --
24 Replace 

With --

Roger L. Maxwell 
1445 Ross Avenue 
Suite 3200 

photo-voltaic 
" FIPS" 
FIBS - -
• COMMON PIN" 
COMMON PIN 
" Chance" 
Change --
"BAD OPTION BYTE" 
BAD OPTION BYTE 
"BAD S I ZE" 
BAD SIZE --
"BAD OBJECT ID" 
BAD OBJECT ID -

PATENT NO. 

Dallas, Texas 75202-2799 
20661-00 457USC1 

6, 1 0 5 , 013 

¢ 1 o f  1 

Burden Holl' Statement This form Ia eslinaled to lake 1.0 flour 1o oomplele. Time wll vary dlli)Mdlna Upor) tile needs of tile n<lvidual case. Any commerts onllle amoll'i ofHme you are ll!<lulred to com�tethlsfoon shoiAd be sent to the Chief tntooilation Ofticer. U.S. Palen! and Trademail< Ollice, Washlll!JIDn. DC 20231. DO NOT SEND FEES OR COMPlETED FORMS TO THIS ADORESS. SEND TO: Asslslant Commissioner for Patenls, Washlng!OII. DC 20231. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
CERTIFICATE OF CORRECTION 

PATENT NO. : 6,105,013 
DATED : August 15, 2000 
INVENTOR(S) : Curry et al. 

Page I of 1 

It Is certified that error appears In the above-Identified patent and that said Letters Patent Is hereby corrected as shown below: 

Column3, 
Line 8, replace "photovoltaic" with -- photo-voltaic --

Colunm 14, 
Line 18, replace "FIPS" with -- FffiS --

Colwnn 19, 
Line 49, replace "COMMON PIN" with -- COMMONYIN -

Colunm 27, 
Line 40, replace "Chance" with - Change --

Column 28, 
Line 24, replace "BAD OPTION BYTE" with -- BAD_ OPTION_ BYTE --

Colurnn29, 
Line 12, replace "BAD SIZE" with -- BAD_ SIZE --
Line 24, replace "BAD OBJECf ID" with -- BAD_OBJECf_ID --

Signed and Sealed this 

Sixth Day ofNovember, 2001 
Atte•t: 

NICHOLAS P. GOD!CJ 

AtttJting Officer Acting Director of the United StattJ Patent and Trademark Office 
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I ' �-y-, ( - \ "-J enkens & Gilchrist (s'f2)�9�� /1/ A PROFESSIONAl CORPORATION 

CJ.UCAGO, ULINO!S 11 
(312) 425-3900 

Roger L. Maxwell (214) 855-4787 on:ucwelf@jenkens.com 

Box Certificate of Correction 
Commissioner of Patents 

Washington, D.C. 2023 1 

Re: Applicant(s): Curry, et at. 
U.S. Patent No.: 6,105,013 
Issued: August 15, 2000 

1445RoSSAVBNUE 
SunE3200 

DALLAS, TEX.M 75202 
HOUSTON, 'I'IJxAS 

(713) 951-3300 
LOS A NG!lt.ES, C I\I.IFOR.NIA 

(310) 820-8800 

(214) 855-4500 NswYORK.NEWYORK 
(212) 704-6000 FACSIMILE (214) 855-4300p

RO:\ •EO SAN AN'romo,TilxAs 
'" (210) 24<1-5000 

. kens CO.J\ 'P WASHINGTON, D.C. www.,en · 1¥"\ (202) 326·1500 

oc1 '2. q ?.(}m ctoROf\}SVl� 
f()l\ 'f\'\t \)\1\€ ,, 

CBRTI.I'JCATE 01' MAlLIN� 
I hereby C<ll'liJY thu this p•per or fee is betng dcpoSl!od wilh the U.S. Postal 
Service as fint cla.s.5 mail on the dat<: indicated below and is addressed to: 
Box Certlfieato ofC<Jrreetion, Assostant Commissioner ofPateol ls, 
Washington, 0 C. 20231 

o.t. . .  . . . . . . . . .  4.-: I f::�I . .  . . .  . . .  . .  . . . . . . . . . . .  . . 

�igna��· · · · · ·9�� · · · · · · · · · · · · · · · · · · · · · · ·  

For: METHOD, APPARATUS, SYSTEM AND FIRMWARE FOR SECURE 
TRANSACTIONS 
Docket No.: 20661-00457USCI 

Dear Sir or Madam: 

Transmitted for filing with the Patent and Trademark Office are the following documents for the 
above-referenced patent: 

1.  

2. 
3 .  

Request for Certificate of Correction of Patent to correct typographical errors in the 
patent, which does not introduce any new matter; 
Form PT0-1050 (in duplicate); and l'rii'I'IRU'A'ft' an acknowledgment postcard. 1rl.llllrnnl I'-

JUN 2 0 2001 
Please address all related communication to: PUBLISH Of CORREcnON 

0.11"'2 782466 vI. 2066t 00457 

10MTHOfMS 
SORY PA'TCNT EXAMINER 

suPEWI 
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J enkens & Gilchrist 
A PROFESSIONAl CORPORATION 

Box Certificate of Correction 
Page 2 

Roger L. Maxwell 

Jenkens & Gilchrist, P.C. 
1445 Ross Avenue, Suite 3200 

Dallas, Texas 75202-2799 

In the event there is an under or over-payment, please debit or credit our Deposit Account# 10-
4447. 

RLM!cg 
Enclosures 

Oallos2 782466v I, 20661 00457 

Respectfully submitted, 
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F e e  H i l t o r y  
Q u e r y  

R e v e n u e  A c c o u n t i n g  a n d  M a n a g e m e n t  

N arne/Number: 0904 1 190 Total Records Found: 6 
Start Date: Any Date End Date: Any Date 

Accounting Sequence Tran Fee Fee Amount Mailroom Date Payment Method 
Date Num. Type Code 

03/18/1998 00000051 ! 101 $790.00 03/10/1998 DA 040031 

11/09/1998 00000143 1 ill $110.00 11/09/1998 OP 

04/20/1999 00000076 1 142 $1,210.00 04/16/1999 OP 

04/20/1999 00000077 ! 561 $30.00 04/16/1999 OP 

09/16/1999 00000008 ! 142 -$1,210.00 04/16/1999 OP 

09/16/1999 00000009 1 561 -$30.00 04/16/1999 OP 

I of I 9/15199 5·54 PM 
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F e Q  H i $ t o r y  
Q u e r y  

R e v e n u e  A c c o u n t i n g  a n d  M a n a g e m e n t  

N arne/Number: 0904 1 190 Total Records Found: 4 
Start Date: Any Date End Date: Any Date 

Accounting Sequence Tran Fee 
Fee Amount Mailroom Date Payment Method Date Num. Type Code 

03/18/1998 00000051 1 101 $790.00 03/10/1998 DA 040031 

l l/0911998 00000143 ! ill $110.00 1 1/09/1998 OP � 04/20/1999 00000076 ! 142 $1,110.00 04/16/1999 OP 
04/20/1999 00000077 1 � $30.00 04/16/1999 OP 

I of I 9/lS/99 3:12 PM 
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(FILE 'USPAT ' ENTERED AT 1 6 : 2 7 : 5 3  ON 29 JUL 1998) 

L1 2972 S (380*23 OR 380*24 OR 380*25 OR 235*379 OR 235*380) /CCLS 
L2 1 4 7 0 6  S (DATA (W) CARRIER OR CARD# OR SMARTCARD# )/TI,AB 
L3 16592 S Ll OR L2 
L4 2517 S L3 AND MICROPROCESSOR# 
L5 90 S L4 AND (COPROCESSOR# OR CO(W) PROCESSOR#) 
L6 13038 S ENCRYPT? OR ENCIPHER? OR SCRAMBL? OR CRYPTO? 
L7 15536 S 380*?/CCLS OR L6 

L8 30 S LS AND L7 

FILE 'JPOABS ' ENTERED AT 1 6 : 3 1 : 3 5  ON 
L9 32366 S DATA (W) CARRIER OR CARD# 
LlO 313 S L9 AND MICROPROCESSOR# 

29 JUL 1998 
OR SMARTCARD# 

Lll 0 s LlO AND (COPROCESSOR# OR CO(W) PROCESSOR#) 
L12 2714 s L6 
L13 5 s L10 AND Ll2 

FILE 'US PAT ' ENTERED AT 1 6 : 3 3 : 3 6  ON 2 9  JUL 1998 
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PATENT APPLICATION FEE DETERMINATION RECORD 
Effective October 1, 1 997 

CLAIMS AS FILED - PART 1 

FOR 

BASIC FEE 

TOTAL CLAIMS 

INDEPENDENT CLAIMS 

MULTIPLE DEPENDENT CLAIM PRESENT 

• If lhe difference In column 1 is loss lllan zero, enter "0" In column 2 

CLAIMS AS AMENDED - PART II 

TOTAL ....__...,. oR 

OTHER THAN 
(Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 
HIGHEST 
NUMBER PRESENT 

PREVIOUSLY EXTRA 
PAID FOR 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM 

2) (Column 3) 

.. ;?.0 
3 

(Column2) 

HIGHEST 
NUMBER 

PREVIOUSLY 
PAID FOR 

••• .:::3 

PRESENT 
EXTRA 

-

(Column 3) 

PRESENT 
EXTRA 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM 

1 Is less than the entry In column 2, write "0" in col umn 3 . 
Number Previously Paid For" IN THIS SPACE is loss than 20, enter "20." 
Number Previously Paid For" IN THIS SPACE is less than en1er "3." 

RATE 

X$11= 

x41= 

+135= 

TOTAL 
ADDIT. FEE 

RATE 

x$11= 

x41= 

+135= 

TOTAL 
ADDIT. FEE 

RATE 

x$11= 

x41= 

+135= 

TOTAL 
ADDIT. FEE 

Previously Paid For" Is the number found in the 

ADD I-
TIONAL 

FEE 

ADDI· 

TIONAL 
FEE 

-

ADD I· 
TIONAL 

FEE 

---

RATE 

OR x$22= 

OR x82= 

OR +270= 

OR ADDIT. FEE 

RATE 

OR x$22= 

OR x82= 

OR +270= 

TOTAL 
OR 

ADDIT. FEE 

RATE 

OR x$22= 

OR x82= 

OR +270= 

OR 
ADDIT. 

box in column 1. 

ADD I-
TIONAL 

FEE 

ADDI· 
TIONAL 

FEE 

ADD I· 
TIONAL 

FEE 

'U.S GoYOmtnOOI Printl-lg OH�e: 1997 • �S71�9194 Patent and Trademarl< Office, U.S. DEPARTMENT OF COMMERCE 
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11' RNATIONAL SEARCH REPORT .ntcmlllonal Appll-011 No I PCT/US 96/15471 
A. �SSIFlCAnON OF SUBJECT MA1TER 
I P  6 G07F7/1G GG7F19/BG G96Fl7 /60 

Accof'dln& 10 lnl<mabooal Patent a ..... 6uijon (lpq or to - n•bonal ciL«tfi caao n and I PC 

B. FIELDS SEARCHED 
Morumwn documcnlatioa sarclled (cla.utficaoon system followed by cl...,fieabon ,,.,bois) 

IPC 6 G97F 

OOINI11Cntatioa ltartbed o!hct Ilion erurumum <IOcumcntaOon 10 U.. clO<tlt lha< -� documc nu arc ond udcd on lbt fields sW'dled 

Elcettonic data buc conN! ted dunn& II>< �t�temabooal ...,..h (name or d.ota bLu .tn4, lllhcrc pra<llea l , search t<mu used) 

C . DOCUMENTS CONSIDERED TO BE RELEVANT 

CaiC&O<Y ' Otaoon or doOMnenl. wuh indocaoon, where apptopnotc, or 1bt �tcva.nt paa- Rck't'a.nt to claim No. 

y EP e 458 306 A (TOSHIBA) 27 Noverrber 1991 1 , 4  
see abstract; claims; fi gures 1-7 

---
y EP 0 186 981 A (IBM) 9 July 1986 1 , 4  
X see abstract; claims; figures 1-7 21 
A 8,9,13 

---
y EP 0 194 839 A (TOSHIBA) 17 Septenber 1986 1 , 2 ,  

6-Hl, 
12-14, 
17' 18 

see abstract; claims; fi gures 
see page 9,  1 ine 1 - page · ls, 1 i ne 24 
see page 18, 1 i ne 26 - page 19, l i ne 23 

-- -

-!--

m Funhcr documenls arc listod in lhc c:onbnua�oa of box C. � Pa�ent f&llllly member< arc lut«l m anntK. 

• Spcaal e&t<JOtlu or cited docum<Pts : 'T" lat<r dOOim<nt p.-.llftd aJ\Ir lbt IDI<mabooal 6111\1 date 
·A· clocumcnt dcflllin& e.. � stat< or !he .,. wta<h .. aot <>< pnonty date: and aot in conlh<t ''"" IlK .:t;.caoon but cited 10 onlerNnd lhc pMCiplc or lhee<y ymg !h< -..-10 be of pat11CU1ar rdcva.nco anvtnllon ·e· clllitr clocumcot but pubhsbcd on or a.n.r tho mtcmaOooal ·x· dO<um<nl or pamtular rolcvancc; tho claimed mvcntion fihnc date UMO< be contoda<d no..t or canaot be cONida<d 10 
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tv. �\.it �tg. at MtCf<O CARO it!anufatlUrii\Q 
HI CRO CARD 

The Bull CPI Crypto Card has unique 
eryptogr.�phic: tunctlonalltles and 
conforms to the �teat wor1< of ISO on 
o�r.�tlng system sundardisatlon. 

This multi-directory and multi-file urd 
is patti'u�rly interesting for Its high 
security, nexibillty and c:apablll1y of 
evolving. The users of this card will 
benefit from the numerous security 
and cryptographic functions In 
cymmetrlc: and asymmeutc: 
cryptography. 

Memory organisation 
Conlonnino to lhe latest woru in ISO, the 
card operating system manages the user 
memory as a tree of directories on three 
revels. The root directory is called the 
Muter File and Is mandatory. Each 
directory 'uppons a number of 
Elementary Files which can be of four 
different types (secret, access control, 
public or worlllno tiles). These mes differ 
In their contents and the way they may be 
ac:eesud. Each Elementary file Is 
optional. 

CPS® PRODUCTS 
CRYPTO CARD 

Fltxlb iliry 

Olre�ortes and files may be added at any time during 
the active life of the card. They may al'o be 
invatl<1ated to end their use. There is no fimrtalion to 
the number of directories and files. 

Sjaclflcatlons 

This new Ctypto Card of Sull CPS has a 20 Kbits 
EEPROM memory. It also inCludes a co-processor and 
very large size of ROM and RAM memones for the 
best performance&. 

Cryptographic functionalities 
Crypto Card has specific cryptographic commands for its different a!gortthm: OES. RSA and Zero. 
Kno�e4ge. The following functionall\ies e.n be performed: 

· • Authentication with DES, RSA or Zero·Knowledge 

• Ciphering with oes, RSA 

• Signature with DES (MAC),' RSA 

• Secured key exchange with RSA 
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Independence & 
Control system 

Each directory may be 
independently protected, 
providing it his It$ own 
control system which 
COOSIStS Of ; 
• a set or keys and codes 

In their �lve secret 
(lies 

• an acces.s �ntrol file 
• a number of protection 

parameters 

Cardholder codes 

The PIN COde (Personal 
Identification Numbe, Is 
the main urdholder code. 
A correct PIN opens lights 
for all the directories 
present m tile card. 
All AIO code (Alternate 
IOentlticatiOn) Is de<Sicated 
to one dired.ory. A eorrtct 
submission opens ngnts fOf 
that directory only. 

Words 

The c.trd operating system 
manages data In blocks of 
four bytes called wortls. The 
user wHI wrtte • word or 
eras. a group of wortls. 
Data may be read byte per 
byte. 
The 32 bits of a won:1 are all 
usable u informetlon bits. 

io. M�111119 at Ml�xo Wlb �t�a"lrtau1019 
MICRO CARD 

Issuer keya 

The primary Issuer Key IK Is an 
essential key of the control 
system. It is used to gain 
access to varfous files and iiiSO 
to unbloell the directory's 
acceS$ control file, create new 
directories/flies or invalidate 
them. 

The four Secondary Keys SKO 
to SK3 are used to protect 
wor1ting files for writing and 
reading. The four Erase Keys 
EKO to EK3 are used to protect 
worXJng files for erasing. 

Protections 

When protections are definable 
(for wonting files). they specify 
11 combination Of Ciirdholder 
codos and i.ssuer keys. 

oes algorithm 

All Keys, security and 
cryptographic procedure.s C/in 
operate with the oe.s algortlhm 
whiCI\ Is a public, reversible and 
symmetriealalgonthm. 

V1lldat1on 

When a word is �rrectty written 
in memory, k Is automatieally 
"Validated" by the operating 
system. This operation consiSts 
of writing a bll outside user 
memory. AJ1 incorrectly written 
wort! will not be validated and 
will be signalled as sucn. 
Validation al$o makes 
overwritlog Impossible. 

Security 
Cryptographic 
calculation keys 

The four Authentication keys 
AKO to Al<3 are used to 
calculate ceniflcates (CtYpto
Qrams returned by the card) 
which may serve 11 slgntnures 
of internal data or to 
euthentlc:ate the ctRI. 

The caRl &1,1pport5 keys 
dedlcrted to MAC calcolation 
{Me$Sage Authentication Code). 
used 10 sign exttmel 
messages: MAC Genen�tlon 
Ke)'$, GK. Vertnuuon Keys. 
VK. or tor both opel'ltlons, 
GVK. 

The KEXK key iS dedicated to 
key exchcmges with RSA 
algorithm. 

Asymmetric algorithm. 

The Crypto card includes RSA, 
Zero-Knowledge wtlh both 
public and seC(et keys. �SA 
algot1thm can be perfor'l'ned on 
512 bits keya in less than 0.3$ 
in the calli without utlnQ the 
"Chltlese Aemlnde� theorem 
and therefOR giving the hlghNt 
level of securtty. 

Data structure 

The velidatlon of Information in 
the card Is a feature unique to 
Bull CP8 eards. 

Validation Is very importar1t to 
guarantee date integrity. 
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Secret flies 
: ltlt'bidde11 : proteQf'll 
: I�  

A secret rue contains a key or 
a code. It will only be 
�ccessed by the operating 
system tor verification. 

Working files 

Red19 
Wtftng 
Esn� 

; def� prglecliafl 
: � � 
: � pnltec:liGn 

Tl'lese files C()ntain the 
applicallon information. 

General purpose 
commands 

Read n bytes 
Write one word 
Erase n WOnjs 
Search tor profile 
Create direcrory or file 
Select directory or file 
Read result 

M I CRO CAkl> 

Access control files 

:ftH 
: lcll!lddtn 
;I�., 

Tl'lese nles managed by the 
operating system are used to 
memorise the results of key or 
code verifications. 

Public files 
:tre. 
:� : IOftlfddan 

These files contain non 
confidential infOtmatlon such as 

the serial number or the card. 

Security commands 

Generate random number 
Submit PIN Of AID In clear or 

encrypted text 
Subm� key in enetypted text 
Seeure-write/create/erase 
Invalidate dlrectoricslfiles 
Write lock 

Elementary Files 

File cret�tion 
Creating a file (or a directory) 
consists of writing its 
descrtptive header. This 
header contains all the 
Information necessary tor Ule 
file management : 
· level. type, identifier 
• te ngth or me 
• protection attributes 

Logical addressing 

Data stored in a file 1$ 
addressable relatively to the · .  

beginning of that file which 
must tim be selected. 

Commands 
Symmetric cryptographic 
commands 

Calculate certificate 
Genenlte temporary key 
Generate MAC 
V�rify MAC 
OES ClpheriOecipher 

Specific asymmetric cryptographic commands and performances 

Start Zero Knowledge 
Au1hentlcation 

Compute Zero-Knowle<!Qe 
AuthenticatiOn Message 

Select RSA public Key 
Provide public exponent 
Provide Modulus 
Select RSA secret key 

Make RSA public calculus 
Make RSA secret calculus 
Chain secret-public RSA 

calculus 

For asymmtrtrfc etyptography, the following operations can De performed very quickly making of Ule 
Bull CPS Crypto Card the fastest etyptographic ISO Cird on the market 

RSA Secret Key Calculation (512bits key) SOOms 
RSA Public Key Calculation (51 2bits key) 130ms 
RSA Secret-Public Keys chained Calculation (Authentic encryption) 53 0ms 
OES Key exchange using RSA chained calculation 560ms 
Card authentication with Zero-Knowledge Guillou-Ouisquater mechanism 330ms 
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Security Module• 

To ensure complete secumy, 
Bull CPS has developed 
Security Modules whiCh are 
unbreakable safes for the 
key' or the system. They are 
proorammed to exeet�te the 
cryptograpnic functions 
assoc:Jated with tne cards 

Key generation 

Bu� CPS proposes services 
for applications where 
seeurtty Is of pnme 
Importance : 

-creation of keys as l'lalf 
uerets · 

-creation of mother cards 
-personalisation of Security 

Modules 

. Chip 

Tec:hnology : HCMOS 
CPU : a bits 

. The maker ouaranteeJ the 
following spedflca1lons : 
Oata integrity : 10 years 
WriteJarase cycles : 1 o 000 

lo.IICiitoag. at IIIU!OC\KD�a.:� 
MICRO CARD Pag�5ol5 Wta�tsoay.J�a�Yh 15S) :1 ;: . 

la!004 

Peraonalisatfon 

Bull CPS proposes for the 
personalisation or Crypto Card 
a software called Gener!CC, 
wl'liel'l runs on PC compatibles 
in a Mierosotl WINDOWS 3.0 
env•ronment. 

Gener1CC can be U$ed to 
determine the card structure, 
to define the inform�ion .to be 
captured. to enter the data 
whiCh ean Cl'lanoe from one 
card to another. 

Hardware devices 

Bull CP8 proposes a range of 
connectors. reader!Writers, 
Security Processors, OEM 
products. all complying Ylith 
ISO standards 111d which are 
compatible with Crypto Card. 

Complete card 

Oper�tJng temperature : 
-30to +60'C 

Relative humldi1y : up 10 80% 
(non condensing, range 1 0 to 
30"C) 

Environment 

Libraries 

To help the application 
· develop�"· Bull CPS proposes 

libraries to interface Crypto 
Caros in dllrerent environments 
(COS, WINDOWS, OS2, MAC, 
UNIX} with It$ range of 
hardware devices : 

-ORIVER to drive the readm 
-TBLIB to ust the functions of 

the Crypto Card simply and· 
ettlclently fot Its gentt'll 
purpose functlonalltlts 

Compatibility 

The Cl"fl'to Card is compatible 
with industry standaro T8 
family of cards for Its general 
purpose and buie seeurtty 
commands. Thertfore all 
applications running with TB 
cards can be adapted to tM 
new Ctypto card. 

S pacifications 

Standardslprotocola 

The Ctypto Card lll1dly comply 
with the ISO 711&-1.2.3 
standarda and elso to the 
wor1Uog draft ISO 71118-4 . 
It communicates uSing the half 
duplex c:hataCier mode 
�toeol at a speed of 
9600 bps, as detlned In the ISO 
7S1&o3 scancard. 

n..----- ........... .. .., .. _,_ ..... _ ...... ____ ,,.. _ _  _ M�"'t"'-"'"lff�fl�Wt ......... ....,_ 
NCM-.--

fRANCE: Bull CPS - 68, route de Versailles · B.P. 45 • 78430 LOUVECIENNFS 
Tel. :  33 (I) 3902 44 00 · Fax: 33 (I) 3902 4402 

U.S.A. : M.C.T.l. • 15851 North D�llu ParkWly • Suite 500 • DALLAS, TX 75248 
Tel.: I (214) 770 5503 • Fax: 1 (214) 239 7138 
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ST16CF54 
CMOS MCU BASED SAFEGUARDED SMARTCARD IC 

WITH MODULAR ARITHMETIC PROCESSOR 

• 8 BIT ARCHITECTURE CPU 
• 16K BYTES ol ROM, SECTORS COMBINATIVE 
• 352 BYTES of RAM 
• 4K BYTES of EEPROM. SECTORS COMBINA· 

TIVE: 
- Highly refiable CMOS EEPROM Technology 
- 10 Years Data Retention 
- 1 O<lk Erase/Write Cycles Endurance 
- Protected one time programmable block 

(32 or 64 bytes) 
- Separate Write and Erase cycle for fast •t• programming 
- I to 32 bytes block Erase or Write single cy· 

cle programming • 
• MODULAR ARITHMETIC PROCESSOR 

- Fast modulo N mu�iplication, squanng and 
calculation of MONTGOMERY oonstants. 

- Software selectable operand length 
(2561512 bit) 

- Double operand operation (1024 bft) 
• SERIAL ACCESS, ISO 7816·3 COMPATIBLE 
•..SINGLE SV± 10% SUPPLY VOLTAGE 
• POWER SAVING IDLE MODE 

• 5 MHz INTERNAL OPERATING FREQUENCY 
• VERY HIGH SECURITY FEATURES 

• 6 PINS CONTACT ASSIGNMENT as for 
IS07816-2 

• E.S.O. PROTECTION GREATER than SOOOV 
• SOF1WARE SUPPORT OPTION, 

CHIP-MANAGER 

- Standard·Manager 
- Crypto-Manager 

Table 1. Signal Names 

CLK Clock 

AST Reset 

1101 Data lr,u t I Output 
1102 Data Input I Ou\pllt (Option) 
Vee SUWCYVoltage 

GND G•ouncl 

September 1994 

ADVANCE DATA 

• 
Wafer 

• FAST CRYPTATION PROCESSING 

- 66ms RSA Signature 

- lOOms OSS Signature 

- 200ms DSS Authentification 

Figure 1. Logic Diagram 

vee 

I 
AST - r- V01 

ST16CF54 

CLK - r- V02 
(OPTION) 

I 
GNO 

A10115& 

115 
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ST16CF54 

DESCRIPTION 

The ST16CFS4. a member of the ST16XYZ fam1ly 
devices, is a serial access microcontroller espe
cially designed for very large volume and cost 
competitive smartcards applications, where high 
performance Public Key Algorithms will be imple· 
mente<!, to cut down inihallizallon and communica
tion costs and to increase security. 

Its internal Modular Anthmetic Processor is �
signed to speed up cryptographic calculations us
ing Pub�c Key Algonthms. II P'Ooesses modular 
multiplic.ations and squaring on 2561512 bit oper
ands or a double operand ot 1024 bits. The 
ST16C FS4 is base<! on an SGS-THOMSON 8 bit 
CPU core ir>ctuding on-<;hip memories. 352 bytes 
ol RAM, 161< bytes ol ROM and 41< of EEPROM. 

Figure 2. Block Diagram 

SBIT 
CPU 

RAM 

3S2 
BYTES 

ROM 

161<8Y'TES 
SECTORS 
COM BIN 

SECT 

8oth ROM and EEPROM memories can be config· 
ured into two sectors. Access rules from any mem
ory section (sector) to any other are setup by User's 
defined Memory Access Control Matrix. 

It is maoolaclured us1ng the high reliable SGS· 
THOMSON 111m CMOS EEPROM technology. 

Asall lheotherST16XYZfamilymembers, it is fully 
compatible with the ISO standards fO< smartcards 
applications. 

Software development and firmware (ROM 
code/options) generation can be done with the 
ST16S-EMU development system. 

The ST16CF54 can be delivered in 5 inches sawn 
or unsawn, 18011m or 2BOIIm thiCkness wafers. 

EEPROM 4K BYTES 
SECTOIIS COMBIN,TIVE 

Vee GND ClK RST 

::.:::...---------- LW �;��� -----------



Page 291 of 544

STANDARD-MANAGER and CRYPTO·MAN· 
AGER 

The ST16CF54 Manager is an executable code in 
accordance to the SGS-THOMSON Chip Manager 
concept. implemented on the STt6CF54 MCU 
based Smartcard IC. It includes standard com
mands and cryptographic related commands. It 
allows easy access to STt6CF54 memories and 
Modular Arithme6c Processor (MAP) registers: 

- through an extensive set of commands, 

- through a ROM crypto library located 1n the 
system ROM. containing a various set of func
tions for handling the MAP registers and 
mathematicaVcryptographic calculations. 

The ST16CF54 Manager IS designed to reduce the 
time required for the labncation of any ROM· 
masked product, using or not cryptographic func
tions, aM to oNer the user direct entry to the 
application, as well as giving easy access to the 
ST16CF54 product for evaluation. 

PatCh 1 and patch 2 allow modification of the 
Manager behaviour using some EEPROM tables 
or subroutines for modifying the Answer To Reset 
or the received commands. 

Figure 3. ST16CF54 Manager Flowchart 

ST16CF54 

MANAGER FEATURES 

In addition to the standard commands. compatible 
with ISO 7816·3 standard protocols. the user may 
sevreset a lew controls olthe ST t6CF54 Manager. 
These functional mod•ticat1ons are: 

- ISO protocol sefecMn inverted or direct con· 
vent1on. 

- Output setecuon: 1/0t or 1;02. 

- 110 input: polling or interrupt Item stand· by. 
- liO baud rate selecbon. allowing high baud 

rate with slow clocks. 
- CLK frequency selection, allow1ng h<gh baud 

rate w1th stow clocks. 
- Securrty register management. 
- Patches: conditional extens1on branch 

..,,,.., 

--------- � !itl!lcm� _______ __,3�15 
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t CF54 

A • ST16Cf54 STANOARO.MANAGER SET OF 

COMMANDS 
StandarO-eommands (ClAIM 80h} 
DOh WRITE: Write N by IllS ill 

EEPROM. 

02h OV_WRITE: Over write N bytes in 
EEPROM. 

04h WRT_RAM: Write N bytes in RAM 
or registers. 

COhEAASE: Erase N bytes from 
EEPROM. 

C2h ERA_FEW: Erase a tew bytes from 
EEPROM. 

B2hAO_EEP: Read N bytes from 
EEPROM. 

B4h AD_AAM: Read N b'fles from 
RAM or registers. 

86h RO_SERIAL_NB: Read !he 6 first bytes 
from EEPROM. 

E2h CHK_EEP: CheckSum of an 
EEPROM block. . 

E4h CHK_ALL: Checksum ot tne wnote 
EEPROM 

30hEEPjN: Execute a subroutine in 

EEPROM (with incomiiiO 
parameters). 

32h EEP _OUT: Ellecute a subroutone in 
EEPROM (woth outgoing 

parameters). 

ROM subroutines for the ST16CFS4 Standard· 

Manege< 

Some subroutines �ay be called from EEPROM. 
allowlng the User to rely on lhe Manager code tor 

tow level operauons: 110 handling, EEPROM pro

grammifl9 or erasing ... 

B • ST16CF54 CRYPTO.MANAGER SET OF 
COMMANDS 
Crypto-commands (class 8Bh or 8Ch) 

02h: RFU 

12h: RFU 

22h MOV: Move data trom VO or 
MAP register Of memory 
to VO or MAP regoster 
ormemOIY· 

32h CALC _H· Calculate H the first 

Montgomery constant. 

34h CALC_Jo: C&ICl.Jiate JO the second 
Montgomery constant. 

36h CALC_P(B.A)N: Calculate a P·field 
modular munip!ieation. 

38h CALC_P(B B)N: Calculate a P-field 
modular square. 

3Ah: RFU 

3Ch: RFU 

3Eh CALC_s•e_mod_N: Calculate a modular 
exponentiation. 

42h: 
52hCALC�: 

RFU 

CalCulate a random 
number. 

AdVenced cJYpto-commends (ctua 8Ch): 
72h: RFU 

74h: RFU 

76h: 
7811: 

7Ah: 

RFU 
RFU 
RfU 

ROM subroutine• tor the ST16CFS4 Crypto

Maneoer 

The Cryplo·Manager kblary contaii'S a large set of 

functions !Of handfing !he MAP regiSters. toad· 

lnglunloading data, catclllating simple or more 

complex malhema\IC8lellpresslons. and executing 

some cryptograplic algorlltwns. 

Dal& and parameters may be passed 10 and from 

the tuncllons using several addressing schemes. 

All features are eonttolle<l by the eldlausuve •nd 
mod1focab4e set of CfYiliO commands mentioned 

above. 

;::::._.------- l.fi � --�-----
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ST16CF54 
, 

J 
C18t�SGS·THOMSON-· _,nftoly·AIAOQh!S-

--------- � � ---------'SIS""'-

· . .;' 
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ST1 6xF74 

CMOS CRYPTO-COMPUTER FAMILY 

• 8 BIT ARCHITECTURE CPU 
• 20K BYTES ol ROM 

• 608 BYTES oF RAM 

• 4K BYTES of EEPROM SECTORS COMBINA
TIVE: 

- Highly reliable CMOS EEPROM Technology 

- 10 Years Data Retention 
- 1 OOK Erase/Wnte Cycles Endurance 
- Protected one t1me programmable block 

(32 or 64 bytes) 
- Separate Wnte and Erase cycle for fast "t" 

programming 

- t to 32 bytes block Erase or Wr�te single 
cycle programming 

• SINGLE 5V t 10% SUPPLY VOLTAGE 

• SOPHISTICATED HIGH SECURITY FEA
TURES 

• PROGRAMMABLE 8 BIT PARALLEL HOST BUS INTERFACE 
• FIVE 1/0 PORTS 

- Two 8 bit ports 

- One 4 bit port 

- Two serial pons 
• MODULAR ARITHMETIC PROCESSOR 

- Fast modulo N addition, subtraction, multipli
cation. exponentiation and calculation of 
MONTGOMERY �onstants 

- Software selectable operand length 
(256/512 bit) 

- Double operand operation (1 024 bit) 

• REAL RANDOM NUMBER GENERATOR 
(can generate seetet keys on board) 

• OPTIONAL DES ACCELERATOR 

Product Variance 

STt6KF74 All features 

ADVANCE DATA 

POFP64 

• 64 PIN POFP PACKAGE 

• 512 BIT RSA SIGNATURES wrth 5MHz EXTER
NAL CLOCK 1n 17ms 

DESCRIPTION 

The ST16xF74 is a family of safeguarded 8 bit 
MCU, especially designed for large volume and 
cost compet1bve smartcard term1nals applications 
where high performance Public Key Algor1lhm are 
1mplemen1ed. and Secret Keys are generated on 
board. 

Its internal Modular Arithmetic Processor IS de
Signed to speed up cryptographic calculation us1ng 
Public Key Algorithms. It can process modular ad
dition, subtraction and exponentiation on 256151 2  
brt operands or 1024 bit double �rand. 

The optional DES Accelerator speeds up the neoessa'Y permutation speCified by the NIST DEA standards. 
The ST16xF74 is based on the SGS-THOMSON 
ST16XYZ family of 8 brt MCU. 

ST16LF74 All features except DES accelerator 

ST16MF74 All lealli ..,. except p;>rollel t/0 parts 

ST16NF74 All features eX<:ept DES acoeteralo r and parallol l/0 porta 

t/3 
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ST16xF74 

_SCRIPTION (cont'd) 

On·ch1p memones include: 608 bytes of RAM, 16K 
bytes of ROM and 4K bylas of EEPROM. The 
EEPROM can be configured into any of the follow

.s manulaclured using the high reliable SGS· 
THOMSON 1)1m CMOS EEPROM technology. 

Software development and firmware (ROM 
codeloptiOI'I$) generabon can be done with the 
SGS·THOMSON ST16XYZ·EMU development 
system. ing sectOf oonbinations: 

Sector A 
0 

512 

1024 

2048 

Figure 1 Blcx:k Diagram 

Sector B 
4096 

3584 

3072 

2048 

The ST16xF74 can be delivered in 64 p•n POFP. 
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ST16xF74 
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STT Wire Formats and Protocols 
version 0. 902 

5 Oct 1995 

Copyright (c) 1995 Visa International Service Association and Microsoft Corporation. All rights reserved. 
Permission to copy the material contained herein is granted subject to the conditions that (i) any copy or 
re-publication must bear this legend in full, and (ii) that none of the copyright holders shall have any 
responsibility or liability whaL'\oever to any party arising from the publication of the material contained 
herein. 

Visa and Microsoft hereby grant to any party a royalty-free, worldwide, perpetual license to use the mawrial 
contained herein to make, use, and sell products and services that conform to the Secure Transaction 
Technology Specifications contained herein. The authors of this documentation make no representation or 
warranty regarding whether any particular physical implementation of any part of these Specifications does 
or does not violate, infringe, or otherwise use the patents, copyrights, trademarks, trade secrets, know-how, 
and/or intellc<:tual property of third parties, and thus any person who implements any part of these 
Specifications should consult an intellectual property attorney before any such implementation. The 
following Specifications include public key encryption technology, which is the subject matter of patents in 
several countries. Any party seeking to implement these Specifications is soldy responsible for dctem1ining 
whether their activities require a license to any patents, including, but not limited to, patents on public key 
encryption technology. Visa International Service Association and Microsoft Corporation shall not be liable 
for any party's infringement of any imellectual property right. 

1. Introduction 
STT (Secure Transaction Technt)logy) is a protocol provided by Microsoft and Visa International to the 
tinancial and technical communities for review and comment. Comments on this specilkation an: welcome. 
Please email comments to STI@microsoft.com 

STT is desgned to handle secure payment with bank cards over insecure data transaports like the 
Internet. The protocol requires only reliable message transport, such as TCP. It features strong, 
export-approved DES encryption of financial infom1ation, di.-ect RSA (TM) encryption of bank card 
accoum numbers, and mandatory authentication of all participants, including clients, for reduced financial 
risk. ill 

IMPORTANT NOTE 

This document covers the International Version of the SIT protocol, which includes DES encryption of all 
financial data, direct RSA encryption of bank card account numbers, and 40-bit RC4 encryption of the 
purchasing order form contents and receipt. A US/Canada version of the protocol with triple· DES 
encryption of the order, receipt, and all tinancial data and direct RSA encryption of bank card account 
numbers will be documented and published in the nl!ar future. 

STT is independent of other authentication and privacy protocols. An implementation of SIT is being 
developed by Microsoft and an authentication u-ust hierarchy will be operated by VISA. Implementation 

o! 2S 
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plans and schedull!s are not covered in this document This document is a terse technical companion to a 
much more thorou�h�:oio� exposition of STI for general audiences. 

This document presents protocols and message fonnats for version 1.0 of STI. Protocols arc the conditions 
under which messages are sent Message formats arc presented as they appear "on the wire". The purpose 
or this document is to facilitate implementation of interoperable STT applications. The target audie.nce is 
software developers. Section 9 presents the protocols and earlier sections cover formats. All fom1ats arc 
little-endian, favoring pcrfonnancc on Intel X86 and compatible platfonns, which make up the majority of 
the installed base of personal computers. All objects are byte-packed: pad bytes are explicitly denoted. 

Encrypted messages are shown in their plaintext forms. A separate section explains SIT's usc of bulk data 
symmetric-key cryptography. SIT uses RSA public-key cryptography (PKC) to protect bank card numbers 
and bulk data encryption keys and for digital signatures. Message-creating software should constmct 
plaintext messages, then sign and encrypt them, in that order, as dcscri�d in detail below. Mcs.�;agc-reading 
software should decrypt, verify signatures, then parse plaintext. 

STI Version I character string data is ANSI. SIT may support UNICODE or other multi byte character 
sets in futurl! versions. 

Note on Randomness 

SIT us�s cryptographic algorithms and globally unique IDs (GU!Ds) that rcquirl! truly random information, 
as opposed to mere pseudorandom information. SIT-compliant implementations shall take advantage of as 
much physically random information as is available on their platforms. Tn1ly random information must be 
noise from the world external to the strictly deterministic parts of the machine. The best source of such 
noise is direct human interaction with the machine. Some infom1ation may be collected in real time by 
asking the user, for example, to type for a while or move the cursor around randomly. This is the preferred 
method for implementations of STI, though it is recognized that it trades off against user interface 
concerns. Other information may have accumulated over the lifetime of the machine as users create and 
delete Iiles, processes, install and remove soflware, and so on. The following list is a small fraction of the 
amount of random information that systems programmers can access. The "true entropy" of these sources 
ranges frl)m high, for those sources that change rapidly in time, to low. for those sources that do not or arc 
likely to be. the same from one machine to the n�xt. 

0 the number of Iiles on any mounted hard disks 
o the num�rs of files in each directory, recursively 
0 the amount of free space on each disk 
0 the amount of free space in each free block in every file system free chain 
0 the system time 
0 high-precision clocks on the system board and peripherals 
0 the cursor or mouse pointer location 
o accumulated physical state information in keyboard input buffers, i/o service queues, video drivers 
0 any performance measurement instrumentation, such as cache miss counts and rates, processor 

utilization statistics. memory statistics, scheduler statistics, file system statistics, etc. 
0 the state of main memory and peripheral memory on the bus, such as video cards, including such 

information as the number of heaps, the number of free blocks in each heap. the addresses and sizes of 
each free block, selected data bits in various memory buffers, the number of items on the clipboard, 
and so on 

0 the number of tasks in the OS scheduling queue, their task ids, their code base addresses and sizes 
0 customization infom1ation, such as the current screen saver name, color specifications for windows . 

. tl!. } !(1:_ • •  ' 
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environment variables, lists of installed software, inilialization scripts (like autoexec.bat, win. ini, 
systcm.ini, etc., on Microsoft Windows platforms) 

D screen state infom1ation, such as the sizes and locations of all windows, the sizes of overlapping and 
obscured regions 

All such data should be melded through a mixing and compression function, such as MDS or SHA, so that 
correlations from run to run or boot to boot will be destroyed. XOR is not an adequate mixing function. 
sinee it allows reversal of the addition of noise. SIT-compliant software shall seed pseudorandom number 
generators with physically random information and shall frequently update the seed with physically random 
infom1ation. SIT-compliant software shall also use seeds of at least 160 bits. See Internet RFC 1750 for 
general information on randomness. 

2. Type Hierarchy and Notation 
SIT messages are made up of data objects, or just objects. Data objects are instances of data types. Data 
types include Atoms and Low-Level Composites. A meta-data type callled a TL V serves both as a grouping 
construct and to define higher-level types. 

Objects are written in Cambridge Prefix Notation with the type first. followed by an optional literal value 
and an optional symbolic name that might be used in expository text or later definitions to refer to the 
object. So. for example. a Byte called bFoo is written as follows: 

(BYT£: bFoo) 

A BYTE object not needing a name would be written 

(BYTE) 

or. where unambiguous, as 

DYTE 

Cambridge Prefix Notation also denotes ordered collections or sequences of objects. On the wire, these 
objects appear in time order; in memory, they appear as byte-packed concatenations. So, for example. A 
BYTE called bFoo followed by a CString called customerName and DWORD called dwCount is written as 
follows: 

( (BYTE bFoo) 
(CStr1ng customerName) 
(OWORD dwcount ) )  

If these objects did not need names, the same sequence would be written 

( (BYTE) (CString) (DWORD) ) 

A fixed-length array or stream of N objects of type X has type X[N], a pseudo-C notation. So, for example. 
the type of an array of BYTEs of length cb is written 

BYTE !cb) 

The optional value field is written as a numeric or string constant, as in 

(WORD Ox1234) 

3 (): 2 8 
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or 

(BYT£ ( 4 )  "RSAl " )  

denoting a BYTE array holding a character string. or in 

(8YTE ( 4 )  Ox23 rgbFoo) 

denoting a BYTE array named rgbFoo and tilled with repititions of Ox23. 

Complexity is built by defining new types. So, for example, the expression 

(def ine-type BOGEY 
( !BY'I'E bFoo) 

(CString customerName) 
< o;.,;ono d1vcount) l }  

gives the name BOGEY to the sequence shown. In later expressions, BOGEY may be used as a stand-in 
expression for the sequence, shonening the notation and removing redundancy with its concomitant 
possibility for error. Define-type also. admits some automated consistency checks on the notation. 

Comments in line to the Cambridge Notation are preceded by semicolons. 

3. Atoms 
The following are the plaintext fom1ats of SIT's data atomic data types. 

BYTE: 8-bit uns igned integer. 

lvORD: 16-bit un�i gned integer, low-order byte f irst on the wire 
(or, i n  memory , at lo1"er byte address ) . STT writes the number 

o f  bytes in •' WORD as the symbolic conscant: cbi.J, which equals 2 .  

[MOHD: 32-bit un�;igned integer, low-order WORD first. S'l'T writes 
the number of bytes in a D'.vORO .:�s the symbolic constant cbDW, 
which equal,:; 4 .  

QWORO: 64-cit unsigned integer, )mJ o;.IORD fol lowed by high DWORD. 

DECFLOA�' : decimal floating poin t .  This atom type i s  reserved for 
future versions of S'l''l'. 

RSAlKE: RSA encryption of a 128-byte quantity under a 1024-bit 
modulus. 

RSA . 7 5KE: RSA encryption of a 96-byte quantity under a 768-bit 
modulus. 

RSA .5KE: RSA encryption of a 64-byte quant i ty under a 512-bit 
modulus. 

CString: character count fol lowed by string data (ANSI chars } .  
Character count i s  contained i n  either a byt e , 3 bytes, or 7 
bytes, as follows: 
1 .  I f  the f it·st byte i s  between 0 and OxFE, inclusive, this is 

the character count . 




