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must be regarded as a real possibility and therefore there may be an
advantage in a system which gives better protection to the PIN.

6.2 DESIGN PRINCIPLES OF THE TOKEN

One way in which the PIN can be given better protection is to provide a
keyboard for its entry which is under direct user control. Thus the PIN is
not entered on the keyboard of the retail terminal, but upon a keyboard
specially mounted on the token itself. The first design principle of the
NPL intelligent token is therefore that the PIN should be presented to the
system on a keyboard integral with the token. We shall later describe how
the token is able to check the PIN validity and then satisfy the terminal
that the PIN was valid without actually disclosing the PIN to the terminal.
Clearly it is not sufficient for the token to receive the PIN on its keyboard,
check it and then send a message saying ‘the PIN was correct’ to the
terminal, since this message could be sent by a false token with an
incorrect PIN. The message must be such that the terminal can rely upon
it.

In a transaction processing system the user is usually dependent on
displayed information on the terminal; the question is whether the user
can always trust this information. It is a common experience to motorists
to buy petrol from a pump with digital light emitting diode display;
elements of these displays frequently fail and an amount (petrol or value)
is displayed which is different from the correct value. It is not inconceivable
that a retail terminal display might be deliberately altered by someone
seeking to defraud the system owners or users. Again this brings us back
to the customer’s personal token. If it were possible to display the trans-
action details, particularly the amount of money to be committed, on a
display under customer control, then this problem would be much reduced,
at least from the customer’s point of view; comparison of token and
terminal displays may give added confidence. For this reason the NPL
intelligent token carries its own display for communication with the cus-
tomer, which is the second important design principle of the token.

We have indicated earlier the importance that must attach to the
integrity of transaction messages which control the movement of funds
between user and retailer accounts. It is frequent practice to protect
transaction messages by encipherment techniques, often by authentication
based on symmetric encipherment algorithms. An alternative and attractive
method of ensuring integrity is based on the digital signature derived
from an application of public key cryptography. As we shall see, the NPL
token is able to satisfy a terminal that a correct PIN has been offered
without disclosure of that PIN; this property depends upon the application
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of a digital signature. The basic token design therefore includes the ability
to calculate digital signatures using a stored secret key. Since the ability
to calculate signatures is a fundamental requirement in the device, it is
convenient to apply this ability to calculating signatures on transaction
messages authorised by the token holder. Transaction messages signed in
this way can be checked anywhere in the transaction processing system
where a reliable copy of the corresponding public key is available.

6.3 REALISATION OF THE TOKEN DESIGN PRINCIPLES

We have now identified the three fundamental design principles of the
NPL intelligent token — integral keyboard, integral display and ability to
calculate digital signatures. We proceed to discuss the ways in which these
design principles have come to be implemented in physical and logical
terms. The central part of the design is an implementation of the RSA
public key cryptosystem [4]; this software implementation runs on a fast
signal processing chip, the Texas Instruments TMS32010.

Personal identity verification (more strictly PIN verification) begins
with presentation of the token to a terminal by the user; the terminal
senses the presence of the token and generates a random number which it
sends as a challenge to the token; at the same time the token signals to
the user (using its own display) that the PIN must be input on the token
keyboard. The token is designed to check the PIN and, if the PIN is
correct, to sign the random number just received from the terminal using,
for this purpose, the secret RSA key contained within the token. (Should
the PIN be incorrect, the signature process does not take place and the
user is given a limited number of attempts to get the PIN correct, failing
which the token is disabled.) Having produced a transformation of the
random number by the signature process, the token returns the trans-
formed number to the terminal. The terminal, after having generated the
initial random number challenge and while the token is preparing its
signed reply, will have sought the public key corresponding to the token;
this can come either from a reference source of public keys or can be
supplied by the token itself in the first exchange of data with the terminal,
in which case the version of the public key is supplied already signed by
the secret key of a superior authority (the public key of the authority
must then be known to the terminal). Given the public key corresponding
to the token, the terminal can check the validity of the returned signature
of the random number challenge; correct signature implies correct PIN
presentation on the token keyboard. Figure 6.1 illustrates the sequence of
events in identity verification.

Because the token is capable of generating RSA signatures, it is a
simple extension of its functionality to permit the signature of transaction
messages. In a retail point-of-sale system these messages would be pre-
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Fig. 6.1 PIN checking, token challenge and response.

pared on the retailer terminal and sent to the token for approval by the
token holder (inspection in the token window by the user) and, if approved,
signed by the token and returned to the terminal. The terminal can check
the validity of the signature. and then send the signed message to a
transaction processing centre. The signature validity can be checked by
any entity in the system having access to the public key corresponding to
the signature token. To avoid replays of transactions, it is necessary to
include a time and date field in the message. Transaction numbering does
not lend itself conveniently to prevention of replay for token originated
transactions; tokens accessing multiple services would require a serial
number for each and hosts offering services would need a number for
each token in valid issue. Figure 6.2 illustrates the sequence of events in
transaction signature.

It is an interesting extension of the design that the initial random
number challenge may be omitted and replaced by the transaction message.
In this case the protocol is shortened by arranging that the identity
verification is checked by the signature on the transaction message.

The ability of the token to sign messages can be extended to cover
messages in general; the application of the token is not restricted to value
transactions.

6.4 THE PROTOTYPE TOKEN

The NPL intelligent token was created in prototype form in a unit
measuring 36 cm X 15 cm X 2 cm; this device contained 21 discrete
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integrated circuits, including the TMS32010 and an Intel 8085 to act as
controller. Battery maintained RAM was provided for storage of para-
meters such as keys and a record of transactions.

Consideration was given to a semi-custom designed RSA processor
chip in the early days of the project. It was considered at that time that
the technology was not readily available for such a device and so an
alternative method of implementing the algorithm was sought. Texas
Instruments had just released the first in a series of fast processor chips
designed mainly for signal processing applications. This device, the
TMS32010, 1s a 16-bit microprocessor with an instruction execution time
of 200 ns. The instruction set includes a signed 16-bit multiply executed in
one cycle. Although not ideal (overflow and the sign bit caused problems)
this processor was programmed to perform the RSA calculations. The
new design continues to use this processor.

The TMS32010 has limited program and data memory spaces of 4K
words and 144 words respectively. Further, there is no high-level language
compiler and the speed of the processor makes it difficult to interface to
slow peripheral chips. For these reasons, all the remaining functions of
the token were placed under the control of a second processor. This split
has several advantages; the two processors can work in parallel, thus
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reducing or even hiding the RSA calculation time, a high-level language
can be used for the application software, none of the TMS32010 memory
resources are wasted, and peripheral interfacing is easier and uses fewer
components.

Creation of the prototype enabled the development team to demonstrate
the correct functioning of the device in applications such as access control,
point of sale transactions and signature of alphanumeric messages. Since
the prototype was comparatively large, the next stage was to engineer a
smaller version. In order to reduce the size, the functions of a number of
the separate integrated circuits were absorbed into one application specific
integrated circuit (ASIC). The chip count was thereby reduced to 11;
further space was saved by using surface mounting technology. The result,
produced in collaboration with Texas Instruments, was a device similar in
size to a medium sized pocket calculator (about 14 cm X 9 cm X 1 cm).

In the new version, the Intel 8085 is replaced by a member of the
TMS7000 series of 8-bit microprocessors. As before, this processor also
controls the RSA processor and all peripherals, maintains the secret data
and runs the application program. 32 K bytes of program memory are
available, most applications to date have used only half of this amount.
8K bytes of battery backed RAM are built in for the storage of keys and
other data needed for applications.

All of the decoding logic, address latching and bus de-multiplexing for
both processors have been reduced to a single semicustom chip designed
at the NPL and fabricated in 1.8 micron CMOS gate array technology by
Texas Instruments. Figure 6.3 is a block diagram showing the important
physical features of the token. The display is a 16 character by 2 line
liquid crystal display and the keypad consists of 4 rows of 3 buttons. The
reasons for including these on the token are given elsewhere in this
chapter. The clock maintains information about the date and time of day,
this is used in some applications to date stamp messages. Communication
between the token and the outside world is by way of a three-wire serial
interface.

Communication between the two processors takes place over an 8-bit
bidirectional bus buffer constructed in the semicustom chip. A data block
containing the message, exponent and modulus required for an RSA
calculation is sent to the RSA processor via this interface, the result is
returned in a similar way. Block transfers are completed in a few micro-
seconds, a time not considered significant when set against the calculation
time.

The token contains secret information unique only to itseif. No other
token contains the same secret so the compromise of one does not put the
security of the whole system at risk. Nevertheless, measures must be
taken to detect tampering and destroy the secret information upon detec-
tion. Possession of the secret key would enable an intruder to falsify
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